LOI CAM ON

Truede hét em xin bay t6 long biét on sdu sdc nhdt téi c¢é gido hwdng dan
Thac sy H6 Thi Hwong Thom — gidang vién khoa CNTT trieong PHDL Hai Phong
la nguoi da tdn tinh givp do em rat nhiéu trong sudt qud trinh tim hiéu nghién

civu va hoan thanh dé dn tot nghiép nay.

Em xin chan thanh cdm on cdc thay cé trong b6 mén céng nghé théng tin
— trwong DHDL hdi phong Ciing nhu cdc thdy cé trong truong da trang bi cho
em nhitng kién thirc co ban can thiét dé em c6 thé hoan thanh bdo cdo.

Xin giti loi cam on dén ban bé nhitng ngueoi luén bén em da dong vién va
tao diéu kién thudn loi cho em, tgn tinh giup do chi bao em nhitng gi em con
thiéu sét trong qud trinh 1am béo céo ot nghiép.

Cuoi cing em xin bay té long biét on sdu sdc téi nhitng nguwoi than trong
gia dinh da danh cho em sw quan tam dac biét va lubn dong vién em.

Vi thoi gian co han, trinh do hiéu biét ciia ban than con nhiéu han ché.
Cho nén trong do dn khéng tranh khéi nhitng thiéu sot, em rat mong nhdn dwoc
sw dong gop ¥ kién cua tdt ca cdc thdy cé gido ciing nhw cdc ban bé dé dé dn ciia

em dwoc hoan thién hon.

Em xin chan thanh cam on!

Hai phong, ngay thang nam 2010

Sinh vién thuc hién

Pham Quang Tung.



LOI MO DAU

Ngay nay, khi Internet ngdy cang phét trién manh mé va dan trd thanh moi
truong thé giéi ao dugc st dung trén toan cau. Cung v6i cude cach mang thong
tin k¥ thut s6 dd dem lai nhitng thay doi sau sic trong xa hoi va trong cudc sdng
ctia chiing ta. Nhitng thuan lgi ma thong tin k¥ thuat s6 mang lai ciing sinh ra
nhitng thach thtrc va co hoi méi cho qua trinh phat trién. Internet va mang khong
day da tro gitip cho viéc chuyén phat mot khéi lugng thong tin rat 16n qua mang
gitip cho viéc truyén thong va giao tiép trd nén thuan loi hon. Tuy nhién nd ciing
lam ting nguy co st dung trai phép, an cip thong tin, xuyén tac bat hop phap cac
thong tin dugc luu chuyén trén mang, dong thoi viée str dung mot cach binh dang
va an toan cac dit lidu da phuong tién cling nhu cung cAp mot cach kip thoi théng
tin toi rat nhidu ngudi dung cudi va cac thiét bi cudi ciing 1a mot van dé quan
trong va con nhiéu thach thirc. Hon nita su phat trién cia cac phuong tién ky
thuat s6 da lam cho viéc luu trit, sira doi va sao chép dir liéu ngay cang don gian,
tir d6 viée bao vé ban quyén va chéng xam pham trai phép céc dit liéu da phuong

tién (4m thanh, hinh anh, tai liéu) ciing gap nhiéu kho khan.

Mot cong nghé méi dugc ra doi da giai quyét phan nao mot s6 kho khan
trén 13 gidu thong tin trong cic ngudn da phuong tién nhu cac ngudn am thanh,
hinh 4nh, anh tinh...X¢ét theo khia canh tong quat thi gidu thong tin cling 1a mot
hé mat ma nham dam bdo tinh an toan thong tin, nhig phuong phap niy uu
diém & chd giam dugc kha niang phat hién ra sy ton tai cta thong tin trong cac
nguon mang. Khong giéng nhu ma hoa thong tin 1a dé chéng su truy cip va sua
chita mot cach trai phép thong tin. Gidu va phat hién thong tin 1a ki thuat con
tuong d6i méi va dang phat trién rat nhanh thu hat duoc sy quan tdm cia ca gisi
khoa hoc va gidi cong nghiép nhung ciing con rat nhiéu thach thic.

Ban bao c4o nay trinh by vé k¥ thuat gidu va phat hién anh cé gidu tin.
Pong thoi trinh bay mot so6 k§ thuat gidu va phat hién thong tin trén anh s, tir d6
dua ra cac thyc nghiém va danh gia cho viéc phat hién thong tin an gidu trong

anh soO.



CHUONG 1. TONG QUAN VE KY THUAT GIAU TIN VA
PHAT HIEN ANH CO GIAU TIN

1.1 Tong quan vé k¥ thuat gidu tin (Steganography)

1.1.1 Pinh nghia ky thugt gidu tin

Gidu thong tin 1a mot k¥ thuat nhung (gidu) mot luong thong tin s nao do
vao trong mot ddi twong dir lidu s khac (gidu thong tin chi mang tinh quy udc
khéng phai 1a mot hanh dong cu thé).
1.1.2 Muc dich ciia gidu tin

C6 hai muc dich cua gidu tin:

e Bio mat cho nhiing dit liéu duoc gidu

e Bio dam an toan (bao vé ban quyén) cho chinh cac dbi tuong chira dir
lidu gidu trong d6 va phat hién xuyén tac thong tin.
C6 thé thay 2 muc dich nay hoan toan trai nguoc nhau va dan phat trién

thanh 2 linh vyuc v&i nhitng yéu cau va tinh chat khac nhau.

Gi4u thong tin
[

Gidu tin bi mat Thuy véan sd
(Steganography) (Watermarking)

Hinh 1.1. Hai linh vyc chinh ctia ky thuat gidu thong tin
K¥ thuat gidu thong tin bi mat (Steganography): v6i muc dich dam bao an
toan va bao mat thong tin tip trung vao cac ky thuat gidu tin dé c6 thé gidu dugc
nhiéu thong tin nhat. Thong tin mat dugc gidu ky trong mot doi twong khac sao

cho ngudi khac kho phat hién duoc.

K¥ thuat gidu thong tin theo kiéu danh gidu — thuy van (watermarking) véi

muc dich dé bao vé ban quyén chinh ddi tugng ding dé chira thong tin, thuong



tap trung dam bao mot sb cac yéu cau nhu dam bao tinh bén viing... Pay 1a ing

dung co ban nhét ctia k¥ thuat thuy van sb.
1.1.3 M6 hinh kj thugt gidu thong tin co béin

Gidu thong tin vao phuong tién chtra va tach ldy thong tin 14 2 qué trinh

trai nguoc nhau va c6 thé mo ta qua so dd khéi ctia hé thong nhu hinh 1.2:

Thong tin gidu
Phan phéi
Phuong tién o Phuong tién trén mang
chira(audio, anh, B0 nhung chtra da duoc
video) thona tin giAu tin /:>

Khoa

Hinh 1.2 Lugc dd chung cho qua trinh gidu tin

e Thong tin can gidu tuy theo myc dich ciia nguoi s dung, nd co thé la

thong diép (voi cac tin bi mat) hay cac logo, hinh anh ban quyén.
e Phuong tién chtra: cac file anh, text, audio. .. 1a moi trudng dé nhing tin.
Bo nhiing thong tin: 1 nhitng chuong trinh thuc hién viéc gidu tin
Pau ra: 1a cic phuong tién chtra da co tin gidu trong d6

Téch thong tin tir cic phuong tién chira dién ra theo quy trinh nguoc lai
v6i ddu ra 1a cac thong tin d3 duoc gidu vao phuong tién chira. Phuong tién chia
sau khi tach 1dy thong tin c6 thé dugc sir dung, quan 1y theo nhimg yéu cau khac
nhau.



1.1.4 M6 hinh ky thudt tach thong tin co bdan

Khoa gidu tin

Ph ti¢ Phuong tién Phan phoi

uong tién o : "

chira da duoc B nhung chita(audio, anh, | " Mang
gidu tin thona tin video) :

Thong tin gidu |——>

Hinh 1.3 Lugc d6 chung cho qua trinh giai ma thong tin
Hinh 1.3 chi ra cic cong viéc giai ma thong tin da gidu. Sau khi nhan dugc
d6i twong phuong tién chira c6 gidu thong tin, qua trinh giai ma duoc thyuc hién
thong qua mot bo giai ma tuwong rng voi b nhung thong tin cung voi khoa cia
qua trinh nhing. Két qua thu dugc gém phuong tién chira gc va thong tin da
gidu. Budc tiép theo thong tin da gidu s& duoc xir 1y kiém dinh so sanh v6i thong

tin ban dau.

1.1.5 Yéu cdu thiét yéu déi véi mot hé thong gidu tin
C6 3 yéu cau thiét yéu dbi véi mot hé théng gidu tin:
e Tinh khong nhin thay: 13 mét trong 3 yéu cdu cua bat ki 1 hé gidu

tin nao. Tinh khong nhin thay 1a tinh chat v6 hinh cua thong tin

nhung trong phuong tién nhung.

e Tinh manh mé: 1a yéu cau tha 2 cla mot hé giéu tin. Tinh manh
mé 13 no6i dén kha nang chiu dugc cac thao tac bién ddi nao d6
trén phuong tién nhing va cac cudc tan cong co chi dich.

e Kha ning nhung: 13 yéu ciu thir 3 ciia mot hé gidu tin. Kha ning
nhang chinh 14 s6 luong thong tin nhing dugc nhing trong

phuong tién chira.



1.1.6 Moi trwong gidu tin
a. Gidu tin trong anh
e Gidu tin trong anh hién dang rit dugc quan tam. N6 dong vai trd
hét stcc quan trong trong hau hét cac ung dung bao vé an toan
thong tin nhu: nhan thuc thong tin, x4c dinh xuyén tac thong tin,

bao v¢ ban quyén tac gia...

e Mot dic diém cia gidu thong tin trong anh nita d6 1a thong tin
duoc giéu mot cach vo hinh, né nhu 1a cach truyén thong tin mat
cho nhau ma nguoi khac khong thé biét duge boi sau khi gidu
thong tin chat lugng anh gan nhu khéng thay dbi dic biét d6i
v6&1 anh mau hay anh xam.

b. Gidu tin trong audio

e Khac v6i ky thuat gidu thong tin trong anh: phu thudc vao hé
thong thi giac cua con nguodi — HSV (Human Vision System), ki
thuat gidu thong tin trong audio lai phyu thudc vao hé théng thinh
giac HAS (Human Auditory System). Boi vi tai con ngudi rat
kém trong viéc phat hién sy khéac biét giita cac giai tan va cong
suat, c6 nghia 1a cac am thanh to, cao tan c6 thé che gidu di

dugc cac am thanh nho, thap mot cach dé dang.

e Yéu cau co ban va quan trong nhit cta gidu tin trong audio 1a
dam bao tinh chat an cua thong tin dugc gidu dong thoi khong

lam anh hudng dén chét luong cua dir liéu.

c. Gidu tin trong video
e Ciing gidng nhu gidu thong tin trong anh hay trong audio, gidu
tin trong video ciing dugc quan tim va duoc phat trién manh mé
cho nhiéu mg dung nhu diéu khién truy cip thong tin, nhan

thire thong tin, ban quyén tac gia. ..



e Mot phuong phap gidu tin trong video duoc dua ra boi Cox la
phuong phap phan bd déu. Y tuéng co ban ctia phuong phap 1a

phan phdi thong tin gidu dan trai theo tan s cua dit liéu gdc.

d. Gidu thong tin trong vin bdan dang text
e GiAu tin trong van ban dang text khé thuc hién hon do ¢6 it cac
thong tin du thira, dé 1am duoc diéu nay ngudi ta phai khéo 1éo
khai thac cac du thtra ty nhién ctia ngoén nglr. Mot cach khac 1a
tan dung cac dinh dang van ban (ma hoa thong tin vao khoang
cach giira cac tir hay cac dong vin ban) => K¥ thuat gidu tin
dang duoc 4p dung cho nhiéu loai ddi tugng chir khong riéng dir

liéu da phuong ti€én nhu anh, audio, video.

1.1.7 Mgt sé dic diém ciia vigc gidu tin trén dnh
Mot k¥ thuat gidu tin trén anh c6 mot sé dic diém sau:
e Tinh v6 hinh cta thong tin duoc giau.
e S6 luong théng tin duoc gidu.
e Tinh an toan va bao mat cua thong tin.
e Anh mdi truong ddi v6i qua trinh giai ma.

1.1.7.1 Tinh vo hinh cua thong tin

Khai niém nay dua trén dic diém cua hé thong thi giac cia con nguoi.
Thong tin nhung 13 khong tri giac duoc néu mot ngudi véi thi giac binh thudng
khong phan biét duoc anh méi truong va anh két qua (tc 1a khong phan biét
dugc anh trugc va sau khi gidu thong tin). Trong khi image hiding
(Steganography) yéu cau tinh vo hinh cua thong tin & muc do cao thi
watermarking lai chi yéu cau & mot cép dd nhét dinh. Chéng han nhu nguoi ta
ap dung watermarking cho viéc gan mot biéu twong mo vao mot chuong trinh

truyén hinh dé bao vé ban quyén.



1.1.7.2 Ty 1é gidu tin

Luong thong tin gidu so v6i kich thude anh mdi truong ciing 1a mot van dé
can quan tAm trong mot thuat toan gidu tin. RS rang 1a c6 thé chi gidu 1 bit théng
tin vao mdi anh ma khéng can lo ling vé d6 nhidu cua anh nhung nhu vay s& rat
kém hiéu qua khi ma thong tin gidu c6 kich thudc bang Kb. Cac thuat toan déu
cd géng dat duoc muc dich lam thé nao giéu duoc nhiéu thong tin nhat ma khong

gay ra nhidu dang ké.

1.1.7.3 Tinh bao mat

Thuat toan nhing tin dugc coi 1a ¢6 tinh bao mat néu thong tin dugc nhing
khong bi tim ra khi bi tan cong mot cach co chu dich trén co s c6 hiéu biét day
da vé thuat toan nhung tin va c6 bd giai man (trir khoa bi mat), hon nira con c6
dugc anh c6 mang thong tin (anh két qua). Pay 1a mot yéu cau rat quan trong doi

véi anh image hiding.

1.1.7.4 Anh méi trwong doi véi qud trinh gidi ma

Yéu cau cudi cung la thuat toan phai cho phép ly lai duoc nhitng thong
tin da gidu trong anh ma khong c6 anh moi trudng. Diéu nay 1a mot thuan loi khi
anh moi truong 1a duy nhat nhung lai 1am gi6i han kha ning Gng dung cua k¥

thuat gidu tin.
1.2 Tong quan vé ky thuat phat hién anh cé giau tin (Steganalysis)

1.2.1 Khdi ni¢m

Steganalysis 13 k¥ thuat phat hién sy ton tai cua thong tin an gidu trong
ngudn da phuong tién(multimedia). Gidng nhu tham mi, muc dich cua
Steganalysis 1a phat hién ra anh c6 mang thong tin mat va pha vo tinh bi mat cua
vét mang tin an.

Muc dich ctia ky thuat phat hién 1 dé phan loai mot anh sé bat ky c6 phai
1a anh gbc (cover image) hay anh c6 gidu tin (stego image) hay khong, dé tir do

c6 thé dua ra bude xir 1y tiép theo.



1.2.2 Phan tich tin dn gidu thwong dwa vao cdc yéu t6 sau:
- Phan tich dwa vao cac d6i twong di mang tin.

- Phan tich bang so sanh dic trung: so sanh vat mang tin chua duoc gidu

tin vo1 vat mang tin da duoc giéu tin, dua ra sy khac biét gifra ching.
- Phan tich dwa vao thong diép can gidu dé do tim.

- Phén tich dya vao cac thut toan gidu tin va cac ddi tuong gidu da biét:
Kiéu phan tich nay phai quyét dinh cac dic trung cua d6i tuong gidu tin, chi ra

cong cu gidu tin (thudt toan) da sir dung.

- Phan tich dua vao thuét toan giau tin, doi tuong gbc va d6i tuong sau khi

gidu tin.
1.2.3 Cdc phwong phdp phén tich dnh cé gidu tin

- Phan tich truc quan: Thuong dua vao quan sat hodc dung biéu do6
histogram giita anh gbc va anh chua gidu tin dé phat hién ra sy khac biét giita
hai anh can ctr dua ra van dé nghi van. V4i phuong phap phan tich ndy thuong
kho phat hién véi anh c¢6 do nhiéu cao va kich c& 16n.

- Phan tich theo dang anh: Phuong phap nay thuong dua vao cac dang anh
bitmap hay 13 anh nén dé doan nhan k¥ thuat gidu hay st dung nhu cac anh
bitmap thuong hay sir dung gidu trén mién LSB, anh nén thuong sir dung k¥
thuat gidu trén cac hé s bién d6i nhu DCT, DWT, DFT.

- Phén tich theo thong ké: Pay la phuong phap sir dung cac 1y thuyét
théng ké va thong ké toan sau khi di x4c dinh dugc nghi van dic trung. Phuong
phap nay thuong dua ra dg tin cdy cao hon va dac biét 1a cho cac anh dir liéu

16n.



CHUONG 2. CAU TRUC ANH BITMAP

2.1 Cau tric anh Bitmap

Anh BMP (Bitmap) dugc phat trién bai Microsoft Corporation, dugc luu
trit dudi dang doc 1ap thiét bi cho phép Windows hién thi dit liéu khong phu
thudc vao khung chi dinh mau trén bat ki phan ctmg nao. Tén file mé rong mic
dinh cua mot file anh Bitmap 1la “.BMP”. Anh BMP duoc su dung trén

Microsoft Windows va cac tng dung chay trén Windows tur version 3.0 tr¢ 1én.
MGi file 4nh Bitmap gdm 3 phan nhu bang 2.1:

Bang 2.1 Cau triic anh BitMap
Bitmap Header (54 byte)

Color Palette

Bitmap Data

2.1.1 Bitmap Header

Thanh phan bitcount (Bang 2.2 Thong tin vé Bitmap Header) ctia ciu tric
Bitmap Header cho biét sd bit danh cho mdi diém anh va sé lugng mau 16n nhat
ctia anh. Bitcount c6 thé nhan céc gia tri sau:

o 1: Bitmap 1a anh den trang, mdi bit biéu dién 1 diém anh. Néu bit
mang gia tri “0” thi diém anh 13 diém den, néu bit mang gia tri “1” thi
diém anh 1a diém tring.

o 4: Bitmap la anh 16 mau, mdi diém anh dugc biéu dién bang 4 bit.

o 8: Bitmap la anh 256 mau, mdi diém anh duoc biéu dién bang 8 bit.

o 16: Bitmap 1a anh High Color, mdi diy 2 byte lién tiép trong Bitmap
biéu dién cuong do twong ddi cia mau do, xanh 14 ciy va xanh lo

(RGB) cua diém anh.
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o 24: Bitmap 1a 4nh True Color, mdi ddy 3 byte lién tiép trong Bitmap
biéu dién cuong do twong ddi cia mau do, xanh 1a ciy va xanh lo

(RGB) ctia diém anh.

Thanh phan Color Used cua cau triic Bitmap Header xac dinh sb luong

mau cua Palete thuc su dugc su dung dé hién thi Bitmap. Néu thanh phﬁn nay

dugc dit 1a 0, Bitmap st dung s6 mau 16n nhit twong Ung véi gia tri cua

bitcount.
Bang 2.2 Thong tin vé Bitmap Header

Byte Y nghia Gia tri

thir

1-2 Nhan dang file ‘BM’ hay 19778

3-6 Kich thudc file Kiéu long trong Turbo C
7-10 | Dy triv Thuong mang gia tri 0
11-14 | Byte bat dau vang dir liéu | Offset cua byte bat dau ving di liéu
15-18 | S6 byte cho ving thong 4 byte

tin
19-22 | Chiéu rong anh BMP Tinh bang pixel
23-26 | Chiéu cao anh BMP Tinh bang pixel
27-28 | SO Planes mau Co dinh 1a 1
29-30 | SO bit cho 1 pixel Co6 thé 1a: 1,4,8,16,24 tuy theo loai anh
(bitcount)
31-34 | Kiéu nén dir liéu 0: Khéng nén
1: Nén runlength 8bits/pixel
2: Nén runlength 4bits/pixel

35-38 | Kich thudc anh Tinh bang byte
39-42 | BJ phan giai ngang Tinh bang pixel / metter
43-46 | Do phan giai doc Tinh bang pixel / metter
47-50 | S6 mau sir dung trong anh
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51-54 | S6 mau duoc st dung khi
hién thi anh (Color Used)

2.1.2 Palette mau

Bang mau cua anh. Chi nhitng anh nho hon hodc bang 8 bit médi c6 bang
mau.

Bang 2.3 Bang mau cia anh BITMAP

Pia chi (Offset) Tén Y nghia
0 RgbBlue Gia tri cho mau xanh blue
1 RgbGreen Gia tri cho mau xanh Green
2 RgbRed Gia tri cho mau do
3 RgbReserved Du trir

2.1.3 Bitmap data

Phan ndy nam ngay sau phan Palete mau ciia anh BMP. Pay 1a phan chira
gia tri mau cua diém anh trong anh BMP. Cac dong anh duoc luu tir dudi 1én
trén, cac diém anh duogc luu trit tir trai sang phai. Gia tri cia mdi diém anh 13

mot chi s trd téi phan tir mau tuong Gmg trong Palete mau.

2.2 CAu tric anh PNG

2.2.1 Lich sitr va pht trién

Dong co thic déy cho vi€c tao ra dinh dang PNG bat dau vao khoang dau
nam 1995, sau khi Unisys cong bd ho s& ap dung bang sang ché vao thut toan
nén dir licu LZW- dugc st dung trong dinh dang GIF. Thuat toan dugc bdo vé
boi bang cong nhan doc quyén sang tao & trong nudc My va tat ca cac nude trén
thé gii. Tuy nhién, cling d3 c6 mot sd van dé voi dinh dang GIF khi can c6 mot
s6 thay d6i trén hinh anh, nhét giéi han ctia n6 13 256 mau trong thoi diém may
tinh c¢6 kha nang hién thi nhiéu hon 256 mau dang tré nén phd bién. Mic du

dinh dang GIF c6 thé thé hién cac hinh anh dong, song PNG van dugc quyét
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dinh 14 dinh dang hinh anh don (chi c6 mét hinh duy nhat). Mot nguoi "anh em"
ctia nd 1a MNG da duoc tao ra dé giai quyét van dé anh dong. PNG lai ting thém
su phd bién ciia nd vao thang 8 nim 1999, sau khi hang Unisys huy bo gidy

phép cua ho do6i véi céc lap trinh vién phan mém mién phi, va phi thuong mai.

Phién ban 1.0 cua dic tda PNG dugc phat hanh vao ngay 1 thang 7 ndm

1996, va sau d6 xuét hién voi tw cach RFC 2083. N6 dugc t6 chirc W3C

khuyén nghi vao ngay 1 thang 10 nim 1996.

- Phién ban 1.1, v6i mot sb thay d6i nho va thém vao 3 thanh phﬁn moi,
dugc phat hanh vao ngay 31 thang 12 nam 1998.

- Phién ban 1.2, thém vao mot thanh phan m¢ rdng, dugc phat hanh vao
ngay 11 thang 8 nam 1999.

- PNG gio day 1a mot chuan qudc té (ISO/IEC 15948:2003), va cling dugc

cong bd nhu mot khuyén nghi cia W3C vao ngay 10 thang 11 nim 2003.

Phién ban hién tai cua PNG chi khac chut it so v&i phién ban 1.2 va khong

c6 thém thanh phan méi nao.

2.2.2 Thong tin ky thudt

a. Phdn ddu cia tdp tin

Mot tap tin PNG bao gdm 8-byte ki hiéu (89 50 4E 47 0D 0A 1A)
duoc viét trong hé thong c6 co sb 16, chira cac chir "PNG" va hai dau xudng
dong, & gitra 1 sap xép theo s6 luong cua cac thanh phan, mdi thanh phan
déu chua thong tin vé hinh anh. Cu trac dua trén cac thanh phan duoc thiét
ké cho phép dinh dang PNG c6 thé twong thich voi cac phién ban cii khi sir
dung.
b. Cdc "thanh phan" trong tdp tin

PNG 12 cau tric nhu mot chudi cac thanh phan, mdi thanh phan chira

kich thuéc, kiéu, dit liéu, va mi stra 16i CRC ngay trong no.
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Chudi duoc gan tén bang 4 chit cai phan biét chit hoa chit thuong. Su
phan biét nay gitip bo giai ma phat hién ban chit cta chudi khi noé khong
nhan dang duoc.

V6i chir cai dau, viét hoa thé hién chudi nay 14 thiét yéu, néu khong thi
it can thiét hon (ancillary). Chudi thiét yéu chtra thong tin can thiét dé doc
dugc tép va néu bod giai ma khong nhan dang dugc chudi thiét yéu, viéc doc
tép phai duoc huy.

c. Thanh phdn co bdn

Mot bo giai ma (decoder) phai ¢ thé thong dich dé doc va hién thi mot
tép PNG.

« IHDR phai la thanh phan dau tién, né chira dung header

* PLTE chtra dyng bang mau (danh sach cac mau)

« IDAT chira dung anh. Anh nay c6 thé dugc chia nhé chua trong
nhiéu phan IDAT. Piéu nay lam ting kich c& cua tép 1én mot it nhung né lam

cho viéc phat sinh anh PNG mugt hon (streaming manner).

« IEND danh dau diém két thic cua anh.
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CHUONG 3: KY THUAT GIAU TIN TREN LSB
3.1 Khai niém bit cé trong sé thap (LSB- Least significant bit).

Bit c6 trong s6 thap 1a bit co anh hudng it nhét toi viée quyét dinh toi mau
sdc ciia mdi diém anh, vi vay khi ta thay doi bit it quan trong ctia mot diém anh
thi mau sic ciia mdi diém anh méi s& twong d6i gan véi diém anh cii. Nhu vay
k¥ thuat tach bit trong xur Iy anh dugc st dung rat nhiéu trong quy trinh gidu tin.
Viéc xac dinh LSB ctia mdi diém anh trong mot btirc anh phu thudc vao dinh
dang cua anh va s6 bit mau danh cho mdi diém ctia anh d6. Vi du ddi véi anh 16
bit thi 15 bit 14 biéu dién 3 mau RGB cia diém anh con bit cudi cung khong
ding dén thi ra sé& tach bit ndy ra & mdi diém anh dé giau tin, hodc vdi anh 256
mau thi bit cudi cung trong 8 bit biéu dién mot diém anh dugce coi 1a bit it quan

trong nhat. ..

Vi du: Téch bit cudi cung trong 8 bit biéu dién mdi diém anh cua anh 256

1001110/Q 1001010/3, 111000}9

Hinh 3.1: M&i diém anh biéu dién boi 8 bit, bit cudi cting duoc coi 1a bit it quan trong

mau

nhat tirc 12 bit bén phai nhat

Trong phép tach nay ta coi bit cudi cung 1a bit it quan trong nhat, thay d6i
gia tri cla bit nay thi s& thay do6i gia tri ciia diém anh 1én hodc xudng ding mot
don vi, vi du nhu gi tri diém anh 1a 234 thi khi thay dbi bit cudi cing né co thé
mang gia tri mai 1a 235 néu doi bit cudi cung tir 0 thanh 1. Vi sy thay doi nho
d6 ta hi vong 1a cAp d6 mau cua diém anh s& khong bi thay ddi nhiéu
3.2 Thuit toan gidu thong diép trén LSB
3.2.1Y twéng thuit toan
+ Cho thdng diép nhiing W. W ¢6 thé 1a:

- Mot chudi bit thong diép (vd: W=[00110101111001]).

- Mot chudi cac ki ty (vd: W = HPU - phai d6i W sang hé nhj phan).
15



+ Tinh d6 dai L W cua thong di€p W, doi L W ra h¢ nhi phan sau d6 ndi vao
trudc W dé co duoc thong diép nhing cudi cing (thong_ diép) nhing vao

anh.

+ Théng_diép thu dugc & budc trén nhing vao tat ca cac bit LSB ctia diém anh

1an luogt tir trai qua phai, tir trén xudng dudi dén hét.
3.2.2 Thuit toan gidu
Input
Ma tran dir liéu anh cép xam I.
Mang nhi phan 1 w (g0m 24 bit chira d6 dai thong diép va thong diép).
Output
Anh c6 giau tin.
Cac budc thuc hién nhu sau:
Duyét ma tran I va chuyén tat ca cac LSB cua cac diém anh theo chiéu
quét tir trai qua phai tir trén xudng dudi vé 0.
Thay thé cac bit LSB ctia diém anh bang bit thong diép.
3.2.3 Thuit toan giau LSB cai tién
Input: Anh cap xam I kich ¢c& m*n
Chudi thong diép can gidu M
Output: Anh c6 chta thong diép gidu.
Cac budc thuc hién nhu sau:

B1: St dung bd khdi tao budc di gia ngiu nhién dé chon pixel s€ giéu
thong diép. Luu chi s6 ctia diém anh duoc chon vao mot mang (key).

B2: LSB cua pixel dugc chon s& dugc thay thé bang mot bit thong diép
nhi phan thuéc M

B3: Lip lai budc 1 va bude 2 cho dén khi gidu hét cac bit thong diép

trong M
16



3.3 Thuit toan tach thong di€p.
3.3.1 Y twéng thuit toan tach.
+ Duyét anh theo chiéu quét tir trai qua phai, tir trén xudng.
+ Tach lay tat ca cac LSB cua cac diém anh theo chiéu quét sir dung trong
qua trinh gidu tin luu vao mot mang M.
+ T mang M tach duoc tach 24 bit dau dé 1ay ra do dai théng diép.
+ Sau khi dd c6 do dai chudi thong diép nhung, tién hanh tach 13y thong
diép gbe.
3.3.2 Thuat toan tach.
Input :
Ma tran dir liéu anh cép xam I, anh co giéu tin.
Output :
Thong diép giau.
Cac budc thuc hién nhu sau:
B1: Duyét ma tran I lan luot tir trén xudng, trai qua phai tach 13y tat ca

cac LSB cac diém anh ciia ma tran dit liéu I bang cach 1ay du cho 2, duoc mang

nhi phan M

B2: Tach 24 bit ddu cia mang M, d6i sang co s6 10 ta dugc do dai cia

chudi thong diép nhung.

B3: Trich bit thong di€p sau khi thu dugc d6 dai ¢ budce trén

3.3.3 Thuit toan tich cho truwong hop gidu LSB cai tién.
Input :

17



Ma tran dit liéu anh cip xam L, anh c6 gidu tin.

Ma trin budc di chira chi sb ctia cac diém anh duogc gidu(key).
Output :

Thong diép gidu.
Cac budc thuc hién nhu sau:

B1: Duyét ma tran I va so sanh chi s6 cua cac diém anh véi key xem no
c6 dugc gidu khong. Néu chi sé diém anh dang xét ¢ trong key thi tach lay LSB
cua diém d6 va luu vao mot mang w. Duy¢t cho dén khi hét ma tran dit liéu anh.

B2: Méang w c6 chira bit nhi phan cta thong diép can tach. Ta tién hanh

d6i gid tri ciia mang w sang kiéu chudi thi thu duoc thong diép can tach.

18



CHUONG 4: KY THUAT PHAT HIEN ANH CO GIAU TIN
TREN LSB

4.1 Trinh bay k§ thuat

K§ thuét phat hién anh c6 gidu tin dva trén twong quan biéu dd tan sb
sai khac ctia anh dugc Tao Zhang va Xijian Ping gidi thi€u, trong d6 stir dung
bién phap twong quan giita cac mién bit lién tiép dé phan loai va danh gia
giita hinh anh cover-images va stego images. Theo tinh chat cua ki thuat
gidu LSB steganography, biéu d6 tan sd sai khac (diference image histogram)
ctia anh dugc sir dung nhu 1a mot cong cu phan tich thong ké. Gia tri sai khac

cua anh dugc dinh nghia nhu sau:

D(i,j) = 1(i+1,j) = I(i,)) (4.1)

....... ..ul||| |||I|u........
(@) (b)

Hinh 4.1 Diference image histogram cua anh lena.bmp

Trong @6 1(i,j) 13 gia tri cia mot diém anh co toa do (ij) cta anh I.
T.Zhang va X.Ping cho rang, ton tai sy khac biét giita biéu d6 tan sb sai khac
ctia anh binh thuong va anh thu duogc sau khi dao céc bit trén mién LSB cua anh.
Thuc té nd duoc sir dung dé phat hién cho ki thuat steganalysis. Dé giai thich
chi tiét phuong thtrc ctia biéu do tan so sai khac(DIH) cta anh, chung ta can dinh
nghia mot s6 khai niém sau. Dat I 1a mot anh thir, 1 ¢ kich ¢ M*N pixel. Ti 1€
nhang p 1a ti 1& phan tram giita ¢ dai cta thong diép nhung vdi kha ning gidu
tin tdi da cua anh.

Néu ky hiéu biéu d6 tan sb sai khac cua anh ban dau 1a h;, biéu dd tin sb

sai khac cua anh sau khi d4o cac bit LSB trong mién LSB 1a f;, va gi 1a ky hiéu
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bi€u do tan soO sai khac cia anh sau khi dat tat ca cac bit trong mién LSB bang 0.

Khi d6 ta c6 mdi quan hé gitra h;, f;va g nhu sau :

hi = T2 = @i 2i02i (4.2)
Nois1 = 2i2i+102i + Agit2,2i+102i+2 (4.3)
fair1 = @2i2i-102i + A2i+2,2i+302i+2 (4.4)

Trong d6 ay si+j dwoc dinh nghia 14 hé s6 bién déi tir biéu do g; sang h;. Vi
J=0,1,-1ta c6 0< @y 24 <1 néu khong ayi zi+j = 0, va chung théa man
Qi+ Agigi + Aginiva =1 (4.5)

Hinh 4.2 thé hién méi quan h¢ gitta g;, h;, f; VA @i 2isj

Hinh 4.2 so d6 bién doi tir gj sang h;, f;
Bit dau tu su d6i xung cua biéu do tan s sai khac vé i=0, nhan duoc
ap1~= ag.1 luc dau. Két hop v6i phuong trinh (4.2-4.5), chiing ta c6 dugc cong

thirc tinh hé s6 bién do6i cho céc s6 nguyén duong i

_ 8y~ hJ
a.. =a, .=
.1 0.~ )
<8
h,l,
< Ay =
8
h,,_, A3 22i-182-2 .
A2 = i2]
&
Ay = I Ty Tyt 21 (4.6)
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Khi nhing mot thong diép mat ngiu nhién vao cac bit LSB ctia anh stego-
image v6i mién LSB duoc nhing hoan toan (p=100%), d6i v4i nhitng anh stego
nhu vay chung ta cd ay;2i.1~=0.25, 8,i2~=0.5, 83 2i+1~=0.25. Duéi day la mot vai
hé s6 bién d6i voi anh chuan “Lena” va 2 anh stego-images véi ti 1é nhung

p=50% va p=100% dugc li¢t ké trong bang 4.1.

Bang 4.1. Mot s6 hé s6 bién doi

t32i-1 €2 €3 i~

=l 0.2316 .5368 0.2316

Original i=| 03115 0.5025 0.1860
=2 0.3527 0.45841 0.1632

i=( 0.2451 0.5098 0.2451

p=50% i=1 0.2805 0.5009 0.2186
=2 0.3025 0.4934 0.2041

i=() 0.2503 0.4993 0.2503

p=100% i=1 0.2502 0.5004 0.2494
=2 0.250% 0.5005 0.2487

Tur phuong trinh (4.3) ching ta biét réng h,i.1 bao gém 2 thanh phén: Aoi 2i+1 U2i
Va &i+2.2i+102i+2, Va phép théng ké kiém tra cho théy ddi v6i mot anh géc thi bao

gom 2 khoang bang nhau tao thanh h,i,;, nghia 1 ta co:

A2i 2i+102i = A2i+22i+102i+2 (4.7)
Chung ta hay dat:
@y 5 2001 307 3143 .
P LR R R )
L TRIN @3 241 Zaen

Va gia thuyét thong ké d6i voi phuong phap phat hién steganalytic cho
mot anh gde thi n6 phai thoa man:
0 = i (4.8)
Trong khi v6i anh stego-images vi mién LSB duoc nhiing hoan toan ta

co:

U
[u—y

a; (49)
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Hinh 4.3. Mbi quan hé chiic ning giita e; va ti 1é nhung p khi i=0 cho anh “Lena”

Chung ta mo hinh héa mébi quan hé giira o; va ti 1é nhing p st dung da

thirc bac hai: y=ax? +bx+c, bang cach tim mdi quan hé rang budc cua bdn diém

quan trong P1(0,7), Pa(p, ai), Ps(1,1), P4(2-p,Bi) dé uéc luong p. Khi d6 ta thiét

1ap duoc h¢ phuong trinh sau:

C=7

ap” +bp+c= o,

a2—p)y +b(2-p)+c=p
a+b+c=1

i

(4.10)

Pitd, =1-p,d=a-y ,ds =i - p; thay vao biéu thirc (4.10), gian
luong hoéa ta dugc phuong trinh sau:

2d,p® + (ds— 4d,—dy)p + 2d, = 0 (4.11)

Tir phuong trinh (4.11) ta c¢6 thé tinh duogc ti 18 nhing p, néu hé sb cua

phuong trinh 12 nho hon khong thi gié tri cua ti 1€ nhiing p tinh dugc la p = 1.

Trong bai bdo c4o nay em chi chon i= 0,1,2 va ldy gia tri trung binh cua

ba truong hop cho du doan cubi cung cho ti 1¢ nhung p.
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4.2 Thuit toan phat hién anh c6 giu tin
Input: cho mot anh bat ky c6 kich c& (m*n).
Output: Ti 1€ nhung p cua anh
Cac budc thuc hién
B1: Chon mot anh trong tap anh thtr nghiém I
B2: Tinh tan s6 sai khac ctia anh I(i,j): D(i,j)=1(i,j) = 1(i,j+1)
B3: Tinh biéu do tan sb sai khac ciia anh trude (h;) va sau khi dao mién
LSB bit vé “zero” (g));

Biéu db tan sd sai khac ctia anh duoc chia 1am 2 phan h;gdm nhiing gia tri
16n hon hoic bang khong duge tinh bang hy(D(i,j)+1)=hy(D(i,j)+1)+1. Va h,
gdm nhitng gida tri nho hon khéng va duoc tinh bang
h,(abs(D(i,j))+1) = hy(abs(D(i,j))+1)+1. Vi hyva h, gdm nhiing gia tri d6i xtng
nhau qua goc toa d6 (0,0) nén ¢ day h(D(i,j))=h(D(i j)+1).

Gan tat ca cac LSB cta anh | bang “0” ta duoc anh
lo = floor(1/2)*2
Tinh biéu dd tan sd sai khéc g1, 0> cua I trong tu nhu bién phap tinh h; va h;.

B4: Tinh azi i1, @2i2i, 2izi+1 SU dung cong thirc (4.6):

_ _ 8o—hy

ap,1 =ap.—1 = ——

=&l
i
tdrj2i = —
) g2
hai—1 — a2i-2.2i-182i-2

(2i2i—1 = -
[Py

azini-1 = 1 — @z — azizi-|
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B6. Gan gia tri cho dy, d2, ds:
d1 =1- Yi
dy = a; —pi
ds=gi—7i
B7: Giai phuong trinh bac hai:
2d;p” + (dg— 4d; — dp)p + 2d, = 0
BS8: Lip lai cac buéc tir B4 — B7 cho mdi gia tri cia i=0,1,2
B9: Lay gia tri trung binh ctia p cho i= 0,1,2 dé dua ra két luan cudi cung

cho ti I¢ nhung p cua anh.
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CHUONG 5: CAI PAT VA THUC NGHIEM
5.1 Méi trudng cai dat

» Ngon ngir cai dat, moi truong soan thao va chay chuong trinh dugc thuc
hién trén ngon ngtr 1ap trinh Matlab 2007b.
> Hé diéu hanh Window XP va mdi truong NetFarme Work 2.0

> Yeéu ciu cAu hinh:
5.2 Giao di¢n chwong trinh

5.2.1 Giao dién chinh chwong trinh

Bl main SN0 X

Giau tin LSB  Tach thong diep  Phat hien anh co giautin - Sinh vien thuc hien  Thoat N

DO AN TOT NGHIEP
PHAT HIEN ANH CO GIAU TIN TREN LSB

Sinh Vien: Pham Quang Tung
GVHD: ThS.Ho Thi Huong Thom
= —==———= &« i Phong 2010 ===============

Hinh 5.1 Giao dién chinh ctia chuong trinh

Céc chtrc nang chinh cua chuong trinh:

Giu tin LSB:

Giiu theo ty 1¢ anh: Nguoi ding chon mot anh can nhing va nhap vao ti 1¢
nhing, chuong trinh s& sinh ra mot chudi bit ngau nhién c6 d6 dai tinh bang ti 1¢

nhing ctia anh ma ban vira nhap.
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Tén ham: LSB _embed(image_name,stego_name,tile)
Céc tham s dau vao:
image name: tén anh can gidu tin.
stego_name: tén anh sau khi giu tin.
tile: ty 1€ nhung tin.
Pau ra: Anh d3 gidu tin.

Giau chudi ky tu: Gidu mot chudi thong diép bat ky do nguoi dung nhap vao tir

ban phim.

Tén ham: [Trang_thai stego_image] =
embed_chuoi(image_name,name_output,message)

Céc tham s6 dau vao:
image name: tén anh can gidu tin.
name_output: tén anh sau khi giau tin.
message: Chudi thong diép duoc ngudi dung nhap vao.
Céc tham s6 dau ra:
Trang_thai: Trang thai anh sau khi thuc hién giau tin.
Stego image: Anh da giu tin.
Giau tép vin ban: cho phép nguoi dung chon mdt tép van ban dang file *.txt dé
gidu vao anh.

Tén ham: [Trang_thai stego_image] =
giau_thong_diep(image_name,str_message,name_output)

Céc tham s6 dau vao:
Image name: tén anh can giau tin.
Str_message: Noi dung cila tép van ban can nhung.
Name output: Tén anh sau khi gidu tin.

Cac tham so dau ra:
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Trang_thai: Trang thai anh sau khi thuc hién giau tin.

Stego_image: Anh di gidu tin.
Tach thong diép:
Tach mot chudi bit ngiu nhién: thuc hién tdch mot chudi bit tir anh da duge
nhung boi chire ning “gidu theo ty 18”.

Tén ham: [str_message]=LSB_extract(image_name,tile,name_output)
Céc tham sb dau vao:

image name: tén anh can tach tin.
tile: ty 1€ nhung tin.
name_output: tén anh sau khi tach tin.
Céc tham s6 dau ra:
M: Mang bit tach dwgc

Tach chudi théng diép nhing: thuc hién tach mot chudi thong diép tir anh da

dugc nhiing bdi chirc nang “gidu chudi ky tu”.
Tén ham: thongdiep=tach_chuoi(image _name,name_output)
Céc tham s dau vao:
image name: tén anh can tach tin.
name_output: tén anh sau khi tach tin.
Céc tham s dau ra:
thongdiep: thong diép tach dugc.
Téch file vin ban *.txt: Tach chudi thong diép va luu vao file *.txt

Tén ham: [str_message]=tach_thongdiep(image_name,name_output)

Céc tham so dau vao:
image name: tén anh can tach tin.

name_output: t€n anh sau khi tach tin.
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Céc tham s dau ra:
Str_message: mang bit chira chudi thong diép sau khi tach
Phat hién anh cé gidu tin: chirc nang kiém tra ti 1& nhung tin cia mot anh dua
vao
Tén ham: tile=phathien_DH(image_name)
Céc tham s6 dau vao:
Image name: tén anh can kiém tra.
Céc tham sb dau ra:
Tile: ti I¢ nhung tin ctia anh.

u main ==

STEVR L WBR Tach thong diep  Phat hien anh co giautin - Sinh vien thuc hien  Thoat N

Giau theo ty le anh

v Giau chuoi ki tu

e DO AN TOT NGHIEP
PHAT HIEN ANH CO GIAU TIN TREN LSB

Sinh Vien: Pham Quang Tung
GVHD: ThS.Ho Thi Huong Thom
——————————————""| 5 Phong 2010 ===============

Hinh 5.2 Giao dién cac chirc ning giau tin LSB chuong trinh chinh.
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l'- main @E‘g

Giau tin L5B

Phat hien anh co giau tin ~ Sinh vien thuc hien  Thoat N

Tach ti le ngau nhien

Tach chuoi thong diep nhung

o Tach File "t AN TOT NGHIEP
PHAT HIEN ANH CO GIAU TIN TREN LSB

Sinh Vien: Pham Quang Tung
GVHD: ThS.Ho Thi Huong Thom
s ———————— ) Phong 2010 ===============

r- main E@g

Giautin L58 Tach thong diep IGLESIEEGLECEENRGE Sinh vien thuc hien  Thoat w

Phat hien anh co giau tin |

DO AN TOT NGHIEP
PHAT HIEN ANH CO GIAU TIN TREN LSB

Sinh Vien: Pham Quang Tung

GVHD: ThS.Ho Thi Huong Thom

Hinh 5.4 Giao dién chtic ning phét hién anh c6 gidu tin
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5.2.2 Giao dién chi tiét cac modul ciia chwong trinh

5.2.2.1 Giao dién chi tiét chirc ning mét modul gidu tin.

nF_nhungchuoi =

NHUNG CHUOQOI THONG DIEP DUOC NHAP VAO TU BAN PHIM

Anh nhung : Browser...

Nhap chuoi can nhung .

Anh ket qua : Browser...

Trang thai :

Giautin | | Thoat

Anh truoc khi giau tin Anh sau khi giau tin

Hinh 5.5 Giao dién gidu mét chudi ky do nguoi ding nhap vao tir ban phim

Tu giao dién modul nhing chudi thong diép dugc nha vao tir ban phim ta chon

vao “Browser” d¢ tim anh can giau, va nhap vao chuoi thong diép can giau.
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.»’7 1hungehuol Moi ban chon tep anh M‘
Lookcn: [T Ach RN
NHUNG CHUOITH .. =g
e 5046
gfy Receer;n [55/047
i ocuments L§j048
Anh nhung : -.1 59049
- [57/050
Desktop 3% lena
Nhap chuoi can nhung ! aI;l
My Documents
Anh ket qua : _ W et
“w
N ofk ~ 8 3
My Network  Fie pame: 025 ~| Open
Files of type: |PNG("png) ~| Cancel |<lJ
Trang thai . San Sang
[ Giau tin ’ ‘ Thoat }
Anh truoc khi giau tin Anh sau khi giau tin
Hinh 5.6 Giao dién budc chon anh cin gidu tin.
V. F_nhungchuoi [E=EE )

NHUNG CHUOI THONG DIEP DUOC NHAP VAO TU BAN PHIM

Anh nhung : 13 NG - Browser

Nhap chuoi can nhung | HPU CT1001]

Anh ket qua : Browser I

2 Trang thai : San Sang

Giau tin | Thoat

Anh truoc khi giau tin Anh sau khi giau tin

Hinh 5.7 Giao dién budc nhap thong diép can giu.
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Chon noi luu anh két qua va dit tén cho anh sau khi giau

- E nhung Ghitep anh M
Save in: ] |, Anh_stego L] G ﬂ A} iﬁf‘
N H U NG C H UOI T|- = |54 airplane_1txt |5 S_10_milk |55 047 |5 5_70_050
b 5% baboon_1txt |55/5_20_lena [55_50_045 |54/5_70_lena
My Recent (& ct1001_hpu_ 045  [5)s_25_045 59 5._50_45 55 5_70_milk
Anh nhung : I ot D°°”"‘e_"‘s (5 lena_Lbdt 89530045 57 5_50_046 85575045
e - (5] millk_1txt [59]5_30_046 [59)5_50_047 [5)5_80_045
: |55 Nhung_chuoi_045 [57]s_30_047 |55 5_50_048 |5#]5_80.45
Desktop |55 047 16t [595_30_048 [57/5_50_049 [54/5.90_045
|55 pepeer 1t 5% s_30_049 |55 s_50_050 5¢|5_90_046
. 5951004 54)5.30_050 %4/S_50_ 5 50
Nhap chuoi can nhung : ET,] 138 10_043 138 _30_05 8 S.50_lena (385900
Doeneris 45 10_046 |%%5_30_lena |54 S_50_milk |%% s 90_50
My [55)5.10_047 [54)5_30_milk [59]5.70_045 [55.100_045
[59)5_10_048 59 5_40_045 55 5_70_046 54 5_100_046
[ QL\ 57 5.10_049 59 5_40_046 (59570047 5] 5_100_047
Anh ket qua: = My Computer | 315-10_050 [55)5.045 [55_70_048 [5)5_100_048
[595.10_lena 595,046 59570049 [59)5_100_049
= 4| (1] | >
(7Y
Myp?let\}vom File name: [5_045_chuoi_HPUCT1001 ~| Save |
laces
Save as type: lPNG(‘.png) E] Cancel I
A
[ Giau tin ] \ Thoat ’
Anh truoc khi giau tin Anh sau khi giau tin

Hinh 5.8 Giao dién budc dit tén cho anh sau khi gidu tin.

NHUNG CHUOI THONG DIEP DUOC NHAP VAO TU BAN PHIM

Anh nhung : ‘ DADO ANWa nguon chuong trinh\Anh\045 png ‘ Browser...|

Nhap chuoi can nhung : HPU CT1001

Anh ket qua : [D\DO ANMa nguon chuong trinh\Anh_stego\S_045_chuol_HPUCT10C ‘ Browser...l

Dang giau tin...

Trang thal

[ Giau tin ] ’ Thoat

Anh truoc khi giau tin Anh sau khi giau tin

Hinh 5.9 Giao dién qua trinh nhing tin
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Click vao nut “giau tin” dé bat ddu qu4 trinh giau tin nhu trong hinh 5.9.

u F_nhungchuoi =]

NHUNG CHUOI THONG DIEP DUOC NHAP VAO TU BAN PHIM

Anh nhung : \ D\DO ANWa nguon chuong trinM\Anh\045.png ‘ Browser...l

Nhap chuoi can nhung ! HPU CT1001

Anhketqua11¥ D0 ANWa nguon chuong frinmlAnh_stego\s_043_chuol_HPUCTT Browse

Trang thai : Da giau tin xong!

Giau tin [ Thoat J

— - -

.

Anh truoc khi giau tin Anh sau khi giau tin

Hinh 5.10 Trang thai sau khi nhiing tin xong.

Pé thoat khoi giao dién nhiing tin ta click vao nat “thoat”.
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5.2.2.2 giao dién mot chi tiét mot chirc ning ciia modul tach tin.

nF_tach_chuoi

TACH TIN CHO TRUONG HOP GIAU MOT THONG DIEP
BAT KY

Ten anh can tach | Browser
thong diep :

Thong diep tach duoc :

Ten anh can luu :

I Browsear

Trang thai:

I Tach tin \ | Thoat |

Anh sau khi tach tin

Anh truoc khi tach tin

Hinh 5.11 giao dién chinh modul tach tin cho truong hop tach mot thong diép nhing bat ky.

Tt giao dién chinh ctia modul, chon “Browser” dé chon anh can tach thong diép,

chon noi luu anh va dat tén cho anh sau khi tach tin.
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¢ = = g
- Ftachichuo Moi ban chon anh =B
Look in: l |, Anh_stego LI 6 q 7s$
TACH TIN CHQ — — , —
= |54 airplane_1txt |59/ S_10_milk |59 5 046
RS 57 baboon_1txt [555_20_lena (555047
My Recent |55 ct1001_hpu_045 [58]5_25_045 5] 5_50_045
Documents |5 ena 16t [5#5.30_045 [5]5_50_45
Ten anh can tach -! 55 milk_1txt [55)5_30_046 [58]5_50_046
thong diep : - [55 Nhung_chuoi_045 [5¥)5_30_047 [5¥)5_50_047
Deskdop |55 047 16t [59)5.30.048 5 5_50_048
5 . |55 pepeer_1txt |555.30_049 |55 5_50_049
Thong diep tach duoc : r“ 59 s.10_045 [8]5.30_050 54 5_50_050
i) R &Rl I~
|55 s_10_046 |57 5_30_lena |5%/5_50_lena
My Documents [5)s.10_047 [55]5_30_milk 5] S_50_milk
Ten anh can luu : = 5510048 [5]5._40_045 [5#]5_70_045
A [ss1000 [5)5.40_046 5 <.70_046
My Computer | 5/5.10_050 545045 [5)5_70_047
55.10_lena (565 70_048
Trang thai: t & o ] >
A
Myp?netivom File name: |5_045_chuoi_HPUCT1001 | Open |
iaces
Files of type: IPNG {*png) ;] Cancel I
4
Anh truoc khi tach tin Anh sau khi tach tin
Bl E tach chioi Luu anh S28
Savein: I . Anh L] 8 4 7
TACH TIN CHQ _ ,
= 5045
-~ 52046
My Recent  |55|047
Documents 59048
Ten anh can tach -1 55049
thong diep : - %050
Desktop 5] lena
Thong diep tach duoc : aT
il
My Documents
Ten anh can luu :
|
A
My Computer
Trang thai: @’
Myp:‘léi\-nork File name: |D45 _tach| | Save
aces
Save as type: IPNG {".png) L] _—ICanceI
: 2
\
Al A
Anh truoc khi tach tin Anh sau khi tach tin

Hinh 5.12 giao dién budc chon anh tach thong diép va dat tén cho anh luu vao sau khi tach.
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Chon “Tach tin” dé bat dau thyc hién qu4 trinh tach tin.

-:,'31“, l:l =] X I

TACH TIN CHO TRUONG HOP GIAU MOT THONG DIEP
BAT KY

Ten anh can tach ‘ DO AN nauon:chuond tinh\Anh.-steaolS 045, chuo Browser
thong diep : ‘ : ’ s e e el

Thong diep tach duoc :

Ten anh can luu : ‘ D:\DO ANWa nguon chuong trinh\Anh\045 tach:png Browser

Trang thai: )] [

Dang lay thong diep. .

Anh truoc khi tach tin Anh sau khi tach tin

Hinh 5.13 Qua trinh téch tin.
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n F_tach_chuoi =L

TACH TIN CHO TRUONG HOP GIAU MOT THONG DIEP
BAT KY

Ten anh can tach
thong diep :

HPU CT1001
Thong diep tach duoc :

Ten anh can luu :

Da tach tin xong!

Trang thai:

~ Tachtin

Anh truoc khi tach tin Anh sau khi tach tin

Hinh 5.14 giao dién két qua sau khi tach tin.
Pé thoat khoi giao dién chuong trinh tach tin chon niit “Thoat”,

5.2.2.3 Giao dién chi tiét modul kiém tra anh cé gidu tin
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B F_phathien_LSE [E=NEERx

KIEM TRA HISTOGRAM

Anh kiemtra : [ l

Trang thai:

Phat hien ti le giau tin:

Hinh 5.15 Giao dién modul phat hién anh c6 giau tin.

Il 7 phathicn LSE Moi ban chon tep anh LD |
Look in: I 1. Anh_stego l] €] ﬂ »} st
K I EM P=) 54 airplane_lbxdt |54 S_10_milk |54 s 046
S 57| baboon_1txt [54/5_20_lena 595047
My Recent &5 ct1001_hpu_045 [§8]5.25_045 s_50_045
Documents |55 ena 16 [§#]5_30_045 555045
= - 5 milk_1txt |57 5_30_046 |54 5_50_046
Anh kiem tra : ’ = |55 Nhung_chuoi_045 55 s_30_047 (55]5_50_047
Deskior |55 047 1t 575.30_048 59 5.50_048
|5 pepeer_ 1t |54 5_30_049 |54 5_50_049
ﬂTil 5 5_10_045 [ 5_30_050 5 5_50_050
W - = e
|%d|s_10_046 |57 5_30_lena |54 S_50_lena
My Documents: |51 10 047 585 30 milk [58/5_50_milk
X K [8]5_10_048 Dimensions: 512 x 512 []5_70_045
Trang thai: ﬂh\} [55/5_10_049 Type: PNG Image 5 5_70_046
My Computer | B/5-10_050 Size: 257 KB [585.70_047
|%4/S_10_lena 1%+]5_045_chuet_| 71001 |%%|s_70_048
@ < i | »
Phat hien ti le giau tin: My Network  File name: fs_50_045 = e |
Places
Files of type: IPNG(' png) L] Cancel |

Kiem tra Thoat

Hinh 5.16 Giao dién budc chon anh dé kiém tra.

Chon anh can kiém tra.
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Sau khi chon anh can kiém tra, chon nut “Kiem tra” dé bat dau thuc hién kiém
tra ti 1¢ gidu tin trong anh.

BA £ phathien_LSB

KIEM TRA HISTOGRAM

Anh kiem tra : iD:\DO AN\Ma nguon chuong trinh\Anh_stego\s_Sd U

Trang thai: Da kiem tra xong.

>hat hien ti le giau tin: 48

. Kiemtra | | Thoat

Hinh 5.17 Két qua kiém tra.
5.3 Két qua thir nghiém.

Tap anh thu nghiém g6m c6 6 anh chuin (airplane, baboon, beer, lena, peppers,

tiffany)

e — o~
§
|I .A'ﬁ e ]
lli‘.(. ’I“ &5 )\
K \TA
) Y

airplane.png baboon.png beer.png lena.png peppers.png tiffany.png

Hinh 5.18 tap anh thir nghiém

39



B11 B12

B19 B20 B21 B23 b26830145 ICONATOR_2364df13...

~

K
=
\
images (6) images (7) images (8)
E m
imaaqes (10) imaaqes (11) images (12) imaaqes (13) images (14) images (15)

Hinh 5.19 M6t s6 anh tai vé tir Internet

14 \
A

Va mot s6 anh c6 kich cd tuy y tai vé tor mang Internet
St dung chuong trinh thuc hién gidu thong diép cho 2 trudng hop:
Giau theo ty 1& nhing : 0%, 10%, 30%, 50%, 70%, 100%

Gidu thong diép tir mot tép van ban.
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s

|1 - Motepad

File Edit Format Yiew Help

k:T 1001 HPW  CT 1001 HPU  CT 1001 HPW  CT 1001 HPUW  CT 1001 HPU  CT 1001 HRU
CT1001 HPU  CT 1001 HPU  CT 1001 HPU  CT 1001 HPU  CT 1001 HPU  CT 1001 HRPU
CT1001 HPU  CT 1001 HPU  CT 1001 HPU  CT 1001 HPU  CT 1001 HPU  CT 1001 HRPU
CT 1001 HPU  CT 1001 HPU  CT 1001 HPU  CT 1001 HPU  CT 1001 HPU  CT 1001 HPU
CT1001 HPU  CT 1001 HPU  CT 1001 HPU  CT 1001 HPU  CT 1001 HPU  CT 1001 HRPU
CT1001 HPU  CT 1001 HPU  CT 1001 HPU  CT 1001 HPU

Hinh 5.19 T¢p van ban 1.txt dugc dung lam thur nghiém

Sau d6 str dung chwong trinh phét hién ti 16 nhung p cho mdi anh véi mdi truong

hop.
Bang 5.1 Két qua kiém tra ti 1& nhiing.
peppers milk lena tiffany | baboon airplane
0% 6 26 12 9 -22 6
10% 18 37 27 17 -29 15
30% 34 41 44 34 -36 40
50% 48 56 51 47 38 52
70% 64 67 81 75 60 68
100% 97 93 91 86.7 83 85
Bang 5.2 Két qua kiém tra anh duoc nhung tép van ban

peppers milk lena tiffany | baboon airplane

1.txt 9 28 14 10 -27 8

5.4 Danh gia ky thuat phat hién theo F-measure

5.4.1 B do dinh gid

Trong nhiing thtr nghiém nay, em st dung cac d§ do danh gia la:
precision, recall va f-measure thuong duoc ap dung trong phan loai dir liéu.
Precision 1a d6 do tinh chinh xac va dung din cta viéc phan loai. Recall 1a d6 do
tinh toan ven cua viéc phan 16p.

Cu thé cho bai toan phan loai anh c6 giau tin va anh chua giau tin, gia sir
ta c6 mot tap anh dau vao E (g0m ca anh gidu tin va anh chua gidu tin) can phan
thanh 2 tap con E; (anh c6 giau tin) va E, (anh khong gidu tin). Sau khi thuc

hién phan 16p chung ta dugc bang sau:
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Két qua phan 16p diing

E, E,
fp
' = (true t(llJ)sitive) (false
K&t qua P positive)
phéan
16p dat fn tn
duoe E, (false (true

negative) negative)

Khi d6 precision va recall dugc tinh toan theo cong thure sau:

Precision— — P (5.1)
tp+ fp

Recall =P (5.2)
tp+ fn

Mic du precsion va recall 14 nhitng d6 do dugc dung rong rdi va phd bién
nhat, nhung chiing lai gay kho khan khi phai ddnh gia cac bai toan phan loai vi
hai d do trén lai khong tdng/giam tuong Ung vo1 nhau. Bai toan danh gia co
recall cao co thé co precision thap va nguoc lai. Hon nira, viéc so sanh ma chi
dua trén mot minh precision va recall khong phai la mét v hay. Véi muc tiéu
nay, 46 do F-measure duoc st dung dé danh gia tong quat cac bai toan phan
loai. F-measure 1a trung binh diéu hoa cé trong s6 ctia precision va recall va c6

cong thtrc:

— precisionrecall
F, = %2, PrecbX
~3°.precision+ recall

trong d6 B 1a mot tham sd c6 gia tri nam giira 0 va 1. Néu p = 1, F-measure bang
v6i precision va néu p = 0, F-measure bang véi recall. Gitta doan do, gia tri B
cang cao, dd quan trong ctia precision cang cao so voi recall. Ta st dung gia tri

thuong duoc dung 1a B = 0.5, nghia la:

5 precisionrecall (5.3)
precision+ recall

F
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5.4.2 Két qud thir nghiém

Tap anh thir nghiém D1 gdm 50 anh chua gidu tin kich c& 800x600 (tir
Image01.jpg dén Image50.jpg), kich thudc tuy y va D2 gdm 50 anh dung dé

gidu tin v6i lwong gidu 50%, 100% .

Images004

Images002

’."

Imaqes008

Images013 Images014 Images015
> K
Images016 Images017 Images018 Images019 Images020
. > F ST
) fﬁ“‘ . N
iy indqv‘g/s 5 T
ﬁ"'_ W F e

Images021 Images022 Images024 Images025

Images026 Images027 Images028 Images034 Images029

< J g

Imaaqes030 Images031 Imaaqes032 Imaqu'dBB ’ » ImaaesO" /
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=

B eratues me

Images036 Images037 Images038 Images038 Images040

-

Images041 Images042

Images0d6 Images047 Images048 ) Images049 Imag]esOSO
Hinh 5.20 Téap 50 anh chua giau tin bat ky
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ImageS1.tiff ImageS2.tiff ImageS3.tiff ImageS4.Liff ImageSs.Liff

=

ImageS7.tiff

“ ), R
Images0. kiff

Image64. Liff

[
1T B

Images9.tiff Image70.LifF

— O
Hnm=

Image66. Liff

Image72.tiff Image74.Liff Image75S.Liff
Image76.tiff Image77.Liff Image78.tiff Image79.tiff Images0.Liff
Images1 . Liff Images2. tiff Images3.tiff ImagesS4.tiff Imagess. tiff

Images6. tiff Images7.tiff Imagesa.tiff Images9.Liff Image20.Liff

Image24.tiff

Image96.png Image97.png Image93.png Image99.png Imagel100.png

Hinh 5.21 Tap 50 anh c6 gidu tin ngau nhién 50% hodc 100%.
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Chon tap anh D50 percent gobm 100 anh trong d6 ¢4 50 anh khong gidu tin

(D1) va 50 anh c6 gidu tin voi lwong gidu 50% (D2). Mot tap anh khac D100 percent

gém 100 anh véi 50 anh chua gidu (D1) va 50 anh c6 gidu véi lugng gidu 100% (D2).

Sau d6 dung k¥ thuat phat hién trén tap thir nghiém nay ta thu duoc két qua nhw

bang 5.3:

Bang 5.3 Bang két qua thir nghiém trén hai tap anh D50 _percent va D100_percent

Tap thir nghiém
D50_percent D100_percent
Tén anh
Image01.jpg F (False) F
Image02.jpg F F
Image03.jpg T (True) T
Image04.jpg T T
Image05.jpg F F
Image06.jpg T T
Image07.jpg F F
Image08.jpg F F
Image09.jpg T T
Imagel0.jpg F F
Imagell.jpg F F
Imagel2.jpg T T
Imagel3.jpg T T
Imagel4.jpg T T
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Tap tht nghiém

D50 percent

D100_percent

Tén anh
Imagel5.jpg F F
Imagel6.jpg T T
Imagel7.jpg T T
Imagel8.jpg F F
Imagel9.jpg T T
Image20.jpg F F
Image21.jpg T T
Image22.jpg T T
Image23.jpg T T
Image24.jpg F F
Image25.jpg T T
Image26.jpg T T
Image27.jpg F F
Image28.jpg T T
Image29.jpg F F
Image30.jpg F F
Image31.jpg F F
Image32.jpg F F
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Tap tht nghiém

D50 percent

D100_percent

Tén anh
Image33.jpg T T
Image34.jpg T T
Image35.jpg F F
Image36.jpg T T
Image37.jpg T T
Image38.jpg F F
Image39.jpg T T
Image40.jpg T T
Image4l.jpg F F
Image42.jpg T T
Image43.jpg T T
Image44.jpg F F
Image45.jpg T T
Image46.jpg T T
Image47.jpg T T
Image48.jpg F F
Image49.jpg T T
Image50.jpg T T
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Tap tht nghiém

D50 percent

D100_percent

Tén anh
Image51.tiff T T
Image52.tiff T T
Image53.tiff T T
Image54.tiff T T
Image55.tiff F T
Image56.tiff T T
Image57.tiff T T
Image58.tiff T T
Image59.tiff F T
Image60.tiff T T
Image61.tiff F T
Image62.tiff T T
Image63.tiff T T
Image64.tiff T T
Image65.tiff F T
Image66.tiff T T
Image67.tiff T T
Image68.tiff T T
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Tap tht nghiém

D50 percent

D100_percent

Tén anh
Image69.tiff T T
Image70.tiff F T
Image71.tiff T T
Image72.tiff T T
Image73.tiff T T
Image74.tiff T T
Image75.tiff T T
Image76.tiff T T
Image77.tiff F T
Image78.tiff T T
Image79.tiff T T
Image80.tiff T T
Image81.tiff T T
Image82.tiff F T
Image83.tiff T T
Image84.tiff T T
Image85.tiff T T
Image86.tiff T T
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Tap tht nghiém

D50 percent

D100_percent

Tén anh
Image87.tiff T T
Image88.tiff T T
Image89.tiff T T
Image90.tiff T T
Image9l.tiff F T
Image92.tiff T T
Image93.tiff F T
Image94.tiff F T
Image95.tiff T T
Image96.png T T
Image97.png T T
Image98.png T T
Image99.png T T
Image100.png T T

Sau d6 ta dung cac do do danh gia 1a: Precision, Recall va F-measure dé

phan loai anh c6 gidu tin va anh chua gidu tin. Sau khi thuc hién phan 16p trén

hai tap thir nghiém D50 percent va D100 _percent ta dugc két qua nhu bang 5.4

va bang 5.5.

Bang 5.4 Tong hop két qua tir bang 5.3 ctia tap thir nghiém D50 _percent
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Két qua phan 16p diing
D1 D2
phéan
16p dat
duoc D2 10 40

Ap dung cong thirc (5.1) va (5.2) va (5.3) ta co:

Precision= =0.58

29+21

29
29+10

Recall = 0.74

*
F - measure = Z*M = 0.65
0.58+0.74

Bang 5.5 Tong hop két qua tir bang 5.3 cua tap thir nghiém D100_percent

Két qua phan 16p ding
D1 D2
Két qua| D1 29 21
phan
16p dat
duoc | D2 0 50

Ap dung cong thirc (5.1), (5.2) va (5.3) ta co:

Precision= 29 =0.58

29+21
Recall = 29 =1
29+0
0.58*1

F - measure =2* 0.73

0.58+1



Bang 5.5 Bang thtr nghiém trén hai tdp anh D50 percent va D100 percent

0 do

N Precision| Recall [F-m r
K3 thii ecisio eca easure

K¥ thuat phat hién cho

lugng gidu 50% 0.58 0.74 0.65

K¥ thuat phat hién cho

luong gidu 100% 0.58 ! 0.73

5.4.3 Nhin xét

Néu dung ti 1¢ nhung p=0% lam méc dé kiém tra anh c6 mang tin hay
khong thi v&1 phuong phap phat hién trong nghién clru nay khong dugc chinh
xac. Bo1 vi y tuong cua thuat toan phat hién dugc st dung ¢ day la so sanh
tuong quan sai khac giita cac biéu dd tan sb sai khac cta anh. D4i v6i nhitg anh
chuan trong thuc nghiém thi biéu d6 tan so sai khac cta anh 14 d6i xtng nhau
qua gbc toa do, nhung trong thuc té thi tiy vao anh thuong thi né khong can
bang giira s6 diém anh tdi va diém anh sang nén biéu d6 tan s sai khac cta anh
1a khong ddi xtmg nhau. Vi thé cho nén két qua d6 do danh gia dat dugc o day la

khong cao.

Qua nhiéu lan thtr nghiém em thay c6 nhing anh méi truong (cover
images) khi kiém tra dd c6 ti 1& nhung tin rt cao p>20%, thong thuong thi 1a
p~10%. Vi vay chi nhin vao két qua ti 1¢ gidu tin p>0% dua ra ma két luan anh
gidu tin thi két qua khong dugce nhu ta mong doi. Giai phap dua ra ¢ day 1a so
sanh gitra ti 18 kiém tra duoc véi ti 18 gidu thu duoc cua anh méi trudng (cover

image).
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KET LUAN

Phat hién thong tin an giéu trong dir li¢u da phuong tié€n, dac biét l1a trong
anh s6 1a mot vin dé dang dugc quan tAm hién nay trong nhiéu linh vuc. Dé phat
hién va phan biét mot anh s6 ndo d6 c6 mang tin mat hay khong doi hoi rat

nhiéu yéu t6 va k¥ thuat phic tap.

Trong d6 &an nay da dua ra mot cai nhin tong quan v€ giau tin trén mién

LSB va phat hién anh ¢ gidu tin str dung k¥ thuat gidu LSB.
Trong thoi gian 1am d6 4n em di nghién ctru duoc nhimg van dé sau:
- Nghién ctru tong quan k¥ thuét gidu tin trong anh.
- Nghién ctru cdu trac anh BITMAP va PNG.
- Tim hiéu chi tiét k¥ thuat gidu tin trén mién LSB cuia anh.

- Nghién ctru k¥ thuat phat hién anh c6 gidu tin st dung k¥ thuat gidu
LSB.

- Cai dat va thr nghiém bang matlab 2007b.

Trong qua trinh lam d6 an, do kién thuc con thi€u sét, han ché vé thoi
gian nén viéc nghién ctru dé tai khong thé tranh khoi nhitng thiéu so6t. Rat mong
nhan dugc sy dong gop y kién cua cac thay, co va toan thé cac ban dong mon dé

béo cdo cua em dugc hoan thién hon.

Em xin chan thanh cam on!
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