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NHIEM VU PE TAI

No6i dung va cac yéu cau can giai quyét trong nhiém vu dé tai tt nghiép
1/. Tén d@ tai
Mot sb dang “tdn cong” hé thong thong tin va phong chdng bang xtr Iy cac
“16 hong” thiéu an ninh.
2/. Nhi¢m vu dé tai
Céc yéu cau can giai quyét
* Tim hiéu va nghién ctru 1y thuyét:
+ Tim hiéu mot s6 loai “16 hong* thiéu an ninh trong hé thong thong tin
(thong qua mang may tinh, h¢ diéu hanh, co s& dit ligu,...).
+ Tim hiéu mot s6 dang “tan cong* hé thdng thong tin thong qua “15 hong*.
+ Nghién ciru phuong phap phong tranh “tan cong* bang xtr Iy cac “16 hong*.
* Thur nghiém chuong trinh:
Chi ra mot vi du cu thé dé phong tranh “15 hong*.

Trong d6 thir nghiém chwong trinh ky sb dé xéac thuc, xu 1y “16 hong®.



BANG KY HIEU CAC TU VIET TAT

STT | Tur viét tat T day di Nghia tiéngViét (néu c6)
1 ATTT An toan théng tin
2 SSL Secure Sockets Layer Giao thirc web
3 FTP File Transfer Protocol Giao thirc truyén tép tin
4 DoS Denial of Service Tt choi dich vu
5 TCP Transmission Control Protocol Giao thuc diéu khién

duong truyén
6 IP Internet Protocol Giao thuc Internet
7 UDP User DataGram Protocol Giao thtc goi dit ligu
nguoi dung
8 IE Internet Explorer Trinh duyén mang lién két
9 CPU Central Processing Unit Pon vi xtr 1y trung tdm
10 URL Address To An Internet or bia chi td1 mot tram
Intranet Site Internet hay mang ndi b
11 IETF | Internet Engineering Task Force T6 chtrc quoc té
Internet
12 ARP Address Resolution Protocol Giao thire phan giai dia chi
13 MAC Dia chi ciing may tinh
14 IPSec Internet Protocol Security Bao mat giao thirc mang
15 L2F Layer 2 Forwarding
16 L2TP Layer 2 Tunneling Protocol
17 UAC User Account Control Piéu khién tai khoan
nguoi dung

18 TPM Trusted Platform Module
19 HPH Hé Diéu Hanh
20 SQL Structured Query Language Ngon ngit truy van

cO cau truc
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Chuong 1. TONG QUAN VE AN TOAN THONG TIN
1.1. VAN PE AN TOAN THONG TIN

1.1.1. Tai sao cin bao dam an toan thong tin ?

Sy xuét hién Internet va mang may tinh giup cho viéc trao dbi thong tin tré
lén nhanh gon, dé dang: E-business (Electronic business:Giao dich dién tir) cho
phép thuc hién céc giao dich budén ban trén mang, hay E-mail (Thu dién tir) cho
phép nhan hay gui thu ngay trén may tinh cua minh, ...

Tuy nhién, mot s van dé méi lai phat sinh. Thong tin quan trong nam & kho
dir li€u hay dang trén duong truyén 6 thé bi trém cép, bi lam sai l¢ch, bi giad mao.
Diéu nay co6 thé anh hudéng 16n tdi cac cong ty, cac co quan, to chirc hay ca mot
qudc gia. Nhu: Bi mét kinh doanh, tinh hinh tai chinh, tin tic an ninh quéc gia, ...

Dé giai quyét tinh hinh trén, van dé dam bao An toan théng tin (ATTT) da
duoc dit ra trong 1y luan cling nhu trong thyc tién.

Sy phat trién manh mé ctua Cong nghé thong tin (CNTT), ATTT d3 trd thanh
mot khoa hoc thuc thu.

1.1.2. Khai niém vé an toan thong tin
s Khdi niém

An toan thong tin (ATTT) nghia 14 thong tin dugc bao vé, cic hé théng va
nhimng dich vu c6 kha ning chdng lai nhiing tai hoa, 16i va su tac dong khong mong
doi, cac thay doi tac dong dén dd an toan cua hé théng 12 nhé nhat.

% Dic diém hé thong khong an toan

Hé thdng c6 mot trong cac dic diém sau 1a khong an toan:

- Céc thong tin dit liéu trong hé thong bi ngudi khong duge quyén truy nhap tim
cach 1ay va str dung (thong tin bi ro ri).

- Céac thong tin trong hé thong bi thay thé hoic stra d6i 1am sai léch noi dung
(thong tin bi x40 tron).

Thong tin chi c6 gia tri cao khi ddm bao tinh chinh xac va kip thoi. Quén ly an
toan va su rui ro duogc gén chat voi quan 1y chét luong. Khi danh gia do ATTT can
phai dwa trén phan tich rii ro, ting sy an toan bang cach giam t6i thiéu rui ro. Péanh
gi4 can hai hoa véi dic tinh, cau tric hé thdng, qué trinh kiém tra chat luong va cac

yéu cau ATTT.



1.2. NOI DUNG CUA AN TOAN THONG TIN

Khi nhu ciu trao d6i thong tin ngay cang 16n va da dang, cac tién bo vé
dién tir - vién thong va cong nghé thong tin khong ngimg duoc phat trién tng dung
dé nang cao chat luong va luu luong truyén tin thi cc quan niém ¥ tudng va bién
phap bao vé thong tin ciing duoc doi méi. Bao vé thong tin 1a mot chir dé rong, c6
lién quan dén nhiéu linh vuc va trong thuc té c6 rat nhiéu phuong phap bao vé
thong tin.
1.2.1. Phuwong phap bao vé¢ thong tin

Céc phuong phap bao vé thong tin ¢6 thé duoc quy tu vao ba nhom sau:

- Bao vé thong tin bang cac bién phap hanh chinh.

- Bao vé thong tin bang cac bién phap k§ thuat (phan cting).

- Bao vé thong tin bang cac bién phap thuat toan (phan mém).

Ba nhém trén c6 thé duoc tng dung riéng ré hodc phdi két hop. Moi truong
kho bao vé thong tin nhét va ciing 1a moi trudng dbi phuong dé xam nhap nhét d6 1a
moi truong mang va truyén tin. Bién phap hiéu qua nhat va kinh té nhat hién nay
trén mang truyén tin 1a bién phéap thuat toan (phan mém).

1.2.2. N¢i dung an toan thong tin
1.2.1.1. Muc tiéu ciia an toan thong tin
Hién nay cac bién phép tan cong hé thong thong tin cang ngay cang tinh vi, su

de doa t&i 30 ATTT c6 thé dén tir nhiéu noi theo nhiéu cach, ching ta nén dua ra
cac chinh sach va phuwong phap dé phong can thiét. ATTT 1a bao vé cac théng tin va
tai nguyén theo cac yéu cau sau:
* Bdo ddam bi mdt (Bdao mat):

Thong tin khong bi 16 di véi ngudi khong duoc phép.
* Bdo ddam toan ven (bdo toan):

Ngan chin hay han ché viéc bd sung, loai bo va stra dir liéu khong duoc phép.
* Bdo ddam xdc thwc (churng thuc):

Xac thuc ddi tac (bai todn nhan dang): Xac thyc ding thuc thé can két ndi, giao
dich.

Xac thuc thong tin trao ddi: Xac thuc dang thuc thé ¢6 trach nhiém vé noi dung
thong tin (Xéc thuc ngudn gdc thong tin)

* Bdo ddm sdn sang: Thong tin ludn san sang cho nguoi dung hop phap.



1.2.2.2. Ngi dung an toan thong tin
1/. Noi dung chinh
Dé bao vé thong tin bén trong mdy tinh hay dang trén duong truyén tin, phai
nghién ctru vé an toan mdy tinh va an toan truyén tin.
* An toan may tinh (Computer Security)
La sy bao vé thong tin ¢ dinh trong may tinh (Static Informations).
La khoa hoc vé bao dam ATTT trong may tinh.
* An toan truyén tin (Communication Security)
La sy bao vé thong tin trén duong truyén tin (Dynamic Informations), théng tin
dang duogc truyén tir hé thong nay sang hé thong khac.
La khoa hoc vé bao dam an toan thong tin trén dudng truyén tin.
2/. H¢ qua tir n¢i dung chinh
Pé bao vé thong tin trén may tinh hay trén dudng truyén tin, can nghién ciru:
* An toan dir liéu (Data Security).
* An toan co s¢ dit liéu (CSDL) (Data base security).
* An toan hé diéu hanh (Operation system security).

* An toan mang may tinh (Netword security).
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1.2.2.3. Hanh vi vi pham thong tin

Pé dam bao ATTT trén dudng truyén cb hiéu qua, trudc tién phai luong
trude hodc dy doan trude cac kha nang khong an toan, kha nang xam pham, céc sy
¢b rui ro 6 thé xay ra ddi véi thong tin duoc luu trit va trao dbi trén dudng truyén
tin cling nhu trén mang may tinh. Xac dinh cang chinh xac cac nguy co trén thi
cang quyét dinh duoc tét cac giai phap dé giam thiéu cac thiét hai.

Co hai loai hanh vi xadm pham thong tin d6 1a: Vi pham chu dong va vi pham
thu dong.

e Vipham thu dong:

Chi nham muc dich cudi cing 12 nim bat dugc thong tin (ddnh cap thong tin).
Viéc lam dé c6 khi khong biét duoc noi dung cu thé nhung co thé do ra duoc nguoi
giri, nguoi nhan nho thong tin didu khién giao thirc chtra trong phan dau cac goi tin.
K¢ xam nhap cé thé kiém tra dugc s6 luong, do dai va tan s trao dbi. Vi vay, Vi
pham thu dong khong lam sai I¢ch hoac huy hoai ndi dung thong tin dugc trao doi.
Vi pham thu dong thuong khé phét hién nhung c6 thé c6 nhimng bién phap ngin
chan hiéu qua.

e Vipham chu djng:

L& dang vi pham c6 thé 1am thay d6i ndi dung, x6a bo, 1am tré, sap xép lai thir
tu hodc lam 1ap lai goi tin tai thoi diém d6 hodc sau d6 mot thoi gian. Vi pham chu
dong c6 thé thém vao mot sd thong tin ngoai lai dé 1am sai 1éch ndi dung thong tin
trao d6i. Vi pham chit dong dé phat hién nhung dé ngan chin hau qua thi khé khan
hon nhiéu.

Mot thyc té 13 khong c6 mot bién phap bao vé thong tin nao 1 an toan tuyét
ddi. Mot hé théng du duoc bao vé chic chian dén dau cling khong thé dam bao 1a an

toan tuyét doi.
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1.2.3. Cac chién lwgc bao vé h¢ thong thong tin
1.2.3.1. Gigi han quyén han téi thiéu (Last Privilege)

Pay 1a chién luoc co ban nhit. Theo nguyén tic ndy, bat ky mot ddi tuong
nao (ngudi quan tri mang, ngudi sit dung,...) cling chi c6 nhitng quyén han nhat
dinh (da ding cho cong viéc ciia minh) dbi vé6i tai nguyén hé thong. Khi tham nhap
vao hé théng dbi tuong do chi duoc s dung mot s tai nguyén nhét dinh.
1.2.3.2. Bdo vé theo chiéu siu (Defence In Depth)

Nguyén tic ndy nhic nhd: Khong nén dwa vao mdt co ché an toan nao du
cho chung rat manh, ma nén tao nhiéu co ché an toan dé twong hd 1an nhau. Cy thé
14 tao 1ap nhiéu 16p bao vé khac nhau cho hé théng.
1.2.3.3. Nut thit (Choke Point)

Tao ra mot “cira khau” hep, va chi cho phép thong tin di vao hé théng cia
minh bang con dudng duy nhét chinh 13 “cira khau” ndy, sau d6 phai to chirc mot co
cAu kiém soat va diéu khién thong tin di qua ctra ndy.
1.2.3.4. Diém yéu nhit (Weakest Point)

K¢ pha hoai thuong tim nhitng chd yéu nhat ciia hé thong dé tin cong, do d6
ta can phai gia c6 cac yéu diém ctia hé thong.

- Piém yéu tir mé hinh:

LA cac nguy co tiém an cua hé thong do thiét ké, thong thuong, trén mo hinh
cai gi quan trong nhit (néu bj tin cong c6 thé 1am anh huéng nghiém trong dén ca
hé théng) ciing 1a diém yéu nhét, do day 13 muc tiéu chinh cua ké tan cong.

Vi du: Mot hé théng mang may tinh ¢6 1 may chii va 10 may tram thi may
chu 13 diém yéu nhit, do né chira dir liéu quan trong nhét cua hé thong.

- Xac dinh cac dich vu c6 nguy co:

Vi du: Trong cac dich vu FTP (File transfer protocol: Giao thurc truyén tép
tin ), E-mail (thu dién tr), WWW (World Wide Web) thi www chua nguy co cao
nhét; Do n6 chtra thong tin tai khoan di¢n tir, moi thong tin gﬁn nhu déu duge trao
doi trén Web, ...

- Piém yéu trong yéu to con ngudi:
La cac yéu kém trong quy dinh, ning luc, nhan thirc ctia con ngudi (nha quan

ly, quan tri vién, 1ap trinh vién, nguoi dung).
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1.2.3.5. Tinh da dang bdo vé

Cén phai str dung nhiéu bién phap bao vé khac nhau cho hé théng khac nhau,
néu khong c6 ké tan cong vao duge mot hé thong thi chung ciing dé dang tin cong
vao cac hé thong khac.

1.2.4. Mt s giai phap chung bio dam an toan théng tin
1.2.4.1. Chinh sach

- Chinh sach bao mat: 1a tip hop cac quy tic 4p dung cho moi ddi twong co
tham gia quan 1y va st dung cac tai nguyén va dich vy mang.

- Muc tiéu cta chinh sach bao mat giup nguoi dung biét duoc trach nhiém
ctia minh trong viéc bao vé céc tai nguyén thong tin trén mang, déng thoi gitip nha
quan tri thiét 1ap cac bién phap bao dam hiru hiéu trong qua trinh trang bi, cau hinh
kiém soat hoat dong cua hé théng va mang.

- M6t chinh sach bao mat dugc coi 1a hoan hao néu nd gdm cic van ban phap
quy, kém theo cac cong cu bdo mat hiru hiéu va nhanh chong gitp nguoi quan tri
phat hién, ngan chan cac truy nhap trai phép.
1.2.4.2. Gidi phap

La tp hop cac bién phap nham dam bao an toan thong tin.

Vi du: Mot sé cac giai phap dé khic phuc 16 hong 1a: X4y dung chinh sach xay
dung hé thdng Firewalls, Giao thtrc SSL,...
1.2.4.3. Cong nghé

La quy trinh k¥ thut dé thuc hién giai phap bao dam an toan thong tin. Nang
cap phan ctng, giam thiéu cac diém yéu do phan ctng yéu kém. Cap nhat cac phién
ban phan mém méi di duoc xu 1y phin nio cac diém yéu cta phién ban trude do
cua no.
1.2.4.4. Con nguwoi

Dé bao dam an toan cho hé thong co sé ha tang cong nghé thong tin can phai
chu trong dén van dé con ngudi, chinh sach va quy trinh bao vé. Con ngudi va quy
trinh 13 yéu to déng vai tro cuc ky quan trong trong viéc bao vé thong tin.

Can phai c6 sy can ddi giita yéu t6 con ngudi, chinh sach, quy trinh va cong
nghé trong viéc quan 1y bao vé nhim giam thiéu cic nguy co nay sinh trong moi

truong kinh doanh s6 mot cach hiéu qua nhat.
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1.2.5. Ndi dung vng dung vé an toan thong tin
- Phuc vu an ninh quéc phong: Tham ma, loc tin, bat trom,...
- Phuc vu céc hoat dong xa hoi: Bau ctr, bo phiéu tir xa, tham do tir xa,...
- Phuc vu cac hoat dong hanh chinh: Chinh quyén “dién ta* chung minh thu dién
tir, gidy phép dién tu, ...
Gui cong van, quyét dinh,... tir xa trén mang may tinh céng khai.
- Phuc vu céc hoat dong kinh té: Thuong mai dién tu,..
Quang ba thuong hiéu, ban hang truc tuyén,...
Thoa thuén hop dong, du gia, thanh toan trén mang may tinh céng khai.
Thé tin dung dién tir, thé rit tién dién i, vi tién dién tu, tién dién tir, Sec dién ti,...
- Phuc vu cac hoat dong gido duc, dao tao:
G dé thi, bai thi qua mang mdy tinhcong khai, do tao tir xa (E-learning),...
- Bao vé ban quyén thong tin sd hoa: Thong tin trong bo nhé hay trén duong

truyén.

14



Churong 2. “LO HONG” TRONG HE THONG THONG TIN
2.1. CAC LOAI “LO HONG” TRONG HE THONG THONG TIN
2.1.1. Khai ni¢m “I§ hong” trong ATTT

L3 hong ATTT trén mot hé thong 1a cac diém yéu c6 thé tao ra sy ngung tré
cta dich vu, thém quyén ddi véi nguoi str dung hodc cho phép cac truy nhip khong
hop phép vao hé thdng. Cac 16 hdng ciing c6 thé nim ngay trong cac dich vu cung
cAp nhu: Sendmail, web, ftp,.... Ngoai ra cac 16 hong con ton tai ngay trong hé
théng diéu hanh nhu WindowsNT, Windows95, UNIX, hoic trong cic tmg dung
ma nguoi dung thuong xuyén st dung nhu Word processing, cac h¢ database...
2.1.2. Phan loai 15 hong
2.1.2.1. Phén loai 16 hong theo mirc nguy hiém

C6 nhiéu t6 chtrc khac nhau tién hanh phan loai cac 16 hong. Theo cach phan
loai ciia bd qudc phong My, cac 16 hong bao mat trén mot hé théng duoc chia nhu
Sau:

- L6 hong mirc A (Mike rdt nguy hiém)

L hong loai nay cho phép ngudi ngoai c6 thé truy nhap vao hé thong bat
hop phap. L hong loai ndy rat nguy hiém, c6 thé pha huy toan bo hé thong.
- L6 hong mirc B (Mikc nguy hiém)

L4 hong muc B cho phép ngudi ding c6 thém quyén trén hé thong ma khong
can kiém tra tinh hop 18. L& hong loai nay thuong co trong cac Gmg dung cua hé
théng, c6 thé dan dén mat hodc 10 thong tin yéu cau bao vé.

- L6 hong mire C (Mikc trung binh)

L hong loai nay cho phép thuc hién tan cong theo DoS (Denial of Service -
Tur choi dich vu)

Mirc d6 nguy hiém trung binh, chi anh huong téi chat luong dich vy, ¢6 thé
lam ngung ché, gidn doan hé thong. Khong lam pha hong dir liéu hay dat dugc
quyén truy nhap hop phap.
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1/. Céc 16 hong mirc A (Mirc rat nguy hiém)

Lo héng loai A c6 mirc d6 rat nguy hiém, de doa tinh toan ven va bao mat
ctia hé thong. Cac 16 hong loai nay thuong xuat hién & nhitng hé thng quan tri yéu
kém hodc khong kiém soat duoc cu hinh mang.

Nhiing 16 hong loai ndy thuong hét sirc nguy hiém vi né ton tai sin c6 trong
phan mém st dung. Ngudi quan tri néu khéng hiéu sau vé dich vu va phan mém st
dung c6 thé bo qua nhitng diém yéu nay.

Dbi voi hé thdng cii, thuong xuyén phai kiém tra thong bao cia cac nhoém
tin vé bao mat trén mang dé phat hién nhiing 15 hong loai nay.
2/. Cac 16 hong mirc B (Mirc nguy hiém)

L5 hong loai B ¢6 mitc dd nguy hiém hon 16 hong loai C, cho phép ngudi
ding ndi bo c6 thé chiém duoc quyén cao hon hodc truy nhép bat hop phép.

Nhiing 16 hong loai nay thuong xuat hién trong cac dich vu trén hé thong.

Mot s6 16 hong loai B thudng xuat hién trong cac tng dung, vi du nhu:
Sendmail, ...

Mot loat cac van dé khac vé quyén st dung chuong trinh trén Unix ciing
thudng gy nén cac 16 hong muc B.

Céc 16 hong loai B khac:

- Mot dang khac cua 15 hong loai B xay ra d6i voi chuong trinh ¢6 ma ngudn
viét bang C. Chuong trinh viét bang C thuong dung mot ving dém, 13 mot ving
trong bo nhé sir dung dé luu triv dit liéu trudce khi xir 1y.

- Nguoi 1ap trinh thuong sir dung vung dém trong bd nhd trude khi gan mot
khoang khong gian bd nhé cho timg khéi dir liéu.

- Viéc kiém soat chit ché cau hinh hé théng va cac chuong trinh s€¢ han ché

dugc cac 16 hong loai B.
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3/. Cac 18 hong mirc C (Mikc trung binh)

Céc 16 hong nay cho phép thuc hién cac cudc tan cong theo DoS.

DoS 14 hinh thtc tin cong st dung cac giao thitc ¢ ting Internet trong bd
giao thirc TCP/IP dé 1am hé thdng ngung ché dan dén tinh trang tir chbi ngudi ding
hop phép truy nhap hay str dung hé thong.

Mot sd lwong 16n cac goi tin duge gui téi server trong khoang thoi gian lién
tuc 1am cho hé thdng trd nén qua tai, két qua 1a may chu (server) dap Gmg cham
hoic khong thé dap tng cac cau yéu cau tir may khach (client) guri toi.

Cac dich vu co chia 16 héng cho phép thuc hi¢n cac cudc tan cong DoS cé
thé duoc nang cip hoic stra chita bang cic phién ban méi hon ciia cac nha cung cap
dich vu.

Hién nay chwa c6 mét giai phap toan dién nao dé khic phuc céc 16 hong loai
nay vi ban than viéc thiét ké giao thic ¢ ting Internet (IP) néi riéng va bo giao thirc
TCP/IP d3 chira dyng nhirng nguy co tiém tang cua 16 hong nay.

Vi du bi tin cong kiéu DoS 1a mot s6 website 16n nhu: www.ebay.com,

www.yahoo.com,...

Tuy nhién, mirc do nguy hiém cua cac 10 héng loai nay duoc Xép loai C, it
nguy hiém vi chung chi 1am gian doan cung cap dich vu ctia hé théng trong mot thoi
gian ma khong 1am nguy hai t6i dir liéu va nhiing ké tin cong ciing khong dat dugc

quyén truy nhap bat hop phéap vao hé thong.
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2.1.2.2. Phan loai I6 héng theo chirc nang nhiém vu
1/. L5 hong trong thuit toan
a) Léi tran viing dém (Deamon finger)

L3 hong 16i tran ving dém (deamon finger) 14 co hoi dé phuong thuc tin
cdng sau (Worm) trén Internet phat trién.

D6 14 18i tran ving dém trong céc tién trinh finger (16i khi lap trinh). Ving
dém dé luu chudi ky tu nhdp dugc gidi han 1a 512 bytes. Tuy nhién chuong trinh
khong thuc hién kiém tra dir liéu dau vao khi 16n hon 512 bytes trudc khi no duge
thi hanh. Két qua la xay ra hién tugng tran dit liéu & vung dém khi dir li€u 16n hon
512 bytes.

Phan dit liéu du thira chtra nhitng doan ma dé kich hoat mét ban thao (script)
khac hoat dong. Script nay tiép tuc thyuc hién loc tGi mot may (host) khac. Dan dén
13 hinh thanh mot mat xich cac “sau” trén mang Internet.

b) Chuong trinh quét (Scanner)
+ Khai niém Scanner:

Scanner 12 mot chuong trinh tu dong ra soat va phat hién nhiing diém yéu vé
bdo mat trén madt tram cuc bd hodc trén mot tram & xa. Vo1 chic nang nay, mot ké
pha hoai st dung chuong trinh Scanner c6 thé phat hién ra nhiing 16 hong vé bao
mat trén mot server ¢ xa.

+ Co ché hoat dong cua cac chuong trinh Scanner:

Céc chuong trinh scanner thuong c6 mot co ché chung 1a ra soat va phat hién
nhirng céng TCP/UDP dugc st dung trén mot hé théng can tin cong, tur d6 phat
hién nhitng dich vu st dung trén hé thdng d6. Sau d6 cac chuong trinh Scanner ghi
lai nhitng dap g trén hé thong & xa tuong Gng véi cac dich vu ma n6 phat hién ra.
Dua vao nhitng thong tin nay, ké tan cong co thé tim ra diém yéu trén hé thong.
Nhiing yéu t6 dé chuong trinh quét c6 thé hoat dong 1a:

- Yéu cau vé thiét bi va hé théng: Mot chuong trinh scanner c6 thé hoat dong
dugce néu moi truong d6 ¢é hd trg TCP/IP.
- Hé théng d6 phai két ndi vao mang Internet.

Pé xay dung mot chuong trinh Scanner, ké pha hoai can c6 kién thirc sau vé
TCP/IP, nhitng kién thtrc vé 1ap trinh C va mot sd ngdn ngit 1ap trinh cu trac.
Ngoai ra nguoi 1ap trinh (hodc 13 ngudi sir dung) can c6 hiéu biét vé phuong thirc

hoat dong cua cac ing dung Client/Server.
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+ Anh hudng cia chuong trinh Scanner dén bao mat trén mang:

Chuong trinh Scanner cé vai trd quan trong trong hé théng bao mat. Vi
ching c6 kha nang phat hién ra nhiig diém yéu kém trén hé thong mang. Ddi vai
ngudi quan tri mang nhimg thoéng tin nay hét sitc hiru ich va can thiét, dbi véi
nhiing ké pha hoai nhiing thong tin ndy s& hét stirc nguy hiém.

c) Cong nghé Java trong bao mat dich vu Web

Ngbén ngit 1ap trinh Java dugc Sun Microsystems xdy dung va phat trién.
Hién nay, co rat nhiéu trang web dong phat trién dura trén ngdn ngit Java. Hai trinh
duyét web phd bién hién nay (IE va Netcape Comunication) déu hd trg Java. Mot
trong s6 diém manh cua Java 13 hd trg bao mat rat cao. Tuy nhién van ¢6 mot sb 15
hong dugc phat hién do 1a:

- P6i v6i cac trinh duyét Netscape phién ban 2.0 va 2.1 c6 mét sd 16 hong
cho phép chay céc Java applet ¢ chirc ning xo6a file trén hé thong.

- Cho phép cac tin cong DoS: Véi cac applet (tng dung ky sinh) c6 16i dan
dén tinh trang chiém nhiéu tai nguyén hé thong nhu sir dung CPU, 6 dia,...

- Mot s6 cac applet cho phép tao cac két ndi téi cac dia chi tuy ¥ ma ngudi
dung khong kiém soat duoc. Mot sd trang web cd tinh dua ra cic applet c6 nhiing
doan ma ngudn cho phép cac may khach sau khi tai cac applet vé may tram thuc

hién két ndi téi mot host bat ky nao khac trén mang.
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d) Mét s6 16 hong ciia Javascripts

Javascripts 1a mot ngén ngit kich ban, lam viéc & phia web client, dugc phat
trién boi Netscape. Hién nay, viée sir dung Javascripts hét stitc phd bién, trong hau
hét cac trang web déu c6 cac doan ma Javascripts. Khong gidng nhu cac 16 hong
bao mat cia Java, cac 16 hong bao mat cia Javascripts thuong lién quan dén céc
thong tin cd nhan ngudi dung.

Diéu d6 thé hién qua mot sb 16 hong cua Javascripts nhu sau:

- Trong cac Web browser Netscape 4.5 c6 kha nang chay cac javascripts doc
thudc tinh cac file trén mdy tram, sau d6 guri chung dén cic may khac trén mang
Internet.

- C6 thé sir dung cac Javascripts dé doc noi dung cac file trén may tram khi
dung IE 4.0 - 4.01.

- Céac ban Netscape Comunicator dén 4.35 cho phép chay cic doan ma
Javascripts doc ndi dung céac dia chi URL trong cache.

- Mot 16 hong khac trong ban Netscape Comunicator 4.04 1a dung cac doan
ma Javascripts doc thong tin cac tham sb cai dat hé théng (vi du dia chi email, mat
khau ngudi dung...).

- Kha ning giam sat cic phién 1am viéc ngudi ding: Co thé sir dung cac doan
ma Javascripts dé doc cc thong tin vé trang web ngudi ding di truy nhap trong
mot phién 1am viéc, roi chuyén nhitng thong tin d6 téi dia chi email, vi Javascripts
c6 thé mé céac cira s6 dudi dang khong nhin thiy, nén ngudi dung khong nhan biét

dugc cac doan chuong trinh Javascripts dang thyc thi trén hé thong ctia minh.
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2/. L hong trong g dung
a) Tép tin (file) host.equiv

Néu nguoi ding duoc xac dinh trong file host.equiv cung véi dia chi may
ctia ngudi do, thi ho duoc phép truy nhap tir xa vao hé théng di khai bao. Tuy nhién
c6 mot 16 hong khi thuc hién chic ning nay d6 13 né cho phép ngudi truy nhép tir
xa co quyén cua bat cir ngudi ndo trén hé thong.

Vi du: Néu trén may A c6 mét file/etc/host.equiv co dinh danh cua B 1a Mai,
thi Mai trén B c6 thé truy nhap vao hé thdng A va c6 quyén cia bat ct ngudi nio
khac trén A. DAy 1 15i ctia thi1 tuc ruserok() trong thu vién khi 1ap trinh.

b) Thu muc /var /mail

Néu thu myc /var /mail duoc thiét 1ap véi quyén dugc ghi (Writeable) ddi
v6i moi ngudi trén hé thdng, thi bat cir ai cling c6 thé tao tép tin trong thu muc nay.
Sau d6 tao mot tép tin lién két vé6i tén 1a tén cua mot nguoi da co trén hé théng, két
ndi t6i mot tép tin trén hé théng, thi cac thu to1 nguoi ngudi dung c6 tén trung véi
tén tép lién két s& duoc gan trong tép ma nod két ndi téi.

[13 [13

Vi du: Mot nguoi dung tao lién két tir «.../var /mail /root” t&i “...Jetc
/passwd”, sau d6 giri mail bang tén mot ngudi méi téi root thi tén ngudi ding moi
nay s€ duoc gan thém vao trong té€p “.../etc /passwd”. Do vay thu muc “.../var
/mail” khong bao gid duogc thiét 1ap véi quyén co quyén viét (writeable).

¢) Churc nang Proxy (uy nhiém) cua FTPd

Chtrc ning uy nhiém ctia FTPd cho phép ngudi dung cé thé truyén tép tin tir
mot FTPD nay t6i mot FTPD server khac. St dung chirc ning nay c6 thé b qua cac
xac thuc dia chi IP.

Nguyén nhan 1a nguoi ding c6 thé yéu cau moét file trén FTP server giri mot
tép tin t6i bat ky dia chi IP ndo. Nén nguoi dung co thé yéu cau FTP server d6 giri
mot tép tin gdbm cac 1énh PORT va PASV tdi cc server dang nghe trén cic cong
TCP trén bat ky mot host ndo. Két qua 1a mét trong cac host d6 c6 FTP server chay

va tin cay nguoi dung do, bé qua xac thuc dia chi IP.
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3/. L§ hong trong giao thic
a) Vin dé can nghién ciru

Trén mang Internet, da s6 cic nguy co an ninh xuat hién do phan mém c6 15i,
khong thuc hién theo dang chuin TCP/IP. Nhung ciing ¢6 mot sb diém yéu nim &
murc giao thire, ttrc 13 hé thdng bi ton thuong khi cac phan mém van chay ding theo
cac chudn do Internet Engineering Task Force dé ra. Vi du la giao thirc ARP, né c6
16 hong an ninh.

Trong khi IETF chua ban hanh giao thirc méi c6 kha ning loai boé diém yéu
trén, thi cic nha cung cép riéng 1é dua nhau dua ra cic cach riéng cia minh dé han
ché cac nguy co an ninh. biéu nay tao ra tinh trang hdn loan. Vén céc chuan duoc
dit ra dé cac thiét bi c6 thé lién lac véi nhau dé dang, thi nay cac hang san xuat khac
nhau dang sa vao con dudng tu ¥ thay d6i chuan dé giai quyét cac van dé trudc mit.

Néu dé hién tuong nay kéo dai, su twong thich cia Internet s& dan d6 v5.Co
2 cach giai quyét chinh:

- Cach 1: La xay dung méi giao thitc mang “khong con 16 hong”, ¢ thé khong
tuong thich véi cac chuan hién cé.
- Cach 2: Cai tién giao thirc cii dé “bit” cac “16 hong”, nhung van twong thich véi

cac chuan hién c6 cua Internet.
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b) Giao thirc phan giai dia chi ARP

Giao thirc phan giai dia chi ARP (ARP — Address Resolution Protocol) la
giao thirc don gian. Dung ARP dé phan giai tir dia chi ting mang thanh dia chi tang
lién két dir lidu. Trong thuc té, nguoi ta thuong dung dé chuyén doi tir dia chi IP
sang dia chi Ethernet.

Nguy co an ninh cua ARP

ARP khong cung cap co ché dé cac thiét bi phan biét cac géi tin gia mao, vi
thé k¥ thuat ARP Spoofing - Lira gat (hay ARP Poisoning - Dau doc) cho phép ké
tan cong lira nan nhan gui cac goi tin IP dén modt noi ma ké tin coéng chon trude,
thuong 1a dén chinh vi tri ma ké tan cong dang cho doi.

Khi cac goi tin dén, ké tan cong toan quyén xu 1y, tir doc 1én dén thay doi noi
dung cua dir li€u, hodc don gidn hon la vit bo gobi tin, lam cho mang khong hoat
dong.

Minh hoa tinh hudng trén:

Trén thyc té, khi nit mang A niao d6 can két néi voi nat mang B, thi n6 phai
biét 15 dia chi vat 1y ctia nut mang B. Dé 1am viéc nay di co giao thirc phan giai dia
chi ARP, n6 thuc hién mdt anh xa gitra dia chi logic (dia chi mang IP) va dia chi vat
1y (dia chi phan cirng MAC) bén trong cac doan mang.

Giao thurc nhu sau:

May A giri yéu cau két ndi co chua dia chi IP clia may can tim, t6i tat ca cac
may trong mang cuc bg, chi c6 mdt may B nhan ra dia chi IP cia minh, n6 gt dia
chi MAC ctia n6 cho may A.

Tuy vy c6 thé phat sinh tinh hudng:

Khi may A gtri yéu cau két ndi c6 chira dia chi IP ciia may can tim, may B ¢6
dia chi IP nhur vy nhung bi 16i. Nhan co hoi ndy, may C ndo d6 gia mao may B, gui
dia chi MAC cua n6 cho may A. Mot két ndi giita A va C dugc hinh thanh, nhung A
van dinh ninh rang minh dang két néi v6i B. Vi vay, c6 thé dan dén lam 16 thong

tin.
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2.2.MOT SO Vi DU “LO HONG” CU THE
2.2.1. “Ld hong” trong hé diéu hanh
2.2.1.1. Hé thong c6 ciu hinh khéng an toin

Céu hinh khéng an toan 1a mét 15 héng bao mit cua hé théng. Cac 16 hong
nay duoc tao ra do cac tmg dung c6 cac thiét 1ap khong an toan hodc nguoi quan tri
hé théng dinh cAu hinh khong an toan. Ching han nhu cdu hinh médy chi web cho
phép ai ciing c6 quyén duyét qua hé thong thu myc. Viéc thiét 1ap nhu trén c6 thé
1am 10 céc thong tin nhay cam nhu ma ngudn, mat khau hay cac thong tin ctia khach
hang.

Néu quan tri hé théng ciu hinh hé théng khong an toan s& rat nguy hiém vi
néu nguoi tn cong duyét qua dugc cac tép mat khau thi ho c6 thé tai vé va giai ma
ra, khi d6 ho c6 thé 1am dugc nhiéu thi trén hé thong.
2.2.1.2. L6 hong mat khdu co ban (Password-base)

Thong thuong, hé thong khi méi cau hinh c6 tén ngudi ding va mat khau
mic dinh. Sau khi cdu hinh hé thé)ng mot s6 admin van khong ddi lai cac thiét lap
mic dinh nay. Pay 1a 16 hong gitp ké tin cong c6 thé tham nhap vao hé théng bang
con duong hop phap. Khi dd dang nhdp vao, hacker c¢6 thé tao thém user, cai
backboor cho 1an viéng thim sau.

2.2.2. “Ld hong” trong phan mém tng dung
2.2.2.1. Chii quan (16i do ngwoi viét phan mém)

Do nguoi 1ap trinh, ngudi thiét ké, quan 1y cta chinh phin mém c6 thé vi ly
do, muc dich nao d6 tiét 16 bi mat. Piéu nay 1a vo cing nguy hai do hacker nim
duoc thiét ké cua phan mém sé& dé dang tin cong hé thong.
2.2.2.2. Khach quan (tw nguoi su dung)

Nguoi ding vo y da dé may tinh cho nguoi khac dung, dé 16 mat khau. ..

Vi dy: Khi nguoi ding dang dung may ma c6 viéc di ra ngoai khong tit may,

dong tmg dung. Ké tin cong co thé loi dung so hd nay tan cong vao hé thong.
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2.2.3. “L§ hong” trong hé thong mang
2.2.3.1. Nghe |én dwong truyén, do, dodn

Céc hé thong truyén dat thong tin qua mang khong chéc chian, loi dung diéu
nay, hacker c6 thé truy cip vao cac dudng dan dén dir liéu (data paths) dé nghe trém
hoic doc trom ludng dit lidu truyén qua.

Hacker nghe trom su truyén dat thong tin, dit liéu s& chuyén dén chuong
trinh nghe trom (sniffing) hoac “suy rinh mo” (snooping). N6 s€ thu thap nhiing
thong tin quy gia vé hé thong nhu mot goi (packet) chira mat mau (password) va tén
nguoi dung (user name) cua mot ai do6. Cac chuong trinh nghe trdm con dugc goi la
céc sniffing. Cac sniffing nay c6 nhiém vu lang nghe cac cong ciia mot hé thong ma
hacker mudn nghe trom. N6 sé& thu thap dit liéu trén cac cong nay va chuyén vé cho
hacker.
2.2.3.2. Thiét ké kém, yéu

La viéc ¢6 nhiéu hon mot con duong dan vao hé théng (bi mo céng hau),...

Khi thiét ké mot mang (Lan, WAN,...), nguoi thiét ké khong xac dinh duoc
hét cac cong vao hé thdng. Khi quan tri, nguoi quan tri chi biét dén cong chinh vao
hé thdng, xay dung cac bao vé hé thdng. Ké tin cong s& rat kho tin cong vao bang
nhirng cong nay. Nhung néu ké tin cong tim ra “con duong” khac xam nhap vao hé
thong thi s& mat an toan do nhitng duong nay khong duoc nguoi quan tri biét dén va
bao vé.
2.2.3.3. Léi phat sinh do thiét b

Céc 13i treo thiét bi, tran bd dém, nghén mang, khong c6 kha ning cung cip
dich vu...

Mot 16 hong vat 1y ciia may tinh s& hoan toan bi khai thac ngay ca khi
phuong phap nhan dang phirc tap nhat, phuong phap mi hoéa bao mat nhat. Mot
chuong trinh theo ddi cac thao tac trén ban phim (key logger), ca phan mém lan
phan cimg duoc cai dat, khoa PGP - Pretty Good Privacy (tién ich ma héa va chir ky
dién tir) bi mat cua ban s€ bi 10, do d6 moi dit liéu ma hoa va tai khoan bi ton hai.
Bit chép méat khau dai va bao mat dén dau thi 15 héng bdo mat vat 1y 1a mot trong

nhitng truong hop nguy hiém nhat.
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2.2.3.4. Cdc 16i chwa biét (Zero Day)

La cac 16 hong ma tai thoi diém hién tai chwa boc 10 ra (chua duoc biét dén).
Day 14 16 hong rat nguy hiém do ngay ca nguoi lap trinh, nha quan 1y, nguoi ding
déu chua biét dén ma phong tranh trude.

Vi du: Khai thic 16 hong Zero-day trong trinh duyét Safari

Mot 16 hong an ninh bao mat thudc hang nghiém trong trong trinh duyét
Safari cia Apple. Phién ban hién tai (4.0.5) va nhiing ban cii hon déu bij anh huong.

Néu nguoi dung vo tinh ding nhép vao trang web c6 chtra cac cong cu doc
hai dé khai thac 16 hong danh cho Windows ctia Safari, ngay 1ap tirc cac doan ma
doc s€ tu dong tai vé hé théng voi s6 luong vO cung 16n, sé& khién cho trinh duyét
hoat dong i ach, treo (not responding)... Nguoi st dung Safari nén trdnh truy cép
vao cac duong din bat thuong dé giam thiéu rui ro.

2.2.4. Ld hong co s& dir liéu (database)
1/. Co sé dir liéu (CSDL)

CSDL hiéu theo k¥ thuat, 1a mot tap hop thong tin ¢é cau trac. Nhung trong
cong nghé thong tin CSDL dugc hiéu rd hon dudi dang mot tap hop lién két cac dir
lidu, thuong du 16n dé luu trén mot thiét bi luu trir nhu dia hay bang. Dir liéu nay
duoc duy tri dudi dang mot tip hop céc tap tin trong hé diéu hanh hay duogc luu trit
trong cac hé quan tri co s¢ dir liéu.

Co so dit liéu 1a noi luu giit cac thong tin, gia tri quan trong cta co quan, to
chtrc, ca nhan,... Nén CSDL 1a miéng moi hap dan dbi v6i ké tan cong. Khi CSDL
nhiéu va dugc quan 1y tap trung. Kha ning rii ro mat dit liéu rat cao. Cac nguyén
nhan chinh 1a mit dién d6t ngdt hoic hong thiét bi luu trix, 1 truc tiép trong phan

mém luu trit (tiém an cac 16 hong bao mat),...
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2/. Cac nguy co ddi véi an toan dir liéu
- Mat dit liéu do hu hong vat 1y:

+ Céc su ¢d do hu hong cac thiét bi luu trit

+ Mang bi hu hong do thién tai, hoa hoan

+ Hu hong do sy ¢ nguodn dién
- Mat dit liéu do hu hong hé théng diéu hanh.
- Dit liéu bi stra d6i mot cach bat hop phap tham chi bi danh cap

Hacker c6 thé dung nhitng céng cu hack c6 sin trén mang hoic cac Trojan dé
dot kich vao hé thong. 1dy cip mat khau Admin dé c6 quyén tuyét d6i stra d6i, 1am
hong dir liéu quan trong.
3/. Vi du 16 hdng trong phin mém quan Iy dir liéu SQL Server

SQL Server 7.0 va 2000 da ton tai cac 15i tran bo dém. Diém yéu nay cho
phép ké tan cong thuc hién cic doan ma nguy hiém trén hé thong ciia nan nhan bang
cach khai thac 16i tran by dém. Ldi nay lién quan t6i cac quy trinh luu trit mé rong
(extended stored procedure) do Microsoft thiét ké sin, ma duogc sir dung dé giup
SQL Server thuc hién cac thao tic thong thudng. Mot sé quy trinh luu trit mé rong
dugc cai dat bdi SQL Server 7.0 va 2000 ton tai cac 18i tran bd bo dém c6 thé cho
phép tin tic khai thac bang cach goi mot trong nhiing chirc nang bi anh hudng trong
co s& di liéu (database) hoic tao yéu cau truy van duoc thiét ké dic biét. Qua do,
tin tic c6 thé lam 16i may chu hodc chay cac doan mi nguy hiém.

Ldi tran bd dém ciing duoc phat hién trong dong co Microsoft Jet DataBase
dung dé xtr 1y céac file Access.

“Ld hdéng” nay duoc danh gia 13 161 c6 mirc tac hai trung binh.
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Churong 3. MOT SO DANG “TAN CONG” HE THONG THONG TIN
THONG QUA “LO HONG”
3.1. “TAN CONG” HE THONG THONG TIN
3.1.1. i twong tin cong

Déi tuong tin céng mang (Intruder): La ca nhan hodc t6 chirc st dung céc
cong cu pha hoai nhu phan mém hodc phan ctimg dé do tim cac diém yéu, 15 hong
bao mat trén hé théng, thuc hién cac hoat dong xam nhap va chiém doat tai nguyén
trai phép.

Mot sb dbi tuong tin cong mang:

- Hacker: La ké xam nhap vao mang trai phép bang cach str dung cc cong
cu pha mat khau hodc khai thac cac diém yéu cua thanh phan truy nhap trén hé
théng.

- Masquerader (Ké gida mao): La ké gia mao thong tin trén mang. Mot sb
hinh thtrc gia mao nhu gia mao dia chi IP, tén mién, dinh danh nguoi dung.

- Eavesdropper (Nguoi nghe trom). La ké nghe trom thong tin trén mang, st
dung céac cong cu nghe nén (sniffer), sau d6 ding cac céng cu phan tich va g& roi dé
lay cac thong tin c6 gia tri.

3.1.2. Mot s6 hinh thirc tAn cong thong tin

C6 thé tan cong theo cac hinh thirc sau:

- Dua vao nhiing 16 hong bao mat trén mang: nhirng 16 hong nay c6 thé 1a cac diém
yéu cua dich vu ma hé théng cung cip. Vi du ké tin cong loi dung cac diém yéu
trong cac dich vu mail, ftp, web... dé xam nhdp va pha hoai.

- Sir dung céac cong cu dé pha hoai: vi du sir dung cac chuong trinh pha khéa mat
khau dé truy nhap bat hop phap vao mot so chuong trinh.

Ngoai ra, ké tin cong mang ciing c6 thé két hop 2 hinh thirc trén dé dat muc
dich.
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3.1.3. Cac mirc d6 nguy hai dén hé thong thong tin

Cac mirc do nguy hai t6i hé thong tuwong tng véi cac hinh thirc tin cong khac nhau:

Nguoi dung
Bom tl‘I)\X& céd
don gian > 1 quyén Root
- 2
Tir choi Nguoi dung
dich vu 3 tir Xa tao
thém dac
414 quyén
Truy cap 2 v
tréi phép 6
bang tai Nguoi ding
khoan nguoi tir xa c0 thé
dung cuc bo doc cac file
f dic quyén
Nguoi dung
cuc bd co > < Nguoi dung
thé tao thém tir xa co thé
cac file dang nhép
khong nén trai phép
Céc mirc d6 nguy hai toi hé thong

£ Muc 1: Tan cong vao mat s6 dich vu mang: Web, Email din dén cac nguy co 1
cac thong tin vé cdu hinh mang. Céc hinh thirc tdn céng ¢ muc nay c6 thé ding DoS
hodc Spam mail.

+ Muc 2: Ké pha hoai dung tai khoan ctia nguoi dung hop phap dé chiém doat tai
nguyén hé théng (dwa vao cac phuong thirc tan cong nhu bé khoa, danh cip mat
khau...). Ké pha hoai co thé thay dbi quyén truy nhap thong qua cac 16 hong bao
mat doc cac thong tin trong tip tin lién quan dén hé thong nhu “/etc/passwd”
(Linux) va SAM file (Windows).

+ Mirc 3 dén mirc 5: Ké pha hoai khong st dung quyén ctia nguoi dung thong
thudng, ma co thém mot sd quyén cao hon v6i hé théng nhu quyén kich hoat mot sb
dich vy, xem xét cac thong tin khéc trén hé théng.

£ Muc 6: Ké tin cong chiém dugc quyén Root hoic Admintrator trén hé thong.
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3.2. MOT SO Vi DU “TAN CONG” VAO “LO HONG” BAO MAT
3.2.1. TAn céng hé diéu hanh

He¢ diéu hanh 12 myc tiéu tan cong pha hoat vo ving 16n. Pay 1a nhung phan
mém pho bién va 16n trong thé giéi may tinh, dong thoi ciing tiém 4n nhiéu “13 hong
bao mat”. Khai thac diém yéu dé tin cong vao hé diéu hanh mang lai nhiéu loi ich
16n lao cho Hacker.

Duéi day, toi xin trinh bay mot vai vi dy tdn cong hé diéu hanh:

3.2.1.1. Tin cong Password ciia tai khodn ngwoi diing trong Windows

Switch
May bi tAn cdng

e £ -
May tan cong Cai Windows 2003

1/. Trén may cuc bg (Local)

- Gia str chung ta khong biét mat khau ciia mot may tinh trong hé thong,
nhung nhd ngudi d6 gd mat khau cia ho va cho ta muon may tinh dung tam. Va gid
1a 1am thé nao dé biét dwoc mat khau trén may ta dang dang nhap.

- Rét nhiéu phan mém c6 thé xuit khau (exports) doan mi hoa cta mat khau
ra thanh mot tép dién hinh 1a PasswordDump, WinPasswordPro.

Gia su st dung WinPasswordPro.

- Bat chuong trinh WinPasswordPro 1én Import Password tir may cuc bo.
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- Sau khi nhap mat tir t€p SAM vao s€ duoc:

BY Untitled - WinPassword K =10 x|
Eile Ed AudR Yiew Jools Language Help
Utk O S Eelle PRREAT E B rne O
= [ Passveord [Cloze ] [ Win 9x ] [ PasswordToois ] [ email ] j
© SUPPORT_38894530 e PN
Windowsé/..
Password
Welcome to Windows
Password
{c) 1999-2006 Last8it Corp.
WEB: hittp: /i astBit.com
E-mail: ¢ DI .COTY
Windows Password home page:
http 7l astBit com/winps
<! | 8l =4
l1’\\|:¢l 3 items, O half-done, 0 recovered
version i
Ready ticensed to: Ingo Schuitze |~

Sau d6 ta xuét danh sach nguoi dung va mat khau di dugc ma hoa ra mot tép
“* txt” va giri vao mail, sau d6 tai may ctia minh chung ta cling ding phan mém nay
dé gidl ma nguoc lai.
Mo file TXT da xuét ra ta c6 dir liéu mat khau da dugc ma hoa.

Sau khi liy duoc dir liéu nguoi dung - mat khau da ma hoa ta g& boé chuong
trinh ndy trén may nan nhan dé khoi 10, rdi giri tép d6 vao mail dé vé may cua ta
gidi ma, day 1a cong doan t6n thoi gian. D6i voi mat khau dai 10 ky tw mat khoang
1 tiéng.

- Bat chuong trinh WinPasswordPro trén mdy cia chung ta chon File, Xuat
tep tin PWDUMP roi chon duong dan ti tép tin mat khau dugc ma hoa.
Sau khi Import tir file PWDUMP ta dugc

Nhén vao Start ta s& ¢6 3 phuong thirc tan cong mat khau

+ Bit ép tho bao (brute force).

+ Tir dién (Dictionary).

+ Bang thong minh (Smart table).

Chon phuong thirc tin cong bat ép tho bao:

Doi khoang 15 phut (password khong dat ky tu dic biét, khong sb, khong

hoa va 9 ky tu)
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- Két thac qua trinh ta da giai ma dugc t€p mat khiu d3 dugc mi hoa véi:

Tén nguoi dung 1a administrator va mat khau vnexperts

T=TEY
Beﬁd&tﬂwr.ooism:«sgefgeb S il
i) "W OS] & 8l ‘me&‘a@lg? 0\-!/
Ok [Clese ] I n-9x ] (F nordTocis ] [ 2mall ~
deranistr stor | v X s
£ Guest 222 | —— — — '
22 SUPPORT_3E3949Sa0 22?7
Wmdowsé/
ssword
Wefcome to Windows
Password
{c) 1°9Q 006 Lastelt Corp
v _i,.
Wmdows Password home age
to AL astBit com/ DS
< — i B R =
l;rri.n;.,\-\ir.-_\g.,,i 3 items, O half-done, 1 recovered
version =
Ready Licensed to: Ingo Schulktze | 7

2/. TAn cong may tinh tir xa

- Khi chiing ta duoc ngdi trén may nan nhan dé xuat mat khau (dugc ma hod)
13 don gian, nhung thuc té sé rat it khi thuc hién dugc phuong thirc nay.

- Dung Password Dump, chung ta s€ léy duoc dir liéu da duoc ma hoa tir mot
may tu xa.

- O day sir dung PasswordDump Version 6.1.6.

Lay dir liu ma hoa tén ngudi dung va mat khau tir may tinh 192.168.1.156
ding PWDump va day dir liéu d6 ra file: vnehack.txt tai 6 C\:, dung 1énh Type xem
dtr 1iéu cua file do.

Sau khi c6 dir li€u, ta lai st dung WinPasswordPro dé gidi ma. Va sau khi ta
c6 tai khoan nguoi dung 13 quan tri vién va mat khau cua no, thi viée lam gi 13 tuy

thudc vao chung ta.
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3.2.1.2. Tin cong hé thong Windows qua 16 héng bio mdt

- Pau tién chung ta phai tim nhiing 15 hong bao mat.

- Khai thac 16 hong d3 tim duoc.

1/. Dung Retina Network Security Scanner 5.1 dé tim 15 hong trén h¢ thong

Bat chuong trinh Retina Network Security Scanner.

Tim kiém trong hé théng mang nhimg may ndo dang Online vao phan
Discover.

Dé phat hién ra 16 héng bao mét st dung Tab Audit.

Nhan Start - Chon Scan Template 1a ché do Complete Scan.

DPoi mot 14t thu duoc két qua 13 16 hong bao mat. Poc cac thong tin vé 15
hong tim dugc dé tim cach tin cong.

Day 1a phan mém c6 ban quyén.

2/. Sir dung Metasploit dé khai thac

Nhitng 16 héng vira duoc Retina phat hién, chiing ta s& sir dung Metasploit dé
khai thac chdng.
3.2.1.3. Vi du khac

Tin tic tdn cong hai 16 hong “nghiém trong” cia Windows. Phién ban hé
diéu hanh duy nhat khong bi anh huong 1a Windows XP SP3.

Trong thong bao dua ra, symantec cho biét dang ghi nhan dugc cac d4u hiéu
khai thac 16 hong giao dién thiét bi 6 hoa (GDI). Microsoft xép hai 16 hong nay
vao mirc “nghiém trong”, c6 thé anh hudng toi cac phién ban Windows, ké ca hai
phién ban hé diéu m&i nhat Windows Vista SP1 va Server 2008. Tin tic c¢6 thé khai
thac 16 hf)ng béng cach kich hoat moét t€p hinh anh WMF (Windows Metafile) hodc
EMF (Enhanced Meta file) dugc ché tao dic biét.

Tin tic s& nhanh chong thanh cong véi ma khai thac 16 hong boi chi cin mot
dong tic xem anh don gian trén mang hodc trong e-mail, ciing khién cho hé thong

c6 thé bi tan cong.
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3.2.2. Tan cong trén mang
3.2.2.1. Téin cong tir chéi dich vu

x Tan cong tir chdi dich vu (DoS -Denial of Service) 1a mot loai hinh tin cong hé
théng mang nhim ngin can nhitng ngudi dung hop 1é dugc sir dung mot dich vu
nao do. Cac cudc tin cong co thé duge thuc hién nham vao bat ki mot thiét bi mang
nao bao gdm tin cong vao cac thiét bi dinh tuyén, web, E-mail, hé thong DNS, ...

Tan céng DoS pha huy dich vu mang bang cach 1am tran ngap sé luong két
ndi, qua tai server hodc chwong trinh chay trén server, tiéu tén tai nguyén cia
server, hoac ngan chan nguodi dung hop 1€ truy nhép tdi cac dich vu mang.

Tén cong tu chdi dich vu ¢6 thé duoc thuc hién theo mot s cach nhét dinh.
C6 nam kiéu tan cong co ban sau:

- Nhim tiéu ton tai nguyén tinh toan nhu bing thong, dung lugng dia cimg hoic
thoi gian xur 1y.

- Pha v& cac thong tin cAu hinh nhu thong tin dinh tuyén.

- Pha v& cac trang thai thong tin nhu viée ty dong xac 1ap lai (reset) cac phién TCP.
- Pha v& cac thanh phan vat 1y ciia mang may tinh.

- Lam tic nghén thong tin lién lac ¢6 chu dich giira cic nguoi ding va nan nhan
dan dén viéc lién lac gitra hai bén khong duoc thong sudt.

* Tén cong tir chdi dich vu phan tan (DDoS - Distributed Denial of Service) 1a
moéi de doa hang dau dén cac hé thong cong nghé thong tin trén thé gidi. Vé mat k¥
thuat, gan nhu chi ¢ thé hy vong tin tic st dung nhitng cong cu da biét va c6 hiéu
biét kém c6i vé cac giao thuc dé ¢ thé nhan biét va loai trir cac con duong d& bi tAn
cong.

Vi ha ting mang cung véi thuong mai dién tir vira chém hinh thanh, DDoS 1a
mot mdi nguy hai rat 16n cho Internet Viét Nam.

+ Nhan dién diu hiéu ctia méot vy tn céng tir chdi dich vu

* Mang thuc thi chdm khac thuong (mé file hay truy cap Website).
* Khong thé dung mot Website cu thé.
« Khong thé truy cap bat ky website nao .

* Tang lugng thu rac nhan dugc (nhu mét tran "boom mail").
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3.2.2.2. Tin cong Qid mao hé théng tén mién trén Internet

Tan cong gia mao hé thong tén mién trén Internet (Man-in-the-Middle)

MGdi truy van DNS (Domain Name System) duogc giri qua mang déu ¢ chira
mot sb nhan dang duy nhét, muc dich cua s6 nhan dang nay la dé phan biét cac truy
van va dap tra chung. Diéu ndy c6 nghia ring néu mot may tinh dang tin cong,
ching ta c6 thé chan mot truy van DNS nao d6 duoc gui di tir mot thiét bi cu thé, thi
tat ca nhirng gi chung ta can thuc hién 13 tao mot g61 gia mao co chua s6 nhan dang
d6 dé goi dir liéu dugc chap nhan bai muc tiéu.

Chung ta s& hoan tit qua trinh bang cach thuc hién hai bude véi mot cong cu
don gian. Pau tién, chung ta cAn gia mao ARP cache thiét bi muyc tiéu dé dinh tuyén
lai lvu lwong ctia nd qua host dang tdn cong ctia minh, tir d6 c¢6 thé chin yéu cau
DNS va gutri di géi dir licu gia mao. Muc dich cta kich ban nay 1a ltra ngudi dung
trong mang truy cap vao website doc, thay vi website ma ho dang cb gang truy cap.

Viéc tao ra mot kiéu tin cong moi la muc dich cia cac hacker. Trén mang
Internet hién nay, c6 thé s& xuat hién nhitng kiéu tdn cong moi duoc khai sinh tir
nhirng hacker thich may mo va sang tao.

3.2.3. TAn cong co s& dir liéu
Vi du: SQL Injection attack

La doan ma tiém 4n 16 hong nghiém trong, n6 cho phép nhiing ké tin cong
thi hanh cac ciu 1énh truy van SQL bat hop phap bang cach loi dung 16 hong trong
viéc kiém tra dit liéu nhap trong cac ing dung Web. Hiu qué cta nd rat tai hai vi n6
cho phép nhitng ké tdn cong thuc hién thao tic xo4, hiéu chinh,... do c6 toan quyén
trén co s& dit liéu cta ung dung. Loi nay thudng xdy ra trén cac ing dung web c6
dir liéu duoc quan li bang cac hé quan tri CSDL nhu SQL Server, Oracle, DB2,
Sysbase.

Xét mot vi du dién hinh ciia SQL Injection attack, thong thudng dé cho phép
ngudi dung truy cip vao cac trang web duoc bao mat, hé théng thuong xay dung
trang dang nhap dé yéu cu nguoi dung nhap thong tin vé tén dang nhap va mat
khau. Sau khi ngudi dung nhép thong tin vao, hé théng s& kiém tra tén ding nhap va
mat khau c6 hop 1¢ hay khong dé quyét dinh cho phép hay tir chdi thyc hién tiép.
Trong trudng hop nay, ngudi ta c6 thé dung 2 trang, mot trang HTML dé hién thi

form nhap liéu va mot trang ASP dung dé xir i thong tin nhap tir phia ngudi dung.
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Vi du:

Login.htm

<form action="ExecLogin.asp" method="post">
Username: <input type="text" name="txtUsername"><br>
Password: <input type="password" name="txtPassword"><br>
<input type="submit">

</form>

ExecLogin.asp

<%
Dim p_strUsername, p_strPassword, objRS, strSQL
p_strUsername = Request.Form("txtUsername")
p_strPassword = Request.Form("txtPassword")
strSQL = "SELECT * FROM tblUsers " & _

"WHERE Username="" & p_strUsername & _

" and Password="" & p_strPassword & """
Set 0bjRS = Server.CreateObject("ADODB.Recordset")
0bjRS.Open strSQL, "DSN=..."
If (objRS.EOF) Then
Response.Write "Invalid login."
Else
Response.Write "You are logged in as " & objRS("Username™) End If
Set 0bjRS = Nothing

%>
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Poan mi trong trang ExecLogin.asp dudng nhu khong chira bt cir mot 16
hdng vé an toan ndao. Nguoi ding khong thé ding nhap ma khong co tén ding nhap
va mat khau hop 18. Tuy nhién, doan md nay khong an toan va 1a tién dé cho mot
SQL injection attack. Pic biét, so hé nim & chd dir liéu nhdp vao tir nguoi dung
dugc dung dé xay dung truc tiép cau 1énh truy van SQL. Piéu nay cho phép nhiing
ké tn cong co thé diéu khién cau truy vén s& duoc thuc hién.

Vi du, néu nguoi dung nhap chudi sau vao trong ca 2 6 nhép liéu tén nguoi
dung/ mat khau cua trang Login.htm:

‘or ¢ =*.Luc nay, cau truy van s& dugc goi thyc hién la:
SELECT * FROM tblUsers WHERE Username="or "=" and Password =" or "="

Cau truy van nay 13 hop 18 va s& tra vé tat ca cac ban ghi cia tblUsers va
doan ma tiép theo xir i nguoi dung dang nhap bat hop phap nay nhu 1a nguoi dung
dang nhap hop 1¢.

Cac tac hai ciia SQL Injection attack:

Tac hai tir SQL Injection attack tiy thudc vao mdi trudng va cach cau hinh
hé théng. Néu tmg dung st dung quyén dbo (quyén cua ngudi s hitu CSDL -
owner) khi thao tac dir li¢u, n6 co thé x6a toan bd céac bang dit li¢u, tao cac bang dir
liéu méi, ... Néu ung dung st dung quyén quan tri hé thong, né co thé diéu khién
toan bo hé quan tri CSDL va véi quyén han rong 16n nhu vay n6 co thé tao ra cac

tai khoan ngudi ding bat hop phap dé diéu khién hé thng.
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Chuwong 4. CAC PHUONG PHAP PHONG TRANH “TAN CONG”
BANG XU LY “LO HONG”
4.1. BAO VE AN TOAN THONG TIN

Khoa hoc may tinh ra doi, cing v6i su phat trién vé phan ctng 1a sy phat
trién hung hau cta nganh phan mém, mang, co so dit lidu... Chinh vi vay viéc tin
cong va phong tranh tin cong 1a mot van dé ludn rit quan trong.

4.1.1. Cac lép bao vé thong tin

Trong thoi dai phat trién ctia cong nghé thong tin, mang may tinh quyét dinh
toan bo hoat dong cuia c4 nhan, co quan, to chirc, hay cac cong ty, xi nghiép. Vi vay,
viéc bado dam cho hé théng may tinh hoat dong mot cach an toan, khong xay ra su
cd 14 cong viéc cap thiét hang dau. Cong tac quan tri mang mdy tinh phai duoc thuc
hién mét cach khoa hoc.

Vi khong thé c6 mot giai phap an toan tuyét d6i nén nguoi ta thudng phai sir
dung dong thodi nhiéu muc bao vé khac nhau, tao thanh nhiéu 16p “rao chin” d6i voi
cac hoat dong xam pham. Viéc bao vé thong tin chu yéu 13 bao vé thong tin cit giir
trong may tinh, dac biét 1a cac may chu trén mang.

Thong thuong bao gdm cac murc bdo v¢ sau:

Quyén truy nhap L& chan

M hod dit liéu Kiém soét truy nhap Béo vé vat Iy

Mo ta cac 16p rao chan théng dung hién nay
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4.1.1.1. Ma hoa dir li¢u

Pé bao mat thong tin trén mdy tinh hay trén dudng truyén nguoi ta sir dung
cac phuong phap ma hoa (Encryption). Dir liéu bi bién ddi tir dang “hiéu dugc”
sang dang “khong hiéu duoc” theo mot thuat toan nao dé va s& dugc bién ddi nguoc
lai & tram nhan (giai ma). Pay 1 16p bao vé thong tin rat quan trong.
4.1.1.2. Quyén truy nhip

La viéc phan quyén truy nhap tai nguyén thong tin va quyén han trén tai
nguyén do.

X4y dung co ché quan 1y truy nhip nhim kiém soat, bao vé cac tai nguyén
thong tin, cang kiém soat duogc chi tiét cang tot.

Trong mdt hé thong quyén cao nhét nén do it nhat 2 nguoi nam giit dé phong
mat mat vé con nguoi. Néu chi do 1 ngudi nam giir, khong may xay ra van dé véi
ngudi dé (bénh tat, tai nan,...) s& dan dén 1am ngung tré hoat dong cua hé théng;
gy hau qua nghiém trong. D4i voi cac hé théng 16n nhu: Ngan hang, an ninh qudc
gia,... thi phai 3 nguoi quan ly.
4.1.1.3.Kiém sodt truy nhip (Pang ky tén /mat khdu)

Han ché theo tai khoan truy nhdp (gom ding ky tén va mat khau). Dy 1a
phuong phap bao vé pho bién nhat vi né don gian, it ton kém va ciing rat hiéu qua.
M&i ngudi ding mudn truy nhip vao hé théng dé sir dung tai nguyén déu phai c6
dang ky tén va mat khau.

Thuec ra day ciing 13 kiém soat truy nhap, nhung khéng phai truy nhap ¢ mirc
thong tin ma ¢ murc hé thong. Nguoi quan tri mang c6 trach nhiém quan 1y, kiém
soat moi hoat dong ctia mang va xac dinh quyén truy nhép cta nhitng ngudi dung
khéc theo thoi gian va khong gian (nghia 1a ngudi dung chi dugc truy nhap trong
mot khodng thoi gian nao do tai mot vi tri nhét dinh nao do).

Theo 1y thuyét néu moi nguoi déu giit kin duge mat khau va tén dang ky cua
minh thi s& khéng xdy ra cac truy nhap trai phép. Nhung diéu d6 khé dam béo trong
thue té vi nhiéu nguyén nhin khac nhau dan dén 1am giam hiéu qua cta 16p bao vé
nay. Cé thé khac phuc bang cach nguodi quan mang chiu trach nhiém dit mat khau

hoic thay d6i mat khau theo thoi gian hay chu ky nhat dinh.
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4.1.1.4. Ld chin

Cai dat cac 14 chan nham ngin chin cac tham nhap trai phép va cho phép loc
b6 cac goi tin khong mong mudn giri di, hodc tham nhép vi 1y do ndo d6 dé bao vé
mot may tinh hodc cd mang noi bg (intranet). Vi du: Tuong Itra
4.1.1.5. Bdo vé vit ly

Bao vé vat Iy nhdm ngin chin cac truy nhip bat hop phap vao hé théng.

Thudng dung cac bién phap truyén thong nhu ngin cdm nguoi khong cod
nhiém vu vao phong may, dung hé thong khoa trén may tinh, cai dit cac hé thong
bao dong khi c6 truy nhap trai phép.

*  Ngoai 5 16p bao v¢€ trén, tuy mirc d¢ 16n nho ctua hé théng can bao vé ma con cb
thé xay dung thém cac 16p bao vé thong tin khac nhu: Sao luu du phong (trudc khi
ma hod), bao v¢ béng su da dang h¢ théng (Vi du: Cac may tinh trong 1 h¢ théng thi
c¢6 thé khac hing xan xuat, khac cau hinh, khac hé diéu hanh, khac hinh thirc bao
vé,...), stt dung cac tng dung c6 thé hoat dong trén cac moi truong khac nhau,. ..
4.1.2. Cac cong cu bao vé thong tin

M3di khi chiing ta két ndi mang, nghia 14 1a chiing ta dang dat may tinh va cac
thong tin lyu trong may tinh ctia minh ddi dién véi cac mdi nguy hiém rinh rép trén
mang, 99% cac cudc tan cong dén tir web.

Céch t6t nhit 12 bao vé may tinh qua cac 16p bao mat. Néu mot ving bao vé
chi dat hiéu qua 75%, cac 10p bao vé khac s& 1ap ndt cac 16 hong con lai. Cac 16p
bao vé nay gém co:
4.1.2.1. Twong lira

Tuong lira bao vé may tinh khoi nhitng ké tdn cong. C6 nhiéu Iya chon
tuong ltra: Tudng lira phan cing, phan mém, tudng lira trong cac dinh tuyén khong
day.
4.1.2.2. Phin mém qudn tri nguwoi ding va kiém sodt mang

Mot may tinh bi tin cong c6 thé 1am phé hity ca hé thong may tinh hay
mang, do d6 dé dam bao an toan hon nén kiém soat cic website nhan vién truy nhip

thong qua céc chinh sach quan ly trén may chu.
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4.1.2.3. Phan mém chong virus, ma déc va gidn diép (spyware)

Céc phan mém nay bao vé may tinh khoi virus, trojans, sau, rootkit va nhimg
cudc tin cong. Ngay nay, cac chuong trinh nay thuong dugc dong goi lai. Boi vi ¢6
hang nghin bién thé ma ddc xuat hién hang ngay nén rat kho dé cac cong ty phan
mém c6 thé theo kip. Vi vy, nhiéu ngudi dung cam thiy an toan hon khi cai nhiéu
chuong trinh bao mat, néu chuong trinh ndy bé qua mot ma doc nao do, co thé
chuong trinh khac s€ phat hién dugc.
4.1.2.4. Giam sat hanh vi

Giam sat hanh vi 1a dé phat hién ra nhitng hanh vi kha nghi cia ma doc. Vi
du, mot chuong trinh méi tu cai dat vao may tinh c6 thé 1a ma doc c6 chirc nang ghi
lai hoat dong cua ban phim.
4.1.2.5. Dung phién badn trinh duyét moi

Thudng xuyén cap nhat thong tin, tim hiéu cac phién ban mai. Néu thdy phu
hop thi nén chuyén sang ding cac phién ban mai. Cac phién ban méi thuong 1a phat
trién tir phién ban cii nén tranh dugc mot so 16i phién ban cii da gip phai. ..

Vi du: Internet Explorer 8 (IE8) c6 thé khong hoan hao, nhung né con an
toan hon nhiéu IE6, phién ban trinh duyét 18i thoi nay ciia Microsoft hién van con
rat nhiéu nguoi sir dung.
4.1.2.6. Phin mém ma héa dir ligu

Nén luu dir liéu an toan bang cach mi hoéa ching. Xay dung hé théng du
phong truc tuyén. Diéu nay giup chung ta c6 thé 1ay lai dir liéu trong trudng hop

may tinh bi 4n cap hay hong.
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4.2. PHONG TRANH TAN CONG HE PIEU HANH
4.2.1. Phong tranh tin cong hé diéu hanh

Dbi voi viée phong tranh tin cong hé diéu hanh (HDPH) can chi y 12 diém sau:

1/. Thudng xuyén cép nhat thong tin vé cac 16i bao mat lién quan dén HPH minh
dang str dung trén Website ctia Microsoft va cac dién dan bao mat khac.

Khéng chi can sir dung cac ban cip nhat cia Windows ma can phai cha y toi
cac ban cdp nhat cua Unix/ Linux va Mac khi chung dugc phat hanh.

Trong hau hét trudng hop, nhitng phién ban hé diéu hanh méi luén an toan hon
s0 vOi cac phién ban trudc do du da dugc va hoan toan. Vi du, Windows 7 va
Windows Vista tich hgp mot s6 co ché bao mat nhu UAC (User Account Control:
Piéu khién tai khoan ngudi dung), ché d6 bao mat cho IE (Internet Explorer: Trinh
duyén mang lién két), cong cu ma hoa 6 dia Bitlocker,... ma Windows XP khong
c6. Phién ban Mac OS X mdi nhat tich hop cong cu phat hién malware. Phién ban
m&i nhat cia OpenSUSE hd trg céng nghé modul nén tang tin cdy (TPM - Trusted
Platform Module). Trong nhiéu truong hop, qua trinh nang cip 1én phién ban méi
ctia bat ki hé diéu hanh nao ciing gitip ting cudng bao mat.

2/. Han ché téi da quyén truy cap truc tiép vao may chu, khong cai dit nhirng phan
mém khong can thiét 1én nhitng may chii dich vu, khong cho phép nguoi sir dung
ding may chu dé 1am nhitng cong viéc khong lién quan dén quan tri,...

3/. Han ché t6i da mo céc cong (port), khong can thiét thi nén dong ching lai.

4/. Thiét 1ap danh sach nhirng dai dia chi IP ¢6 nguy co cao truy cap vao (c6 thé tim
thong tin vé nhimg dai nay trén mot sd trang web uy tin nhu:

http://www.countryipblocks.net/,...).

5/.Thiét 1ap mot tuong lira (firewall) mém (c6 thé dung chinh tuong lta cua
Windows (dién hinh Windows 2008 rat manh phan nay), hodc sir dung mot tudng
lira mién phi hay thuong mai; thiét 1ap thoi gian cho phép truy cip vao may chi,
nhitng g dung cho phép chay, nhiing nguoi dung dugc phép truy cap tur xa
(Remote),...

6/. Phai c6 toi thiéu mot phﬁn mém diét virus duoc cai dat, hoat dong trén may.
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7/.Thiét 1ap nhat ky va thuong xuyén theo ddi nhat ky hé thdng. Cai dat, thiét 1ap

trinh xem sy kién (Control Panel -> Administrative Tools; Chon Event Viewer).

Ngoai ra con phai thuong xuyén giam sat nang luc may chu (server) thong qua
hiéu suat may man hinh - Performance Monitor (Control Panel -> Administrative
Tools; Chon Performance Monitor).

8/. Ludn c6 phuong an sao luu (backup) hé théng va dir lidu (chu yéu la viéc dat
lich sao Iuu). Thiét 1ap sao luu tu dong hé théng va sao luu hoat dong thu muc
(Backup Active Directory). Ngoai ra, c¢6 thé dit lich Ghost may tinh.

9/. Thiét 1ap céc chinh sach ndi bd néu may tinh hoat dong theo mé hinh
Workgroup (Chu yéu dya vao GPO - Group Policy Object - Péi twong chinh sach
nhom), Thiét 1ap trong Start->run->gpedit.msc.

10/. Cha ¥ dén an toan vat 1y (xem thém: “4.1.1.5. Bdo vé vat 1y”).

11/. Duy tri su da dang cuia hé thong (Hé thong phai duoc duy tri & da dang mot s6
HPH, dé phong khi moét HDH cu thé nio d6 bi 18i thi khong phai tit ca cac dich vu
hay may chu ciing bi 16i).

12/. Yéu t6 con nguoi: Phan nay noi dén ngudi lam cong tac quan tri mang phai
thuong xuyén tu hoc tdp nang cao trinh do, lam viéc phai c6 quy trinh tac nghi¢p,
phai c6 nhat ky 1am viéc dé nhitng ngudi ciing 1am biét duoc nhiing thay doi,. ..
4.2.2. Mt s6 vi du cu thé
4.2.2.1. Phong tranh tin cong mdt khau (password) ciia tai khodn ngwoi ding

- P& phong nhirng ngudi truy cap trai phép vao may tinh cta minh.

- bat mat khau dai trén 14 ky tu va c6 day du cac ky tu: Dac biét, hoa, sd, thudng.

- Bat tuong lira bao vé (Enable Firewall) dé chong PasswordDUMP.

- Cai dit va cap nhat cac ban va 16i méi nhat tir nha san xut.

- Cai dat toi thiéu mot chuong trinh diét Virus manh.
4.2.2.2. Phong tranh tin cong hé thong Windows qua 16 héng bio mdt

- Ludn cap nhat (update) cac ban va 16i mdi nhét tir nha san xuat.

- Bat tuong lira (Enable Firewall), chi m& cong can thiét cho cac tmg dung.

- C6 thiét bi IDS (Intrusion Detection Systems) phét hién xam nhap.

- C6 tudng lira (Firewall) chéng quét cac dich vu dang chay.
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4.2.3. Xay dung h¢ thong twong lira (Firewalls)

4.2.3.1. Khai niém twong lira

-
Tt
Qﬁg EXTERNAL
USERS EXTERNAL

THREATS:
8 Intruders,
| Thiefs etc.

-y
t w4 _——
- jﬂ INTERNAL NETWORK

E-mail | Web
Database

Tuong Itra trong cong nghé mang thong tin duoc hiéu 1a mot hé théng gff)m
phan ctng, phan mém, hay hdn hop phan cing - phan mém, c6 tac dung nhu mot
tam ngan cach gilta cac tai nguyén thong tin ciia mang ndi bo voi thé gidi internet
bén ngoai.

Pham vi hep hon, nhu trong mang ndi b, ngudi ta ciing bd tri tuong lia dé
ngan cach cac mién an toan khac nhau (Security domain).

Thuat ngit tudng lira c6 ngudn gdc trong k¥ thuat xdy dung dé ngin chin,
han ché hoa hoan. Trong cong nghé thong tin, tuong ltra 1a k¥ thuat dugc tich hop
vao hé théng mang dé chdng lai su truy cap trai phép. K¥ thuat nham bao vé thong
tin ndi bd, mat khac han ché sy xam nhép cua thong tin trai phép vao hé théng.

K¥ thuat nay phuc vu cho an toan hé théng may tinh 14 chinh, nhung ciing hd
tro bao dam an toan truyén tin. Vi du chéng trom cép, stra d6i thong tin trudce khi

dén tay nguoi nhan.
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4.2.3.2. Chirc nang cua twong lira

Hoat dong hé thong tudng lira dam bao cac chirc ning sau:

- Han ché truy nhap tai mot diém kiém tra.

- Ngin chin céc truy nhp tir ngoai vao trong hé théng.

- Han ché céc truy nhap ra ngoai.

Xay dung tuong ltra 12 mét bién phap kha hiru hiéu, né cho phép bao v¢ va
kiém soat hau hét cac dich vu. Do d6, n6 duoc ap dung phé bién nhét trong cac bién
phap bdo v¢ mang.
4.2.3.3. Phdn logi twong lira
1/. Vé mit vat Iy, twong lira gom cé

o Mot hay nhiéu mdy chu két ndi v6i bo dinh tuyén (Router) hodc c¢6 chiic ning
dinh tuyén.

e Cac phan mém quan 1y an ninh trén hé thong may chu, vi du hé quan tri xac
thuc (athetication), hé cap quyén (authorization), hé ké toan (accounting), ...
2/. Vé mit chirc niing, twong lira ¢é cac thanh phan

e Tuong Itra loai loc goi (Packet filter firewall)

La hé théng tuong ltra cho phép chuyén thong tin giita hé thdng trong va
ngoai mang co kiém soat. NO c6 nhiém vu kiém tra tat ca cc luéng dir liéu vao ra
giita mang tin cdy va Internet. N6 kiém tra dia chi ngudn va dich, cic cong dé tir
chdi hodc cho phép cac goi tin di vao khi théa min cac quy tic duoc 1ap trinh trudc.

o Tudng lira kiém soat trang thai (Stateful inspection firewall)

C6 nhiém vu kiém tra timg cong riéng biét ctia cac mdy tram, duoc thuc hién
thong qua “bang trang thai”, khong mé nhiéu cong cho cac luu théng di vao. Vi
vay, tranh dugc cac riii ro xdm nhap vao hé thong tir nhitng ngudi dung trai phép.

o Tudng lira uy quyén mirc tng dung (Application proxy firewall)

La hé théng tuong Itra thuc hién céac két nodi thay cho cac két ndi truc tiép tur
may khach yéu cau. C6 kha ning ghi lai cac thong tin nhat ky do n6 kiém tra toan
bo cac géi tin trén mang chir khong phai 1a dia chi mang va cac cong. Pong thoi,
cho phép ngudi quan tri 4p dung phuong phap xéac thuc ngudi dung truc tiép tranh

duogc viéc gia mao.
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4.2.3.4. Nguyén tic hoat dong ciia twong lira
1/. Nguyén tic chung

Trude khi xay dung mot tudng lira phai nghién ciru rat k§ ludng va phai hiéu
rat 16 mang d6. Didu nay can thiét phai dugc t6 chirc tot bao gdm nhiéu cong doan
khac nhau, c6 thé dugc két ndi voi nhau. Viée két ndi nay co thé 1a ty dong hoic
nhd sy tac dong cua con ngudi. D6i voi mot sé mang (nhét 14 voi cac ISPs - Internet
service provider — nha cung cap dich vu mang lién két) thi viéc st dung tuong lira
hoan toan khong can nhét thiét vi s& mét khach hang néu nhu 4p dung mot loat cac
chinh sach ngan chin cimg nhic.

Mot van dé khac nira khi sir dung tudng ltra 1a di véi cac dich vu nhu fip,
telnet, http,... thi né cling tao ra mdt s6 van dé vé truy nhap dich vu.

2/. Loc goi (Packet Filtering)

Kiéu tuong lira chung nhat 1a kiéu dua trén mirc mang ctia mod hinh OSL,
tuong lira mic mang thudng hoat dong theo nguyén tic router, ¢ nghia 13 tao ra
cac luat cho phép ai hay céi gi dugc truy nhap mang dua trén mirc mang. Mo hinh
nay hoat dong dua trén goi tin packet filtering.

N6 kiém tra cac goi tin trén router (bd dinh tuyén) tir mang ngoai. O kiéu
hoat dong nay cac goi tin déu duoc kiém tra dia chi ngudn noi ching xuat phat.
Thong qua dia chi IP nguén duoc xéc dinh thi n6 duoc kiém tra véi cac luat da duoc
dat ra trén router.

Céc goi tin hoat dong trong mot 16p mang (tuong ty nhu mot router) thudng cho
phép tdc d6 xtr Iy nhanh béi nd chi kiém tra dia chi IP ngudén ma khong c6 mot 1énh
thyc sy nao trén router, n6 khong can mot khoang tho1 gian nao dé kiém tra 1a dia
chi sai hay bi cdm, nhung diéu nay bi tra gia boi tinh tin cay cua né. Kiéu tuong lira
nay str dung dia chi IP l1am chi thi, diéu nay tao ra mot 16 hong 1a néu goi tin mang
dia chi ngudn 1a dia chi gia thi nhu vay n6 s& c6 duoc mot sé muc truy nhap vao

mang trong cua chung ta.
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3/. Twong lira uy quyén mirc wng dung (Application proxy firewall)

Kiéu tuong ltra nay hoat dong khac véi kiéu tuong ltra trudce, nod dua trén
phan mém. Khi mot két ndi tir ngudi ndo d6 dén mang st dung tudng lira kiéu nay
thi két nbi d6 s& bi chin lai, sau d6 tuong lira s& kiém tra cac trudng co tong quan
ctia gbi tin yéu cau két ndi. Néu viéc kiém tra thanh cong, co nghia 1a cac trudng
thong tin dap ung duoc cac luat da dat ra trén tudng ltra, nd s€ tao mot cai cau két
nbi giita hai nut (node) v6i nhau.

Uu diém cua kiéu tuong ltra loai nay 1a khéng ¢ chice ning chuyén tiép cac
g6i tin IP, hon nita ta c6 thé diéu khién mot cach chi tiét hon cac két ndi trong qua
tuong lra. Pong thoi nd con dua ra nhiéu cong cu cho phép ghi lai cic qua trinh két
ndi cling nhu cac géi tin chuyén qua tuong ltra déu dugc kiém tra ki ludng véi cac
luat trén tuong lua, va roi néu nhu duoc chép nhan s€ duoc chuyén tiép to1 nut
(diém) dich.

Sy chuyén tiép cac goi tin IP xay ra khi mot may chu nhan duoc mot yéu cau
tir mang ngoai, roi chuyén chung vao mang trong. Diéu nay tao ra mot 16 hong cho
nhirng ké pha hoai xam nhép tor mang ngoai vao mang trong.

Nhuoc diém caa tuong Itra hoat dong dua trén ing dung la phai tao cho mdi
dich vu trén mang mdt trinh Gmg dung uy quyén (proxy) trén tuong lira.
4.2.3.5. Cac budc xdy dung twong lira

Xay dung mot hé thong tuwong lira khong phai 1a don gian, yéu cau ngudi
quan tri hé thong phai c6 kinh nghiém quan tri hé thong va hiéu biét co ché hoat
dong cac dich vu ngoai ra ngudi cai dat tuong lira can kiém tra timg bude sau:

- Xac dinh kién trac mang va giao thirc can thiét.

- Xay dung céc chinh sach an toan.

- St dung nhitng cong cu nay mot cach hi€u qua.

- Kiém tra thir nghiém hé thong.
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1/. Xac dinh kién triic mang va giao thirc cin thiét

Budc dau tién 1 can phai hiéu toan bd mang, cong viéc nay khong chi don
gian 1a xem lai cac mdy, cic gidy to van ban.... N6 phai duoc thao ludn véi cac
phong khac nhau.

Cong viéc dau tién 1a xac dinh cai ndo bi cdm va cai nao khong bi cAm, ciing
nhu phai liét ké tit ca cac giao thirc can thiét duoc sir dung trén mang.

bay 1a cong viéc kha phuc tap, vi du nhu ching ta sé khong cho cac mang
tung ra nhitng email khong mong mudn mang ndi dung x4u hay nhiing thong tin
khong phuc vu cho viéc kinh doanh ctia minh, 1a mdt diéu rat kho.
2/. X4y dung cac chinh sach vé bao mat

Can thiét 1ap mot chinh sach cu thé vé bao mat, tir d6 xac dinh cac “luat” ap
dung trén tuong lira:

- Céc “luat” trén tuong lira bi mau thuan voéi nhau.

- Céc “luat” qua chat, han ché dich vu cung cép va nguoi st dung.

- Céc “luat” qua long, mat cac chiic ning cia tudng lia.
4.3. PHONG TRANH TAN CONG PHAN MEM UNG DUNG
4.3.1. Chii quan (16i do ngwoi viét phan mém)

Pay 1a 16i cha quan tir phia quan 1y, nguoi viét phdn mém; Vi vdy phong
tranh tin cong vao diém nay:
- Lya chon nha quan 1y, nguoi viét phan mém tin cdy.
- Chia nho cong viéc nhu vay sé tranh dé mot nguoi thao tang toan bd.
- C6 md hinh thiét ké, tai liéu kém theo ddy du gitip ngudi sau c6 thé nam bat hé
thdng gitp nang cap, bao tri, kiém soat, quan tri hé thdng toan dién.
4.3.2. Khach quan (tir nguoi sir dung)
- Quan ly bang tén, mat khau riéng.
- Bam bao thong tin nguoi dung ludn dugc gilt bi mat.
- Hoc céch tu bao vé chinh minh, thiét 1ap hé théng bao mat toan dién, nhiéu 16p.
- Thuong xuyén cap nhét cic ban va 161 moi nhat tir nha san xuat. Cap nhat cac
canh bao dé dé phong trude.

- Khai thac tdi wu céc tinh ning bao mat cta chinh nhirg phin mém st dung.
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4.4. PHONG TRANH TAN CONG MANG

Hién nay, hé thong mang ngay cang chira nhiéu loai may tinh khac nhau (bao
gd6m nhiéu loai phan ctng, phan mém va hé diéu hanh) - goi 12 mang da nén tang.

Nhitng hé thdng mang thuin ngay cang it xuét hién, nhidu cong ty da s
dung mién Windows cho cac may chu Web UNIX, dugc truy cdp boi cac may tram
st dung h¢ diéu hanh Windows, Linux va Mac.

Chuing ta ludn can tai mail, tai nguyén hay truy cp vao cac tai nguyén khéc
trén mang. Trong nhimg trudng hop d6 ching ta s& gip nhiéu khé khan trong viée

bdo v¢é mang.

Printer

LELES
By ey MR = !
et pr——st

Mo hinh mang da nén tang
Phan 16n nhiing quan tri vién dugc dao tao dé quan tri mot kiéu hé théng cu
thé (Windows, UNIX, Mainframe,...). Trong khi d6 bao mat 1a mot linh vyc nhay
cam, khong chi can nhiing quan tri vién c6 thé cdu hinh va quan 1y nhiéu kiéu hé
théng khac nhau trén mang, ma con can nhirng nguoi dugce dao tao bado mat nhiéu
loai hé diéu hanh (HPH) khac nhau. Ho can c6 nhitng hiéu biét co ban vé bao mat
va duoc cac nha cung cAp (HPH, chuong trinh tng dung,...) dao tao. C6 nhu vay

m&i khai thac hét duge co ché bao mat tich hop cia HPH.
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Két qua bao mat phu thudc mot phan vao thoi quen, kinh nghiém cua ting
ngudi. Néu mot quan tri vién phai ghi nhé nhiéu thao tac va phuong phap khac
nhau véi ting loai thiét bi, ludn ton tai nhitng rii ro nhat dinh dan dén hé thong
mang s& xuat hién diém yéu. D6 13 li do tai sao hé thong mang hdn hop can phai
duogc quan tri boi nhiéu nhéan vién chuyén trach cho mdi loai hé théng khac nhau.

Can phai thuong xuyén thong ké thanh phan mang vi:

Néu mot hé théng mang khong dugc lén ké hoach thiét ké cu thé (thwong chi
13 nhitng hé thdng tu phat), khi c6 nhu cau st dung dan dén viéc mua va trién khai
cac may tinh méi khong tuan theo mot trat ty nao. Nguyén tic diu tién can tuén thu
dé bao mat mang 13 phai biét duoc ching ta c6 nhiing gi, do d6 tién trinh kiém ké
phan mém va phan cting mang khong thé bo qua.

Ban thong ké phai bao gdm moi phan cimg va moi phan mém van hanh trén
mang, cho dil mét so thiét bi nao d6 khong thudng xuyén két ndi t6i mang.

Cap nhat va/ hodc nang cap:

Cho du st dung hé théng nio hay nén tang nao thi ciing khong ¢ gi dam bao
rang hé thdng d6 1a bat kha xam pham. Vi vdy can phai thudng xuyén cap nhat cac
16i, cdc phién ban méi,...

Thong thuong khi nhic dén Windows, nguoi ta thudng coi day 1a hé théng
“yéu nhat” va nhitng hé thong khéc 13 “an toan”. Tuy nhién khong han nhu vdy, chi
13 do hé diéu hanh Windows duoc nhiéu nguoi dung st dung nén day 1a “miéng
mdi” hép din nhét véi tin tic. Vi du: Linux, nam 2009 mot 16 héng trong nhan dugc
phat hién trén hau hét cac phién ban Linux cho phép tin tic kiém soat hoan toan hé
théng. Ciing trong nim 2009, Apple da phai phat hanh mot ban va, va tong cong 67
16 hong bao mat trong Mac OS X va tng dung trinh duyét Safari, chua ké mot 15

hong nguy hiém trong Java bi bo xot.
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Vi du cu thé phong tranh tan cong tir chéi dich vu DoS & DDoS

Hau qua ma DoS gay ra khong chi tiéu tén nhiéu tién bac, va cong sirc ma
con mat rat nhiéu thoi gian dé khac phuc. Vi vay, nén sir dung cac bién phap sau dé
phong chéng DoS & DDoS:

1/. Phong ngira cic diém yéu ciia ng dung (Application Vulnerabilities)

Céac diém yéu trong ting ung dung co6 thé bi khai thac gay 13i tran bd dém
dan dén dich vu bi cham dut. Ldi chi yéu dugc tim thay trén cac (mg dung mang
ndi bd cua Windows, trén cac chuong trinh webserver, DNS, hay SQL database.
Cap nhat ban va (patching) 1a mot trong nhitng yéu cau quan trong cho viéc phong
ngira. Ngoai ra, hé thdng can dic biét xem xét nhimg yéu cau trao ddi ndi dung giira
client va server, nham tranh cho server chiu tdn cong qua cac thanh phan gian tiép
(vi du SQL injection).

2/. Phong ngira viéc tuyén md zombie

Zombie 1a cac ddi twong duoc loi dung trd thanh thanh phan phét sinh tin
cong. Mot sd truong hop dién hinh nhu thong qua rootkit, hay cac thanh phan hoat
dong dinh kem trong mail, hodc trang web, vi du nhu st dung céc file jpeg khai thac
16i ctia phan mém xtr Iy anh hay thong qua viéc 1ay lan worm (Netsky, MyDoom,
Sophos). Bé phong chéng, hé théng mang can c6 nhitng cong cu theo ddi va loc bo
ndi dung (content filtering) nham ngin ngira viéc tuyén mo zombie cua hacker.

3/. Ngin ngira kénh phat dong tin cong sir dung cong cu

C6 rat nhiéu cac cong cu tr dong tan cong DoS, chil yéu 1 tdn cong phén tan
DDoS nhu TFN, TEN2000 (Tribe Flood Network) tin cong dwa trén nguyén ly nhu
UDP, SYN,... . Cac cong cu nay co dic diém can phai c6 cac kénh phat dong dé
zombie thyc hién tan cong tdi mot dich cu thé. Hé thong can phai ¢6 sy giam sat va

ngan ngua cac kénh phat dong do.
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4/. Ngin chin tin cong trén bing thong

Khi mot cudc tan cong DDoS dugc phat dong, né thuong dugc phat hién dya
trén su thay ddi dang ké trong thanh phén cua luu lugng hé théng mang. Vi du mot
hé théng mang dién hinh c6 thé c6 80% TCP va 20% UDP va ICMP. Thong ké nay
néu co thay ddi rd rét co thé 1a du hiéu cia mot cude tan cong. Viéc phan tan luu
luong gay ra boi cac virus may tinh  (Worm) gay tac hai lén router, firewall, hodc
co sO ha tang mang. Hé thong cin c6 nhitng céng cu giam sat va diéu phdi bing
thong nhim giam thiéu tac hai cua tin cong dang nay.
5/. Ngin chin tin cong qua SYN

SYN flood 1a mot trong nhitng tan cong ¢ nhat con ton tai dugc dén hién tai,
Tuy nhién, tac hai cia n6 khong hé giam. Piém cin ban dé phong ngira viéc tan
cong nay 1a kha ning kiém soat dugc sb luong yéu cdu SYN-ACK t6i hé thong
mang.
6/. Phat hién va ngin chin tan cong “t6i han” so két ndi

Ban than cac server c¢6 mot s6 luong “tdi han” dap tng cac két ndi téi no.
Ngay ban than firewall (ddc biét voi cac firewall c6 tinh ning Kiém tra trang thai -
Stateful inspection), cdc két ndi luon duoc gin lién v6i bang trang thai c6 gidi han
dung luong. Pa phan cac cudc tin cong déu sinh sd luong két ndi ao thong qua viée
gi4 mao.

Pé phong ngira tan cong dang nay, hé théng can phan tich va chéng dugc su
gia mao (spoofing). Gidi han sé luong két ndi tir mot ngudn cy thé t6i server.
7/. Phat hién va ngin chin tin cong téi han toc do thiét 1ap két ndi

Mot trong nhirng diém céc server thudng bi loi dung 13 kha ning cac bo dém
gidi han gianh cho toc do thiét 1ap két ndi, dan dén qua tai khi phai chiu su thay doi
dot ngot vé sb lugng sinh két ndi. O day vi¢c ap dung bo loc dé gidi han ) lugng
két ndi trung binh rat quan trong. Mt bo loc s€ xac dinh ngudng tdc do két ndi cho
ting d6i twong mang. Thong thudng, viéc nay duoc xach dinh bang sb luong két

ndi trong thdi gian nhét dinh dé cho phép su dao dong trong luu luong.
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4.4.1. Mang riéng a0 VPN (Virtual Private Network)
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4.4.1.1. Khadi niém mang riéng do
Mang riéng 4o khong phai 1a giao thirc, ciing khong phai 1a phan mém may
tinh. D6 13 mot chudn cong nghé cung cap su lién lac an toan giita 2 thuc thé bang
cach ma hoa cac giao dich trén mang cong khai (khong an toan, vi du nhu internet).
Mang riéng a0 VPN (Virtual Private Network) dugc thiét ké cho
nhimng t6 chirc ¢6 xu hudng ting cudng thong tin tir xa vi dia ban hoat dong rong
(trén toan qudc hay toan cau). Tai nguyén & trung tdm c6 thé két néi tir nhiéu ngudn
nén tiét kiém duoc chi phi va thoi gian. V& co ban, mang riéng a0 VPN 1a mot mang
riéng sir dung hé théng mang cong cong (thuong 1a Internet) dé két néi cac dia diém
hodc nguodi st dung tir xa vd1 mot mang LAN (Local Area Network) & tru so trung
tm. Thay vi viéc str dung cac két ndi phirc tap nhu duong day thué bao s6, VPN
tao ra cac “lién két a0 dugc truyén qua Internet giita mang riéng ctia mot to chirc

voi dia diém hodc nguoi str dung & xa thong sudt va bao mat.
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Qua mang cong khai, mot thong diép dugc chuyén qua mot sé may tinh, router,
switch, vv... trén dudng truyén tin thong diép c6 thé bi chan lai, bi stra ddi hodc bi
danh cip. Muc dich ctia mang riéng 4o 1a dam bao cac yéu ciu sau:

e Tinh bi mat, riéng tu: Nguoi ngoai cudc kho cod thé hiéu duoc lién lac do.

e Tinh toan ven: Ngudi ngoai cudc kho ¢ thé thay doi duoc lién lac do.

e Tinh xé4c thuc: Ngudi ngoai cude kho c6 thé tham gia vao lién lac dé.
4.4.1.2. Céc thanh phén ciia mang riéng do
1/. Pinh dwong him

Pinh dudng ham 12 mot co ché dung dé dong goi mdt giao thirc vio trong
mot giao thirc khac.

Trén internet “dinh dudng ham” cho phép nhiing giao thic nhu IPX
(Internetwork Packet Exchange), talk,... dugc ma hoa, sau d6 dong goi trong IP.

Trong VPN, “dinh dudng ham” che gidu giao thirc 10p mang nguyén thay
bang cach mi hoa goéi dir liéu nay vao trong mot vé boc IP. P6 1a mot goi IP dugce
truyén an toan qua mang internet. Khi nhan duoc géi IP trén, ngudi nhan tién hanh
g3 bd vo boc bén ngoai, giai ma dit liéu trong goéi nay va phan phdi nd dén thiét bi
truy cép thich hop.

Puong ham ciing 1a mét dic tinh o trong VPN. Céac cong nghé dudng ham
dugc dung phd bién hién nay cho truy cdp VPN gdm cé: Giao thire dinh duong ham
diém, L2F (Layer 2 Forwarding), L2TP (Layer 2 Tunneling Protocol), hodc IP
(Internet Protocol)...

2/. Bao mat

Bao mat bang ma héa d6 13 viéc chuyén dit liéu c6 thé hiéu dugce vao trong
mot dinh dang “kho” thé hiéu duoc.

3/. Théa thuén vé chit lwong dich vu (QoS — service quality)

Thoéa thuan vé chat luong dich vu thuong dinh ra gidi han cho phép vé do tré
trung binh cua goi tin trong mang. Ngoai ra, cic thoa thuin nay duoc phat trién
thong qua cac dich vu v6i nha cung cap.

Mang riéng 4o 1a su két hop cua dinh duong ham, bao mat va thoa thuin

QoS.
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4.4.2. Tong quan vé cong nghé IPSEC
4.4.2.1. Khai niém IPSec

Bao mat giao thirc mang (IPSec - Internet Protocol Security), cho phép
truyén dir li¢u an toan ¢ 16p mang. Va no 1a sy lya chon cho céac két ndi yéu cau
bang thong rong, hi¢u suét cao, dir liéu 16n, két ndi lién tuc va cb dinh. Day la cong
nghé méi di va dang duoc tng dung rong rii trong thuc té.

Giao thirc IPSec bao gdm mot hé théng cac giao thirc dé bao mat qué trinh
truyén thong tin trén nén tang IP (Internet Protocol: Giao thirc mang lién két). N6
bao gdm qua trinh x4c thuc va /hodc mi hoéa (Authenticating and /or Encrypting)
cho mdi goi tin IP (IP parket) trong qua trinh truyén thong tin. Viéc xac thuc dam
bao cac goi tin duoc gui di tir nguoi giri dich thuc va khong bi thay d6i trén dudng
di. Viéc ma hoa chéng lai ¥ dinh doc trOm ni dung cua cac goi tin. IPSec c6 thé
bao vé bat ky mot thu tuc nao dya trén IP va bat ky mot mdi trudong nao dugc st
dung dudi tang IP.

IPSec c6 quan hé voi mot s6 bd giao thuc (AH, ESP, FIP - 140 - 1, va mot sb
chuan khac) dugc phat trién boi IETF (Internet Engineering Task Force). Muc dich
cta viée phat trién IPSec 1 cung cAp mot co cdu bao mét & tang 3 (Network Layer)
ctia mo hinh OSI. Cac giao thirc bao mat khac nhu SSL, TLS, SSH déu hoat dong tir
tang 4 — ting chuyén tai (Transport layer) tr¢ 1én. Piu ndy tao ra tinh mém déo cho
IPSec, n6 c6 thé hoat dong tir ting 4 voi UDP (User datagram protocol), TCP

(Transmission control protocol), va hau hét cac giao thirc sir dung & tang nay.

Application Layer

Presentation Layer

Session Layer

Transport Layer

Network Layer
(IPSec)
Data Link Layer

Physical Layer
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Vi IPSec, tit ca cac ing dung dang chay & ting ing dung ctiia md hinh OSI
déu doc 1ap trén tang 3 khi dinh tuyén dit liéu tir ngudn dén dich. Boi vi IPSec duoc
tich hop chit ché v6i IP nén nhitng tmg dung c6 thé dung cac dich vu ké thira tinh
nang bao mat ma khong can phai ¢ su thay d6i 16n lao no.

Céc dich vu IPSec cho phép xay dung cac duong ngam an toan thong qua
cac mang chua duogc tin cdy. Bat ky mot thong tin gi khi di qua mang chua dugc tin
cay s€ dugc ma hoda bdi cong nghé IPSec gateway, dugc gidi ma boi mot IPSec
Gateway & dau kia cua duong truyén. Két qua, thu dugc mot mang riéng a0 VPN -
la mot mang dugc bdo mat hoan toan mac du né bao gém nhiéu may tai nhiéu diém
dugc ndi v6i nhau qua Internet.
4.4.2.2. IPSec va muc dich sw dung

Véi céc quan tri vién, viéc hiéu IPSec s& gitp chung ta bao vé thong tin luu
chuyén trén mang an toan hon, va cau hinh IPSec c6 thé tao ra quy trinh xac thyc an
toan trong giao tiép mang & muc tbi da.

1/. Cai dat IPSec

IPSec 14 mot chuan an toan trong giao tiép thong tin giira cac hé thong, giira
cac mang. V&i [PSec vige kiém tra, x4c thuc, va ma hoa dix liéu 1a nhiing chlrc nang
chinh. T4t ca nhiing viéc nay duoc tién hanh tai cap do goi IP.
2/. Muc dich cua IPSec

Puoc dung dé bao mat dir liéu cho cic chuyén giao thong tin qua mang.
Nguoi quan tri c6 thé xac 1ap mot hodc nhiéu chudi cac luat, goi 1a chinh sach
IPSEC, cac luat nay chtra cac dau loc, co trach nhiém xac dinh nhiing loai thong tin
luu chuyén nao yéu cau duoc mi hoa (Encryption), xac nhan (chita ky sé - digital
signing), hodic ca hai. Sau d6, mdi goi tin duoc mdy tinh giri di, duge xem xét co
hay khong gip cac diéu kién cta chinh sach. Néu gip nhiing diéu kién nay, thi cac
6i tin ¢6 thé duoc mi hoa, duoc xac nhan sd, theo nhitng quy dinh tir cac chinh
sach. Quy trinh nay hoan toan vé hinh véi nguoi dung va ung dung kich hoat truyén
thong tin trén mang. Do IPSec duoc chira bén trong mdi goi IP chuan, cho nén ¢
thé dung IPSec qua mang, ma khong yéu cau nhiing cau hinh dic biét trén thiét bi

hoac gitra 2 may tinh.
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3/. Nhirng thuin lgi khi sir dung IPSec
Thuan loi chinh khi ding IPSec 13 cung cap duoc giai phap ma hoa cho tat ca

cac giao thirc hoat dong tai ting 3 — tAng mang trong md hinh OSI (Network layer
of OSI model) va ké ca cac giao thirc 16p cao hon.
4/. Kha niing cung cip bio mat cia IPSec

- Chirng thuc 2 chiéu trudc va trong sudt qua trinh giao tiép. IPSec quy dinh cho
ca 2 bén tham gia giao tiép phai xac dinh chinh minh trong sudt quy trinh giao tiép.
- Tao sy tin cdy qua viéc mi hoa, va xac nhan sd cac goi. IPSEC c6 2 ché do 1a
Encapsulating Security Payload (ESP), cung cip co ché mi hoa dung nhiéu thuét
toan khac nhau va sy thim dinh quyén cta nguoi lanh dao (AH - Authentication
Header) xac nhan cac thong tin chuyén giao, nhung khong ma hoa.

- Tich hop cac thong tin chuyén giao va s& loai ngay bat ki thong tin nao bi chinh
sira. Ca hai loai ESP va AH déu kiém tra tinh tich hop ciia cac thong tin chuyén
giao. Néu mot gbi tin di chinh stra, thi cac xac nhan sb s& khong trung khdp, két
qua goi tin s& bi loai. ESP ciing ma hoa dia chi ngudn va dia chi dich nhu mot phan
ctia viéc ma hoa thong tin chuyén giao.

- Chdng lai cac cudc tin cong lam chay lai (replay), thong tin chuyén giao qua
mang s& bi ké tin cong chin, chinh sira, va dugc gui di sau d6 dén dung dia chi
ngudi nhan, ngudi nhan khong hé hay biét va van tin rang day la thong tin hop
phap. IPSec dung ki thuat danh s lién tiép cho cac goi dir liéu cia minh (Sequence
numbers), nhim 1am cho ké tdn céng khong thé st dung lai cac dir liéu di chin
duoc, voi ¥ do bat hop phap. Dung ki thuat danh sd lién tiép con gitp bao vé chong
viéc chin va danh cép dir liéu, sau d6 dung nhitng thong tin 1dy duoc dé truy cap

hop phép vao mot ngay nao do.
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Vi du st dung IPSec:

Viéc mat mat cac thong tin khi chuyén giao qua mang, c6 thé gay thiét hai
cho hoat dong cua t6 chirc, diéu nay canh bao cac to chirc can trang bi va xay dung
nhimg hé théng mang bao mat chit ché nhimng thong tin quan trong nhu dir liéu vé
san pham, b&o c4o tai chinh, ké hoach tiép thi. Trong truong hop nay céc to chic ¢6
thé str dung IPSec dam bao tinh chit riéng tu va an toan cia truyén thong mang
(Intranet — mang ndi bo, Extranet — mang ndi bd mé rong) bao gém giao tiép giita
tram cong tac v&1 may chu (server), may chu véi may chu.

Vi du: C6 thé tao chinh sach IPSec cho cac may tinh két ndi v6i Server (ndm
giit nhimg dit liéu quan trong ctia to chirc: Tinh hinh tai chinh, danh sach nhan su,
chién lugc phat trién cua to chtrc). Chinh sach IPSecsé bao vé dir liéu cua t6 chirc
chdng lai cac cudc tin cong tir bén ngoai, va dam bao tinh tich hop thong tin, ciing
nhu an toan cho may khéach.

IPSec lam viéc thé nao?

C6 thé cdu hinh IPSec thdng qua chinh sach cuc b, hodc trién khai trén dién
rong thi dung nhém chinh sach thu muc hién hanh (Active directory group policy).
a/. Gia str chung ta c6 2 may tinh: May tinh A va may tinh B, chinh sach IPSec da
dugc cau hinh trén 2 may nay. Sau khi duoc ciu hinh, IPSecsé bao cho bd phin
diéu khién IPSec cach lam thé ndo dé van hanh va xéc dinh c4c lién két bao mat
giita 2 may tinh khi két néi duoc thiét lap.

Cac lién két bao mat anh huong dén nhimg giao thitc mi hoa s& dugc sir
dung cho nhiing loai thong tin giao tiép nao va nhimg phuong thirc xac thyc nao sé
dugc dem ra thuong luong.

b/. Lién két bao mat mang tinh chéat thuong luong. Néu may A yéu cau xac thuc
thong qua ching nhan va may B yéu cau dung giao thirc kerberos (kiém tra dinh
danh nguoi ding va cac thiét bi trong moéi truong mang client/server), thi IKE
(Internet Key Exchange) s& c6 trach nhiém thuong lugng dé tao lién két bao mat,
thiét 1ap lién két bao mat giita 2 mdy tinh.

¢/. Néu nhu lién két bao mat duoc thiét 1ap giita 2 may tinh, bo phan diéu khién
IPSEC s& quan sat tit ca cac dudng IP (IP traffic), so sanh cac con duong di duoc
dinh nghia trong cac bd loc, néu co6 hudng di tiép cac duong niy sé dugc ma hoa

hoac xac nhan so.
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Chinh sdach bao mdt IPSec:

IPSEC bao gébm mot hodc nhiéu luat x4c dinh cach thirc hoat dong IPSEC.
Céc nha quan tri c6 thé c6 thé cai dat IPSEC théng qua mot chinh sach. Mdi chinh
sach c6 thé chira mot hodc nhiéu luat, nhung chi cé thé xac dinh mot chinh sach
hoat dong tai may tinh tai mot thoi diém bat ki. Cac nha quan tri phai két hop tat ca
nhirng luat mong mudn vao mot chinh sach don gian. Mdi luat bao gdm:

- Bo loc (Filter): bo loc bao cho chinh sach nhirng thong tin luu chuyén nao sé& ap
dung vadi hanh dong loc (Filter action).

Vi du: nguoi quan tri co thé tao mot dau loc chi xac dinh cac luu thong dang
HTTP hoac FTP.

- Hanh dong loc (Filter Action): Bao cho Policy phai dua ra hanh dong gi néu
thong tin luu chuyén trung voi dinh dang da xac dinh tai Filter. Vi du: Thong bao
cho IPSEC chin tat ca nhiing giao tiép FTP, nhung voi nhiing giao tiép HTTP thi
dir li¢u s€ dugc ma hoéa. Filter action cling c6 thé xac dinh nhiing thuat todn ma hoa
va hashing ( ham bam) ma chinh sach nén sir dung.

- Authentication method: IPSEC cung cap 3 phuong thirc xac thuc:

Céc chung chi (thong thudng cac may tinh trién khai dung IPSEC nhén céc
chting chi tir mot to chitc cap chimg chi (Certificate Authority — CA server)),
Kerberos (Giao thic ching thuc phd bién trong Active directory Domain),
Preshared Key (khoa ngadm hiéu, mot phuong thirc xac thuc don gian). M&i mét luat

ctia chinh séch IPSEC c6 thé bao gdm nhiéu phuong thic xac thue vira néu.
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Nhiing chinh sach IPSec mdc dinh

Ké tir Windows 2000 tré di IPSEC d3 céu hinh sdn 3 chinh séach, tao su thuan
tién khi trién khai IPSEC.

* May tram (Client)

Chinh sach thy dong, chi phan hoi sa dung IPSEC néu dbi tic c6 yéu cau,
thudng duoc 1lam cho cé thé (Enable) trén cac tram lam viéc (Workstation). Chinh
sach mac dinh nay chi c6 mét luat dugc goi la luat dap tng mac dinh (Default
respond rule).

Luat nay cho phép may tinh phan hdi dén cac yéu cau IPSEC ESP tir cac
may tinh duogc tin cy trong mién thu muc hanh dong (Active directory domain).
ESP 12 mot ché 6 IPSEC cung cép do tin cay cho viéc xac thuc, tich hop, va chéng
su tan cong lip lai (Replay attack).

* May chu - Server (Request Security — yéu cau bao mat):

May tinh hoat dong v&i chinh sach nay luén chu déng dung IPSEC trong giao
tiép, tuy nhién néu déi tac khong ding IPSEC, van c6 thé cho phép giao tiép khong
bao mat. Chinh sach nay duogc dung cho ca may chu va tram lam viéc.

* May chu bao mat - Secure Server (require security — quy dinh bao mat):

Bit budc dung IPSEC cho giao tiép mang. Co6 thé dung chinh sach ndy cho ca
may ch va tram 1am viéc. Néu chinh sach dugc xac lap, khong cho phép giao tiép

khong bao mat.

60



Thuwong lwong mét lién két bao mat (A security sociation)

Ca hai may tinh tién hanh thuong luong bao mat can phai c¢6 nhiing chinh
sach bo sung. Néu 2 may c6 thé thuong luong thanh céng, IPSEC sé& dugc sir dung.
Néu thuong luong khéng thanh coéng do bat dong vé chinh sach, 2 may co thé
khong tiép tuc giao tiép hodc chap nhan giao tiép khong an toan.

Vi du vé cach thire hoat dong cta cac chinh sach giita 2 may tinh A va B:

- Méy A yéu cau ESP cho cac giao tiép HTTP, may B yéu cau AH cho HTTP, nhu
vy 2 may s& khong thé thuong luong mot lién két bao mat.

- Giao thtc xac thuc Kerberos la phuong thic x4c thyc mac dinh, dugc cac may
trong cing hoat dong cay thu muc (Active directory forest) sir dung, néu mét trong
2 may khong cung AD Forest, thi khong thé thuong luong dugc phuong thirc bao
mat. Tuong tu, khi may A dung Kerberos, may B dung Certificates (chirng chi) lam
phuong thirc xac thyc luu lugng IP, thuong lugng ciing s& khong duoc thiét lap.
4.4.2.3. Uu diém va han ché ciia IPSec
1/. Un diém ciia IPSec

[PSec 1a cach tong quan nhat dé cung cip cac dich vu bao mat trén mang
Internet, n6 ¢6 1 sd dic diém sau:

o IPSec 1a mot giai phap tong thé. N6 c6 thé bao vé bat ky giao thirc ndo chay
trén TP va bét ky moi truong nao ma IP chay trén no. B?)ng tho1 con bao vé duoc
nhiéu giao thtrc tng dung chay trén nhiéu mai truong phirc tap.

o IPSec c6 thé cung cip mét sd dich vu bao mat & mirc nén, khong giy anh
huong dén nguoi dung.

o IPSec la co ché chung dé bao mat IP. N6 khong cung cap chitc ning bao mat
thu nhung c6 thé ma hoa thu, nén né dam bao ké tin cong khong thé “hiéu” duoc
thu du c6 danh cap hay doc trom.

o IPSec c6 thé cung cdp ciing mot co ché bao mat cho bat ky céi gi duoc truyén
qua IP.

e Nguoi dung str dung IPSec khong phai lam bat ky mot thao tac nao. Tham chi
ho ¢6 thé khong can biét 1a ¢ sy tdn tai cia nd. Moi viée thiét 1ap va cai dat déu do

nguoi quan tri lam.
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2./ Han ché ciia IPSec
Bén canh nhitng vu diém trén IPSec con c6 nhitng han ché ma né khong lam
duoc:

e IPSec khong an toan néu str dung ¢ hé thong khéng an toan. Néu hé thong
khong an toan (hé théng c6 may bi pha hoai) thi viéc sit dung IPSec ciing khong
dam bao an toan nhu str dung n6 véi 1 hé thdng binh thudng.

e [PSec khong bao mat ¢ dang End to End. N6 khong dam bao tinh bao mat
giita nhitng nguoi str dung cudi, bat ky ngudi sir dung nao voi quyén thich hop trén
mot may bat ky, Iuu trir goéi tin nhan duoc déu c6 thé biét dugc nodi dung cua no.

e [PSec xéc thuc may, khong xac thyc nguoi dung.

e [PSec khong ngan chan duogc kiéu tan cong tur chéi dich vu.

e IPSec khong chin dugc cac phan tich truyén thong mang, 1a viéc ¢d gang tim
tri thuc tir cac goi tin ma khong quan tdm dén ndi dung cta nd. Cac phan tich dua
trén nhitng gi nhin thiy dugc & cac Header chua dugc ma hoa ciia cac goi tin dd ma
hoa, dia chi may cong ngudn hodc dich, do dai gbi tin,. ..

4.5. PHONG TRANH TAN CONG CO SO DU LIEU

CSDL 1a mot d6i tuong hang dau can phai dugc bao vé. Trong thoi dai bung
nd thong tin nhu hién nay, CSDL luén 13 d6i twong nhom ngé cua cac dbi thi canh
tranh, cac ddi tugng tan cong,... Cac ca nhan, cong ty, to chirc, qudc gia ludn coi

trong viéc bao mat CSDL.
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4.5.1. Giai phap phong tranh tin cong co sé dir li¢u
- Lva chon phén cung, noi luu trit dam bdo an toan cho dir ligu.
- Lya chon phan mém phu hop dé luu trit dit liéu.
- C6 giai phap du phong khi c6 sy ¢ xay ra (Vi du: Déi voi server luu trit dit liéu,
can tach biét v6i Server cung cip dich vu, va ¢ Server luu trit du phong khi Server
chinh xay ra 13i s& c6 Server thay thé ngay,...).
- Ludn cap nhat cac ban va 13i, thong tin vé nguy co bi tin cong dé c6 bién phap
phong tranh trudec.
- Gi6i han quyén trong co s& dir liéu dbi voi ca nha quan tri va nguoi dung. Chi cp
quyén du dé ap dung nhu ciu cia mdi ddi trong. Quyén cang bi han ché, thiét hai
cang it.
- Can phai st dung nhimng cong cu mi hoa manh két hop véi nhirng giai phap khac
vé bao vé an ninh hé théng mang, chdng virus xAm nhép.
Dit liéu bi mat, bi 16 12 do khong c6 mot giai phap ma hoa nao triét dé. Ta c6 thé
tham khéao giai phap Tricrytion (gidi phap bao vé dir li¢u 3 16p cia hang ERUCES).
Giai phap nay sé tién hanh ma hoa CSDL nhu sau:
+ M3 hoa ban than CSDL sir dung cac Khoa
+ Ma hoa Khoa
+ M4 hoa quan hé gitra khoa va CSDL
Hé thong can ¢ nhiing server riéng cho ting thanh phan CSDL, Khoa va
mébi lién két.
Pay 1a mot giai phap mang tinh triét dé cao, c6 thé dugc tich hop vao nhiéu hé
théng khac nhau va dugc sy hd tro cua nhiéu hing phin mém hang diu nhu

Microsoft, Sun,...
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4.5.2. Vi du phong tranh tin cong 16 hong SQL Injection attack
Dé phong tranh cic nguy co c6 thé xay ra, nén bao vé cac cau truy van SQL
br:ing cich kiém soét chit ché tat ca cac dit liéu nhap vao nhan dugc tur ddi tuong

Request (Request, Request.QueryString, Request.Form, Request.Cookies, va
Request.ServerVariables).

- Trong trudng hop dit liéu nhip vao 13 chudi, nhu trong vi du phan 3.2.3. Tén
cong co sé dir lidu, 15i xuat phat tir viéc c6 dau nhay don trong dit liéu. Dé tranh
diéu nay, thay thé cac ddu nhay don bang ham Replace dé thay thé bang 2 diu nhay
don:

p_strUsername = Replace (Request.Form (“txtUsername"), ™", ")
p_strPassword = Replace (Request.Form ("txtPassword"), ", ")

- Trong trudng hop dir liéu nhap vao 14 s6, 151 xuat phat tir viéc thay thé mot gia tri
dugc tién doan 1a dit liéu s6 bang chudi chtra cau 1énh SQL bat hop phap. Dé tranh
diéu nay, don gian ta kiém tra dit liéu c6 dung kiéu hay khong:

p_IngID = CLng(Request("1D"))
Nhu vay, néu nguoi dung truyén vao mot chudi, ham nay sé tra vé 16i ngay lap tirc.
Ngoai ra dé tranh cac nguy co tir SQL Injection attack, nén chu ¥ loai bo bat
ki thong tin ki thuat nao chira trong thong diép chuyén xudng cho ngudi dung khi
tmg dung c6 16i. Cac thong bao 16i thong thudng tiét 16 cac chi tiét ki thuat co thé
cho phép ké tin cong biét duoc diém yéu cua hé thong. Cudi cung, dé gidi han murc
do cua SQL Injection attack, nén kiém soat chat ché va gi61 han quyén xu li dir liéu
dén tai khoan nguodi ding ma tmg dung web dang sir dung. Cac ing dung thong

thuong nén tranh dung dén cac quyén nhu dbo hay “sa” (quyén quan tri hé thong).
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Chuwong 5. THU NGHIEM CHUONG TRINH
5.1. Vi DU PHONG TRANH TAN CONG MANG
* M ta: Vi dy phong tranh tin cong may tinh ca nhan qua mang st dung chuong
trinh NetDefrnder, bang cach lap luat cho phép (allow) hodc ngin chan (deny) cac
cong (port) hoic giao thirc TCP hodc UDP.
* Yéu cau hé thong:
- Chuong trinh chay trén HDH WindowXP - SP2.
- Can b6 sung thém thu vién: mfc71.d1l, msver71.d1l, mfc71u.dll, msvep71.dil.

- Chuong trinh viét bang Visual studio solution.

* Giao dién chup lai khi chay kiém thir chwong trinh:
5.1.1. Giao dién chinh

& NetDefender |Z||:.E|

File Tools Help
> f - |
Start 'gan " Block All Allow All | Block Fing | App E’!J Port En gout

Below are the rules that are currently reqistered by Hetdefender.
SOURCE IP DESTINATION [P SOURCE PORT DESTINATION PORT FROTO

@ Add New Rules H Edit Rule 3 @ Fe-Register Rules

Far Help, press F1 UM IJ 0
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5.1.2. Hinh anh khi chwa 1ap luat
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1. Eelect Awtomatically detect settings, and then
dick DK
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5.2. VIET CHUONG TRINH “VA LO HONG” TRONG ARP
5.2.1. Giao thirc phan giai dia chi ARP
5.2.1.1. Khdi ni¢m

Giao thtrc phan giai dia chi ARP (ARP — Address Resolution Protocol), phan
giai tir dia chi tang mang thanh dia chi tang lién két dir liu. Thuong dung dé
chuyén d6i tir dia chi IP sang dia chi Ethernet.
5.2.1.2. Nguy co an ninh ciia ARP

ARP khéng cung cap co ché dé cac thiét bi phan biét cac goi tin gia mao, vi
thé k¥ thuat ARP Spoofing - lira gat (hay ARP Poisoning - ddu doc) cho phép ké tin
cong lira nan nhan giri cac goi tin IP dén mot noi ma ké tdn cong chon trude. Khi
cac gbi tin dén, ké tin cong toan quyén xu 1y, tir doc 1én dén thay d6i ndi dung cua
dir 1iéu, hoac don gian la vit bd goi tin.
5.2.1.3. Minh hoa chi tiét tinh huéng xdy ra

Khi nit mang A nao d6 can két ndi v6i niit mang B thi né phai biét rd dia chi
vét Iy ciia nat mang B. Dé 1am viéc nay di c6 giao thirc phan giai dia chi ARP, n6
thyc hién mdt anh xa gitra dia chi logic (dia chi mang IP) va dia chi vat 1y (dia chi
phan cting MAC) bén trong cac doan mang.

Qua trinh: May A giri yéu cau két ndi c6 chura dia chi IP cuia may can tim t6i
tAt ca céc may trong mang cuc bd, chi c6 mot may B nhan ra dia chi IP cia minh, B
s gui dia chi MAC cta né cho may A.

Tuy vay c6 thé phat sinh tinh huéng: Khi may A giri yéu cau két ndi co chta
dia chi IP cia may can tim, may B c6 dia chi IP nhu vy nhung dang bi 15i (ving
mat, hong hoc,... ) khong thé tra 10i. Nhin co hoi ndy, may C nao d6 gia mao may
B, giri dia chi MAC cua nd cho may A.. Mot két ndi gitta A va C dugc hinh thanh,
nhung A van dinh ninh rang minh dang két ndi véi B. Diéu nay rt nguy hiém. Vi

c6 thé A s& 1am 10 thong tin quan trong ma A mudn trao d6i véi B.
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5.2.2. Giai phap
Sau khi A c6 dia chi vat Iy may can lién két (B), A phai ching thuc xem dbi
phuong c6 dung 13 ngudi can lién lac khong, A co thé kiém tra bang mot trong cac
cach sau:
= Kiém tra chir ky.
= Kiém tra van tay.
= Kiém tra giong noi.
5.2.3. Thuc nghiém thue hién giao thirc ARP an toan
Thuc hién giao thic ARP mot cach an toan (Chon giai phap kiém tra chir ky),
thuc hién theo cac budc sau:
1/. Ngudi muén két ndi (A) toi 1 nit mang nao d6 thong bao dia chi IP (Pia chi
quang ba) ctia nat mang ma A can két ndi trén mang (B).
2/. Néu B ¢6 dia chi IP nhu vay thi giii dia chi cing (Pia chi MAC - Medium
Access Control) cia minh cho A.
3/. A kiém tra chir ky cia ngudi cung cap dia chi cing, bang cach kiém tra chir ky
cua nguoi do.
4/. Sau khi kiém tra (bang khoa cong khai cta B), néu chit ky diing 1a ciia B thi tién

hanh két n61, néu sai thi dirng két noi.
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5.2.4. X4y dung chwong trinh Ky va kiém tra chir ky (RSA)
A giri cho B (ddi twong can lién két) mot vin ban yéu cau B ky vao vian ban.
Sau do, A tién hanh kiém tra chir ky véi khoa cong khai ciia B. Néu ding thi tiép
tuc trao ddi, sai thi dimg trao déi.
5.2.3.1. So' do ky RSA
So dd chit ky RSA duoc cho boi bo 5: (P,AK,S,V).
Trong do:
P 1a mot tap hiru han cac van ban co thé c6.A 1a mot tap chir ky co thé co.
P=A=2Z,véi nlatichcua2 sénguyénlénpvaq(n = p*q).
K la tap cac cdp khoa K = (K; K).
K; = a la kho4 bi méat danh cho viéc ky.
K, = (n, b) 12 khoa cong khai dung cho viéc kiém thtr chir ky.
Véia,b e Z,vathoaman:a*b=1(mod & (n)).
S 1a tap hitu han cac ham ky, trong S ¢6 mot thuat toan ky:
Sigi1: P — A v6i Sigeq (X)) =X * mod n.
V 1a tap hiru han cac ham kiém thi, trong V c6 mdt thuat toan kiém thur:
Very, : P x A vdiverg (x,y) = {diung, sai}
Vere (X, y) = {ding} < x=y° (mod n). (xeP, vyeA)
Rut gon: VX € P va moi chit ky y € A, ta co:
Ver, (X, y) = {dung} <y = Sigi (X ).
1/. Tao khoa
Chon 2 s6 nguyén t6 16n p va q.
Tinh:n=p*q
Tinh: &g (n)=(p-1)*(@-1)
Chon b sao cho: ged(b, & (n))=1
Tinhasao cho:a*b =1 (mod & (n))
Khi d6 ta dugc cap khoa K (Ky, K») vai:
K; = (a) 1a khod bi mat danh cho viéc ky.
K, = (n, b) 1a khoa cong khai ding cho viéc kiém thir chit ky.
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2/. Ky sb

Ky trén ban ro X.

Chir ki 1a y: y = Sigy; (X) = x * (mod n), a 1a kho4 bi mat.
3/. Kiém thir chir ky

Sau khi nhan (x, y, K5).

Trong do: x 1a ban 10, y 1a chir ky va khoa cong khai K, (n, b).

Tién hanh kiém tra bang ham kiém thir: Ver «, (X, y) = {dang, sai}
Vere (X, y) = {ding} < x=y° (mod n). (xeP, YyeA)
Nguoc lai 1a sai.

5.2.3.2. Vidu
1/. Tao khoa
Chonp=3,q="7.
n=p*q=21
@Mm=pP-1)*@-1)=12
Chon b =5 thoa man: gcd (b, & (n)) =gcd (5,12) =1
a=5thoaman:a*b=1(mod & (n)) < 5*5=25;25mod (12) =1
Khi d6 ta dugc cdp khoa K (Ky, K») la:
K, = (5) 12 khoa bi mat dé ky.
K, = (21, 5) la khoa céng khai dung dé kiém thir chir ky.
2/. Ky s6
Ky trén ban rd x = 12
Chir ki lay = 3: y = Sigs (12) = 12° (mod 21), (a = 5 1a khod bi mat).
3/. Kiém thir chir ky
Khoa cong khai K, (21, 5).
« Tién hanh kiém tra bang ham kiém thir: Ver(y 5 (12, 3) = {dlng, sai} ?
Xét: 3° = 243; 243 (mod 21) = 12 = x
= Vergy s (12, 3) = {Dung}
% Gia sir kiém tra v6i khoa cong khai (21, 2)
Taco: 3°=9; 9 (mod 21) =9 # 12
= Verg, o (12, 3) = {Sai}
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5.2.3.3. Chuwong trinh ky va kiém tra chiv ky (RSA)

1/ Yéu céu cAu hinh ciia hé thong

* Phan ctng (c4u hinh t6i thiéu):
Bo nhé 6 ctng: 20 GB
B0 nhé ram: 128 MB
Téc d6 may téi thiéu: 1 GHz

* Phan mém;:

Hé diéu hanh:Linux, Window,. ..

Ngo6n ngir 18p trinh: Turbo C 3.0

2/. Cac ham chinh trong chwong trinh

a) Ham main

void main ()

clrscr();

textbackground (010111);

int Chon;
long p,q,a,b;
long n, fi;

long x,y:

while (1)
{
clrscr();

cout<<"

cout<<endl<<" ---

cout<<endl<<"
cout<<endl<<"
cout<<endl<<"
cout<<endl<<"
cout<<endl<<"
cout<<endl<<"

cout<<endl<<"

cout<<endl<<"Chon:

[1] Ky

[2] Kiem tra chu ky

[0] Thoat

",;cin>>Chon;
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switch (Chon)
{
case 1:
while (1)
{
cout<<"Nhap so nguyen to p = ";cin>>p;
if (!SoNguyenTo (p)) cout<<"p khong phai la so nguyen to. Moi nhap
lai!"<<endl;
else break;

}

while (1)
{
cout<<"Nhap so nguyen to g = ";cin>>q;
if (!SoNguyenTo (g)) cout<<"g khong phai la so nguyen to. Moi nhap
lai!"<<endl;

else break;

* q;
fi = (p-1) * (g-1);

while (1)
{
cout<<"Nhap so ngau nhien b = ";cin>>b;
if(gcd (b, £fi) !'=1) cout<<"b khong thoa man: gcd(b,fi) = 1. Moi nhap

lai"<<endl;
else break;

}

a = SoNghichbDao (b, fi);

cout<<endl<<"Khoa bi mat de ky K' = ("<<a<<")";
cout<<endl<<"Khoa cong khai de kiem thu: K\" = ("<<n<<","<<b<<")";
while (1)
{
cout<<endl<<"Nhap ban ma X = ";cin>>x;
if (x<1 || x>=n-1) cout<<"X khong thoa man: 1 < x < n-1";

else break;

}

y = Sig(x,a,n);

cout<<"Chu ky RSA cua ban ma X: "<<y;
getch();

break;
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case 2:
cout<<"Nhap ban ma X = ";cin>>x;
cout<<"Nhap chu ky tuong ung: ";cin>>y;
cout<<"Nhap khoa cong khai: "<<endl;
cout<<"n = ";cin>>n;
cout<<"b = ";cin>>b;
if(Ver(x,b,n,y)) cout<<"Chu ky dung";
else cout<<"Chu ky sai!";
getch ()
break;
case O:return;
}
}
}

b) Ham ky

long Sig(long x,long a,long n)
{
long t;
t = x;
for(long i=1;i<=a-1;i++)
t=(t*x)%n;
return t;

}
¢) Ham kiém thi

int Ver (long x,long b,long n,long vy)
{

long Y;
Y = Sig(y,b,n);
if (Y==x) return 1;

else return 0;

3/. Giao dién chwong trinh

Giao dién chinh:

&% Turbo C++ IDE

————————— Chu ky REA ——————
[1]1 Ky

[2]1 Kiem tra chu ky

[A]1 Thoat

Chon:
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Giao dién ky s6 RSA:

—————— Chu ky RSA ——————

[2] Kiem tra chu ky
[B] Thoat

hap so nguyen to p = 3
hap so nguyen to ¢ = 7
hap so ngau nhien b = 2
b khong thoa man: gecd<h,.fid> = 1. Moi nhap lai
hap so ngau nhien b = §

Khoa bhi mat de ky K’ = (5)
Khoa cong khai de kiem thu: K" = (21,5)
hag ban ma ¥ = 123
® khong thoa man: 1 < x < n-1
hap bhan ma ¥ = 21
® khong thoa man: 1 < x < n—1
hap ban ma ¥ = 12
hu ky RSA cua bhan ma ¥: 3

Giao dién Kiém thir chir ky

Kiem thir sai:

--------- Chu ky RSA ——————————

[1]1 Ky

[2] Kiem tra chu ky
[@] Thoat

Chon: 2

Nhap ban ma ¥ 3

Nhap chu ky tuong ung: 12
Nhap khoa cong khai:

n =21

h =2

Chu ky sait_

Kiém thir diing:

Chu ky RSA ————————

[2] Kiem tra chu ky
[A]1 Thoat
hon =
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KET LUAN
----000----

Trong qua trinh thuc hién dé tai, voi su tan tinh huéng dan, gitp d& cta thiy
huéng din PGS.TS. Trinh Nhit Tién, két hop vé6i kién thire thu duge trong qua
trinh hoc tp tai truong. Sau qua trinh tim hiéu, nghién ctru cac van dé lién quan dén
dé tai: “Tim hiéu mot s6 dang tAn cong hé thdng thong tin va phong chéng bang xur
1y cac 16 héng thiéu an ninh” ding thot han, em da thu dugc cac két qua sau:

1/. Tim hiéu va nghién ciru Iy thuyét
- Tim hiéu mét s6 loai “16 hong® thiéu an ninh trong hé thong thong tin (théng qua
mang may tinh, hé diéu hanh, co sé di liéu,...).
- Tim hiéu mot s6 dang “tan cong™ hé thong thong tin thong qua “16 hong*.
- Nghién ctru phuong phap phong tranh “tin cong® bang xt 1y cac “16 hong™.
2/. Thir nghiém chwong trinh
Chi ra mot vi du cu thé dé phong tranh “15 hong*.

Trong d6 thir nghiém chuong trinh ky s dé xac thuc, xtrly “16 hong*.

Hai phong, thang 7/2010

Sinh vién thuc hién

TRAN THI THUY
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TAI LIEU THAM KHAO

1. Gido trinh An toan va bao mat thong tin, Tac gid PGS.TS Trinh Nhat Tién

2.Luén van tdt nghiép, Poan Thi Ha, Gido vién hudng dan PGS.TS Trinh Nhat Tién
3.Luan vin t6t nghiép, Vii Thi TS Uyén, Gido vién hudng din TS Ho Vian Canh.
4.Bao mat trén mang bi quyét va giai phap, tong hop bién dich VN - GUIDE, nha
xuat ban thong ké.

5. Tham khao tai li¢u tai cac trang Web

http://www.quantrimang.com.vn

www.technet.com.vn/

http://vi.wikipedia.org/

http://tuonglua.net/

http://netdefender.codeplex.com/releases/view/6988
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