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LOI NOI PAU

Ngay nay, voi sy phat trién manh mé cua khoa hoc k¥ thuat. Pic biét, trong
linh vuc cong nghé thong tin di tao nén mot dong luc thic ddy va phat trién cac
nganh cong nghiép khic nhdm phuc vu va dap ung dugc nhu cdu cta con ngudi
trong cudc sbéng.

Mang may tinh 13 mot linh vyc nghién ciru, phét trién va Gmg dung cot 16i
trong nganh céng ngé thong tin. Nhd ¢6 mang may tinh , thong tin duge truyén di
mot cach nhanh chéng 1am cho con ngudi ¢ khip moi noi trén thé gidi co thé giao
lwu hop tac trao doi thong tin voi nhau thuan tién hon trude day.

Hau hét cac t6 chirc hay cong ty hién nay déu trién khai xay dung mang LAN
dé phuc vu cho viéc quan 1y dir liéu nd1 by co quan minh dugc thuan lgi, ddm bao
tinh an toan dir liéu ciing nhu tinh bao mat dit liéu. Mat khac mang Lan con gitp
cac nhan vién trong to chirc hay cong ty truy nhap dit liéu mot cach thuén tién véi
tdc do cao. Pay ciing 1a linh vyc ma em rat quan tim, hoc héi va tim hiéu trong sudt
thoi gian qua. Va ciing 1a 1y do em chon dé tai: Thiét 1ap mang LAN st dung hé
diéu hanh Windows Server 2003 va danh gi4, dé xuit phuong an bao dam an toan
mang.

Trong dd 4n nay em xin trinh bay nhiing van d¢ sau:

- Tim hiéu vé mang may tinh.

- Tim hiéu vé bao mat, an toan mang

- Tim hiéu vé hé diéu hanh Windows Server 2003.

- Tim hiéu thiét ké mang.

- Dé xuit giai phap bao mat mang.
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CHUONG |
KIEN THUC CHUNG VE MANG MAY TINH

1.1. Téng quan vé mang may tinh
1.1.1. Gidi thi¢u mang mdy tinh va muc dich ciia viéc két noi mang
Mang may tinh (Network) 13 mot tip hop cac may tinh duoc két ndi véi nhau
theo mot cach nao d6 sao cho ching co thé trao d6i thong tin qua lai voi nhau.
Céac may tinh duoc két ndi thanh mang cho phép cac kha ning:
+ Str dung chung céac cong cu tién ich
+ Chia sé kho dir li¢u dung chung
+ Tang do tin cay cia hé thong
+ Trao d6i thong diép, hinh anh
+ Dung chung cac thiét bi ngoai vi(mdy in, may v&, Fax, modem...)

+ Giam thiéu chi phi va thoi gian di lai

1.1.2. Phan logi mang
1.1.2.1. Mang LAN

Mang LAN 13 mot nhom cac may tinh va cac thiét bi truyén thong mang duoc
két ndi voi nhau trong mot khong gian hep nhu mot toa nha, mét khu vue...
Pic diém ciia mang LAN:
- Bang thong 16n, c6 kha niang chay cac tmg dung truc tuyén nhu xem
phim, hdi thao qua mang.
- Kich thuéc mang bi gigi han boi cac thiét bi.
- Chi phi céc thiét bi mang LAN tuong d6i ré.

- Quan tri don gian.

1.1.2 2. Mang dé thi MAN

Mang MAN gan giéng nhu mang LAN nhung giéi han cia n6 1a mot thanh
phé hay mét quéc gia. Mang MAN néi két cac mang LAN lai véi nhau théng
qua cac phuong tién truyén dan khac nhau (cap quang, cap dong, song...) va cac
phuong thtc truyén thdng khac nhau.

Pic diém ctia mang MAN:
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- Bang thdng muec trung binh, da dé phuc vu cac ung dung cap thanh phé
hay quéc gia nhu chinh phu dién tir, thuong mai dién tir, cac tng dung cua cac
ngan hang...

- Do MAN néi két nhidu LAN véi nhau nén do phtc tap ciing ting dong
thoi cdng tac quan tri sé khé khan hon.

- Chi phi cac thiét bi mang MAN tuong d6i dit tién.

1.1.2.3. Mang WAN

Mang WAN bao phua ving dia ly rong 16n c6 thé 1a mang cua mot cong ty
da quéc gia, mot luc dia hay toan cau. Do pham vi rong 16n cia mang WAN nén
thong thuong mang WAN Ia tap hop cac mang LAN, MAN néi lai véi nhau bang
cac phuong tién nhu: vé tinh (satellites), song viba (microwave), cap
quang,cap dién thoai...
bac trung cua mang WAN:

- Bang thong thap, dé mat két ndi, thuong chi phi hop véi cac ang dung
offline nhu e-mail, web, ftp...

- Pham vi hoat dong rong Ion khéng gidi han.

- Do két ndi ctia nhiéu LAN, MAN lai véi nhau nén mang rat phutc tap
va ¢ tinh toan cau nén thuong 1a c6 to chirc qudc té ding ra quan tri.

- Chi phi cho cac thiét bi va cac cong nghé mang WAN rat dat tién.

WAN c6 thé chia thanh nhiéu loai nhu:

- WAN cho mot doanh nghiép (Enterprise WAN): két ndi cac LAN cua cing

mot doanh nghiép nam & cac vi tri khac nhau.

- WAN toan cau (Global WAN): két ndi mang ctia nhiéu t6 chtrc khac nhau.

1.1.2.4. Mang INTERNET

Mang Internet la truong hop dic biét caa mang WAN, né cung cip Céc
dich vu toan cau nhu mail, web, chat, ftp va phuc vu mién phi cho moi nguoi.
Mang Internet & s& hitu ctiia nhan loai, 1a su két hop cua rat nhiéu mang di

liéu khac chay trén nén tang giao thicc TCP/IP.
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1.1.2.5. Mang INTRANET

Thuc sy la mot mang INTERNET thu nhé vao trong mét co quan, cong ty,
t6 chie hay mot b, nghanh . . . giéi han pham vi nguoi sir dung, c6 st dung céc
cdng nghé kiém soét truy cip va bao mat thong tin .

Puoc phat trién tir cac mang LAN, WAN dung cong nghé INTERNET.

1.1.3. Cac mé hinh qudn ly mang

1.1.3.1. Workgroup

Trong md hinh nay cac may tinh cd quyén han ngang nhau va khdng c6 cac
may tinh chuyén dung Idm nhiém vu cung cap dich vu hay quan ly. Cac may
tinh tu bao mat va quan ly cac tai nguyén cua riéng minh. Bong thoi cac may
tinh cuc bd nay ciing tu chirng thue cho ngudi dung cuc bd.

1.1.3.2. Domain

Nguogc lai véi mo hinh Workgroup, trong mé hinh Domain thi viéc quan ly
va chung thuc nguoi dung mang tap trung tai may tinh Primary Domain
Controller. Cac tai nguyén mang ciing duoc quan ly tap trung va cap quyén han
cho tirng ngudi dung. Lac d6 trong hé théng c6 cadc may tinh chuyén dung lam

nhiém vu cung cap cac dich vu va quan ly cac may tram.
1.1.4. Cac mé hinh vrng dung mang
1.1.4.1. Peer-to-Peer

Mang Peer to Peer dugc thiét lap trong d6 cac thanh vién hay cac tram lam
viéc (Workstations) c6 vai tro ngang quyén nhau, mdi may goi 13 mot nat. Cac tram
1am viéc nay co thé vira dong vai trdo may chu vira dong vai tro may khach tic 1a cac
thanh vién c6 thé truy cdp vao cac may tram ndo do trén mang dé sir dung chung tai
nguyén (cac tap tin, mdy in...) néu tai nguyén dé duoc chia sé dé dung chung.

- Uu diém: Do mé hinh mang ngang hang don gian nén d& cai dit, to
chtic va quan tri, chi phi thiét bj cho mé hinh nay thap.

- Khuyét diém: Khong cho phép quan ly tap trung nén dir liéu phan tan,
kha niang bao mat thap, rat dé bi xam nhap. Cac tai nguyén khdng duoc sip xép
nén rat kho dinh vi va tim kiém.

Mang ngang hang thich hop véi nhitng mang nhé va tinh bao mat khong cao.
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1.1.4.2. Client-Server

La mang trong d6 c6 it nhat mot may dong vai trd may chu (Server) cac may
con lai goi 14 cac may khach (Client), cac may nay sinh ra cac yéu cau dich vu déi
v61 may chu hay may phuc vu.

- Uu diém: Do cac dir lieu duoc luu trit tap trung nén dé& bao mat,
backup va dong bd véi nhau. Tai nguyén va dich vu duoc tap trung nén d& chia
sé va quan ly va c6 thé phuc vu cho nhiéu nguoi dung.

- Khuyét diém: Cac server chuyén dung rat dat tién, phai c6 nha quan tri cho
hé thng.

1.2. Network topology va c4c giao thire truy cap phwong tién truyén

1.2.1. Network topology

Topo (network topology) ctia mang LAN 13 kién trGic hinh hoc thé hién cach
bb tri cac dudng day cap, sip xép cac may tinh dé két ndi thanh mang hoan chinh.
C6 cac loai ciu tric topo mang dién hinh sau:

1.2.1.1. Bus topology

Tat ca cac tram phan chia chung mot duong truyén chinh. Trén dudng truyén
chinh duoc gidi han hai dau boi mot loai dau ndi dic biét goi 1a terminator. Mdi
tram duoc nbi vao bus thong qua mot dau ndi chir T (T- connector) hoic mét bo thu
phat (transceiver). Khi mot tram truyén dir liéu, tin hiéu dugc quang ba trén 2 chiéu

cua bus va moi tram déu c6 thé nhan duoc tin hiéu.

Hinh 1 : M6 hinh kiéu két néi dang Bus

e Uu diém: Loai hinh mang nay dung day cép it nhat, d& lap dit.
e Nhuoc diém: S& c6 su Un tic giao thong khi di chuyén dit liéu v6i luu luong
16n va khi ¢6 su hong hoc & doan nao d6 thi rat kho phat hién, mot sy nging trén

duong day dé stra chita s& ngirng toan b hé thong.
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1.2.1.2. Star topology

= S
HUB \

Hinh 2 : M6 hinh két noi dang Star véi Hub & trung tam

Trong md hinh ndy, mét may tinh dugc ndi vao mang thong qua mot cong
trén thiét bi trung tim. Thiét bi trung tdm c6 bao nhiéu cong thi hd trg bay nhiéu
may. Thiét bi trung tam c6 dac diém khi mot céng ¢o tin hi€u thi tin hiéu do duoc
1ap lai trén cac céng con lai ciia Hub. Nhu vay, tin hi¢u dugc truyén tr may tinh
gli dit liéu dén toan bo cac mdy tinh khac trén toan mang. Tuy theo yéu cau
truyén thong trén mang thiét bi trung tam co thé 1a mot bo chuyén mach (switch),
mot bo dinh tuyén (router), mQt bo tap trung (hub).

e Uu diém:

- Lap dat don gian, 1& cau hinh lai khi thém, b6t tram, d& kiém soat va khac
phuc su cd. tan dung tdi da toc do duodng truyén vat 1y do str dung lién két diém -
diém.

- Hoat dong theo nguyén 1y nbi song song nén néu c6 mot thiét bi nao do6 &
mot nit thong tin bi hdng thi mang van hoat dong binh thuong.

- C4u tric mang don gian va cac thuat toan diéu khién 6n dinh.

-Mang ¢6 thé mo rong hodc thu hep tuy theo yéu cdu cua ngudi st
dung.

e Nhuoc diém:

- B¢ dai duong truyén ndi mot tram voi thiét bi trung tdm bi han ché.

- Kha ndng m¢ rdng mang hoan toan phu thudc vao kha nang cta trung tam .
Khi trung tdm c6 sy ¢ thi toan mang ngimg hoat dong.

- Mang yéu cau ni doc lap riéng r& ting thiét bi & cac nut thong tin dén trung
tam. Khoang cach tir may dén trung tdm rat han ché (100 m).

Mang dang hinh sao cho phép ndi cac may tinh vao mot bd tap trung (HUB)

bang cap xoan, gidi phap nay cho phép ndi truc tiép mdy tinh véi HUB khong can
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thong qua truc BUS, tranh duogc cac yéu td giy ngung tré mang. Gan day, cing voéi
su phat trién switching hub, mé hinh ndy ngay cang tré nén pho bién va chiém da so

cac mang méi lap.
1.2.1.3. Ring topology

Tin hiéu duoc luan chuyén trén mgt vong theo mat chiéu duy nhat. Mdi tram
trén mang duoc ndi véi vong qua mot bd chuyén tiép (repeater) c6 nhiém vu nhin
tin hiéu roi chuyén ké tiép theo vong. Can thiét phai c6 giao thirc diéu khién viéc
cAp quyén dé truyén dit liéu trén vong cho cac tram c6 nhu cau. Phuong phép truyén

dir liéu trén mang ring 1 chuyén thé bai (token).

Hinh 3: M@ hinh két néi dang Ring

Pé tang do tin cay cua vong nguoi ta co thé lap dat thém mot vong du phong.
Khi dudng truyén trén dudng chinh bi su ¢ thi dung vong du phong truyén dit lidu.

e Uu diém: Mang dang vong c6 thuan loi 1a c6 thé ngi rong ra xa, tong dudng
day can thiét it hon so vai hai kiéu trén.

o Nhuoc diém: La duong day phai khép kin, néu bi ngat & mét noi nao do thi
toan bo hé théng ciing bi ngung.

1.2.2. C4c giao thikc truy cdp phwong tign truyén

1.2.2.1. Giao thirvc CSMA/CD

CSMA/CD (Carrier Sense Multiple Access/ Collision Detection). Giao thuac nay
thuong dung cho mang ¢6 cau tric hinh tuyén, cAc may tram cung chia s¢ mot
kénh truyén chung, cac tram déu c6 co hoi thAm nhap duong truyén nhu nhau
(Multiple Access). Tuy nhién tai mot thoi diém thi chi c6 mot tram duoc truyén

dit liéu ma théi. Trugc khi truyén dit liéu, mdi tram phai lang nghe duong truyén
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dé chic chan rang duong truyén rdi (Carrier Sense).

Trong trudng hop hai tram thyc hién viéc truyén dir liéu dong thoi, xung
dot dir liu sé xay ra, cac tram tham gia phai phat hién dugc su xung dot va thong
bao toi cac tram khac gdy ra xung dot (Collision Detection), ddng thoi cac
tram phai nging thAm nhap, cho doi lan sau trong khoang thoi gian ngiu nhién
nao do rdi méi tiép tuc truyén.

Khi Iuu luegng cac goi dir lidu can di chuyén trén mang qua cao, thi viéc xung
dot cd thé xay ra véi s6 luong 16n dan dén 1am cham tdc d6 truyén tin cua hé thong.

Giao thirc nay con duoc trinh bay chi tiét thém trong phan cong Ethernet.
1.2.2.2.Giao thirc token bus

Nguyén Iy: Dé cap phat quyén truy cip cho cac tram dang c6 nhu cau truyén
dtr li€u, mot thé bai duoc luu chuyén trén mot vong logic thiét 1ap boi cac tram do.
Khi mot tram nhan thé bai thi ndé c¢6 quyén s dung duong truyén trong mot thoi
doan dinh trude (c6 thé nhan hodc truyén mot hodc nhiéu don vi dir liéu). Khi dit
liéu hét hodc hét thoi doan xac dinh d6 tram chuyén thé bai dén tram tiép theo.

Vé6i phuong phap nay viéc dau tién 1a thiét 1ap vong logic xac dinh boi cac
tram ¢6 nhu cau truyén dir liéu. Cac tram khong hodc chua c6 nhu cau truyén dir
lidu thi & ngoai vong logic. Nhu vy can xir Iy mot s6 van dé sau:

- B6 xung mét tram vao vong logic (nhitng tram c6 yéu cau truyén di liéu).

- Loai bé mot tram ra khoi vong logic (tram khong ¢6 nhu cau truyén dit liéu).

- Quan Iy 18i: ¢6 thé xay ra vi du khi 2 tram déu nghi rang dén luot minh hoic
khong tram nao nghi dén lugt minh truyén dit lidu...

- Khéi tao vong logic.

1.2.2.3. Giao tharc token ring

Phuong phap ciing dya trén nguyén 1y dung thé bai truy cip dudng truyén tuy
nhién & day thé bai khong luin chuyén theo vong logic ma luan chuyén theo vong
vat 1y. Thé bai c6 chira mot bit biéu dién trang thai ban hodc rdi. Khi mot tram nhan
dugc mot thé bai dang & trang thai rdi thi tram d6 co quyén sir dung thé bai (truyén
dir liéu) va no doi bit trang thai cta thé bai thanh ban. Thé bai dugc truyén di dén

tram dich dé tram dich sao dir li¢u va van & trang thai ban cho dén khi né tré vé
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tram ngudn. Luc ndy tram ngudn xo4 bo dir liéu va ddi bit trang thai thanh rdi, thé
bai tiép tuc luan chuyén trén vong dé dén tram khac c6 nhu cau truyén dit liéu.
Phuong phép nay can xtr 1y 2 van dé sau: MAt thé bai trén vong va thé bai ban

Iru chuyén khong ding trén vong.
1.3. MO0 hinh 7 mae OSI
1.3.1. Gidi thiéu mé hinh 7 mire OSI

Pé cac may tinh va cac thiét bi mang c6 thé truyén thong voi nhau phai c6
nhing qui tic giao tiép duoc cac bén chap nhan. Trong mo hinh OSI c6 bay mic,
mdi micc mé ta mot phén chtrc ndng ddc lap. Sy tach mirc cua mo6 hinh nay mang lai
nhitng 101 ich sau:

- Chia hoat dong thong tin mang thanh nhiing phan nhé hon, don gian hon
gitip chung ta d& khao sat va tim hiéu hon.

- Chuan hoa céc thanh phan mang dé cho phép phat trién mang tir nhiéu nha
cung cip san pham.

- Ngén chédn duoc tinh trang sy thay ddi cia mot mirc 1am anh huong dén céc
muc khac, nhu vay gitip mdi muic ¢6 thé phat trién doc 1ap va nhanh chong hon.

M6 hinh 7 mtic OSI cho chung ta biét:

- Cach thire cac thiét bi giao tiép va truyén thong dugc véi nhau.

- Céc phuong phap dé cac thiét bi trén mang khi ndo thi duoc truyén dir
liéu, khi nao thi khong dugc.

- Céc phuong phap dé dam bao truyén dung dir liéu va dang bén nhan.

- Cach thire van tai, truyén, sap xép va két nbi voi nhau.

- Cach thirc dam bao céc thiét bi mang duy tri toc d6 truyén dit liéu thich hop.

- Cach biéu dién mot bit thiét bi truyén dan.

Pay 1a mo hinh ding 1am co so cho nbi két cac hé théng mé phuc vu cho tng
dung phén tan.

1.3.2. M6 hinh va chirc ning
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He thong moé A He thong m¢ B
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- DATA LINK Giao thite . LIEU
1 PHYSICAL €---omoomossmoooooooe- » 1 VATLY

Puvng truyén

Hinh 4 : M6 hinh 7 mizc OSI
« Physical layer

Muc vat 1y dinh nghia tat ca cac dic ta vé dién va vat 1y cho cac thiét bi.
Trong d6 bao gdm bb tri ctia cac chan cdm, cac hiéu dién thé, va cac dic ta vé cép
nbi. Cac thiét bi tang vat li bao gdm Hub, repeater, thiét bi tiép hop mang (network
adapter) va thiét bi tiép hop kénh may chu (Host Bus Adapter)- (HBA dung trong
mang luu trir (Storage Area Network)). Chic nang va dich vy can ban dugc thuc
hién boi mirc vat 1y bao gdm:

Thiét 1ap hodc ngit mach két ndi dién (electrical connection) véi mot phuong
tién truyén thong (transmission medium).

Tham gia vao quy trinh ma trong d6 céc tai nguyén truyén théng duoc chia sé
hiéu qua giita nhiéu nguoi dung. Chang han giai quyét tranh chip tai nguyén
(contention) va diéu khién luu luong.

Piéu bién (modulation), hodc bién dbi gitra biéu dién dit liéu sé (digital data)
ctia cac thiét bi ngudi dung va céc tin hiéu twong tng duoc truyén qua kénh truyén
thong (communication channel).

e Data link layer
Cung cp cac phuong tién dé truyén thong tin qua lién két vat 1y dam bao tin

cay: gui cac khoi dir li€u (frame) vdi cac co ché dong bd hod, ki€ém soat 161 va
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kiém soat ludng dit liéu can thiét.
o Network layer
Mirc mang cung cép cac chirc ning va quy trinh cho viéc truyén cac chudi dir
li¢u co6 do dai da dang, tir mot ngué)n t61 mot dich, thong qua mdt hoac nhiéu mang,
trong khi van duy tri chét luong dich vu ma mac giao van yéu cau. Mtc mang thuc
hién chuc ning dinh tuyén.C4c thiét bi dinh tuyén (router) hoat dong tai murc nay
guri dir liéu ra khip mang md rong, lam cho lién mang trd nén kha thi.
e Transport layer
Mirc ndy cung cip dich vu chuyén dung chuyén dit liéu gitra cac nguoi dung
tai dau cudi, nho d6 cac ting trén khong phai quan tdm dén viéc cung cip dich vu
truyén dir li¢u dang tin cay va hi¢u qua. Mtrc giao van kiém soat do tin cay cua mot
két ndi duge cho trude.
e Session layer
Mirc nay kiém so4t hoi thoai giita cac mdy tinh, thiét lap, quan 1y va két thac
cac két ndi giira trinh tng dung dia phuong va trinh tng dung & xa. Thiét 1ap cac
qui trinh danh dau diém hoan thanh (checkpointing) - gitp viéc phuc hoi truyén
thong nhanh hon khi ¢6 16i xay ra, vi diém d3 hoan thanh di duoc danh dau - tri
hodn (adjournment), két thiic (termination) va khoi dong lai (restart). M6 hinh OSI
uy nhiém cho mirc ndy trach nhiém "ngiat mach nhe nhang" (graceful close) cac
phién giao dich (mét tinh chét cia giao thirc kiém soat giao van TCP) va trach
nhiém kiém tra va phuc hdi phién, day 1a phan thudong khong dugce dung dén trong
bd giao thuc TCP/IP.
e Presentation layer
Mirc presentation bién doi dit liéu dé cung cap mot giao dién tiéu chuan cho
muc ung dung.
e Application layer
Mtc ndy c6 nhiém vu phuc vu tric tiép cho nguoi sir dung, cung cép tat ca
c4c yéu cau can thiét cho nguoi su dung, yéu cau phuc vu chung nhu chuyén file...
Mirc ndy 1a giao dién chinh dé ngudi dung tuong tac v6i chuong trinh Gng dung, va
qua d6 voi mang. Mot sb vi du vé cac tmg dung trong mirc niy bao gom Telnet,

Giao thirc truyén tap tin FTP va Giao thirc truyén thu dién tir SMTP, remote.
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1.4. B¢ giao thirc TCP/IP
1.4.1. Gigi thiéu bé giao thirc TCP/IP

TCP/IP (Transmission Control Protocol/Internet Protocol) 1a mot by giao
thire cho phép két ndi cac hé thdng mang khong ddng nhat voi nhau. TCP/IP dugc
st dung rong rai trong cac mang cuc b cling nhu trén mang Internet toan cau.

May nao hd trg giao thirc TCP/IP déu c6 thé truy cip vao Internet.

TCP/IP thuc chét 1a mot ho giao thic cung lam viéc véi nhau dé cung cap

phuong tién truyén théng lién mang.
1.4.2. Cac marc trong giao thize TCP/IP

B9 giao thirc TCP/IP dugc phan lam 4 muc
- Application Layer
- Transport Layer
- Internet Layer

- Network access Layer

Applications | ------- 4 T Applications
Transport | ----—---- T i TCP/UDP
vv oL, ICMP

Internetwork | - P

t ‘H'T ARP/RARP
v

MNetwork Intertace Jv

And | --mmm---- Metwork Intertace
Hardware And

Hinh 6 : Cac muic trong giao thizc TCP/IP
o Network Access layer

Miéu ta cac ndi két vat 1y gilta cAc may chu trong mang. Bao gom cac thiét
bi giao tiép mang va chwong trinh cung cdp thong tin can thiét dé co thé hoat

dong, truy cap duong truyén vat Iy qua cac thiét bi giao tiép do.
« |nternet layer

Xir 1y qua trinh truyén géi tin trén mang. Céc giao thirc trong ting ndy gdém
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IP(Internet Protocol), ICMP (Internet Control Message Protocol), IGMP

(Internet Group Messages Protocol)

e Transport layer

Transport layer két hop cac kha ning truyén thong diép truc tiép (end-to-end)
khong phu thude vao mang bén dudi, kém theo kiém soat 15i (error control), phan
manh (fragmentation) va diéu khién luu luong. Tang ndy cé hai giao thic chinh
TCP va UDP.

TCP cung cap mdt ludng dir liéu tin cdy giita hai tram, n6 st dung cac co ché
nhu chia nho cic géi tin clia ting trén thanh cac géi tin ¢6 kich thudc thich hop cho
tang mang bén dudi, bdo nhan géi tin, dit han ché thoi gian time- out dé dam bao
bén nhan biét duoc cac goi tin da giri di. Do tang nay dam bao tinh tin ciy, tang trén
s& khong can quan tdm dén nira.

UDP cung cip mét dich vu don gian hon cho tang tng dung . N6 chi gui cac
g6i dit lidu tir tram nay dén tram kia ma khong dam bao cac goi tin dén duoc toi

dich. Cac co ché dam bao d6 tin cay can duoc thuc hién boi tﬁng trén.
e Application layer

Application layer 13 noi cac chuong trinh mang thuong dung nhét lam viéc
nham lién lac giita cac nut trong mdt mang.

Bao gdm cac tién trinh va cac Gmg dung cung cap cho ngudi su dung dé truy
cap mang. Muc nay tuong duong voi cac muc 5,6,7 trong mod hinh OSI. Cac ing dung
phd bién : Telnet: st dung trong viéc truy cAp mang tir xa, FTP (File Transfer
Protocol): dich vu truyén tép, Email: dich vy thu tin dién t&r, www (World Wide Web).

1.4.3. Gidi thigu dja chi IPv4

Dia chi IP (IPv4) c6 do dai 32 bit va duoc tach thanh 4 ving, mdi vang (moi
viing 1 byte) thuong dugc biéu dién dudi dang thap phan va dugc céch nhau boi
diu cham (.). Vi du: 203.162.7.92.

bia chi IPv4 dugc chia thanh 5 16p A, B, C, D, E; trong d6 3 lI6p dia chi
A, B, C duoc dung dé cip phat. Cac 16p ndy dugc phan biét boi cac bit dau tién
trong dia chi.
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1.43.1. Lép A

Danh maot byte cho phan network_id va ba byte cho phan host_id.

netwo host
rk_id _id

Dé nhan dién ra 1ép A, bit dau tién cua byte dau tién phai la bit 0. Dudi
dang nhi phan, byte nay cd dang Oxxxxxxx. Vi vay, nhitng dia chi IP cO byte
dau tién nam trong khoang tir 0 dén 127 sé& thudc 16p A.

Cho phép dinh danh 126 mang véi t6i da 16 triéu host trén mdi mang. Lop

ndy dung cho mang cé s tram cuc 16n: 16.777.214
1.43.2. Lop B

Danh hai byte cho mdi phan network_id va host_id.

netwo host
rk_id _id

Déu hiéu dé nhan dang dia chi I16p B la byte dau tién ludn bat dau bang hai
bit 10. Dudi dang nhi phan, octet ¢ dang 10xxxxxx. Vi vay nhing dia chi
nam trong khoang tir 128 dén 191 s& thudc vé 16p B

Phan network_id chiém 16 bit bo di 2 bit 1am 1D cho Iép, con lai 14 bit cho
phép ta danh tha ty 16.384 (214) mang khac nhau (128.0.0.0 dén 191.255.0.0)

Phan host_id dai 16 bit hay c6 65536 (216) gia trj khac nhau. Trur 2 truong
hop dic biét con lai 65534 host trong mot mang 1op B. Vi dy, dbi véi mang
172.29.0.0 thi cac dia chi host hop 1€ 1a tir 172.29.0.1 dén 172.29.255.254.

1.4.33. Lép C

Danh ba byte cho phan network_id va mét byte cho phan host_id.

netwo ho
rk_id st id

Byte dau tién ludén bat dau bang ba bit 110 va dang nhi phan cua octet
nay 1a 110xxxxx. Nhu vdy nhiing dia chi nam trong khoang tir 192 dén 233 s&

thudc 16p
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Phan network_id ding ba byte hay 24 bit, trir di 3 bit 1am ID cua 16p, con
lai 21 bit hay 2.097.152 (221) dija chi mang (tir 192.0.0.0 dén 223.255.255.0).
1.4.3.4. LépDVAE

Cac dia chi c6 byte dau tién nim trong khoang 224 dén 255 la cac dia chi
thuoc 16p D hoac E. Do cac 16p nay khoéng phuc vu cho viéc danh dia chi céac

host nén khong trinh bay & day.
1.4.3.5. Dia chi mang riéng va dia chi mang con
e Dia chi mang riéng

Céc dia chi IP trong ving str dung trén dugc gan cho cac may tinh trén mang
Internet. Tuy nhién cac Cong ty c6 nhu cau sir dung dia chi IP riéng, khong két nbi
vo1 mang khac trén Internet, dé chi dinh dia chi cho cac mang kiéu nay ta dung dia

chi mang riéng. Céc dia chi d6 nhu sau:

Lop Khoang dia chi

A 0.0.0.0 dén 127.255.255.255

B 128.0.0.0 dén 191.255.255.255
C 192.0.0.0 dén 223.255.255.255
D 224.0.0.0 dén 239.255.255.255
E 240.0.0.0 dén 247.255.255.255

Hinh 7: Cé&c lop dia chi Internet

Ghi nhé: Dia chi thyc té khéng phan trong truong hop tdt cd cdc bit trong
mét hay nhiéu Octet sir dung cho dia chi mang hay dia chi mdy chii déu bang 0 hay

déu bang 1. Piéu nay ding cho tat ca cdc I6p dia chi.
e [P subnetting

Déi voi cac dia chi lop A, B s6 tram trong mot mang 1a quéa 16n va trong
thuc té thudong khdng c6 mot s6 lwong tram 16n nhu vay két ndi vao mot mang don
1¢. Bia chi mang con cho phép chia mét mang lon thanh cac mang con nho hon.
Nguoi quan tri mang c6 thé ding mot sb bit dau tién cua trudng hostid trong dia chi
IP dé dat dia chi mang con. Chang han d6i véi mot dia chi thudc 16p A, viée chia

dia chi mang con c6 thé duogc thuc hién nhu sau:
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Class A ) hoet
Subnat O netID subnet number o

Hinh 8: Cdch phdn chia dia chi mang con

Viéc chia dia chi mang con Ia hoan toan trong sudt ddi voi cac router nam
bén ngodi mang, nhung no 1a khong trong subt d6i voi cac router ndm bén trong

Mmang.
e Mt na dia chi mang con

Bén canh dia chi IP, mot tram cling can duoc biét viéc dinh dang dia chi mang
con: Bao nhiéu bit trong truong hostid dugc dung cho phan dia chi mang
con(subnetid). Thong tin nay dugc chi ra trong mat na dia chi mang con (subnet
mask).Subnet mask ciing 1a mot sé 32 bit véi cac bit twong tmg voi phan netid va

subnetid duoc dit bang 1 con céc bit con lai duoc dit bang 0.
1.4.4. Dia chi thé h¢ mdi - |PV6
1.4.4.1. Khai quat chung

Dia chi thé hé mdi cua Internet - IPv6 (IP Address Version 6) dugc Nhom
chuyén trach vé ky thuat IETF (Internet Engineering Task Force) ciia Hiép hoi
Internet dé xudt thuc hién ké thira trén céu trac va to chic caa IPv4. IPv4 ¢ 32 bit
dia chi voi kha ning 1y thuyét co thé cung cdp mot khong gian dia chi 1a 2% Con
IPv6 c6 128 bit dia chi dai hon 4 1an so v&i IPv4 nhung kha ning 1y thuyét co thé
cung cap mot khong gian dia chi 1a 2'% dia chi, s6 luong nay rat 16n néu rai déu
trén bé mat qua dat thi mdi mot vang cé khoang 665 570.10 *® dia chi vi dién tich bé
mat qua dat khoang 511 263 ty mot ving. Day 1a mot khong gian dia chi cuc 16n
v6i myc dich khong chi cho Internet ma con cho tat ca cic mang may tinh, hé thong
vién thong, hé thong diéu khién va tham chi cho ting vat dung trong gia dinh.
Nguoi ta noi rang ting chiéc didu hoa, ti lanh, may giat hay ndi com dién v.v... clia
ting gia dinh mot ciing s& mang mot dia chi IPv6 dé cht nhan cua ching ¢ thé két
ndi va ra 1énh tir xa. Nhu cau hién tai chi can 15% khong gian dia chi IPv6 cilin 85%

du phong cho tuong lai.
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1.4.4.2. Céu tric dia chi IPv6.

Dia chi [Pv4 dugc chia ra 5 16p A,B,C,D,E con IPv6 lai dugc phan ra 1a 3 loai
chinh sau:

e Unicast Address. Dia chi don hudng. La dia chi dung dé nhén dang timg
Node mot (Node - Piém Nut 13 tap hop cac thiét bi chuyén mach nim & trung tim
nhu Router chéng han), cu thé 1a mot g61 s6 lieu duge glri to1 mot dia chi don
huéng s& duoc chuyén t6i Node mang dia chi don hudng - Unicast do.

e Anycast Address. Dia chi bat ky huéng nao. La dia chi dung dé nhan
dang mot "Tap hop Node" bao gom nhiéu Node khac nhau hop thanh, cu thé 1a mot
g61 s6 liéu duoc gt té1 mot dia chi "Bit cu hudng nao" sé duoc chuyén té1 mot
Node gan nhét trong Tap hop Node mang dia chi anycast do.

e Multicast Address. Dia chi da hudng. La dia chi dung dé nhan dang mét
"Tap hop Node" bao gdm nhiéu Node khic nhau hop thanh, cy thé 1a mot goi sb
liéu dugc guri té1 mot dia chi" da hudng" s€ duogc chuyén t6i tit ca cac Node trong

Tap hop Node mang dia chi Multicast do.
1.5. Méi trwdong truyén din va cac thiét bi mang thong dung
1.5.1. Méi trwong truyén din

- Lién két cac nlit mang, truyén dan cac tin hiéu dién hay quang

- Mang cuc b st dung chu yéu 1a cac loai cép, trong do co hai loai cap thuong
dugc sir dung: cap dong truc, cap doi day xodn

1.5.1.1. Coaxial cable

Cap dong truc bao gdm mot soi day dan & gitra, bén ngoai boc mot 16p cach
dién roi dén mot 1op ludi kim loai, tat ca duoc dat trong mot 16p vo cach dién,

C6 hai loai cap ddng truc phd bién nhit dung trong mang 1a :

e Thicknet: Cap dong truc ddy c6 dudng kinh khoang 1.3cm va tuong dbi

cimg. Doi khi nguoi ta xem né nhu Ethernet chudn va do né 1a loai cap dau tién
dung voi kién trac mang rat phd bién-Ethernet. L3i dong cua loai cap nay day hon

16i cap manh. Loi dong cang day thi cap cang mang tin hiéu di xa hon. Diéu nay co
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nghia 13 cap day c6 thé mang tin hiéu di xa hon cap manh. Céap day c6 thé mang tin
hiéu di duoc 500m

e Thinnet: Loai cap manh c6 dudng kinh khoang 0.5 cm. Do loai cap dong
tryc ndy mém va d& kéo day nén ngudi ta co thé dung cho gan nhu bat ky kiéu lip
dit mang ndo. Mang dung loai cap manh c6 cap ndi truc tiép vao card mang cua
may tinh.
Céap ddng truc manh c6 thé mang tin hiéu di xa t6i 185m trude khi tin hiéu c6 thé

suy yeu.

Cap dong truc it bi anh huong cua nhidu va su suy hao tin hiéu cho nén né

cung cap mot duong truyén dai va tot hon cap xoan.
1.5.1.2. Twisted — Pair Cable

Cép xo0dn doi gdm hai soi ddy dong cach ly quin vao nhau. Mot sé dy xodn
do6i thuong dugc nhém chung véi nhau va duoc quén kin trong vo boc bao vé dé tao
thanh soi cap. S6 lugng day xoan dodi thuc té trong soi cap khac nhau. Sy quin xodn
nay 1am vo hiéu hoa nhiéu dién tir ddy xoan doi ké can va tir nhitng nguén khac nhu
moto, role,va may bién thé.

Cép xo0dn déi c6 hai loai:

e Cap xoan d6i tran (UTP)

Cép xoan doi tran st dung chuan 10BaseT, 14 loai cap phd bién nhét va nhanh
chong tro thanh loai cdp mang cuc bd dugc ua chudng nhat. Do dai tdi da cua 1
doan cap 1a 100m.

Céap xodn doi tran gdm hai day dong cach dién. Tuy theo muc dich cu thé ma
cap xodn doi tran s& khong ché & bao nhiéu mat xoan cho phép trén mdi mét sgi
cap.

e Cap xodn doi c6 boc (STP)

Céap x04n doi ¢ boc dung vo déng bén, von 12 loai vo boc bao vé cd chit lugong
cao hon cap xoan doi tran. Cap xoan do6i co boc ciing ding 16p cach ly & gitra va
xung quanh cac cip ddy va mit xodn bén trong cia cip day. Lop cach ly nay tao

cho cap xoan d6i c6 boc tinh cach ly tuyét hdo dén dir liéu truyén. Cap xoan ddi co

Sinh vién: Truong Purc Phuc CT1001 -22 -



Khoa cong nghé thong tin — Truong DHDLHP D6 dn tot nghiép

boc it bi tac dong bai nhidu dién va co tbe do truyén qua khoang cach xa cao hon

cap xoan doi day tran.
1.5.1.3. Fiber — Optic Cable

Loai cap nay truyén dan tin hiéu di trén co sd truyén tin hiéu quang theo mot
6ng thuy tinh nhd vao dinh luat phan xa toan phan. Cau triic gdm mét gidy dan
trung tam la mdt hodc mot bd soi thuy tinh hodc plastic co thé truyén dan tin hiéu
quang , n6 dugc boc mdt 16p 4o co6 tdc dung phan xa cac tin hiu trd lai dé giam su
mat tin hiéu. Lop ngoai 1a 16p vo dé bao vé cap.

Cap soi quang c6 vu diém rat 16n 1a do suy hao tin hiéu duong truyén thap do
d6 c6 thé di cap xa (vai km), co giai thong 16n (dat 2 Gb/s), khong dung tin hiéu
dién nén tranh nhiéu dién tir va cac hiéu tng dién khac, khong thé dung cac thiét thu
phat dién tir dé thu trom tin hiéu cho nén an toan thong tin trén duong truyén.

Nhuoc diém kho lap dat khi dau ndi cap va gia thanh cao.
1.5.2. CAc thiét bi mang thong dung
1.5.2.1. Hub

Hub 14 diém két nbi day trung tAm ctia mang, tat ca cac tram trén mang LAN
duoc sir dung théng qua hub. Mot hub thuong c¢é nhiéu cong ndi véi ngudi si
dung dé gan may tinh véi cac thiét bi ngoai T4t ca cac LAN lién két v6i nhau qua
hub s€ tré thanh mot LAN.

Passive Hub chi dam bao cac chtic niang két ndi hoan toan khong xir 1y lai tin
hiéu.

Active Hub c6 chirc nang khuyéch dai tin hiéu dé chdng suy hao.

Intelligent Hub 1a active hub nhung c6 kha nang tao ra cac goi tin mang tin
tirc Vé hoat dong ciia minh va guri 1én mang dé ngudi quan tri mang cé thé thyc

hién quan tri tuy dong.
1.5.2.2. Repeater

Lam viéc vé6i tang thir nhat cia mo hinh OSI - ting vat ly. Repeater c6 hai
cé)ng. No thuc hién viéc chuyén tiép tat ca cac tin hiéu vat Iy dén tur céng nay ra

cong khac sau khi da khuyéch dai. Tét ca cac Lan lién két voi nhau qua repeater trd
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thanh mot LAN. N6 chi c¢6 kha ning lién két cac LAN c¢6 cung mdt chuan cong

nghé.
1.5.2.3. Bridge

Bridge 1a mot thiét bi cho phép ndi két cac mang LAN vé6i nhau. Bridge co
chon loc va chuyén di cac géi tin c6 dich & phan mang bén kia va dung dé lién két
cac LAN c6 clng giao thirc tang lién két dir liéu, c6 thé khac nhau vé moéi truong
truyén dan vat 1y. Khong han ché vé sb lugng bridge sir dung. Ciing ¢ thé dugc
dung dé chia mot LAN thanh nhiéu LAN con - giam dung luong thong tin truyén
trén toan LAN.

Lam viéc véi tang thir hai ciia mo hinh OSI: tang lién két dit lidu.

1.5.2.4. Router

Churc nang cua Router la guri di cac goi dit liéu dua trén dia chi phan 16p cua
mang Va cung cap cac dich vy nhu bao mat, quan Iy luu théng. Router c6 kha nang
thue hién giai thuat chon dudng tdi uu cho cac goi tin.

Thudng ¢ nhiéu hon 2 cong. N6 tiép nhan tin hiéu vat 1y tir mot cong, chuyén
ddi vé dang dir li¢u, kiém tra dija chi mang roi chuyén dit liéu dén céng tuong Ung.

- Dung dé lién két cac LAN c6 thé khac nhau vé chuan LAN nhung cing

giao thitc mang o tang network.
1.5.2.5. Switch
Chtre nang chinh cua switch la cing mét IGc duy tri nhiéu két nbi gitra cac

thiét bi mang. Switch nhan tin hiéu vat 1y, chuyén doi thanh dir liéu, tir mot cong,

kiém tra dia chi dich roi giri t6i mot cong twong tng.
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CHUONG 11

BAO MAT MANG MAY TINH

2.1. Céc van dé chung vé bio mit mang

Do dic diém caa mot hé théng mang 1a c6 nhiéu ngudi sir dung va phan tan
vé mit dia ly nén viéc bao vé cac tai nguy@n (mat mét, hoic st dung khéng hop
18) trong moi truong mang phic tap hon nhiéu so voi mdi trudng mot may tinh
don Ié, hoac mot nguoi stir dung.

Hoat dong cua nguoi quan tri hé thong mang phai dam bao céc thong tin trén
mang la tin cay va sir dung dung muc dich, dbi tugng dong thoi dam bao mang
hoat dong 6n dinh, khong bi tan cong boi nhitng ké pha hoai.

Khéng mot hé thong mang nao dam bao 14 an toan tuyét dbi, mot hé
théng du duoc bao vé chac chian dén mac nao thi ciing co lGc bi vo hiéu hoé boi
nhitng ké ¢6 y do xau.

2.1.1. Poi twong tin cong mang

La nhitng c& nhan hoic cé4c t6 chic st dung cac kién thuc vé mang va céc
cong cu pha hoai (phan mém hoic phan cang) dé do tim céc diém yéu, 16 hong
bao mat trén hé théng, thuc hién cac hoat dong xam nhap va chiém doat tai
nguyén mang trai phép.

Mot s6 dbi tugng tan cong mang 1a:

- Hacker: La nhitng ké xam nhap vao mang trai phép bang cach sir dung
cac cong cu pha mat khau hoic khai thac cac diém yéu cua cac thanh phan truy
nhap trén hé thng.

- Masquerader: La nhitng ké gia mao thdng tin trén mang. C6 mot s6
hinh thtrc nhu gia mao dia chi IP, tén mién, dinh danh nguoi ding ...

- Eavesdropping: La nhiing ddi tugng nghe trom théng tin trén mang, st
dung céc cong cu sniffer; sau d6 dung cac céng cu phan tich va debug dé lay
duoc cac thong tin co gia tri.

Nhitng ddi tuong tan cdng mang cé thé nham nhiéu muc dich khac nhau

nhu: an cip nhiing théng tin c6 gia tri vé kinh té, pha hoai hé thdng mang c6
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chu dinh, hoic ciing c¢6 thé chi 14 nhitng hanh dong vé y thic, thir nghiém cac

chuong trinh khong kiém tra can than ...
2.1.2. C4c 16 hong bdo mat

Cac 16 héng bao mat 1a nhitng diém yéu trén hé théng hoic an chia
trong mot dich vu ma dwa vao d6 ké tin cdng c6 thé xam nhap trai phép dé
thue hién cac hanh dong pha hoai hoic chiém doat tai nguyén bat hop phap.

Nguyén nhan gay ra nhitng 156 hong bao mat I1a khac nhau: c6 thé do 13i cua
ban than hé théng, hoic phan mém cung cip, hoic do ngudi quan tri yéu kém
khong hiéu sau sic cac dich vu cung cap ...

Muc do anh huong cua céc 16 hong la khac nhau. C6 nhiing 16 hong chi anh
huong tsi chat lugng dich vu cung cap, c¢6 nhitng 16 hong anh huong

nghiém trong t6i toan bo hé théng ...
2.1.3. Chinh sach bdo mdt

La tap hop cac qui tic ap dung cho moi ddi tuong c6 tham gia quan ly va
sir dung cac tai nguyén va dich vu mang.

Muyc tiéu cta chinh sach bao mat gilp nguoi sir dung biét duoc trach
nhiém ciia minh trong viéc bao vé cac tai nguyén théng tin trén mang , dong
thoi gidp cac nha quan tri thiét 1ap cac bién phap bao dam hitu hiéu trong qué
trinh trang bi, cau hinh, kiém soat hoat dong cua hé théng va mang

Mot chinh sach bao mat dugc coi 14 hoan hao néu nd xay dung gém cac vin
ban phap qui, kém theo cdc céng cu bao mat hitu hiéu va nhanh chéng giap nguoi

quan tri phat hién, ngan chan cac xam nhap trai phép.
2.2. C4c 16 hong va phwong thire tan cong mang chia yéu
2.2.1. C4c 16 hong

Cac 16 hong bao mat trén mot hé théng 1a cac diém yéu cd thé tao ra su
ngung tré cua dich vu, thém quyén dbi véi nguoi st dung hodc cho phép cac
truy nhap khong hop phap vao hé théng. Cac 16 hong ciing c6 thé nam ngay
cac dich vu cung cip nhu sendmail, web, ftp ... Ngoai ra cac 16 hong con
ton tai ngay chinh tai hé diéu hanh nhu trong Windows NT, Windows 95,

UNIX hoac trong cac tng dung ma nguoi st dung thuong xuyén st dung nhu
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word processing, cac hé databases...

C6 nhiéu t6 chirc khac nhau tién hanh phan loai cac dang 16 hong dic biét.
Theo céach phan loai cia Bo qudc phong My, cac loai 16 hong bao mat trén mot
hé thdng duoc chia nhu sau:

- Lb hong loai C: céac 16 hong loai nay cho phép thuc hién céc phuong
thire tin cong theo DoS (Denial of Services - Tir chdi dich vu). Mac dé nguy
hiém thap, chi anh huéng téi chat luong dich vu, c6 thé 1am ngung tré, gian
doan hé théng; khong 1am pha hong dir liéu hoic dat duoc quyén truy nhap bat
hop phap.

- L& hong loai B: Cac 16 hong cho phép nguoi st dung c6 thém céc
quyén trén hé thong ma khdng can thyc hién kiém tra tinh hop 18 nén co6 thé
dan dén mat mat hodc 16 thong tin yéu cau bao mat. Mac d6 nguy hiém trung
binh. Nhitng 16 hong nay thuong cé trong cac tng dung trén hé thong.

- L3 hong loai A: Cac 156 hong nay cho phép nguoi s dung ¢ ngoai cho thé
truy nhap vao hé théng bat hop phap. L& hong nay rat nguy hiém, c6 thé lam
pha huy toan bo hé théng.

2.2.2. Mt s6 phwong thirc tdn cong mang phé bién
2.2.2.1. Password Cracker

Password cracker la mot chwong trinh cd kha nang giai md mot mat
khau d& dugc ma hoa hoic c6 thé vo hiéu hoa chirc ning bao vé mat khau cua
mot hé thong.

Pé hiéu cach thirc hoat dong cua cac chuong trinh bé khod, ching ta can
hiéu cach thirc ma hod dé tao mat khau. Hau hét viéc ma hod cac mat khau
duogc tao ra tr mot phuong thire ma hoa. Cac chuong trinh ma hoa st dung céc
thuat todn ma hoa dé ma hoa mat khau.

2.2.2.2. Virus

Virus may tinh thuc chat chi 1a mot chuong trinh may tinh c6 kha nang ty
sao chép chinh né tir d6i twong lay nhiém nay sang ddi twong khéac (ddi tuong c6
thé 1a cé4c file chuong trinh, vin ban, dia mém...), va chuong trinh d¢6 mang tinh

pha hoai. Virus ¢ nhiéu cach lay lan va tat nhién ciing c6 nhiéu cach pha hoai,
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nhung chi can ban nhé ring d6 14 moét doan chuong trinh va doan chuong trinh

d6 dung dé phuc vu nhitng muc dich khéng tot.
2.2.2.3. Sniffer

Dbi voi bao mat hé théng sniffer dugc hiéu 1a cac cong cu (c6 thé la
phan ciing hoic phan mém) "bat" céc théng tin luu chuyén trén mang va tir cac
théng tin "bat" dwgc d6 dé liy duoc nhirng théng tin cd gia tri trao ddi trén
mang.

Phuong thac tin cdng mang dwa vao cac hé théng sniffer 1a rat nguy
hiém vi né duoc thuc hién & cac tang rat thap trong hé théng mang. Véi viéc
thiét lap hé thong sniffer cho phép 1dy duoc toan bo cac thong tin trao doéi trén
mang. C4c théng tin d6 cd thé Ia:

- Céc tai khoan va mat khau truy nhap

- Cac théng tin ndi bo hoac co gia tri cao...

Tuy nhién viéc thiét 1ap mot hé thong sniffer khong phai don gian vi can
phai xdm nhap dugc vao hé théng mang d6 va cai dat cac phan mém sniffer.
Pong thoi cac chuong trinh sniffer ciing yéu cau nguoi st dung phai hiéu sau vé
kién truc, cac giao thuc mang.

Han ché sniffer:

- Khdng cho nguoi la truy nhap vao céc thiét bi trén hé théng

- Quan ly cau hinh hé théng chat ché

- Thiét lap cac két ndi c6 tinh bao mat cao théng qua cac co ché mé hoa
2.2.3. Cac murc do bdo vé an toan mang

Do dic diém trén mang voi nhiéu dbi tuong su dung, phan tan vé mit dia ly
nén viéc bao vé tai nguyén tranh khoi mAt mat, bi xAm pham la van dé rat phtrc tap.
Ké vi pham trong thyc té c6 thé thim nhap vao bat ky diém nao ma thong tin ké do
quan tAm di qua hodc duoc cit gitt. Diém d6 c6 thé trén dudng truyén, tai may tram,
may chu hoic tai cac giao dién két ndi lién mang (bridge, router, gateway...)

Vi khong thé c6 mot giai phap an toan tuyét d6i nén ngudi ta phai sir dung
d6ng thoi nhiéu mirc bao vé khic nhau tao thanh nhiéu 16p rao chan dbi véi cac

hoat dong xam pham. Viéc bdo v¢€ thong tin trén mang chu yéu la bao vé céc thong
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tin cit giir trén may tinh, phan 16n trén Server, bai thé ngoai cac bién phap bao vé

vat 1y trén duong truyén, nguoi ta xay dung cac bién phép trién khai trén Server.

Arcess Login . Data Phj,rsm?a_l Firewalls
Rights Password nagphion Protection

Hinh 9 : Rao chdn bdo vé thong tin trén mang.
2.2.3.1. Access Rights

Lép bao vé trong cung 14 quyén truy cdp nham kién soat cac ngudn tai nguyén
clia mang va quyén han trén tai nguyén dé. Di nhién kiém soat cac cau trac dir lidu
cang chi tiét cang tot. Vi sy hd tro ctia hé diéu hanh, viéc kiém soat hién tai thudng
& muc tép. Dé truy cap vao mot thu muc, tép tin ngudi ding phai c6 duge quyén

truy xuat cac d6i twong do, cac quyén nhu read, write, modify, read and execute...
2.2.3.2. Login/Password

Pay ciing 1a kiém soat quyén truy cdp nhung khong phai truy nhap ¢ mic
thong tin ma & muc hé théng (ding nhap mang). Mic kiém soat nay phd bién vi né
don gian, it phi ton va rat hiéu qua. Mdi nguoi sir dung ké ca ngudi quan tri mudn
vao mang dé sir dung tai nguyén, trudc tién phai dang ky tén va mat khau trude.
Nguoi quan tri mang cd trach nhi¢ém quan 1y gidm sat moi hoat dong ctia mang. Xac
dinh quyén truy cip cta ngudi dung mang tuy theo thoi gian va khong gian (ding
nhap mang tuy theo thoi diém va vi tri khac nhau).

Giit kin duoc thong tin vé tén va mat khau cia nguoi ding sé ting cao hiéu
qua cta 16p kiém soat nay, tuy nhién thudng ngudi dung qua d& dai dé 16 tén tai
khodn truy cap mang cua minh. Cach khic phuc vi du nhu trao quyén thay doi mat
khau cho nguoi dung, ngudi quan tri chiu trach nhiém dat, thay d6i mat khau theo

thoi gian...
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2.2.3.3. Data Encription

Pé bao vé thong tin truyén trén mang, ngudi ta sir dung cac phuong phap ma
hoé4. Dit liéu duge bién ddi tur dang nhan thirc dugc sang dang khong nhan thuc
dugc theo mot thudt toan nao d6 (ma hoa) va dugc bién doi nguoc lai & noi nhan
(giai ma) dé ngudi nhan hiéu duoc thong tin. Pay 13 16p bao vé rat quan trong va

duoc st dung rong rai trong moi trudng mang.
2.2.3.4. Physical Protection

Nhim ngin can cac truy cap vat Iy bat hop phap vao hé théng mang. C6 thé vi
du cac phuong phap nhu ngin cam ngudi khong phan sy vao phong mdy, st dung

may khong 6 mém, hé thong bao dong, bao vé dudng ddy truyén tin hiéu mang...
2.2.3.5. Firewalls

Pé bao vé tir xa cho mdt may hodc mot hé théng mang may tinh nguoi ta
thuong sir dung hé théng birc tuong lra. Bire tudng Itra ¢6 chitc ning ngin chin cac
tham nhap trai phép (theo danh sach truy nhap xac dinh truéc), va tham chi co thé

loc bo cac goi tin ma ta khong mudn giri di hodc nhan vao vi 1i do nao do.
2.3. Cac bién phap bao vé mang may tinh.
2.3.1. Kiém soat h¢ thong qua logfile.

Mot trong nhitng bién phap do tim cac dau vét hoat dong trén mot hé
théng 1a dwa vao cac cong cu ghi logfile. Cac cong cu nay thuc hién ghi lai nhat
Ky cac phién lam viéc trén hé théng. Noi dung chi tiét thong tin ghi lai phu
thudc vao cau hinh ngudi quan tri hé théng. Ngoai viéc ra soat theo ddi hoat
dong, doi voi nhiéu hé thong céac thong tin trong logfile gilp ngudi quan tri
danh gi4 dugc chat luong, hiéu niang cua mang ludi.

a) Logfile lastlog:

Tién ich nay ghi lai nhitng lan truy nhap gan day ddi véi hé théng. Céc
thong tin ghi lai gdm tén nguoi truy nhap, thoi diém, dia chi truy nhap ... Céac
chuong trinh login s& doc noi dung file lastlog, kiém tra theo UID truy nhap
vao hé thong va sé& théng bao 1an truy nhap vao hé théng gan day nhat.

b) Logfile UTMP

Logfile nay ghi lai thong tin vé nhiing nguoi dang login vao hé thdng,
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thuong nam ¢ thu muc /etc/utmp. Bé xem thdng tin trong logfile ¢ thé sir dung
cac tién ich nhu who, w, finger, rwho, users.

e) Tién ich sulog

Bat cr khi nao nguoi str dung dung 1énh "su" dé chuyén sang hoat dong hé
théng dudi quyén mot user khac déu dwgc ghi log thdng qua tién ich sulog.
Nhirng théng tin logfile nay dugc ghi vao logfile /var/adm/sulog. Tién ich nay
cho phép phéat hién céac truong hop dung quyén root dé c¢d duoc quyén cia mot
user nao khac trén hé thong.

f) Tién ich cron

Tién ich cron sé ghi lai logfile cia cac hoat dong thuc hién bai Iénh
crontabs. Théng thuong, logfile cuia cac hoat dong cron luu trong file
Ivar/log/cron/log. Ngoai ra, c6 thé cau hinh syslog dé ghi lai cac logfile cua
hoat dong cron.

g) Logfile cua sendmail

Hoat dong ghi log cua sendmail c6 thé dugc ghi qua tién ich syslog.
Ngoai ra chuong trinh sendmail con co lya chon "-L + level security” véi mic
d6 bao mat tir "debug" téi “crit” cho phép ghi lai logfile. Vi sendmail la mot
chuong trinh ¢6 nhiéu bug, véi nhiéu 156 hong bao mat nén ngudi quan tri hé
théng thuong xuyén nén ghi lai logfile d6i voi dich vu nay.

h) Logfile cua dich vy FTP

Hau hét cac daemon FTP hién nay déu cho phép ciu hinh dé ghi lai
logfile sir dung dich vu FTP trén hé thong d6. Hoat dong ghi logfile caa dich vu

FTP thuong duoc st dung véi lya chon "-I".
2.3.2. Thiét ldp chinh sach bdo mdt hé théng

Trong c&c budc xay dung mot chinh sach bao mat ddi véi mot hé théng,
nhiém vu dau tién cua ngudi quan tri 1a xac dinh dwgc ddng muc tiéu can bao
mat. Viéc xac dinh nhirng muc tiéu cta chinh sach bao mat gidp nguoi st dung
biét duoc trach nhiém cua minh trong viéc bao vé céc tai nguyén théng tin trén
mang, déng thoi gilp cac nha quan tri thiét 1ap cac bién phap dam bao hitu
hiéu trong qua trinh trang bi, ciu hinh va kiém soat hoat dong cua hé théng.

Nhitng muc tiéu bao mat bao gom:
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2.3.2.1. X&c dinh doi twong can bdo vé

Pay 14 muc tiéu dau tién va quan trong nhat trong khi thiét 1ap mot chinh
sach bao mat. Nguoi quan tri hé thdng can xac dinh rd nhitng ddi tuong nao 1a
quan trong nhat trong hé théng can bao vé va xac dinh rd mac do uu tién doi
v6i nhitng dbi tuong d6. Vi du céc ddi twong can bao vé trén mot hé théng co
thé 1a: cac may chu dich vu, cac router, cac diém truy nhap hé thdng, céc
chuong trinh ¢ng dung, hé quan tri CSDL, cac dich vu cung cap ...

Trong buéc ndy can xac dinh rd pham vi va ranh gisi gitta cac thanh
phan trong hé thdng dé khi xay ra su cd trén hé thdng cé thé cd l1ap cac thanh
phan nay véi nhau, dé dang do tim nguyén nhan va cach khic phuc. C6 thé chia
cac thanh phan trén mot hé théng theo céc cach sau:

- Phén tach céc dich vu tuy theo mac do truy cap va do tin cay.

- Phan tach hé thong theo cac thanh phan vat ly nhu cac may chi

(server), router, cac may tram (workstation)...

- Phan tach theo pham vi cung cap cua cac dich vu nhu: céc dich vu bén

trong mang (NIS, NFS ...) va cac dich vu bén ngoai nhu Web, FTP, Malil ...
2.3.2.2. X&c dinh nguy co déi véi hé thong

Cac nguy co dbi véi hé théng chinh 1a cac 16 hong bao mat cua céc dich vu
hé théng d6 cung cap. Viéc xac dinh dung din céc nguy co nay gilp ngudi quan
tri c6 thé tranh dugc nhitng cudc tan céng mang, hoic c6 bién phap bao vé ding
dan. Thong thudng, mot sé nguy co ndy nam & cac thanh phan sau trén hé théng:

e C4c diém truy nhdp:

Cac diém truy nhap cua hé thdng bat ky (Access Points) thuong dong vai
tro quan trong ddi voi mdi hé thong vi day 1a diém dau tién ma nguoi sur dung
cling nhu nhitng ké tin céng mang quan tam téi. Thong thuong cac diém truy
nhap thudng phuc vu hau hét nguoi ding trén mang, khdng phu thudc vao quyén
han ciing nhu dich vu ma ngudi st dung ding. Do d6, cac diém truy nhap
thuong 1a thanh phan cé tinh bao mat 1ong 1éo. Mit khéc, d6i véi nhiéu hé théng
con cho phép nguoi sit dung ding cac dich vy nhu Telnet, rlogin dé truy nhap

vao hé théng, day Ia nhitng dich vu c6 nhiéu 16 hong bao mat.
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o Khéng kiém soat dwegc cdu hinh hé théng

Khong kiém soéat hodc mat cdu hinh hé théng chiém mot ty 1& 16n trong sb
cac 16 hong bao mat. Ngay nay, c6 mét sé luong Ion cac phan mém sir dung, yéu
cau cau hinh phc tap va da dang hon, diéu nay ciing dan dén nhirng khé khin
dé nguoi quan tri nam bat duoc cdu hinh hé théng. Pé khic phuc hién tuong
ndy, nhiéu hdng san xuit phan mém dd dua ra nhitng cau hinh khéi tao mic
dinh, trong khi @6 nhiing cau hinh nay khong dugc xem xét ky ludng trong mot
mdi truong bao mat. Do d6, nhiém vu cia ngudi quan tri 1 phai nim duoc hoat
dong cua cac phan mém su dung, y nghia cua cac file cdu hinh quan trong, ap
dung cac bién phap bao vé cau hinh nhu st dung phuong thac mi hoda
hashing code (MD5).

o Nhitng bug phan mém si dung

Nhitng bug phan mém tao nén nhiing 15 hong cua dich vu 1a co hoi cho cac
hinh thic tan cong khac nhau xam nhap vao mang. Do do, ngudi quan tri phai
thudng xuyén cap nhat tin tac trén cac nhom tin vé bao mat va tir nha cung cap
phan mém dé phat hién nhing 15i cia phan mém st dung. Khi phat hién c6 bug
can thay thé hoic ngung sir dung phan mém dé chd nang cap 1én phién ban tiép
theo.

¢ Nhizng nguy co trong ngi by mang

Mot hé théng khdng nhitng chiu tin cdng tir ngodi mang, ma co6 thé bi tin
cdng ngay tir bén trong. C6 thé 1a vo tinh hoic ¢d Y, cac hinh thic pha hoai bén
trong mang van thudng xay ra trén mot s hé théng 16n. Cha yéu véi hinh thuc
tan cong & bén trong mang la ké tan céng co thé tiép can vé mat vat ly déi véi céc
thiét bi trén hé thdng, dat duoc quyén truy nhip bat hop phép tai ngay hé théng
d6. Vi du nhiéu tram lam viéc c6 thé chiém duoc quyén sir dung néu ké tan cong
ngdi ngay tai cac tram lam viéc do.

2.3.2.3. X&c dinh phuwong an thurc thi chinh sach bdo mdt

Sau khi thiét 1ap dugc mot chinh sach bao mat, mot hoat dong tiép theo la
lwa chon cac phuong an thuc thi mot chinh sach bao mat. Mot chinh sach bao
mat 1a hoan hao khi n6 c¢6 tinh thyc thi cao. Bé danh gié tinh thyuc thi nay,c6 mot

sb tieu chi dé lva chon d6 13
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- Tinh ddng dén
- Tinh than thién

- Tinh hiéu qua
2.3.2.4. Thiét lap cac qui ticlthii tuc

e Céc thai tuc doi véi hoat dng truy nhdp bat hop phap

Sir dung mét vai cdng cu ¢ thé phat hién ra cac hanh dong truy nhép bat
hop phap vao mot hé théng. Cac cong cu nay cé thé di kém theo hé diéu hanh,
hodc tir cac hang san xuit phan mém thr ba. Day 1 bién phép pho bién nhat dé
theo ddi cac hoat dong hé théng.

- Cac cong cu logging: hau hét cac hé diéu hanh déu hd trg mot s luong 16m
cac cdng cu ghi log véi nhiéu théng tin bo ich. Bé phat hién nhitng hoat dong
truy nhap bat hop phap, mot sé qui tic khi phan tich logfile nhu sau:

+ So sanh cac hoat dong trong logfile voi cac log trong qua khtr. Péi véi
cac hoat dong théng thudng, cac thdng tin trong logfile thuong c6 chu ky gidng
nhau nhu thoi diém nguoi st dung login hoac log out, thoi gian str dung céc dich
vu trén hé théng...

+ Nhiéu hé théng st dung céc théng tin trong logfile dé tao héa don cho
khach hang. Co thé dya vao cac thong tin trong hoa don thanh todn dé xem xét
cac truy nhap béat hop phap néu thdy trong héa don d6 cd nhitng diém bat
thuong nhu thoi diém truy nhap, sé dién thoai la ...

+ Dya vao cac tién ich nhu syslog dé xem xét, dic biét 1a cac théng bao 15i
login khdng hop 1¢ (bad login) trong nhiéu lan.

+ Duya Va0 cac tién ich kém theo hé diéu hanh dé theo ddi cac tién trinh
dang hoat dong trén hé théng; dé phéat hién nhitng tién trinh la, hoic nhitng
chuong trinh khai tao khéng hop 1€ ...

- Sir dung cac cbng cu gidm sat khac: Vi du st dung céc tién ich vé
mang dé theo ddi cac luu lwong, tai nguyén trén mang dé phat hién nhiing diém
nghi ngo.

e CAc thii tuc bdo vé hé thong

- Thu tuc quan ly tai khoan nguoi str dung.

- Thu tuc quan ly mat khau.
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- Thi tuc quan 1y cau hinh hé thong.
- Thu tuc sao luu va khéi phuc dir liéu.

- Tha tuc bao céo su cb.
2.3.2.5. Kiém tra, ddanh gid va hoan thién chinh sach bdo mat.

Mot hé thdng ludn c6 nhiing bién dong vé cau hinh, céc dich vy sir
dung, va ngay ca nén tang hé diéu hanh st dung, céc thiét bj phan ctng .... do
vay nguoi thiét 1ap cac chinh sach bao mat ma cu thé 1a cac nha quan tri hé
théng ludn ludn phai ra sdat, kiém tra lai chinh sach bao mat dam bao luén phu
hop véi thuc té. Mat khac kiém tra va danh gia chinh sach bao mat con gilp
cho céc nha quan Iy cé ké hoach xay dung mang ludi hiéu qua hon.

o Kiém tra, danh gia

Cong viéc nay duogc thyc hién thuong xuyén va lién tuc. Két qua cia mot
chinh sach bao mat thé hién rd nét nhat trong chat luong dich vu ma hé thong
d6 cung cap. Dua vao do c6 thé kiém tra, danh gia dugc chinh sach bao mat dé
la hop ly hay chwa. Vi dy, mot nha cung cap dich vu Internet cé thé kiém tra
duoc chinh sach bao mat caa minh dya vao kha nang phan tng ciia hé thong khi
bi tin cbng tir bén ngodi nhu cac hanh dong spam mail, DoS, truy nhap hé
théng trai phép ...

Hoat dong danh gid mot chinh sach bao mat cé thé dya vao mot sé tiéu chi
sau:

- Tinh thyc thi.

- Kha nang phat hién va ngan ngtura cac hoat dong pha hoai.

- Céc ¢dng cu hitu hiéu dé han ché cac hoat dong phé hoai hé thong.

e Hoan thién chinh sach bao mdt

Tir c4c hoat dong Kiém tra, danh gia néu trén, cac nha quan tri hé thong cé
thé rat ra dugc nhitng kinh nghiém dé c6 thé cai thién chinh sach bao mat hitu
hiéu hon. Cai thién chinh sach c6 thé I1a nhitng hanh dong nham don gian cong
viéc ngudi st dung, giam nhe do phic tap trén hé théng ...

Nhitng hoat dong cai thién chinh sach bao mat c6 thé dién ra trong sudt thoi
gian ton tai cua hé théng d6. N6 gin lién véi cac cong viéc quan tri va duy tri hé

théng. Pay ciing chinh 1a mot yéu cau trong khi xay dung mét chinh sach bao
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mat, can phai luén ludn mém déo, c6 nhitng thay doi pha hop tly theo diéu kién

thuc té.
2.3.3. Str dung hé théng firewall
2.3.3.1. Gioi thiéu Firewall

Firewall 12 thiét bi nham ngan chan su truy nhap khdng hop Ié tir mang
ngodi vao mang trong. Hé théng firewall thuong bao gém ca phan cuang va
phan mém. Firewall thuong duoc ding theo phuong thirc ngian chan hay tao
cac luat ddi vai cac dia chi khac nhau.

Mot FireWall bao gdm mot hay nhiéu thanh phan sau :

+ B0 loc packet (packet- filtering router).

+ Cong ung dung (Application-level gateway hay proxy server).

+ Cong mach (Circuite level gateway).
2.3.3.2. Cac chirc nang co ban cua Firewall

Chtrc nang chinh caa Firewall 1a kiém soét ludng théng tin gita mang can
bao vé (Trusted Network) va Internet thdng qua cac chinh sach truy nhap da
duoc thiét lap.

- Cho phép hoic cam céc dich vy truy nhap tir trong ra ngoai va tir ngoai vao
trong.

- Kiém soat dia chi truy nhap, va dich vu sir dung.

- Kiém soat kha nang truy cap nguoi st dung gitta 2 mang.

- Kiém soat noi dung thdng tin truyén tai gitta 2 mang.

- Ngan ngira kha nang tan cong tir cic mang ngoai.

Xay dung firewalls 1a méot bién phdp kha htru hiéu, né cho phép bao vé va
kiém soét hau hét cac dich vu do d6 dugc ap dung phd bién nhat trong cac bién
phdp bao vé mang. Thong thuong, mot hé thong firewall 1a mot cong

(gateway) giira mang noi bo giao tiép vi mang bén ngoai va nguoc lai
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CHUONG III

TiM HIEU VE HE PIEU HANH WINDOWS SERVER 2003

3.1. Gi6i thiéu h¢ diéu hanh Windows Server 2003
3.1.1. Gidi thiéu hé diéu hanh Windows Server 2003

Windows Server 2003 1a hé diéu hanh mang, ching ta c6 thé dung Windows
Server 2003 d¢ trién khai cac hé théng Domain Controller quan tri tai nguyén va
nguoi ding cho mot cong ty hay xay dung cac Web Server manh mé, t6 chiic cac

File Server luu trit dir liéu,cung cip céac dich vu cho ngudi ding ...
3.1.2. Céc phién bdn ciia hg hé diéu hanh Windows Server 2003

- Windows Server 2003 Web Edition: t6i wu danh cho cac may cha web

- Windows Server 2003 Standard Edition: ban chuan danh cho cac doanh
nghiép, cac to chirc nho dén vira.

- Windows Server 2003 Enterprise Edition: ban nang cao danh cho céc to
chuc, cac doanh nghiép vira dén 16n.

- Windows Server 2003 Datacenter Edittion: ban danh riéng cho cac to chuc
16n, cac tap doan vi du nhu IBM, DELL....

3.1.3. Nhéiing diém méi ciia ho hé diéu hanh Windows Server 2003

- Kha ning két chum cac Server dé san sé tai (Network Load Balancing
Clusters) can bang luu lugng IP dén cac nut trong mot cluster.

- HO tro tot h¢ diéu hanh Windows XP nhu: Hiéu dugc chinh sach nhém
(group policy) duoc thiét 1ap trong Windows XP, c6 bd cong cu quan tri ddy di cac
tinh nang chay trén Windows XP.

- Tich hop tinh ning co ban ciia Mail Server : Ddi véi cac cong ty nho khong
da chi phi mua Exchange dé xdy dung Mail Server, c6 thé st dung dich vu
POP3(Post Office Protocol) va SMTP (Simple Mail Transfer Protocol) dugc tich
hop san trong Windows Server 2003 dé 1am hé thong mail don gian phuc vu cho

cong ty.
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- IPSec la mot cai tién méi cho phép cac may bén trong mang noi bd thyc hién
cac két ndi peer-to-peer dén cac may bén ngoai internet, cac thong tin duoc truyén
gifta cic may nay co6 thé duge ma hoa hoan toan.

- B sung tinh ning NetBIOS over TCP/IP cho dich vu RRAS (Routing and
Remote Access) cho phép duyét cac may tinh trong mang nhung & xa thong qua
cong cu Network Neughborhood.

- HJ trg cong tac quan tri tir xa do Windows Server 2003 cai tién RDP
(Remote Desktop Protocol) c6 thé truyén trén duong truyén 40Kbps. Web admin
gitp nguot dung quan tri server tur xa thong qua dich vu web mot cach truc quan va
dé dang.

- Internet Information Services (IIS) 6.0: D¢ ting an toan cho Web server, IIS
6.0 duoc cdu hinh cho sy bao mat tbi da. IIS 6.0 va Windows Server 2003 cung cép
giai phap Web server dang tin cay, hiéu qua, két ndi thong subt va tich hop nhét voi
su chiu dung 16i, yéu cau hang doi, giam sat img dung, vong 1ap chu ky tng dung tu
dong, cat giit (caching). IIS 6.0 cho phép ban quan 1y doanh nghiép an toan trén
mang.

- Internet Protocol version 6 (IPv6) : Day 1a giao thic Internet phién ban 6.
IPv6 [4] 1a thé hé ké tiép cua cac giao thirc ting Internet cta bo giao thirc TCP/IP.
IPv6 giai quyét nhitng van dé hién tai cua IPv4, (giao thirc Internet dang sir dung)
vé van dé thiéu hut dia chi, an toan bao mat, tu dong c4u hinh, kha nang mo rong.

- Nhitng bd sung cho Group Policy : Nhitng cai tién méi cho Group Policy
(chinh sach nhém) trong Windows Server 2003 gifip nguoi quan tri diéu khién
thong qua da sb cac thiét 1ap cau hinh mang. Ching han, ngudi quan tri bay gio c¢6
thé cau hinh mot sd thiét 1ap DNS client trén cac may tinh chay Windows Server
2003 c6 sir dung Group Policy. Tinh ning Group Policy c6 thé dugc sir dung dé cho
phép hay han ché su truy cép cdu hinh ngudi dung t6i nhitng thanh phan c4 nhan

cua giao dién nguoi dung mang.
3.2. Cac dich vu mang ciia hé diéu hanh Windows Server 2003
3.2.1 . Active Directory
3.2.1.1. Gidi thi¢u vé Active Directory

Active Directory 1a noi luu trir cac thdng tin vé tai nguyén khac nhau trén
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mang. C4c tai nguyén duoc Active Directory luu trir va theo déi bao gdm File
Server, Printer, Fax Service, Application, Data, User, Group va Web Server. Thong
tin no luu trir dugc st dung va truy cap cac tai nguyén trén mang. Su khac nhau
gitra Active Directory va Active Directory Service d6 la cac hinh thic luu trir va
quan ly théng tin tai nguyén.

Théng qua Active Directory ngudi dung c6 thé tim chi tiét caa bat ky mot tai
nguyén nao dua trén mot hay nhiéu thuoc tinh cua nd. Vi vay ma khong can phai
nhé tit ca duong dan va dia chi noi tai nguyén dang duoc dinh vi, mdi thiét bi va
tai nguyén trén mang s& duoc anh xa dén mot tén c6 kha nang nhan dién day du vé
no. Tén nay sé duoc luu trir lai trong Active Directory cung vaéi vi tri nguyén thuy
cua tai nguyén. Nguoi sir dung c6 thé truy cap dén tai nguyén nay néu ho dugc

phép théng qua Active Directory .
3.2.1.2. Chirc nang Avtive Directory

- Chure nang chinh cua Avtive Directory 1a :

+ Luu trit 1 danh sach tap trung cac tén tai khoan nguoi dung, mat khau twong
ung va cac tai khodn may tinh.

+ Cung cip mot Server dong vai tro chimg thuc (Authentication Server) hoic
Server quan ly dang nhdp (Logon Server), Server nay con dugc goi la Domain
Controller (may diéu khién ving).

+ Duy tri mot bang huéng din hoic mot bang chi muc (Index) giup cic may
tinh trong mang c6 thé do tim nhanh mot tai nguyén nao do trén cac may tinh khac
trong vung.

+ Cho phép chiing ta tao ra céac tai khoan ngudi dung véi nhitng mirc do quyén
khac nhau.

+ Cho phép chung ta chia nhé mién ciia minh ra thanh cic mién con (Sub
Domain) hay cac don vi to chic OU (Organizational Unit). Sau d6 chung ta c6 thé

lly quyén cho cic quan tri vién bo phan quan 1y timg bd phan nh.
3.2.1.3. Hé théng Avtive Directory
- Hé théng Active Dicrectory bao gom cau tric logic va cau trac vat 1y :

3.2.1.3.1. Céu tritc Logic

a. Domain
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Domain 1a phuong tién dé quy dinh tip hop nhitng ngudi ding, may tinh, tai
nguyén, chia sé c6 nhitng quy tic bao mat gidng nhau tir 6 giup cho viéc quan 1y
cac truy cap vao cac Server dé dang hon. T4t ca cdc may tinh trong domain chia sé
chung mot co s dir liéu Active Directory.

Muc dich chinh cua viéc tao domain la tao mot ranh gidi an toan trong mot
mang windows 2003. Nguoi quan trj domain diéu khién cac may tinh trong
domain. Chi trir khi dugc gan quyén, néu khong thi ngudi quan tri mang trong
domain nay khéng thé diéu khién cac domain khac. Mdi mot domain thi c6 cac
quén va cac chinh sach an toan riéng, né duoc thiét 1ap bai nguoi quan tri.

Domain dap g 3 chirc ndng chinh nhu sau:

+ Pong vai tro nhu mot khu vuc quan tri ( Administrative Boundary) cac doi
tuong, 13 tp hop cac dinh nghia quan tri cho cac ddi twong chia sé nhu: ¢6 chung 1
co sO dit liéu thu muc, cac chinh sach bao mat, cic quan hé uy quyén VOl cac
Domain khéc.

+ Cung cap cac Server du phong 1am chuc nang diéu khién ving ( Domain
Controller), dong thdi dam bao cac thong tin trén cac Server nay dugce dong bo véi
nhau.

+ La trung tdm cia mang Windows Server 2000 va Windows Server 2003.
Cac may diéu khién ving (Domain Controller) hodc 1& PDC (Primary Domain
Controller) hodc 1a BDC (Backup Domain Controller), dugc goi 1a DC. Theo mac
dinh, tit c& Windows Server 2003 khi cai dit déu 1a Server doc lap (Stand - Alone
Server).

b. Organizational unit

La nhitg don vi to chtrc. C6 thé chtra cac user, account, group.. Vi du, khi
thiét ké mot hé thong thi chiing ta khao sat hé théng d6 c6 bao nhiéu phong ban, bd
phan. Dua trén két qua khao sat nay s& tao nhitng OU tuong tng v6i cac phong ban.

- Trong OU, ta sé& tao ra cac group ( c6 thé 1a gourp quan 1y va group nhan
vién, déu thudc OU). Sau d6 ta s& tao ra cac user thudc cac group tuong Gng.

- Trong OU c¢6 thé chira :

e User: la cac tai khoan nguoi dung.

- Khi cai dat Active Directory sé c6 mot s6 tai khoan built-in duoc tao ra nhu

Administrator 12 ngudi cé toan quyén quan tri hé théng. Backup operator 1a nhém
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va ngudi dung c6 kha ning backup va restore dit liéu ctia hé thong ma khong cin
nhing quyén han hop 18 ddi v6i nhitng dir liéu nay.

- Tuy nhién dé cac nhan vién trong mot to chic c6 thé st dung tai nguyén va
dang nhap (log-in) vao Domain thi ngudi quan tri cAn phai tao nhitng tai khoan hop
16, va cap phat cho ngudi sir dung. Cac user s& dung nhitng tai khoan dugc cip boi
Administrator dé log-in va Domain. Va truy cdp dit liéu trén file Server hay cic
dich vu khac.

e Group: 1a mdt tdp hop nhitng nguoi dung c6 nhitng dac tinh chung, vi du
nhu cac nhin vién cia mot phong ban cd quyén truy cép 1én cung mot folder hoic
¢6 quyén in cling mdt may in.

e Computer Account : dugc tao ra dé quan Iy mot may tinh cu thé trong

mang.
c. Domain Tree

Domain Tree 1 cu triic bao gdm nhiéu domain dugc sip xép c6 cap bac theo
cAu trac hinh cdy.Domain tao ra dau tién duoc goi 13 domain root va ndm & gbc ciia
cay thu muc. Tét ca cac domain tao ra sau s& nam bén dudi domain root va duoc
goi la domain con (child domain). Tén cta cac domain con phai khac bi¢t nhau. Khi
mot domain root va it nhat mot domain con duoc tao ra thi hinh thanh mot cay

domain.

Cay Domain

sales. mcmeose.com festing. mocmecse.com

domain con

Hinh 10: M hinh cay domain

d. Domain Forest:
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Forest (rirng) duoc xdy dung trén mot hoic nhidu Domain Tree, nodi cach khac
Forest 12 tip hop cac Domain Tree cé thiét 1ap quan hé va uy quyén cho nhau.
Rung

mm;'é:\
3 - £z 2

aal s Mmomcse cam tenting mcmocse com

techmwgls.com / /\ xy zabc.com
| & £ & |

training sales. osco. testing compta . touting
momose com momose corm moamcese com
sty
corplechtutonals. com admin.xyzabc com
-
oc etc otc etc

Hinh 11 : M6 hinh Domain Forest
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3.2.1.3.2. Céu tritc vat Iy .

a. Sites.

Mot site 1a mot sy két hop cua mot hoic nhiéu cac subnet IP ma né duogc két
ndi bai cac dudng truyén téc do cao. CAc site dwoc dinh nghia dé tao ra sy thuan
loi dic biét cho chién lugc truy cap va nhan ban mot Active Directory. Cac muc
dich chinh cua viéc dinh nghia co thé ké ra dudi day:

e Cho phép cac két ndi tin cay va tbc do cao giira cac domain controller.

e T4i wu viéc truyén tai trén mang.

Sy khac nhau co ban giita site va domain d6 1a domain mé ta ciu trac logic
cua su to chuc mang trong khi d6 site md ta cau tric vat Iy mang. Theo trén thi cu
trdc logic va cau trdc vat ly cia Active Directory Ia tach roi nhau. Vi thé,

e Khong can c6 sy twong quan giita cdu tric vat Iy cua mang va cau tric
domain cua no.

o Khdng gian tén cua site va domain khdng can twong quan.

e Active Directory cho phép nhiéu site trong mot domain ciing giéng nhu
nhiéu domain trong mot site

Khéng gian giira tén logic chira cac Computer, cdc domain va cac OU, khéng
cO céac site. Mot site chara thdng tin vé cac ddi tugng computer va cac ddi tuong
connection

b. Domain Controller.

Domain controller 1a mot may tinh chay windows 2003 server va no chtra 1
ban sao cua Active Directory. Co sé dit liéu chira cac thdng tin vé domain cuc bd.

C6 thé ¢ nhiéu hon mot domain controller trong mot domain. Tat ca céc
domain controller trong domain déu duy tri mot ban sao active directory.

Céc chirc nang khac nhau domain controller bao gom :

e Duy tri mot ban sao cua co s¢ dit liéu directory.

e Duy tri cac théng tin cua Active Directory.

o Nhan ban cac thong tin duoc cap nhat dén cac domain controller trong
domain.

e Quan ly va gilp d& nguoi st dung trong viéc tim kiém cac ddi twong

trong Active Directory. N6 kiém tra tich hop 1¢ cua viéc logon cua nguoi Sir
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dung truy cap tai nguyén duoc yéu cau.

e Cung cap kha nang chiu I3i trong méi truong da domain controller
3.2.1.3.3. Nhitng cong cu qudn ly Active Director.

Nhitng cong cu quan Iy Active Directory thudng cung cip & dang Snap-in cho
MMC (Microsoft Management Console).

+ Active Directory users and Computer: quan tri nguoi dung, nhom, may tinh,
va don vi t6 chirc.

+ Active Directory and Trusts: dung lam viéc vé6i vung, hé ving phan cip, tip
hop hé ving phan cap.

+ Active Directory Sites and Services : quan 1y Site va mang con.
3.2.2 . Domain Name System (DNYS)
3.2.2.1. Gigi thi¢u vé DNS

DNS la mot co s¢ dir liéu phan tan dugc dung dé dich tén may tinh (host
name) thanh dia chi IP trong cac mang TCP/IP. Bé cung cdp maot cau tric phan
cap cho co s dit lieu DNS nguoi ta cung cip mot luge dd danh tén duoc goi 1a
khong gian tén mién. Mién gdc (root domain) la muc dinh cia cau trdc tén mién
duoc ky hiéu mot dau cham (.). Mién muac dinh duoc dat dudi mién goc va ching
duogc dai dién cho kiéu cua té chirc, chang han com hay edu hay org hoic né cé thé
la mot dinh danh dia Iy nhu vn (Viét nam). Cac mién muc thir 2 dugc dang ky cho
tén c4c to chuc khac hay cac nguoi sir dung don 1é. Ching cé thé chira ca hai:
cac may tinh/tai nguyén (host) va cac mién con (subdomains).

Mot s6 loai tén mién:

e COM — Commercial : Té chikc thwong mai

e EDU — Educational : Té chitc gido duc

o GOV - Government : Co quan chinh phu

e MIL — Military : Nhom quan su

e NET — Network : Trung tam thong tin mang

e ORG — Organizations : Cdc té chirc khdc

e INFO — Information : Cung cdp théng tin

e Trong tiéu chudn ISO3166 quy dinh néu cé hai ky t thi day dwoc sir
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dung xdc dinh tén mién thuéc quéc gia nao (vn,sg,ca,ukjp ...)

Bai hoc
Hang Hai

Hinh 12 : Mé hinh minh hoa sw phdn cdp

3.2.2.2. Qudn Iy tén mién

Cac may tinh thuc hién quan 1y tén mién dugc goi 1a DNS Server. Mdi tén
mién khi dang ky phai dugc luu trit trén moét DNS Server. Quan 1y tén mién dugc
thuc hién thong qua co ché phan cip. Cap cao nhat 13 cac Root Server. Trén thé
gi61 hién nay c6 khoang 13 Root Server

Phan loai DNS Server

«Primary server

Noi xac thuc thong tin vé dia chi IP va tén mién chinh thtec.

«Secondart server

Noi luu trir du phong co s& dit liéu tén mién cho céc Primary server

«Caching only server

Noi luu trit céc dia chi tén mién trén bd nhé cache nham ting tdc truy van tén
mién.

3.2.2.3. Name Resolution

Tién trinh dich tén may thanh dia chi IP twong @ng duoc goi la Dich Tén.Vi
du khi chdng ta truy cap vao website www.microsoft.com. Dia chi website nay sé
duge DNS dich va cung cap dia chi IP twong tng dé dinh vi may tinh trén mang.
May chu tén trong vung co trach nhiém dich tén nay bai vi no luu trit anh xa tén -

dia chi IP. Mot may chu tén chi ¢ thé xir ly truy van dich tén cho ving ma né
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dugc cip quyén trén d6. May cha tén luu lai két qua cua viéc dich tén dé giam tai

trén may chu DNS. Cac may chu tén c6 thé thuc hién truy van sau:
3.2.2.3.1. Forward Lookup Query

M6t truy van tim kiém chuyén tiép dich mot tén dé c6 duoc dia chi IP lién

quan. May khach giri mot yéu cau dén dia chi www.microsoft.com dén may chu

tén dia phuong.May chu tén dia phuong dau tién s& kiém tra trong tap tin co so di
liéu ving ma né dang giit.Néu khong tim thay &nh xa tén - dia chi IP theo yéu cau
nd s& chuyén truy van d6 dén mot may cha tén géc.May chu tén gdc kiém tra anh
xa d0 trong tap tin co s dir liéu ving va gii mot tham chiéu may cha tén Com.Sau
d6 may trinh tén truy van may chii tén Com dé dich tén.May chu tén Com tra vé mot
tham chiéu may chu tén Microsoft.Sau d6 May cha tén cuc bo s& chuyén truy

van dén may chu tén Microsoft va no tra vé dia chi IP cia www.microsoft.com .

May chii tén cuc bo sau d6 s& chuyén dia chi IP ndy cho may khach dé ding n6

truy cap dén www.microsoft.com.

3.2.2.3.2. Reverse Lookup Query

Tién trinh nay dich mét dia chi IP thanh tén twong @ng.. Mot sé cha y vai
mién :

e Tén cua cac mién con dua co sé trén dia chi IP

e Céc octet dia chi IP dugc luu theo thir tu nguoc lai.

e Viéc quan tri cua c&c mién con dugc thuc hién dya trén co sé cua cac dia

chi IP va dia chi mang con.
3.2.3 . Dich vu DHCP (Dynamic Host Configuration Protocol)

DHCP tu dong gan dia chi IP va sé dam bao viéc quan ly cac dia chi IP nay.
DHCP sir dung mat tién trinh tao dia chi cho muén dé gan dija chi IP cho cac may
tinh khach chi trong mot khoang thoi gian xac dinh. Do DHCP 1a mét tién trinh
cung cap IP dong nén cac may khach s& cap nhat hoic 1am méi cac dia xin cap
cua ching tai cac khoang thoi gian déu din. TCP/IP ¢6 thé dugc cau hinh ty dong
hodc tha cong. Viéc cau hinh ty dong TCP/IP duoc thuc hién bang cach str dung
DHCP.
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3.2.4 . Internet information services (I11S)

1S 1& mot ang dung trén Windows, né cho phép chay cac ung dung nhu
Web sites, FPT sites, va Application Pools trén nd. 11S 6.0 ¢ sin trén tat ca céac
phién ctia Windows Server 2003, 11S 6.0 trén Windows 2003 dwoc nang cap
tr 11S 5.0 cua Windows 2000. 11S 6.0 cung cap mot sé dac diém méi gidp
tang tinh nang tin cay, tinh nang quan ly, tinh nang bao mat, tinh nang mé

rong va tuong thich véi hé théng mdi.
3.2.5. FTP Server- File Transfer Protocol Server

File Transfer Protocol 12 mot phuong phap truyén file tir hé théng mang
may tinh nay dén hé théng mang may tinh khac giéng nhu ta ngdi trén mang
LAN.

3.2.6. Mail Server

Mail Server 1a mét chuong trinh phan mém dung dé quan Iy cac Mail client.
Co hai dang Mail Server d6 la Mail Online va Mail Offline.

Mail Online: Do nha cung cap tr quan ly va nguoi st dung chi can cau
hinh Mail client

Mail Offline: Nguoi quan tri phai quan ly va tao ra cac account cho nguoi
ding, loai mail ndy sir dung phd bién c6 hai loai 1a& Mdeamon va Exchange
Windows Server 2003 mic dinh duoc tich hop san mét tng dung quan ly Mail
Server d6 1a dich vu POP3. Loai dich vu ndy sir dung giao thirc POP3 va SMTP dé
giri va nhan Mail. POP3 c6 c6ng mic dinh 1a 110 va SMTP ¢6 céng mic dinh 1a 25.
Nguoi ding mail client s& quan Iy va st dung Mail client bang chuong trinh

Outlook Express
3.2.7. Remote access services

Windows 2003 server cho phép cac client tir xa dé két ndi t6i server truy
cap tir xa bang cach s dung mot sé cac thiét bi phan citng modem, Integrated
Services Digital Network (ISDN) adapter va Digital Subscriber Line (DSL)
modem. Truy cap tir xa chay Routing and Remote Access ¢ kha nang hd trg cac
giao thuc khac nhau cho truyén tai dir liéu va giao thicc VPN. Mot giao thuc truy

cap tir xa nhu PPP duoc s dung cho viéc két ndi dén céac server truy cap tir xa.
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Server truy cap tir xa la mot may tinh, n6 dang chay Windows 2003 va ho tro
RRAS. N6 xac thuc cac user va cac phién truy cap tir xa cho dén khi user hoan
thanh phién cia nguoi quan tri mang. Vai tro cta server truy cap tir xa la mot
gateway cho viéc gui dir liéu giita cac clietn va LAN. Client gti dir liéu dén va
nhan dir liéu tir server truy cap tir xa. Str dung giao thirc nhu TCP/IP dir liéu duoc
ma hod va sau d6 né dugc goi tron trong giao thuc truy cap tir xa. Hai loai két

ndi truy cap tir xa duoc cung cap boi Windows 2003 truy cip tir xa.
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CHUONG IV
TIM HIEU THIET KE MANG LAN

4.1. Cac buéc thiét ké mang LAN
4.1.1. Phén tich yéu cau

— Xac dinh myc tiéu sir dung LAN: ai str dung LAN va yéu cau dung luong
trao doi dir liéu, loai hinh dich vy, thoi gian dap ung,...; yéu cau phat trién cua
LAN trong tuong lai; xac dinh chu s¢ hitu va quan tri LAN.

— Xa&c dinh s6 luong nGt mang hién thoi va twong lai (rat I6n trén 1000 ndt,
vira trén 100 nGt va nho dudi 10 nat). Trén co so sd lugng nit mang, ching ta
c6 phuong thic phan cap, chon ki thuat chuyén mach, va chon thiét bi chuyén
Mach.

— Duya vao md hinh phong ban dé phan doan vat ly dam bao hai yéu cau an
ninh va dam bao chat luong dich vu.

— Dua vao mé hinh topo lua chon cong nghé di cap.

— Du béo cac yéu cau mé rong.
4.1.2. Lwa chon phén cieng

Dua trén cac phan tich yéu cau va kinh phi du kién cho viéc trién khai, chiing
ta s& lva chon nha cung cap thiét bi tét nhat nhu 1a Cisco, Nortel, 3COM, Intel ...
Céc cdng nghé c6 kha ning md rong. Phan ctmg chia 1am 3 phan: ha tang két ndi
(hé thong cap), cac thiét bi két ndi (hub, switch, bridge, router), cac thiét bi xu ly

(c4c loai server, cac loai may in, cac thiét bi luu tri,..)
4.1.3. Lwa chon phin mém

- Lua chon hé diéu hanh Unix (AIX, OSF, HP, Solaris, ...), Linux ,
Windows dya trén yéu cau vé xu ly sé luong giao dich, dap tng thoi gian thuc,
kinh phi, an ninh an toan.

- Lua chon cac cdng cu phat trién phan mém wng dung nhu cac phian mém
quan tri co so dir liéu (Oracle, Informix, SQL, Lotusnote, ...), c&c phan mém

portal nhu Websphere, ...
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- Luwa chon cac phan mém mang nhu thu dién ti ( Sendmail, PostOffice,
Netscape, ...), Web server ( Apache, IIS, ...),

- Lua chon c&c phin mém dam bao an ninh an toan mang nhu phan mém
twong lra (PIX, Checkpoint, Netfilter, ..), phin mém chdng virut
(ViruswWall, NAV, ...), phan mém chdng dot nhap va phan mém quét 156 hong an
ninh trén mang.

- Lya chon cac phan mém quan 1y va quan tri mang.

4.1.4. Panh gid khé ning

- Dua vao thdng tin da dugc xac minh cua cac hang co uy tin trén thé gisi.

- Thuyc hién thir nghiém va kiém tra trong phong thi nghiém cia cac chuyén
gia.

- DPanh gia trén mo hinh thr nghiém.

4.1.5. Tinh toan gia thanh

Gia thanh thap dam bao cac chi tiéu ky thuat, cac yéu cau cua ung dung, tinh
kha ma ciia hé théng.

4.1.6. Trién khai pilot

Trién khai & quy md nho nhung vin minh hoa dugc toan bo cac yéu cau
vé k¥ thuat, yéu cau vé tng dung lam co so cho viéc danh gia kha niang va gia

thanh cua mang trudc khi trién khai trén dién rong.
4.2. C4c van dé can luu y

Khi thiét ké mot hé théng LAN ta can chd y nhitng hang muc can thuc sau
day, gitp cho viéc dinh hudéng ding tac thiét ké xay dung 1 hé théng mang LAN.

e Chi phi téng thé cho viéc dau tu trang thiét bi cho toan hé théng.

e Nhitng yéu cau that can thiét cho hé théng mang tai thoi diém xay dung
va nhitng ké hoach ma rong hé thong trong tuong lai.

o Khao sat hién trang dia hinh, dia ly, cach bé tri phong ban.

e Can nhic &p dung kiéu kién tric, cong nghé mang thuc sy can thiét trong
thoi gian hién tai va tuong lai.

o Khao sat va lua chon ISP hoi tu nhitng diéu kién tét nhat cho mang LAN
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cua minh.

Lén ké hoach tién do thi cong, thuc hién toan bo cong trinh.

Lap ké hoach sir dung tai chinh.

Lap ké hoach chuén bi nhan lyc.

Lap bang thdng ké chi tiét cho viéc trién khai dau tu trang thiét bi.

M6 hinh héa hé théng mang bang phan mém Visio.

e Trién khai cong trinh, quyét tdm thuc hién cho bang duoc ké hoach dua

ra voi thoi gian som nhét,

4.3. Nhirng y&u cau chung cia viéc thiét ké mang

Mot hé thong mang LAN sau khi thiét ké xong phai thoa man céac diéu

kién sau day:

Phai dam bao cac may tinh trong cong ty trao doi dit liéu duoc véi nhau.
Chia s¢ dugc may in, may Fax, 6 CD-ROM...

T chirc phan quyén truy cap theo tirng nguoi dung.

Cho phép céc nhan vién di cong tac co thé truy cap vao cong ty.

T chuc hé thong Mail noi bo va Internet.

T6 chirc Web ndi bo va Internet.

Cai dat cac chuong trinh tng dung phuc vu cho céng viéc cua cac nhan

Ngoai ra hé théng mang con cung cap cac dich vu khac.

4.4. M0 hinh co ban.

4.4.1. Hierarchical models

Pay 1a m6 hinh phéan cap gdm cac 16p sau:

Lép 160 (Core Layer): Pay la truc xwong séng cua mang(backbone)

thuong ding cac bo chuyén mach cé toéc d6 cao(high-speed switching), thuong

c6 cac dic tinh nhu do tin cay cao, c6 cong suat du thira, c6 kha niang ty khic

phuc 16i, c6 kha ning thich nghi cao, dap tmg nhanh, dé quan ly, c6 kha ning loc

g6i, hay loc cac tién trinh dang truyén trong mang.
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Distiibuion </

o

Hinh 12 : M6 hinh phdn cap

e L&p phén tan (Distribution Layer) : La ranh gidi gitra 16p truy nhap va lop
I6i cua mang. 16p phan tan thuc hién cac chic nang nhu dam bao gui dir liéu dén
tirng phén doan mang, dam bao an ninh-an toan, phan doan mang theo nhom cong
tac, chia mién Broadcast/multicast, dinh tuyén gitra cac LAN ao (VLAN), chuyén
moi truong truyén dan, dinh tuyén giita cAc mién, tao bién gisi giira cac mién trong
dinh tuyén tinh va dong, thuc hién cac bod loc goi(theo dia chi, theo sé hiéu
cong,...), thuc hién cac co ché dam bao chit lwong dich vu QoS.

e L6p truy nhap(Access Layer) Lép truy nhap cung cap cac kha nang truy
nhap cho nguoi dung cuc b hay tir xa truy nhap vao mang. Thuong duoc thuc
hién bang cac bd chuyén mach(switch) trong mdi truong campus, hay cac cong
ngh¢ WAN.

Panh gid mo hinh
Gia thanh thap

Dé cai dat

Dé mé rong

Dé c6 1ap 16i.
4.4.2. Secure models.

4.4.2.1 Gioi thiéu moé hinh an ninh an toan
An ninh — an toan mang dung riéng, hay mang ndi bd 1a gitt khong cho ai lam

cai ma mang ndi by dé6 khong muodn cho lam.

Sinh vién: Truong Purc Phuc CT1001 -52-



Khoa cong nghé thong tin — Truong DHDLHP D6 dn tot nghiép

Khi két ndi LAN phai trién khai co ché nao dé thyuc hién yéu cdu an ninh an
toan. Chang ta goi d6 la an ninh an toan mang.

Tai nguyén ma ching ta muén bao vé 1a gi?

* La céac dich vu ma mang dang trién khai

« La cac thong tin quan trong ma mang d6 dang luu gitt, hay can luu chuyén .

« LA c4c tai nguyén phan cing va phan mém ma hé théng mang d6 c6 dé cung

ung cho nhirng ngudi dung ma nd cho phép.
4.4.2.2. Cac budc xdy dung

Xéc dinh can bao v¢ cai gi?

Xéc dinh bao vé khoi nhitng loai tn cong nao ?

Xac dinh nhiing méi de doa an ninh c6 thé ?

Xéc dinh cac cong cu d€ dam bao an ninh ?

e XAy dung mé hinh an ninh — an toan.

Muc dich ciia viéc xay dung mé hinh an ninh — an toan khi két néi LAN 1a xay
dung cac phuong 4n dé trién khai van dé an ninh — an toan khi két ndi va dua LAN
vao hoat dong.

Pau tién muc dich va yéu cau vé van dé an ninh — an toan hé thong tng dung
phai dugc vach ra rd rang. Chang han myc tiéu va yéu cau an ninh — an toan khi két
ndi LAN cho céc co quan hanh chinh nha nuéc s& khac véi viée két ndi LAN cho
cac truong dai hoc.

Tht hai, md hinh an ninh — an toan phai phu hop véi cac chinh sach, nguyén
tac va luat 1€ hién hanh.

Thir ba, phai giai quyét ca van dé lién quan dén an ninh — an toan mot cach
toan cuc. Co nghia 1a phai dam bao ca vé phuong tién k¥ thudt va con ngudi trién

khai.

4.4.2.3. Three-Part Firewall System
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Hidden Corporate
Systems

l Advertize
Bastion Route to

|salaticon
Hosts
LAM Only
l T -
&5 &%
l Inside Ctsicde

Filter Filter

Hinh 13: M6 hinh twong liza 3 phan

— LAN cb lap lam vung dém gitra mang c6ng tac voi mang bén ngoai (LAN
c6 1ap duoc goi la khu phi quan sy hay ving DMZ).

— Thiét bi dinh tuyén trong c6 cai dat bo loc goi duoc dit gira DMZ va
mang cong tac.

— Thiét bj dinh tuyén ngoai c6 cai dit bo loc goi dugc dit gitta DMZ va
Mmang ngoai.

4.5. Mb phéng thiét 1ap mang LAN

4.5.1. Yéu cdu cong ty

Em gia st thiét 1ap hé thong mang cua cong ty c6 3 tang véi 5 phong

ban. Cong ty c6 gdm 32 may Client duoc phan phdi cho 5 phong ban nhu sau:

Phong Tai Chinh — Ké Toan 10 may Client
Phong Kinh Doanh 10 may Client
Phong Ky Thuat 10 may Client
Phong Giam Béc 1 may Client
Phong Phd Giam Poc 1 may Client

Cong ty c6 yéu cau nhu sau: Hé thong mang dugc chia thanh cac nhom st dung
tuong ng voi mdi phong ban, cé chia sé dit liéu va dung chung thiét bj nhu may

photo, may fax..... Cac user dugc phan quyén phu hop véi cong viéc ciia minh.
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Mang c6 két ndi véi internet.
4.5.2. Phén tich yéu cau

e Vi cong ty c¢6 nhu cau chia sé dit liéu va dung chung thiét bj va c6 chinh
sach quan 1y nguoi dung nén can ¢ 1 may server dé quan 1y.

e Mang may tinh trén la LAN Campus Network. (Mang Campus la mang c6
nhiéu LAN trong mot hodc nhiéu tda nha).

Vi 1a mang Campus nén mang nay sé duoc xdy dung trén nén tang cong
nghé cao Ethernet / Fast Etherner / Gigabit Ethernet.

«Mang can c6 do 6n dinh va kha ning du phong dé dam bao chat luong cho
vige truy cap céc dir liéu quan trong.

e Mang cua cong ty duge chia thanh cac nhom sir dung va dugce phan quyén
sit dung cac dit liéu va chuong trinh va mang c6 két ndi interner nén hé thong
mang can ¢b tuong luora dé dam bao an ninh cho toan bo thiét bi ndi bod trude cac
truy cdp trai phép va han ché sir dung internet. Nhu han ché quyén chat, han ché
quyén st dung mot sb trang web....

e Mang nay can dugc cau thanh boi cac switch dé han ché xung dot dir liéu
truyén tai.

4.5.3. Thiét ké so do mang

4.5.3.1. So' do Logic cac phong may
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Hinh 14 : So' d6 Logic cdc phong mdy

4.5.3.2. So do vit ly
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Hinh 15 : So d6 vdt Iy cd phong mady
4.5.3.3. Gidi thich mé hinh

Trong cau hinh v& mang may tinh cuc bd tod nha diéu hanh cé 1 switch phan
phdi c6 chic nang dinh tuyén. Switch ndy cd tac dung chuyén luu luong qua lai
giita cac switch truy cap va mot nhiém vu rat quan trong la dinh tuyén gitra cac
LAN ao0. Bat ky mot switch truy cip nao duoc két ndi dén switch phan phdi
déu dam bao cung cip bang thdng cho toan bo cac may tinh két ndi dén switch
truy cap. Switch phan phdi st dung ¢ day 1a thiét bi c6 nhiéu cong truy nhap
100Mbps . Céc switch truy cap cung cap 24 coéng 10/100 Mbps dam bao bing
thdng nay cho tirng may tram.
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Néu sb lwong may tinh trong toan bo toan nha phat trién 1én, cac switch truy
cap ¢ thé cam xép trong dé cung cap sb luong cong truy cap nhiéu hon hoic cac
phong ban c6 thé cam switch mé rong dé cung cap thém sé cong truy nhap.

Phong kinh doanh va phong ké toan ta str dung chung switch. Phong k¥ thuét
va phong giam ddc ta sir dung chung switch.

Switch chinh tir phong k¥ thuét ta két ndi véi phan mang truy cap Internet
théng qua Firewall. Firewall s& lam nhiém vu ngan chin va bao mat cac may tinh
thuoc phan mang ndi bo véi mang Internet phia bén ngoai. Nhu vy mét giao tiép
mang cua firewall s& két ndi véi phan mang bén trong va 1 giao tiép mang s&

két ndi v4i phan mang Internet cong cong.
4.5.4. Lwa chon gidi phap

Tuy thudc vao nhu cau str dung, tdim quan trong dir liéu ma moi cong ty cod
nhitng yéu cau chinh sach bdo mat khac nhau. Vi mo hinh va yéu cau cua cong ty

trén thi em lya chon nhiing giai phap sau:
4.5.4.1 . Lwa chon mé hinh mang

Cong ty 1a mot doanh nghiép thudc loai vira va nho, hé thong mang gdm 1
server va 32 may Client nén em chon giai phap la mang LAN véi mé hinh la Start.
Nghia 14 c6 mot phong dit cac thiét bi trung tim tir d6 dan day dén cac phong con
lai va thudc loai m6 hinh Client/Server thuong dugc dung trong cac doanh nghiép

cong ty.
4.5.4.2. Lwa chon hé diéu hanh mang

Nham quén 1y tot va ting cuong hé thong bao mat dir liéu cho cong ty thi em
lya chon hé diéu hanh : Window Server 2003 Standar Edition, day 1a ban chuan
dung cho doanh nghiép vira va nhé. Néu dung hé diéu hanh nay thi ngoai nhing
tinh ning cia Window XP ¢ nd con ¢ thém tinh ning biao mat va phan chia quén

truy cdp chia sé tai nguyén cho cac may con khac tot hon.
4.5.4.3. Lwa chon thiét bi mang

Switch : 1 Switch 24 port va 1 Switch 16 port
Céap: Em lya chon cép STP CATS5 (thich hop cho dudng truyén 100 Mb/s). Vi

loai cap nay c6 16p boc kim loai tic dung chdng nhiéu dién tir.
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Dau ndi cap: st dung dau ndi RJ-45

Pé két ndi voi Internet can phai c6 Firewall. Firewall s€ lam nhiém vu ngan
chan va bdo mat cac may tinh thudc phan mang ndi by véi mang Internet tir phia
bén ngoai.

May tinh:

May Server: Chay hé diéu hanh Microsoft Windows 2003 Server va cai Cac
dich vu phuc vu cho cac may Client nhu : MS ISA Server...

May Client : Chay hé diéu hanh Microsoft Windows XP professional. Chay
cac chwong trinh Gmg dung nhu : Microsoft Office XP , cac phan mém ké toan ,
nhan su ...

4.5.5. Danh gia mo hinh

Uu diém:

e Dit liéu duoc bao mat an toan do str dung hé diéu hanh Windows Server
2003, d& backup va diét virus. Chi phi cho cac thiét bj thap.

e Trong md hinh cong ty nay thi do liap dat moé hinh mang Client/ Server nén
c6 mot hé thong may cha s& quan 1y tit ca cac tai nguyén hé thong va chiu trach
nhiém phan chia quyén sir dung tai nguyén hé thdng cho cac may con. Mdi may con
sau khi duoc hé thong may chii phan quyén st dung tai nguyén thi c6 : Username va
Passwword dé dang nhap hé thdng, viéc phan quyén nay giup ting thém tinh ning
bao mat cho hé théng co s& dir liéu cho cong ty hon.

e Dung it cap, d& lap dat.

e Viéc quan tri d& dang (do mang thiét ké theo md hinh xu Iy tap trung va
duoc phan chia quyén st dung hé thong).

e St dung Switch (khéng st dung hub) vi Switch cé kha niang m¢é rong
mang toi wu hon Hub ,tc @6 truyén dix liéu nhanh...Ngoai ra Switch con hd tro
Trunking,VLAN...

e Dung cap STP khong diung UTP vi STP chéng nhiéu, toc do truyén tin
hiéu nhanh, khéng bi nghe trom.

e Heé thdéng c6 phén tach cic phong ban thanh cac mang con riéng dé giam
thiéu viéc truy xuét dit liéu trai phép trong ndi bo cong ty.

Ton tai:
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«Kho khin trong viéc cai dat thém cac phan mém cho client .

«May server phai cai nhiéu dich vu cung cap cho cac may client.

«Phuy thudc nhiéu vao tdc do Server.

«Kha ning mé rong mang hoan toan phu thudc vao kha nang cta trung tam .
«Khi trung tm c6 sy cb thi toan mang ngimg hoat dong

«Kho dap ttng duoc yéu cau caa nhiéu ang dung khac nhau.

e Téc do truy xuit khdng nhanh.
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CHUONG V
PE XUAT PHUONG AN BAO MAT MANG

5.1. Panh gia h¢ diéu hanh Windows Server 2003

Ciing nhu cac hé diéu hanh khac Windows Server 2003 ciing c6 nhiing wu, khuyét
diém cua no, tuy nhién Windows Server 2003 chinh phuc dugc nhiéu ngudi ding
boi nhitng tinh nang nodi tréi. Hé diéu hanh nay cho phép to chirc quan Iy mot cach
chu dong theo nhiéu mé hinh khic nhau: peer-to-peer, clien/server. N6 thich hop
v6i tat ca cac kién trac mang hién nay nhu: hinh sao (start), dudong thang (bus),
vong (ring) va phitc hop. N6 c¢6 mot s dic tinh uu viét biao dam thyuc hién cing lic
nhiéu chuong trinh ma khong bi 16i. Ban than Windows Server 2003 dap ung duoc
hau hét cac giao thic phd bién nhit trén mang va ciing hd tro duoc rat nhiéu nhitng
dich vy truyén thong trén mang. N6 vira dap tng dugc cho mang cuc bo (LAN) va
cho ca mang dién rong (WAN). Windows Server 2003 cho phép dung giao thirc
TCP/IP, vén 1a mot giao thuc dugc su dung rat phé) bién trén hau hét cac mang di¢n
rong va trén Internet. Windows Server 2003 1a h¢ diéu hanh hudng ddi tuong, va hé
bao mat ciia n6 dugc xay dung ngay trong cip thap nhét cua cau trac doi tugng.
Chinh vi thé Window Server d& bao vé an toan hon so véi hau hét moi hé diéu hanh
khac. Tuy nhién day 14 hé diéu hanh kha phuc tap va ché d6 bao mat cuia né khong
thé cung cap cho ta mot giai phap bao mat tuyét d6i. Vi vay nhitng nha quan tri
mang phai quan tim khi thue hién cac cong tic quan tri va bao tri hé théng. Ban can
phai c6 mot cdp bao mat phi hop véi nhu cau ciia minh va tich hop nhitng phan
mém bo trg vao mo hinh cta ban. Cac ké hoach bao mat gdm ca bién phap an ninh
vat y. Pé xay dung hé théng mang viing chic khong chi co ngin ngira ké tin cong
ngoai mang ma con ca trong ndi bg cia ban nira.

5.2. Chién hrge bao mat

Pé dam bao an toan thong tin, moi td churc can phai xay dung mdt chinh sach
thong tin. Qua trinh xay dung mot chinh sach thong tin gidng nhu mot vong tron
trong d6 mdi lan quay trd lai diém khoi dau 1a mot 1an 1am ting d6 an toan. Viéc

dau tién trong viéc phat trién chinh sach thong tin 13 tao mot danh sach cic ngudn
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lwe can duoc bao vé nghia 1a khong chi bao gdm may tinh, may in, bd chi dudng,
tuong lira ma con nhirg noi can dit phan cimg va cac thiét bi Backup khac. Can
phai xac dinh 13 nhitng ai dugc phép xAm nhép vao phan cing va ciu trac 16 gic cia
phan mém may tinh. Sau khi 1ap danh sach thdng ké cac ngudn lyuc ta can thiét lap
mét catalo vé cac mdi nguy hiém de doa t6i mdi nguodn luc d6. Sau d6 ta mai tién

hanh viéc phan tich cac diém yéu dé tim ra nhirng phan hay bi de doa nhat.
5.3. Bao mit théng qua han ché thong tin

R4t nhiéu noi rit han ché trong viéc dua ra thong tin vé bao mat hé théng
mang. Mot sb noi thi ¢ gang du thong tin & trén server cta ho va chi cho phép
mot sd it nguoi c6 tham quyén duoc truy cdp. Viéc bao mat thong qua han ché
thong tin 1a chién luoc dbi voi rat nhidu noi. Bang viéc han ché thong tin cac nha
quan tri mang con hy vong rang khong ai phat hién duoc diém yéu cua ho dé ma
khai thac chdng.

Céac phan mém bao mat tot nhét hién nay déu str dung nhitng thuat toan sin c6
nén Hacker c6 thé tim ra cach 1am viéc cta cac thuat toan hodc st dung cac phﬁn
mém trung gian dé xem ma va cach thirc bao mat. Piéu nay budc cac nha phat trién

phan mém phai ludn phat trién thuat toan, cung cip cac thuat toan ma hoa manh.
5.4. Bao mit phin quyén tai khoan

Pé thuc hién mot tac vu thanh cong trén LAN can mot sd yéu td vé bao mat
nhu:

Can xé4c dinh xem ai 1a ngudi co quyén truy xuat thong tin , & nhiéu noi khong
¢6 danh sach rd rang vé ngudi c6 quyén truy xut thong tin. Danh sach tham quyén
nay thuong bao gdm thong tin vé quyén ma timg ngudi duge cAp dé thuc hién tac
vu. Pé thiét 1ap danh sach nay can phai xdy dyng va xac 1ap mot tap hop cac quyén
dugc cap cho nhitng ngudi sir dung. Danh sach thim quyén gitp tranh cho viéc truy
xuat va st dung dich vu ma khong dugc phin quyén. Bing cach st dung cic quy
luat rang budc n6 cho phép nguoi st dung dugc phép hoac khong dugc phép st
dung céan ctr trén dd tin cdy cua ho. HAu nhu moi trinh ung dung déu c6 céch thire
cAp quyén ctia n6 . Do c6 ngay cang nhiéu cac chuong trinh ing dung dugc tai trén

LAN, viéc thuc hién phan quyén s& han ché hon 16 hong trong bao mat.
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Danh sach quyén phai duoc duy tri d6i voi mdi ngudn lyc nhu may in, file dir
ligu, CSDL hay trinh ing dung va nhém nguoi st dung dich vy, nhitng nguoi co
quyén truy xuat ddi véi cac ddi twong dic biét nay. Do viy ngudi quan tri cAn cha
nhirng vén dé sau:

e Cung cp tai khoan cho nguoi dung v6i muc phan quyén hop 1y.

e Tai khoan nguoi dung 1a chu dé bién tAu trung tdm cta hé diéu hanh
windows server 2003. Nhitng ai mudn truy cap vao mot may tinh déu phai g ding
tén nguoi ding va mat khau.

e Khong nén dé 16 mat khau cho bat ky ai. Khong tao mot mat khau
(password) dé dang. Khdng dung mot hoic hai password khi ban ding ky lam thanh
vién véi nhiéu dia chi (site) khac nhau. Khdng dung nhiing tir d& doan ra, hiy két
hop céc chit céi, cac biéu tuong va con sb voi nhau, va nhé phai tao password dai
hon 7 ky tu. Khong nén dung ngay sinh, t€n nguoi yéu, con cai... hoac don gidn nhu
ABCD1234. Hay ghi nhé password ctia minh nhung khong nén luu trén may tinh.
Khong nén dung chirc nang nhé password va hiy chiu kho nhap password mdi lan
dang nhap.

e Can dat ra cic quy dinh nhung phai tranh khong giy kho khin cho nhan
vién, nhat 1a phai tao diéu kién cho ho thuc hién cong viéc mot cach tot nhat.

e Cho phép nguoi dung truy cidp md vao web, nhung han ché truy cdp vao
nhiing trang mang xa hoi trong gio' 1am viéc. Néu cé truy cap thi khong duoc tiét 16
dia chi, mat khau, hay bét ctr thong tin khach hang nao cho cac ngudn khong quen
biét.

e Doi tén tai khoan Administrator va dung mdt mat hi¢u kho doan. Vi ké tan
cong chi c6 thé vao hé théng thong qua tai khoan Administrator. Lam nhu vay dé ké
tan cong kho c6 thé doan duoc tén tai khoan Admin.

e An dinh khéa chin trén céc tai khoan user.

e Khi dd thay ddi tén tai khoan Administrator ta c6 thé tao 1 tai khoan
Administrator gia va khong c6 quyén nao ca. Ké tan cong s& mét nhiéu thoi gian
vao tai khoan do.

e Cac diéu hanh vién nén c6 2 tai khoan. Mot tai khoan thudng dé sir dung khi

khong thuc hién cong viéc diéu hanh.
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e Che gidu tén ngudi dung.

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersi
on\Policies\System tim dén khoa DontDisplayLockedUserld d6i gia tri 1a 1.

e Dit lai duong dan cho AD Database.

e Kiém tra cac log file tir cac may chu va cac tmg dung. Ching s& cung cap
cho ta mot s6 thong tin tot nhat vé hé thong, cac tin cong bao mat. Trong rat nhiéu
truong hop, d6 chinh 1a mot trong nhirng cach dé xac nhin quy mé ctia mot tin

cong vao may chu.
5.5. Firewall

Mang LAN c6 nhiéu Server, do d6 kha ning bao mat ciing can duogc chi trong,
c6 nhiéu cach bao mat nhung thong dung nhat 13 twong lira. Tuong lira 13 mot hé
théng gitp bao vé an toan ctia mang bang cach thuc hién diéu khién xir 1y, nham
kiém soat kha niang ctia nguoi sit dung trong viéc truy xuit cic ngudn lyc giita
mang nay véi mang khac. Cac nha quan tri hé thong 13 nguoi can xac dinh murc bao
mat can thiét cho céc nguén lyc cua mang. Tuong Itra dugc thiét ké nham tranh viéc
truy xuét ty do cac ngudn luc cia mang théng qua két ndi LAN viéc diéu khién
nay sé& gip bao vé an toan dir liéu va phian mém. Tuong lira s& gitp chong lai
nhitng ké pha hoai va Hacker.

Khi hé théng duoc két ndi LAN va thuc hién trao d6i dich vu, dé bao vé nhiing
dich vu nay tudng ltra c6 thé tir chdi nhitng yéu cau tir nhitng may tinh khéac thiéu
tin cay. Dé bao vé nhitng dich vu nay ¢6 mot vai cach dugc ap dung doé 1a stir dung
Proxy nham dam bao cho su an toan cua dit lidu truyén do khong két ndi truc tiép
dén mang ndi bd. Pay la cach bao mat kha tbt nhung dit liéu khong duoc cap nhat
kip thoi. Mot cach nira 13 sir dung tudng lira da tang. Tuong lira gitt vai trd trung
tam trong bao mat hé théng. N6 gitip cho ngudi sir dung truy xuat cac ngudn lyc
qua LAN ma khong can phai lo ngai vé sy an toan khi két nbi. Khi két ndi véi LAN
mang thanh phan s& dugc xtr I nhu mot may ca nhan théng qua sir dung Proxy.

Céc tudng lira phie tap déu sir dung ciu tric da tang. Tuong lira phia ngoai
dugc thiét 1ap danh giéi ving (DMZ-Demiliteried Zone) va mot tuong lira phia
trong dung dé bao vé mang. Trong ving di dugc xac dinh cac Web Server, cac FTP

Server va cac Main Getway dugc thiét 1ap. Moi dir liéu guri ra ngoai mang s& phai
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xuyén qua tudng lira. Xay dung nhidu mirc 1a mét giai phap tét bd xung thém chirc

nang ma khong lam giam kha nang bao mat.
5.6. H¢ thong kiém tra xAm nhip mang (IDS)

Mot IDS, khong lién quan t6i cac cong viée diéu khién hudng di cua cac goi
tin, ma nd chi ¢6 nhi€ém vu phan tich cac goi tin ma firewall cho phép di qua, tim
kiém cac chit ki tdn cong d3 biét (cac chir ki tn cong chinh 13 cic doan mi dugc
biét mang tinh nguy hiém cho hé théng) ma khong thé kiém tra hay ngan chan boi
firewall. IDS twong tmg véi viée bao vé ding sau cua firewall, cung cap viéc ching

thyc thong tin can thiét dé dam bao chic chin cho firewall hoat dong hi¢u qua.
5.7. Sir dung thém phan mém.
5.7.1. Phdn mém Anti-Virus (AV)

Phian mém AV nén dugc cai trén toan bd may tram (workstation), may chu
(server), hé thong hd trg dich vu s, va hau hét nhiing noi chira dit lidu quan trong
vao ra. Hai van d& quan trong nhat dé xem xét khi dit yéu cau mot nha san xuat AV
quan 1y nhiéu may chi va may tram trén toan b pham vi ciia cong ty 1a kha nang
nha cung cip d6 co ddi pho duogc cac de doa tir virus méi hay khong. (nguyén nhan:
khong bao gid cho rang pham mém dang chay, luén kiém ta phién ban cua virus va

cac file cap nhat cho virus moi).
5.7.2. HP Openview

HP OpenView la ho cac phan mém quan tri cac tai nguyén cong nghé thong tin
tir co s& ha téng, dich vu, phﬁn mém ung dung cho dén cac khach hang, thué bao
ctia hé théng. Uu diém ndi bat cia HP OpenView 1a mot giai phap quan tri tong thé
v6i ddy da moi tinh niang can thiét dé quan trj mot hé thong théng tin phirc tap bao
gdm ca phan ctmg, hé diéu hanh va cac trinh ing dung, cho phép cac san pham co
thé tich hop chat ché v6i nhau, tao ra mot gidi phap thong nhat trong toan bd hé
thdng. Kha nang tich hop ctia n6 khong chi thé hién giita cac san pham trong cling
ho HP OpenView ma no6 con co thé tich hop véi cac gidi phap quan tri chuyén biét
dbi voi cac san phdm phan cting/phan cua cac hing khac nhau nhu CiscoWorks,
Compag Insight Manager, SUN Management Center, HP TopTools, Oracle

Enterprise Manager.

Sinh vién: Truwong Pirc Phuc CT1001 -65-



Khoa cong nghé thong tin — Truong DHDLHP D6 dn tot nghiép

Khi mang c6 sy ¢6 HP Openview giip ban nhanh chéng biét dugc 16i da xay
ra & dau bang cach chi cho ban thdy tan gdc cua van dé chi tiét dén timg su kién,
diéu nay giup ban khic phuc dugc cac 16i kho va ning nhat. HP Openview ciing
gitp ban chon loc va lap bédo céo vé cc van dé méu chdt cua mang tir dé ban cé thé
vach ra ké hoach van hanh mang 1 cach tron tru nhat.

Tuy nhién HP Openview cé gia rat cao, nd chi thich hop cho khach hang c6

cac hé théng 16n, phirc tap.
5.7.3. Cisco Secure ACS

Cisco Secure ACS 13 mot phan mém tng dung bao mét mang cho phép ta diéu
khién cach truy cap mang, cac cudc goi vao, va truy cap Internet. Cisco Secure ACS
chay trén nén Windows hoat dong giéng nhu mot dich vu cia Windows NT/2000

diéu khién viéc xac thuc, cAp quyén, va tinh cude ngudi dung truy cip vao mang.
5.7.4. ZoneAlarm (Firewall mém)

Zone Alarm Antivirus 13 phuong thirc t6t nhat dé loai trir virus khoi mdy tinh
va ngan chin khong cho chiing xAm nhap ngay tir lic ban dau.

Zone Alarm Antivirus v&i mot tuong Itra hiéu qua gitip may tinh ctia ban tro
nén manh mé hon trudc su xadm nhap cua cac hacker. Zone Alarm Antivirus két hop
cong nghé tuong lira voi bd may chdng virus va quét virus dot pha, sé tiéu diét moi
virus cing dau nhat va xéa bo hoan toan cac ma doc khoi mdy tinh mot cach an

toan.
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KET LUAN

Do 4n nay da trinh bay vé thiét 1ap mang Windows 2003 Server, qua d6 chi ra
cac yéu tb can quan tam dé téi wu hoa va bao dam an toan cho mang nay. Dé thuc
hién diéu trén thi can phai naim dugc kién thirc vé mang, hé diéu hanh ciing nhu mo
hinh bao mat hé théng. Tuy nhién, dé xay dung va phat trién mot hé théng mang
hoan chinh thi can phai ¢ nhiing Kién thirc thuc tién.

Qua trinh 1am dd 4n nay da giGp em hiéu thém vé& mang may tinh, cung cip
thém kién thtrc V& xay dyng mé hinh, cach thiét ké trién khai hé théng mang, céch
di day dan, két ndi cac thiét bi mang va luya chon mé hinh mang phu hop véi thuc té
trién khai.

Lya chon md hinh mang téi wu trén co s& kha nang thuc tién s& gitp cho viéc
quan tri hé thdng mang don gian va hiéu qua hon.

Mic du d3 cb ging nhung chic chin dé tai cia em khong tranh khoi nhimg
thiéu sét, em rat mong nhan dugc nhitng nhan xét chi bao cua cac thay, co dé co

thém kinh nghiém khi ra truong.
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Il. Website

1. www.quantrimang.com

2. wWww.manguon.com

3. www.nhatnghe.com

4. http://www.khkt.net
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