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LOI MO PAU

Cudc cach mang thong tin ky thuit s dd dem lai nhitng thay ddi siu séc trong
x4 hoi va trong cudc sdng cia chung ta. Nhitng thuan loi ma thong tin k¥ thuat s6 mang
lai ciing sinh ra nhitng thach thirc va co hoi méi cho qua trinh phat trién. Internet va
mang khong ddy da tro gitip cho viéc chuyén phat mot khéi lwong thong tin rat 1on qua
mang. Tuy nhién no ciing lam ting nguy co sir dung trai phép, xuyén tac bat hop phap
cac thong tin duoc luu chuyén trén mang, dong thdi viée st dung mot cach binh diang
va an toan céac dir liéu da phuong tién cling nhu cung cip mot cach kip thoi t6i rat nhidu
nguoi dung cudi va cac thiét bi cudi ciing 1a mot van dé quan trong va con nhiéu thach
thirc. Hon nita su phat trién ctia cac phuong tién k¥ thuat s da lam cho viéc luu trix,
stra d6i va sao chép dit liéu ngay cang don gian, tir d6 viéc bao vé ban quyén va chéng
xam pham trai phép cac dit liéu da phuong tién (am thanh, hinh anh, tai li¢u) cling gap

nhiéu kho khin.

Mot cong nghé méi duge ra doi dd phan nao giai quyét duge cac khé khin trén
1a gidu thong tin trong cac ngudn da phwong tién nhu cic ngudn 4m thanh, hinh anh,
anh tinh...X¢ét theo khia canh tong quét thi gidu thong tin cling 12 mot hé mat ma nham
dam bao tinh an toan thong tin, nhitng phuong phap nay vu diém & chd giam duoc kha
nang phat hién ra su ton tai ctia thong tin trong cac ngudn mang. Khong gidng nhu ma
hoa thong tin 1a dé chdng sy truy cap va sira chita mot cach trai phép thong tin. Gidu va
phat hién thong tin 14 k¥ thuat con twong d6i méi va dang phat trién rat nhanh thu hat
dugc su quan tdm cua ca gidi khoa hoc va gidi cong nghiép nhung cling con rat nhiéu
thach thtrc.

Ban b4o cdo nay trinh by vé gidu va phat hién anh co gidu tin. Pong thoi trinh
bay mot sé k¥ thuat gidu va phat hién thong tin trén anh sb, tir d6 dua ra cac thuc

nghiém va danh gia cho viéc phat hién thong tin an gidu trong anh sd.
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CHUONG 1. TONG QUAN VE KY THUAT GIAU TIN VA PHAT HIEN ANH
CO GIAU TIN

1.1 Téng quan vé k¥ thuat gidu tin (Steganoeraphy)

1.1.1 Pinh nghia kj thudt gidu tin

Gidu thong tin 1a mot ky thuat nhung (gidu) mot lugng thong tin sb ndo dé vao
trong mot d6i twong dir lidu sb khac (gidu thong tin chi mang tinh quy wdc khong phai
1a mot hanh dong cu thé).
1.1.2 Muc dich ciia gidu tin

C6 hai muc dich cia gidu tin:

e Bao mat cho nhirng dir liéu dugc gidu

e Bao dam an toan (bao vé ban quyén) cho chinh cic ddi tuong chtra dir liéu
gidu trong d6 va phat hién xuyén tac thong tin.

C6 thé thdy 2 muyc dich nay hoan toan trai nguwoc nhau va dan phét trién thanh 2

linh vuc v6i nhitng yéu cau va tinh chat khac nhau.

Giiu thong tin
[

Gidu tin bi mat Thuy véan sd
(Steganography) (Watermarking)

Hinh 1.1. Hai linh vyc chinh ciia k¥ thuat gidu thong tin

K§ thuat gidu thong tin bi mat (Steganography): v6i muc dich dam bao an toan
va bao mat thong tin tip trung vao cac k¥ thuat gidu tin dé c6 thé gidu dugc nhiéu thong
tin nhit. Thong tin mat dugc gidu k¥ trong mot dbi twong khac sao cho nguoi khéc
khong phat hién dugc.

K¥ thuat gidu thong tin theo kiéu danh gidu (watermarking) dé bao vé ban quyén
ctia d6i twong chira thong tin thi lai tap trung dam bao mot sd cac yéu cau nhu dam bao

tinh bén viing. .. Pay 1a tng dung co ban nhit cta k¥ thuat thuy van sd.



1.1.3 M6 hinh kj thudt gidu théng tin co bin

Giiu thong tin vao phuong tién chira va tach lay thong tin 13 2 qua trinh trai

nguoc nhau va c6 thé mé ta qua so dd khdi cta hé thong nhu hinh 1.2:

Thong tin gidu

Phan phéi
Phuong tién

hita da d trén mang
= chtra da duoc
gidu tin ) -

Phuong tién
chtra(audio, anh,
video)

B6 nhung
thona tin

I

Khoa

Hinh 1.2 Lugc d6 chung cho qué trinh gidu tin

e Thong tin can gidu tuy theo muc dich cta ngudi st dung, n6 c6 thé 1a thong

diép (v6i cac tin bi mat) hay cac logo, hinh anh ban quyén.
e Phuong tién chira: cic file anh, text, audio... 1a méi trudng dé nhung tin.
Bo nhung thong tin: 13 nhitng chuong trinh thyuc hién viée gidu tin
Pau ra: 1a cic phuong tién chira di c6 tin gidu trong d6

Tach thong tin tir cac phuong tién chira dién ra theo quy trinh nguoc lai voi dau
ra 14 cac thong tin da dugc gidu vao phuong tién chira. Phuong tién chira sau khi tach

liy thong tin ¢ thé duoc str dung, quan 1y theo nhitng yéu cau khac nhau.

1.1.4 M6 hinh ky thudt tach thong tin co ban

Khda gifiu tin

Phwrong tign
chira (audic,
anh, wideo)

Phwyrong tiégn chiva d3
oo gida tin

Théng tin gifu

Hinh 1.3 Luoc dd chung cho qué trinh gidi ma thong tin



Hinh 1.3 chi ra cac cong viéc giai ma thong tin da gidu. Sau khi nhan dugc dbi
tugng phuong tién chta co gidu thong tin, qué trinh giai ma duwoc thuc hién thong qua
mot bo gidi ma tuong trng v4i bd nhung thong tin cung véi khod ciia qua trinh nhing.
Két qua thu duoc gdbm phuong tién chira gbe va thong tin di gidu. Bude tiép theo thong

tin da giau sé duoc xir 1y kiém dinh so sanh v&i thong tin ban dau.
1.1.5 Yéu cdu thiét yéu doi véi mét hé thong gidu tin
C6 3 yéu cau thiét yéu doi voi mot hé thong giau tin:

e Tinh khong nhin thiy: 1a mot trong 3 yéu cau cua bat ki 1 hé gidu tin
nao. Tinh khong nhin thiy 1a tinh chat vo hinh cia thong tin nhing

trong phuong tién nhing

e Tinh manh mé: 1a yéu cau thtr 2 cua mot hé giau tin. Tinh manh mé 1a
no6i dén kha ndng chiu dugc cac thao tac bién doi nao do trén phuong

tién nhiing va cac cudc tan cong cé chi dich.

e Kha ning nhing: 13 yéu cau tht 3 ciia mot hé gidu tin. Kha ning
nhung chinh 1a sé lugng thong tin nhing dugc nhing trong phuong
tién chira.

1.1.6 Mt s6 ddic diém ciia viéc gidu thong tin trén dnh
Mot k¥ thuat gidu tin trén anh ¢4 mot s6 dic diém sau:

e Tinh v hinh cta thong tin dugc giau.

e SO luong thong tin dugc gidu.

e Tinh an toan va bao mat ctia thong tin.

e Anh moéi truong d6i v6i qua trinh giai ma.

1.1.6.1 Tinh v6 hinh cua thong tin

Khai niém nay dua trén dac diém cua hé théng thi gidc cua con nguoi. Thong tin
nhiing 13 khong tri gidc dugc néu mot nguoi voi thi gidc binh thudng khong phan biét
dugce anh méi truong va anh két qua (tire 12 khong phan biét duoc anh truge va sau khi

gidu thong tin). Trong khi image hiding (Steganography) yéu cau tinh vé hinh cia

thong tin & mic do cao thi watermarking lai chi yéu ciu & mot cap d6 nhét dinh.



Chang han nhu ngudi ta 4p dung watermarking cho viéc gan mot biéu twong mo vao

mot chuong trinh truyén hinh dé bao vé ban quyén.

1.1.6.2 Ty 1é gidu tin

Luong thong tin gidu so véi kich thude anh moi trudng ciing 1a mot van dé can
quan tam trong mot thuat todn gidu tin. RS rang 1a c¢6 thé chi gidu 1 bit théng tin vao
mdi anh ma khéng can lo ling vé d6 nhidu cta anh nhung nhu vay sé& rat kém hiéu qua
khi ma thong tin gidu c6 kich thude bang Kb. Cac thuat toan déu cb ging dat dugc muyc

dich 1am thé nao gidu dugc nhiéu thong tin nhat ma khong gay ra nhiu dang ké.

1.1.6.3 Tinh bao mat

Thuat todn nhing tin dugc coi la c¢6 tinh bdo mat néu thong tin dugc nhing
khong bi tim ra khi bi tin cong mot cach co chi dich trén co so ¢6 hiéu biét day du vé
thudt toan nhing tin va c¢6 bd giai man (trtr khéa bi mat), hon nita con cé dugc anh co
mang thong tin (anh két qua). Pdy 14 mot yéu cdu rat quan trong dbi véi anh image

hiding.

1.1.6.4 Anh méi truong doi véi qud trinh gidi ma
Yéu cau cubi cung 1a thuat toan phai cho phép lay lai duoc nhimng thong tin da
gidu trong anh ma khong c6 anh méi trudng. Piéu nay 1a mot thuan lgi khi anh moi

truong 14 duy nhat nhung lai 1am gi6i han kha niang tmg dung cua k¥ thuat gidu tin.

1.1.6.5 Méi triong gidu tin
a. Gidu tin trong dnh

Gidu tin trong anh hién dang rat dugc quan tim. N6 dong vai trd hét sirc quan
trong trong hau hét cac tng dung bao vé an toan thong tin nhu: nhan thuc thong tin,
xéac dinh xuyén tac thong tin, bao vé ban quyén tac gia. ..

Mot dic diém cua gidu thong tin trong anh nita d6 1a thong tin duoc gidu mot
cach vo hinh, n6 nhu 13 cach truyén thong tin mat cho nhau ma ngudi khac khong thé
biét dugc boi sau khi gidu thong tin chat lugng anh gan nhu khong thay doi dac biét
d6i v6i anh mau hay anh xam.

b. Gidu tin trong audio
Khac véi ky thuat gidu thong tin trong anh: phy thudc vao hé théng thi gic ciia

con ngudi — HSV (Human Vision System), k¥ thuat gidu thong tin trong audio lai phu



thudc vao hé théng thinh giac HAS (Human Auditory System). Boi vi tai con nguoi rat
kém trong viéc phat hién su khac biét gitta cac giai tn va cong suat, co nghia la cac

am thanh to, cao tan co thé che giau di duoc cdc 4m thanh nho, thip mot cach dé dang.

Y¢éu cau co ban va quan trong nhat cia giau tin trong audio la dam bao tinh chat

an ctia thong tin duoc gidu dong thoi khong 1am anh huong dén chat lwong cua dit licu.

c. Gidu tin trong video

Ciing giébng nhu gidu thong tin trong anh hay trong audio, gidu tin trong video
cling duoc quan tdm va duoc phat trién manh mé cho nhiéu tmg dung nhu diéu khién
truy cip thong tin, nhan thirc thong tin, ban quyén tac gia. ..

Mot phuong phéap gidu tin trong video duoc dua ra bai Cox 1a phuong phap
phan bd déu. Y tudng co ban cta phuong phap 1a phan phdi thong tin gidu dan trai
theo tan s6 cua dit lidu gdc.

d. Gidu théng tin trong van ban dang text

Gidu tin trong vin ban dang text khé thuc hién hon do c6 it cac thong tin du
thira, dé 1am duoc diéu nay ngudi ta phai khéo 1éo khai thac cac du thira ty nhién cua
ngon nglt. MGt cach khac 1a tdn dung cac dinh dang van ban (ma hoa thong tin vao
khoang cach giita cac tir hay cac dong van ban) => Ky thuat gidu tin dang duogc ap
dung cho nhiéu loai ddi twong chir khong riéng dir liéu da phuong tién nhu anh, audio,
video.

1.2 Tong quan vé k¥ thuat phat hién anh cé gidu tin (Steganalysis)

1.2.1 Khdi niém

Steganalysis 1a ky thuat phat hién sy ton tai cia thong tin an gidu trong
multimedia. Giéng nhu tham ma, muc dich cua Steganalysis 1a phét hién ra thong tin
an va pha v tinh bi mat cua vat mang tin an.
1.2.2 Phan tich tin dn gidu thwong dwa vao cdc yéu té sau:

- Phén tich dva vao cac dbi twrong da mang tin.

- Phan tich bang so sanh dic trung: So sanh vat mang tin chua duogc gidu tin véi

vat mang tin da duoc giéu tin, dua ra su khac biét gitra chung.



- Phan tich dya vao thong diép can gidu dé do tim.

- Phén tich dya vao cac thuit toan gidu tin va cac ddi twong gidu da biét: Kiéu
phan tich ndy phai quyét dinh cic dic trung ciia d6i twong giu tin, chi ra cong cu gidu

tin (thuat toan) da st dung.

- Phan tich dya vao thuat toan gidu tin, ddi tugng gbc va dbi tuong sau khi gidu

tin.
1.2.3 Cdc phwong phdp phén tich dnh cé gidu tin

- Phén tich truc quan: Thudng dya vao quan sat hodc dung biéu dd histogram
giita anh gbc va anh chua gidu tin dé phat hién ra sy khac biét gitra hai anh can cr dua
ra vin dé nghi van. Vi phuong phap phan tich nay thuong kho phat hién véi anh co

do nhiéu cao va kich co 16n.

- Phan tich theo dang anh: Phuong phép nay thuong dua vao cac dang anh
bitmap hay 13 anh nén dé doan nhan k¥ thuat gidu hay sir dung nhu cac anh bitmap
thuong hay sir dung gidu trén mién LSB, anh nén thudng sir dung k¥ thuat giau trén
cac hé s6 bién d6i nhu DCT, DWT, DFT.

- Phan tich theo thong ké: Pay 1a phuong phap st dung cac 1y thuyét thong ké
va thong ké toan sau khi di xac dinh dugc nghi van dic trung. Phuong phap nay

thuong dua ra do tin cdy cao hon va dac biét 1a cho cac anh dir li¢u 16n.



CHUONG 2. CAU TRUC ANH BITMAP

2.1 Ciu triic anh Bitmap

Anh BMP (Bitmap) duoc phat trién boi Microsoft Corporation, dugc luu triv
dué6i dang doc 1ap thiét bi cho phép Windows hién thi dir liéu khong phu thude vao
khung chi dinh mau trén bat ki phﬁn cing nao. Tén file m& rdng mac dinh ctia mat file
anh Bitmap 1a “.BMP”. Anh BMP duoc sit dung trén Microsoft Windows va cac tng

dung chay trén Windows tur version 3.0 trd 1€n.
MGi file anh Bitmap gém 3 phan nhu bang 2.1:

Bang 2.1 Cau tric anh BitMap

Bitmap Header (54 byte)

Color Palette

Bitmap Data

2.1.1 Bitmap Header

Thanh phan bitcount (Bang 2.2 Thong tin vé Bitmap Header) cta céu tric
Bitmap Header cho biét s bit danh cho mdi diém anh va sd luong mau 16n nhét cia
anh. Bitcount c6 thé nhan cac gia tri sau:

o 1: Bitmap 1a anh den trang, mdi bit biéu dién 1 diém anh. Néu bit mang gia
tri 0 thi diém anh 1a diém den, néu bit mang gia tri 1 thi diém anh 13 diém
tréng.

o 4: Bitmap 13 anh 16 mau, mdi diém anh dugc biéu dién bang 4 bit.

o 8: Bitmap la anh 256 mau, mdi diém anh dugc biéu dién bang 8 bit.

o 16: Bitmap 1a anh High Color, mdi diy 2 byte lién tiép trong Bitmap biéu
dién cuong d6 twong dbi cua mau do, xanh 14 cay va xanh lo (RGB) cua

diém anh.



o 24: Bitmap 1a anh True Color, mdi ddy 3 byte lién tiép trong Bitmap biéu
dién cuong d6 twong dbi cia mau do, xanh 14 ciy va xanh lo (RGB) cua
diém anh.

Thanh phan Color Used cta ciu tric Bitmap Header x4c dinh s6 luong mau cua

Palete thuc sy dugc sir dung dé hién thi Bitmap. Néu thanh phén nay duogc dat 1a 0,

Bitmap str dung sé mau 16n nhit twong tng voi gia tri cua bitcount.

Bang 2.2 Thong tin vé Bitmap Header

Byte Y nghia Gia tri
thi
1-2 Nhéan dang file ‘BM’ hay 19778
3-6 Kich thudc file Kiéu long trong Turbo C
7-10 | Dy tri Thuong mang gia tri 0
11-14 | Byte bat dau vung di liéu Offset ciia byte bat dau ving dir liéu
15-18 | S6 byte cho ving théng tin -~ | 4 byte
19-22 | Chiéu rong anh BMP Tinh bang pixel
23-26 | Chiéu cao anh BMP Tinh bang pixel
27-28 | SO Planes mau C6 dinh 14 1
29-30 | S bit cho 1 pixel (bitcount) | C6 thé 1a: 1,4,8,16,24 tuy theo loai anh
31-34 | Kiéu nén dit liéu 0: Khong nén
1: Nén runlength 8bits/pixel
2: Nén runlength 4bits/pixel
35-38 | Kich thuéc anh Tinh bing byte
39-42 | Bo phan giai ngang Tinh bang pixel / metter
43-46 | D) phan giai doc Tinh bang pixel / metter
47-50 | S6 mau sur dung trong anh
51-54 | S6 mau duoc sir dung khi
hién thi anh (Color Used)




2.1.2 Palette mau
Béang mau cta anh. Chi nhitng anh nhé hon hodc bang 8 bit méi c6 bang mau.

Béng 2.3 Bang mau cuia anh BITMAP

DPia chi (Offset) Tén Y nghia
0 RgbBlue Gia tri cho mau xanh blue
1 RgbGreen Gia tri cho mau xanh Green
2 RgbRed Gia tri cho mau do
3 RgbReserved Du trir

2.1.3 Bitmap data

Phan ndy nam ngay sau phan Palete mau ctia anh BMP. Pay 13 phan chira gia tri
mau cua diém anh trong anh BMP. Cac dong anh duoc luu tir dudi 1én trén, cac diém
anh duoc luu trir tir tréi sang phai. Gi tri cia mdi diém anh 1a mot chi sé tré toi phan

tor mau tuong ung trong Palete mau.

2.2 CAu tric anh PNG

2.2.1 Lich sit va phdt trién

Pong co thuc déy cho viéc tao ra dinh dang PNG bat dau vao khoang dau nam
1995, sau khi Unisys cong bd ho s& ap dung bé‘mg sang ché vao thuét toan nén dir liéu
LZW- duogc st dung trong dinh dang GIF. Thuat toan dugc bao vé bdi bé“mg cong nhan
doc quyén sang tao ¢ trong nudc My va tit ca cac nudc trén thé gidi. Tuy nhién, ciing
d3 c6 mot s6 van dé voi dinh dang GIF khi can c6 mot s thay d6i trén hinh anh, nhat
giéi han ciia né 1a 256 mau trong thoi diém may tinh c6 kha ning hién thi nhiéu hon
256 mau dang tr¢ nén phé bién. Mic du dinh dang GIF co thé thé hién cac hinh anh
dong, song PNG van duoc quyét dinh 1 dinh dang hinh anh don (chi c6 mdt hinh duy
nhat). Mot ngudi "anh em" cua nd 1a MNG di dugc tao ra dé giai quyét van dé anh
dong. PNG lai ting thém sy phd bién cua nd vao thang 8 nim 1999, sau khi hing
Unisys huy bo gidy phép ctia ho ddi véi cac 1ap trinh vién phan mém mién phi, va phi

thuong mai.



- Phién ban 1.0 cta dac tda PNG dugc phat hanh vao ngay 1 thang 7 ndm 1996, va
sau d6 xuat hién voi tu cach RFC 2083. N6 dugce td chirc W3C khuyén nghi vao

ngay 1 thang 10 nam 1996.

- Phién ban 1.1, v6i mot sb thay d6i nho va thém vao 3 thanh phan méi, duoc

phat hanh vao ngay 31 thang 12 nam 1998.

- Phién ban 1.2, thém vao mét thanh phin m& rong, duge phat hanh vao ngay 11

thang 8 nam 1999.

- PNG gid ddy 1a mot chuan qudc té (ISO/IEC 15948:2003), va ciing dugc cong
bd nhu mot khuyén nghi cia W3C vao ngay 10 thang 11 nim 2003. Phién ban
hién tai ctia PNG chi khac chut it so v&i phién ban 1.2 va khong c6 thém thanh
phan méi nao.

2.2.2 Thong tin ky thudt
a. Phan dau cia tdp tin
Mot tap tin PNG bao gdm 8-byte ki hiéu (89 50 4E 47 0D 0A 1A 0A dugc
viét trong hé thdng co co sd 16, chtra cac chit "PNG" va hai dau xubng dong, &
giira 1a sdp xép theo sb luong cua cac thanh phan, mdi thanh phan déu chta thong
tin vé& hinh anh. Cau trtic dua trén cac thanh phan dugc thiét ké cho phép dinh dang
PNG c6 thé twong thich véi cac phién ban cii khi st dung.
b. Cdc "thanh phan" trong tdp tin

PNG la cu trac nhu mot chudi cac thanh phan, mdi thanh phan chua kich

thudc, kiéu, dir liéu, va ma sira 16i CRC ngay trong né.

Chudi dugc gan tén bang 4 chit cai phan biét chit hoa chit thudng. Sy phan
biét nay gitp bod giai md phat hién ban chét cua chudi khi n6é khong nhén dang
duoc.

V6i chir cai dau, viét hoa thé hién chudi nay 1a thiét yéu, néu khong thi it
can thiét hon ancillary. Chudi thiét yéu chira théng tin can thiét dé doc dugc tép va

néu bod gidi ma khong nhan dang duoc chudi thiét yéu, viéc doc tép phai dugc huy.



c. Thanh phan co ban

Mot bo giai ma (decoder) phai co thé thong dich dé doc va hién thi mot tép
PNG.

« IHDR phai la thanh phan déu tién, né chira dung header
* PLTE chira dung bang mau (danh sach cac mau)

« IDAT chtra dung anh. Anh nay c6 thé duoc chia nho chira trong nhiéu
phan IDAT. Diéu nay lam ting kich c¢& ciia tép 1én mot it nhung né 1lam cho viéc

phat sinh anh PNG muot hon (streaming manner).

« IEND danh diu diém két thac cua anh.



CHUONG 3: NGHIEN CU'U KY THUAT GIAU TIN DUA VAO LUQC PO
THUY VAN RCM (REVERSIBLE CONTRAST MAPPING)

K¥ thuat gidu tin sir dung k¥ thuat gidu RCM [7] do Coltuc va cac ddng nghiép
dua ra vao thang 4 nim 2007. K§¥ thudt gidu nay nhanh va gidu duoc luong thong tin
16n. N6 chi gidu thong tin trong nhiing cap diém anh cta anh thuéc mién RCM, do do6

cung cip kha niang khoi phuc lai anh gbc mét cach hoan héo.
3.1 Cac khai niém co ban

3.1.1 Khdi niém vé bit cé trong sé thip (LSB - Least Significant Bit ):

La bit c6 anh hudng it nhat t6i viéc quyét dinh téi mau sic cia mdi diém anh,
vi vy khi ta thay dbi bit it quan trong ctia mot diém anh thi mau sic ciia mdi diém anh
moi s& twong dbi gan voi diém anh cii. Vi du véi anh 256 mau thi bit cudi cing trong 8
bit biéu dién mét diém anh duoc coi 14 bit it quan trong nhat, nghia 1a néu thay doi bit
nay thi anh hudng it nhat dén cam nhan cua mét ngudi vé diém anh. Hay d6i v6i anh
16 bit thi 15 bit 1a biéu dién 3 mau RGB ciia diém anh con bit cudi cing khong dung
dén thi ta s& tach bit ndy ra & mdi diém anh dé giau tin... Nhu vay k§y thuat tach bit

trong xir 1y anh duogc sir dung rat nhiéu trong qui trinh giau tin.

Vi du: Téach bit cudi ciing trong 8 bit biéu dién mdi diém anh cta anh 256 mau

100111% 1001010 1 1110001 Q

/

Hinh 3.1 Mdi diém anh béu dién bai 8 bit, bit cudi ciing duge coi 14 bit it quan

trong nhat tirc 1a bit bén phai nhat

Trong phép tach nay ta coi bit cudi cung 1a bit it quan trong nhét, hay doi gia tri
ctia bit nay thi s& thay d6i gia tri cia diém anh 1én hodc xudng ding mot don vi, vi du
nhu gi tri diém anh 13 234 thi khi thay d6i bit cudi ciing né c6 thé mang gia tri méi 1a
235 néu doi bit cudi cung tir 0 thanh 1. Vi sy thay doi nho d6 ta hi vong 1a cap do

mau cua diém anh s€ khong bi thay doi nhiéu

Viéc xac dinh LSB ctia mdi diém anh trong mot buic anh phu thudoc vao dinh

dang ctia anh va so6 bit mau danh cho moéi diém cua anh do



3.1.2 Phép bién déi RCM

Cho 1 anh c6 t-bit va (a, b) 1a 1 cip diém anh. Phép bién d6i RCM duoc dinh

nghia nhu sau:
'=2a-b
a=ca (3.1)
b'=2b-a
Cip diém anh (a,b) thuéc mién RCM ((a, b) € RCM ) néu:

oot
{Osasz 1 (3.2)

0<b'<2' -1
3.2 Thuat toan RCM

3.2.1 Y twéng thudt todn
- Cho thong diép nhung W. W ¢6 thé 1a:
o Mot chubi bit thong diép (vd: W=[00110101111001]).

o Mot chudi cac ki ty (vd: W = Viet Nam = phai doi W sang hé nhi
phan).

o Anh nhij phan.

- Tinh do dai L W cua thong diép W, d6i L W ra hé nhi phan sau dé ndi vao

trudc W dé c6 duge thong diép nhiing cudi cung (thong_diép) nhiing vao anh.
- Gidu thong_diép vao tit ca cac cap diém anh (a, b) thuéc mién RCM.
3.2.2 Thudt todn gidu tin gom cé 2 buwdc:
+ Budc 1: Chia dir liéu anh thanh cac cip theo chiéu quét tiry ¥ (trén hang, trén cot)
+ Budc 2: Di véi mdi cip (a, b):
- Néu (a, b) € RCM, va LSB cua chiing khong phai 1a (1,1) (nghia 1a LSB cua

ching thude {(0,1), (1,0),(0,0)}) bién doi cip nay st dung cong thire (3.1) ta
duoc (a’, b’), dat LSB ctua a’ 1a “1”, va dat bit thong di¢p vao LSB cua b’.

- Néu (a,b) € RCM va LSB cua chung 1a (1,1) , dat LSB cua a 1a “0” va dat
bit thong di¢p vao LSB cua b.



- Néu (a, b) khong thuoc RCM, dat LSB cua a 1a “0”, LSB ban dau cua a
duoc coi nhu 1a bit thong di¢p va nhing vao trong anh (nghia la bit nay sé
dugc ndi vao chudi thong diép dé nhung tiép vao anh).

3.2.3 Thudt todn tach thong diép va khoi phuc danh géc
a. Y tuéng thudt todn

- Chia dit liéu anh thanh cac cip theo chiéu quét tiy y (trén hang, trén cot).

- Téach tat ca cac bit LSB ciia cac cip diém anh theo chiéu quét.

- Tir chudi bit LSB tach duoc, tién hanh tach 14y d6 dai cua thong diép (24 bit
dau tién).

- C6 dugc d6 dai thong diép, ta tién hanh tich lay thong diép gdc va khoi
phuc anh géc.

b. Thudt todn tach va khéi phuc dnh goc

+ Budc 1: Chia dit lidu anh thanh cac cdp theo chiéu quét tuy ¥ (trén hang, trén

cOt).

+ Budc 2: D6i voi mdi cap (a’, b):

- NéuLSB(a’) = 1, trich LSB ctia b’ va luu trit. Thiét 1ap LSB(a’) va
LSB(b’) = 0 sau d6 khoi phuc cip diém anh gbc (a, b) theo cong thic:

2 L] 1 L]
a=|—a+—>b

f :23 (3.3)
b = ’7—a'+—b'

3 3

- Néu LSB(a’) = 0 va LSB cua a’, b’ sau khi thiét 1ap bang 1 ma thudc
mién RCM thi trich LSB(b’), luu trit va khoi phuc cip diém anh goc
(a, b) chinh 14 (a’, b’) sau khi LSB cta chung duoc thiét 1ap bang 1.

- Néu LSB(a’) = 0 va LSB ciia a’, b’ sau khi thiét 1ap bang 1 ma khong
thudc mién RCM, cip diém anh gbc s& duge khoi phuc bang cach thay

thé LSB(a’) v6i gid tri thuc duogc trich tir thuy van.



CHUONG 4: KY THUAT PHAT HIEN ANH CO GIAU TIN SU DUNG KY
THUAT GIAU RCM

K¥ thuat phat hién anh cé giau tin sir dung k¥ thuat gidu RCM [7] do Coltue va
cac dong nghiép dua ra. Y tudng cua ky thuit nay dwa vao xac sudt xuit hién cua cac

bit it dic trung nhat (bit LSB).
4.1 Phan tich vAn dé an toan cia ky thuit RCM

Cho 1 anh O, chia dir liéu anh thanh céc cdp diém anh (x, y). Theo phép bién
d6i RCM (Chuong 3, phan 3.1.2), chiing ta chia cip diém anh cta O thanh hai bo la:

- B0 Sgem gbm tat ca cac cap diém anh thuoc mién RCM.

- B0 S, chua cac cap diém anh khong thudc mién RCM.

Chung ta tién hanh kiém tra sy thay d6i cta biéu d6 LSB cua luge d6 thiy van
RCM. Khéng 1am mat tinh tong quat, cho (x, y) va (x, y) lan luot twong tmg véi cip
diém anh trong anh gdc va anh sau khi gidu tin. Ching ta phai cha y dén ba quy tic
danh dau cia lugc db thily van RCM.

Trong cach chon danh dAu tht nhét, (x, y) thudc Sgem va LSB cua (x, y) 1a mot
trong céc gié tri {(0, 0), (0, 1), (1, 0)}. Cho thay dit liéu LSB ctia anh gbc la dugc phan
bd mot cach ngﬁu nhién, ba gia tri duogc dé cap O trén s€ xay ra voi xac suét giéng
nhau. Rat dé dé tinh toan dugc xac sudt cua bit 0 va 1 1an luot 13 2/3 va 1/3. Trong
truong hop nay, LSB cuia (x, y) 1a (1, 0) hodc (1, 1) va x4c suat xut hién ciia chiing
1a gidng nhau. Hién nhién, xac suat ctia bit 0 va 1 1an luot 13 1/4 va 3/4.

Trong cach chon thir hai, (x, y) thudc Sgrem va LSB cta (x, y) 1a (1, 1). Xac xuét
ctia bit 0 va 1 1an luot 13 0.0 va 1.0. Trong trudng hop nay, LSB cua (x, y) la (0, 0)
hodc (0, 1) va x4c sudt xut hién cua ching 13 gibng nhau. Xac suat bit 0 va 1 cua

(x, y) lan luot 14 3/4 va 1/4.

Trong cé&ch chon thir ba, (x, y) thuéc S——— va LSB cua (X, y) la 1 trong cac gia

RCM

tri {(0, 0), (0, 1), (1, 0), (1, 1)}. Trong truong hop nay, xac suat bit 0 va 1 cia (x, y)



lan luot 14 1/2 va 1/2. Gibéng voi trudng hop hai, LSB caa (x, y) 1a (0, 0) hoic (0, 1).

Xéc sudt bit 0 va 1 cta (x, y) lan luot 1a 3/4 va 1/4.

Dua vao sy ban luan ¢ trén, xac sudt cta bit 0 va 1 trong LSB cia lugc dd thiy
van RCM cua anh sau khi gidu tin c6 thé duoc tinh toan. Gia st xac suét cua cip diém
anh thuoc RCM va xac suét cua cap diém anh khong thuoc RCM lan luot 1a Prey va

Pe 14 ti 16 nhiing. X4c sudt LSB cua bit b={0, 1} cta anh sau khi gidu tin c6 thé

PRCM’

duoc tinh toan nho sur dung cong thire E, sau:

P. x @.375x Py, +0.75x P +P. x0.5,

E

_ if b=0,
PLSB b~: =) —
. x @.625x Py, +0.25x P + P= x0.5,
if b=1.

(4.1)

Cho 1 4nh moi truong, gia st LSB dugc phan bd mot cach ngﬁu nhién, sau do
coi P(0) = P(1), vi du P sg(0) = PLsg(1) = 0.5. Bé ¥ vi du nhing sau cia thiy van
RCM. Gia str xac suat nhing ciia 1 anh 14 Prey = 0.9 va mot nira ciia téng s cap diém
anh co thé gidu tin duoc sir dung dé nhang thong diép, cho ti 1¢ nhung P = 0.9x0.5 =
0.45. Tur Eq (3) chiing ta co:

P.s(0) = 0.45x(0.375x0.9+0.75x0.1)+0.55x0.5 = 0.460625
PLsa(1) = 1- 0.460625 = 0.539375.

Chung ta c6 thé nhin thay sy xuat hién khac nhau cua bit 0 va 1 trong LSB cua
luge do thay van RCM cuia anh sau khi gidu tin d6i voi anh goc. Duya trén nhan xét
nay, quy tac sau duoc dua ra dé phan biét mot anh sau khi gidu tin tr mot anh moi
truong.

W o trueif[P @ Pss 1>,
- false, otherwise (4.2)

Trong cong thirc (4.2), mot anh duoc phat hién 1a duge danh diu bang phuong
phap thity van RCM néu gié tri tuyét d6i | PLsg (0) - Prsg (1) | >3 (0< 5 < 1), & 1a mot
ngudng dugc st dung dé kiém soat bién gidi quyét dinh cua anh moi trudng va anh
thuy van. Gid trj ciia 8 ¢6 thé duoc danh gia thong qua viéc phan tich anh sau khi gidu

tin va c6 thé duoc chon dé phu hop yéu cau cho ting tng dung cu thé.



Dé thiy duoc tinh kha thi ciia phuong phap da dé xuét, tac gia bai bao lay 500
anh tir CSDL anh CBIR [8] va bién d6i chiing trong dinh dang 8-bit cdp xam. Céc anh
dugc chia 1am hai nhdm, nhém mot gom 250 anh duoc st dung trong thi nghiém mot
va nhém hai gém 250 anh con lai duoc st dung trong thi nghiém hai. Théng diép

nhang sir dung trong cac thi nghiém duogc tao ra bang cach sinh sé gia ngiu nhién.

Trong thi nghiém mdt, tac gid nhung luong thong tin khac nhau s dung k¥
thuat RCM va quan sat su bién doi cia luge d6 LSB trong anh sau khi gidu tin. C4c ty
1€ nhung 0%, 25%, 50%, 75% va 100% duogc sir dung trong thi nghiém va thu duogc
gia tri | PLSB (0) - PLSB (1) | ctia anh sau khi gidu tin.

Trong thi nghiém hai, tac gia danh gia chinh xac phuong phap dé ra trong viéc
phat hién thuy van RCM trong céac ti 1€ nhung khac nhau va ngudng 6. Tu dir li¢u
trong bang 4.1, chung ta thdy rang khi ngudng & = 0.03, chiing ta thu duoc két qua kha
quan nhit trong viéc phat hién thay van RCM.

Bang 4.1 Sy phat hién chinh x4c cta phuong phap dugc dé ra dudi nhimng ty 1é nhiing

khac nhau va cac gia tri gidi han 9.

o 0.01 0.02 0.03 0.04 0.05

Embedding

ratio (%)

0 60.4% | 66.8% | 71.2% | 74.8% | 77.2%
25 93.2% | 84.8% | 75.2% | 58.4% | 37.2%
50 99.6% | 98.8% | 95.2% | 91.6% | 88.8%
75 100% 100% 99.6% | 99.6% | 99.6%
100 100% 100% 1009 100% 100%

4.2 Ky thuét phat hién anh c6 gidu tin sir dung ky thuit gidu RCM

+ Pau vao: cho mot anh bat ky c6 kich ¢cd (H x W).



+ Xt ly:

o Tinh tong_pixel_cua_anh = J(H*W)/2_

o BI: Tach toan b LSB cua anh.

o B2: Pém trén toan bd LSB cuia anh xem c6 bao nhiéu LSB= =0 gan vao
bién Sum LSB 0.

o B3: Bém trén toan bd LSB cua anh xem c6 bao nhiéu LSB= = 1 géan vao
bién Sum LSB 1.

o B4: Tinh x4c suat xuat hién cia bit 0 la:
P_0=Sum_LSB_0/tong_pixel_cua_anh.
o B5: Tinh xé4c suat xuit hién cua bit 1 1a:
P_1=Sum_LSB_1/tong_pixel cua_ anh.
o B6: Tinh abs(P_0 —P_1) va so sanh v4i & = 0.03 (str dung cong thuc 4.2):
Néu abs(P_0 —P 1) <0.03: anh khong gidu tin.
Nguoc lai, abs(P_0 —P_1)>0.03: 4nh c6 gidu tin.

+ Pau ra: Két ludn anh c6 gidu tin hay khong?



CHUONG 5: CAI PAT VA THUC NGHIEM

5.1 Méi trwong cai dat

»  Ngo6n ngir cai dat: 1a ngdn ngit 1ap trinh Matlab 2007b.
»  Moi truong soan thao: Matlab 2007b.
»  Moi truong chay chuong trinh: moi truong giao dién Matlab 2007b.

5.2 Giao dién chwong trinh

5.2.1 Giao di¢n chinh chwong trinh

o)X

Giau Thong Diep Phat Hien  Tach thong diep Thonag tin tac gia

DO AN TOT NGHIEP
NGANH CONG NGHE THONG TIN

NGHIEN CUU KY THUAT PHAT HIEN ANH CO GIAU TIN
TREN MIEN DU LIEU CUA ANH

Y huong dan. Ths. Ho Thi Huong Thom
S thuc hien: Yuvan Tap
Lop: ZT1001

Khoa Cong Nghe Thong Tin - Truong Dai Hoc Dan Lap Hai Phong

Hinh 5.1 Giao dién chinh cua chuong trinh

Céc churc nang chinh cua chuong trinh:
Giau thong diép:

- Giau mdt chudi bit ngau nhién: thyc hién gidu mot chudi bit duge sinh ngiu nhién

c6 do dai do nguoi dung nhap vao.

Tén ham: Loi=giau_ngau_nhien(image_name,L_message,name_output)



+ Céc tham s6 dau vao:
o image name: tén anh can gidu tin.
o L message: @0 dai chudi bit ngau nhién
o name_output: tén anh sau khi gidu tin
+ Céc tham s6 dau ra:
o Loi: cac 15i c6 thé xay ra khi chay chuong trinh.

- Gidu tin theo ty 1& nhing: thyc hién gidu v6i chudi bit ngau nhién véi kich thude

dugc tinh todn theo ty I¢ % cua anh( ty 1€ do nguoi dung nhép).

Tén ham: [Thong bao co loi] = giau_tylenhung ( cover_image name,tin,

name_output )
+ Cac tham s dau vao:
o cover image name: tén anh can gidu tin.
o tln: ty I¢ nhung tin.
o name_output: tén anh sau khi gidu tin.
+ Céc tham s dau ra:
o Thong bao co loi: cac 15i c6 thé xay ra khi chay chwong trinh.

- Gi4u mot chudi bét ki: thyc hién gidu mot chudi thong diép do ngudi dung nhap

Vao.

Tén ham: Thong_bao loi = giau_lchuoi ( cover_image name, str_message,
name_output)

+ Céc tham s6 dau vao:
o cover image name: tén anh can gidu tin.
o str_message: thong diép nhing.
o name_output: tén anh sau khi gidu tin
+ Céac tham s dau ra:
o Thong bao co loi: cac 15i c6 thé xay ra khi chay chuwong trinh.

- Gidu mot tép bat ki: thuc hién giéu mot tép van ban do ngudi dung chon.



Thong_bao _loi=giau_thongdiep(cover_image_name, str_message,name_output )
+ Céc tham sé dau vao:
o cover_image_name: tén anh can gidu tin.
o str_message: ndi dung cua t€p van ban nhung.
o name output: tén anh sau khi gidu tin.
+ Céc tham s dau ra:
o Thong bao loi: cac 18i co thé xay ra khi chay chuong trinh.
Téach thong diép:
- Tach mot chudi bit ngau nhién: thuc hién tach mot chudi bit tir anh d3 duoc nhung
bdi chtrc nang “gidu mot chudi bit ngau nhién”.
Tén ham: thong_diep=tach_ngau_nhien(image_name,L_message,name_output)
+ Céac tham sé dau vao:
o image name: tén anh can tach thong diép.
o L message: 0 dai chudi bit thong diép.
o nhame_output: tén anh sau khi tach thong di¢p.
+ Céc tham s dau ra:
o thong diep: luu thong diép tach duge tir anh dau vao.

- Tach chubi theo ty 1& nhung: thuc hién tich mot chudi bit tir anh d3 dugc nhiing bai

chtrc nang “gidu gidu tin theo ty 1& nhung”.
Tén ham: bin_message=tach_tylenhung(image_name,name_output)
+ Céc tham s6 dau vao:
o image name: tén anh can tach thong diép.
o name_output: t€n anh sau khi tdch thong diép.
+ Céc tham s6 dau ra:

o bin_message: luu thong diép tach duoc tir anh dau vao.



- Téach mdt chudi bat ki: thuc hién tdich mét chudi thong di¢p tir anh da dugc nhung
boi chirc nang “gidu mot chudi bat bi”.
function str_message=tach_1chuoi(image_name,name_output)
+ Céc tham sé dau vao:
o image name: tén anh can tach thong diép.
o name output: t€n anh sau khi tach thong diép.
+ Céc tham s6 dau ra:

o str message: thong di€p tach duogc.

- Té&ch mét tép bat ki: thuc hién tach mot tép van ban tur anh da dugc nhing bdi chuc

nang “gidu mot tép bat ki”.

Tén ham: str_message=tach_thongdiep(image_name,name_output)

+ Cac tham sb dau vao:
o image_name: tén anh can tach thong diép.
o nhame_output: tén anh sau khi tach thong di¢p.
+ Céc tham s6 dau ra:
o str_message: luu thong diép tach dugc tir anh dau vao.

Phat hién: kiém tra mot anh xem anh d6 c6 giau tin hay khong.
Tten ham: [ketqua,trangthai]=phathien(image_name)

+ Céc tham s6 dau vao:
o image name: tén anh can kiém tra gidu tin.
+ Céc tham s6 dau ra:
o ketqua: két luan anh cé gidu tin hoic khong cé giu tin.

o trangthai: cac trang thai trong qua trinh phat hién (sin sang; dang kiém

tra; da kiém tra xong).



5.2.2 Giao dién c6 chi tiét cdc module gidu tin

) Main

e NN =M N {== Fhat Hien Tach thong diep Thong tin tac gia

iziau chuoi bit ngau nhien
Giau kin theo by le nhung

Giau mok chuoi bat ki

Giau mok kep bat ki )0 AN TOT NGHIEP
nNweANr CONG NGHE THONG TIN

NGHIEN CUU KY THUAT PHAT HIEN ANH CO GIAU TIN
TREN MIEN DU LIEU CUA ANH

=% huong dan:

=W thuc hien:

Lop:

Ths. Ho Thi Huong Thom

W Wan Tap

CT007

Khoa Cong Nghe Thong Tin - Truong Dai Hoc Dan Lap Hai Phong

Hinh 5.2 Giao dién c6 chi tiét cac module gidu tin.

5.2.3 Giao dién c6 chi tiét cac module tich tin

Tach thong diep EREgElR=Rs g R ===}

igiau Thong Diep Phat Hien

Tach chuoi bit ngau nhien
Tach chuaoi theo By le nhung
Tach mok chuoi bat ki

Tach mot tep bat ki IGHIEP
NGANH oo mornme THONG TIN

NGHIEN CUU KY THUAT PHAT HIEN ANH CO GIAU TIN
TREN MIEN DU LIEU CUA ANH

=W huong dan: Ths. Ho Thi Huong Thom

S thuc hien: U Wan Tap

Lop : CT1001

Khoa Cong Mghe Thong Tin - Truong Dai Hoc Dan Lap Hai Phong

Hinh 5.3 Giao dién c6 chi tiét cac module tach tin.



5.2.4 Man hinh giao dién mot trwong hop gidu tin

Tu giao di¢n chinh chuong trinh ta chon menu “Giau thong diep” va chon chirc

nang “Giau mot tep bat ki”.

M Main

N gl slE EaM Phak Hiem Tach thong diep Thong tin Eac gia
Giau chuaoi bik nigau nhien
Giau kin theo by le nhung

Giau mok chuoi bat ki Jo AN TOT NGHIEP

w 5iau mok kep bak ki

oA CONG NGHE THONG TIN

NGHIEN CUU KY THUAT PHAT HIEN ANH CO GIAU TIN
TREN MIEN DU LIEU CUA ANH

=W huong dan: Ths, Ho Thi Huong Thom
SV thuc hien: WU vWan Tap
Lop ZT1001

Khoa Cong Nghe Thong Tin - Truong Dai Hoc Dan Lap Hai Phong

Hinh 5.4 Chon chtic ning gidu mot tép bat ki.

Giao dién cta chirc nang “Giau mot tép bat ki”.



) F_giau_thong_diep

EoX

GIAU TIN TU MOT TEP BAT KY

Ten anh goc :

‘ Broveser

Ten tep nhung :

Erowveser

Ten anh moi :

GiauTin | | Thoat |

Trang thai : San sang !

Hinh 5.4 Giao dién chtic ning gidu mot tép bat ki.



Pé nhép tén anh can gidu tin (Ten anh goc) ta chon nut Browser va tién hanh
chon anh. Tén anh sau khi giéu tin (Ten anh moi) s€ dugc sinh tu dong sau khi chon
anh va nguoi dung c6 thé thay doi truong nay.

) [F_giau_thong_diep Moi ban chon anh

()
E]

& oy BB

Leckn [ L new_peogssve

Le

GIAU TIN TU MOT TEP BAT KY K3 (B
s

|}
Dediop

Ten anh goc : ‘ ‘ [ e

Ten tep nhung : Browser
| N

Ten anh moi : ‘ ‘ Ny Dizcurverty

[ GiauTin | | Thoat | oL

Trang thai : 8an sang !

Fissdiee  |FNG [ pngl . Caverl |

) F_giau_thong_diep

GIAU TIN TU MOT TEP BAT KY

Ten anh goc : Erowser
Ten tep nhung : Erovwser
Ten anh moi : koy_gisu_0S0.png

Giau Tin | | Thoat |

Trang thai : San sang !

Hinh 5.5 Giai doan chon anh nhing.



Dé nhap tén tép chira thong diép nhung (Ten tep nhung) ta chon niit Browser va

tién hanh chon tép nhing.

) |F_giau_thong_diep |;H:,b:(| Mo Ben chon 32p van ban E
Look it | 5 rew_swogams x ~EgE
3
GIAU TIN TU MOT TEP BAT KY 59
HyBecerd
‘-‘mfj’*i P 1.txt - Notepad
Ten anh goc : ‘ ‘ | oowser | u Fe B Foms Vew Bp |
: : Dedip |73 P02 xa hoi chu nghia viet Kan
Ten tep nhung : ‘ Erowser | nem—
. J
Ten anh moi : ‘ Ve gic_050 g | Ny Discuments
| GlauTin | [ Thoat | %!
My Conpul=

Trang thai : San sang !

Mplemok  Fznare 1 M Open
Places

Fescitme:  |TT £bd] - Cance

)| F_giau_thong_diep

GIAU TIN TU MOT TEP BAT KY

Ten anh goc : Browser
Ten tep nhung : Browser
Ten anh moi : key_giau_050 png

Giau Tin | | Thoat

Trang thai : San sang !

Hinh 5.6 Giai doan chon thong di€p nhing.




Sau khi lam cac budc trén, ta tién hanh chon nut “Giau tin” dé thuc hién chirc
nang gidu tin (Figure 1: anh trudc khi gidu tin — Figure 2: anh sau khi giau tin).

' F_giau_thong diep

GIAU TIN TU MOT TEP BAT KY

Ten anh goc : 050 prg Browser
Ten tep nhung 3 | bt Broweser
Ten anh moi : koy_giau_050.png

Giau Tin Thoat

Tran thai: Da tin xong!
= |BIX] - Figure 2 = BX]

File Edit View Insert Tools Desktop Window Help ~ W File Edit View Insert Tools Deskbop ‘Window Help ~

D& kKRAOM® €| "Ioesda| k| RAT®|E|~

= Y 4
.

Hinh 5.7 Giai doan thyc hién giu tin

Dé thoat khoi giao di¢n giéu tin ta chon nut “Thoat”.



5.2.5 Man hinh giao dién mot truong hop tich tin va khoi phuc dnh géc

Tur giao dién chinh chuong trinh ta chon menu “Tach thong diep” va chon chtic

nang “Tach mot tep bat ki”.

Giau Thong Diep Phat Hien REERAERERE= =8 Thong tin tac gia

Tach chuoi bit ngau nhien
Tach chuoi theo by le nhung

Tach ok chuoi bak ki IG H I E P

w Tach mok tep batk ki

NGANH cvune morne THONG TIN

NGHIEN CUU KY THUAT PHAT HIEN ANH CO GIAU TIN
TREN MIEN DU LIEU CUA ANH

W huong dan: Ths, Ho Thi Huong Thom

=W thuc hien: W Wan Tap
Lop: CT1007

Khoa Cong Nghe Thong Tin - Truong Dai Hoc Dan Lap Hai Phong

Hinh 5.7 Giao dién chon chirc nang tach mot tép bat ki.

Giao dién cua chirc nang “Tach mdt tép bat ki”.

M| F_tach_thong diep

TACH TIN CHO TRUONG HOP GIAU MOT TEP BAT KY

Ten anh can tach

Thong diep tach
duoc ghi voi ten :

Ten anh moi :

Trang thai : San sang!

Hinh 5.8 Giao dién cua chirc ning tach mot tép bat ki.



Pé nhap tén anh can tach tin (Ten anh can tach thong diep) ta chon nut Browser

va tién hanh chon anh. Tén anh sau khi tach tin (Ten anh moi) va tén tép chira noi

dung thong di€p sau khi tach (Thong diep tach duoc ghi voi ten) s€ dugc sinh tu dong

sau khi chon anh va ngudi ding c6 thé th

) |F_tach_thong_diep
TACH TIN CHO TRUONG HOP GIAU MOT TEP BAT KY

Ten anh can tach
theng diep : ‘ ‘
|
|

Browyser

Thong diep tach
duoc ghi voi ten :

Ten anh moi :

[ Tachtin | [ Thoat |

Trang thai : San sang!

EIE

ay doi truong hai nay.

DI@ Mol ban chan fep van ban
Lock o | ) Ttw_pOgae r_l <3 [ ] @
3 Jnages_std
& N %) g
1 Heceel
Docurents
©,
Desiie
—»
Np Doosseric
d
4!
Ny Comgutes
] = ,
WyNetwod Pl nirme b o 0500 prg M|
Places e X
Fias of hyw PG " 3egl -

' F_tach_thong diep

TACH TIN CHO TRUONG

Ten anh can tach

HOP GIAU MOT TEP BAT KY

thong diep :

Browser

Thong diep tach
duoc ghi voi ten :

thong_diep_tach txt

Ten anh moi :

kg_tach_kog_giau_050 png

Trang thai : San sang!

Hinh 5.9 Giai doan chon anh can tach tin.




Sau khi 1am cac budce trén, ta tién hanh chon nit “Tach tin” dé thuc hién chirc
nang tach thong diép va khoéi phuc anh gbe (Figure 1: anh trude khi tach thong diép —
Figure 2: anh sau khi dugc khoéi phuc).

<} |F_tach_thong diep

TACH TIN CHO TRUONG HOP GIAU MOT TEP BAT KY

Ten anh can tach

thong diep : key_Giat_050 prig Browser
Thong diep tach
duoc ghi voi ten : thong_diep_tach txt
Ten anh moi : kg_tach_kq_giau_050 png
Tach tin Thoat

Trang thai : Da tach tin xong!

File Edit View Inscrt Tools Deslkop Window. Holp ~ | File Edit View Insert Tools Desktop ‘Window Help

D& LK RAMBD/E (" DsEEe K RATm ¥ 08>

Fil= Edik WiEL Help

—ong hoa =a khod <choa nghdia wist ram
< | >
Hinh 5.10 Giai doan thuc hién tach tin.

Forrmak

Dé thoat khoi giao dién tach théng diép ta chon nat “Thoat”.



5.2.6 Man hinh mét trwong hop kiém tra mét anh bt ky cé gidu tin hay khong (giao
dién phdt hién anh cé gidu tin hay khong)
Tu giao dién chinh ctia chuong trinh ta chon menu “Phat hien” dé thuc hién

chtrc nang phat hién anh giau tin.

Giau Thong Diep Fhat Hiem Tach thong diep Thong Lin tac gia

DO AN TOT NGHIEP
NGANH CONG NGHE THONG TIN

NGHIEN CUU KY THUAT PHAT HIEN ANH CO GIAU TIN
TREN MIEN DU LIEU CUA ANH

=Y huong dan: Ths. Ho Thi Huong Thom

S thuc hien: W W an Tap
Lop: CT1001

Khoa Cong Nghe Thong Tin - Truong Dai Hoc Dan Lap Hai Phong

Hinh 5.11 Giao dién chon chirc nang phat hién anh giéu tin

Giao dién cua chirc nang “Phat hien”.

M F_phathien [.;“ =] ”E]

PHAT HIEN ANH CO GIAU TIN

Ten anh can kiem tra :

Ket qua :

Kiem tra ]

Trang thal : San sang!

Hinh 5.12 Giao dién cua chirc ning phat hién anh c6 giu tin.



Dé nhép tén anh can kiém tra ta chon nut “Browser” va tién hanh chon anh.

} F_phathian

PHAT HIEN ANH CO GIAU TIN

Ten anh can kiem tra :

Mp Azcest i} :
| Laver el s

ﬂbq_tad‘l_izga._ﬁm;
Ket qua : E

Yy Documeniz
Trang thai : San sang!

9

Nplishod  Flenax
Poces

tkg gau (B0ong

Fies ol hpe: 26 =g - Cancel
) F_phathien

PHAT HIENM ANMNH CO GIAU TIN

Ten anh can kiem tra :

| Browser

Ket qua :

Kiem tra

Trang thai : San sang!

Hinh 5.13 Giao dién chon anh can phat hién.



Pé thyc hién chirc nang phat hién anh gidu tin ta chon nut “Kiem tra”.
J F_phathien |-_||_||z|

PHAT HIEN ANH CO GIAU TIN

Ten anh can kiem tra : | Browser

Anh khong giau tin!

Ket qua :

Kiem tra l[ Thoat l

Da kiem tra xong!

Hinh 5.14 Thuc hién chirc nang phat hién anh c6 giéu tin.
Dé thoat khéi giao dién “PHAT HIEN ANH CO GIAU TIN” ta chon nut
“Thoat”.

5.3. Két qua thir nghiém

Str dung 2 tap thir nghiém:

+ Téap thtr nghiém 1 gém 6 anh chuén (lena, baboon, airplane, tiffany, beer,

peppers).
v — -~
| A L
>~ : \ - ‘...
i L) ».,4\':.‘-‘ ) »
airplane.png baboon.png beer.png lena.png pEppers.png tiffany.png

Hinh 5.15 Tap anh thtr nghiém 1



+ Tap anh thir nghiém 2 gém 50 anh voi nhiéu kich ¢& khac nhau:

O=8b14fb.jpa 3DTextureClock.png

YsducYas.pag bles_phong_canh_thi...

9a3c0932.jpg

20326_thiennhien2.jpa  290409CLOZhientuong... 605472db[1].jpa 7895095_1572168990_ve 1222924051 .jpa
wui Lhien nihien, jpy

zZ00905070S0356!1Chr... 23501 Z244549055.1pg al.JrPa

1

Fish-4.jpa Fish_452523.jpg fish_aquarium_3d_scr... fFish-with-hands1.jpg Image({203).jpg

Image{206).jpg images.jpeg IMG_2309-512x512.jpg jcz4cf63yv1g6kddkefe.jpg Kiet_tac_cua_thien_n.
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Hinh 5.16 Tap anh thtr nghiém 2

Tiép tuc sir dung 2 tap anh thir nghiém trén dé gidu thong diép bang ky thuét
gidu RCM (reversible contrast mapping) véi 2 trudng hop:

+ Gidu theo ty 1& nhiing: 0%, 30%, 70% va 100% .

+ Giéu cho trudc mot tep.

B tit.ixi - Hotepad

File Edit Format  WView Help

cong hoa =a hol <hu nghla vlet nam Cong hoa =a hol <hu nghla wiet nam con
Cong hoa =a hei cho nghia viet nam Cong hoa xa hod chu nghia viet nam Con
cong hoa =a hol chu nghia viet nam Cong hoa =a hol chu nghia viet nam Con
cong hoa =a hol chuy nghda vlet nam Cong hoa =a hol chu nghla viet nam con
Cong hoa xa hoi chu nghia viet nam Cong hoa xa hoi chu nghia viet nam Con
cong hoa =a hol <hu nghla vlet nam Cong hoa =a hol chu nghla viet nam Con
Cong hoa xa hoi chu nghia viet nam Cong hoa xa hoi cho nghia viet nam Con
Cong hoa <a hod chu nghia viet nam Cong hoa =a hol cha nghia viet nam Con
Cong hoa xa hot chu nghia viet nam Cong hoa xa hol chu nghia viet nam con
cCong hoa xa kol chu nghia viet nam Cong hoa xa kol cho nghia viet nam Con

< >

Hinh 5.17 Tép thong diép nhung.
Sau do6 st dung chuong trinh phat hi¢én dugc cai dat theo k¥ thuat phat hién anh
c6 gidu tin st dung k¥ thuat gidu RCM (k¥ thuat phat hién gidu tin cta ban d6 thuy
van twong phan thuin nghich). Két qua phat hién duoc thé hién trong Bang 5.1 va

Bang 5.2:

Bang 5.1 Két qua phat hién cta tap anh thir nghiém 1

Giau cho
Do dai truwé’c mot 0% 30% 70% 100%
tép
Co giéu 100% 0% 100% 100% 100%
Khéng
i 0% 100% 0% 0% 0%
giau

Bang 5.2 Két qua phat hién cta tap anh thir nghiém 2

Giau cho
Do dai truwé'c mot 0% 30% 70% 100%
tép

C6 gidu 38% 44% 34% 34% 34%




62% 56% 76% 76% 76%

5.4 DPanh gia ky thuat phat hién theo F-measure

5.4.1 Dy do danh gia

Trong nhitng thir nghiém nay, em st dung cac d¢ do danh gia la: precision,
recall va f-measure thuong dugc ap dung trong phan loai dir liéu. Precision la do do
tinh chinh xac va dung dan cta viéc phan loai. Recall 1a do do tinh toan ven cua viéc
phan 16p.

Cu thé cho bai toan phén loai anh c6 gidu tin va anh chua gidu tin, gia st ta c6
mot tap anh dau vao E (gém ca anh gidu tin va anh chua giu tin) can phan thanh 2 tap
con E; (anh c6 gidu tin) va E, (anh khong gidu tin). Sau khi thyc hién phan 16p ching

ta dugc bang sau:

K&t qua phan 16p ding
= E,
fp
étqua| " (true t(Ig)sitive) (false
Sohin i positive)
phan
10p dat fn tn
dUQC E2 . (true
(false negative) negative)

Khi do precision va recall dugc tinh toan theo cong thirc sau:

Precision= P (5.1)
tp+ fp

Recall = P (5.2)
tp+ fn

Mic du precsion va recall 1a nhirng d6 do duoc dung rong rdi va phd bién nhat,
nhung chung lai gay kho khan khi phai danh gia céc bai toan phan loai vi hai d6 do
trén lai khong ting/giam twong tng véi nhau. Bai toan dénh gia c6 recall cao c6 thé c6
precision thép va nguoc lai. Hon nira, viéc so sdénh ma chi dua trén mot minh precision

va recall khong phai 1a mot y hay. V&i muc tiéu nay, do do F-measure duoc sur dung



dé danh gia tong quat cac bai toan phan loai. F-measure 1a trung binh diéu hoa co

trong sb cua precision va recall va c6 cong thic:
=~ precisionrecall

F,= %+ 5%, —
d ~B2.precision+ recall

trong d6 P 1a mot tham sé ¢ gia tri ndm gitra 0 va 1. Néu p = 1, F-measure bang véi
precision va néu p = 0, F-measure bang véi recall. Giita doan dé, gia tri p cang cao, do
quan trong cua precision cang cao so voi recall. Ta sir dung gia tri thuong dugc dung
la B = 0.5, nghia la:

precisionrecall
precision+ recall

F=2 (5.3)

5.4.2 Két qua thir nghiém

Tap anh thir nghiém D1 gdm 50 anh chuwa gidu tin (tr ImageOl.jpg dén
Image50.jpg), kich thude 768x512 va 512x768 va D2 gém 50 anh kich thudc 756x504
ding dé gidu tin v6i luong gidu 50%, 100% (ImageS1.tiff dén Image94.tiff va

Image95.png dén Image100.png).

Image04.jpg Image05.jpg

Image0s6.jpg Image07.jpg Image0S.jpg Image09.jpg Imagel0.jpg

Imagell.jpg Imagel3.jpg Imagel4.jpg

Imagels.jpg Imagel9.jpg Image20.jpg

Imagezl.jpg Image22.jpg Image23.jpg Image24.jpa Image25.jpg

Imagels.jpg




Imagez6.jpg Imagez?.jpa Image2s.jpg Image29.jpsg

Image31.jpg Image32.jpg Image33.jpg Image34.jpg Image35.jpg

Image37.jpa Image3s.jpg Image39.jpg

Image41.jpg Image43.jpg Image44.jpsg Image45.jpg

Image46.jpg Image47.jpa Image4s.jpg Image49.jpg ImageS0.jpg

Hinh 5.18 Tap 50 anh chua gidu tin bat ki

ImageS1.tiff ImageS2.tiff ImageS3.Liff ImageS4.tiff

Y

1

Image63.Liff Image64. Liff
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Image66. Liff Images67. Liff Image6s. kiff Image69.tiff Image70.tifF

Image71.LifF Image72.Liff Image73.Liff Image74.Liff Image75S.Liff



Image76.tiff Image77.Liff Image7s.tiff Image79.Liff Images0. Liff

Images1.Liff Images2.tiff Images3.Liff Imaged4.tiff Imagess.tiff

Images6.Liff Images7.Liff Imnagess. Liff Images9.Liff Image20.tiff

=

Image93.tiff Image24.tiff Image9S.png

Imagegs.ﬁng ImageS7.png Imageg.png Image93.png Ima.t'gell:lllpng
Hinh 5.19 T4p 50 anh ding dé giu tin v6i lwong gidu 50% hoic 100%

Chon tip anh D50 percent gdm 100 anh trong d6 50 anh cé gidu tin véi luong
gidu 50% (D2) va 50 anh khong gidu tin (D1). M6t tap anh khac D100_percent gdm
100 anh véi 50 anh chua giau (D1) va 50 anh c6 gidu véi luong gidu 100% (D2).

Sau d6 dung k¥ thuat phat hién trén tap thir nghiém nay ta thu duoc két qua nhu
bang 5.3:
Bang 5.3 Bang két qua thir nghiém trén hai tip anh D50_percent va
D100 _percent

Tap thtr nghiém
D50_percent D100_percent
Tén anh

Image01l.jpg T (True) T

Image02.jpg F (False) F




Tap tht nghiém

D50 percent

D100_percent

Tén anh
Image03.jpg T T
Image04.jpg T T
Image05.jpg T T
Image06.jpg T T
Image07.jpg T T
Image08.jpg T T
Image09.jpg T T
Imagel0.jpg T T
Imagell.jpg F F
Imagel2.jpg T T
Imagel3.jpg T T
Imagel4.jpg T T
Imagel5.jpg T T
Imagel6.jpg T T
Imagel7.jpg T T
Imagel8.jpg F F
Imagel9.jpg T T
Image20.jpg T T




Tap tht nghiém

D50 percent

D100_percent

Tén anh
Image21.jpg T T
Image22.jpg T T
Image23.jpg T T
Image24.jpg T T
Image25.jpg T T
Image26.jpg T T
Image27.jpg T T
Image28.jpg T T
Image29.jpg T T
Image30.jpg T T
Image31.jpg T T
Image32.jpg T T
Image33.jpg T T
Image34.jpg T T
Image35.jpg T T
Image36.jpg T T
Image37.jpg T T
Image38.jpg T T




Tap tht nghiém

D50 percent

D100_percent

Tén anh
Image39.jpg T T
Image40.jpg T T
Image4l.jpg T T
Image42.jpg T T
Image43.jpg F F
Image44.jpg T T
Image45.jpg T T
Image46.jpg T T
Image47.jpg T T
Image48.jpg T T
Image49.jpg T T
Image50.jpg T T
Image51.tiff T T
Image52.tiff T T
Image53.tiff T T
Image54.tiff T T
Image55.tiff T T
Image56.tiff T T




Tap tht nghiém

D50 percent

D100_percent

Tén anh
Image57.tiff T T
Image58.tiff T T
Image59.tiff T T
Image60.tiff T T
Image61.tiff T T
Image62.tiff T T
Image63.tiff T T
Image64.tiff T T
Image65.tiff T T
Image66.tiff T T
Image67.tiff T T
Image68.tiff T T
Image69.tiff T T
Image70.tiff T T
Image71.tiff T T
Image72.tiff T T
Image73.tiff T T
Image74.tiff T T




Tap tht nghiém

D50 percent

D100_percent

Tén anh
Image75.tiff T T
Image76.tiff T T
Image77.tiff F T
Image78.tiff T T
Image79.tiff T T
Image80.tiff T T
Image81.tiff T T
Image82.tiff T T
Image83.tiff T T
Image84.tiff T T
Image85.tiff T T
Image86.tiff T T
Image87.tiff T T
Image88.tiff T T
Image89.tiff T T
Image90.tiff T T
Image91l.tiff T T
Image92.tiff T T




Tap tht nghiém
D50_percent D100_percent
Tén anh
Image93.tiff F T
Image94.tiff F T
Image95.tiff T T
Image96.png T T
Image97.png T T
Image98.png T T
Image99.png T T
Imagel00.png T T

Sau d6 ta ding cac d6 do danh gia 1a: Precision, Recall va F-measure dé phan
loai anh ¢6 gidu tin va anh chua gidu tin. Sau khi thuc hién phan 16p trén hai tap thir

nghiém D50_percent va D100_percent ta duoc két qua nhu bang 5.4 va bang 5.5.

Bang 5.4 Tong hop két qua tir bang 5.3 cua tap thir nghiém D50_percent

Két qua phan 16p dang
D1 D2
Két qua| D1 46 4
phan
16p dat
duoc | D2 3 47

Ap dung cong thirc (5.1) va (5.2) va (5.3) ta co:

Precision= 46 =0.92
46+ 4




46

Recall = =0.94
46+ 3
*
F - measure = ZM =0.93
0.92+0.94

Bang 5.5 Tong hop két qua tir bang 5.3 cua tap thir nghiém D100_percent

Két qua phan 16p dung
D1 D2
Két qua| D1 46 4
phan
16p dat
duoc | D2 0 50

Ap dung cong thic (5.1), (5.2) va (5.3) ta co:

Precision= 46 =0.92
46+ 4

46

Recall = =
46+0

0.92*1
92+1

F - measure = 2 0.96

Bang 5.5 Bang thtr nghiém trén hai tap anh D50 percent va D100 percent

bo do ..
K3 thuat Precision Recall F-measure
Ky thuat phat hi¢n
cho lwong giéu 50% 0.92 0.94 0.93
K¥ thuat phat hién| 0.92 1 0.96

cho lugng gidu 100%

5.4.3 Nhan xét

Nhin vao két qua ctia bang 5.5 ta thdy d6 do danh gia F-measure 13 rat cao, cho
thdy thuat toan phat hién anh c6 gidu tin str dung ky thuat gidu RCM duoc trinh bay &

chuong 4 1a c6 do chinh xac va hi€u qua, phat hién anh c6 giau tin la rat 16n.



KET LUAN

Phat hién thong tin 4n gidu trong dir lidu da phuong tién, dic biét 1a trong anh

s0 la mot van dé dang dugc quan tam hién nay trong nhiéu linh vuc. D€ phat hi¢n va

phan biét mot anh s6 nao d6 cd mang tin mat hay khong doi hoi rat nhidu yéu to va ky

thuat phuec tap.

Trong d6 4n nay da dua ra mot cai nhin tong quan vé giau tin trén mién RCM

va phat hién anh c6 gidu tin sir dung k¥ thuat gidu RCM.

Trong thoi gian lam d6 4n em da nghién ctru dugc nhiing van dé sau:

Nghién ctru tong quan k¥ thuat gidu tin trong anh.

Nghién ctru cdu triac anh bitmap va png.

Tim hiéu chi tiét k¥ thuat gidu tin RCM trén mién dit liéu anh.

Nghién ctru k¥ thuat phat hién anh c6 gidu tin sir dung k¥ thuat gidu RCM.
Cai dat va thir nghiém bang matlab 2007b.

Trong qué trinh 1am do 4n, do han ché vé thoi gian nén viéc nghién ctiru dé tai

khong thé tranh khoi nhiing thiéu s6t. Rat mong nhan duoc su dong gop ¥ kién cia cac

thay, c6 va toan thé cac ban dong mon dé bao céo cua em dugc hoan thién hon.

Em xin chan thanh cam on!
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