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MO DAU

Hién nay trén thé giéi, mang may tinh dang ngdy cang dong vai trd
thiét yéu trong moi linh vuc hoat dong cua toan xa hdi, n6 da va dang trd
thanh phuong tién trao d6i théng tin dit liéu thi nhu cau bao mat théng tin
dugc dit 1én hang dau. Nhu cau nay khong chi co ¢ cac bd may An ninh,
Quéc phong, Quan 1y nha nudc ma da trd thanh birc thiét trong nhiéu hoat
dong kinh té xa hoi: tai chinh, ngan hang, thuong mai ... va trong ca hoat
dong thuong ngay nhu thu dién tir, thanh toan, tin dung ...

Trén thé gidi hién nay c6 kha nhiéu giai phap ma hoa thong tin theo
cong nghé mai dua trén cac thuat toan co do phirc tap cao va san pham loai
nay ciing bat dau thuong mai héa. Tuy nhién muc d6 bao mat va toc do xir 1y
cua cac loai san phém rat khac nhau. Mat khac du c6 thuat toan tot nhung
chiang ta khong niam bat duge moi khia canh cua cong nghé bao mat s€ khong
¢ cach nao bit hét duoc moi k& hd ma céc tin tic d& dang tAn cong.Vi vay dé
bao mat cac thong tin “nhdy cdm” thi gidi phap la tu xay dung nhiing chuong
trinh bao mat thong tin cho chinh minh.

Nhu cau doi hoi trén dit ra cho cac chuyén gia CNTT nhiing thach thirc
moi: 1am thé nao dé vira théa man cac yéu cau doi hoi vé toc do xir ly, dai
thong duong truyén truy cap cua nguoi st dung, dong thoi dam bao an toan
va bao mat hé théng thong tin, vo1 viéc mé rong két ndi t6i cac hé théng khac
khong nam trong tam kiém soat cia minh, dé dam bao cho tbc do phat trién
chung cua viéc khai thac cac tiém ning, hiéu qua to 16n do mang may tinh

dem lai.



CHUONG 1: TIM HIEU HE PIEU HANH MANG LINUX
1.1. Hé diéu hanh mang

1.1.1  Hé diéu hanh Linux

Linux bat ngué)n tr mot hé diéu hanh 16n hon c6 tén 1a UNIX. UNIX la
mot trong nhirng hé diéu hanh duoc st dung rong rai nhét trén thé gidi do tinh
6n dinh va kha niang hd tro ctia nd. V& nguyén tic hé diéu hanh ciing 1a mot
software, nhung day 1a mot software dic biét — dugc ding dé diéu phdi cac tai
nguyén (resource) cua hé thong (bao gdm ca hardware va software khac).
Linux con dugc goi 1a Open Source Unix (OSU), Unix — like Kernel, clone of
the UNIX operating system.

Linux 1a phién ban UNIX dugc cung cap mién phi, ban ddu duoc phat
trién boi Linus Torvalds nim 1991 (sinh vién truong dai hoc Helsinki, Phan
Lan). Khi Linus tung ra phién ban mién phi dau tién ctia Linux (0.02) trén
Internet di tao ra mot 1an song phat trién phan mém 16n nhit tir trudc dén nay
trén pham vi toan cau. Hién nay Linux dugc phat trién va bao tri boi mot
nhém hang nghin 14p trinh vién cong tac chat ch€ vdi nhau qua Internet.

Théang 11/1991 Linus dua ra ban chinh thirc dau tién cua Linux (0.02),
né c6 thé chay bash va gece (trinh dich C GNU — GNU’s Not UNIX). Nhung
hé théng chua c6 cac hd tro ngudi dung va tai liéu hudng dan. Thang 3/1994
phién ban Linux 2.2.6, c6 thé 1am viéc trén moi trudng dd hoa véi cac ng
dung cao cép nhu cac tién ich dd hoa va cac tién ich khac. Linux kho co thé
thanh cong dugc nhu hién nay néu khong ¢ cac cong cu GNU cua to chirc
phan mém mién phi (Free Software Foundation). Trinh dich gcc cia GNU da
gitip cho viéc viét ma cua Linux dé dang hon rat nhiéu. Hién nay Linux 12 mot
hé diéu hanh UNIX day du va doc 1ap. N6 ¢o6 thé chay X Window, TCP/IP,

Emacs, Web, thu dién tir va cac phan mém khac.



1.1.2 Linux va UNIX

UNIX 1a mot hé diéu hanh manh, UNIX di qua thir thach va chay trén
cac may chi & moi truong xi nghiép rong rii trong mot thdi gian rat dai. Hé
diéu hanh UNIX dén nay van chua c6 ddi thu c6 thé ding ngang véi nd vé
tam voc cling nhu su chiu dung vé thoi gian. Windows ctiia Microsoft trudc
day chi dung cho cac may dé ban (desktop). Ho san pham ctia Microsoft chua
bao gid mang céac tinh ning ciia mot may chi (server) thuc thu cho dén khi
Windows NT va Windows 2000 ra doi. Tuy nhién UNIX, NT va Windows
2000 déu 1a san pham co ban quyén.

Linux tro 1én phé bién rong rai va dugc sy ung ho cua rat nhiéu 1ap
trinh vién trén thé gidi. Piém ndi bat ciia Linux 1a ma nguon mé va tinh o6n
dinh do ké thira tir kién traic UNIX d3 qua thir thach.

Linux chi 13 hat nhan cung cap cac chic ning cin thiét t6i thiéu cua
mot hé diéu hanh tuya UNIX. Vi UNIX khong co6 phién ban chay trén PCs theo

kién tric bd vi xur 1y Intel nén Linux dugc xem 1a mdt san phém rat gia tri.
1.1.3 U'u diém khi sir dung Linux

Linux 13 hé diéu hanh mi ngudn mo, duoc cung cap mién phi cho
ngudi s dung. N6 c6 kha ning da nhiém, da xir 1y, hd tro mang, kha ning
tuong thich phan ctng va nhiéu tinh nang khéc:

e Tinh 6n dinh: Linux c6 tinh dn dinh cao, it b 13i khi st dung so v&i hau
hét cac hé diéu hanh khac. Nguoi sir dung Linux khong phai lo lang dén viéc
may tinh ctia minh bi “treo ctrng” khi dang str dung nira.

e Tinh bao mat: Linux 13 hé diéu hanh da nhiém, da nguoi dung (nhiéu
ngudi str dung c6 thé vao phién 1am viéc cta minh trén cing mot mdy tai
cing mot thdi diém). Linux cung cap cac muirc bao mat khac nhau cho nguoi
st dung . Mdi nguoi str dung chi 1am viéc trén mot khong gian tai nguyén

danh riéng, chi c6 ngudi quan tri méi co6 quyén thay doi trong may.



e Tinh hoan chinh: Ban than Linux da duoc kém theo cac trinh tién ich
can thiét. Tat ca cac trinh tién ich ma ngudi sir dung mong doi déu co san
hodc & mot dang twong duong rat giéng. Trén Linux, céac trinh bién dich nhu
C, C++, ... cac hat nhan hay TCP/IP déu duoc chuan hoa.

e Tinh twong thich: Linux tuong thich hau nhu hoan toan véi mot so
chuan UNIX nhu IEEE POSIX.1, UNIX System V va BSD UNIX. Trén
Linux cling c6 thé tim thdy céc trinh gia lap ctia DOS va Window, cho phép
chay céc ng dung quen thudc trén DOS va Window. Linux ciing hd trg hau
hét cac phan cimg may PC.

e H¢ diéu hanh 32 bit day du: chung ta khong con phai lo lang vé gidi
han bo nhd, cac trinh diéu khién EMM hay cic b nhd mé rong... khi sir
dung Linux.

e D& cau hinh: Nguoi st dung hau nhu toan quyén diéu khién vé cach
lam viéc cua hé théng, khong phai ban tam vé céc gi61 han 640K va tién hanh
toi wu hoa bo nhé mdi 1an cai dit mot trinh diéu khién moéi.

e Kha ning 1am viéc trén nhiéu loai may: Cau hinh phan cing tdi thiéu
chi 1a chip 80386, 2MB bo nhd, 10-20 MB khéng gian dia dé bat dau. Linux
c6 kha ning chay trén nhiéu dong may khac nhau nhu Apple Macintosh, Sun,
Dec Alpha va Power PC.

Gidng nhu UNIX, Linux 1a mot hé diéu hanh da nhiém, st dung su
quan 1y bd nhé tinh vi va diéu khién tit ca cac tién trinh, néu mot chuong
trinh nao d6 bi hong chiing ta c6 thé loai b né va tiép tuc lam cac cong viée
khac. Linux gén nhu mién dich véi sy tin cong cua cac loai virus.

V6i sy phét trién va thay doi lién tuc vé cong nghé va giao dién, Linux
d3 1am cho nhiéu cong ty, chinh phi, cc to chtrc va ngudi st dung quan tm
dén. Hang ngan website trén thé gidi di sir dung Linux nhu mdt webserver,

nhiéu cong ty 16n nhu HP, Ericssion da st dung Linux nhu mot hé diéu hanh



chay trén nhimg san pham cta ho ma ching ta dd biét thuit ngir Linux
Embedded.

Gan ddy chinh phu cta nhiéu qudc gia da chon Linux trong chién lugc
phat trién cong nghé bdo mat (security) chéng lai su tn cong cua céc tin tac.
C6 nhiéu phién ban Linux da phat trién thanh nhiing san pham thuong mai c6
do 6n dinh cao, dap ung nhiéu cong viéc nhu Red Hat Linux, Caldera, SuSE.

Véi nhitng viéc 1am trén, ta thiy Linux s& 1a hé diéu hanh cta tuong lai

dap ung dugc nhi€u yéu cau cua nguoi ti€éu dung trén khap thé gidi.
1.2. Mot so dac diem cua h¢ dieu hanh mang Linux

1.2.1 Pic diém ciia hé thong

e (Cac version khac nhau cua Linux: thong thuong cac nhan Linux (Linux
kernel) c6 mdt s6 hiéu phién ban riéng. Tai mdi thoi diém co hai phién ban
moi nhit 13 phién ban 6n dinh (Stable) va phién ban phat trién (development).
Phién ban 6n dinh danh cho hau hét ngudi ding, con phién ban phat trién thay
d6i rat nhanh va duoc chay thir boi cac nha phat trién trén Internet. Phién ban
6n dinh thudng c6 s hiéu nho hon.

e Céc dic tinh cta hé thong:

v/ Linux Ia hé diéu hanh da nhiém va da ngudi ding.

v' Tuong thich gin nhu hoan toan véi cac ban UNIX nhu chuan
IEEE POSIX.1, System V, BSD.

v Cb thé dugc cai dit cung voi cac hé diéu hanh khac nhu
Windows 95/98, Windows NT, OS/2, hoac cac phién ban khac
ciia Linux. Chuong trinh tai hé thong Linux (LILO) cho phép
chon hé diéu hanh khi khoi dong.

v Linux c6 thé chay trén nhiéu cau tric CPU khéac nhau nhu Intel,

SPAERC, Alpha, Power PC, MIPS va m68k.



v' H0 trg nhiéu hé théng file khac nhau nhu: hé théng file mo rong
(ext2fs) danh riéng, MS DOS file, Windows, OS2, Apple, ...

v’ Mang 1a mét trong nhimg diém manh cua Linux. Linux ciing
cung cép da cac dich vu giao thitc mang TCP/IP, bao g?)m cac
Drive thiét bi cho card Ethernet, PPP va SLIP, PLIP (Parallel
Line Internet Protocol) va NFS (Network file system). Ho trg cac
dich vu nhu FTP, Telnet, NNTP va SMTP (Simple Mail Transfer
Protocol). Kernel Linux hd tro birc twong lira (firewall) cho
mang, nguoi st dung cé thé dat mot ciu hinh mot may Linux bat
ky nhu mot filewall.

e Kernel: 1a phﬁn chinh, 13 trai tim ctia hé diéu hanh, né diéu khién giao
dién giita chuong trinh nguoi sit dung véi cac thiét bi phan ctng, xép lich cac
tién trinh va nhiéu tac vy khac ciia hé thong. Kernel khong phai 1a mot tién
trinh chay riéng biét trong hé thong ma 1a céc tap trinh don nam trong b nho,
moi tién trinh déu goi dén ching. Trén nhiéu cu trac may tinh, kernel c6 thé
mo phong céac 1énh dau phay dong (PFU) néu bo nhd khéng c6 bo dong xtr Iy
toan hoc. Kernel Linux ciing hd tro cac ki thuat nhu: phan trang bo nhd, bo

nhé ao, cache dia, ...
1.2.2 Cac diac diém phan mém

e Cac 1énh co ban va céc tién ich: tit ca cac tién ich va cac 1énh co ban
ctia UNIX déu duoc chuyén sang Linux. Cac Iénh co ban nhu Is, awk, tr, sed,
bs, more, va cac phﬁn mém nhu Perl, Python, Java Deverlopment Kit. Cac
trinh soan thao van ban nhu: vi, ex, GNU emacs.

Mot trong nhiing tién ich quan trong nhat trong Linux 14 shell. Shell 1a mot
chuong trinh cho phép doc va thuc hién cic 1énh ctia nguoi dung. Trong shell

ngudi ta co thé viét cac shell script, twong tu nhu file Bat trong MSDOS, d6



1a cac tép chtra cac chuong trinh ngon ngit Iénh Shell trong Linux nhu C shell,
Bash shell (GNU Bourne Again shell), ksh (Korn shell).

e CAac ngbn ngir lap trinh: Linux cung cap modt mdi trudng lap trinh
UNIX dﬁy du, bao gé)m moi thu vién chuén, cac cong cu 1ap trinh, trinh dich
va gd roi. Hai ngdn ngit 1ap trinh pho bién nhit 13 C va C++ duoc hd trg trong
Linux voi trinh dich gecec cia GNU. B Java Deverlopment Kit cua Sun cling
dugc dua vao Linux. Cac ngoén ngit lap trinh khac nhu Smalltalk, Fortran,
Pascal, Lisp,...

e He¢ théng X Window: 1a giao dién do hoa chuan cho cic may UNIX.

Phién ban X Window trén Linux 1a XFree86. Cac tmg dung chuan trén X
Window la xterm (bé mé phong dau cudi dung cho cac tmg dung & cac ché do
text), xdm (quan 1y viéc vao ra hé thong ctia ngudi dung), xclock (déng ho),
xman (bd doc trang hudng dan d6 hoa).
Giao dién X Window dugc diéu khién boi chuong trinh window manager (dat
cac ctra sO, cho phép thay doi kich thudc, dit biéu twong, di chuyén ctra s6,dit
kiéu cta khung ctra sé)). Giao dién X Window dugc dam nhiém béi chuong
trinh XFree86. Chuong trinh XFree86 chtra chuong trinh window manager
chuan MIT twm, cac thu vién 1ap trinh va céc file includes cho céc nha phéat
trién c6 thé phat trién cac tmg dung trén X Window. X Window ciing hd trg
Athena, Openlook, Xaw3D, cac cong cu dd hoa 3 chiéu nhu PEX, Mesa
(phién ban cai dit mién phi ctia OpenGL 3D).

e KDE va GNOME: la hai dy 4n quan trong trong thé giéi Linux. Hau
hét cac phién ban Linux déu cho phép dat cau hinh mot cach tu dong mot
trong hai chuong trinh trén. Muyc tiéu chinh cia KDE 1a dé sir dung, on dinh
va giao dién nguodi dung tuong thich v&i cdc moi truong khéac trong khi

GNOME chi1 y dén giao dién dep mat va c6 kha ning dit ciu hinh t6i da.



e Giao tiép v6i Windows va MS-DOS: Linux c6 rat nhiéu tién ich cho
phép c6 thé giao tiép voi Windows va MS-DOS nhu Wine — trinh gia lap
Microsoft Windows trén X Window trong Linux cho phép céc ing dung trén
windows c6 thé chay trén Linux, trinh gia 1ap MS-Dos trén Linux cho phép

chay cac trng dung dudi DOS trén Linux.
1.2.3 Linux va mang

Linux 1a mét trong nhitng hé diéu hanh mang manh nhat, hd tro hai
giao thiic co ban cho cac hé théng UNIX: TCP/IP va UUCP.

Hau hét cac mang TCP/IP déu sir dung card mang Ethernet dé két noi.
Linux hd tro rat nhiéu card Ethernet thong dung ciing nhu cac loai Fast
Ethernet, Gigabit Ethernet, ATM, ISDN, mang Lan khong day, Token Ring,
packet ratio va cac giao di¢én mang hi¢u nang cao khac.

Linux ciing hd trg PPP va SLIP, cho phép két ndi Internet qua modem,
hd trg cac trinh duyét Web nhu: Netscape va cac web server nhu Apache.

Samba 13 g6i phan mém cho phép cic may tinh Linux hoat dong nhu
cac file server va céc print server trén Windows. NFS cho phép hé thong c6
thé chia sé cac tép giita cic mdy tinh v&i nhau trén mang. V&i NFS cho phép
nhin cac tép ¢ xa gidng nhu trén chinh may tinh ctia ngudi str dung. Giao thirc
FTP (File Transfer Protocol) cho phép truyén cac tép giita cac may tinh trén
mang v&i nhau.

Cac dich vu truyén thu dién tr nhu: Send mail, exim, Smail, cac dich
vu telnet, rlogin, ssh va rsh cho phép truy nhép va lam viéc trén mot may tinh
khac trén mang. Linux cling hd trg TCP/IP va cung cAp mot giao dién 1ap
trinh socket chuan. Transmission Control Protocol va Internet Protocol la hai
giao thire chinh ctia ho TCP/IP

10



1.3. Tim hi€u nhan cia h¢ diéu hanh Linux

1.3.1 Bo phan thoi cho tién trinh (Process Scheduler - SCHED)

Céc hé diéu hanh da nhiém cho phép nhiéu chuong trinh chay cting mot
lGc bang cach chuyén quyén thuc thi qua lai giira cac chuong trinh that nhanh,

lam cho chung ta c6 cam gidc cac chuong trinh chay cung mot ltic voi nhau.
1.3.2 B0 quan ly bo nhé (Memory Manager - MM)

B0 nhé quy udc (conventional memory) cua PC chi c6 640K do
chuong trinh BIOS chi quan 1y dugc té1 FFFFF, ma vung nhd cao (High
memory tir A0000 try 1én) dung dé anh xa (map) BIOS, Video card memory
va céac thiét bi ngoai vi khac, vung nh¢ con xai duge (Low memory) la tu
9FFFF tré xudng. O ché dd bao vé (protect mode) ctia CPU 32 bit dua ra khai
niém virtual memory (bd nhd 40). Lic nay mdi process dugc cip cho 4G
virtual memory tor 00000000-FFFFFFFF. Nhung kernel s€ gitt mdt table mo
ta 4nh xa ting page cua virtual memory véi physical memory. Physical
memory bay gid bao gdm ca RAM va swap disk space. Tat nhién 4G virtual
memory khong bao gio dugc anh xa day du. Phan 16n mic du c6 danh dia chi
nhung chi khi ta doc hodc ghi 1én d6 thi kernel méi dinh phan tir physical

memory.
1.3.3 H¢é thong file 40 (Virtual File System - VFS)

Hé théng nay khong chi cung cap truy xuat dén hé thong file trén
harddisk ma con cho tat ca cac thiét bi ngoai vi. Y tudng nay bat nguodn tir

UNIX va cac hé diéu hanh sau nay déu thiét 1ap theo hudng day.
1.34 Giao dién mang (Network Interface - NET)

Linux dung san TCP/IP trong kernel.

11



1.35 B truyén thong ndi bd (Inter Process Communication IPC)

Cung cép cac phuong tién truyén thong giita cac tién trinh trong cliing

hé théng Linux.

1.4.

Cic ciu tric dir liéu hé thong

H¢ diéu hanh Linux hoat dong nho vao cac dir li¢u nay:

v

v

1.5.

Task List (danh sach tac vu): SCHED luu mot bo dit liéu cho moi tién
trinh dang hoat dong. Cac bd dit li¢u nay lam thanh mot danh sach lién
két goi la danh séach tac vu. SCHED con c6 mot con tré current dé chi
tac vu nao dang hoat dong.

Memory map (4nh xa by nhd): MM can mot 4nh xa tir bd nhd vat ly
cho bd nhd 40 4G ciia mdi tién trinh. Ngoai ra con cac thong tin dé chi
cach ldy va thay cho timg trang cu thé. Tat ca cac thong tin nay chira
trong memory map va memory map dugc chtra trong task list.

I-nodes: VFS dung I-nodes dé dinh vi cac file. Cau trac dit liéu i-nodes
dung dé 4nh xa cac file block thanh cac dia chi vat Iy ¢ truong hop dia
ctimg va dia mém 1a céac sector, cyclinder va head.

Data connection: mo ta network connection dang mé

CAu tric cia SCHED

Day 1a by phan trung tdm cua hé diéu hanh. SCHED duoc chia thanh 4

module;

v

Module luét dinh thoi (scheduling policy): chiu trach nhiém phan xur
xem process ndo duogc quyén truy xuat CPU. Hé thong hoat dong co
thong sudt hay khong nho vao bo luat ndy, tranh trudng hop 1 process
loi dung so ho cua diéu luat ma chiém thoi gian hé théng qua nhiéu 1am

cac process b1 dong bang (freeze).
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v' Module phu thudc kién trc (architecture-specific): module gém cac
code assembly phu thudc vao mdi loai CPU dung dé suspend hay
assume process.

v' Module doc 1ap kién trac (architecture-independent): Module goi cac
ham tir module phu thudc kién trac va module luat dé chuyén doi giira
cac process dong thdi né con goi cac ham & MM dé thiét lap virtual
memory cho cac process dugc bt dau lai.

v Module ham goi hé théng (system call): 13 cic ham ma user cé thé

dung dé twong tac voi SCHED.
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CHUONG 2: MAT MA KHOA CONG KHAI

2.1. Mot s6 khai niém co ban
2.1.1 S6 hoc modulo
Dinh nghia I:

Gia st a va b 1a cac s6 nguyén va n 1a mot sé nguyén duong. Khi dé ta
viét a = b (mod n) néu n chia hét cho a-b. Ménh dé a = b (mod n) dugc goi 1a
“a dong du vai b theo modulo n”, sé nguyén n duoc goi 1a modulus.

Gia sir chia a va b cho n ta thu duogc cac thuong nguyén va phan du
nam gitra 0 va n-1, nghia la a = q;n+r; va b = qon+r, trong d6 0 <ry, 1, <n-1.
Khi d6 c6 thé thay rang a = b (mod n) khi va chi khi r1 =12.

Dinh nghia 2: S6 hoc modulo n

Z, duogc coi la tap hop {0, ..., n-1} dugc trang bi hai phép toan cong va
nhan. Phép todn cdng va nhan trong Z, duoc thuc hién giéng nhu cOng va
nhan céc sb thuc, ngoai trir maot diém céc két qua dugc rat gon theo modulo n.

Phép cong va phép nhan trén Z, thoa man cac tinh chat sau:

Va,b€Z,—a+b€Z,

Va,b€Z,—a+b=Db+a

Va,b,c€Z,—>((a+b)+c=a+(b+c)

Va€Z,,0€Z, maa+0=0+a=a

Va€Z,,n-a€Z,maa+(n-a)=(n-a)+a=0

Va,b€ Z,— ab € Z,

Va,b€ Z,— ab=Dba

Va, b, ¢c € Z, — (ab)c = a(bc)

Ya€Z, ,d1€Z, maal=1la=a

Va, b, c € Z, — (atb)c = ac +bc va a(b+c) = ab+ac

Z, théa man cac tinh chat trén la mot vanh.
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2.1.2 Ham Euler

Dinhly I

Pong du thirc ax = b (mod n) chi c6 mot nghiém duy nhét x € Z, véi
moi b€ Z, khi va chi khi UCLN(a,n)=1.
Dinh nghia 3:

Gia stra > 1 van >2 1a cac s nguyén. Néu UCLN(a,n) = 1 thi ta noi
rang a voi n 1a nguyén té cung nhau. S6 cac s6 nguyén trong Z, nguyén td
cung nhau vdi n ky hiéu 1a ¢(n) (ham nay dugc goi la ham Euler).

Dinh Iy 2:

m i 4 4 7 \ .
Giastrn =[] p®trong do cac so nguyén to p; khac nhau va e; >0, 1< i<m.

i=1

3

Khi d6 o(n) =TT (% - ™).

i=1
Dinh nghia 4.

Gia st a€Z, phan tir nghich dao (theo phép nhan) cta a la phan tra™ € Z,
sao cho aa*=a™a = 1(mod n).
Ta thay rang a€Z, c6 nghich dao theo modulo n khi va chi khi UCLN(a,n)=1.

2.1.3 Thuat toan Euclide

Ta cO Z, 1a mot vanh véi mot sé nguyén duong bat ky n. Ta ciing biét

b€Z, c6 phan tir nghich dao ctia phép nhan khi va chi khi UCLN(b,n) = 1 va

cac s6 nguyén dwong nhé hon n ma nguyén td cing nhau v4i n bang ¢(n)

(téng quat, gia st n =T1 p® trong d6 cac sd nguyén té p; khac nhau va >0,

i=1

1<i<m. Khi d6 ¢(n) = [ (- p"?) ).

i=1
Tap cac thing du theo modun n va nguyén t6 cung nhau véi n ky hiéu

la Z", déu c6 phan tir nghich dao.
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Trudc hét ta xem thuat toan Euclide théng thuong duoc dung dé tinh
UCLN cua 2 sb nguyén duong ry Va r; voi rg > ry. Thuat toan Euclide bao gém

thuc hién day cac phép chia sau:

fo=0il + 12 0<r<r,
1 =0l +13 0<r3<ry
M'm2 = Qm-1fm-1 + I'm 0<rn<rmi1
Mm-1 = Qmlm 0<rm<rm1
Khi d6 ta ¢c6 UCLN(rg,r;) = UCLN(ry,rp) = ... = UCLN(rm.1,fm) = fm Vi
vay UCLN(1g,r1) = Iy
Dinh ly 3:
Gia st cho diy s6 ty, ty, ..., tm Xac dinh theo cong thirc truy toan sau:
tb=0
=1

t = tj» — Qjati.s mod rp néu j>=2

Néi 0 < j<mta co rj = tjr; (mod ry) trong do cac gia tri gj, I; dugc xac
dinh theo thuat toan Euclide.

Chiing minh:

Ta chimg minh bang quy nap toan hoc theo j, dinh Iy hién nhién dung
v6i j =0 va j=1.Gia str dinh ly cling dung véi j=i-1 va j=i-2 trong d6 i > 2.Ta
di chtrng minh dinh 1y dtng véi i=j. Theo quy nap ta co:

li2 =t r(mod ro).
I i.1=ti-air1(mod ro).
Taco: = rip-Qiafis
= ti2r1-Qiati-sr1(mod ro).
= (ti2-Qi-ati-)ri(mod ro).
= tir;(mod ro).

Dinh 1y dugc ching minh.
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H¢ qua I.
Gia st UCLN(ro,11)=1, khi d6 tm=r," mod ro.
That vay theo dinh 1y trén ta ¢ ry=tyry (mod ry), ma UCLN(rg,r)=1=r, vay
1= tyri(mod rp), suy ra tm=r;"t (mod ro).
Mot thuat toan tinh phan tir nghich dao t,, goi 1 thuat Euclide mé rong.
2.1.4 Cic kién thire can thiét khac
Dinh nghia 5:

Véi G 1a mot nhém nhan hitu han, cap cta phan tor g € G 1a s6 nguyén
duong m bé nhat sao cho g™ = 1.

Dinh ly 4:

Gia st G 1a mot nhom cap n va g € G. Khi d6 cp cia g 13 udc ciian
H¢ qua 2:

Néu b € Z, thi b*™ = 1 (mod n)

Chimg minh: Ta ¢6 Z", ¢6 cap 1a ¢(n) suy ra b*™ = 1 (mod n) theo dinh Iy trén
H¢ qua 3. (Ferma)
Gia st p 14 s6 nguyén t6 va b € Z,. Khi d6 b” =b (mod p)
Chimg minh: do ¢(p)=p-1 theo hé qua trén ta c6 b*®=1(mod p)
hay b"* =1 (mod p) vay b° = b (mod p).

Ta biét rang néu p 1a sb nguyén to thi Zp* 12 mdt nhoém cap p-1 va mot
phan tir bat ky trong nhom Zp* s& ¢ bac 1a udc cua p-1. Tuy nhién néu p 1a sb
nguyén t6 thi nhom Zp* 1a nhom cyclic ton tai mot phan tir o € Zp* ¢ cap
bang p-1.

Dinh ly 6:
Néu p 1a s6 nguyén t6 thi Z," 1a nhém cyclic.
Mot phan tir o c6 cap p-1 duoc goi 13 phan tr nguyén thuy modulo p

xét thay o 1a mot phan tir nguyén thay khi va chi khi: {a': 0<i<p-1} = Zp*
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Gia sir p 1a nguyén t6 va o 1a phan tr nguyén thay modulo. Mot phan

tr bat ky B e Zp* ¢6 thé duoc viét nhu sau: B = o' trong d6 0 <i < p-2 (theo

mét cach duy nhat). Khong kho khan dé chimg to f= o la; — P—1
UCLN (p—1,i)

Vay ban than B sé& 1a phan tir nguyén thity khi va chi khi UCLN(p-1,i) = 1 din
dén sb cac phan tr theo modulo p bang ¢(p-1).

2.2.  Khai niém ma héa bing khéa cong khai

e Khoa cong khai:

Dbi v6i hé mat khoa bi mat yéu cau phai co thong tin trude vé khoa K
giita A va B qua mot kénh an toan trude khi giri mot ban ma bat ky nhung rat
khé dam bio néu A va B & cach xa nhau.

Y tudng mot hé mat khoa cong khai 1a tim mdt hé mat khong co kha
ning tinh toan dé xac dinh dy néu da biét e,. Néu thuc hién dugce nhu vay thi
quy tic mi e, c6 thé dugc cong khai bang cach cong bd no trong mot danh ba.
Uu diém ctia hé mat khoa cong khai 1a A (hodc bat ky ai) giri mot ban tin da
mi cho B ma khong can thong tin trude vé khoa bang cach dung luat ma cong
khai e,. B 12 nguoi duy nhét c6 thé giai dugc ban ma nay bang cach st dung
luat gidi ma bi mat dy cua minh.

Mot hé mat khoa cong khai khong bao gior co thé dam bao duge do mat
tuyét doi. Vi khi nghién ctru mot ban ma ké tham ma c6 thé ma 1an luot cac
ban rd c6 thé bang luat ma cong khai e, cho t6i khi tim dwgc ban rd duy nhét
x dam bao y = ex(x). Bdo1 vay ta chi nghién ctru vé d0 mat vé mat tinh toan cia
cac h¢ nay.

Khi nghién ctru vé hé mat khoa cong khai ta can quan tim dén khai
niém ham cta s6 sap mot chiéu: Ham ma hoa cong khai ey ciia B phai 1a mot
ham d& tinh toan nhung viéc tinh ham nguoc lai phai rat kho khan (d6i voi bat

ky ai khong phai 1a B). Pic tinh dé tinh toan nhung kho tinh nguoc goi 1a dic
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tinh mét chiéu. Vi vay can thiét e, 1a mot ham mét chiéu. Trong thuc té nhiéu
ham duoc coi 1a ham mdt chiéu nhung cho t&i nay van khong ton tai mot ham
nao co thé chirng minh duoc 1a mdt chiéu.

pé xay dung mdt h¢ mat khoa cong khai thi viéc tim dugc ham mét
chiéu van chua du. B phai c6 mdt cira sap chira thong tin bi mat cho phép dé
dang tim dugc e Vi viy ham duge coi 1a cira sdp mot chiéu va tré nén dé
tinh nguoc néu biét mot ctra sap nhét dinh.

e Tiéu chuan ciia mot hé mat khoa cong khai:

Trong phuong phap mat ma dung khoa cong khai, mdi nguoi tham gia
mang co6 hai khoa, mot khoa bi mat riéng goi 1a khoa riéng (ky hi¢u KR), mdt
khoéa cong khai cho moi ngudi goi 1a khoa cong khai (ky hi¢u KU).

Mot ban tin néu dugec mi hoa bﬁng mot trong hai khoéa thi chi c6 thé
duogc giai ma bang khoa con lai.

MObi hé mat khoa cong khai déu phai dat duoc cac yéu ciu sau:

M3i thuc thé B tham gia mang, dé dang c6 dugc mot cap khoa KUD,
KRDb, khi mot thue thé A mudn giri mot thong bao bi mat X dén thuc thé B nd
phai dé& dang thuc hién ma hoéa bang ham ctra s6 sap mot chiéu dé sinh ra ban
ma: Y = Exup(X).

Khi thuc thé B nhan dugc ban m3 Y duoc giri dén thi nd phai dé dang
giai md Y thanh X bang khéa riéng KRb ctia minh:

X = Dkro(Y) = Dkro(Exun(X)).

Pbi phuong khong thé tim ra duge KR néu biét KU trong thdi gian cho
phép.

Véi KU va ban ma Y = Exy(X) d6i phuong khong thé tim ra duge X.

Ham ma hoa va gidi ma co thé duoc sir dung theo thu ty nguoc lai:

M = DKRb(EKUb(M))’ M= EKRb(DKUb(M))'
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2.3. MO0 hinh bdo v¢ thong tin ciia mat ma khéa cong khai

2.3.1 Mot s6 md hinh bio vé thong tin
a. Mo hinh bi mat (secrecy)
Gia xir A va B 1a 2 thanh vién trong hé thong mat mi khoa cong khai va A
mudn giri cho B mot thong bao doi hoi phai duoc giir bi mat. Gia st A 1a mot
thanh vién nao do trong mat ma khéa cong khai, cap khoa cua A ky hi¢u la
KRa (khoa riéng) va KUa (khéa cong khai). Néu biét khoa cong khai ctia A
khong thé tim dugc khoa riéng ctia A theo nghia do phuc tap tinh toan.

X:‘
(minms | oy

E F 3

A B
. R | R N
Thing béo nouin ¥ X

|/

@—o M3 hia (3131 md +  Dich '

F »

Kl KRk

1

@guﬁn khljea

Hinh 3.1 Khoa céng khai — M6 hinh bi mat

A sinh ra thong bao X ¢ dang rd, mi thong bao X bang khoa cong khai
KUb dé nhan dugc ban md Y=Exup(X), gtri ban ma Y cho B.

B nhan ban mi Y, giai md Y bang khoa riéng KRb. Néu tham ma chi
quan tadm dén X thi s& cd sinh ra ban rd udc luong X’ cua X, néu thAm ma
mudn doc cac thong bao tiép theo thi phai khoi phuc KRb bang viéc sinh ra
udc lugng KRb’ cia KRb.
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b. M6 hinh xdc thuc (authentication)

Khi A muén giri cho B mét thong bao mudn xéc thyc:

[Thém mi _ KRa
A E
fng had X T X
M3 hoa ] o Gidimd »  Bich
4 Y
EERa Ella

Naubn khé

Hinh 3.2 Khéa céng klhai — M6 hinh xac thuc

A sinh ra mot ban ro X, ma hoa brling khoa riéng KRa ctia minh dé nhan
duoc ban ma Y=Ekga(X), gir1 ban ma Y cho B.

B nhan ban mi Y va gii ma bang khoa cong khai KUa cua A dé nhan
dugc X=Dxua(Y)

Trong mo hinh nay chi A méi c6 KRa tao ra dugc Y, dung khoa cong
khai ciia A dé giai ma. Néu thyc hién ma toan bo thong bao s& doi hoi khong
gian luu trit 16n va toc d6 han ché, dé hiéu qua ngudi ta chi ma mot khbi nho

cac bit dugc tao ra bdi mot ham bién doi trén ban ro, dugc goi 1a ham Hash.
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¢. M6 hinh bi mdt va xdc thuc (secrecy and authentication)

Két hop ca hai mo hinh trén.

A B
Iz . Y[ ... X
| Gid mE | Giai mE {  Bich
4 4
[ E
KUt KRb
Ngudn
khea
KERa Kla
Mgudn
khes

Hinh 3.3 Khéa cdng khai — M6 hinh bi mét, xac thuc

A tao thong biao X, md héa X bang khoa riéng duoc ban mi
Y=Exra(X), r6i md hoa Y bang khéa cong khai cia B dugc ban ma
Z=Exup(Y), gui Z cho B.

B nhin ban mi Z, giai mad bang khoa riéng ctia minh nhan duoc
Y=Dkrp(Z) gidi ma Y béng khoéa cong khai cia A nhan dugc ban ma
X=Dgua(Y).

2.3.2 Cac ing dung cia mit ma khéa cong khai

Hé théng mat ma khoa cong khai dugc dic trung baoi vige dung mot
thuat toan ma vai hai khoa riéng va khéa cong khai. Phu thudc vao céc ung
dung nguodi gui dung khoa cong khai cua nguoi nhan hoac dung khoa riéng
ctia ngudi giri hodc dung ca hai dé ma hoa théng bao. Ngudi nhan giai ma

theo cach nguoc lai.
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Co 3 loai img dung cua mat ma khoa cong khai trong bao mat thong tin trén

mang:

v

v

v

M3 hoa va giai mi: ngudi giri ma thong bao bang khoa cong khai cua
ngudi nhan, ngudi nhan giai ma bang khoa riéng ctia minh.

Chir ky dién tir: ngudi gui ky mot thong bao bang khoa riéng ctia minh,
chir ky thu dugc boi viéc ma thao tac trén thong bao hodc mot khdi bit
dugc tao ra tir thong bao boi ham Hash. Nguoi nhan giai ma bang cach
dung khoa cong khai cua nguoi gui.

Trao d6i khoa: nguoi giri va ngudi nhan sir dung mi khoa cong khai dé

trao d6i khoa phién.

2.3.3 Yéu cau ddi véi mat mi khoa cong khai

Hai nguoi ding A, B ¢6 nhu cau trao d6i thong tin v6i nhau.

v

<N X X

<

2.4.

<N X X

A va B dé dang sinh ra cip khoa cong khai KU va khoa riéng KR

A dé& dang tinh toan dé thu duoc ban mad Y=Exup(X) khi biét KUb va X.
B dé dang tinh toan dé thu dugc X=Dkrs(Y).

Ké tan cong khong thé tinh toan thu duge KRb tir KUDb.

Ké tan cong khong thé tinh toan thu dugc X khi biét KUb va ban ma
Y.

Cac ham ma va giai ma thoa man X=Eyyp(Dkro(X)).
Cac phwong phap phan phéi khoa cong khai

Thong bao khda cong khai (announcement)
Thu muc khoa cong khai (directory)

Tham quyén khoa coéng khai (authority)
Chtrng nhan khoa cong khai (certificates)
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2.5. Dung mit ma khéa cong khai phian phéi khoa bi mat

2.5.1 Phan phoi khéa bi mat don giin
Hai thanh vién A, B mudn truyén théng v6i nhau dung mat mé khoa bi
mat, A mudn B giri cho A mot khoa phién Ks bang cach dung mat ma khoa
cong khai.

i1y EKnallIDa

(2 BKna [ Ks]

Hinh 3.8 phan phoi khoa bi mat don gian
Thu tuc:

v' A sinh ra mét cip khoa cong khai/rieng (KUa, KRa) va truyén thong
béo (1) t6i B bao gom KUa va dinh danh IDa cta A

v' B sinh mot khoa bi mat Ks, mi Ks bang khoa cong khai cua A va gti
cho A ban ma EKUa[Ks].

v A giai md DKRa[EKUa[Ks]] dé khoi phuc khoa bi mat Ks. Vi chi co A
c6 thé giai ma thong béo nén chi co A va B biét khoa Ks.

v A hily KUa, KRa va B hily KUa.

Bay gid A va B c6 thé truyén thong an toan dung khoa Ks, két thuc phién

lién lac ca A va B huy K.

Céch phan phdi nay don gian, khong c6 thong tin ndo ton tai trudc va sau

khi truyén thong. Chinh vi vay rui ro vé dan xép khoa 1a nho. Tuy nhién

cach phan phdi nay dé dang bi tan cong xen vao gitta thuc hién thanh

cong.
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2.5.2  Phén phdi khéa bi mat ¢é bi mat va xac thuc

Hai thanh vién mudn truyén théng v6i nhau ding ma khoa bi mat. A muén B
gti cho A mot khoa phién Ks mot cach bi mat va xac thuc bang cach dung
mat ma khoa cong khai. Gia thiét A va B da trao doi khoa cong khai voi nhau

truoce do.

(DEkub[N1 || Ida]

Hinh 3.9 Phéan phdi khoa bi mét c6 bi mat va xac thuc
Cac budc tién hanh:

v A dung khéa cong khai ctia B 1a EKUb 1ap ma théng bao c6 chira thong
tin IDa va nonce N1 (gia tri ngau nhién khong lap lai).

v B gui cho A ban ma EKUa[N1 || N2], trong d6 c6 gia tri nonce N2 cua
B.

v' A giri cho B N2 duoc mé héa bang khoa cong khai cua B dé dam bao
voi B nguoi dép tmg 1a A.

v A chon mot khoa Ks va gri cho B ban ma Y=EKUb[EKRa[Ks]], trong
do KRa 1a khoa riéng cua A va Ks 1a khoa bi mat chung cua A va B.

v/ B tinh DKUa[DKRb[Y]] dé khoi phuc khoa bi mat.
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2.6. Trao dbi khéa DIFFIE — HELLMAN

Trong céac so dd phan phdi khoa riéng ding mat ma khoa coéng khai ¢
trén, khoa phién duoc tao ra bo1 mdt bén tham gia truyén thong sau d6 dugc
mi boi khoa cong khai va truyén cho bén kia. Diéu nay c6 thé dan dén 16
khoa bai bén sinh khoa hodc trén dudng truyén.

Trong thuat toan trao doi khéa cua Diffie — Hellman, hai bén truyén thong
cung cip cho nhau céc thong tin bi mét dé tao ra khoa phién chung, muc dich
gitip trao d6i khoa mot cach an toan dé ma va giai ma cac thong béo.

Dung giao thirc Diffie — Hellman dé trao d6i khoa K, giao thirc thuc
hién nhu sau:

Gia sir da chon dugc trudc mot sé nguyén to p va mot phan tir nguyén
thuy a cua Z, , cac budc cua giao thuec la:

1. A chon ngiu nhién Xa théa man 0 < Xa < p-2, giit kin Xa, tinh Ya =

o® mod p va giri Ya cho B.

2. B chon ngiu nhién Xb thoa man 0 < Xb < p-2, giit kin Xb, tinh Yb =

o® mod p va gti Yb cho A.

3. Ca A va B déu tinh duoc khoa chung K = o**® mod p, A tinh K =

Yb*® mod p, B tinh K = Ya*® mod p.

Ké tan cong muén c6 khoa K phai tinh dugc Xa hoac Xb, do d6 phai dbi mat
v01 bai toan logarit roi rac trén Z,,.
Thuét toan Diffie - Hellman c6 hai déac trung sau:
> Cac khoa bi mat chi duoc tao khi can thiét, khong phai gitr khoa
bi mat trong thoi gian dai.
> Viéc thoa thuan dua trén cac tham s chung
Tuy nhién thuét toan Diffie — Hellman c6 mot s6 diém yéu sau:
> No khong cung cdp thong tin bat ky vé cac dinh danh cta cac
bén.
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> N an toan ddi véi viée tAn cong thu dong nghia 1a ngudi thi ba
biét Ya, Yb s& khong tinh dugc K, tuy nhién giao thirc 1a khong
an toan d6i voi viée tAn cong chi dong bang cach danh trao giira
duong. Trong d6 nguoi C mao danh 1a B khi truyén thong véi A
va mao danh A khi truyén thong véi B. Ca A va B déu thoa
thuan véi C, sau d6 C co thé nghe cac thong tin dugc trao doi

gilra A va B.
2.7. Cac hé mat dung khoa cong khai

H¢é mat RSA: do bao mat cua hé RSA dua trén d§ khé cua viéc phan
tich ra thira s6 nguyén té cac sd nguyén 16n.

Hé mat xép ba 16 Merkle — Hellman: duya trén tinh khé giai cua bai toan
tong hop céac tip con (bai toan NP day du).

Hé mat McEliece: dua trén 1y thuyét ma dai sb - bai toan giai ma cho
cac ma tuyén tinh.

H¢ mat ElGamal: dya trén tinh khoé giai ctia bai toan logarit o1 rac trén
cac duong hiru han.

H¢ mat Chor — Rivest : day cling 1a mot loai h¢ mat Xép ba 16.

Hé mat trén cac dudng cong Elliptic: 13 bién tudng ctia cac hé mat
nhung chung lam viéc trén cac duong cong Elliptic. H¢ mat nay dam bao do

mat vdi khoa s6 nhé hon cac h¢ mat khoa cong khai khac.
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CHUONG 3: THIET KE VA XAY DUNG UNG DUNG
TREN LINUX

3.1. Phat trién ing dung trén Linux

3.1.1 GNU va cic sin pham mién phi
Cong déng ma ngudn md GNU (GNU'’s Not UNIX) di xay dung rat
nhiéu tmg dung c6 kha ning chay trén UNIX va Linux gém: trinh soan thao,
trd choi, d6 hoa, ung dung Internet, trinh chi web, cac ngoén ngtt 1ap trinh,
trinh bién dich, thong dich...
GNU cung cip bo cong cu bién dich C/C++ gdm:

gcc Trinh bién dich C

g++ Trinh bién dich C++

gdb Trinh g 16i

GNU make Trinh quan 1y ma ngudn va tro gitp bién dich

GNU Emacs Trinh soan thao van ban (h5 tro cho viéc chinh stra
ngudn khi 1ap trinh)

bash Hé vo Shell hd tro cac dong 1énh cta hé diéu hanh

Bision B9 phan tich twong thich vdi yace cua UNIX

3.1.2 Lap trinh trén Linux

C la ngon ngir 13p trinh ¢6 vai tro quan trong trén UNIX va Linux, vi
nguyén thuy UNIX duoc viét tir C va phan 16n cac tng dung cua UNIX ciing
diung C dé viét. Tuy nhién c6 thé dung nhiéu ngén ngit khac nhu Java,
JavaScript, SQL, Pascal, Prolog, Fortran... trong d6 C/C++ va pascal c6 kha
nang bién dich manh va gan giii nhat. Trinh bién dich C va Pascal trén Linux
hoan toan c6 kha ning bién dich ca ma ngudn viét bang ngdn ngit may
Assembler. Vi vay trong luan van nay C 1a ngdn ngit dugc chon dé phat trién

ung dung.
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3.1.3 Chwong trinh UNIX va Linux

Chuong trinh img dung chay trén UNIX va Linux ton tai & hai dang:
dang thuc thi (file nhi phan) va dang thong dich script. File chuong trinh thuc
thi & dang ma may nhi phan tuong tu nhu file .exe, file script tuvong tu nhu
cac file .bat cua DOS.

Hau nhu script va chuong trinh nhj phan déu c6 kha ning va sirc manh
ngang nhau. Kho phan biét duge dau la Iénh goi chuong trinh nhi phan va dau
1a 1€nh goi chuong trinh tmg dung script trén UNIX va Linux (trir khi xem ndi
dung ciia nd). Chiing c6 thé hoan chuyén cho nhau, mot chuong trinh script
c6 thé chuyén thanh chuong trinh nhi phan bang ngon ngit bién dich C hay
Pascal. Chuong trinh trong UNIX/Linux chi dugc thuc hién khi ban ¢6 quyén.

3.2. He¢ mat khoa cong khai RSA (Rivest, Shamir va Adlemam)

a. Hé mdt RSA: st dung cac tinh toan trong Z,, trong d6 n 1a tich cia hai s6
nguyén t6 phan biét p va q = ¢(n) = (p-1)(g-1). M6 ta hinh thic ctia hé mat
nhu sau:

Cho n=pq trong d6 p, q la cac sb nguyén td. Pat P = C = Z, va dinh
nghia: K = {(n, p, g, a, b) | n = pq, p, q 1a cac sd nguyén td, ab = 1(mod ¢(n)),
0 <b < ¢(n) va UCLN(b, ¢(n)) =1}

Véi K =(n,p, g, a, b) ta xac dinh:
ex(X) =x"modn=y

va dk(X)=y*modn
(x,y € Z,), cac gia tri n va b duoc cong khai va cac gia tri p, q, a duoc bi mat.
Phép ma va phép gidi ma la phép todn nghich dao cua nhau vi:

ab =1 (mod n) <> ab =t ¢(n) + 1 v6i moi t nguyén 16n hon 1.
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Gia st x € Z', khi d6 ta c6:
((0°)* < x*®** (mod n)
o x*M)x (mod n)
— (1)' x (mod n) (theo hé qua dinh 1y lagrage)
<> X (mod n)
Vi x € Z\Z", hoan toan tuong tu
b. Do mat cua RSA

PO mat cua hé RSA dua trén ham ma ex(x) = x> mode n 13 ham mot
chiéu, thim ma khong c6 kha ning vé mit tinh toan dé giai ma. Néu hai sb p,
g dugc chon 1a 16n ¢& chung 100 chir s6 thap phan, b dugc chon sao cho
0<b<d¢(n) va UCLN(b, ¢(n)) = 1. Chon b phai théa man 2° > n, néu khong, c6
thé xdy ra kha nang x® < n nhu vay dé tim x chi can khai cin bac b thong
thuong cua y 1a tim duoc x.

Néu ta chon cac s6 p va q chimg 100 chir sé thap phan thi n khoang 200
chir s6 thap phan. Pé phan tich mot sé nguyén ¢ 1on nhu thé voi nhiing thuat
toan nhanh nhat va nhimg may tinh hién dai nhat ciing phai mat hang ty nam.

Thue té thiy RSA an toan nhung can cha y chon p, q sao cho p-1, g-1
khéng chi toan cac udc nguyén td nho, ngodi ra UCLN(p-1)(g-1) 1a sb nho, p
va q phai c6 cac chit s6 trong khai trién thap phan khac nhau khong nhiéu.
¢. Thue hién hé mat RSA
Dé thiét 1ap hé thong nguoi nhan B s& thyc hién cac budc sau:

v' Budc 1: B tao hai s6 nguyén t6 16n p va q

v Budce 2: B tinh n=pq va ¢(n)=(p-1)(g-1)

v' Budc 3: B tao mdt s6 ngau nhién b: 0<b< ¢(n) va UCLN(b, ¢(n))=1

v' Budc 4: B tinh a=b'mod ¢(n) dung thuét toan Euclide mo rong

v' Budc 5: B cong bb n va b trong danh ba va dung ching lam khoéa cong
khali
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3.3. M0 hinh thanh toan bing tién dién tir

O Viét Nam hién nay Internet va cac phﬁn mém cling nhu dich vu truc
tuyén hau nhu méi bat ddu nén viéc xay dung va trién khai mot hé thong
thanh toan déng bd 1a hoan toan thuc hién dugc. Ngoai ra do phat trién sau
nén c6 thé ap dung cong nghé va hoc qua cac yéu diém cua cac hé thong
thanh toan khac trén thé gidi nén hé thdng xay dung can két hop vu diém cua
cac hé théng khac.

Giai phap dé xuat ¢ day 1a xdy dung hé thong thanh toan va phat hanh
tién dién tr dang prepaid card (thé tra tién trudc) cho cac thanh toan trong
nuéc, bang chung gian chuyén thé nay thanh thé tin dung cho thanh toan
ngoai nudc va hé théng thu tién cho cac chi hang dua trén web base. Hé
thong sé& trién khai cong nghé bao mat dua trén hé mat khoa cong khai RSA.

a. Tién dién tir (eCash)

Hién nay ngudi dan da quen thudc sir dung cac thé tra tién trudc nhu
thé cudc dién thoai di dong (vina card, mobi card), thé truy cép Internet. Pac
tinh chung cho cac thé nay la st dung riéng cho tung dich vu. Viéc xay dung
tién dién tr khong khac nhiéu vé ban chit cac thé trén nhung yéu cau duoc sir
dung thay thé cho tién mit nghia 13 né c6 thé dung mua hang tai cac quiy
hang trén Internet, thanh toan cho céac dich vu khac nhau va 1y tudng nhat 13
phai c6 kha ning rat ra tién mit.

M0 ta: Tién dién tr giéng cac thé s6 cdo, mdi thé ung véi mot ID 20
chit s6 ndm dudi 16p bot than chi, kém theo ngay hét han, ma so thé, cac
ménh gia.

Pé st dung dugc thé khi mua xong dai 1y can kich hoat ma thé vao hé
théng, sau d6 ngudi st dung cao va nap 20 chit s6 vao hé thong. Dé dam bao
an toan moi thé duoc thiét ké twong Gmg voi mot sé PIN do nguoi dung tu tao

ra va quan 1y. Hé théng khong biét s PIN nay
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b. Chirc ning ciia tién dién tiv
v' D@ sir dung, khong can thong bao thong tin ca nhan, khong can diéu
kién rang budc, c6 thé chuyén tién tir thé nay sang thé khac.
v Thanh toan trén cic website chap nhan thé nay.
v Thué thé tin dung dé mua hang trén céc site khac khong chap nhan tién
dién tir ciia Viét Nam bang cach luu va gii don hang dén hé thong.
v/ C6 thé mua tién dién tir truc tuyén bang thé tin dung hodc bang chinh
tién dién tir.
v’ C6 thé rit tién mat tir tai khoan da dugc kich hoat.
c. Phdt hanh tién dién tiv
Do t6 chitc phat hanh thé thuc hién. Hé thong trudc hét phai c6 chuong
trinh phat hanh thé: cac thé bao dam phai 1a duy nhat ID khong trung nhau
trong sudt thoi gian lvu hanh. Ma ID phai xay dyng trén thuat toan khong thé
mo ra sau mot s6 1an nhap nhét dinh (str dung ham Randomize()). Khi mua
thé dé st dung duoc hé thdng khoa thé nay bang mot phuong tién riéng bao
dam an toan. Sau khi da khoa xong thé méi dugc kich hoat va luu s6 thé da

ma hoa cing gia tri tién hién hanh cta thé vao danh muc cac chu thé.
3.4. MOb ta cac yéu cau ddi véi hé thong

v/ Béo mat vé tai khoan ctia nguoi mua.

v' Bao dam khi thanh toan trén trang web ban hang, ngudi mua phai tin
tudng rang da tra ding dia chi.

v' Khi thanh toan hé théng van phai dam bao bi mat hoan toan cac tai
khoan cua ca hai bén.

Can c6 3 bén tham gia:
v T6 chtrc chuyén phat hanh tién dién tu.
v’ Céac don vi ban hang trén Internet.

v' Chu tai khoan tién dién tu.
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3.4.1 Poi twong phuc vu

Khach hang st dung tién dién tu: 1 bat ky ai lam cha tién dién tir mua
qua cic dai 1y hodc truc tuyén. Hé théng yéu cau khach hang phai dang ky céac
thong tin riéng. Dé sir dung tién dién tir va thyc hién mua ban hang trén mang
phai c6 may tinh, két ndi Internet va thong tin vé thé dién tir. Ngoai ra can cai
dit online phan mém ddng bo voi hé thdng thanh toan va chi hang.

Céc chu hang: 14 chil nhan cta cac website cung cdp dich vu ban hang
trén mang. Hé thong phai cung cap mot cong cu tich hop dé dang véi cac
quay hang dang webbase, mot doan code html ciia hé théng gin vao site ciia
chu hang. Khi khach hang nhéan thanh toan thi doan code nay s& khoi dong
mot phan mém thanh toan (dong bd véi trung tam va khach hang st dung tién
dién tir), ddng thoi cac dir liéu nhu tong s6 thanh toan va thong tin vé thé dién
ttr (bi mat ngay ca d6i voi chil hang) s& dugc chuyén vé trung tAm sau khi chu
hang xac nhan vé so tién. Yéu cau doi véi hé thong thanh toan 14 cac chi hang
cling d& dang cai dat truc tuyén. Tién cta khach hang s& dugc chuyén dén tai
khoan ctia cht hang ciing ndm trong hé thong trung tim va sé thanh toan bang
tién mat hodc chuyén khoan theo cam két giira hai doanh nghiép

Céc dai 1y phat hanh thé: 1a nhiing dia diém phan phdi thé, noi khach
hang c6 thé tim mua. Cac dai 1y phai két ndi voi hé thong thanh toan. Chirc
nang cta ho 1a quan 1y cc thé phat hanh, nhap vao hé thng thé nao di ban
duoc va co thé 13 noi thanh toan rat tién mat tir cac tai khoan. Cac giao dién
v6i khéi dai 1y 1a riéng biét. Hé thong can c¢6 phan mém dé quan 1y thu chi cta

cac dai 1y cling nhu diéu phéi viéc phat hanh thé.
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3.4.2 Chitc ning va thanh phin cia hé thong

Phan mém:

<

Hé thdng phai c6 chuong trinh phat hanh thé.
Phan mém quan 1y thé va phat hanh.

Phan mém quan 1y cac tai khoan luu hanh.
Phan mém quan 1y cac chi hang.

Phan mém quan 1y cac dai 1y.

Phan mém quan 1y viéc rut tién mat.

DN NI N N NN

Phan mém quan 1y thanh todn ngoai nudc thué thé tin dung trung gian.

(\

Phin mém quan 1y viéc tra tién bang thé tin dung cho cac chi hang.

Co s¢ dir liu: CSDL thé, CSDL tai khoan, CSDL chu hang, CSDL dai ly.
Thiét bi: hé théng phai c6 may chu voi két ndi Internet dit manh dé bao dam
phuc vu khach hang 24/24.

Trién khai: hé thong c6 thanh cong hay khong phu thudc rat 16n vao khau t6
nay. Co6 thé tan dung hé théng phan phdi cac thé Mobicard va Vinacard hién
nay. Ngoai ra viéc thuyét phyuc cac chu hang chip nhan phuong thirc thanh
toan qua hé thong ciing can trién khai rong rai. C6 thé két hop vdi cac cong ty

dang cung cap dich vu Internet hoic thiét ké website hién nay.
3.5. Mo hinh trng dung RSA trong thanh toan

Co ché bao mat cta hé théng img dung hé mat khoa cong khai RSA
trong cac chirc ndng ma hda, gidi ma va xac minh chu hang, chu thé trude khi
thuc hién cac nghiép vu tai chinh nhu kiém tra sb du tai khoan va chuyén tién
gifra hai tai khoan khac nhau.

v' Kiém tra s du tai khoan: dé truy cip vao tai khoan ciia A, phan mém

s& ma hoa ID tai khoan bang khoa riéng cta A, sau d6 ma hoa bang

khoa cong khai cua trung tAm. Trung tdm giai mé bang khoa riéng cia
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minh, sau d6 giai ma bang khoa cong khai cua A. Piéu ndy xac minh
trudc khi cho phép A md xem tinh trang tai khoan ctia minh.

Thanh toan giita chi thé A va chu hang B: phan mém duoc kich hoat s&
ma hoa tai khoan va s tién can chuyén bang khoéa riéng dugc ban ma
MI. Bé bao mat tai khoan véi nguoi giao dich, A md hoa M1 bang
khoa cong khai cua trung tdim dugc ban md M2, A mi héa M2 bang
khoa cong khai cua B dugc ban ma M3, giri M3 cho B bang duong
truyén cong cong.

B giai md M3 bang khoa riéng dugc M2, dinh kém IDg, sé tién
thu huong va thyc hi¢n ma hoa br?lng khoéa riéng cua B dugc ban ma
M4. Dé bao mat B ma hoa M4 bang khoa cong khai ctia trung taim dugc
ban ma M5 va giri M5 cho trung tAm trén dudng truyén cong cong.

Trung tdm giai md M5 bang khoa riéng cta trung tam duoc M4,
giai ma M4 bang khoa cong khai ciia B dugc M2 va thong tin B dinh
kém, xac nhin ngudi thy huong 14 B. Trung tdm giai ma M2 bang khoa
riéng cua trung tam dugc M1, gidi md M1 bang khoa cong khai ciia A

dugc ndi dung thong tin can chuyén ciia A va xac nhan nguoi chuyén

tién 13 A.
TT thanh toan
Keénh
SOTK —>O thong tin }* > S TK
TT mat ¥ I le—  TT it

Ng 0o ngodi
Hinh 4.1 M0 hinh thanh toan trén mang
Tai trung tdm, sau khi gidi ma, xac thuc dugc nguoi thu huong 1a B va

tai khoan cta B, xac thuc dugc nguoi chuyén tién la A va tai khoan ctua
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3.6.

A, cung s6 tien T ma B duoc thu hudng tur A. Néu thoa mian mot sb
diéu kién rang budc nhu gia tri tién gui va nhan 1a nhu nhau, s6 tién con
lai trong tai khoan A vuot qua mirc can chuyén ... thi trung tim s& thuc
hién 1énh thanh toan bang cach trir vao tai khoan ctia A mot khoan T va

cong vao tai khoan B s0 tién tuong ing.

Pham vi rng dung

Kha ning tmg dung thuc té:

v

<N X X

3.7.

Dé str dung

Cac khai niém d€ hicu

Khéng yéu cau khach hang hay cha hang khai bao trudc khi sir dung
An toan cao cho khach hang ciing nhu chu hang

Chi phi thap, cho phép thanh toan véi ca nhitng giao dich nho, c6 thé
an danh, cai dat truc tuyén va rat thuan tién don gidn v&i ngudi mua
hang, c6 kha nang phat trién doc 1ap khong bi qua phu thudc vao cac

dbi tac cung cép ha tang.
Chuong trinh ung dung

Trong pham vi luan van nay, chuong trinh tng dung dugc xay dung véi

muc dich thé hi¢n viéc ma hoa so6 thé cua tién dién tir va truyén an toan trén

ha ting Internet thong thudng va thuc hién cac thao tac giao dich thong dung

nhit cta tai khoan d6 1a chuyén khoan.

Mo ta: trén giao dién web-based, chil thé tién dién tir ¢ tai khoan ID chuyén

mot s6 tién x dén mot chii thé co tai khoan IDg. Hé thong thanh toan trung

tam phai hoan thanh viéc thay ddi tai khoan giita hai chu thé va bao dam dir

liu truyén trén kénh cong cong la bi mat doi véi ngudi ngoai.
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Tién trinh thuc hién nhu sau:

1. A mi hoéa tai khoan tién dién tir ctia minh IDA va s tién can chuyén
bang khoa riéng duoc ban ma M1.

2. Dé bao mat tai khoan dbi v6i ngudi giao dich, A ma hoa M1 bang khoa
cong khai cta trung tam dugc ban ma M2.

3. A mi hoa M2 bang khoa cong khai cia B dugc ban ma M3. Giri M3
cho B bang duong truyén céng cong.

4. B giai ma M3 bang khoa riéng dugc M2, dinh kém IDg va s tién thu
huéng va thyc hién ma hoa bang khoa riéng ciia B dugc ban ma M4,

5. Dé bao mat, B md hoa M4 bang khoa cong khai cua trung tdm duoc
ban ma M5 va giri M5 dén trung tdm bang duong truyén cong cong

6. Trung tdm giai mad M5 bang khoéa riéng cua trung tim dugc M4, giai
ma M4 bang khoa cong khai ciia B duoc M2 va thong tin B dinh kém,
xac nhan nguoi thu hudéng 1a B.

7. Trung tdm giai ma M2 bang khoéa riéng cua trung tdm duoc M1, giai
mi M1 bang khoa cong khai cia A dugc ndi dung thong tin can chuyén
ctia A va xac nhan ngudi chuyén tién 1a A.

8. Trung tdm thuc hién giao dich theo I¢nh cia A téi tai khoan cua B vira
duoc xac minh ¢ budc trudc

Pé thyc hién duoc qua trinh nay, ca 3 ddi tuong: A, B, TT déu duoc cai

ddt phan mém ma hoa va giai ma RSA.
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KET LUAN

Trén day 13 toan bd bao cdo d6 an tot nghiép. Trong ludn vin ndy em
d3 tim hiéu vé hé diéu hanh ma nguon mé Linux, 1y thuyét ma khoa cong khai
va xay dung mot rng dung ma khoa cong khai dung hé¢ mat RSA trong moi
truong ma nguén mé Linux, thue hién thiét 1ap hé mat, ma hoda, giai ma dé
bao mat, xac thyc trong mo6 hinh thanh toan béng tién dién tu.

Qua luan vin nay em thay thanh toan bang tién dién tir qua mang
Internet 1a mot xu thé tat yéu, né can duoc phat trién hoan thién va dugc ung
dung trong thuc té & nudc ta, dé phat trién nén kinh té va hoi nhap voi cac
nudc trén thé giéi.

Do thoi gian ¢6 han va trinh d§ ban than con han ché nén em rét mong
duogc su gop ¥, giup d& va sy chi bao tan tinh cua cac thiy co gido cung toan
thé cac ban dé em c6 thé hoan thién chuong trinh tét hon nira.

Cubi cing em xin chan thanh cam on céc thay co gido. Dic biét em xin
t6 10ng biét on toi thay gido ThS V& Vin Tung, trong thoi gian qua thay da

gianh nhiéu thoi gian va tam huyét dé huéng ddn em hoan thanh dé tai nay.
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