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LOI CAM ON

Em xin bay to long biét on sdu sic nhat téi co giao ThS. HO Thi
Huong Thom, ¢6 di tan tinh huéng din va giup d& em trong sudt qua trinh
lam tbt nghiép. Vo1 su chi bdo cua cd, em da c6 nhitng dinh hudéng tdt
trong viéc trién khai va thuc hién cac yéu cau trong qua trinh lam luan an

t6t nghiép.

Em xin chin thanh cam on sy day bao va gitp d& cia cac thay gido,
co giao Khoa Cong Ngh¢ Thong Tin — Truong Pai hoc Dan Lap Hai Phong
d3 trang bi cho em nhiing kién thirc co ban nhat dé em c6 thé hoan thanh

t6t bao cdo tot nghiép nay.

Xin cam on td1 nhitng nguoi than trong gia dinh quan tdm, dong vién

trong sudt qua trinh hoc tap va lam tot nghiép.

Xin gui 161 cdm on tat ca ban be, dic biét 1a cac ban trong 16p CT901

da giup d& va dong gop v kién dé minh hoan thanh chuong trinh.

Mot lan nita em xin chan thanh cam on !



MO DAU

Cudc cach mang thong tin s6 dd dem lai nhitng thay d6i sau sic trong
xd hoi va trong cudc sdng cua ching ta. Nhitng thuan loi ma thong tin sb
mang lai cling sinh ra nhiing théach thtc cling nhu co hdoi méi cho qué trinh
phat trién. Internet va mang khong diy da tro gitip cho viéc chuyén phat
mot khoi lugng thong tin rat 16n qua mang. Tuy nhién né ciing lam ting
nguy co stir dung trai phép, xuyén tac bt hop phap cac thong tin dugc luu
chuyén trén mang, déng thoi viée sir dung mot cach binh dang, an toan cac
dir liéu da phuong tién ciing nhu cung cap mot cach kip thoi téi rat nhiéu
nguoi dung cudi va cac thiét bi cudi ciing 13 mot van dé quan trong va con
nhiéu thach thirc. Hon nita, su phat trién ctia cac phuong tién k¥ thuat sb da
1am cho viéc luu triY, stra d6i va sao chép dir liéu ngay cang don gian, tir d6
viéc bao vé ban quyén tac gia va chong xam pham trai phép cac dit liéu da
phuong tién (dm thanh, hinh anh, tai liéu) ciing gdp nhiéu kho khan. Mot
cong nghé méi dugc ra doi da phan nao giai quyét duoc cac kho khan trén
1a gidu thong tin trong cac ngudn da phuong tién nhu cac ngudn am thanh,
hinh anh, anh tinh... Xét theo khia canh tong quat thi gidu thong tin ciing 14
mot hé ma mét nham dam bao tinh an toan thong tin, nhitng phwong phap
nay wu diém ¢ chd giam dugc kha ning phat hién ra su ton tai ctia thong tin
trong cac ngudén mang. Khong gidng nhu mi hod thong tin 1a dé chong sy
truy cap va stra chira mot cach trai phép thong tin, muc tiéu cua viée gidu
thong tin 14 lam cho thong tin trd nén vo hinh hay khong nghe thdy duoc

d6i tuong.



Diéu nay s€¢ danh Itra dugc sy phat hién cta céc tin tac va do do sé lam

giam kha nang b1 gidi ma.

Gi4u thong tin 1a mot k¥ thuat con twong d6i méi va dang phat trién
rat nhanh, thu hut duoc nhiéu sy quan tAm cta ca gidi khoa hoc va gigi

cong nghiép nhung cling con rat nhiéu thach thic.

Ban béo c4o nay trinh bay vé gidu va phat hién anh c6 gidu thdng tin.
Pong thoi trinh bay mot s6 k¥ thuat gidu va phat hién thong tin an gidu
trong anh GIF, tir d6 dua ra cac thuc nghiém va danh gia cho viéc phat hién

thong tin an gidu trong anh GIF.
Noi dung béo céo gom cac chuong:
Chuong 1. Téng quan vé k¥ thuat gidu tin va gidu tin trong anh.
Chuong 2. Anh va k¥ thuat nén dir liéu LZW.
Chuong 3. Mot sb k¥ thuat gidu tin trén anh GIF.
Chuong 4. K¥ thuat phat hién thong tin 4n gidu trén anh GIF.

Chuong 5. Két qua thir nghiém.



CHUONG 1:  TONG QUAN VE KY THUAT GIAU TIN VA
GIAU TIN TRONG ANH

1.1 Dinh nghia k¥ thuit gidu tin

Gidu tin 1 k¥ thuat gidu hodc nhing mot lugng thong tin s6 nao do
vao trong mot ddi twong dir liéu sé khac (gidu tin nhidu khi khong phai 1a
hanh déng gidu cu thé ma chi mang ¥ nghia quy udc)
1.2 Muc dich ciia gidu tin

C6 hai myc dich cua giau tin:
- Bao mat cho nhiing dir li¢u dugc giau

_ Bao dam an toan (bao vé ban quyén) cho chinh cac ddi tugng chua

dir liéu gidu trong do.

C6 thé thay hai muc dich nay hoan toan trai nguoc nhau va dan dan

phat trién thanh 2 linh vuc véi nhitng yéu cau va tinh chét khac nhau.

Gi4u thong tin

Gi4u tin bi mat Thuy van sb
(Steganography) (Watermarking)

Hinh 1. Hai linh vyc chinh ciia k¥ thuat gidu thong tin

K¥ thuat gidu thong tin bi mat (Steganography): muc dich 12 dam bao

an toan va bao mat thong tin tap trung vao cac ky thudt gidu tin dé c6 thé
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gidu dugc nhiéu thong tin nhat. Thong tin mat dugc gidu trong d6i tuong

sao cho nguo1 khac khong phat hién dugc.

K¥ thuat gidu thong tin theo kiéu danh gidu (watermarking) dé bao vé
ban quyén cua ddi tuong chira thong tin thi lai tdp trung dam bao mot sb
yéu cau nhu dam bao tinh bén vitng... Pay chinh 14 tmg dung co ban nhat

cta k¥ thuat thuy vén sd.
1.2.1 M4 hinh k¥ thuit gidu thong tin co ban

Gidu tin vao phuong tién chira va tach lay thong tin 1a hai qué trinh

trai ngugce nhau va c6 thé mo ta qua so do khoi cua hé thong nhu sau:

Phuong tién
chtra(audio, anh,
video)

Thong tin Khéa
giau
~ Phén
Phuong tién pho
chira da duoc
gidu tin /::>

Hinh 2. Luoc d chung cho qua trinh giau tin
_ Thong tin can gidu tuy theo muc dich ctia ngudi sir dung, né co thé 1a
thong diép (voi cac tin bi mat) hay cac logo, hinh anh ban quyén.

- Phuong tién chira: cac file anh, text, audio... la méi treong nhing tin.
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B0 nhung thong tin: 13 nhiing chuong trinh thyc hién viéc giau tin.
Dau ra: 1a cac phuong tién chira d3 co tin gidu trong do.

Téach thong tin tir cac phuong tién chtra dién ra theo mot quy trinh
nguoc lai véi dau ra 13 cac thong tin dd duoc gidu vao phuong tién chia.
Phuong tién chira sau khi tach 14y thong tin c6 thé duoc st dung, quan 1y

theo nhimg yéu cau khac nhau.

1.2.2 M6 hinh ky thuit gidi ma thong tin co ban

Phuong tién chura
(audio, anh,
video)

T

Khoa giau tin

p
Phuong tién chtra da dugc
giau tin

Thong tin gidu

Hinh 3. Lugc d6 chung cho qué trinh giai ma

Hinh v& trén chi ra cac cong viéc giai ma thong tin di giau. Sau khi
nhan duogc dbi tuong phuong tién chura cé giéu thong tin, qué trinh gidi ma
dugc thuc hién thong qua mot bd giai ma tuong ting vo1 b nhiing thong tin
cung véi khoa ctia qua trinh nhing. Két qua thu duoc gdm phuong tién
chtra gbc va thong tin da gidu. Budc tiép theo, thong tin di gidu duoc xu 1y

kiém dinh so sanh véi thong tin ban dau.



1.3 MB0i truwdng gidu tin.
1.3.1 Giiu tin trong anh

Ngay nay khi anh s6 da duoc sir dung rat phd bién thi giau thong tin
trong anh d3 dem lai nhiéu nhitng Gmg dung quan trong trén cac linh vuc
trong doi song x4 hoi. Vi du nhu & cac nudc phat trién chit ky tay da duogc
s6 hoa va luu trit str dung nhu 1a hd so ca nhéan cta cac dich vu ngan hang

tai chinh.

Mot ddc diém cia gidu thong tin trong anh nita d6 1a thong tin duoc
gidu mot cach vo hinh, né nhu 1a cach truyén thong tin mat cho nhau ma
nguoi khac khong thé biét dugc boi sau khi gidu thong tin chat lwong anh
gan nhu khéng thay doi dic biét ddi véi anh mau hay anh xam.

1.3.2 Gidu tin trong audio

Yéu cau co ban va quan trong nhét cuia gidu tin trong audio 1 dam bao
tinh chat an cua thong tin duoc gidu dong thoi khong lam anh huéng dén
chat luong cua dir lidu.

1.3.3 Giau tin trong video

Ciing gidng nhu gidu thong tin trong anh hay trong audio, gidu tin
trong video cling duoc quan tim va duoc phat trién manh mé& cho nhiéu
tmg dung nhu diéu khién truy cap thong tin, nhan thirc thong tin, ban quyén
tac gia... Mot phuong phap gidu tin trong video dugc dua ra boi Cox la
phuong phap phan bd déu. Y tudng co ban cua phuong phap 1a phan phbi

thong tin gidu dan trai theo tan so cia dit liéu goc.
1.3.4 Giéu thong tin trong vin ban dang text

Gidu tin trong van ban dang text kho thuc hién hon do ¢6 it thdng tin
du thira, dé lam duoc diéu nay ngudi ta phai khéo 1éo khai thac cac du thira
tu nhién ctia ngdn nglr. Mot cach khac 1a tdn dung cac dinh dang van ban

(ma hod thong tin vao khoang céch gitra cac tur hay cac dong van ban).
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K§ thuat gidu tin dang duoc ap dung cho nhiéu loai dbi twong chi

khong riéng gi dit liéu da phuong tién nhu anh, audio, video.



CHUONG 2: ANH GIF VA KY THUAT NEN DU LIEU LZW

2.1 CAu tric anh GIF

Anh GIF (Graphics Interchange Format) 1a dinh dang tap tin hinh anh
bitmap cho céac hinh anh dung it hon 256 mau va cac hoat hinh dung it hon
256 mau cho mdi khung hinh. Gif thuong dung cho so d6, hinh v&, nit bdm
va cac hinh mau. GIF 1a dinh dang nén dir li¢u dac biét hitu ich cho viéc
truyén hinh anh qua dudng truyén luu lugng nho. Pay 1a mot giai phap tot

cho hinh anh trén mang, cho cac hoat hinh nho va ngén.

GIF st dung thuat toan nén LOSS LESS (Khong mat dit liéu). Piéu d6
cho phép chiing tao ra kich thudc nhé hon ma khong bi mat hoac mo bat ky

chi ti€t nao cua anh dir lidu.

GIF note
GIF header (7 byte)
Globel Palette
Header Image (10 byte)
Palette of Image (néu c6)
Data of Image 1
‘> ky tu lién két

ooooooooooooooooooooooo

‘;” terminator
Hinh 4. Cau truc anh Gif

- Chir ky cua anh.
- B0 mo ta hién thi.
~ Ban do mau tong thé.
M6 ta mot ddi tuong cua anh.

_ Déu phan cach.
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- B0 mo ta anh.

_ Ban d6 mau cuc bo.

_ Dit liéu anh. Phan mo ta nay lap lai n 1an néu anh chtra n d6i tuong.
_ Phan dau cubi anh GIF (terminator).

. Chir ky ctia anh GIF c6 gié tri 1a GIF87a. N6 gdom 6 ky tu, 3 ky tur

dau chi ra kiéu dinh dang, 3 ky tu sau chi ra version cua anh.

+ B0 hinh thi: chira m6 ta cac thong s6 cho toan bo anh GIF:
D0 rong hinh raster theo pixel: 2 byte.
D0 cao hinh raster theo pixel: 2 byte.
Céc thong tin va ban d6 mau, hinh hién thi,...
Thong tin mau nén: 1 byte.
Phan chua dung: 1 byte.

. Ban d6 mau tong thé: md ta bd mau tdi wu doi hoi khi bit M=1.

Khi bd mau téng thé duoc thé hién, nd xac dinh ngay bé mé ta hién thi
& trén va bang 2", véi m 13 luong bit trén mot pixel, 3 byte (biéu dién

cuong d6 mau ctia 3 mau co ban Red-Green-Blue). Cau trac cua khéi nay

nhu sau:
Bit Thir tu byte Mo ta

Mau Red 1 Gia tri mau do theo index 0
Mau Green 2 Gia tri mau xanh luc theo index 0
Mau Blue 3 Gia tri mau xanh lo theo index 0
Mau Red 4 Gia tri mau do theo index 1
Mau Green 5 Gia tri mau xanh luc theo index 1
Mau Blue 6 Gia tri mau xanh lo theo index 0
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Hinh 5. Céu trac cta khéi ban d6 mau tong thé

+ B mo ta anh: dinh nghia vi tri thuc t€ va phan mé rong cia anh

trong pham vi khong gian anh di c6 trong phan mé ta hién thi.

Néu anh biéu dién theo anh xa mau cuc bo thi co dinh nghia phai

dugc thiét 1ap. M&i bd mo ta anh duge chi ra boi ky tu két nbi

anh. Ky tu nay chi dugc dung khi dinh dang GIF ¢6 tir hai anh tro

lén. Ky tu nay c6 cac gia tri 0x2c¢ (ky tu dau phay). Khi ky tu nay

dugc doc qua, bo mo ta anh s€ duoc kich hoat. B0 mo ta anh gém

10 byte va c6 cau truc nhu sau:

Cac hit Thir tu Mo ta
byte
0010110 1 Ky tur lién két anh (%)

Cén tréi dnh 2,3 | Pixel bt dau anh tinh tir tréi hinh hién thj
Can dinh trén 45 Pixel cpéi anh bt dau tinh tir dinh trén
hinh hién thi

D0 rong anh 6,7 D0 rong anh tinh theo pixel
D cao danh 8,9 Chiéu cao anh tinh theo pixel
MI1000pixel 10 Khi bit M=0 sir dung bang mau tong thé.

M=1 sir dung ban dd mau cuc bd. I = 0:
dinh dang anh theo thu ty lién tuc. I = 1:
dinh dang anh theo thu tu xen k€ pixel +1:
s bit/pixel ciia anh nay.

Hinh 6. Céu trac bd mo ta anh

. Ban d6 mau cuc bo: chi dugc chon khi bit M cta byte thir 10 13 1.

Khi ban d6 mau duoc chon, ban d6 mau s€ chiéu theo by mo ta

anh ma lay vao cho ding. Tai phan cudi anh, ban d6 mau s¢ lay

lai phﬁn xac l1ap sau bd mo ta hién thi. Cac tham sd nay khong

nhimg chi cho biét kich thudc anh theo pixel ma con chi ra sb

thuc thé ban d6 mau cua no.
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+ Dir liéu anh: chudi cac gia tri c6 thu tu ctia cac pixel mau tao nén
anh. Cac pixel dugc xép lién tuc trén cung mot dong anh, tur trai

qua phai. Cac dong anh duoc viét tir trén xudng dudi.

- Phan két thiic anh: cung cép tinh dong bd cho dau cudi anh GIF.
Cudi cta anh s& xac dinh béi ki tu «;” (0x3b). Binh dang GIF c6
rat nhiéu wu diém va duoc cong nhan 1a chuan dé luu trit anh mau

thuc té (chuan ISO 0918-1).
2.2 Ky thuit nén dir licu LZW
2.2.1 Gié6i thi¢u

Cé6 2 dang nén anh: lossless (trung thuc) va lossy (khong trung thurc).
Dung lossless, anh sau khi giai nén (decompressed image) hoan toan gidng
Vv6i anh ban dau (trude khi nén). Nén kiéu lossy lam mat mot sd thong tin.
Nghe qua thi c6 vé dang ngai, nhung néu duge thuc thi tét, bﬁng mét
thuong, ta khong thé phan biét anh da giai nén véi anh gbc, k¥ thuat nay

dam bao duoc ti 1€ nén rat cao.

Vo1 cac anh den tréng, GIF 1a so dd nén thyuc sy trung thuec. Anh mau
1a van dé khac. GIF chi lam viéc dugc v6i anh mau lap san chi muc
(indexed color image) va mot luong 16n thong tin bi mat khi chuyén anh
mau 24 bit thanh anh mau 8 bit ¢6 chi muc — ban giam s6 mau co thé tur
16,7 triéu xubéng con 256. Mot anh nho ¢ 320x240 diém cé thé nhiéu mau
hon 300 1an so voi trudng hop mau cé chi muc, két qua 1a anh GIF 8 bit

hodc 5 bit khong dugc min va 10.

Tuy vay, GIF ¢6 nhiéu mit manh. Trudc hét, va quan trong nhét, GIF
1a chuén vé thuc té, dugc moi Web browser dd hoa hd trg. Néu ban dung

GIF, chic chin bt cir ai, & bat ctr dau, déu c6 thé sir dung duogc tap tin do.
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GIF 1a dang thuc duy nhat dugc chip nhan rong rii cho phép sir dung
cac diém trong sudt (transparent pixels) trong file anh. N6 con hd tro
interlacing (dan xen), mot phuong thirc cAu trac hoa thong tin trong tap tin,
cho phép anh dugc dua lién tuc ra man hinh, anh cti mo dan, anh ma&i rd nét

A

Ién.
2.2.2 Giai thuat

Mot chuyén gia giai thich k¥ thuat nén lossless nhu sau: "Gid str ban
c6 mot ngin kéo véi 2 chiée tat mau tring, 2 chiéc tit mau den. Thay vi
ndi: "To6i co 1 tat tréng, 1 tat tréng nita, 1 tit den, 1 tit den nira", ban s&
giam cau di khoang mot nira néu ban noéi: "Toi ¢6 1 cap tat tréng va mot

cdp tat den".

Run Length Encoding (RLE), mdt kiéu nén lossless don gian nhat,
lam viéc nhu sau: Khi nén, tim cac doan lap di ldp lai — néu thdy c6 hang
gdm 9 sb khong, tiép theo 1a 3 s6 mot va 12 sd khong, thi tit ca sé thay
bang 3 sb: 9, 3, 12. Cach nay hiéu qua nhat ddi véi cac anh co vang 1én

dong mau, nhung kém hiéu lyc véi cac anh phuc tap.

Phuong phap Lempel-Ziv-Welch (LZW) va k¥ thuit ma héa kiéu
Huffman phan tich va quan sat cac doan lap lai. Néu LZW hoidc Huffman
thay c6 doan 010101, chiing du thong minh dé danh déu cac doan dé va

thay bang mot ky tu, bang cach d6 dir liéu duoc nén lai.
GIF sir dung LZW cho TIFF nén. Ti 1¢ nén dat & mtrc d§ vura phai 1a
2:1. Pé dat dugc ti 16 cao hon, can dén ky thuat JPEG, JPEG 2000.

2.2.3 Phwong phap nén LZW
Phuong phap nén dir liéu LZW dugc phat minh bdi Lempel — Zip va
Welch. N6 hoat dong dua trén mot ¥ tuong rat don gian 1a ngudi ma hoa va

nguoi gidi ma cung xay dung ban ma.
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Nguyén tic hoat dong ctia n6 nhu sau:
- Mot xau ki tu 1a mot tap hop tur hai ki ty trd 1én.

_ Nho tit ca cac xau ki tw da gip va gan cho né mot dau hiéu (token)

riéng.

~ Néu lan sau gap lai xau ki tu do, xau ki tu s€ duogc thay béng diu hiéu

cua no.

Phan quan trong nhit ctia phuong phap nén nay la phai tao ra mot
mang rat 1on dung dé luu gitr cac xau ki ty da gip, mang nay duogc goi 1a

"Tu dién".

Khi cac byte dir liéu can nén duge dem dén, chiing duoc gitr lai trong
bo dém chira (Accumulator) va so sanh voi cac chudi da co trong "tir dién".
Néu chudi dit liéu trong bo dém chtra khong co trong "tir dién" thi né duogc
b6 sung thém vao "tir dién" va chi s6 cua chudi ¢ trong "tir dién" chinh la
d4u hiéu cua chudi. Néu chudi co trong bo dém chira da luu trong "tur dién"
thi ddu hiéu cta chudi dugc dem ra thay cho chudi ¢ dong dit liéu ra. C6

bon qui tac dé thuc hién viéc nén dit liéu theo thuét toan LZW la:

Qui tiic 1: 256 dau hiéu dau tién dugc danh riéng cho céc ki ty don
(0-0ffh).

Qui tic 2: CH gang so sanh voi "tir dién" khi trong bd dém chira di 6

nhiéu hon hai ki tu

Qui tic 3: Céc ki tu diu vao nhan tir tap tin s€ duoc nén dugc bo sung
vao bd dém chira cho dén khi chudi ki tu trong bo dém chura khong cé

trong "tur dieén".
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Qui tac 4: Khi by dém chura c6 mot chudi ma trong "tur dién" khong
c6 thi chudi trong bo dém chira dugc dem vao "tir dién". Ki tu cudi clng
cua chuoi ki tu trong bd dém chura phai & lai trong by dém chtra dé€ tao

thanh chudi méi tiép theo.

Vi du: Cac budc dé ma hoa chudi "'BAN!BA!BAA!BAR!" nhu sau
(Bang 1):

Budc 1: Ki tu thtr nhat ‘1" duogc cit vao bd dém chira chuan bi tao

nén mdt chuoi.

Budc 2: Ki ty thir hai ‘B’ nbi thém vao sau ki ty !. Vi trong "tir dién"
chua c6 chudi "!B" nén chudi nay thém vao "tir dién" va dugc gan
dau hiéu 1a 100h (vi khoang 000h + Offh dugc danh cho cac ki tu

don: Qui tac 1). ‘I’ dugc gui ra con ‘B’ phai & lai trong bd dém chira.

~ Budc 3: Ki tu thtr ba ‘A’ thém vao sau ‘B’. Chudi "BA" chua ¢
trong "tir dién" nén nd dugc thém vao "tir dién" va gan dau hiéu la

101h. ‘A’ ¢ lai trong bd dém chira con ‘B’ dugc gui ra.

~ Buéc 4: Ki tu tht tu N’ thém vao sau ‘A’ tao thanh chudi "AN"
chua cé trong "tur dién" nén dugc thém vao "tir dién" va c6 dau hiéu
l1a 102h. ‘N’ ¢ lai trong bd dém chira con ‘A’ dugc g ra.

~ Budce 5: Ki ty tht ndm “!” thém vao sau ‘N’ dé tao thanh chudi "N!",
"N!" dwgc thém vao "tir dién" véi dau hiéu 1a 103h. <!” & lai con N’
dugc g ra.

~ Budc 6: Ki ti thtr sdu ‘B’ thém vao sau ‘!”. Lan nay thi chudi "B!" da

c6 trong "tur dién" nén khong co ki tu nao dugc gui ra. "B!" tiép tuc &

lai trong "tir dién" dé tao ra chudi moi.
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~ Budc 7: Ki ty thir bay ‘A’ thém vao sau ky ti ‘B’ dé tao thanh chudi
"BIA", do "B!A" khong c6 trong "tir dién" nén n6 s& duoc thém vao
"tir dién" va gan dau hiéu 1a 104h, ddng thoi dau hiéu 100h duoc giri
ra thay cho "B!" (Qui tic 4). "A" tiép tuc & lai trong bd dém chira dé

tao thanh chuoi moi.

Cac bude trén ctr thé tiép tuc cho dén khi hét tap tin can nén. Viée
giam kich thudc chi thyc sy bat dau tai bude 7 khi ma mot dau hiéu 12 bits

la <100h> dugc gui ra thay cho hai byte "B!".

Trong thuat toan nén nay, phan 16n thoi gian khi bat dau nén chu yéu
mat vao viéc tao "tir dién". Khi "tir dién" du 16n, xac sudt gip chudi trong
bo dém chira ¢ "tir dién" ting 1én va cang nén duoc nhiéu hon. Mot diéu
can chu y & ddy 1a mdi mot dau hiéu, ta phai luu mot chudi trong "tir dién"

dé so sanh.

Vi dau hiéu duoc biéu dién bﬁng mot sd 12 bits nén "tir dién" s& ¢6
4096 16i vao, khi tang s bit dé biéu dién dau hiéu 1én thi hiéu qua nén sé
tdt hon nhung lai bi gi61 han béi bd nhéd cia may tinh. Vi duy, khi ta st dung
16 bits dé biéu dién mot dau hiéu thi "tir dién" phai co6 dén 65536 16i vao,
néu mdi 161 vao c6 20 ki tur thi "tir dién" phai 16n khoang 1,2 MB. Véi mot
"tir dién" c6 dung lwong nhu vay rat kho co thé thuc hién trén cac may tinh
PC hoat dong dudi hé diéu hanh DOS vi gi6i han ciia mot doan (Segment)
1a 64KB. Uu diém cta phuong phap nén LZW 1a bén nhan c6 thé ty minh

xdy dung bang m3 ma khong can bén guri phai giri kém theo ban tin nén.
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2.2.4 Thuat toan nén LZW

Thuat toan nén:

Thuét toan giai:

Ma:
w = NIL;

siv | B8 | oulsu | Diligurd | Tordidn
dér Va0
chifs (12 Bits):
{8 Bits) |
3 2 | | E @
o ! B ! 100H=1B
3 B & B 101h=B4
4 & N A 102h=AN
5 M ! M 103h=HNI
& ! B .
7 IE £ <100k 104h=184
g A 1 A 105h=Al
g ! B E | @
Bang 1. Vidu

while (read a char c) do
if (wc exists in dictionary) then

W = WC;
else

add wc to the dictionary;
output the code for w;

W =C;
endif
done

output the code for w;
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Ma:

read a char k;

output k;

w =K;

while (read a char k) do

If (k> 255 && k exists in dictionary) then
entry = dictionary entry for k;
else

entry = k;

endif

output entry;

add w+entry[0] to the dictionary;
w = entry;

done
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CHUONG 3: KY THUAT GIAU TIN TREN ANH GIF

3.1 Khai niém bit c6 trong so thip LSB (Least Significant Bit)

Least Significant Bit 1a bit c6 anh huodng it nhat dén viéc quyét dinh
t6i mau sic cua mdi diém anh. Vi vay khi thay dbi bit it quan trong ctia mot
diém anh thi mau sac ctia mdi diém anh méi sé twong ddi gan véi diém anh
cli. Vi dy, dbi v6i anh 16 bit thi s& c6 15 bit 1a biéu dién 3 mau RGB cua
diém anh con bit cudi cing khong dung dén thi ra s& tach bit nay ra ¢ mdi
diém anh dé gidu tin... Nhu vay k¥ thuat tach bit trong xtr 1y anh s& duogc
sir dung rat nhiéu trong quy trinh gidu théng tin. Viéc xac dinh LSB cua
mdi diém anh phuy thudc vao dinh dang ctia anh va s bit mau danh cho mdi
diém cua 4nh do.

3.2 Ky thuit gidu tin EzStego

Thuat toan EzStego duoc dé xuit bai Romana Machado vao thang 10

nam 1996

Y twéng: Sap xép bang mau copy ciia anh gdc sao cho cac mau duge
sap xép gan gidng nhau. Sau d6 thuc hién gidu thong diép trén LSB cua

pixel anh.
Thuat toan:
Input: Anh géc va tép tin can gidu.
Output: File anh c6 chira théng tin an gidu.

Cac budc thuc hién:
B1: Sip xép bang mau.

Ezstego copy bang mau cta anh. Sau d6 sip xép lai bang copy d6 cua

bang mau sao cho cac mau dugc sap x€p gan giong nhau.
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Cho bang mau gdc Cold = {ci, i =0,..., n — 1}. Cho I (ci,Cold) = i &
chi s6 cua ci trong bang mau cii va cho d(a, b) 1a khoang cach gitra 2 mau a

vab

_ Sép xép:

[—

. D« {c0}, C— Cold\{c0}; ¢c « c0

2. Tim mau d € C la khoang cach tu ¢

W

. D« {c0,d} = {d0, d1}, C— C\{d}

4. Trong khi C _= O thuc hién.

5. Tim mau d € C 1a khoang cach tir c.

6. Tim 2 mau {di, di+1} € D va §{di, d} + &{d, di+1} 1a nho nhét.
7.D « {dO0...., di, d, di+1,...}, C— C\d,c < d

8. Két thuc.

Ty
N

R A e R

,,. ,\.
TETTTTEEEY
S i

{
SIReEEBIER I IaToa anE RRRE P T
green s2izeEz2ERERERE) o EEF R A A

Bang mau cii Bang mau sau khi sap x&p
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Pay 1a 9 mau cua anh GIF nhin lac trudce va sau khi sap xép.

B2: Giau thong tin.
Ezstego dat bit can gidu vao LSB (least significant bit) ctia pixel anh

theo cac budc thuc hién sau:
~ Tim chi s6 mau RGB cua pixel trong bang duogc sap.
~ Lay mdt bit can giau thay thé cho LSB cua chi s6 bang mau.

- Tim mau RGB mdi ma chi s6 bay gio tréd vao trong bang mau da co

san.
~ Tim chi s6 mau RGB méi nay trong bang mau ban dau.
_ Thay dbi cho chi s6 mau ctia mau méi.
Vi du:
- 17231 31 la mau 00100101 trong bang mau da duoc sap.
- Gid trj chi s6 ctia 00100101 dugc thay doi thanh 00100100.

- Mau 00100100 trong bang mau da duoc sap 1a 179 233 36.
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= 179233 36 1a mau 11101110 trong bang mau goc.

_ Gié tri cia pixel dugc doi thanh 11101110,
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B3: Khéi phuc lai bit da giau.
S , EzStego
Tim chi s6 mau cua RGB trong bang 7 o
, , 0 6 original palette
mau dugc sap.Bit it quan trong nhat tir e ‘[ .EE @‘ D
cac bit gidu. Viét nd ¢ dau ra. / e .
000 001 010 011 100 101 110 111 sorted index
. D . [ . . |: @ sorted palette
Vi du 0\ /11 OJ 1/6\1 OJ 1/6\1 0\ 1/ \1 bit to embed
AR AR VAR VAN
- 179 233 36 1a mau 11101110 trong | B B[4 [T 6 [0]
Steganographic value: least significant blt of sorted index

bang mau da duoc sip.
_ Bit it quan trong nhat 1a bit 0.

~ Viét 0 cho dau ra.

3.3 Thuit toan giau DIH

Thuat toan Difference Image Histogram (DIH) duoc dé xuat boi Sang-
Kwang Lee, Young-Ho Suh, va Yo-Sung Ho nam 2003.

Y twong: Nhang thong diép can gidu vao histogram cua difference
image stra d6i. Chudi thong diép gidu duoc gidu vao cac pixel co gid tri 1
hoic -1 trong difference image sira d6i. S6 luong pixel c6 gi tri 1 hodc -1

thé hién kha ning giau luong bit thong diép vao anh gdc.
Thuat toan:
Input: Anh gc va file théng diép can giau.
Output: File anh d3 giau tin.
Cac budc thuc hién:
Budc 1. Qua trinh thuc hién giéu tin:

+ Qua trinh doc anh dau vao va xu Iy Histogram cua anh:
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_ LAy dir liéu 4nh dau vao (histogram anh géc)

- Tao DI (Defference Image). D(i, j) dugc tinh nhu sau:
D@, j)=1(1,2j+1) = 1(i,2j),0<isM-1,0<j<N2-1 (1)
Véi MxN 1a kich ¢& anh gbc.
~ Tinh DI diéu chinh bang cach tang thém 1 néu D(i, j) c6 gia tri > 2,
giam di 1 néu D(i, j) c6 gia tri < -2. Nguoc lai céac gia tri duoc giir
nguyén. Ta co:
D(i,j) =1"(i, 2j +1) - I(i, 2j) ()
Trong do:
I(,2§ + 1)+ 1 if D(i,5) > 2

>
16,25+ 1) = { I(5,2j + 1) =1 if D, j) < -2

1(3,2 +1) otherwise 3)

. Thuc hién giau thong diép:

W(m, n) 13 thong diép duoc gidu. Néu bit dugc gidu 1a 1 thi D(i, j) ¢6
gia tri 1 s& thanh 2, —1 thanh —2. Néu bit dugc gidu 1a 0 thi D(i, j)giit

nguyén.
16,2+ 1)+1 if D{,5) =1and W(m,n) =1
L(3,2j+1) = 1(;,2j +1) -1 if D(i, ) = -1 and W(m,n) =1
1(,2+1)  otherwise ()
L(i,2)) = 1(i,2) (5)

Budc 2. Tach thong diép duogc gidu va khoi phuc anh gdc:

Thue hién qué trinh doc anh dau vao va xu 1y Histogram cua anh ta

thu dugc anh I(i, j), DI cta anh vira gidu tin De(i, j) va DI diéu chinh D(i,
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j). Trong D(i, j), bit duoc gidu 1a 0 néu D (i, j) = 1 hoic -1, bit duoc gidu
1a 1 néu D (i, j) = 2 hoic -2.

0 ifD,(i,5)=-1orl

We y 18] —
(m;m) {1 if Do(i, ) = —2 or 2

(6)
Dé khoi phuc duge anh gc, ta dich chuyén mot sb pixel trong DI nhu
sau: néu pixel trong DI c6 gié tri <-2 thi ting thém 1 gi4 tri, néu pixel trong

DI c6 gia tri > 2 thi giam 1 gia tri. Cudi cung ta s& thu dugc anh gbc ban

dau:
Ie(i:2j+1)_1 ]-fDe(z:J) > 2
I(3,2+1) =S (4,25 + D)+ 1 if De(4,5) < -2
I.(3,25+1) otherwise )
Ir(i,2)) = le(i,2) ) (8)

Budce 3. Xt 1y vugt ngudng:

Phuong phép gidu DIH c6 thé khong tra vé anh gbc hoan toan dung
nhu ban dau béi viéc mat mat thong tin xay ra trong qua trinh cong trir tai
bién cua vong xam (muc xam la tur 0 + 255). Pé khic phuc van dé nay, ho
dua ra modul s6 hoc cho cac phép cong va trir thuy van. Dbi voi truong 18
I(1,2j+1), phép cong modul ¢ nhu sau:

1(1,2j+1) +. 1 = ((i,2j+1) + 1) mod ¢ 9)

Véi ¢ 1a do dai cua vong xam. Ddi v6i phép trir modul ¢ duge dinh

nghia nhu sau:
1(1,2j+1) — .1 = ((i,2j+1) + 1) mod ¢ (10)

Nhiing van dé thuan nghich dugc phat sinh tir sy thira, thiéu hut pixel.

Vi vay, ta str dung +; va — thay vi + va — chi khi bo b6t do thira hay thiéu

hut xay ra. N6i cach khac, ta chi dé xem xét 255 +. 1 va 0 —; 1.
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Khi nhan duogc, nd 13 can thiét dé phan biét giita cac trudng hop, vi du,
le (i, 2] +1) = 255 ¢6 dugc nhu: I(i, 2 +1) +1 va I(i, 2j +1) —s6 1. Va ho
cho rang khong c6 su thay doi xay ra giira hai diém ké bén. Néu c6 mot su
khac biét dang ké giira 1.(i, 2j + 1) va (i, 2j), ta s& udc luong (i, 2j + 1)

van dung modulo s6 hoc.

16,2+ ) +1  if|L(5,2 + 1) - L(5,2))| < 7
I1(3,2 +1) —956 1 otherwise w

Trong d6 7 la gia tri nguong, twong tu I (i, 2] + 1) = 0 wdc luong

bang cach:

I,2+1) -1 if|L(,2) +1) - L(,2)) <7
I(3,25 + 1) 4956 1 otherwise 12)
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CHUONG 4: KY THUAT PHAT HIEN TIN AN GIAU TREN
ANH GIF

4.1 Téng quan vé ky thuat phat hién tin 4n gidu trong dnh
Steganalysis 1a ky thudt phat hién sy ton tai cua thong tin an gidu
trong multimedia. Ciing gidng nhu tham mi, muc dich cua steganalysis 1a

phéat hién ra thong tin an gidu va phé v& tinh bi mat cua vat mang tin an.
Phan tich tin an giau thuong dya vao céc yéu to sau:
- Phan tich dya vao cac doi tugng da mang tin

- Phan tich béng so sanh ddc trung: so sanh vat mang tin chua dugc
gidu tin v4i vat mang tin da duoc gidu tin, dua ra sy khac biét gitra

ching

_ Phan tich dya vao thong diép can gidu dé do timPhan tich dua vao
cac thudt toan gidu tin va cac dbi twong gidu di biét (kiéu phan tich
nay phai quyét dinh cac dic trung ctia d6i tuong gidu tin, chi ra cong

cu gidu tin (thuét toan) da sur dung.

_ Phan tich dya vao thuat toan gidu tin, ddi tuong gdc va dbi tuong sau

khi gidu tin
Céc phuong phap phan tich c6 thé phan thanh 3 nhom:
- Phan tich tryc quan
- Phan tich theo dang anh
_ Phan tich theo thong ké

Westfeld da dé xuat phuong phép steganalytic, né chinh 1a co s& cia

phuong phap PoVs.
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Tinh chat an thuong hay xay ra trong qué trinh 14p mi cta phuong
phap PoVs trong anh stego ngang bang trong khi tinh chit d6 trong phuong
phap PoVs véi anh c6 bé mit anh sang rd lai khong ngang bang.

Day 1a mot phuong phéap c6 thé tim ra nhitng bic anh bi nghi ngd ma
khéng c6 nhitng blrc anh nguyén ban (su do tim khong ro rang).

4.2 Ky thuit phat hién DIH va wéc lwong tin 4n gidu bang DIH

K¥ thuat phat hién DIH udc lugng histogram cua anh cover va anh
stego va thong ké su khac biét d6. Két qua cho thiy rang no ¢ thé nhan
mot ti 1¢ thay doi Ty trong anh c6 str dung k¥ thuat gidu DIH.

Qua thyc nghiém cho thiy, sau khi nhung thong diép bang thuat toan
DIH sé& lam thay doi tong s histogram h., ctia anh (Bang 2).

Péi voi anh khong gidu tin, tong sd histogram :

hi+h;>h,+h,>hs+h3>.....>h+h_g @

Dbi véi anh co gidu tin, ta co:

ho+h,<hs;+h (2)

EB|X] -/ Figureto. 2

Fle Edt Wew Insert ook Window Help Ele Edt Vew [set Took Window Help
DedE& YA A/ P02 D& A A/ BT

<10t Cover image03 %10t Stego dihimage0310 png

Anh gbc Anh c6 gidu tin

Y twong: Xét ty 18 cua (h, + h, ) véi (hs + h_g). So sanh ty 1& nay véi

hé s thyc nghiém T,.
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Thuat toan:
Input: Mot tap anh Q véi kich thude chung ctia cac anh 1a 512x512
Output: Phat hién xem anh d6 co6 gidu tin hay khong
Cac budc thuc hién nhu sau:
Budc 1. Tinh Histogram ctia anh can kiém tra
Budce 2. So sanh ty 1€ gitra h., va h.s:
Néu (h, + h.,) / (hs + h_3) > T, thi anh kiém tra 13 anh géc.

Nguoc lai, néu (h, + h.,) / (hs + h3) < To ta c6 anh 1a anh da gidu

théng tin (To=1.15 13 hé s6 dugc x4ac dinh bang thyc nghiém).
Budc 3. Udc luong d6 dai thong diép giu:

Bang cac thuc nghiém khoa hoc vé ngén ngit tu nhién, nguoi ta da
chting minh duoc ring, trong mdi thong diép an gidu bat ky déu co ty 1¢
tong s6 bit 0 va 1 1a sap si 50 : 50. Tir d6, mot cach tinh wéc lugng thong

di€p an giau dugc dé xuat nhu sau:

- Goi L 1a d6 dai wéc luong thong diép an gidu trén tong histogram

h.y, va Lila ty 16 thong diép da gidu so voi kha nang gidu cua anh, duoc tinh
nhu sau:

L= 2*(h2 + h_2) (3)

Li=[2(h2 + h_;)/ (hy +hy + h_; + h_;)] * 100 4)

- Goi [p, q] 12 kich thudc anh. Uéc luong ty 18 phan trim cta anh c6

chtra thong di€p an giau nhu sau:
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E = [2(h2 + h=2 )/(p*q)] * 100 (5)

CHUONG 5: KET QUA THU NGHIEM

5.1 MGéi trwong cai dat
Thuc hién cai dat thuat toan phat hién trén moi trudng cai dat 1a Java

(b0 soan thao Jcreator 4.5).

Yé&u cau cau hinh to1 thi€u: Bo1 JCreator kha nhe nén viéc cai dat va

thi hanh trén cac thé hé may gan day 13 vo cung don gian.
Cai dat: Dudi day 1a giao dién chuong trinh

B TRINH THI THU HA_LOP: CT901_msv: 080217 [ |[B[X]

“Chonfilc anh GIF |  Giantin | Laytin | TestGEF |

DO AW TOT HGHIER
DE TAL PHAT HIEW THONG TIN AN GIAT TREW AWH GIF
Sirthvien thue hien: TRINH THI THU HA
InTaSy
Lop: ©T901
Gian wien huong dav: TH.S HO THI HOOHG THOT

HATIPHONG 712009

£

TEINH THI THU H& _LOF: CT201_IISY: 020217
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Hinh 7. Giao dién chinh
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+ Giao dién Load anh GIF (Hinh 8)

TRINH THI THU HA_LOP: CT901_MSV: 080217

Hinh 8. Anh gbc

+ Giao dién gidu tin vao File anh GIF vira duoc load

- Giao dién luu anh GIF mai (Hinh 9):

Sawve anh GIF
Save in: |E}Image V| \) [_’ [ '
E 10 Elena_std
B 20 E] ms
My Recent )40 ) msz56
Documents E &0 [£] mssen
— =] 100 %] output
@ =] 120 2] autput
Deskt )51z %] outputt
s E Airplane E Pepper

My Documents

&

My Computer

fy MNetwork,

&

E Baboon E Ship
DIHBaboonzsé (2] TD
[]otHLenazse (W) Tiffany
DIHPepper 256

E lena

E lena_10

E lena_120

File: narne: |DIHLena258.gif V| L Save J

Save as bype: |AIIFiIes["."] v| [ Cancel ]

Hinh 9. Luu anh méi
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- Giao dién chon File thong diép giau (Hinh 10):

Chon file text can giau

Loak in: |@Image v| Q & E* @~
ﬂ 10 @ lena_std
D @
My Recent [=]40
Documerts &0 T
_ =] 100 autput
@ ] 120 2] autput
Desklop )51z %] outpur
ﬂ Airplane @ Pepper
-, E Baboon @ Ship
:) B oiHBaboonzse (2] 1D
. [%]otHienazse (%] TiFfany
My Dacurments DIHPEppEr256
lena
g’ E lena_10
I 120
by Camputer Bene.
. File name: | mz256 v | L Open J
MyMetwok | Fiesoftype: | AllFiles ) v| [ cancel |

Hinh 10. Chon file thong diép

+ Giao dién TestGIF va két qua kiém tra anh da chon (Hinh 11):

TRINH THI THU HA_LOP: CT901_MSV: 080217

Giau tin '

Chon e anh GIF |

Uoc luong thong tin an giau trong anh la: L=314 E=1.4970917% Li=0.119781494%,

Hinh 11. Anh c6 gidu tin
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5.2 Thir nghiém

Co6 mot tap co so dir li¢u anh gé)m 100 anh JPEG kich c& 512x512
pixel duoc download tir [7], [8] chi tiét theo Bang 2. Dung Paint Shop Pro
Photo X2 d& chuyén ddi sang dang anh GIF. Tap anh ndy duoc dit tén tur
Image01.GIF dén Image100.GIF.

Imagel6 Imagel9

Image25;

Image28

Image26 Image27

Image30
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Image32

Image37

Image45

¢ ‘-‘:‘ ¢

Image46

Image42

Image49

Image50

T

Image64

Image67

Image68

Image69

Image70
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Image72

Image74

£a ':f.& o
Image77

Image76 Image80

Image82

Image81

Image86 Image87

Ima

ge94

Image98 | Image99

ImagelOO

Bang 2. Tap anh thtr nghiém

Sy dung k¥ thuat gidu tin DIH dé gidu 2 thong diép mat gom: 32 byte
(256 bit) va 70byte (560 bit) (xem Bang 3) vao tap co s dit liéu trén ta
dugc két qua nhu Bang 4.
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B ms256.00 - Notepad [ |[EI[K) B ms560.6x - Notepad AEE

File Edit Format Wiew Help Fle Edt Format ‘Yiew Help
Chieu nay bo ao nhe Bobbi rat nho Allice
neu troi mua neu chieu nay roi thi
den gap nhau o cho cu nhe
¢ > ¢ )

Bang 3. Thong diép gidu

Anh# | Uéc luong khong | Ubec luong gidu Uéc luong gidu
giu (anh gdc) trén 256 bit trén 560 bit
Image01 12710 298 542
Image02 0 256 500
Image03 0 318 562
Image04 0 240 484
Image05 12948 244 486
Image06 0 522 766
ImageQ7 0 1070 1314
Image08 0 244 490
Image09 0 324 568
Imagel0 0 246 490
Imagell 0 310 554
Imagel2 0 604 848
Imagel3 0 242 486
Imagel4 0 1474 1718
Imagel5 0 316 560
Imagel6 0 348 590
Imagel7 0 320 562
Imagel8 0 382 626
Imagel9 0 656 900
Image20 0 266 508
Image21 0 304 548
Image22 0 238 482
Image23 0 284 528
Image24 0 240 484
Image25 0 248 492
Image26 0 252 496
Image27 0 238 482
Image28 0 280 524
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Image29 0 236 474
Image30 0 234 478
Image31 0 246 490
Image32 0 360 600
Image33 0 440 682
Image34 0 242 486
Image35 0 254 496
Image36 0 1286 1500
Image37 0 470 566
Image38 0 668 896
Image39 0 914 1148
Image40 0 3076 3294
Image4l 16790 262 338
Image4?2 0 366 578
Image43 0 748 990
Image44 0 506 584
Image45 0 804 1032
Image46 0 1284 1490
Image47 0 2688 2920
Image48 0 252 484
Image49 0 256 500
Image50 0 256 500
Image51 14388 268 512
Image52 0 254 498
Image53 0 226 464
Image54 0 262 506
Image55 0 392 572
Image56 0 304 548
Image57 0 526 770
Image58 18592 244 488
Image59 0 236 480
Image60 13132 324 568
Image61 15720 246 490
Image62 9654 260 450
Image63 0 240 468
Image64 0 248 492
Image65 0 244 488
Image66 0 254 494
Image67 0 240 484
Image68 0 256 500
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Image69 15620 274 518
Image70 0 244 488
Image71 0 242 486
Image72 0 254 498
Image73 0 258 626
Image74 0 520 756
Image75 0 242 486
Image76 0 304 548
Image77 0 920 1164
Image78 0 322 566
Image79 0 436 680
Image80 0 240 484
Image81 0 244 488
Image82 0 358 602
Image83 0 252 496
Image84 0 18 210
Image85 0 264 508
Image86 0 244 488
Image87 0 256 500
Image88 0 318 562
Image89 0 238 482
Image90 0 252 496
Image91l 0 410 654
Image92 15672 258 502
Image93 0 278 522
Image94 0 260 504
Image95 17276 378 622
Image96 18686 278 522
Image97 13528 266 510
Image98 0 242 486
Image99 0 268 512
Imagel100 0 240 484
Uéc lugng | 86% Udc lugng chinh 412.14 648.38
trung binh | Xac anh khong co giau
tin

Bing 4. Két qua th nghiém
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5.3 Danh gia thuat toan

Qua két qua thuc nghiém & Bang 4 ta thiy véi mot s6 anh nhiéu (chua
gidu tin) thi chuong trinh phat hién DIHAttack van c6 két qua 1a phat hién
c6 giau tin (Image01, Image05, Image4l, Image51, Image58, Image60,
Image61, Image62, Image69, Image92, Image95, Image96 va Image97).

Ciing tir bang két qua thuc nghiém trén cho thiy rang, véi cing mot
anh gbc, s6 luong bit gidu khac nhau, thi kha niang phat hién chinh xac

luong thong diép an giau 1 cao hon dbi v6i thong diép ngan hon.

Thuét toan phat hién anh gdc cho két qua chinh xé4c 1a khé cao (86/100
anh phat hién chinh xac trong tdp anh thtr nghi¢m).
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KET LUAN

Sau mot thoi gian hoc tap va tim hiéu, duéi su huéng dan tan tinh cla
co gido huéng din ThS.HO Thi Huong Thom, cing su gitp d& cla cac thiy
c6 bd mon tin trong truong, trong qua trinh thuc hién béo cao tot nghiép,

bao cdo da duoc hoan thanh.

Tuy nhién, gidu va phat hién tin an gidu van 1a van dé moi mé, phirc
tap va thoi gian thyuc c6 han, nhét 1a linh vuc phat hién tin an giéu, cong voi
kha nang va kinh nghi€ém con han ché nén vé mat thiét ké chuong trinh con
tho so, chua giai quyét duoc van dé gidu va phat hién thong tin an giau trén

anh GIF dong.

Vi vdy em rat mong nhan duoc su dong gop ¥ kién cia cac thay gido
co gido trong khoa, ciing nhu cac thiy céc cd gido trong hoi ddng phan bién

dé bai bao cdo tot nghiép ctia em duoc hoan thién hon.

Em xin chan thanh cam on céc thay céc co!
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