Béao mat mang khongday

LOI MO DAU

Trong xa hoi cong nghé hién dai,h¢ théng thong tin lién lac c6 tam quan
trong giéng nhu hé thng than kinh xuyén sudt co thé con ngudi.Sy gia ting nhu
cau truyén s6 lidu tdc do cao va da dang hoa céc loai hinh dich vu cung cép nhu
truy nhap Internet,thvong mai dién ttr da thuc ddy su phat trién cia cac giai phap
mang cuc b vo tuyén (WLAN) véi nhitng wu diém vuot troi khic phuc nhugc
diém cua Lan hitu tuyén, cung cip nhitng giai phap mang hiéu qua hon.

Cong nghé khong day 1a mot phuong phap chuyén giao tir diém nay toi
diém khac xir dung séng vo tuyén lam phuong tién truyén dan nhu séng
radio,cell,hong ngoai va vé tinh gilp giam thiéu day dan trong qua trinh truyén
va nhan théng tin.

Ngay nay mang khong ddy di dat duoc nhimg budc phat trién dang ké.
Tai mot s6 nudc ¢6 nén kinh té phat trién tai Chau Au, Chau Mi mang khong day
da rat phat trién trong doi séng.Chi véi mot laptop,PDA hodc mot phuong tién
truy cdp mang khong day bat ki ta cling co thé truy cdp vao mang tai bat ctr
dau,tai co quan,truong hoc, ngoai duong trong quan café hay nhitng ngay trén
cac phuong tién giao thdng cong cong khac,bat cir dau nam trong pham vi phu
song cua mang WLAN.

Nhung chinh su hd trg truy nhap cdng cong véi cac phuong tién truy cap
don gian ciing nhu phtic tap da dem lai nhiéu rac rdi cho cac nha quan tri trong
viéc bao mat thong tin.Van dé tich hop cac bién phap bao mat vao cac phuong
tién truy nhap nhung van dam bao nhiing tién ich va viéc ho trg truy cip cong

cong 1a van dé rat dang quan tam.
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Do d6 em da chon van dé bao mat trong mang khong day WLAN 1a ndi
dung chinh ctia B4 An nay.D6 An gdm 8 chuong véi 3 ndi dung chinh :

< Thtr nhat 1a dua ra céi nhin bao quat vé mang khong day tir
cAu trac, mé hinh cho t6i cac giai phap ki thuat.Ndi dung nim trong
chuong 1,chuong 2 va chuong 3.

«»Thir hai 13 tim hiéu vé cac kha ning tdn coéng tir ngoai vao hé
théng mang khong diy dé tir d6 dua ra cac khuyén céo vé bao mat.

No6i dung bao quat trong 2 chuong la chuong 4 va chuong 5.

< Cubi cung la viéc tim hiéu viéc trién khai hé théng mang
khong day tai Truong Pai hoc Dan Lap Hai Phong.Néi dung nim

trong 3 chuong con lai 1a chuong 6, chuong 7 va chuong 8.

Mong rang D6 An s& giup moi ngudi hiéu thém 1 phan vé mang Wireless
LAN va cac van dé lién quan t6i bao mat mang khong day.Do han ché vé mit
kién thirc va tai liéu nén D6 An s& khong tranh khoi nhiéu thiéu sot.Vi vay em
rat mong dugc sy chi bao, phé binh va gop ¥ chan thanh tir phia cac thay cd va

cac ban.
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Chuong 1

GIOI THIEU VE WIRELESS LAN

1.1.KHAI NIEM WLAN

Mang WLAN (Wireless Local Area Network) 1a mot mang truyén dit liéu
trén co s& mdt mang cuc bd LAN. WLAN sir dung séng vo tuyén lam phuong
tién truyén dan vi vay giam thiéu két ndi day dan trong viéc truyén va nhan

thong tin.

WLAN 1a 1 cong nghé truy cdp mang biang thong rong khong day theo chuan
cua 802.11 cua IEEE. Buogc phat trién véi muc dich ban dau 1a mét san phém
phuc vu gia dinh va vin phong dé két ndi cic may tinh ca nhan ma khong can
day,n6 cho phép trao d6i dit liéu qua song radio vdi toc do rat nhanh .La co hoi
dé cung cap dudng truy cdp internet bang thong rong ngay cang nhiéu & cac dia
diém cong cong nhu san bay, cira hang café, nha ga, cac trung tim thuong mai
hay trung tam bao chi.

1.2.CAU TRUC VA PAC TiNH CUA MANG WLAN

1.2.1 Ciu tric cia mang Wlan

WLAN tuong tu nhu mét hé théng té bao, mdi diém truy cap la mot tram
co so truyén dir liéu gitta WLAN va co so ha ting mang c6 day. Mot diém truy
cap don 1é c6 thé hd tro mot nhom ngudi dung va cung cap thong tin trong mot
ban kinh cho phép. Cac diém truy cap duoc két ndi téi mang c6 day théng qua
hub Ethernet hodc switch. Va nhirng nguoi dung truy cdp WLAN thong qua cac
adapter WLAN (cac adapter nay ciing ton tai trong cac laptop) hodc thong qua
cac PC card.
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Hinh 1.1: CAu tric cia WLAN

1.2.2 Dac tinh ciia mang Wlan

< Kha ning di chuyén:

Nguoi ding c6 thé di chuyén nhung van co6 thé truy nhap nhig ho so,
nhimg tai nguyén mang va internet ma khong phai ndi diy dén mang co day
truyén théng. Nhitng nguoi stir dung c6 thé di chuyén, tuy thé van gilt nguyén su
truy nhap mang LAN v&i toc d6 cao va thoi gian thuc.

% Cai dat nhanh:

Thoi gian yéu cau cho viéc cai dit duoc rat ngan bdi vi nhitng két nbi
mang c6 thé 1am ma khong can chuyén dong, thém day hodc kéo chung xuyén
qua tuong va tran nha nhu mang c6 diy van hay lam.

% Linh hoat:

N6 linh hoat vi dé thiét lap va thao g& & moi noi. Vi thé nhiing ngudi dung
¢4 thé nhanh chong thiét 1ap mot WLAN nhd cho nhiing nhu cau tam thoi nhu
hoi nghi thuong mai hodc trong cac cudc hop.

*¢ Tinh chuyén doi:

Vii Ptc Thing — DT 901 - 4- Truong Pai Hoc Dan Lap Hai Phong



Béao mat mang khongday

Mang ciu hinh WLAN c6 thé d& dang duoc dinh hinh dé dap tmg nhu cau
ung dung va cai dat dac biét va co thé chuyén doi tir nhiing mang nho 1én mang
16m hon.

+ Kha ning mé rong:

Hé théng WLAN c6 thé ciu hinh trong nhiéu mé hinh dé dép tng céc tng
dung vé ciu hinh dic thu dé thay d6i va pham vi tir mang diém - diém xay dung
cho s6 nho nguoi dung dén cac mang phdi hop voi hang ngan ngudi ding cho
phép chuyén vung trén pham vi rong.

< Ha thap chi phi trién khai:

Mic du dau tu ban dau vé phan cimg cé thé cao hon mang c6 ddy, tuy
nhién xét chi phi tong thé va chi phi theo tudi tho c6 thé thip hon dang ké. Vé
lau dai, WLAN sé& dem lai loi ich rat 16n trong cac méi truong dong yéu cau su

di chuyén va thay d6i nhiéu.
1.3.POI TUQNG VA UNG DUNG CUA MANG WLAN
1.3.1 Doi twong sir dung

Mang WLAN dang tré nén pho bién trong cac moi trudng:

<+ H¢ thong thong tin doanh nghiép:

Cac nha quan 1y mang c6 thé di chuyén nhan vién, lap ra cic van phong
tam thoi, hodc cai dat may in va nhiéu thiét bi khac ma khéng bi anh hudng bai
chi phi va tinh phtrc tap cia mang c6 ddy. Cap lanh dao c6 thé truy cap vao hé
thong thong tin quan trong cta cong ty tir phong hop thong qua cac thiét bi cam
tay dugc cai dat card WLAN.

* Dulich:

Khach san va cac diém du lich c6 thé xtr 1y thong tin dat phong, yéu cau
dich vu hogc thong tin vé hanh 1y cta khach hang.
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* Giao duc:

Sinh vién va gidng vién c6 thé lién lac v&i nhau tir bat ctr vi tri nao trong
khuon vién dai hoc dé trao do1 hoac tai vé€ cac bai gidng c6 san trén mang. Mang

WLAN con giam thiéu nhu cau str dung phong lab (phong thyc hanh).
< Théng tin sin phim:

Cac nhén vién chiu trach nhiém vé xuit kho c6 thé cap nhat va trao doi
c4c thdng tin quan trong ciia san pham.

e Y té:

Bac si, y ta c6 thé trao d6i cac thong tin vé bénh nhan hoic liéu phéap chira

tri...

Tai viét nam thi cac ddi tuong duoc quan tdm Ia céc khach hang dung
Laptop, Pocket PC hay PC c6 card moderm nhu sinh vién ,doanh nhan, khach du
lich.

1.3.2 Kha nang wng dung

Kho khin trong lap dat cap 1a yéu td thic ddy méi truong vo tuyén tre
thanh xu hudng ngdy cang nhan duoc su chip nhan rong rdi cia con nguoi. Moi

truong vo tuyén dic biét hitu ich dé thiét 1ap mang cho:

% Nhitng khu vuc nhon nhip nhu tién sanh hay phong tiép tan.

% Nhitng nguoi lién tuc di chuyén nhu y ta, bac si trong bénh vién.
¢ Khu vuc va toa nha biét 1ap.

< Nhiing phong ban thuong xuyén bi thay doi kiéu bd tri vat 1y.

WLAN dugc lap dit tai cac khu tap trung déng ngudi nhu : Céc van
phong, toa nha,trudong dai hoc,san bay,nha ga,san van dong, khu trién 1dm,khach
san,siéu thi hay khu dan cu...

Vii Ptc Thing — DT 901 -6 - Truong Pai Hoc Dan Lap Hai Phong



Béao mat mang khongday

Chuong 2

CAC GIAI PHAP KI THUAT

2.1.GIOI THIEU TONG QUAN

WLAN la mét cdng nghé truy cap mang bang rong khéng day theo chuan
ctia 802.11 cua IEEE. Tiéu chuan IEEE 802.11 dinh nghia ca hai kiéu co s&
ha ting, véi sb luong tdi thiéu cac diém truy nhap trung tdm téi mot mang
hitu tuyén,va mot ché do 1a Peer-to-peer, trong d6 mot tap hop nhitng dai vo
tuyén lién lac truc tiép vai nhau ma khong can mot diém truy nhap trung tam
hodc mang Vo0 tuyén ndo. Su hap dan cia WLAN la tinh linh hoat caa ching.
Chilng c6 thé md rong mo rong truy cdp toi ca&c mang cuc bo, nhu Intranet,
ciing nhu hd tro su truy nhap bang rong téi Internet tai cac Hotspot. WLAN
c6 thé cung cap két n6i khong day nhanh chong va dé dang t6i cac may tinh,
cac may moc hay cac hé thong trong mot khu vuc, noi ma cac hé thong co
so ha tang truyén thdng cb dinh khéng ton tai hodc noi ma sy truy nhap nhu
vay la khéng dugc phép. Nguoi ding c6 thé ¢b dinh hodc di dong hodc tham chi

c6 thé dang ngdi trén 1 phuong tién chuyén dong.

Vé kha ning st dung WLAN dé md rong mang hitu tuyén thong thuong,

v6i toe do cao va tién loi trong truy cap mang.
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Hinh 2.1:kha ning mé rgng mang
Vé kha nang truy cdp mang trong cac toa nha, nha kho, bén bai ma
khong gip phai van dé tén kém va phuc tap trong viéc di day.

Warehouss Clients

Hinh 2.2:kha nang truy cap mang ma khong phai di day

Vé kha nang don gian hoa viéc két ndi mang giira hai tda nha ma giita
chung 1a dia hinh phtrc tap kho thi cong d61 véi mang thong thuong:
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Hinh 2.3:tién lgi trong viéc xay dung mang trén mién nai
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Hay cac khu vyc c6 dia hinh 10ng giéng van c6 thé truy cip mang
binh thuong nhu cac noi khac:
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Cwined Remo
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Hinh 2.4:Tai nei cé dia hinh long chao

Va su tién lgi trong vi€éc truy cap mang ma van c6 thé di chuyén:
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Hinh 2.5 : kha ning truy cip trong khi di chuyén

Tu cac van phong, nha riéng:

Wirelass
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Hinh 2.6 : truy céap tir nha riéng
Pén cac khu 16n hon nhiéu nhu cac truong dai hoc, cac khu trung cu
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déu co thé truy cap mang véi toc do cao va qua trinh thiét 1ap don gian:

Educational Bartable Cl
Facity oriable Classrooms

Hinh 2.7 : truy cap tir cdc truong dai hoc
2.2.CAC CHUAN 802.11

802.11 : Nam 1997, IEEE (Institute of Electrical and Electronics
Engineers) d gidi thiéu mot chuan dau tién cho WLAN. Chuan nay duoc goi 1a
802.11 sau khi tén cua nhém duoc thiét 1ap nham giam sat su phét trién cta nod.
Tuy nhién, 802.11chi hd trg cho biang tin mang cuc dai 1én dén 2Mbps — qué
cham ddi véi hau hét cac tmg dung. Vi 1y do d6, cac san pham khong day thiét
ké theo chuan 802.11 ban dau dan khong duoc san xuat.

802.11b: IEEE di mé rong trén chuan 802.11 gbc vao thang Bay nim
1999, @6 chinh 1a chuin 802.11b. Chuan nay hd trg bang thong 1én dén 11Mbps,

tuong quan v4i Ethernet truyén thong.

802.11b sir dung tan sd vo tuyén (2.4 GHz) giong nhu chuan ban dau
802.11. Cac hang thich sir dung céc tan s nay dé chi phi trong san xuat cia ho
duoc giam. Céc thiét bi 802.11b co thé bi xuyén nhidu tir cac thiét bi dién thoai
khong day (kéo dai), 10 vi séng hodc cac thiét bi khac sir dung cung dai tan 2.4
GHz. Mic du vdy, bang cach cai dit cac thiét bi 802.11b cach xa céac thiét b nhu
vay c6 thé giam duoc hién tugng xuyén nhiéu nay.

< Uu diém cua 802.11b : gia thanh thip nhat; pham vi tin hiéu tt va
khong dé bi can tré.

< Nhuoc diém caa 802.11b : téc do tbi da thap nhét; cac tmg dung gia
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dinh c6 thé xuyén nhiéu.

802.11a: Trong khi 802.11b van dang duoc phat trién, IEEE d3 tao mot
mo rong thir cip cho chuan 802.11 c6 tén goi 802.11a. Vi 802.11b dugc st dung
rong rai qua nhanh so véi 802.11a, nén mot $6 nguoi cho réng 802.11a duoc tao
sau 802.11b. Tuy nhién trong thuc té, 802.11a va 802.11b duoc tao mot cach
dong thoi. Do gia thanh cao hon nén 802.11a chi duoc st dung trong cac mang
doanh nghiép con 802.11b thich hgp hon véi thi truong mang gia dinh.

802.11a hd tro bang thong 1én dén 54 Mbps va st dung tin sb vo tuyén
5GHz. Tan s6 cua 802.11a cao hon so véi 802.11b chinh vi vdy di lam cho
pham vi ctia hé thong nay hep hon so véi cac mang 802.11b. Vi tan sd ndy, cac

tin hiéu 802.11a cling kho xuyén qua cac vach tuong va cac vat can khac hon.

Do 802.11a va 802.11b sir dung cac tan s6 khac nhau, nén hai cong nghé
nay khong thé tuong thich véi nhau. Chinh vi vdy mot s6 hing da cung cap céc
thiét bi mang hybrid cho 802.11a/b nhung céc san pham nay chi don thuan 1a bd

sung thém hai chuan nay.
< Uu diém cua 802.11a : tdc d6 cao; tan sb 5Ghz tranh duoc su xuyén
nhiéu tir cac thiét bi khac.
% Nhuogc diém cua 802.11a : gid thanh dat; pham vi hep va dé bi che
khuit.

802.11g: Vao nam 2002 va 2003, cic san phdm WLAN hd tro mot chuan
ma&i hon do 1a 802.11g, dugc danh gia cao trén thi truong. 802.11g thuc hién sy
két hop tot nhat gitra 802.11a va 802.11b. N6 hd tro bang thong 1én dén 54Mbps
va sir dung tan s6 2.4 Ghz dé c6 pham vi rong. 802.11g c6 kha ning tuong thich
v6i cac chuan 802.11b, diéu d6 c6 nghia 1a cac diém truy cap 802.11g s& lam
viéc vai cac adapter mang khong day 802.11b va nguoc lai.

R/

< Uu diém cua 802.11g : tdc dd cao, pham vi tin hiéu tot va it bi che
khuit.

% Nhuogc diém cia 802.11g : gia thanh dat hon 802.11b; cac thiét bi c6
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thé bj xuyén nhiéu tir nhiéu thiét bi khac str dung cliing bang tan.

802.11n : Chuan méi nhat trong danh muc Wi-Fi chinh 1a 802.11n. Pay la
chuan dugc thiét ké dé cai thién cho 802.11g trong téng sb bang thong dugc hd
trg bang cach tan dung nhiéu tin hiéu khong ddy va cic anten (cong nghé
MIMO).

Khi chuan nay dugc dua ra, cac két nbi 802.11n sé& hd tro toc do dir licu
1én dén 100 Mbps. 802.11n ciing cung cip pham vi bao phu tét hon so voi cac
chuan Wi-Fi truéc nd nhd cuong do tin hiéu manh cia no. Thiét bi 802.11n sé&
tuong thich véi cac thiét bi 802.11g. Du dén nam 2010, 802.11n mdi chinh thuc
dugc phé duyét, cac san phém dung chuan nay (thuc chit 1a theo "du thao"
chuan) s& khong thay d6i nhiéu. Hon nita, cac router 802.11n ¢ kha ning twong

thich nguoc véi thiét bi dung chuan cii, chi can nguoi dung cai dat vai budc.

< Uu diém cua 802.11n : toc d6 nhanh va pham vi tin hiéu tot nhat; kha

nang chiu dung tot hon tir viéc xuyén nhiéu tir cdc nguén bén ngoai.

% Nhuoc diém cua 802.11n : gia thanh dit hon 802.11g; st dung nhiéu

tin hiéu c6 thé gay nhiéu v6i cac mang 802.11b/g & gan.

Lan dau tién xuat hién tai mot truong dai hoc ¢ ngoai 6 thanh phé New
York (M¥), mang cuc b khong day theo chuan 802.11n nay c¢6 720 diém truy
cap dung thiét bi AP 320 thay cho cac access point chuan 11a/b/g.

Chua du thoi gian dé kiém nghiém hoat dong thuc té toan hé thong nhung
thay trd va nhan vién truong Morrisville State déu ghi nhan su cai thién 16n so
v6i ha ting khong ddy theo cac chudn 11 a/b/g cii, cu thé 1a nhig Gng dung

ngén biang thong chay nhanh hon trén mang nay.
Cac 16p hoc trong trudng c6 thé phat ban tin dang video va t6 chirc hop
trye tuyén ma khong bi tinh trang ngung tré khi nap dit liéu (buffering delay).
Hién tai, gio' cao diém nhat ghi nhan hon 1.200 may khach truy cap khong

day dong thoi, trong d6 ngoai laptop con co cac thiét bi nhu may nghe nhac
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iPod, dién thoai iPhone, mot sb thiét bi cam tay hodc may choi game console c6
tinh nang két ndi wireless.

Trén day 1a 4 chuin duoc nhic t6i nhiéu nhat trong WLAN, ngoai ra
chung ta con duogc biét téi mot sd chuan khac 1a cac chudn mé rong, moi
chuan phuc vu cho 1 muc dich cu thé nhu:

802.11h: chuan nay 1a mot bién thé cua 802.11a & Chau Au c6 thém cac
dac tinh t6i wu.

802.11i: chuén nay van dang duogc phat trién, n6 12 mot 14 chin bao vé dé
cac chuan WLAN ton tai, nd s& nang cao mic d6 bao mat bang cach nhu 1a
mat hoa tot hon va diéu khién truy cép.

802.16: mot ban phac thao ciia chuan WLAN cho mang thanh phé (MAN)
dua trén OFDM va st dung 802.11a lam co s&, dugc cong bd vao thang 4
nam 2002. 802.16 hd tro kién truc “point-to-multipoint” trong dai tan tir 10
dén 66 GHz, toc do dir liéu 1én tdi 120Mbps.

802.11e: cai thién chét luong dich vu, cho phép thiét 1ap mirc d6 wu tién.
802.11x: vé bao mat WLAN va céc 16p khac cua cac dich vu cu thé.
802.11c: cai thién thao tac gitta hai thiét bi.

802.11d: chuan LAN/MAN, cai thién “roaming”.

(roaming 1a kha niang dua mot thiét bi khong day tir pham vi ctia mot diém
truy cap nay t&i pham vi cia mot diém truy cip khac ma khong lam mat két
ndi). Noi cach khac “roaming” tirc 1a “chuyén ving”.

802.11f: dé diéu chinh lién diém truy cip (regulate inter access point

handoffs).

Cho du chuan WLAN nao dugc st dung thi cac khai niém co ban vé

trién khai va bao mat déu nhu nhau.
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2.3.TRUY CAP KENH TRUYEN , CO CHE PA TRUY NHAP CSMA/CA

Mot tram khong day mudn truyén khung, dau tién n6 s& nghe trén moi
truong khong diy dé xac dinh hién co tram nido dang truyén hay khong
(nhay cam sdng mang). Néu moi truong nay hién dang bi chiém, tram
khong day tinh todn mot khoang tré 1ip lai ngau nhién. Ngay sau khi thoi
gian tré d6 troi qua, tram khong day lai nghe xem liéu c6 tram nao dang
truyén hay khong. Bang cach tao ra thoi gian tré ngdu nhién, nhiéu tram
dang mudn truyén tin s& khong cb ging truyén lai tai cung mot thoi diém
(tranh xung dot). Nhitng va cham c¢o6 thé xdy ra va khong giéng nhu
Ethernet, chiing khong thé bi phat hién bdi cac node truyén dan. Do do,
802.11b dung giao thic Request To Send (RTS)/ Clear To Send (CTS) v6i
tin hiéu Acknowlegment (ACK) dé dam bao rang mot khung nao dé da duogc

gui va nhan thanh cong.
Important factors:

» Wait for silence

Then talk

Listen while talking.

What do we do if there’s 2 talkers? Backoff.
Repeat

B

[
B B & e
R T
ol - Y
i T B )
7 B - b y e,
| | I
. ﬂ. ..-""_'- [ o
P — e

S — R

Hinh 2.8: Mdt qua trinh truyén tir A dén B

Trong co ché CSMA/CA ta can quan tim dén hai van dé 1a dau cudi
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an (Hidden Terminal) va dau cudi hién (Exposed Terminal).
2.3.1 Van dé dau cudi an

Pau cuoi an:

Xung dot

Hinh 2.9: Piu cubi 4n

* A n61 chuyén véi B.

« C cam nhan kénh truyén.

« C khong nghe thiy A do C nam ngoai ving phu song ctia A.
« C quyét dinh néi chuyén véi B.

* Tai B xdy ra xung dot.

* Giai quyet van dé dau cuoi an:

RTS ors
i
+—CTSs B >
DATA

Hinh 2.10: Giai quyét van dé dau cudi 4n
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A gui RTS cho B.

B guii lai CTS néu nd san sang nhan.
C nghe thay CTS.

C khong no6i chuyén voi B va cho doi.
A gui dit liéu thanh cong cho B.

« Trong trudong hop nay néu C mudn néi chuyén véi D thi nd hoan

toan co thé giam céng suit cho phu hop.

Vén dé dit ra 1a C phai chd bao 1au thi méi néi chuyén duoc véi B:
Trong RTS ma A gui cho B ¢6 chira do dai cia DATA ma ndé mudn giri. B
chira thong tin chiéu dai nay trong goéi CTS ma no gui lai A C, khi "nghe"
thdy goi CTS sé& biét dugc chiéu dai goi dir liéu va st dung nd dé dat thoi

gian kim ham sy truyén.

2.3.2 Van dé dau cuoi hién:

Khéng dugc thuc hién

O IR0

Hinh 2.11: Pau cudi hién
* B n6i chuyén véi A.
« C mudn ndi chuyén véi D.
« C cam nhan kénh truyén va thiy n6 dang ban.
« C giit im ling (trong khi n6 hoan toan c6 thé néi chuyén véi D).

0

K/

*» Gidi quyet van dé dau cuoi hién :

+ C truven by
ot thr h
Ehong nzhe thiay CFPs chg ehe

Hinh 2.12: Giai quyét van dé diu cudi an

TS

* B gui RTS cho A (bao trum ca C).
* A giri lai CTS cho B (néu A rdi).
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« C khong thé nghe thay CTS cua A.
« C coi rang A hodc "chét" hodc ngoai pham vi.

* C noi chuyén binh thuong voi D.
Tuy nhién con ¢é van dé xay ra:

G6i RTS ¢ thé bi xung dot,vi du: C va A cung nhan thiy co thé
truyén cho B va cung gui RTS cho B, tai B s€ c6 xung dot, nhiing xung dot
nay khong nghiém trong nhu xung dot géi DATA bai chiéu dai goéi RTS
thuong nho hon nhiéu DATA. Tuy nhién nhitng géi CTS c6 thé giy giao
thoa, néu kich thuéc ctia géi RTS/CTS nhu cia DATA thi diéu nay rat dang
quan tdm. Van dé nay duogc khic phuc bang cach tao ra mot khoang thoi

gian tré lip lai ngdu nhién (nhu trén da trinh bay).
2.4.CAC Ki THUAT PIEU CHE
2.4.1 Ki thuat diéu ché s6 Shift Keying

Hién nay, c6 rat nhiéu phuong thtc thyc hién diéu ché sd Shift
Keying nhu: ASK, FSK, PSK . . . Qu4 trinh diéu ché duogc thyc hién boi
khoa chuyén (keying) giita hai trang thai (states), mot cach Iy thuyét thi mot
trang thai s€ 1a 0 con mot trang thai s€ 1a 1, (chudi 0/1 trude khi diéu ché 1a

chudi s di dugc ma hoa dudng truyén).
% PSK

Pi duoc phat trién trong sudt thoi ky dau cua chudng trinh phat trién
vil tru va ngay nay duoc str dung rong réi trong cac hé thong thong tin quin
su va thuong mai. NO tao ra xac suét 14i thép nhit v&i mée tin hiéu thu cho

trude khi do mot chu ky dau hiéu.

Nguyén 1y co ban cua diéu ché PSK 1a dang xung nhi phan coi nhu la
dau vao cia bd diéu ché PSK sé& bién d6i vé pha o dang tin hiéu ra thanh
mot trang thai xac dinh trudc, khi sé luong cac trang thai pha ting I1én thi

tbc d6 bit ciing ting nhung téc d6 baud van giit nguyén. Tuy nhién mudn
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ting tbc do sb liéu thi phai tra gia. Nghia 1a, yéu cdu vé SNR ting lén dé
gitta nguyén dugc BER (ty 18 13i bit).

< Binary PSK (Binary Phase Shifp Keying -Khéa chuyén dich pha
nhi phan):

Pay 1a phuong phap thong dung nhét, tin hiéu séng mang duoc diéu
ché dua vao chudi nhi phan, tin hiéu diéu ché c6 bién do khong d6i va bién
dbi gitra hai trang thai 00 va 1800, mdi trang thai cua tin hiéu diéu ché

duoc goi la mot symbol.
s QPSK (Quardrature Phase Shift Keying):
O phuong phap BPSK, mdi symbol bién dién cho mot bit nhi phan.

Néu mdi symbol nay biéu dién nhiéu hon 1 bit, thi s& dat dugc mot tdc do bit
16n hon. Voi QPSKsé gip doi sé data throughput cua PSK véi cung mot
bang thong bang cach mdi symbol mang 2 bits. Nhu vay trang thai phase
ctia tin hiéu diéu ché s& chuyén d6i gitra cac gia tri -900, 00, 900 va 1800.

K/

% CCK (Complementary Code Keying):

CCK 1a mot 1a mot k¥ thuat diéu ché phat trién tir diéu ché QPSK,
nhung tdc d6 bit dat dén 11Mbps véi cung mot bang théng (hay dang song)
nhu QPSK. Pay 1a mot k¥ thuat diéu ché rat phu hop cho cac tng dung bang
rong. Theo chuan IEEE802.11b, diéu ché CCK dung chudi sd gia ngiu nhién
complementary spreading code cd chiéu dai ma 1a 8 va tc do chipping rate
1a 11Mchip/s. 8 complex chips s& két hop tao thanh mot symbol don (nhu
trong QPSK — 4 symbol). Khi toc d6 symbol 1a 1,375MSymbol/s thi tc do
dir lidu s& dat duoc:1,375x8=11Mbps véi cung biang thong xap xi nhu diéu
ché QPSK tdc do 2Mbps.
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2.4.2 Ki THUAT PIEU CHE SONG CONG( DUPLEX SCHEME)

Trong cac hé théng diém-da diém, hién nay ton tai hai ky thuat song
cdng (hoat dong & ca chiéu 1én va chiéu xudng, upstream va downstream) do 1a:

)/

<% Phan chia theo tan sé (Frequency Division Duplexing, FDD):

K§ thuat nay cho phép chia tan sé sir dung ra 1am hai kénh riéng biét:
mot kénh cho chiéu xuéng va mot kénh cho chiéu 18n.

% Phén chia theo thoi gian (Time Division Duplexing, TDD):

Ky thuat nay méi hon, cho phép luu lugng luu thdng theo ca hai
chiéu trong cing mot kénh, nhung tai cac khe thoi gian khac nhau.

Viéc lya chon FDD hay TDD phu thudc chi yéu vao muc dich si dung
chinh cua hé théng, cac tng dung ddi xing (thoai-voice) hay khdng d6i xang
(dir liéu- data). K¥ thuat FDD st dung bang théng to ra khong hiéu qua doi voi
cac tng dung dir liéu. Trong hé thong st dung ky thuat FDD, bang théng cho
mdi chiéu dugc phan chia mot cach ¢b dinh. Do d6, néu luu luwong chi luu
thong theo chiéu xubng (downstream), vi du nhu khi xem céc trang Web, thi
bang thong cua chiéu 18n (upstream) khéng duoc su dung. DBiéu nay lai khong
xay ra khi hé théng dugc s dung cho cac ung dung thoai: Hai bén noi
chuyén thudng noi nhiéu nhu nghe, do d6 bang thdng cua hai chiéu 1én, xubng
duoc str dung xap xi nhu nhau. Béi véi cac tng dung truyén dir liéu téc do
cao hoic ung dung hinh anh thi chi c6 bang théng chiéu xuéng duoc st
dung, con chiéu I&n gan nhu khéng dugc sir dung.

Pbi véi ki thuat TDD, s6 luong khe thoi gian cho mdi chiéu thay doi
mot cach linh hoat va thuong xuyén. Khi luu lwong chiéu 1én nhiéu, sé
luong khe thoi gian danh cho chiéu Ién s& duoc ting I&n, va nguoc lai. Véi su
giam sat sé luong khe thoi gian cho mdi chiéu, hé théng st dung ki thuat
TDD hd tro cho sy bung né théng leong truyén dan dbi voi ca hai chiéu. Néu
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mot trang Web 16n dang duoc tai xudng thi cac khe thoi gian caa chiéu I1én s&
duoc chuyén sang cap phat cho chiéu xuéng.

Nhuoc diém cha yéu cua ky thuat TDD Ia viéc thay doi chiéu cua luu
lwong tén nhiéu thoi gian, viéc cap phat khe thoi gian 1a mot van dé rat phuc
tap cho cac hé théng phan mém. Hon nita, ky thuat TDD yéu cau su chinh
X4c cao Vvé thoi gian. Tat cdc may tram trong khu vuc ctia mot hé théng sir
dung k¥ thuat TDD can ¢ mot diém thoi gian tham chiéu dé c6 thé xac dugc
dinh chinh xac céc khe thoi gian. Chinh diéu nay 1am giGi han pham vi dia ly
bao phu ddi véi cac hé thong diém-da diém.

2.5.CAC Ki THUAT TRUY CAP

2.5.1 FDMA

FDMA(Frequency Division Multiple Access) — da truy nhap phan chia

theo tan soO.

Phé tan dung cho thong tin lién lac duoc chia thanh 2N dai tan s6 ké
tiép, cach nhau béi mot dai tan phong vé. Mdi dai tan sb duoc gan cho mot
kénh lién lac, N dai danh cho lién lac hudng 18n, sau mot dai tan phan cach
1a N dai tan danh cho lién lac huéng xudng. Mdi CPE dugc cip phat mot doi
kénh lién lac trong sudt thoi gian két ndi, nhiéu giao thoa xay ra & day la rat

dang ké.
2.5.2 TDMA

TDMA (Time Division Multiple Access) — da truy nhdp phan chia

theo thoi gian.

Phé tan sb dugc chia thanh cac dai tan lién lac, mdi dai tan nay dugc
dung chung cho N kénh lién lac. Mdi kénh lién lac 1a mot khe thoi gian

trong chu ky mot khung. Lién lac dugc thuc hién song cong theo mdi hudng
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thudc cac dai tan lién lac khac nhau, diéu nay s€ lam giadm nhi€u giao thoa

mot cach dang ké.
2.5.3 CDMA

CDMA (Code Divison Multiple Access) - da truy nhap phan chia theo
ma. Mdi CPE dugc gan mot ma riéng biét, vai ki thuat trai pho tin hiéu giup
cho cdc CPE khong giy nhiéu 1in nhau trong diéu kién ddéng thoi diung
chung mot dai tan sb. Dai tan so tin hiéu c6 thé rong to1 hang chuc Mhz. St
dung k¥ thuat trai pho phtc tap cho phép tin hiéu vo tuyén st dung c6 cudng
d6 truong rat nho va chong pha dinh hiéu qua hon FDMA, TDMA. Bén canh
d6 viéc cac CPE trong cing mot tram goc st dung chung dai tan sb s& giup

cho ciu trac hé théng truyén dan thu phat vo tuyén tro nén rat don gian.
2.6.KY THUAT VO TUYEN

2.6.1 Ki thuit Viba truyén thong:

Trong k¥ thuat vi ba truyén thng mdi CPE s& dugc cung cap mot hodc
mot cdp tan so biang hep dé hoat dong. Dai tan bang hep nay dugc danh vinh
vién cho thué bao dang ky, moi tin hiéu cta cac CPE khac lot vao trong dai
tan nay duoc coi 1a nhiéu va 1am anh hudng dén hoat dong cua kénh. Viéc
cap phat tan s6 nhu trén lam han ché s6 nguoi sir dung kénh vo tuyén vi tai
nguyén vo tuyén 1a c6 han. Va vi 1a dai tan bang hep nén duong nhién s& dan
dén su han ché vé téc do cua kénh truyén dan. Do d6 viba truyén thong to ra

chi thich hop cho cac iing dung thoai va dit li¢u toc do thép.
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Marrow Band
Transmission

Narrow
Bang
Shigval

Power

o

Frequency

Hinh 2.13: Tin hiéu bang hep

2.6.2 K§ thuat trai pho :

Khi tai nguyén v tuyén ngay cang tré nén can kiét, nguoi ta bat dau phai ap
dung k¥ thuat trai phd nham nang cao hiéu ning sir dung tan sd. Co hai ki thuat
trai phd thdng dung nhat hién nay la FHSS va DSSS. Bang théng cho méi
CPE s& khong con 1a mot dai hep ma s& 1a toan b biang tan sb, viéc xac
dinh CPE thong qua mot ma code cua mdi CPE - ma gia ngau nhién (PN
sequence).

2.6.3 FHSS (Frequency Hopping Spread Spectrum):

Frequency Hopplinag
Transmisslon

Frequency

Hinh 2.14: Nhay tan sé
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Hinh 2.15: Cac kénh trong FHSS

Tin hiéu dit liéu duoc truyén trén mot dai tan rong bang ky thuat truyén
tin hiéu trén nhirng tan sé séng mang khéac nhau tai nhitng thoi diém khac nhau.
Khoang cach giira cac tan s6 song mang FHSS duoc qui dinh truéc, bang théng
cho mdi kénh khoang 1Mhz, trat ty nhay tin duoc Xac dinh bing mot ham
gia ngau nhién. FCC yéu cau bang thdng phai dugc chia it nhat thanh 75 kénh
(subchannel). FHSS radio duoc gisi han chi gi mot luong nho dit lidu trén moi
kénh trong mot chu ky thoi gian xac dinh, trudc khi nhay sang kénh tan sé
ké tiép trong chudi nhay tan. Chu ky thoi gian nay goi la dwell time, thuong co
gia tri khoang 400 microseconds. Sau mdi buéc nhay (hop) thiét bi thu phat
can phai thuc hién dong bo lai (resynchronize) véi nhirng tan sé vo tuyén khac
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truge khi ¢6 thé truyén dir liéu. Muc dich cha yéu cua viéc nhay tan gia ngau
nhién nhu trén 14 d& tranh hién tuong giao thoa tin hiéu do kénh dir liéu
khong 1am viéc qué lau trén mot kénh tan sé cu thé nao d6. Gia sir néu nhu
xay ra nhiéu giao thoa nghiém trong trén mot tan sé ndo do trong chudi nhay
tan thi no ciing s& anh huong khong nhiéu dén hé thong. Bai quéa trinh truyén
chi dugc thuc hién tai day trong mot khoang thoi gian nho.

2.6.4 DSSS (Direct Sequence Spread Strectrum) :

DSSS ciing thuc hién viéc trai pho tin hiéu nhu trén nhung theo mot
k¥ thuat hoan toan khac. Bang thdng cua tin hiéu thay vi duoc truyén trén mot
bang hep (narrow band) nhu truyén thong vi ba, sé duoc truyén trén mot khoang
tan so 16n hon bang k¥ thuat ma hoa gia ngau nhién (Pseudo-Noise sequence).

Dirael Soqucnes

Direc] Sojuaice TradsmissIon win
Transmisslon I's Imertorence Prasom

(- Aimranes '\1-;-. ]

Ta

Diraci Saguence

Sporead §pacrunm

Sigrvad M55 Sgaad

m ;;‘

froguoney

Pawer

[es-spw pacing of D555
Signal Dramalicaly
Reduces Power of
e ference

[ rence
gy al

'

Fregueirey

Hinh 2.16: Qua trinh trai va nén phé trong DSSS

Tin hiéu bang hep va tin hiéu trai phd cung dugc phét véi mot cong suat
va mot dang théng tin nhung mat do pho cong suat (power density) cia tin hiéu
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trai pho 16n hon nhiéu so véi tin hiéu bang hep. Tin hiéu dit liéu két hop voi
chudi ma gia ngau nhién trong qué trinh ma héa sé cho ra mot tin hiéu véi
bang théng md rong hon nhiéu so véi tin hiéu ban dau nhung véi mac cdng
suit lai thap hon. Mot uu diém ndi bat cua ky thuat DSSS 1a kha niang du phong
dir liéu. Bén trong tin hiéu DSSS s& gop du phong it nhat 10 di liéu nguén
trong cung mot thoi gian. Phia thu chi can dam bao thu tét dugce 1 trong 10
tin hiéu du phong trén 12 da thanh céng. Néu c6 tin hiéu nhiéu trong bing
tan hoat dong cua tin hiéu DSSS, tin hiéu nhidu nay c6 cdng suit 16n hon va
s& duoc hiéu nhu 12 mot tin hiéu bang hep. Do dd, trong qué trinh giai mé tai
dau thu, tin hiéu nhidu nay s& duoc trai pho va dé dang loai bo boi viéc st Iy do
loi (gain processing). Xir Iy @6 loi 1a qua trinh 1am giam mat do phd cong
xuat khi tin hiéu dugc xtr Iy dé truyén va ting mat d6 phd codng suat khi
despread, véi muc dich chinh la lam tang ti s6 S/N (Signal to Noise ratio).

2.6.5 Twong quan giira FHSS va DSSS

FH khong c6 qua trinh xu ly do loi do tin hiéu khong duoc trai pho. Vi
thé n6 s& phai diing nhiéu cong xuat hon dé cé thé truyén tin hiéu véi cing muac
S/N so véi tin higu DS. Tuy nhién tai ISM band theo quy dinh c6 muc gigi han
cdng xuat phat, do d6 FH khong thé duoc dat S/N gidng nhu DS. Bén canh
d6 viéc dung FH rat khé khan trong viéc dong bo gitta may phat va thu vi ca
thoi gian va tan s6 déu yéu cau can phai duoc dong bo. Trong khi DS chi can
dong bo veé thoi gian cia cac chip. Chinh vi vay FH s& phai mat nhiéu thoi
gian dé tim tin hiéu hon, lam ting do tré trong viéc truyén dit liéu hon so voi
DS.

Nhu vay ching ta c6 thé thay DSSS la ki thuat trai pho c6 nhiéu dic
diém uu viét hon han FHSS.,

Theo chuan 802.11b, thi sir dung 14 kénh DS (Direct Sequence) trong dai
tan s 2,402GHz — 2,483GHz, mdi kénh truyén réng 22MHz, nhung cac
kénh chi cach nhau 5MHz, vi vay cac kénh canh nhau s& gay giao thoa lan
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nhau, do d6 trong mot khu vuc nguoi ta bd chi cac kénh truyén sao cho
mién tan sé cua chung khong trong I1&n nhau, trong hé thong 14 kénh DS thi
chi c6 3 kénh dam bao khdng chong lan. Vi du nhu trong hinh sau thi cac
kénh 1,6,11 dugc sir dung dé phét trong mot khu viec ma khéng gay nhiu giao
thoa cho nhau:

Channels

2,402 GHz }Qi 22 Ml—gﬂ 2483 GHz

IMZ0T

it -
2402 Gt FREQUENCY 2.483 Gz

Hinh 2.17: B tri s6 kénh phat trong mét khu vuc

A

Str dung lai tin 50 trong mo hinh cé cau tric Cell

Hinh 2.18: Kha ning sir dung lai tan sé cia phwong phap DSSS

Vii Ptc Thing — DT 901 - 26 - Truong Pai Hoc Dan Lap Hai Phong



Béao mat mang khongday

Nhu vay trong 1 ving don tdc d6 bit van chuyén dén c6 thé 1én toi : 11Mbps x 3
= 33 Mbps, thay vi 11Mbps nhu khi chi c6 1 kénh truyén dugc st dung trong 1

khu vuec.
2.7.CHUNG THUC VA BAO MAT HE THONG WLAN

2.7.1 Chirng thwe qua hé thdng mé (Open Authentication) :

bay la hinh thic ching thuc qua viéc xac dinh chinh xac SSIDs (Service
Set Identifiers). Mot tap dich vu mé rong (ESS - Extended Service Set) géom 2
hoac nhiéu hon cac diém truy nhap khong day duoc két ndi dén cung mot
mang c6 day ) la mot phan doan mang logic don ( con dugc goi la mot
mang con ) va dugc nhan dang bai SSID. Bat ky mot CPE nao khong c6 SSID
hop 1€ s€ khdng duogc truy nhap téi ESS.

2.7.2 Chirng thwc qua khoa chia sé (Shared-key Authentication):

La kiéu chiing thuc cho phép kiém tra xem mot khach hang khéng day
dang duoc chung thuc c6 biét vé bi mat chung khong. Piéu nay tuong tu
v6i khoa chung thuc da duoc chia sé trude trong Bao mat IP ( IPSec ). Chuan
802.11 hién nay gia thiét raing Khoa dung chung dugc phan phdi dén cac tat
ca cac khach hang dau cudi thong qua mot kénh bao mat riéng, doc 1ap V6i
tat ca cac kénh khac cua IEEE 802.11. Tuy nhién, hinh thiic chiing thuc qua
Kho chia sé n6i chung 1a khdng an toan va khdng dugc khuyén nghi sir dung.

2.7.3 Bao mat dir lieu thong qua WEP (Wired Equivalent
Privacy)

Véi thude tinh ¢d hitu cia mang khong day, truy nhap an toan tai 16p
vat Iy dén mang khdng day 1a mot van dé tuong ddi khé khin. Bai vi khéng
can dén mot cong vat ly riéng, bat ci nguoi ndo trong pham vi cua mot
diém truy nhap dich vu khdng day ciing c6 thé giri va nhan khung ciing nhu
theo dbi cac khung dang dugc gui khac. Chinh vi thé WEP (dugc dinh
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nghia boi chuan IEEE 802.11) duoc xay dung véi muc dich cung cip muc bao
mat dir liéu tuong duong vaéi cac mang co day.

Néu khong ¢ WEP, viéc nghe trom va phat hién goi tir xa s& trg nén
rat dé dang. WEP cung cap cac dich vu bao mat dix liéu bang cach ma hoa dir
lieu dugc gri gitta cac node khong day. Ma hoa WEP dung lubng mat ma doi
xtng RC4 véi tir khoa dai 40 bit hoic104 bit. WEP cung cip d6 toan ven cua dir
liéu tir cac 16i ngau nhién bang cach gop mot gia tri kiém tra d6 toan ven (ICV -
Integrity Check Value) vao phan duoc md hoa cua khung truyén khéng
day. Viéc xac dinh va phan phéi cac chia khoa WEP khong duoc dinh nghia va
phai duoc phan phéi théng qua mot kénh an toan va doc 1ap véi 802.11.

2.7.4 Bao mat dir lieu thong qua EAP (Extensible Authentication
Protocol) :

bay la mot trong nhiing hinh thac ching thuc dong, khod chung thuc
duoc thay doi gia tri mot cach ngau nhién ¢ mdi lan chang thuc hoic tai cac
khoang c6 chu ky trong thoi gian thyc hién mot két néi dd duoc chung thuc.
Ngoai ra, EAP con xac dinh chung thuc qua RADIUS c6 nghia la: khi mot CPE
muén két ndi vao mang thi nd s& gui yéu cau téi AP. AP s& yéu cau CPE gui
cho né mot tin hiéu Identify. Sau khi nhan duogc tin hiéu Identify cua CPE,
AP sg& gui tin hiéu ldentify nay téi server RADIUS dé tién hanh chang thuc.
Sau do6, RADIUS sé tra 10i két qua cho AP dé AP quyét dinh cd cho phép
CPE dang nhap hay khong.
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Chuong 3

TRUYEN DAN TOI PIEM PAT HOTSPOT VA CAC MO HINH
PAU NOI CHO HOTSPOT

3.1.PHUONG AN TRUYEN DAN :

Cac diém hotspot s& dugc két ndi tap trung vé trung tdm quan 1y mang
dudi sy diéu khién cua Subsscriber Gateway chung dé ra Internet. Phuong
thic truyén dan duoc lya chon ddi véi md hinh ndy s& 1a dich vu xDSL
WAN. Dua trén chuan cdng nghiép toan cau ITU, giai phap SHDSL s dung
truyén dir liéu can bang trén mot d6i cap don.

Thém vao dd, tin hiéu SHDSL c6 kha ning truyén dan xa hon so véi cac
két ndi sir dung cong nghé ADSL va SDSL, cho phép cac nha cung cap dich
vu thoa man nhu cau cac khach hang ¢ xa.Ciing giéng nhu ADSL Router,
SHDSL Router ciing dugc tich hop DHCP va NAT server bén trong. Céng
nghé nay khién cho chi phi dau tu dugc giam di dang ké do khéng phai dau tu
thém hai server ngoai phuc vu DHCP va NAT.

SHDSL SERVICE
PROVIDER

Hinh 3.1: Phwong an truyén dan
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3.2.MO HINH PAU NOI CHO CAC HOTSPORT
3.2.1 Cac giai phap ki thuat trong mé hinh Wireless Hotspot:

Poi voi hé thong Wi-Fi: moi trudng truyén dan 1a méi truong song,
truyén tin theo céc chuan 802.11a, 802.11b... Thuc chat day co thé coi 1a méi
truong broadcast, tit ca cac may client dang vao ving phu song déu cd thé bat
duoc tin hiéu, cac AP it c6 kha niang diéu khién duoc truy nhap. Cac Acces
Point hién nay bt d¢au dugc phat trién hd tro chuan bao mat théng tin trong moi
truong Wireless 12 EAP (cac hdng san xuit thiét bi dua ra cac chuan EAP
khac nhau nhu Cisco LEAP, Microsoft PEAP, Funk PEAP...).

Voi 802.1x cadc AP da cd kha nang xac thuc client, va acconting nhung
hién dang con rat nhiéu han ché nhu: cac client phai c6 phan mém diéu khién
thich hop, AP khdng c6 kha nang diéu khién truy nhap nhu Access Server trong
méi truong Dial-up, AP ¢6 hd trg RADIUS nhung do c6 nhiing thong sé k§
thuat mai nén chua cho phép c6 kha niang sir dung cac hé thong database tap
trung nhu ORACLE... do d6 khdng co kha nang cung cap dich vu trén AP nhu
Access Server trong moi truong Dialup.

Giai phap duoc dua ra la st dung thiét bi Subscriber Gateway: Subscriber
Gateway sé€ dung chan tai duong ra cta cadc AP di Internet, moi truong song sé
lubn dugc cac AP cung cap cho bat cir mot may tram nao dung trong moi
truong truyén song. Nhung khi nguoi str dung truy nhap vao méi truong séng
ciia mot Access point (AP) thi ngay lap tac Subscriber Gateway sé& tién hanh
viéc xac thuc thué bao.

Nguoi sir dung s& dugc diéu khién ty dong truy nhap vao mot trang
Web x&c thuc da duoc xay dung tich hop trén cac Subcriber Gateway. Tai day,
username/password s€ duoc nhap vao. Subscriber Gateway lién lac voi
AAA Server tap trung tai trung tdm quan Iy diéu hanh mang theo giao thic
RADIUS dé lay thdng tin vé khach hang trong hé thong co so dir liéu. Néu xéac
thuc thanh cdng thi nguoi sa dung méi duoc phép théng qua Subscriber
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Gateway di ra Internet, va thdng tin tinh cudc s€ dugc Subscriber Gateway
gui vé AAA Server. Subscriber Gateway con ¢ kha nang diéu khién truy nhap
theo thoi gian thuc, linh dong, cho phép cung cap cac loai dich vu da dang.

3.2.2 M6 hinh trién khai ciia Subscriber Gateway

Y&u cau cua Subcriber Gateway 1a né phai dugc dat tai duong ra duy
nhit cua nhitng hé théng ma né quan Iy, nho d6 né méi cd thé diéu khién
duoc viéc truy nhap théng tin cia khach hang. Phuong &n trong diéu kién hién
nay la dung Subcriber Gateway tap trung tai trung tdm mang.

Pic diém: Trong mo hinh nay tat ca cac diém truy nhap (hotspot) phai
két ndi tap trung vé trung tdm mang, sau d6 di qua hé thdng Subcriber
Gateway dé di ra Internet. Hé théng mang giita cac diém truy nhap véi trung
tam mang phai la mang riéng khdng lién quan toi Internet, duong ra Internet
duy nhat & qua hé théng Subcriber Gateway.

Hinh 3.2: M6 hinh trién khai Gateway
< Uu diém: Quan ly tap trung, trao do6i thong tin AAA giita
Subcriber Gateway va AAA Server chi la trao doi thdng tin trong
mang noi bo.

R/

< Nhwoc diém: Tat ca luu lugng déu phai di qua WAN vé Subcriber
Gateway tai trung tdm mang cho du thué bao la khéng hop 1€, va
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khong duoc phép di Internet,cac luu luong nay sé 1am giam hiéu suat
mang.
3.2.3 Mb hinh diu ndi ciia cac hotspot

Trién khai theo md hinh tap trung, ki thuat truyén dan sir dung dé dau
ni la SHDSL.

Hinh 3.3: M6 hinh d4u néi cac Hotspot
Trong md hinh nay cac diém hotspot bao gom cac AP duoc két ndi vé
trung tdm biang mot SHDSL Router. Cac chic ning DHCP va NAT s& duoc
thuc hién trén cac Router.
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Chuong 4
WEP VA LQC(FILTERING)

Wireless Lan vén khong phai 1a moét mang an toan, tuy nhién ngay ca
v6i Wired Lan va Wan, néu ban khéng cé bién phap bao mat thi né ciing khéng
an toan. Chia khoa dé m¢ ra su an toan cia WLAN va gitt cho nd duge an
toan la sy thuc hién va quan ly n6. Pao tao nguoi quan tri mot cach can ban,
trén nhitg cdng nghé tién tién 1a cach quan trong dé tao sy an toan cho WLAN.
Trong phan nay ching ta s& ban dén bién phap bao mat theo chuan 802.11
da biét, WEP. Tuy nhién ban than WEP khong phai 1a ngén ngit bao mat duy
nhat, mot minh WEP khong thé dam bao an toan tuyét doi cho WLAN. Vi vay
ma chlng ta can xem Xét tai sao cd sy han ché trong bao mat caa WEP, pham vi
mg dung ctia WEP, va c4c bién phap khic phuc.

Trong phan nay ching ta ciing dé cap dén mot vai bién phap tan cong,
tr d6 ma nguoi quan tri s€ dua dugc ra cac bién phap phong ngura. Sau do
chlng ta ciing ban vé céac bién phap bao mat san co, nhung chua dugc thira
nhan chinh thtc bai bat cir chuan 802. ndo. Cubi cing ching ta ciing dua ra vai
khuyén nghi vé cac chinh sach bao mat cho WLAN.

4.1. WEP (WIRED EQUIVALENT PRIVACY)

WEP (Wired Equivalent Privacy) la mot thuat toan ma héa st dung qua
trinh chang thuc khéa chia sé cho viéc chitng thuc nguoi ding va dé ma hoa
phan dit liéu truyén trén nhitng phan doan mang Lan khéng day. Chuan IEEE
802.11 dac biét st dung WEP.

WEP Ia mot thuat toan don gian, sir dung bd phat mot chudi ma ngau nhién,
Pseudo Random Number Generator (PRNG) va dong md RC4. Trong vai nam,
thuat toan nay duoc biao mat va khong san cd, thang 9 nam 1994, mot vai
ngudi dd dua ma ngudn cua nd [8n mang. Mic du bay gid ma ngudn 1a sin co,
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nhung RC4 van duoc diang ky béi RSADSI.Chudi ma RC4 thi ma héa va giai
ma rat nhanh, né rat dé thuc hién, va da don gian dé céc nha phat trién phan
mém c6 thé dung nd dé ma hoa cac phan mém caa minh.

v
Initi alisation
Vector (IV) Seed WEP Key Sequence
— ‘ ‘ PRNG

Secret Key @ .

Ciphertext
Plaintex: 4|4)

Integrity Algorithm ‘ ‘
Message

Integrity Check Valoe (ICV)
Hinh 4.1: Se d6 qua trinh ma hoa sir dung WEP

Sectet Key -

|| Seed WEL Plaintexs

v PRNG Key Sequence
, , ey
Integrity Algotithm
g —= /'_'

Ci text ' R v
pe 15 1CV'=1CV7?
Messige

Hinh 4.2: Se d6 qua trinh giai md WEP
- ICV gia tri kiém tra tinh toan ven

Thuat toan RC4 khéong thuc sy thich hop cho WEP, nd khdng da dé 1am
phuong phap bao mat duy nhat cho mang 802.11. Ca hai loai 64 bit va 128
bit déu c6 cing vector khai tao, Initialization Vector (IV), 1a 24 bit. Vector
khoi tao bang mot chudi cac s6 0, sau d6 tang thém 1 sau mdi goi duoc gui. Vi
mot mang hoat dong lién tuc, thi sy khao sat chi ra rang, chudi ma nay cd thé
s& bi tran trong vong nira ngay, vi thé ma vector ndy can duoc khoi dong lai
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it nhat mdi 1an mot ngay, tic 1a cac bit lai tré vé 0. Khi WEP dugc sir dung,
vector khai tao (1V) dugc truyén ma khdng dugc ma héa clng véi mot goi
duoc mi hda. Viéc phai khai dong lai va truyén khong duoc mi hda dé la
nguyén nhan cho mot vai kiéu tin cong sau:

-Tan cdng cha dong dé chén goi tin méi: Mot tram di dong khong
duogc phép cd thé chén cac gdi tin vao mang ma cé thé hiéu duoc, ma khong
can giai ma.

-T4n cdng cha dgng dé giai ma thong tin: Dya vao sy danh lra diém
truy nhap.

-Tan céng nho vao tir dién tan céng dwoc xay dung: Sau khi thu
thap du thong tin, chia khda WEP co thé bi crack bang cac cong cu phan mém
mién phi. Khi WEP key bj crack, thi viéc giai ma cac goi thoi gian thuc co
thé thyc hién bang cach nghe cac goi Broadcast, sir dung chia khda WEP.

-Tan cong bi dong dé gidi ma thong tin: Sir dung cac phan tich théng
ké dé giai ma dit liéu cia WEP.

4.1.1 Tai sao WEP dwgc chon

WEP khong dugc an toan, vay tai sao WEP lai duoc chon va dua vao
chuan 802.11? Chuan 802.11 dua ra cac tiéu chuan cho mot van dé dé duogc goi
la bao mat, dé la:

- C6 thé xuat khau

- bu manh

- Kha nang tuong thich

- Kha nang udc tinh dugc

- TOy chon, khdng bat budc

WEP hoi tu du cac yéu té nay, khi duoc dua vao dé thyc hién, WEP du

dinh hd trg bao mat cho muc dich tin cay, diéu khién truy nhap, va toan ven di
licu. Nguoi ta thiy ring WEP khdng phai 1a giai phap bao mat diy da cho
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WLAN, tuy nhién cac thiét bi khéng day déu dugc hd trg kha nang ding
WEP, va diéu dic biét 1a ho cd thé bd sung cac bién phép an toan cho WEP.
MJi nha san xuit c6 thé sa dung WEP véi cac cach khac nhau. Nhu chuan
Wi-fi cia WECA chi st dung tir khda WEP 40 bit, mot vai hdng san xuat lua
chon céch tiang cuong cho WEP, mot vai hang khéc lai st dung mot chuan mai
nhu la 802.1X v6i EAP hoac VPN.

4.1.2 Chia khoa WEP

Van dé cot 16i caa WEP 1a chia khda WEP (WEP key). WEP key 14 mot
chudi ky tu chit céi va s, dugc sir dung cho hai muc dich cho WLAN

- Chia khéa WEP duoc st dung dé xac dinh su cho phép ciia mot Station

- Chia khda WEP diing dé ma hoa dir liéu

Khi mot client ma st dung WEP ¢é gang thuc hién mot sy xac thuc va
lien két toi voi mot AP (Access Point). AP s& xac thuc xem Client c6 chia
khoa c6 xac thuc hay khéng, néu co, cd nghia la Client phai c6 mot tir khoa 1a
mot phan cuaa chia khda WEP, chia khéa WEP nay phai dugc so khép trén ca
két néi cudi cung cia WLAN.

Mot nha quan tri mang WLAN (Admin), c6 thé phan phéi WEP key bang tay
hoac mot phuong phép tién tién khac. Hé thong phan bé WEP key c6 thé
don gian nhu su thuc hién khoa tinh, hoic tién tién s dung Server quan Ii chia
khda ma hoa tap trung. Hé théng WEP cang tién tién, cang ngin chan duoc
kha nang bi pha hoai, hack.

WEP key ton tai hai loai, 64 bit va 128 bit, ma déi khi ban thay viét 1a 40
bit va 104 bit. Ly do nay la do ca hai loai WEP key déu su dung chung mot
vector khoi tao, Initialization Vector (IV) 24 bit va mot tir khéa bi mat 40 bit
hodc 104 bit. Viéc nhap WEP key vao client hoic cac thiét bi phyu thudc nhu
la bridge hodc AP thi rat don gian. N6 dugc cau hinh nhu hinh vé sau :
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S Edit € -ation 2 x|

— Set Secunky

I+ Enable Data S ecurity
' Usze Alphanumernic Characters [0-9, a-z, &-F)
" Uze Hexadecimal [0-9, a-f, A-F]

K.ey |
ey 2 I
Fey 3 I
Fey 4 I
Encrypt data with: IKE_'-J 1 "I

< Back I Mesxt > I Help I

Hinh 4.3: Giao dién nhap chia khoa Wep
Hau hét cac Client va AP cd thé dua ra dong thoi 4 WEP key, nham hd
tro cho viéc phan doan mang. Vi du, néu hd tro cho mot mang cO 100 tram
khach: dua ra 4 WEP key thay vi mot thi c6 thé phan s6 nguoi ding ra lam
4 nhém riéng biét, mdi nhom 25, néu mot WEP key bi mat, thi chi phai
thay doi 25 Station va mot dén hai AP thay vi toan bo mang.

Mot Ii do nita cho viéc dung nhiéu WEP key, 1a néu mot Card tich
hop ca khoa 64 bit va khoa 128 bit, thi né c6 thé dung phuong &n téi wu nhat,
ddng thoi néu hd tro 128 bit thi ciing 6 thé 1am viéc dugc véi chia khoa 64 bit.

Theo chuan 802.11, thi chia kh6a Wep duoc st dung la chia khoa Wep
tinh. Néu chon Wep key tinh ban phai ty gan mot wep key tinh cho mot
AP hoic Client lién két véi no, Wep key nay s& khong bao gio thay doi. N6 co
thé 1a mot phuong phap bao mat can ban, don gian, thich hop cho nhiing
WLAN nho, nhung khong thich hop véi nhitng mang WLAN quy md 16n
hon. Néu chi str dung Wep tinh thi rat dé dan dén sy mat an toan.

Xét truong hop néu mot nguoi nao do6 “1am mat” Card mang WLAN cua
ho, card mang dé chira chuong trinh co s& ma cé thé truy nhap vao WLAN d6
cho t6i khi khoa tinh cia WLAN dugc thay doi.
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[Fze of Data Encryption by Statens 150 Mot Avalable
Must zet ar Excrpltion Key first

Open Shared Metwork-EAP
L4 coept Authenmcation Type = r r
[Eoecquire EAP r I
Transmait
With Key Eneryption Eey Eey Kize
WEF Key 1 - | [0t ser =)
WEP Key 2 . | [notser =]
WEP Eey 3 . | [notser =)
WEF Eev d . | |nﬁ'. el '|

Erter 8-k WEF keys as |0 haxedecimal digis (09, &-f, or A-F)
Erter 1 28-bat WEF keys as 26 hexedecimal digis (0-9, a-f or A-F)
This radis supnons Encryplion for all Dats Fates

3050 SUPT

Apply | oK | cancel |  Restore Defouts |

Hinh 4.4 : Sw hd tre sir dung nhiéu chia khéa WEP
4.1.3 Sever quan li chia khoa ma hoa tap trung

V6i nhitng mang WLAN quy m0 16n st dung WEP nhu mét phuong
phap bao mat can ban, server quan ly chia khoa ma hoéa tap trung nén duogc su
dung vi nhiing li do sau :

-Quan li sinh chia khéa tap trung.

-Quan li viéc phan bé chia khda mot céch tap trung.
-Thay d6i chia khda luan phién.

-Giam bét cong viéc cho nha quan ly.

Bat ky so luong thiét bi khac nhau nao ciing cé thé dong vai tro mot
server quan ly chia khoa ma héa tap trung. Binh thuong, khi su dung WEP,
nhitng chia khoa (duoc tao boi ngudi quan tri) thuong dwoc nhap bang tay
vao trong cac tram va cac AP. Khi sir dung server quan ly chia khda ma héa tap
trung, mot qua trinh tu dong gitra cac tram, AP va server quan ly sé thuc hién
viéc trao cac chia khéa WEP. Hinh sau md ta cach thiét 1ap mot hé théng nhu

Vii Ptc Thing — DT 901 - 38 - Truong Pai Hoc Dan Lap Hai Phong



Béao mat mang khongday

vay

Key Server

ACCRSS
l Point

7
Hinh 4.5 : Cau hinh quan ly chia khéa ma hoa tap trung
Server quan ly chia khoa mé& hoa tap trung cho phép sinh chia khoa trén

mai goi, mdi phién, hoic cac phuong phap khac, phu thudc vao su thuc hién cia
cac nha san xuat.

Phan phdi chia khéa WEP trén mdi goi, mdi chia khéa méi s& duoc gén
vao phan cudi cua cac két nbi cho mdi goi dugc gui, trong khi d6, phan phdi
chia khéa WEP trén mdi phién sir dung mot chia khéa moi cho mdi mot
phién méi gitra cac node.

4.1.4 Cach sir dung WEP

Khi WEP duoc khoi tao, dit liéu phan tai cua mdi gdi duoc gui, su
dung WEP, di dugc ma hoa; tuy nhién, phan header cia mdi goi, bao gom
dia chi MAC, khong dugc ma hda, tit ca théng tin l16p 3 bao gom dija chi
ngudn va dia chi dich dugc ma hda bai WEP.

Khi mot AP giri ra ngoai nhiing théng tin dan duong cua nd trén mot
WLAN dang st dung WEP, nhitng théng tin nay khéng dugc ma hoa. Hay
nhé rang, théng tin dan duong thi khéng bao gom bat cu thdng tin nao cua 16p
3.

Vii Ptc Thing — DT 901 -39 - Truong Pai Hoc Dan Lap Hai Phong



Béao mat mang khongday

Khi cac gbi duoc gui di ma st dung ma héa WEP, nhitng goi nay phai
duoc giai ma. Qua trinh giai ma nay chiém céc chu ky caa CPU, n6 lam giam
dang ké théng luong trén WLAN. Mot vai nha san xuét tich hop cac CPU
trén cac AP cua ho cho muc dich ma hda va giai ma WEP. Nhiéu nha san xuat
lai tich hop ca ma héa va giai ma trén mot phan mém va st dung cung CPU
ma duogc sir dung cho quan Iy AP, chuyén tiép g6i. Nho tich hop WEP trong
phan cing, mot AP co thé duy tri théng luong 5Mbps hoic nhiéu hon. Tuy
nhién sy bat loi cua giai phap nay la gia thanh caa AP tiang 18n hon so voi AP
thdng thuong.

WEP c¢6 thé duoc thuc hién nhu mot phuong phép bao mat can ban,
nhung cac nha quan tri mang nén niam bit duoc nhitng diém yéu cua WEP va
cach khic phuc ching. Cac Admin ciing nén hiéu rang, mdi nha cung cap st
dung WEP c¢6 thé khac nhau, vi vay gay ra tré ngai trong viéc sir dung phan
cimg cua nhiéu nha cung cap.

Dé khic phuc nhitng khiém khuyét caa WEP, chuan ma hda tién tién
Advanced Encryption Standard (AES) dang dugc cbng nhan nhu mot su
thay thé thich hop cho thuat toan RC4.AES str dung thuat toan Rijndale (RINE-
dale) véi nhitng loai chia khoa sau:

- 128 bit

- 192 bit
- 256 bit

AES duoc xét 1a mot phuong phéap khdng thé crack bai hau hét nguoi
viét mat m4, va NIST (National Institute of Standards and Technology) d4 chon
AES cho FIPS (Federal Information Processing Standard). Nhu mot phan cai
tién cho chuan 802.11, 802.11i duwoc xem xét dé sir dung AES trong WEP v.2.
AES, néu duoc dong y boi 802.11i, st dung trong WEP v2, s& duoc thuc
hién trong phan vi chuong trinh va cac phan mém béi cac nha cung cap.
Chuong trinh co s& trong AP va trong Client (Card v6 tuyén PCMCIA) s&
phai duoc nang cap dé hd trg AES. Phan mém tram khach (cac driver va cac
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tién ich may khéch) s& hd trg cau hinh AES cuing véi chia khoa bi mat.
4.2.LOC ( FILTERING)

Loc (Filtering) 1a mot co ché bao mat can ban ma cd thé dung bd sung
cho WEP va/hoac AES. Loc theo nghia den la chan nhitng gi khéng mong
muén va cho phép nhiing gi duoc mong muén. Filter 1am viéc giéng nhu 13
mot danh sach truy nhap trén router: bang cach xéac dinh cac tham sé ma cac
tram phai gan vao dé truy cap mang. Vi WLAN thi viéc do xac dinh xem céc
may tram 12 ai va phai cau hinh nhu thé ndo. C6 ba loai can ban cua Filtering
c6 thé thuc hién trén WLAN.

-Loc SSID
-Loc dia chi MAC
-Loc giao thuc

DPoan nay s& miéu ta mdi loai nay 1a gi, nd c6 thé 1am gi cho ngudi
quan tri va phai cau hinh né nhu thé nao.

4.2.1 Loc SSID

Loc SSID (SSID Filtering) 1&2 mot phuwong phap loc so dang, va nén chi
duoc dung cho hau hét cac diéu khién truy nhap. SSID (Service Set Identifier)
chi la mot thuat ngr khac cho tén mang. SSID caa mot tram WLAN phai
khép véi SSID trén AP (ché do co so, infracstructure mode) hoic cua cac
tram khac (ché d6 dic biét, Ad-hoc mode) dé chung thuc va lién két Client dé
thiét 1ap dich vu. Vi Ii do SSID duoc phat quang ba trong nhitng ban tin dan
duong ma AP hoic cac Station gui ra, nén dé dang tim dugc SSID cua mot
mang st dung mot bo phan tich mang, Sniffer. Nhiéu AP cé kha nang lay
cac SSID cua cac khung thong tin dan duong (beacon frame). Trong truong
hop nay client phai so khép SSID dé lién két véi AP. Khi mot hé thdng duoc
cau hinh theo kiéu nay, né duoc goi & hé théng déng, closed system. Loc
SSID duoc coi 1a mot phwong phap khong tin cay trong viéc han ché nhiing
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nguoi su dung trai phép cia mot WLAN.

Mot vai loai AP ¢d kha ning g& bo SSID tir nhitng thong tin dan duong
hodc céc thong tin kiém tra. Trong trudong hop ndy, dé gia nhap dich vu mot
tram phai c6 SSID dugc cau hinh bang tay trong viéc thiét dat ciu hinh driver.

Mot vai 16i chung do ngudi sir dung WLAN tao ra khi thuc hién SSID 1a:

-Sir dung SSID mdc dinh: Sy thiét 1ap nay 1a mot cach khac dé dua ra
thong tin vé WLAN cua ban. N6 du don gian dé sir dung mot bo phén tich mang
dé lay dia chi MAC khoi ngudn tir AP, va sau d6 xem MAC trong bang
OUI cua IEEE, bang nay liét ké cac tién t6 dia chi MAC khac nhau ma duoc géan
cho cé&c nha san xuat. Cach tot nhat dé khac phuc 16i nay 1a: Ludn ludn thay déi
SSID mac dinh.

-Lam cho SSID c6 gi dé lien quan dén cong ty: Loai thiét lap nay la
mot mao hiém vé bao mat vi nd 1am don gian héa qué trinh mot hacker tim
thay vi tri vat ly caa céng ty. Khi tim kiém WLAN trong mét ving dia ly dic
biét thi viéc tim thay vi tri vat Iy cua cong ty di hoan thanh mét nta cdng
viéc. Khi mot nguoi quan tri sir dung SSID ma dit tén lién quan dén tén cty hoic
t6 chuc, viéc tim thdy WLAN sé& 1a rat d& dang. Do d6 hdy nhd rang: ludn
ludn s dung SSID khong lién quan dén Cong ty.

-Sir dung SSID nhw nhitng phwong ti¢n bdo mat meng WLAN: SSID
phai dugc nguoi dung thay d6i trong viéc thiét 1ap cau hinh dé vao mang. N6
nén duoc sir dung nhu mot phuong tién dé phan doan mang cht khong phai
dé bao mat, vi thé hdy: lubn coi SSID chi nhw mgt céi tén mang.

-Khéng cdn thiét quang ba cac SSID: Néu AP cia ban cd kha
nang chuyén SSID tir cac thong tin dan duong va cac théng tin phan hoi dé
kiém tra thi hdy cau hinh ching theo cach d6. Cau hinh nay ngan can nhing
ngudi nghe vo tinh khoi viéc gay rdi hodc st dung WLAN cua ban.
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4.2.2 Loc dia chi MAC

WLAN c6 thé loc dua vao dia chi MAC cua cac tram khach. Hau hét
tat ca cac AP, tham chi ca nhiing cai ré tién, déu c6 chac ning loc MAC.
Nguoi quan tri mang cd thé bién tap, phan phdi va bao tri mot danh sach nhiing
dia chi MAC duoc phép va Iap trinh ching vao cac AP. Néu mot Card PC hoic
nhitng Client khac véi mét dia chi MAC ma khéng trong danh sach dia chi
MAC cua AP, n6 s& khong thé dén duoc diém truy nhap d6. Hinh vé:

Access ACCess
] Point l Point

= MAC Filter m— %

Rogue Client
with Stolen
FC Card

Stolen Card
Hinh 4.6: Loc dia chi MAC

Tat nhién, 1ap trinh cac dia chi MAC cua céc Client trong mang
WLAN vao cac AP trén mot mang rong thi khdng thuc té. Bo loc MAC c6 thé
duoc thyc hién trén vai RADIUS Server thay vi trén mdi diém truy nhap.
Céach cau hinh nay l1am cho loc MAC la mét giai phap an toan, va do d6 c6 kha
nang dugc lva chon nhiéu hon. Viéc nhap dia chi MAC cling véi thong tin xac
dinh nguoi s dung vao RADIUS kha la don gian, ma c6 thé phai dugc nhap
bang bat cir cach nao, 1a mot giai phap tot. RADIUS Server thuong tro dén cac
ngudn chiing thuc khéc, vi vay cac ngudn chung thuc khéc phai dugc hd tro bo
loc MAC.

Bo loc MAC c6 thé 1am viéc tdt trong ché do nguoc lai. Xét mot vi dy,
mot nguoi lam thué bo viéc va mang theo ca Card Lan khong day cua ho. Card
WIan nay nam giir ca chia khéa WEP va bo loc MAC vi thé khong thé dé ho con
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duoc quyén st dung. Khi d6 ngudi quan tri c6 thé loai bo dia chi MAC
cuaa may khach do ra khoi danh sach cho phep.

Mic du Loc MAC trong ¢ vé 1a mot phuong phap bao mat tot, ching
van con dé bi anh hudng béi nhitng tham nhap sau:

-Su an trom mot Card PC trong c6 mot bd loc MAC cua AP.

-Viéc thim do WLAN va sau d6 gia mao véi mot dia chi MAC dé
tham nhap vao mang.

V&i nhitng mang gia dinh hoac nhirng mang trong van phong nho, noi ma
c6 mot sd luong nho cac tram khach, thi viéc diung bd loc MAC 1a mot giai
phap bao mat hiéu qua. Vi khong mot hacker thdng minh nao lai tén hang gio dé
truy nhap vao mot mang cé gia tri s dung thap.

4.2.3 Circumventing Mac Filter

bia chi MAC cua Client WLAN thuong dugc phat quang ba boi cac AP
va Bridge, ngay ca khi sir dung WEP. Vi thé mot hacker ma cé thé nghe duogc
luu luong trén mang caa ban c6 thé nhanh chéng tim thay hau hét cac dia chi
MAC ma dugc cho phép trén mang khong day cua ban. Bé mot bo phan
tich mang thay duoc dia chi MAC ctia mot tram, tram d6 phai truyén mot khung
qua doan mang khdng day, day chinh Ia co s& dé dua dén viéc xay dung mot
phuong phép bao mat mang, tao dudng ham trong VPN, ma s& dugc dé cap o
phan sau.

Mot vai card PC khong day cho phép thay do6i dia chi MAC cua ho thong
qua phan mém hodc tham chi qua cach thay dbi cdu hinh hé théng. Mot
hacker c6 danh sach cac dia chi MAC cho phép, c6 thé dé dang thay doi dia chi
MAC cua card PC dé phu hop véi mot card PC trén mang cia ban, va do d6 truy
nhap tdi toan bé mang khong day cua ban.

Do hai tram véi cung dia chi MAC khong thé dong thoi ton tai trén mot
WLAN, hacker phai tim mot dia chi MAC cta mot tram ma hién thoi khéng trén
mang. Chinh trong thoi gian tram di dong hoac may tinh sach tay khéng cé trén
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mang 1 thoi gian ma hacker c6 thé truy nhap vao mang tt nhat.

Loc MAC nén duoc sir dung khi kha thi, nhung khéng phai 1a co ché
bao mat duy nhat trén may cua ban.

4.2.4 Loc giao thirc

Mang Lan khong day c6 thé loc cac goi di qua mang dua trén cac giao
thie 16p 2-7. Trong nhiéu truong hop, cac nha san xuat lam cac bo loc giao
thirc cd thé dinh hinh doc 1ap cho ca nhitng doan mang hitu tuyén va v tuyén
cua AP.

Tudng tuong mot hodn canh, trong d6 mot nhém cau ndi khéng day duoc
dat trén mot Remote building trong mot mang WLAN cia mot truong dai
hoc ma két néi lai toi AP cua toa nha k¥ thuat trung tdm. Vi tat ca nhiing ngudi
su dung trong remote building chia sé bang théng 5Mbs gitra nhitng toa nha nay,
nén mot sé luong dang ké cac diéu khién trén cac sir dung nay phai duoc thuc
hién. Néu céac két ndi nay duoc cai dat voi muc dich dic biét cua sy truy nhap
internet cua nguoi st dung, thi bo loc giao thic s& loai trir tit ca cac giao
thuc, ngoai tre SMTP, POP3, HTTP, HTTPS, FTP. ..

Access II';.:‘n.-'irfless . j_a-
Foint vorkgroup e
Bridge -

HTTP, HTTPS, SMTP,
POP3, & FTP only

Hinh 4.7: Loc giao thirc
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Chuong 5

KHA NANG TAN CONG TREN WLAN,CAC GIAI
PHAP,CHINH SACH VA KHUYEN CAO VE BAO MAT

5.1. CAC KHA NANG TAN CONG TREN WLAN
Mét sy tin cong cb v cd thé gay vo hiéu hoa hodc co thé tim cach truy
nhap WLAN trai phép theo mét vai cach.
< Tan cong bi dong (Nghe trom) Passive attacks.
< Tan cong chi ddng (két ndi, do va cau hinh mang) Active attacks.
< Tan cong theo kiéu chén ép, Jamming attacks.

< Tan cong theo kiéu thu hat, Man-in-the-middle attacks.

Trén day chi liét ké mot vai kiéu tan cong, trong d6 mot vai kiéu cd thé
thuc hién dugc theo nhiéu céch khac nhau.

5.1.1 Tén cong bi dong

Nghe trom c6 1& 12 phuong phap don gian nhat, tuy nhién nd van cé hiéu
qua d6i véi WLAN. Tan cdng bi dong nhu mot cude nghe trom, ma khong phét
hién dugc su c6 mit cia ngudi nghe trdm (hacker) trén hoic gan mang khi
hacker khong thuc sy két ndi téi AP dé lang nghe cac goi tin truyén qua
phan doan mang khdng day. Nhiing thiét bi phan tich mang hoic nhiing tng
dung khéac dugc s dung dé ldy thong tin cia WLAN tir mot khoang céch
vo1 mot anten hudng tinh.
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Hinh 5.1 : Tan cong bi dong
Phuong phap nay cho phép hacker gitt khoang cach thuan lgi khong
dé bi phat hién, nghe va thu nhit théng tin quy gia.
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Hinh 5.2 : Qua trinh lay chia khéa WEP
C6 nhitng ung dung c6 kha ning liy pass tir cac Site HTTP, email,
cac instant messenger, cac phién FTP, cac phién telnet ma duogc gui dudi dang
text khong duoc ma hda. C6 nhiing tng dung khac c6 thé 1ay pass trén nhiing
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phan doan mang khdéng day gitra Client va Server cho muc dich truy nhap
mang.

Hay xem xét tic dong néu mot hacker tim dugce cach truy nhap toi
mot domain cua nguoi sir dung, hacker dé sé dang nhap vao domain cua
ngudi sir dung va gay hau qua nghiém trong trén mang. Tat nhién viéc d6 la
do hacker thyc hién, nhung ngudi dung 1a ngudi phai truc tiép chiu trach
nhiém, va ganh chiu moi hau qua, va c6 thé di toi chd mat viéc.

Xét mot tinh huéng khac ma trong ¢6 HTTP hoac email password bj ldy
trén nhitng phan doan mang khéng day, va sau do duoc hacker sir dung véi muc
dich truy nhap t6i WLAN doé.

5.1.2 Tan cong chi dong

Nhitng hacker c6 thé sir dung phuong phap tan cong chu dong dé thuc
hién mot vai chic nang trén mang. Mot su tan cong chi dong cé thé duoc
ding dé tim céach truy nhap téi mot server dé lay nhiing dit liéu quan trong,
st dung Su truy nhap téi mang internet cua t6 chac cho nhiing muc dich c6
hai, tham chi thay d6i cau hinh co s& ha tang mang. Bang cach két ndi toi
mot mang WLAN théng qua mét AP, mot nguoi st dung c6 thé bat dau
thAm nhap xau hon vao trong mang va tham chi lam thay doi chinh mang
khéng day do.

Chang han mot hacker qua dugc bo loc MAC, sau d6 hacker cé thé tim
cach toi AP va g& bo tat ca cac bo loc MAC, 1am cho né dé dang hon trong 1an
truy nhap tiép theo. Ngudi quan tri co thé khéng dé y dén sy kién nay trong
mot thoi gian. Hinh dudi day mé ta mot kiéu tan cong cha dong trén WLAN.
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Hinh 5.3 : Tan céng chi déng

Mot vai vi du ciia tan cdng chi dong cé thé nhu viéc giri bomb, cac spam
do cac spammer hoic cac doanh nghiép dbi thiae muén truy nhap dén hd so cua
ban. Sau khi thu dugc mét dia chi IP tir DHCP server cua ban, hacker co thé giri
hang ngan 14 thu sir dung két noi Internet va ISP’s email server caa ban ma ban
khong biét. Kiéu tan cong nay cd thé 1a nguyén nhan ma ISP cua ban cat két
ndi cho email cua ban do sy lam dung email, mac du 16i d6 khdng phai do
ban gay ra. Mot d6i tha c6 thé lay bang danh sach khach hang, bang lwong
cua ban ma khéng bi phat hién.

Khi hacker c6 két néi khéng day t6i mang cta ban thi anh ta ciing c6 thé
truy cap vao mang hitu tuyén trong van phong, vi hai su kién khong khéac nhau
nhiéu. Nhitng két nbi khong day cho phép hacker vé toc do, su truy nhap téi
server, két nbi t6i mang dién rong, két ndi internet, t6i desktop va laptop cua
nhitng nguoi st dung.Voi mot vai cong cu don gian, cd thé 1y cac thong
tin quan trong, chiém quyén cua nguoi st dung, hoic tham chi pha huay
mang bang cach cau hinh lai mang.

Str dung cac server tim kiém véi viéc quét cac cong, tao nhitng phién rdng
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dé chia sé va c6 nhirng server phuc vu viéc ¢ dinh password, dé hacker khong
thé thay doi dugc pass, dé nang cao céc tién ich va ngan chin kiéu tan cong
nay.

5.1.3 Tan cong theo kiéu chén ép

Trong khi mot hacker st dung phuong phap tin céng bi dong, chu
dong dé 1ay théng tin tir viéc truy cap téi mang cua ban, tan cong theo kiéu chén
ép, Jamming, 1a mot ky thuat s dung don gian dé doéng mang cta ban.
Tuong tu nhu viéc ké pha hoai sip dit mot su tir chdi dich vu mot cach ap
dao, su tan cong duoc nham vao Web server, vi vay mot WLAN c¢6 thé nging
lam viéc bai mot tin hiéu RF &p dao. Tin hiéu RF d6 ¢d thé vé tinh hoac cb v,
va tin hiéu c6 thé di chuyén hoic ¢ dinh. Khi mot hacker thuc hién mét
cudc tin cdng Jamming cd chu Y, hacker c6 thé sir dung thiét bi WLAN nhung
c6 nhiéu kha nang hon la hacker s& diung mot may phat tin hiéu RF cong suat
cao hoac may tao séng queét.

.r Jammer

| !

] ! I'

I J! II fg":n

{ ‘\/ VoL \. ;g
Client and access 'l . "‘

point signals get \ High-power RF

cut off N“ E Signal Generator
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Hinh 5.4 : Tan cong theo kiéu chén ép
Dé loai bo kiéu tan cdng nay, yéu cau trugce hét 1a tim dugc ngudn phéat
tinh hiéu RF d6,bang cach phan tich phd.Cé nhiéu may phan tich phd trén
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thi truong, nhung mot may phan tich pho cam tay va chay bang pin thi tién loi

hon ca.

Mot vai nha san xuét ché tao nhitng bo phan tich phé cam tay, trong khi
mot vai nha san xuat khac da tao ra cdc phan mém phan tich phd cho nguoi
ding tich hop ngay trong céc thiét bi WLAN.

Khi Jamming gay ra béi moét ngudn cd dinh, khéng chu y, nhu mot
thap truyén théng hoic céc hé théng hop phap khac, thi nguoi quan tri WLAN
c6 thé phai xem xét dén viéc sir dung bo thiét dat cac tan s khéac nhau.

Vi du néu mot admin c6 trach nhiém thiét ké va cai dat mot mang RF
trong mot khu phong rong, phtc tap, thi ngudi d6 can phai xem xét mot cach ki
cang theo thtr tw. Néu ngudn giao thoa 1a mot dién thoai, hoac céc thiét bi 1am
viéc & dai tan 2,4Ghz, thi admin cd thé st dung thiét bi ¢ dai tin UNII, 5Ghz,
thay vi dai tan 802.11b, 2,4Ghz va chia sé dai tan ISM 2,4Ghz véi céc thiét bi
khéc.

Sy Jamming khong cha y xay ra véi moi thiét bi ma ding chung dai
tan 2,4Ghz. Jamming khdng phai 1a su de doa nghiém trong vi jamming khéng
thé dugc thuc hién phd bién boi hacker do van dé gia ca cua thiét bi, n6
qué dat trong khi hacker chi tam thai vo hiéu hda duoc mang.

5.1.4 Tan cong bing cach thu hit

Kiéu tin cong nay, Man-in-the-middle Attacks, 1a mét tinh trang ma trong
d6 mot ca nhan sir dung mot AP dé chiém doat sy diéu khién cua mét node di
dong bang cach gui nhirng tin hiéu manh hon nhiing tin hiéu hop phap ma
AP dang gui t6i nhitng node d6. Sau d6 node di dong két hop véi AP tréi
phép nay, dé giri cac dir liéu ciia ngudi xam nhap nay, c6 thé 1a cac théng tin
nhay cam. Hinh v& sau dua ra moét md hinh cho sy tan cong kiéu nay
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Hinh 5.5 : Man-in-the-middle attacks
Dé céc client lién két voi AP trai phép thi cong suét caa AP d6 phai cao
hon nhiéu cua cdc AP khac trong khu vuc va d6i khi phai 1a nguyén nhan
tich cuc cho céc user truy nhap téi. Viéc mat két ndi véi AP hop phap co thé
nhu 12 mot viéc tinh co trong qué trinh vao mang, va mot vai client s& két noi
tgi AP trai phép mot cach ngau nhién.

Nguoi thuc hién man-in-the-middle attack truéc tién phai biét SSID
ma client sir dung, va phai biét WEP key cua mang, néu né dang dugc sir dung.

Két nbi nguoc (huéng vé phia mang 16i) tir AP trai phép duoc diéu
khién théng qua mot thiét bi client nhu 14 PC card, hoic workgroup bridge.
Nhiéu khi man-in-the-middle attack duwoc sip dat st dung mot laptop véi
hai PCMCIA card. Phan mém AP chay trén mot laptop ma & d6 mét PC card
duoc st dung nhu 1a mot AP va PC card thtr hai dugc ding dé két ndi laptop téi
gan AP hop phap. Kiéu cau hinh nay lam laptop thanh mét “man-in-the-middle
attack” van hanh gitra client va AP hop phéap. Mot hacker theo kiéu man-
in-the-middle attack c6 thé l1ay duoc cac théng tin c6 gié tri bang cach chay mot
chuong trinh phan tich mang trén laptop trong truong hop nay.
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Hinh 5.6 : Truwéc cude tan cong
Access Poirt

Hinh 5.7 : Va sau cudc tan cong
Mot didu dac biét véi kiéu tin cong nay 1a nguoi st dung khong thé
phéat hién ra duoc cudc tan cong, va luong thong tin ma thu nhit duoc bang kiéu
tan cong nay la gisi han, n6 bang luong thong tin tha pham lay dugc trong khi
con trén mang ma khong bi phat hién.

Bién phap tét nhat dé ngan ngira loai tan cdng nay l1a bao mat 16p vat ly
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5.2.CAC GIAI PHAP BAO MAT PUQC PE NGHI

Vi WLAN vén khéng phai 12 d4 an toan, bén canh d¢6 WEP ciing
khong phai 1a phuong phap bao mat duy nhat va hoan hao cho WLAN,
nén day la co hoi quan trong dé dua ra cac phuwong phap bao mat b sung
cho WLAN.

Nhitng phuong phéap bao mat nay duoc dua ra co thé dong vai trd
quan trong trong mang Lan khdng day cua ban.

5.2.1 Quan li chia khoa WEP

Thay vi sir dung chia khéa WEP tinh, ma c6 thé dé dang bi phét hién
bai hacker. WLAN cé thé dugc bao mat hon bai viéc thuc hién céac chia
khoa trén ting phién hoic tung géi, sir dung mot hé thdng phan phdi chia
khéa tap trung.

Su phan phéi chia khoa WEP cho mdi phién, mdi goi s& gan mot chia
khoa WEP méi cho ca Client va AP cho mdi phién hoic mdi gdi duoc
gui gitra ching. Trong khi khda dong thém nhiéu overhead va giam bét luu
lwong, ching lam cho viéc hack vao mang théng qua nhirng doan mang
khdng day tro 18n kho khan hon nhiéu. Hacker cé thé phai du doan chudi
chia khda ma server phan phéi chia khda dang dung, diéu nay Ia rat kho.

Hay nhd 1a WEP chi bao vé théng tin 16p 3-7 va dir liéu phan tai,
nhung khong ma héa dia chi MAC hoic céac théng tin dan duong. Mot
bd phan tich mang cd thé bat bat cir thong tin ndo duoc truyén quang bé
trong ban tin din duong tir AP hoic bat ctr thong tin dia chi MAC nao
trong nhirng goi unicast tir client.

Pé dat mot server quan Iy chia khéa md hda tap trung vao chd
thich hop, nguoi quan tri WLAN phai tim moét ang dung ma thuc hién
nhiém vu ndy, mua mot server véi mot hé diéu hanh thich hop, va cau hinh
ing dung theo nhu cau. Qua trinh nay cé thé tén kém va can nhiéu thoi gio,
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phu thude vao quy mé trién khai. Tuy nhién chi phi s& nhanh chéng thu lai
duoc nhd viéc ngan ngira nhitng phi ton thiét hai do hacker gay ra.

5.2.2 Wireless VPNs

Nhitng nha san xuat WLAN ngay cang tiang c4c chwong trinh phuc vu
mang riéng ao, VPN, trong cac AP, Gateway, cho phép dung ky thuat VPN
dé bao mat cho két néi WLAN. Khi VPN server duoc xay dung vao AP, cac
client stir dung phan mém Off-the-shelf VPN, st dung céc giao thac nhu
PPTP hoic Ipsec dé hinh thanh mot dudng ham tryc tiép téi AP.

Trude tién client lién két toi diém truy nhap, sau d6 quay s két
ndi VPN, dugc yéu cau thuc hién dé client di qua dugc AP. Tat ca luu
lwong duoc qua théng qua duong ham, va co thé duge ma hoa dé thém mot
16p an toan. Hinh sau d¢ay mé ta mét cau hinh mang nhu vay :

= File

—_

. Sernver

Access Point /
WPN Server

|
l -~
%

Data destined to LAMN must
pass through tunnel

Hinh 5.8: Wireless VPN

P
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Su str dung PPTP véi nhitng bao mat dugc chia sé rat don gian dé
thic hién va cung cap mot mac an toan hop 1i, dic biét khi duoc thém méa
héa WEP. Su stir dung Ipsec vai nhitng bi mat dung chung hoac nhirng su
cho phép la giai phap chung cua su lya chon gitta nhitng k¥ nang bao mat
trong pham vi hoat dong nay. Khi VPN server duoc cung cap vao trong
mot Gateway, qua trinh xay ra tuong tu, chi c6 diéu sau khi client lién két
véi AP, dudng ham VPN duoc thiét 1ap véi thiét bi gateway thay vi voi
ban than AP.

Ciing ¢6 nhitng nha cung cap dang dén ghi cai tién cho nhiing giai
phap VPN hién thoi caa ho (phan cing hoac phan mém) dé hd tro cac
client khéng day va dé canh tranh trén thi truong WLAN. Nhitng thiét bi
hoac nhitng tng dung nay phuc vu trong cung kha nang nhu Gateway,
gita nhitng doan vo tuyén va mang 16i hitu tuyén. Nhitng giai phap VPN
khong day kha don gian va kinh té. Néu mot admin chua c6 kinh nghiém
véi cac giai phap VPN, thi nén tham du mot khoa dao tao trudc khi thuc
hién n6. VPN ma hd trg cho WLAN dugc thiét ké mot cach khéa don gian,
c6 thé duoc trién khai boi mot nguoi dang tap su, chinh didu do Ii giai tai
sao Ccac thiét bi nay lai pho bién nhu vay ddi voi nguoi dung.

5.2.3 Ki thuat chi khoa nhay

Gan day, ky thuat chia khoa nhay st dung ma héa MD5 va nhiing
chia khéa ma hoa thay doi lién tuc tré 1&n san dung trong mdi trudng
WLAN. Mang thay dbi lién tuc, “hops”, tir mot chia khéa nay dén mot
chia khoa khac théng thuong 3 gidy mot lan. Giai phap nay yéu cau phan
cing riéng va chi 1a giai phap tam thoi trong khi cho su chap thuan
chuan bao mat tién tién 802.11i. Thuat toan chia khoa nay thuc hién nhu
vay dé khic phuc nhitng nhuoc diém cua WEP, nhu van dé vé vector khoi
tao.
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5.2.4 Temporal Key Intergrity Protocol(TKIP)

TKIP thuc chat 1a mot su cai tién WEP ma van gitt nhimg van dé bao
mat da biét trong WEP cua chudi dong sé RC4. TKIP cung cip céch 1am ri
vector khoi tao dé chong lai viéc nghe 1én cac goi mot cach thy dong. NGO
cling cung cap su kiém tra tinh toan ven théng béo dé gilp xac dinh liéu
c6 phai mot ngudi str dung khong hop phap da stra doi nhitng goi tin bang
cach chén vao luu lugng dé c6 thé crack chia khda. TKIP bao gém su s
dung cac chia khoa dong dé chdng lai su an cip cac chia khéa mot cach bi
dong, mot 16 hdng 16n trong chuan WEP.

TKIP c6 thé thuc hién thdng qua céc vi chuong trinh duge nang cap
cho AP va bridge ciing nhu nhitng phan mém va vi chuong trinh nang cap
cho thiét bi client knéng day. TKIP chi rd cac quy tic sir dung vector
khoi tao, cac thu tuc tao lai chia khda dua trén 802.1x, su tron chia khoa
trén moi goi va ma toan ven thong béo. Sé cé su giam tinh thyc thi khi sir
dung TKIP, tuy nhién bu lai 12 tinh bao mat dugc ting cudng dang ké, né
tao ra mot su can bang hop ly.

5.2.5 Nhirng giai phap dua trén AES

Nhitng giai phap dua trén AES c6 thé thay thé WEP st dung RC4,
nhung chi 14 tam thoi. Mac di khéng c6 san pham nao st dung AES
dang c6 trén thi truong, mot vai nha san xuat dang thuc hién dé dua ching
ra thi truong. Ban du thao 802.11i chi r6 su su dung cia AES, va xem Xxét
cac nguoi st dung trong viéc st dung nd. AES c6 vé nhu la mot bd phan
dé hoan thanh chuan nay.

Ky thuat ma hoa dir liéu dang thay ddi téi moét giai phap du manh
nhu AES sé& tdc dong dang ké trén bao mat mang WLAN, nhung van phai la
giai phap pho bién sir dung trén nhitng mang rong nhu nhitng server quan
ly chia khda ma hoa tap trung dé tu dong hoa qua trinh trao do6i chia khoa.
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Néu mot card vo tuyén cua client bi mat, ma da duoc nhing chia khéa ma
hoa AES, n6 khéng quan trong véi viéc AES manh dén mac nao boi vi
thi pham van c6 thé c6 duoc su truy nhap téi mang.

5.2.6 Wireless Gateway

Trén wireless gateway bay gio san sang véi cong nghé VPN, nhu la
NT, DHCP, PPPoE, WEP, MAC filter va c6 I& tham chi la méot filewall
xay dung san. Nhing thiét bi nay du cho cac van phong nho véi mot vai
tram lam viéc va dung ching két ndi t6i internet. Gia cua nhitng thiét bi
nay rat thay doi phu thudc vao pham vi nhiing dich vu dugc dé nghi.

Nhitng wireless gateway trén mang quy md 16n hon la mot su thich
nghi dac biét cua VPN va server chung thuc cho WLAN. Gateway nay
nam trén doan mang hitu tuyén gita AP va mang hitu tuyén. Nhu tén
ciia nd, Gateway diéu khién sy truy nhap tir WLAN Ién doan mang hiu
tuyén, vi thé trong khi mot hacker c6 thé lang nghe hoic truy cap dugc toi
doan mang khong day, gateway bao vé hé théng phan bé hitu tuyén khoi
su tan cong.

Mot vi du mot truong hop tot nhat dé trien khai mé hinh gateway nhu
vay c6 thé 1a hoan canh sau: gia thiét mot bénh vién da sir dung 40 AP trén
vai tang ctia bénh vién. Vén dau tu caa ho vao day 1a kha 16n, vi thé néu céc
AP khong hd tro cac bién phap an todn ma co thé nang cap, thi dé tang tinh
bao mat, bénh vién d6 phai thay toan bo sé AP. Trong khi d6 néu ho thué
mot gateway thi cong viéc ndy s& don gian va d& tén kém hon nhiéu.
Gateway nay c6 thé duoc két néi gitra chuyén mach 18i va chuyén mach
phan bé (ma ndi tdi AP) va c6 thé dong vai trd cua server ching thuc,
server VPN ma qua do tat ca cac client khéng day c6 thé két ndi. Thay vi
trién khai tat ca cac AP mai, mot (hoac nhiéu hon tly thuoc quy mé mang)
gateway c6 thé duoc cai dat dang sau cac AP.

Sir dung kiéu gateway nay cung cip mot su an toan thay cho nhém
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cac AP. Pa sb cac gateway mang khéng day hd tro mot mang céc giao thic
nhu PPTP, IPsec, L2TP, chirng thuc va tham chi ca QoS

5.2.7 Veé 802.1x va giao thirc chirng thuwe mé

Chuan 802.1x cung cap nhimg chi tiét ki thuat cho su diéu khién truy
nhap théng qua nhitng céng co ban. Su diéu khién truy nhap théng qua
nhitng cong co ban dugc khoi dau, va van dang duoc st dung voi chuyén
mach Ethernet. Khi nguoi dung thar ndi téi cong Ethernet, cong do s& dit
két ndi cua ngudi st dung & ché do khda va cho doi su xac nhan ngudi sir
dung cua hé thong chang thuc.

Giao thuc 802.1x da duoc két hop vao trong hé thong WLAN va gan
nhu tré thanh mét chuan gitra nhitng nha cung cap. Khi duoc két hop
giao thic ching thuc mé (EAP), 802.1x c6 thé cung cdp mot so dd
chung thuc trén mot moi truong an toan va linh hoat.

EAP, duoc dinh nghia truéc tién cho giao thac point-to-point
(PPP), 1a mot giao thic dé chuyén d6i mot phuong phép ching thuc.
EAP duoc dinh nghia trong RFC 2284 va dinh nghia nhimng dac trung
cua phuong phap ching thuc, bao gdm nhitng van dé ngudi sir dung duoc
yéu cau (password, certificate, v.v), giao thuc duoc st dung (MD5, TLS,
GMS, OTP, v.v), hd tro sinh chia khoa tu dong va hé tro su ching thuc 1an
nhau. C4 I€ hién thoi co ca ta loai EAP trén thi truong, mot khi ca nhirng
ngudi st dung cdng nghé va IEEE déu khong dong y bat ky mot loai
riéng 1¢ ndo, hoac moét danh sach nho cac loai, dé tir d6 tao ra mot chuan.

MO hinh chirng thuc 802.1x-EAP thanh cong thuc hién nhu sau:
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Client S AP ll:
= Auth Server L%_,‘

“RADIUS"
>

Let me in!

B

What's your ID?
>

ID = xxx&yyy.local
Is xxx@yyy.local OK?

&
Prove to me that you are EAP Challenge/
o Xxx@yyy.local Authentication
The answer is “47"
P
- : :
| Let him in. Here is the session key.
Come in. Here is the session key.
P network
hitp://yyy localindex_htm Encrypted

session

Hinh 5.9: Qua trinh chéwng thuc 802.1x-EAP
1. Client yéu cau lién két tgi AP.
2. AP dap lai yéu cau lién két voi mot yéu cau nhan dang EAP.
3. Client guri dap lai yéu cau nhan dang EAP cho AP.
4

Thong tin dap lai yéu cau nhan dang EAP cua client duogc
chuyen tai Server ching thuc.

Server chang thuc gai mot yéu cau cho phép tai AP.
AP chuyén yéu cau cho phép téi client.

Client gui tra 10i su cap phép EAP toi AP.

AP chuyén sy tra 10i d6 t6i Server chung thuyc.

© © N o O

Server chiing thuc giri mot thong bao thanh cong EAP téi AP.

10. AP phuyén thdng bao thanh cong téi client va dat cong cua
client trong ché d¢ forward.
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5.3.CHINH SACH BAO MAT

Mot cong ty ma st dung WLAN nén cdé mot chinh sach bao mat
thich hop. Vi du , néu khdng cé chinh sach dlng dan ma dé cho kich thudc
cell khong thich hop, thi s& tao diéu kién cho hacker cé co hoi tot dé truy
Cap Va0 mang tai nhitng diém ngoai ving kiém soat cua cty, nhung van
nam trong ving phu séng cua AP. Cac van dé& can dua ra trong chinh
sach bao mat cua cdng ty d6 1a cac van dé vé password, chia khéa WEP,
bao mat vat ly, su st dung céc giai phap bao mat tién tién, va danh gia
phan cing WLAN. Danh sach ny tat nhién khong day du, boi cac giai phap
an toan sé thay doi vai moi mot to chic. PO phuc tap cia chinh sach bao
mat phu thudc vao nhimg yéu cau an toan caa to chic ciing nhu 1a pham
vi cua mang WLAN trong mang.

Nhirng lgi ich cua viéc thuc hién, bao tri mot chinh sach bao mat
dem lai 12 viéc ngan ngura su an cap dit liéu, su phéa hoai cua cac tap doan
canh tranh, va c6 thé phat hién va bat gitr cac ké xam nhap trai phép.

Su bat dau tot nhat cho cac chinh sach bao mat 1a viéc quan ly.
Cac chinh sach bao mat can dugc xem xét va dy doan, va can dua vao clng
v6i céc tai lidu xay dung tap doan. Viéc bao mat cho WLAN can duoc phan
b6 thich hop, va nhitng nguoi duoc giao trach nhiém thuc hién phai dugc
dao tao mot cach quy mé. Daoi ngii nay lai phai thanh Iap chuong muc tai
lisu mot cach chi tiét dé c6 thé 1am tai liu tham khao cho cac doi ngii ké
can.

5.3.1 Bao mat cac thong tin nhay cam

Mot vai thdng tin nén chi duoc biét bai nguoi quan tri mang Ia:

- Username va password cua AP va Bridge
- Nhiing chudi SNMP

- Chia khoa WEP

- Danh sach dia chi MAC
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Nhitng théng tin nay phai dugc cat giit boi mét nguoi tin cay,
c6 kinh nghiém, nhu nguoi quan tri mang, 1a rat quan trong boi no 1a
nhitng théng tin nhay cam ma néu 16 ra thi c6 thé 1a nguyén nhan cua
su truy nhap trai phép, hoac tham chi la sy pha huy ca mét mang. Nhitng
thong tin nay co thé duogc cat giir trong nhiéu kiéu khac nhau.

5.3.2 Sw an toan vat ly

Mic du bao mat vat ly khi s dung mang hiru tuyén truyén théng
la quan trong, tham chi quan trong hon cho mét cong ty sir dung céng
nghé WLAN. Nhu da dé cap tu trugc, mdt ngudi ma cé card PC
wireless (va c6 thé 1a mot anten) khéng phai trong cting khu vec mang c6
thé truy cap téi mang d6. Tham chi phin mém do tim sy xam nhap
khéng du ngin can nhitng hacker in cap théng tin nhay cam. Su nghe Ién
khong dé lai dau vét trén mang bai vi khong cd két ndi nao dugc thyc hién.
C6 nhitng Gng dung trén thi truong bay gid c6 thé phat hién cac card
mang & trong ché do pha tap (dung chung), truy nhap dir liéu ma khong
tao két ndi.

Khi WEP Ia giai phap bao mat WLAN thich hop, nhitng diéu khién
chat ch& nén dat trén nhitng nguoi ding ma c6 sé hitu cac thiét bi client
khong day cuaa cong ty, dé khéng cho phép ho mang cac thiét bi client do
ra khoi cong ty. Vi chia khéa WEP dugc gitr trong cac chuong trinh co so
trén thiét bi client, bat ky noi nao c6 card, vi thé ;lam cho méi lién két an
toan cua mang yéu nhat. Nguoi quan tri WLAN can phai biét ai, ¢ dau, khi
nao moi card PC dugc mang di.

Thuong nhitng yéu cau nhu vay 1 qua giéi han cia mot nguoi
quan tri, ngudi quan tri can nhan ra rang, ban than WEP khéng phai la
mot giai phap an toan thich hop cho WLAN. Ké ca véi sy quan Iy chat
nhu vay, néu mot card bi mat hoic bi an trom, ngudi cd trach nhiém véi
card d6 (nguoi s dung) phai dugc yéu cau bao céo ngay Vi nguoi quan
tri, dé c6 nhitng bién phap dé& phong thich hop. Nhitng bién phap tbi thiéu
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phai l1am 1 dat lai bo loc MAC, thay doi chia khéa WEP,v.v.

Cho phép nhom bao vé quét dinh ky xung quanh khu vuc cong ty
dé phét hién nhiing hoat dong dang ngod. Nhitng nhan su ndy duoc huén
luyén dé nhan ra phan ctng 802.11 va canh giac cac nhan vién trong cong
ty lubn lubn quan sat nhitng nguoi khéng & trong cdng ty dang trén quanh
tda nha voi cac phan cang co ban cia 802.11 thi ciing rat hiéu qua trong
viéc thu hep nguy co tan cong.

5.3.3 Kiém ké thiét bi Wlan va kiém dinh sw an toan

Nhu mot sy bo sung t6i chinh séch an toan vat ly, tat ca cac thiét bi
WLAN can duogc kiém ké déu din dé I1ap chuong muc cho phép va khéng
cho phép céc ngudi st dung thiét bi WLAN truy nhap téi mang cua to
chic. Néu mang qua Ion va bao gdm mét sé luong dang ké céc thiét bi
khong day thi viéc kiém ké dinh ky c6 thé khong kha thi. Trong nhiing
truong hop nhu vay thi can thiét thuc hién nhiing giai phap bao mat WLAN
ma khdng dya trén phan ctng, nhung di nhién 1a van dua trén username va
password hoac mot vai loai khac trong cac giai phap bao mat khéng dua
trén phan cang. Véi nhitng mang khong day trung binh va nho, su kiém ké
hang thang hoic hang quy gilp phat hién nhitng su mat mét cac phan cang.
Quét dinh ky voi cac bd phan tich mang dé phat hién cac thiét bi xam
nhap, 1a c&ch rat tét && bao mat mang WLAN.

5.3.4 Sir dung cac giai phap bao mit tién tién

Nhitng t6 chac WLAN can tan dung mot vai co ché bao mat tién tién
c6 san trén thi truong. Piéu d6 cling can dugc dé cap trong chinh sach
bao mat cuaa cong ty. Vi nhiing cong nghé nay kha méi,con doc quyén
va thuong duoc st dung phdi hop véi céc giao thic, cac cdng nghé khac.
Chung can duoc 1ap thanh tai liéu hudng dan, dé néu c6 mot sy xam pham
Xuat hién, thi nguoi quan tri c6 thé xac dinh noi va cach ma sy xam nhap
d6 xuat hién.
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Bai chi c6 sb it duoc dao tao vé bao mat WLAN, do dé nhitng
ngudi nay la rat quan trong, vi thé chinh séach tién luong ciing dugc dé
cap dén trong cac chinh sach bao mat cua céng ty, tap doan. N6 ciing 1a
mot trong cac muc can duoc lap tai liéu chi tiét.

5.3.5 Mang khong day cong cong

Piéu tit yéu s& xay ra la nhiing nguoi sir dung cua cong ty véi
nhitng théng tin nhay cam cua ho s& két néi tir laptop cua ho téi WLAN
cong cong. Piéu nay ciing nam trong chinh sach bao mat cia cong ty.
Nhitng nguoi ding d6 phai chay nhiing phan mém firewall ca nhan va
cac phan mém chéng virus trén laptop cua ho. Pa sé cdc mang WLAN
cdng cong c6 it hodc khong c6 su bao mat nao, nhim lam cho két ndi
ciia nguoi ding don gian va dé giam bot sb luong céc hd tro ki thuat
duoc yéu cau.

5.3.6 Sw truy cip c6 kiém tra va giéi han

Hau hét cac mang Lan Ion déu c6 mot vai phuong phap dé gisi han
va kiém tra su truy nhap cua ngudi st dung.

Tiéu biéu 1a mot hé thong hd trg chimg thue,su cap phép,va cac dich
vu Accounting(Authentication,Authorization,Accountting(AAA))duoc trién
khai.Nhitng dich vu AAA cho phép t6 chicc gan quyén sir dung vao nhiing
16p dac biét cua nguoi ding. Vi du mot ngudi ding tam thoi cd thé chi
duoc truy cap vao internet trong mot pham vi nao do.

Viéc quan ly nguoi st dung con cho phép xem xét nguoi do da lam gi
trén mang, thoi gian va chuong muc ho da vao.
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5.4 KHUYEN CAO VE BAO MAT
Vai khuyén céo trong viéc bao mat mang WLAN :
5.4.1 Khuyén ciao vé WEP

Khdng duoc chi tin cay vao WEP, khdng c6 mét bién phap nao hoan
toan tbt ¢ ma ban c6 thé chi dung né dé bao mat. Mot méi truong
khong day ma chi dugc bao vé boi WEP thi khong phai la mét moi
treong an toan. Khi sir dung WEP khéng duoc st dung chia khdéa WEP
ma lién quan dén SSID hoic tén cua to chirc 1am cho chia khéa WEP khé
nhé va khé luan ra. C6 nhiéu truong hop trong thuc té ma chia khéa WEP
c6 thé dé dang doan duge nho viéc xem SSID hoic tén cua to chuc.

WEP 1a mot giai phap co hiéu qua dé giam bgt viec mat théng tin
khi tinh co bi nghe thay, boi nguoi d6 khong co chia khda WEP thich hop,
do d6 tranh duoc sy truy nhap cua ddi tuong nay.

5.4.2 Pinh ¢& CELL

Pé giam bét co hoi nghe trom, nguoi quan tri nén chac chan rang
kich c& cell caa AP phai thich hop. Phan 16n hacker tim nhitng noi ma ton
it thoi gian va nang luong nhat dé tim céach truy cap mang. Vi li do nay,
rat quan trong khi khdng cho phép nhitng AP phéat ra nhitng tin hiéu ra
ngodi khu vuc an toan cua t6 chuc, trir khi tuyét dbi can thiét. Vai AP cho
phép cau hinh mac cong suat dau ra, do do co thé diéu khién kich thudc
Cell RF xung quanh AP. Néu mot nguoi nghe trom nam trong khu vuc
khdng duoc bao vé cua to chic va khong phat hién duge mang cua ban,
thi mang cta ban khdngphai 1a d& bi anh hudong bai loai tin cong nay.

C6 thé ngudi quan trji mang st dung cac thiét bi voi cong suat 16n
nhat dé dat théng luong 16n va ving bao pha rong, nhung diéu nay sé phai
tra gia bang viéc chi phi vé cac bién phap bao mat. Vi vay vi mbi diém
truy nhap can biét cac thong sé nhu cbng suat, ving phu soéng, kha ning
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diéu khién kich thudc cell. Va viéc diéu khién ban kinh cell can phai duogc
nghién cau cho ki va lap thanh tai liéu hudng dan cing véi cau hinh cia
AP hoic cua bridge cho mdi viing. Trong vai truong hop cé thé can thiét
dat hai AP c6 kich ¢& cell nho hon thay vi mot AP dé tranh nhitng ton hai
khong nén co.

C6 gang dat AP caa ban vé phia trung tdm cua toa nha, no s& giam
thiéu viéc rd tin hiéu ra ngoai pham vi mong doi. Néu ban dang su
dung nhitng anten ngoai, phai lya chon dang loai anten dé c6 ich cho viéc
t6i gian pham vi tin hiéu. Tat cac AP khi khong str dung. Nhitng diéu nay
s& giam thiéu nguy co bi tan cdng va giam nhe ganh ning quan Iy mang.

5.4.3 Swu chirng thyc ngwoi dung

Sy ching thuc nguoi ding 1a mot moi lien két yéu nhat cua
WLAN, va chuan 802.11 khong chi rd bat ky mot phuong phéap ching
thuc ndo, d6 1a yéu cau bat budgc ma nguoi quan tri phai 1am véi nguoi st
dung ngay khi thiét 1ap co s6 ha tang cho WLAN. Sy chimg thuc
nguoi dung dua vao Username va Password, thé thGng minh, ma théng
bao, hoac mot vai loai bao mat ndo d6 ding dé xéac dinh nguoi ding, khong
phai 1a phan cang. Gia phap thuc hién can hd tro sy chung thuc song
hudéng gitra Server chimg thuc va cac client khéng day, vi du nhu
RADIUS server).

RADIUS 14 chuan khéng chinh thuc trong hé thdng ching thuc
nguoi s dung. Cac AP gutii nhitng yéu cau ching thuc nguoi st dung dén
mot RADIUS server, ma c6 thé hoic c6 mot co so dit lieu dugc gan san
hoac ¢6 thé qua yéu cau chuang thuc dé téi mot bo diéu khién ving, nhu
NDS server, active directory server, hoac tham chi 1a mot hé théng co so dit
li¢u twong hop LDAP.

Mot vai RADIUS vendor c¢6 nhitng san pham Radius hitu hiéu
hon, hd tro cac ban méi nhat cho céc giao thicc chang thuc nhu 1a nhiéu
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loai EAP.

Viéc quan tri mot Radius server c6 thé rat don gian nhung ciing
c6 thé rat phuc tap, phu thudc vao yéu cau can thuc hién. Boi cac giai phéap
bao mat khdng day rit nhay cam, do d6 can can than khi chon mot giai
phap Radius server dé chac chin rang ngudi quan tri ¢ thé quan tri né
hodc nd co thé 1am viéc hiéu qua véi ngudi quan tri Radius dang ton tai.

5.4.4 Sw bao mit cin thiét

Chon mot giai phap bao mat ma phd hop véi nhu cau va ngan
sach cua to chuc, cho ca bay gio va mai sau. WLAN dang nhanh chong
phd bién nhu vay vi sy thuc hién dé dang. Mot WLAN biat dau véi 1 AP
va 5 client c6 thé nhanh chong Ién toi 15 AP va 300 client. Do d6 ciing
mot co ché an toan 1am viéc cho mot AP 1a diéu hoan toan khdng thé chip
nhan duge cho 300 Ap, nhu thé s& 1am tang chi phi bao mat mot cach dang
ké. Trong truong hop nay, té6 chuac can cé cac phuong phap bao mat cho
ca hé théng nhu: hé théng phat hién xam nhap, firewalls, Radius server.
Khi quyét dinh cac giai phap trén WLAN, thi céc thiét bi nay xét vé lau
dai, 1a mot nhan t quan trong dé giam chi phi.

5.4.5 Sir dung thém cac cong cu bao mat

Tan dung cac cdng nghé sidn c¢d nhu VPNs, firewall, hé théng phat
hién xam nhap, Intrusion Detection System (IDS), cac giao thic va céc
chuan nhu 802.1x va EAP, va chang thuc client véi Radius c6 thé gidp
d& cac giai phap an toan nim ngoai pham vi ma chuan 802.11 yéu cau,
va thira nhan. Gia va thoi gian thuc hién céc giai phap nay thay doi tly
theo quy mé thuc hién.
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5.4.6 Theo di cac phin cirng trai phép

DPé phat hién ra cac AP trai phép, cac phién do cac AP d6 can
duoc hoach dinh cu thé nhung khong duoc cong bd. Tich cyc tim va xda
b6 cac AP trai phép s& gitt on dinh cdu hinh AP va lam ting tinh an toan.
Viéc nay c6 thé dugc thuc hién trong khi theo ddi mang mot cach binh
thuong va hop 1€. Kiéu theo ddi nay tham chi c6 thé tim thay cac thiét bj bi
mat.

5.4.7 Swiches hay Hubs

Mot nguyén tac don gian khac 1a ludn két ndi cac AP toi switch thay
vi hub, hub la thiét bi quang b4, do d6 d& bj mat pass va IP address.

5.4.8 Wireless DMZ

Y tuong khéc trong viéc thuc hién bao mat cho nhiing segment khong
day l1a thiét 1ap mot ving riéng cho mang khéng day, Wireless
DeMilitarized Zone (WDMZ). Tao vung WDMZ st dung firewalls hoac
router thi c6 thé rat tén kém, phu thuoc vao quy md, mac do thuc hién.
WDMZ noi chung duoc thuc hién vai nhitng méi truong WLAN rong
l6n. Boi cac AP vé co ban 1a céc thiét bi khoéng bao dam va khdng an
toan, nén can phai tach ra khoi cac doan mang khac bang thiét bi firewall.
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Firewall

Hinh 5.10: Wireless DeMilitarized Zone
5.4.9 Cap nhép cac vi chwong trinh va ciac phin mém

Cap nhat vi chuong trinh va driver trén AP va card khdng day cua
ban. Ludn luén st dung nhiing chuong trinh co so va driver moi nhat
trén AP va card khong day caa ban. Thuong thi cac dac tinh an toan, cac
van dé co ban s& dugc cb dinh, bo sung thém nhitng dic tinh méi, su khic
phuc céc 15 hdng trong cac cap nhat nay.
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Chuong 6

TRIEN KHAI MANG KHONG DAY TAI TRUONG PAI
HQC DAN LAP HAI PHONG

Hién nay mang khong ddy ngay cang phd bién, sb giang vién, can bo,
sinh vién c6 may tinh xach tay ngay cang nhiéu , nhu cau lam viéc,hoc tip
thong qua mang ciing tang. Trudc nhitng doi hoi thyc té d6 , viéc xay dung
hé théng mang khong day cho nha trudng ngdy cang cap thiét.

6.1.Y NGHIA,MUC PIiCH CUA VIEC TRIEN KHAI MANG
KHONG DAY :

Phuc vu cho nhu vau lam viéc , hoc tap, nghién clru cua giang vién,
can bd cong nhan vién va sinh vién nha truong.
- Phuc vu nhu cau cua hoc ché tin chi.

- Tan dung t6i da ngudn tai nguyén mang Lan va cac dudng truyén

internet clia nha truong.

- M6 rong kha nang lam viéc ctia cac ung dung nha truong.

- Phuc vu sinh vién ngay cang tot hon.

Trung tdm Thong tin thu vién di thanh céng nghién ciru va thiét ké
mang khong day cho khu Giang duong va khu Khéch san sinh vién véi muc
tiéu :

- Cung cap mang khong day cho khach san sinh vién va khu giang
duong Truong Pai hoc Dan 1ap Hai Phong.

- Két n6i mang giita khu Giang duong va khu Khach san Sinh vién.

- Nguoi dung két ndi duge ang LAN, st dung cac ung dung cua
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mang ndi bo.

- Nguoi dung két ndi duoc vao mang Internet tbe do cao.

- Pap tmg duge cho 630 nguoi dung dong thoi.

- Pap tng dugc cac nhu ciu bao mat khac nhau.

- Linh hoat kha ning tuy bién , thay d6i theo nhu cau thuc té.

Pung trudc nhu ciu nghién ciru hoc tap ngay cang 16n can bo, sinh
vién, v6i xu huéng ngay cang hién dai hoa co s¢ vat chat nham dwa truong
DPai hoc Dan Lap Hai Phong tré thanh 1 ngdi truong hién dai hé théng mang

khong day di duoc chip thuan trién khai tai khu Giang duong va khu Khach

san sinh vién v4i trang thiét bi ha tﬁng cd s& hién dai.
6.2.S0 PO TRIEN KHAI :

6.2.1 Khu Giiang Duong

% So dod thiét ké :

‘B’ Nha A B” Nha G
‘v

AP1 AP2 . U

(&) APB-AP11
é AP4
Nha E AP3 Nha H

Nha F Nh%D E Nha C
APS B

Nha B

Hinh 6.1 : Vi tri lip dit cac AP tai khu Giing duong
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Hé thong cac AccessPoint bao gdm 11 Wireless Router dugc bd tri
lép dat tai cac vi tri 1an luot 2 Wireless Router tai phia trudc khu nha A, 1
Wireless Router tai phia truéc nha C, 1 Wireless Router tai nha D, 1 thiét bi
tai nha H, 1 thiét bi tai nha E , 1 thiét bj tai nha phong quan tri mang, 1 thiét

bi tai cawngtin sinh vién va 4 Wireless Router lap dit tai cac tang khu nhaG.

AP Loai thiét bi Vi tri Kénh Ghi chd
AP1 | WRTI10N hoiac WRT610N A202 1
AP2 | WRT110N hoac WRT610N A204 5
AP3 | WRTI10N hoiac WRT610N E301 9
AP4 | WRTI10N hoac WRT610N Ban du an 11
AP5 | WRTI10N hoiac WRT610N C203 3
AP6 | WRTI10N hoac WRT610N D202 7

AP7 | WRTI110N hoic WRT610N | Phia sau C104 10 Dung cho cangtin SV

AP8 | WRTI110N hoic WRT610N | Tang 2 nha G 2

AP9 | WRTI110N hoic WRT610N | Tang 3 nha G 6

AP10 | WRT110N hoic WRT610N | Tang 4 nha G 8

AP11 | WRTI110N hoic WRT610N | Tang 5 nha G 4

X/

< So do két ndi vatly :
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2. So @ két ndi vat Iy cac AP

AR 1 AR 4 AR 6 AR 7
2 ol
s QA S ———
(@
p—eeeee /]
Phong E102 P mangnha G i;
AP3
(@ Ia (ES) ?j
AP 5 Van phong Doan AP 10,11 AP S

Hinh 6.2 : so' @6 két nodi vat Iy cac AP tai khu Giang dwong
Cac AP 1,2,3,5 duoc nbi vé phong Quan tri mang E102, cac AP
4.6,7,8,9,10 duoc ndi vé Phong mang nha G, ngoai ra tang cuong cho Van
phong Poan 1 dudong mang ndi vé nha G. Cac AP truy cdp mang internet

thong qua Proxy cua truong.

CAu hinh thiét bi :
Thiét bi IP Gateway SSID DHCP Ghi chu
AP1 10.8.1.1/16 10.8.0.1 HPU 10.8.1.10:40
AP2 10.8.2.1/16 10.8.0.1 HPU 10.8.1.10:40
AP3 10.8.3.1/16 10.8.0.1 HPU 10.8.1.10:40
AP4 10.8.4.1/16 10.8.0.1 HPU 10.8.1.10:40
AP5 10.8.5.1/16 10.8.0.1 HPU 10.8.1.10:40
APG6 10.8.6.1/16 10.8.0.1 HPU 10.8.1.10:40
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AP7 10.8.1.1/16 10.9.0.1 HPU 10.9.1.10:40
APS8 10.8.2.1/16 10.9.0.1 HPU 10.9.1.10:40
AP9 10.8.3.1/16 10.9.0.1 HPU 10.9.1.10:40
AP10 10.8.4.1/16 10.9.0.1 HPU 10.9.1.10:40
6.2.2 Khu Khach San Sinh Vién
% So do thiét ké :
KHU A T
= Ap1éauz
KHU B H WRT110N
ABE B KHU C
WTE10N
8 B
AP2 C209
G"&"’n‘?ﬁﬂ SA‘N WRT110N
VA
YUON HOA
TRUNG TAM )
- A
é AP3C415
WRT110N
APB A315
WRT110N
LAN CAN
h\
K A,’ iy =9 SAN THUDNG
,I e ~
™ //#\NEA AN

Y /7
Hinh 1: Vi tri AccessPoint Khu khdch san sinh vién

Hinh 6.3 : vi tri cac AccessPoint lip dit tai Khu khach san sinh vién

Hé thdng cac AccessPoint bao gdm 6 Wireless Router duoc bd tri lap
dat tai céac vi tri thich hop bao quat toan by khu vuc Khach san sinh vién
nham dam bao cac ban sinh vién ndi tri trong khach san déu co thé truy cap

vao mang khong day cua truong.
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AP Loai thiét bi Vitri | Kénh Ghi chu
AP1 | WRTI110N hoac WRT610N | C302 1
AP2 | WRTI110N hoac WRT610N | C209 3
AP3 | WRTI110N hoac WRT610N | C415 5
AP4 | WRTI110N hoac WRT610N | B304 7
AP5 | WRTI110N hoac WRT610N | A408 9
AP6 | WRT110N hoac WRT610N | A315 11
6.2.3 Khu Nha Tap Da Nang
PHONG

INTERNET

— 4—|

B

KHAN DAI 8 | i

| |

E Lum DAIC
APTA  KHAN DAY A E
WRT110N
APSC
WRTI10N
SAN Kl-jth mﬁ‘b:?uu 323‘7
uéﬁ&‘&"m !—mwa N PHONG DQC
THU VIEN

Hinh 6.4 : Vi tri cac AccessPoint Khu nha tap da ning

Hé théng cac Wireless Router duoc bo tri 4 thiét bi dit tai 4 vi tri khéc
nhau bao gdm tir AP 7 t&i AP 10.
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AP Loai thiét bi Vi tri Kénh | Ghi chd
AP7 | WRT110N hoic WRT610N Khan dai A 2
AP8 | WRT110N hoic WRT610N Khan dai C 4
AP9 | WRTI110N hoic WRT610N |  Pinh san khau 6
AO10 | WRT110N hoac WRT610N | Phong doc thu vién 8

K/

< So d0 két ndi vat 1y cac AP tai khu Khach san sinh vién :

/ -
Giang dudng

E102

AP...
FPTH Rauter

&
_\_l‘
-3

AP10
Hinh 6.5 : mé hinh két ndi vat Iy AP khu Khach san sinh vién
Tat ca cac AP déu dugc nbi vé Swich 2960 tai phong A307T, dé phuc

vu cho cdng viéc cua ban cong tac Sinh vién, Phong doc, Phong may KSSV-

Trung tam thong tin thu vién.

Vii Ptc Thing — DT 901 - 76 - Truong Pai Hoc Dan Lap Hai Phong




Bao mat mang khongday

Cac AP truy cap internet thong qua duong FPTH tai phong A307T,

Khi cac AP lam vi¢c voi cac ing dung trong trudng sé thong qua duong cap

quang , riéng Phong doc KSSV va Phong quan sinh thi duoc diéu chinh truy

cap vao internet theo dudng nao tiy theo nhu ciu thuc té.

CAu hinh cac thiét bj :

Thiét bi IP Gateway | SSID DHCP Route add Ghi

chu

FPTH | 10.11.0.2/16 No AP
AP1 10.11.1.1/16 | 10.11.0.2 | KSSV | 10.11.1.10:40 | 10.11.0.0/16 >10.1.0.1
AP2 | 1011.2.1/16 |10.11.02 | KSSV |10.11.2.10:40 | 10.11.0.0/16 >10.1.0.1
AP3 |10.11.3.1/16 | 10.11.02 | KSSV | 10.11.3.10:40 | 10.11.0.0/16 >10.1.0.1
AP4 | 1011.4.1/16 |10.11.02 | KSSV |10.11.4.10:130 | 10.11.0.0/16 > 10.1.0.1
AP5 | 10.11.5.1/16 | 10.11.0.2 | KSSV | 10.11.5.10:40 | 10.11.0.0/16 >10.1.0.1
AP6 | 10.11.6.2/16 |10.11.02 | KSSV |10.11.6.10:40 | 10.11.0.0/16>10.1.0.1
AP7 |1011.7.1/16 | 10.11.0.2 | KSSV | 10.11.7.10:40 | 10.11.0.0/16 >10.1.0.1
AP8 |10.11.8.1/16 |10.11.02 | KSSV |10.11.8.10:40 | 10.11.0.0/16>10.1.0.1
AP9 |10.11.9.1/16 | 10.11.0.2 | KSSV | 10.11.9.10:130 | 10.11.0.0/16 > 10.1.0.1
AP10 | 10.11.10.1/16 | 10.11.0.2 | KSSV | 10.11.10.10:40 | 10.11.0.0/16 > 10.1.0.1

Hé thong mang cua khu Khach san sinh vién va khu Giang duong

duoc két ndi voi nhau boi 2 dudng cap quang téc dd 1 Gbx2 nbi giita 1 thiét
b1 Swich 3560 tai phong E102 ( khu Giang duong) va Swich 2960 tai phong
A307T ( khu Khach san sinh vién).
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Chuong 7

CAU HINH THIET BI MANG KHONG DAY

7.1.CAU HINH THIET BI WIRELESS ROUTER

Hé théng mang khong day Wireless Lan bao gdm 2 phan 13 Lan va
Wireless trong d6 Wireless 1a phan khong day bao gom hé thong cac
Wireless Router 1ap dat c¢6 dinh tai cac diém da thiét ké.Khic véi cac
Access Point (chi ¢6 cong cam LAN) khong cap phat dia chi IP, cam vao la
dung dugc ludn, bén canh do 1a bao mat kém va chi nén dung khi dat trong
mot mang an toan ¢ sin tuong ltra, router...thi Wireless Router (thém cong
cam ghi rd chit WAN) ¢6 kha ning bao mat tot hon, dugc cau hinh 1a DHCP
Server dé cap phat dia chi IP dong, vira lam nhiém vu két nbi khong day,
vira két ndi cac may khong cé adapter wireless voi Internet nhu may tinh dé
ban thong thuong . Cac Wireless Router duoc st dung trong hé thong gom
2 loai la WRT110N va WRT610N, 2 loai Wireless Router nay c6 tinh nang
tuong thich voi nhau , c6 thé thay thé 1an nhau.

7.1.1 Linksys Wireless Router WRT110N

s Mat trwéc, mat sau
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Hinh 7.1 : Linksys Wireless Router

% Cac tinh nang noi troi :

- Chia sé két n6i Internet va 4 cong chuyén mach, dugc tich hop san

tinh ning nang cao téc dd va ving pha soéng.

- Cong nghé anten thong minh MIMO hd trg mo rong khoang cach
va lam giam cac diém chét.

- 1am viéc véi céc thiét bi chuan N s& nhanh hon toc do chuan G

nhiéu lan, no6 cé thé [am viéc dugc vai céac thiét bi khong day chuan G va B.

- Céc tin hi¢u khong day dugc bao vé nho k¥ thuat ma hoa bao mat
khong day va bao v¢ mang tranh dugc cac tAn cong tur ngoai Internet dua
vao tinh ning tudng lira SPI .WRT110 tich hop 3 thiét bi trong mot hop.
Thir nhat, diém truy nhap khong day hd tro truy cdp mang ma khong can dén
day dan. Thu hai, tich hop 4 cong chuyén mach 10/100 dé két ndi t6i mang
c6 day. Cubi cung, chic niang dinh tuyén c6 kha niang dinh tuyén toan bo

mang LAN cua ban ra ngoai Internet qua mot két ndi DSL hay cap.

- WRT110 sir dung cong nghé mang khong day mai nhét hién nay 1a
Wireless-N (draft 802.11n). Dya vao kha niang bao phu rong nhiéu tin hiéu
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song vo tuyén, nén cong nghé MIMO ctia Wireless-N dem lai hiéu sut
truyén dit liéu rat 16n. Khong nhu cac cong nghé mang khong day trude do
luén bi han ché béi su phan xa tin hi¢u thi cong ngh¢ MIMO thuong str dung
cac tin hiéu phan xa d6 dé 1am ting pham vi va lam giam “diém chét” trong

vung phu séng mang khong day.

- V6i cong nghé chuan Wireless-N ban c6 thé ¢ khoang cach xa hon
ma van c6 thé truy nhap duoc vao mang khong day hay c6 thé truyén dir liéu
v6i tbe dd nhanh hon. WRT110 ¢6 kha nang lam viéc voi1 cac thiét bi khong
day chuin -G va -B, nhung chi dat hiéu suét cao nhat khi & ca hai dau déu la
cac thiét bj chuan Wireless-N. Khi lam viéc v6i cac thiét bi chuan -G va -B

hiéu suat s& khong dat ti da, tuy vay hé théng van hoat dong binh thuong.

- DPé bao vé tinh riéng tu cua dir liéu, WRT110 hd trg cac cong nghé
ma hod bao mat nhu WEP va WPA, ¢6 kha nang ma hoa tat ca cac duong
truyén khong day nho sitc manh cua k¥ thuat ma hoa 256-bits. Cong nghé
loc dia chi MAC, ciing gitip ban ¢ thé cho phép cac ddi twong nao co thé
truy nhap vao mang khong diy cua minh hay khong. WRT110 hd tro tién
ich cau hinh dya trén trinh duyét web than thién. Puoc tich hop tinh ning
DHCP Server nén né c6 thé cap dia chi IP dong cho cdc may tinh trong

mang cua ban.

- Véi tbe do vo cung 1én ma WRT110 hd trg, thi n6 1a mot giai phap
1y tudng cho ban khi mudn chay cac tmg dung nhu VoIP, choi game hay
xem video. Khi dit thiét bi nay tai trung tdm trong mang vin phong hay gia
dinh, ban co thé chia sé cac két ndi Internet téc do cao, ung dung chay cac
tmg dung da phuong tién, choi game truc tuyén, chia sé may in hay truyén

cac file dir 1iéu vo1 toc do cao.
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7.1.2 Linksys WRT610N-Dual-Band Wireless-N Gigabit Router

¢ Cac tinh nang :

- BO dinh tuyén chia sé Internet véi 4 cong chuyén mach Gigabit,
duoc xay dung trén kién tric dual-band, nhdm cai thién vé kha ning phu

song va tbe do cho diém truy cap khong day.

- Str dung hai dai tan s6 radio riéng biét nham ting biang thong cho
mang.Cong nghé khong ddy chuan N str dung nhiéu tan sé radio véi muc
dich ting coéng sut phat tin hiéu, mé rong ving phil séng, cai thién téc do,
va giam thiéu diém chét.

- Két ndi t6i 6 dia cimg hodc thiét bi luu trit Flash cho phép truy cip
to1 cac file ca nhac, video, hodc file dit li€u tr mang ndi bd hoac mang
Internet.

- Tinh nang bao mat nang cao va tuong lua SPI cho phép bao vé

nhitng tdn céng tir bén ngoai Internet vao trong mang.

- Kiéu dang dep, duoc thiét ké dong thoi voi dai tan kép, thiét bi
router khong day 1am viéc dong thoi véi hai bang tan radio trong cting mot
thoi diém. Hoat dong véi biang thong ting gap hai 1an mét cach trdi chay cho
nhiing tng dung giai tri nhu video, gaming, va ca nhac mot cach lién tuc,
trong khi truy cép Internet, chia sé files, giri nhan email, in 4n va mét sd tac
vu khéc. Cong nghé khong day chuan N mang dén cho ban kha ning phu

song va toc do cho ca hai dai tan so.

- Véi thudce tinh lién két thiét bi luu trit cho phép ban két ndi t6i b
dia ciing hoac thiét bi luu trit USB truc tiép t6i mang ciia ban mot cach dé
dang véi toe do gigabytes cua thiét bi luu trit. Truy cap toi cac file ca nhac,
file video, hodc cac file dit liéu tir mdy tinh c4 nhan vé6i hé théng mang cua
ban. Xay dung trén kién trac cong Gigabit cung cdp cho mot két nbi & xa

nhanh hon t6i c4c thiét bi trong mang c6 day qua cong Ethernet.
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- Cai dat dé dang va nhanh chéng v&i may tinh ca nhan hodc may
Mac, tich hop cai dit cho ngudi sir dung 1an dau tién, va tao ra két ndi khong
day c6 tinh bao mat cao bing cach nhan niat Wi-fi Protected SetupTM, thiét
bi bao gdbm chuong trinh Linksys EasyLink Advisor nhu mét cong nghé
danh cho chuyén gia gitp cho ban quan ly va diéu chinh mang cta ban khi

mang cta ban phat trién.

- Véi thiét bi Linksys Simultaneous Dual-N Band Wireless Router
dit tai trung tAm trong gia dinh hodc vin phong, ban c¢6 thé dé& dang sir dung
tinh nang luu trit, chia sé két ndi Internet toc dd cao. Chia sé file, in 4n va

chay nhiing ing dung game...
7.1.3 Thiét lap cau hinh

Truy cép truc tiép vao dia chi 10.8.0.1, dang nhap véi User name va
password cia Admin dé conect téi thiét Wireless Router va thiét lap cac

thong so theo yéu cau :

/= Blank Page - Windows Internet Explorer

SIS R o j10.5.0.1 -
= = ;;")\
File —Edit ‘View Favorites Tools Help F A

w | (@ Blank Page |

~ Linksys BEFW1154

User name: Ig L]

Password: |

[ Remember my password

OK I Cancel

Hinh 7.2 : két néi téi Wireless Router
Thiét 1ap cac thong s6 ki thuat:
7.1.3.1. Phan Setup
% Basic setup :

Gom cac thiét 1ap Internet setup(O day router hd tro 6 kiéu két ndi

Vii Ptc Thing — DT 901 - 82 - Trudong Pai Hoc Dan Lap Hai Phong



Bao mat mang khongday

Internet phé bién 1a Automatic Configuration - DHCP, Static IP, PPPoOE,
PPTP, Telstra Cable va L2TP, tuy thuoc nha cung cép dich vu Internet hoac
so d6 d4u ndi ma chon va cung cdp cac thong tin cho phu hop; Network
setup( kich hoat cdu hinh DHCP va cung cép dia chi IP dong).

LINKSYS by Cisco

Firmware Version v2.0.02
Wireless-N Broadband Router| WRT160Nv2

Setup Setup Wireless i Access Applications &

Restrictions Gaming Administration Status

Basic Setup

‘ I English vl

Internet Setup

Internet Connection Type | Static P ;j
Internet P Address: I'IU .IS I3 . |1
Subnet lask: 255 |.fess  |.]o Jo
Default Gateway: |10 e o )
DNS 1: fo 1 o Jz00
DNS 2 (Optional): fo Jo Jo Jo
DNS 2 (Optional): lo o o o

Optional Settings
(requaired by some Host Name: |AF‘-03
nternet Service Providers)

Domain Name: Ihpu.edu.-.'n

MTU: | Aute vl Size: IISUU

Hetwork Setup

RouterIP  p agdress: [z e .z i

Subnet Mask: lmj
DHCP Server Settingd  pycp server: @ Enabled " fisabled _DHCP Reservation |
Start IP Address: 172.16.23.[100 |
Maximum Number of Users: l%_
IP Address Range: 172.16.23.100t0 198
Client Lease Time: FES— minutes (¢ means one day)
Static DNS 1: i ] o T
Static DNS 2: o o p Jo
Static DNS 3: o o I Jo
WINS: fo o Jo Jo
Time Settings
Time Zone I (GMT=07:00) Thailand, Russia El

] Automatically adjust clock for daylight saving changes.

Save Settings Cancel Changes c ' s c ° -

Hinh 7.3 : Thiét 1ap Baisic setup
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«* Mac Address clone

LINKSYS by Cisco

Access
Restrictions

Setup Wireless Security

DDNS | MAC Address Clone |

Wireless-N Broadband Router

Firmware Version: v2.0.02

WRT160Nv2

Applications &

Gaming Status

Administration

MAC Address Clone
€ Enabled  Disabled

MAC Address: 0g :|22 :ISB 3
Clone My PC's MAC

atluet] e
CISCO.

Hinh 7.4 : Thiét 1ap Mac Adress clone

% Advanced Routing

LINKSYS by Cisco

Access
Restrictions

Setup Wireless Security

Wireless-N Broadband Router

Applications &

Firmware Version: v2.0.02

WRT160Nv2

Administration Status

Gaming

Advanced Routing

Advanced Routing
NAT

Hynamic Routing {RIE) € Enabled @ Disabled

|1:) vl DeleteThisEntryl

Static Routing Route Entries:

Enter Route Name: I

Destination LAN IP: IO 3 IO .|0 ¢ |0
Subnet Mask: |o o Jo o
Gateway: |o o Jo o
Interface: m

Show Routing Table |

Save Settings

Cancel Changes

vifean]n
CISCO.

Hinh 7.5 : Thiét 1ap Advance Routing
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7.1.3.2. Phan Wireless

X/

< Basic Wireless setting : Thiét 1ap SSID tng véi hé thong mang
khong day bén khu Giang duong la HPU con khu Khac san sinh
vién 1a KSSV & ché d6 quang ba.

LINKSYS by Cisco

Firmware Version: v2.0.02

Wireless-N Broadband Router| WRT160Nv2

- % 5 Access Applications & S 5
Wireless Setup Wireless Security Bk it G Administration Status

Basic Wireless

Settings '

Basic Wireless Settings

Wireless Configuration: @ manual © Wi-Fi Protected Setup

Network Mode: I Mixed ¥ I
Network Name (SSID}: IHPU-H OTSPOT

Radio Band: | standard - 20MHz Channel x|
Wide Channel: |3 'I

w

Standard Channel: -2452GHZ =

S3ID Broadcast: @ Enabled ¢ Disabled

e
CISCO.

Save Settings Cancel Changes

Hinh 7.6 Thiét 1ap Basic Wireless Settings

X/

s Wireless Security

LINKSYS by Cisco

Firmware Version; v2.0.02

Wireless-N Broadband Router  WRT160Nv2

- A z Access Applications & e %
ereIeSS Wireless Security Rostrictions Caning Administration Status

Wireless
Security

Wireless Security

Security Mode:
fwep
| WPA Personal
VWPAZ Persenal
| WPA Enterprise
| WPAZ Enterprise
A <
RADIUS .llhlll-

Save Settings Cancel Changes c ' s C o =

Hinh 7.7 : Thiét 1ap Wireless security
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Tai thiét 1ap Wireless Security ta c6 thiét 1ap véi nhiéu tiy chon bao
mat hé théng nhu WEP;WPA Personal; WPA2 Personal; WPA Enterprise;
WPAZ2 Enterprise va RADIUS.

s WEP(Wired Equivalent Privacy) :

WEP str dung mot khod ma hoa khong thay doi c6 do dai 64 bit hoic
128 bit, (nhung trir di 24 bit sir dung cho vector khéi tao khod ma hod, nén
d6 dai khoa chi con 40 bit hodc 104 bit) duoc sir dung dé xac thuc cac thiét
bi duoc phép truy cdp vao trong mang, va ciing dugc sit dung dé ma hoa
truyén dir liéu.V6i nhitng mang WLAN quy md 16n c6 thé sir dung WEP
nhu mot phuong phap bao mat can ban nhung nhung cac nha quan tri mang
nén nam bat duoc nhimg diém yéu cua WEP va céch khac phuc ching
nhung c&c nha quan tri mang nén nam bat duoc nhimg diém yéu caa WEP
va céch khic phuc ching.

LINKSYS by Cisco

Firmware Version: v2.0.02

Wireless-N Broadband Router WRT160Nv2

= = 3 Access Applications & = 2
W| re]ess Wireless Security N AR Gaming Administration Status

Wireless I Wireless MAC I
Security Fitter

Wireless Security

Security Mode: WEP v
Encryption: E%O / 84-bit (10 hex digits) LI
3 | 40 / 64-bit (10 hex digits)
Passphrase: =7 Generate
§ 104/ 123-bit (28 hex digits) _Generste |

Key 1:

Key 2:

Key 2

Key &

I
I
I
I
TX Key: I_I_lI

dfean]n
Save Settings Cancel Changes c l s c o

Hinh 7.8 : Thiét 1ap WEP Security
< WPA (Wi-Fi Protected Access)
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WPA ciing st dung thuat toan RC4 nhu WEP, nhung mi hoa day du
128 bit, mot dic diém khac 1a WPA thay d6i khoa cho mdi g6i tin. Cac cong
cu thu thap cac goi tin dé pha khoa ma hoa déu khong thé thuc hién dugc véi
WPA, boi WPA thay d6i khoa lién tuc nén hacker khong bao gio thu thap du
dir liéu mau dé tim ra mat khau. WPA sir dung ham thay d6i khoa TKIP
(Temporal Key Integrity Protocol) va khong yéu ciu nang cip phan
ctmg. WPA c6 san 2 lua chon: WPA Personal va WPA Enterprise.

WPA Personal thich hgp cho gia dinh va mang van phong nho,khoa

khéi tao s€ dugce st dung tai cac diém truy cap va thiét bi may tram:

LINKSYS by Cisco

Firmware Version: v2.0.02

Wireless-N Broadband Router  WRT160Nv2

= = ) Access Applications & = 3
ereleSS Wireless Security Restrictions Canibng Administration Status

Wireless Wireless MAC

Security I Filter !

Wireless Security

Security Mode: VWPA Personal v

Passphrase: |

Key Renewal: |3600 seconds

llllllllu
CISCO.

Save Settings Cancel Changes

Hinh 7.9 : Thiét 1ap WPA Personal Security

WPA Enterprise 1a thiét 1ap cho doanh nghiép can mot may chu xac
thie va 802.1x dé cung cap cac khoa khdi tao cho mdi phién lam viée. Ki
thuat TKIP ctia WPA chi 1a giai phap tam thoi , chua cung cap mot phuong
thirc bdao mat cao nhat. WPA chi thich hop véi nhiing cong ty ma khong
khong truyén dir liéu "mat" vé nhitng thuong mai, hay cac thong tin nhay

cam...

Vii Ptc Thing — DT 901 - 87 - Trudong Pai Hoc Dan Lap Hai Phong



Bao mat mang khongday

LINKSYS by Cisco

Firmware Version: v2.0.02

Wireless-N Broadband Router WRT160Nv2

- = 3 Access Applications & 5 2
W| re Ie SS Wireless Security Restrictions Gaming Administration Status

Wireless
Security

Wireless Security

Security Mode: I WPA Enterprise vl

RADIUS Server: |0 i Iﬁ .]0 3 IU
RADIUS Port: [z
Shared Secret: I
Key Renewal: 3500 seconds
dtfan]n
Save Settings Cancel Changes c ' s c o -

Hinh 7.10 : Thiét 1ap WPA Enterprise Security
% WPA2:

Mot giai phap vé 1au dai 1a sir dung 802.11i, duoc chirng nhan boi Wi-
Fi Alliance. Chuan nay su dung thudt toan ma hoa manh mé va duoc goi la
Chuan mi hoa nang cao AES (Advanced Encryption Standard). AES sir
dung thuat toan ma hoa ddi xtimg theo khdi Rijndael, str dung khdi ma hoa
128 bit, va 192 bit hodc 256 bit. AES dugc xem nhu la bao mat tot hon rét
nhiéu so voi WEP 128 bit hodc 168 bit DES (Digital Encryption Standard).
Pé dam bao vé mat hiéu ning, qua trinh ma hoa can dugc thuc hién trong
cac thiét bi phan cimg nhu tich hop vao chip do d6 gip nhiéu van dé vé
khong twong thich cua thiét bi. Tuong tmg vdi WPA thi WPA2 ciing ¢6 2 lua
chon 12 WPA2 Personal va WPA2 Enterprise cho ngudi dung va doanh
nghiép.
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LINKSYS by Cisco

Firmware Version: v2.0.02

Wireless-N Broadband Router WRT160Nv2

= = 3 Access Applications & 0 2
Wireless Wireless Security Restrictions Gaming Administration Status

Wireless
Security

Wireless Security

Security Mode: I VWPAZ Persenal vl

Encryption: TKPorAES [y
|AES

Passphrase: LAES

Key Renewal: 3500 seconds

Save Settings Cancel Changes c I sco
Hinh 7.11 : Thiét laAp WPA2 Security
% RADIUS

Wireless-N Broadband Router WRT160Nv2

e - < Access Applications & 22 5
Wireless Wireless Security Rostrictions Gaming Administration Status

Wireless C
Security

Wireless Security
Security Mode: | RADIUS VI

RADIUS Server: fo Jo o Jo

RADIUS Port: |1312

Shared Secret: |

Encryption: [ 40 64-bit (10 hex digits) |
: 40 / 64-bit (10 hex digits)
Passph 5 . G t
s bl 104 / 128-bt (26 hex digts) _Generate |

Key 1:

Key 2:

Key 3:

Key <

I
I
|
I
TX Key: m

afran]n
CISCO.

Save Settings Cancel Changes

Hinh 7.12 : Thiét lap Radius Security
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RADIUS 1a chuan khéng chinh thac trong hé thdng ching thuc
ngudi st dung. Viéc quan tri mot Radius server c6 thé rat don gian
nhung citng c6 thé rat phtc tap, phu thuéc vao yéu cau can thyc hién.

% Wireless MAC filter (Loc MAC)

LINKSYS by Cisco

Firmware Version: v2.0.02

Wireless-N Broadband Router  WRT160Nv2

S " Access Applications & S =
W| reless Wireless Security Restrictions Gaming Administration Status

Wireless MAC

| Filter

Wireless MAC Filter

lenabled O Disabled

© Prevent PCs listed below from accessing the wireless netwerk.
€ permit PCs listed below to access the wireless network.

Wireless Client List

MAC 01: |00:00:00:00:00:00 MAC 26: |00:00:00:00:00:00
MAC 02: |00:00:00:00:00:00 MAC 27: |00:00:00:00:00:00
MAC 03: |00:00:00:00:00:00 MAC 28: |00:00:00:00:00:00
MAC 04: |00:00:00:00:00:00 MAC 29: 100:00:00:00:00:00
MAC 0S: |00:00:00:00:00:00 MAC 30: |00:00:00:00:00:00
MAC 06: |00:00:00:00:00:00 MAC 31: |00:00:00:00:00:00
MAC 07: |00:00:00:00:00:00 MAC 32: |00:00:00:00:00:00
MAC 08: |00:00:00:00:00:00 MAC 33: |00:00:00:00:00:00
MAC 0S: |00:00:00:00:00:00 MAC 34: |00:00:00:00:00:00
MAC 10: |00:00:00:00:00:00 MAC 35: ]00:00:00:00:00:00
MAC 11: |00:00:00:00:00:00 MAC 36: |00:00:00:00:00:00
MAC 12: |00:00:00:00:00:00 MAC 37: 100:00:00:00:00:00

Hinh 7.13 : Thiét lap Wireless MAC Filter
Thiét bi hd tro thiét 1ap tdi da 1a 50 dja chi MAC véi 2 tiy chon 13

“Prevent PCs listed below from accessing the Wireless network™ va “ Permit
PCs listed below to access the Wireless network™.

Vi tuy chon “Prevent PCs listed below from accessing the Wireless
network™ thi hé théng s& tién hanh kiém tra dia chi MAC cua nhiing thiét bi
bat hop phap va dua chiing vao danh sach (Wireless Cilent Lit) véi toi da 50
dia chi MAC khac nhau. Nhitng thiét bi c6 dia chi MAC nam ngoai danh
s&ch nay co thé truy cap vao mang 1 cach binh thuong, diéu nay s& ciing c6

nghia la khong gidi han nhiing ngudi dung hop phéap. Trong khi do, véi tuy
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chon “Permit PCs listed below to access the Wireless network” thi hé thong
s& chi cho phép tdi da 50 thiét bi hop phéap truy cip vao mang con ngoai ra
nhimng thiét bi khac s& bi coi 1 bit hop phéap. Viéc nay giup gi6i han nguoi
dung,thiét bi thi hd tro tdi da 1a 50 thiét bi hop phap tuy nhién hé thong s&
hoat dong tot nhat v4i nho hon hodc bang 30 thiét bi.

V&i nhitng mang gia dinh hoac nhitng mang trong van phong nho, noi
ma c6 mot sé luong nhd cac tram khéach, thi viéc ding bo loc MAC Ia
mot giai phap bao mat hiéu qua con viéc 1ap trinh cac dia chi MAC cua
cac Client trong mang WLAN vao cac AP trén mot mang rong thi khdng
thuc té.

7.1.3.3. Thiét 1ap Security Firewall ciia thiét bi

LINKSYS by Cisco

Firmware Version: v2.0.02
Wireless-N Broadband Router WRT160Nv2

Securi > ' Access Applications & Zs d
ty Setup Wireless Security Restrictions Gaming Administration Status

Firewall | VPN Passthrough

Firewall

|

SPI Firewall Protection: @ Enabled ¢ Disabled

Internet Filter

2 Fiter Anenymous Internet Requests
M Fiter utticast

' Fiter Internet NAT Redirection

Web Filter
O Proxy [T Jjava T activex T cookies

alia]n
CISCO.

Save Settings Cancel Changes

Hinh 7.14 : Thiét 1ap Firewall

Véi thiét 1ap SPI Firewall Protection & ché do Enabled va tick vao cac
tuy chon( Filter Anonymous Internet Requests; Filter Muticast; Filter
Internet NAT Redirection; Filter IDEN (Port13)) & phan Internet Filter thi

s€ gitp bdo mat cac thong tin cua nhitng nguoi dung tranh khong cho nguoi
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dung khong mong mudn c¢6 thé nhin thay cac dir liéu ma nguoi dung khac da
hoic dang chia sé. Tuy nhién voi thiét 1ap nay s& khién cho hiéu ning cua
thiét bi cling nhu hi¢u suét ctia vung hé théng mang tai thiét bi do giam di
khoang 30 % va gay kho khan cho quan tri vién trong viéc thyc hién cong
viéc theo ddi giam sat hoat dong cua thiét bi tir phong mang may tinh(noi
dit hé thong may cha).
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Chuong 8

VAN PE BAO MAT HE THONG MANG KHONG DAY TAI
TRUONG PAI HQOC DAN LAP HAI PHONG

Khi d3 thiét 1ap hé théng mang thi diéu quan tdm th@ nhi sau viée cai
dat hoat dong chinh Ia van dé dau dau 1am sao dé dé bao mat dugc hé théng
truéc nhitng nguy co bi tin cong dan t6i viée truy cap trai phép, mat thong
tin quan trong, hé thong bi thay d6i, mat quyén diéu khién gay ra nhiéu thiét
hai.

Hién tai hé théng mang khong day tai truong Pai Hoc Dan Lap Hai
Phong chua thiét 1ap va trién khai hoat dong bao mat, cac phuong an bao
mat van dang dugc nghién ciru nham dua ra bién phap bao mat an toan, hi¢u

qua va phu hop nhat.

Viéc bao mat hé thong 1a rat can thiét, khi da xac dinh duoc van dé
bao mat thi phai tién hanh nghién ctru tim hiéu dé dua ra mot giai phap bao
mat phu hop nhat. Trong pham vi dé tai ndy em xin dé cap dén hai giai phap
bao mét cho hé thong mang khong day, mdi phuong an déu co nhimg uu

nhugc diém riéng.

Mot diéu can ghi nhé 1a chung ta can phai ddi dién véi 2 van dé: xac
thue va bao mat thong tin. Xac thuc nham dam bao chac chan nguoi st dung
hop phéap c6 thé truy cap vao mang. Bao mat giir cho truyén dit liéu an toan

va khong bi 13y trom trén duong truyén.
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8.1.VE MAT THIET BI HO TRQ

Hé théng mang khong day tai truong Pai hoc Dan Lap Hai Phong
dugc xay dung su dung hau hét 1a céac thiét bj Wireless Router Linksys cua

cisco do doé déu ho tro hau hét cac giai phap bao mat tir co s& tdi nang cao.

Céc tin hi¢u khong day dugc bao vé€ nho ky thuat ma hoa bao mat
khong day va bao vé mang tranh dugc cac tin cong tir ngoai Internet dua
vao tinh ning tudng lira SPI t6t hon han so véi NAT .Wi-fi Protected Setup
1a chudn an ninh danh cho laptop ctia mot router Wi-Fi,Dé két ndi qua hé
thong WPS, ngudi dung phai c6 mat khau. Dé bao vé tinh riéng tu cua dir
lieu, WRT110 hd trg cac cong nghé ma hod bao mat nhu WEP va
WPA WPA2 c6 kha ning ma hoa tit ca cac duong truyén khong day nho
sttc manh ciia ky thuat ma hoa 256-bits. Cong nghé loc cac két néi Wi-Fi
bang dia chi MAC, ciing gitip ban ¢ thé cho phép cac ddi twong nio co thé
truy nhap vao mang khong ddy ctia minh hay khong.Bén canh do thiét bi
cling gitp nang cao tinh bao mat voi phuong phap chimg thuc 802.1x bang
may chu RADIUS.

8.2.CAC GIAI PHAP CO THE TRIEN KHAI

Hé théng mang khong day tai truong Pai hoc Dan Lap Hai Phong 1a 1
hé théng qui mé 16n do d6 cac giai phap bao mat co s dugc hd trg boi cac

thiét bi 12 khong du dap tng cac yéu cau vé bao mat.

Trong khi WEP 1a giai phap bao mat qua toi khi dwa ca xac thuc
nguoi dung va dam bao an toan dir liéu vao cung mot phuong thirc khong an
toan, khod ma hodWEP c6 thé dé& dang bi bé giy thi VPN Fix chi 1a giai
phap tinh thé chtr khong phai 1a su két hop véi WLAN,giai phap nay can luu
lwong VPN 16n hon cho tuong ltra va can phai tao cac thu tuc khéi tao cho
timg ngudi st dung. Cac phuong phap kiém soat truy cdp nhu an SSID,
khong cung cdp DHCP déu co thé vuot qua dugce dé dang, MAC filtering thi
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khong hiéu qua vi MAC c6 thé dé dang bi thay doi, s6 luong MAC c6 thé
thiét 1ap nho ddi véi thiét bi.

Vé6i 1 hé thong mang khong day c¢6 qui moé 16n nhu hé thong mang
khéng day tai trudng Pai hoc Dan Lap Hai Phong vé co ban 1a c¢o 2 giai
phéap bao mat 1a phuong phap bao mat bing mi hod WPA va phuong phap
xéc thue bang RADIUS Sever.

8.2.1 Phwong phap bao mét bang ma hoa WPA

WPA (Wi-Fi Protected Access) va nang cao hon 1a WPA2 déu c6 san
2 lua chon: WPA Personal va WPA Enterprise. Ca 2 lya chon nay déu str
dung giao thtrc TKIP, va su khac biét chi 1a khoa khaoi tao ma hoa lac dau.
WPA Personal thich hgp cho gia dinh va mang van phong nho, khoa khoi
tao s€ dugc sir dung tai cac diém truy cap va thiét bi may tram. Trong khi do,
WPA cho doanh nghiép can mdt may chu xac thuc va 802.1x dé cung cap
cac khoa khdi tao cho mdi phién lam viéc.

< Uu diém :

- WPA mi khoéa dai hon,day du 128 bits so voi 64 bit cia WEP con
WPA2 st dung phuong phap ma hoa manh hon AES(Advanced Encryption
Standard) vai do dai khoa 256 bits.

- Sir dung ham thay d6i khoa TKIP (Temporal Key Integrity
Protocol) gitip thay doi khoa cho mdi géi tin giup chdng lai viéc do tim khoa
do d6 nang cao d§ bao mat.

- WPA khéng yéu cau nang cip phan cing.

< Nhuwoc diém :

- Khoa WPA ciing c6 thé bé dugc

- Quan 1i khoa khé khan do yéu t6 con ngudi, kho khin trong viée
gilt bi mat khod nay do nhitng nguoi stir dung co thé néi cho nhau hodc bj 10

do vo6 tinh ghi khoa ra dau do.
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- qué trinh m& hoa AES can duogc thuc hién trong cac thiét bi phan
ctg nhu tich hop vao chip do d6 gy kho khin vé mit twong thich thiét bi.

- Khéng c6 kha ning cung cap cho mdi ngudi st dung mot mat khau
riéng.

WPA 1a 1 giai phap tét tuy nhién néu trién khai cho hé thong mang
khong day tai truong Pai hoc Dan Lap Hai Phong sé& phai lua chon giai phap
phan chia cho 1 nhém ngudi 1 user dung chung thay vi mdi nguoi 1 user do

s0 luong user qua 16n, bde 16 nhitng khé khan do yéu tét con nguoi.

Hé théng mang khéng day tai Truong DPai hoc Dan Lap Hai Phong
dugc xay dung voi muc dich huéng téi ddi twong ngudi dung 1a sinh vién 13
chu yéu do luong sinh vién chiém sé déng con luong can bd nhan vién chi
chiém 1 phan nho.Ngudi dung sinh vién 1a dbi twong ngudi dung khong cb
dinh trong mang khong day,c6 thé bat ngd tién hanh két ndi xac thuc véi sb
luong rat 16n vao 1 thoi diém bat ki. Dbi v6i ngudi dung ¢b dinh s luong
ngudi ding két ndi xac thuc t6i hé thdng ludén khong thay doi thi WPA to ra
1a 1 phuong phap bao mat tdt, c6 thé trién khai voi nhiéu wu diém.Tuy nhién
v6i hé thong mang khong day tai truonmg Dai hoc Dan Lap Hai Phong thi
WPA tré thanh khong kha thi.

8.2.2 Phwong phap bao mat sit dung RADIUS Sever cho qua

trinh xac thuc

V6i kha ning hd tro xac thuc cho ca chuan khong diy 802.1X,
RADIUS(Remote Authentication Dial—in User Service) hay la AAA sever
bao gbém viéc xac thuc(Authentication), cip quyén (Authorization) va tinh
cudc (Accounting) 13 giai phap khong thé thiéu cho cac hé théng mang 16n
mudn quan 1y tap trung va ting cudng tinh bao mat cho hé thong.

Vi co s tap trung - Giai phap st dung RADIUS cho mang WLAN
1a rat quan trong bdi néu mot hé thong mang c6 rat nhiéu Access Point viée

ciu hinh dé bao mat hé thong nay 1a rat kho néu quan 1y riéng biét, ngudi
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dung c6 thé xac thuc tir nhidu Access Point khac nhau va diéu d6 1a khong
bao mat.Khi st dung RADIUS cho WLAN mang lai kha nang ti¢én loi rat
cao, xac thuc cho toan by hé théng nhiéu Access Point,cung cép cac giai

phap thong minh hon.

Vi¢c ching thuc cia 802.1x dugc thuc hién trén mot server riéng,
server nay s& quan 1y cac thong tin dé xac thuc ngudi st dung nhu tén ding
nhdp (username), mat khau (password), ma sb thé, du van tay, v.v... Khi
ngudi dung giri yéu cau chung thuc, server ndy s& tra ctru dit liéu dé xem

ngudi dung nay c6 hop 18 khong, duoc cip quyén truy cip dén murc nio.

Authenticator
. 'ﬂ* {Wireless Access Point)
Lo
-I":-M-[-.
e

Ethernet

Supplicant
{Client)

Authentication sarver
{RADIUS sarver)

Hinh 8.1: Co ché xac thwe ciia Radius sever

Qua trinh cac budc xac thuc cua Radius sever :
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Hinh 8.2 : qua trinh lién két xac thwe ngwoi dung béi radius sever
1. May tinh Client giri yéu cau két nbi dén AP.

2. AP thu thap cac yéu cau cta Client va giri dén RADIUS server.

3. RADIUS server giri dén Client yéu cau nhip user/password.

4. Client gui user/password dén RADIUS Server.

5. RADIUS server kiém tra user/password c6 dung khong, néu ding
thi RADIUS server s€ guri cho Client ma khoéa chung.

6. Dong thoi RADIUS server ciing giri cho AP ma khoa nay va dong
thoi thong bao véi AP vé quyén va pham vi dugc phép truy cap cta Client
nay.

7. Client va AP thuc hién trao d6i thong tin v&i nhau theo ma khoa
duoc cap.

pé nang cao tinh bao mat, RADIUS Server s€ tao ra cac khoa dung
chung khac nhau cho cadc may khéac nhau trong cac phién lam viéc (session)

khac nhau, tham chi 1a con c6 co ché thay d6i ma khoa d6 thuong xuyén
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theo dinh ky. Khai niém khéa dung chung luc nay khong phai dé chi viéc
dung chung cta cac may tinh Client ma dé chi viéc dung chung giita Client
va AP.

Vé6i mot hé théng mang khong day qui mé 16n st dung st dung chuan
802.1X thi Iua chon viéc trién khai RADIUS la hop ly.

8.2.3 Phwong thirc trién khai RADIUS sever

C6 2 phuong thirc chinh dé trién khai hé thong RADIUS sever cho hé
théng mang khong day :

8.2.3.1. Thiét 1ap RADIUS Sever trén may chii chay hé diéu hanh
stt dung phin mém ban quyén Windows Sever 2000/20003 ciia
Microsoft

Phuong thtc thtr nhat duoc dé cap téi 1a st dung Microsoft’s
RADIUS sever(use Microfoft’s RADIUS Sever): thiét 1ap trén 1 may chu
chay hé diéu hanh Microsoft Windows Server 2000/2003 véi viéc st dung
Microsoft’s Internet Authentication Service (I1AS). C6 rat nhiéu tai liéu noi
vé viéc trién khai IAS vi du nhu tai ligu vé "802.1X Port Authentication with

Microsoft Active Directory" ¢ thé tham khao tai :

http://www.foundrynet.com/pdf/wp-8021x-authentication-active-
directory.pdf.

IAS can thiét cdc nha quan tri hay cdc user phai lam viéc trén moi
truong Windows. Va néd ciing 13 mot trong nhimg tinh ning cao cip cua

Microsoft Wireless Provisioning Service.

M6 hinh xay dung :
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DOMAIN CONTROLLER
VIETCHUYEN.ORG
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WAN 203.162.1.111

LAN 728888 'TMOERVER A

Vpn client
203.162.1.189

s
L]
S

RADIUS SERVER
172,68.1.1

Hinh 8.3 : Mo hinh RADIUS Sever

Pé thiét 1ap hé thong RADIUS Sever can t6i thiéu 1a 1 sever cho
RADIUS va can 1 Sever cho AD hay c6 thé goi 1a DC(Domain Controller).

Khi 1 may tram két n6i vao Wireless Router dé truyén thong duoc
v6i nhitng mdy tinh khac thi khi d6 hé théng s& yéu cau RADIUS Sever

ching thyc thong tin vé ngudi ding diang nhap.Néu nguoi ding ding nhép

hop 1¢ thi hé thong s& cho phép két ndi vao.

Cac budc can thuc hién :

Bude 1 : Cai dat Windows Sever 2003 va nang cép 1én thanh

AD(1a mot hé thong quan 1y phan quyén cac user theo domain mot cach tap

trung va thong nhat)

Budc 2 : Cai dat CA(Certification Authority)

Budc 3 : Cai dit cau hinh IAS Sever

Buodc 4 : Tao cac tai khoan nguoi dung.

Budc 5 : Cau hinh AccessPoint sir dung RADIUS Sever.

Budc 6 : CAu hinh tai may tram.

Budc 7 : Tién hanh kiém tra.
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8.2.3.2. Thiét 1ap RADIUS Sever trén may chii chay hé diéu hanh

stt dung phan mém ma nguon mé

Mot phuong thirc khac dé thiét 1ap RADIUS Sever cho hé thong mang
khéng day cua ta 13 str dung st dung giai phap phin mém ma ngudn mé néu
khong c6 mot phién ban Windows(Install an Open Source RADIUS
Server).Co thé tham khéo tai: http://www.freeradius.org véi kha ning hd tro
cho chuan 802.1X cac may chu chay hé diéu hanh mi nguén mé nhu Linux,
Free or OpenBSD, OSF/Unix, hodc Solaris déu c6 thé st dung lam RADIUS
Server.

M6 hinh xay dung :
(E < ;
€ 192.168.1.11 :
CA_ Server R
FreeRadius Server
192.168.1.15

Hinh 8.4 : M6 hinh xay dung FreeRadius

Pé thiét 1ap hé thong RADIUS Sever chi can 1 sever FreeRadius
Sever duy nhat. Dé thiét 1ap hé théng RADIUS Sever ciing can tién hanh céac
budc nhu sau :

- Budc 1 : Cai dat cac phan mém (Software installation).

- Budc 2 : Khoi tao 1 CA Sever(Create CA).

- Budc 3 : Tién hanh chay RADIUS Sever (Running Radius Server).

- Budc 4 : Cau hinh AccessPoint st dung RADIUS Sever(Access
point setup).

- Budc 5 : C4u hinh tai may tram (CA sever).

- Budc 6 : Ching thuc truy nhap cho nguoi dung(khach)(import
Certificate to client).

- Budc 7 :Cau hinh CBs(CBs configuration).
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- Budc 8 : Kiém tra két qua (Result).

8.2.3.3. Twong quan so sanh giita 2 phwong thirc thiét lap
RADIUS Sever

Véi viée sir dung phuong thirc thiét 1ap RADIUS Sever biang Use
Microsoft's RADIUS Server sé& gitp cho viéc cai dat, thiét 1ap hé thong dé
dang hon vé6i nén giao thirc d6 hoa va ngudn tai liéu phong phu trong khi d6
phuong thic thiét 14p sir dung giai phap phan mém ma nguén mo s& dan toi
nhiéu khé khin cho nha quan tri mang khi ngén tai liéu it 6i va phai thuc

hién chu yéu trén nén giao thic cau Iénh.

Tuy nhién viéc s dung phuong thirc Use Microsoft's RADIUS
Server sé phai tiéu ton 1 khoan kinh phi dé mua ban quén cic phan mém cta
Microsoft con phuong thic st dung ma nguén mé thi lai hoan toan mién
phi. Nhung véi viée sir dung cdc phan mém ban quyén s& dem lai su yén tAm
hon, d& dang ndm bat, phong tranh va khic phuc duogc cac rii ro boi nhiing

1561 hé théng phat sinh.

Véi khuyén cdo trong viée trién khai thiét 1ap RADIUS sever
bang phuong thirc st dung Windows Sever ctia Microsoft s& dap tmg duoc
tir 400 t&i 500 nguoi dung thi nén thiét 1ap 1 RADIUS Sever do d6 véi sd
luong 8000 sinh vién va can bo nhéan vién trong trudng wéc tinh can lap
dit khoang 10 RADIUS Sever. Con véi viée st dung mi ngudn mo thi
khong c6 khuyén céo vé sé lugng ngudi dung trén 1 Sever RADIUS, trong
khi thuc nghiém co6 thé cho t&i 1000 nguoi tién hanh x4 thuc trén 1
RADIUS Sever thi v6i viée thiét 1ap theo ma ngudn ma,sd lugng sé& chi 1a
5 RADIUS Sever.

8.2.3.4. Giai phap khac va phwong an dé xuat

Ngoai 2 phuong thire thiét 1ap RADIUS Sever ké trén trong trudng
hop phai sir dung mot giai phap chuyén nghiép can hd trg day du toan bo cac

tinh nang cling nhu kha nang an toan, va d on dinh ta c6 thé mua mdot
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Commercial RADIUS Server cac nha san xuat khac, v6i tinh nang hd tro
802.1X va la mot RADIUS Server chuyén nghiép nhu :

Aradial WiFi : http://www.aradial.com

Bridgewater Wi-Fi AAA : http://www.bridgewatersystems.com
Cisco Secure Access Control Server : http://www.cisco.com
Funk Odyssey : http://www.funk.com/

Hoic 1 s6 nha cung cap khac, Commercial RADIUS Servers c6 gia ca
tuy vao kha niang cua san pham. RADIUS server ciing c6 thé bao gom ca gia
ctia phan cimg/phan mém phu thudc nhiéu vao nha cung cap phan mém hay

cac dai 1y cua cac hang khac nhau.

Phuong thire thiét 14p RADIUS sever sir dung phidn mém mé ngudn
mé s& tiéu ton chi phi it hon so voi phuong thire thiét 1ap sir dung phan mém
ban quyén ctia Microsoft do phdn mém sir dung 13 mién phi khong phai tén
chi phi dé mua.Thém vao d6 chi phi ciing giam do phin mém m4 ngudén mé
khong co khuyén céo vé sb luong ngudi ding xac thuc trén 1 Radius sever
nén tiéu tén it may chit RADIUS sever hon.Phuong thirc str dung phan mém
mé ngudn mé 1a phuong 4n thich hop trong diéu kién kinh phi eo hep hoic
mudn tiét kiém chi phi.tuy nhién st dung phan mém ma ngudn mé thi s& gip

kho khin trong qua trinh thiét 1ap va viéc xt 1i 16i hé thong.

Boi vAy v6i hé thdng trang thiét bi sén c6 dép Gmg dugc cac yéu cau
vé mat ki thuat em xin d& xuit xtr dung phuong an xay dung hé théng
RADIUS Sever bang phan mém ban quyén ciia Microsoft. Nhu vay sé& giup
cho viéc thiét bao méat cho hé théng mang khong day tai truong Pai Hoc
Dan Lap Hai Phong tré nén nhanh chéng va d& dang hon.Diéu d6 s& mang
lai 1 gidi phap bao mat that su, dam bao o1 ich t8i da cua nguoi dung qua do
s& gép phan phat trién hé thong mang khong diy hoan thién hon tao ra 1 méi
truong hoc tap than thién véi sinh vién cling nhu méi trudng 1am viée tot dbi

vOi cac can bd nhan vién trong trudng.
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DANH MUC CAC THUAT NGU VIET TAT

Authentication,

Xéc thuc, cap quyén,tinh cudce

e Authorization, Accountting
ACK Acknowlegment Ban tin bao nhan
ADSL Asymmetric Digital Puong diy thué bao s bat doi
Subscriber Line xung
ASK Amplitude shift keying Khoa dich bién do
AP Access Point Diém truy cap
BPSK, Binary phase-shift keying Khoa dich pha
CTS Clear To Send Tin hiéu(bdo) sin sang dé
truyén
CCK Complementary Code Khoa mi bd sung.
Keying
CPE Customer Premises Thiét bi khach
Equipment
CDMA Code Divison Multiple Da truy nhap phan chia ma
Access
DHCP Dynamic Host Giao thirc cau hinh host dong.
Configuration Protocol
DSSS Direct Sequence Spread Trai phd chudi truc tiép.
Spectrum
DES Data Encryption Standard Chuén m4 hoa dit liéu
EAP Extensible Authentication

Protocol

Giao thure chiing thuc mé rong
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Panh tin hiéu dich tan s6

FSK Frequency Shift keying
FDD Frequency Division Ddn kénh bang chia tan sb
Duplexing
FDMA Frequency-division multiple | Pa truy cap phan chia tan s6
access
FHSS Frequency Hopping Spread Trai phd nhay tan
Spectrum
FTP File Transfer Protocol Giao thirc truyén tap tin
FIPS Federal Information Chuéan xt 1i dir liéu lién bang
Processing Standards (M39)
FCC Federal Communications | Ho dong truyén thong lién bang
Commission
IP Internet protocol Mbt giao thic dugc st dung dé
gt dir liéu qua mot mang
ISP Internet Service Provider Nha cung cép dich vu Internet
ICV initial chaining value Gia trj lién két ban dau
\Y; Initialization Vector Vector khoi dau
ISM Industrial ScientificMedical | Day tin sb cong nghiép, khoa
hoc vay té.
IEEE Institute of Electrical and Vién k¥ thuat va dién tu.
Electronics Engineer
LAN Local area network Mang cuc bd
MAN Metropolitant Area Mang khu vure d6 thi
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Network:
MAC Medium Access Control: Piéu khién truy cép truyén
thong
NIST National Institute of vién tiéu chudn va cong nghé
Standards and Technology quéc gia (Hoa ky)
QoS quality of service Chat luong dich vu
PCMCIA Personal Computer Hiép hoi PCMCIA
Memory Card International
Association
POP3 Post Office Protocol 3 Giao thuc 1am viée 3
QPSK quaternary phase shift Danh tin hi¢u dich pha mot
keying phan tu
PSK phase shift keying K3 thuat khoa chuyén pha
PC Personal Computer May tinh c& nhan
PDA Personal Digital Assistant | May tro gitip ca nhan dung k¥
thuat sb.
OFDM Orthogonal frequency Hop kénh phan chia tane s6
division multiplexing
TKIP Temporal Key Integrity
SMTP Simple Mail Transfer Giao Thirc Chuyén Thu Pién
Protocol Tk Bon Gian
SDSL Simultaneous digital Puong day thué bao sé dong
subscriber line thoi
RADIUS | Remote Authentication Dial | Dich vu nguoi dung quay s

In User Service

ching thyc tir xa.
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SSID Subsystem identification Su nhén biét hé thong con
TDD Time Division Su phan chia thoi gian
TDMA Time Division Multiple | Pa truy cap phén chia thoi gian
Access
VPN Virtual Private Network Mang riéng 40
WDMZ Wireless DeMilitarized | Don kénh phén budc song trong
Zone

mang cuc bo (LAN)

WPA Wi-Fi Protected Access Su bao vé mang khong day
WEP WIRED EQUIVALENT
PRIVACY
Wi-Fi Wireless fidelity Mot cai tén duogc goi thay thé
cho mang khong day.
WLAN Wireless local area network Mang khong day cuc bd
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KET LUAN

Ngay nay mang khong day da trd nén khong con xa la gi trong cudc
soéng,tai nhitng thanh phd 16n cta nuée ta ¢ thé d& dang nhan biét duoc cac
hé thong mang khong day tai gia dinh, van phong,cong sé hay tai cac dia
diém cong cong nhu quan café, bénh vién, truong dai hoc, cac thiét bi cam
tay thi ngdy cang hd trg nhiéu hon tinh ning truy cip mang khong day, cip
nhap nhiing cong nghé méi nhat.Song song véi viéc nghién ciru phat trién
ha tang thiét bi mang khong day thi van dé bao mat cho hé théng ciing dic
biét duge uu tién. Viée nghién ctru van ludén duoc quan tam nham tim kiém
nhing giai phap bao mat tét hon, hoan thién nira.

Sau 1 thoi gian tim toi va nghién ctu tai kiéu cong véi su hudng dan
chi bao tan tinh cia thay gido ThS Tran Hiru Trung em di hoan thanh db
an.Qua viéc thuc hién D6 An da giiup em hiéu thém dugc vé hé théng mang
khong day vé mang khong day,tir cai nhin bao quét nhitng vu diém cta
né,tmg dung trong cude séng cho t6i viée xay dung 1 hé thdng hoan chinh
va tAm quan trong va can thiét cta van dé bao mat.

Do nhiing han ché vé mat kién thirc, tai 1iéu va kha nang cua ban than
nén do an khong tranh khoi nhiéu thiéu sot,em rat mong duoc su déng gop
ctia cac thay c6 va céc ban dé hoan thién hon d6 an nay.

Em xin chan thanh cam on Thay gido ThS Tran Hiru Trung d3 tin

tinh chi bao giup em hoan thanh kho4 luan nay.
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LOI CAM ON

Trude hét em xin chan thanh giri 101 cdm on va long biét on siu sic
t6i Thay giao Th.S Tran Hiru Trung di truc tiép hudng din, chi bao tan

tinh trong subt qué trinh em lam d 4n.

Em xin chan thanh cam on céc thay gido trong Phong Quan tri mang
Truong Pai Hoc Dan Lap Hai Phong da giup do, tao diéu kién cho em dugc
tim hiéu thiét bi trong thoi gian lam dd 4n va chi bao tan tinh gitp em nim
bat duoc hoat dong cua chung.

Em ciing xin chan thanh cam on cac thay co gido trong Trudng Pai
Hoc Dan Lap Hai Phong dd hét long day bao chung em trong nhitng nim
hoc Pai Hoc, giup chiing em c¢6 nhitng kién thirc va kinh nghiém quy bau
trong chuyén mén va cudc sbéng, giup ching em budc nhiing bude di dau
tién trong hanh trang vao doi.

Cudi cting, em xin cam on nhitng nguoi than trong gia dinh va ban bé
da ludn giup d&, dong vién dé em c6 thé hoan thanh db 4n nay!

Hai Phong, thang 7 ndm 2009
Sinh vién

Vii Pt Théng
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