Bao mat trong VolP

LOI MO PAU

Nhu ta di thdy voi sy phat trién cia mang chuyén mach géi IP cing véi
sy hoi nhap manh mé vao nén kinh té cta khu vyc va thé gidi. Va mot trong
nhimg yéu t6 quan trong dé c6 thé cach tranh dugc d6 1a chi phi thap. Ciing vi
Iy do d6 ma VolIP dang tré thanh mot cong nghé rat phd bién voi chi phi thip
va cdu tric mém déo dap tmg dugc nhu ciu ctia ngudi sir dung. Tuy nhién, dé
thiét 1ap mot hé thong VolIP thi ngoai chét lugng dich vu (QoS) thi ciing can
phai tinh dén bao mat cho hé théng VolIP. Viéc tich hop cac dich vu thoai, dir
lidu, video,... trén cing mdt ha ting mang IP da mang dén nhiéu nguy co tiém
an vé bao mat. Khong chi do mang IP 1a mot mang cong cong, nguy co bi tan
cong rat 1én ma ban than cac giao thirc VoIP ciing ¢6 nhimg nguy co vé bao
mat.

Xuat phat tir nhiing y nghi trén ma em quyét dinh chon dé tai “Bdo Mt
Trong VolP”. Trong gi6i han dé tai, em chi tim hiéu vé 1y thuyét bao mat cho
hé thong VoIP. Noi dung cia dé tai bao gom tim hiéu vé kién tric va cac giao
thirc clia cac mang VoIP cuy thé, tir d6 phan tich nhiing 16 hong trong mang
VolIP va cac cong ngh¢ dé khic phuc cac 16 héng d6. No1 dung luan van duoc
chia thanh 3 chuong:

Chwong 1: Tong Quan Trong Mang \OIP
Chuwong 2: Cong Nghé Trong VoIP
Chuwong 3: Bdao Mt Trong VolP

Trong qué trinh nghién ciru dé tai ndy, do kién thic va kinh nghiém cia
em cOn han ché vi vay khong tranh dugc nhitng thiéu sot, rat mong dugc su

nhan xét va gop y cua Thay C6 cung ban bé.

Hai Phong, ngay thang nam 2010
Sinh vién
Tran Manh Tuyén
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Chuwong 1:

TONG QUAN TRONG MANG VoIP

1.1 Gi6i thiéu chung vé VoIP

VolIP (Voice over Internet Protocol) 1a cong nghé cho phép truyén
thoai str dung giao thirc mang IP, trén co s& ha tﬁng san ¢ ciia mang Internet.
VoIP 14 mét trong nhing cong nghé vién thong dang duoc quan tim nhat hién
nay khong chi d6i voi nha khai thac, cac nha san xuit ma con ca véi ngudi sir
dung dich vu.
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Hinh 1.1: Mo hinh truyén thoai qua IP

VoIP dua trén su két hop ctia mang chuyén mach kénh va chuyén mach
g6i 1a mang IP. Mdi loai mang c6 mot dic diém khac biét nhau. Trong mang
chuyén mach kénh mét kénh truyén dan danh riéng duoc thiét 1ap giira hai
thiét bi dau cudi thong qua mot hay nhiéu nit chuyén mach trung gian. Dong
thong tin truyén trén kénh nay 1a dong bit truyén lién tuc theo thoi gian. Bing
thong ctia kénh danh riéng dugc dam bao va cb dinh trong qua trinh lién lac
(64Kbps ddi véi mang dién thoai PSTN), va do tré thong tin 1a rat nho chi c&
thong thoi gian truyén thong tin trén kénh. Khac v6i mang chuyén mach kénh,

mang chuyén mach goi (Packet Switching Network) str dung hé thong luu trix
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rOi truyén trén cac nat mang. Thong tin dugc chia thanh cac goi, mdi goi dugce
thém céc thong tin diéu khién can thiét cho qua trinh truyén nhu 13 dia chi noi
gui, dia chi noi nhan... Céac goi thong tin dén cac nat mang dugc st 1y va luu
trir trong mat thoi gian nhét dinh r6i méi duge truyén dén cac nut tiép theo
sao cho viéc sir dung kénh cé hiéu qua nhat. Trong mang chuyén mach géi
khéng c6 kénh danh riéng nao duoc thiét 1ap, bang thong cua kénh logic giita
hai thiét bi dau cudi thuong khéng cb dinh, va do tré thong tin thudng 16n hon
mang chuyén mach goi rat nhiéu.

Nguyén tic VoIP gdm viéc sd hoa tin hiéu giong nodi, nén tin hiéu da sd
hoa, chia tin hiéu thanh cic goi va truyén nhiing goi s6 liéu nay trén nén IP.
Pén noi nhan, cac goi s6 liéu duoc ghép lai, giai mi ra tin hiéu analog dé
phuc hoi Am thanh.

VoIP cho phép thuc hién cudc goi dung may tinh qua mang dir li¢u nhu
internet. VolP chuyén ddi tin hiéu thoai tr dién thoai tuong tu analog vao tin
hiéu sb digital trudc khi truyén qua internet, sau d6 chuyén doi nguoc lai &
dau nhan. Khi tao mot cudc goi VoIP dung di¢n thoai v&1 mét bo diéu hop,
chung ta s& nghe Am moi goi, quay sb s& xay ra sau tién trinh nay. VoIP ciing
thé s& cho phép tao mot cudc goi truc tiép tir may tinh dung loai dién thoai
tuong img hay dung microphone.

VolIP cho phép tao cudc goi dudng dai qua mang dit liéu IP c6 san thay
vi dugc truyén qua mang PSTN (public switched telephone network). Ngay
nay nhiéu cong ty da thuc hién giai phap VoIP ciia ho dé giam chi phi cho
nhimg cudc goi duong dai giita nhiéu chi nhanh xa nhau.

Ap dung VoIP co thé khai thac tinh hiéu qua cua mang truyén s6 liéu,
khai thac tinh linh hoat trong phat trién cac img dung moi cua giao thic IP.
Tuy nhién dé thuc hién va ing dung va bao vé trong VoIP 1a phirc tap.

Pé goi dién qua VoIP, nguoi dung can c6 chuong trinh phan mém dién
thoai SIP hodc mot dién thoai VoIP dang phén cung. Co thé goi dién thoai
dén bat cir dau, cho bat ky ai d6i v6i ca sb dién thoai VoIP va nhimng ngudi

dung sb dién thoai binh thuong.


http://www.3cx.vn/voip-sip/voip-phones.php
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Hinh 1.2: M6 hinh chung ciia mét ké ndi VoIP
1.2 Cac dac tinh ctiia mang VolP
1.2.1. Uu diém

VolIP ra doi nham khai thac tinh hiéu qua cua cac mang truyén s6 liéu,
khai thac tinh linh hoat trong phat trién cac ing dung méi cua giao thtc IP va
n6 duoc ap dung trén mot mang toan cau 1a mang Internet. Cac tién bo cua
cong nghé da mang dén cho VoIP nhimng wu diém sau:

e Gidm chi phi cudc goi: Uu diém ndi bat cua dién thoai IP so véi dich
vu dién thoai hién tai 1a kha ning cung cap nhitng cudc goi dudng dai gid ré
v6i chat lugng chap nhin duoc. Néu dich vu dién thoai IP duoc trién khai thi
chi phi cho mdt cudc goi duong dai s€ chi tuong duong véi chi phi truy nhap
Internet. Nguy@n nhan dan dén chi phi thip nhu vay 1a do tin hiéu thoai dugc
truyén tai trong mang IP ¢6 kha ning st dung kénh hiéu qua cao. Pong thoi,
k¥ thuat nén thoai tién tién giam téc do bit tir 64Kbps xudng thap t6i 8Kbps
két hop véi toc do xtr Iy nhanh cia cac bd vi xtr Iy ngay nay cho phép viéc
truyén tiéng noi theo thoi gian thuc 1a co thé thuc hién duoc véi luong tai
nguyén biang thong thip hon nhiéu so voi ki thuat ci.

o Kha ndng mé réng: Néu nhu cac hé téng dai thuong 13 nhitng hé

thong kin, thi rat kho dé thém vao d6 nhiing tinh ning thi cac thiét bi trong
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mang Internet thuong cé kha nang thém vao nhirng tinh nang mai. Chinh tinh
mém déo d6 mang lai cho dich vu dién thoai IP kha ning mé rong dé dang
hon so véi dién thoai truyén thng.

o Khéng cdn théng tin diéu khién dé thiét ldp kénh truyén vit Iy: Goi
thong tin trong mang IP truyén dén dich ma khong can mot su thiét 1ap kénh
nao. Goi tin chi cin mang dia chi cta noi nhan cudi cing 14 thong tin d6 co
thé dén duoc dich. Do vay, viéc diéu khién cudc goi trong mang IP chi can
tap trung vao chic ning cudc goi ma khong can phai tip trung vao chiic ning
thiét 1ap kénh.

e Quan Iy bing théng: Trong dién thoai chuyén mach kénh, tai nguyén
bang thong cung cép cho mot cudc thoai 1a ¢d dinh (mdt kénh 64Kbps),
nhung trong dién thoai IP viéc phan chia tai nguyén cho cac cudc thoai linh
hoat hon nhiéu. Khi mét cudc lién lac dién ra, néu luu luong ciia mang thép
thi bang thong danh cho lién lac s& cho chét luong thoai tét nhét co thé, nhung
khi luu luong cia mang cao thi mang s& han ché bing thong cua timg cudc
goi & muc duy tri chét luong thoai chép nhan dugc nhim phuc vu cung lac
dugc nhiéu nguoi nhat. Piém nay ciing 1a mot yéu té 1am ting hiu qua sir
dung cta dién thoai IP.Viéc quan 1y bing thong mot cach tiét kiém nhu vay
cho phép ngudi ta nghi téi nhitng dich vu cao cép hon nhu dién thoai hoi
nghi, diéu ma véi cong nghé chuyén mach cii thi khéng thuc hién vi chi phi
qua cao.

e Nhiéu tinh nang dich vy: Tinh linh hoat cia mang IP cho phép tao ra
nhiéu tinh niang méi trong dich vu thoai nhu: Cho biét thong tin vé ngudi goi
té1 hay moét thué bao dién thoai IP co thé c6 nhiéu sb lién lac ma chi can mot
thiét bi dau cudi duy nhat.

o Kha ndang multimedia: Trong mdt cudc goi ngudi st dung cd thé vira
no6i chuyén vira str dung cac dich vu khac nhu truyén file, chia sé dir li€u, hay
xem hinh dnh cua ngudi n6i chuyén bén kia.

o Sir dung hiéu qud: Nhu d3 biét VoIP truyén thoai qua mang Internet
va st dung giao thirc IP, ngay nay IP 1a giao thirc mang dugc str dung rong rai
nhat va c6 rat nhiéu ung dung dang duoc khai thac trén co s& cac giao thic

ctia mang IP, VoIP c6 thé két hop str dung cac ing dung nay dé nang cao hiéu
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qua st dung mang. K¥ thuat VoIP duoc sir dung chu yéu két hop voi cac
mang may tinh do d6 co thé tin dung duoc su phat trién cua cong nghé thong
tin dé nang cao hi¢u qua su dung, cac phén mém sé& hd trg rat nhiéu cho viéc
khai théc cac dich vu ctia mang VoIP. Cong nghé thong tin cang phét trién thi
viéc khai thac cang c6 hi¢u qua, s€ xuat hién nhiéu dich vu méi hd tro nguoi s
dung trong moi linh vuec.

1.2.2 Nhuoc diém

Ky thudt phitc tap: Truyén tin hiéu theo thoi gian thuc trén mang
chuyén mach goi 1a rat kho thuc hién do mét goi trong mang 1a khong thé
tranh va do tré khong cb dinh cua cac géi thong tin khi truyén trén mang. Dé
co6 duoc mot dich vu thoai chép nhan duogc can phai c6 mot k¥ thuat nén tin
hi¢u dat dugc nhiing yéu cau khat khe nhu: Ti sb nén 16n, c6 kha nang suy
doan va tao lai thong tin ctia cac goi bi that lac...Téc do xur 1y cua cac bd
Codec phai du nhanh dé khong lam cudc dam thoai bi gian doan. Déng thoi
co sO ha ting clia mang ciing can dugc nang cip 1én cac cong nghé moi dé co
tbc do cao hon va cd co ché thuc hién chic ning QoS (Quality of Service).

Vin dé bdao mdt: Mang Internet 1a mang c6 tinh rong khap va hén hop,
trong do co rat nhiéu loai may tinh khac nhau, cac dich vu khac nhau cung st
dung chung mot co sé ha ting. Do vy khong c6 gi dam bao riang thong tin
lién quan dén c4 nhan cling nhu s6 lién lac truy nhap st dung dich vu cua
nguoi dung dugc gilr bi mat. Va nguy co nghe 1én cudc goi VolP khé cao do
cac goi dir liéu phai chuyén tiép qua nhiéu tram trung gian trudc khi dén
ngudi nghe hodc van dé truy cip trai phép, hacker c6 thé loi dung cac 16 hong
bao mat dé xAm nhap vao hé théng mang.

Ngoai ra VoIP co thé gip nhiing van dé& nhu khong thé sir dung duoc
dich vu khi cup dién, khong thé két néi dén cac dich vu khan nhu: cap cuu,
béo chay...

1.3 Xu huwéng phat trién ciia dich vu dién thoai IP
1.3.1 Nhirng yéu cau khi phat trién VoIP

Chét luong thoai phai on dinh, do tré chép nhan dugc va phai so sanh
dugc voi chat luong thoai ctia mang PSTN va cac mang c6 chét luong phuc
vu khac nhau.

Mang IP co ban phai dap tng dugc nhing tiéu chi hoat dong khit khe
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bao gé)m giam thiéu viéc tir chdi cudc goi, mat mat gb1 va mat lién lac. Piéu
nay doi hdi ngay ca khi mang bi nghén hodc khi nguoi st dung chung tai
nguyén cia mang cung mot lac.

Tin hiéu bdo hi¢u phai c6 kha nang tuong tic dugc vdi bao hi€u cua
mang khac (PSTN) dé khong giy ra sy thay doi khi chuyén giao giita cac
mang ciing nhu khong anh huéng dén hoat dong cia mang.

Quan 1y hé thdng an toan, dia chi hoa va thanh toan phai duoc cung
cép, tot nhét 1a dugc hop nhét véi cac hé thong hd trg hoat dong
1.3.2 Nhitng khé khin Khi trién khai dich vu

Vin dé tiéu chuan: Do tiéu chuan qudc té ca dién thoai IP con dang
khong ngimg phat trién va hoan thién va dic biét 13 tiéu chuan thong tin giita
cac mién khac nhau, giita cac mang khac nhau v.v...con dang trong thoi gian
tranh luin d3 anh huong truc tiép dén su twong thich giira cac san pham dién
thoai VoIP cua cic nha cung cap khac nhau. Ngoai ra van dé chuyén mach
ctia thué bao & cic mién khac nhau, vin dé 19 trinh va van dé tuong thich dich
vu, van dé thanh toan cudc phi gitta cic nha cung cap dich vu khac nhau con
dang cho doi.

Vin dé mang truyén tdai: Trong mang Internet 13 khong thé xac dinh
truéc duoc va ludn thay ddi, vi vay anh huong nghiém trong dén chat luong
thong thoai. Can ctr vao tinh hinh k¥ thuat hién nay co thé noéi Internet ddi véi
thong tin dién thoai thoi gian thuc yéu cau chat luong cao con ton tai nhiéu
khuyét diém.

Vin dé dung lrong thiét bi: Cac nha san xuat thiét bi tiép nhan Internet va
cac nha san xuat thiét bi cong mang déu dang cd gang phat trién voi quy mo 16n,
tir vai ctra ra E1 cho dén hon 100 cira ra El. Tuy nhién chét luong cua thiét bi
hién nay con cach xa so véi san pham vién thong.

1.3.3 Xu hwéng phat trién

Hién nay manh dat hira hen cho VoIP 1a cic mang doanh nghiép
Intranet va mang Etranet thuong mai. C& s& ha ting dwa trén IP cho phép diéu
khién quan 1y viéc str dung cac dich vu cho phép hay khong cho phép truy cip
cac dich vu. Cac san phém dién thoai trén mang Internet chua thé dap ung cac
yéu cau chat lugng dich vu nhu dién thoai thong thuong. Boi vay, phat trién

VoIP trén Intranet, Etranet 13 hudng phat trién trudc mit.
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Mot xu thé phat trién khac hta hen 13 xdy dung cc cong ndi giita mang
IP va mang thoai 1a cac VoIP Gateway. Nhitng Gateway ndy xdy dung tir nén
tang PC tr¢ thanh cac hé thong manh c6 kha ning diéu khién hang trim cudc goi
d6ng thoi. Boi vy cac doanh nghiép sé phat trién luong 16n cac Gateway trong

nd luc giam chi phi lién quan dén luu luong thoai, fax va video hoi nghi.
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Chuong 2:

CONG NGHE TRONG VoIP

Dé hiéu duoc cac nguyén tic tdn cong cling nhu cac giai phap bao vé
mang khoi bi tAn cong, can hiéu rd kién trac cling nhu hoat dong cua hé théng
VoIP. Chuong nay sé& tim hiéu 15 kién trac qué trinh xr 1y tin hiéu cling nhu
giao thirc SIP, H.323 va cac giao thtrc van chuyén VoIP.

2.1. Kién tric mang VoIP
2.1.1 M6 hinh kién triic mang VoIP

VoIP Server
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Hinh 2.1 M6 hinh kién tric tong quan ciia mang VoIP

Trong md hinh nay 14 sy c6 mit cua hai thanh phan chinh trong mang
VolP do la:

IP Phone (hay con goi 1a SoftPhone): La thiét bi giao dién dau cudi
phia nguoi dung véi mang VoIP. Céu tao chinh ctia mot IP Phone gdém hai
thanh phan chinh:

+ Thanh phén bao hiéu mang VolP: Bao hi¢u co thé 1a H.323 st dung

giao thitc TCP hay SIP sir dung UDP hodc TCP lam giao thtc truyén
tai cua minh.
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+ Thanh phan truyén tai media: Str dung RTP dé truyén ludng media

v6i chat luong thoi gian thuc va dugc diéu khién theo giao thie RTCP.

VolIP Server: Chtc nang chinh ctuia Server trong mang VoIP tuy thude
vao giao thuc bao hiéu duoc sir dung. Nhung vé mé hinh chung thi VoIP
Server thuc hi¢n cac chic nang sau:

+ Pinh tuyén ban tin bao hiéu trong mang VolIP.

+ Pang ki, xac thuc nguoi st dung.

+ Dich dia chi trong mang.

N6i chung, VoIP Server trong mang nhu 13 dau n3o chi huy moi hoat
dong cta mang. Server cé thé tich hop tit ca cac chirc ning (SoftSwitch) hodc
nam tach biét trén cic Server chtic ning khac nhau (Location Server,
Registrar Server, Proxy Server,...).

2.1.2 Phuong thirc hoat dong

VoIP chuyén ddi tin hiéu giong ndi théng qua méi trudng mang. Do
vay, trudc hét giong nodi phai duge chuyén dbi thanh cac day bit ki thuat sb
(digital bits) va dugc dong goi thanh céc packet dé sau d6 truyén tai qua mang
IP network va cudi cung dugc chuyén lai thanh tin hiéu 4m thanh dén nguoi
nghe.

Tién trinh hoat dong ctia VoIP thong qua hai budc:

Call setup: trong qua trinh nay, nguoi goi phai xac dinh vi tri (thong
qua dia chi cia ngudi nhan) va yéu cau mot két ndi dé lién lac vdi nguoi
nhan. Khi dia chi nguoi nhan dugc xac dinh la ton tai trén cac proxy server
giita hai nguoi s& thiét 1ap mot cude két ndi cho qua trinh trao doi dir liéu
voice.

Voice data processing: tin hiéu giong néi (analog) s& dugc chuyén d6i
sang tin hiéu sb (digital) r6i dugc nén lai nham tiét kiém dudng truyén
(bandwidth) sau d6 s& duoc mi héa (tinh niang bé sung nham tranh cac bod
phan tich mang-sliffer). Cac voice samples sau do s€ duoc chen vao cac goi
dir liéu dé van chuyén trén mang. Giao thirc dung cho cac goi voice nay la
RTP (real-time transport protocol). Mgt géi tin RTP ¢o cac field chira dir li¢u
can thiét cho viéc bién dich lai cac goi tin sang tin hiéu voice ¢ thiét bi ngudi
nghe. Céc goi tin voice dugc truyén di boi giao thiuc UDP. O thiét bi cudi,

tién trinh dugc thuc hién nguoc lai.

10
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2.1.3 Mo hinh phan l6p chirc ning
V& mit chirc ning, cong nghé VoIP c6 thé dugc chia 1am ba 16p nhu
Sau.

Lép img dung dl@

Giac difn meo vatuan theo chufin g = = a]= ==

@ diéu khién cuuch

(F1ao difn ma wi tudn theo chufn

@p co sit ha ting mang D

Hinh 2.2: WM& hinh phin lép chic nang cia VolP

2.1.3.1 Lép co sé ha ting mang géi

Thuc hién chitc nang truyén tai luu luong thoai. Trong VolP, co s& ha
tang 1a cac mang IP. Giao thtrc truyén tai thoi gian thuc RTP két hop véi UDP
va IP giup truyén tai thong tin thoai qua mang IP. RTP chay trén UDP, con
UDP hoat dong trén IP hinh thanh 1én co ché truyén RTP/UDP/IP trong VolP.

Trong cac mang IP, hién tuong cac goi IP that lac hodc dén khong theo
thir ty thuong xuyén xay ra. Co ché truyén TCP/IP khic phuc viéc mét goi
bang co ché truyén lai khong phu hop véi cac ing dung thoi gian thuc von rat
nhay cam véi tré. RTP véi truong tem thoi gian (timestamp) duoc dung dé
bén thu nhan biét va xt 1y cac van dé nhu tré, su thay doi do tré (jitter) va su
mat goi.
2.1.3.2 Lép diéu khién cudc goi

Thyuc hi¢n chirc nang bao hi€u, dinh hudng cudc goi trong VolP. Sy
phan tach giira mit phang bao hiéu va truyén tai da dugc thyc hién & PSTN
v6i bao hiéu kénh chung SS7, nhung & ddy nhan manh mét thuc té c6 nhiéu
chuan bao hiéu cho VoIP cung ton tai nhu H.323, SIP hay SGCP/MGCP. Céc
giao thirc bao hiéu nay co thé hoat dong cing nhau, dugc tmg dung dé phu

hop véi nhitng nhu cau cu thé ciia mang. Ngoai ra, 16p nay con cung cap chirc

11
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nang truy nhap toi dich vu bén trén ciing nhu cac giao dién 1ap trinh mo dé
phat trién Gmg dung.
2.1.3.3 Lop wng dung dich vu

bam nhiém chuc nang cung cép dich vy trong mang véi ca dich vu cii
tuong tu nhu trong PSTN va cac dich vu méi thém vao. Cac giao di€én mo cho
phép cac nha cung cip phan mém doc 1ap phat trién ra nhiéu Gmg dung méi.
bac biét 1a cac ing dung dua trén Web, cac ing dung két hop gitra thoai va
dir 1i€u, cac ung dung lién quan téi thuong mai di¢n tur. Sy phan tach 16p dich
vu lam cho céc dich vu méi duge trién khai nhanh chong. Ngoai ra, cac chuc
nang nhu quan ly, nhan thyc cudc goi va chuyén doi dia chi cling duoc thuc
hién ¢ 16p nay.

Do cac giao dién gitta cac 16p 1a mé va tuan theo chuén, tao ra nhiéu su
lya chon khi xdy dung thiét ké mang. Vi dy, Gmg véi 10p co so ha ting mang
ta co thé dung cac Router va Switch cua hang Cisco, diéu khién cudc goi thuc
hién bang cac Gatekeeper ctia VocalTec va cac dich vu duoc cung cap boi
Server dich vu ctia Netspeak. Do d6 mo hinh trén khong chi ¢6 gia tri vé mat
Iy thuyét.

2.1.4 Cac kiéu két ndi sir dung VoIP
2.1.4.1 Computer to Computer

Hinh 2.3 : M6 hinh PC-PC

V&1 mot kénh truyén internet ¢6 san, la mot dich vu mién phi dugc su

dung rong khip noi trén thé giéi. Chi can ngudi goi (caller) va nguoi nhan
(receiver) st dung chung mot VoIP service (skype, MSN, yahoo
messenger...) 2 headphone + microphone, sound card. Cudc hdi thoai la
khong gii han. Va nd dugc 4p dung trong mot to chirc hay mot cong ty dé

thuan tién cho viéc lién lac ma khong can ndp thém tong dai ndi bo.
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2.1.4.2 Computer to phone

Gateway

Hinh 2.4: M6 hinh PC to Phone

Trong mo hinh nay mang Internet va mang PSTN c6 thé giao tiép voi

nhau nhd mét thiét bi dic biét d6 1a Gateway

La mot dich vu ¢6 phi. Ban phai tra tién dé c6 mot account + software.
Véi dich vu nay mot may PC c6 két ndi téi mot may dién thoai thong thuong
& bat ctr dau (tiy thudc vao pham vi cho phép trong danh sach cac quéc gia
ma nha cung cdp cho phép. Ngudi goi s& bi tinh phi trén luu luong cudc goi
va khau trir vao tai khoan hién co.

Uu diém: Dbi véi cac cude hoi thoai quoc té, nguoi st dung s& ton it
phi hon mdt cudc hoi thoai thong qua hai may dién thoai thong thuong, chi
phi ré va dé nap dit.

Nhuege diém: chat luong cudc goi phu thudc vao két ndi internet va
service nha cung cép.
2.1.4.3 Phone to phone

Gateway

Gateway

Hinh 2.5: M& hinh Phone to Phone
La mot dich vu c6 phi. Ban khong can mot két ndi internet ma chi can
mot VolP adapter két ndi vai may dién thoai. Lic nay may dién thoai tr¢
thanh mdt IP phone.

Str dung Internet lam phuong tién lién lac gitta cic mang PSTN. T4t ca
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cac mang PSTN déu két ndi v6i mang Internet thong qua cac Gateway. Khi
tién hanh cudc goi, mang PSTN s¢ két ndi dén Gateway gﬁn nhéat, tai day dia
chi s& duoc chuyén doi tir dia chi PSTN sang dia chi IP dé c6 thé dinh tuyén
cac goi tin dén dugc mang dich. Pong thoi Gateway ngudn co nhiém vu
chuyén ddi tin hiéu thoai tuong tu thanh dang sb sau d6 ma hoa, nén, doéng
g6i lai va giri qua mang. Mang dich cling dugc két ndi v6i Gateway va tai d6
dia chi lai duoc chuyén ddi tro thanh dia chi PSTN va tin hiéu duoc giai nén,
giai ma, roi chuyén d6i nguoc lai thanh tin hiéu twong ty giri vao mang PSTN
dén dich.
2.2 Cac giao thirc trong VolP
2.2.1 Giao Thirc H.323
2.2.1.1 Tong quan vé giao thirc H.323

H.323 1a giao thirc dugc phét trién boi ITU-T. H.323 ban dau duoc st
dung cho muc dich truyén cac cudc hdi thoai da phuong tién trén cac mang
LAN, nhung sau d6 H.323 di phat trién thanh 1 giao thirc truyén tai VoIP trén
thé gii.

H.323 la mét tdp giao thire, gom cdc giao thire chinh:

+ H.225: 1a giao thurc bao hi¢u thiét 1ap va giai tdéa cudc goi.

+ H.245: 1a giao thirc diéu khién cho phép cac dau cudi thoa hiép kénh
va trao doi kha nang cua chung.

+ H.235: cong cu bao mat ho tro cho H.323.
2.2.1.2 Cac thanh phan chinh trong mang H.323

Tiéu chuin H.323 d& nghi mot cdu tric ma bao gdm 4 thanh phan: ddu
cudi, Gateway, Gatekeeper, va don vi diéu khién da diém MCU (Multipoint
Control Unit). Cau trac nay duoc mo ta nhu trong hinh sau:
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Hinh 2.6: Céu tric cia H.323

2.2.1.2.1 PAu cudi (terminal)

Pay 1a mot diém cudi khic ctia LAN cung cép thong tin thoi gian thye,
hai chiéu. Tat ca cac dau cudi H.323 déu yéu cau hd trg H.245, H.225, Q.931,
trang thai cong nhan dang ki RAS (Registration Admission Status) va cac
giao thirc truyén thoi gian thuc RTP (real-time transport protocol). H.245
dugc dung dé diéu khién viéc st dung kénh, trong khi H.225 hodc Q.931
dugc dung cho bao hi¢u cudc goi, thiét 1ap va xo6a cudc goi.

RTP duoc dung nhu 1a mot giao thirc truyén dan mang thong tin luu
thoai. RAS duoc str dung bdi diém cudi dé tuong tac véi gatekeeper. Mot dau
cudi H.323 c6 thé truyén thong voi mot dau cudi H.323 khac, mot gateway
H.323 hodac mot MCU.
2.2.1.2.2 Gateway

La ciu nbi gifta mang H.323 vd&i cac mang khac nhu SIP, PSTN,...
Gateway dong vai trd chuyén doi cac giao thirc trong viéc thiét 1ap va két thuc
cac cudc goi, chuyén do6i cac dinh dang dit liéu giita cac mang khac nhau.

Chtic ndng phan mém ciia gateway duoc chia 1am 4 module nhu hinh dudi:
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Hinh 2.7: Kién tric phan mém trong GK

- Dong goi thogi(voice packet module): thuc hién chirc nang nhén ra tin
hiéu dién cua thoai, loai bo tiéng vong, loai b jitter, nén thoai, déng bo déng
héd va dong goi thoai.

- Bdo hiéu dién thoai(telephony signaling module): giao tiép voi dién
thoai, chuyén cac chi thi bao hiéu thanh cac thay doi trang thai ma giao thirc
mang c6 thé hiéu duoc.

- Giao thirc mang(network protocol module): chuyén giao thirc bao
hi¢u trong mang dién thoai thanh cac giao thirc bao hi¢u trong mang goi.

- Qudn Iy mang(network management module): quan 1y mang bang
SNMP (Simple Network Management Protocol).
2.2.1.2.3 Gatekeeper

Pay 1a mot thanh phan quan trong trong cau tric cua H.323 va c6 chirc
nang quan 1y. N6 1a diém chung tdm cho tat ca cac cudc goi trong ving ctia nd
va cung cip cac dich vu téi cac diém cubi. Mot ving 13 su tdp hop cua
gatekeeper va cac diém cudi. Néu mang ton tai nhiéu GK thi s& dugc thiét lap
thanh nhiéu ving va mdi ving s& do mot GK quan ly. Viéc théng tin giita cac
GK sé& duoc thuc hién thong qua cac ban tin giao tiép xac dinh vi tri dau cudi
trong qua trinh thiét 14p cudc goi. Tuy nhién GK 1a mot thanh phan tiy chon
trong cau trac ctia H.323.

Céu triic ving dugc quan 1y bai gatekeeper dugc trinh bay trong hinh
Sau.
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Gatekeeper

Gateway /@

Vung
Gateway

Hinh 2.8: Vung gatekeeper

Néu gatekeeper c6 mit trong hé thong H.323 thi n6 thuc hién céc
nhiém vu sau:

Dich dia chi: Cho phép dich cac quy udc, cac ky hi€u, cac dia chi
“email” thanh dia chi IP dé thiét 1ap lién lac IP.

Diéu chinh c¢éng nhdn (AC): sy truy cap cia cac dau cudi co thé duoc
chép nhan hodc tir chdi dua vao viéc xac nhan dija chi nguén hoac dia chi dich
thoi gian hodc bat ky bién s6 nao ma gatekeeper quan 1y.

Quan 1y cude goi: Gatekeeper hoat dong nhu mot diém lién lac ban dau
cho ngudi goi, cho hai Gateway hodc cho hai diém cubi bao hiéu truc tiép cho
nhau.

Qudn Iy bang théng: Gatekeeper co thé yéu cau cac dau cudi va
Gateway thay doi cac thong sb truyén thong cudc goi dé quan 1y sir dung biang
thong.

Qudn Iy viing: Gatekeeper c6 thé yéu cau khong qua mot s6 lugng cudce
goi ndo d6 qua két ndi c6 dai tan thap dé tranh giam sat vé chat luong.
2.2.1.2.4 Pon vi diéu khién da diém MCU

MCU la thiét bi h tro viéc hoi thoai da diem cho ba hodc nhiéu hon ba
dau cudi trong mang H.323. Mot MCU goém 2 phan: MC (Multipoint
Controller) 14 thanh phan bat budc va MP (Multipoint Processor) la thanh
phan tiy chon.

Chtrc nang cua MC 13 quyét dinh dung luong chung cua cac két cudi,

c6 thé dinh vi dau cudi, Gateway hoac Gatekeeper.
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MP nhén cac ludng dir liéu audio, video va phan phdi chung téi cac
diém cudi tham du vao két ndi da diém. MP c6 thé khong can dén nhung su
vang mit ctia nd 1a mot ganh ning trén dau cubi.

2.2.2 H.225

H.225 bao gdm céc ban tin RAS va Q.931. Cac ban tin RAS lién quan
dén viéc quan 1y user, con Q.931 mang phan bao hiéu cudc goi. Ca hai giao
thirc dung kénh két ndi riéng 1a kénh RAS va kénh bao hiéu cudc goi.
2.2.2.1 Ban tin RAS(Registration, Admission, Status)

Chtrc nang chinh cua céc ban tin RAS:

- EP(endpoint) phat hién ra GK ma ching s€ phai dang ky.

- EP dang ky v6i1 GK cta no.

- EP phai yéu cau su cho phép cia GK khi khdi tao mot cude goi.

- EP yéu cau giai phong cudc goi.

- Trude khi ngat két ndi voi GK, EP phai ngat dang ky.

Ban tin RAS duoc guri di bang giao thtrc van chuyén UDP. EP va GK
trao doi thong tin trén kénh RAS theo dang client-server.

Cdc ban tin RAS:

Ban tin RAS Y nghia
GRQ Gatekeeper Request
GCF Gatekeeper Confirm
GRJ Gatekeeper Reject
RRQ Registration Request
RCF Registration Confirm
RRJ Registration Reject
ARQ Admission Request
ACF Admission Confirm
ARJ Admission Reject
DRQ Disengage Request
DCF Disengage Confirm
DRJ Disengage Reject

Bang 2- 1: Cac ban tin RAS
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2.2.2.2 Q.931

Q931 1a khuyén nghi ctia ITU-T cho bao hiéu cudc goi, lam chirc nang
thiét lap, duy tri va két thiic cudc goi. Ban tin Q.931 dugc van chuyén bang
giao thirc TCP. EP s& thuong luong ling nghe trén port nao. Qué trinh thoa
thuan nay duoc thuc hién bang cac ban tin RAS (trong call Admission), port

1720 thuong duoc chon.
Ban tin Q.931 Y nghia
Setup Ban tin dau tién trong qua trinh khoi tao cudc
gol

CallProceeding Khong c6 thong tin thiét 1ap cudc goi ndo nira.
Alerting Nguoi bi goi rung chuong
Connect Két thuc viéc thiét 1ap cudc goi
Realease Két thiic cude goi

Complete

Bang 2- 2: C4c loai ban tin Q.931
2.2.3 H.245

H.245 1a giao thirc diéu khién bao hiéu cudc goi gitra cac EP bao gom
nang lyc trao d6i, xac dinh master-slave, quan 1y kénh luan 1y. Giao thtic nay
dugc van chuyén bang TCP.

Xdc dinh Master-slave: dé tranh xung dot khi ca hai bén déu khoi tao
cing mot cudc goi. Pau cubi thoa thudn vai tro nay bang cach ap dung theo
mot cach ndo do. Vai tro ndy s& giit nguyén trong sudt cudc goi.

Trao déi ning lwc: mdi dau cudi phai biét dugce kha niang cua nhau bao
gom kha nang truyén va nhan, néu khong né c6 thé khong chap nhan cudc
gol.

Qudn 1y kénh ludn Iy: ddm bao cho dau cudi co kha ning nhan va doc
duogc dir liéu khi kénh luan Iy mé. Ban tin OpenLogicalChannel s€ mo ta loai
dir liéu s& truyén.

2.2.4 Cac thu tuc bao hi¢u trong mang H.323

Nguoi ta chia mot cude goi lam 5 giai doan gom

Giai doan 1: Thiét 1ap cudc goi

Giai doan 2: Thiét 1ap kénh diéu khién
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Giai doan 3: Thiét lap kénh goi o

Giai doan 4: Dich vu

Giai doan 5: Két thiic cude goi
2.2.4.1 Thiét 1ap cudc goi

Viéc thiét 1ap cudc goi st dung cac ban tin dugc dinh nghia trong
khuyén nghi H.225.0. Ta s& xem xét thu tuc thiét 14p cudc goi trong 6 truong
hop sau:

- Ca hai thiét bi dau cudi déu khong dang ky.

- Ca hai thué bao déu dang ky t6i mot GK.

- Chi c¢6 thué bao chu goi c6 dang ky voi GK.

- Chi c6 thué bao bi goi c¢6 dang ky vo1 GK.

- Hai thué bao ding ky véi hai GK khéc nhau.

- Thiét 13p cudc goi qua Gateway.
2.2.4.2 Thiét 1ap kénh diéu khién

Khi két thac giai doan 1 tic 1a ca chu goi 1an bi goi da hoan thanh viéc
trao d6i cac ban tin thiét 1ap cudc goi, thi cac dau cudi sé thiét 1ap kénh dicu
khién H.245:

Ban tin diu tién duoc trao ddi gita cac dau cudi la terminal
CapabilitySet dé cac bén thong bao cho nhau kha niang 1am viéc ciia minh
(ché do ma hoa, truyén, nhan va gidi ma cac tin hi¢u da dich vu).

Kénh diéu khién nay c6 thé do thué bao bi goi thiét 1ap sau khi n6 nhan
dugc ban tin Set-up hoac do thué bao chu goi thiét 1ap khi n6 nhan dugc ban
tin Alerting hoac Call Proceeding. Trong truong hop khong nhan dugc ban
tin Connect hoic mot dau cudi goi Release Complete, thi kénh diéu khién
H.245 s€ dugc giai phong.
2.2.4.3 Thiét 1ap kénh truyén thong

Sau khi trao d6i kha ning (tbc d6 nhan téi da, phuong thirc ma hoa...)
va xac dinh quan hé master-slave trong giao tiép & giai doan 2, thu tuc diéu
khién kénh H.245 s& thuc hién viéc mo kénh logic dé truyén dir lidu. Cac
kénh nay la kénh H.225.

Sau khi mo kénh logic dé truyén tin hiéu 1 4m thanh va hinh anh thi
mdi dau cudi truyén tin hiéu s& truyén di mot ban tin h2250 MaximumSkew
Indication dé xac dinh thong sd truyeén.
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2.2.4.4 Dich vu cudc goi

C6 mét sd dich vu cudce goi dugc thuc hién trén mang H.323 nhu: thay
ddi do rong bang tan, giam sat trang thai hoat dong, hoi nghi dac biét, cac
dich vu bo sung. Dudi ddy 14 hai loai dich vu dién hinh: hay d6i do rong bing
tan va giam sat trang thai hoat dong.
2.2.4.5 Két thiic cudc goi

Mot thiét bi ddu cudi co thé két thuc cude goi theo cac budc cua thu tuc
Sau:

+ Dung truyén ludng tin hiéu video khi két thiic truyén hinh anh, sau
d6 giai phong tat ca cac kénh logic phuc vu truyén video.

+ Dung truyén dit liéu va dong tat ca cac kénh logic dung dé truyén dit
liéu.

+ Dumng truyén audio sau d6 dong tat ca cac kénh logic dung dé truyén
audio.

Truyén ban tin H.245 end Session Command trén kénh diéu khién
H.245 dé bao cho thué bao dau kia biét né mudn két thiuc cude goi. Sau do6 no
dimg truyén cac ban tin H.245 va dong kénh diéu khién H.245. N6 s& cho
nhan ban tin end Session Command tir thué bao dau kia va s& dong kénh diéu
khién H.245. Néu kénh bao hiéu cude goi dang mo, thi no sé truyén di ban tin
ReleaseComplete sau d6 dong kénh bao hicu.

NG c6 thé két thuc cude goi theo céac thu tuc sau day: Mot dau cudi
nhan ban tin end Session Command ma truéc d6 nd khong truyén di ban tin
nay, thi no sé 1an luot thuc hién cac budc tir 1 dén 6 & trén chi bo qua budc 5.

Chul y: Két thuc mot cude goi khong co nghia 13 két thac mot hoi nghi
(cudc goi co nhiéu dau cudi tham gia). Mot hoi nghi s€ chic chin két thuc khi
str dung ban tin H.245 drop Conference. Khi d6 cac dau cubi s& chd MC két

thiic cudc goi theo thu tuc trén.
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Gatekeeper 1 Dau cuoi 1 Dau cuoi 2 Gatekeeper 2
EndSessionCommand (1)
EndSessionCommand (1) '
Release Complete (2)
DRQ (3) S
. DRQ (3)
DCF (4)
\ DCF (4)
I Keénh bdo hiéu RAS

—_— Kénh béo hi¢u cudc goi
Kénh diéu khién H.245

Chit y: Gatekeeper 1 va Gatekeeper 2 ¢6 thé'la mot Gatekeeper

Hinh 2.9: Két thiic cudc goi c6 sw tham gia ciia GK

Thiét bi dau cudi két thiic cudc goi co su tham gia cua GK.

Trong mot cudc goi khong co su tham gia ciia GK thi chi can thyc hién
cac budc 1 dén 6. Trong cudc goi co su tham gia ctia GK thi cin c6 hoat dong
giai phong bang tan. Vi vay, sau khi thyc hién cac bude tir 1 dén 6, mdi dau
cudi s& truyén di ban tin DRQ(3) t6i GK. Sau d6, GK sé& tra 101 bang ban tin
DCF(4). Sau khi géi DRQ, dau cudi s& khong gai ban tin IRR t6i GK nita va
khi d6 cude goi két thic.

Thii tuc két thiic cudc goi do GK thuc hién.

Pau tién, GK goi ban tin DRQ t6i dau cudi. Khi nhan duoc ban tin nay,
dau cudi s& lan lugt thuc hién cac budc tir 1 dén 6, sau d6 tra 10i GK bang ban
tin DCF. Thué bao dau kia khi nhan duoc ban tin endSessionCommand sé&
thue hién thu tuc giai phong cudc goi gidng trudong hop dau cudi chu dong két
thiic cudc goi. Néu cudc goi 1a mot hoi nghi thi GK s€ gé1 DRQ téi tat ca cac

dau cudi tham gia hoi nghi.
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Gatekeeper 1 Pau cudi 1 Pau cudi 2 Gatekeeper 2

DRQ (3)
EndSessionCommand (1)

EndSessionCommand (1)

<
Release Complete (2)
DCF 4) S DRQ (3)
/ \
DCF (4)
. —

<

T1524210-96
_ Keénh bédo hiéu RAS
-_— Keénh bao hiéu cudc goi

Keénh diéu khién H.245

Chii y: Gatekeeper 1 va Gatekeeper 2 c6 thé la mot Gatekeeper

Hinh 2.10: Két thac cudc goi bat dau tir GK

2.2.5 Giao thire SIP
2.2.5.1 Tong Quan

Giao thire SIP (Session Initiation Protocol) 1a mot giao thirc diéu khién
va dugc tiéu chuan hoa boi IETF. Nhiém vu cua no 1a thiét lap, hiéu chinh va
x6a cac phién lam viéc giita cac ngudi dung. Cac phién lam viéc ciing co thé
1a ho1 nghi da phuong tién, cudc goi dién thoai diém-diém SIP dugc st dung
két hop voi cac chuan giao thic IETF khac nhu SAP, SDP va MGCP dé cung
cép mot linh vuc rong hon cho cac dich vu VolP. Céu tric ctua SIP cling
tuong tu nhu cdu tric cia HTTP (giao thic client-server). N6 bao gdm cac
yéu cau duoc gui dén tir ngudi sir dung SIP client dén SIP server. Server st 1y
cac yéu cau va dap ung dén cac client. Mot thong diép yéu cau cung véi thong
di€p dap ung tao nén su thuc thi SIP.

SIP 1a mot cong cu hd tro hép dan ddi voi dién thoai IP véi cac 1i do
Sau.

+ N6 ¢6 thé hoat dong vo trang thai hodc co trang thai. Vi vay su hoat
dong vo trang thai cung cip sy md rong tot do cac server khong phai duy tri

thong tin vé trang thai cudc goi moét khi sy thuc hién da duoc xur 1y.

23



Bao mat trong VolP

+ N6 c6 thé str dung nhiéu dang hoic cu phap giao thirc chuyén siéu
van ban HTTP. Vi vay, né cung cép mot cach thuan loi dé hoat dong trén cac
trinh duyét.

+ Ban tin SIP thi khong rd rang, nd cé thé 1a bat ctr ¢l phap nao. Vi
vay, no co thé dugc mé ta theo nhiéu céch. Chéng han, né c6 thé dugc mo ta
véi s mé rong thu internet da muc dinh MIME (Multipurpose Internet Mail
Extension) hoic ngdn ngir danh diu mé& rong XML (Extensible Markup
Language).

+ N6 nhan dang mot ngudi dung véi bo dinh vi tai nguyén dong nhat
URL(Uniform Resource Locator), vi vdy né cung cip cho ngudi dung kha
nang khai tao cudc goi bang cach nhap vao mot lién két trén trang web.

NGi chung, SIP hd tro cac hoat dong chinh sau:

- Pinh vi1 tri cua nguoi dung.

- Dinh media cho phién lam viéc.

- Pinh su sin sang cua nguoi dung dé tham gia vao mdt phién 1am viéc.

- Thiét 1ap cudc goi, chuyén cudc goi va két thuc.
2.2.5.2 CAu tric cia giao thirc SIP

Mot khia cach khac biét ctia SIP ddi véi céc giao thic xur 1y cude goi IP
khac 1a n6 khong st dung bo diéu khién Gateway. N6 khong dung khai niém
Gatway/bd diéu khién Gateway nhung ndé dua vao md hinh khach

chu(client/server).

Invite
Invite

Accept / Reject
Accept / Reject

Acknowledgement

NO O b WN =

Acknowledgement
RTP Stream

Hinh 2.11: Kién tric bao hiéu SIP va thi tuc bao hiéu
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Server: La mot chuong trinh tmg dung chap nhan cac ban tin yéu cau
dé phuc vu cic yéu cau nay va giri tra cac dap tmg cho cac yéu cau dé. Server
la Proxy, Redirect, UA hoac Registrar.

Proxy server: 1a mot chuong trinh trung gian, hoat dong nhu la mdt
server va mot client cho muc dinh tao cac yéu ciu thay mat cho cac client
khéc. Cac yéu cau duoc phuc vu bén trong hodc truyén ching dén server
khac. Mot proxy co thé dich va néu can thiét, co thé tao lai ban tin yéu cu
SIP trudc khi chuyén chung dén server khac hoic mot UA

Redirect server: 1a mot server chdp nhan mot yéu cau SIP, anh xa dia
chi trong yéu ciu thanh mét dia chi méi va tra lai dia chi nay vé client. Khong
gidng nhu proxy server, né khong khoi tao mot yéu cau SIP va khong chuyén
cac yéu cau dén cac server khac. Khong gidng nhu server dai dién ngudi ding
USA, n6 khong chép nhan cudc goi.

Registrar: 1a mot server chdp nhan yéu cau register. Mot Registrar duoc
xép dat vé1 mot Proxy hodc mot server guri lai va co thé dua ra cac dich vu
dinh vi. Registrar duoc dung dang ki cac dbi tugng SIP trong mién SIP va cap
nhat vi tri hién tai ctia chung. Mt mién SIP thi tuong tu va1 mot vung H.323.

UA (User Agent): 1a mot trng dung chira ca UAC (user agent client) va
UAS (user agent server).

- UAC: 1a ph?m nguoi st dung duoc dung dé khoi tao mot yéu cau SIP
td1 Server SIP hoac to1 UAS.

- UAS: 1a mot img dung server gio tiép voi ngudi dung khi yéu cau SIP
dugc nhan va tra lai mot dap ung dai dién cho nguoi dung.

Server SIP c6 hai loai: Proxy server va Redirect server. Proxy server
nhan mot yéu cau tir client va quyét dinh server ké tiép ma yéu cau s& di dén.
Proxy nay co thé giri yéu cau dén mot server khac mot Redirect hoac UAS.
Pap ung s& dugc truyén cung duong voi yéu cau nhung theo chiéu nguoc lai.
Proxy server hoat dong nhu la mot client va server. Redirect sé khong chuyén
yéu cau nhung s& chi dinh client tiép xtc truc tiép vdi server ké tiép, dap tng
gt lai client chira chi dinh cua server ké tiép. N6 khong hoat dong dugce nhu

1a mdt client, né khong chap nhan cudce goi.
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Hinh 1-11(a). Proxy Server

Proy server

Proxy server

-
L

=

server

Regstrar

Hinh 1-11 {(b).Redirect Server

2.2.5.3 SDP (Session Description Protocol)

User Agent
Eequest = Request %] ' Request 5 [
o — =l O
= "E g == _
Rebtun = =V
Redrect

La giao thic cho phép client chia sé thong tin vé phién két ndi cho cac

Mo ta SDP:

client khac. N6 dong mot vai tro quan trong trong VolP.

SDP khong phai 1a mot giao thirc 16p van chuyén, né khong thuc su

van chuyén dir liéu giira cac client ma n6 chi thiét l1ap cu trac thong tin vé
cac thudc tinh cua ludng dir lidu, dir lidu thuc sy duge truyén di boi cac giao
thic SIP, RTSP hay HTTP.

Thong tin trong g6i SDP & dang ASCII gdm nhiéu dong, mdi dong 1a 1

truong. Vi du ban tin SDP:

v=0

o=bsmith 2208988800 2208988800 IN IP4 68.33.152.147

S=
e=bsmith@foo.com
c=IN IP4 20.1.25.50
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t=00

a=recvonly

m=audio 0 RTP/AVP 0 1 101
a=rtpmap:0 PCMU/8000

Truong Y nghia

\Y Phién ban cua giao thurc

o) Chui ciia phién két noi, nhdn dang, phién ban phién

két noi, Loai mang, Loai dia chi, IP cua chu.

Tén phién két noi

Mieéu ta ket noi

URI

E-mail cua nguoi can lién lac

So dién thoai cua nguoi can lién lac

Théng tin két noi:: IP version and CIDR IP address

Khéa ma hbda nhuwr clear text base64, uri

S|~ OO mCc —|»

Loai mang, port két néiphiong thirc vin

chuyén,danh sdch dinh dang

Thoi diém bat dau va két thiic két noi

~t

QD

Thuoc tinh.

Bang 2-3: Y nghia ciia cac truong
Hoat dong ciia SDP:
Client gt SIP request, thiét bi s& tao mot gb61 SDP gui tra lai. Goé1 SDP

nay mang thong tin vé phién két ndi. Sau day 1a mot vi dy:

v=0

o=alice 2890844526 2890844526 IN P4
host.atlanta.example.com

S=

c=IN IP4 host.atlanta.example.com

t=00

m=audio 49170 RTP/AVP 0 8 97
a=rtpmap:0 PCMU/8000
a=rtpmap:8 PCMA/8000
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a=rtpmap:97 iLBC/8000

m=video 51372 RTP/AVP 31 32

a=rtpmap:31 H261/90000

a=rtpmap:32 MPV/90000

Trong vi du trén, nguoi gui 1a Alice, lang nghe két ndi tir host. atlanta.
Example .com. G6i duoc giri t6i bat ky ai mudn tham gia phién két ndi. Két
ndi cua Alice hd tro ba loai két ndi cho audio 1a PCMU, PCMIA va iLBC, hai
loai két néi video H.261 va MPV. Néu Bob muén tham gia két ndi thi giri lai
ban tin SDP:

v=0

o=bob 2808844564 2808844564 IN P4 host.biloxi.example.com

S=

c=IN IP4 host.biloxi.example.com

t=00

m=audio 49174 RTP/AVP 0

a=rtpmap:0 PCMU/8000

m=video 49170 RTP/AVP 32

a=rtpmap:32 MPV/90000

Bdo mat cho SDP:

Ban tin SDP mang thong tin vé phién két ni nhu nhan dang phién két
ndi, IP nguol gui, ngudi nhan,... Néu ké tan cong bat duoc nhirng go61 SDP
nay noé cé thé thay doi gia tri trong cac truong roi giri di. Nhung diéu nay
hoan toan c6 thé khic phuc bang phuong phap ching thuc user cta SIP.
2.2.5.4 Cac ban tin ciaa SIP

C6 hai loai ban tin SIP: ban tin yéu cau duoc khdi tao tir client va ban
tin dap tmg dugc tra lai tir server. Mdi ban tin chira mot tiéu dé mé ta chi tiét
vé sy truyén thong.

Mot ban tin co ban gdm: dong bat dau (start-line), mot hodc nhiéu
truong tiéu dé, mot dong tréng (CRLF) dung dé két thiic cac truong tiéu dé va

mot ndi dung ban tin tuy chon.
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Ban tin chung =

2.2.5.4.1 Tiéu dé ban tin
Dung dé chi ra ngudi goi, ngudi bi goi, duong dinh tuyén va loai ban

tin ctia cudc goi. C6 bon nhém ban tin nhu sau:

Dong bit dau
Tiéu d¢ ban tin
CRLF

[NO1 dung ban tin]

Tiéu dé chung: 4p dung cho céac yéu cau va cac dap ung.

Tiéu dé thyc thé: dinh nghia thong tin vé loai ban tin va chiéu dai.

Tiéu dé yéu cau: cho phép client thém vao cac thong tin yéu cau.

Tiéu dé ddap 1mg: cho phép server thém vao cac thong tin dap tng.

Cdc tiéu dé nay dwoc liét ké trong bang dudi ddy:

Tiéu dé chung | Tiéu dé Tiéu dé yéu cau | Tiéu dé dap ing
thue thé

Accept Content- Authorization Allow
Encoding

Accept- Content- Contact Proxy-Authenticate

Encoding Length

Accept- Content-Type Hide Retry-After

Language

Call-1D Max-Forwards Server

Contact Organization Unsupported

CSeq Priority Warning

Date Proxy- www-Authenticate

Authorization

Encryption Proxy-Require

Expires Route

From Require

Record-Route Response-Key

Timestamp Subject

To User-Agent

Via

Bing 2-4: Tiéu dé ciia SIP
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Gidi thich mot sé tiéu dé chinh ciia SIP theo bang dudi:

Tiéu dé

Giai thich

Call-1D

So khép cac yéu cau véi cac dap ung tuong ing, nhan

dang duy nhét 16i moi hodc sy dang ky cua client.

Cseq

Trong mdt cudc goi, Cseq ting 1én khi mot yéu cau méi
dugc gui di va bit ddu & mot gid tri ngiu nhién. Tuy
nhién, d6i voi yéu cdu ACK va Cancel thi Cseq khong
tang.

To

Co6 mat trong tat ca cac yéu cau va déap g dé chi ra noi

nhén yéu cau.

From

Co6 madt trong tat ca cac yéu cau va dap ung chua tén va

dia chi cuia noi khaoi tao yéu cau.

Via

Ghi lai duong di cua yéu cau dé cho phép cac server
SIP trung gian chuyén cac cau tra 10i tré lai cung duong
di.

Encryption

Chi dinh nd1 dung va mot s ti€u dé ban tin da dugc ma
hoa nhu thé nao.

Content-Length

Chi ra kich thudc ctia ndi dung ban tin (tinh bang octet).

Content-Type

Chi ra loai media ctia ndi dung ban tin (van ban/html,

).

Expires Nhén dang ngay va thoi gian khi ban tin hét han.

Accept Chi ra loai media ndo duoc chap nhan trong ban tin dap
ung.

Subject Cho théng tin vé ban chat ctiia cudc goi.

Bing 2: Gidi thich mét s tiéu dé chinh ciia SIP.

2.2.5.4.2 Ban tin yéu cau.
Céc yéu cau ciing ¢ thé duoc xem nhu cac phuong phap (method) cho

phép User agent va server mang dinh vi, moi va quan 1i cac cudc goi. Ban tin

yéu cau SIP ¢ dang sau:

Yéu cau =

Dong yéu cau (Request-line)

Tiéu dé chung/tiéu dé yéu cau/tiéu dé thuc thé.
CRLF
[NO1 dung ban tin]
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Dong yéu cau bat ddu bang ma phuwong phap, b nhan dang tai nguyén
d6ng nhat yéu cau, phién ban giao thirc SIP va két thuc voi CRLF. Cac thanh
phan dugc phan cac boi ky tu SP.

Cé 6 loai ban tin yéu cau SIP: INVITE, ACK, OPTIONS, BYE,
CANCEL va REGISTER.

INVITE: Ban tin INVITE chi ra nguoi dung hodc dich vu dang duoc
mo1 tham du mot phién lam viéc. NO1 dung ban tin chira sy mo ta phién ma
nguoi bi goi dugc moi. Pdi voi cude goi hai nguoi, nguoi goi chi ra loai
media ma né c6 thé nhan. Mot dap tng thanh cong phai chta trong nodi dung
ban tin cua nd loai media nao ma ngudi bi goi mong muén nhan. Véi ban tin
nay, nguoi dung c6 thé nhan biét dugc kha ning ciia nguoi ding khic va mo
ra mot phién hoi thoai voi s6 ban tin €101 han.

ACK: Ban tin ACK xac nhan client dd nhan dugc dép tng sau cing ddi
v6i1 ban tin INVITE (ACK chi dugc st dung véi ban tin INVITE).

Noi dung ban tin ACK chira sy mo6 ta phién sau cung dugc st dung boi
nguoi bi goi. Néu ndi dung ban tin ACK bi rdng thi ngudi bi goi sir dung su
mo ta phién trong ban tin INVITE.

OPTIONS: Ban tin nay cho phép truy van va thu thap User Agent va
cac kha ning cua Server mang. Tuy nhién, ban tin nay khong dugc sir dung dé
thiét 1ap phién.

BYE: User Agent Client sir dung ban tin BYE bao cho Server biét nd
mudn giai phong cude goi. Ban tin BYE dugc chuyén gidng nhu 13 ban tin
INVITE va c6 thé dugc phat di tir nguoi goi hodc nguoi bi goi. Khi mot ddi
tac nhan ban tin BYE thi no phai ngimg viéc truyén cac ludng dir liéu vé
huéng dbi tac phat di ban tin BYE.

CANCEL: Ban tin CANCEL cho phép User Agent va server mang huy
bo bat ctr yéu cau nao dang trong qua trinh xiur 1y, n6 khong anh huéng dén
cac yéu cau dd hoan thanh ma cac dép umg sau cing d nhan duoc.

RIGISTER: Ban tin nay dugc sir dung boi client dé dang ky thong tin

V1 tri cua no voi server SIP.

31



Bao mat trong VolP

2.2.5.4.3 Dap trng ban tin

Céc ban tin dap ung c6 dang nhu sau:

Dap tng = Dong trang thai
Tiéu dé chung/tiéu dé dap tng/tiéu dé thuc thé
CRLF
[NO1 dung ban tin]

Dong trang thai bao gdm phién ban cta giao thirc, ma trang thai (s6), 1y
do va CRLF. Cac thanh phan duoc cach nhau bang hai ky tu SP.

Dong trang thai = SIP-version SP status-code SP Reason-Phrase CRLF

M3 trang thai ¢6 3 chir sb chi ra két qua ciia viéc dap tmg yéu cau. Ly
do 1a sy mo ta ngan gon vé ma trang théi.

Chir s6 dau tién ctia ma trang thai dinh nghia 16p dap ung. SIP phién
ban 2.0 dinh nghia 6 gia tri cho 16p dap tng.

1xx: thdng tin-cac yéu cau dugc nhan, xir 1y cac yéu cau

2xx: thanh cdng-hoat dong duoc nhan thanh cong va duoc chip nhén.

3xx: d6i hudng (redirection) can thém mot s6 hoat dong dé hoan thanh
yéu cau.

4xx: 16i client — yéu cau bi sai 15i ca phap hodc khong thoa mén ¢
Server.

5xx: 161 server — server khong thoa min mot yéu cau dung.

6xx: 161 toan cau — yéu cau khong thé thoa min & bat ki server nao.

M3 s6 ma trang thai dugc dinh nghia trong SIP phién ban 2.0 dugc dinh
nghia trong bang dudi day:

Lép dap tng Ma trang thai Giai thich
Thoéng tin 100 Pang c6 ging
180 Rung chubng
181 Cudc goi dugc chuyén
182 Pugc xép hang doi
Thanh céng 200 OK
Poi hudéng 300 Nhiéu chon lya
301 Puoc di chuyén thuong
XUyén
302 Pugc di chuyén tam thoi
380 Dich vy thay doi
Lbi client 400 Yéu cau 16i
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401 Khong nhan thyc dugc
402 Yéu cau tra tién (payment required)
403 Cam
404 Khong tim thay
405 Bén tin khong cho phép
406 Khéng chap nhan
407 Yéu cau nhan thirc proxy
408 Yéu cau timeout
409 Xung dot
410 Tiép tuc (gone)
411 Yéu céu chiéu dai
413 Thuc thé yéu cau qué 1on
414 URL y8u ciu qua 16n
415 Khéng hd trg loai media
420 M6 rong sai
480 Khong san co
481 Cudc goi hodc su trao doi khong ton
ta1
482 Vong lap dugc phat hién
483 Qua nhiéu hop
484 Dia chi khong hoan thanh
485 Mo ho
486 Dang ban
Lbi Server 500 Loi server bén trong
501 Khong thuc thi
502 Gateway 16i
503 Dich vy khong c6 san
504 Gateway timeout
505 Phién ban SIP khéng hd tro
L&i toan cau 600 Ban ¢ moi noi
603 T choi
604 Khong ton tai & moi noi
606 Khong chap nhan

Bang 2-5: Cac dap ing cua SIP
2.2.6 Cac giao thirc vin chuyén trong SIP.

SIP ¢6 thé sir dung UDP va TCP. Khi dugc gui trén UDP hoic TCP,
nhiéu su giao dich SIP co thé dugc mang trén mot két ndéi TCP don 1é hoic
g6i dit liéu UDP. Goi dit liéu UDP (bao gom tat ca cac tiéu dé) thi khong vuot
qua don vi truyén din 1én nhat MTU (Maximum Transmission Unit) néu
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MTU duge dinh nghia hodc khong vuot qua 1500 byte néu MTU khong duoc
dinh nghia.
2.2.6.1 UDP

UDP la giao thirc tAng van chuyén khong c6 diéu khién tic nghén. No
dugc dung dé van chuyén ban tin SIP vi don gian va thich hop véi cac ung
dung thoi gian thuc. Cac ban tin SIP thuong c6 kich thuéc nhéo hon MTU
(Message Transport Unit). Néu ban tin 16n thi phai dung TCP, vi ly do nay ma
SIP khong c6 chirc nang chia nhé goi.

JIEH) JIEH]

100.101.102.103 200.201.202.203

BYE

[Click To expand]|

UDP Datagram

Source IP: 100.101.102.103
Source port: 42172

Destination IP: 200.201.202.203
Destination port: 5060

200 OK

UDP Datagram

Source IP: 200.201.202.203
Source port: 60134
Destination IP: 100.101.102.103
Destination port: 5060

Hinh 2.12 (a): Trao d6i ban tin SIP bing UDP
2.26.2TCP
TCP 1a giao thirc ¢ ting van chuyén dang tin ciy do c6 diéu khién tic
nghén, hon nita nd c6 thé van chuyén goi tin co kich thude bat ky. Nhuoc

diém cua no la tang dg tre.
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—
"H.. N
)& Click To expand]
100.101.102.103 200.201.202.203

Open TCP Connection

Source |P: 100.101.102.103
Source port: 41270
Destination IP: 200.201.202.203
Destination port: 5060

INVITE

sent in TCP stream
302 Moved

sent in TCP stream
ACK

sent in TCP stream

Close TCP Connection

Hinh 2.12(b): Véan chuyén ban tin SIP bang TCP

Pé ting cudng tinh bao mat thi con ¢ nhitng giao thirc bd sung dé van
chuyén ban tin SIP nhu TLS, SRTP.
2.2.7 So sanh H.323 va SIP

SIP va H.323 duoc phat trién véi nhitng muc dich khac nhau bai cac to
chtrc khac nhau. H.323 duoc phat trién boi ITU-T tir theo PSTN, dung ma hoa
nhi phan va ding lai mot phan bao hiéu ISDN. SIP dugc IETF phat trién dua
trén mang Internet, dung mot sd giao thirc va chirc ning ctia mang Internet.

Hé thong ma héa: SIP 1a giao thirc text-based (text dang ASCII) giéng
nhu HTTP trong khi d6 H.323 dung cac ban tin ma hoa nhi phan. Ma hoa nhi
phan gitp giam kich thudc ban tin nhung n6é phtc tap hon dang text binh

thuong. Nguoc lai cac ban tin text dé dang tao ra, luu lai, kiém tra va khong
can bat cit mot tool nao dé bién dich no, diéu nay lam cho SIP than thién véi
mdi truong Internet va cac nha phat trién web. Ban tin SIP ¢6 cdu traic ABNF,
(Augmented Backus-Naur Form) con ban tin H.323 ASN.1 khéng ¢6 céu trlc.

H.323 chi ¢ chitc niang bao hiéu, SIP c6 thém kha ning thong tin vé
trang thai ctia user (presense and Instant message) vi SIP sir dung dia chi URI.
Diéu nay 1a thé manh cua SIP va hau hét cac dich vu ngay nay dung SIP nhiéu
hon so v&i H.323. SIP dugc hd tro boi thiét bi cua cac nha cung cép dich vu
va dang dan thay thé H.323. SIP ciing dugc cac hing di dong sir dung nhu

giao thirc bao hi€u cudc goi.
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Tinh cudc: SIP mudn co thong tin tinh cude phai & trong qua trinh bao
hi¢u cudc goi dé phat hi¢n ra thoi diém két thic cudc goi. Con vo1 H.323, tai
thoi diém khoi tao va két thic cude goi, cac thong tin tinh cude nam trong cac
ban tin ARQ/DRQ. Vi truomg hop cude goi bao hiéu truc tiép, EP thong bao
cho GK thoi diém bat dau va két thac cude goi brling ban tin RAS.

Vé mirc d6 bdo mdt: SIP ¢6 nhiéu hd tro bao méat dam bao ma hoa,
ching thuc dung certificate, toan ven ban tin end-to-end. Ban than SIP khong
phat trién nhitng hd trg nay ma né thira huéng tir cac giao thirc hd trg bao mat
ctua Internet nhu TLS va S/MIME. Con H.323 thi xay dung H.235 cho chung
thuc va ma hoa.

Céc thiét bi SIP con han ché vé viéc trao d6i kha nang. Con cac thiét bi
trong mang H.323 c6 kha ning trao d6i kha ning va thuong luong mé kénh
nao (audio, thoai, video hay dir li¢u).

H.323 va SIP cung ton tai va cd chtic ning twong tu nhu nhau. SIP
dugc hd trg DNS va URL ngay tir dau con H.323 thi khong. Tuong tu nhu
vay H.323 hd tro hoi nghi truyén hinh véi khai niém MCU ngay tir dau thi véi
SIP tinh ning d6 duoc phat trién sau goi la “focus”.

SIP ban dau dung UDP, sau d6 dung TCP. Con v&i H.323 thi ban dau
khong dung UDP nhung bay gio da ¢ hd trg thém UDP.

Uu diém cua tirng giao thirc:

H.323 dung thay thé mot phan trong hé thong PSTN va chiém linh thi
truong hoi nghi truyén hinh. Déi véi nhitng bd phan chi ding tinh ning bao
hiéu (thiét 1ap va két thuc) cudc goi, khong dung hét nhitng vu diém ndi troi
ctia SIP thi khong can thay thé H.323 bang SIP.

SIP hién tai van chua hd trg hoi nghi truyén hinh. Piém manh cta nod
hién tai van la mot giao thirc don gian, dua trén kién trac Internet.

2.2.8 Giao thirc van chuyén trong VoIP

Giao thirc thoi gian thyc Real-time Protocol (RTP) duogc ra doi do to
chtrc IETF dé xuét, né dam bao co ché van chuyén va giam sat phuong thirc
truyén thong thoi gian thyc trén mang IP. RTP ¢6 hai thanh phan:

- Ban than RTP mang chiic ning van chuyén, cung cap cac thong tin vé

cac goi tin thoai.
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- Giao thic diéu khién thoi gian thuc RTCP (Real-time Control
Protocol) mang churc ning giam sat va danh gia chat luong truyén tin.
2.2.8.1RTP

Mot cudc thoai thong thuong dugce chia thanh cac phién bao hi€u cudc
goi, diéu khién cudc goi, thoa thuan phuong thuc truyén thong va phién hoi
thoai. Vi tri cia RTP nam trong phién hdi thoai.

Céch thirc truyén tiéng nodi qua mang IP: Qua phién thoa thuan phuong
thirc truyén thong, cic bén tham gia hoi thoai tién hanh md hai cong UDP ké
nhau, cong chin cho truyén tiéng noéi (RTP), cong 1é cho truyén cac thong tin
trang thai dé giam sat (RTCP). Thong thuong, hai céng duoc chon mac dinh
la 5004 va 5005.

Tai phia phat, tiéng néi duoc diéu ché thanh dang s6 hoa, qua bd
CODEC duoc nén thanh cac géi tin dé truyén di. Khi di xuéng ting UDP/IP,
mdi gbi tin duge gan véi mot header tuong tng. Header nay co kich thudc 40
byte, cho biét dia chi IP nguén, dia chi IP dich, céng tuong tng, header RTP
va cac thong tin khac:

IF Header .

}4 40 Bytes ’{

Hinh 2.13: Goi RTP
Chang han nhu ta sir dung G.723.1 thi mdi payload c6 kich thudc 24

byte, nhu vy phan dir liéu cho mdi géi tin chi chiém 37,5%.

Header RTP cho biét phuong thitc ma hoa duoc st dung cho goi tin
nay, chi myc goi, nhan thoi gian ctia nd va céac thong tin quan trong khac. Tu
cac thong tin nay ta co thé xac dinh rang budc gitra goi tin véi thoi gian.

Header RTP gom 2 phan :

Phén ¢ dinh dai 12 byte.

Phan md rong dé ngudi sir dung c6 thé dua thém cac théng tin khac.

Header RTP cho mdi goi tin ¢ dang :
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1 2 3
i lolslalslelr)s]olo]s]2]slals o] la]s o]s]2]sa]s]o] ] s]5]s
I I I I I I I I I I I I I I I I I I I I I I I I I

vV=2|P|X cC M PT Sequence number

Synchronization Source (SSRC) identifier
R S A I I A I [ A NN O
L e L e e L e e e e e e

Contributing Source (CSRC) identifiers

T1527560-97

Hinh 2.14: CAu tric header ciia RTP

Cac goi duoc sap xép lai theo ding thir ty thoi gian thuc & bén nhan
roi duge giai ma va phat lai.

RTP hd tro hinh thtc hoi thoai da diém mot cach rat linh hoat. Piéu
nay hét stiic quan trong, dic biét trong truong hop sb thanh vién tham gia hoi
thoai 14 nho dé tiét kiém tai nguyén mang. Pa phan hoi thoai dién ra duéi hinh
thire phat da diém. Néu c6 yéu cau phic dap giira hai thanh vién thi ta lya
chon céch thirc hoi thoai don phat dap.

\

—— Meu - -( ) )

Mullicast Audio and Vides Unicast Audio and Vidgeo

Deocantralized Contralized

N

Hinh 2.15: H¢i thoai da diém

RTP cho phép str dung cac bo tron va bod chuyén ddi. Bo tron 1a thiét bi
nhan cac ludng thong tin tir vai ngudn cé tde do truyén khac nhau, tron chiing
lai v&1 nhau va chuyén tiép theo mot tdc do xac dinh & dau ra. BO chuyén doi
nhan mot 1u6ng thong tin ¢ dau vao, chuyén doi nd thanh mdt khuodn dang
khac & dau ra. Cac bo chuyén doi co ich cho su thu nhé bing théng theo yéu
cau cia dong s lidu trude khi giri vao két ndi bang thong hep hon ma khong
can yéu cau ngudn phat RTP thu nho tc do truyén tin ctia né. Diéu nay cho

phép céc bén két nbi theo mot lién két nhanh ma van dam bao truyén thong
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chat lugng cao. Cac b tron cho phép gii han bing thong theo yéu cau hoi
thoai.
2.2.8.2 RTCP

Tir cac thong tin cung cap trong RTP cho mdi gdi tin, ta c6 thé gidm sat
chat luong truyén tiéng néi trong qua trinh dién ra hoi thoai. RTCP phan tich
va xtr 1y cac thong tin nay dé tong hop thanh cac thong tin trang thai rdi dua
ra cac ban tin phan hoi dén tit ca cac thanh vién. Ta c6 thé dé diéu chinh téc
do truyén s6 liéu néu can, trong khi cac bén nhan khac co thé xac dinh xem
van dé chat lugng dich vu 1a cuc bo hay toan mang. Déng thoi, nha quan ly
mang c6 thé st dung céc thong tin tong hop cho viéc danh gia va quan Iy chat
luong dich vu trong mang do.

Ngoai ra, cac bén tham gia c6 thé trao d6i cac muc mo ta thanh vién
nhu tén, e-mail, sb dién thoai va céac thong tin khac.

Giao thirc diéu khién thoi gian thyc Real-time Control Protocol (RTCP)
c6 nhiém vu gidm sat va danh gia qua trinh truyén tin dya trén viéc truyén
mot cach dinh ky cac goi tin diéu khién téi cac thanh vién tham gia hoi thoai
v6i cung co ché truyén dit liéu. RTCP thi hanh 4 chtic ning chinh :

Cung cap co ché phan hdi chat luong truyén dir lidu. Bén giri thong ké
qua trinh guri dit li¢u qua ban tin nguoi gt cho cac thanh vién. Bén nhan cling
tién hanh gui lai ban thong ké cac thong tin nhan dugc qua ban tin nguoi
nhan. Tir viéc gidm sat qua trinh giri va nhan giita cac bén, ta c6 thé dicu
chinh lai cic thong sd can thiét dé ting chat lugng cho cudc goi. Py 13 chirc
nang quan trong nhat cia RTCP.

M&i ngudn cung cép goi tin RTP duogc dinh danh bai mot tén CNAME
(Canonical end-point identifer SDES item). RTCP c6 nhiém vu cho cac thanh
vién biét tén nay. Khi c6 thanh vién moi tham gia hoi thoai thi anh ta phai
dugc gan véi mot truong CNAME trong goi tin SDES.

Quan sat s6 thanh vién tham gia hoi thoai théng qua su thong ké & cac
ban tin.

Mang céc thong tin thiét 1ap cudc goi, cac thong tin vé ngudi dung. Day
1a chirc nang tuy chon. N6 dic biét hiru ich véi viéc diéu khién céc phién
1ong, cho phép dé dang thém bét sb thanh vién tham gia hoi thoai ma khong

can c6 rang budc nao.
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RTCP dinh nghia 5 loai goi tin nhu bang duoi:

SR Sender Report, ban tin nguoi gui

RR Receiver Report, ban tin ngudi nhan

SDES Source Description items, cac muc md ta nguon
BYE Thong bao két thic hoi thoai

APP | Cung cip céac chic niang riéng biét cua timg tmg dung

Céc thong tin duoc cung cap goi tin RTCP cho phép mdi thanh vién
tham gia hoi thoai giam sat duoc chat luong truyén tin, sd goi tin da gui di, sd
g061 tin nhan duogc, ty 1€ goi tin bi mat, tré 1a bao nhiéu...Vi vay, cac thong tin
nay thudng dugc cip nhat mot cach dinh ky va chiém khong qua 5% giai
thong cudc goi.

Nhu vay khong nhitng RTP dap tng dugc yéu cau thoi gian thuc cho
viéc truyén tiéng néi qua mang IP ma con cho phép ta giam sat va danh gia
chét luogng truyén tin cho VoIP. C6 rat nhiéu yéu t6 anh hudng toi chat luong
dich vu (Quality of Service-

QoS) cho VoIP nhung chil yéu 1a do 3 nguyén nhén tré, ty 1& goi tin
mat va Jitter. Tai mdi thoi diém dién ra hoi thoai ta déu c6 thé quan sat va
danh gia cac tham s nay.

Tuy nhién, ban than RTP hoat dong trén ting IP ma ban chat mang IP
1a chuyén mach géi, do vay RTP khong can thiép duoc téi cac nguyén nhan
trén. Ta khong thé diéu khién duoc cht luong dich vu qua thoai trén IP ma
chi giam sat va danh gia qua viéc st dung RTP. Bién phap khic phuc hién
nay la st dung giao thuc giit trude tai nguyén Resource Reservation Protocol
(RSVP) cho VolP.
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Chuong 3:

BAO MAT TRONG VoIP

3.1 Van dé bao mat trong VoIP

Chinh vi VoIP dua trén két ndi internet nén c6 thé c6 nhitng diém yéu
dbi voi bat ki mébi de doa va cac van dé gi ma may tinh cta ban c6 thé ddi
mat. Cong nghé nay ciing 13 mot cong nghé méi nén ciing c¢6 nhiéu tranh cii
vé nhitng tdn cong c6 thé xay ra, VoIP ciing c6 thé bi tdn cong bdi virut va ma
nguy hiém khac, cac ké tan cong c6 thé chin viéc truyén thong, nghe trom va
thuc hién céac tan cong gia mao béng viéc thao tiang ID va lam hong dich vu
ctia ban. Cac hanh dong tiéu ton luong 16n céc tai nguyén mang nhu tai file,
choi tro choi tryc tuyén. ..ciing anh huéng dén dich vu VoIP.

VoIP ciing chiu chung v&i cac van dé bao mat von co clia mang data.
Nhitng bd giao thirc moi danh riéng cua VoIP ra doi ciing mang theo nhiéu
van d¢ khac vé tinh bio mat.

Nghe nén cudc goi: nghe nén qua cong nghé VolP cang c6 nguy co cao
do c6 nhiéu node chung gian trén dudng truyén giira hai ngudi nghe va nguoi
nhan. Ké tdn cong co thé nghe nén dugc cudc goi bang cach tom iy cac goi
IP dang luu thong qua cac node trung gian. C6 kha nhiéu cong cu mién phi va
c6 phi két hop voi cac card mang hd tro ché do pha tap gitp thuc hién duoc
cac diéu ndy.

Truy cép trai phép(unauthorized access attack): ké tAn cong c6 thé xam
pham céc tai nguyén trén mang do nguyén nhan chi quan cta cac admin. Néu
cac mat khau mic dinh cua cac gateway va switch khong duoc doi thi ké tan
cong co thé loi dung dé xam nhap. Cac switch cii van con dung telnet dé truy
cdp tlr xa, va clear-text protocol c6 thé bi khai thac mot khi ké tin cong co thé
sniff dugc cac goi tin. Vo1 cac gateway hay switch st dung giao dién web
server cho viéc diéu khién tir xa thi ké tin cong co thé tom cac dung cu k¥
thuat ARP dé tom lay cac goi tin dang luu chuyén trong mot mang ndi bo.

Caller ID spoofing: caller ID 1a mot dich vu cho phép uer co thé biét
dugc so cua ngudi goi dén. Caller ID spoofing 14 k¥ thuat mao danh cho phép
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thay d6i s6 ID clia nguoi goi bang nhimg con sd do uer dit ra. So v6i mang
dién thoai truyén thong, thi viéc gia mao s6 dién thoai VoIP d& hon nhiéu, boi

c6 kha nhiéu cong cu va website cho phép thuc hién di€u nay.

bac diém bac ta

CAu trac IP | Diém yéu nay lién quan dén cac hé théng sir dung mang
chuyén mach goi, né lam anh hudng dén céu tric hoat dong
cua VoIP

Hé Céc thiét bi VoIP ké thira cac diém yéu ctia hé diéu hanh va cac

diéu hanh | firmware ma chung chay trén dé (windows va linux)

Cauhinh | Cau hinh mic dinh cta thiét bi VoIP luén c6 nhitng dich vu du
thura. va céac port cua cac dich vu du thua nay tr¢ thanh diém

yeu cho cac tan cong Dos, tran bd dém hodc tranh sy xac thuc

Murc Céc cong ngh¢ maéi con non yéu co thé bi tan cong bé gay hodc

ung dung | mat di€u khién doi voi cac dich vu.

Bing 3: M ti cac cap dd ma cau tric VoIP c6 thé bi tan cong

Ngoai nhitng van dé trén, VoIP con ké thira nhiing van dé chinh trong
viéc dinh tuyén trén két ndi bang thong rong. Khong gidng nhu cic hé thong
dién thoai truyén thong ban c6 thé goi ca khi mat dién. Trong hé théng VolIP,
néu mat nguon dién thi VoIP ciing khong thé thuc hién duoc cude goi . O day
cling c¢6 vai van dé lién quan d6 13 cac hé théng bao mat ¢ nha hoic s6 khan
cap co thé khong lam viéc theo nhu mong muén.
3.2 Nhu ciu bao mit

Trudce khi di vao chi tiét vé nhitng cong nghé khac nhau dé bao vé cho
mang VoIP. Ban can phai hiéu nhiing van dé va tap hop nhimng nhu cau ma
ban di dugc thay. Phan nay s& phac thao nhitng nhu cau bao mat tiéu biéu.
Khong phai 1a mot danh sach toan di¢n. Nhitng dich vu VoIP dac biét co thé
can nhitng nhu cau phy:

Tinh toan ven : Nguoi nhan nén nhan nhiing géi dir licu ctia nguoi khoi
tao glri v6i ndi dung khong c6 sy thay doi. Mot bén thir ba can phai khong co
kha nang chinh stra géi trong qua trinh van chuyén. Pinh nghia nay dugc ap

dung mot cach chinh x4c trong truong hop cua tin hiéu VoIP. Tuy nhién,
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trong truong hop clia phuong tién truyén thong, sy mat mat goi thong thuong
c6 thé tha thtr dugec.

Tinh bi mdt: Mot hing tht ba khong nén c6 kha niang dé doc dit liéu ma
duoc dy dinh cho ngudi nhan.

Tinh xac thuc: Bén guri va bén nhan tin hiéu VolP hay thong diép
truyén thong nén chic chin rang chiing dang lién lac ngang hang nhau.

Tinh san sang: Su bao v¢ tir viéc tAn cong DoS(tur chdi dich vu) ddi voi
thiét bi VoIP nén san c6 ddi véi nhitng nguoi sir dung lién tuc. Nhitng nguoi
str dung/nhitng thiét bi ¢ ac tim hoic ¢ cu xtr khong dang dan khong duoc
cip quyén dé pha v& dich vu. Pé 1am dju cac cudc tan cong DoS doi hoi cach
xtr 1y 1ay nhiém dé bao vé tai nguyén VoIP va bao vé mang IP bén dudi.

3.3 Mt s6 cach tan cong chin cudc goi
3.3.1 Tan cong Replay

Tan cong replay 1a tdn cong chi dong hudng vé nghi thic. Pic trung
ctia ngudi tin céng nay gianh dugc goi dir liéu gdi hodc nhan dén host. Anh ta
stra doi chung va st dung lai dé truy cap vao mot s6 dich vu nao d6. Mot vi
du tuong tng véi loai thoai IP 1a ngudi tin cong dat dugc trong tay cac goi dir
lidu goi tir mot user co quyén dé thiét 1ap cudc goi va goi lai ching sau khi da
stra d6i dia chi ngudn va IP. N6 c6 thé bi ngin chin bang cach thuc thi hai
dich vu bao mat nhan thuc thyc thé ngang hang (peer entity authencation) va
tinh toan ven dir li¢u (data intergrity).

3.3.2 Tan cong tran by dém

Pay 1a phuong thirc tin cong phd bién. Pay 1a két qua chinh cia viéc
phat trién phan mém khong dung luc. K¥ thuat nay loi dung trén thyc té 1a c¢6
mot vai 1énh khong kiém tra dau vao di liéu. Chung dugc tng dung dac bi¢t
dé xau chudi xir Iy cac 1énh. Qua trinh gia nhap véi nhiéu dau vao, cac 1énh
hay 14 cac chuong trinh c6 kha ning lam cho b nhé hé thong bi viét de lén.
No6i dung cia bd nhd nay cod thé bat dau hoic quay trd lai dia chi cua céac
chuong trinh subroutine. Truong hop xdu nhat nguoi tAn cong co thé thém
vao doan code hiém dé cung cép cho anh ta cac quyén quan li ciia hé théng.
Bién phap ddi pho 1a huy tat ca cac code “yéu”, chinh cac 16 hong nhén thirc

dugc chira trong cac hé théng hoat dong va cac chuong trinh ngdn ngir.
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3.3.3 Tan cong man in the middle

Trong tin cong man in the middle ngudi tn cong quan 1y dé cat dut két
nbi gitta hai bén goi. Ca hai bén tham gia két ndi nay déu nghi rang ching
truyén thong vdoi nhau. Thuc té, tat ca cac dit liéu duge dinh tuyén qua nguoi
tan cong. Hacker dd hoan thanh viéc truy cip dé thay thé cac dir liéu bén
trong. Hacker c6 thé doc ching, thay ddi chiing hodc va giri chung nhu 1a dit
liéu cua anh ta. Thuc té hacker duoc xac dinh & vi tri & gilta cua hai bén
truyén thong mang lai cho ngudi tin cong tén cua hai bén truyén thong. Mot
vi du cho tin cong nay la thiét 1ap cua viéc bao dam két ndi duoc s dung boi
bao mat 16p dir lidu. Piém yéu ctia TLS 1a nguyén nhén cua viéc thiét lap
phién nay. O day hai bén truyén théng c6 thé trao doi hai khoa. Khoa nay
dugc d6i co kha ning 1am cho nguoi tin cong co thé ¢ gilta hai bén truyén
thong.
3.3.4 Chin va danh cép cudc goi

Nghe trom va danh chan cudc goi la van dé lién quan dén mang VolIP,
dinh nghia nghe 1én c6 nghia 1a mot ngudi tin cong co thé giam sat toan bo
bao hiéu hoac dong dir li¢u gitra hai hoac nhiéu dau cudi VolP, nhung khong
thé bién doi dit liéu. Panh cap cudc goi thanh cong twong ty nhu viéc nghe
trom trén day ndi, cude goi cua hai bén co thé bi danh cép, ghi lai, va nghe lai
ma hai bén khong hé biét. RS rang nguoi tan cong ma cé thé danh chan va
chtra dir liéu nay cé thé st dung dir li¢u nay cho muc dich khac phuc vu cho
muc dich cua anh ta.
3.3.5 Pau doc DNS

Mot hd so DNS (Domain Name System) A duoc sir dung cho viéc chira
cac domain hay hostname anh xa thanh dia chi IP. SIP tao ra viéc st dung
rong rii ho so SRV dé xé4c dinh cac dich vu SIP nhu 1a SIP uy quyén va ding
nhap. Cac ho so SRV thuong bat dau véi gach dudi
(_sip.tcpserver.udp.domain.com) va chira thong tin vé miéu ta dich vu, van
chuyén, host, va thong tin khac. Cac hd so SRV cho phép ngudi quan 1y sir
dung mqt vai user cho mgt domain, dé di chuyén dich vu tir host dén host véi
mot it quan trong hod, va dé bd nhiém mot vai host nhu 13 céac server chinh

cho cac dich vu.
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Mot nguoi ¢6 muc dich tin cong, s& c¢b ging dau doc DNS hay tan cong
gid mao, s€ thay thé gia tri luu trir hd so DNS A, SSRV, hay NS vé1 cac ban
tin ma chi dén cac server ctia ngudi tan coéng. Piéu nay co thé duoc hoan
thanh bang cach bat dau bang cach doi ving tir DNS server ctia ngudi tin
cong dén DNS server nan nhan, bang cach yéu cau server DNS nan nhan phan
tich thiét bj mang trong domain clia nguoi tan cong. Server DNS nan nhéan
khéng nhitng chip nhan yéu cau hd so ma con chip nhan va chta cac hd so
ma server tan cong co.

Vi véy viéc thém vao hd so A cho www.Attacker.com, server DNS nan
nhén c6 thé nhan duoc hd so gia 1a www.yourbank.com. Nan nhan vo t0i1 s€ b1
hudng dén chuyén hudng lai dén attacker.com. Trang web ma bat ma bat ky
thoi diém nao muén truy cap 13 yourbank.com. Trang web ma ho so gia dugc
lwu trir. SIP URL thay thé cho dia chi website, va van dé tuong tu cling gip
phai trong moi trudong VolP.

Céc loai de doa nay dua vao su Véng mat cta bdo dam nhan thuc cua
nguoi tao ra yéu cau. Cac tan cong trong loai ndy cb gang tim kiém dé pha
hoai tinh toan ven cta dit liéu dam thoai.Cac tham hoa nay chi ra réng Viéc
can thiét phai bao mat dich vu dé co kha nang nhan thyc thé tao ra yéu cu va
dé kiém tra ndi dung cua thong diép va diéu khién cac ludng khong bi bién
d6i khi phat.

3.3.6 Danh lira (ARP Spoofing)

ARP la giao thirc co s¢ Ethernet. Co6 1& do nguyén nhéan nay, thao tac
vao cac goi ARP 1a k¥ thuét tin cong thudng thiy trong mang VoIP. Mot vai
k¥ thuat hay cong cu hién tai cho phép bét ky user nao co thé tim ra luu lugng
mang trén mang bdi vi ARP khong c6 diéu khoan cho cau héi nhan thuc va
cau hai tra 101. Thém vao do, bdi vi ARP 1a mot giao thuc stateless, hau hét
cac hé théng hoat dong cap nhat cache cua né khi ma nhan moét 161 dép ARP,
bat chip no dugc goi di tir mot yéu cau thuc té hay khong.

Trong s6 nhitng tin cong nay, chuyén huéng ARP, danh lira ARP, danh
cip ARP va dau doc cache ARP 1a cac phuong phap dé pha hoai qua trinh
ARP binh thuong. Cac dang nay thuong xuyén dugc xen k& hodc xdo tron
nhau. Danh cho myc dich ctia chuong nay, c6 thé xem dau doc cache ARP va

danh Itra ARP nhu la cung mot qua trinh. Sir dung cac cong cu tuy thich co
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thé nhu 1a ettercap, Cain, va dsnif, va cac thiét bi IP c6 hai ¢6 thé danh lua
thiét bi IP thong thuong bang cach goi mot dap tng ARP khéng yéu cau dén
host muc tiéu. Mot dap tmg ARP gia chira dia chi phan cung cta thiét bi binh
thuong va dia chi IP ciia thiét bi co ¥ d6 xau. Ned 1a may tinh tan cong. Khi
SAM broadcast mot cdu héi ARP cho dia chi IP caa Sally, NED, ngudi tin
cong, dap tmg cau hoi dé chi ra rang dia chi IP (10.1.1.2) lién quan dén dia
chi MAC cua Ned, BA:AD:BA:AD. Cac géi gia sir giri tir SAM dén Sally s&
dugc thay thé goi d¢én Ned. Sam sé& hiéu 1am rang dia chi MAC ctia Ned tuong
ung voi dia chi IP cua Sally. Thuc té, Ned c6 thé dau doc cache ARP ctia Sam
ma khong can doi mot yéu cau ARP tir hé thong Windows (9x/NT/2k), cac
muc ARP tinh dugc viét dé 1én khi mot tra 161 cau hoi duge nhan bat chép co
hay khong cau hoi duogc phat. Muc nay s& dugc giit cho dén khi chung hét han
hoac muc moi thay thé.

Chuyén huéng ARP c6 thé hoat dong hai chiéu va thiét bi danh lira co
thé dua vao & gilta ciia cudc dam thoai giita hai thiét bi IP trén mang chuyén
mach. Béng cach dinh myén cac goi trén cac thiét bi dugc nhan céc g061, viéc
gai vao nay (duoc biét nhu 1a Man/Monkey/Moron trong viéc tin cong & giita
) co thé van khong dugce nhan ra cho mot vai lan. Nguoi tAn cong co thé dinh
tuyén cac goi nhu mong mudn, dan dén nhu tan cong DoS.

Vi tat ca luu luong IP gitta nguoi goi thuc va ngudi nhan thuc bay gio
déu di qua thiét bi cua nguoi tn cong, that binh thudng dé cho ngudi tan
cong tim ra luu lugng st dung cac cong cu tuy thich nhu 1a Ethereal hay
tepdump. Bat ky thong tin nao khong duoc mi hoa (bao gdm email, username
va password, va luu luong web) co thé bj chian dirg va bi xem.

Sy chin dtng nay c6 kha ning tac dong manh dén luu lugng VoIP. Cac
cong cu mién phi nhu 12 vomit hay rtpsnif, cling nhu 1a cac cong cu cong cong
nhu 1a VoIPCrack, cho phép chdn dimg va ma hod luu lugng VoIP. Cac noi
dung chiém duoc c6 thé bao gém thoai, bao hi¢u va thong tin tinh cudc, da
phuong ti¢n, s6 PIN. Pam thoai qua ndi mang IP cé thé bi chin va ghi am lai
st dung k¥ thuat nay.

O day ciling c6 mot s6 bién thé cia ki thuat ké trén. Thay cho viéc
phong theo cac host, ngudi tin cong c6 thé phong theo gateway. Diéu ndy lam

cho nguoi tdn cong c6 thé chin dung nhiéu ludng géi. Tuy nhién, hau hét ky
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thuat chuyén huéng dua vao viéc 1én lat. Ngudi tan cong trong cac truong
hop nay déu hy vong viéc khong nhan ra cua cic user ma chiing mao nhan.
Mao nhan gateway co6 thé co két qua trong cac user dé phong su c6 mit cua
nguoi tAn cong xam pham bat ngd trong mang.

Trong cac thi tuc giéi han 16i do thao tic ARP, ngudi quan li phai thuc
thi cac cong cu phﬁn mém dé gidm sat viéc anh xa dia chi IP thanh dia chi
MAC. O 16p mang, anh xa dia chi MAC/IP c6 thé dwgc mat ma tinh trén
switch, tuy nhién n6 thudong xuyén khoéng dugc quan 1y tot.

Céc rti ro cia viéc ma hod luu lugng VoIP co thé duge gidi han boi
thyc thi mat ma. St dung viéc mat ma hod media, cac cuoc dam thoai gitra hai
dau cudi IP phai duge sir dung cting mot dang mat ma hod. Trong méi truong
bao mat cao thi cac to chirc can phai dam bao cing mot phuong thirc mat ma
trong bo codec IP.

Tiép theo 1a mot vai vi du thém vao cua cac danh chéan hay an cép cudc
goi hay tin hi¢u. Cac de doa cua 16p nay kho thuc hién hoan thanh hon la
DoS, két qua ciia n6 c6 thé 1a dir liéu bi mat hay bi thay doi. Cac tan cong
DoS, 1a do nguyén nhén ciia cic phuong phap hoat dong hay so xuat, n6 lam
anh huong dén chat luong dich vu va thudng gy su khong hai long ddi véi
user va ngudi quan tri mang. Cac tin cong danh chin va in cap, thudng 1a cac
tAn cong chu dong véi viec danh cép dich vy, thong tin, hoac tién nhu 1a muc
tiéu tdn cong. Can chu ¥ rang danh sach nay khong khai quat hét khia canh
nhung ciing bao gdm mot vai tin cong cot I3i.

3.3.7 Tan cong danh lira diu cudi VoIP (Roque VoIP Endpoint Attack)

Gia mao dau cudi EP giao tiép vo1 cac dich vu VoIP b:?mg cach dua trén
cac danh cip hay udc doan cac nhan dang, cic uy nhiém hoidc cac truy cip
mang. Vi du, mot danh lira dau cudi EP c6 thé sir dung cac jack khong duogc
bao vé hay tu dong diang ky thoai VoIP dé c6 thé vao mang. Udc chirng mat
ma c6 thé duoc sir dung dé gia dang nhu 1a mot dau cudi hop phap. Viéc quan
li cac tai khoan khong chit ch& c6 thé gia ting nguy co cua viéc loi dung nay
3.3.8 Cuop dang ky (Registration Hijacking)

Cudp dang ky xay ra khi mot nguoi tn cong mao nhan 1a mot UA co
gia tri dé giir va thay thé dang ky véi dia chi ciia minh. Cac tan cong nay la

nguyén nhan cua viéc tat ca cac cudc goi dén duoc gdi dén ngudi tan cong.
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3.3.9 Gia mao uy nhiém

Gia mao uy nhiém xdy ra khi mot ngudi tdn cong danh lira mot uy
nhiém (proxy) trong viéc truyén thong vi mot proxy gia.. Néu mot ngudi tin
cong thanh cong trong viée gia mao uy nhiém, anh ta co thé truy cap vao tat
ca cac thong diép SIP.
3.3.10 Lura tinh phi

Gia mao dau cudi VoIP su dung server VolP dé dat viéc tinh phi bat
hop phap cua cude goi qua PSTN. Vi du, cac diéu khién truy cap khong day
du co thé cho phép cac thiét bi gia dat phi cta cac cudc goi bang cach goi yéu
cau VoIP dén cac tmg dung tién hanh cudc goi. Cac server VoIP c6 thé bi
hack trong cac thu tuc dé tién hanh cudc goi mién phi dén dich bén ngoai.
3.3.11 X4o tron thong di¢p

Bit giit, stra doi, va sap dit dé khong xac thuc cac goi VolP dén dau
cudi. Cac tAn cong ndy c6 thé xay ra qua viéc danh cap ding nhép, gia mao uy
nhiém, hay tin céng trén bat ky mot thanh phan VoIP thuc ndo ma tién hanh
cac thong di¢p SIP hay H.323, nhu la server proxy, registration, media
gateway, hay céc btrc tuong Iua.
3.4 Cac cong nghé bao mat

Khi dua ra nhimg nhu cau bao mat cho nhimng thiét bi VoIP, phan nay
MmO ta mot vai cong nghé co san dé dam bao tinh toan ven,tinh bi mat, va tinh
chtng thyc. Cac cong nghé nay khong phai 1a nhiing giai phéap t6i vu nhung
né gop phan giai quyét nhitng van dé trong mang VolP:
3.4.1VLAN

Su tich hop thoai, dir li¢u va video trén cung modt mang lam cho sy bao
mat cua hé théng VoIP ciing bi anh huéng béi cac dich vu khac. Pé ¢6 thé
giai quyét dugc van dé nay ta tach biét vé luan 1y giita cac dich vu bang
VLAN
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Data VLAN |
Voice VLAN

Malicious User

Switch

Hinh 3- 1: VLAN

Loi ich cua VLAN:

- Gidm Iuu lugng broadcast va multicast vi chi ¢c6 cac may trong cung
mot VLAN méi c6 thé thong tin duoc véi nhau. VLAN duge cau hinh trén
switch.

- VLAN d& dang quan ly, gitp quan ly thiét bi mot cach tap trung.
VLAN c6 thé sap xép va quan 1y cac PC hay softphone dua vao chiic ning,
16p dich vu, toc d6 két ndi hodc nhirng tiéu chuin khac.

- Giam delay va jitter, do d6 céi thién QoS.

Hé théng VoIP ¢6 thé bi anh huong boi su thiéu bao mat cta cac dich

vu khac cua mang dir licu.
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Hinh 3- 2: VLAN phan theo chirc néing
VLAN gop phan trong bao mat hé théng VoIP. Luu luong giita cac

VLAN dugc dam bao (trtr khi stir dung router). N6 lam gidm céc broadcast luu
luong trén mang ma di¢n thoai phai nhan.

Quan 1y luu lugng bang VLAN giap cho luu lugng SNMP va syslog
khong bi nhiéu véi dir liéu, dé dang hon trong viéc quan 1y mang.

VLAN con lam giam nguy co DoS. Do muén lién lac giita cac VLAN
thi phai di qua 16p mang, cac luu lugng nay s€ bi loc bdi cac ACL trén 16p
mang.

Dé bao dam an toan cho luu luong tai 16p 2 thi can han ché quyén truy
cap bang cong console cuia Switch bang cach st dung nhitng phuong phap
chung thuc mang nhu RADIUS hay AAA.

3.4.2 VPN

Cong nghé VPN cung cdp mot phuong thire giao tiép an toan giita cac
mang riéng dya trén ha ting mang coéng cong (Internet). VPN thudng duoc
dung dé két ndi cac van phong, chi nhanh véi nhau, cac nguoi ding tir xa vé
van phong chinh. Cong nghé ndy c6 thé trién khai dung cac giai phap sau:
Frame Relay, ATM hay Leased line.

Céc giao thirc va thudt toan dugc dung trong VPN bao gdm DES (Data
Encryption Standard), Triple Des (3DES), IP Security (IPSec) va Internet key
Exchange (IKE).
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C6 hai logi két néit VPN:
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+ LAN —-to - LAN

o <
Py ~
/\/,_\(\ \ - Aj Corporate \2__, —?'l

‘ Network

J '__a:/ Public }:)_ )
7 Network P\
VPN Client Sy pgre N, _/J\
A o VPN SERVER [ '
‘ I et

4

/s

Hinh 3- 3: Client-to-LAN VPN

Cong nghé VPN dua trén ki thuat duong ham (tunneling). Ky thuat nay
bao gdm dong gbi, truyén di, giai ma, dinh tuyén. VPN c¢6 ba loai: Point — to —
Point Tunneling Protocol (PPTP), Layer 2 Tunneling Protocol (L2TP), IPsec.
3.4.2.1 Point — to — Point Tunneling Protocol

Pay 1a mot giao thirc phat trién boi Microsoft, lam viéc & 16p 2 trong
mo hinh OSI. PPTP déng goi frame PPP vao goi IP bang cach sir dung GRE
(General Routing Encapsulation).Cac hinh thirc dam bao su bao mat gém:
chirng thuc, ma héa dir licu, loc gbéi PPTP.

PPTP dung céc giao thitc chimg thuc PPP gom: EAP, MS-CHAP (ver 1
va ver 2), PAP, trong d6 MS-CHAP ver2 va EAP-TLS dugc xem la bao mat
nhat vi ca VPN server va VPN client déu chitng thuec ldn nhau. Tai trong PPP
frame duoc ma hoa bang RSA (Rivest, Shamir and Adleman), RC4 (Rivest
Cipher 4).

Trong MS-CHAP verl gié tri bam cua LAN va cua Windows NT dugc
sinh ra dua trén cing mot password va duoc giri song song tir client dén
server. Vi gia tri LAN manager hash dugc bao mat kém nén cac chuong trinh
bé password co thé tan cong duogc, khi da biét duoc gia tri bam cua LAN, c6
thé dung n6 dé tim ra gia tri cia Windows NT. MS-CHAP ver 2 khic phuc
dugc 16i trén nho diing co ché ma hoa.

RSA va RC4 ciing c6 cac diém yéu do khéa ma hoa dya trén password

cua user va ca client va server déu dung chung khéa ma hoa.
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3.4.2.2 Layer 2 Tunneling Protocol

L2TP 1 giao thtrc chuan ciia IETF (RFC 2661). Khac v6i PPTP, L2TP
c6 thé chay trén nhiéu chuyén mach khac nhau nhu X.25, Frame Relay, ATM,
nhung thuong thi L2TP dong géi PPP frame trong L2TP frame va dung UDP
dé truyén di (khong dung GRE). Dung UDP tbt hon cho céc dich vu thoi gian
thuec.

Ban than L2TP khong dam bio bao mat, nd can céc giao thirc van
chuyén bén duéi lam diéu nay. Diéu nay dugc thuc hién qua viéc bao mat

trong PPP hoac dung IPsec.

IP UDP | L2TP PP
Header | Header eader eader

« L2TP frame >

Hinh 3- 4: CAu tric L2PT
3.4.2.3 IP Security

Véi dic diém 13 d& bi bat goi trong mang IP nén yéu cau ma hoa 1a can
thiét cho hé thong VoIP. IPsec c6 thé bao mat thong tin cua EP va ludng dir
liéu. IPsec 1a tap giao thirc phat trién boi IETF, bao mat & 16p IP.

IPSec bao gom 4 thanh phan: thanh phan mi héa (Encryption), trao d6i
khoa (Security Association), dam bdo toan ven dir liéu (Data Integrity) va
kiém tra nguon gdc dir liéu (Origin Authentication).

IPsec gom hai giao thirc: Authenticaion Header (AH) va Encapsulating
Security Payload (ESP).

- AH: chimg thuc data va chéng replay, dung giao thirc IP s6 51

- ESP: dung giao thtc IP s6 50

ESP chi mi hoa va chimg thyuc trén géi ban dau (khong c6 header), con

AH thi chiig thuc toan bg goéi (co6 header) va khong ma hoa.

ESP

New 1P P
Hdr Hdr Data Trailer Auth

ESP ESP

<4 Encrypted =—p

- Authenticated
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Hinh 3- 5: Chitng thyc va ma hoa cia AH va ASP

- [Psec gom 2 mode:

+ Tunnel mode: tao thém maot IP header méi gdbm mot dia chi ngudn va
mot dia chi dich (co thé khac véi dia chi ngudn va dia chi dich trong goi IP).
ESP chimg thuc va ma hoa trén goi IP, con AH chimg thuc thém mot phan
cua header moi.

+ Transport mode: ESP ma hoa va chung thuc goi IP (khong c¢6 phan
header), AH thi cé ching thyc thém mot phan header moi.

|
|
|

ooy e | TP et

Hinh 3- 7: CAu tric géi IPsec ¢ tunnel mode
Trong qua trinh thiét 1ap két ndi, VPN client va VPN server sé& thuong
lugng thuat todn ma hoéa dugc st dung trong s6 cac thuat toan sau: DES,
MD5, SHA, DH
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Security Association (SA) thuong dugc quan 1y boi IKE. SA thuong co
thé dung pre-shared key, ma hoa RSA hoic chit ky sd. IPsec ching thuc bang
shared secret va certificate, bao mat hon so v6i PPTP ching thuc bang
password cua user.

3.4.3 Firewalls

Pong vai trd rat quan trong trong viéc bao mat mang dir liéu khoi
nhing tin cong tir bén ngoai. Mot sb loai firewall co ban sau c6 thé bao vé dir
liéu ¢ cac 16p khac nhau trong mé hinh OSI:

Packet filtering firewall

Circiut level gateway firewall

Personal firewall

Chtrc ning co ban cua firewall dugc thiét ké khong phai danh cho cac
tmg dung thoi gian thuc nhu VoIP nén viée thiét 1ap firewall cho hé thong
VoIP s& lam cho hé thong phirc tap hon & mot sé qua trinh: port dong
trunking, thu tuc thiét 1ap cudce goi.

Ngoai ra, firewall con c6 nhiém vu diéu khién luéng thoai va dir liéu.
Néu khong cai dit firewall thi tat ca cac luu luong dén va di tir IP phone déu
phai dugc cho phép vi RTP dung port UDP dong, va nhu vy thi tat ca cac
port UDP déu phai md, thiéu bao mat. Vi vay, IP phone thuong dit sau
firewall dé tat ca cac luu luong déu dugc kiém soat ma khong can phai mo tat
ca cac port UDP > firewall duoc sir dung dé cach ly vé mat luan 1y giita thoai
va dir liéu.

3.4.4 NAT (Network Address Translation).

La k¥ thuat ma dia chi ngudn hay dia chi dich thay d6i khi di qua thiét
bi ¢6 chitc ning NAT, cho phép nhiéu host trong mang ndi bd dung chung
mot dia chi IP dé di ra mang bén ngoai.

Ngoai one-to-one mapping thi con c6 many-to-one mapping hay con
goi 1a NAPT (Network Address Port Translation).
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- iistwork Firewall with
£10.0.0.1: 7000\ T

S

Source: 195.20.30.40:900&

00027000 | Source: 195.20.30.40:9004

Hinh 3- 8: Qua trinh thay ddi dia chi trong NAT

NAT c0 4 chinh sach:

- Full: tit ca cac yéu cau tir ciing cac host bén trong (dia chi IP va port)
dugc anh xa toi cing mdt IP hay port dai dién bén ngoai, vi vay bat ky mot
host bén ngoai c6 thé giri goi téi 1 host bén trong néu biét dia chi duoc anh xa
do.

- Restricted: chi cho phép 1 host bén ngoai vdi IP X giri géi cho host
mang bén trong néu host ciia mang bén trong da gii t6i IP X mot goi trudc
do.

- Port restricted: Gidng Restricted one nhung c6 thém port. Chinh sach
nay duoc st dung dé ¢ thé dung chung mot dia chi IP dai dién bén ngoai.

- Symmetric: tt ca cac request tir cung 1 IP hay port dén 1 dich nao d6
dugc anh xa di bang 1 IP dai dién, néu di toi 1 dich khéac thi n6 s& di bang IP
dai dién khac = Chi c6 nhitng host bén ngoai nhan dugc goi thi mai giri goi
nguoc tro lai cac host bén trong duogc.

Loi ich cia NAT:

Giam bét s6 IP can dung bang cach sir dung chung 1 IP dai dién dé di
ra bén ngoai. Voi viée st dung chung 1 IP dai dién dé di ra bén ngoai nhu vay
thi moi luu lwong mudn truy nhap vao mang bén trong thi phai qua NAT, bao
mat hon.

3.4.5 Mt so chii y khi siv dung NAT va firewall trong hé thong VolP.

Anh hwéng dén QoS:

Viéc thiét 1ap firewall va NAT gy ra tréva jitter, lam giam QoS. Vé
ban chat, mubn cai thién QoS thi qué trinh xir 1y géi khi qua firewall phai

nhanh, ma kha nang xu 1y gbi cua firewall lai phu thudc vao nang luc cua
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CPU. CPU xur 1y goi cham la do: header cua goi thoai phuc tap hon goi IP
binh thudng nén thoi gian xir 1y 1au hon; sé luong goi RTP qué 16n c6 thé lam
firewall CPU bi qua tai.

Cuoc goi toi:

Khi mdt c6 mdt cudc goi téi thi cac luu lugng bao hi¢u tdi di qua
firewall, can phai mo mot sd port, diéu nay c6 thé gy nguy hiém.

Véi NAT diéu nay cang kho khin vi NAT dung port dong, ma mot host
bén ngoai chi c6 thé goi cho 1 host nam sau NAT néu biét chinh xac dia chi
IP va port cua no.

Voice Stream:

RTP dung port dong (1024-65534), con RTPC quan 1y luong thoai
bang mot port ngau nhién, khé ma dong bo port cia RTP va RTPC. Néu ca
hai host déu nam sau NAT thi cang kho khan.

NAT chi anh xa dia chi bén trong va dia chi dai dién di ra bén ngoai
trong 1 khoang thoi gian t(s). Néu két ndi bi dat hay khong c6 luu luong di
qua NAT trong t(s) thi 4nh xa nay s& bién mat.

Néu dung TCP thi khi két ndi TCP két thiic thi cudc goi cling két thuc.
Néu dung UDP thi khong nhan biét dugc vi UDP 1a phi két ndi. Néu st dung
VAD thi c6 kha nang thong tin két ndi bi x6a trude khi cudc goi that su két
thuc.

Ma hoa:

Viéc ma hoa gitip ddm bdo tinh toan ven dir liéu nhung ta cling gap mot
s6 van dé vai né khi sir dung NAT va firewall:

+ Firewall s€ chan céac goi c6 header dugce ma hoa.

+ NAT dau di IP bén trong véi mang bén ngoai nén phuong phap
chung thuc ESP va AH cua Ipsec 1a khong hop €.

3.4.6 Share-key (khoa dung chung)

Nhiing cdch tiép cdn Chia khéa- Dung chung:

Mot cach tiép can td1 sy chimg thyc 1a mot hé théng ma trong d6 nguoi
giri va ngudi nhan chia s¢é mot mat khau bi mat ( d6i khi tham chiéu téi nhu
mot chia khoa- dung chung) ma khong duge biét dbi voi mot bén thi ba.

Nguoi gui tinh todn mdt hash ndi dung thong di¢p va ndi vao gia tri

hash do v&i1 mot thong di€p. Bén phia nhan dugce thong di€p, nguoi nhén cling
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tinh toan hash thong diép voi mot mat khau dung chung. Sau d6 nd so sanh
hash di duoc tinh toan véi gia tri hash ma duge bd sung vao thong diép. Néu
chung phu hop, su toan ven cia thong di¢p dugc bdo dam nhu 1a tinh xac thuc
clia nguoi gui.

Ban c6 thé sir dung mat khau dung chung dé ma héa noi dung thong
diép va truyén dir liu d3 ma hoa téi ngudi nhan. Trong trudng hop ndy, yéu
cau riéng tu dugce dé cap khong vi bén tha ba c6 thé danh hoi dir liéu dang
van chuyén va c6 thé nhin ndi dung thong bao ctia vin ban gdc. Ngudi nhan
chay gidi thuat giai ma (sy mé khoa) voi mat khau dung chung nhu mot trong
nhitg dau vao va tao ra lai thong bao van ban gdc.

Mot hé théng ma c6 nhiéu ngudn dit liéu co thé gip phai yéu cau xac
thuc bang viéc bao dam rang mdi ngudi giri sir dung mot chia khoa duy nhat
cho dir liéu dugc gui.

Trong mdt cach tiép cin chia khoa- dung chung, ngudi quan trj phai c6
su chuin bi ddi v6i mat khau bi mat dung chung. Trong mgt hé théng ma co
nhiéu cip ngudi giri/ nhan, viéc duong dau véi su chuan bi c6 thé rat cao.

Ngoai ra, néu mot chia khoa- ding chung duoc thoa hiép ( stolen/ lost),
Moi thiét bi sir dung chia khéa dung chung can dugce chuan bi véi chia khoa
dung chung méi.

3.4.7 Public-Key Cryptography (Mat ma chia khoa-cong cong):

Pé lam giam bdt su dau dau cho ngudi quan tri v6i nhimg cach tiép can
chia khoa- dung chung, ban c6 thé st dung mat mé chia khoa- cong cong.
Nhitng khai niém co ban trong mat ma chia khoa chung la nhiing chia khoa va
nhimg chit ky s6 hoa khong can d6i, duge mo ta trong nhing muyc sau day:

Nhitng chia khéa khéng cdn doi:

Nhiing cip chia khoa khong can d6i ting cdp 1a nhimg chia khoa
(thong thuong cia do dai cd dinh) duoc tham chiéu téi nhu chia khoa cong
cong va chia khoa riéng tu ma cé lién quan toan hoc dén 14an nhau. Ching
thong thuong duoc dai dién trong hé mudi sau va ¢6 nhitng dac trung sau day:

- Chi c6 chia khoa cong cong twong tmg méi ¢ thé giai ma giit liéu ma
dugc ma hoa véi mot chia khoa riéng tu.

- Chi ¢6 cdp chia kho4 riéng tu tuong tmg méi c6 thé giai ma dir lidu

ma dugc ma hod véi mot chia khod cong cong.
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- C6 mdi quan hé mot-mot gitra nhitng chia khoa.

- Chia khoa riéng tu dugc gitt bi mat, con chia khoéa cong cong thi duogc
chia sé vdi moi nguoi.

Péi vai su chimg thue, mot nguoi gii co thé sir dung chia khoa riéng tu
clia riéng minh dé ma hoa thong diép. Thong diép chi co thé dugc giai ma véi
chia khoa cong cong twong tng. Ngudi nhan ¢ thé giai ma thong diép mién
la anh ta c6 su truy nhap t&i chia khda cong cong cua nguoi gui. Vi chi co
nguoi giri moi biét chia khoa riéng tu nén anh ta budc phai ma héa thong
diép.

Pbi véi truyén thong an toan, mot ngudi gui co thé md hoa ndi dung
thong bao bang cach sir dung k¥ thuat mat ma chia khoa- cong cong. Anh ta
lam diéu nay bang cach sir dung chia khoéa cong cong ctia nguoi nhan. Nguoi
nhan sau d6 c6 thé giai mi thong diép véi chia khoa riéng tu tuong Gmg. Boi
vi ngudi nhan da du dinh c6 chia khéa riéng tu nén anh ta c6 thé giai ma hong
diép. Khong co bén thir ba nao khic co thé giai mi théng bao nay, boi vi
khong ai khac biét chia khoa riéng tu ciia ngudi nhan.

Ch ¥ rang ngudi giri phai str dung chia khoéa riéng tu dé ma hoa thong
di€p cho nhitng muc dich ching thuc, trong khi ma nguoi1 nhan phai sir dung
chia khoa cong cong dé ma hoa thong diép cho su truyén thong an toan.

Trong thé giéi thuc, pha chimg thuc dén dau tién. Sau khi nguoi gui va
nguoi nhan xac nhan 1an nhau thi ho chuyén t6i pha truyén thong an toan.

St mi héa st dung nhiing chia khoéa khong cin d6i 1a mot tién trinh
cuong do cao cua CPU. Béi vay, khi ma bao gém rat nhiéu dit liéu, nhirng
nguoi quan 1y noéi chung sir dung mat ma chia khoa cong cong dé dam phan
mot bi mat dung chung duy nhét trén phién hop. Ho dung nhitng ky s6 chia
khoa can d6i bang cach sir dung bi mat ding chung nay cho phan con lai cta
phién hop.

3.4.8 IDS (Intrusion Detection)

IDS 14 hé théng giam sat tat ca cac luu luong trong mang. IDS 1a thiét
bi thu dong, luu lugng khong di qua nd, ma né chi léy tat ca cac g01 trén mang
dé phan tich. Néu co luu luong khong binh thudng ban than n6 s& phat canh

bao cho ngudi quan tri mang biét.
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IP Phones
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Hinh 3- 9: Vi tri ciia IDS trong hé thong

Hoat dong ciia IDS:

- IDS theo dbi tat ca nhiing trang thai binh thudng ctia hé théng va do
d6 phat hién ra nhiing tan cong bat thudng vao hé thong. Kién tric cia no
gdm Call State Fact Base, chira cac trang thai diéu khién va céc bién trang
thai, cho phép theo doi tién trinh cta cudc goi. Thong tin trang thai dugc cap
nhat tir Event Distributor. Attack Scenarino chira nhitng kiéu tan cong da biét.

- IDS quan 1y su thay doi trang thai cta cac goéi duogc phan tich bang
chtirc nang Call basis. Tat ca g61 cia mdt cudc goi dugc phan thanh mot
nhom, roi lai chia thanh cac nhém nho dua trén loai giao thuec, roi dua vao céc
bd may phan tich khac nhau, cac bd may nay dugc dong bo bang cac tham sd
chung va cac su kién ndi bo. Event Destributor cling phan loai cac géi nhan
dugc cho Attack Scenarino.

Cac goi tr Event Destributor va thong tin trang thai tir Attack
Scenarino/ Call State Fact Base duoc dwa dén Analysis Engine. Khi c6 su bat
thudng nao vé giao thire hay tring voi mot kiéu tin cong biét trudce thi IDS s&

bat co canh bado cho nguoi quan tri phan tich thém.
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Hinh 3- 10: Ciu triic bén trong ciia thiét bi IDS
3.5 Bio vé cac thiét bi VoIP

Pé c6 duoc tinh sén sang cua thiét bi VoIP, ban can phai bado v¢& nhiing
thiét bi ma lwu lugng 4m thanh ngudn hay thiét bi dau cudi cua thiét bi d6
phai c6 kha niang chdng lai cac cudc tan cong, nhu duge mo ta chi tiét & phan
dudi day:

V6 hiéu hoa nhitng cong va nhitng dich vu khong thuong st dung:

Pién hinh 13 nhitng cong hodc nhimng dich vu khoéng thuong s dung
ma dugc mé trén cac thiét bi thoai lam cho ching c6 thé cong kich dugc to1
su khai thac ctia hacker. Luyén tap duoc khuyén cdo 13 vo hiéu hoa nhimng
cong hodc thiét bi caa VoIP hoidc thiét bi ha tang IP (vi du nhu bo switch,
routers,...) sau ddy 1a mot vai diéu ma ban nén lam:

V6 hiéu hoa Telnet, TFTP, va nhiing thiét bi twong tu néu chung khong
dugc str dung.

Néu ban chi dang sir dung quan 1y mang don gian (SNMP) trén mot
thiét bi dé thu nhit dit liéu, thi nén dit SNMP & ché do chi doc (read-only).

Néu ban dang sur dung su quan tri trén nén mang, thi ludn luén st dung

su truy nhép an toan v6i nhitng giao thirc nhu SSL.
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V6 hiéu hoa bat ky cira ndo khong thuong st dung trén Layer 2
switches.

+ St dung h¢ théng bao v€ sy xam nhap dua vao Host (HIPS):

Ban c6 thé st dung HIPS dé bao mat cho nhiing thiét bi thoai nhu 1a
nhimng nhén td x\r 1y cudc goi. HIPS 13 phan mém dién hinh ma tap hop thong
tin vé nhitng cach dung da dang rong rii cua tai nguyén thiét bi nhu CPU,
login attemp, s6 lwong ngan,... Thong tin ndy duoc so sanh chdng lai mot tap
hop céc quy tic dé xac dinh phai ching mot sy xAm pham bao mat di xay ra.
Bang viéc phu thudc vao cach dinh hinh nhimg tham sb, nhimg hé théng nay
c6 thé iy nhitng hoat dong phong ngtra, vi du nhu két thic tmg dung offen-

ding, nhip d6 dir li€u gidi han tir nhitng nguot st dung dia chi IP...
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THUAT NGU VIET TAT

Ki hi¢u

viét tit

Viét day du

Y nghia

Adaptive Differential Pulse

ADPM ) Piéu ché xung ma vi sai thich nghi
Code Modulation
CPU Central Processing Unit Pon vi xtt Iy trung tdm
DNS Domain Name System Hé thong phan giai tén mién
DSP Digita Signalling Proccessor B xir 1y tin hiéu sb
GSM Global System for Mobie Hé thong toan cau cho dién thoai d
dong
HTTP | Hypertext Tranfer Protocol | Giao thic chuyén siéu van ban
L T6 chie vién tho be té -
Internet Engineering Task © CHUE VIEH HIONE qHoc 1
IETF Force Luc lugng chuyén phu trach
k¥ thuat két n6i mang
IP Internet Protocol Giao thirc Internet
IPv4 IP version 4 Giao thirc Internet phién ban 4
IPv6 IP version 6 Giao thtrc Internet phién ban 6
ISDN Integrated Service Digital Mang dich vu tich hop sb
Network
ISUP ISDN User Part Phéan ngudi ding ISDN
International o A P 4
o _ Hiép hdi vién thong quoc té - Td
Telecommunication Union - . x
ITU-T L chitc chuan hoa cac ky thuat vién
Telecommunication )
. thdng
Standardization Sector
IUA ISDN User Adapter Bo chuyén d6i nguoi dung ISDN
LAN Local Area Network Mang vung cuc bd
LLC Logic Link Control Piéu khién lién két logic
MAC | Media Access Control Piéu khién truy nhap moi trudng
MC Multipoint Controller Bo phan diéu khién da diém
MCU | Multipoint Control Unit Pon vi diéu khién da diém
MGCP | Media Gateway Giao thirc diéu khién Media Getway

62



Bao mat trong VolP

Control Protocol

Millions of Instruction pet

MIPS Don vi thoi gian (tri€u/gia
second 1 thoi gian (tri¢u/giay)
MP Multipoint Processor Bo xir Iy da diém
MTP Message Tranfer Part Phan truyén ban tin
M2UA MTP2 User Adapter | B chuyén doi ngudi dung MTP2
M2PA MTP L2 Bo chuyén doi ban tin 16p 2 ngang
Peer-to-Peer Adapter | hang
M3UA | MTP3 User Adapter Bo chuyén d6i nguoi dung MTP3
OSI Open System Interference Mo hinh tham chiéu mang
PAM | Pulse Amplitude Modulation Piéu bién dang xung
PBX Private Branche Xchange Tong dai chi nhanh riéng
PC Personnal Computer May tinh ca nhan
PCM Pulse-Code Modulation B¢ ma héa ma xung
Public Switch » o .
PSTN Mang dién thoai cong cong
Telephone Network
QoS Quality of Service Chat luong dich vu
Béo hiéu dang ki, cap phép, thong tin
RAS Register Admission Status u 8 P Paep 8
trang thai
) Giao thuc dinh trudéc nguon ta
RSVP Reservation Protocol .
nguyén
Real-Time Transport ) ) N o
RTP Giao thuc truyén thoi gian thyug
Protocol
RTCP Real-Time Transport Control| Giao thirc diéu khién truyén thoi gian
Protocol thuc
Session Announcement , ,
SAP Giao thtrc thong bdo phién
Protocol
SCN Switching Network Mang chuyén mach kénh
SCP Signal Control Point Piém diéu khién bao hiéu
Signaling Connection n ez o
SCCP Phan diéu khién két no1 bao hiéu
Control Part
SCTP | Stream Control Giao thtic truyén diéu khién luong
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Transmission Protocol

SDP Session Description Protocol Giao thurc mo ta phién
SIP Session Initiation Protocol Giao thtrc thiét 1ap phién
SS7 Signaling System No.7 Hé thong bao hiéu s6 7
SSP Switch Service Point Diém dich vu chuyén mach

_ _ ) Giao thirc truyén béo hiéu SS7 trén
Sigtran Signalling Transport

mang [P
STP Signal Tranfer Point | Diém truyén bao hiéu
SUA SCCP User Adapter | B chuyén d6i nguoi dung SCCP
TCAP Transa_c_ti_on L Phan tng dung cung cap giao dich
Capabilities Application Part ' '
TCP Transmission Control Giao thirc diéu khién truyén thong tin
Protocol

TUP Telephone User Part | Phan nguoi dung dién thoai
UA User Agent Dai dién nguoi st dung
UAC User Agent Client Dai di¢n nguoi sir dung khach hang
UAS User Agent Server DPai dién nguoi st dung may chu
UDP User Datagram Protocol Giao thue Datagram nguoi dung
VolP Voice over Internet Protocol | Cong nghé truyén thoai trén mang IP
VPN Virtual Private Network Mang riéng ao
WAN Wide Area Network Mang bang rong
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