Bé4o mat trong VoIP

MO DAU

VoIP 1a cong nghé truyén thoai qua mang IP, VoIP di phat trién tir
nhitg nim 90 cua thé ky trude. VoIP ra doi 13 mot budc dot pha 1on trong
linh vuc vién théng, VoIP thira huong nhimg wu diém ma mang IP dem lai.
Cong nghé VoIP tir khi ra doi dén nay da va dang duoc nghién ctu, phat trién
dé ngay cang dap tmg tot hon cac yéu cau vé chét luong dich vu, gia thanh, s6

lugng tich hop cac dich vu thoai va phi thoai, an toan bao mat thong tin.

VoIP ra doi tir rat sdm tuy vy cho dén nay né van con nhiéu van dé
ton tai va can khac phuc. Trén thé gi6i ciing nhu & Viét Nam VoIP van dang
nghién ctru va trién khai dé phat trién cing véi dich vu truyén théng PSTN.
Hai td chirc quéc té 1a ITU-T va IETF da dua ra mot sd chuan cho mang
VoIP. Véi mdi chuan khac nhau thi thanh phan thiét bi mang ciing khac nhau,

di kem vo1 n6 1a mdt chong cac giao thure phuc vu cho bao hi¢u.

O Viét Nam cong nghé VoIP di dugc cac nha khai thac dich vu vién
thong ap dung cho cudc goi duong dai trong nude va qudc té nhu: Dich vu
171 cia VNPT, 178 ctia Viettel, 179 ciia EVN. VoIP dem lai rat nhiéu lgi thé
vi vy trong nhitng nim gan day cling nhu trong nhitng nam tdi VoIP dang 13
mot hudng phat trién hop 1y va c6 nhiéu trién vong ctia cac nha khai thac dich
vu vién thong & Viét Nam. Tuy nhién theo thong ké ciia hiang bao mat Scanit
van dé bao mat an toan thong tin dudng nhu chua dugc xem trong, con qua

nhiéu 16 héng bao mat chua dugc cac nha cung cép dich vu khéc phuc.

Pé trién khai va khai thac t6i da nhimg thuan loi va khic phuc nhiing
nhugc diém, so hd bao mat ciia VoIP thi viéc nam bat cong nghé duoc xay
dung cho VoIP, 1am chu cac thiét bi trong mang VoIP dé dua ra giai phap, mo
hinh mang tmg dung VolIP cho cac co quan doanh nghiép sao cho phu hop va
dic biét 13 an toan cho thong tin quan trong trong kinh doanh 1a can thiét.
Trén co s& thue tién d6 em d3 chon dé tai “ BAO MAT TRONG VOIP ” 1a dé

tai cua do an tot nghiép.
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Dua vao nhiing tai li€u cua céc tac gid trong nudc, tac gia nudc ngoai
va cac nha san xuét thiét bi nhu Cisco két hop vé6i nhimg khuyén nghj cia cac
t6 chirc chudn hoa vién thong qudc té, em da tap trung nghién ctru cic mod
hinh mang VoIP vé&i cac giao thirc, phuong thirc bao méat dugc sur dung trong

d6. Cac van dé nay duoc trinh bay trong bon chuong dau cia do an.
= Chuong 1. TONG QUAN VE VOIP

= Chuong 2. MO HINH KIEN TRUC PHAN TANG VA CAC GIAO
THUC TRUYEN TAI TRONG MANG VOIP

= Chuong 3. MANG VOIP VOI CAC GIAO THUC BAO HIEU
H.323/SIP

= Chuong 4. CAC PHUONG THUC TAN CONG VA BAO MAT
TRONG VOIP

Trén co s& nam chac 1y thuyét em da tién hanh cac thuc nghiém trong

chuong 5 cua db an.

* Chuong 5. CAU HINH VOIP CO BAN VA TRIEN KHAI TREN
MANG CUC BO UNG DUNG CHO DOANH NGHIEP NHO

Chuong nay thyc hién mot s6 van deé sau:

<> Thiét 1ap mang VoIP co ban trong phong Lap dua trén cac thiét bi
ctia Cisco. Cac thiét bi chu yéu 1a router 2600, access router 2500
va cac PC.

<> Dua vao mo hinh co ban tim ra so hd bao mat dé dua ra mo6 hinh

an toan thong tin hon tmg dung cho doanh nhiép.
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Chuong 1
TONG QUAN VE VOIP

1.1. GIOI THIEU

VoIP (Voice over Internet Protocol) 1a cong nghé truyén tai cac cudc
lién lac thoai trén giao thurc Internet hay con goi la giao thirc IP. VoIP dang
tré thanh mot trong nhitng cong nghé hap dan nhat hién nay khong chi d6i voi
cac doanh nghiép ma con ca véi nhiing nguoi st dung dich vu. VoIP c¢6 thé
thuc hién tat ca cac dich vu nhu trén PSTN (public switched telephone
network) vi du nhu: truyén thoai, truyén fax, truyén dit liéu trén co sé mang
dir liéu c6 sin v6i tham sb chéat luong dich vu (QoS) chdp nhan duogc. Pidu
nay tao thuan loi cho nhimg nguoi st dung c6 thé tiét kiém chi phi bao gdm
chi phi cho co so ha tang mang va chi phi lién lac, nhét 13 lién lac dudng dai.
DPéi v6i cac nha cung cﬁp dich vu, VoIP dugc xem nhu mdt mo hinh hép dan
c6 thé mang lai loi nhuan nhd kha ning mé rong va phat trién cac loai hinh

dich vu v&i chi phi thap.

VolIP cho phép tao cudc goi dudng dai qua mang dir liéu IP c6 san thay
vi phai dugc truyén qua mang PSTN. Ngiy nay nhiéu cong ty di thuc hién
giai phap VoIP cuia ho dé giam chi phi cho nhiing cudc goi dudng dai giita

nhiéu chi nhanh xa nhau.

Nguyén tac VoIP gom viéc s6 hoa tin hi€u giong nodi, nén tin hi¢u da so6
hoa, chia tin hi€u thanh cac goi va truyén nhitng géi sé li€u nay trén nén IP.
Dén noi nhan, cac goi s6 liéu dugc ghép lai, giai ma ra tin hi€u analog dé

phuc hoi 4m thanh.
1.2. TONG QUAN VE VOIP [2],[4]

Véi su phat trién manh mé cua internet va xu hudng hodi tu cong nghé
cia mang NGN (Next Generation Networks - mang thé hé sau). Cac cudc
dam thoai da duoc truyén trén dudng truyén chung voi cac cude goi dir licu

dua trén co s¢ ha ting ciia mang IP.
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1.2.1. K§ thuét chuyén mach géi

Trong k¥ thuat chuyén mach goi cac ban tin dugc chia thanh nhiéu goi
va dugc dong goi theo cac chuan quy dinh, trong mdi goi co day du cac thong
tin giap cho viéc dinh tuyén dudng di ctia géi tin dén dich. Trong chuyén
mach goi cac ban tin tuong tac vdi cac nat mang. Cac goi tin doc 1ap voi nhau
vé duong di, cac goi dén dich khong theo mot thir tu quy dinh. Ky thuét
chuyén mach géi ciing nhu k¥ thuat chuyén mach kénh, né ciing c6 nhitng wu

diém va nhitng nhugc diém.
Uu diém

= Tinh mém déo trong dinh tuyén, trong viéc thay doi bing thong.
Chuyén mach goi khong ¢ dinh cac kénh truyén thong hay céac tuyén
vi vay hiéu Suat sur dung duong truyén rit cao, tn dung tdi da hiéu
nang duong truyeén.

= V&i mot chong cac giao thire di kém, chuyén mach géi c6 ché do uu
tién cho cac tng dung khac nhau theo cic mirc khac nhau. Diéu nay
cling 1a co so dé phat trién mang VolP.

= Kha ning cung cap nhiéu dich vu thoai va phi thoai.

Nhwoe diém

= Do tré thay doi tuy thudc vao timg tuyén va ting thoi gian truyén théng
tin.

. Chuyén mach goi thuc hién dua trén co ché cb géng tdi da vi vay khoé
thoa man duoc chat luong dich vu.

= Céc goi tin dén khong theo thir ty rat dé gay ra mat mat dir liéu, ting

thoi gian xr 1y dan dén tré truyén dan ting lén.
1.2.2. Nhirng wu diém va nhugc diém ciia VoIP

Nhirng vu diém ciia VoIP

Hién nay hau hét cac nha cung cap dich vu internet ciing nhu cac cong
ty vién thong dang dua vao khai thac sir dung mot hé théng mang hoi tu IP.

VolIP la mdt trong nhitng dich vu d6 va n6 dem lai nhiéu thuan loi .
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Hiéu qua su dung bang thong cao hon: VolP chia sé bang thong
giita nhiéu kénh logic. C6 thé thay d6i bang thong dé dang tly vao
chat luong dich vu cung cip dé thay d6i chat luong cudc goi.

Giam chi phi cho cudc goi: Pay 13 wu diém noi bat ctia VoIP so voi
dién thoai duong dai thong thuong. Chi phi cudc goi duong dai chi
bang chi phi cho truy nhip Internet. Mot gia cudc chung sé& thuc
hién dugc vo1 mang Internet va do dé tiét kiém dang ké céc dich vu
thoai va fax. Su chia sé chi phi thiét bi va thao tac giita nhirng
nguoi st dung thoai va dit li€u cling tang cuong hi€u qua st dung
mang. Pong thoi k§ thuat nén thoai tién tién lam giam téc do bit tir
64Kbps xudng dudi 8Kbps, tic 1a mot kénh 64Kbps luc nay co thé
phuc vu déng thoi 8 kénh thoai doc 1ap.

Trong truong hop cudc goi & mang PSTN, mot kénh vat 1y sé
duoc thiét 1ap va duy tri gitta hai bén cho dén khi mot trong hai bén
hay bo lién két. Nhu vay, trong khoang thoi gian khong cé tiéng
néi, tin hiéu van duoc 1y mau, luong tir hod va truyén di. Vi vay,
hiéu suat dudng truyén s& khong cao. Vi VoIP, chi co két ndi tir
ngudi dung trong mang PSTN t&i Gateway ctia nha cung cap dich
vu dugc duy tri. Diéu nay da tiét kiém dang ké tai nguyén cua
mang dan téi giam chi phi cudc goi. VoIP con ¢d cac co ché phat
hién khoang ling (khoang thoi gian khong c6 tiéng néi) nén sé& lam
tang hiéu suat mang.

Kha ning tich hop nhiéu chirc ning: Do viéc thiét ké co sé ha ting
tich hop nén c6 kha nang hd tro tat ca cac hinh thirc thong tin cho
phép chuan hoa tét hon va giam téng s6 thiét bi. Cac tin hiéu bao
hiéu, thoai va ca s liéu déu di trén cung mang IP. Tich hop da
dich vu sé& tiét kiém chi phi dau tu nhan lyc, chi phi xay dung co so
ha tang cdc mang riéng 1¢.

Théng nhét: Vi con ngudi 12 nhan t6 quan trong nhung ciing dé sai
]am nhat trong mot mang vién thong, moi co hoi dé hop nhét céc
thao tac, loai bo cac diém sai sot va thong nhét cac diém thanh toan

s€ rat co ich. Trong cac to6 chirc kinh doanh, su quéan 1y trén co s&
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SNMP (Simple Network Management Protocol) c6 thé duoc cung
cép cho ca dich vu thoai va dir li¢u sir dung VolP. Viéc st dung
thong nhét giao thtrc IP cho tat ca cac ing dung hira hen giam bét
phtic tap va tang cuong tinh mém déo. Cac timg dung lién quan nhu
dich vu danh ba va dich vu an ninh mang c6 thé duoc chia sé dé
dang hon.

» Tinh mém déo trong viéc st dung céc thiét bi dau cudi: Co rat
nhiéu cach lya chon céc thiét bi dau cudi cho VoIP. Chi can mdt
phén mém trén may PC cling co thé thuc hién cudc goi VolP. Co
thé dung IP phone, hay cac thiét bi dau cubi hd trg VoIP khAc.

Nhirng nhwoe diém ciia VoIP

Bén canh nhiing uu diém vuot troi thi VoIP van con ton tai nhiéu yéu
diém can nghién ctru va khac phuc.

» Chit luong dich vu chua cao: Cac mang s6 liéu von di khong phai
xay dung v6i muc dich truyén thoai thoi gian thuc, vi vdy khi
truyén thoai qua mang sb liéu cho chat luong cudc goi thap va
khong thé xac dinh trudc duge. S¢ di nhu vdy 1a vi goi tin truyén
trong mang c6 tré thay d6i trong pham vi 16n, kha ning mat mat
thong tin trong mang hoan toan c6 thé xdy ra. Mot yéu té 1am giam
chat lugng thoai nira 1a k¥ thuat nén dé tiét kiém duong truyén.
Néu nén xudng dung luong cang thap thi k¥ thuat nén cang phuc
tap, cho chét luong khong cao va dac biét 1a thot gian xu 1y sé lau,
gay tré.

= Mot yéu diém khac ctia VoIP 1a van dé tiéng vong: Néu nhu trong
mang thoai, do tré thép nén tiéng vong khong anh hudng nhiéu thi
trong mang IP, do tré 1on nén tiéng vong anh huong nhiéu dén chat
lugng thoai.

» Van dé bao mat trong VoIP: Voice 1a mot loai dit li€u quan trong
ma lai truyén trén mang IP c6 tinh chét rong khép. Chiju sy tan

cong ciia nhimng ké pha hoai 1a khong thé tranh khoi, van dé nay sé
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duoc tim hiéu rd hon trong chuong 4. Mang VoIP con rat nhiéu k&

hd ma cac nha cung cép dich vu mang can khic phuc.
1.2.3. Cac irng dung cia VolP

Mang dién thoai PSTN truyén thong khong thé bi thay thé mot cach dé
dang, tham chi thay d6i hoan toan trong twong lai. Muc dich ctia cic nha cung
cép dich vu VolIP Ia tao ra mgt mang dién thoai véi1 mot chi phi van hanh thép
hon nhiéu song van dam bao chit luong gan nhu PSTN va dua ra cac giai
phap k¥ thuat bd sung cho mang PSTN.

Mang dién thoai nay c6 thé dugc ap dung cho gan nhu moi yéu cau cia
giao tiép thoai, tr mot cudc dam thoai don gian cho dén mét cudc goi ho1 nghi
nhiéu nguoi phuic tap. Chéat lugng 4m thanh duoc truyén ciing c6 thé bién doi
tly theo (mg dung. Ngoai ra, voi kha ning cua Internet, VoIP s& cung cap
thém nhiéu tinh ning méi.

Mot sb céac ung dung cua VOIP s€ duogc dé cap cu thé dudi day:

= Thoai théng minh: Dién thoai thong thudng chi c6 mot sé it chirc

nang, thuc hién bdi mot vai phim diéu khién. Trong nhiing nim gan
day, nguoi ta d3 c¢b ging dé tao ra thoai thong minh, dau tién 13 céc
thoai dé ban, sau 1a dén céc server.
Gilta mang may tinh va mang dién thoai von ton tal1 mot mbi lién hé.
Su phat trién rong khép cua Internet da tao ra mot budc dot phd mai.
Ké tir khi duoc phii khap toan cau, Internet gop phan ting thém tinh
thong minh cho mang dién thoai toan cau. Internet cung cap cach giam
sat va diéu khién cac cudc thoai mét cach tién loi hon. Chung ta c6 thé
thay duoc kha ning kiém soat va diéu khién cac cudc thoai thong qua
mang Internet.

* Dich vu dién thoai Web: Su ra doi cua www (World Wide Web) da
tao ra mQt cudoc cach mang trong cac quan h¢ giao dich thuong mai,
gitta khach hang véi cac doanh nghiép va nguoc lai. Dich vu dién thoai
Web hay “click to dial” cho phép cic nha doanh nghiép co thé dua

thém céac phim bam 1én trang web dé két ndi toi hé théng dién thoai
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cua ho, turc 1a dua thém cac kénh truc tiép tur cac trang Web vao hé
théng dién thoai.

= Truy cép cac trung tim tw van: Dich vu nay cho phép mot khach
hang ¢ cau hoi vé mot san pham dugc chao hang qua Internet dugc
cac nhan vién cia cong ty tra 10i truc tuyén, viéc nay gép phan thuc
déy manh mé thuong mai dién tir.

* Dich vu fax qua IP (FolP - Fax over IP): Viéc st dung Internet
khong nhitng dugc mo rong cho thoai ma con cho ca dich vu fax. Dich
vu Internet faxing sé& gitip tiét kiém duoc chi phi va ca kénh thoai khi
phai gui fax voi ) lugng 16n, dac biét 1a gui ra nudc ngoai. Dich vu
nay s& chuyén truc tiép tir PC qua két ndi Internet. Mot trong nhiing
dich vu giri fax ndi tiéng 14 comfax.

* Tinh cuwdc cho phia bi goi: Pé thyc hién dugce dich vu nay, can mot
PC két ndi Internet va chwong trinh phin mém diéu khién nhu
Quicknet's Technologies Internet Phone JACK chay trén moi truong
Windows.

1.2.4. Cac yéu cau khi phat trién VoIP

Pé ton tai va phat trién bén vitng cic nha khai thac dich vu VoIP can
quan tam dén mot sb van dé vé chat lugng, tinh bdo mat... Cu thé nhu sau:

= Chét luong thoai phai trong duong hoic hon mang PSTN va cic mang
dién thoai khac.

= Mang IP co ban phai dap ung duoc nhiing tiéu chi hoat dong khat khe
gém giam tdi thiéu viée tir chdi cude goi, méat mat go1 va mat lién lac,
ngat quing trong dam thoai. Piéu nay doi hoi ngay ca trong trudng
hop mang bi nghén hodc khi nhidu nguoi sir dung chung tai nguyén
ciia mang cung mot lac.

= Tin hiéu bao hiéu phai c6 kha ning tuong tic v6i cic mang khac dé
khong gy ra sy thay d6i khi chuyén giao giita cac mang.

= Lién két cac dich vu PSTN/VoIP bao gom cac Gateway giita cac moi

truong mang thoai va mang dir ligu.
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= Quan 1y hé théng an toan, dia chi hoa va thanh toan phai dugc cung

cép, tdt nhat 1a duoc hop nhét véi hé théng hd trg hoat dong PSTN.

Tir khi ra doi VoIP di duoc trién khai thuc té kiém nghiém va di co
nhing cai tién vé cong nghé, vé cac chuan giao thirc phong phu, cac nha khai
thac VoIP dang dan khang dinh chat lugng dich vu ctia minh.

1.2.5. M hinh mang VoIP dién hinh va cac thanh phén

Tu khi ra doi dén nay dich vu VoIP da duoc nhiéu to chirc vién thong
trén thé gidi quan tAm va phat trién cac giao thire di kém. C6 nhiéu chuan mdi
chuan phu hop cho mdt loai giao thirc duge dinh nghia. Nghién ctru sau vao
ting chuan s& dugc trinh bay trong chuwong sau ctia 6 4n. Trong phan nay chi
dua ra mo hinh tong quat nhat véi muc dich gidi thiéu so qua vé md hinh

mang VoIP.
Céc giao thirc bao hiéu co ban trong VoIP gom:

= H.323 giao thirc bao hi¢u dugc dinh nghia béi ITU T. H.323 dinh
nghia mét kién tric phan phdi cho viéc thiét 1ap cac ung dung da
phuong tién bao gdm ca VolP.

= SIP dugc dinh nghia trong IETF RFC 2543. SIP dinh nghia kién trac
phan phdi cho viéc thiét 1ap cac ung dung da phuong tién bao gém ca
VolP.

= MGCP dugc dinh nghia trong IETF RFC 2705. MGCP dinh nghia mdt
kién trac tap trung hoa cho viée thiét 1ap cac tmg dung da phuong tién
bao gom VoIP.

= Megaco/H248 la giao thuc diéu khién gateway.

Mo hinh mang VolIP tong quat:
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o Application Server (@// (&/

Call Agent Voice

IP Phone / — Voice

Gateway
IP Phone -
[al, PC ’%’, PC
7

Video Phone
Endpoint Software

_ PSTN

Hinh 1.1. M6 hinh mang VolIP tong quat

Hinh trén cho ta mo hinh téng quat véi nhitng yéu t6 phd bién nhat trong

mang VolIP, cu thé vé cac thiét bi nhu sau:

= Telephone: Telephone co thé 13 cac dién thoai IP (IP phone), cac phan

mém hd trg hoat dong nhu mdt dién thoai dugc cai trén PC hodc 1a

nhimg dién thoai truyén thong (twong ty hay ISDN).

= Gateway: Gateway lién két mang VoIP voi mang dién thoai truyén

théng. Thuong str dung cac router hd tro voice. Gateway cung cap mot

sO chirc nang sau:

- Trén mot giao dién Gateway dugc cam duong day dién thoai.

Gateway két ndi téi PSTN va thong tin véi bét ky dién thoai nao

trén thé gioi.

- Trén mot giao dién khac, Gateway két ndi t6i mang IP va thong

tin voi bat ky mdy tinh nao trén thé gidi.

- Gateway thu tin hi¢u dién thoai chuan, s6 hoa (n€u tin hiéu

chua duoc s6 hoa), nén, dong goi sir dung IP, va dinh tuyén goi

tin dén dich thong qua mang IP.

- Gateway sap x&p lai cac goi tin dén va chuyén ti€p cho cac dién

thoai.

10
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= Multipoint control units (MCU): M6t MCU duoc yéu cau cho cac cudce
hoi nghi nhiéu bén. Tit ca cac thanh phﬁn cua hdi nghi duoc g dén

MCU. MCU xur 1y, quéan 1y tat ca cac thanh phan ctia cudc hoi nghi nay.

= Application server: Application cung cép dich vu XML co ban toi IP
phone. Nhiing nguoi st dung IP phone truy cap tdi cac thu muc va co
s& dir li¢u thong qua XML application.

= Gatekeepers: Gatekeepers 1a rat hitu ich, nhitng n6 13 thanh phan tdy
chon trong mang, c6 thé c6 hodc co thé khong. Gatekeeper cung cap
chtrc ning ding ky, dinh tuyén va quan 1y tat ca dau cudi (terminals,
gateways, va MCUs) trong mot mién mang nhat dinh. Gatekeeper cung
cap diéu khién thu nap cudc goi (Call Admission Control - CAC). CAC
chuyén doi s6 dién thoai hay tén toi dia chi IP dé giup dinh tuyén trong
mang H.323.

= Call Agents: Call Agent cung cip chtic ning diéu khién cudc goi CAC,
diéu khién bang thong, dich vu chuyén d6i dia chi toi dia chi IP hay
giao thirc diéu khién gateway da phuong tién.

= Video endpoint: Video endpoint cung cap cac tinh ning video cho
nguoi st dung. Cling nhu thoai cude dién thoai video cling can c¢6 mot

trung tdm giam sat cac cudc goi hdi thoai video.

1.2.6. Cac hinh thirc truyén thoai qua mang VolP
= Cau hinh “PC to PC”

Terminal

/\f\ GateKeeper
IP GateWay ﬁ
% GateWay\ <

GateKeeper PSTN/ISDN

\/\;’ PC

Terminal

Hinh 1.2. C4u hinh “PC to PC”

11
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Hai PC duogc két ndi truc tiép v6i nhau trong cting mot mang IP, hay giira
cac mang IP v4i nhau thong qua modt mang trung gian khiac (PSTN/ISDN).
Céc PC dugc coi nhu cac dau cubi H.323, c6 thé 1a may tinh da phuong tién

coO cai dat phén mém phuc vu dich vu thoai Internet.
» Chu hinh “PC to Phone”

Terminal
|
Sl PC
g
4

Analog Phone

' N\_csteviy </
& &

GateKeeper PSTN/ISDN

Hinh 1.3. Cau hinh “PC to Phone”

Cudc goi dugc tién hanh tir may tinh da phuong tién t61 mot thué bao cd
dinh PSTN hodc mot thu€ bao di dong thong thuong. Tin hi¢u thoai (da duogc
dong trong cac goi IP) duoc truyén qua mang ti cac Gateway. Tai d6 cac goi
tin IP dugc chuyén thanh tin hiéu PCM 64Kbps thong thuong va truyén toi téi

tong dai noi hat cua thué bao bi goi va tir 46 chuyén téi may dién thoai bi goi.
* CAu hinh “Phone to Phone”

Hai phia dau cubi déu sir dung dién thoai thong thuong. Tin hiéu thoai
PCM 64Kbps dugc chuyén thanh goéi tin IP va nguoc lai tai cac Gateway &

mdi phia. Cac goi tin IP dugc truyén qua mang IP.

12
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PSTN/ISDN

Analog phor/ Gateway
@/ Gateway /a\
PSTN/ISDN
o HP . ¥
/ : \ \Analog Phone

& </

Gatekeeper
Gatekeeper

Hinh 1.4. C4u hinh “Phone to Phone”

Dich vu nay hién nay rat phé bién tai Viét Nam do c6 rat nhiéu nha cung
cap. Nhu VNPT véi 171, Viettel v6i 178, EVN telecom véi 179...
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Chuong 2

MO HINH KIEN TRUC PHAN TANG VA CAC GIAO THUC
TRUYEN TAI TRONG MANG VOIP

Mang VoIP c6 md hinh kién tric phan tang nhu sau:

oSl VolP
Application
Presentation H323
RTR/RTCP

Session

Transport TCPIJDPISCTP

Network IPACMP

Data link

Link & Physical Layer
Physical

Hinh 2.1. M6 hinh tham chiéu OSI so v6i m6 hinh mang VoIP.

2.1. LOP VAT LY VA LOP LIEN KET DU LIEU (LINK & PHYSICAL
LAYER) [6]

Lép vat 1y twong tmg vai 16p vat 1y ctia mé hinh OSI. Trong mé hinh tham
chiéu OSI, 16p vt 1y 1a 16p thap nhét chiu trach nhiém truyén tin hiéu trén
cac dau cudi mang. Co thé diém qua mot s6 chirc nang cua 16p vat Iy nhu
sau:

= Dinh nghia cac phan cing dic biét. Cung cap moi trudng truyén dan
nhu: truyén trén moi truong cd ddy, méi trudng khong day, truyén
qua cap quang hay cap dong.

* Ma3 hoa tin hi¢u. Lop vat Iy cd chirc ndng ma hoa tin hiéu sao cho
phU hop voi méi trudng truyén.

* Truyén va thu tin hiu tai cac dau cudi mang.
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L6p lién két dir liéu (data link) 1a phan 16p tht hai trong mo hinh OSI. Lép
lién két dit liéu bao dam truyén dir li¢u tin cay gitra cac dau cudi cuc bd
(local). Lép lién két dir liéu duoc chia thanh hai phan 16p con la: Piéu
khién lién két logic (LLC) va diéu khién truy cap (MAC). Giao thirc ting
lién két dir liéu dinh nghia khuon dang don vi dir liéu cho trao ddi gitra cac
nat & mdi dau cia dudng truyén. Cong viéc cua giao thirc lién két dir lidu
khi gtri va nhan frame bao gém: Phat hién 10i, truyén lai, diéu khién luu

lugng va truy cip ngau nhién.
2.2. LOP MANG [6],[7]

Lép mang twong ung voi 10p thir ba trong md hinh tham chiéu OSI.
L6p mang sir dung nhiing giao thic nham dam bao truyén dir lidu giita cac
tram khong ké nhau sao cho khong c6 16i. Giao thirc 16p mang trong md hinh
OSI chi ra co ché danh dia chi cho goi tin nham déng géi dit liéu tir 16p
transport va truyén dén dich. Co ché dong goi 16p mang cho phép ndi dung
ctia n6 duogc truyén toi dich trong cac mang LAN hoic mang WAN véi luong

thong tin overhead 12 tdi thiéu.
Lop mang thuc hién 4 nhiém vu chinh sau:

= Panh dia chi cho goi tin, do vay cic gbi c6 thé di chuyén duogc trong
mang. T4t ca cac host trong mang déu duoc cung cip mot dia chi IP duy
nhét. Dia chi 16p mang 1a dia chi logic, dia chi IPv4 hodc IPv6. Dia chi
IPv4 c6 32bit va dia chi IPv6 c6 128bit.

= Thuc hién phan mang va dong gbi cac segment cuia 16p transport roi
chuyén xudng 16p duéi.

= Pinh tuyén: Pay 1a chiic ning rit quan trong ddi v6i 16p mang. Pinh
tuyén 1a tim dudng di cho géi tin trén mang dé dén duoc dich. Dinh tuyén
s& tim duong di t6i wu cho géi tin. C6 nhiéu giao thirc dinh tuyén cho goi
tin trong internet nhu RIP, OSPF...

= (Giai dong g6i: Thuc hién khi goi tin dén dich, tai day dir liéu s€ duoc

gidi dong goi va gui cac segment 1én 16p transport.
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Trong mang internet 16p mang st dung giao thirc IP dé thyc hién chuc

nang cua minh.
2.2.1. Giao thire IP

Giao thtrc mang IP dugc thiét ké dé lién két cac mang may tinh sir dung
phuong phap truyén thong va nhan dir liéu dudi dang géi. Giao thirc IP cho
phép truyén cac goi dir liéu tir diém ngudn t6i diém dich c6 dia chi ¢b dinh.
Pon vi dit liéu dugce trao doi 1a céac g61 dit 1i€u. Céc chuc nang duoc thuc hién
o IP la:

= Panh dia chi: tit ca cac host trong mang va trong lién mang déu duoc
cung cap mot dia chi IP duy nhat. Theo giao thac IP version 4, mdi dia

chi IP gom 32bit va dugc chia lam 5 I6p A,B,C,D,E. Cac lép A,B,C

dugc st dung dé dinh danh cac host trén cac mang. Lop D duoc st

dung cho qua trinh truyén da diém con Iép E dé du phong.
= Pinh tuyén: gitp xac dinh duong di (tuyén) cho géi tin khi dugc truyén
trén mang. N6 giup lya chon duong di téi wu cho cac goi dir lidu. Néu
hai host can lién lac khdng nam trén ciing mot subnet thi bang dinh
tuyén s& dugc st dung dé quyét dinh viéc chuyén dir liéu va cac bo
dinh tuyén thuong xuyén trao d6i va cap nhat thong tin trong bang dinh
tuyén tly thudc vao phuong phéap dinh tuyén duogc st dung.
= Truyén da diém:
Hién nay c6 ba céach truyén céc goi IP 1a:
<> Truyén mot diém dich (unicast): cac goi tin duoc truyén tir host
ngudn dén host dich duy nhét.
<> Truyén quang ba: goi tin duoc truyén dén tat ca cac host trong
mang.
< Truyén da diém (multicast): géi tin duoc gui dén mot sb cac host
nhat dinh trong mang

Ngoai ra, giao thirc IP con cung cap kha ning phan manh dit liéu 16n

thanh céc goi c6 kich thude nho hon dé truyén qua mang.
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2.2.1.1. Giao thirc IP phién ban 4 (IPv4)

CAu trac cua header IPv4 nhu sau:

Bits 0 3 4 79 15 16 <3|
. Header ]
Wersion length Type of service Total length
Identification Flags Fragment offset
Time to live Protocaol Header checksum

32-bit source address

32-bit destination address

Options Padding

Hinh 2.2. C4u triic géi IP phién ban 4
Y nghia cac trudng nhu sau:

= Version: do rong 4 bit mo ta phién ban IP
= P Header Length(IHL): c6 d6 rong 4 bit, xac dinh do rong cua phan
tiéu dé cua goi tin IP
= Type of Service: c6 do rong 8 bit, xac dinh cac tham sé chi dich vu st
dung khi truyén g6i tin qua mang. Rat nhiéu mang cung cap céc dich vu
vé d6 uvu tién luu thong, dic biét khi mang bi qué tai. Viéc luya chon nay
dam bao duong truyén dat ba tiéu chuan la thoi gian tré, do tin cay, bo
thong sudt cua gbi tin. Pugc md ta cy thé nhu sau:
<> Quyén uu tién (3 bit)
< Do tré D (1 bit)
D=0: d9 tré binh thuong
D=1: do tré cao
<> Thong lugng T (1bit)
T=0: thong luong binh thuong
T=1: thong lugng cao
< Do tin cay (1bit):
R=0: d¢ tin cay binh thuong
R=1: d¢ tin cay cao
= Total Length (16bit): xac dinh d¢ dai caa gai tin ké ca phan tiéu dé. Co
gia tri toi da 12 65535 byte. Thong thuong cac host chi cd thé xu ly goi
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tin c6 do dai 1a 576 byte géom 512 byte dit liéu va 64 byte tiéu dé. Céac
host chi cd thé giri cac gai tin cd d6 dai 16n hon 576 byte khi biét trudc
la host dich c6 kha nang xu ly goi nay.
= Indentification: cling véi trudng dia chi ngudn, dich ding dé dinh danh
duy nhat cho mét gai tin trong khoang thoi gian né ton tai.
» Flag : c6 do rong 3 bit, chi d6 phan doan cua gai tin
< Bit 0: ludn bang 0
< Bit 1 (DF):
DF=0: c6 phan doan
DF=1: khong phéan doan
< Bit 2 (MF):
MF=0: manh cudi cling
MF=1: khéng phai manh cudi ciing
» Fragment Offset: d6 rong 13 bit, chi rd vi tri caa phan manh trong goi
tin tinh theo don vi 64bit.
= Time to Live: do rong 8 bit, quy dinh thoi gian ton tai cua gai tin.
= Protocol: d6 rong 8 bit, xac dinh giao thirc ting giao van. Vi du
< Protocol = 6: giao thic TCP
< Protocol=17: giao thic UDP
» Header Checksum: d6 rong 16 bit, ma kiém tra CRC-16 cua phan tiéu
dé cho phat hién 19i.
= Source Address: do rong 32 bit, x4c dinh dia chi nguon.
= Destination Address: do rong 32 bit, xac dinh dia chi dich.
= Option: c6 d6 dai thay d6i dé luu thong tin tiy bién cua nguoi ding.
= Padding: c6 d6 dai thay doi, dam bao do dai cua header ludn 1a boi 32
bit.
= Data: c¢6 d6 dai toi da 1a 65535 byte chira dit liéu 16p cao hon.

Danh dia chi trong I1Pv4

Hé thong dia chi nay duoc thiét ké mém déo qua mét su phan 16p, ¢o 5
l6p dia chi IP 1a: A, B, C, D, E. Sy khéac nhau co ban gitta cac 16p dia chi nay

la & kha ndng t6 chure cac cdu triac con cia no.
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Lép | Nhdn dang | Dia chi dau | Dja chi cudi Mit na mang
A | Oxxx 0.0.0.0 127.255.255.255 | 255.0.0.0

B 10xx 128.0.0.0 191.255.255.255 | 255.255.0.0

C 110x 192.0.0.0 223.255.255.255 | 255.255.255.0
D 1110 224.0.0.0 239.255.255.255

E 1111 240.0.0.0 255.255.255.255

Pia chi 16p A: Lép A st dung byte dau tién cua 4 byte dé danh dija chi
mang. Nhu hinh trén, n6 dugc nhan ra béi bit dau tién trong byte dau tién cua
dia chi co6 tri gia 0. Ba byte con lai dugc sir dung dé danh dia chi may trong
mang. Co 126 dia chi 16p A véi s6 may tinh trong mang 1a 2** — 2=
16.777.214 may cho mdi dia chi 16p A. Dia chi 16p A thudng duoc cip cho
nhitng t6 chirc ¢6 s6 lwong may tinh 16n. Nguyén nhan chi c¢6 126 network
trong khi ding 8 bit vi bit dau tién mang gia tri 0 dung dé dinh nghia 16p A.
Do vay con lai 7 bit danh tir 0 — 127, tuy nhién nguoi ta khong st dung mot
dia chi chira toan cac con s6 1 hodc 0 nén chi con lai 126 mang 16p A duoc su
dung. Gia trj byte dau tién cta 16p A s& luén nam trong khoang tir 1 t6i 126,

mdi mot byte trong 3 byte con lai s& ¢6 gia tri trong khoang 1 dén 254.

Pia chi 16p B: Mot dia chi 16p B duoc nhan ra boi 2 bit dau tién cua
byte thir nhat mang gia tri 10. Lép B sir dung 2 byte dau tién cua 4 byte dé
danh dia chi mang va 2 byte cudi danh dia chi may trong mang. C6 64*256 =
16.384 dia chi mang 16p B v6i 2'® — 2= 65.534 may cho mdi dia chi 16p B.

Pia chi 16p C: Mot s6 to chiic c6 quy md nhé cé thé xin cap phat dia
chi I16p C. Mét dia chi 16p C dugc nhan ra véi 3 bit dau mang gia tri 110.
Mang 16p C st dung 3 byte dau dé danh dia chi mang va 1 byte cudi danh dia
chi may trong mang. C6 32*256*256= 2.097.152 dia chi mang 16p C, mdi dia
chi 16p C c6 256 — 2=254 may.

Tur cac 16p mang co ban trén, ta co thé thuc hién chia subnet cho mang
dé tao thanh cdc mang con (subnet) tily theo yéu cau cy thé. Phan dung dé
danh mang con dugc 1dy dé danh subnet dugc 1ay tir phan danh danh dia chi
host.
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Classtul Network Prefix [ Host Number
Classless  Network Prefix ~ Subnet Number Host Number

Hinh 2.3. Quy cac dia chi IP khi chia subnet

Khi do, dé xac dinh dia chi mang cua tram, ta can phai biét mat na
mang tuong tng voi [P dugc chia. Vi du viéc tinh todn ra dia chi mang cua IP

duoc tinh nhu sau:

Dang thap -
. Dang nhi phan
phan
Dia chi IP
i 192.168.5.130 | 11000000.10101000.00000101.10000010
cua tram
Mat na
o 255.255.255.192 | 11111111.11111111.11111111.11000000
mang
bia chi
192.168.5.128 | 11000000.10101000.00000101.10000000
mang

2.2.1.2. Giao thirc IP phién ban 6 (IPv6)

Trong IPv4 truong dia chi ngudn va dich co d6 dai 32 bit nén khong thé
dap tmg dt nhu cau danh dia chi cia mang. Ngoai ra, do su phat trién cta
Internet, bang dinh tuyén cta router khong ngimg 16n 1én va kha nang dinh
tuyén da boc 10 han ché. Yéu ciu nang cao chit luong dich vu va bao mat
dugc dit ra. IPv6 1a giao thic Internet méi duogc ké thira dic diém chinh cta

IPv4 va c6 nhiéu cai tién dé khic phuc nhitng han ché:

» Tang kich thude dia chi tur 32 bit 1én 128 bit

= Pham vi dinh tuyén da diém: giao thirc nay hd trg phuong thirc
truyén moi “anycasting”. Phuong thuc nay sir dung dé gui cac goi
tin dén mot nhom xac dinh.

= Phan tiéu dé cua IPv6 duoc don gian héa hon IPv4. Piéu d6 cho
phép Xt 1y goi tin nhanh hon. Ngoai ra, IPv6 con cung cap mot sd
tiéu dé phu cho phép giao thtc IPv6 c6 thé sa dung mét cach mém
déo hon han so véi IPv4,
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CAu trac goi tin IPv6 nhu sau:

0 q ] 12 16 i} 2 z ks 36 40 44 L) 52 56 Il‘ll] 63

Version| Traffic Class Nexi Header Hop Limit

Flow Label Payload Length

Source Address

Hinh 2.4. C4u trtic géi tin IP phién ban 6
Y nghia cac trudong nhu sau:

= \ersion: 6 gid tri bang 6 véi IPV6

= Traffic Class: do dai 8 bit, xac dinh d6 uu tién

» Flow Label: @6 dai 20bit, xac dinh cac goi dit liéu dugc uu tién trén
duong truyén néu cd xay ra tranh chap, thuong duoc sir dung cho
cac dich vy doi hoi chat lugng dich vu cao hay thoi gian thuc.

= Payload Length: d6 dai 16 bit, xac dinh d6 dai phan dit liéu khéng
tinh phén tiéu dé.

= Hop Limit: d6 dai 8 bit, giéng nhu trudng Time to Live cua IPv4

= Source Address va Destination Address giéng nhu IPv4 nhung c6
do dai 128bit.

= Data: c¢6 d6 dai toi da 1a 65535 byte.

2.2.2. Giao thwe ICMP

Bén canh IP con ¢6 cac giao thirc khac hd trg chirc niang diéu khién va
dinh tuyén. Giao thirc ICMP 13 mét trong s6 d6. ICMP giri cac théng diép vé

cac van de, tinh trang xay ra trong moi truong mang.

Khuon dang ban tin ICMP

0 7 8 15 16 31
Type Code Checksum

Théng tin thém

Céc ban tin ICMP dugc xac dinh nho vao truong code. Co cac loai ban
tin ICMP sau:
= Ban tin vong va ban tin dap ting vong.

= Ban tin Time Stamp va tra 161 Time Stamp.
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= Ban tin khong gap dich.
= Ban tin quench source.
= Ban tin dinh hudng lai.

= Ban tin bao tham so c¢o6 101.

2.3. TANG GIAO VAN [6],[7]

Tang giao vin nam trén 16p thir 3 trong md hinh mang VoIP tuong tng

v6i 16p 4 ctia mo hinh tham chiéu OSI. Cung cip dich vu truyén thong giita

cac chuong trinh Gmg dung chay trén cac may tinh khac nhau. Tang giao van

c6 2 giao thic quan trong TCP va UDP. Ngoai ra dé phu hop véi cac dich vu

truyén thoi gian thuc trong 16p giao van con c6 giao thirc SCTP.

Lop transport ¢6 mot so nhiém vu nhu:

Cho phép nhiéu tmg dung truyén thong qua mang tai cing mot thoi
diém, trén cung mot thiét bi.

Dbam bao dir li¢u dugc nhan tin cay khi stt dung giao thuc TCP, sép xép
ding goi tin cho tung loai trng dung khéac nhau.

Cung cap co ché truyén lai trong truong hop goi tin bi mat hoic 13i

trong qua trinh truyén tr nguon t4i dich.

Chirc nang cua lép transport:

2.3.1.

Pam bao duy tri cac két ndi riéng biét giita cac ing dung khac nhau
trén host ngudn va dich.

Thuc hién phan manh tai ngudn va c¢6 co ché quan 1y gbi tin nay.

Ghép cac manh dir liéu tai dich dé tao thanh luong dir liéu Gmg dung
trude khi ddy 1én 16p ung dung.

C6 kha nang nhan dién cac Gmg dung khac nhau. Diéu nay gitp cho 16p
transport c6 thé khai tao, duy tri, bao dudng va két thuc nhiéu tng dung

khac nhau trén cung mot thiét bi.

Giao thwre UDP

UDP la giao thirc 16p giao van don gian, khong hudng két ndi, duoc mo

ta trong RFC768. Ung dung gtri ban tin tdi socket UDP, sau d6 dugc dong goi
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thanh mot UDP paragram va dugc truyén xudng 16p IP dé gui t6i dich. Goi tin
UDP duoc truyén ma khong dam bao riang né co thé t6i dich, giir ding thir tu
va dén dich mot lan.

Néu datagram t6i dich nhung truong kiém tra tong (checksum) c6 15i
hay goi tin bi drop ¢ trén mang thi né s& duoc truyén lai. Néu mudn xac dinh
duogc rang goi tin da t6i dich thi cAn rat nhiéu tinh ning trong tmg dung: ACK
tir dau cudi khac, diéu khién viéc truyén lai,..M6i mot UDP datagram co chiéu
dai va duogc truyén 1én cung véi dit lidu cho 16p img dung. Piéu nay khac véi
TCP 1a giao thirc ludng byte (byte-stream protocol).

Chung ta ciing c¢6 thé noi: UDP cung cap dich vu khong hudng két ndi.
Vi du, client UDP c6 thé tao mét socket va guri datagram tdi server ndy va sau
d6 giri mot datagram khac ciing ti server khac. Ciing gidng nhu server UDP

¢6 thé nhan nhiéu datagram trén mot socket UDP tur cac client khac nhau.

] T8 15 1a 23 24 31
arcFort DstPort
Length Check3um

Packet Data

Hinh 2.5. Céu trac don vi dit liéu UDP

2.3.2. Giao thirc TCP

TCP la giao thirc huéng két ndi va tin cdy. TCP thyc hién phan manh
g6i tin tai ngudn va trude khi giri gbi tin xudng 16p network nd chén thém mot
s6 thong tin diéu khién goi 1a TCP header. Mdi segment ctia TCP c6 20byte
header.

TCP cung cip céac chic nang:

= Truyén tin cdy voi co ché ARQ, mdi ban tin ¢6 s trinh tu phat va trinh
ty thu riéng.

= Cung cép tht tu chinh x4c cta cic segment v4i co ché sip xép lai
segments tai dich. Co co ché loai bé céc ban tin kép.

= Cung cép diéu khién ludng dé kiém soat tic nghén bang phuong phap

st dung cura so truot.
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Trong mang giao thirc TCP thich hop cho céc tmg dung can dam bao sy

tin cdy va khong yéu cau thoi gian thuc nhu: web, mail, truyén file.

Trong mang VolIP, TCP dugc st dung dé truyén cac ban tin bao hiéu

nhu: H.225, H.245 vi cac ban tin bao hiéu can d6 chinh xé4c cao.

Header va y nghia cua cac trudng trong phan header TCP:

Bit 0 15 31

Source Port Number Destination Port Number
Sequence Number

Acknowledgement Number

H.Length

{Reserved) ‘ Flags Window Size

TCP Checksum Urgent Pointer

Options (if any)

The fields of the TCP header enable TCP to provide connection-oriented. reliable data
communications.

Hinh 2.6. Truong TCP segment header

Y nghia céc truong nhu sau:

Source Port & Destination Port: Chi s6 cong nguon va chi sé cong dich
ciia mdi tng dung. Mdi tng dung sé& c6 chi sé cong nguon chi va sé
cong dich khac nhau. Cong ngudn va dich déu c6 16bit do vay co thé
tao dugc 65535 cong khac nhau.

Sequence Number: d6 dai 32 bit. Puoc str dung dong bo dix liéu truyén
giita nguon va dich va sap xép chinh xac dir liéu tai dich.
Acknowledgement Number (ACK): d6 dai 32 bit, chi s6 nay duoc gui
dén host nguén. Thong bao cho host ngudn biét 1a da nhan tot byte thir
n va mong muén nhan duoc byte thir n+1 trong lan truyén tiép theo.
Window size: Dai 16bit dung diéu khién ludng. Pich nhan goi tin cin
clr vao tai nguyén cia minh ¢ thé gui thong tin vé cta so truot
(slidding windows) cho nguon, yéu cau ngudn guai dir liéu kich thudc
phu hop.

H.length: Dai 4 bit. Cho biét chiéu dai phan header cua ban tin TCP.
Reserved: Dai 6bit. La bit du trir chua duoc sur dung, duoc gan gia tri
bang 0.
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» Flags:
URG: vung Urgent Pointer c6 hiéu luc
ACK: vung ACK c6 hiéu luc
PSH: chiic nang Push
RST: khoi dong lai lién két
SYN: ddng bo hoa cac sé hiéu tuan tu
o FIN: khong con sé liéu tir tram cudi
= Checksum: Dai 16bit. Dung dé kiém tra 15i, str dung ma CRC16.
= Urgent Pointer: Dai 16bit. La con tro tro téi s6 hiéu tuan tu caa byte di
sau dit liéu chuan, cho bén nhan biét duoc do dai caa dit liéu.
= Option: c6 d6 dai thay d6i, khai bao cac lya chon cua ngudi dung.

o O O O O

= TCP data: La phan dit liéu 16p trén co gia tri t6i da 1a 536 byte. Gi4 tri
nay co thé thay d6i nho khai bao trong phan Option.

Trong mot phién TCP sir dung: (TCP 3-way handshake SYN) bat tay 3
budc dé khoi tao két ndi, truyén tin va huy két ndi.
»  Khoi tao két ndi:

1. Nguon gui ban tin SYN kém theo sequence number dén dich dé
thiét 1ap két noi.

2. Pich gui ban tin SYN chira tham s6 ACK dé khang dinh qué trinh
nhan dir liéu t6t toi ngudn. ban tin ndy cling chtra chi sd sequence
number va chi s6 nay duoc sinh ra ngiu nhién.

3. Khi nguén nhan duoc ban tin SYN kém theo ACK né s& gui ban tin
thiét 1ap toi dich.

@ Send SYN
(SEQ=100 CTL=SYN) \ SYN received
/ Send SYN,ACK @
SYN received (SEQ=300 ACK=101 CTL=SYN,ACK)
Established
(SEQ=101 ACK=301 CTL=ACK \

Hinh 2.7. Khoi tao phién TCP
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= Truyén tin: Sau khi thiét 14p théng qua 3 budc trén, ngudn va dich thuc
hién truyén dir liéu kém theo cac thong tin diéu khién chta trong
header cua TCP.

= K&t thuc phién truyén: Khi khong con nhu cau truyén dir liéu nita host
s& gui co FIN dé két thiic phién truyén dir liéu giita hai host. Sau khi
két thuc phién truyén dir liéu, két ndi end-to-end giira ngudn va dich s&

dugc gidi phong.

A B
@ Send FIN
\), FIN received

| SendAcK @
ACK received
Send FIN @
FIN received /
@ Send ACK \
. ACK received

Hinh 2.8. Két thuc phién truyén dir liéu
2.3.3. Giao thirc SCTP

SCTP ciing nhu TCP va UDP la mdt giao thtic tang giao van. SCTP
duogc thiét ké thay cho TCP/UDP khi truyén bao hiéu SS7 qua mang internet.
Ban dau SCTP chi duoc thiét ké v6i muc dich trén nhung ngay nay SCTP d3
dugc str dung rong rai va ndé dugc xem nhu mot thé hé tiép theo cua giao thuc
TCP. SCTP la giao thic hudng két ndi va tin cay dong thoi SCTP con dam
bao tinh thoi gian thyc cho dir liéu khong gidng nhu TCP. SCTP cung cap cac
chirc nang sau:

= Ho tro da luéng: Cac ban tin dc 1ap vd6i nhau trén mot lién két SCTP.

Mdi ban tin duoc gan cho mot ludng riéng. Tat ca cac ban tin trong mot

ludng dugc nhan theo dung th ty bén giri da danh dau. Mdi dit liéu cua

luéng s& duoc nhan chinh xac ma khong bi 1an 16n véi cac luéng khac.

Vi hd tro da ludng SCTP hd tro cac tmg dung lién quan dén hop kénh

dir liéu nhu: Thoai, video trén mdi duong lién két gilra hai dau cudi.

= Lién két da diém: Giira hai dau cudi trong qua trinh thiét 1ap lién két c6

thé xac dinh lién két da diém. C6 nhiéu giao dién s& cho phép dit liéu
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gui theo dja chi khac khi xay ra 16i. Giao thirc TCP khong thé thuc hién
viéc nay.

= Hudng ban tin: Trong TCP, dit liéu duoc gri gitta hai dau cudi 1a ludng
cac byte. Néu can thiét cic img dung phai 1am chtrc ning dinh dang
khung cho ban tin. SCTP ban tin dugc gitt nguyén dinh dang, ban tin
khong bi thay doi ¢ hai déu cudi. UDP ciing cung cdp hudng ban tin
nhung khong tin cay.

= Nhan ban tin khong theo thir tu: Giao thuc TCP, tAt ca cac ban tin duoc
nhan theo ding thir ty bén giri. P6i véi SCTP, cung cép co ché nhan
ban tin khong theo thir tu (giita cac ludng song song véi nhau).

= Quy dinh thoi gian séng cia ban tin: SCTP ¢6 mot tuy chon cho phép
xéac dinh thoi gian song cta ban tin. N6 cho phép tng dung truyén tin
xé4c dinh khoang thoi gian ma ban tin con c6 ich. Néu thoi gian song
ctia ban tin khong con, SCTP c6 thé hity bo ban tin hodc dung viée cb
ging gl n6 vao mang. Viéc ndy gitp tiét kiém bang thong tranh tic
nghé dudng truyén.

= Syn cookie: SCTP khoi tao lién két bang thi tuc bat tay bén budc voi
viéc str dung cookie c6 ddu hiéu dinh trude.

= Kha ning kiém soat 16i manh: Véi TCP va UDP trudng checksum chi
co 16bit con SCTP truong nay 1én td1 32bit.

So sanh tinh nang dich vu caa SCTP,TCP, UDP

Services/Features SCTP TCP UDP
Hudng lién két Co Co Khong
Song cdéng Co Co Co
Tin cay Cé Cé Khoéng
Tin cdy cuc bd optional Khéng Khéng
Nhan dir li¢u c6 tht ty Cé Cé Khoéng
Nhan dir liéu khong co thir tu Co Khéng Co
Diéu khién luong Co Co Khoéng
Diéu khién tic nghén Co Co Khéng
Co ché ECN Co Co Khéng
Selective ACKs Co Tuy chon | Khoéng
Hudng ban tin Co Khéng Co
Tim lai duong MTU Co Co Khong
Phan manh PDU tang tng dung Co Co Khong
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Boc cac PDU tang tng dung Co Co Khéng
Da ludng Cé Khong | Khéng
Chong tin cong tran SYN Co Khong | Khéng
Két ndi half-closed Khéng Co Khoéng
Kiém tra dir liéu t6i dich Cé Cé Khéng

2.4. LOP UNG DUNG [6]

Lép tng dung trong mang VoIP 1a tang lién quan truc tiép dén ngudi
dung. Tang Gng dung chta mot loat cac giao thirc phuc vu cho tmg dung
voice.

» Cac giao thurc bao hiéu: H.323, SIP, MGCP, Megaco/H.248.

= Cac giao thuc truyén tin thoi gian thuc: RTP, RTCP, RSVP.

» Cé4c chuin nén thoai, video: G.711, G.722, G.723.1, G.728, G.729,
H.261, H.263.

Céac giao thirc bao hiéu s& duoc trinh bay cu thé trong chuong sau.
Trong chuong ndy chi trinh bay chi tiét vé cac giao thirc hd tro truyén tin thoi

gian thuc.
2.4.1. Giao thirc RTP

RTP (Real Time Transport Protocol-Giao thitc Vin chuyén Thoi gian
Thurc) 1a mot giao thirc dya trén giao thire IP tao ra céac hd trg dé truyén tal cac
dix liéu yéu cau thoi gian thuc voi cac yéu cau:

= Lién tuc: Cac goi tin phai duoc sap xép theo dung thir tu khi chiing dén

bén nhan, cac goi dén co thé khong theo thir tw va néu goi tin bi mat thi
bén nhan phai do tim hay bu lai sy mat c4c g6i tin nay.

= Sy dong bo trong cac phuong thire truyén thong: Cac khoang ling trong

tiéng noi duoc triét tiéu hodc nén lai dé giam thiéu bang thong can thiét,
tuy nhién khi dén bén nhan, thoi gian gitra cac khoang lang nay phai
dugc khéi phuc mot cach chinh xac.

= Sy d6ng bo gitta cac phuong thire truyén théng: CO thé tin hiéu thoai st

dung mot phuong thic truyén thdng trong khi tin hiéu video lai sir dung
moét phuong thirc truyén thong khac, cac tin hiéu tiéng va hinh phai
dugc dong bo mot cach chinh xac, goi 1a sy dong b tiéng - hinh.
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= Sy nhan dién phuong thic truyén tai: Trong Internet, thong thudng can
thay d6i sy ma hoa cho phuong thic truyén tai (payload) trén hanh
trinh truyén dé hiéu chinh thay doi do rong bang thong san sang hoac
da kha nang cho ngudi ding méi két ndi vao nhém. Mot vai co ché can
duoc sir dung dé nhan dién sy mé hoa cho mdi goi dén.

Cdc dich vu cung cdp béi RTP bao gom:

» Pa phat dap than thién: (multicast — friendly): RTP va RTCP la ky
thuat cho da phat dap, cung cap kha ning md rong cudc hoi thoai nhiéu
bén. Trén thyc té, ching dugc thiét ké dé c6 thé hoat dong trong ca céc
nhom da phat dap nho, pht hop cho céc cudc dién dam ba bén. Do véi cac
nhom lon, ching str dung da phat dap quang bé (broadcast).

= Pac lap thiét bi: RTP cung cap cac dich vu can thiét chung cho phuong
thire truyén thong thoi gian thuc néi chung nhu thoai, video hay bat ki mot
bo ma hod, giai ma cu thé ndo c6 su dinh nghia cic phuong thic mi hoé
va giai ma riéng bang cac thong tin tiéu dé va dinh ngha.

= Cac bo tron va chuyén doi: Céac bo tron la thiét bi nam giir phuong thuc
truyén thong tir mot vai ngudi sir dung riéng le, dé tron hozc ndi chiing vao
cac dong phuong thuc truyén théng chung, chuyén d6i ching vao khuén
dang khac va guri n6 ra. Cac bo chuyén ddi co ich cho sy thu nhod bing
thdng yéu cau caa dong sé liéu tir dong sé lidu chung trude khi gui vao
ting két néi bang thong hep hon ma khong yéu cau nguon phat RTP thu
nho toc do bit cua no. Piéu nay cho phép cac bén nhan két ndi theo mot
lien két nhanh dé van nhan duoc truyén théng chit luong cao. RTP h tro
ca cac bo tron va ca cac bo chuyén doi.

= M4 hoé thanh mat mé: Cac dong phuong thirc truyén thong RTP ¢ thé
méa hoa thanh mat mé dung cac kho4, viéc ma hoa dam bao cho viéc thdng
tin trén mang duogc an toan hon.

Céac goi tin truyén trén mang Internet c6 tré. Nhung cac tmg dung da
phuong tién yéu cAu mot thoi gian thich hop khi truyén cac dir liéu va phat
lai. RTP cung cip cic co ché bao dam thoi gian, sd thir tu va cac co ché khac
lién quan dén thoi gian. Bang cic co ché nay RTP cung cap sy truyén tai dir

liéu thoi gian thuc gitta cadc dau cudi qua mang.
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Ban than RTP khéng cung cap mot co ché nao cho viéc bao dam phan
phéi kip thot cac dir li¢u t&i cac tram ma nd dua trén cac dich vu cua tﬁng
thap hon dé thuc hién diéu nay. RTP ciing khong dam bao viéc truyén cac goi
theo dung thtr ty. Tuy nhién, sb thi tu trong RTP header cho phép bén thu xay
dung lai dung thir tu cac goi cua bén phat.

Hoat dong ctia RTP dugc hd trg bdi mot giao thirc khac 1a RTCP dé
nhan cac thong tin phan hdi vé chit luong truyén dan va cac thong tin vé
thanh phan tham du cac phién hién thoi. Khong gidng nhu cac giao thic khac
1a str dung cac truong trong header dé thuc hién cac chic ning diéu khién,
RTP st dung mot co ché didu khién doc 1ap trong dinh dang cta goi tin RTCP

de thuc hién cac chlic ndng nay.

Khu6n dang ban tin RTP:

RTP header bao gdbm mdt phan cd dinh c6 ¢ moi goi RTP va mot phan

mo rong phuc vu cho cac muc dich nhét dinh.
Phan c6 dinh:

C6 do dai khong doi.

0 2
o|1|2]3]4|5]|6|7 o|1]2]3]4]s

T T T 1 T T T 1 T I ! 1 1 T T T T T I I T ! 1 ! 1
V=21PIX cC M PT Sequence number

Timestamp
Il L L Il Il Il Il Il Il L L Il 1 1 1 Il L e e e s s e ——— Il 1 Il
T I T T T T T T T 1 1 T T T 1 1 1 T 1 T T 1 I T T T
Synchronization source (SSRC ) identifier

Ll (- [ [ T I I I I AN N TN NN N N [ !
L T T T T T T T L I

Contributing source (CSRC) dentifiers

| S [ [ Ay Sy [ [ N S — N I S IS A B |

| |
T1627580-97

Hinh 2.9. Phan ¢b dinh cua don vi dit liéu RTP

= Version (2 bits): Chi ra version cia RTP, hién nay la version 2.
= Padding (1 bit): Néu bit nay duoc dit, s& c6 thém mot vai octets thém
vao cudi goi dir liéu. Céac octets nay khong phai 13 thong tin, ching
duoc thém vao dé nham muc dich:
<> Phuc vu cho mét vai thuat todn ma hoa thong tin can kich thudc

cua goi co dinh.
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<> Dung dé cach ly cac goi RTP trong trudng hop c6 nhiéu goi
thong tin dugc mang trong cung mot don vi dir li€u cua giao thic
& tang dudi.
= Extension (1 bit): Néu bit ndy dugc dit, thi theo sau phan header c6
dinh s€ 1a mdt header mé rong.
= Contributing Sources Count (4 bits): sb lugng cac thanh phan nhan
dang nguén CSRC nim trong phan header goi tin. S6 nay 16n hon 1 néu
cac goi tin RTP dén tir nhiéu ngudn.
= Marker (1 bit): Mang ¥ nghia khac nhau, tuy theo ting truong hop cu
thé, dugc chi ra trong hién trang (profile) di kém.
= Payload Type (7 bits): Chi ra loai tai trong mang trong go6i. Cac ma st
dung trong trudng ndy tng voi cac loai tai trong duoc quy dinh trong
mot profile di kem.
= Sequence Number (16 bits): mang sd thir tu ctia goi RTP. S6 nay duogc
tang thém 1 sau mdi goi RTP duogc giri di. Co thé duoc sir dung dé phat
hién duoc sy mat goi va khoi phuc mat goi tai dau thu. Gia tri khoi dau
ctia truong nay 1a ngau nhién.
= Time stamp (tem thoi gian, 32 bits): Phan anh thoi diém lay mau cua
octet dau tién trong goi RTP. Thoi diém nay dugc 1dy tir mot dong hd
taing déu din va tuyén tinh theo thoi gian dé cho phép viée dong bo va
tinh toan do jitter. Tan s6 dong ho nay khong cb dinh, tuy thudc vao
loai tai trong. Gia tri khoi dau duoc chon ngau nhién. Mot vai goi RTP
c6 thé mang cting mot gia tri “Tem thoi gian” néu nhu chung dugc phat
di cung lac vé mat logic. Néu goi dit liéu dugc phat ra déu din thi “tem
thoi gian” dugc ting mot cach déu dan. Trong trudng hop khéc thi gia
tri “tem thoi gian” ting khong déu. “Tem thoi gian” 1a thanh phan
thong tin quan trong nhat trong cac tng dung thoi gian thuc. Nguoi giri
thiét 1ap cac “tem thoi gian” ngay thoi diém octet dau tién cua goi dugc
ldy mau. “Tem thoi gian” ting dan theo thoi gian dbi véi moi goi. Sau
khi nhan dugc goi dir 1i¢u, bén thu st dung cac “tem thoi gian” nay
nham khéi phuc thoi gian gc dé chay cac dir liéu nay véi téc do thich

hop. Ngoai ra, n6 con dugc st dung dé dong bo cac dong dir liéu khéc
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nhau (chang han nhu giita hinh va tiéng). Tuy nhién RTP khéng thuc
hién déng bd ma cac ing dung phia trén s€ thuc hién su déng bo nay.

= Synchronization Source Identifier (SSRC, 32 bits): chi ra ngudn dong
bd cta goi RTP, sé nay dugc chon ngiu nhién. Trong 1 phién RTP co
thé c6 nhiéu hon mot ngudén dong bo. Mdi mot ngudn phéat ra mot ludng
RTP. Bén thu nhém cac goi ciia cing mot ngudn dong bo lai v6i nhau
dé phat lai tin hiéu thoi gian thuc.

= Contributing Source Identifier (CSRC, tir 0-15 muc, mdi muc 32 bits):
chi ra nhiing ngudn déng gop thong tin vao phan tai trong ciia goi. Gilp
bén thu nhan biét duoc goéi tin ndy mang thong tin cta nhiing ngudn
nao.

Phin mé rong:

Cé6 do dai thay ddi. Su ton tai phu thudc vao bit Extension cua phén cd
dinh.

R
sl 71890
L L L S L D L B | B

T T T 1 T T 1
ength

|‘3"“|JS .
I
I
I
T

Header extension

Hinh 2.10. Phian mé rong cau trac dit liéu RTP
= 16 bit dau tién dugc sir dung véi muc dich riéng cho ting tmg dung
dugc dinh nghia boi profile. Thudng dugc dung dé phan biét cac loai
header mé rong.
= Length (16 bits): gia tri chiéu dai phan header mé rong tinh theo don vi
32 bit, khong bao gom 32 bit dau tién ctia phan header mo rong.

Thuc té RTP duoc thuc hién cha yéu trong cac ung dung ma tai cac
muc Gng dung ndy co cic co ché khoi phuc lai goi bi mat, diéu khién tac

nghén.

Mang Internet hién nay van chua thé dap Gmg dugc day du cac yéu cau
ctia cac dich vu thoi gian thuc. Céac dich vu RTP yéu cau bang thong cao ¢o
thé 1am giam chat luong céc dich vu khéac trong mang dén mirc nghiém trong.
Trong qua trinh trién khai phai chl y dén gi6i han bang thong str dung cuia cac

ung dung trong mang.
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2.4.2. Giao thiwe RTCP

Giao thirc RTCP (Real-time Transport Control Protocol) 1a giao thirc
hd trg cho RTP cé chiic nang diéu khién, kiém soat ban tin RTP. Giao thuc
RTCP dua vao viéc truyén déu dan céc g01 diéu khién t6i tit ca cac nguoi

tham gia vao phién truyén. Cac dich vu ma RTCP cung cap 1a:

= Giam sat chat lugng va diéu khién tic nghén: Pay la chtc ning co
ban cia RTCP. N6 cung cap thong tin phan hdi téi mot ung dung vé
chat lugng phan phdi dir liéu. Thong tin diéu khién nay rat hitu ich
cho cac bo phat, bo thu va gidm sat. B phét c6 thé diéu chinh céch
thac truyén dir liéu dua trén cac théng bao phan hdi cua bo thu. Bo
thu c6 thé xac dinh duoc tac nghén la cuc b, ting phan hay toan bo.
Nguoi quan ly mang cé thé danh gia duoc hiéu suat mang.

= Xac dinh ngudn: Trong cac gdi RTP, c4c ngudn duge xac dinh boi
cac s6 ngau nhién co do dai 32 bit, cac sé nay khong thuan tién doi
v6i nguoi st dung. RTCP cung cap théng tin nhan dang ngudn cu
thé hon ¢ dang van ban. N6 c6 thé bao gom tén nguoi s dung, sb
dién thoai, dia chi e-mail va cac thong tin khéac.

= Pong bo méi trudng: Cac thong bao cua bo phat RTCP chua théng
tin dé xac dinh thoi gian va nhan thoi gian RTP twong tng. Ching c6
thé duoc sir dung dé dong bo giira am thanh véi hinh anh.

= Piéu chinh thong tin diéu khién: Cac goi RTCP duoc gui theo chu
ky giita nhitng nguoi tham dy. Khi sé luong ngudi tham dy ting 1én,
can phai can bang giita viéc nhan thong tin diéu khién mai nhat va
han ché luu luong diéu khién. Dé hd trog mot nhom ngudi sir dung
I6n, RTCP phai cdm luu lwong diéu khién rat 16n dén tir cc tai
nguyén khac cia mang. RTP chi cho phép téi da 5% luu lugng cho
diéu khién toan bo luu luong caa phién 1am viéc. Piéu nay dugc thuc
hién bang cach diéu chinh tbc do phat caa RTCP theo sé luong
ngudi tham dy. Mdi nguoi tham gia mot phién truyén RTP phai guri
dinh ky céc goi RTCP dén tat ca nhimg ngudi khac ciing tham gia
phién truyén. Nho vay ma co thé theo ddi duoc sé nguoi tham gia.
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Go6i RTCP gop phan lam ting nghén mang. Bang thong yéu cau boi

RTCP 1a 5% tong s6 bang thong phan bo cho phién. Khoang thoi gian trung
binh giita cac goi RTCP duoc dat tdi thiéu 1a Ss.

Céc loai thong bao diéu khién chinh dugc RTCP cung cép la:

SR (Sender Report): chita cac thong tin thong ké lién quan toi két
qua truyén nhu ty 1& ton hao, sb goi dit liéu bj mat, khoang tré. Cac
thong bao nay phat ra tir phia phat trong 1 phién truyén thong.

RR (Receiver Report): Chura cac thong tin thong ké lién quan t&i két
qua nhan, dugc phat tir phia thu trong 1 phién truyén thong.

SDES (Source Description): thong s6 mo ta ngudn (tén, vi tri...)
APP (Application): cho phép truyén cac dir liéu tmg dung

BYE: chi thi su két thuc tham gia vao phién truyén.

Chuong 3
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MANG VOIP VOI CAC GIAO THUC BAO HIEU
H.323/SIP

Trong chuong mot cta d6 an dd dé cap dén mot mo hinh tong quan vé
mang VolP. Trén thuc té, tir khi dich vu mang VoIP hinh thanh va phat trién
cac to chirc quéc té va cac nha khai thac dich vu mang ludn tim kiém cac cong
cu khai thac hiéu qua nhit. Dya trén cac bd giao thirc khac nhau, md hinh
mang VolP ciing thay ddi theo v&i cac chuan phu hop véi cac giao thic do.
Trong chuong nay ctia dd 4n s& trinh bay chi tiét vé mé hinh mang voi chuén

dugc img dung.
3.1. MANG VOIP VOI CHUAN H.323 [1],[4]

Khi dé cap dén thoai IP, tiéu chuan qudc té thuong duoc dé cap dén 1a
H.323. Giao thuc H.323 duoc phat trién bai ITU-T, H.323 cung cip nén tang
k¥ thuat cho truyén thong da phuong tién nhu: Audio thoi gian thuc, video va
thong tin dir liéu qua mang chuyén mach goi.

H.323 phién ban dau tién duoc ITU-T dua ra vao nim 1996. Trong qué
trinh phat trién H.323 da dugc nang cap va sira doi dé ngay cang hoan thién.
Cac phién ban mudn hon cua H.323 duoc dua ra vao cdc nam: H.323 vl nam
1998, H.323 v2 ndm 1999, H.323 v3 ndm 2000, H.323 v4 nam 2003, H.323
v5 nam 2005, H.323 v6 nam 2006.

Di kém theo chuin H.323 1a mot chong cac giao thic bao gdm chirc
nang thiét 1ap, diéu khién, quan 1y thong tin da phuong tién va quan 1y bang

thong, ngoai ra con cung cap cac giao dién giira LAN va cac mang khac.
3.1.1. Thanh phin mang VolIP véi chuin H.323

3.1.1.1.Thiét bi dau cudi H.323 (H.323 Endpoint)
% Cac thiét bi ndm ngoai pham vi khuyén nghi H.323
» Thiét bi vao ra Video.
= Thiét bi vao ra Audio.

= Thiét bi vao ra so li¢u.
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= Giao di¢n mang LAN.
= Giao dién nguoi st dung.
% Cac phan tr nam trong pham vi khuyén nghi H.323
= B§ ma hoa va giai ma Video.
= B0 ma hoa va gidi ma Audio.
= B0 dém nhan dir liéu.
= Khéi diéu khién hé théng.
< Khdi diéu khién theo chuan H.245

St dung kénh diéu khién H.245 dé mang céc ban tin diéu khién diém -
diém diéu khién hoat dong cua thuc thé H.323 d6 bao gdm : kha ning trao
d6i, m& va dong cac kénh logic, cac yéu cau ché do hoat dong thich hop, diéu
khién ludng ban tin, phat cac 1énh va céac chi thi.

¢ Dicu khién bao hi€u cudc goi

Str dung bao hiéu cudc goi theo khuyén nghi H.225 dé thiét 1ap mot két
ndi gitta hai dau cudi H.323. Kénh bao hiéu cudc goi doc lap v6i kénh RAS
va kénh diéu khién H.245. Trong hé théng khong c6 Gatekeeper thi kénh bao
hiéu cudc goi duoc thiét lap gitra hai dau cudi H.323 tham gia cudc goi. Con
trong hé théng c6 Gatekeeper thi kénh bao hiéu cudc goi dugc thiét lap gifra
cac dau cudi va Gatekeeper hoac gifta hai dau cudi voi nhau, viée lya chon
phuong an thiét 1ap kénh bao hiéu cudc goi nhu thé nao 1a do Gatekeeper

quyét dinh.
¢ Chuc nang bao hiéu RAS
Str dung cac ban tin H.225 dé thuc hién: dang ky, cho phép dich vy,

thay doi bang thong, trang thai, cac thil tuc tach roi giita cac dau cudi va
Gatekeeper.
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Audio Codec,
such as
Audio G.711
Equipment G.723
(G.729 RTF
(Media
. Video Codec, Transmission)
Video such as
Equipment H.261
H.263
Data User Data LAN
Equipment T.120 Interface
System Control
H.245 Control
System —
Control Q.93
User Call Setup
interface ]
RAS
Control

Hinh 3.1.So d6 khéi thiét bi dau cubi H.323

3.1.1.2. Gatekeeper
Mot mién H.323 trén co s& mang IP 1a tap hop tat ca cac dau cudi dugc
gan voi mot bi danh. Mdi mién dugc quan tri bai mot Gatekeeper duy nhét, 13
trung tim dau ndo, dong vai trd gidm sat moi hoat dong trong mién d6. Pay 1a
thanh phan tuy chon trong hé thong VoIP theo chuan H.323. Tuy nhién néu c6
mit Gatekeeper trong mang thi cac dau cudi H.323 va cac Gateway phai hoat
dong theo cac dich vu cua Gatekeeper d6. Moi thong tin trao ddi cua
Gatekeeper déu duoc dinh nghia trong RAS. Mdi nguoi dung tai dau cubi
dugc Gatekeeper gan cho mot mirc uu tién duy nhat. Mtrc vu tién nay rat can
thiét cho co ché bao hiéu cudc o1 ma cung mdt luc nhiéu nguoi st dung.
H.323 dinh nghia ca nhiing tinh chat bit budc tdi thiéu phai co cho
Gatekeeper va nhirng dac tinh tuy chon:
= Céc chiic ning bat budc tdi thiéu ctia mot Gatekeeper gom : Phién
dich dia chi, diéu khién cho phép truy nhap, diéu khién dai thong,
quan Iy mién dich vu.
= Céc chuc ning tuy chon ctia Gatekeeper gdm c6 : Bao hiéu diéu

khién cudc goi, cap phép cho cudc goi, quan 1y cudc goi.
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Gatekeeper hoat dong o hai ché do

» Ché d6 truc tiép: Gatekeeper chi ¢c6 nhi€ém vu cung cép dia chi
dich ma khong tham gia vao cac viéc dinh tuyén cac ban tin bao

hiéu.

a N

Gatekeeper Cloud /
>/ /\ .
1 ARQ
3

2 ACF/ARJ
3 Setup
4 ARQ
5 ACF/ARJ
6 Connect

Endpaint 1 Endpoint 2

6

Hinh 3.2. Phuong thire dinh tuyén truc tiép

= Ché d6 dinh tuyén qua Gatekeeper : Gatekeeper 1a thanh phan
trung gian, dinh tuyén moi ban tin bao hiéu trong mang H.323.

'\ Gatekeeper Cloud \u

e

2 ACF/ARJ ‘ ‘

3 Setup
4 Setup
5 ARQ
6 ACF/ARJ
7 Connect
8 Connect

Endpoint 1 Endpoint 2

Hinh 3.3. Phuong thire dinh tuyén qua Gatekeeper
Cdc chirc ndng cu thé ciia Gatekeeper dwoc mé ta nhuw sau:

= Chirc ning dich dia chi: Gatekeeper s& thuc hién chuyén doi dia
chi URI (dang tén goi hay dia chi hop thu ) ctia mot dau cudi hay Gateway
sang dia chi truyén din (dia chi IP). Viéc chuyén doi dugc thyc hién bang
cach st dung ban ddi chiéu dia chi duogc cap nhat thuong xuyén boi cac
ban tin dang ky. Ciing c6 thé 1a viéc chuyén doi tir quy cach danh sb E.164
sang dang URI.

= Piéu khién truy cap: Gatekeeper cho phép mot truy cdp mang
LAN bang cach sir dung cc ban tin H.225 1a ARQ/ACF/ARI. Viéc diéu
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khién nay dua trén sy cho phép cudc goi, bang thong, hoac mot vai thong
s6 khac do nha san xuat quy dinh. N6 c6 thé 1a chirc ning réng c6 nghia 1a
chap nhan moi yéu cau truy nhap cta dau cudi.

= Piéu khién do rong biang thong: Gatekeeper hd tro cac ban tin
BRQ/BRIJ/BCF cho viéc quan 1y bang thong. N6 ¢6 thé 1a chirc ning rdng
nghia 14 chap nhan moi yéu cau thay doi bang thong. Gatekeeper c6 thé
han ché mot sd cac dau cudi H.323 cung mét luc st dung mang. Thong
qua viéc st dung kénh bao hi¢u H.225, Gatekeeper cod thé loai bo cac cac
cudc goi tr mot dau cudi do sy han ché bang thong. Diéu do co thé xay ra
néu Gatekeeper thiy rang khong dii bang thong sin co trén mang dé tro
gitip cho cudc goi. Viéc tir chdi cling ¢ thé xdy ra khi mot dau dang tham
gia mot cudc goi yéu cau thém biang thong. N6 c6 thé 1a mot chic ning
rong nghia 1a moi yéu cau truy nhap déu duoc dong y.

. Quan 1y mién dich vu: & diy mién dich vu (domain) nghia 1a tap
hop tit ca cac phan tir H.323 gdm thiét bi dau cudi. Gateway, MCU c6
dang ky hoat dong voi Gatekeeper dé thuc hién lién lac gilta cac phan tur
trong mién dich vu hay tir dich vu nay sang dich vu khac.

. Piéu khién bao hiéu cudc goi: Gatekeeper co thé lya chon hai
phuong thirc diéu khién bao hiéu cudc goi 1a: hoan thanh bao hiéu cudc goi
v6i cac dau cudi va xtr 1y bao hiéu cudc goi chinh ban than nd, hoic
Gatekeeper co thé ra 1énh cho cac dau cubi két ndi mot kénh bao hiéu cudc
goi huong té1 nhau. Theo phuong thirc nay thi Gatekeeper khong phai
giam sat bao hiéu trén kénh H.225.

. Quan ly cudc goi: Mot vi du cu thé vé chirc nang nay la
Gatekeeper co thé 1ap mdt danh sach tat ca cac cude goi H.323 hudng di
dang thuc hién dé chi thi rang mét dau cudi bi goi dang ban va cung cip

thong tin cho churc nang quan 1y bang thong.

3.1.1.3.Khéi diéu khién da diém

Khéi diéu khién da diém (MCU) duogc st dung khi mot cudc goi hay
hoi nghi can giit nhiéu két ndi hoat dong. Do c6 mot sd hiru han cac két ndi
ddng thoi, nén cac MCU giam sat sy thoa thudn giita cac dau cudi va sy kiém

tra moi1 dau cudi vé tinh nang ma chung c6 thé cung cap cho hdi nghi hoac
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cudc goi. Cac MCU gdm hai phan: Bo diéu khién da diém (MC) va Bo xir ly
da diém (MP).

Bo diéu khién da diém co trach nhiém trong viéc thoa thuan va quyét
dinh kha nang ctia cac dau cudi. Trong khi d6 bo xur Iy da diém duoc sir dung
dé xir Iy multimedia, cac ludng trong sudt qua trinh ctia mot hoi nghi hodc

mot cudc goi da di€m.

3.1.2.Giao thue H.323

Ap Sllc \altlon M Terminal / Application Control

H.225.0 H.225.0 H.245

Hinh 3.4. Giao thurc bao hiéu H.323

Giao thtrc H.323dugc chia lam 3 phan chinh:

= Bio hi¢u H.225 RAS (Registration, Admissions, and Status): bdo
hiéu giira thiét bi dau cudi véi H.323 gatekeeper trudc khi thiét lap
cudc goi.

= Bio hiéu H.225 Q.931 sir dung dé két ndi, duy tri va huy két ndi gitra
hai du cudi.

* Bao hi¢u H.245 sir dung dé thiét lap phién truyén media st dung
giao thic RTP.

3.1.2.1. B4o hiéu RAS

B4o hiéu RAS cung cap diéu khién tién cudc goi trong mang H.323 ¢6
ton tai gatekeeper va mot ving dich vu (do gatekeeper d6 quan 1y). Kénh
RAS duoc thiét lap giita cac thiét bi dau cudi va gatekeeper qua mang IP.

Kénh RAS dugc mé trude khi cac kénh khac duoce thiét 1ap va doc lap vai cac
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kénh diéu khién cudc goi va media khac. B4o hi¢u nay dugc truyén trén UDP

cho phép ding ki, chdp nhan, thay ddi bang thong, trang thai va huy.

Bao hieu RAS chia lam cac loai sau:

% Tim kiém Gatekeeper: vi¢c nay co thé duge thuc hién tha cong hodc tu
dong cho phép xac dinh gatekeeper ma thiét bi dau cudi dang ki; bao
gom:

= Gatekeeper Request (GRQ): ban tin multicast gti boi thiét bi dau
cubi dé tim gatekeeper.

= Gatekeeper Confirm (GCF): ban tin thong bao dia chi kénh RAS
cta gatekeeper cho thiét bj dau cudi.

= Gatekeeper Reject (GRJ): béo cho thiét bi dau cudi biét rang da
gatekeeper tir choi.

< Piang ki: cho phép gateway, thiét bi dau cudi va MCU tham gia vao
mot vung dich vu do gatekeeper quan 1y va théng bao cho gatekeeper
vé dia chi va bi danh cta né; bao gém:

= Registration Request (RRQ): duoc giri tir thiét bi dau cudi toi dia
chi kénh RAS cua gatekeeper.

= Registration Confirm (RCF): duoc giri boi gatekeeper dé xac
nhan cho phép viéc dang ki béi ban tin RRQ.

= Registration Reject (RRJ): khong chap nhan ding ki cta thiét bi

= Unregister Request (URQ): duoc giri bi thiét bi dau cudi dé huy
dang ki v6i gatekeeper trude d6 va duoc tra 1oi bang Unregister
Confirm (UCF) va Unregister Reject (URJ) (twong tu nhu trén).

% Xac dinh vi tri thiét bi dau cudi: Thiét bi dau cudi va gatekeeper sir
dung ban tin ndy dé ldy thém thong tin khi chi c6 thong tin vi danh
dugc chi ra. Ban tin nay dugc gui thong qua dia chi kénh RAS cua

gatekeeper hodc multicast. Loai ban tin nay bao gom:

= Location Request (LRQ): dugc giri dé yéu cau thong tin vé thiét
bi dau cudi, gatekeeper, hay dia chi E.164.
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= Location Confirm (LCF): dugc g1 béi gatekeeper chirc cac kénh
bado hi¢u cudc goi hay dia chi kénh RAS ctia n6 hay thiét bi dau
cubi da yéu cau.

= Location Reject (LRJ): dugc gui boi gatekeeper thong bao LRQ
trudc d6 khong hop I¢€.

¢ Admissions: ban tin gitra cac thi¢t bi dau cuoi va gatekeeper cung cap
co s& cho viéc thiét 1ap cudc goi va di€u khién bang thong sau ndy. Ban
tin nay bao gom ca cac yéu cau vé bang thong(co thé duoc thay doi bdi

gatekeeper). Loai ban tin nay gom:

= Admission Request (ARQ): Gui boi thiét bi dau cudi dé thiét lap

cudc goi

= Admission Confirm (ACF): Cho phép thiét 1ap cudc goi. Ban tin
nay c6 chira dia chi IP cua thiét bi dugc goi hay gatekeeper va

cho phép gateway ngudn thiét 1ap cudc goi.

= Admission Reject (ARJ): khong cho phép thiét bi dau cudi thiét

1ap cude goi.

% Thong tin trang thai: ding dé 1ay thong tin trang thai ctia mot thiét bi
dau cudi. Ta c6 thé sir dung ban tin nay dé theo ddi trang thai online
hay offline ctia thiét bi dau cudi trong tinh trang mang bi 16i. Thong
thuong ban tin ndy s& duoc giri 10 gidy mot lan. Trong qua trinh cudc
goi, gatekeeper co thé yéu cau thiét bi dau cudi giri theo chu ki cac ban

tin trang thai. Loai ban tin ndy bao gom:

= Information Request (IRQ): guri tir gatekeeper t6i thiét bi dau cudi

yéu cau thong tin trang thai.

= Information Request Response (IRR): duoc gui tir thiét bi dau
cudi t6i gatekeeper tra 10i cho ban tin IRQ. Ban tin niy ciing
dugc giri tir thiét bi dau cudi téi gatekeeper theo chu ki.

= Status Enquiry Sent : Thiét bi dau cudi hay gatekeeper co thé giri
ban tin nay t6i thiét bi dau cudi khac dé xac thuc vé trang thai

cudc goi.
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% Diéu khién bing thong: Dung dé thay ddi bang thong cho cudc goi voi
cac ban tin nhu sau:
= Bandwidth Request (BRQ): gui bai thiét bi dau cubi dé yéu ciu
tang hoac giam bang thong cudc goi
= Bandwidth Confirm (BCF): chip nhan thay ddi yéu cau boi thiét
bi dau cudi.
= Bandwidth Reject (BRJ): khong chdp nhan thay d6i yéu cau boi
thiét bi dau cudi.
% Huy két ndi: Khi mudn két thuc cudc goi thi trude hét thiét bi dau cudi
dimng hét moi két ndi va dong hét cac kénh logic lai. Sau d6, nd s& ngit
phién H.245 va gui tin hiéu RLC trén kénh bao hiéu cudc goi. O budc nay,
néu khong c6 gatekeeper thi cudc goi s& duoc hiy con néu khong thi céac
ban tin sau s€ dugc gui trén kénh RAS dé két thac cude got:
= Disengage Request (DRQ): Gui bgi thiét bi dau cudi hay
gatekeeper dé két thuc cudc goi.
= Disengage Confirm (DCF): Gui boi thiét bi dau cubi hay
gatekeeper dé chap nhan ban tin DRQ trude do.
= Disengage Reject (DRJ): Pugc gui boi thiét bi dau cudi hodc
gatekeeper thong bao khéng chap nhan yéu cau DRQ.

3.1.2.2. Giao thirc diéu khién bao hiéu cudc goi H.225

Giao thirc H.225 ding dé thiét 1ap lién két gitta cac diém cudi H.323,
thong qua lién két dir liéu thoi gian thuc s& dugc truyén di. Qua trinh bao hiéu
cudc goi duoc bat dau bai ban tin Setup duoc guri di trén kénh bao hiéu
H.225, tiép theo 12 mot chudi cac ban tin phuc vu cho qua trinh thiét 1ap cudc
goi. H.225 sir dung céac ban tin bao hiéu Q.931. Mot kénh diéu khién bao hiéu
duoc thiét 1ap dua trén giao thic TCP/IP tai céng 1720.

Céc ban tin Q.931 va Q.932 thuong dugc st dung trong bao hi¢u cudc
goi VoIP:
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= Setup: Puogc gui tir thue thé H.323 cha goi dé cb ging thiét 1ap két
nbi téi thue thé H.323 bi goi qua cong 1720 TCP.

= Call Proceeding: thuc thé bi goi giri ban tin nay tdi thuc thé chil goi
dé chi thi rﬁng thu tuc thiét 1ap cudc goi da dugc khoi tao.

= Alerting: Puoc giri tir thuc thé bi goi toi thuc thé cha goi dé chi thi

rang chudng bén dich bt dau rung.

= Connect: Pugc gui tir thuc thé bi goi dé thong bao rﬁng bén bi go1 da
tra 10i cudc goi. Ban tin Connnect cé thé mang dia chi truyén véan
UDP/IP.

= Release Complete: Puogc giri bdi mot dau cudi khoi tao ngat két ndi,
n6 chi thi rang cudc goi dang bi giai phong. Ban tin nay chi co thé
duoc giri di néu kénh bao hiéu cudc goi dugc md hodc dang hoat

dong.
= Facility: Py 1a mot ban tin Q.932 dung dé yéu cau hodc phic dap

cac dich vu bo sung. N¢6 ciling dugc dung dé canh bido rang mot cudc

goi s& dugc dinh tuyén truc tiép hay thong qua GK.
Cic ban tin trong qua trinh thiét 1ap cudc goi nhw sau:

Endpoint Gatekeeper

—Sanly |

Call Proceeding (2)

Hinh 3.5. Q.931 trong thiét 1ap cudc goi
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1. Thiét bi dau cudi H.323 gui ban tin Setup yéu cau thiét 1ap cudc goi.
Gia st ¢ day ban tin duoc gui téi Gatekeeper (thiét 1ap cudc goi
thdng qua Gatekeeper).

2. Gatekeeper sé gui tra lai ban tin Call Proceeding nham thong bao
cho phia goi réng: Thiét bi nay dang thuc hién thiét 1ap cudc goi.

3. Khi dau cubi bi goi rung chudng, Gatekeeper s& guri ban tin Alerting

vé dau cuoi goi thong bao vé trang thai nay.

4. Khi nguoi duge goi nhac may, ban tin Connect sé dugc giri téi dau

cudi goi thong bao cudc goi da dugc thiét 1ap.

5. Cudc goi dugce thuc hién
3.1.2.3. Giao thuc H.245

Chutrc ning H.245 1a thiét 1ap cac kénh logic dé truyén audio, video,
data va cac thong tin kénh diéu khién. Giira hai thiét bi dau cudi duoc thiét 1ap
mot kénh H.245 cho mot cudc goi. Kénh diéu khién nay duoc tao dua trén
TCP gan dong port. Chirc nang diéu khién cua kénh H.245 1a thuong luong vé

mot sO thong so sau:

= B06 ma hoa tiéng néi sé dugc sir dung & hai phia. Ly vi du, chuan ma
hoéa tiéng noi va tde do bit twong tmg nhu sau: G.729 - 8 kbps, G.728 -
16 kbps, G.711 - 64 kbps, G.723 - 5.3 hay 6.3 kbps, G.722 - 48, 56, va
64 kbps...

= Thuong lugng vé Chi/td gita hai thiét bi dau cudi: xac 1ap vai tro cua

cac thiét bi trong khi thuc hién cudc goi tranh hién tuong xung dot.

= Round-Trip Delay: x4c dinh d tré giita phia phat va phia thu. Dya vao

thong $6 nay dé xac dinh két ndi van hoat dong.

= Bao hi¢u trén kénh logic dé thuc hién viéc mo va dong cac kénh logic.
Céac kénh nay dugc thiét lap trude khi thong tin duoc truyén dén do.
Bao hiéu nay co thé thiét 1ap kénh don hudng hoic song huéng. Sau
khi kénh logic da duogc thiét lap, céng UDP cho kénh media RTP duoc
truyén tir phia nhan tdi phia phat. Khi st dung mot hinh dinh tuyén qua
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Gatekeeper thi Gatekeeper s& chuyén huéng ludng RTP bang cach cung
cap dia chi UDP/IP thuc cua thiét bi dau cudi. Ludong RTP s& truyén
truc tiép gitta hai thiét bi ddu cudi voi nhau.
Mbi kénh media st dung RTP dé truyén thoi gian thuc s& c6 mot kénh
phan hoi vé chét luong dich vu QoS theo chiéu nguogc lai gitp phia phat kiém

soat dugc ludng media truyén di va c6 nhitng diéu chinh phu hop.

A
H.245Logical ‘ H.245 Control H.245 Logical
Channel 0 Information Channel 0
H.245 Logical Andno over RTP : : )
- Channel 8 | QoS Feedback over RICP ) D) =p

Audio over RTP D =) I

H.245 Logical \udio o ; g 1
= '- Shiszneliz Ji | QoS Fecdback wer RTCP | )=y

Hinh 3.6. C4u tric ludng media giita cac dau cubi

3.1.3. Thiét 1ap cudc goi VoIP sir dung giao thirc H.323

3.1.3.1. Bao hiéu truec tiép giira cac thiét bi dau cudi

Trong mé hinh ndy, ¢6 chi y 13 céc thiét bi dau cudi (Endpoint) chi xin
phép Gatekeeper thuc hién cudc goi thong qua bao hi€éu RAS con cac budc
bao hiéu giita cac thiét bi nay dugc thuc hién truc tiép khong thong qua

Gatekeeper.

Gatekeeper Cloud

1 ARQ
2 ACF/ARJ
3 Setup
4 ARQ
5 ACF/ARJ
6 Connect

Endpoint 1 Endpoint 2
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Endpoint O

Gatekeeper 1

H.225 Admission Request (ARQ)

H.225 Admission Confirm (ACF)

Open TCP Chgnnel For Q.931

Endpoint T

Q.931

Setup

Q.931 Call

Proceeding

H.225 Admission Request (ARQ)

H.225 Admission Confirm (ACF)

Q931

Alerting

Q931

Connect

Open TCP Chgnnel For H.245

H.245 Termin.

al Capabilities

H.245 Termin.

al Capabilities

H.245 Termin

al Capabilities

H.245 Termin

al Capabilities

Exchange of Master-slavag

Determination Messages

H.245 Open Audi

b Logical Channel

H.245 Open Audio Logical

Channel Acknowledgement

H.245 Open Audi

b Logical Channel

H.245 Open Audio Logical

Channel Acknowledgement

< Bi-Directional Audio with Transcoding in the Endpoints

Hinh 3.7. Thiét 1ap bao hiéu H.323 truc tiép giita cac dau cudi

= Buwde 1: Endpoint O ding ki voi Gatekeeper yéu cau cho phép thuc
hién mot cudc goi t&i Endpoint T. Cac budce thuc hién xéac thuc thué
bao goi s€ dugc thuc hién & budc nay. Gatekeeper tra 161 cho phép
Endpoint O thuc hién cudc goi va dia chi ctia chinh xac ctia Endpoint
T. Trong trudng hop nay, hai Endpoint thuc hién cude goi truc tiép voi
nhau.

= Buwéc 2: Endpoint O va Endpoint T thiét 1ap mot két ndi TCP cho bao
hiéu H.225 dé truyén cac ban tin Q.931 cho phép thiét lap cudc goi.
Endpoint O gti ban tin Setup téi Endpoint T yéu cau thiét 1ap cudc goi.
Endpoint T tra 10i bang ban tin Call Proceeding théng bao cudc goi

dang dugc thuc hién.

» Buwoc 3: Endpoint T xin phép Gatekeeper cho phép thuc hién cudc goi
v6i Endpoint O. Gatekeeper tra 10i dong ¥ cho Endpoint T chép nhan
cudc goi. Endpoint T thuc hién rung chudng va bdo cho Endpoint O

biét 1a dang rung chudéng nguoi bi goi.
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= Budce 4: Ngudi bi goi nhic dng nghe. Endpoint T giri ban tin Conect t6i
Endpoint O thong bao kénh cudc goi di duoc thiét lap. Lic nay, gitta
hai Endpoint mé mot két ndi TCP nita cho kénh bao hi¢u H.245 dé
thuong luong, thiét 1ap va duy tri kénh media.

= Buwdc 5: Khi d3 thuong lugng xong (cac thong sé dugc mod ta trong
phan bao hiéu H.245), mdi Endpoint yéu ciu mé mot két ndi audio dé
truyén thoai. Nhu vay sé tdn tai hai kénh cho phép thuc hién cudc goi
hai chiéu gitra hai thué bao. Qua trinh thoai dugc thuc hién hi¢n dua
trén giao thuc RTP voi sy kiém soat ctia RTCP.

3.1.3.2. B40 hiéu dwoc dinh tuyén thong qua Gatekeeper

Trong hinh thirc bao hiéu nay thi moi ban tin bao hiéu dé dugc giri qua
Gatekeeper. Gatekeeper s& xir 1y va chuyén tiép bao tin t&i phia bi goi. Khi
d6, phia goi khong nhat thiét phai biét chinh xac dia chi ctia phia bi goi nhung

qué trinh nay s& bj tré nhiéu hon.

Gatekeeper Cloud

. F R

2 ACF/ARJ
3 Setup
4 Setup
5 ARQ
6 ACF/ARJ
7 Connect
8 Connect

Endpoint 1 Endpoint 2

Céc ban tin bao hiéu trong moé hinh ndy gan nhu giong véi trudng hop

bao hi¢u tryc ti€p gitra hai thi€t bi dau cu6i nhung c6 mot s6 chii y nhu sau:

% Gatekeeper ¢ day s& gdm c6 hai giao dién: giao dién véi Endpoint O va
Endpoint T. Viéc phan biét nhu vay st gitip chung ta rd rang hon trong
viéc gui nhan céc ban tin vi hai giao dién nay hoat dong c6 su doc lap

nhét dinh véi nhau.

e Kénh bao hiéu H.225 dugc thiét 1ap giita cac Endpoint va
Gatekeeper
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e Khi nhan dugc ban tin Setup tor Endpoint O guri téi, Gatekeeper
s€ gui ban tin nay té1 Endpoint T va gui ngay ban tin Call
Proceeding vé cho Endpoint O bao rang cudc goi dang trong qué
trinh thiét 1ap.

¢ Sau khi nhan dugc ban tin Connect tir Endpoint T, Endpoint O va
Endpoint T s& thuc hién bao hiu truc tiép v&i nhau d@é md kénh truyén

media.

Endpoint O Gatekeeper 1 Endpoint T

H.225 Admission Request (ARQ)
H.225 Admission Confirm (ACF)
Open TCP Channel For Q.931
Q.931 Setup Open TCP Channel For Q.931
Q.931 Call Proceeding Q331 Seup N
Q.931 Call Proceeding
H.225 Admission Request (ARQ)
H.225 Admission Request (ACF)

Q931 Alerting
Q931 Alerting
Q931 Connect
[ amicomest e |

Open TCP Channel For H.245
H.245 Terminal Capabilities
H.245 Terminal Capabilities
H.245 Terminal Capabilities
H.245 Terminal Capabilities
Exchange of Master-slavg Determination Messages
H.245 Open Audip Logical Channel
H.245 Open Audio Logical| Channel Acknowledgment
H.245 Open Audio Logical Channel
H.245 Open Audio Logical|Channel Acknowledgment

Bi-Directional Audic with Transceding in the Endpoints

A
Y

Hinh 3.8. Thiét 1ap bao hiéu H.323 dinh tuyén qua Gatekeeper

r

3.1.3.3. Thiét 1ap cudc goi giira hai thiét bi ddu cudi & hai viing dich vu

Trong mo hinh nay la viéc thuc hién cudc goi gifra hai thiét bi dau cudi
¢ hai vung dich vu khac nhau cho nhau. Pay 1a mé hinh bao hi¢u dya trén
viéc dinh tuyén cua cac Gatekeeper.

Sau khi nhan duogc yéu cau ctua Endpoint O mubn thiét 1ap cudc goi voi
Endpoint T, Gatekeeper 1 gui t6i Endpoint T yéu cau thiét 1ap cudc goi. Vi
Endpoint T nam trong ving dich vu do Gatekeeper 2 quan 1y nén né phai xin
su cho phép dé co thé thuc hién cudc goi (gidng nhu cac trudng hop trude). O
trong truong hop nady, Gatekeeper 2 cling gui tra 161 ban tin ARQ cua
Endpoint T bang ban tin ACF cho phép thiét 1ap cudc goi nhung phai thong
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qua n6 (khong cho thuc hién cudc goi truc tiép t6i Endpoint T). Do vay,
Endpoint T gui ban tin Facility té61 Gatekeeper 1 thong bao 1a cudc goi dugce
chap nhan nhung phai duoc dinh tuyén lai thong qua Gatekeeper 2. Chinh vi
vay, kénh béo hiéu H.245 cii dugc huy va thay bang cac kénh bao hiéu biéu
dién nhu trong hinh v&.

=ndpoint O Gatekeaper 1 Galekeeper 2 Endpoimt T

H225 Admission Request (ARQ)
H.225 Admission Confirm (ACF)

Open TCP Channel For Q.931
Q.931 Setup Open TCP Channel for Q.931

Q.931|Setup
Q.931 Call|Proceeding

H.225 Admission Request (ARQ)
H.225 Admission Request (ACF)
.932|Facility
Q.931 Release Complete
Open TCP Channel For Q.931
Q.931 Setup
Q.931 Call Proceeding

Open TCP Channel for Q.931
Q.931 Setup
Q.931 Call Proceeding
H.225 Admission Request (ARQ)
H.225 Admission Confirm (ACF)

: Q931 Alerting Q831 Alerting
Q&31 Alerting =T
R A
Go3i Connect |~ O9%1Comnedl
Q831 Connect

Open TCP Channel For H.245
H.245 Terminal Capabilities
H.245 Terminal Capabilities
H.245 Terminal Capabilities
H.245 Terminal Capabilities

Exchange of Master-slave Determination Messages

H.245 Open Audo Logical Channel

H.245 Open Audio Logical Channel Acknowledgment

H.245 Opean Audio Logical Channel

H.245 Open Audio Logical Channel Acknowledgment

Bi-Directipnal Audio with Transcoding in thg Endpoints

A

Hinh 3.9. Thiét 1ap két ndi giira hai ving dich vu
3.2. GIAO THU'C SIP [1],[4]

SIP (Session Initiation Protocol) 1a giao thirc bao hiéu diéu khién 16p
tmg dung duoc dung dé thiét 1ap, duy tri, két thiic cac phién truyén thong da
phuong tién (multimedia). Cac phién multimedia bao gdm thoai Internet, hoi
nghi, va cac ung dung tuong ty ¢ lién quan dén cac phuong tién truyén dat
(media) nhu 4m thanh, hinh anh, va dt li¢u. SIP st dung cac ban tin moi

(invite) dé thiét 1ap cac phién va dé mang cac thong tin mo ta phién truyén
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dan. SIP ho tro cac phién don quang ba (unicast) va da quang ba (multicast)
tuong tmg cc cudc goi diém téi diém va cudc goi da diém. Co thé sir dung
nam chuc nang cua SIP dé thiét l1ap va két thuc truyén dan 1a dinh vi thué bao,
kha ning thué bao, d6 san sang cia thué bao, thiét 1ap cudc goi va xur 1y cudc
goi. SIP dugc IETF dua ra trong RFC 2543. N6 1a mdt giao thuc dya trén y
tudng va cdu tric cia HTTP (HyperText Transfer Protocol) giao thirc trao d6i
thong tin cia World Wide Web va 13 mot phan trong kién tric multimedia cta
IETF. Céc giao thirc c6 lién quan dén SIP bao gdm giao thirc dit trudc tai
nguyén RSVP (Resource Reservation Protocol), giao thirc truyén van thoi
gian thyc RTP (Realtime Transport Protocol), giao thitc canh bao phién SAP
(Session Announcement Protocol), giao thirc miéu ta phién SDP (Session
Description Protocol). Cac churc nang cua SIP doc 1ap, nén chiing khong phu

thudc vao bat ky giao thirc nao thudc cac giao thire trén.

Mit khac, SIP c6 thé hoat dong két hop voi cac giao thirc bao hiéu khac
nhu H.323. SIP 14 mét giao thic theo thiét ké mé do d6 nd c6 thé duge mo
rong dé phat trién thém cac chirc ning moi. Sy linh hoat ctia cac ban tin SIP
cling cho phép dap tmg cac dich vu thoai tién tién bao gdm ca cac dich vu di

dong.
3.2.1.Cac thanh phan trong mang SIP

3.2.1.1. Gi6i thiéu chung vé cac thanh phan trong mang SIP
e SIP Client: 1a thiét bi hd trg giao thirc SIP nhu SIP phone, chuong trinh

chat,... Pay chinh la giao di¢n va dich vu cua mang SIP cho nguoi
dung.

o SIP Server: 1a thiét bi trong mang xir 1y cac ban tin SIP v&i cac chirc

nang cu thé nhu sau:

1) Proxy Server: 1a thyc thé trong mang SIP lam nhiém vu chuyén
tiép cac SIP request toi thuc thé khéac trong mang. Nhu véy, chiic
nang chinh ciia n6 trong mang 1a dinh tuyén cho céc ban tin dén
dich. Proxy server ciing cung cap cac chirc niang xac thuc trudc
khi cho khai thac dich vu. Mot proxy c6 thé luu (stateful) hoidc
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2)

3)

4)

khong luu trang thai (stateless) cua ban tin trudc d6. Thong
thuong, proxy c6 luu trang thai, chung duy tri trang thai trong
sudt thoi gian thyc hién (khoang 32 gidy).

Redirect Server: chdp nhian mot SIP request va giri mot redirect
response tro lai client chita dia chi ciia server ké tiép. Redirect
server c¢6 thé khong chip nhan cudc goi, khong xur 1y cac cude
goi hay chuyén hudng cac SIP request.

Registrar server: 1 server nhan ban tin SIP REGISTER yéu ciu
va cap nhat thong tin tir ban tin request vao “location database”
nam trong Location Server.

Location Server: luu thong tin trang théi hién tai ciia nguoi dung

trong mang SIP.

3.2.1.2. Méi lién hé giira cac thanh phin trong mang SIP

Trong vi du hinh 3.10, cho thay cai nhin khai quat vé chtic ning cia

Proxy Server, Redirect Server, SIP Phone trong mang. Gia str thué bao c6 tén

userl trong mién dich vu here.com mudn thuc hién mdt cudc goi thoai toi

thué bao c6 thé 1 user2 (thudc there.com).

= 5
o =1 -
—~
E g <
= w
F <
INVITE (2)
SIP Stateless Proxy 200 OK SIP Stateful Proxy 2
N
— o d*\)' )
o~ = W gf
o o AP e
E =~ :\\(,Y\P‘&
2 D
= p\(,
)/
SIP stateful Proxy 1SS :fm-f )
TE
3 M,
|8 %24y r':o“?‘imy )
= ° /] SIP Redirect Server
w 2 o
= w
S ]
z <
P MEDIA (RTP) PATH
|

Hinh 3.10. Chuc nang cua Proxy, Redirect Server trong mang SIP
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1. Khi User 1 mudn goi téi User 2, trudc hét n6 s& gui ban tin dé
nghi INVITE 1 dén Proxy Server 1. Proxy Server 1 chuyén tiép
ban tin toi Redirect Server.

2. Redirect Server nay xu Iy va tra vé ma 3xx théng bao cho Proxy
Server tu thuc hién két néi.

3. Proxy Server 1 gui ban tin INVITE 2 téi dich tra vé boi Redirect
Server ( chinh 1a Stateless Proxy Server 1). Vi day la Stateful
Proxy nén thuc chét ban tin INVITE dugc gui boi Stateful Proxy
1a khac so véi ban tin nhan duoc tir Userl(ban dau).

4. Stateless Proxy Server chuyén tiép ban tin INVITE t&i SIP
Statefull Proxy 2. Do la Stateless Proxy nén cong viéc cua no
don gian 1a chuyén tiép ban tin.

5. SIP Statefull Proxy 2 chuyén tiép ban tin INVITE t&i user2.

6. Khi user2 nhac may thi n6 s& giri ban tin 200 OK theo chiéu
nguoc lai.

7. Sau khi nhan dugc ban tin 200 OK, userl s¢€ guri X4¢ nhan ACK
toi user2.

8. Ludng RTP truc tiép gitta hai thué bao duoc thiét 1ap. Va cudc
goi duoc thuc hién.

Khi mot SIP Phone dugc két ndi v6i mang. N6 lién tuc giri ban tin
REGISTER t61 Registrar Server dé thong bao vi tri hién tai ctia né. Gia sur
trong mién dich vu c6 tén chicago.com thi qué trinh REGISTER (ding ki)

duoc tién hanh nhu sau:

1. Thué bao cd tén Carol gui ban tin REGISTER t6i Registrar
Server. Server nay tién hanh xac thuc. Néu hop 18 thi cac théng
tin d6 dugc luu trong Location Server.

2. Khi mot thué bao khac (co tén la Bob) guri ban tin INVITE toi
Proxy Server dé xin két ndi toi thué bao Carol. Proxy Server s&
truy van céc théng tin vé thué bao bj goi thdng qua Location
Server.

3. Proxy Server gui ban tin INVITE t6i thué bao Carol dé thiét lap
CudcC goi.
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3.2.2. Ban tin SIP

3.2.2.1. Cac loai ban tin SIP

% Ban tin yéu cau (Request): duoc gui tir client ti server. RFC 3261 dinh

nghia 6 kiéu ban tin request cho phép UA va proxy c6 thé xac dinh

nguoi dung, khoi tao, stra ddi, hiy mdt phién.

Ban tin INVITE: yéu cau thiét 1ap mot phién hodc dé thay ddi
cac ddc tinh cua phién trudc d6.Trong ban tin nay c6 st dung
SDP dé dinh nghia vé cac thong s6 media cua phién. Mot
response thanh cong c6 gia tri 200 duogc tra lai cac thong s6 ma
nguoi dugce goi chap nhan trong phién media.

Ban tin ACK x4c nhan rang client di nhan duoc response cubi
cung cua ban tin INVITE. ACK chi dugc sir dung kem vé1 ban
tin INVITE. ACK duoc giri tr dau cubi dén dau cudi cho
response 200 OK. ACK ciing c6 thé chtra phan than ban tin véi
mo ta phién cudi cing néu ban tin INVITE khong chira.

Ban tin OPTIONS: UA sir dung request ndy dé truy van t6i
server vé kha ning cua no.

Ban tin BYE: UA st dung ban tin ndy dé yéu cau hiy mot phién
da duoc thiét lap trudce do.

Ban tin CANCEL: cho phép client va server hiuy mot request, vi
du nhu INVITE. N6 khong anh hudng td1 request da hoan thanh

trude do ma server da gui response.
Ban tin REGISTER: Mot client sitr sung REGISTER dé yéu ciu
dang ki vi1 tri ciia n6 t61 AOR (address of record) cua ngudi dung

voi SIP server.

¢ Ban tin dap ung (Response): server gui ban tin SIP dap ung (SIP

response) t6i client dé béo vé trang thai ciia SIP request ma client giri

trude do. Cac SIP response dugc danh s6 tr 100 dén 699, duge chia

thanh cac 16p nghia khac nhau.
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Cic 16p Response |Mai tra vé | Mo ta
Théng tin 100 Pang thuc hién két ndi
180 Pang d6 chudng
181 Cudc goi dang duoc chuyén tiép
182 Puoc dat vao hang doi
183 Phién dang duoc xur Iy
Thanh céng 200 Thanh céng
Chuyén huéng 300 Nhiéu lua chon
301 Chuyén vinh vién
302 Chuyén tam thoi
305 Str dung proxy
380 Dich vu khac
Ldi Client 400 Yéu cau khong hop 18
401 Khong nhan dang duoc
402 Yéu cau thanh toan
403 Bi cAm
404 Khong tim thiy
405 Phuong thire khong dugc phép
406 Khoéng chap nhan
407 Yéu cau xac thuc Proxy
408 Request timeout
410 ba doi di
413 Yéu cau qua dai
414 URL duoc yéu cau qua 16n
415 Khong hd trg kiéu media
416 Khoéng ho trg URI
420 Phan mo rong 16i
421 Yéu cau phan mo rong
423 Khoang thoi gian gitra hai sy kién qua ngan
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Cic 16p Response |Mai tra vé | Mo ta
480 Tam thoi chua sén sang
481 Transaction khong ton tai
482 Phét hién thay “loop” (chu trinh)
483 Qua nhiéu “hop”
484 bia chi khong du
485 Mat mé khong 10 rang
486 Dang ban
487 Yéu cau bj huy
488 Khong thé chap nhan tai day
491 Yéu cau chua dugc giai quyét
493 Khong giai ma dugce
Lbi Server 500 Loi ndi tai trong server
501 Chua duoc thyc hién dau du
502 Gateway 10i
503 Dich vi khong ton tai
504 Server timeout
505 Phién ban SIP khong dugc hd tro
513 Ban tin qué 16n
Loi toan cuc 600 Ban ¢ khép moi noi
603 Suy sup
604 Khong ton tai
606 Khong thé chap nhan

3.2.3. Mo ta cugc goi SIP

3.2.3.1. Cudc goi dwoc dinh tuyén qua Proxy Server
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SIP Call Flow-Proxy

To: salmon@cs.edcs.edu
Call-ID: 28854267 @parrot.cs.

cs.edcs.edu
}' Location Server
1 INVITEsalmon@cs.edcs.edu 4 INVITEjed@out
From: jz@cs.jamaica.ba From: jz@cs.jamaica.ba <
To: salmon@cs.edcs.edu To: salmon@cs.edcs.edu
cs.jamaica.ba  Call-ID: 28854267 @parrot.cs. 2 3 Call-ID: 28854267 @ parrot.cs.
jz@cs. S R e N e L e e e
ja:naica ba | 7200 0K % salmon| | jed@out 7 4
i From: jz@cs.jamaica.ba R s out | ed
To: salmon @cs.edcs.edu 3 72 8 200 OIC IR i
= Call-ID: 28854267 @parrot.cs. S From: jz@cs jamaica.ba |
4 p To: salmon@cs.edcs.edu !
parrot | 8 ACKsalmon@cs. Tune Call-ID: 28854267 @parrot.cs. | |
edcs.edu /j/ I
Call-ID: 28854267 @parrot.cs. St 9 ACKJed@out !
e e e . From: cz@cs.columbia.edu |1
I
I
1
1

Hinh 3.12. Thiét 1ap cudc goi SIP véi Proxy Server
1. Proxy server nhan dugc ban tin INVITE tur client.
2. Proxy server lién lac v&i Location server dé xac dinh dia chi cua
nguoi bi goi.
3. Location server xac dinh vi tri cua nguoi dugc goi va cung cép dia
chi server dich.

4. Ban tin INVITE dugc chuyén tiép t6i dia chi ma Location server tra
vé. Proxy server s& thém tiéu dé Record-Route vdo ban tin INVITE
dé chic ring tit ca cac ban tin tuan tu sau d6 dugc dinh tuyén qua
proxy. Diéu ndy can thiét cho qua trinh tinh cudc hodc cac img dung
khac can thiét dé kiém soat cac ban tin cho dialog nay.
Phia duoc goi rung chudng. Ngudi dugce goi nhic may.

Phia dugc goi gri ban tin 200 OK thong bao cudc goi bat dau.

Ban tin 200 OK duoc chuyén tiép qua proxy server toi phia goi.

© N o o

Phia goi tra 16i ban tin 200 OK nhan duoc bang ban tin ACK t6i
proxy-server ( khi proxy chén tiéu dé Record-Route vao trong ban
tin INVITE) hodc giri truc tiép t6i phia ngudi duge goi.

9. Proxy chuyén tiép ACK tdi ngudi duoc goi.

10.Cudc goi thoai dugc thiét 1ap.
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3.2.3.2. Bao hiéu truec tiép giira cac thiét bi dau cudi

SIP Call Flow-Redirect

1 INVITEsalmon@cs.edcs.edu
From: jz@cs.jamaica.ba

To: salmon@cs.edcs.edu cs.columbia.edu
Call-ID: 19970827 @parrot.cs.

4302 Moved Temporarily é Location Server
Location: jed@out.cs.edcs.edu

From: jz@cs.jamaica.ba
To: salmon @cs.edcs.edu

cs.jamaica.ba Call-ID: 19970827 @parrot.cs.

jalj':a@;cc;s.ba ——> 5 ACK salmon@cs.edcs.edu
L > !NVITEied@out.cs.edcs‘ed\k
D From: jz@cs.jamaica.ba e D '

— To: salmon@cs.edcs.edu 4
parrot \ Call-ID: 19970827 @parrot.cs. Tune
: 7 200 OK
From: jz@cs.jamaica.ba 6
To: salmon @cs.edcs.edu Na

-
8 ACKjed @out.cs.edcs.edu S i 5'
Call-ID: 19970827 @parrot.cs. /

1
T
i Call-ID: 19970827 @parrot.cs.
i
i
i
i

Hinh 3.13. Thiét 1ap cudc goi voi Redirect Server

1. Redirect server nhan dugc ban tin INVITE tir phia UA goi.

2. Redirect server lién lac voi Location server dé ldy thong tin dia chi

cua UA duoc goi.
3. Location server tra lai dia chi cia UA duoc goi.

4. Redirect server tra dia chi truc tiép vé UA goi voi ban tin 3xx voi
truong Contact d3 dugce cip nhat. Khong giéng nhu Proxy server,
Redirect server khong chuyén tiép ban tin INVITE.

5. UA goi gui ban tin ACK t6i Redirect server dé xac nhan vé ban tin
3XX.

6. UAC goi gtri truc tiép ban tin INVITE véi truong Contact: 13 dia chi
tra vé boi Redirect server téi UA duge gol.

7. UA duoc goi rung chudng va ngudi ding nhac may. UA dugc goi
gtri ban tin 200 OK td1 UA goi.

8. UAC goi gur1 ban tin ACK x4c nhan.
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3.3. SO SANH GIUA GIAO THUC H.323 VA SIP

Giita H.323 va SIP c6 nhiéu diém tuong ddng. Ca hai déu cho phép
diéu khién, thiét 1ap va huy cudc goi. Ca H.323 va SIP déu hd tro tit ca céc

dich vu can thiét, tuy nhi€n c6 mdt s6 di€m khac bi¢t gitra hai chuan nay.

% H.323 hd trg hoi nghi da phuong tién rat phac tap. Hoi nghi H.323 vé
nguyén tic cd thé cho phép céc thanh vién sir dung nhitng dich vu nhu
bang thdng bao, trao d6i dit liéu, hoic hoi nghi video.

< SIP hd tro SIP-CGI (SIP-Common Gateway Interface) va CPL (Call
Processing Language).

< SIP hd trg diéu khién cudc goi tir mot dau cudi thi 3. Hién nay H.323
dang dugc nang cap dé hd trg chirc nang nay.

SIP H.323
Nguon goc IETF ITU-T
Quan hé . p
Ngang cap Ngang cap
mang
Khéi diém Ké thira cau tric HTTP. | Ké thira Q.931, Q.SIG
Pau cudi SIP H.323

e Proxy Server

e Redirect Server
Server _ H.323 Gatekeeper
e Location Server

e Registrar Servers.

Khuon dang | Text, UTF-8 Nhi phan
Tré thiét 1ap

A _ 15RTT 6-7 RTT hoac hon
cudc goi

Phién ban 1 va 2: may chu phai
C6 2 lya chon: § Ay Sup
giam sat trong suot thoi gian

Giam sat e Trong thoi gian thiét A o ,
. R . . cudc goi va phai gilt trang thai
trang thai 1ap cudce goi Y g <
A , . o A két no61 TCP. Di€u nay han ché
cugc got e Sudt thot gian cude . . . R
. kha ndng m¢ rong va giam do
go1

tin cdy
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Bao hiéu - .
Co ho tro Khong

quang ba

Str dung céc giao thirc Gatekeeper diéu khién bang
Chat lugng | khac nhu RSVP, OPS, | thong. H.323 khuyén nghi dung
dich vu OSP dé d¢am bao chat RSVP dé luu dir tai nguyén

luong dich vu mang.

bang ky tai Registrar Chi dang ky khi trong mang c6
Bao mat server, co xac nhan dau Gatekeeper, xac nhan va ma

cudi va mi hoa hoa theo chuin H.235.

Dinh vi dau cudi sir dung E.164

Pinh vi ddu | Dung SIP URL dé danh | hodc tén a0 H.323 va phuong

cuoi1 va dinh
tuyén cudc

goi

dia chi. Pinh tuyén nho
st dung Redirect va
Location server

phap anh xa dia chi néu trong
mang cO Gatekeeper. Chtic
nang dinh tuyén do Gatekeeper

dam nhiém.

Tinh nang

thoai

Ho trg céc tinh nang cua

cudc goi co ban

Puogc thiét ké nham hd tro rat
nhiéu tinh ning hoi nghi, ké ca
thoai, hinh anh va dir li€u, quan
1y tap trung nén c6 thé gy tic

nghén & Gatekeeper

Tao tinh ndng

Dé dang, str dung SIP-

va dich vu . H.450.1
N CGl va CPL

mai

Kha nang x . .
o Dé dang Han ché

mé rong
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Chuong 4

CAC PHUONG THUC TAN CONG VA BAO MAT

Viéc thoai va dit 1i€u hoi tu trén cung mdt day voi bat ky giao thirc nao
dugc str dung 1a mot van dé doi vai cac k¥ su bao mat va cac nha quan tri. H¢

qua cua van dé hdi tu nay la cac mang chinh c6 thé bi tan cong, kién trac vién

TRONG VOIP

thong thong tin ctia cac to chirc s& c6 thé gip phai rui ro nguy hiém.

Bang 4.1. M6 ta cac cip 46 ma cdu trac VolIP c6 thé bj tin cong:

biém yéu

bac ta

Cau truc IP

biém yéu nay lién quan dén cac hé thong sir dung

mang chuyén mach goi, n6 lam anh huong dén

cAu trac hoat dong VolP.
Hé diéu hanh | Cac thiét bi VoIP ké thira diém yéu cua hé diéu
hanh va cac firmware ma chung chay trén do
(windows va linux).
Céau hinh Cau hinh méc dinh cua céc thiét bi VoIP ludn c¢6

nhitng dich vu du thtra. Va cac port cua cac dich
vu thira nady tro thanh diém yéu cho céc tan cong

DoS, tran bd dém hodc tranh su xac thuec. ..

Muc ting

dung

Cac cong nghé moi con non yéu co thé bi tan
cong bé gay hodc mat diéu khién doi vai cac dich

vu.

4.1. CAC PHUONG THUC TAN CONG [3]

4.1.1. TAn cong tir chdi dich vu (DoS) hodc pha v& dich vu VoIP

Dich vu internet 1a mét chuong trinh chay trén mdt host may tinh cho doi
mot két ndi tir khach hang. Tan cong DoS (Denial of Service) ngian chin
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khéng cho tiép can dich vu. Dy 1a loai tn cong truc tiép va chu dong. Nguoi
tan cong khong co ¥ dinh dn cap mot cai gi ca. Anh ta chi mudn don gian 1a
dat dich vu ra khoéi khach hang. Nhung khong phai lac nao dich vu khong
duogc tiép can 13 nguyén nhan cta tin cong DoS. N6 c¢6 thé 13 nguyén nhan

cua cau hinh sai cling nhu 1a nguyén nhan cia viéc st dung sai.

Phu thudc vao céc tinh chit cta cac hanh dong trén mang lai ma cac dich
vu nay co thé gap phﬁn nao mdt sd hau qua kho khan, vi du nhu mot shop truc

tuyén.
Mot tan cong DoS c6 thé 1a mot trong ba loai sau day:

+ Pe doa vat Iy hodc hay thay ddi cac thanh phan mang
+ Pe doa hay thay d6i cau hinh thong tin.
+ Gidi han hay khong thé khoi phuc ngudn tai nguyén.

Céc stra d6i mot phan kién triic phan cing cta hé thdng duoc xem nhu 13
truy cap dén ving ctia nd. Mot ngudi tan cong chi c6 thé ¢ ging pha hay cac
phan cimg vat 1y thong qua 1am d6i huéng phan mém. Mot tin cong DoS trén
internet c6 thé chi 1a loai tha hai hay thir ba. Su thay d6i cau hinh thong tin
can phai truy cap dén host may tinh. Piéu nay 4m chi rang nguoi tin cong
duoc tiép can, quan li h¢ théng khi xam pham h¢ théng. Céach thire tin cong
dé nhat cua DoS 1a gii han ngudn tai nguyén, chang han nhu bing thong
danh cho dich vu internet. Bién thé ciia tin cong DoS duoc goi 1a tan cong tir
chéi phan bo cua dich vu DoS (DDoS).

Téan cong DoS co thé anh hudéng dén tat ca cac dich vu trong mang IP.
Hau qua cua tan cong DoS c6 thé 1am giam chét luong dich vu hodc ndng hon
c6 thé 1lam mét dich vu. Ta ¢6 céc loai tin cong nhu sau:

= DDoS (Distributed denial-of-service): day 1a kiéu tin cong ma cac goi
tin lam tran ngap mang dich tir nhiéu ngudn khac nhau bén ngoai, duoc
mo ta trong hinh 4.2 va 4.3.
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Hinh 4.2. M6 hinh truy cap internet tiéu biéu

Céc ludng traffic trao d6i binh thuong giita cac host va server bén trong

va ngoai mang.

Hinh 4.3 cho thay su tan cong ludng traffic IP truc tiép tir interface cua
firewall.

e\-

34\1.

Hinh 4.3. Tan cong DoS phan tan.

Vi du trong nam 2004, cac trang web cua Yahoo, Google va Microsoft da
bién mat trén internet trong vai gio khi cac server cua hg bi lam tran véi
hang tram ngan yéu cau tu cac trang web khéc. Diéu nay lam suy giam

bang thong va cac server CPU khong thé xtr Iy ndi.

= DoS (Denial of Service): diéu kién tan cong DoS xay ra khi thiét bi ¢

trong mang noi bo 1a cai dich cua viéc lam tran ngdp cac goi, dan dén
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mat lién lac giira cac phan trong ciu tric mang lién quan dén thiét b
d6. Ciing gidng nhu DDoS ¢ trén, cac dich vu ciing bi bé giy va lam
giam bang thong va tai nguyén CPU. Vi du: mot vai dién thoai IP s&
ngimg hoat dong néu chiing nhan cac géi tin UDP 16n hon 65534 bytes
& port 5060.

VEAN2 VLAN 10

Hinh 4.4. Tan cong DoS trong mang ndi bo

Viéc kiém tra tinh toan ven va ké ca viéc ma hoéa ciing khong thé ngin
chin nhiing tin cong nay. Pic tinh cia tdn cong DoS va DDoS rat don gian
bang cach giri mot luong 16n cac goi tin dén may nan nhan. Mic du cac goi
tin ndy c6 duoc ding ky voi server hay khong, dia chi IP nguon 13 that hay
gid, hodc dugc ma héa vo1 mot key khong cé that di nita thi viée tan cong van

c6 thé xay ra.

Tan cong DoS that kho dé chdng lai boi vi VoIP ciing chi 1a mot trong
nhiing dich vu trén mang IP, né ciing dé bi tdn cong nhu cac dich vu trén
mang IP khac. Hon nita tAn cong DoS c6 anh hudng dac biét tdi cac dich vu
nhu VolP va céc dich vu thoi gian thuc khac, béi vi cac dich vu nay rat “nhay
cam” véi trang thai mang. Virus va worm nam trong danh sach giy nén tan
cong DoS hay DDoS dua trén viée ting luu luong mang ma chung tao ra bang

cach tai tao va nhan ban.
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4.1.2. Mot so cach tan cong chan va cudp cudc goi

4.1.2.1. T4n cong replay

Tan cong replay 1a tan cong chi dong hudng vé nghi thic. Pic trung
ctia ngudi tAn céng ndy gianh dugc goi dir liéu giri hodc nhan dén host. Anh ta
stra doi chung va st dung lai dé truy cap vao mot s6 dich vu nao do. Mot vi
du twong tng vé6i loai thoai IP 1a ngudi tin cong dat duoc trong tay cac goi dix
lidu giri tir mot user co quyén dé thiét 1ap cudc goi va guri lai chung sau khi da
stra d6i dia chi IP ngué)n. N6 ¢6 thé bi ngan chan bﬁng cach thuc thi hai dich
vu bao mat nhan thuc thé ngang hang (peer entity authencation) va tinh toan

ven dit licu (data intergrity).
4.1.2.2. Tan cong tran bd dém

Pay la phuong thirc tin cong pho bién, 1a két qua chinh cia viéc phat
trién phﬁn mém khong ding lac. K¥ thuat nay loi dung trén thuc té 13 c6 mot
vai 1énh khong kiém tra dau vao dit liéu. Chung duoc Gng dung dic biét dé
xau chudi xir 1y cac 1énh. Qua trinh XAm nhap voi nhiéu dau vao, cac 1énh hay
1a cac chuong trinh c6 kha nang lam cho bo nhd hé thong bi viét dé 1én. Noi
dung ctia bo nhd nay co thé bat dau hodc quay trd lai dia chi cua cic chuong
trinh con.

Truong hop xdu nhat ngudi tin cong c6 thé thém vao doan code hiém
dé cung cap cho anh ta cac quyén quan li ciia hé thong. Bién phap ddi pho 1a
huy tat ca cac code “yéu”, chinh céac 16 hong nhan thic dugc chira trong cac

hé thong hoat dong va cac chuong trinh ngdn ngi.
4.1.2.3. Tan cong man in the middle

Trong tin cong man in the middle ngudi tn cong quan 1y dé cat dut két
nbi gitta hai bén goi. Ca hai bén tham gia két ndi nay déu nghi rang ching
truyén thong v&1 nhau. Thuc té, tat ca cac dir liéu da duoc dinh tuyén qua
ngudi tan cong. Nguoi tan cong da hoan thanh viéc truy cap dé thay thé cac
dir liéu bén trong. Ngudi tAn cong c6 thé doc ching, thay d6i ching hodc va
gui chung nhu 13 dir liéu cua anh ta. Mot vi du cho tin cong nay 13 thiét lap

ctia viéc bao dam két ndi dugc sir dung boi bao mat 16p dit liéu. O diy hai bén
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truyén thong co6 thé trao doi hai khoa. Khoa nay duoc dbi c¢6 kha ning lam

cho ngudi tin cong co thé & giira hai bén truyén thong.
4.1.2.4. Chin va danh cip cudc goi

Nghe trom va chan cudc goi la van dé lién quan dén mang VoIP, dinh
nghia nghe 1én c¢6 nghia 1 mot nguoi tdn cong co thé giam sat toan bo bao
hi¢u hoac dong dir liu gitra hai hodc nhiéu dau cudi VoIP, nhung khong thé
bién doi dit liéu. Panh ce"lp cudc goi thanh cong tuwong tu nhu viéc nghe trom
trén day ndi, cudc goi cua hai bén c6 thé bi danh cap, ghi lai, va nghe lai ma
hai bén khong hé biét. RS rang ngudi tin cong ma c6 thé danh chan va chira

dir liéu nay co thé sir dung dit liéu nay phuc vu cho muc dich khéc cta anh ta.
4.1.2.5. Pau doc DNS

Mot ho so DNS (Domain Name System) A duoc sir dung cho viée chira
cac domain hay hostname anh xa thanh dia chi IP. SIP tao ra viéc st dung
rong rai hd so SRV dé xac dinh cac dich vu SIP nhu 1a SIP uy quyén va dang
nhap. Cac hd so SRV thuong bit dau véi gach  dudi
(_sip.tepserver.udp.domain.com) va chira théng tin vé miéu ta dich vu, van
chuyén, host, va thong tin khac. Cac hd so SRV cho phép ngudi quan 1y sir
dung mot vai user cho mgt domain, dé di Chuyén dich vu tir host dén host, va

dé bé nhiém mot vai host nhu 1a cac server chinh cho cac dich vu.

Mot nguoi ¢6 muc dich tin cong, s& cb ging dau doc DNS hay tan cong
gia mao, s& thay thé gia tri luu trit ho so DNS A, SRV véi cac ban tin ma trd
dén cac server ciia ngudi tan cong. Piéu nay cé thé dugc hoan thanh bang
cach bat dau doi ving tir DNS server ctia ngudi tin cong dén DNS server nan
nhan, bang cich yéu cau server DNS nan nhan phan tich thiét bi mang trong
domain cta nguoi tin céng. Server DNS nan nhan khéng nhitng chap nhan

yéu cau ho so ma con chap nhan va chira cac hé so ma server tan cong co.

Vi du nhu viéc thém vao hd so A cho www.Attacker.com, server DNS
nan nhan c6 thé nhin dugc hd so gia 1a www.yourbank.com. Nan nhén huéng
dén yourbank.com s& bi chuyén hudng lai dén attacker.com trang web ma hd
so gia dugc luu trir. SIP URL thay thé cho dia chi website, va van dé tuong tu

cling gap phai trong moi truong VolP.

66



Bé4o mat trong VoIP

Céc loai de doa nay dua vao su V'Zing mat cta bao dam nhan thuc cua
ngudi tao ra yéu ciu. Cac tin cong trong loai nay c¢d gang tim kiém dé pha
hoai tinh toan ven cua dir li¢u dam thoai. Cac tham hoa nay chi ra rﬁng viéc
can thiét phai bao mat dich vu dé c6 kha nang nhan biét thuc thé tao ra yéu
cau va dé kiém tra ndi dung ctia thong diép va diéu khién cac ludng khong bi
bién d6i khi phat.
4.1.2.6. Danh lira ARP (ARP Spoofing):

ARP (Address Resolution Protocol) 1a giao thirc co s& Ethernet. Co 1€
do nguyén nhan nay, thao tic vao cac goi ARP 1a k¥ thuat tan cong thuong
thay trong mang VoIP. Mot vai k¥ thuat hay cong cu hién tai cho phép bat ky
user nao c6 thé tim ra luu lugng mang trén mang béi vi ARP khong co dicu
khoan cho ciu hoi nhan thuc va cau héi tra 10i. Thém vao d6 hau hét cac hé
théng hoat dong cap nhat bd nhé cache ciia nd khi ma nhan mdt 161 dap ARP,
bat chip no6 duogc giri di tir mot yéu cau thuc té hay khong.

@ HED: | (BA:DE:AD:BA:DB:AD) HAVE IP10.1.1.2

10111 10.1.1.100
Ad:BB: CC:DD:EE:FF BA:DEAD:BADB:AD

$, &
Sam @ @_I

10.1.1.2
AlcBB:CCOD:EEDD
.

<

Sally

Hinh 4.5. Panh lira ARP (dau doc cache)

Trong s6 nhimg tin cong nay, chuyén huéng ARP, danh lira ARP, danh
cip ARP va dau doc cache ARP 1a cac phuong phap dé pha hoai qua trinh
ARP binh thuong. Cac dang nay thuong xuyén dugc xen k& hodc xao tron
nhau. Danh cho muc dich ctia chuong nay, c6 thé xem dau doc cache ARP va

danh lItra ARP nhu la cung mot qua trinh. Str dung cac cong cu tuy thich co
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thé nhu 1a ettercap, Cain, va dsnif, va cac thiét bi IP ¢6 hai c6 thé danh lra
thiét bi IP thong thuong bang cach giri mot dap tng ARP khong yéu cau dén
host muyc tiéu. Mot dap tmg ARP gia chira dia chi phan cung cta thiét bi binh
thuong va dia chi IP cta thiét bi c6 ¥ d6 xau. Trong hinh 4.5, Ned 1a may tinh
tan cong. Khi SAM broadcast mot cau hoi ARP cho dia chi IP cua Sally,
NED, ngudi tin cong, dap tng cau hoi dé chi ra rang dja chi IP (10.1.1.2) lién
quan dén dia chi MAC cua Ned ( BA:DB:AD:BA:DB:AD ). Céac gbi gia sir
gui tir SAM dén Sally s& duoc thay thé goi dén Ned. Sam s& hiéu 1am rang dia
chi MAC ciia Ned tuwong (mg véi dia chi IP cua Sally. Thyc té, Ned c6 thé dau
doc cache ARP cua Sam ma khong can doi mot yéu cau ARP tir hé thong
Windows (9x/NT/2k), ciac muc ARP tinh duoc viét dé 1én khi mot tra 10i cau
hoi duoc nhan bat chap c6 hay khong cau hoi duoc phat. Muc nay s& duoc gitt

cho dén khi ching hét han hodc muc mai thay thé.

(T) MEDTO SAM: | (BADB:AD:BA:DB:AD) HAVEIP 10.1.1.2
HED TO SALLY: | (BA:DB:AD:BA:DBAD) HAVE IP 10.1.1.1

10.1.1.1 10.1.1.100
A4:BB:CCDD:EE:FF ~ BA:DBAD:BA:DB:AD

|

3 F

Hinh 4.6. Tan cong chuyén huéng ARP

Chuyén huéng ARP c6 thé hoat dong hai chiéu va thiét bi danh lira c6
thé dua vao & giita ciia cudc dam thoai giita hai thiét bi IP trén mang chuyén
mach (xem hinh 4.6).

Vi tat ca luu lugng IP giira ngudi goi thuc va ngudi nhan thuc bay gid
déu di qua thiét bi ctia nguoi tan cong, that binh thuong dé cho ngudi tan

cong tim ra luu luong st dung bang cong cu tuy thich nhu 13 Ethereal hay
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tepdump. Bét ky thong tin nao khong duoc ma hod (bao gdm email, username
va password, va luu luong web) co thé bi chin dirng va bi xem.

Sy chin dtng nay c6 kha ning tac dong manh dén luu luong VoIP. Céc
cong cu mién phi nhur 12 vomit hay rtpsnif, ciing nhur 13 cac cong cu cong cong
nhu 14 VolPCrack, cho phép chan ding va ma hoa luu lugng VolP. Cac ndi
dung chiém duoc c6 thé bao gém thoai, bao hi¢u va thong tin tinh cudc, da
phuong ti¢n, s6 PIN. Pam thoai qua ndi mang IP cé thé bi chin va ghi am lai

st dung k¥ thuat nay.

Trong cac thi tuc giéi han 18i do thao tdc ARP, nguoi quan li phai thuc
thi cac cong cu phﬁn mém dé giam sat viéc anh xa dia chi IP thanh dia chi
MAC. O 16p mang, anh xa dia chi MAC/IP c6 thé dugc mat ma tinh trén

switch, tuy nhién n6 thuong xuyén khong dugce quan 1y tot.

Céc rui ro cua viéc ma hoa luu lugng VolP co thé duoc gi61 han baéi
thyc thi mat ma. St dung viéc mat ma hoa media, cac cudoc dam thoai gitra hai
dau cubi IP phai dugc st dung cung mot dang mat ma hod. Trong moi trudng
bao mat cao thi cac to chirc can phai dam bao cing mot phuong thirc mat ma

trong bd codec IP.

4.2. CAC PHUONG THUC BAO MAT [3]
4.2.1. Co sé ciia cAu triic bao mat hién hanh

Nghién ctru qua trinh bao mat ciu trac VoIP bat dau bang cach xem lai
cac cdu trac bao mat hién hanh. Viéc cac thanh phﬁn VolIP hoat dong véi dir
liéu mang 1a mot co hoi t6t dé xem lai va bod sung cac chinh sach bdo mat hién

co, cling nhu cau trac va qua trinh xtr ly cua chiing.

Hinh bén dudi mo ta cac thanh phan cau trac bao mat
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Hinh 4.7. Cac thanh phan ciu trac bao mat

Interface gitra ditr li¢u va thoai vé1 mang bén ngoai dugc mo ta béng
nhirng vong tron tur 1 dén 6. Thém vao d6, dit lidu va thoai chia sé interface
v6i giao dién vat 1y va Social. Interface tir data mang bao gom VPN (Virtual
Private Network), dién thoai va modem, cac loai web va dich vu mail dién t,
cac két ndi tir cac cong ty con bén ngoai thong qua duong WAN. Cac ki thuét
bao mat nhu 1a Firewall, IDS va ACLs hitu dung cho nhiing Interface nay.
Interface tir 7 dén 9 mo ta tng voi admin, user va cac to chirc két néi mang
Interface 10 dén 12 14 nhiing interface giita phan vat 1y véi dit liéu va thoai.
Gan day, mot s6 van dé xay ra trong khu vuc nay, két qua 1a 1am mat dit liéu
quan trong. Cudi cung interface 13 miéu ta VLAN (Virtual LAN) interface.

Viéc liét ké cac danh sach nay thuc ra ciing khong can thiét, nhung no
cling cho biét noi ma viéc thuc hién bao mat dat hiéu qua nhat. Muc dich cua
phan nay 1a gitip ching ta ciing ¢6 lai cac khai niém véi nhiéu thanh phan ma

ban duoc yéu ciu dam béo trén mang VolP/data.
4.2.1.1. Phwong phap va chinh siach bao mat

Tur g1 ich cua thong tin lién lac, yéu ciu dam bao hé théng mang va
bao gém ca co s kién tric thong tin lién lac.

Qua trinh bao mat hoi tu mang VolP/Data bit dau bang su dua ra, su bd
sung, su lién lac hi€u qua cua cac chinh sach bao mat. Mot chinh sach khi

duoc viét ra, thi cling can thém mot khoang thoi gian dé dua ra théo luan. Mot
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chinh sach c¢6 nhiing wu diém thuén loi duoc xay dung dua trén hé théng bao
cdo clia mot té chirc nao do can phai dam bdo cac tiéu chuin vé chét luong,
tinh tin cdy, tinh toan di¢n. Khi dat dugc diéu nay, vi¢c bao mat thong tin trd
nén dé dang ddi voi ngudi quan tri cling nhu ganh nang vé k¥ thuat, va thém

nhiéu thuan lo1 khac nira.

Viéc dé ra chinh sach 1a mot bude quan trong tién dén viéc chuin hoa
cac hoat dong to chuc kinh doanh. Chinh sach cia to chtic 13 phuong tién
truyén tai quan 1y dam bao cac van dé bao mat IT, dong thoi cling 1am sang 6
d6i v4i cac bén cong tac, lién quan hodc nhitng nguoi cé trach nhiém. Nhiing
chinh sach dé ra phai thiét 1ap cac chuan cho viéc bao vé tai nguyén thong tin
bang cach dua ra cac chuong trinh quan 1y, nhitng nguyén tic co ban, nhiing
dinh nghia, nhitng huéng din cho moi ngudi bén trong to chirc. Myc tiéu
chinh cua chinh sach bao mat 1a ngan chin nhitng hanh vi ¢6 thé dan téi nguy
hiém.

Bao mit trong méi truong dién thoai IP bao gém tat ca cac dic tinh an
toan truyén thong cong thém cac dic tinh an toan dit liéu mang. Thoai IP bién
ddi thoai thanh dit liéu, va dat cac g61 dir li€u nay vao trong cac goi IP. Hoat
dong ciia cac hé thong bén dudi nhu 1a IP-PBXs, gateway dé bi anh huong

b1 nhitng tan cong ma di€u do s€ lam anh huong dén nhitng server khac.

= Sw an toan vé mit vat ly: Thiét bj IP-PBX phai duoc khoa trong
phong kin va han ché sy truy cdp. Loai truy cdp ndy duoc xac nhan boi hé
théng xac thuc user véi mot khoa card. Viéc truy cdp bang ban phim 1a
khéng dugc phép. Tat ca cac phuong phap vao phong phai cung cip danh

sach user truy nhap vao phong cung véi tem ngay thang/thoi gian.

= VLANS: Viéc tach thoai va ludng dit liéu qua VLAN dugc yéu cau dé
ngdn chan dung do broadcast trong VoIP, va bao vé dir liéu mang khoi cac

ludng thoai.

= Softphones: Softphone trong mot mdi trudng an toan chira dung bat ky
phan mém quang cdo nao déu phai bi cdm. Viéc cai dit softphone can
dugc kiém tra trude khi thuc thi. VA nhitng phdn mém ma khong ma hoa

thu nguoi gui thi khong nén sir dung. Boi vi softphone 1a mot ing dung
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chay trén mot hé¢ diéu hanh, viéc bao mat phu thudc nhiéu vao tinh trang
ciia hé diéu hanh d6, ciing nhu phu thudc vao cac chuong trinh truyén

thong khac nhu email, duyét web, IM.

= Ma hoa (Encryption): Tat ca cac hé théng VoIP nén sir dung mot hinh
thirc ma hoa Media Encryption (RTP channel). Cac thong tin gitta cac
thanh phan mang can phai dugc ma hoa. Khuyén cdo nén hoan thanh viéc
ma hoa thoai IP tir dau cudi dén dau cudi (end-to-end) dé han ché mdi de
doa nghe trdm thoai. Déng thoi, tat ca céc truy cap dén server cling nhu

cac thanh phan mang phai duoc mi hoa bang cac giao thirc nhu SSL, SSH.

= Piéu khién truy cip 16p 2 (layer 2 access control): Giai phap toan
dién nhat yéu cau tat ca thiét bi xac thuc trén 16p 2 dung 802.1X trudce khi
thiét 1ap cau hinh tai 16p 3 IP. Thém vao d6, nén xem xét viéc cho phép
cac port an toan cling nhu viéc loc dia chi MAC trén switch. Cac ddc tinh
port security trén cac thiét bi cung cip kha ning han ché sir dung port dén
mét dia chi MAC dic biét hoac thiét 1ap mdt dia chi MAC. Nhin chung né
kho c6 thé thuc hién, nhung voi ké hoach dung dan, port security khong
phai 1a khong lam duogc.

4.2.2. Cac cong nghé biao mat hién hanh

C6 réat nhiéu phuong phap bao mat dang dugc st dung, trong phan nay

ctia d0 an chi tim hiéu mot s6 phuong phap tiéu biéu nhat.
4.2.2.1. IP Sec

IP sec 1a mét giao thirc bao mat da dugc ching to va trién khai rong rai,
va cung cap bao vé cac tmg dung ma st dung UDP hay TCP nhu 13 mt giao
thirc van chuyén, IP sec co thé duoc s dung trong ché do van chuyén hay
duong ham dé bao vé cac payload (hang van chuyén). IP sec c6 thé cung cap
su bi mat, tinh toan ven va chung thuc cho cac thong di€p bao hi¢u va media
bang cach tao cac duong ham dam bao giita cac dau cudi. Hinh 4.8 chi cach

st dung cua IP sec trong moi truong SIP.
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Hinh 4.8. SIP v&i IPsec

Trong vi du nay, Bob cb ging thiét 1ap cudc goi dén Alice. Dé bao vé
béo hiéu SIP st dung IPsec, dién thoai ctia Bob thiét 1ap mot duong ham
IPsec v6i proxy twong tng cta nd (domain A). Khi ma dudong ham duogc thiét
1ap, cac proxy SIP phan tich cac thong diép va chuyén tiép chung dén dich
thich hop. Trudc khi n6 gui cac thong diép, nd phai thiét 1ap duong hadm IPsec
khac v6i proxy SIP tuong (mg (mién B). Khi dudng ham nay dugc thiét 1ap,
proxy SIP cta Alice kiém tra cac thong diép va chuyén tiép no dén dién thoai
ciia Alice. Viéc tao ba duong ham riéng biét ndy c6 thé mat trung binh
khoang 2.7 gidy cho mdi IP sec lién két duogc thiét lap (xap xi 5-6 gidy cho
toan b dudng ham IPsec. C6 thé phai mét 20 gidy cho viéc thiét 1ap cudc goi
(tir Bob dén Alice va nguoc lai) khi IP sec end to end dugc sir dung. Diéu nay
1a kho chap nhan béi vi cac to chirc kinh doanh chi cho phép thdi gian thiét

1ap cudc goi khong nén qué 25 ms.

Trén mot khia canh khac, dudng dan media (RTP) duoc thiét 1ap truc
tiép gitta hai dau cudi, va mat trung binh khoang 10ms 1a khong déng ké.
Diéu nay chi ra rang khong can thiét st dung IP sec cho cac phién dugc cp
dong, boi vi thoi gian phai mat cho cac thong diép bao hiéu 1a dé di qua céac
budc nhay & xa 14 16n hon thoi gian nguoi dung c6 thé chd cho viée thiét lap

cudc goi. Néu cac lién két [Psec da san sang duogc thiét 1ap, thi hau nhu s€
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khong co tré lién két vai cac dinh tuyén thong di€p bao hi¢u, vi du nhu VolP

qua cac mang VPN la kha thi.

Trong mot vai trudng hop cac dudng ham IPsec can duoc thiét 1ap lai

boi vi 16 mang, phan mém hay phan cimg hong, hoat dong kém,...

Tong quadt, IPsec c6 thé thich hop bao vé luu luong VolIP giira cac mang
néu khi ma cac duong hadm VolIP duoc thiét lap trude. Bac biét IP sec gilra
cac site cach biét van on dinh béi vi ludn c6 luu luong di qua va cac dudng
ham khong mat hiéu luc boéi kha ning hoat dong kém. Piéu nay la khong
dung cho dién thoai VoIP ma c6 thé sir dung IP sec dé bao vé cac thong diép
bao hiéu va media. Dé giai quyét vin dé nay, cac thuc thi giri cac thong diép
dang nhap thudng xuyén dén cac registrar local (ding ky cuc bd) dé duy tri
duong ham IP sec.

C6 3 phuong phap dung trong IPsec, nhung phuong phap dugc img dung
nhét 14 PKI.

= Ciu trac khoa dung chung PKI (Public Key Infrastructure)

PKI 1a b khung ctia cac chinh sach, dich vu va phﬁn mém mi hoa, dap
mg nhu cau bao mat ciia ngudi st dung khi giri nhitng thong tin quan trong

qua Internet hay cac mang khéac.

O hinh dudi, khai niém khoa bi mat duoc trinh bay, Alice va Bob 1a 2
bén cua phién truyén thong. Trong truong hop ndy ca hai déu co cing mot
khoa bi mat. Alice ma hoéa vin ban muén giri dén Bod bang khoa bi mat cua
minh. Khi Bod nhan dugc van ban da ma héa va gidi ma né véi cung mot
khoa tuong tu. Phuong phap nay con dugce goi 1a Pre-shared key hodc phuong
phap ma hoa ddi xtng.
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Hinh 4.9. Phuong phap ma hoa khéa ddi xtng

O phuong phap nay tinh bao mat chua cao do hai ngudi cing st dung
mot key.

= Chia khéa mat ma dung chung (Public Key Criptography): dam bao do
tin cay ddi véi cac thong tin hodc cac thong diép bang cach sir dung nhiing
thuat toan. Hay néi o hon 1a n6 s€ dung mdt chia khoa dé ma hoa dir liéu va
mot chia khéa dé giai ma chung. Trong dich vu khoa dung chung, nguoi st
dung nhan duogc phﬁn mém maé héa dic biét va mot cap chia khoa, trong do
mot khoa 1a khoa dung chung (Public key), va mot khoa danh riéng (Private

key) nguoi stir dung phai gilr bi mat.

Hai chia khoa c6 lién hé mat thiét véi nhau sao cho khi khi ma hoa dir
liéu v6i khoa dung chung thi ta c6 thé giai ma lai dugc bang khoa danh riéng.
Mot ngudi st dung, vi du Alice md hoa mot thong diép giri di bang chia khoa
cong cong cua nguoi nhan la Bob. Khi nhan dugc thong diép nay Bob s€ giai
mi nod bang chia khda danh riéng cho minh. Véi cach d6, van dé bao mat s&

duoc nang cao do mdi ngudi tu quan 1y khoa danh riéng cho minh.

75



Bé4o mat trong VoIP

PLAINTEXT
Four sceee ond seven veors ogo
our forefathers

BOB'S MJELIC KEY

ﬁ ERCRYPTION

N— ~

CIPHERTEXT
F77¢501 0ha77d449(9 550f0enlr274

i L

3 >
BOB S PRIVATEXEY ‘

Foor scoce ond seven yoors ego
ow_focafathers
PLAINTEXT

ALICE

Hinh 4.10. Phuong phap khoa bat dbi xing
4.2.2.2. Chir ky so

Chir ky s6 phuc vu muc dich twong ty nhu mot chit ky trong thé gidi

thue dé xac nhan mot thong diép hay mot mau dit liéu nao do.

Viéc st dung chit ky s6 mang lai mot s6 1g1 diém sau:
Kha nang nhdn thuec:

Céc hé théng mat ma hoa cong khai cho phép mat ma héa vian ban véi
khoa bi mat ma chi c6 ngudi chu ctia khoa biét. Dé sir dung chir ky s6 thi vin
ban khong can phai dugc ma hoa ma chi cAn mi hoa ham bam nho cta van
ban d6 (thuong c6 d6 dai cd dinh va ngin hon vin ban). Khi can kiém tra, bén
nhan giai ma (v6i khoa cong khai) dé 1ay lai ham bam va kiém tra voi ham
bam cua van ban nhan dugc. Néu 2 gia tri nay khdp nhau thi bén nhan c6 thé

tin tudng rang van ban xuat phat tir nguoi s& hiru khoa bi mat.
= Tinh toan ven

Ca hai bén tham gia vao qua trinh thong tin déu co thé tin tuong 1a van
ban khong bi sira d6i trong khi truyén vi néu van ban bi thay d6i thi ham bam
cling sé& thay d6i va lap tic bi phat hién. Qua trinh ma hoa sé& an ndi dung cia
6i tin dbi véi bén thtr 3 nhung khong ngin can duogc viée thay ddi ndi dung

cua no.
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= Tinh khéng thé phii nhdn

Trong giao dich, mdt bén cé thé tir chdi nhan mot van ban nao d6 1a do
minh giri. Pé ngdn ngira kha ning nay, bén nhan co thé yéu cau bén gui phai
gri kém chit ky sd v6i van ban. Khi c6 tranh chap, bén nhan s& dung chir ky
nay nhu mot ching cir dé bén thir ba giai quyét. Tuy nhién, khéa bi mat van
c6 thé bi 10 va tinh khong thé phu nhan cling khong thé dat dugc hoan toan.

= Thuec hién chit ky s6 khéa cong khai

Chir ky s6 khoa cong khai dua trén nén tang mat ma khoa cong khai.
Dé c6 thé trao doi théng tin trong mdi trudng ndy, mdi nguoi str dung c6 mot
cdp khoa: mot cong khai va mot bi mat. Khoa cong khai duge cong bd rong
rdi con khoa bi mat phai dugc gilt kin va khong thé tim dugc khoa bi mat néu
chi biét khoa cong khai.

Creating and verifying a digital signature

Calculate Encrypt the hashcode with
hashcode private key of the sender
P — ey 8
1101110101} 11011..10101}|
J L | A Zer |

Creanon of a digltally

signed document

(sender)

Decrypt the signature
Calculate ? with the public key of
hashcode the sender

?
1101110101 i 1011...10101

So do tao va kiém tra chit ky sd
Toan bd qua trinh gom 3 thuat toan:
<> Thuat toan tao khoa.
< Thuat toan tao chir ky $0.

<> Thuét toan kiém tra chir ky so.

77



Bé4o mat trong VoIP

Xét vi du sau: Bob mudn gui thong tin cho Alice va mudn Alice biét
thong tin d6 thuc sy do chinh Bob gtri. Bob giri cho Alice ban tin keém voi1 chir
ky s6. Chit ky nay dugc tao ra voi khoa bi mat cua Bob. Khi nhan dugc ban
tin, Alice kiém tra sy thong nhat giira ban tin va chit ky bang thuat toan kiém
tra st dung khoa cong cong ctia Bob. Ban chit cua thuét toan tao chit ky dam
bao néu chi cho trude ban tin, rat khé (gan nhu khong thé) tao ra duoc chit ky
ctia Bob néu khong biét khoa bi mat cua Bob. Néu phép thir cho két qua dung
thi Alice c6 thé tin tuong rang ban tin thuc sy do Bob gui. Thong thudng, Bob
khong mat ma hoa toan b ban tin voi khoéa bi mat ma chi thuc hién véi gid tri
bam cua ban tin d6. Piéu nay khién viéc ky trd nén don gian hon va chit ky
ngan hon. Tuy nhién né ciing 1am nay sinh van dé khi 2 ban tin khac nhau lai
cho ra cing mdt gia tri bam. Pay 1a diéu c6 thé xdy ra mic du xac suat rat
thap.

4.2.2.3. H¢ théong phat hién xdm nhip mang (Network Intrusion
Detection System)

St sung hé thong phat hién xam nhap mang (NIDS) duoc thiét ké dé
canh bao cho nha quan tri khi ¢6 nhiing ludng traffic doc hai hay khong hop
phap dugc phat hién. Ludng doc hai c6 thé 1a virus worm hay cac doan ma
xau, con nhing ludng traffic khong hop phéap khi n6 sai 1éch véi chinh sach
bao mat di dat ra. NIDS c6 thé do tim trong mang rong 16n chi véi vai nat
hodc vai thiét bi va ap dat 1én trén mang d6. NIDS duogc tim théy trong hau
hét cac thiét bi moi trudng mang hién nay. Trong moi trudng VoIP, NIDS
cung cap thém mot 16p phong thi.

NIDS phat hién cac hanh dong dang ngd bang ba cach.

» Thi nhit, cong déng bdo mat chira moét co s¢ dit ligu vo cung 1on
vé cach tan cong chir ky riéng biét. Nhimg chit ky nay dugc lap
trinh trén bo cam bién NIDS, ma duoc cap nhat mot cach thuong
xuyén can ban.

= Th@ hai, b cam bién NIDS chira dung mot bd tién xtr Iy ma cd
thé theo ddi cac hanh vi bat thuong trén mang. Mic du nd khong

nhu kiéu tdn cong chir ky, nhiing bat thuong nay ciing anh hudng
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16n dén su phat hién cua port scan, sy tham do phan phéi mang,

hinh thtrc tran bé dém mdi, tan cong DoS.

= Tha ba, tit ca cac trang thiét bi NIDS c6 thé tng dung va phat
hién su sai léch voi cac chinh sach bao mat. Su sai 1&ch chinh sach
nay bao gdbm sy do tim dich vu mang khong hop phap, nhitng tng
dung chay trén nhiing port khac thuong, nhu hoat dong ctua virus
Trojan.

Pa sb cac NIDS ciu hinh client-to-server. Nhiéu thiét bi cam bién
thong thudng s& béo cdo dén mot hay vai bo diéu khién quan 1y. Bo cam bién
¢ thé chi dinh céc thiét bi, c6 thé chay Umg dung trén host dang chay tng

dung khéc, hodc c6 thé chay doc 1ap trong hé théng riéng ao.

Match
NIDS rule?

Y’e s
Prioritize

Alert
Log Alert

{dew/null

Hinh 4.11. Minh hoa nguyén 1y co ban dugc dung trong tram quan ly NIDS

Yéu cau phan cung cta bd didu khién quan 1y phai chinh x4c hon céc
bd cam bién, boi vi bo diéu khién quan 1y (Manage Control) chiu trach nhiém
vé twong quan dit liéu tir nhidu cam bién nhu 13 luu trit, bao dong va truc quan
hoa. Thuong Manage Control bao gdm mot bo cam bién tong hop.
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NIDS duoc dit & nhitng noi c6 thé theo ddi hiéu qua nhit luu luong
mang. Piéu nay khong co nghia 1a phai dat NIDS tai noi c6 thé theo doi hét
tat ca cac luu lwong mang. Bén dudi 1a vi du vé mé hinh mang. Mang nay
gdm mot két ndi Internet, mot DMZ (Delimitarized zone- ving ranh giéi) va

3 VLAN ndi b, cau hinh cho thoai user, workstation,va server.

SI?;

: = w .—
F [ &
SN - ‘I
@@ D

YOKE WAR & szmnm

§US

-

Hinh 4.12. Dinh vi NIDS

Trong hinh trén, mot NIDS duogc dit bén ngoai bén canh firewall dé
theo doi céac luu luong Internet vao ra. NIDS con duoc chi dinh dat tai switch
viing Voice VLAN va Server VLAN. Ngoai ra con c6 mot NIDS bd sung dit
tai vung DMZ.

4.2.2.4. H¢ thong phat hién xdm nhap Host (Host-based Intrusion
Detection System)

Hé¢ théng phat hién xadm nhap Host (HIDS) 1a mét img dung hoat dong
dua trén thong tin dugc tap hop tir nhitng mdy tinh riéng 1¢. Diém loi thé nay
cho phép HIDS phan tich cac hoat dong trén cac host dé theo ddi voi muic do
chi tiét cao hon. N6 c6 thé xac dinh qua trinh hodc user nao lién quan dén céac
hoat dong pha hoai. Hon nira, khong giéng nhu NIDS, HIDS c6 thé phat hién

80



Bé4o mat trong VoIP

ra tAn cong trén mot may baoi vi ching c6 thé truy cap truc tiép hoic theo doi
cac file dit lidu va qua trinh hé thong. Cach khac, HIDS c6 thé dung nhiing
ngudn thong tin theo hai kiéu, kiém soat van hanh hé thong va nhat ky hé
théng. Viéc kiém soat hé diéu hanh hinh thanh & muc trong cing cua hé diéu

hanh (nhén), bai vay nhat ky hé théng bao vé tot hon va chi tiét hon.

Hau hét cac phan mém HIDS, thiét 1ap mot file “kiém ké s6” va nhimg
thudc tinh cua ching. Va viéc st dung nhitng kiém ké nay nhu mot duong
mdc cho viée theo dbi su thay ddi cta hé théng. “Kiém ké” thong thuong 1a
mot file chira dung céc file kiém tra ca nhan va cac thu myc riéng duoc ma
hoa bang thuat toan MDS5.

Sy giam sat HIDS dic biét quan trong ddi véi phuong tién truyén thong
VoIP, proxy, registration server va nén xem xét cac phan khoi dau cia viéc
thiét 1ap goi. That vy, nhitng nha cung cdp nhu Cisco thdm chi dang lam cai
dat mic dinh cho phan nay vao cac thiét bi ciia ho. Tuy nhién HIDS khoéng thé
ngin chin tin cong DoS ciing nhur khong thé phat hién cac cudc do quét mang

va HIDS can tai nguyén trén host dé hoat dong.

4.2.2.5. VLAN

Viéc tach thoai va cac ludng dir liéu di qua VLAN duoc khuyén cdo dé
ngin chian dir liéu mang anh huong dén cac ludng thoai va nguoc lai
O hinh bén dudi, nhitng dudng cham chdm dai dién cho VLAN 2, nhiing
duong nét dam dai dién cho VLAN 1. Server va cac tram lam viéc dugc co

1ap dua trén su dinh vi vat 1y caa ho.

J) J

NEW YORK LOS ANGELES
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Tuy nhién ta c6 thé chia VLAN theo cach sau:

NEW YORK LOS ANGELES

Hinh trén, duong d4u chdm thé hién cho VLAN 2, duong nét dam thé
hién cho VLAN 1, duong nét cham gach thé hién cho VLAN 3.

VLAN cung cép mot sy an toan nao do va no tao ra cac mién broadcast
nho bdi viéc phan chia cdc mang con. Hau qua cia tin cong DoS c6 thé duoc
giam nhe boi viéc phan chia hop 1y thoai va dit lidu chia cit trong nhimg
VLAN riéng biét. Su tach riéng luu luong mang yéu cau cac ludng IP phai
chuyén qua thiét bi 16p 3, do d6 s& duoc kiém tra tai cic mirc ACL (Access
List).

Viéc bao mat softphone trong moi truong VolP 1a mdt thach thuc 16m,
dic biét néu VLAN duoc st dung nhu mot diéu khién an toan chinh. Nhiéu
softphone chira dung phan mém quang cio lam anh hudng dén thong tin ca
nhan nguoi str dung. HIDS hay Firewall dugc stir dung dé han ché trong tinh
hudng nay bdi vi softphone yéu cau Firewall m¢ mot sé port UDP. Nguyén ly

quan trong nhét trong viéc dam bao céac softphone 1a nang cap hé diéu hanh.
4.2.2.6. Firewall

Firewall (tuong lira) 1a mot bo phan khong thé thiéu trong bt ky cau
tric bao mat mang nao. Firewall phan ranh gigi bén trong va bén ngoai, tir

mang tin cdy dén khong tin cdy. Va chung dung dé chia dit liéu VoIP trong
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mang nodi bo. Hai van dé quan trong anh hudng dén thuc hién tuong Itra lién

quan dén VoIP.

= Tha nhét, ranh gi6i gitta bén trong va bén ngoai, hoic nhitng mang
tin cdy va nhiing mang khong tin cdy dan dan tré' nén kho phan biét
hon.

» Thi hai 12 da s tudong lua khong dép tng ddy du nhimg géi va

nhirng phién VolP, dac biét néu phién hoac gbéi d6 dugc ma hoa.

Mot tuong Itra thuc thi kiém tra céc tiéu chuin dugc cdu hinh va chi
cho phép luu lugng duoc thira nhan di qua. Vi du n6 c6 thé kiém tra tinh hop
1& cua dia chi IP, header (10p dau) cta cac goi ciing nhu dinh dang cta cac
giao thirc. Mot vai dich vu duoc thira nhan dén cac well-known port (cong
cho tmg dung) va st dung chung, dugc biét nhu 13 cac giao thirc. Mot vi du 13
giao thitc HTTP, cac loai server HTTP dién hinh st dung port 80 cho hoat
dong cua chung. Mot khach hang yéu cau két ndi dén dich vu nay phai c6

nhimng nghi thiic di theo dé viéc két ndi dugc chap nhan.

Véi tim quan trong cua tuong lura co thé xac dinh rd mot mic do nao
d6 vé nhimg gi thong tin yéu cau két ndi phai chira. Nhitng diéu kién nay
nhim dam bao tinh chinh x4ac cua nghi thirc. Tuy nhién né rat tén thoi gian va
giam tdc do két ndi. Luu luong duoc dinh tuyén qua tudng ltra c6 thé duoc
ghi vao dé phan tich va kiém tra cac kha ning bi xam pham hay bi tin cong.

Chi c6 cac goi dir lidu khi di qua tuong lira thi méi bi kiém tra.
% Network Firewall:

Network Firewall c6 nhiéu khuynh huéng va trang thai khac nhau.
Chung han ché nhimng goi tin tir don gian dén phirc tap bao gom nhiing trang
thai va dic tinh kiém tra sdu hon. Vi du ban c6 thé cdu hinh ACLs (Access
List) don gian trén router dé ngin chin ké tin cong truy cip vao hé thong.

Hinh bén dudi chi cho ta cach cau hinh router ngin chan truy cip

khong hop phap host va user trén mang Internet.
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10S Router

Router ¢6 thé cdu hinh tir chdi tat ca cac luu lwong di vao tir cac host
ngoai Internet. Chang han, mot ké tan coéng cd gang scan mang dugc bao vé

tir Internet, thi router s& danh rét tat ca cac luu lugng.

Muc dich cua viéc loc goi 1a diéu khién truy cap mang b@fmg cach dinh
nghia luu luong mang c6 thé di qua ching. Viée loc géi sé kiém tra luu luong
dén tai 16p giao van cia mo6 hinh OSI. Vi du, viéc loc goi cod thé phan tich
xem cac goi 1a TCP hay UDP va xem xét ching c6 chéng lai cac quy luat
dugc xac dinh trudc hay khong, qua trinh nay dugc goi la ACLs (Access
List). Chiing kiém tra cac yéu td sau:

Pia chi ngudn
Dia chi dich
Port nguén
Port dich
Giao thic

% Network Address Translation (NAT):

Firewall c6 thé cung cép cac dich vu NAT. Chung c6 thé dich dia chi
IP private sang dia chi Public. Dia chi private 1a dia chi dung trong mang noi
b, khong c6 ¥ nghia ngoai mang internet. Dia chi public 1a dia chi don nhat
trén mang internet va khong bi trung.

Hinh 4.13 chi cach dich dia chi cua host trong mang ndi bd
(192.168.1.100) thanh dia chi IP public (209.165.200.225) khi host nay cd

ging truy cdp dén trang Cisco.com
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Firewall

>

[ 1921681100 | 209.165200225 |

[nternet

-
t

Cisco.com

Private address Translated address

Hinh 4.13. Ky thuat NAT

K§ thuat NAT ciing c6 nhiéu loai khac nhau. Cac phuong phap chung
nhat 1a PAT (Port Address Translation) va NAT tinh. PAT cho phép nhiéu
thiét bi trong mdt phan doan mang co thé bién dich sang mot dia chi IP béng
cach kiém tra thong tin 16p 4 (16p transport) ctia goi d6. Hinh 4.14 minh hoa
cach 3 may khac nhau trong td chirc mang bién dich sang mot dia chi IP

public.

Source address 192.168.1.0 Source address 209.165.200,225
Destnation address 209.165,200,230 Destiation address 209,165.200,230
Suvurce port 1024 Source port 1234
Destination port 80 Destination port 80

Internet

@
i

Firewall

Hinh 4.14. Ky thuat PAT

Viéc kiém tra trang thai két ndi cua firewall thong qua giao dién cta
n6 bang cac khao sat khong chi noi dung header cta géi tin ma ca cac 16p tng
dung thong tin. Diéu nay dugc thuc hién dé tim ra sy giao dich hon Ia tim ra
dia chi ngudn, dich va nhiing port. Dién hinh, firewall theo ddi trang thai két
ndi va duy tri mot bang thong tin & 16p network va transport. Nhirng Firewall
phtrc tap thuc hién sy phan tich 16p trén dugc goi la deep-packet inspection

(kiém tra chuyén sau goi tin).
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%+ Deep Packet Inspection:

Mot vai tng dung yéu ciu viéc dung cac géi tin dic biét khi chung di
qua Firewall. DPiéu ndy bao gdm cac giao thirc va cac ing dung nhung thong
tin dia chi IP vao truong dir li¢u hodc mé kénh dong thur hai gan cho port.
Nhiing Firewall phtrc tap va nhitng tmg dung bdo mat nhu Cisco ASA, Cisco
PIX Firewall va Cisco I0S Firewall kiém tra nhimg tmg dung nhung cic
thong tin dia chi cho phép nhiing tng dung va cac giao thirc dé cap trude
duoc hoat dong. Viéc kiém tra ung dung, nhiing g dung bao mat cé thé
kiém tra tai cac port dong va cho phép trao d6i dit liéu trén port nay trong sudt
thoi gian xay ra két ndi.

Véi Deep Packet Inspection, Firewall c6 thé kiém tra cac truong dic
biét ¢ 16p 7 application dé bao vé chéng lai cac mdi de doa bao mat.

< VolP-Aware Firewall

Véi viée hiéu co ban vé NAT, mi hoa va ky thuat Firewall, thi c6 thé
danh gid dugc nhitng thach thic cho viéc gilr an toan luu lugng mang VolP
ma khong tach cac ludng thoai ra khoi Firewall hay ngin can chung. Van dé
co ban & day 13: ngudi quan tri Firewall mién cudng md céc port cao (>1024)
cho phép cac két ndi khong kiém soat duoc giita cac host bén ngoai va bén
trong, va Firewall ghi lai thong tin can thiét cho luu luong béo hiéu VoIP
thanh cong. Trong trudng hop dau tién, luu luong cude goi, luu lugng truyén
thong va diéu khién truyén thong di qua cc port cao chuyén quyén. Trong
truong hop thtr hai, quy tic chung trong phan nay cia bo giao thuc H.323 1a
thong tin dia chi IP va sd port duoc trao d6i trong chudi dit lidu cua truong
mao dau két nbi. Di nhién, SIP va H.323 1a hai giao thirc riéng biét, chung

cling ¢6 nhitng yéu cau khac nhau ddi véi Firewall.
% H.323 Firewall

Thoai co ban cai dit H.323 yéu cau cac port duge chi ra trong bang
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FUNCTION PORT PROTOCOL
Gatekeeper discovery 1718 uDP
Gatekeeper RAS 1719 ubp
Q.931 Call Signaling (Setup) 1720 TCP
H.245 Signaling (Call parameters) 1024-65535 TCP

Bang 4.16. Thiét 1ap cudc goi co ban

Mot vi du duoc dua ra trong hinh 4.17, ¢ day gia thiét co 1 gatekeeper va 2

endpoint
i

. UDPITI8 g L uDPI7I8
- upime RN /271 | H
- Ieun « Ieun

< 1P 1720 >

>

<——————————— TCP HIGH PORTS
UDP HIGH PORTS

Hinh 4.17. Thong tin port H.323

Vi H.323 tin cay trén cac port dong, viéc loc goi trén Firewall khong
phai 1a mot gidi phap dac biét thuan lgi, trong khi cac port 16n hon 1024 phai
duoc mé cho cudc goi dién ra. Vi vay, giai phap Firewall ho tro H.323 1a phai
thao d& va kiém tra cac goi bao hiéu (H.245, H.225.0) va trang thai md cac
port Firewall cho ca goi diéu khién H.245 va cac goi phuong tién truyén
thong hai chiéu.

Hién nay, cac san pham Firewall nhu Check point, Cisco PIX,... déu c6
co ché hd trg H.323 véi khi stir dung NAT, khong NAT ma van dam béo tinh
bao mat.

% SIP Firewall

Khong gidng nhu H.323, ct phap SIP dwa vao H.323. ASCII duoc phan
tich 1a kinh té hon so v6i ma héa dong goi PDU. Mot phién SIP c6 thé bi bé
gdy boi ba phan tir: dinh vi ngudi goi, thiét 1ap phién, va van chuyén truyén
thong.

87



Bé4o mat trong VoIP

Trong ngit canh di qua Firewall va NAT, van dé so cép cua SIP lién
quan dén xac dinh dia chi IP that cua nguoi dung cudi ma thuong dugc dinh
vi trong ving dia chi IP private. Khong giong nhu H.323, SIP khong ndi tiép
cac dia chi IP va s6 port bén trong cac goi diéu khién. Tuy nhién nhu trong
truong hop H.323, SIP khi stt dung nhu mét tng dung VoIP, m¢ hai chiéu
phuong tién truyén thong UDP ngiu nhién & cac port cao. Cac port cao cia
kénh truyén thong RTP dam phan trong sudt qua trinh thiét 1ap phién, duy tri

thoi gian goi, va s& dong ngay 1ap tic sau diém cudi ciing cudc goi.
4.2.2.7. Logging

Viéc ghi nhan dugc tao ra bdi cac server, gateway, firewall, proxy,
router va switch thuong chira dung nhiing thong tin lién quan dén an toan.
Nhung nhitng ngudi quan tri hé théng binh thudng vo tinh x6a di ghi nhan voi
viéc cAu hinh va bao tri 14t vat khac. Chia khoa thanh cong trong viéc phan
tich nhitng ghi nhan 1a chép nhan nhitng cong cu thich hgp cho viéc tu dong
phan tich, béo céo lai két qua ghi nhan dit liéu.

= Syslog

Giao thtrc syslog cung cdp mot sy chuyén chd cho phép cic may gir
nhimg sy kién thong diép thong bao bang qua mang IP dén nhitng ngudi thu
gom nhing su kién thong diép nay, dugc biét nhu 13 syslog server. Syslog 1a
mot giao thuc ¢ duge thuc hién trén nhiéu nén tang trude khi giao thirc nay
dugc thong qua boi to chic IEEE. Nhiing thong diép syslog st dung
UDP/514 cho viéc chuyén chd, ting kha nang mat goi, va khong duoc chi v,
diéu nay tao su d& dang cho bt cir ai trong viéc 1am gia cac goi tin, ciing nhu
viéc chen thém vi¢c ghi nhan sy kién hay lam tran ngdp server.

Vao thoi diém nay, syslog khong quy dinh su ma hoa, vi thé cac thong
diép dugc giri dén c6 thé bi 16 voi bat ky ai trén duong day. Gan day mot phac
thao dugc dé xudéng mo td mot co ché thém vao nguodn goc sy ching thuc,
tinh toan ven thong diép, su phat lai, su chéng cu, su thong bao, su sép Xép lai
thir ty va phéat hién ra nhiing syslog bi mét, nhung diéu nay thong thuong
khong duoc thuc hién.

Mot vai su thay thé syslog pho bién c6 thé dung TCP cho viéc phan

phét tin cy va thém mot so kiém tra hodc chit ky ma hoa cho mdi sy kién ghi
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nhan. Thong di€p syslog co thé duogc guri dén ghi nhan cuc b0, diéu khién cuc

b, server syslog tir xa, hay mot syslog chuyén tiép tir xa.

Syslog sir dung tinh nghiém khic (hay d6 wu tién) dé phan loai nhiing
ghi nhan thong diép quan trong. Cac mirc do uu tién bao gom:
0: Mrc khan cap: Hé théng khong dung duoc.
: Bao dong: Hanh dong phai duoc nim bt ngay.
: Phé binh: Nhitng diéu kién phé binh.
- L3i: Nhimg diéu kién 15i.
: Canh bao: Nhimng diéu kién canh béo.
: Chli y: Nhiing diéu kién binh thudng ma quan trong.
: Thong tin: Nhiing thong bao thong tin.

~N o O A WDN

: G 16i: G& 16i-nhimng thong bao muic.
4.2.2.8. Cac phwong phap xac thwe phu

Bao mat thong tin dugc dinh nghia & mot sd 16p. Co so cho ¥ tudng
nay la tat ca thoi gian va dia diém hay tr¢ ngai vat 1y duogc tao ra nham muc
dich ngin chin tan cong. 802.1X/EAP va PKI 1a nhiing 16p rong 16n, phirc tap
ma khi thyc hién va bao tri can phai chinh xéac, két qua 1a viéc truy cap sé an
toan hon. C6 mot sd bién phap chi phi khong cao, khong tén nhiéu strc ma
nguoi quan tri c6 thé dua ra dé han ché viéc truy nhap mang dén nhiing thiét
bi cho phép.

. Cong cu MAC (MAC Tool): quy tic bao mat co ban 13 cac diém
cudi khong thé duoc tin cay khi nd chua dugc kiém chung xac thyc. Voi
VoIP, mot phuong phap cho ching thuc cho cic dién thoai IP 13 phan
ctng hay dia chi MAC. MAC 1a mét dia chi gém 6 byte duoc biéu dién
bang s6 HEX. Ba byte dau dai dién ID nha cung cip, ba byte con lai hinh
thanh mot dja chi don nhét cho bat ky mang nao duoc nbi tdi thiét bi.

= ARP spoofing: Nguyén 1y ciia n6 di dugc trinh bay & trén. Dé
han ché viéc gid mao ARP nay thi nhiing chi dinh vé diéu khién an toan vé
mat vét Iy va mot password tét 1a diu kién tién quyét can phai duoc thuc
hién.

. Port Security: Khi chuan 802.1X ra doi, thi khong c6 thiét bi nao
hd trg cho nd. Thiét bi khong hd trg 802.1X co thé dugc diéu khién bai
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xéac thue dia chi MAC. Céc thiét bi khong hd trg 802.1X nhu may in va
mot s6 dién thoai IP ¢ thé diéu tiét bang cach dung port security. Va cac
thiét bi nay can phai duogc dat vao trong VLAN.
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Chuong 5

CAU HINH VOIP CO BAN VA TRIEN KHAI TREN MANG
CUC BO UNG DUNG CHO DOANH NGHIEP NHO

5.1. CAU HINH VOIP CO BAN MO HiNH PHONG LAP [5]

172.16.2.0{24
s0/1 f s0j0

o g T —————o 5 fo0

4
oy

// 2600 2600 . 172.16.1.0{24

172.16.3.0{24 ” RA RB 5-\

7 ~.

v A .:]

\ l’ P
= PC-PT

PC-PT do tuan102

do tuan101
MAC: 0021.9774A.609E
MAC: 0021.977B.4B93

Trong md hinh nay st 2 router 2600 trén phong Lap (Hoc vién mang
Bach Khoa Ha Noi), dong vai tro 12 2 Gateway hd tro VoIP. Thiét bi dau cudi
str dung 2 may tinh c6 cai dat phan mém Cisco IP Communication. Dé sir
dung phan mém Cisco IP Communication hoat dong nhu mot ephone phai cai
dat goi quan Iy CME (Call manger Express) cho cac router,

5.1.1. Cau hinh giao thirc mic dinh cia Gateway

5.1.1.1. Mot s6 cAu Iénh chinh trong bai lab

C4u hinh dinh tuvén cho Gateway

C6 nhiéu giao thirc dinh tuyén khac nhau cé thé dugc chon dé dinh
duong di cho géi tin. Trong bai lab nay s& cdu hinh dinh tuyén véi giao thirc
RIP.

= Router(config)#router rip. Chon giao thirc dinh tuyén RIP.

» Router(config-router)#network net-ip-address. Khai bao cac mang
ma router két ndi truc tiép dé thong qua cac giao dién dé RIP s& hoc
duoc cac giao dién khac khong két ni truc tiép véi router. Trong mot
router c6 thé co nhiéu két ndi truc tiép, vi vay khi dung giao thirc RIP
thi phai khai bao day du cac két ndi truc tiép nay.

= Router(config-router)#exit. Thoat khoi mode cdu hinh dinh tuyén.

91



Bé4o mat trong VoIP

Chu hinh quan ly ephone

Pé cau hinh quan Iy mot cisco CME phone, c6 thé cdu hinh rat nhiéu

tham sb déy du dé mot phone hoat dong va hién thi dﬁy du cac hién thi gio, bi

danh, tén, hay céac kiéu chudng... Duédi day 1a mot s cau Iénh co ban dé hd

trg CME phone dang ky va quan Iy CME phone.

Router(config)#telephony-service. Lénh nay chon ché d6 ciu hinh
dich vu 1a telephone.

Router(config-telephony)#max-ephones digit. Cau lénh dat s IP
phone tdi da duogc hd tro boi Gateway.
Router(config-telephony)#max-dn digit.

Router(config-telephony)#ip source-address ipaddress. Lénh nay chi
ra dia chi IP cong clia router ma tai d6 ephone s& dang ky.
Router(config-telephony)#create cnf-files. Lénh cho phép cdu hinh
file XML.

Router(config-telephony)#secondary-dialtone 9. Lénh nay dé tao
mot Am khac khi 4n s 9 goi ra ngoai mang.
Router(config-telephony)#timeouts interdigit digit. Lénh thiét dat
thoi gian timeout giira cac 1an nhan s lién tiép. Pon vi thoi gian tinh
theo giay.

Router(config-telephony)#timeouts ringing digit. Lénh dat thoi gian
ring chudng cho phép. Néu qué thoi gian trén ma bén kia khong nhéc
may thi cudc goi cham dut.

Router(config-telephony)#date-format dd-mm-yy. Lénh dit kiéu hién
thi thoi gian trén ephone.

Router(config-telephony)#exit. Két thuc mode telephone service.
Router(config)#ephone-dn 1 dual-line. Tao mot duong dién thoai
voi 2 day.

Router(config-ephone-dn)#number ephone-number. Thiét 1ap sb
dién thoai cho ephone. Co chiéu dai tir 3 dén 5 sb.
Router(config-ephone-dn)#name name. Lénh nay cho phép dat tén
thay cho s6 dién thoai.

Router(config)#ephone 1. Ciu hinh cong giao dién vat 1y cho
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ephone.

Router(config-ephone)#mac-address MAC. Khai bao dia chi mac cua
may tinh cai ddt ephone.

Router(config-ephone)#button 1:1.

Router(config-ephone)#exit. Két thic mode.

C#u hinh Dial-peer cho Cisco CME Phones

Router(config)#voice service voip. Lénh cau hinh va chi rd loai hinh
dich vu voice 1a voip.

Router(config-voi-serv)#allow-connections h323 to sip. Lénh cho
phép mot dau cudi H.323 ¢6 thé két ndi duoc v6i mot dau cudi SIP
trong mo hinh IP — to IP Gateway.

Router(config-voi-serv)#exit.

Router(config)#dial-peer voice tag Peer type. Lénh dinh nghia mét
dial - peer cu thé. Gia trj tag thay doi tir 1 dén 2147483647. Peer type
bao gdm c6 POST, VoIP, VOFR, VOATM, day la nhimng kiéu két nbi.
Kiéu POST két ndi dén (PSTN, PBX, telephone, and fax) hay la céac
WAN riéng sir dung VoIP, VoFR, VoATM. Trong bai lab nay kiéu
dugc dung 1a VolP.

Router(config-dial-peer)#destination-pattern string. Lénh xac dinh
dich cho cudc goi dial-peer.

Router(config-dial-peer)#session target ipv4:ipaddress. Lénh chi ra
dia chi cua céng router ma tai dé cudc goi dugc nhan.
Router(config-dial-peer)#dtmf-relay type-channel. Lénh nay cho
phép chon phuong thirc mang thong tin bao hiéu dtmf. Router cisco
ho trg cac phuong thitc mang dtmf nhu hinh dudi day.

Rl{contig-dial-peer)#dtmt-relay ?

cisco-rt Cisco Proprietary RTP
h245—a1pﬂanumeric DTMF Relay wvia H245 Alphanumeric IE
h245-signal DTMF Relay wvia H245 Signal IE
rtp—nte RTP Named Telephone Event RFC 2833
sip—notity DTMF Relay wvia SIP NOTIFY messages

Hinh 5.1. Cac phuong thirc mang thong tin dtmf

Router(config-dial-peer)#codec g711ulaw. Lénh chi ra chuan mi héa
voice. Trong router Cisco hd rat nhiéu chuan ma héa:
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R1{contig-dial—-peer })#codec
R1{config-dial-peer)#codec 7
clear-channel Clear Channel 64000 bps (No woice capabilities: data transport

only)

g7llalaw G.711 A Law 64000 bps

g71lulaw G.711 u Law 64000 bps

g723ar53 G.723.1 ANNEX-A 5300 bps {(contains built-in wad that cannot be
disabled)

g7Z23ar63 G.723.1 ANNEX-A 6300 bps (contains built-in wvad that cannot be
disabled)

g723r53 G.723.1 5300 bps

g723r63 G.723.1 6300 bps

g7Z2erle G.726 16000 bps

gr72erl4 G.726 24000 bps

gr72er32 G.726 32000 bps

g728 G.728 16000 bps

g729brg G.729 ANNEX-E BO0O00 bps (contains built-in wvad that cannot be
disabled)

g729r8 G.729 8000 bps

gsmefr GSMEFR 12200 bps (contains built-in wvad that cannot be
disabled)

gsmfr GSMFR 13200 bps

Hinh 5.2. Cac chuan ma hoéa router cisco ho trg

= Router(config-dial-peer)#no vad. Khong cho phép tu dong do tim
voice trong cac cudc goi dial-peer.

= Router(config-dial-peer)#end. Cau hinh xong va thoat khoi mode cau
hinh.

5.1.1.2. Thuc hién va két qua

Nbi 2 router 2600 bdi cap serial, 2 PC ndi véi router bang cap chéo
Cross-over va cai dat phan mém Cisco Communicator trén cac PC dé chiing 13
cac soft-phone. Cac cong console ctia routerA va routerB dugc ndi véi mot
router access 2500 giup ta c6 thé config router thong qua telnet thay vi cong
Com.

Hinh 5.3. RouterA, router B va router Access trong phong Lap
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Viéc thuc hién cu hinh dia chi IP céc cé)ng trén router va PC kha don

gidn nén em xin di vao cau hinh cac phan chinh.

= Router A
RA(config)#router rip
RA(config-router)#network 172.16.2.0
RA(config-router)#network 172.16.3.0
RA(config-router)#exit
RA(config)#telephony-service
RA(config-telephony)#max-ephones 3
RA(config-telephony)#max-dn 3
RA(config-telephony)#ip source-address 172.16.3.1
RA(config-telephony)#create cnf-files
RA(config-telephony)#secondary-dialtone 9
RA(config-telephony)#timeouts interdigit 20
RA(config-telephony)#timeouts ringing 100
RA(config-telephony)#time-format 24
RA(config-telephony)#date-format dd-mm-yy
RA(config-telephony)#exit
RA(config)#ephone-dn 1 dual-line
RA(config-ephone-dn)#number 101
RA(config-ephone-dn)#name dotuan101
RA(config)#ephone 1
RA(config-ephone)#mac-address 0021.977B.AB93
RA(config-ephone)#button 1:1
RA(config-ephone)#exit
RA(config)#voice service voip
RA(config-voi-serv)#allow-connections h323 to sip
RA(config-voi-serv)#exit
RA(config)#dial-peer voice 1 voip
RA(config-dial-peer)#destination-pattern 102
RA(config-dial-peer)#session target ipv4:172.16.2.2
RA(config-dial-peer)#dtmf-relay cisco-rtp
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RA(config-dial-peer)#codec g711lulaw
Router(config-dial-peer)#no vad

Router(config-dial-peer)#end
= Router B

Thuce hién tuong tu router A nhung véi s phone 1a 102, name:
dotuan102, MAC 0021.977A.609E

Dudi ddy 1a két qua cdu hinh. Bang cach st dung cac 1énh show running-

config dé thiy duoc hoan thanh cau hinh router.

RA#show running-config
hostname RA
voice service voip
allow-connections h323 to sip
interface FastEthernet0/0

Ip address 172.16.3.1 255.255.255.0
duplex auto

speed auto

interface Serial0/1

Ip address 172.16.2.1 255.255.255.0
clockrate 64000

dial-peer voice 1 voip
destination-pattern 102

session target ipv4:172.16.2.2
dtmf-relay cisco-rtp

codec g71lulaw

no vad

telephony-service

max-ephones 3

max-dn 3

ip source-address 172.16.3.1 port
2000

RB#show running-config
hostname RB

voice service voip
allow-connections h323 to sip
interface FastEthernet0/0

Ip address 172.16.1.1 255.255.255.0
duplex auto

speed auto

interface Serial0/0

Ip address 172.16.2.2 255.255.255.0

dial-peer voice 2 voip
destination-pattern 101
session target ipv4:172.16.2.1
dtmf-relay cisco-rtp

codec g711lulaw

no vad

telephony-service
max-ephones 3

max-dn 3

ip source-address 172.16.1.1 port
2000
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timeouts interdigit 20
timeouts ringing 100
time-format 24
date-format dd-mm-yy
secondary-dialtone 9
ephone-dn 1 dual-line
number 101
name dotuan101
ephone 1

mac-address 0021.977B.AB93

button 1:1
end

timeouts interdigit 20
timeouts ringing 100
time-format 24
date-format dd-mm-yy
secondary-dialtone 9
ephone-dn 1 dual-line
number 102

name dotuan102
ephone 2

mac-address 0021.977A.609E

button 1:1
end

Trong mé hinh co ban nay néu giao thirc khong duoc chi ra thi Gateway
mac dinh sir dung giao thire H.323 low, tic la H.323 version 1. Sau khi da
thiét 14p céu hinh day du cho cac Gateway va cac PC, nhan duoc két qua khi
két ndi cac cude goi. Vi thuc hién trén hai router that vdi khoang cach ngén

lai va duong truyén chi ¢ tin hi€u voice nén chat luong thoai rat tot.

Giao dién ephone khi di két néi thanh céng nhu sau:

“ =011 56 25/06/09
" From dotuan101

(101)

8| (=]} 11:58 25/06/09
1! From dotuan102
(102)
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5.2. TRIEN KHAI TREN MANG CUC BQ UNG DUNG CHO DOANH
NGHIEP NHO [5],[8],[9]

Dua theo cdu hinh co ban phan trén dwa ra mé hinh trién khai ing dung

cho doanh nghi¢p nho trén mang cuc bo.

V&i md hinh co ban viéc thiét 1ap tao cudc goi, xac thuc ephone
number, nguodi goi... déu dua trén cAu hinh mac dinh gateway la xac thuc
theo dija chi vat Iy MAC, diéu nay khién c6 thé d& dang thay d6i dé tré dén dia
chi MAC ciia ké tan cong. Phuong phap nay 1a tan cong man in the middle da
dugc trinh bay trong chuong 4, ké tin cong sé& 1a trung gian trong cudc dam
thoai giita hai ddu cudi, viéc lay cap thong tin nghe trom cudc goi bay gio that
don gian.

Trong doanh nghiép moi thong tin kinh doanh déu tuyét ddi quan trong,
van dé& bao mat thong tin can duoc uvu tién hang dau. Do d6 can khic phuc
nhimg so hd trong ciu hinh co ban VoIP khi dwa vao tmg dung. Bién phap
dua ra 1a st dung SIP server. SIP server cung cap cho mdi ngudi dung mot tai
khoan va mat khau truy nhap ri€ng. Khi thuc hién dang nhap khdi tao cude
goi, SIP server s€ xac thuc tai khoan, mat khau va dia chi IP thay vi st dung
dia chi vat Iy MAC. Hon nita nhiing thong tin nay chi c6 thé thay doi boi

nguoi quan tri.
5.2.1. M6 hinh mang st dung SIP server
Thiét bi
= Cac PC cai soft phone, 1 PC lam SIP server
= 3 Router, 2 Switch

= Softphone: X-lite ( www.counterPath.com ), SIP server: Brekeke
Sip server (www.brekeke.com).

98



Bé4o mat trong VoIP

Poom—)
PC-PT
Giam Doc 101

Server-PT
SIP Server

Mo hinh

5P

192.168.1.0{24 T

oSz, 192.168.2.0/24

<
i 5
N — 2600 i
. RB l i~

Phong Ke Toan 103

5.2.1.1. Cau hinh céc thiét bi

PC SIP server:

- Pat dia chi cho PC SIP server: 192.168.0.3
- Subnet mask: 255.255.255.0
- Default gateway: 192.168.0.1

Cai SIP server:

@ brekeke
- ]| autt' Sl V.0

192.168.3.0/24

y-—71

PC-PT
Nhan vien 104

Hinh 5.4. M0 hinh mang VoIP str dung SIP server

- Sau khi login ta s& thiy trang thai cua SIP server nhu sau.

©

RESTART/
SHUTDOWN

Restart/Shutdown
SIP Server
Status Active
Listen-Port 5060
Active Sessions 0

| Restart | | Shutdown |

Hinh 5.5. Login vao SIP server

ow—w J7)
PC-PT
Nhan vien 106

Nhan vien 105

- Cai phan mém SIP server sau d6 login v&i user: sa , password: sa
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- Tiép theo vao thé User Authentication chon thé tiép theo 1a New

user.

- Tao 1 user la: Giamdoc101, password: Giamdocl01 sau d6 chon

add.

View Users | Wl dlt-o - ImportUsers | ExportUsers

User Authentication > New User

User: ‘Giamdoc101

Password: ;oo..ooooo
Confirm Password: ssscccssss
Name: [

Email Address:
Description:

brekeke
1 SCIVErl Restanry
User Authentication || il e I aiicnei-ia - "|"configuration

Hinh 5.6. Tao tai khoan user

- Tuong tu tao cac user khac, sau khi hoan thanh trong ph'?m ViEW user

hién thi cac user da thiét 1ap:

brekeke
S CI VI RESTART)
SHUTDOW|
R & R T | R Py | o 0 R =
w20 || User Authentication Registered Clients ACtive Sessions || cal Logs
P View Users B -TI0-"s Import Users Export Users
User Authentication > View Users
Show Filter
Delete
o User Name Email Address
O Giamdoc101 Giamdoc101
] Nhanvien104 Nhanvien104
J Nhanvien105 Nhanvien105
] Nhanvien106 Nhanvien106
O Phongketnan103 Phongketoan103
[ Phongnhansul02 Phongnhansu102

Hinh 5.7. Xac nhan tai khoan user
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= Céu hinh cho cac PC softphone

<> Dat dia chi cho PC Giamdoc101:
- Pat dia chi: 192.168.0.4
- Subnet mask: 255.255.255.0
- Default gateway: 192.168.0.1

<> Cai Softphone 14 phan mém X-lite:
- Sau khi cai dat ta vao phan Sip account setting/add:

- Pién cac thong tin giéng nhu da dang ky trén SIP server (user:

Giamdoc101, password: Giamdoc101)

- Trong phan Domain dit dia chi IP cta SIP server .

Sau do6 chon OK.
- Sau khi dang nhap thanh cong trén softphone ta c6 thong tin
Sau.
Properties of Account 1 @

Account | Yoicemail | Topology | Presence || Advanced|

User Details

Display Name l Giamdoc101
User name l Giamdoc101

Authorization user name l

|
|
Password ’ oooooooooo ‘
|
|

Domain ’ 192.168.0.3

Domain Proxy
Register with domain and receive incoming calls *
Send outbound via:

©domain

O proxy l ‘

Dialing plan ‘ #1\a\a, T;match=1;prestrip=2;

COUNTERPATH
)

I 0K I[ Cancel ][ Apply ]

Hinh 5.8. Bang nhép tai khoan trén X-lite
<> Tuong tu dit dia chi cho PC Phong ké toan 103

- bat dia chi IP: 192.168.0.5
- Subnet mask: 255.255.255.0
- Default gateway: 192.168.0.1

HOLO RECORD| | AA | AC | DND  COM
= = === | -
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- CAu hinh cho softphone: véi user: Phongketoan103, password:
Phongketoan103.

< Tuong tu véi cac PC khac

- bit dia chi IP, subnet mask, default gateway theo mo hinh 5.4

Luc nay tai SIP server trong phan Registered Clients cac user da két nbi
va duge xéac thuc tai khoan, néu tai khoan 1a gid mao, khong trung khop
v6i bang user authentication s& khong thé registed va thuc hién cudc

gol.

Registered Clients || sz =5

VisaE=ge s New Client

Registered Clients > View Clients

Show Filter
Unregister
] User Contact URI
Giamdoc101 sip:Giamdoc101@192.168.0.4:22326
]

Phongketoan103 sip:Phongketoan103@192.168.0.5:43124
O

Hinh 5.9. Tai khoan da duogc dang ki sau khi xac thuc

= Ciu hinh cho cic Router
Router RA:
+ Gan dia chi interface Ethernet 0/0: 192.168.0.1 Subnet mask:
255.255.255.0
+ Gan dia chi interface Serial 0/0: 192.168.1.1 Subnet mask:
255.255.255.0
+ Str dung giao thire dinh tuyén RIP.
Chi tiét:
RA(config-if)#interface fastEthernet 0/0
RA(config-if)#ip address 192.168.0.1 255.255.255.0
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RA(config-if)#no shutdown

RA(config)#interface Serial 0/0

RA(config-if)#ip address 192.168.1.1 255.255.255.0
RA(config-if)#clock rate 64000

RA(config-if)#no shutdown

RA(config)#router rip

RA(config-router)#network 192.168.1.0
RA(config-router)#network 192.168.0.0
RA(config-router)#end

Router RB:

+ Gan dia chi interface Serial 0/0: 192.168.1.2 Subnet mask:
255.255.255.0

+ Gan dia chi interface Serial 0/1: 192.168.2.1 Subnet mask:
255.255.255.0

+ Str dung giao thuc dinh tuyén RIP.

+ Default route: 0.0.0.0 0.0.0.0 s1/0 tao duong két ndi téi ISP.
Chi tiét:

RB(config)#interface Serial 0/0

RB(config-if)#ip address 192.168.1.2 255.255.255.0
RB(config-if)#no shutdown

RB(config)#interface Serial 0/1

RB(config-if)#ip address 192.168.2.1 255.255.255.0
RB(config-if)#clock rate 64000

RB(config-if)#no shutdown

RB(config)#router rip

RB(config-router)#network 192.168.1.0
RB(config-router)#network 192.168.2.0
RB(config-router)#end

RB(config)#ip route 0.0.0.0 0.0.0.0 s1/0

Router RC:

+ Gan dia chi interface Ethernet 0/0: 192.168.3.1 Subnet mask:
255.255.255.0
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+ Gan dia chi interface Serial 0/0: 192.168.2.2 Subnet mask:
255.255.255.0
+ Sir dung giao thtrc dinh tuyén RIP.
Chi tiét:
RC(config-if)#interface fastEthernet 0/0
RC(config-if)#ip address 192.168.3.1 255.255.255.0
RC(config-if)#no shutdown
RC(config)#interface Serial 0/0
RC(config-if)#ip address 192.168.2.2 255.255.255.0
RC(config-if)#no shutdown
RC(config)#router rip
RC(config-router)#network 192.168.2.0
RC(config-router)#network 192.168.3.0
RC(config-router)#end

Thuc hién goi.

- Sau khi cac may da dang ky vai SIP server, ta c6 thé thyuc hién cudc goi.

- Vi du tai PC Phongketoan103 nhap: GiamdoclOl va goi thi tai PC
Giamdoc101 s& nhan dugc chudng bao va cé thé nhic to hop bat dau dam
thoai.

@& /Llic |l Ve X-Lite |

RECORD{| AA | AC | DND CONT XFER | HOLD |RECORD|| AA | AC |DND | cour I
- = = | = | - e e e

| XEER A HOLD
= | =
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Vo1 co sé ha tﬁng yéu cau don gian, chét luong cudc goi VolP kha tdt,
bdo mat an toan thong tin duogc dé cao, nhiéu dich vu di kém nhu cudc go1i
kém Video néu c6 camera... mo hinh nay sé& 1a lya chon kha t6i wu ing dung

cho van phong doanh nghiép nho.
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KET LUAN

Trudc hét em xin tom tat nhitng van dé€ ma doé an da dat duogc:

Ly thuyét
» Thé nao 1a VoIP, chi ra nhirng vu diém, nhuoc diém, cac ung dung

cua VolP.

= Nghién ciru cac md hinh mang VoIP véi cac chuan giao thirc khéc
nhau. Cu thé 1a nén tang IP va hai giao thirc bao hiéu H.323/SIP. So
sanh duoc su khac nhau gitra hai giao thirc bao hiéu.

= Niam rd phuong thirc tn cong dé xay dung phuong thirc bio mat an

toan thong tin cho co quan, doanh nghiép.

Thuc nghiém

= Thiét 14p mang VoIP co ban trong phong Lap véi cac thiét bi vién

thong cua Cisco.

= Thiét 14p mo hinh mang VoIP sir dung SIP server dé xac thuc tai
khoan, ngin su stra d6i thong tin cho muc dich xau. M6 hinh nay tao
sy an toan cung vdi nhiéu tién loi nhu d& sir dung, c6 dich vu di

kém... s& 1 lya chon kha tdi wu cho doanh nghiép.

Sau khi hoan thanh ndi dung d6 4n nay, em da c6 thé nam viing duoc
nén tang nguyén 1y hoat dong va cac phuong thirc dé dam bao an toan thong
tin trong VoIP, diéu dé thuc su s& gitp ich cho em rat nhiéu trong cong viéc
sau nay ciing nhu giup em chip nbi kién thirc da hoc trén 16p vé mang vién
thong.

Do han ché vé thoi gian, khudn kho ctia do an cling nhu kinh nghiém
thyc tién ctia em chua nhiéu nén khong tranh khoi nhitng sai sot va nhing

nham 1an. Em rat mong duoc sy gop ¥ va phé binh ctia thay c¢6 va cac ban.

Mot 1an nita em xin chan thanh cam on!

106



Bé4o mat trong VoIP

MUC LUC
1Y (O 57N 6 SR 1
Chuong 1 TONG QUAN VE VOIP ......c.ooiiieeeiieeeeeeeeeeeeeeeeeesese e, 3
1.1. GIOT THIEU ..ottt sanes st 3
1.2. TONG QUAN VE VOIP ...ooooieeeeeeeeeeeteeeeeeeeeeee e e s e en e 3
1.2.1. K§ thuat chuyén mach 01 ........ccoeevereveerrieerssesseseeeesssseesessessessnenn, 4
1.2.2. Nhimng vu diém va nhuoc diém ctia VOIP .......ccoovviveeeieeeeeeeeeean, 4
1.2.3. Cac tng dung ctlia VOIP ......ccvviiiiiiiii e 7
1.2.4. Cac yéu cau khi phat trién VOIP .........ccoveevieeeeeeeeeeeeeeee e, 8
1.2.5. M6 hinh mang VoIP dién hinh va cdc thanh phan .............ccceveeunnne. 9
1.2.6. Céc hinh thirc truyén thoai qua mang VoIP ...........cccccvevrvvrenererrennns 11
Chuong 2 MO HINH KIEN TRUC PHAN TANG VA CAC GIAO THUC
TRUYEN TAI TRONG MANG VOIP ...cooviviieeeeeeeeeeeeeeeeeeeeeeeeeeneen 14
2.1.LOP VAT LY VA LOP LIEN KET DU LIEU (LINK & PHYSICAL
7N = TP 14
2.2. LOP MANG oottt ettt e et en e e 15
2.2.1. G1a0 thUIC TP .. e e e eeaaans 16
2.2.1.1. Giao thuc IP phién ban 4 (IPV4) ..ccceevviiiiiice e, 17
2.2.1.2. Giao thurc IP phién ban 6 (IPV6) ......coovvvveiiiiiiciie e, 20
2.2.2. G1a0 thUC ICMP......cooiiiiiiiiie e 21
2.3. TANG GIAO VAN oottt ettt en et en e 22
2.3.1. Gia0 thlTC UDP.......coucvieieeeeeeeseeeeesees e 22
2.3.2. GIa0 thUIC TCP ..o 23
2.3.3. G120 thUIC SCTP ..cccoiiiiiiiiiee e 26
2.4. LOP UNG DUNG ..ottt ettt ettt enen s e 28
2.4.1. Gia0 thC RTP ..ot 28
2.4.2.Gia0 thTC RTCP ....ovvieieecieeeseeeeeeeee e 33
Chuong 3 MANG VOIP VOI CAC GIAO THUC BAO HIEU H.323/SIP. 35
3.1. MANG VOIP VOI CHUAN H.323 .ooooooeeeeeeeeeeeeeeeeeeeeeeeeereesee e 35
3.1.1. Thanh phan mang VoIP v&i chuan H.323 ......c..ccocvevvereverniereee, 35
3.1.1.1.Thiét bi dau cudi H.323 (H.323 Endpoint) .......cccocvverrrrrrenenene. 35
3. 11,2, GAEKEEPET ....ei ettt 37

107



Bé4o mat trong VoIP

3.1.1.3.Kh6i diéu khién da diém ..........coovvevreeieereieeeseeesseeses e, 39
3.1.2.G120 thiIC H.323...cucveieeeeeeceeeeeee e 40
3.1.2.1. BA0 hiBU RAS ..ottt 40
3.1.2.2. Giao thirc diéu khién bao hiéu cudc goi H.225......coovvevereennne. 43
3.1.2.3. Giao thTC H.245 ....oovvoceieeeeeeeeeee et 45
3.1.3. Thiét lap cudc goi VoIP st dung giao thirc H.323 ....covveeeeeeieenee, 46
3.1.3.1. B4o hiéu truc tiép gitra cac thiét bi dau cudi........cccovvvvveerreeeenen. 46
3.1.3.2. B4o hiéu duogc dinh tuyén thong qua Gatekeeper ....................... 48
3.1.3.3. Thiét 1ap cudc goi giira hai thiét bi dau cudi & hai ving dich vu 49
3.2. GIAO THUTC SIP ..ottt sttt 50
3.2.1.Céac thanh phan trong mang SIP .........ccccvivieeseeeeeeeeeee e, 51
3.2.1.1. Giéi thiéu chung vé cac thanh phan trong mang SIP.................. 51
3.2.1.2. Mbi lién hé gitra cac thanh phan trong mang SIP ..........c..c........ 52
3.2.2. BAN N SIP .ot 54
3.2.2.1. Cacloai ban tin SIP..........cociiiiiiiiie e 54
3.2.3. MO tA cuOC ZO1 SIP ..oviiiiiii e 56
3.2.3.1. Cudc goi duoc dinh tuyén qua Proxy Server ........c..cccoevvvevenen. 56
3.2.3.2. Bio hiéu truc tiép gitra cac thiét bi du cudi.......cccvvevvvevereeeenn, 58
3.3. SO SANH GIUA GIAO THUC H.323 VA SIP......coovvveirieeeceeeeeae, 59
Chuong 4 CAC PHUONG THUC TAN CONG VA BAO MAT TRONG
1YL [ =TT 61
4.1. CAC PHUONG THUGC TAN CONG .....cocvvrvrreeiireiirssenssesiesessesienennnes 61
4.1.1. Tn cong tir chdi dich vu (DoS) hodc pha v dich vu VoIP ............. 61
4.1.2. Mot s6 cach tan cong chin va cuSp cudC g0i......wrrrerrerernsnrerennes 65
4.1.2.1. TAN CONG TEPIAY ....vvrverrieeereireeresssteseeeeseesesss s ses s ss s eneanennes 65
4.1.2.2. TAN cONE trAN DO ABM.......oveeeieeeeeeeeeeeeeee e, 65
4.1.2.3. Tan c6ng man in the Middle..........cocvvivvreeereeisieeeeee e, 65
4.1.2.4. Chan va d4nh CAP CUOC ZO0H..v.vvvivieeieieeeeeieseseiseeeesseeesessenenesian, 66
A.1.2.5. DAUAOC DNS .ottt ettt s et 66
4.1.2.6. Danh Itra ARP (ARP Spoofing):.....ccccovvveeiiiiiiiec e 67
4.2. CAC PHUONG THUGC BAO MAT ...oooeoeeeeeeeeeeeeeeeeeeeeeeeee e 69
4.2.1. Co so ctia ciu tric bao mat hién hanh ..........ccocvvvvvviesieeseeeiieeans 69

108



Bé4o mat trong VoIP

4.2.1.1. Phuong phap va chinh sdch bdo mat............ccccevviiiiiiiiiiiiienne, 70
4.2.2. Cac cong nghé bao mat hién hanh............ccccovviiiiiii e, 72
A T | =S Y= o OP 72
£.2.2.2. CRIEKY SO...vvvierireieeiresssiesserissessssessessesssssssssssses s ssssesessessensanennes 76
4.2.2.3. Hé théng phat hién xdm nhap mang (Network Intrusion Detection
VA 11 1) USSR 78
4.2.2.4. Hé thdng phat hién xam nhap Host (Host-based Intrusion
DeteCtion SYSIEIM) ..ot 80
8.2.2.5. VLAN .....oootiiieieeeeees ettt 81
4.2.2.6. FIFEWAlL......oooeiieeeee e 82
O R o To o | [ o SR UROROPPRS 88
4.2.2.8. Cac phuong phap xac thuc phul......ccocvviiiiiii e, 89
Chuong 5 CAU HINH VOIP CO BAN VA TRIEN KHAI TREN MANG
CUC BO UNG DUNG CHO DOANH NGHIEP NHO .......c.ccocoveevvieriereenae, 91
5.1. CAU HINH VOIP CO BAN MO HINH PHONG LAP ........ccceevuueee. 91
5.1.1. Céu hinh giao thirc mic dinh ctia Gateway ............cccccveverereereenenns 91
5.1.1.1. Mot s6 cau 1énh chinh trong bai 1ab.........cccoveveeerevieseeeeeeens 91
5.1.1.2. Thuc hién vA K&t QUA .....ocveeeeeeceeeeeeeee e 94
5.2. TRIEN KHAI TREN MANG CUC BO UNG DUNG CHO DOANH
NGHIEP NHO .ottt ettt ettt se st es e en e enenan 98
5.2.1. M6 hinh mang str dung SIP Server ........ccccocoviviiiiiiiiec e 98
5.2.1.1. CAU hinh CAC thiBt Di..vvveeeeeeeeeeeeeeeeeeeeeeeeeee et 99
KET LUAN <.ttt ettt ettt ettt e es ettt en st esen e eeeneenn 106

109



