Xay dung diém kiém soét truy cdp mang khdng day D6 an tot nghiép

MUC LUC

IMIUC LUC ...ttt s e as e ae s s ees s e s s eees e 1
DANH MUC CAC TU VIET TAT .o tesenesses st 4
DANH MUC CAC BANG VA HINH VE ......oovoivreeeeereeeeceeeeeeeeeeee s 6
MO DAU ... 8
CHUONG 1: TONG QUAN VE MANG MAY TINH ....cocooiviiiireeeen, 9
1.1 Khéi niém co ban vé mang MAy tinh.........co.ccveeerieeiieeeeeeseeeses e 9
1.1.1  Phan biét cac 10al Mang .........cccovveviiiie i 11
1.1.2  Phan loai mang theo cau tric (TOPolOgY).......ccvvvvvveeeeereeeseeeen. 13

1.2 Mang cuc bd LAN (Local Area Network) ........cccocvevvevieiiciiecie e 16
1.2.1  Kha&i NieM VE Mang LAN .......oooeoeeeeeeeeeeeeeeeeeeeeeeeee e 16
1.2.2 MO hinhva giao thiC ........ccooeiviiiiiecec e 17
1.2.3  C&c thiét bi trong Mang LAN ..........cccoeierieeieeeeseeeess s 25

1.3 Mang khong day WLAN (Wireless Lan) ........cccccocvevvevieiiiecinecieesieee 29
1.3.1  Uu, nhuoc diém cua mang khdng day WLAN .........ccccovvevveeeennen. 29
1.3.2  CAC NIt DI CODAN..o.ceeveeeeeeeeeeeeeeeeeee ettt 30
1.3.3  Cac md hinh mang Khdng day ...........ccccevvviiieii v, 33
1.3.4  Céc chuan IEEE 802.11 thANG dung........coveveveeereeeeeeeneseseseeenen, 35

CHUONG 2: XAY DUNG PIEM KIEM SOAT TRUY CAP MANG
KHONG DAY HOTSPOT GATEWAY CO CHUNG THUC DUA TREN
MIKROTIK ROUTER OS ...t ssaseesses s neenes 38

2.1 Hotspot VA VAN d& DA0 MAL .......covveveeeeerrieieeeeessesee s, 38

Sv: Ng6 Thanh Chién — CTL501 1



Xay dung diém kiém soét truy cdp mang khdng day D6 an tot nghiép

2.1.1  Hotspot va cong nghé Captive Portal 12 gi .......ccccoevviveiviiiiinnnnn, 38
2.1.2  VAn dé bao mat tai cac diém HOtSPOL ........oveeeeeeieeeeeeee e, 39

2.2 Tinh kha thi cua mé hinh kiém soét truy cap khong day ching thuc dva

trén MIKrotik ROULEN OS ..o 44
2.2.1  Tinh kha thi V& Mat cONG NGNE.........ceveeverieeieeeeeeeeers s, 44
2.2.2  Tinh kha thi V& Mat ST duNG........ceveeeeeereeeeeeeeeeee e 45
2.2.3  Tinh kha thi V& hiéu qua ST duNg.......cccoeevveeeeeeeeeeeeeee s 45

2.3 Cai dat Mikrotik ROULEr OS ......ccoiiiiiiiiee e 45

2.4 Cau hinh Mikrotik Router OS st dung giao dién command line........... 49
241  CAUBIND GA CNE TP oottt en e 49
2.4.2  CAUNINN ANCP-SEIVEN ...t 50
2.4.3  CAUNINN HOESPOL ...t 51
244 CAUNINNNAT Lo 52
245 MOt SO IENN CODAN ..ottt en e 53

2.5 Cau hinh hé théng Hotspot véi giao dién GUI thong qua Winbox........ 54
2.5.1  CAu hinh DNS VA ANCP-SEIVET .......eveeieeseeeeeeee et 54
2.5.2  CAUNINN HOSPOL ..ot 58
2.5.3  CAUNINNNAT oo 62

2.6 CAUNINN RAGIUS. .......cvvivcieciececiesece e 63

CHUONG 3: THUC NGHIEM VA TRIEN KHAI HE THONG................ 67

3.1 DAEVAN Q.o ettt ettt en s 67

3.2 MOt S Qiai PhAP A& XUAL ...vveveeceeeecesee e 67

Sv: Ng6 Thanh Chién — CTL501 2



Xay dung diém kiém soét truy cdp mang khdng day D6 &n tot nghiép

3.2.1  Phattrién trén Radius Of WINAOWS ..........ccevvvvververreerseeeeesinene, 67
3.2.2  Phat trien trén FreeRAIUS..........cc.vvveeeeeeeieieeeee s, 71
3.2.3 St dung giai phap ctia Meraki .........cccoocevveveiieinie e 71
3.24  MIKrotik ROULET OS .......oiveiiiiiiiiiiie i 74

3.3 Trién khai hé théng quan Iy mang WLAN tai truong DPHDL HP.......... 75
TR R AT (oo [ TR 75
3.3.2  ThONG SO CAL Gl e.vveeieeeeeeeeee et 76
3.3.3  QUALANN BN KNAT cv..voveeeeeeeeeeeeeeeee e, 77
3.34 Mot sd hinh anh V& he thONG. .......c.oveeuveeeeeeeeeeeeeeee e, 78

3.4 KEL QUA QAL QUOC ... e ee et ee e eeeene 80
3.5 DE XUAL VA KIEN NGNI....voiviieeeeeeeeeeeeeee et 82
KET LUAN <.ttt sttt 84
TAILIEU THAM KHAO ... ee e sesne s esee s 85

Sv: Ng6 Thanh Chién — CTL501 3



Xay dung diém kiém soét truy cdp mang khdng day D6 &n tot nghiép

DANH MUC CAC TU VIET TAT

Authentication, Authorization, ) , .
AAA _ Xac thuc, cap quyén, tinh cudc
Accountting

ACK Acknowlegment Ban tin bao nhan

ADSL Asymmetric Digital Subscriber Line | Duong day thué bao bat dbi xang

ASK Amplitude shift keying Khéa dich bién d6
AP Access Point Diém truy cap

BPSK Binary phase-shift keying Khéa dich pha

CCK Complementary Code Keying Khéa ma b sung

DHCP Dynamic Host Configuration Protocol Giao thtrc cau hinh host ty dong

Extensible Authentication

EAP Giao thirc chirng thuc mo rong
Protocol
FSK Frequency Shift keying Panh gia tin hiéu tan s6
IP Internet protocol Giao thuc IP

Institute of Electrical and Electronics _ .
IEEE _ Vién ky thuat va dién tir
Engineer

LAN Local area network Mang cuc bo

Sv: Ng6 Thanh Chién — CTL501 4




Xay dung diém kiém soét truy cdp mang khdng day

D6 &n tot nghiép

MAN Metropolitant Area Mang khu vuc @6 thi
_ Diéu khién truy cap truyén
MAC Medium Access Control A
thong
PSK phase shift keying K3 thuat khoa chuyén pha
PC Personal Computer May tinh ca nhén
RADIUS Remote Authentication Dial In User o
_ Dich vu ching thuc nguoi dung
Service
SSID Subsystem identification Su nhan biét hé thdng con
WPA o Giao thirc bao mat mang khong
Wi-Fi Protected Access WEP X
day
WEP WIRED EQUIVALENT Giao thuc bao mat mang khong
PRIVACY day
Wifi Wireless fidelity Cong nghé mang khong day
WLAN Wireless local area network Mang cuc bo khéng day

Sv: Ngb Thanh Chién — CTL501




Xay dung diém kiém soét truy cdp mang khdng day D6 an tot nghiép

DANH MUC CAC BANG VA HINH VE

CAC BANG

Bang 1.1: MO NN OSH ......ooiiiiee et 18
Bang 1.2: Su khac nhau gita OSIVa TCP/IP ......ccoiveieiece e, 25
HINH VE

Hinh 1.1: M6 hinh lién két cac may tinh trong lién Két mang.............cocceveeneen. 10
Hinh 1.2 : MO hinh Mmang GAN ..o 11
Hinh 1.3: MO hinh Mang WAN ... 11
Hinh 1.4: MO hinh mang LAN ..o 12
Hinh 1.5: M0 hinh mang CHent- SEIVEr ..........ccccovviiie i 12
Hinh 1.6: M0 hinh mang Peer- 10- PEEN ........cccoveiiiie et 13
Hinh 1.7 Cau trdc mang dang xuong song (Bus topology) ........c.cvveeereeereen. 14
Hinh 1.8 Cau trGic mang dang vong (RiNg topology)...........cceeweeeeeereseeeseeeeeens 14
Hinh 1.9 Cau trGic mang hinh sao (Star topology) .........ccceeeeeveeveeveeeeeeeseeeeeen, 15
Hinh 1.10 Card mang TP-LINK (NIC).....cccoiiiiiriieie e 26
Hinh 1.11 B0 13p tin hiéu (REPEALEr) ...ceeiveeeecie e 26
Hinh 1.12 BO tAp trung (HUD) ....cveiieece e 27
Hinh 1.13 BO CAU NOT (BHAGE) .......vvevieveeeeeeeeeeeeee st 28
Hinh 1.17 Card mang khong day chuan PCl ..........oocvvieeeieeeeeeeeeeeeee e 31
Hinh 1.18 Card mang khong day chuan PCMCIA ........cccoooovvieieeeeeeeeeee e, 31
Hinh 1.19 Ush Wifi TPLINK ..o 31
HINh 1.20 ACCESS POINL......coiiiieiiiieiiesie sttt 31
HINN 1.21 WIAQE ...ttt 32
Hinh 1.22 Cac cong két ndi cua 1 wireless router thong thudng................c....... 33
Hinh 1.23 M6 hinh mang Ad-hOC ... 34
Hinh 1.24 M6 hinh mang co sG BSSS.......ccuoiiiiiiiiiee e 35
Hinh 1.25 M6 hinh mang Ma rong ESSS........ccovevvvieiiiicse e 35
Hinh 2.1: Quy trinh m& hoa WEP str dung thuat todn RC4.........ccceveveieiene 39
Hinh 2.2: Messages trao d6i trong qué trinh authentication. ..............c..cc.ccevvne... 41
Hinh 2.3 Chirng thuc st dung Radius SErVer ... 43
Hinh 2.4 Messages trao doi trong qué trinh authentication. ..............c..cc.cccevene... 44
Hinh 2.5 Cac tuy chon cai dat Mikrotik Router OS...........cccocoveveveici e, 46
Hinh 2.6 Cai dat Mikrotik ROULEr OS.........oooviiieiiic e 47
Hinh 2.7 Hoan tat cai dat MiKrotik ROULET OS .......vveeeeeeeeeeeeeeeeeeeeeere e, 48
Hinh 2.8 Giao dién dang nhap Mikrotik Router OS..........ccccocovvivevienc e, 48

Sv: Ng6 Thanh Chién — CTL501 6



Xay dung diém kiém soét truy cdp mang khdng day D6 an tot nghiép

Hinh 2.9 Giao dién chinh Mikrotik ROULEr OS........cooeevviiiiieieeeee e 49
Hinh 2.10 C4u hinh IP cho MIKIOtiK OS .......c..covuiiiiiieieieeisesssss s 50
Hinh 2.11 CAU NINN ANCP-SEIVET ...ttt 51
Hinh 2.12 CAU NTNN HOESPOL ...t 52
HINh 2.13 CAU NINN NAT ..o 53
HiNh 2.14 Giao dién WINDOX ........cooiiiiiiiiiiiccre et 54
Hinh 2.15 Cau hinh DNS bang giao dién GUI .........c.cc.cccvevvieeeeieeseeeeeseens 55
Hinh 2.16 Cau hinh DHCP Server qua giao dién GUI .........cccccevevveerveeereennn, 55
Hinh 2.17 Cau hinh DHCP Server qua giao dién GUI .........ccccvvvvveeeverreennn, 56
Hinh 2.18 Cau hinh DHCP Server qua giao dién GUI .........c.cccevvvvervvcirreennn, 56
Hinh 2.19 Cau hinh DHCP Server qua giao dién GUI .........cccceveevereveereennn, 57
Hinh 2.20 Cau hinh DHCP Server qua giao dién GUI ...........ccccvvieeveereeeesen, 57
Hinh 2.21 C4u hinh DHCP Server qua giao dién GUI ...........ccccvvieeveeereeesen, 58
Hinh 2.22 Cau hinh Hotspot qua giao dién GUI...........cccoeeeeveeereeieieseeees e, 58
Hinh 2.23 Cau hinh Hotspot qua giao dién GUI...........cccoeeevveeereeieeeeee e, 59
Hinh 2.24 Cau hinh Hotspot qua giao dién GUI...........cccoeevveeereeieeeeeeeee e, 59
Hinh 2.25 Cau hinh Hotspot qua giao dién GUI...........cccoeeeveeereeiseeeseeeee e, 60
Hinh 2.26 Cau hinh Hotspot qua giao dién GUI...........cccoeeveeeereeeeeeseeeee e, 60
Hinh 2.27 Cau hinh Hotspot qua giao dién GUI...........cccoeeeeeevieeeeeeeeseeeeeeen, 61
Hinh 2.28 Cau hinh Hotspot qua giao dién GUIL...........cccocevveeeveeeveeeeeseeeeseeeen, 61
Hinh 2.29 Cau hinh Hotspot qua giao dién GUI............ccoceeeeveiieveeeeeseeeeeeeen, 62
Hinh 2.30 Cau hinh NAT théng qua giao dién GUI ..........ccceeveeieveeeeeeeeeeen, 63
Hinh 2.31 C4u hinh Radius qua giao didn GUI ............cccoeeeeeeeeiieeeeeeeeeseeen, 64
Hinh 2.32 C4u hinh Radius qua giao dién GUI ............cccoevveeeeeieeeeieseeeeeeen, 65
Hinh 2.33 C4u hinh Radius qua giao dién GUI ..........ccccoveeeieeereieeeeseeees e, 66
Hinh 3.1 M0 hinh xac thuc gitra Client va RADIUS Server .........cccoccevveiieennen, 70
Hinh 3.2 M0 hinh Mesh ctia MEraki ............cccovveriiieiinieniie e 72
HINh 3.3 MO hiNN MESN .....ooviiiieece e 73
Hinh 3.4: Hién trang hé thAng NIEN tai........c.o.vvevveeceeieeeeeee e, 75
Hinh 3.5: So db logic sau khi trién Khai MiKIOtiK ............cccccoveeeevieseeeseesses 76
Hinh 3.6: Giao dién ding nhap va mot $6 161 thudng gap .......cccveevevveeeereeeereeen. 79
Hinh 3.7: Thay d6i mat Khau nguoi dUNG .........covveeeeveereereieeeeeeesesesesseeseseeneenens, 79
Hinh 3.8: Thay d6i mat Khau nguoi dUNG .........coveeeeevererrnieeiireeeseesessesseseeneenens, 80
Hinh 3.10 Mot s6 phién 1am viéc ctia ngudi dUNG........c.evveeeeeeeeeeeseesieeeeeeeeseen, 81
Hinh 3.11 Quy trinh X4c thuc ngudi ding dé XUAL ............covveveeveevseeieeeereeeeeen, 82

Sv: Ng6 Thanh Chién — CTL501 7



Xay dung diém kiém soét truy cdp mang khdng day D6 &n tot nghiép

MO PAU
Trong x3 hoi hién dai, hé thdng thong tin lién lac di len 16i vao timg ngdc ngach
ctia doi sdng. Su gia ting nhu cau truyén s liéu va cac thiét bi thong minh cua ngudi
dung di dat ra thach thic ddi v6i mang c6 day truyén théng. Diéu nay khién cho xu

huéng phat trién mang khong day 1a tat yéu.

Truong Pai hoc Dan Lap Hai Phong d3 phat trién mang khong day ngay tir
nhirng ngay thanh 14p trudng. Hé thdng mang nay dd hoat dong rat tot trong thoi gian
dai. Tuy nhién, mot vai hoc ky gan ddy do sé lwong ngudi ding ting manh doi hoi nha
truong phai dua ra mot phuong thire quan 1y mang khong day manh mé&, chinh xac dé
c¢6 thé dap tmg duoc cac nhu cau hoc tap, trao doi thong tin cua can bo giang vién va

hoc sinh trong truong.

Em da chon d¢ tai “Xdy dung diém kiém sodt truy cdp mang khéng dday Hotspot
Gateway c6 chitng thwc dira trén Mikrotik Router” 1am d6 an t6t nghiép ctia minh. Voi
d6 an nay em mong mudn goép mot phan nho stre luc vao viée cai thién chét luong phuc

vu mang khong day tai nha Truong.

Puoc sy chi bao, hudng dan tan tinh cta cac théy, co trong Khoa, dic biét l1a

thay gido, Thac sy Bui Huy Hung, em di hoan thanh d6 an v6i 03 ndi dung chinh:
Thir nhét 1a dua ra cai nhin tong quat vé mang may tinh

Thi hai 13 xay dung mé hinh diém kiém soét truy cép c6 ching thuc dya trén
Mikrotik Router Os.

Thi ba 13 mét s6 giai phap khac va két qua dat duoc sau khi trién khai hé thong
chirng thuc dua trén Mikrotik Router Os.

Em mong ring d6 an s& dua ra cho moi ngudi mot cai nhin téng quat vé mang
may tinh. Ngoai ra d6 4n gi6i thiéu thém mot giai phap quan 1y mang khong day co
quy mo vdi chi phi dau tu thép va hiéu qua. Mac du nhan dugc su chi bdo tan tinh ctia
cac thiy co, nhung do trinh do, thoi gian c6 han nén dé tai vin mic phai nhing thiéu
sot. Vi vay em rat mong nhan dugc su chi bao, phé binh va gbp ¥ quy bau dén tir thay

¢O va cac ban.

Em xin chan thanh cam on!
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CHUONG 1: TONG QUAN VE MANG MAY TINH
1.1 Khai ni¢gm co ban vé mang may tinh

Mang mady tinh 1 tdp hop cic may tinh duoc két ndi véi nhau boi cac duong
truyén theo mot cau trac ndo d6 va thong qua d6 cac may tinh trao d6i thong tin qua lai
cho nhau.

Trong ba thé ky qua, mdi mot thé ky déu bi chi phdi boi mot cong nghé. Thé ky
18 1a thoi dai ciia cac hé thong co khi 16n cing cudc cach mang cong nghiép. Thé ky
19 14 thoi ciia may hoi nude. Trong subt thé ky 20 cong nghé chil yéu 1a thu thap, xtr Iy
va phan phdi thong tin. Cung véi nhitng phat trién khéc, ta thdy sy thiét 14p cac mang
dién thoai trén khap thé gidi, dic biét trong thoi ky ndy co sy khai sinh va phat trién

chua ting thdy ctia nén cong nghiép may tinh.

Trong qué trinh phat trién ciia mang mdy tinh, cac cong ty, to chtrc di lan luot
dua ra nhiéu loai mang nhu: ARPANET, NFSNET, APPLE TALK, NOVELL
NETWARE va WINDOWS NT

Vao giita nhitng ndm 50 nhirng hé théng may tinh dau tién ra doi, st dung cac
bong dén dién tir c6 kich thude kha cdng kénh va tiéu ton nhiéu ning luong. Viéc nhap
dir liéu vao may tinh dugc thong qua cac bia duc 16 va két qua dugc dua ra may in, vi¢c

nay lam mat nhi€u thoi gian va bat tién cho ngudi st dung.

Vao nhiing nam 60 cung v&i sy phat trién cia cadc ing dung trén may tinh va
nhu cau troa do6i thong tin v6i nhau, mot s6 nha chuyén san xuat may tinh da nghién
ctru ché tao thanh cong cac thiét bi truy cap tir xa tdi cac may tinh cua ho, va day cling

1a nhitng dang so khai cta hé thdng mdy tinh.

Nhirng nin 70 hé thong thiét bi dau cudi 3270 ciia IBM ra doi cho phép md rong
kha nang tinh todn cua cac trung tAm may tinh dén cac ving ¢ xa. Pén giita nhitng nim
70 IBM da gioi thi€u mot loat céac thiét bi dau cudi duoc thiét ké cho cac nganh ngan
hang thuong mai. Thong qua diy cip mang va cac thiét bi dau cudi co thé truy cip
cing mét lac dén mot may tinh dung chung. Pén nim 1977, cong ty Datapoint

Corporation dd tung ra thi truong hé diéu hanh mang cua minh 1a Attache Resource
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Computer Network cho phép lién két cic may tinh va cac thiét bi dau cudi lai bang day

cap mang, va do chinh la h¢ diéu hanh mang dau tién.

DPuong truyén 13 mot hé thong cac thiét bi truyén dan c6 diy, khong diy dung dé

chuyén cac tin hi¢u dién tir tr may ndy sang may khéc.

Puong truyén két ndi cé thé la: Cap dong truc, cadp doéi xoan, cap quang, cac

duong truyén tao nén ciu tric mang.
Mang mady tinh ra doi xuét phat tir nhu cau chia sé va dung chung dit liéu.

Khong c6 hé thong mang thi dit liéu trén cac may tinh doc 14p mudn chia sé véi
nhau phai thong qua viéc in 4n, sao chép qua dia mém, CD ROM,...diéu nay giy ra rat

nhiéu bat tién cho ngudi sir dung.
Loi ich cua mang may tinh
- Chia sé tai nguyén phan cing; may in, may Fax, modem...
- Chia sé tai nguyén phan mém; tai liéu, phim, anh...

- Tang do tin cay ctia hé thong.

Windows 2003 NovellNetware Unix
Server Server Server
If
=
—:’_Hf\t 7_"?"‘. \-; -_ "u

Network cable

-

Linux Windows 7 Windows XP  Windowws 2000

Hinh 1.1: M6 hinh lién két cdc may tinh trong lién két mang

Sv: Ng6 Thanh Chién — CTL501 10



Xay dung diém kiém soét truy cdp mang khdng day D6 &n tot nghiép

1.1.1 Phan biét cac loai mang

May tinh ngay nay phét trién khap noi véi nhitng tng dung ngay cang da dang
cho nén dé phan biét mot cach déy du va chi tiét cac loai mang la mdt viéc rat phuc tap.

1.1.1.1 Phéan loai mang theo phan vung dia ly:

GAN (Global Aera Network) : 1a két ni may tinh tir cac chau luc khac nhau.
Thong thudng két ndi ndy dugc thong qua mang vién thong.

Hinh 1.2 : M6 hinh mang GAN

WAN (Wide Area Network) : mang dién rong, dung dé két ndi may tinh trong
ndi bd cac qudc gia hay giira cac qudc gia trong mot ving chau luc. Thong thuong két
nbi nay thuong dugc thyc hién thong qua mang vién thong. Cac mang WAN c6 thé
duoc két ndi voi nhau thanh GAN hay tu né da 1a GAN.

Granch-3

N
Noi Bai =
ccccccccc J % \
. o

Hinh 1.3: M6 hinh mang WAN
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MAN (Metropolitan Area Network) : két ndi cac may tinh trong pham vi mét
thanh phd. Két nbi nay duoc thuc hién thong qua cac méi truong truyén thong tée do
cao (50-100 Mbit/s).

LAN (Local Area Network) : mang cuc bd, két ndi cac may tinh trong mét khu
vuc ban kinh hep thong thudng khoang vai traim mét. Két ndi duoc thuc hién thong qua
cac méi truong truyén thong tde do cao: vi du cap dong truc, cap doi xodn, cap quang.
LAN thuong duge sir dung trong mot co quan / to chte.. nhu trudng hoc, phong thuc
hanh... cac LAN c6 thé duoc két ndi voi nhau qua WAN.

Je—— =

Hinh 1.4: M6 hinh mang LAN
1.1.1.2 Phan loai mang theo chirc néing

Mang Client-Server: Mot hay mot s6 may tinh duoc thiét 1ap dé cung cip céc
dich vu nhu file server, mail server...Cac may tinh duoc thiét 1ap dé cung cip cac dich
vu duogc goi la Server, con cac may tinh truy cép va st dung dich vu thi duoc goi la

Client.

Server

-
=B=N=

Client Client Client

Hinh 1.5: M6 hinh mang Client- Server
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Mang Peer-to-Peer: Cac may tinh trong mang cé thé hoat dong vira nhu mot

Client vira nhu mot Server.

Hinh 1.6: M6 hinh mang Peer- 10- Peer

Mang két hop:Cac mang may tinh thuong duoc thiét lap theo ca hai chic ning,
Client-Server va Peer- to- Peer.

1.1.2 Phan loai mang theo ciu tric (Topology)

Topology 1a cau triic hinh hoc khong gian ctia mang, thuc chét no 13 cach bé tri
vat 1y cac diém va cach thtrc két ndi chung lai v6i nhau. Pién hinh va st dung nhiéu
nhat 14 cac cdu tric: dang hinh sao, dang hinh tuyén, dang vong cing voi cac dang két
hop cua ching.

1.1.2.1 Mang dang xwong song (Bus topology)

Thuc hién theo cach bé tri hanh lang, cac may tinh va cac thiét bi khac- cac ndt,
déu duoc két ndi v6i nhau trén mot truc duong day cap chinh dé chuyén tai tin hiéu. tat
ca cac nit déu sir dung chung dudng day cap chinh nay. Phia hai dau day cap duogc bit
bai mot thiét bi goi 1a Terminator. Cac tin hiéu va dir liéu khi truyén di day cap déu

mang theo dia chi dén noi dén.
Uu diém: Loai hinh nay dung day cap it nhat, d& 1ap dit gia thanh ré.

Nhuoc diém: Su un tic giao thong khi di truyén dit liéu v6i luu luong 16n. khi
co su hong héc ¢ doan nao do thi rat kho phat hién, mdt su ngung trén duong day dé

stra chita s& nglng toan bo hé théng. CAu trac nay ngay nay it sir dung.
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Hinh 1.7 Cdu triic mang dang xwong séng (Bus topology)
1.1.2.2 Mang dang vong (Ring topology)

Mang dang nay, bd tri theo dang xoay vong, dudng diy cap dugc thiét ké lam
thanh mot vong khép kin, tin hiéu chay quanh theo mot chiéu nao d6. Céac nut truyén
tin hiéu cho nhau mdi thoi diém chi dugc mot nit ma théi. Dir liu truyén di phai co
dia chi kém theo cu thé ctia mdi tram tiép nhan.

Uu diém : Mang dang vong c6 thuan loi 13 c6 thé ndi rong ra xa, tong dudng
day can thiét it hon so vé6i hai kiéu trén. M&i tram c6 thé dat dugc toc do téi da khi truy
nhap.

Nhuoc diém: DPuong day phai khép kin, néu bi ngét 0 mot noi nao do6 thi toan bo

hé théng ciing bi nging.

Workstation B

Hinh 1.8 Cdu triic mang dang vong (Ring topology)
1.1.2.3 Mang dang hinh sao (Star topology)

Mang dang hinh sao bao gdm mot bo két ndi trung tdm va cac nat. Cac ndt nay
1a cac tram dau cudi, cac may tinh va cac thiét bj khac cua mang. BO két ndi trung tam

ctia mang diéu phdi moi hoat dong trong mang.
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Mang dang hinh sao cho phép ndi cac may tinh vao mét bd tap trung (Hub)
bang cap, giai phap nay cho phép ndi truc tiép may tinh véi Hub khéng can thong qua

tryc bus, tranh duoc cac yéu td gay ngung tré mang.

Mo hinh két nd1 hinh sao ngay nay da trd 1€n hét strc phd bién. Véi viée st dung
cac bd tap trung hoac bd chuyén mach, cau trac hinh sao cé thé dugc mo rong bang

cach to churc nhiéu murc phan cap, do vay dé dang cho vi¢c quan ly va van hanh.
+ Cac vwu diém cua mang hinh sao:

- Hoat dong theo nguyén 1y ndi song song nén néu c6 mot nat thong tin bi

héng thi mang van hoat dong binh thuong.
- Céu trac mang don gian va cac thudt toan diéu khién 6n dinh.
- Mang c6 thé dé dang mé rong hodc thu hep.
+ Cdc nhuwoc diém mang dang hinh sao:
- Kha nang mé rong mang hoan toan phu thudc vao kha nang cua trung
tam
- Khi trung tdm c6 sy ¢ thi toan mang ngimg hoat dong.

- Mang yéu cau ndi doc lap riéng ré timg thiét bi ¢ cac nit thong tin dén
trung tim. Khoang cach tir may dén trung tam rat han ché (100 m).

Hinh 1.9 Cdu triic mang hinh sao (Star topology)

Sv: Ng6 Thanh Chién — CTL501 15



Xay dung diém kiém soét truy cdp mang khdng day D6 an tot nghiép

Mang dang hinh sao cho phép ndi cac may tinh vao mét bd tap trung (Hub)
bang cap, giai phap nay cho phép ndi truc tiép cac mdy tinh véi Hub, khong can thong

qua truc Bus, tranh duoc cac yéu té gay nhung tré mang.
1.1.2.4 Mang dang két hop

Két hop hinh sao va hinh tuyén: Cau hinh mang dang nay c6 bo phan tach tin
hiéu(Spitter) gitr vai tro thiét bi trung tdm, hé théng day cap mang c6 thé chon Ring
Topology hoic Linear Bus Topology. Loi diém cua cau hinh ndy 1a mang cé thé gdm
nhiéu nhém 1am viéc & xa cach nhau. Cau hinh dang két hop Star/ Ring Topology c6
mot the bai lién lac dugc chuyén vong quanh mét cai Hub trung tm. Mdi tram lam
viéc duoc ndi vai Hub 1a cau ndi giira cac tram 1am viéc va tang khoang céach can thiét.

1.2 Mang cuc by LAN (Local Area Network)
1.2.1 Khéi niém vé mang LAN

Céac mang cuc b9, thuong dugc goi 1a LAN (Local Area Network), 1a cac mang
duoc sd hiru riéng bén trong mdt cao ¢ hodc mot khu san bai co khoang cach lén dén
vai Km. Cac mang nay duoc sir dung rong rii dé két ndi cic may tinh c4 nhan va céc
tram lam vi¢c ( Workstation) trong cac van phong cong ty hoac cac nha may xi nghié¢p

dé sir dung chung cac ngudn tai liéu.
Cac LAN duogc phan biét véi cac mang khac boi 3 dac tinh:
- Kich thuéc (hay khoang cach).
- Cong nghé truyén trén mang .
- Su sip xép hinh hoc ctia mang (c6 thé 13 cac topo mang).

Cac LAN bi han ché vé khoang cach. Diéu nay co nghia 14 thoi gian truyén
trong trudng hop xdu nhat bi gidi han va dugc biét trude. Viée biét gidi han nay gitp ta
c6 thé sir dung cac loai thiét ké nao sao cho phu hop. diéu nay ciing lam don gian viéc

quan ly mang.

Cac LAN c6 thé sir dung cong nghé truyén bao gdm mot cap ndi voi tit ca cac
may dugc gan vao cap ndy. Cac LAN truyén thong hoat dong & cac tde do tir 10 Mbp/s
=>100 Mbp/s, c6 tri hoan nho va tao ra rat it 16i. Cac LAN md&i hon hoat dong & tdc do
1én dén 10 Gbps.
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1.2.2 M6 hinh va giao thirc

Giao thtrc mang 13 tdp hop cac quy tic, quy udc truyén thong ciia mang ma tat
ca cac thuc thé ctia mang phai tuan theo.
1.2.2.1 M0 hinh OSI (Open Systems Interconnect)

a. Mo hinh OSI

Mo hinh OSI duoc chia lam 7 téng, moi téng bao gém nhiing hoat dong, thiét bi

va giao thirc mang khac nhau.
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7: Application

6: Presentation

5: Session

4: Transport

3: Network

2: Datalink

1: Physical

Bang 1.1 M6 hinh OSI

Trong m6 hinh OSI ¢6 hai loai giao thirc chinh dugc 4p dung: giao thic co6 lién
két va giao thirc khong lién két:

- Giao thtic ¢6 lién két: Trudc khi truyén dir liéu hai ting dong murc can
thiét 1ap mot lién két logic va cac goi tin dugc trao ddi thong qua lién
két nay, viéc c6 lién két logic s& nang cao do an toan trong truyén di
liu.

- Giao thirc khong lién két: Trude khi truyén dit liéu khong thiét 1ap lién
két logic va mdi goi tin duoc truyén doc 1ap véi cac gbi tin trude hoic
sau nd. Nhu vay véi giao thie ¢6 lién két, qua trinh truyén thong phai
gdm 3 giai doan phan biét.

b. Chike ndng ciia cdc tang trong mé hinh OSI

Tang 1: Tang vit Iy (Physical layer)

Tang vat 1y 1a ting dudi cing ciia mo hinh OSI: N6 mo ta cac dic trung vat 1y
cua mang: Céc loai cap dugc dung dé ndi cac thiét bi, cac loai dau ndi duoc dung, céac
day cap c6 thé dai bao nhiéu ... Mat khac ting vat Iy cung cp cac dic trung dién cia
céc tin hiéu dugc dung dé khi chuyén dir lidu trén cap tir mot may nay dén mot may

khéc ctia mang, k¥ thuat n6i mach dién, toc do cap truyén dan.
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Tang vat 1y khong quy dinh mét y nghia ndo cho céc tin hiéu d6 ngoai cac gia tri
nhi phan 0 va 1. O cac tdng cao hon ctia mo hinh OSI ¥ nghia cua cac bit truyén ¢ ting

vay 1y s€ dugc xac dinh.
Tang 2: Ting Lién két dir ligu (Data link layer)

Tang lién két dir liéu 13 ting ma ¢ d6 ¥ nghia dugc gan cho cac bit duoc truyén
trén mang. Tang lién két dit liéu phai quy dinh duogc cac dang thire, kich thuée, dja chi
mAay giri va nhan ctia mdi goi tin dugc giri di. N6 phai xac dinh co ché truy nhép thong
tin trén mang va phuong tién giri mdi goi tin sao cho nd dugc dwa dén cho ngudi nhan
da dinh.

Tang lién két dit liéu c6 hai phuong thirc lién két dua trén cach két ndi cac may
tinh, d6 14 phuong thuc "diém - diém" va phuong thic "diém — nhiéu diém". Véi
phuong thirc "diém - diém" cac dudng truyén riéng biét dugc thiét 1ap dé ndi cac cap
may tinh lai v6i nhau. Phuong thire "diém - diém" tit ca cac mdy phan chia chung mot

duong truyén vat 1y.

Tang lién két dir liéu cling cung cip cach phat hién va sira 161 co ban dé dam bao
cho dit liéu nhan duoc giéng hoan toan voi dit lidu giri di. Néu mét goi tin c6 16i khong
stra duoc, téng lién két dit liéu phai chi ra dugc cach thong bao cho noi guri biét g0b1 tin
d6 c6 16i dé né gui lai.

Tdng 3: Tang Mang (Network layer)

Tang mang nhim dén viéc két ndi cac mang voi nhau bang cach tim duong
(routing) cho cac goi tin tr mot mang ndy dén mot mang khac. N6 xac dinh viéc
chuyén huéng, vach dudng cac goi tin trong mang, cac goi ndy c6 thé phai di qua nhiéu
ching trudc khi dén duoc dich cudi cing. N6 ludn tim cac tuyén truyén thong khong
tic nghén dé dua cac gbi tin dén dich.

Tang mang cung cic cac phuong tién dé truyén cic goi tin qua mang, tham chi
qua mot mang clia mang. Boi vay nd can phai dap ung v6i nhidu kiéu mang va nhiéu
kiéu dich vu cung cap bdi cic mang khic nhau. Hai chiic ning chi yéu ciia ting mang
1a chon duong (routing) va chuyén tiép (relaying). Tang mang 1a quan trong nhét khi
lién két hai loai mang khac nhau nhu mang Ethernet véi mang Token Ring khi d6 phai
dung mot bo tim duong (quy dinh béi ting mang) dé chuyén cac goi tin tir mang nay

sang mang khac va nguoc lai.
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Tang 4: Tang van chuyén (Transport layer)

Tang van chuyén cung cap cac churc nang can thiét gitra ting mang va cac tang
trén. N6 la tang cao nhat c6 lién quan dén cac giao thic trao doi ditr li€u gitra cac hé

thong mo. N6 cung cac tang dudi cung cap cho nguoi stir dung cac phuc vu van chuyén.

Tang van chuyén 13 tAing co s& ma & d6 mot may tinh ctia mang chia sé thong tin
v6i mot may khac. Tang van chuyén ddng nhit mdi tring bang mot dia chi duy nhét va
quan 1y su két ndi gitra cac tram. Tang van chuyén ciing chia cac goi tin 16n thanh cac
g6i tin nho hon trude khi giri di. Thong thudng ting van chuyén danh sé cac goi tin va

dam bao chung chuyén theo diing thir tu.

Tang van chuyén la tang cudi cung chiu trach nhiém vé muc d) an toan trong
truyen dit li¢u nén giao thirc tang van chuyén phu thudc rat nhiéu vao ban chat ctua ting

mang.
Tang 5: Ting giao dich (Session layer)

Téng giao dich thiét 1ap "céac giao dich" gilta cac tram trén mang, n6 dat tén nhat
quan cho moi thanh phan muén dbi thoai v&i nhau va lap 4nh xa gitta cac tén véi dia
chi cua ching. Mot giao dich phai dugc thiét 1ap trudce khi dir li¢u dugc truyén trén
mang, tang giao dich dam bao cho céc giao dich dugc thiét 1ap va duy tri theo ding qui
dinh.

Tang giao dich con cung cap cho nguoi str dung cac chirc nang can thiét dé quan

tri cac giao dinh rng dung cua ho.
Tang 6: Ting trinh dién (Presentation layer)

Trong giao tiép giira cac Gmg dung théng qua mang véi cing mot dit liéu co thé
c6 nhiéu cach biéu dién khac nhau. Thong thuong dang biéu dién dung boi tng dung
ngudn va dang biéu dién dung boi tng dung dich ¢ thé khac nhau do cac Gmg dung
dugce chay trén cac hé théng hoan toan khac nhau (nhu hé may Intel va hé may
Motorola). Tang trinh dién (Presentation layer) phai chiu trach nhiém chuyén d6i dir
lidu giri di trén mang tir mot loai biéu dién nay sang mot loai khac. Pé dat dugc didu do
n6 cung cip mot dang biéu dién chung dung dé truyén thong va cho phép chuyén doi tir

dang biéu dién cuc bo sang biéu dién chung va ngugc lai.
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Téng trinh dién ciing c6 thé duoc dung ki thuat ma hoa dé x4o tron cac dir lidu
truée khi dugc truyén di va giai ma & dau dén dé bao mat. Ngoai ra tang trinh dién
cling c6 thé dung céac ki thuat nén sao cho chi can mét it byte dir liéu dé thé hién thong
tin khi n6 duogc truyén & trén mang, & dau nhén, tang trinh bay bung tré lai dé duoc dit

liéu ban dau.
Tang 7: Tang Ung dung (Application)

Tang tng dung (Application layer) 1 tAng cao nhat cia mo hinh OSL né xéc
dinh giao dién gifta ngudi str dung va méi trudng OSI va giai quyét cac ki thuat ma

cac chuong trinh img dung dung dé giao tiép v4i mang.
1.2.2.2 B9 giao thixc TCP/IP (Transmission Control Protocol/Internet Protocol)

a. Tong quan vé TCP/IP

TCP/IP 1a bd giao thirc cho phép két ndi cac hé théng mang khong dong nhat
v6i nhau. TCP/IP dugc st dung rong rai trong LAN.

TCP/IP dugc xem la gian luoc ciia md hinh OSI véi 4 tang nhu sau:

Tang lién két mang (Network Access Layer).

Tang Internet (Internet Layer).

Tang giao van (Host-to-Host Transport Layer).

- Tang tng dung (Application Layer).
Tang lién két: (Network Access Layer).

Tang lién két (con dugc goi 12 ting lién két dir lidu hay 14 tang giao tiép mang)
1a tang thap nhat trong mo hinh TCP/IP, bao gdm cac thiét bi giao tiép mang va chuong
trinh cung cdp cac thong tin can thiét dé co thé hoat dong, truy nhap duong truyén vat

1y qua thiét bi giao tiép mang do.
Tén g Internet: (Internet Layer)

Tang internet (con goi 14 ting mang) xt 1y qué trinh truyén gbi tin trén mang.
CA4c giao thirc cua tang nay bao gdm: IP (Internet Protocol), ICMP (Internet Control
Message Protocol), IGMP (Internet Group Messages Protocol).

Tang giao vin: (Host-to Host Transport Layer)
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Tang giao van phu trach ludng dit liéu gitta hai tram thuc hién cic tng dung cua
tang trén. Tang ndy c6 hai giao thirc chinh: TCP (Transmission Control Protocol) va
UDP (User Datagram Protocol).

TCP cung cip mot ludng dit lidu tin cdy giira hai tram, n6 sir dung cac co ché
nhu chia nhd cac goi tin cua tdng trén thanh cac goi tin cé kich thude thich hop cho
tang mang bén dudi, bdo nhan goi tin,dit han ché thoi gian time-out dé dam bao bén
nhan biét dugc cac goi tin dd gui di. Do ting ndy dam béo tinh tin cdy, tang trén s&

khong can quan tam dén nira.

UDP cung cap mdt dich vu don gian hon cho ting tmg dung. N6 chi giri cac goi
dir liéu tir tram nay t6i tram kia ma khong dam bao cac géi tin dén duogc t6i dich. Cac

co ché dam bao do tin cay can duge thuc hién bai téng trén.
Téng vrng dung: (Application Layer)

Tang ung dung 1a tang trén cling cia mo hinh TCP/IP bao gdm céc tién trinh va
cac tng dung cung cip cho nguoi st dung dé truy cdp mang. C6 rat nhiéu tng dung
dugce cung cip trong ting nay, ma phd bién la: Telnet: sitr dung trong viéc truy cap
mang tir xa, FTP (File Transfer Protocol): dich vu truyén tép, Email: dich vu thu tin
dién tur, WWW (World Wide Web).

Ciing twong tu nhu trong mo hinh OSI, khi truyén dit liéu, qua trinh tién hanh tir
tang trén xudng tang dudi, qua mdi tang dir liéu dugc thém vao mot thong tin dicu
khién dugc goi la phﬁn header. Khi nhan dir li€u thi qué trinh xay ra nguoc lai, dit licu
duogc truyén tir ting dudi 1én va qua mdi tang thi phan header twong tng duoc iy di va

khi dén tang trén cung thi dir liéu khong con phan header nira.
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b. Mot sé giao thire co ban trong TCP/IP
Giao thure lién mang IP (Internet Protocol)

Giao thirc lién mang IP 1a mot trong nhiing giao thirc quan trong nhét cia bd
giao thitc TCP/IP. Muc dich 1a cung cdp kha ning két ndi cic mang con thanh lién

mang dé truyén dir liéu.
Giao thuc IPv,

IPv, gdm 32 bit chia thanh 4 octet ( loctet = 8 bit), cac octet cach nhau boi ddu
cham (.). 0 < loctet < 255.

Vidy: 11001100. 1111000. 00001100. 10000001

Dé ngin gon ta chuyén sang hé thap phan.

204.240.12.129

bia chi IPvy4: dugc chia thanh 5 16p A,B,C,D,E; trong d6 3 16p dia chi A,B,C

dugc dung dé cap nhit, cac 16p nay duoc phan chia boi cc bit dau tién trong dia chi.
IPv4 16p A: ¢6 gia tri 00000001 ~ 011111115 (1 +127)
Octet 1 (dia chi mang ). octet 2.octet 3. octet 4 ( dia chi Host)

Lép nay thuong dugc dung cho cac mang cé s6 tram cuc 16m, thuong danh cho

cac cong ty cung cap dich vu 16n.
IPv,: 16p B c6 gia tri 10000000 +10111111; (128 + 191).
Octet 1. octet2( dia chi mang). octet 3. octet 4( dia chi Host).

Lo6p dia chi nay phu hgp véi nhiéu yéu cau nén dugc cap phat nhi€éu nén hi¢n

nay da kha hiém.
TPv,: 16p C c6 gia tri 11000000 ~ 11011111, (192 +233).
Octet 1. octet 2. octet 3 ( dia chi mang ). Octet 4( dia chi Host).
Lop nay dugc dung cho cac mang c6 it tram.
IPv4: 16p D ¢6 gia tri 11100000 ~ 11101111, ( 224 =+ 239).
Dung dé guri goi tin IP dén mot nhom cac tram trén mang.

IPv4: 16p E 6 gid tri 11110000 = 11111111, (240 + 255)
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Lop dia chi nay danh cho nghién ctru chua duogc st dung.

Ngoai giao thirc IPv4con str dung giao thirc lién mang IPvg

IPvg str dung dia chi 16n 128 bit do d6 cung cép khong gian dia chi 16n hon IPv,
nhiéu.

Tao ra nhiéu muc phan cip va linh hoat trong dia chi héa va dinh tuyén con
dang thiéu trong IPv,.

Giao thirc UDP (User Datagram Protocol)

UDP 1a giao thtrc khong lién két, cung cdp dich vy khong tin cdy, duoc sir dung
thay thé cho TCP trong tang giao van, khac vi TCP, UTP khong c6 chirc ning thiét
1ap va giai phong lién két, khong c¢6 co ché bao nhan (ACK), khong sap xép tudn tur cac
don vi dir li¢u (Datagram) dén, co thé dan dén tinh trang mat hodc trung dit liéu ma
khong hé c6 thong béo 15i cho ngudi guri.

Giao thuc TCP (Transmission Control Protocol)

TCP va UTP 14 2 giao thirc ndm & ting giao van va cung st dung giao thirc IP

tang mang , TCP cung cap dich vu sir dung lién két tin cay va co lién két.

TCP cung cép kha ning diéu khién ludng. Mdi dau cia lién két TCP c6 ving
dém gidi han do d6 TCP tai tram nhan chi cho phép tram gui truyén mot luong dir ligu
nhat dinh. Piu ndy tranh xay ra trudong hop tram co toc do cao chiém toan bd ving

dém cta tram c6 toc do trim hon.
So sanh gitta OSI va TCP/IP
Gidng nhau: Ca 2 déu 13 phan 16p.
Ca 2 déu c6 16p tmg dung , qua d6 c6 nhiéu dich vu khac nhau.
K¥ thuat chuyén mach goi duoc chap nhan.
Khéc nhau.

MGdi tang trong TCP/IP ¢6 thé 1a 1 hodc nhiéu tang trong OSI
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Bang sau chi rd méi twong quan giita cac ting trong TCP/IP va OSI

OsSl TCP/IP

Phycical Layer & Data Link Data Link Layer
Layer

Network Layer Internet Layer

Transport Layer Transport Layer

Session Layer

Presentation Layer Application Layer

Application Layer

Bang 1.2 Sy khac nhau gira OSI va TCP/IP

Tang tng dung trong TCP /IP bao gdm ludn ca 3 tang trén cia md hinh OSI.
Tang giao van trong TCP/IP khong phai luén dam bao dd tin cdy truyén tin nhu trong
tang gia van ctia OSI ma cho phép thém 1 lya chon khac 1a UDP

1.2.3 Cac thiét bi trong mang LAN

Dé hé théng mang lam vié€c tron tru, hiéu qua va kha nang két ndi toi nhirng hé
théng mang khac doi hoi phai st dung nhiing thiét bi mang chuyén dung. Nhiing thiét
bi nay rat da dang va phong phu vé chung loai nhung déu dua trén nhiing thiét bi co

ban la: Hé théng cap, Repeater, Hub, Swich, Router va Gateway.

Cac thiét bi dung dé két ndi
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1.2.3.1 Card mang (NIC)

Hinh 1.10 Card mang TP-LINK (NIC)

Pé mot may tinh két ndi vao mang LAN mady tinh d6 bat budc co6 NIC, mdi NIC
s& c6 mot dia chi duy nhéat khong tring v&i bat ky NIC nao khac. Pia chi nay goi dia
chi MAC hay dia chi vat 1y, khi san xuat nha san xuat gan cing dia chi MAC vao bd
nhé ROM cua NIC, khi NIC dugc gan vao may tinh dia chi MAC cta NIC s¢ 1a dia chi
vat ly cia may tinh trong mang, khi may tinh khéi dong dia chi MAC s€ dugc nap tur
ROM cua NIC vao bd nhd RAM cuia may tinh.

1.2.3.2 B¢ lap tin hiéu (Repeater)

Hinh 1.11 B¢ lap tin hiéu (Repeater)

Repeater la thiét bi don gian nhét trong cac thiét bi két ndi mang, Repeater nhan
tin hiéu tir mot phan ciia mang va chuyén phat tin hiéu nay toi phan con lai trong mang.
Repeater khong c6 co ché xu 1y tin hi€u ma no chi loai bd cac tin hiéu méo, nhiéu va
khuéch dai tin hiéu da suy hao khoi phuc lai tin hiéu ban dau. Do d6 Repeater dugc s
dung nhdm lam tang thém chiéu dai cia mang. C6 hai loai Repeater dugc st dung hién

nay la Repeater dién va Repeater di€n quang.
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1.2.3.3 B¢ tap trung (Hub)

Hub 1a diém két nbi trung tim ciia mang, tAt ca cac tram trén LAN duoc két nbi
thong qua Hub vé6i cac dau cam. Hub thuc su 13 nhitng Repeater da port, Hub thudng
c6 tir 4 dén 24 port con Repeater co 2 port.

Co ba loai Hub:
- Hub thu dong ( Passive Hub)
- Hub chu dong (Active Hub)
- Hub théng minh (Intelligent Hub)

Hinh 1.12 B¢ tdp trung (Hub)

1.2.3.4 Bo cau noi (Bridge)

Bridge 13 mot thiét bi hoat dong & ting 2 trong moé hinh OSI. Bridge 1am
nhiém vy chuyén tiép cac khung tir nhanh mang nay sang nhanh mang khac. Piéu quan
trong 13 Bridge « thong minh » , nd chuyén frame mot cach cé chon loc dua vao dia chi
MAC cua cic may tinh. Bridge con cho phép cic mang c6 tang vat 1y khac nhau c6 thé
giao tiép dugc voi nhau. Bridge chia lién mang ra thanh nhitng ving dung d6 nho, nho
d6 cai thién dugc hiéu niang cua lién mang tot hon so véi lién mang bang Repeater hay
Hub.
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Hinh 1.13 Bé cau néi (Bridge)
1.2.3.5 B chuyén mach (Switch)

Switch 1a su tién hoa cua Bridge, v&i nhiéu cong hon va cac mach tich hop
nhanh dé giam do tré cla viéc chuyén khung dir liéu va hd tro nhiéu tinh nang mai
chua c6 ¢ Bridge.

Switch gitr bang dia chi MAC cua mdi cong va thyc hién giao thitc Spanning-
Tree. Switch ciing hoat dong ¢ ting data link va trong sudt véi cac giao thirc ¢ ting
trén no.

Hinh 1.14 B6 chuyén mach (Switch)
1.2.3.6 Bd dinh tuyén (Router)

La thiét bi hoat dong tai t?mg ba trong md hinh OSI, tuy nhién van c6 thé hoat
dong tai tang hai va ting mot.

NG c6 thé tim duge duong di tot nhat cho cac goi tin qua nhiéu két ndi mang
khac nhau, dé di tir tram guri thugc mang dau dén tram nhan thudc mang cudi.

Router ¢6 thé duoc su dung dé ndi nhiéu mang lai v&1 nhau va cho phép cac goi
tin trong gbi tin c6 thé di theo nhiéu duong khac nhau dé t6i dich . Router truy cap

nhiéu théng tin trong géi dir liéu va dung thong tin dé cai thién viéc phan phat goi dix
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lidu. Cac bo dinh tuyén co thé chia sé thong tin trang thai va thong tin dinh tuyén véi

nhau str dung thong tin nay dé bo qua cac két ndi hong hodc chiam.

Hinh 1.15: Bé dinh tuyén (Router)
1.2.3.7 Piéu ché va gia diéu ché ( Modem)

Modem 1a thiét bi tich hop cia mot bd diéu ché va mot bo gia diéu ché. La thiét
bi ¢6 chitc ning chuyén doi tin hiéu s thanh tin hiéu twong tmg va nguoc lai dé két ndi

cac may tinh qua dudng dién thoai.

TP-LINK
TD-8840T

ADSL2+ Modem Router

Hinh 1.16 Modem ADSL

1.3 Mang khéng day WLAN (Wireless Lan)

WLAN la mang két hop giita mang LAN, dir liéu dugc truyén trong day din va
mang Wi-fi, dir liéu duoc truyén dan s dung song vo tuyén. Cac thanh phan trong
mang st dung séng dién tir dé truyén thong véi nhau.

1.3.1 U, nhwoc diém ciaa mang khong day WLAN
1.3.1.1 Uu diém cia mang khéng day

- Su tién lgi: Mang khong day cho phép ngudi dung c6 thé truy xuat tai nguyén
mang & bat ky dau trong pham vi duoc phi séng. Uu diém nay dugc thé hién ngay
cang 6 khi cac thiét bi di dong gia ting nhanh chéng.
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- Khé ning di dong; Ngudi dung co thé di chuyén bat ky dau trong khu vyec trién

khai ma khong bi mat két ndi.

- Kha ning trién khai: Chi cin 1 Access point 1a c6 thé trién khi mot mang
khong day nho. Viée trién khai mang khong diy don gian hon so voi mang c6 ddy

trong mot $6 truong hop nhu dia hinh khong thuan loi...

- Kha ning mé rong: Mang khong ddy c6 thé dap ung duoc su gia ting dot ngdt
ngudi dung trong khi mang c6 day phai lip thém cap, thiét bi...

1.3.1.2 Nhwoc diém cia mang khong day

- Kha niang bao mat: Do méi truong truyén 1a khong khi nén kha ning bao mat

kém, nguoi dung rat dé bi tan cong.

- Pham vi trién khai: Mot mang voi chuan 802.11 va cac thiét bi thong thuong
chi ¢ thé phu séng trong pham vi vai chuc mét. Vi vay ddi véi cac moi trudng 16n thi
can cac thiét bi chuyén dung va céc repeater dé ndi cac mang véi nhau. Piéu nay lam

tang dang ké chi phi lap dit.

- Do tin cdy clia mang: Do moi trudng truyén dan 1a khong khi nén mang bi anh
huong béi cac loai song khac, gy ra nhiéu, gidm cudng d6 song. Diéu nay anh hudng

tryc tiép téi chat luong ciia mang.

- Téc d ctia mang: Mang khong day thudng 6 toc do tir 1-1300 Mbps, chim
hon rat nhiéu so vi mang c6 day (10 - 10000 Mbps).

1.3.2 Cac thiét bi co ban
1.3.2.1 (Wireless NIC)

Card mang khong ddy (Wireless Card) 1a thiét bi két ndi giita may tinh véi
access point. Wireless card dong vai tro nhu mot bo thu phat tin hiéu giup cac thiét bi
s6 trao doi dit liéu v&i nhau hodc truy cap Internet tdc do cao theo chuan IEEE 802.1 lg
hoic IEEE 802.11b hoic IEEE 802.11a trong ban kinh 100m (néu & trong nha) va
300m (néu & ngoai troi). Loi diém 16n nhit cia wireless card chinh 1a viéc gitp nguoi
dung loai bo céc soi cap lang nhing bat tién, nguoi dung c6 thé mang mdy tinh, PDA
dén bat cir ddu c6 “phu song” dé két ndi Internet ma khong can céap ciing nhu cac khai

bao phtrc tap.
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Hinh 1.17 Card mang khéng day chudn PCI

Hinh 1.18 Card mang khéng ddy chuin PCMCIA

Hinh 1.19 Usb wifi TpLink
1.3.2.2 Modem khong day (Acess point)
Access Point 1a thiét bi ndi két giita mang c6 day va mang khong day. Cac thiét bi
nay hd tro bang thong 11Mbps, 54Mbps, ... va hoat dong tai bang tang 2.4GHz, 5 GHz
, ho trg ma hoa (WEP) 64/128bit, hé trg DHCP, hd tro firewall, hd trg Port Ethernet,

Hinh 1.20 Access Point
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1.3.2.3 Bridge khong day (Wbridge)

Whridge (Bridge khong diy) twong ty nhu cic diém truy cap khong day trir
truong hop ching duoc str dung cho cac kénh bén ngoai. Wbridge duoc thiét ké dé ndi
cac mang vdi nhau, ddc bi¢t voi cac mang khong day co6 khoang cach xa 1én téi 32 km.
Whridge c6 thé loc Iuu lugng va dam bao cac hé thong mang khong day duoc két ndi

t6t ma khong bi mét luu luong.

Hinh 1.21 Wbridge
1.3.2.4 Wireless Router

Wireless Router — Mot Wireless Router ciing lam cong viéc ndi két cac may
computer cing mot network gidng nhu access point, nhung wireless router c6 thém
nhitng bd phan phan ctng khac giup nd ndi két giita nhitng network khac nhau lai.
Internet 1 mot hé théng network khong 16 va khac véi hé théng LAN cua ban. Dé c6
thé ndi két véi mot hé théng network khic chang han nhu internet, thi ban phai ding
wireless router. Wireless Router s& giup tit ca cac may computer ctia ban ndi két vao
internet cung mat lic. Sy khac bi¢t ma ban co thé phan biét dé dang 1a wireless router

c6 thém mot 16 cim ghi WAN dé cam vao DSL hoic Cable modem.

Reset WAN
Button Port
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Hinh 1.22 Cdc cong két néi ciia 1 wireless router thong thuwong

Nén sir dung Access Point hay Wireless Router? Néu khong can s dung
internet ma chi can ndi két tat ca cdc may trong nha lai bang hé thong wireless thi
chung ta sir dung Wireless Access Point vi nd ré tién hon. Con néu mudn nbi két tat ca
cac may trong nha lai va vao dugc ludn internet cung mot lac thi ban st dung wireless
router.

Wireless router c6 thé hoat dong nhu mét access point, cac mdy tinh ndi vao 2
thiét bi nay déu cing thudéc mot 16p mang néu ta diung cap chéo ndi port LAN cua
ADSL modem sang port LAN bén wireless router. Tuy nhién ta nén st dung router voi
dung chirc nang 13 mot router, lac nay hé théng sé c6 2 niit mang, trd nén bao mat hon
va router c6 thé tan dung dugc ding véi tinh nang dinh tuyén ctia n6 va mot sb chirc

nang nang cao khac nhu: NAT, firewall, diéu phdi bang thong, ...
1.3.3 Cac m6 hinh mang khéng day
1.3.3.1 M6 hinh mang Ad-hoc

Trong md hinh mang ad-hoc, cac client két ndi truc tiép voi nhau ma khong can
thong qua Access point nhung phai & trong pham vi cho phép. M6 hinh mang nho nhat
trong chuan 802.11 13 2 mdy client lién lac tryc tiép v&i nhau. Thong thudng mé hinh
nay duoc thiét lap bao gém mét s client dugc cai dat dung chung muc dich cu thé
trong khoang thoi gian ngan .Khi ma su lién lac két thuc thi mé hinh add-hoc nay ciing
duoc giai phong.
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Hinh 1.23 M6 hinh mang Ad-hoc
1.3.3.2 M& hinh mang co sé (BSSs)

The Basic Service Sets (BSS) 1a mét kién trac nén tang ctia mang 802.11. C4c
thiét bi giao tiép tao nén mot BSS vd1 mot AP duy nhét v&i mot hodc nhiéu client. Céc
may tram két nbi voi song wireless cia AP va bit dau giao tiép thong qua AP. Cac may

tram 1a thanh vién ctia BSS dugc goi 1a “c6 lién Két”.

Thong thuong cic Access point duge két ndi voi mot hé thong phan phdi trung
binh (DSM), nhung d6 khong phai 13 mot yéu cau can thiét ciia mot BSS. Néu mot
Access point phuc vu nhu 1 cong dé vao dich vu phan phdi, cac may tram c6 thé giao
tiép, thong qua Access point, voi ngudn tai nguyén mang & tai hé théng phan phdi
trung binh. N6 ciling can luu ¥ 1a néu cac may client mudn giao tiép v6i nhau, chung
phai chuyén tiép dit liéu thong qua cac Access point. Cac client khong thé truyén théng

tryc tiép voi nhau, trir khi thong qua cac Access point.
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Wireless
Router

Notebook

Computer BQUipde with
equipped with wireless
wireless PCMCIA card
adapter

Hinh 1.24 M6 hinh mang co so BSSs
1.3.3.3 M& hinh mang mé réng (ESSS)

M6 hinh mang m¢ rong ESSs 1a mot tap hop cac mang co s& BSSs. Cac mang

BSSs giao tiép véi nhau thong qua Access point. Cac mang BSSs chong chéo 1én nhau

tao ra su lién tuc cho client khi client di chuyén tir viing niy sang ving khac cta ESSs.

—_—

"‘ II
— — MNAX I.“r‘ E’
Wireless o
Router
A ———)
E’ Notebook
equipped with

Computer wireless

equipped with
SATElass PCMCIA card

adapter

Hinh 1.25 M6 hinh mang mo rong ESSs
1.3.4 Caéc chuan IEEE 802.11 théng dung

Hié¢n nay, wireless network, cu thé hon 1a wireless LAN dung cac chuan dang
802.11. Chuan nay dugc ra doi vao nim 1997. Pay la chuan so khai ctia mang ko day,
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n6 mo ta cach truyén thong trong mang ko day st dung cac phuong thirc nhu DSSS,
FHSS va Infrared

Tbc d6 hoat dong tir 1 - 2 Mbs, hoat dong trong bing tin 2.4GHz. Sau nay

chuén nay con duoc bd sung thém nhiéu chuan méi c6 dang 802.11x.

a. 802.11: ra doi ndm 1997. Pay la chuin so khai ciia mang khong ddy, né mo ta
cach truyén thong trong mang khong day st dung cac phuong thire nhu DSSS, FHSS,
infrared (hong ngoai). Tc d6 hoat dong tdi da 12 2 Mbps, hoat dong trong bing tan 2.4
GHz ISM. Hién nay chuan nay rat it duoc sir dung trong cac san pham thuong mai.

b. 802.11b : day 1a mot chuan mé rong cua chuan 802.11, nd cai tién DSSS dé
ting bang thong 1én 11 Mbps, ciing hoat dong & biang tan 2.4 GHz va tuong thich
nguoc voi chuan 802.11. Chuan nay trudc ddy duoc st dung rong rai trong mang
WLAN nhung hién nay thi cic chudn méi véi tbe do cao hon nhu 802.11a va 802.11g
c6 gia thanh ngay cang ha da dan thay thé 802.11b.

¢. 802.11a : Chuan nay st dung bang tin 5 GHZ UNII nén né s& khong giao tiép
dugc voi chuan 802.11 va 802.11b. Tdc d6 ciia nd 1én dén 54 Mbps vi né sir dung cong
nghé OFDM. Chuan nay rat thich hop khi mudn sir dung mang khong day toc do cao
trong mdi truong c6 nhiéu thiét bj hoat déng & bang tan 2.4 Ghz vi né khong gy nhidu
v6i cac hé thong nay.

d. 802.11g : chuén nay hoat dong ¢ bing tan 2.4 GHz, sit dung cong nghé
OFDM nén c6 toc d6 1én dén 54 Mbps (nhung khéng giao tiép duoc véi 802.11a vi
khac tan s6 hoat dong). N6 ciing twong thich nguoc voi chuan 802.11b vi ¢6 hd trg
thém DSSS (va hoat dong cung tan s6). Diéu nay lam cho viéc ning cip mang khong
day tir thiét bi 802.11b it ton kém hon. Trong moi trudng vira cd ca thiét bj 802.11b ldn
802.11g thi toc do s& bi giam dang ké vi 802.11b khong hiéu dugc OFDM va chi hoat
dong o toc do thap.

e. 802.11e : day la chuan bd sung cho chuan 802.11 cii, no dinh nghia thém cac
mo rong vé chat lugng dich vy (QoS) nén rat thich hgp cho cac tng dung nhu
multimedia nhu voice

f. 802.11f : duoc phé chuan nam 2003. DAy la chuan dinh nghia cac thic cac AP
giao tiép v6i nhau khi mot client roaming timg ving niy sang ving khac. Chuan nay
con dugc goi 1a Inter-AP Protocol (IAPP). Chuan nay cho phép mét AP c¢6 thé phat
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hién dugc su hién dién cta cac AP khac ciing nhu cho phép AP “chuyén giao” client
sang AP méi (luc roaming), diéu nay giup cho qua trinh roaming duoc thyc hién mot

cach thong sudt.

g. 802.11i : 1a mot chuin vé bao mat, né bd sung cho cac yéu diém cia WEP
trong chuan 802.11. Chuén nay sir dung cdc giao thirc nhu giao thirc xac thyc dya trén
céng 802.1X, va mot thuat todn ma héa dugc xem nhu la khong thé crack duoc d6 1a
thudt toan AES (Advance Encryption Standard), thuit toan nay sé& thay thé cho thuét
toan RC4 dugc str dung trong WEP.

h. 802.11h : chuan nay cho phép cac thiét bi 802.11a tuan theo cac quy tic vé
bang tan 5 Ghz & chau au. N6 mod ta cac co ché nhu tu dong chon tan s6 (DFS =
Dynamic Frequency Selection) va diéu khién cong sudt truyén (TPC = Transmission

Power Control) dé thich hgp v&i cac quy tac vé tan s6 va cong suat cua Chau Au.

i. 802.11j : dugc phé chuan thang 11/2004 cho phép mang 802.11 tuan theo cac
quy tic vé tan sd & bang tan 4.9 Ghz va 5 Ghz & Nhat Ban

k. 802.11d : chuan nay chinh stra 16p MAC cua 802.11 cho phép may tram st
dung FHSS c6 thé t6i wu cac tham sb 16p vat Iy dé tuan theo cac quy tic clia cac nudc

khac nhau noi ma né dugc st dung.

I. 802.11s : dinh nghia cac tiéu chuin cho viéc hinh thanh mang dang luoi

(mesh network) mot cach tu dong gitra cac AP 802.11 vi nhau.

Chuan nay dang dugc xay dung, co tdc do rat cao, tir 200 - 540 Mbps, hoat dong
& 2 giai bang tan 13 2,4 GHz va 5 GHz.

m.802.11ac: Ngay 8/12/201, nha san xuét chip truyén thong cong bd chuan Wifi
m&i 802.11ac. Chuan nay cho phép cung cip thong luwong 1én t&i 1.3Gbps v6i pham vi
dai hon va kha ning xuyén tuong tot hon. Chuan 802.11ac 13 mot budc tién 16n tir
802.11n — chuén hién hanh thuong c6 tbc do khoang 450 Mbps.
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CHUONG 2: XAY DUNG PIEM KIEM SOAT TRUY CAP MANG
KHONG DAY HOTSPOT GATEWAY CO CHUNG THUC DUA
TREN MIKROTIK ROUTER OS

2.1 Hotspot va vin dé bao mat

2.1.1 Hotspot va cong nghé Captive Portal la gi

Hospot 1a mét dia diém véi cong nghé Captive Portal s& bat budc may tinh
mudn sir dung mang thi trudc tién phai st dung trinh duyét dé duoc chuyén hudng téi

mot trang dac bi¢t xac thuc nguoi dung.

Hotspot cung cép cac dich vu két ni khong day va dich vu truy cap Internet tde
d6 cao théng qua hoat dong thu phat cta cac cac thiét bi phat song khong diy (Wireless
Access Point). Ban c6 thé gia nhap vao diém Hotspot dé st dung cac dich vu d6 néu
ban trong ving phu séng va may tinh hozc thiét bi ... cia ban ¢ trang bi card mang
khong day. Hién nay s luong cac diém Hotspot dang ting nhanh chong, dic biét tai

cac khu vuc cong cong nhu nha hang, san bay, ga tau, quan cafe...
Nhiing diéu can thiét dé tham gia vao mét diém truy cip Hotspot

May tinh hoac thiét bi di dong cua ban can trang bi tinh nang khong day. Trong
truong hop thiét bi chua co thi ban can mua thém cac loai Card mang khong day phu
hop. Hién nay phan 16n cac diém Hotspot déu sir dung cac thiét bi thu phat song chuan
n (802.11n).

Péi voi cac Hotspot mién phi, chi can mot s thong tin dé tham gia vao mang.
Con dbi v6i cac Hotspot thuong mai hoidc c¢6 chimg thyc thi can dang ky tai khoan
trudc khi tham gia 1an dau. Tai khoan nay dugc cung cap boi ngudi quan tri ciia diém

hotspot do.
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2.1.2 Van dé bao mat tai cac diém Hotspot

Dbi voi cac diém Hotspot mién phi, vi muc dich don gian héa qua trinh tham gia
cua nguoi dung nén nhirng tinh nang bao mat khong dugc kich hoat hoac kich hoat han

ché.

Pbi véi cac diém Hotspot thwong mai thi yéu ciu mirc d6 bao mat cao hon.
Nguoi ding mudn gia nhdp mang cin qua mét sd bude chimg thuc bang key, dia chi
Mac, hodc tai khoan mat khau... Nguodi ding mudn tham gia mang can lién hé véi

ngudi quan tri dé ¢ thé duogc chimg thuc.
Giao thuwee WEP

WEP (Wired Equivalent Privacy) nghia la bao mat tuong duong véi mang co
day (Wired LAN). Khéi niém nay 12 mot phan trong chuan IEEE 802.11. Theo dinh
nghia, WEP duoc thiét ké dé dam bao tinh bao mat cho mang khong day dat mirc do
nhu mang nbi cap truyén thong. Poi voi mang LAN (dinh nghia theo chuan IEEE
802.3), bao mat dit liéu trén duong truyén ddi vdi cac tin cong bén ngoai dugc dam
bao qua bién phap gidi han vat 1y, tirc 13 hacker khong thé truy xuat truc tiép dén hé
théng duong truyén cap. Do d6 chuan 802.3 khong dit ra van dé ma hoa dir licu dé
chdng lai cac truy cap trai phép. Poi véi chuan 802.11, van dé ma héa dir liéu duoc wu
tién hang dau do dic tinh ciia mang khong day 1a khong thé gidi han vé mat vat 1y truy
cap dén dudng truyén, bt cr ai trong ving phu song déu co thé truy cap dir liéu néu

khong duogc bao vé.

keystream

IV + key— |RC4 |—=| 0 | 1| 0] 1

seed b

Plaintest —— | 1 (1 | 0|0

10|01
Cipher text

Hinh 2.1: Quy trinh ma hoa WEP su dung thudt toan RC4
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WEP cung cdp bao mat cho dir liéu trén mang khong ddy qua phuong thirc ma
hoéa str dung thuat toan ddi xing RC4, dugc Ron Rivest - thudc hing RSA Security Inc
phat trién. Thuat toan RC4 cho phép chiéu dai cua khoa thay d6i va co6 thé 1én dén 256
bit. Chudn 802.11 doi hoi bit budc cac thiét bi WEP phai hd trg chiéu dai khoa tbi
thiéu 13 40 bit, dong thdi dam bao tuy chon hd trg cho cac khoa dai hon. Hién nay, da
s6 cac thiét bi khong day hd trg WEP véi ba chiéu dai khoa: 40 bit, 64 bit va 128 bit.
Véi phuong thirc md héa RC4, WEP cung cép tinh bao mat va toan ven cua thong tin
trén mang khong day, dong thoi dugc xem nhu mot phuong thirc kiém soat truy cap.
Mot may ndi mang khong day khong co6 khdéa WEP chinh xac s& khong thé truy cap
dén Access Point (AP) va ciing khong thé giai ma ciing nhu thay déi dir liéu trén dudng

truyén.
Giao thirc WAP

Wi-Fi Alliance da dua ra giai phap goi la Wi-Fi Protected Access (WPA). Mot
trong nhitng cai tién quan trong nhat cia WPA 13 str dung ham thay ddi khoa TKIP
(Temporal Key Integrity Protocol). WPA ciling su dung thuit toan RC4 nhu WEP,
nhung ma hoa day du 128 bit. Va mot dic diém khac 12 WPA thay d6i khoa cho mdi
6i tin. Cac cong cu thu thip cac goi tin dé pha khoa mi hoa déu khong thé thuc hién
duoc véi WPA. Boi WPA thay doi khod lién tuc nén hacker khong bao gio thu thap du
dit liéu mau dé tim ra mat khau. Khong nhiing thé, WPA con bao g6m co ché kiém tra
tinh toan ven cua thong tin (Message Integrity Check). Vi vay, dit liéu khong thé bi
thay doi trong khi dang ¢ trén dudng truyén. Mot trong nhitng diém hap dan nhat cua
WPA 1a khong yéu cau nang cip phan cimg. Cac nang cAp mién phi vé phan mém cho

hau hét cac card mang va diém truy cdp st dung WPA rat dé dang va c6 san.

WPA c6 san 2 lya chon: WPA Personal va WPA Enterprise. Ca 2 lya chon nay
déu str dung co ché ma héa TKIP (Temporal Key Integrity Protocol), sit dung thuét
toan RC4 dé ma hoa voi 128bit cho ma héa va 64bit cho chirng thuc, va su khac biét
chi 14 khoa khoi tao mi hod lic dau. WPA Personal thich hgp cho gia dinh va mang
van phong nho, khod khoi tao s€ dugc st dung tai céac diém truy cap va thiét bi may
tram. Trong khi d6, WPA cho doanh nghiép can mot may cha xac thyc va 802.1x dé

cung cap cac khod khoi tao cho mdi phién 1am viéc.

Trong khi Wi-Fi Alliance di dwa ra WPA, va dugc coi 14 loai trir moi 16 hong dé
bi tin cong cia WEP, nhung ngudi sir dung van khong thuc sy tin twong vao WPA. Co
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mét 16 hong trong WPA va 15i nay chi xdy ra véi WPA Personal. Khi ma sir dung ham
thay ddi khoa TKIP dugc st dung dé tao ra cac khoa ma hoa bi phat hié¢n, néu hacker
c6 thé doan duoc khoa khoi tao hodc mot phz‘in ctia mat khau, ho co thé xac dinh duoc
toan b mat khau, do d6 co thé giai ma duogc dit liéu. Tuy nhién, 156 hong nay ciing s& bi
loai bo bang cach sir dung nhitng khoa khéi tao khong d& doan (ding sir dung nhiing tir
nhu "password, 123456, abcdef, ..." dé 1am mat khéu).

Diéu nay ciing c6 nghia rang k¥ thuat TKIP cia WPA chi 1a giai phap tam thoi,
chua cung cip mot phuong thirc bao mat cao nhat. WPA chi thich hop voi nhitng cong
ty ma khong truyén dit liéu "mat" vé nhiing thwong mai, hay cac thong tin nhay cam...
WPA ciing thich hop vé1 nhitng hoat dong hang ngay va mang tinh thr nghi€ém cong
nghé.

Radius
Supplcant Authenticator Authentwcation
Server

EAP Request/identity

EAP Response/identity Radwms Access Request
EAP Request/Challenge Radius Access/Challenge
< *
EAP Response/Tdentity Radius Access/Request
EAP Success Radwms Access Accept

< <
<+

Port futhorized

EAP Logoff

>

Port Thauthorized

Hinh 2.2: Messages trao doi trong qud trinh authentication.

Giao thiwve WAP2

WPA2 13 mot chuén ra doi sau WPA va duoc kiém dinh 1an dau tién va ngay
1/9/2004. WPA2 dugc National Institute of Standards and Technology (NIST) khuyén
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céo st dung. WPA2 ciing c6 cip do bao mat rat cao twong tu nhu chuin WPA, nhim
bao vé cho ngudi ding va ngudi quan tri di véi tai khoan va dir liéu. Nhung trén thuc
té WPA2 cung cip hé théng ma héa manh hon so véi WPA, va day ciing 1a nhu cau
ctia cac tap doan va doanh nghiép c6 quy mé 16n. WPA?2 sir dung rat nhiéu thuit toan
dé ma hoa dir liéu nhu TKIP, RC4, AES va mdt vai thuat toan khac. Nhirng hé théng
stt dung WPA2 déu tuong thich véi WPA.

Mot giai phap vé l1au dai 1a st dung 802.11i twong dwong véi WPA2, duoc
chtirng nhan bdi Wi-Fi Alliance. Chuan nay st dung thudt toan ma hod manh mé va
duge goi 13 chuidn mi hoa nang cao AES (Advanced Encryption Standard). AES st
dung thuat toan ma hoa ddi xtmg theo khdi Rijndael, sir dung khdi ma hoa 128 bit, va
192 bit hodc 256 bit. Tuy nhién thuat toan nay doi hoi mot kha ning tinh toan cao (high
computation power). Do d6, 802.11i khong thé update don gian bang phan mém ma
phai c6 mot bo xir Iy chuyén dung (dedicated chip). Tuy nhién diéu nay da duoc udc
tinh trudc boi nhidu nha san xudt nén hau nhu cac chip cho card mang Wifi tir dau nam
2004 déu thich Gmg véi tinh nang cua 802.111.

Pé danh gia chuan ma hoa nay, Vién nghién ctru qudc gia vé Chuan va Cong
ngh¢ cia My, NIST (National Institute of Standards and Technology), da thong qua
thuat todn ma ddi xtng nay. Va chuin ma hoa nay duoc sir dung cho cic co quan chinh

phi M dé bao vé cac thong tin nhay cam.

Trong khi AES dugc xem nhu 1 bao mat t6t hon rat nhiéu so véi WEP 128 bit
hoic 168 bit DES (Digital Encryption Standard), dé dam bao vé mit hiéu ning, qua
trinh m3 hoa can dugc thuc hién trong cac thiét bi phan ctng nhu tich hop vao chip.
Tuy nhién, rat it nguoi st dung mang khong diy quan tdm t&i van dé nay. Hon nita,
hau hét cac thiét bj cAm tay Wi-Fi va may quét ma vach déu khong twong thich véi
chuan 802.11i.
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Gidi phap Radius Server

Viéc chung thuc cua 802.11 dugc thuc hién trén mot server ri€ng. Server nay sé&
quan 1y cac thong tin dé xac thuc ngudi sir dung nhu tén ding nhap (username) va mat
khau (password), mi s thé, ddu van tay... Khi nguoi dung giri yéu cau ching thuc,
server ndy sé tra ctru dir liéu dé xac dinh nguoi dung c6 hop 18 hay khong, dugc cp
quyén truy cidp & muc nao... Server nay duoc goi 1a Radius (Remote Authentication
Dial-in User Service) Server = May chu cung cap dich vu ching thuc ngudi dung tir

Xa.
0

Smart Phone

6 |
cé

Smart Phone

&

Laptop

A &

Home PC AP Gateway AP2 ith Gateway Home PC
Radius Rad ius

Hotspot 1 Hotspot 2

Aradlal
Radius Server

Hinh 2.3 Chung thuc su dung Radius Server
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\_/ ..

Laptop Access Point Server

Association Request

v

ASSocEban Response

L

EAPOL-Stant

v

EAP-Reqestidantty

A

EAP-Responsafidantity aver

EAP-Responsefdentity RAGIUS
» »
EAP-Request EAP-Request over RADIUS
+ «
EAP-Response EAP-Request over RADILS
> >
EAP-Success & Encrypton Key
EAP Success over RADAS
< <

EAP.Key

A

Hinh 2.4 Messages trao doi trong qud trinh authentication.

2.2 Tinh kha thi cia mé hinh kiém soat truy cap khéng day chieng thuc dwa trén
Mikrotik Router OS
2.2.1 Tinh kha thi vé mat cong nghé

- Do 1a mét hé diéu hanh doc chay dya trén nhan Linux 2.6 nén yéu cu ciu
hinh thip (ngay ca cac may PIII, dung luong 6 dia con tréng t6i thiéu 64MB) nhung

van dép trng quan tri dugc so luong nguoi dung can thiét voi tinh 6n dinh cao.

- Kiém soat ngudi dung truy cdp mang khong day véi tai khoan mat khau do
ngudi quan tri cung cap (ngudi dung c6 thé ty d6i mat khau ctia minh).

- Kiém soat dung lugng dir liéu, thoi gian st dung.
- Phan mém cai dit dé dang, kha ning backup, restore khi nhanh chong.

- Hd tro da dang cac giao dién tuong tac nhu: dong 1énh, web, mdt sb cong cu
1ap trinh khac...
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2.2.2 Tinh kha thi vé mit sir dung

-Mikrotik dung thi 6/10 giai phap quan 1y hé thong Wi-fi pho bién thé gidi
duoc trién khai tai cac dia diém cong cong, nha ga... san bay nhu san bay LaGuardia
New York, Paul International Minneapolis-St. Ngoai ra Mikrotik con dugc trién khai
doc quyén tai mot tiéu bang cta Bzazil.

- Gi4 thanh: 250 USD cho mét License theo 6 cung LV6. Mikrotik hién cho
phép chuyén ddi License sang mot 6 cing khac véi gia 10 USD d6i voi mot sb t6 chirc
uy tin néu 6 ctng ho bi 16i hoidc hong.

- Kha ning tiiy bién ngudi ding cao

- Phit hop véi diéu kién thyc té cta trudng nhu tao ngudi dung 16n, don gian va
¢6 quy tic (hién da tao 1 1an hon 7700 tai khoan danh cho cac Sinh vién, Can bd,
Giang vién va Nhan vién toan Truong).

- Pbi voi ngudi ding: c6 thé quan 1y duoc bang thong, luu luong, toc do, thoi
gian st dung...

- Hé théng h tro théng ké hoan thién, nhanh chéng.

- Kha ning ap dung tai cac dia diém khac cua truong cao.

- Tai liéu sir dung, quan ly day du.

2.2.3 Tinh kha thi vé hi¢u qua sir dung

- Tinh twong thich cao: Phin mém tuwong thich hau hét véi cac thiét bi c6 phan
ctimg két ndi wifi nhu laptop, dién thoai di dong, tablet... va twong thich v&i hau hét cac
hé diéu hanh nhu Windows, mi ngudn mo, Ios Apple,Rim OS...

- Mikrotik OS cung cép sin giao dién ngudi dung thong qua web dé nguoi ding
c6 thé ty d6i mat khau, thong tin c4 nhan ma khong can lién hé v6i ngudi quan tri.
DPong thoi ngudi dung co thé kiém soat chinh luu lwgng ma minh da sir dung dé co thé
dua ra cach st dung hop ly.

2.3 Cai dat Mikrotik Router OS

- Chuan bi: Tai Mikrotik Router OS v6.0rc14 danh cho PC/x86 dué6i dang ISO
(image cdrom) . Ghi file ndy ra dia CD dung dé cai dat.
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- Tuy chinh dé PC khéi dong tir 6 dia CD.
- Khdi dong PC dé bat dau cai dat.
- Giao dién dau tién dé chon cac thanh phan ma ngudi quan trj mudn.

Helcome to MikroTik Router 3oftware installation

ove around Mmenu using 'p’ and 'n’ or arrow keys, select with 'spacebar’.
Select all with 'a’, Minimum with 'm’. Press "i" to install locally or 'q° to
ancel and reboot.

[X] =system ipvb routerboard

1 ppp isdn routing

1 dhcp kuvm security

] advanced-tools lcd ups

] calea Mpls user-HManager
1

1

gps multicast Wwireless
hotspot ntp

cysterm (depends on nothing):
ain package with basic services and drivers

Hinh 2.5 Cdc tity chon cai dat Mikrotik Router OS

- Dung céac phim P, N dé di chuyén 1én xubng, phim Space dé chon. Hodc c6 thé

an nut A dé chon tat ca.

- Sau khi chon xong an nut “I” dé€ bat dau cai dat.
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ipvb
pPpp isdn
dhcp kum
advanced-tools led
calea mpls
gps Multicast
hotspot ntp

systern (depends on nothing):
ain package wWwith basic services and drivers

o you want to keep old configuration? [y nl:in

arning: all data on the disk will be erased!?
ontinue? [ysnl:y

reating partition

A Ve

D6 &n tét nghiép

routerboard
routing
security

ups
user-mManager
Hireless

Hinh 2.6 Cai dat Mikrotik Router OS

- Tién trinh cai dat xuat hién 2 cau hoi.

- Cau 1 chon “Y” dé giit lai cAu hinh cii. “N” dé b6 qua.

- Chon “Y” dé bat dau cai dat.
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- Sau khi qua trinh cai dit hoan tat, 14y dia CD ra khoi 6 CD va 4n Enter dé khai

dong lai may tinh.

system-6.H8rcld
Wireless—-6.8rcl4
user-manager-6.Hrcld
ups-6.08rcl4
security-6.8rcid
routing-6.8rcld
ntp-6.08rcld
multicast-6.Hrcld
Mpls-6.8rcl4
lcd-6.8rci14d
kvm-6.8rcl4
isdn-6.68rcl4
ipv6-6.8rcl4
hotspot-6.8rci4d
gps-6.8rcld
calea-6.8rcl4
advanced-tools-6.8rcl4d
dhcp-6.8rc14
ppp-6.68rcid

Softuware installed.

Hinh 2.7 Hoan tdt cai dat Mikrotik Router OS

- Qua trinh cai dat hoan tat, man hinh hién Ién yéu cau ding nhap hé théng. Ta
sir dung tai khoan admin va mat khau dé tring dé diang nhap 1an dau tién.

ikroTik 5.28
ikroTik Login: admin
azsuword:

Hinh 2.8 Giao dién dang nhap Mikrotik Router OS
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- Giao dién chinh sau khi dang nhap:

MMM MHH KKK TTTTTITITTT KKK

MMMH MMHH KKK TTTTTTTITTT KKK

MMM MMMM MMM III KKK KKK RRRRRR nooooo TTT ITT KKK KKK
MMM HH HMHH III KEEKKK RRR RRR 000 000 TTT IIT KEKEKK
MMH MMM III KKK KKK RERRRR 000 0oo0 TTT ITT KKK KKK
MMM MMM III KKK KKK RRR RRR nooooo TTT ITT KKK KKK

MikroTik Router03 6.8rcl4 (c) 1999-2013 http:rrwuu.mikrotik.con~

[?] Gives the list of available commands
Gives help on the command and list of arguments

Completes the command-sword. If the input is ambigous,
a second [Tabl gives possible options

Move up to base level
Move up one level
Use command at the base level

Hinh 2.9 Giao dién chinh Mikrotik Router OS
2.4 Cau hinh Mikrotik Router OS sir dung giao dién command line
2.4.1 Cau hinh dia chi IP

- May tinh can dam bao c6 2 card mang (NIC) con hoat dong t6t. Ta ciu hinh IP
cho NIC 1 két ndi véi internet (NIC WAN).

- C4u hinh TP ra Internet ctia NIC 1 1a: 192.168.0.150/24
[admin@MikroTik] >/ip address add address=192.168.0.150/24 interface=etherl

comment=WAN
- Cau hinh IP cho NIC 2 két néi véi cac AP hay mang LAN cua cac may con la
192.168.1.1/24.
[admin@MikroTik] >/ip address add address=192.168.1.1/24 interface=ether2
comment=LAN

- Cau hinh dia chi IP cho gateway 13 192.168.0.1 va nhitng yéu cau nao gateway
khong biét s& dugc tré thang ra internet qua dia chi 0.0.0.0/0
[admin@MikroTik] > ip route add gateway=192.168.0.1 dst-address=0.0.0.0/0
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MMM MMM KKK TTTTTTTTITTT KKK

MMMH MMMH KKK TTTTTTTTITTT KEKEK

MMM MMMM MMM III KKK KKK RRRRRR 000000 TTT ITT KKK RKEKE
MMM MM MMM TIII KKKEKK RRR RRR 000 000 TTT ITT KKEKKK
MHH MMM IITI KKK KEK RRRRRR 000 000 TTT ITT KKK EEK
MHH MMM TIII KKK KKK BRER BRER 000000 TTT IIT KKK EKEE

MikroTik Router0S 6.8rcl4 (c) 1999-2013 http:r wuw.mikrotik.comn~

[?] Gives the list of available commands
Gives help on the command and list of arguments

Completes the command-rword. If the input is ambigous,
a second [Tabl gives posszible options

Move up to base level

Move up one level

Use command at the base level
address=192.168.0.158-24 interface
address=192.168.1.1-24 interface

192 .1668.8.1 0.0.8.8-0

Hinh 2.10 Cau hinh IP cho Mikrotik OS
2.4.2 Cau hinh dhcp-server

- Thém cac thong tin DNS cho may cha. Néu trong mang c6 may chi DNS thi
ta thém dia chi may chu nay vao.
[admin@MikroTik] /ip dns set servers=203.162.0.182,8.8.8.8,8.8.4.4
- G0 lénh sau dé hién thi cac dong yéu cau nhap thong tin dhcp-server:
[admin@MikroTik] > ip dhcp-server setup
dhcp server interface: ether2
dhcp address space: 192.168.1.0/24
gateway for dhcp network: 192.168.1.1
addresses to give out: 192.168.1.2-192.168.1.254 (Pay 1a dai IP ma dic vu dhcp s& cap
cho cac may con khi két ndi)
dns servers: 203.162.0.182,8.8.8.8 ((3 day nhap dia chi IP cia may chu DNS server,
néu trong mang ¢6 may chit DNS thi nhap IP ctia may chu do. Néu khong thi nhap ip
primary va second dns server cach nhau bai dau phay)

lease time: 3d (Thoi gian cho thué mac dinh la 03 ngay)
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1 >
Select interface to run DHCP =server on

hcp server interface:
Select network for DHCP addresses

hcp address space: 192.168.1.8-24
helect gateway for given network

ateway for dhcp network: 192.168.1.1
belect pool of ip addresses given out by DHCP server

ddresses to give out: 192.168.1.2-192.168.1.254
helect DNS servers

ns servers: Z203.162.8.182,8.8.8.8
Select lease time

lease time: 3d
[ B 1 >

Hinh 2.11 Céu hinh dhcp-server

2.4.3 Cau hinh Hotspot
- G6 1énh sau dé hién thi cac dong yéu cau nhdp thong tin hotspot:
[admin@MikroTik] > ip hotspot setup
hotspot interface: ether2
local address of network: 192.168.1.1/24
masquerade network: yes
address pool of network: 192.168.1.2-192.168.1.254
select certificate: none (mdc dinh xudt hién dong import-other-certificate, ching ta
xoa dong do va nhdp vao none)
ip address of smtp server: 0.0.0.0 (Néu trong mgng c6 may cha smtp thi nhédp dia chi
cuia may chu dé vao, néu khéng cé thi dé mdc dinh 14 0.0.0.0)
dns servers: 203.162.0.182,8.8.8.8
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dns name:
name of local hotspot user: user (Tqo account cho hé thong ding dé ding nhdp
hotspot)

password for the user: 123 (M4t khdu cua tai khodn trén).

[admin(@ ] > ip hotspot

i

Belect interface to run HotSﬁot on

hotspot interface: etherd
et HotSpot address for interface

local address of network: 192.168.1.1-24
asquerade network:
Bet pool for HotSpot addresses

ddress pool of network: 192.168.1.2-192.168.1.254
Belect hotspot SSL certificate

select certificate: none
Select SMTP server

ip address of smtp server: 0.0.0.0
Betup DNS configuration

ns servers: 203.162.0.182,8.8.8.8
DNS name of local hotspot server

ns name:
reate local hotspot user

name of local hotspot user: user
password for the user: 123

Hinh 2.12 Céu hinh Hotspot

2.4.4 CAuhinh NAT
[admin@MikroTik] > ip firewall nat add chain=srcnat action=masquerade out-

interface=etherl
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— -
=]
el
W

chain=srcnat masquerade

,_|
=]
e
T

Hinh 2.13 Céu hinh NAT
2.45 M@t sb Iénh co ban

- Lénh thay d6i mat khau tai khoan admin
[admin@MikroTik] >> password
old-password: (Pé trang néu thay déi mat khau lan dau)
new-password: (Mdt khau maéi)
confirm-new-password: (G6 lai mdat khau méi)

- Lénh lién quan IP, gateway

[admin@MikroTik] > ip address print detail
[admin@MikroTik] > ip route print detail

- Lénh x0a dia chi IP khi nhép sai:
[admin@MikroTik] > ip route remove x
[admin@MikroTik] > ip address remove x
(Trong dé x la s6 thit tr cua IP, 6 thr tu ddnh tir 0 tré 18n)
- Lénh tat va khoi dong lai may:
[admin@MikroTik] >> system reboot
Reboot, yes? [y/N]: (Chon Y dé khéi dong lai)
[admin@MikroTik] >> system shutdown
Reboot, yes? [y/N]: (Chon Y dé tat may)
- Lénh thiét 1ap lai toan bo cau hinh
[admin@MikroTik] > system reset
Dangerous! Reset anyway? [y/N]: (Chon Y dé thuc hién)
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2.5 Cau hinh hé théng Hotspot véi giao dién GUI théng qua Winbox

Sau khi cai dit xong Mikrotik Router OS, ta cau hinh dia chi IP (nhu trong phan
2.4.1). St dung phan mém Winbox trén mdt may tinh khic trong cing mang dé két nbi
té61 may chu Mikrotik qua dia chi IP cua NIC1 (NIC WAN).

@ MikroTik WinBox Loader ¥2.2.18 =10] x|

Connect To: | 192.168.0,150 E Connect I

Login: | admin

Password: |

Save |
|V Keep Password
[V Secure Mode Remaove |

[V Load Previous Session Tools... I
MNote: |MikroTik
Address ¢ I User I MNote I

Hinh 2.14 Giao dién Winbox
2.5.1 Céau hinh DNS va dhcp-server
- Trong menu chinh chon IP>DNS

- Trong bang DNS Settings dién thong tin DNS nhu hinh duéi. Néu trong mang
c6 may chi DN thi dién IP ctia may chii d6 vao.

DNS Settings =l E3

Servers: | EIERIZXRER | 0K
8888 |4 | Cancel
Dynamic Servers: [ | Apply
[ ] Allow Remote Requests Static
Max UDP Packet Size: | 4036 ' [ Cache
Cache Size: | 2048 | Kig
Cache Used: |8 |
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Hinh 2.15 Cdu hinh DNS bang giao dién GUI

- Tir menu chinh bén trai chon IP>DHCP Server

- Trong bang DHCP Server chon DHCP Setup va lam theo hinh duéi:

DHCP Server

Oflx]

DHCP | Networks Leases Options Option Sets Alets

=] OHCP Crly

| DHCP Setup |

|Name / | Interface Relay |Lease Time \Add v

DHCP Setup

I Back Next

.

'

0 items

Hinh 2.16 Céu hinh DHCP Server qua giao dién GUI

- Trong muc DHCP server Interface chon ether?2. Nhan Next dé tiép tuc.
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DHCP | Networks Leases Options Option‘Sets Aleits

+=] '/ | oHeP conf || DHCP Sets |

| Name 7 Inketface \Relay | Lease Time |Addf v

DHCP Setup

Select network for DHCP addiesses

DHCP Address Space: | [ralS:R NIz

| Back || Mew || Cancel |

0items

Hinh 2.17 Céu hinh DHCP Server qua giao dién GUI
- Gilr nguyén dia chi Gateway va chon Next

DHCP Server [=](E3
DHCP | Networks  Leases Options Dpion Sels | Alerts

[+][=] | DHCP Config || DHCP Setup |

|Name / | Interface |Relay  |Lease Time \Addr v

DHCP Setup

Select gateway for given network

Gateway for DHCP Metwork: |IEPRLSANR)

| Back [ Mea || Conce |

0 items

Hinh 2.18 Céu hinh DHCP Server qua giao dién GUI
- Day dia chi IP DHCP s& cap phat cho céc client khi két ndi.
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DHCP |Netwoiks  Leases Oplions OplionSels  Alts |

=] el | oo

|Name / |Interface |Relay  |Lease Time

DHCP Setup =] E3

Select pool of ip addresses given out by DHCP server

Addresses to Give Out: | JERRIG P[RR

| Back || Net || Concel |

0items

Hinh 2.19 Cdu hinh DHCP Server qua giao dién GUI

- Tiép theo ta s& khai bao DNS, do di thiét 1ap DNS & trén nén ta dé mic
dinh va nhan Next.

DHEP Server [=1E3
DHCP | Networks Leases Options OpionSels  Altts

=] (] ) [oerco][wersas|

| Name /| Intetface \Relay  |Lease Time |Add{ ¥

DHCP Setup

+ I»
Ditems

Hinh 2.20 Céu hinh DHCP Server qua giao dién GUI
- Chon thoi gian cho thué dia chi IP, mic dinh 1a 3 ngay. Nhan Next dé
tiép tuc. Cudi cung chon OK dé hoan thanh qué trinh ciu hinh dich vu DHCP

Server.
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DHCP | Networks Leases Opiions Opton Sets  Aletts

#][=] () [ oHcp con || oHee seu |

| Name /| Intetface |Relay  |Lease Time |Addr v

" Back || Net || Cencel |

Oitems

Hinh 2.21 Cdu hinh DHCP Server qua giao dién GUI

2.5.2 Céu hinh Hotspot

- Tt menu chinh bén trai chon: IP > Hotspot

- Trong bang Hotspot chon Hotspot Setup

Sewvers | Server Profles Users User Profles Active Hosts .

EE | ResetHTML || HotspotSetup | [ |

|Name /| Interface \Address Pool |Profle v

Hotspat Setup

« | »

0 items

Hinh 2.22 Céu hinh Hotspot qua giao dién GUI
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- Trong muc Hotspot Interface chon ether2. Nhan Next dé tiép tuc.

Servers | ServerProfles Users User Profles Active Hosts ..

#[E] [ Fese AL | HotpotSetn |

|Name / | Interface |AddiessPool |Profle | v

Hotspot Setup =] E3

Set HotSpot address for interface
Local Address of Network: | [EXRE-RRF24
Masquerade Network

| Back || New || Concel |

¢ [ »
0 tems |

Hinh 2.23 Cau hinh Hotspot qua giao dién GUI

- Giir nguyén gia tri Local Address of Network. Nhan Next dé tiép tuc.

Servers | Server Profles Users User Profles Active Hosts ..

[#[=] [ et | Hopotsou |

|Name / |Interface |AddressPool |Profile | w
Hotspot Setup =] E3
Set pool for HotSpot addresses
Address Pool of Network:

| Beck [ New || concel |

¢ | [»
0 tems

Hinh 2.24 Céu hinh Hotspot qua giao dién GUI
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- Address Pool of Network 1a dai dia chi IP ma hotspot s& cap cho client

khi tham gia vao mang. Nhan Next dé tiép tuc.

Servers |5mP|oﬂasI Uml UselPl'oﬂes|Mli\'e‘ Hosls‘ ‘

EE | Reset HTML " Hotspot Setup | Find

[Mame / [Intesface [Address Pool [Profle  [¥

Hotspot Setup

Select hotspot SSL certificate
S Cors: (P ¥

| Bk [ New || Concel |

«| | »
Oitems

Hinh 2.25 Cdu hinh Hotspot qua giao dién GUI

- Chon none cho Select Certificate. Nhdn Next dé tiép tuc.

[Name /| Interface \AddressPool |Profle ¥

Hotspot Setup

Select SMTP server
IP Address of SMTP Server

| Back || New || Conce |

0items

Hinh 2.26 Cdau hinh Hotspot qua giao dién GUI
- Nhap dia chi may chit SMTP. Nhan Next dé tiép tuc.
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Servers | Server Profies Users UserProfies Active Hosts ..

* =] | Reset HTML || Hotspot Setup |

s | Interface |address Pool  |Profile | v

|Name

Hotspot Setup

0items

Hinh 2.27 Cdu hinh Hotspot qua giao dién GUI

- Nhap dia chi cua may chu DNS va tiép tuc.

Severs | Senver Profies Users UserProfies Actve Hosts ..

* = | Reset HTML || Hotspot Setup |

[Name /| Interface |addiessPool  |Profle | v

Hotspot Setup

Create local HotS pot user
Name of Local HotSpot User:
Password for the User:

© Back |[ New || Concel |

0 items

Hinh 2.28 Céu hinh Hotspot qua giao dién GUI
- Nhép t&n cua may chu DNS néu c6, hoic dé trang néu trong mang

khong c6 may chi DNS Server. Nhan Next dé tiép tuc.
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Filter Rules NAT IManﬂs Service Ports  Connections  Address Lists  Layer? Protoc

EE @ [ = Feset Counter: || 00 ResetAll Counters |

# _JA;ction Chain Sic. Address |Dst. Address |Proto... Src. Poit  |Dst. P
50 =lred.. NI
6D & ump
70 imp | Genersl |Advanced Estia| Action Statities
8D  =lred.
90D  =lred.. Chain: |STE
10D =l redi... )
1D =l edi Sic. Address: [1]192.168.1.0/24
120 | Ajmp Dst. Address: |
13D =l redi...
14 & |
?wl':-:»:— }-Iunilw:-lr r Protacol: I
152 | & pas Sic. Port: [
22 masquerade h
16 =l mas... Dst. Port: |
;:; masquerade h
17 = mas... Any. Port: [
;:; masquerade h )
18 =l mas... In. Interface: |
13 =1 mas... Dut. Interface: [ |etherl
20 = mas...
5;: masquerade h
21 =l mas.. Packet Mark: |
22 items Connection Mark: |
Ao

Hinh 2.29 Céu hinh Hotspot qua giao dién GUI
- Nhap tén cua tai khoan Hotspot va mat khau. Pay 1a tai khoan dung dé
dang nhap thir Hotspot. Nhan Next dé tiép tuc. Nhan Ok dé két thic qua trinh
cai dat Hotspot.
2.5.3 Cau hinh NAT
- Trén menu chinh bén trai chon: IP > Firewall. Trong bang Firewall
chon tab NAT. Nhép + dé thém.
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Filter Rules NAT IHaru;ie Service Ports Connections  Address Lists  Layer7 Protoc

EE IE [i’ Reset Counters Hoo Reset All Counters |

# _JAction Chain Src. Address | Dst. Address |Proto... |Src. Port | Dst. P
5D = redi.. [NENININEIN
ED @ jump
70 eajump | Genewal |Advanced Extia Action Statistics
8D =lred..
30 =l red.. Chain: | ST
b :: rock... Src. Address: [ 1(192.168.1.0/24
120 Ajump Dst. Address: |
130 =l redi...
14D @
|:l|.':|:E‘ }'lll:'j?llilf I P'DIWUI: I
15|X B pas Sre Port I
;;» masquerade hd
16 =l mas... Dst. Port: |
;:; masquerade hd
17 =[l mas... Any. Port: |
22 masquerade hg
18 =l mas.._ In. Interface: |
;g ‘:: mas... Out. Interface: [ ]| ethert
=l mas...
2 masquerade hdg
A =l mas. Packet Mark: |
22 items Connection Mark: |
(o] [ wd 1 I

Hinh 2.30 Céu hinh NAT thong qua giao dién GUI

- Chain= srcnat
- Src.Address= 192.168.1.0/24 (Pay 1a dai IP ma DHCP s& cip cho céc
may con khi két ndi vao mang).
- Out.Interface = etherl (NIC WAN)
- Tiép theo chon tab Action, chon Action=Masquerade. Nhan Apply dé
&p dung, OK dé hoan thanh.
2.6 Cau hinh Radius
Trong menu chinh bén trai chon : Radius
Trong bang Radius chon thém radius
Trong bang New Radius Server:
- Chon hotspot, login trong muc Services
- Address: 127.0.0.1

- Secret:hpu.edu.vn
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- Chon Accounting backup

ElE ‘ Reset Status H Incoming |

#t | |Service (CaledID  [Domain  |Address R4l

New Radius Server

General |Slaius

— Service

Clipen 1 V] login
hotspot [ wireless

Called ID: | v

Domain: | v

:
File el

0 Secret: | “““““““““ | Reset Status

Authentication Port: | 1812 |
Accounting Part: (1813 |
Timeout: |300 ' ms

[v| Accounting Backup
Realm: | | N

Sic. Address: | | v

‘enabled

Hinh 2.31 Cdu hinh Radius qua giao dién GUI

Chon Apply va Ok dé hoan thanh thém Radius

Trong menu chinh bén trai chon : IP>Hotspot

Trong bang Hotspot, chon tab Server Profile

Nhip chon profile: hsprofl dé bang cau hinh Hotspot Server Profile
Trong tab Radius chon Use RADIUS

Sv: Ng6 Thanh Chién — CTL501 64



Xay dung diém kiém soét truy cdp mang khdng day D6 &n tot nghiép

Hotspot
Severs Server Profies | Users User Profies Active Hosts  IP Bindings  S¢
+= T
J_Nom \DNS Name / HTML Ditectory Rate Limit (w/tx) |
& default hiotspot
@ hsprofl hotspot
Hotspot Server Profile <hspraf1>
General Login RADIUS | 0K
Use AADIUS 1| | Canceal
Default Domain: | v oy
Location |ID: | ]" Copy
Location Name: | | » Remaove

MAC Format: [3¢:54:3X34 344 ¥

Accounting
Interim Update: | v
57d NAS Port Type: [19 (wireless-802.11) (=]

Hinh 2.32 Céu hinh Radius qua giao dién GUI
Nhiap Apply va Ok dé hoan thanh.
Thuc hién twong tu dbi véi Profile default

Dang nhap trang quan tri User manager v&i dia chi: 192.168.0.150 véi tai khoan

admin va mat khau dé trong.
Thém mdt Router voi thong tin sau:
- Name: HS
- Ip address:127.0.0.1

- Shared secret: hpu.edu.vn
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P ks e e <

€ - C f [)192.168.0.150/userman ® O =

MikroTik
Mikrotik User Manager E
[ |V Name ¥V IP address ¥V Shared secret
| C HS 127.0.0.1 hpu.edu.vn

| Per page [20] =|

Routers

l Users

Sessions

| Customers |

Logs

| Payments
l Profiles

| Settings |
Reports

0 A sessions

| OAusers |

Advanced search

| Maintenance |

l Logout

Hinh 2.33 Céu hinh Radius qua giao dién GUI
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CHUONG 3: THUC NGHIEM VA TRIEN KHAI HE THONG

3.1 PDiatvan dé

Hé théng mang khong day ciia truong Dai hoc Dan Lap Hai Phong da duogc xdy
dung tlr nhitng nim 2008 va khong ngimg dugc nang cap, 1ap méi diém phat song hang
nam. Tur khi xay dung cho dén nay, hé théng mang van hoat dong dua trén su “ty giac”
ciia ngudi dung (bao gém ca Sinh vién va CBCNV), trong nhimng giai doan dau hé
thong hoat dong tot va dem lai hidu qua cao. Tuy nhién, trong thoi gian 3 ky hoc gan
day (ky 1, 2 nam 2012 va ky 1 nam 2013 ), phong Quan tri mang nhan dugc kha nhiéu
¥ kién dén tir Sinh vién, Can bo giang vién... phan hoi vé chit luong cling nhu nhimg
su ¢ thudng xuyén gip phai khi st dung mang khong day. Co nhitng thoi diém hau
hét cac diém truy cap (Access Point) khong thé phuc vu. Nhiéu ngudi st dung cc tng
dung hd tro download chiém bing thong 16n, gay té liét hé théng dan dén nhitng ling
phi khong dang c6 va su mét cong bang giira cic ngudi st dung. Ngudi vao trude thi
st dung “vo t01 va”, nguoi cham chan thi khong c6 kha ndng “chen chan” vao mang.

Trudc thyc trang nhu vdy, Ban lanh dao nha trudng da yéu cau phong Quan tri
mang xay dung phuong an quan 1y wifi méi nham dam bao cac yéu cau chinh nhu sau:

- Phuc vu dung nguoi dung trong truong (hon 7700 Sinh vién va hon 300
Giang vién, cac can bo nhan vién khac...) thong qua tai khoan, mat khau cho
ting d6i tuong.

- Pam bao quyén lgi mdi c4 nhan khi tham gia sir dung mang wifi phai cong
bang, duoc dam bao nhing nhu cau co ban nhat phuc vu cong tac nghién
cuu giang day, hoc tap, trao doi thong tin, tra ctru tai liéu...

- Tbi uu hé théng, tranh lang phi, khai thac t6i da ngudn luc hién co.

- Xay dung co ché phu hop dé tién t6i 4p dung hinh thirc thu phi trong qué
trinh phuc vu cia mang khong day sau nay.

3.2 M@t sb giai phap dé xuat
3.2.1 Phat trién trén Radius Of Windows

RADIUS ( Remote Authentication Dial In User Service) 1a mét giao thirc dugc

dinh nghia trong RFC 2586 v&i kha nang cung cép xac thuc tp trung, cap phép va diéu
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khién truy nhap (Authentication, Authorization, va Access Control — AAA) cho cac
phién 1am viéc voi SLIP va PPP Dial-up — nhu viéc cung cip xac thuc cia cac nha
cung cip dich vu Internet (ISP) déu dwa trén giao thirc nay dé xac thuc ngudi dung khi
ho truy cap Internet. N6 can thiét trong NAS Network Access Server dé lam viéc véi

username va password cho viéc cip phép.

Giao thirc Remote Authentication Dial In User Service (RADIUS) dugc dinh
nghia trong RFC 2865 nhu sau: V&i kha ning cung cp xac thyc tap trung, cip phép va
diéu khién truy cap (Authentication, Authorization, va Accounting — AAA) cho cé4c
phién 1am viéc v6i SLIP va PPP Dial-up —nhu viéc cung cip xac thuc cta cac nha cung
cap dich vu Internet (ISP) déu dua trén giao thirc ndy dé xac thuc nguoi dung khi ho

truy cap Internet.

NG can thiét trong tit ca cac Network Access Server (NAS) dé lam viéc voi
danh sach cac username va password cho viéc cap phép, RADIUS AccessRequest s&
chuyén cic thong tin t6i mot Authentication Server, théng thudng nd 1a mot AAA

Server (AAA — Authentication, Authoriztion, va Accounting).

Trong kién truc cta hé théng né tao ra kha ning tip trung cac dir liéu, thong tin
clia ngudi ding, cac diéu kién truy cap trén mot diém duy nhat (single point), trong khi

c¢6 kha ning cung cap cho mot hé thong 16n, cung cap giai phap NASs.

Khi mot user két ndi, NAS s& giri mot message dang RADIUS Access-Request
tGi may chu AAA Server, chuyén céac thong tin nhu username va password, thong qua

mot port xac dinh, NAS identify, va mdt message Authenticator.

Sau khi nhan dugc cac thong tin may chi AAA st dung cac goi tin dugc cung
cap nhu NAS identify, va Authenticator tham dinh lai viéc NAS d6 c¢6 dugc phép gui
cac yéu cau d6 khong. Néu co kha ning, may chi AAA s& tim kiém tra thong tin
username va password ma ngudi ding yéu cau truy cap trong co so dit lidu. Néu qua
trinh kiém tra 1a ding thi n6 s& mang mot thong tin trong AccessRequest quyét dinh

qua trinh truy cap cia user d6 1a duoc chap nhan,
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Khi qué trinh xac thuc bét dau duogc st dung, may chi AAA cé thé s& tra vé mot
RADIUS Access-Challenge mang mot sd ngiu nhién. NAS sé& chuyén théng tin dén
nguoi dung tur xa (véi vi du nay st dung CHAP). Khi d6 nguoi dung s€ phai tra 101
dung cac yéu cau xac nhan (trong vi du nay, dua ra 161 dé nghi mi hoa password), sau

d6 NAS sé& chuyén toi may chit AAA mot message RADIUS Access-Request.

Néu may cha AAA sau khi kiém tra cac thong tin ctia ngudi ding hoan toan
thod man s€ cho phép st dung dich vy, nd s€ tra vé mot message dang RADIUS
Access-Accept. Néu khong thoa min may chit AAA s& tra vé mot tin RADIUS Access-

Reject va NAS s& ngiat két ndi voi user.

Khi mot goéi tin Access-Accept duge nhan va RADIUS Accounting da dugc
thiét 1ap, NAS s& gui mot goi tin RADIUS Accounting-Request (Start) téi mdy chu
AAA. May chu s& thém céc thong tin vao file Log cua no, vdi viéc NAS sé cho phép
phién 1am viéc v6i user bat dau khi nao, va két thuc khi nao, RADIUS Accouting lam
nhiém vu ghi lai qua trinh xac thyc cta user vao h¢ théng, khi két thic phién lam viéc

NAS sé gtri mot thong tin RADIUS Accounting-Request (Stop).
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K\ RADIL
S :
=

RAS Server

RADIUS
VPN Server
. Ty RADIUS =
____1 1 0
% S
Switch with port-based
Authentication RADIUS
Senver
RADIUS

Access Point
Captive Portal
and NAS

Hinh 3.1 Mo hinh xac thuc giita Client va RADIUS Server
+ Uu diém:

- Khé ndng xdc thyc manh még, dd tin cdy cao dugc st dung phd bién trén
khap the gioi.
- Kha nang tuong thich cao vo1 hé thong mang c6 san cua truong.

- Tai liéu huéng dan cai dit va van hanh day du.
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+ Nhwoc diém

- Yéu cau mét Server c6 ciu hinh cao chay h¢ diéu hanh Windows Server
2000/2003/2008 do d6 khoan tién nha truong phai dau tu mua Server méi

va ban quyén Windows Server 1a kha 16n.

- Véi khuyén céo trong viéc trién khai Radius Server bang phuong thirc sir
dung Windows Server cua Microsoft thi s€ dap rng dugc trong khoang 500
ngudi dung ddi véi mdi Server. Nhu vay voi khoang 8000 can bo giang vién
va sinh vién cia truong thi can khoang 10 Radius Server.
3.2.2 Phat trién trén FreeRadius
FreeRadius 1a mot md dun co hiéu suit cao dugc phat trién va phan phdi mién
phi dudi GNU General Public License v.2. Hién nay FreeRadius 1a may chii ma nguén
mo duoc trién khai rong rai nhat trén thé gidi. Ngoai kha ning cung cap céc tinh ning
xac thyc nhu Radius of windows, FreeRadius con tuong thich v&i hau hét cac co so dir
li¢u nhu LDAP, MySQL, PostgreSQL, Oracle...

+ Uu diém

- Puoc cung cap mién phi

- C6 thé duoc hd tro tir cong dong ngudi sir dung phat trién rong 16n.
+ Nhwoc diém

- Can mdt Server cAu hinh manh st dung nhan Linux hoac Unix.

- Kho tiép can do hé thong mang cia trudng duge xay dung trén nén tang
Windows.

- Mic du chua ¢6 con s6 cu thé sb nguoi dung ma mdt FreeRadius Server
chay trén nén tang ma ngudn mé c6 thé dap ung, nhung da c6 két qua
khoang 1000 trong mdt s6 thuc nghiém dugc dua ra. Nhu vay dé dap
g duoc yéu ciu cta nha trudng thi can khoang 5 Server.

3.2.3 Swr dung giai phap cia Meraki
Meraki mot gidi phdp quan ly wifi cia mdt cong ty Meraki, cong ty nay dugc
thanh lap tor nam 2006 boi cac thanh vién cua phong thi nghiém khoa hoc may tinh
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thudc Vién CNTT Massachusett (MIT). Meraki vén duge hd tro bai 2 quy Sequoia
Capital va Google Inc. Cong ty cung cp cac giai phap, cong nghé wifi, chuyén mach,
an ninh va quan 1y thiét bj di dong tr ddm may. Cac giai phap ndy phu hop véi cac

doanh nghiép tam trung. Hién Meraki dugc dugc mua lai boi Cisco.

Administrator Access

Epl
Meoraks Hosted
Back-end System |

Hinh 3.2 Mo hinh Mesh cua Meraki

Meraki cung cip cong nghé mang véi cac tinh nang “cau hinh tu dong, hdi phuc
song tu dong, load-balancing tu dong va bao dong su cd tu dong”, dac bi¢t duoc quan

1y truc tuyén v4i webbased controller tién loi va "dugc ho trg FREE".

THIET BI: Trang nha, gon nheva bén bi. Chuan a/b/g/N tuong thich hoan toan
v6i nhau, song phu theo hinh quacau (360°), tao thanh "ma tran séng day & manh, han
ché "diém chét" (dead-spot) .

TRIEN KHAI: Rat dédang va don gian (giam thiéu viéc chay cap mang dén
thiét bi) nho truyén song 13 budc khong day, riéng thiét bi MR58 c6 thé truyén song 10
budc khong day. Vi vay rat c¢6 loi cho viée trién khai mang dién rong.

HOAT PONG MANG: Rét 6n dinh va d6 tin cdy cao nho cac tinh nang vuot
troi ciia cong ngh¢ MESH ddc ddo c6 mot khong hai:

Tu dong céu hinh (self-configuring): khi cim vao ngudn dién 1a thiét bi tu dong
cAu hinh va tu dong ndi két voi céc thiét bi trong cung mang dé tao mesh. Néu bj mat
nguén dién hodc Internet va co trd lai sau do, mang hay thiét bi s& tu dong cAu hinh lai

rat nhanh.
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Tu dong khoi phuc song (self-healing): mang ty cAu hinh lai sau mdi 30 gidy dé
tim dudng soéng nhanh nhit cho mdi node. Vi vay, néu c6 thiét bi nao biyéu song thi s&
duge khoi phuc ngay sau d6. Néu c6 thiét bi bi gian doan hoat dong (do mit ngudn),
khu vie d6 van c6 séng cua nhitng node khac phu dén nén ngudi st dung khong bi
gian doan.

Tu dong can bang tai (auto load-balancing):Mang Meraki tu déng can bang tai
gifra cdc gateway va gilta cdc nodes voi nhau nén gidm bdt tinh trang qua tai tai mot
khu vuec.

Tu dong bao dong (self-notifying):chirc ning cap nhat thong bao trudce su cb
cho ngudi quan tri mang dé kip thoi sira chita trudce khi khach hang than phién.

l/ﬂ\ /’/‘., <
\)’[ & Sy Q—
(O /
2
¥ : - /‘/
| / \\"J \
\}) \//' N Obstructio \
Som Sues |

\
\
\
\
No
S
¥i O Wreless Access
,/-'Q ApPAOE Pont (WAP
nt Devk
co)

Hinh 3.3 M6 hinh Mesh
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Mot sb giai phap bao mat cua hing thir 3 khéc:

- Aradial WiFi - http://www.aradial.com

- Bridgewater Wi-Fi AAA - http://www.bridgewatersystems.com
- Cisco Secure Access Control Server - http://www.cisco.com/

- Funk Odyssey - http://www.funk.com/

- IEA RadiusNT - http://www.iea-software.com/

- Infoblox RADIUS One Appliance - http://www.infoblox.com/
- Interlink Secure XS - http://www.interlinknetworks.com/

- LeapPoint AiroPoint Appliance - http://www.leappoint.com/

- Meetinghouse AEGIS - http://www.mtghouse.com/

- OSC Radiator - http://www.open.com.au/radiator/

- Vircom VOP Radius - http://www.vircom.com

3.2.4 Mikrotik Router Os

- Mikrotik Router OS duoc phat trién boi cong ty Mikrotik. Cong ty nay thanh
1ap nim 1995 tai thu 46 Riga, Latvia. Cong ty chuyén phat trién cac thiét bi dinh tuyén
va hé thong IPS khéng day. Cong ty hién cung cip ca céac thiét bi phan cimg va cac giai
phap phan mém dé két ndi internet cho hau hét cac nudc trén thé gidi.

- Trang chu: http://www.mikrotik.com

- Mikrotik Router OS 1a hé diéu hanh phan ctmg cia RouterBOARD Mikrotik.
N6 cling cé thé duoc dit trén mot may tinh doc 1ap va s€ bién may tinh d6 thanh mot
bd dinh tuyén véi tit ca cac tinh ning can thiét nhu: Pinh tuyén, twong lira, quan 1y
bang thong, diém truy cap khong day...

- Hién Mikrotik router os dang dung lai & phién ban chinh thirc 1a v5.25. Phién
ban khong chinh thirc 13 v6.0rc14. Hién em dang sir dung phién ban v6.0rc14 dé demo

trong qua trinh thyc hién d6 an.
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- Mikrotik router os tir phién ban 5.0 tré vé sau dugc xay dung dya trén Linux
kernel version 2.6.35. Do vay dung luong ctiia OS nhd, c6 thé ghi vao dia CD hoic

tham chi dia mini-cd.

- Lién két tai: http://www.mikrotik.com/download

- CD Image phién ban v6.0rc14 c6 dung luong 18.40 mb.

- CD Image phién ban v5.25 c6 dung luong 20.85 mb.
3.3 Trién khai hé théng quan Iy mang WLAN tai trwong PHDL HP
3.3.1 Thiét ké logic

Khu Giang duéng Khu KTX

Khu van phéng

Hinh 3.4: Hién trang hé théng hién tai
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- Firewall
- NAT
- Loadbalance .
~
Mikrotik |
NS

Server Farm
—_—

R

A
\

(‘5

Hé théng wifi

Hinh 3.5: So do logic sau khi trién khai Mikrotik

Thiét ké logic dam bao cac yéu cau:

- Mbi nguoi dung duoc cung cap mot tai khoan mat khau.

- Giai quyét tinh trang cac diém phat song AP bi treo.

- C6 kha ning tich hgp véi hé thong quan 1y tai khoan tap trung.

3.3.2 Thong s6 cai dit

Thong sb phan cimg: Hé thong duoc trién khai trén mot Server IBM X236
CPU: Intel®Xeon™ 3.0 GHz/800 MHz
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RAM: 2 GB (2x 1 GB) of 800 MHz DDR2 ECC

LAN: 02 Gigabit Ethernet onboard, 01 External RTL-8139/8139C/8139C
HDD: 30 Gb, 5400 RPM

Théng sb phan mém: Mikrotik Router Os version 5.20

3.3.3 Qua trinh trién khai

- Phan mém Mikrotik Router OS dugc trién khai mot may chi IBM X236

- Nang cép firmware va cdu hinh toan bd cac diém phat song tir co ché Router
sang co ché AP (gom 17 AP & khu vyc Giang dudng va 35 AP tai Khach san Sinh
Vién)

- Chia lai toan bo hé thong thanh 3 VLAN

* Vlanl: Cac may chu dugc dat tai Truong

« Vlan9: Céc diém phat song khu Giang duong

« Vlan11: Céc diém phat song khu Khéach san Sinh vién

- Chinh stra cau hinh thiét bi mang pht hop véi cach thirc quan 1y méi

- Tao tai khoan nhém va tai khoan nguoi dung; sinh vién, giang vién, can bd,
nhan vién,...

- Xay dung chinh sach d6i voi timg nhém, ngudi ding; mdi nguoi st dung sé
thudc mot nhom va cac chinh sach vé toc dd, thoi gian, luu luong duoc ap dung thong
qua cac nhém ngudi dung.

- Kiém tra va hiéu chinh cac thong s6; cac tham s6 thoi gian luu giit phién két

noi, kiém soat cac dich vu, giao thirc can loc bé.

- Viét tai liéu hudng dan va hd tro ngudi ding
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3.3.4 M@t s6 hinh anh vé hé théng.

English

Vui long d3ng nhiap d&€ sir dung dich vu truy cdp mang.

TrUUng Bai hoc Dan l1ap Hal Phong
Dung thir mi&n phi (t&c d& chim) n 3

(&)

Wireless Internel access

Tai khodn
Mat khau

Bang nhap

-

ki thudt (Mr.Hung): 0904.165
Théi gian: 7:30 - 0 tir thir Hai d&n thir Bay.
Bang nhap dai » inh vién: (nhin vio diy)

http: ffwww hpu.eduwn

HPU Network Management @ 2013

Giao dién ddng nhdp tiéng viét

English

Vui lang d3ng nhip d€ sir dung dich vu truy cidp mang

Trudng Bai hoc Dan 13p Hai Phong
Dung thir mién phi (t&c d& chim) n ]

(&)

Wireless internel access

Tai khodn (111
Mat khau
Bang nhap
HE tra r.Hung): 0904,165

Théi gian tir thir Hai dén thi Bay.
Bang nhap doi vdi Sinh vién: (nhin vao diy)
http: ffwww hpu.edu.vn

HPU Network Management ©2013

e t found

Nguoi dung khong hop 1¢é

Tiéng Viét

Please log on to use the internet hotspot service,
Haiphong Private University
Free trial available (speed limit) click here,

(&)

Wireless internel access

Login
rord

OK

Support (Mr.Hung): 0904.165
Time: to 17:30 from Monday to Saturday.
Student Login Information: (click here)

http: ffwww hpu.eduwn

HPU Network Management @ 2013
Giao dién dang nhdp tiéng anh
English

Vui léng d3ng nhap d& sir dung dich vu truy cip manag.
TrLIcfng Pai hoc Dan |ap Hai Phong
Ding thir mi&n phi (téc 88 chim) n T

(&)

Wireless Inlernel access

HE tra ki thudt (Mr.Hung): 0904, 165

Théi gian tir thir Hai dén thir Bay.,
Pang nhap d&i vdi Sinh vién: (nhin vio diy)

http: ffwww hpu.edu.vn

HDU Network Management © 2013

ltan lis had
imulta assion limit reached

C6 hon 2 thiét bi sir dung mot tai khoan
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English

fui ldng d3ng nhap d& sir dung dich vu truy cdp mang
Trerng Pai hoc Dan lap Hal F‘hong

Ding thir mién phi (téc 86 cham) r

(&)

Wireless inlernet access

Tai khoan |chiennt

English

Vui lang d3ng nhap d€ sir dung dich vu truy cdp mang.

Trudng Pai hoc Dan |ap Hai Phong

Ding thir mign phi (t8c 46 chim)

(&)

Wireless Inlernet access

Tai khoan |chiennt

Mat khau Mat khau
Pang nhap Dang nhap
H tra ki rhu (Mr.HUng): 0904165 233 Ha tra ki thudt (Mr,HONg): 0904, 165 233
Théi gian: tir thir Hai dén thir Bay. Thdi gian: 7: tir thir Hai dén thir Bay,
B3ng nhap h vién: (nhan vio diy) Bang nhap doi vdi Sinh vién: (nhin vio diy)
http: ffwww hpu.eduwn http: ffwww hpu.eduvn
JHPU Network Management @ 2013 HPI{ Network Management @ 2013
Khong cho phép nguoi dung dang Sai mdt khau dang nhdp

nhdp thoi diém ndy
Hinh 3.6: Giao dién dang nhdp va mot 56 16 thuong gap
- Nguoi st dung truy cdp vao dia chi sau dé d6i mat khau:

http://net.hpu.edu.vn/user

‘_ [ HPU Network Manageme x \‘1

= C [ nethpueduwvn/user

]
(&)

Wireless Internel access
HPU Metwork Management

Login Nhap tai khoan

Password Nhap méat Ldlél.l

Hinh 3.7: Thay déi mdt khau nguoi ding
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| %) HPU MNetwork Manageme .‘\L -y — - — q

< C [ nethpu.eduvn/user

(((E) First name: |Chién
HFU L:“x“(in,_t Last name: Mgd Thanh
-f—_[ Phone: (012389777589
I 5;:115 | Location: |SV

Email: |ngothanhchienhp@gmail ¢
| Logout |

Change password (Leave blank to keep old password)
Mew password: Nhap mat khan méi

Retype new password: | Nhap lai mat kchfu méi

| Save |

Hinh 3.8: Thay déi mdt khau nguoi ding
3.4 Két qua dat dwoc

Hé thong quan 1y mang khong diy budc dau di dat duoc mot s két qua nhat
dinh:

- Quan ly mang khong day té1 ting nguoi dung
- Pap tmg duoc cac yéu cau dit ra tir lainh dao Nha trudng

- Giai quyét duoc sy ¢ treo thiét bi trong cach thirc quan 1y trude day, ting

s6 luong ngudi sir dung dong thoi, tan dung ti da tai nguyén hién co.
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Uptime: (033215 |

Free Memary: [18552MB |
Total Memory: [1879MB |
cPu:fme®) |
CPUCaumt:2 ]
CPUFr [3200mHz |
CPU Load:

]il Free HDD Space: [29.3GB
3 - g L - i = Total HDD Size: [29.5GB
|AH ' )DF:9A'FS:D9:... 17218252180 17218252180  hotspot-domt... 00:00:01 224.9k... 6.6 Mbp: —
AH  @9439ESEC12:4F 172.18.254.54 1721825454  hotspot-domt 00:00:01 438kb... 2.7 Mbps :
AH  @1C659D:3F.98.09 172.18255.101 17218255101  hotspot-domnt 000001 627kb... 2.5 Mbps| Sector Wites Since Reboot: |4 053 974
AH @B84:4B:F5C3.D7:5F 172.18.253.86 172.18.253.86 hotspot-dormi 00:00:01 51.6kb... 17703 .. Total Sector Wtes: |4 053 974
AH @6470.020C8F.9D 17218254129 17218254129  hotspot-domt 00:00:01 38.2kb... 1460.4
AH @74DE28:04:04:26 17218253186 17218253186 hotspot-dorma 00:00:01 34.4kb... 13715 Arch Name: (x86
AH  @DC:85:DE:22:01:38 172.18.251.102 172.18.251.102 hotspot-dormi 00:00:01 39.2kb... 13630, Nane: _
AH @94DB:C9:B5:2B:43 1721825175 1721825175  hotspot-domt 00-00:01 33.1kb... 12604 , Board Name:
AH @ 94:39E5:81:4568 172.18.250.206 17218250206  hotspot-domi 00:00:01 18.2kb... 10106 Version:
AH @O08:3E:8EAFFE1F 17218.254.112 17218254112 hotspot-dormi 00:00:01 11.0kb... 8665k
AH @7C:E9:D3:47:67:36 172.18.246.225 17218246225  hotspot-domi 00:00:01 26.7kb... 741.5k :
AH @90:4C:E5:17.D6:43 17218254102 17218254102  hotspot-domit 00:00:01 226kb... 675.1k I
AH @DC:85DE:52:07.C9 17218253200 17218253200  hotspot-domit 00-00:01 36.7kb... 670.8k I
AH  @38:59F9B3:84AD 172.1825284 1721825284  hotspot-dormt 00:00:01 44 2kb... 4952k {
AH  @943%ES0CCEED 17218252131 17218252131  hotspot-domit 00:00:01 20.9kb... 355.8k |
AH @ 74:DE:28:44:3C:A2 172.18.246.189 172.18.246.189 hotspot-dommt. 00:00:01 5.3kbps 333.2k I
AH  @38:59F9B3.DAF1 172.18254.10 1721825410 hotspot-domt 00:00:01 5.3kbps 264.1k
AH @60:08:1955F212 17218250225 17218250225  hotspot-domt 00:00:01 15.0kb... 2636k
AH @ 12F46AGBA5S6F 17218251158 17218251158  hotspot-domt 00:00:01 17.9kb... 2634k
AH @B844BF530.F2D5 17218252164 17218252164  hotspot-domt 00:00:01 86kbps 2614k
AH @ 94:39.E5EB:39.E9 172.18.251.68 1721825168  hotspot-dom 00:00.01 9.7kbps 260.1k I
AH @74E5.43.0491:0E 172.18254.79 1721825479  hotspot-domt 00:00:01 10.0kb... 2192k i
AH @64273787.13.9D 17218254113 17218254113 hotspot-dom 00:00:01 56.3kb... 2135k I
AH @O001E52CEEEGA 17216252119 17216252119  hotspotdecture 00:00:01 275kb... 199.0k
AH  @AC:81:12.00:F2:3F 17218246240  172.18246240 hotspot-domt 00:00:01 2.3kbps 1224k -
165 tems (1 selected)
N - A A . .
- Hinh 3.9 Nang luc hé thong Mikrotik
(&) = i~
ek [1](2] 3] 4] - (8] [page 108 =
- 1l"|VUsemame V Status ¥ User IP ¥ From time | ¥ Till time ¥V Up pay load | ¥V Upload | V Calling i
P | Start & 05/13/2013  |05/13/2013 r . ——_—
- I 1212104007 (2 ET0 ¢ 1172.18.251.102) 7, 2100 18:52:02  [7h4SmS7s [11.3 Gib 233.8 Mib |DC:85:DE:22:01:3€
o | Start & l05/13/2013  |05/13/2013 p p e e
I 1112109002 [P o0 *  [172.18.250.227) 0 2000 16:52:2g _ |[7h59m6s 4.2 Gib 88.4 Mib  48:5D:60:9E:91:33
[ Start & 05/13/2013  |05/13/2013 : - T
Customers I 1212301016 [ 0" [172.18.241.170 L S0 18:51:52  |[7h59m8s 4.0 Gib 83.4 Mib  68:A3:C4:61:78:8A
Logs I Start & 05/13/2013  |05/13/2013 : S ARy S
I 1112404031 [/50. *  1172.18.251.200 2" S1%- 18:52:33  [3hSomis 3.0 Gib 67.0 Mib  |A4:17:31:EF:EA: 1F
Z | Start & 05/13/2013  |05/13/2013 ; ; Ty
= I 110544 Tnterim  [172-18:252.246, 0. "¢ 18:50:35  [7h49mS9s 2.3 Gib 51.1Mib |18:F4:6A:5D:53:84
§ Start & 05/13/2013  05/13/2013 - ) T
Settings I [1354010410 |75 *  1172.18.253.181) 25 'S0 18:50:37  [h32m3s [1894.3 Mib  57.7 Mib |DC:85:DE:77:BF:D;
Reports [ Start & 05/13/2013  05/13/2013 = e N
ey I 1012401122 [FE0H  1172.18.255.80 |1 1017000 18:52:29  [7h34mS0s [1460.5 Mib m 04:39:E5:E7:78:7D
T [ Start & 05/13/2013  |05/13/2013 . e N
[ wwoauses | || [ 012100079 PE " 1172.18.253.86 | 700 l:52:18  7h47mls [1199.0Mib  [35.1Mib  [84:4B:F5:C3:D7:5F
T — | Start & 05/13/2013  |05/13/2013 . . SEpw——
= I 1353010008 |7 °00 ¢ 1172.18.241.41 | 050000 18:50:2  [1h23mS6s [1073.6 Mib  21.4 Mib (00:08:CA:AF:C5:A€
ppeose | Start & 05/13/2013  |05/13/2013 : 2 T
o I 1112402036 [/ %0 *  1172.18.251.138, 7\ o050 18:52:36  |[/h13m7s [983.3Mib  32.4 Mib |DC:85:DE:A5:90:6E
Start & 05/13/2013  |05/13/2013 : : T
I [1112100067 [P0 172.18.246.165 2015 l8:52:36  [ihSmds  [810.0Mib  26.7 Mib (9C:B7:0D:C4:ED:3¢€
| Start & 05/13/2013  |05/13/2013 : 7 e
VI‘ 1212100001 ih " [172.18.246.094 G0 hgisise 2hssms4s 790.8 Mib  |17.0 Mib 84:48:F5:58:0A:28
| Start & 05/13/2013  |05/13/2013 2 ’ R NRLGER
Vl-ﬁianhbtin Interim |172:16:190.181, 0 (50 18:51:54  MS7MSSs 743.5Mib  118.6 Mib [00:14:A5:A8:9D:6C
| ™ h112301008 SBCE& 175 16952 1340 05/13/2013 (g 36moe 7022 Mib 27.3 Mib  [94:39:ES:E9:E3:67
| Interim 18:51:47 —
| Start & 05/13/2013  |05/13/2013 " " N ——
I 012101003 PO *  |172.18.240.188 2000000 18:51:30  [In16mS8s 621.3Mib  |12.4 Mib |64:70:02:20:16:86
[ Start & 05/13/2013  |05/13/2013 : . Tl Sm———
I 1112601002 |7 FT0 ¢ 1172.18.241.44 |00 0 15:52.27  [1h2om2s 611.4Mib  [14.8Mib DC:85:DE:36:55:D¢
| Start & l05/13/2013  |05/13/2013 : . SE—
O 51354010012 Tnterm  [172-18.251.68 [,21 02 lo:51.57  [1h20mS7s |S83.3Mib  [15.6 Mib (94:39:ES:EB:39:E9 .
I Fraai P T T e B

Hinh 3.10 Mét s6 phién lam viéc cia nguoi ding
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3.5 Peé xuit va kién nghi
Pé ¢6 thé nang cao duogc chit lugng phuc vu cua hé théng, em xin dua ra mot sb
kién nghi nhu sau:

- Xay dyng cac may chu Radius lam nhi€m vu xéc thuc tap trung va chura

dr liéu tai khoan ngudi dung theo mo hinh sau:

k User Mikrotik (gateway) ||External Server login Server Radius

Random URL

——

Return login.hml

login.htm! redireqt to external login

Return external login page

<

Subm it username/password

—

Execute saript login thrgugh ssh

Send Access Request

I

Retum Access Accept

I

Send Accaunting Requést (session start)

l

Returmn Accouting Resppnse

I

Return response to scripe login

Return response a11thenticatim successfil

<

Hinh 3.11 Quy trinh xdc thic nguoi ding dé xudt

- Tiép tuc hoan thién viéc ddng bo giira hé thdng quan 1y ding nhap tap trung
http://acc.hpu.edu.vn (Hpu Account Service) va hé théng quan 1y mang khong day
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Mikrotik, tao diéu kién thuan loi cho ngudi sir dung chi cAn mot tai khoan va mat khau
duy nhét, mit khac can c6 su théng nhat s6 nhom nguoi dung giita hai hé théng trén.
- Tang cudng cac diém phat song dé giai quyét “diém mu” tai khu vuc
Giang duong va Khéch san sinh vién.
- Nang cip dung luong cac dudng truyén két ndi internet dam bao dap

ung sO lugng nguoi dung 16n.
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KET LUAN

Db an “Xay dung diém kiém soat truy cdp mang khdng day Hotspot Gateway co

ching thuc dia trén Mikrotik Router” da dat dugc mot s6 két qua nhu sau:

Vé Iy thuyét, dd an da trinh bay va hiéu dugc:

Téng quan vé mang may tinh, cach phan loai mang may tinh, cac thiét b

hoat dong trong mang may tinh.

Tim hiéu vé€ mang khong day, cadc chuan hién hanh va cac thiét bi st dung

trong mang WLAN.
Mot s6 giai phap bao mat mang khong day.
Mot s6 giai phap quan 1y mang khong day hién dang dugc ap dung.

Vé thwe nghiém, do 4n da tién hanh

Cai dat thtr nghiém chuong trinh phan mém Mikrotik trén may 4o
Tham gia trién khai thanh cong hé thong quan 1y wi-fi sit dung Mikrotik
Router Os tai Truong Pai hoc Dan 1ap Hai Phong, hién hé théng dang hoat

dong 6n dinh va mang lai hi€u qua cao.

Tuy nhién trong qua trinh thuc hién, do ning lyc con nhiéu han ché, cling nhing

nguyén nhan khach quan khac nhu; thoi gian, co s vat chét, kha nang dich hiéu tiéng

Anh trong qué trinh trao doi trén cac dién dan cong nghé nén chac chan trong doé an

con nhiéu sai s6t. Em rat mong nhan dugc sy dong gép y kién cua cac Thay Co va cac

ban dé em c6 thém kién thtc va kinh nghi¢m tiép tuc hoan thi¢n ndi1 dung nghién ciu

trong dé tai.

Em xin chan thanh Cam on!
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TAI LIEU THAM KHAO

Sach tham Kkhao
[1] 802.11 Wireless Networks, The Definitive Guide by Matthew Gast,April 2002

[2] Can ban mang khong day (Wireless), Ks Truong Hoang Vi — Duc Hung, NXB
Hong Pirc, 2009

[3] Mang cdn ban, H6 Déac Phuong, NXB Dai Hoc Qudc Gia HN, 2006
Website

[4] http://tailieu.hpu.edu.vn/

[5] http://lib.hpu.edu.vn/

[6] http://www.mikrotik.com/

[7] http://wiki.mikrotik.com/wiki/Manual: TOC

[8] http://www.quantrimang.com.vn/

[9] http://meraki.cisco.com/
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LOI CAM ON

Truéc hét em xin chan thanh gui loi cam on va 10ng biét on sau sic toi Thay
gido Th.S Bui Huy Hung di truc tiép huéng dan, chi bao tan tinh trong sudt qué trinh
em thuc hién va trién khai dd an.

Em xin chan thanh cam on cac thy gido trong Phong Quan tri mang Trudng
Pai Hoc Dan Lap Hai Phong da gitip dd, tao diéu kién cho em trong sudt qué trinh 1am
d6 an.

Em ciing xin chan thanh cam on cac thay co gi4o trong truong Pai Hoc Dan Lap
Hai Phong da hét 1ong day bao ching em trong nhimg nam hoc Pai Hoc, gitp ching
em c6 nhing kién thirc va kinh nghiém quy bau trong chuyén mén va cudc séng, gidp
chting em budc nhiing bude di dau tién tong hanh trang vao doi.

Cubi cuing, em xin giri 10i cam on t6i nhitng ngudi than, gia dinh, ban bé da ludn
ung ho, dong vién em dé em c6 thé hoan thanh db an nay.

Hai Phong, thang 7 nam 2013
Sinh vién
Ngb Thanh Chién
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