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LOI CAM ON

Loi dau em giri 1oi cam on chan thanh t6i thay PGS.TS Trinh Nhat Tién
Khoa Cong nghé thong tin truong Pai hoc Céng Nghé, PHQG HN da tan tinh

huéng dan em va tao diéu kién tot nhit dé em hoan thanh dé tai tét nghiép nay.

Em ciing xin cam on céc thay c4c cd gido trong khoa Cong nghé thong tin —
Truong Pai hoc dan lap Hai Phong di gitp d& em trong sudt khoa hoc tai truong.

Ciing nhu sy dong gop quy bau cua cac thay cd véi dé tai tot nghiép nay cua em.



Do an tét nghiép Trwong PHDL Hdi Phong

LO1 MO PAU

Ngay nay, cong nghé vién thong dang phat trién rat nhanh. Trong d6 cong
nghé mang dong vai trd hét sirc quan trong trong viéc théng tin dix liéu. Chi xét vé
goc d6 kinh doanh, nhu cau truyén thdng cua cac cong ty, to chuc 1a rat 16n. Mot
cbng ty cd mot mang riéng cho phép chia sé tai nguyén gitra cAc may tinh noi bo.
Nhung ciing mudn chi nhanh, vin phong, nhan vién di dong hay cac ddi tac tir xa c6
thé truy cap vao mang cong ty. C6 nhiéu dich vu duoc cung cip nhu Modem quay
s6, ISDN server hay cac duong truyén WAN thué riéng dat tién. Nhung véi su phat
trién rong rai caa mang Internet, mot s6 cong ty cé thé két ndi véi nhan vién, ddi tac
tir xa & bat cir dau, tham chi trén toan thé gigi ma khdng can sir dung céc dich vu

dat tién trén.

Nhung c¢6 mét van dé 1a mang noi bo cong ty chira tai nguyén, di liéu quan
trong ma chi cho phép nguoi ding c6 quyén han, dugc cip phép méi dugc truy cap
vao mang. Trong khi Internet 1a mang céng cong va khéng bao mat. Do d9d, Internet
c6 thé 1a mdi nguy hiém cho hé théng mang, co sé dir lidu quan trong cua cong ty.
Sy thong tin qua méi truong Internet co thé bi 1am sai léch hoac bi danh cap. Va day
chinh 1a chd d mang riéng ao (VPN — Virtual Private Network) chirng t6 kha ning.
VPN cung cap giai phap thdng tin dit liéu riéng tu an toan thong qua moi trudng

mang Internet cong cong véi chi phi thap, hiéu qua ma van rat bao mat.

Sau thoi gian duoc hoc & trudng véi su day dd va dinh hudng cua cac thiy
cd gido trong khoa, em da tron dé tai “NGHIEN CUU MOT SO BAI TOAN AN
TOAN THONG TIN TRONG MANG RIENG AO” dé lam d6 an tot nghiép ciing
nhu hoc hoi thém kién thire dé sau nay ap dung vao thuc té cong viéc cua ching em.
Do thoi gian va kién thicc con nhiéu han ché, nén quyén do an nay s& con nhiéu

thiéu sot. Kinh mong sy huéng dan, gép y thém caa thay cd va ban be.

Em xin chan thanh cam on!

Sinh vién: L& Quy Hién — Lép: CT1201 1
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TOM TAT NQI DUNG

Nhu cau truy c4p tir xa (ngoai vin phong) mang noi bo dé trao doi dir lidu
hay str dung ang dung ngay cang pho bién. Pay 1a nhu cau thiét thuc, tuy nhién do
van dé bao mat va an toan thong tin nén cac cong ty ngai “mé” hé théng mang noi

bo caa minh dé cho phép nhan vién truy cap tir xa.
Muc dich va y nghia thuc tién:

- Nhim dap (ng nhu cau chia sé théng tin, truy cap tir xa va tiét kiém chi phi.

- Cho phép cac may tinh truyén théng vai nhau théng qua mot mai trudng chia
sé nhu mang Internet nhung van dam bao duoc tinh riéng tu va bao mat dir liéu.

- Cung cap két néi giira cac may tinh, cho phép dit liéu c6 thé giri tir may
truyén qua moi trudng mang chia sé va dén duoc may nhan.

- Bao dam tinh riéng tu va bao mat trén moi truong chia sé nay, cac goi tin
dugc ma hoa va chi cd thé giai ma véi nhitng khoa thich hop, ngan ngira trudng hop

“trom” goi tin trén duong truyen.

Cach tiép can va phuong phap giai quyét: do cac vin dé bao mat va an toan
thong tin duoc trao d6i tir C&C may trong mang riéng 40 nén can phai c¢6 co ché bao
dam an toan thong tin. Tir cac khai niém tong quan vé bao dam an toan thdng tin
dén cac chuong trinh ma héa dit liéu, va cac chuong trinh ky s6 gilip giai quyét viec
che gidu thong tin dugc trao doi qua mang riéng 40. Bao dam du liéu duoc nguyén
ven tir noi gui di thi noi nhan ciing phai nhan dwoc nguyén ven va chinh xac vé noi

dung.

Két qua mong mudn: cung cap két néi an toan va hiéu qua dé truy cap tai
nguyén ndi bo cong ty tir bén ngoai thong qua mang Internet. Mac du su dung ha
tang mang chia sé nhung chiing ta vin dam bao dugc tinh riéng tu cua dit liéu giéng

nhu dang truyén thdng trén mot hé thdng mang riéng.

Sinh vién: L& Quy Hién — Lép: CT1201 2
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Chuwong 1. CAC KHAI NIEM CO BAN

1.1. MQT SO KHAI NIEM TOAN HOC
1.1.1. Uéc chung lén nhat, bdi chung nhé nhat

1.1.1.1. Uéc sé va bdi sé
Cho hai s6 nguyén a va b, b # 0. Néu c6 mot sé nguyén q sao cho a = b*q,

thi ta n6i rang a chia hét cho b, ki hiéu b\a. Ta no6i b 1a wéc cua a, va a la boi cua b.

Vi du:

Choa=6,b=2,taco6=2*3, ky hiéu 2\6. O day 2 1a wéc cua 6 va 6 la boi cua 2.

Cho cé4c s6 nguyén a, b # 0, ton tai cap sd nguyén (g, r) (0<r < /b/) duy
nhat sao cho a = b*q + r. Khi d6 q goi 1a thwong nguyén, r goi 1a so dw ciia phép

chia a cho b. Néu r = 0 thi ta c6 phép chia hét.

Vi du:

Choa=13,b=5,taco 12 =5*2 + 3. O day thuong q=2, s6 du lar = 3.

1.1.1.2. Uéc chung lén nhdt, bgi chung nhé nhat.

S6 nguyén d duoc goi 1a wéc chung cua cac sé nguyén aj,a,,...,a, , héu no 1a
wdc cua tat ca cac sb do.

S6 nguyén m duoc goi 1a bgi chung cua cac sb nguyén aj,ay....,a, , néu nd la
bgi cua tat ca cac sb do.

Mot uéc chung d >0 ciia cac s nguyén ag,a,,...,a, , trong dé6 moi uéc chung
cua a;,ay,...,an , déu 1 uéc cua d, thi d duoc goi 12 wéc chung lén nhat (UCLN) cua

a1,a,...,a . Ky hiéu d = gcd(ay,a,,...,a, ) hay d = UCLN(a,ay,...,a, ).
Néu gcd(ay,as,...,a, ) = 1, thi cac s6 a,a,,...,a, duoc goi 1a nguyén té cling nhau.

Mot boi chung m >0 ctia cac s6 nguyén ay,a,,...,a, , trong d6 moi boi chung
cua a;,ay,...,a, déu 1a boi cia m, thi m duoc goi 1a bgi chung nhé nhat (BCNN) cua

a1,a,...,a . Ky hiéu m = lcm(ag,a,,...,a, ) hay m = BCNN(ay,a,,...,a, ).

Sinh vién: L& Quy Hién — Lép: CT1201 3
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Vi du:

Cho a =12, b=15, gcd(12,15) = 3, Icm(12,15) = 60.

Hai s6 8 va 13 1a nguyén té cung nhau, vi gcd(8, 13) =1.

Ky hiéu :
Z, =10, 1,2, ..., n-1} la tap céac sé nguyén khong am < n.

Z, ={e €Z,, elanguyén td cung nhau vé4i n}. Tuc lae # 0.
1.1.2. Quan hé “ Pong du ”

1.1.2.1. Khai niém
Cho céc s6 nguyén a, b, m (m >0). Ta néi rang a va b “déng duw” véi nhau

theo modulo m, néu chia a va b cho m, ta nhan duoc cling mét sé du.
Ky hiéu : a = b(mod m).
Vi du : 17 = 5 (mod 3) vi 17 va 5 chia cho 3 duoc cling s6 du 13 2.

1.1.2.2. Céc tinh chdt cia quan hé “Péng du”
1). Quan hé “dong dw” la quan hé twong dwong trong Z.

Véi moi s6 nguyén duong m ta c6 :

a =a(mod m) véi moi a € Z;

a = b (mod m) thi b = a (mod m);

a=b (mod m)vab = c (mod m) thi a = ¢ (mod m);

2). Téng hay hiéu cdc “dong dw” :

(a+ b) (mod n) =[(a mod n) + (b mod n)] (mod n)
(a-b) (mod n) =[(a mod n) - (b mod n)] (mod n)
3). Tich cac “dong du’’:

(a* b) (mod n) = [(a mod n) * (b mod n)] (mod n)

Sinh vién: L& Quy Hién — Lép: CT1201 4
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1.1.3. Sé nguyén té

1.1.3.1. Khéi niém

S6 nguyén t6 1 sé tu nhién 16n hon 1 va chi ¢6 hai uéc 1a 1 va chinh né.
Vidu :
Cacsb2,3,5,7,11,13,17, 19, 23, 29, 31 1a c4c s6 nguyén té.

1.1.3.2. Pinh Iy vé sé nguyén té
1). Binh Iy : Vé 6 nguyén dwong > 1.

Moi s6 nguyén duong n >1 déu co thé biéu dién duoc duy nhat dudi dang :
n=P,".P," ...P,"™ | trong d¢ :

k, ni i=12,....k) 1a cac sé tu nhién, P; 1a cac s6 nguyén té, timg doi mot khac
nhau.

2). binh ly : Mersenne.
Cho p = 2¢-1, néu p 1a s6 nguyén t4, thi k phai 1a s6 nguyén té.

3). Ham Euler.

Cho s6 nguyén duong n, s6 luong céc s6 nguyén duong bé hon n va nguyén té ciing

nhau vai n dugc ky hiéu @(n) va goi la ham Euler.

Nhdn xét : Néu p 1a s6 nguyén t6, thi @(p) = p-1.

binh Iy vé Ham Euler : Néu n Ia tich cua hai s6 nguyén té n = p.q,
Thi g(n) = 2(p).2(a) = (p-1)(a-1)

1.1.4. Khai niém nhém, nhém con, nhém Cyclic

a) Nhom 1a bo cac phan tir (G, *) thoéa man céc tinh chat sau:
+ Tinh chat két hop: (x *y)*z=x*(y*z)
+ Tinh chat ton tai phan tir trung giane € G:e*x=x*e = x, VX €G

+ Tinh chat ton tai phan tir nghich ddo x’ €G: x> *x=x*x"=¢

Sinh vién: L& Quy Hién — Lép: CT1201 5
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b) Nhém con cua G latap S € G, S#@, va thoa man cac tinh chat sau:

+ Phan tir trung 1ap e cia G nam trong S.

+ S khép kin dbi vai phép tinh (*) trong, tac A X * y € S véi moi X, y € S.

+ S khép kin dbi vai phép liy nghich dao trong G, tirc x™* € S véi moi x € S.
c) Nhom cyclic:

(G, *) 1a nhom duoc sinh ra bai mét trong cac phan tir ciia n6. Tac 1a ¢6 phan
tr g € G ma véi mdia € G, déu ton tai sé n €N dé g" = a. Khi d6 g 1a phan tir sinh
hay phan tir nguyén thiy caa nhom G.

(Z*, *) gdm céc s6 nguyén duong 1a mot nhém cyclic co phan tir sinh 12 1.

d) Nhém (Z,, phép nhan mod n)

+ Ki hiéu Z, = {0, 1, 2,..., n-1} la tap c4c s6 nguyén khéng am < n.

Z, va phép cong (+) lap thanh nhém Cyclic c6 phan tir sinh 1a 1, phan tir

trung lap e = 0.

(Z,, +) goi 1a nhém cong, d6 1a nhom hitu han cé cap n.

+ Ki hiéu Z,” = {x € Z,, x la nguyén té cting nhau v&i n}. Tuc la x phai # 0.

Z, dugc goi 1a Tap thang du thu gon theo mod n, cé phan tir 1a g(n).

Z, véi phép nhan mod n, 14p thanh mot nhém (nhém nhan), phén tir trung 1ap e = 1.
Téng quat (Z, , phép nhan mod n) khong phai 1a nhém Cyclic.

Nhém nhan Z,,” 1a Cyclic chi khi n c6 dang: 2, 4, p¥, hay 2p* vai p 1a nguyén t6 1.

Sinh vién: L& Quy Hién — Lép: CT1201 6



Do an tét nghiép Trwong PHDL Hdi Phong

1.1.5. Phan tir nghich dao
1). Khai ni¢m.

Cho a € Z,. Néu tdn tai b € Z,sao cho a*b = 1 (mod n), ta n6i b 1a phan tir
nghich d4o cua a trong Z,va ky hiéu a™. Mot phan tir c6 phan tar nghich dao, goi la
kha nghich.

2). Tinh chat:

+ Cho a, b €Z,,. Phép chia cua a cho b theo modulo n 1 tich cua a va b™ theo
modulo n va chi dugc xac dinh khi b kha nghich theo modulo n.

+ Cho a € Z,, a kha nghich khi va chi khi UCLN(a, n) = 1.

+ Gia sir d = UCLN (a, n). Phuong trinh d6ng du ax = b mod n ¢6 nghiém x néu va
chi néu d chia hét cho b, trong truong hop cac nghiém d nam trong khoang [0, n-1]
thi céc nghiém dong du theo modulo % :

Vidu: 4=7mod9vi4.7=1mod9

1.1.6. Cac phép tinh co ban trong khdng gian modulo
Cho n 1a s6 nguyén duong. Cac phan tir trong Z, dugc thé hién bai cac sé
nguyén {0, 1, 2, ..., n-1}. Néu a, b € Z,thi:

a+bnua+b<n

(a+b)m0dn:{a+b—nnua+b2n

Vi vay, phép cong modulo (va phép trir modulo) cé thé duoc thuc hién ma
khong can thuc hién cac phép chia dai. Phép nhan modulo cia a va b duogc thuc
hién bang phép nhan thong thuong a voi b nhu cac sé nguyén binh thuong, sau dé

Iy phan du cua két qua sau khi chia cho n.

Sinh vién: L& Quy Hién — Lép: CT1201 7
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1.1.7. P phiic tap cia thuat toéan
1). Chi phi cua thugt toan.

Chi phi phai tra cho mét qué trinh tinh toan gdm chi phi thai gian va bo nhd.

+ Chi phi thoi gian cia mot qué trinh tinh toan 1a thoi gian can thiét dé thuc hién

mot qua trinh tinh toan.

+ Chi phi bo nhé cua mot qué trinh tinh toan 1a s6 6 nhd can thiét dé thuc hién mot

qua trinh tinh toan.
Goi A la mot thuat toan, e la dir liéu vao cua bai toan da dugc ma hoa.
Thuat toan A tinh trén dit liéu vao e phai tra mot gia nhat dinh.
Ky hiéu: ta(e) la gia thoi gian va Ix(e) 1a gia bo nhé.
2). D phirc tap vé bg nhe:
ta(n) = max { a(e), Vi [e| <n}, n 1a “kich thudc” dau vao cua thuat toan.
3). D¢ phurc tap vé thoi gian:
[a(n) = max { ta(e), vai |e| <n}.
4). Dé phuc tap tiém can:

Do phuc tap PT(n) dugc goi la tiém can tai ham f(n), ky hiéu O(f(n)) néu

ton tai cac s6 ng, ¢ ma PT(n)<c.f(n), vn < n,.
5). D¢ phuc tap da thuec:

Do phuc tap PT(n) duoc goi 1a da thirc, néu no tiém can téi da thire p(n).
6).Thudt toan da thurc:

Thuat toan duoc goi 1a da thuc, néu do phuc tap vé thoi gian 1a da thirc.

Sinh vién: L& Quy Hién — Lép: CT1201 8
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1.2. TONG QUAN VE AN TOAN THONG TIN
1.2.1. Khai niém vé thong tin dir liéu

Dir liéu (data) 1a nhitng dir kién tho chua qua xir Iy. C6 nhiéu kiéu di liéu co
thé duoc sir dung dé biéu dién cac dir kién nay. Khi cac yéu té nay duoc td chuc
hoic sap xép theo mot cach co nghia thi chiing tré thanh théng tin. Dix kién trén cac
hoa don ban hang 1a vi du vé dit liéu trong HTTT quan Ii ban hang.

Théng tin (information) 1a mot bo céc dit liéu duoc to chic theo mot cach
sao cho chiing mang lai mot gia tri ting so véi gia tri vén co cua ban than dit kién
do.

Dé c6 gia tri st dung d6i v6i nhitng nguoi 1am cdng tac quan 1y va ra quyét
dinh, théng tin can phai c6 nhiing thugc tinh sau:

- Tinh chinh xéac: Théng tin chinh xac 1a nhiing thong tin khong chaa 1.
Thong tin khong chinh xac thuong dugc tao ra tir nhitng dir liéu khéng chinh xac
dugc nhap vao hé thng trude do.

- Tinh day du: Thong tin day du 12 théng tin chira moi dit kién quan trong. Mot
bao cao dau tu bi xem la khong ddy du néu n6 khong dé cap tai tat ca chi phi lién
quan.

- Tinh kinh té&: Thong tin duwoc xem la kinh té khi gia tri ma n6 mang lai phai
vuot chi phi tao ra nd.

- Tinh mém déo: Thong tin duoc coi 1a ¢6 tinh mém déo khi né co thé dugc sir
dung cho nhiéu muc dich khac nhau, vi du théng tin vé& hang tén kho c6 thé duoc sir
dung cho nhan vién quan 1i ban hang, dong thoi ciing ¢ gia tri sir dung cho nhan
vién quan Ii san xuat va nha quan Ii tai chinh.

- Tinh tin cay: Tinh tin cay caa thdng tin phu thudc vao nhiéu yéu té. N6 c6
thé phu thudc vao phuong phap thu thap dir liéu, ciing c6 thé phy thuéc vao ngudn
gdc cua thdng tin.

- Tinh lién quan: Tinh lién quan cua thong tin d6i voi nguoi ra quyét dinh 1a
rat quan trong. Tinh lién quan cua thdng tin thé hién ¢ chd nd c6 dén ding ddi
tugng nhan tin hay khong? N6 c6 mang lai gia tri st dung cho ddi twong nhan tin

hay khong?
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- Tinh don gian: Thong tin dén tay ngudi s dung can don gian, khdng qua
phtic tap. Nhiéu khi quéa nhiéu thoéng tin s& giy kho khin cho ngudi sir dung trong
viéc lya chon thong tin.

- Tinh kip thoi: Théng tin duoc coi & kip thoi khi n6 dén véi ngudi sir dung va
dung thoi diém can thiét.

- Tinh kiém tra dugc: D6 1a thong tin cho phép ngudi ta kiém dinh dé chic
chan rang nd hoan toan chinh xac (bang cach kiém tra nhiéu nguén cho cing mot
thdng tin).

- Tinh dé khai thac: D¢ 1a nhitng thong tin c6 thé tra cau dé dang di véi
nhitng ngudi st dung c6 tham quyén theo diing dang vai dung thoi diém ma ho can.

- Tinh an toan: Thong tin can duoc bao vé trudc ngudi sir dung khdng ¢ tham

quyén.

1.2.2. An toan thong tin

1.2.2.1. Khai niém an toan thdng tin

An toan thong tin c6 muc dich 1a phai t6 chuc viéc xir Iy, ghi nhé va trao
d6i thong tin sao cho bao dam tinh bi mat, toan ven, xac thuc, va sin sang duoc bao

dam & murc day du.
An toan thdng tin bao gém cac ndi dung sau:

- Tinh bi mat: Tinh kin d4o riéng tu cta thong tin.

- Tinh toan ven: Bao vé thdng tin, khdng cho phép stra d6i thong tin trai phép.
- Tinh xac thuc: Tinh xac thuc cua thdng tin, bao gdm xac thuc ddi tac (bai
toan nhan danh), xac thuc thong tin trao doi.

- Bao dam sin sang: Thong tin san sang cho ngudi diing hop phap.
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1.2.2.2. Céac nhom trong an toan théng tin
An toan thong tin dugc chia thanh 11 nhom:

- Chinh sach an toan thong tin (Infomaton security policy): chi thi va hudng
dan vé an toan thong tin.

- T6 chirc an toan théng tin (Organization of information security): té chirc
bién phap an toan va quy trinh quan ly.

- Quan ly tai san (Asset management): trach nhiém va phan loai gia tri thong

tin.

- An toan tai nguyén con nguoi (Human resource security): bao dam an toan.

- An toan vat Iy va moi truong (Physical and environmental security)

- Quan Iy van hanh va trao ddi thong tin (Communicstions and operations
management).

- Kiém soét truy nhap (Access control).

- Thu nhan, phét trién va bao quan cac hé thong théng tin (Information system
acquisition, development and maintenance).

- Quan Iy sy c6 mat an toan théng tin (Information security incident
management).

- Quan ly duy tri kha niang ton tai cua doanh nghiép (Business continuity
management)

- Tuén thu cac qui dinh cua phap luat (Compliance).

1.2.3. Cac chién lrgc an toan théng tin hé théng

1.2.3.1. Gidi hgn quyén hgn téi thiéu (Last Privilege)

Pay 14 chién lugc co ban nhat, theo nguyén tic nay bat ky mot ddi tuong nao
cling chi ¢6 nhitng quyén han nhat dinh ddi véi tai nguyén mang, khi tham nhap vao

mang dbi tuong d6 chi dugc str dung mot sé tai nguyén nhat dinh.
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1.2.3.2.  Bdo vé theo chiéu sau ( Defence In Depth)

Nguyén tic nay nhic nhé ching ta: khéng nén dya vao mot ché d6 an toan

nao du cho chidng rat manh, ma nén tao nhiéu co ché an toan twong hé an nhau.

1.2.3.3. Nt thdt (Choke Point)

5
A

Tao ra mot “cira khau” hep, va chi cho phép thong tin di vao hé théng cua
minh bang con duong duy nhat chinh 1a “cira khau” nay => phai t6 chitc mot co cau

Kiém soat va diéu khién thong tin di qua ctra nay.
1.2.3.4.  Piém néi yéu nhat (Weakes Link)

Chién lugc nady dua trén nguyén tic: “ Mot day xich chi chic tai mat duy

nhat, mot bire twdng chi cing tai diém yéu nhat”.

Ké phé hoai thuong tim chd yéu nhat caa hé théng dé tin cong, do do ta can
phai gia ¢6 cac diém yéu cua hé théng. Thong thuong ching ta chi quan tim dén ké
tan cong trén mang hon 1a ké tiép can hé thdng, do d6 an toan vat 1y duoc coi l1a

diém yéu nhat trong hé théng caa ching ta.
1.2.3.5. Tinh toan cuc

Cac hé thong an toan doi hoi phai c6 tinh toan cuc caa cac hé thong cuc bo.
Néu c6 mot ké nao do6 c6 thé bé gy mot co ché an toan thi ching c6 thé thanh cong
bang cach tan cdng hé théng tu do cua ai d6 va sau dé tin cong hé thong tir noi bo

bén trong.
1.2.3.6. Tinh da dang bdo vé

Can phai sir dung nhiéu bién phéap bao vé khac nhau cho hé théng khac nhau,
néu khong c6 ké tin cong vao duoc mot hé thdng thi chung ciing d& dang tan cong

vao hé thdng khac.
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1.2.4. Cac mirc bao vé trén mang

Vi khéng thé cd mot giai phép an toan tuyét ddi, nén ngudi ta thuong phai sir
dung dong thoi nhiéu muc bao vé khac nhau tao thanh nhiéu hang rao chin ddi véi
cac hoat dong xam pham. Viéc bao vé thdng tin trén mang cha yéu 1a bao vé thdng
tin cat giir trong mdy tinh, dac biét 1a cac server trén mang. Boi thé, ngoai mot sé
bién phap nham chdng that thoat thong tin trén duong truyén, moi ¢ ging tap trung
Va0 viéc xay dung cac muc rao chan tir ngoai vao trong cho céc hé thong két nbi

vao mang. Thong thuong bao gom cac mirc bao vé sau:
1.2.4.1.  Quyén truy nhdp

Lop bao vé trong cung 1a quyén truy nhap, nham kiém soat c4c tai nguyén
clia mang va quyén han trén tai nguyén dé. Di nhién 13 kiém soat dugc C&c cau tric

dir liéu cang chi tiét cang tét. Hién tai viéc kiém soat thudng ¢ muc tép.
1.2.4.2. Daing ky tén/ mgt khdu

Thuec ra day ciing 1a kiém soat quyén truy nhap, nhung khong phai truy nhap
& muc thong tin ma & mic hé thong. Pay 1a phuong phap bao vé pho bién nat vi n6

don gian it phi tén va ciing rat hiéu qua.

Mdi ngudi sir dung mudn dugc tham gia vao mang dé sir dung tai nguyén

déu phai c6 ding ky tén va mat khau trudc.

Nguoi quan tri mang c6 trach nhiém quan ly, kiém soat moi hoat dong cua
mang va xac dinh quyén truy nhap cua nhimg ngudi sir dung khac theo thoi gian va
khong gian (nghia 1a nguoi st dung chi dugc truy nhap trong mét khoang thoi gian

nao do, tai mot vi tri nhat dinh nao do).
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V& ly thuyét néu moi ngudi déu gitr kin duoc mat khau va tén dang ky cua
minh thi s& khong xay ra cac truy nhap trai phép. Song diéu d6 kho dam bao trong
thue té vi nhiéu nguyén nhan rat doi thuong lam giam hiéu qua cua 16p bao vé nay.
C6 thé khic phuc bing cach ngudi quan tri mang chiu trach nhiém dit mat khau

hoic thay d6i mat khau theo thoi gian.
1.2.4.3. Mahoadi liéu

Pé bao mat thong tin trén dudng truyén nguoi ta sir dung cac phwong phap
ma hda. Dir liéu bi bién doi tir dang nhan thirc dugc sang dang khong nhan thic
dugc theo mot thuat toan nao do va s& duoc bién doi nguoc lai & tram nhan (giai

ma). Pay 1a 16p bao vé thdng tin rat quan trong.
1.2.4.4. Badové vitly

Ngin can c4c truy nhap vat ly vao hé théng. Thuong ding cac bién phép
truyén théng nhu ngin cdm tuyét dbi nguoi khong phan sy vao phong dit may

mang, dung 6 khoa trén may tinh hodc cac may tram khdng c6 6 mém.
1.2.45. Twong lia

Ngin chin tham nhap trai phép va loc bo céc goi tin khong mudn gui hoic

nhan vi cac 1y do nao d6 dé bao vé mot may tinh hoac ca mang ndi bo (Intranet).
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Tuong Ita (Fire Walls)

Bao vé vat ly (Physicalprotect)
M4 héa dir liéu (Data Encrypion)

Ping ky va mat khau (Login/password)

A 0B oUW 28D

Quyén truy nhap (Access Rights)

Thong tin (Information)
1.2.4.6. Qudn tri magng

Trong thoi dai phat trién cua cong nghé théng tin, mang may tinh quyét dinh
toan bo hoat dong cia mot co quan, hay mot cong ty xi nghiép. Vi vay viéc bao dam
cho hé théng mang may tinh hoat d6ng mot cach an toan, khéng xay ra su ¢é 1a mot
cong viéc cap thiét hang dau. Cong tac quan tri mang may tinh phai dugc thyc hién

mot cach khoa hoc dam bao c4c yéu cau sau:

- Toan b hé théng hoat dong binh thuong trong gio 1am viéc.
- CO6 hé thdng dy phong khi ¢6 su ¢d vé phan ciing hoic phan mém xay ra.
- Sao luu dir lieu quan trong theo dinh ky.
- Bao dudng mach theo dinh ky.
- Bao mat dix lidu, phan quyén truy cap, to chirc nhém lam viéc trén mang.
1.2.5. An toan thong tin bang ma hoa
Dé bao vé thong tin trén duong truyén nguoi ta thuong bién doi no tir dang

nhan thirc dugc sang dang khdng nhan thire dugc trudc khi truyén di trén mang, qua

trinh nay goi la ma héa théng tin (Encryption).
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Tai tram nhan thdng tin phai thuc hién qué trinh nguoc lai, tiac 12 bién doi
thong tin tir dang khong nhan thicc duoc (dir liéu di duoc ma hoa) vé dang nhan
thize duoc (dang gdoc), qué trinh nay duoc goi la giai ma. Pay 1a mot 16p bao vé

thong tin rat quan trong va duoc sir dung rong rai trong méi tredng mang.
Dé bao vé thong tin bing ma hoa ngudi ta thuong tiép can theo hai hudng:
+ Theo dudng truyén (Link_Oriented_Security).
+ T nat d&én nat (End_to_End)

Theo cach thir nhét, thong tin dugc ma hoa dé bao vé trén duong truyén giira
hai nit ma khong quan tim dén ngudn va dich ciia thong tin d6. O day ta luu y rang
thong tin chi duoc bao vé trén duong truyén, tac 1a & mdi nut déu c6 qua trinh giai

mi, sau d6 ma hoa dé truyén di tiép. Do d6 cac nut can phai duoc bao vé tot.

Theo céch thir hai, thdng tin trén mang dugc bao vé trén toan duong truyén
tir nguon t6i dich. Thong tin s& duoc mA hda ngay sau khi méi tao ra va chi duoc
giai ma khi vé dén dich. Cach nay mac phai nhuge diém chi c6 dit lidu cia nguoi
ding thi méi c6 thé ma hoa duoc, con dit liéu diéu khién thi gitt nguyén dé cd thé

xu |i tai cac nut.

1.2.6. Hé ma hoa

1.2.6.1. Téng quan vé ma hoa di ligu
1/. Khéi niém ma hoéa dir li¢u

Pé dam bao An toan thong tin luu trir trong may tinh hay dam bao An toan

thong tin trén duong truyén tin nguoi ta phai “Che gidu” cac thong tin nay.

“Che” thong tin (dit li¢u) hay “Ma hoa” thong tin 1a thay doi hinh dgng

thong tin goc, va ngudi khac khé nhan ra.

“Gidgu” thong tin (dit liéu) 1a cdt gidu thong tin trong ban tin khac, va nguoi

khac ciing kho nhan ra.
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Thudt toan ma hoéa 1a tha tuc tinh toan dé thuc hién ma hoa hay giai ma.

Khoa ma hoéa la mét gia tri lam cho thuat toan ma héa thuc hién mot cach
riéng biét va sinh ban rd riéng. Thong thuong khoa cang Ion thi ban ma cang an

toan. Pham vi cac gié tri c6 thé c6 cua khoa goi 1a khong gian khoa.

Hé ma hoa 1a tap cac thuat toan, cac khoa nham che gidu thdng tin, ciing

nhu lam r0 no.
Viéc ma hda phai theo cac quy tac nhat dinh, quy tac d6 goi 1a Hé ma hda.
Hé ma hoa dugc dinh nghia la b nam (P, C, K, E, D), trong do:
P 14 tap hitu han cac ban ré co thé.
C latap hitu han cac ban ma c6 thé.
K 14 tap hitu han cac khoa c6 thé.
E latap cac ham lap ma.
D latap cac ham giai ma.

Vai khéa lap ma keeK, cé ham lap ma e€E, €. P —-C,
V6i khoa giai ma kdeK, c6 ham giai md@ dy€D, dyg: C —P,
Sao cho  dig(eke(X)) =X, VX EP.

O day x duogc goi 1a bdn 18, e (x) duoc goi la ban ma.
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Ma hoa va giai ma

Nguoi giri G »—ey(T)—>—>Nguoi nhan N
(c6 khéda lap ma ke) (c6 khoa giai ma kd)
T

Tin tic cd thé trom ban ma e(T)

2/. Phén loai hé¢ méa hoa

C6 nhiéu cach dé phan loai hé ma hoa. Dya vao tinh chat “ddi xtng” cua

khoa, c6 thé phan cac hé ma hoa thanh hai loai:

- Hé ma hoa khda di xing (hay con goi 1a ma hda khoa bi mat): 1a nhitng hé
ma hoa dung chung mét khoa ca trong qua trinh ma hoa dir liéu va giai ma di liéu.

Do d6 khoa phai dugc gitr bi mat tuyét doi.

- Hé ma hoa khoa bat d6i xang (hay con goi 1a ma khoa cong khai): Hé mat
nay ding mot khoa dé ma hoa, ding mot khoa khac dé giai ma, nghia 1a khoa dé ma
hoa va giai ma 1a khac nhau. Cac khoa nay tao nén tirng cap chuyén d6i nguoc nhau
va khong c6 khda nao cé thé “dé” suy dugc tir khoa kia. Khéa dé ma hoa co thé

cong khai, nhung khoa dé giai ma phai giit bi mat.

Ngoai ra néu dira vao thoi gian dua ra hé ma hda, ta con co thé phan l1am hai
loai: M4 hoa co dién (Ia hé mat ma ra doi trude nam 1970) va ma hoa hién dai (ra

doi sau nam 1970).

Con néu dya vao cach thuc tién hanh ma thi hé ma hoa con duoc chia lam
hai loai 1a m& dong (tién hanh ma ting khoi dir liéu, mdi khéi lai dua vao cac khoa
khac nhau, cac khoa nay dugc sinh ra tir ham sinh khoa, duoc goi la dong khoa) va

ma khoi (tién hanh ma tirng khéi dit liéu v6i khoa nhu nhau).
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1.2.6.2. Hé ma hda khoa céng khai

1/. H¢ m3 hoa RSA

So dd (Rivest, Shamir, Adleman dé xuat nim 1977)

* Tao cap khda (bi mat, cdng khai) (a, b) :

Chon bi mat sé nguyén té I6n p, g, tinh n=p * g, cong khai n, dit P=C = Z,

Tinh bi mat @(n) = (p-1).(g-1).

Chon khda cong khai b <@(n), nguyén té cung nhau véi @(n).

Khoa bi mat a la phan tir nghich dao ctia b theo mod @(n): a*b = 1(mod @(n)).

Tap cap khoa (bi mat, cong khai) K= {(a, b)/ a, b €Z,, a*b = 1(mod @(n)).

Voi Banrd x € Pva Banmd y € C, dinh nghia:

Ham M4& hod: y = e (x) = x’mod n

Ham Gidgi ma: x = di(y) = y"mod n

Banrochi: RENAISSANCE

* Sinh khoa:
Chon bi mat s6 nguyén té p=53, gq= 61, tinh n = p * q = 3233, cong khai n.
Pit P =C = Z,, tinh bi mat @(n) = (p-1). (g-1) = 52 * 60 = 3120.
+ Chon khoa cong khai b 1a nguyén tb véi @(n), tic 13 UCLN(b, @(n)) = 1.
Viduchon b=71.

+ Khoa bi mat a 1a phan tir nghich dao cua b theo mod @(n): a*b =1(mod @(n)).

Tu a*b =1 (mod @(n)), ta nhan dugc khda bi mat a = 791.
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* Ban 16 sb:

R E N A | S S A N C E (Daucéch)
17 04 13 00 08 18 18 00 13 02 04 26

m; m, Ms m, Ms Mg

* Theo phép 1ap ma: ¢; = mmod n = m;"* mod 3233, ta nhan duoc:

* Ban ma so:
C1 Co C3 Cy Cs Cs
3106 0100 0931 2691 1984 2927

* Theo phép giai ma: m;=c;*mod n = ¢; "** mod 3233, ta nhan lai ban ré.
Dé an toan :

- Hé ma hoa RSA Ia tat dinh, tic 12 véi mot ban rd x va mot khda bi mat a, thi chi

cd mot ban ma .

- Hé mat RSA an toan, khi gitr dugc bi mat khoa giai ma a, p, g, ¢(n).

Néu biét duoc p va g, thi thdm ma dé dang tinh duoc & (n) = (g-1)*(p-1).

Néu biét duoc @(n), thi tham ma sé tinh duoc a theo thuit toan Euclide mé rong.
Nhung phén tich n thanh tich cta p va q la bai toan “kho”.

P an toan cia Hé mat RSA dua vao kha niang giai bai toan phan tich sb

nguyén duong n thanh tich cua 2 s6 nguyén t6 16n p va q.
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2/. Hé ma héa Elgamal

So' d6:(Elgamal dé xuit nim 1985)

* Tgo cap khoa (bi mdt, cong khai) (a,b):

Chon sb nguyén t6 p sao cho bai toan logarit roi rac trong Z, 1a “khé” giai.
Chon phan tir nguyén thay g €Z,” . Tinh khéa cong khai h = g* mod p.
Dinh nghia tap khoa: K = {(p, g, a, h): h = g° mod p}.

Céc gia tri p, g, h dugc cdng khai, phai gitr bi mat a.

Vi ban rdo x € Pvaban may € C, véi khoa k € K dinh nghia :
*Lapma:

Chon ngau nhién bi matr € Z,4, ban ma lay = ex(x, r) = (Y1, Y2)
Trong d6 :y;-g ' mod p vay,=x*h"mod p

* Gidgi ma :

de (Y1, ¥2) = Ya( ¥1%) ™ mod p.

Vidu: Banrd x =1299.

Chon p = 2579, g = 2, a = 765. Tinh khoa cong khai h = 2 "®®> mod 2579 = 949.

* Lgp ma : Chon ngau nhién r = 853. Ban ma lay = (435, 2369),
Trong d6: y,= 2%°* mod 2579 = 435 va y, = 1299 * 949 %% mod 2579 = 2396

* Gidi ma : X = y,(y1 %) " mod p = 2369 * (435 "*°) * mod 2579 = 1299.
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Do an toan ;

- Hé ma héa Elgamal 1a khdng tat dinh, tirc 1a voi mot ban rd x va 1 khoa bi
mat a, thi ¢6 thé c6 nhiéu hon mot ban ma'y, vi trong cong thac 1ap ma con cé thanh
phan

ngau nhién r.

- b6 an toan cua Hé mat ma Elgamal dua vao kha nang giai bai toan logarit

roi rac trong Z,. Theo gia thiét trong so o, thi bai toan nay phai la “khé” giai.

Cu thé 1a: Theo cong thic 1ap ma : y = ex(X, 1) = (Y1, Y»), trong d6 y1 =g " mod
pVva y,= X * h "mod p . Nhu vay mudn xac dinh ban rd x tir cong thic y,, tham ma
phai biét duoc r, Gia tri nay c6 thé tinh duoc tir cong thirc y,, nhung lai gip bai toan

logarit roi rac.

1.2.6.3. Hé ma hoa khoa doi xieng cé dién

Khai ni¢m

- Hé ma hoa khoa dbi xtmg da dugc ding tir rat sém, nén con dugc goi 1a Hé ma
héa doi xieng — cé dién. Ban ma hay ban rd la day céc ky tu Latin,
- Lap ma: thuc hién theo cac budc sau:

Budc 1: nhap ban rd ky tu: RO_CHU'.

Budc 2: chuyén RO_CHU ==> RO _SO.

Budc 3: chuyén RO_SO ==> MA_SO.

Budc 4: chuyén MA SO ==> MA_CHU

- Giai ma: thuc hién theo cac budc sau:

Budc 1: nhap ban ma ky tu: MA_CHU'

Budc 2: chuyén MA_CHU ==> MA_SO

Budc 3: chuyén MA_SO ==>RO_SO.

Budc 4: chuyén RO_SO ==>RO_CHU
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Céac hé ma héda cb dién

- Hé ma hoa dich chuyén: khoa c6 1 “chia”.

- Hé ma hoéa Affine: khoa c6 2 “chia”.

- Hé ma hoa thay thé: khoa c6 26 “chia”.

- Hé ma héa VIGENERE: khéa c6 m “chia”.

- Hé ma hoa HILL: khda cd ma tran “chia”.

a. Hé ma hoa dich chuyén

So do

DatP=C =K =Zy. Ban ma y va ban rd X €Z.

Vi khoa k €K, ta dinh nghia:

Ham maé hoa: y=e,(x) = (x+k)mod 26

Ham giai ma: x=dy(y) = (y-k)mod 26

D¢ an toan :

Do an toan cia ma dich chuyén 13 rat thap.

Tap khoa K chi c6 26 khoa, nén viéc pha khoa co thé thuc hién d& dang biang céch
thir kiém tra timg khoa: k=1,2,3, ...,26.

b.Hé ma hoa thay thé (Hoan vi toan cuc)

So do

batP=C=2Zy.Banmady vaban rd X € Z.

Téap khoa K 1a tap moi hoan vi trén Zy.

Vai khéa k =7 € K, tirc 1a 1 hoan vi trén Z,g, ta dinh nghia:

M4 hoa: y=e, (x)= n(x)

Giai ma: x=d, (y)=n"(y)

Do an toan:

Do an toan cua mé thay thé thugc loai cao

Tap khéa K c6 26! Khéa (>4.10%), nén viéc pha khéa c6 thé thuc hién bing céach
duyét tuan tu 26! Hoan vi cia 26 chir cai. Dé kiém tra tit ca 26! khda, ton rat nhiéu
thoi gian.

Hién nay véi hé ma nay, nguoi ta co6 phuong phap tham ma khac nhanh hon.
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c. Hé ma héa AFFINE

So do

PatP=C =2Z,. Banmay va ban rd X € Z.

Tap khéa K = {(a,b), véi a,b € Z,5, UCLN(a,26)=1}

Vi khoa k=(a,b) € K, ta dinh nghia:

Phép ma hoa: y=ec(x)= (ax +b) mod 26

Phép giai mad : x=d.(y)= a™(y-b) mod 26

D¢ an toan:

Do an toan cia Hé ma hoa Affine: Rat thap

- Pidu kién UCLN(a,26)=1 dé bao dam a c6 phan tr nghich dao a* mod 26, tic 1a
thuat toan giai ma d, luén thuc hién duoc.

- Sb lugng a € Z,gnguyeén té Vai 26 1a §(26)=12, d6 1a :

1,3,5,7,9, 11, 15,17, 19, 21, 23, 25

- Céc s nghich dao theo (mod 26) twong ung Ia:

1,9 21,15,3,19,7,23,11,5,17, 25

- S6 luong b € Zys 12 26.

- S6 c4c khoa (a,b) c6 thé 1a 12*26 = 312. Rat it !

- Nhu vay viéc do tim khoa mat kha dé dang.

d. Hé ma hoa VIGENERE

So dé:

Dit P =C=K=(Z5)", mlasé nguyén duong, cac phép toan thuc hién trong (Zz).
Ban ma Y va ban rd X € (Z,5) ™. Khoa k = (Ky, Ko, ....km) gom m phan ti.
MahoayY = (yi, Vo, ....¥m) = (X1, Xo, ..., Xm)= (X¢+ K1,X5 + Ko,..., X+ Kyy)mod 26.

Giai mad X = (X,X2,..., Xm) = de(Y1,Y2, - -»¥ym) = (Y1- K1,¥2 - Ko,...., Y- Kiy) mod26.
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D¢ an toan:
Do an toan cua ma VIGENERE 1 twong ddi cao

Néu khda gom m ky tu khac nhau, mdi ky tu cé thé dwgc &4nh xa vao trong m
ky tu c6 thé, do d6 hé mat ma nay duoc goi 1a thay thé da biéu. Nhu vay sé khda c6

thé co trong Vigenere 12 26™.

Néu dung phuong phap “tdn cdng vét can”, tham ma phai kiém tra 26™ khoa.

Hién nay véi hé ma nay, nguoi ta ¢c6 phuong phap tham ma khac nhanh hon.

e. Hé m& hoa hoan vi cuc bo

So do :

it P = C = K = (Zy6)™, m 12 s6 nguyén duong. Ban ma Y va ban rd XeZ.

- Tap khoa K 1a tap tat ca cac hoén vj cua {1, 2, ..., m}

- Véi mdi khoa k =m € K, k = (Ky, Ko, ....km) g0m m phan tir, ta dinh nghia:
*MahoayY = (Y,Y2 ---5¥m) = (X1, X2, ., Xm) = (X(1)s Xk(2)s - -» Xk(m))

* Gidi M X = (X1, Xos- ., Xm) = e(Y1,Y2s - ¥m) =Yy Yk@) - s Yim) )

- Trong d6 k™ =n ! 1a hoén vi nguoc cia 7 .

D¢ an toan :

- Néu dung phuong phap “tin cong vét can”, tham ma phai kiém tra s6 khoa c6 thé
la: 1! + 2! + 3! + ...+ m! trong d6 m < 26.

- Hién nay véi hé ma nay, nguoi ta cd phuong phap tham ma khac nhanh hon.
f. Hé ma héa HILL

So do

Dit P = C = (Zy)", m 1a s6 nguyén duong. Ban ma Y va ban rd X €(Z)™.
Tap khéa K={ k €(Z,)™ "/det(K,26)=1}. (K phai c6 K™

Mai khéa K 1a mét “chum chia khoa” :

Vi mdi k €K, dinh nghia:

*Ham lap m&: Y = (Y,Y2, ....¥m) = ex(X1,X2,.. ., Xm) = (X1, Xo,..., Xm) * K

* Ham giai ma: X = (X1, X, ., Xm) = (Y1,Y2s -+ s¥m) = (Y1.Y2, -..oym) * K
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D¢ an toan:
Néu dung phuong phap “tan cong vét can”, tham ma phai kiém tra sé khoa co thé

v6i m lan luot 14 2, 3, 4, ..., trong d6 m 16n nhat |4 bang do dai ban rd.

1.2.6.4. H¢ ma hoa khoa déi xing DES
a. Hé ma hoa khoa doi xieng DES

15/05/1973, Uy ban tiéu chuan quéc gia My da cong bé mot khuyén nghi vé

hé ma hoéa chuan.

- Hé ma héa phai c6 do an toan cao.

- Hé ma hoa phai dugc dinh nghia day da va dé hiéu.

- Do an toan cua hé ma hda phai nam & khda, khéng nam & thuat toan.

- Hé ma hda phai sian sang cho moi ngudi diing & cac linh vuc khac nhau.

- Hé ma hoa phai xuat khau dugc.

DES dugc IBM phat trién, 1a mot cai bién caa hé mat LUCIPHER DES, n6
dugc cdng b lan dau tién vao ngay 17/03/1975. Sau nhiéu cudc tranh luan cong
khai, cudi cung DES duoc c6ng nhan nhu mot chuan lién bang vao ngay
23/11/1976 va duoc cong bb vao ngay15/01/1977.

Nam 1980, “cach dung DES” duoc cong bd. Tir d6 chu ky 5 naim DES duogc

xem xét lai mot 1an bai Uy ban tiéu chuan qudc gia My.
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Quy trinh ma héa theo DES :

Giai doan 1: Ban rd chix -
Chia thanh

Giai d oan 2: Ban rd sb N
Giai doan 3: 64 bit rd s6 =
Két ndi

Giai doan 4: Cac doan 64 bit ma s6 —
Giai doan 5: Ban ma s6 -
b. Lap ma va giai ma

Ldp ma DES :

Ban rd s6 (Dang nhi phan)

Céac doan 64 bit rd s6

64 bit ma s

Ban ma sé (Dang nhi phan)

Ban ma chir

Ban r6 la xau x, ban ma la xau y, khéa la xau K, déu co do dai 64 bit

Thuat todn ma hda DES thuc hién qua 3 budc chinh nhu sau:

Bugc 1: Ban rd x dugc hoan vi theo phép hoan vi IP, thanh IP (x).

IP(x) = LgRo, trong d6 Lo 13 32 bit dau (Left), Ry 1a 32 bit cudi (Right).

(IP(x) tach thanh LoRo).

Buéc 2 = Thuc hién 16 vong ma hda véi nhirng phép toan gidng nhau

Dit liu dugc két hop véi khoa thong qua ham f:

L| = R|_1, R|: L|_1 f(R|_1,k1) trong do:

la phép toan hoac loai trir cua hai xau bit (cong theo modulo 2).

Ky, Ko, ....kig 12 cac khoa con (48 bit) duoc tinh tir khoa gbc K.

Budc 3: Thuc hién phép hoan vi nguoc IP™cho xau LigRys, thu dugc ban may.

y = IP*( L, Ras)
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Quy trinh gidi ma :

Quy trinh giai ma cua DES tuong tu nhu quy trinh 1ap ma, nhung theo dung

cac khoa thtr tw nguoc lai: Keg,Ks, ..., ki.

Xuat phat (dau vao) tir ban ma y, két qua (dau ra) 1a ban rd x.
c. P9 an toan cua hé¢ ma héa DES

- D¢ an toan cua hé ma héa DES ¢6 lién quan dén cac bang S; :

Ngoai trir cac bang S, moi tinh toan trong DES déu tuyén tinh, tic 1a viec
tinh phép hoac loai trir cua hai dau ra ciling giéng nhu phép hoic loai trir cua hai

dau vao, roi tinh toan dau ra.

Cac bang S chira dung nhiéu thanh phan phi tuyén caa hé mat, 1a yéu tb

quan trong nhat dbi véi dd mat caa hé thong.

Khi méi xay dung hé mat DES, thi tiéu chuan xay dung cac hop S khéng
dugc biét day du. Va co thé cac hop S nay co6 thé chira cac “cira sap” duoc gidu

kin. Va dé ciing 1a mot diém dam bao tinh bao mat cua hé DES
- Han ché caa DES chinh 14 kich thudc khong gian khoa:

Sb khoa co thé 1a 2°°, khong gian nay 1a nho dé dam bao an toan thuc su.
Nhiéu thiét bi chuyén dung d3 dugc dé xuat nham phuc vu cho phép tan cong voi

ban rd da biét. Phép tan cong nay cha yéu thyuc hién theo phuwong phéap “vét can”.

Tuc 12 v6i ban rd x va ban mi y tuwong Gng (64 bit), mdi khéa co thé déu

dugc kiém tra cho toi khi tim duoc mot khoa K thoa man ex(x) =y.
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1.2.7. Chir ky sé
12.7.1.  Gigi thigu

Dé chirng thuc ngudn gdc hay hiéu luc cua mot tai liéu (vi du: don xin nhap
hoc, gidy béo nhap hoc,...) lau nay ngudi ta ding chit ky “tay”, ghi vao phia duéi
ctuia mdi tai liéu. Nhu vay nguoi ky phai truc tiép “ky tay” vao tai ligu.

Ngay nay cac tai liéu duoc sé hoa, ngudi ta ciing c6 nhu cau chung thuc
ngudn gbc tai liéu. RO rang khong thé “ky tay” vao tai liéu vi ching khong duoc in
an trén giay. Tai licu “s6” 1a mot xau céc bit (0 hay 1), xau bit c6 thé rat dai, “Chix
ky” dé ching thuc mot xau bit tai liéu ciing khong thé 13 mot xau bit nho dit phia
dudi xau bit tai lieu. Mot “Chir ky” nhu vay chac chan sé bi ké gian sao chép dé dat
duéi mot tai liéu khac mot cach bat hop phap.

Nhitng nam 80 cta thé ky 20, cac nha khoa hoc da phat minh ra “chit ky s6”
dé chang thuc mot “tai liéu s6” . D6 chinh 13 ban ma caa xau bit tai liéu.

Nguoi ta tao ra “chit ky s6” trén “tai liéu s6” gidng nhu tao ra “ban ma” cua
tai liéu véi “khoa 1ap ma”.

Nhu vay “ky s6” trén “tai liéu s6” 1a “ky” trén ting bit tai liéu. Ké gian kho
cd thé gia mao “chit ky s6” néu nd khong biét “khoa lap ma”.

Dé kiém tra mot “chir ky s6” thudc vé mot “tai liéu s6”, nguoi ta giai ma
“chit ky s6” bang “khoa giai ma”, va so sanh véi tai liéu gdc.

Ngoai ¥ nghia dé chizng thuc nguén gbc hay hiéu luc cua cac tai liéu sé hoa,
M3t manh caa “Chir ky s6” hon “Chit ky tay” 1a ¢ chd nguoi ta c6 thé “ky” vao tai
liéu tir rat xa trén mang cong khai. Hon thé nira, c6 thé “ky” bang céc thiét bi cam
tay nhu Dién thoai di dong, laptop,... tai khip moi noi mién 1a két ndi dugc vao
mang. D tén thoi gian, cong stc, chi phi. ..

“Ky s6” thuc hién trén ting bit tai liéu, nén d6 dai cua “chit ky s6” it nhat
cling bang d6 dai cua tai liéu. Do d6 thay vi ky trén tai liéu dai, ngudi ta thudng
ding “ham bam” dé tao “dai dién” cho tai liéu, sau d6 méi “ky s6” 1én “dai dién”

nay.
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So do chii ky sé :

Mot so d6 chir ky sé thuong bao gém hai thanh phan cha chét 1 thuat toan
ky va thuat toan xac minh.
Mot so d6 chir ky sb 1amotbo 5 (P, A, K, S, V) thoa mén céac diéu kién sau :
P 1a mot tap hop cac ban rd co thé.
A 13 tap hitu han cac chit ky c6 thé.
K 1a tap hitu han céc khoa c6 thé.
S la tap céc thuat toan ky.
V la tap cac thuat toan xac minh.
Véi mdi k € K, ton tai mot thuat toan ky Sigi€ S , Sige: P — A,
c6 thuat toan kiém tra chit ky Ver€ V, Ver, : P x A — {ding, sai},
thoa man diéu kién sau voi moi X EP, y €A :
Ver(x, y) = Bing, néu y = Sigy (X) hoic Sai, néu y # Sigy (X).
Chuay:
Nguoi ta thuong ding hé ma hoa khoa cong khai dé lap: “So do chit ky s6”.
O day khoa bi mat a ding lam khéa “ky”, khéa cong khai b ding lam khéa kiém
tra “chir ky”.
Nguoc lai véi viéc ma hoa, dung khoa cong khai b dé 1ap ma, dung khoa bi mat a
dé giai ma.
Diéu nay Ia hoan toan tu nhién, vi “ky” can giir bi mat nén phai ding khoa bi mat a
dé “ky”. Con “chir ky” 1a cong khai cho moi nguoi biét, nén ho ding khda cong
khai b dé kiém tra.
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1.2.7.2.  Phan loai chi# ky sé
C6 nhiéu loai chir ky tdy theo cach phan loai, sau day xin giéi thiéu mot sb cach.
Céach 1: Phan loai chi# ky theo khd nang khéi phuc théng diép géc
1). Chit ky c6 thé khdi phuc thong diép géc:
La loai chir ky, trong d6 ngudi gui chi can gai “chit ky”, nguoi nhan cd thé
khoi phuc lai duoc thong diép goc, da duoc “ky” boi “chir ky” nay.
2). Chir ky khong thé khoi phuc thong diép géc:
Vi du: Chir ky Elgamal la chit ky di kém thong diép.

Cach 2: Phan logi chér ky theo mszc an toan.
1). Chit ky “khong thé pha nhan™:

Nham tranh viéc nhan ban chit ky dé sir dung nhiéu lan, tot nhat 1a ngudi gui
tham gia truc tiép vao viéc kiém thir chit ky. Diéu d6 duoc thuc hién bang mot giao
thie kiém thu, dudi dang mot giao thie moi hoi va tra 1oi.

Vi du: Chtr ky khéng phua dinh (Chaum-van Antverpen).

2). Chit ky “mot lan”:

Chir ky diung mot 1an  (one-time signature) 12 mot khai niém van con kha méi meé
song rat quan trong, dac biét 1a trong mot sé md hinh vé bo phiéu dién tir va tién
dién tu.

Pé dam bao an toan, “khéa ky” chi ding 1 lan (one-time) trén 1 tai liéu.

Vi du: Chir ky mét 1an Lamport. Chir ky Fail-Stop (Van Heyst & Pedersen).

Céch 3: Phan logi chiz ky theo ing dung dac trung.
Chir ky “mu” (Blind Signature).

Chir ky “nhém” (Group Signature).

Chit ky “boi” (Multy Signature).

Chir ky “mu nhém” (Blind Group Signature).

Chit ky “mu boi” (Blind Multy Signature).
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1.2.7.3. Mgt sé logi chi# ky so
1/. Chir ky RSA
So' dé : (d& xuat nam 1978)
1) Tao cap khda (bi mdt, cong khai) (a,b):
Chon bi mat nguyén té 16n p, g, tinh n=p*q, cong khai n dit P=C=Z,"
Tinh bi mat @(n) = (g-1)(p-1).
Chon khéda cong khai b <@(n), nguyén t6 ciing nhau véi @(n).
Khoa bi mat a la phan tir nghich dao cua b theo mod @(n): a*b=1(mod @ (n)).
2) Ky sb:

Chit ky trén x €P lay = Sigi(x) = x}(mod n), ye A (R1).
3) Kiém tra chir ky:

Ver(x,y) = diing < x= y°(mod n) (R2).
Cha y: V&i mot sb chir ky:

Viée “ky s6” vao x twong (ng véi viéc “ma hoa” tai liéu X.

Kiém thir chinh 1a viéc giai ma “chir ky”, dé kiém tra xem tai liéu da giai ma
c6 dung véi tai lidu trude khi ky hay khong. Thuat toan va kiém tha “chir ky” 1a

cong khai, ai ciing c6 thé kiém thu chir ky duoc.
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Vi du: chir ky trén x = 2

Tao cap khéa (bi mat, cdng khai) (a,b):

Chon bi mat s nguyén t p=3, =5, tinh n=p*q=3*5=15, cong khai n.

D3t P=C=2,". Tinh bi mat @(n) = (g-1)(p-1)= (3-1)(5-1) =8

Chon khoa cong khai b= 3< @(n), nguyén t6 cting nhau véi @(n) =8.

Khoa bi mat a =3, 1a phan tir nghich dao caa b theo mod @ (n): a*b=1(mod @(n))
Ky sé: chit ky trén x=2 € P la

y = Sigi(x)= x3(mod n) = 2® (mod 15) =8,y € A.

Kiém tra chit ky :

Very(x,y) = ding < x = y*(mod n) <2 = 8°(mod15)
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2/. Chir ky Elgamal
So' d6 : (Elgamal dé xuat naim 1985)
Tao cap khoa (bi mdt, cbng khai) (a, h):
Chon sb nguyén t6 p sao cho bai toan logarit roi rac trong Z, 1a “khé” giai.
Chon phan tir nguyén thay g € Z, . PatP =2, , A=Z," X Z,1.
Chon khoa bi mat laa € Z,™ . Tinh khéa cong khai h =g¢* mod p.
Dinh nghia tap khoa : K = {(p, g, a, h): h =g® mod p}.
Céc giatri p, g, h dugc cdng khai, phai git bi mat a.
* Ky 6
Duing 2 khoa ky: khda a va khoa ngau nhién bi matr € Zp_l*.
(Vir € Z,4", nén nguyén t ciing p-1, do d6 ton tai r * mod(p-1)).
Chitkytréenx ePlay=Sig«(x, 1) =(y,d8),yEA (E1)
Trong d6 VAL Zp* 0 EZp:
y=g 'modpvasd=(x—a*y)*r*mod (p-1)

* Kiém tra ché# ky :

Ver (x,y,8)=ding & h"*y’=g*modp.  (E2)
Chay: Néu chir ky duoc tinh dung, kiém thi s& thanh cong vi
h'*y’=g*"*g" " ’modp=g®"""¥mod p = g* mod p.

Dod=(x-a*y)*r mod(p-1)nén(a*y+ r*d)=xmod (p-1)
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3/. Chir ky Schnoor
* Sinh khoa:
Cho Z. , q lasdnguyéntd, cho G lanhémconcipqcua Z,, .
Chon phan tir sinh geG, sao cho bai toan logarit roi rac trén G 1a “kho giai”.
Chon ham bam H: {0,1} >Z,,.
Chon khoa bi matla aeZ ", khéa cong khai 1a h = g?mod n.
* Ky $6:
Chir ky Schnorr trén me{0, 1}" duoc dinh nghia 1a cap (c, s), néu thoa
mén diéu kién ¢ = H(m, g’h®).
Chu y: Ky hiéu (m, g°h®) 1a phép “ghép néi” m va g°h°.
Vidy: m=0110, g°h®= 01010, thi (m, g°h®)=011001010.
Tao chir ky Schnorr:  Chir ky la cap (c, s).
+ Chon ngiu nhién reZ, . Tinh c¢c=H(m,g"), s=r—ca (mod q).
* Kiém tra chi ky:
Cap (c, s) 1a chit ky Schnorr, vi théa mén diéu kiénc = H(m, g°h°®).

Vi g°h® =g""%0* ° = g" (modn), doddé H(m, g°h®)=H(m, g")=c.
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1.3.  TONG QUAN VE MANG RIENG AO

1.3.1. Khai niém mang riéng ao

Mang riéng ao (Virtual Private Network: VPN). C6 nhiéu dinh nghia khac

nhau vé Mang riéng ao:

- Theo VPN Consortium, VPN la mang st dung mang cong cong (nhu
Internet, ATM/Frame Relay cuia cac nha cung cap dich vu) lam co sé ha tang dé
truyén thong tin, nhung van dam bao 1a mot mang riéng va kiém soat duoc truy
nhap. N6i cach khac, VPN duoc dinh nghia 14 lién két ciia khach hang dugc trién
khai trén mot ha tang cong cong véi cac chinh sach nhu trong mot mang riéng. Ha
tang cong cong nay co thé 1a mang IP, Frame Relay, ATM hay Internet.

- Theo tai liéu cua IBM, VPN la su mé rong mot mang Internet riéng cia mot
doanh nghiép qua mot mang cong cong nhu Internet, tao ra mot két ndi an toan,
thuc chat 12 qua mot dudng ham riéng. VPN truyén thong tin mot cach an toan qua
Internet két ndi ngudi dung tir xa, nhanh vin phong va cac dbi tac thuong mai thanh
mang cong ty maé rong.

- Theo cach noi don gian, VPN la su m& rong caa mang Intranet qua mot
mang cOng cong (nhu Internet) ma dam bao sy bao mat va hiéu qua két néi gitra hai
diém truyén thdng cudi. Mang Intranet riéng dwgc mé rong nhd sy trg gilp cua cac
“duong ham”. Cac dudng ham nay cho phép céac thuc thé cudi trao doi dir lidu theo
cach twong ty nhu truyén thong diém — diém.

Mang riéng ao di thuc su chinh phuc cudc séng. Viéc két néi cac mang may
tinh ciia cac doanh nghiép lau nay van duoc thyc hién trén cac dudng truyén thué
riéng, ciing co thé 1a két ndi Frame Relay hay ATM. Nhung rao can Ién nhat vai cac
doanh nghiép, to chitc d6 1a chi phi. Chi phi tir nha cung cap dich vy, chi phi tir viéc
duy tri, van hanh ha ting mang, thiét bi riéng cua doanh nghiép...rat Ion. Vi vay,
diéu dé hiéu la trong thoi gian dai, ching ta gan nhu khong thay duoc nhiéu tng

dung, giai phap hiru ich trén mang dién rong WAN.
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R6 rang, su ra doi cia céng nghé mang riéng ao da cho phép cac to chic,
doanh nghiép cé thém sy lya chon mai. Khdng phai vé cé ma cac chuyén gia vién
théng nhan dinh: “Mang riéng 4o chinh 1a céng nghé mang WAN thé hé mai”.

Vi du vé mé hinh két néi mang riéng 4o:

ﬁ p .Imsn.% :

Busingss painer <
3
with Cio0 routes >a

@

Remoie office
with Claco router

ﬁl

Flrewal
;lb

Mobile worker
with Cisco Secures 'PN Chent
on Raplap cormpuler

Concantraiod

Rggjiongl oMoy
with PIX Finewall

SOHO Wth a0
ISDNDISL router

Hinh 1 M6 hinh Mang riéng ao

Vé cin ban, mdi VPN la mot mang riéng ré sir dung mot mang chung
(Internet) dé két ndi cling vai cac site (cac mang riéng 1¢) hay nhiéu ngudi ding tir
xa. Thay cho viéc sir dung két néi thuc, chuyén dung nhu duong leased- line, mdi
VPN sir dung cac két ndi ao duoc din qua duong Internet tir mang riéng cua céc
cong ty toi cac site hay cac nhan vién tir xa. Bé c6 thé gui va nhan dir liéu thong qua
mang c6ng cong, ma van bao dam tinh an toan va bao mat, VPN cung cip cic co
ché ma hda dit liéu trén duong truyén tao ra mot duong dng bao mat giira noi nhan
va noi giri (Tunnel), giong nhu mot két ndi point- to- point trén mang riéng. Dé c6
thé tao ra duong 6ng bao mat dé, dir liéu phai duoc ma hda hay che gidu di, chi
cung cap phan dau goi dit liéu (header) 1a thong tin vé duong di cho phép n6 co thé
di dén dich thong qua mang céng cong mot cach nhanh chéng.

Dir liéu dugc ma hda mot cach can than, do d6 néu cac packet bi bt lai trén
duong truyén cong cong, ciing khong thé doc duoc ndi dung vi khdng co khoa giai

~

ma.
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1.3.2. Muc dich

Dép tng nhu cau khai thac dit liéu, dich vu CSDL, dich vu duoc cung cap
trong mang noi bo cua cong ty dé dap tng cho cac cong viéc, hoat dong san xuat
kinh doanh cua tirng doanh nghiép & bat ctr noi ddu ma khong can ngdi trong vin

phong.

Ap dung cho cé4c té chizc ¢ nhiéu vin phong chi nhanh, giira cac vin phong
can trao doi dir liéu véi nhau. Vi du: mot cong ty da qudc gia co nhu cau chia sé
théng tin gitra cac chi nhanh dit tai nhiéu nuéc khac nhau, cé thé xay dung mot hé
théng VPN Site-to-Site két néi hai vin phong tao mot dudng truyén riéng trén mang

Internet phuc vu qué trinh truyén théng an toan hiéu qua.

Trong mot sé to chuc, qué trinh truyén dit liéu gitra mot s6 bo phan can dam
bao tinh riéng tu, khong cho phép cic bo phan khéc truy cap. Hé théng Intranet
VPN c6 thé dap (g tinh hudng nay.

Quan ly van phong mét cach hiéu qua, gidm sat céng viéc tur xa.

Tich hop cac hé théng cong nghé cao nhu Camera quan sat, dién thoai trén

nén tang Internet, voice chat. ..

Pay manh hiéu qua kinh doanh, bo phan quan Iy mudn cac nhan vién kinh
doanh trong qué trinh cong tac & bén ngoai co thé truy cap béo céo ban hang (Sale
Reports) chia sé trén File Server va c6 thé twong tac véi may tinh cua ho trong vin
phong khi can thiét. Ngoai ra ddi véi cac dit liéu mat, nhay cam nhu bao cao doanh
s6, trong qué trinh truyén c6 thé ap dung co ché ma hda chit ch& dé nang cao d6 an

toan cua dir liéu.
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1.3.3. Chirc nang

VPN cung cip ba chirc ning chinh dé 1a: tinh x4c thuc (Authentication), tinh

toan ven (Integrity) va tinh bao mat (Confidentiality).

a)  Tinh xac thuc : Dé thiét 1ap mot két néi VPN thi trude hét ca hai phia phai
xé&c thuc lan nhau dé khang dinh rang minh dang trao di thong tin véi nguoi

minh mong mudn chtr khdng phai 13 mot nguoi khéc.

b)  Tinh toan ven : Pam bao dit liéu khdng bi thay doi hay dam bao khéng c6
bat Ky su x40 tron nao trong qua trinh truyén dan.

¢)  Tinh bdo mat : Nguoi giri c6 thé ma hoa céac goi dit liéu trudc khi truyén qua
mang cdng cong va dir liéu s& duoc giai ma & phia thu. Bang cach lam nhu
vay, khéng mot ai c6 thé truy nhap théng tin ma khong dugc phép. Tham chi

néu c6 lay duoc thi ciing khong doc dugc.

1.3.4. Lgiich cia cong nghé VPN

VPN mang lai lgi ich thyc sy va tic thoi cho cac cong ty. Co thé dung VPN
khong chi dé don gian hoa viéc théng tin gitra cac nhan vién lam viéc & xa, nguoi
ding luu dong, mé rong Intranet dén timg van phong, chi nhanh, tham chi trién khai
Extranet dén tan khach hang va cac ddi tac cha chdt ma con lam giam chi phi cho
cdng viéc trén thap hon nhiéu so voi viéc mua thiét bi va duong day cho mang
WAN riéng. Nhiing loi ich nay du truc tiép hay gian tiép déu bao gom: Tiét kiem
chi phi (cost saving), tinh mém déo (flexibility), kha ning mé rong (scalability) va

mot s6 wu diém khéc.
a) Tiét kigm chi phi
Viéc str dung mot VPN sé& gilp cac cong ty giam duoc chi phi dau tu va chi

phi thuong xuyén.
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Téng gia thanh cua viéc s hitu mot mang VPN s& duoc thu nho, do chi phai
tra it hon cho viéc thué bang thong dudng truyén, cac thiét bi mang duong truc va
duy tri hoat dong cua hé thdng. Gia thanh cho viéc két ndi LAN-to-LAN giam tir
20% t6i 30% so véi viéc sir dung dudng thué riéng truyén théng. Con ddi vai viéc

truy cap tur xa giam tir 60% t6i 80%.
b) Tinh linh hogt

Tinh linh hoat ¢ day khong chi 1a linh hoat trong qué trinh van hanh va khai
thac ma nd con thuc sy mém déo ddi véi yéu cau sir dung. Khach hang co thé sir
dung két ndi T1, T3 gitta cac vin phong va nhiéu kiéu két néi khac ciing co thé

duogc sir dung dé két ndi cac van phong nho, cac ddi tuong di dong.
c) Khd nang mo rgng

Do VPN duoc xay dung dua trén co s& ha ting mang cong cong (Internet), bat
Clr & noi ndo c6 mang cong cong la déu cd thé trién khai VPN. Ma mang cong cong

c6 mat & khdp moi noi nén kha ning mé rong cia VPN Ia rat linh dong.

Mot co quan & xa c0 thé két ndi mot cach dé dang dén mang cua cong ty bang
cach sir dung duong day dién thoai hay DSL...Va mang VPN dé dang g& bo khi co

nhu cau.

Kha niang mé rong bang thong 1a khi mot van phong, chi nhanh yéu cau biang

thong 16n hon thi né ¢ thé duoc nang cap dé dang.
d) Giam thiéu cac hé tro kjj thugt

Viéc chuin hoé trén mot kiéu két ndi tir dbi twong di dong dén ISP va viéc
chuan hoa cac yéu cau vé bao mat di lam giam thiéu nhu cau vé nguon hd tro ky
thuat cho mang VPN. Va ngay nay, khi ma cac nha cung cap dich vu dam nhiém
c4c nhiém vu hd tro mang nhiéu hon thi nhitng yéu cau hd tro ky thuat doi voéi

nguoi St dung ngay cang giam.
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e) Pdp ing cac nhu cdu thwong mai

Cac san pham dich vu VPN tuan theo chuan chung hién nay, mot phan dé
dam bao kha ning lam viéc cua san pham, nhung c6 1& quan trong hon 14 dé san

pham cua nhiéu nha cung cap khéc nhau cé thé 1am viéc véi nhau.

Déi vai cac thiét bi va Cong nghé Vién théng mai thi van dé can quan tam 1a
chuan hod, kha niang quan tri, kha ning mé rong, kha ning tich hop mang, tinh ké
thira, d6 tin cay va hiéu suat hoat dong, dac biét 1a kha ning thuong mai cua san

pham.
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1.3.5. Céc dang két néi mang riéng ao
1.3.5.1. VPN truy nhdp tir xa (Remote Access VPNS)

VPN truy nhap tir xa cung cip cho c4c nhan vién, chi nhanh vin phong di
d6ng cd kha ning trao dbi, truy nhap tir xa vao mang caa cong ty tai moi thoi diém

tai bat cir dau c6 mang Internet.

VPN truy nhap tir xa cho phép mé rong mang cbng ty toi nhitng nguoi su
dung thong qua co so ha tang chia sé chung, trong khi nhitng chinh sach mang cong
ty van duy tri. Loai VPN nay c6 thé dung dé cung cap truy nhap an toan cho céc
thiét bi di dong, nhitng nguoi sir dung di dong, cac chi nhanh va nhitng ban hang
cua cong ty. Nhitng kiéu VPN nay duoc thuc hién théng qua co sé ha tang cong
cong bang cach st dung cdng nghé ISDN, quay sd, IP di dong, DSL va cong nghé
cap va thudng yéu cau mot vai kiéu phan mém client chay trén may tinh cua nguoi

su dung.

Hinh 2 Remote Access VPN
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VPN truy nhap tir xa c6 cac wu diém sau:

. Loai bo chi phi cho két néi khoang céch xa tir ngudi st dung dén mang cua
t6 chirc boi vi tat ca két ndi xa bay gio duoc thay thé bang két néi Internet

. Khoang céach két ndi rong va chi phi giam xudng do ngudi st dung IP-VPN
chi can quay sé t6i s6 cua nha cung cap dich vu Internet ISP hoic truc tiép
két ndi qua mang bang rong ludn hién hanh.

. Bai vi cac két ndi truy nhap 1a noi bo nén cac Modem két ndi hoat dong ¢ toc
d6 cao hon so vai cac truy nhap khoang cach xa.

. Cung cép dich vu két ndi gia ré cho nhimg ngudi sir dung & xa.

o Trién khai thém nguoi sitr dung don gian va su ting 1én nhanh chéng cua
VPN cho phép thém vao ngudi dung méi ma khong tang chi phi cho co so ha
tang.

. Vén dé quan li va bao dudng mang quay sé don gian khi thém nguoi sir dung
méi s& gilp cac cdng ty cd thé dé dang chuyén hudng kinh doanh hon.

. VPN cung cap kha niang truy nhap tot hon dén céc site cua cong ty boi vi
chdng hd trg muc thap nhat cua dich vu két néi.

Tuy nhién bén canh d6 VPN truy cap tir xa ciing c6 mot s6 han ché can khic phuc

Sau:

° Mang VPN truy nhap tir xa khéng hé tro cac dich vu dam bao QoS.

o Nguy co bi mat dit liéu cao. Hon nira, nguy co cac gbi c6 thé bj phan phét
khong dén noi hodc mat goi.

o Bai vi thuat toan ma hod phuc tap, nén tiéu dé giao thirc ting mot cach déng
ké.
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1.3.5.2. Site—-To - Site VPN
Site-to-Site VPN duoc sir dung dé ndi cac site cia cac hdng phan tan vé mit
dia ly, trong d6 mdi site c6 cac dia chi mang riéng dugc quan ly sao cho binh

thuong khong xay ra va cham.
1/. Intranet VPN (Mang VPN cuc bg)

Cac VPN cuc bo duoc st dung dé bao mat cac két ndi gitra cac dia diém
khac nhau ciia mot cong ty. Mang VPN lién két tru s¢ chinh, cac van phong, chi
nhanh trén mot co sé ha tang chung str dung cac két néi ludn dugc ma hoa bao mat.
Diéu nay cho phép tat ca cac dia diém co thé truy nhap an toan cac ngudn dit lidu
dugc phép trong toan bd mang cua cong ty.

Nhitng VPN nay van cung cap nhitng dic tinh cia mang WAN nhu kha ning
mé rong, tinh tin cay va hd tro cho nhiéu kiéu giao thirc khac nhau véi chi phi thap
nhung van dam bao tinh mém déo. Kiéu VPN nay thudng duoc cau hinh nhu 13 mot
VPN Site- to- Site.

Central site

Remote site

CojoZod|

Router

PIX Firewall

Van phong
trung tam

Hinh 3 Intranet VPN
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Nhitng vu diém chinh cia mang cuc bo dya trén giai phap VPN bao gom:

Cac mang luéi cuc bo hay toan bo cé thé duoc thiét 1ap (voi diéu kién mang
théng qua mot hay nhiéu nha cung cap dich vu).

Giam duoc s6 nhan vién ky thuat hd trg trén mang ddi véi nhitng noi xa.

Bai vi nhitng két néi trung gian duoc thuc hién théng qua mang Internet, nén
né c6 thé dé dang thiét 1ap thém mot lién két ngang cap mai.

Tiét kiém chi phi thu duoc tir nhitng loi ich dat duoc bang cach st dung
duong ngam VPN théng qua Internet két hop vai céng nghé chuyén mach

téc do cao. Vi du: nhu cong nghé Frame Relay, ATM.

Tuy nhién n6 cling mang mot s6 nhugc diém can khac phuc sau:

Bai vi dit liéu dugc truyén “ngdm” qua mang cong cong — mang Internet —
cho nén van con nhitng méi “de doa” vé mirc d6 bao mat dir liéu va muac do

chat lugng dich vu (QoS).
Kha niang cac goi dit liéu bi mat trong khi truyén dan van con kha cao.

Truong hop truyén dan khéi luong 16n dit liéu, nhu 1a da phuong tién, voi
yéu cau truyén dan tdc do cao va dam bao thoi gian thuc 1a thach thac Ién

trong moi truong Internet.
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2/. Extranet VPNs (VPN mé rgng)

Khong gidng nhu mang VPN cuc bo va mang VPN truy nhap tir xa, mang
VPN mé rong khdng bi co 1ap véi “thé gidi bén ngoai”. Thuc té mang VPN mo
rong cung cap kha ning diéu khién truy nhap téi nhitng ngudn tai nguyén mang can
thiét d¢ mo rong nhimg d6i twong kinh doanh nhu 13 cac ddi tac, khach hang, va céc
nha cung cép...

Remote site 5 Central site
DSL -
/\/ x\‘
DSL y POP

Extranet ;
Business-to-business ' Van phong

Van phong trung tam

Intraneté, xa

Hinh 4 Extranet VPN

Cac VPN mo rong cung cap mot duong ham bao mat gira cac khach hang,
cac nha cung cap va cac di tdc qua mot co sd ha ting cong cong. Kiéu VPN nay sir
dung cac két néi ludn ludn dugc bao mat va dugc cau hinh nhu mot VPN Site—to—
Site. Su khé&c nhau gitta mot VPN cuc bo va mot VPN ma rong do la su truy cap

mang duoc cdng nhan & mot trong hai dau cudi caa VPN.
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Tong cong ty

Internet

Cong ty déi tac 1 Cong ty dbi tac 3

Céng ty déi tac 2

Hinh 5 Budng ham bao mat trong Extranet VPN

Mang VPN mé rong c6 nhimg wu diém co ban sau:

. Chi phi cho mang VPN md rong thap hon rat nhiéu so v6i mang truyén
théng.

. Dé dang thiét 1ap, bao tri va dé dang thay doi dbi voi mang dang hoat dong.

° Vi mang VPN m¢ rong duoc xay dung dua trén mang Internet nén co nhiéu
co hoi trong viée cung cip dich vu va chon lwa giai phap phu hop véi cac
nhu cau ciia mdi cong ty hon.

° Vi tan dung két ndi Internet nén viéc bao tri chu yéu do ISP dam nhiém nén
giam dang ké chi phi cho thué nhan vién bao tri hé thong.

Tuy nhién mang VPN mé rong ciing van ton tai mdt s6 nhuoc diém sau:

. Nguy co bao mat nhu tin cong tir chdi dich vu van con ton tai.
. Tang rui ro cho sy xAm nhdp vao Intranet cta to chirc.
o Trong truong hop truyén tai cac dir liéu da phuong tién thi gay qua tai, cham

hé théng va tde do truyén s& rat cham do phu thudc vao mang Internet.

o Do truyén dit liéu dya trén két ni Internet nén chat luong c6 thé khong

6n dinh va QoS khong thé dam bao.
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Mic di van ton tai nhiéu nhuoc diém nhung né khéng da dé 1am lu mo di nhitng wu
diém va lgi ich mang lai cho ngudi st dung, vi thé VPN luén dugc céc nha quan tri
mang Yéu thich, st dung. Va cdc doanh nghiép thi cling khong phai la ngoai I¢,

tham chi ho con cam thay rét thich thi vai céng nghé nay.

1.3.6. Giéi thiéu mét sé giao thire dwong him trong VPN
a) Giao thirc dinh huwéng L2F ( Layer 2 Forwarding).

Giao thirc dinh hudng 16p 2 L2F do Cisco phat trién doc 1ap va duoc phat
trién dua trén giao thitc PPP (Point-to-Point Protocol). L2F cung cap giai phap cho
dich vu quay s 4o bang cach thiét 1ap mot duong ham bao mat thong qua co so ha
tang cong cong nhu Internet. L2F 13 giao thitc duoc phat trién sém nhat, 1a phuong
phap truyén thng dé cho nhitng ngudi sir dung & xa truy cap vao mot mang cong ty
thong qua thiét bi truy cap tir xa.

L2F cho phép déng gbi cac goi PPP trong L2F, dinh dudng ham & 16p lién két dix
lidu.

Uu nhwoc diém cia L2F

Uu diém:

- Cho phép thiét 1ap duong ham da giao thirc.
- Pugc cung cap boi nhiéu nha cung cap.
Nhwoc diém:

- Khéng c6 ma hoa.

- Yéu trong viéc xac thuc nguoi dung.

- Khong c6 diéu khién luéng cho dudng ham.
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b) Giao thirc PPTP ( Point —to- Point Tunneling Protocol).

Giao thirc duong ham diém-diém PPTP duoc dua ra dau tién boi mot nhom
cac cong ty dugc goi 1a PPTP Forum. Nhém nay bao gom 3 cong ty: Ascend
comm., Microsoft, ECI Telematicsunication va US Robotic. Y tudng co so cua giao
thac nay la tach cac chirc nang chung va riéng cua truy cap tu xa, lgi dung co sé ha
tang Internet sin co dé tao két ndi bao mat gitra nguoi ding ¢ xa (client) va mang
riéng. Nguoi ding ¢ xa chi viéc quay sé téi nha cung cap dich vy Internet dia

phuong 13 ¢6 thé tao dudng ham bao mat téi mang riéng cua ho.

Giao thuc PPTP duoc xay dung dya trén chirc nang cua PPP, cung cap kha
ning quay so truy cap tao ra mot duong ham bao mat théng qua Internet dén site
dich. PPTP st dung giao thuc boc goi dinh tuyén chung GRE (Generic Routing
Encapsulation) duoc mo ta lai dé dong géi va tach gbi PPP, giao thtc nay cho phép
PPTP mém déo xir Iy céc giao thirc khac khong phai IP nhu: IPX, NETBEUI.

Do PPTP dua trén PPP nén né ciing st dung PAP, CHAP dé xéc thuc. PPTP
c6 thé str dung PPP dé ma hod dit liéu nhung Microsoft da dwa ra phuong thic ma
hod khac manh hon d6 13 ma ho4 diém - diém MPPE (Microsoft Point- to- Point

Encryption) dé str dung cho PPTP.

Mot uu diém cua PPTP 1a duoc thiét ké dé hoat dong & 16p 2 (16p lién két dir
licu) trong khi IPSec chay ¢ 16p 3 caa md hinh OSI. Bang cach hd tro viéc truyén
dir liéu ¢ 16p tht 2, PPTP ¢6 thé truyén trong duong ham bing cac giao thirc khac

IP trong khi IPSec chi c6 thé truyén cac goi IP trong duong ham.,
c) Giao thirc L2TP ( Layer 2 Tunneling Protocol).

Giao thire duong ham 16p 2 L2TP 1a sy két hop gitra hai giao thiac PPTP va
L2F- chuyén tiép 16p 2. PPTP do Microsoft dua ra con L2F do Cisco khdi xudng.
Hai cong ty nay di hop tac cing két hop 2 giao thuc lai va dang ky chuan hoa tai
IETF.
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Gidng nhu PPTP, L2TP 1a giao thirc dudng ham, no sir dung tiéu dé dong goi
riéng cho viéc truyén céc géi ¢ 16p 2. Mot diém khac biét chinh giita L2F va PPTP
la L2F khéng phu thudc vao IP va GRE, cho phép nd cé thé 1am viéc & méi trudng
vat ly khac. Bai vi GRE khong sir dung nhu giao thirc dong goi, nén L2F dinh nghia
riéng cach thic cac goi duge didu khién trong moi trudng khac. Nhung né ciing hd
tro TACACS+ va RADIUS cho viéc xac thuc. Cé hai mirc xac thuc nguoi dung:
Pau tién ¢ ISP trudc khi thiét 1ap duong ham, sau d6 1a & cong ndi caa mang riéng

sau khi két ndi duoc thiét lap.

L2TP mang dac tinh cua PPTP va L2F. Tuy nhién, L2TP dinh nghia riéng
mot giao thirc duong ham duya trén hoat dong cua L2F. N cho phép L2TP truyén
thong qua nhiéu madi trudng goi khac nhau nhu X.25, Frame Relay, ATM. Mic dU
nhiéu cong cu chu yéu cua L2TP tap trung cho UDP caa mang IP, nhung c6 thé
thiét 1ap mot hé thong L2TP ma khong can phai sir dung IP 1am giao thic duong
ham. Mot mang ATM hay frame Relay c6 thé p dung cho duong ham L2TP.

Do L2TP la giao thic ¢ 16p 2 nén nd cho phép ngudi dung sir dung céc giao
thize didu khién mot cach mém déo khdng chi 1a IP ma c6 thé 1a IPX hoic
NETBEUIL. Ciing giéng nhu PPTP, L2TP ciing ¢ co ché xac thuc PAP, CHAP hay
RADIUS.

Mic du Microsoft dd 1am cho PPTP trg nén céch chon lya phd bién khi xay
dung VPN bang céch hd tro giao thuc nay san c6 trong hé diéu hanh Windows
nhung cong ty ciing c6 ké hoach hd trg thém L2TP trong Windows NT 4.0 va
Windows 98.

d) Giao thirc IPSec ( IP Security).

Céc giao thuc nguyén thuy TCP/IP khong bao gom cac dac tinh bao mat vén
c6. Trong giai doan dau cua Internet khi ma nguoi ding thudc cac trudng dai hoc va
c4c vién nghién ciru thi van dé bao mat dit liéu khong phai 12 van dé quan trong nhu
bay gio khi ma Internet trg nén phd bién, cac tng dung thuong mai c6 mit khip noi

trén Internet va d6i twong str dung Internet rong hon bao gdm ca cac Hacker.
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Dé thiét Iap tinh bao mat trong IP & cip do goi, IETF da dua ra ho giao thic
IPSec. Ho giao thtrc IPSec dau tién duoc dung cho xéac thuc, ma hoa cac goi dir liéu
IP, dugc chuan hoa thanh cac RFC tir 1825 dén 1829 vao nam 1995. Ho giao thtic
nay mo ta kién triic co ban cua IPSec bao gom hai loai tiéu dé& duoc sir dung trong
goi IP, goi IP 1a don vi dir liu co so trong mang IP. IPSec dinh nghia 2 loai ti€u dé
cho cac goi IP dé diéu khién quéa trinh xac thuc va ma hod: mot 1a xéc thuc tiéu dé
IP — AH (IP Authentication Header) diéu khién viéc xac thuc va hai 1a dong goi tai

tin an toan ESP (Encapsulation Security Payload) cho muc dich ma hoa.

IPSec khong phai la mét giao thirc. N6 la mot khung ciua céc tap giao thiac
chuan md cho phép nhitng nha quan tri mang lua chon thuat toan, cac khoa va
phuong phap nhan thue dé cung cap sy xéac thuc dit liéu, tinh toan ven dit liéu, va sy
tin cay dit liéu. IPSec 1a sy lya chon cho bao mat téng thé cac VPN, 1a phuong an
t6i wu cho mang cuia cong ty. N6 dam bao truyén thong tin cay trén mang IP cong

cong ddi vai cac tng dung.

IPsec tao nhitng duong ham bao mat xuyén qua mang Internet dé truyén
nhitng ludng dir liéu. Mdi duong ham bao mat 1a mét cap nhitng két hop an ninh dé

bao vé ludng di liéu gitta hai Host.

IPSec dugc phat trién nham vao ho giao thuc IP ké tiép 1a IPv6, nhung do
viéc trién khai IPv6 con cham va su can thiét phai bao mat cac géi IP nén IPSec da
duoc thay ddi cho phi hop véi IPv4. Viéc hd tro cho IPSec chi 1a tuy chon cua IPv4

nhung d6i véi IPV6 thi ¢ san IPSec.
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Chuong 2.

MOT SO BAI TOAN AN TOAN THONG TIN TRONG MANG RIENG AO

2.1. KIEM SOAT TRUY NHAP MANG RIENG AO

2.1.1. Bai toan kiém soat truy nhap trong Mang riéng ao
Bai toan 1: Kiém soat mot thuc thé truy nhap vao VPN.

Khi mot thuc thé truy nhap vao VPN, phai cung cap duoc thong tin dé chiing
minh rang thyc thé d6 1a thanh vién trong mang VPN. Néu la thanh vién thi thuc thé
c6 thé truy nhap va sir dung tai nguyén cua hé thong véi quyén han da dugc cho
phép. Con nguoc lai, néu thuc thé khong 1a thanh vién thi s& khong thé truy nhap
vao bén trong VPN.

Bai toan 2: Hai nit mang cung trong VPN can giao tiép voi nhau ciing can kiém

soat.

Hai ndt mang cung trong VPN trude khi giao tiép cling vay. Phai kiém soat
chic chan rang day 1a hai nat mang trong cing VPN mai thuc hién cac giao tiép két
ndi tiép theo. Kiém soat nham xac thuc thng tin tin cay giita hai ndt mang dé tao ra

maot két ndi an toan.
2.1.2. Phwong phap giai quyét

X&c thuc 13 mot phan khéng thé thiéu duoc trong kién tric bao vé caa mot
mang VPN. X&c thuc dua trén ba thugc tinh: Cai gi ta c6 (mot khoéa hay mét card
token); cai gi ta biét (mot mat khau, chix ky sb); hay cai gi ta nhan dang (giong néi,

dau van tay).
2.1.2.1. Kiém soat truy nhdp bang mdt khdu

Thuc té cho thay, céac loai xac thuc don gian, nhu sé nhan dang 1D cua ngudi
ding, mat khau khéng du manh cho viéc bao vé truy cap mang. Mat khau co thé bi

don bat va giir 1y trong subt qua trinh truyén di liéu cua mang.
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* H¢ thong mdt khau mét lan

Dé ngan chin viéc sir dung tri phép, cac mat khau bi giit lai va ngin khong
cho chiing khong duoc ding trd lai, bang cach can mot mat khau mai cho phién lam
Viéc mai.

Nhitng hé théng nay, thi mdi khi nguoi dung dang nhap vao mang thi ludn
lubn phai chon mot mat khau méi cho mdi phién 1am viéc ké tiép. Do dé dé khac
phuc khé khin nay bang cach tao ra mot cach ty dong mot danh sach mat khau c6
thé chap nhan duoc cho nguoi dung. Nhuoce diém cua cac hé théng nay 1a khé co
thé quan tri nhitng danh sach mat khau cho mét s6 lugng 16n ngudi ding.

2.1.2.2.  Kiém soét truy nhdp bang ché ky sé

Nguoi dung cd thé xac thuc truy nhap vao hé théng bang viéc sir dung “chir

ky s6” dé dang ky truy nhap vao mang riéng 4o.

Mot so d6 chit ky s6 1amotbo 5 (P, A, K, S, V) trong d6 :
P 12 mét tap hop cac ban rd c6 thé.
A la tap hitu han cac chit ky c6 thé.
K 1a tap hitu han céc khoa c6 thé.
S la tap céc thuat toan ky.
V la tap cac thuat todn xac minh.
Véi mdi k € K, ton tai mot thuat toan ky Sigc€ S, Sige: P — A,
c6 thuat toan kiém tra chit ky Ver€ V, Ver, : P x A — {ding, sai},
thoa man diéu kién sau voi moi X EP, y € A :
Ver(x, y) = Btng, néu y = Sig, (X) hoic Sai, néu y # Sigy ().
Chuay:
Nguoi ta thuong ding hé ma hoa khoa cong khai dé lap: “So do chit ky 6.
O day khda bi mat a dung 1am khoa “ky”, khéa cong khai b dung 1am khoa kiém
tra “chir ky”.
Nguoi dung trong mang VPN tao “chir ky” cho minh va dang ky “chir ky”
véi hé théng. Thong béo khoa kiém tha (khda cong khai b). Khéa cong khai b s&

dugc ching thuc 1a khéa dé kiém thir chit ky cua chinh ngudi ding.
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Nguoi ding sir dung chit ky cua minh dé truy nhap vao VPN. C6 2 cach dé
kiém tra chit ky sb:
Cach 1:
+ Budce 1: Nguoi kiém tra chir ky, giri tai liéu cho nguoi ky.
+ Budc 2: Nguoi Ky, ky trén tai liéu va gui tai liéu c6 chit ky cho ngudoi kiém tra.
+ Budce 3: Nguoi kiém tra nhan tai liéu va kiém tra chix ky.
Cach 2:
+ Budce 1: Nguoi ky, ky 1én khoa cong khai cua 1 trong 2 nguoi.
+ Budc 2: Ngudi nhan kiém tra chir ky.
Cong viéc kiém tra chit ky, néu chix ky dung thi nguoi ding c6 thé tham gia
két ndi VPN, con néu chir ky 1a khdng chinh xac thi s& khong thé truy nhap vao hé

théng.
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2.2. BAO MAT THONG TIN TRONG MANG RIENG AO

2.2.1. Bai todn bao mat thong tin trong Mang riéng ao

Bai toan: Hai nit mang trong VPN truyén tin cho nhau can bao mat (tranh

xem trom thong tin).

Bao mat thong tin la lam cho théng tin tro thanh bi mat, nhirng ngudi ngoai
cudc khdng thé xem dugc hay khéng hiéu duoc noi dung thdng tin. Bai toan bao

mat thong tin bao gém 3 phuong phap:

1) Nén théng tin.
2) Ma hoa théng tin.
3) Giau thong tin.

Pé bao vé thong tin bén trong mdy tinh hay dang trén duong truyén tin, phai
nghién ctu V& An toan may tinh va An toan truyén tin.

* An toan may tinh (Computer Security):

La su bao vé cac thdng tin ¢b dinh bén trong may tinh (Static Informations)
La khoa hoc vé bao dam an toan thdng tin trong may tinh.

* An toan truyén tin (Communication Security):

La su bao vé thong tin trén dudng truyén tin (Dynamic Informations).

La khoa hoc vé bao dam an toan thong tin trén dudng truyén tin.
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2.2.2. B&o mat thdng tin bing phwong phip mi héa

Dé bao dam an toan thong tin luu trir trong cdc may tinh hay bao dam an
toan thong tin trén duong truyén tin (mang may tinh) nguoi ta ¢ thé st dung céc

phuong phap ma hoa dé che dau cac théng tin nay.

M4 hoa dit liéu 1 thuc hién cong viéc che thong tin va gidu thong tin.

Che thdng tin (dit liéu) hay ma hoa thong tin 1a thay di hinh dang théng tin
goc va nguoi khac khoé nhan ra hay doc dugc noi dung thong tin géc.

Giau thong tin (dir liéu) 1a cat gidu thong tin trong ban tin khéc, va nguoi
khéc cling kho nhan ra.

Str dung phuong phap mi hoa 1 qua trinh mat ma dit liéu truyén di khoi may
tinh theo mét quy tic nhat dinh va mdy tinh dau xa cé thé giai ma duoc. Hau hét céc

hé théng ma héa may tinh thuoc vé mot trong hai loai sau:

- M4 hda khoa ddi xing (Symmetric-key encryption)
- Ma hoa khoa céng khai (Public-key encryption)

a) Ma hoa khoa déi xirng (Symmetric-key encryption)

Thuat toan d6i xung dugc dinh nghia 1a mot thuat toan khoé chia sé sir dung
dé ma hoa va giai ma maot ban tin. Cac thuat toan ma hoa khoa ddi xang sir dung
chung mot khoa dé ma hod va giai ma ban tin, diéu d6 c6 nghia 1a ca bén gii va bén
nhan di thoa thuan, dong y sir dung cling mot khoa bi mat dé ma hoa va giai ma.
Uu diém cua ma hod khoa ddi xang:
. Thuat toan nay ma hoa va giai ma rat nhanh, phu hop véi mét khéi luong 16n
thong tin
. Chiéu dai khoa tir 40+168 bit.
. C4c tinh toan toan hoc dé trién khai trong phan cing.

° Nguoi gui va ngudi nhan chia sé chung mot mat khau.
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Vi du: Khi tao mét birc thy ma héa ma trong ndi dung thu mdi ky tu duoc thay thé
bang ky tu ¢ sau n6 hai vi tri trong bang ky tu. Nhu vay ky tu “A” s& duoc thay thé
bang ky tu “C”, ky tu “B” s& duoc thay thé bang ky ty “D”... Gitta hai ngudi da co
quy udc khoa riéng la dich di hai vi tri (Shif by 2). Ngudi nhan dugc thu s€ giai ma
sir dung khoa riéng d6 va doc duoc noi dung thu gde. Con ngudi khac s& khong doc
duoc noi dung thu gdc vi khdng biét khoa riéng.

O day can c6 su trao d6i khoa bi mat. May tinh guri ma hoa di liéu can gui
khoa bi mat (symmetric key), sau d6 ma hoa chinh khoa bi mat bang khoa cong khai
cua nguoi nhan (public key). May tinh ctia nguoi nhan s dung khoa riéng cua no
(private key) tuwong ¢ng véi khoa public key dé giai ma nhan dugc khoa bi mat
(symmetric key). Sau d6 dung chinh khoa bi mat nay dé giai ma dit liéu da dwoc ma
hoa.

Noi sir dung hé ma hoa khoa d6i xang (khoa bi mat): Thuong duoc st dung
trong méi trudng khoa chung cé thé dé dang trao chuyén bi mat, chang han trong
cing mot mang ndi bo. Hé ma hoa khoa dbi ximg thuong dung dé ma héa nhiing
ban tin 16n, vi tdc d6 ma hda va giai ma nhanh hon hé ma hda khda cong khai.

Thuat toan ma héa DES la thuat toan ma hda khoéa bi mat.

b) Ma héa khéa cong khai (Public-key encryption)

Thuat todn ma hod khoa cdng khai dugc dinh nghia la mét thuat toan sir dung
mét cap khoa dé ma hoa va giai ma bao mat mot ban tin. Theo thuat toan nay thi sir
dung mot khoa dé ma hoa va mot khoa khac dé giai ma nhung hai khoa nay c6 lién
quan véi nhau tao thanh mét cap khoa duy nhat caa mét ban tin, chi ¢é hai khoa nay

mai ¢6 thé ma hod va giai ma cho nhau.
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Uu diém cua thuat todn ma hoa khoé cong khai:

- Khoa cong khai cua khoa doi c6 thé dugc phan phat mot cach sin sang ma
khong so rang diéu nay lam anh huong dén viéc sir dung cac khoa riéng.
Khong can phai giri mot ban sao chép khoa cong khai cho tat ca cac dap tng
ma ching ta cd thé l1ay nd tir moét may chu dugc duy tri bai mot céng ty hay

la nha cung cép dich vu.
- Cho phép xéac thuc nguon phét caa ban tin.

Noi st dung hé ma hoa cong khai: Thuong duoc sir dung chu yéu trén cac
duong truyén mang cong cong, khi ma viéc trao chuyén khoa bi mat 1a tuong d6i
kho khan. Pic trung ndi bat cia hé md hoa cong khai 1a khoa cong khai (public
key) va ban mi (ciphertext) déu cd thé giri di trén mot kénh truyén tin khong an
toan. Co biét ca khoa cong khai va ban ma thi thim ma ciing khong d& kham pha
duoc ban rd. Nhung vi tbe do méd hoa va giai ma cham, nén hé ma hoa cong khai chi
dung dé ma hoa nhiing ban tin ngan, vi du nhu ma héa khoa bi mat gui di. Mot s6

thuat toan stir dung mé hoa khoa cong khai nhu RSA, Diffie-Hellman.
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2.3. BAO TOAN THONG TIN TRONG MANG RIENG AO

2.3.1. Bai toan bao toan théng tin trong Mang riéng ao

Bai toan: Hai nat mang trong VPN truyén tin cho nhau, thi thong tin dé can

duoc bao toan (tranh sira doi thdng tin trai phép).

Bao toan thong tin hay bao dam tinh toan ven cua thong tin: Nguoi ngoai
cudc kho co thé thay doi duoc (stra chira lai noi dung) thdng tin. La dac tinh khi
thong tin trén mang chua duoc Gy quyén thi khéng thé tién hanh bién d6i duoc, tuc
la théng tin trén mang khi dang luu gitt hoac trong qué trinh truyén dan dam bao
khdng bi x6a bd, sira ddi, gia mao 1am rdi loan trat tu, phat lai, xen vao mét cach

ngau nhién hoic ¢b y va nhitng sy phéa hoai khéc.

Muc tiéu cua viéc két ndi mang 1a dé nhiéu nguoi str dung, tir nhitng vi tri dia
ly khac nhau c6 thé sir dung chung tai nguyén, trao doi thdng tin véi nhau. Do dic
diém nhiéu nguoi sir dung lai phan tan vé mat vat ly nén viéc bao vé céc tai nguyén

thong tin trén mang, tranh sy mat mat, xam pham Ia can thiét va cap béach.

Cong viéc truyén tin gira hai nGt mang duoc thuc hién qua mang Internet
nén co thé xay ra trudng hop mot “bén thir ba” ¢6 thé gay ra hanh dong mat mat an

toan thdng tin trong giao dich. Mot sé van dé an toan thong tin hién nay:

- Nghe trom (Eavasdropping): Thong tin khong hé bi thay doi, nhung sy bi
mat cua no thi khdng con. Vi du, mét ai d6 c6 thé biét duoc sb thé tin dung, hay céac
thong tin can bao mat caa ban.

- Gia mao (tampering): Cac thdng tin trong khi truyén trén mang bi thay doi
hay bi thay d6i trudc khi dén nguoi nhan. Vi dy, mot ai d6 c6 thé sira doi noi dung
cuia mot don dat hang hoic thay doi ly lich cua mot c4 nhan trude khi céc thong tin
d6 dén dich.

- Mao danh (Impersonation): Mot c& nhan c6 thé dwa vao théng tin cia nguoi
khac dé trao ddi vai mot d6i twong. Bao gom 2 hinh thic: mao danh bit truéc, va

mao danh xuyén tac.
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Dé vira dam bao tinh bao toan cua thong tin lai khdng 1am giam su phét trién
cua Viée trao ddi thong tin thi ching ta can c6 cac giai phap phu hop. Hién tai co rat
nhiéu giai phap cho van dé an toan téng tin trén mang nhu ma hoa thong tin, chit ky
dién tir (chiing chi khoa khoa cong khai)... Sau day chung ta 1an luot tim hiéu céac
giai phap cho bai toan bao toan théng tin trong mang riéng ao.

2.3.2. Phwong phap giai quyét

Dé giai quyét bai toan bao toan thdng tin, hién nay c6 nhiéu phuong phéap dé
giai quyét bai toan trén. O day ta nghién ctru hai phuong phap co ban ma duoc (ng
dung phé bién trong cong nghé mang riéng 4o hién nay:

Phuong phap 1: Bao toan thdng tin bang ma hoa thong tin.
Phuong phap 2: Bao toan thong tin bang k¥ thuat chix ky sé (Digital Signature).
2.3.2.1.  Bdo toan bing phwong phdp ma héa

Pé dam bao thong tin trén dudng truyén tin kho cd thé bi sira doi 1am sai lech
théng tin tr bén ngoai. Ma hoa la mot cong cu an toan dugc ung dung rong dai
trong van dé an toan va bao mat théng tin trong thoi budi céng nghé hién nay. Ma
hoa dam bao cac nhiém vu chinh nham che giau thong tin mot cach an toan, véi céc
thuat todn ma& hda méi hién nay thi d6 phirc tap cua bai toan tham ma 1a rat kho.

Str dung cac phuong phap ma hoa d6i xung (Hé ma hoa DES), hay phuong
phap ma hoa cong khai (Hé ma hoa RSA, Engamal) dé thuc hién ma hda cac ban tin
trude khi duoc truyén di gitra hai ndt mang. Pam bao ban tin khé bi bat trén duong
truyén tin, néu cé bit dugc thi d6 1a mot ban ma nén kho co thé giai ma dugc ban
tin d¢ stra doi.

M3 hoa thong tin trudc khi truyén thong tin d6 cho nguoi nhan dam bao rang
thong tin d6 s& khdng ai c6 thé doc, hiéu duoc ndi dung, ngoai ngudi nhan da nam
gitt khoa giai ma. Chinh vi vay, di c6 bat dugc goi tin ma hoa trén duong truyén tin
thi ngudi khac ciing khé c6 thé vao d6 sira doi noi dung cua ban tin theo muc dich

ctia minh. Nhu vay noi dung cua thong tin s& duoc toan ven khi dén ngudi nhan.
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2.3.2.2.  Bdo toan si dung ky thugt chi ky sé

Chir ky dién tir (digital signature) 1a doan dir liéu ngan dinh kém véi van ban
gbc dé chimg thuc tac gia ctia van ban va gitip ngudi nhan kiém tra tinh toan ven
ctia ndi dung vin ban gbc.

Chtr ky dién tir duoc tao ra b?mg cach ap dung thuat toan bam mot chiéu trén
vin ban gdc dé tao ra ban phén tich vin ban (message digest) hay con goi 1a
fingerprint, sau d6 ma hoa bang private key tao ra chit ky s6 dinh kém véi van ban
gbc dé giri di. Khi nhan, van ban duoc tach 1am 2 phan, phan van ban gbc duoc tinh
lai fingerprint dé so sanh voi fingerprint cii cling dugc phuc hdi tir viéc giai ma chir
ky sd.

Céc budc ma hoa:

1) Dung giai thuat bam dé thay d6i thong diép can truyén di. Két qua ta duoc
mot message digest. Dung giai thuat MD5 (Message Digest 5) ta dugc digest co
chiéu dai 128-bit, dung giai thuat SHA (Secure Hash Algorithm) ta c6 chiéu dai
160-bit.

2) Sir dung khoa private key cua nguoi guri dé ky s6 message digest thu dugc &
budc 1. Thong thudng ¢ budc nay ta dung giai thuat RSA. Két qua thu duoc goi la
digital signature ciia message ban dau.

3) Gop digital signature vao message ban dau. Cong viéc nay goi 1a “ky nhan”
vao message. Sau khi da ky nhan vao message, moi sy thay doi trén message sé bi
phét hién trong giai doan kiém tra. Ngoai ra, viéc ky nhian nay dam bao ngudi nhan
tin twdNg message nay xuat phat tir nguoi gui chir khdng phai 13 ai khéc.

Cac budc kiém tra:

1) Dung public key cua nguoi gui (khda ndy dugc thong bao dén moi nguoi) dé
giai ma chit ky sb ciia message.

2) Dung giai thuat (MD5 hoac SHA) bam message dinh kém.

3) So sanh két qua thu dugc & budc 1 va 2. Néu tring nhau, ta két luan message

nay khdng bi thay d6i trong qua trinh truyén va message nay la cia ngudi gii.
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Chuwong 3. THU NGHIEM CHUONG TRINH

3.1. THU NGHIEM CHUONG TRINH
3.1.1. Chwong trinh mi héa dich chuyén

So do
PatP=C =K =12Zy. Ban may va ban rd x € Z.
Vai khoa k € K, ta dinh nghia:
Ham maé hoa: y=e,(x) = (x+k) mod 26
Ham giai ma: x=d.(y) = (y-k) mod 26
3.1.2. Chwong trinh chir ky s6 RSA
So do
Tao cap khoa (bi mat, cong khai) (a,b):
Chon bi mat nguyén té 16n p, q, tinh n=p*q, cong khai n dit P=C=2,
Tinh bi mat @ (n) = (g-1)(p-1).
Chon khoa cong khai b <@(n), nguyén tb cuing nhau véi @(n).
Khoa bi mat a Ia phan tir nghich dao cua b theo mod @(n): a*b=1(mod @ (n)).
Ky sb:
Chir ky trén x €P lay = Sigi(x) = x*(mod n),y e A (R1).
Kiém tra chir ky:

Ver(x,y) = dung < x= y’(mod n) (R2).
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3.2. CAUHINHHE THONG
1/. Phan cieng

- Ram: 4GB
- CPU: Intel Core i5-3230M @ 2.60GHz

2/. Phan mém

- Hé diéu hanh (OS): Windows 7
- Visual Studio 2010
- Ng6n ngix lap trinh: Viét bang C# trén nén .NET 4.0
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3.3. CAC THANH PHAN CUA CHUONG TRINH
3.3.1. Chuwong trinh ma héa dich chuyén

Chuong trinh ma hoéa dich chuyén dé thuc hién qua trinh ma hoa va giai ma
dit liéu. Dit liéu duoc ma hoa trude khi truyén tin cho ngudi nhan dé dam bao viéc
dit liéu an toan theo dung nghia ma chi c6 ngudi nhan méi c6 thé doc dugc noi

dung cua tai liéu duoc giri.
Chuong trinh ¢6 2 phan chinh:
- Ma ho6a xau dir liéu.
- Giai ma xau dur liéu.
MJdi phan déu bao géom céc théng tin:
- Ban 13: 1a noi chtra ndi dung dix liéu can ma hoa.
- Khoa k: diung dé ma hoa va giai ma.
- Ban ma: la noi chua ndi dung da dugc ma hda.
- Nat ma hoa, n(t giai ma: dé thyc hién 2 qua trinh ma hoa dir liéu va giai ma.
3.3.2. Chwong trinh ky s6 RSA

Chuong trinh ky s& RSA duoc sir dung dé tao mot chit ky trén mot chit sb x,

va sir dung dé kiém tra mot chix ky.
Chuong trinh gdm 2 phan chinh:

- Ky s trén mot chi s6.

- Kiém tra chix ky.
Chuong trinh bao gom céc thé:

- Ky sb, kiém thir.
- Thé nhap s nguyén té p, g, khéa céng khai b.
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3.4. HUONG DAN SU DUNG CHUONG TRINH
3.4.1. Chwong trinh mi héa dich chuyén

1/. Thuc hién ma hoa

o5 Chugng trinh hé ma hoa dich chuyér

THUC HIEN MA HOA

Banrd waulkytu

R5s 2302010241920
Khoa K =z

Miss 252221202122

Ban ma zcw ma vw

‘ Gigi ma ‘

Cac budc thuc hién:

- Budc 1: Nhap xau ky tu cin ma hoa.
- Budc 2: Nhap khoa k dé ma hoa ( k>=1; k<=26)

- Budc 3: Click nut “Ma hoa” dé thuc hién qué trinh ma hoa.

Quaé trinh mé& hoa thanh cbng sé hién thi thong tin da dugc ma hoa trong 6 “Ban

x99

ma .
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2/. Thuc hién giai ma

a2l Chuang trinh hé ma héa dich chuyén b= | B e

THUC HIEN MA HOA THUC HIEN GIAI MA
Banrd waukytu Banmd  zow ma ww
R5c5 2302010241920 Masd 252221202122
Khoa K 2 Khéa K 2
Il Mass 252221202122 Riss 2302010241920 |

Banma zow ma vw Banrg  *au kytu

‘ M3 hda ‘ ‘ Gigi m3 ‘

Cac budc thuc hién:

- Budc 1: Nhap xau ky tu can giai ma.
- Budc 2: Nhap khoa k dé giai ma (k>=1; k<=26)

- Budc 3: Click nut “Giai ma” dé thyc hién qua trinh giai ma.

Qua trinh giai md thanh cdng sé hién thi thong tin da dugc giai ma trong 6 “Ban rd”.
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3.4.2. Chwong trinh ky s6 RSA

1/. Thuec hién ky s6

-

a5l Chir ky s& RSA

TAD CHO KY

Nhgpp= 3

Mhapg= 5

Nhép b = 3

MNhap x = 2

chiillyy= 8

n=15 phin=8 a=3

KIEM TRA CHU KY
Mhap y =

MNhap b =

x=

Cac budc thuc hién:

- Budc 1: Nhap sb nguyén té p, q.
- Budc 2: Nhap khoa cong khai b.

- Budc 3: Nhap chit s6 x can tao chir ky trén x.

- Budc 4: Click nut “Ky s4” dé thuc hién tao chix ky trén x.

Thuce hién ky sb xong s& hién thi théng tin chit ky y, va khda bi mat cong khai (a,b).
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2/. Thuc hién kiém thi chir ky

g Chir ky 56 RSA = B =
TAO CHO KY KIEM TRA CHO KY
Nngpp= 2 S ¢
Nhgpq= 5 Nhip b = 3
Nhdpb= 3 *=

MNhapx = 2

chikiy= 8 chir ky diing

n=15 phin=8 a=3

Cac budc thuc hién:

- Budc 1: Nhap chix ky y.
- Budc 2: Nhap khéa cong khai b.
- Bude 3: Click nat “Kiém thir’ dé thuc hién kiém tra chix ky y.

Thuyc hién kiém thir xong, churong trinh s& thong bao “chir ky diing” hodc “chir ky

199

sar .
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KET LUAN

Do an tot nghiép co hai két qua chinh:
1/. Vé mat ly thuyét

Do an tot nghiép trinh bay cac van dé sau:

- Tbéng quan v& An toan thdng tin.
- Tbng quan vé Mang riéng 4o.

- Mot sb Bai toan An toan thong tin trong Mang riéng ao.
2/. V& mit thuc hanh
Do an tot nghiép da thir nghiém chuong trinh:

- Chuong trinh mé hoa dich chuyén.
- Chuong trinh ky s6 RSA.
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PHU LUC

1/. Code chwong trinh mi héa dich chuyén

using System;

using System.Collections.Generic;
using System.ComponentModel;
using System.Data;

using System.Drawing;

using System.Ling;

using System.Text;

using System.Windows.Forms;

namespace Ma_hoa_dich_chuyen

{
public partial class Forml : Form
{

public Forml()

{
InitializeComponent();

}

//==========================================================

public static int kytu_so(char c)//tu ky tu chuyen sang so

{
if (c == 'a') return 0;
if (c == 'b') return 1;
if (c == 'c¢') return 2;
if (¢ == 'd"') return 3;
if (c == 'e') return 4;
if (c == '"f') return 5;
if (c == 'g') return 6;
if (c == 'h'") return 7;
if (c == "i') return 8;
if (¢ == 'j') return 9;
if (c == 'k") return 10;
if (c == '1") return 11;
if (¢ == 'm") return 12;
if (c == 'n") return 13;
if (c == '0") return 14;
if (c == 'p') return 15;
if (c == 'q") return 16;
if (c == 'r'") return 17;
if (c == 's') return 18;
if (c == '"t") return 19;
if (c == 'u") return 20;
if (c == 'v') return 21;
if (c == 'w') return 22;
if (c == 'x") return 23;
if (c == 'y') return 24;
if (c == 'z") return 25;
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return 1;

}

public static String so_kytu(int c)//tu so chuyen sang ky tu

{
if
if
if
if
if
if
if
if
if
if
if
if
if
if
if
if
if
if
if
if
if
if
if
if
if
if

return

}

(c
(c
(c
(c
(c
(c
(c
(c
(c
(c
(c
(c
(c
(c
(c
(c
(c
(c
(c
(c
(c
(c
(c
(c
(c
(c

0)
1)
2)
3)
4)
5)
6)
7)
8)
9)
10)
11)
12)
13)
14)
15)
16)
17)
18)
19)
20)
21)
22)
23)
24)
25)

J

return
return
return
return
return
return
return
return
return
return
return
return
return
return
return
return
return
return
return
return
return
return
return
return
return
return

"ans
b’
wen’
ng
nen’
wgn’
"g";
whe

15

private void btmahoa_Click(object sender, EventArgs e)

{

String banro;

int k;

int idx;

banro = txtbanro.Text;

k = Convert.ToIntle(txtk.Text);

txtbanma.Text = "";
txtmaso.Text = "";
txtroso.Text = "";
if (k >= 1 && k < 26)
{
for (int i = ©; i < banro.Length; i++)
{
if (banro[i].ToString() != " ")
{
idx = kytu_so(banro[i]);

txtroso.Text += + idx;
idx = (idx + k) % 26;
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txtmaso.Text += + idx;
txtbanma.Text +=so_kytu(idx);

}
else
txtbanma.Text += " ";
}
}
else
MessageBox.Show("Yéu cdu nhap k >= 1 va k < 26");
}
private void txtgiaima_Click(object sender, EventArgs e)
{
String banma;
int k;
int idy;
banma = txtbma.Text;
k = Convert.ToIntl6(txtgmk.Text);
txtbro.Text = "";
txtrso.Text = "";
txtmso.Text = "";
if (k >= 1 & & k < 26)
{
for (int i = @; i < banma.Length; i++)
{
if (banma[i].ToString() != " ")
{
idy = kytu_so(banma[i]);
txtmso.Text +=" " + idy;
if(idy>=k)
idy = (idy - k) % 26;
else
idy = (idy - k + 26) % 26;
txtrso.Text +=" " + idy;
txtbro.Text += so_kytu(idy);
}
else
txtbro.Text += " ";
}
}
else i
MessageBox.Show("Yéucaunhap k >= 1 va k < 26");
}
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2/. Code chwong trinh ky s6 RSA

using System;

using System.Collections.Generic;
using System.ComponentModel;
using System.Data;

using System.Drawing;

using System.Ling;

using System.Text;

using System.Windows.Forms;

namespace chu_ky RSA

{

public partial class Forml : Form

{
public Forml()
{

InitializeComponent();

}
//====================================================

//tinh nghich dao
public int nghichdao(int A, int B)

{
for (int i = 1; i < B; i++)
{
if ((1 * A) B ==1)
{
A=1i;
break;
}
}
return (A);
}
//====================================================

int p, q, pi_n, n, a, b;
Int64 x, y,xkt;
private void btkyso Click(object sender, EventArgs e)

{

p =Convert.ToIntl6( txtp.Text);

g = Convert.ToIntle(txtqg.Text);
x = Convert.ToIntle(txtx.Text);
b = Convert.ToIntl6(txtb.Text);
n=p*aq;

pin=(p-1) * (q-1);
[[====mmmmmm e

//tao khoa a
a = nghichdao(b, pi_n);
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//ky sb trén x

y = Convert.ToInt64(Math.Pow(x, a)) % n;
txty.Text = y.ToString();

lbn.Text = "n = " + n.ToString();
1bb.Text "phi_n = " + pi_n.ToString();
lba.Text = "a = " + a.ToString();

I}
+

}

private void btkiemthu_ Click(object sender, EventArgs e)
{
y Convert.ToIntle(txtkty.Text);
b = Convert.ToIntle(txtktb.Text);
xkt = Convert.ToInt64(Math.Pow(y,b)) % n;
if (x == xkt)
MessageBox.Show("ch ky dung");
else
MessageBox.Show("ch ky sai");
txtktx.Text = xkt.ToString();
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