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MO DAU

Cung vai su phat trién manh mé cua cong nghé théng tin va sy giao luwu thong tin
ngay cang tré nén phé bién trén cac mang truyén théng, thi van dé ¢am bao an toan
thong tin da tré thanh mot yéu cau chung cua moi hoat dong kinh té, xa hoi va giao
tiép cia con ngudi.

Dé thuc hién yéu cau vé bao mat thdng tin thi cach hay dung nhat 1a ma hoa
thong tin trudc khi gui di. Vi vay mat ma da duoc nghién ciu va sir dung tir rat 1au
trong lich st loai ngudi. Tuy nhién chi vai ba chuc nim gin day, né méi duoc
nghién ctru cong khai va tim duoc cac linh vuc ung dung trong doi séng cong cong
cling véi su phét trién cua ki thuat tinh toan va vién thdng hién dai. Va tir do,
nganh khoa hoc nay da phat trién rat manh mé, dat duoc nhiéu két qua ly thuyét sau
sac va tao co so cho viéc phat trién cac giai phap bao mat va an toan théng tin trong
moi linh vuc hoat dong cia con nguoi trong thoi dai ma cong nghé thong tin dugc
ung dung rong réi.

Cac hé théng mat ma dugc chia 1am hai loai: mat ma bi mat va mat ma khoa
cong khai.

Trong cac hé thbng mat bi mat, hai nguoi mudn truyén tin bi mat cho nhau phai
thoa thuan mot khdéa mat ma chung K, K vira 1a khoa dé 1ap ma vira 1a khoa dé giai
ma. Va khoa K phai giit kin chi c6 hai ngudi biét.

Dé tai dua trén co s 1a cac hé thong mat ma khoa cong khai. O day, quan niém
vé bi mat dugc gan véi do phuc tap tinh toan: ta xem mot giai phap 1a bi mat, néu
dé biét duoc bi mat thi can phai thuc hién mot qua trinh tinh toan cuc ky phuc tap,
phtic tap dén mirc ma ta coi 1 “khong thé duoc” trén thyc té. Voi quan niém do,
nguoi ta da cai tién va tao méi nhiéu giai phap mat ma chi cé thé thuc hién duoc
bang cac cong cu tinh toan hién dai. Mat ma khoa cong khai 1a cong hién méi cua
ly thuyét mat ma hién dai va cd nhiéu ang dung ma céc hé théng mat ma co dién
khong thé c6 duoc. Mat ma khoa cong khai dya trén ¥ tuong: cd thé tach riéng khoa
lam hai phan tuong tng voi hai qua trinh 1ap ma va giai ma. Bi mat 1a danh cho
ngudi nhan tin, nén phan khoa giai ma phai duoc giit bi mat cho nguoi nhan tin,
con phan khéa danh cho viéc lap ma dé giri dén mot ngudi A c6 thé cong khai dé
moi ngudi ¢ thé dung dé giri thdng tin mat cho A. Y tudng d6 duoc thuc hién nho
vao c&c ham cira sap mot phia. Tinh wu viét cta cac hé thbng mat ma nay thé hién &
chd: trong mot hé truyén tin bao mat khdng ai phai trao doi khéa bi mat truéc véi ai
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ca, mdi ngudi chi gitr cai bi mat riéng cia minh ma van truyén tin bao mat véi moi
ngudi khac. Diéu ndy rat quan trong khi viéc truyén tin duoc phét trién trén cac
mang rong véi sé ngudi sir dung gan nhu khong han ché.

Mat ma khéa cong khai khong chi cé tac dung bao mat, ma con c6 nhiéu tng
dung khac, mot trong cac ung dung d6 1a xac thuc, chit ky sb. Trong céch giao
thiép truyén thdng, mot chir ky viét tay cua ngudi gui dudi mot vin ban khdng cé
tay, xo4 la du xac nhan ngudi gui 13 ai, ngudi giri ¢ trach nhiém vé vin ban va su
toan ven cua van ban va ciing khong thé chéi bo trach nhiém vé chix ky cua minh.
Nhung trong truyén tin dién tir, van ban chi 1a mot day bit, nén dé dam bao duoc
hiéu lyc nhu truyén thong thi nguoi ta phai dung chir ky sé. Chit ky sé ciing co
nhiém vy gidng chir ky tay nghia 12 n6 dung dé thuc hién cac chirc ning xac nhan
ctia mot ngudi giri trén mot van ban. NG phai 1am sao vira mang dau vét khdng chdi
cii duoc cua ngudi giri, vira phai gan bo véi tung bit caa van ban ma néu thay doi
d0 chi mot bit cua van ban thi chit ky ciing khéng con dugc chap nhan. May thay,
nhitng yéu cau nay cé thé thuc hién duoc bing phuong phap mat ma khoa cong
khai. Noi chung céc so d6 chit ky s thi khdng can dbi thoai. Tuy nhién, trong mot
s6 truong hop dé ting thém trach nhiém trong viéc xac nhan, nguoi ta dung cac
giao thtrc ¢6 tinh chat dbi thoai (hay chat van )qua mét vai lan hoi dap dé chinh
thirc x4c nhan tinh dung din (hoic khong dang dan) cua chir ky, tinh toan ven cua
van ban, hay dé budc chap nhan (khdng thé thoéi thac, chdi bo) chir ky caa minh.
Trén co s& d6, trong dé tai tét nghiép toi tim hiéu vé luoc do chir ky s6 chdng chdi
bo va viéc ap dung né trong quan ly hanh chinh trén mang cua truong Pai hoc Déan
Lap Hai Phong.
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CHUONG 1: MAT MA KHOA CONG KHAI

1.1. Lich sir phét trién
1.1.1. Gidi thiéu.

Theo céc nha nghién ctu lich st mat mé thi Hoang dé Caesar 1a nguoi dau tién
s dung mat ma trong quan su.

Trong nim 1949, bai b4o cua Claude Shannon lan dau tién di dugc cdng bd Véi
tiéu dé “Iy thuyét thong tin cua cac hé thong mat" (Communication Theory of
Secret Systems) trong The Bell Systems Technical Joumal. Bai bao nay da dat nén
mong khoa hoc cho mat m, n6 ¢ anh huong Ién dén viéc nghién ctiu khoa hoc cua
mat ma.

Y tuong vé mot hé mat khoa cong khai da duoc Diffie va Hellman dua ra vao
1976, con viéc hién thuc hoa dau tién hé mat khoa cong khai thi do Rivest, Shamir
va Adleman dwa ra vao nim 1977. Ho da tao nén hé mat RSA noi tiéng. Ké tir d6 da
c6 nhiéu hé mat dugc cong bb va dugc phan tich, tan cong.

Muc tiéu co ban cia mat ma la gitp hai ngudi (Bob va Alice) thuong xuyén lién
lac véi nhau qua mot kénh khong an toan ma sao cho dbi phuong (Oscar) khong thé
hiéu ho dang noi gi. Kénh nay co thé 1a mot duong day dién thoai hoic mang may
tinh. Thong tin Alice muén gai cho Bob, ma ching ta goi 1a “thong bao r6*, ¢ thé
1a van ban tiéng Anh, céc dit liéu bang s6, hodc bat ky tai liéu nao cd ciu trdc tuy
y Alice ma thong béo bang cach sir dung mot khoa da duoc xac dinh trudc va gui
két qua trén kénh. Oscar thu trom ma trén kénh song khdng thé hiéu duoc thong bao
13 13 gi, nhung v6i Bob nguoi biét khod ma cua Alice c6 thé giai ma va thu dugc
thong bao ro.

1.1.2. Binh nghia hé mat
Mot hé mat 14 mot bo 5 thanh phan (P, C, K, E, D) thoa mén cac diéu kién sau:
1. P:1a1 tap hitu han céc ban rd c6 thé.
2. C:la1tap hiru han cac ban ma c6 thé.
3. K: (khong gian khod): tap hiru han cac khda c6 thé

4. Poivéi mdik e Kco 1 quytic mie, e Evamotquy tic giai dye D

tuong ing, trong do:
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Mdi e,: P — C va dy; C—P la cac ham thoa man:
dk (ex(x)) = x véi moi xe P

Tinh chit quan trong nhat Ia tinh chat 4. Noi dung cia né 1a néu mot ban rd x
dugc ma hod biang ey va ban ma dwoc giai ma bing dy thi ta phai thu duoc ban rd
ban dau x.

Alice va Bob s& 4p dung tha tuc sau dé dung hé mat khoa riéng. Pau tién ho
chon mét khoa ngau nhién k e K. Biéu nay dugc thuc hién khi ho & ciing mot chd
va khoéng bi theo déi bai Oscar, hoac khi ho c6 mot kénh an toan trong truong hop
khong ciing mot chd. Sau d6 Alice mudn gui cho Bob mét thdng béo trén mot kénh
khong an toan, gia sir théng bao ay 1a mot chudi @ X= X; X, ... X, (VOi s6 nguyén n>1,
& day mdi ban rd duoc ky hiéu la xje P, 1 <i<n). Alice md mdi x; bang quy tac e
V61 khoa xac dinh trude 1a k. Nghia 1a, Alice tinh:

Vi = ec(X), 1 <i<n, va két qua 1a mot chudi: y = y; Vs... Y, S& dugc gui trén kénh.
Khi Bob nhan dugc y; Y, ... Vs , anh ta s& giai né bang ham dy va thu duoc thong
bao gbc X1 X; ...Xn.

Ta c6 thé hinh dung hé thng lién lac nhu sau:

Oscar
A
y
: X A s y VY N X
Alice —2 5| Boma »| BO giai Bob
A
k
k
Kénh an toan
k
Ngudn khéa

R& rang trong truong hop ndy, ham e, phai 1a ham don 4nh (anh xa 1-1) néu
khdng viéc giai ma s& khong thuc hién duoc mot cach twong minh. Vi du néu: y =
ex(X1) = ex(X2), trong d6 X, # X,, thi Bob s& khong biét giai ma thanh x; hay x,. Chu
y rang néu P=C thi m&i ham ma hoa s& 1a mot phép hoan vi, tic 1a néu tap cac ban
ma va tap cac ban rd dong nhat thi mai mot ham ma s& 1a mot hoan vi cua cac phan
tur cua tap nay.
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1.2. Mgt vai hé mat don gian
1.2.1. M4 dich chuyén
— Giasu P =C =K =2y, véi 0<k < 25, dinh nghia:
ex(X) =x + kmod 26
va dk(X) =y - k mod 26; (x, y € Z)
— Vidu:
Cho k =11 va ban rd la: wewillmeetatmidnight
+  Bién di ban rd thanh day c4c s6 nguyén tuong tng va céng voi k theo modulo 26:
224228111112 4 419019128 313 86 7 19
+

K=11

71571922222315154114231914241917 184
— Bién d6i ddy sé nguyén nay cac ky tu ta duoc ban ma sau:
hphtwwxppelextoytrse

— Dé giai ma thi ta chuyén ban ma thanh day sé nguyén ,sau do trir di K theo
modulo 26:

715719 22 22 23 15154 11 4 23 19 14 24 19 17 18 4

K=11

22 422 8 11 11 12 4 4 19 0 19 12 8 31386 7 19
ta s& dugc ban 16 ban dau 13
wewillmeetatmidnight
+ Nhan xét:

— Ma dich chuyén 1a khong an toan vi né co thé bi tham khoa bang phurong
phap vét can( vi chi c6 26 khoa). V& trung binh, sé tinh dugc théng bao
sau 26/2 = 13 lan thir,
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— M0t hé mat muén sir dung dugc trong thyc té thi né phai thoa man mot sé
tinh chit nhat dinh. Sau day s& néu ra hai trong sb do:
1. M6i ham ma héa e, va mdi ham giai ma dy phai ¢ kha
nang tinh toan dugc maot cach hiéu qua.

2. Pbi phuong dya trén xau ban ma phai khdng c6 kha niang
xac dinh khoa k da dung hoac khéng cd kha nang xac dinh
duoc xau ban ro x.

1.2.2. Ma thay thé.
+ Dinh nghia h¢ mat:

Cho P = C = Z. K chira moi hoén vi ¢6 thé cua 26 ky hiéu 0, 1, 2, ..., 25. Véi
mdi hoan vi K, ta xac dinh phép thé I1 va véi mdi phép thé IT d6 ta dinh nghia:

e (x) = I1 (x)
va  de(y) =17 (y)
Trong d6 IT™ 1a phép thé nguoc cua IT,
+ Vidu: K= defghijkolnmpgrswtuvyxbaze

abcdeighijklmnopqrstuvwx yz

defghijkoln mpgrswtuvyxbazc

Hay giai ban ma sau day:

qdbgj vpybd mdifk yzhhq Ifydt utsbo iacza

abcdefghijklmnopqgrstuvwxyz
=

xwzabcdefghjlkimnportsqvuy

Dé giai ban ma trén, 4p dung IT™" vao ting Ky tu cua ban mé, sau d6 ghép lai

ta s& duoc ban rd twong ung. Cu thé nhu sau:
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qdbgj => navvng => ning
vpybd=> smuvva => mua
mdifk => lafch => la
yzhhq => uyeen => chuyén
Ifydt => jcuar => cua
utsbo => trovvi => troi

— Nhan xét:

MJi khoa caa mat ma thay thé 1a mot phép hoan vi cua 26 ky tu. S6 hoan vi la
26!, 16n hon 4 x 10%° . D6 1a mot s ral l6n. Bai vay, phép tim khoa vét can khong
thé thuc hién duoc, tham chi bang may tinh.

1.2.3. Ma Affine
+ Trong ma Affine, ta xét cAc ham ma c6 dang:
e (X) =ax+hbmod 26, (a, b € Zy).
Céc ham nay dugc goi 1a ham Affine (khi a = 1 => ta c6 ma dich chuyén).

+ Dé viéc giai ma co thé thuc hién duoc, yéu cau can thiét 13 ham Affine
phai don anh. V&i bat ky y € Z,g, ta can phuong trinh:

ax + b =y (mod 26), phai c6 nghiém duy nhat.
Podng du thirc nay twong duong véi : ax =y - b (mod 26).

Vi y bién dbi trén Z, nén (y - b) mod 26 ciing bién ddi trén Z, Vi vay, ta chi
can xét dong du thic: ax =y (mod 26), y € Zyg

Ta biét rang, phuong trinh nay c6 1 nghiém duy nhat d6i véi mdi y khi va chi khi
(a, 26) = 1. Trudc tién, gia st rang (a, 26) = d > 1. Thé thi, ax=0(mod 26) s& c0 it
nhét 2 nghiém phan biét trong Z,6 13 x = 0 va x =26/d. Khi d6, e(x) = ax + b mod 26
khong phai ham don anh vi vay ndé khéng phai la mot ham ma hop €.

+ Ta gia thiét (a, 26) = 1. Khi d6 phuong trinh ax = y (mod 26) c6 dung mot
nghiém vaéi moiy € Zys 1ax =a™ y (mod 26).

+ H¢ mat:
Cho p = ¢ = Zy va gia str:

K:{(a, b)6226X226:(a,26):1}
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véi k = (a, b) € K, ta dinh nghia:
ex (X) =ax + b mod 26
vade(x)=a™t (y-b)mod 26. X,y € Zy

+Vidu: k= (7, 3). Do (7,26) =1 nén cd ham ma la:
ex (X)=7x+3

va ham giai ma: d, = 7 (y - 3) mod 26
=15(y-3)=15y-19
Ban rd: hot chuyén thanh céc sé nguyén twong ung 13 7, 14, 19.
ex(h) =7x7 + 3 mod 26 = 0
ex (0) = 7x14 + 3 mod 26 = 23
ex (t) =7x19+3 mod 26=6
Chuyén ba s6 0, 23, 6 thanh ky tu turong tng ta duoc ban ma 1a AXG.
Giai nguoc lai:
AXG=>0236
d¢ (A) =15x0-19 mod 26 =7 =>H
de (X) =15x23- 19 mod 26 =14=>0
dy (G) =15x6-19 mod 26 =19=>T
1.2.4. Ma Vigenere.

+ Cho m 1a mét s6 nguyén duong ¢6 dinh nao d6. Pinh nghiaP=C =K =
(Z2)™ . V6i khod k = (kq, K3 ..., Ky ) ta xé4c dinh:
ek (X, Xz, Xm ) = (Xg + Ky, X2 + Ky,
ey Xm + Ki);
va dg (Yo, Y2, Ym) = (Y1 — K1, Y2 = Kz 5oy Yim = Kin);
trong d6 tat ca cac phép toan duoc thuc hién trong Zyg,

+ Vidy: m=6. tr khoa k = CIPHER = (2, 8, 15, 7, 4, 17)

Théng béo x: thiscryprosystemisnotsecure Chuyén
ting khéi 6 ky tu sang so:
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thiscr =>19 7 8 18 2 17
k2 8 15 7 4 17
21 15 23 25 6 8=>VPXZGI
yptosy =>24 15 19 14 18 24
k 2 8 15 7 4 17
0 23 8 21 22 15=>AXIVWP
stemis =>18 19 4 12 8 18
k 2 8 15 7 4 17
20 1 19 19 12 9=> UBTTMJ
notsec =>13 14 19 18 4 2
k 2 8 15 7 4 17
15 22 8 25 8 19 =>PWIZIT
ure =>20 17 4
k 2 8 15
22 25 19 =>WZT

1.2.5. Ma hoan vi.

+ Y twong ctia mat ma hoan vi 1a gitr céc Ky tu trén ban rd khdng d6i nhung
thay d6i vi tri ciia chling bang céch siap xép lai cac ky tu nay.

+ Cho m la mét sé nguyén duong xac dinh nao d6. Cho P = C = (Zy)™ va
K goém tat ca cac hoan vi caa {1, ..., m} .Ddi véi mot khod K (tae 1a mot
hoan vi), ta xac dinh phép thé n twong tmg va xac dinh:

ek (X1,--:Xm)=(Xn(1),Xn(m))

Va dK (yla s aym) = (yn-l(l)’ T ’yn'l(m))

Trong d6 n™! 1a hoén vi nguoc cua n.
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+ Vidy: Cho m=6, K= 351642, khi d6 ta c6 phép thé:
12345 6

35164 2
Hay giai ban mé:
wsstpa isorsw onugww difjad cdhajo laapan arjpih nfhsgo Imefax eklyxe iermen
uojwwm suisaf wtnhma hlaafn jrautp wgwfno.

+ Tim;:

123456
361524

+ Ap dung IT ! vao ban ma ta duoc ban 13 nhu sau:

wsstpa — sawpst eklyxe — leexky
1Sorsw  — owistr iermen — rnieem
ONUEWW — UWOWNg uojwwm — jmuwow
difjad — fddaij suisaf — ifsaus
cdhajo — hocjda wtnhma — nawmth
laapan — anlaap hlaafn — anhfla
arjpth  — jhairp jrautp — apjtru
nthsgo — hongfs wgwfno — wowngf

Imefax — exlamf

Ban rd thu lai duoc 1a: Sip toi truong Pai hoc dan 1ap Hai Phong sé& 1am 18 ky
niém mudi sau nam thanh 1ap truong.

1.3. Mat ma khoa cong khai.

Trong mé hinh mat ma cé dién ma cho téi nay van con dang duoc nghién cuu,
Alice (nguoi giri) va Bob (ngudi nhan) chon k mot cach bi mat .Sau d6 dung k dé
mé& hoa va giai md. Cac hé mat thuoc loai nay con dugc goi la cac hé mat khoéa bi
mat vi viéc dé 16 k s& 1am cho hé théng mét an toan.

Nhuoc diém cua hé mat nay 1a né yéu cau phai cé thong tin vé khoa k giira Alice
va Bob qua mot kénh an toan truéc khi giri mot ban ma bat ky. Trén thuc té, diéu
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nay rat khé dam bao, chang han khi Alice va Bob & rat xa nhau va lién lac véi nhau
bang thu tin dién tir (Email), thi viéc xay dung mot kénh an toan 1a rat kho khan.

Y tuwong xay dung mot hé mat khoa cong khai 1a tim mot hé mat khdng c6 kha
nang tinh toan dé xac dinh d, néu da biét e,. Néu thuc hién duoc nhu vay thi quy tic
e, 6 thé duoc cdng khai bang cach cong bd né. Uu diém cua hé mat khoa cong
khai 12 & chd Alice (hoidc bat ky ngudi nao dé) cé thé gui mot thong bao di dugc
ma hda( ma khong can phai thong tin trudc vé khoa bi mat) bang quy tic ma cong
khai ey. Bob s& 1a nguoi duy nhat c6 thé giai dugc ban ma nay bang quy tic giai ma
bi mat dy cua minh.

Ta ciing c6 thé hinh dung hé mat nhu sau: Alice dit mot vat vao mot hop kim
loai va rdi khda n6 bang mot khéa bam do Bob dé lai. Chi c6 Bob 1a ngudi duy nhét
c6 thé mé dugc hop vi chi c6 anh ta méi c6 chia mé dugc khoa cua minh.

1.3.1. Co so cua mgt ma khda cong khai.

Hé mat khda cong khai khong bao gio dam bao dwge do mat tuyét d6i( an toan
vo diéu kién). Khi d6i phuong nghién ctru ban ma y, thi anh ta ¢ thé ma lan luot
c4c ban rd c6 thé bang quy tic ma cong khai ey cho t6i khi anh ta tim duoc mot ban
rd duy nhat x thoa man y = e, (). Ban rd nay chinh 1a két qua giai mé cua y.

Cac ham mét chiéu dong vai tro rat quan trong trong mat ma. Trong mat ma
khoa cong khai ngudi ta mudn rang thuat toan ma hoa nho khéa cong khai e, cua
Bob 14 d tinh toan song viéc tinh ham nguoc( tic 1a giai ma) phai rat kho déi voi
bat ky ai khong phai 1a Bob.

— Ham f(x) dugc goi 1a ham 1 chiéu, néu tinh y = f(x) 1a d& nhung viéc tinh
nguoc x = f1(y) 1a rat kho. C6 thé hiéu "d&" 1a tinh duoc trong thoi gian da
thire( vi du da thic bac thap) va "kho" theo nghia 13 khong tinh duoc trong
thoi gian da thie. Cho dén nay, chua co6 ham nao dwoc ching minh 1a mot
chiéu nhung c6 mot s6 ham dugc tin 1a ham mot chiéu.

Thi dy: Ham f(x) = g* mod p (p: s6 nguyén té; g: phan tir nguyén thay mod p)
duoc tin 12 ham mot chiéu. Ham f(x) = x* mod n(n: 1 tich cua 2 s nguyén té 16n
khac nhau n=p.q) cling dugc ngudi ta tin 1a ham mét chiéu.

Tuy nhién, dé xay dung mot hé mat khoa cong khai thi viéc tim dugc ham mot
chiéu van chua du. Ta khdng mudn e, 1a ham maot chiéu ddi voi Bob vi anh ta phai
c6 kha nang giai ma cac ban ma nhan dugc mot cach c6 hiéu qua. Diéu can thiét 1a
Bob can phai c6 mot ctra sap chira thong tin bi mat cho phép dé dang tim nguoc e,
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Nhu vay, Bob c6 thé giai ma 1 cach hitu hiéu vi anh ta biét cai ctra sap nam trong
bi mat cua K. Bai vay, ham f(x) duoc goi 12 ham cira sap mét chiéu, néu f 1a ham
mot chiéu nhung néu biét cira sap cua nd thi viéc tinh f(y) 1a dé.

Thi du: cho n = p.q la tich cua hai s6 nguyén té 16n, a la s6 nguyén, ham f(x) =
x (mod n) 12 ham ctra sap mot chiéu, néu chi biét n va a thi tinh x=f(y) 1a rat kho,
nhung néu biét ctra sap, chang han hai thira sé cua n thi sé tinh duoc f(y) khé dé,

1.3.2. Mgt sé6 hé mdt dién hinh
a. Hé mat RSA.

+ Hé mat RSA do Rives, Shamir va Adleman dé xuat nam 1977. Gia sir n la
sb nguyén, tich caa hai s6 nguyén té 16n khac nhau p va g, n = p.q. Ta
chon sé a nguyén t6 véi ¢(n) = (p - 1) (q -1) va tinh b =a™ mod ¢ tirc
ab=mod ¢ (n).

+ Hé RSA dugc m6 ta nhu sau:
Liy n = p.g; p va q la hai s nguyén t khac nhau: P = C = Z,
K={(n,p,q,b,a):ab=1mod ¢(n)}
trong do n, b: cong khai; a, p, q: bi mat.
Vai k= (n, p, q, a, b) ta dinh nghia:
ex(X) = X" mod n,V xeP
ew(y) = y*mod n, VyeC

+ Vi du: Gia sir Bob chon p = 101 va q = 113. Khi d6 n = 11413 va
¢(n)=100 x 112 =11200. Vi 11200 = 2°.5%.7, nén c6 thé duing mot s6 nguyén
b nhu mot s6 mil ma hoa khi va chi khi b khong chia hét cho 2, 5 hoic 7. Gia
su Bob chon b = 3533 (vi(¢(n), b)=I).

Khi d6: a=b" mod <¢(n)
= 3533 mod ¢ (n) = 6597

Bob s& cong b n = 11413 va b = 3533 trong thu muc céng cong. Bay gio gié sir
Alice mudn gtri ban rd x = 9726 t6i cho Bob. Cb ta s& tinh:

y=x"modn=9726 %% mod 11413
= 5761

Sau do ¢6 ta s€ giri ban ma 5761 trén kénh lién lac. khi Bob nhan duoc ban ma
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5761. anh ta st dung khoé bi mat a dé tinh: 5761 ®°" mod 11413 = 9726.

D6 mat cua RSA duoc dya trén gia thiét 13 ham ma ey (x) = x® mod n 13 ham
mét chiéu. Bai vay, tham ma s& khdng ¢ kha ning vé mit tinh toan dé giai mot ban
ma. Ctra sap cho phép Bob giai ma dwogc chinh 1a thdng tin vé phép phan tich thura
s n = p.q. Céc thuat toan phan tich hién thai c6 kha ning phan tich cac sé khoang
130 chir s6 thap phan, vi vay dé dam bao an toan nén chon s p va sb q 16n, chang
han c6 chirng 100 chit 6, khi d6 n s& ¢ 200 chir s6. Trong khoang 20 nim, ngudi
ta d4 dua ra nhiéu so h dé tin cong hé mat RSA nhung khong c¢6 cach nao hiéu qua
tuyét d6i ma chi dua ra cac so ho dé nguoi dung hé mat RSA tranh khéng mac phai,
do d6 RSA van la h¢ mat an toan.

b. Hé mat Elgamal

+ Hé mat Elgamal dwoc xay dung dua trén bai toan logarithm roi rac. Bai
toan logarithm roi rac trong Zp duoc xem la bai toan khé néu sb p dugc chon can
than .Cu thé 1a khéng cd thuat toan nao giai bai toan logarithm roi rac trong thoi
gian da thirc. S p duoc lya chon phai cd it nhat 150 chix sé thap phan va (p - 1)
phai c6 it nhat 1 thira s6 nguyén tb 16n. Loi thé cua bai toan logarithm rai rac 1a kho
tim duoc cac logarithm roi rac, song bai toan nguoc lay luy thira lai ¢6 thé tinh dé
dang. Hay Iuy thira theo modulo p 13 ham 1 chiéu véi cac s6 nguyén té p thich hop.

+ M0 ta bai toan logarithm roi rac trong Zp.

Cho | = (p, a, B) trong d6 p 1a s nguyén td, o €Zp la phan tir nguyén thuy,
BeZ*p.

Bai toan dat ra la: Hay tim 1 s6 nguyén duy nhat a, 0 < a < p - 2 sao cho:
o’=B(mod p); ta s& ki hiéu a= log,p.

+ Dinh nghia hé¢ mat:

Cho p 12 s6 nguyén t6 sao cho bai toan logarithm roi rac trong Z, la kho giai.
Va a € Z*p 1a phan ti nguyén thuy. Gia six P = Z*p, C=Z*,xZ*, .Ta dinh nghia:

K={(p, o, a, B): p =" (mod p)}
Céac gia tri p, o, duoc cong khai, con a la bi mat.
Véik = (p, 0, a, B) va mot s6 ngau nhién bi matk>e Z, 4, ta xac dinh:
ex(x, K) = (y1Y2); trong do:

y; = o mod p
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y, = xB* mod p.
VA VGi Y1, Yo € Z*p, ta xac dinh: di (Y1, ¥2) = Y2 (Y1) mod p
+ Vi du:

Cho p=2579, a.=2, a=765. Khi do:

B =2 mod 2579 =949

Bay gio Alice mudn gtri théng bdo x = 1299 ti Bob. Gia sir Alice chon sb
ngau nhién bi mat k> = 853. Sau d6 co tinh:
y1 = 2%°3 mod 2579 = 435
y, = 1299.949%% mod 2579 =2396

Va c0 gui (435, 2396) trén kénh cho Bob. Khi Bob nhan dugc ban ma
y = (435, 2396), anh ta tinh:

X = 2396 x (435"%)™ mod 2579 = 1299

Va day la ban rd ma Alice da ma hoa trudc khi giri cho Bob.

Nhu vay, ddi vai hé mat nay thi ¢ dai caa ban ma gap doi do dai caa ban rd,
thanh phan ban ma phu thudc vao viéc chon ngiu nhién sé k, viéc chon nay lam
tang do bi mat, nhung lai khéng anh hudng gi dén qué trinh giai ma, do vay ang Vi
mot ban rd co thé ¢ nhiéu ban ma khac nhau, phu thudc vao k khac nhau. Ta ciing
thay rang y; khong lién quan dén ban rd vi toan bo thong tin lién quan dén ban ro
nam trong y, .Nhung y; lai cho biét théng tin can thiét vé k va viéc giir bi mat sé k
1a rat quan trong vi biét k’ thi c6 thé tinh dugc khoé bi mat a.
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CHUONG 2: CHU KY SO

2.1. Giai thiéu
Khai niém vé chir ky da kha quen thudc trong doi séng hang ngay .Chit ky
duoc str dung hang ngay dé viét thu, rat tién ¢ nha bang, ky hop dong, ... Chit ky
viét tay thong thuong trén tai liéu dung dé xac nhan mot nguoi ky no.

Lugc d6 chir ky s6 12 mot phuwong phap ky mot thong diép luu dudi dang

dién tu.

Vi du nhu thong diép duoc Ky cd thé truyén trén mang may tinh.

Gitra chit ky tay va chit ky s c6 mot vai diéu khac nhau co ban. Cy thé nhu sau:

+ Vi chir ky thong thudng, n6 1a mot phan vat ly cua tai ligu. Di vai chir
ky sb thi khong gan theo kiéu vat ly vao tai liéu ma gan theo kiéu logic
vai tai liéu.

+ V& viéc kiém tra chit ky: Véi chit ky thong thuong thi kiém tra bang cach
so sanh nd véi nhitng chir ky x&c thuc khac. Vi du, mot nguoi ky trén
mot tim séc mua hang, nguoi ban phai so sanh chit ky trén manh giay véi
chir ky nam & sau thé tin dung dé kiém tra. Va ta cd thé thay day khong
phai 1a phuong phap an toan. Mit khac, luoc d6 chir ky sb c6 thé duoc
kiém tra bang cach sir dung thuat toan kiém thir cong khai. Vi vay bat ky
ai cling c6 thé kiém thu chit ky s6. Viéc ding mot so d6 chir ky sé an
toan c6 thé ngan chan dugc kha ning gia mao.

+ COn mot su khac nhau co ban gitra chit ky sé va chir ky thong thuong 1a
ban sao chép cua chit ky sé ddng nhat vai ban gbc. Con cua chir ky thdng
thudng c6 thé khac xa so véi ban goc .Diéu nay c6 nghia 1a phai can than
ngin chan mot thdng diép chir ky s6 khoi bi dung lai. Vi du, néu Bob ky
birc dién sé xac nhan Alice rit 100$ tir nha bang, anh ta chi mudn Alice
c6 thé 1am didu d6 mot lan. Vi vay, can nghién cau nhitg phuong phap
dé ngan chan viéc chir ky s6 bi dung lai.

Mot luge do chir ky sé bao gdm 2 phan: 1 thuat toan ky va 1 thuat toan kiém
thir. Bob ¢6 thé ky trén thong diép x bang mét thuat toan ky an toan. Két qua cua
viéc ky sig(x) cd thé duoc kiém thi bang thuat toan cong khai. Khi dua 1 cip (X,y),
thuat toan kiém thtr tra lai cAu tra 1oi 12 "True™ hoic "False" phu thudc vao viéc chir
ky s6 1a xac thuc hay khdng xéc thuc.
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2.2. Pinh nghia hrge dd chir ky sé:

Mot luge dd chir ky sb 1a mot bo nam phan ti (P, A, K, S, V) thoa méan cac
diéu kién dudi day:

+ K: khong gian kho4, 1a tap hiru han cac khoa c6 thé.

+ Vi mdi k thuoe K, c6 mot thuat toan ky sigy € S va thuat toan kiém the

tuong tng very € V

Mai sigy : P— A va very : P x A —{True, False} 1a nhitng ham sao cho mdi
birc dién x € P va mdi chit ky y € A thoa méan

ver(x,y) = True, néuy = sig(x)

False, néu y # sig(x)

Vi mdi khod ke K. ham sigy va ver, 1a ham co thoi gian tinh toan da thuc,
ver, s& 1 ham cdng khai va sigy 12 ham bi mat. Piéu d6 c¢6 nghia 13 véi X cho trudc,
chi c6 Bob méi tinh duoc chit ky y dé ver(x,y) = True. Lugc do chit ky s6 khdng thé
an toan ma khong c6 diéu kién vi Oscar c6 thé kiém tra tat ca chix ky s y c6 thé
trén thong diép x bang thuat toan cong khai ver cho dén khi tim dugc chit ky dung.
Vi thé néu c6 du thoi gian, Oscar s& ludn ludn cé thé gia mao duoc chit ky cua Bob.
Ciing gidng nhu hé théng mat ma cong khai, muc dich cua ching ta 1a tim cac lugc
d6 chir ky an toan vé mat tinh toan.

Chu y rang, ai d6 c6 thé gia mao chit ky caa Bob trén 1 birc dién ngiu nhién x
bang cach tinh x = e(y) V6i y ndo do; khi d6 y = sigi(x). M6t bién phap xung quanh
van d& kho khin nay 13 yéu cau cac thong diép chira da phan du thira dé chir ky gia
mao Kiéu nay khong twong ung véi birc dién day du X trir mot xac suat rat nho.

2.3. Mt sb luge db chir ky sb

Trong phan nay ta s& nghién ciru mét sé luoc d6 chir ky sé tét, dimng viing
trudc cac kiéu tan cong trong thoi gian qua.

2.3.1. Luwge do chir ky RSA

Luogc d6 chir ky s6 RSA duoc dinh nghia nhu sau:

Cho n = p.q, p va q la céc sé nguyén t6 16n khac nhau. Cho P = A = Z, va
dinh nghia:

K={(n,p,q a b):ab=I(mod dp(n)) }

Cac gia tri n, b Ia cbng khai; a, p, g 1a bi mat.
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Vai k= (n, p, q, a, b), ta dinh nghia:
sigi(x) = x*mod n
va  ver(x,y) = True <=>x =y° (mod n) ; x,y €Z,

Két hop chit ky v6i ma hoa s& lam cho dé an toan cua chit ky ting thém.

Gia st rang, Alice s& tinh chit ky cua cd ta 1a y = sigAlice(x), va sau d6 mi héa
ca X va y bang céach st dung mat ma cong khai eBob cua Bob, khi d6 ¢6 ta nhan
dugc z = eBob(x,y). Ban ma z s& duoc truyén téi Bob. Khi Bob nhan duoc z, viéc
truéc tién 1a anh ta giai ma bang ham dBob dé nhan duoc (x,y). Sau d6 anh ta sir
dung ham kiém thir cong khai cua Alice dé kiém tra xem liéu verAlice(x,y) = True
hay khong?

Néu Alice ma hoa x trudc roi sau d6 mai ky 1én ban ma da dugc ma hoa thi
sa0? Khi d6 c6 ta tinh:

y= SigAIice(eBob(X))

Alice s& truyén cip (z,y) cho Bob. Bob s& giai ma z, nhan duoc x va kiém tra
chit ky y trén z bang céch sir dung veraice. Mot van dé tiém an trong bién phap nay
la néu Oscar co duoc cap (z,y) kiéu ndy, anh ta c6 thé thay thé chit ky y cua Alice
bang chit ky cta anh ta:

y‘ = SigOscar(eBob(X))

Ch( y rang Oscar c6 thé ky ban ma egq,(X) ngay ca khi anh ta khong biét ban rd x.

Khi d6, néu Oscar truyén (z,y ) téi Bob, chir ky cta Oscar s& duoc kiém thir
Vi Bob sir dung Verogr Va Bob c6 thé suy ra rang ban rd x xuét phat tir Oscar. Diéu
nay cling 1am cho nguoi st dung hiéu ring nén ky trude rdi sau dé6 méi tién hanh
mé hoa.

Vi du:

Gia sir Bob dung lwgce do chit ky s RSAvsin=143 (p=11,q=13);
¢ (n) =120. Khoa cdng khai cua Bob 13 b=7 =>a = 7" mod 120=103.

+ Bob c06 thong bao la x = 110 khi d6 Bob s¢€ ky trén thong béo x:

y =x*mod n = 110'® mod 143 = 33

+ Bod gtri y=33 va x=110 cho Alice. Alice s& kiém thtr bang céach sir dung khoa

cong khai cua Bob nhu sau:
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y* mod n = 33" mod 143 = 110 = X
Va Alice chap nhan y=33 14 chit ky hop 1é.
2.3.2. Lugc do chir ky Elgamal

Luoc d6 Elgamal di dugc Vién tiéu chuan va Cong nghé quéc gia My sira
d6i thanh chuan chit ky sé .Luoc dd Elgamal khong tit dinh ciing giéng nhu hé
théng ma khoa cong khai Elgamal. Diéu ndy c6 nghia 13, ¢6 nhiéu chit ky hop 1é
cho mét thong diép bat ky. Thuat toan kiém thir phai c6 kha niang chap nhan bat ky
chir ky hop 1€ nao khi xac minh.

Lugc dd Elgamal dugc dinh nghia nhu sau:

+ Cho p 1a s6 nguyén t6 sao cho bai toan log roi rac trén Z, 1a kho va gia st a
€ Z, la phan ta nguyén thuy. Cho P = Z,,A = Z*,XZ,,4

va dinh nghia: K= { (p, a, a, B): p=o” (mod p) }
giatrip, a, B 1a cong khai; a la bi mat.
+ V&i k= (p, 0, a, B) va mot s6 ngau nhién bi mat k> € Z*p.,,dinh nghia:
sige(x,k) = (v ,8), trong d6: y = o mod p
8= (x-ay)k ' mod (p - 1)
+ Vi X,y € Z*pvade Z*p.4, la dinh nghia:
ver(x,y, 8) = True khi va chi khi B* v° =¢* (mod p)

Chéng minh:

+ Néu chit ky duoc thiét 1ap dung thi kiém tra s& thanh cong vi:
B'y® = a¥ a° (mod p)
= o (mod p) (viay + k& = x (mod p - 1))

+ Bob tinh chir ky bang cach dung ca gia tri bi mat a (1a mot phan cua
khod) 13n s6 ngau nhién bi mat k' (dung dé ky trén x). Viéc kiém thu c6
thé thuc hién duy nhat bang thong tin cong khai.

Vidu: Gid st p=467; a=2;a=127
—pB =0* mod p = 2'*" mod 467 = 132

—Gia sir Bob co thong diép x = 100, Bob chon ngau nhién k’=213 vi (213, 466)
=1va 213" mod 466 = 431
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-» Bob ky trén x nhu sau:
y = o mod p = 2%** mod 467 = 29
va 8= (x-ay)k’ ™ mod (p - 1) = (100 - 127). 431 mod 4=51
Bat ky ngudi nao do6 cling c6 thé kiém tra chir ky nay bing cach:
132%° 29°! = 189 (mod 467)
210 = 189 (mod 467)
Do do chit ky 1a hop 16

Xét 6 an toan cua luge d6 chir ky Elgamal. Gia sir Oscar thir gia mao chix
Ky trén buc dién x cho truéc ma khong biét a. Néu Oscar chon gid tri y va tha tim &
tuong tng, anh ta phai tinh log roi rac cua log, o B7. Mt khéc, néu anh ta chon &
trude va sau d6 thir tim y thi anh ta phai giai phuong trinh f7 y° =«* (mod p), trong
d6 v 12 an s6. Bai toan nay chua co 101 giai, tuy nhién dudng nhu né lién quan dén
bai toan da nghién ciru. Van con c6 kha ning 1a tim & va y dong thoi dé (8, v) 1a chix
ky. Hién thoi khéng ai tim duoc cach giai song ciing khong ai khang dinh duoc 13
n6 khéng co 1oi giai.

Néu Oscar chon vy va & va sau d6 thir giai dé tim x, anh ta s& phai tinh bai
toan logarit roi rac, tac phai tinh log, p’ v°. Vi thé Oscar khong thé ky mot thong
diép ngau nhién bang cach nay .Tuy nhién c6 mot cach dé Oscar ky 1én thong diép
ngau nhién bang viéc chon y, & va x dong thoi:
Giathiétivajlacacsénguvén0<i<p-2;0<j<p-2va(,p-1)=1

Khi d6 thuc hién cac phép tinh:
y=d B mod p
5=-yj ™ mod (p-1)
x=vij mod (p-1)=idmod (p-1)

trong d6 j* duoc tinh theo module (p - 1). Ta thiy rang (y, 8) 1 chix ky hop
18 cua x. Piéu nay dugc ching minh qua viéc kiém tra:

By* =p7(a'B)"™*  mod p
= pYo" ¥ (mod p)

= o (mod p)
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=o* (mod p)

Vi du: p = 467; a = 2; p = 123. Gia st Oscar chon i = 99; j = 179, khi d6 j"mod
(p - 1) = 151. Anh ta tinh:

y = 2% 132" mod 467= 177
0 =-177 x 151 mod 466 = 41
X =99 x 41 mod 466 = 331
Va (117, 41) 1a chit ky trén x= 331
Kiém th:
13217 117* = 303 (mod 467)
va 2% =303 (mod 467)
Do @6 chir ky la hop 1é
Oscar ¢6 thé gia mao chit ky theo kiéu khac 1a bat dau tir thong diép x da
dugc Bob ky. Gia st (y, 8) 1a chir ky hop 1€ trén x. Khi d6 Oscar c6 kha nang ky 1én
nhiéu théng diép khéac nhau. Gia st i, j, h 1a cac sé nguyén; 0<h; i; j <p -2 va (hy -
jo, p-1) = 1. Thuc hién céc phép tinh:
A =vy"o'p mod p
.= 82(ny- ) mod(p- 1)
x = A(hx +i8) (hy- j8)™* mod(p - 1)
trong do (hy - j8)™* duoc tinh theo module (p - 1)
Kiém thu:
B A = mod(p) =(A,u) 1a chir ky hop ¢ cua x.

Ca hai phuong phap trén déu tao cac chit ky gia mao hop 1é song khdng xuat
hién kha ning ddi phuong gia mao chix ky trén thong diép cd lua chon cua chinh ho
ma khdng phai giai bai toan logarit roi rac. Vi thé khéng c6 gi nguy hiém vé do an
toan cua luoc d6 Elgamal.

+ Mot vai so xuat dé phé lugc d6 Elgamal:

1) L6 k’ = giai phuong trinh dong du tuvén tinh: da=(x-k’y) mod (p-1) dé tim a.
Nghiém nao thoa min p= o mod p thi d6 1a gia tri dung. Khi biét a thi Oscar dé
dang gia mao chir ky.
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2) DUng mot k' dé ky hai thong diép khac nhau. Gid st (y, 81) 1a chit ky trén xI;
(v, 82) la chit ky trén x2

Khi do:
81=(xs-ay)k"™ mod (p-1)
82=(x,-ay)k'" mod (p-1)
Tir day nhan dugc phuong trinh tim k chua biét:
k’(81- 82)=(x1-X2) mod (p-1)

Phuong trinh nay c6 nghiém vi thuc su da c6 k ,81, 8,5, X1, X, thoa mén. Giai
phuong trinh dong du tuyén tinh véi k* 1a an sb ta c6 thé tim dugc d=(8; - ,, p-1)
nghiém. Kiém tra diéu kién y=a" (mod p) dé tim 1 gia tri dang duy nhat cua k’. Sau
khi ¢6 k’ ta tro vé truong hop trude dé tim a.
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CHUONG 3: HAM HASH

3.1. Chir ky va ham Hash
3.1.1. Datvan dé

Ta thay ring cac co s¢ do chir ky chi cho phép ky cac théng bao nho, thuong
¢ do dai xap xi bang ban than chir ky. Trén thuc té ta can ky céac thong bao co do
dai I6n hon nhiéu ching han nhu c6 thé 1a mot vai Megabyte. Vay 1am thé nao c6
thé c6 dugc chit ky ngan trén mot thong bao co do dai tiy y. Vi chit ky dién tir phai
"ky " trén tung bit cua thdng bao, nén muén c6 chix ky do dai ¢ dinh trén thong béao
c6 d6 dai ty y thi phai rat ngan théng béo. Trén thyc té, viéc rat ngin vin ban 1a
khong thé dugc.

Vén dé dat ra 1a: ching ta c6 thé co thé cit théng bao x ra thanh timg doan ky
duoc c6 d6 dai bang nhau va cb dinh sau d6 thuc hién ky trén timg doan va gui tirng
doan d6 di. Nhung giai phap nay gap nhiéu khé khan vi:

— Vi phai sir ly qué nhiéu doan.

—  C06 thé nguoi nhan s& khdng sap xép lai duoc thong bao theo dung trat ty ban dau.
— C6 thé mat timg doan khi truyén.

Giai phap thur 2 1a dung ham HASH:

Cho thong bao x c6 d6 dai tiy y va ham HASH bién d6i thanh théng bao thu
gon z=h(x) c6 d6 dai cé dinh 128 bit hoic 160 bit. Sau d6 ta thyc hién ky trén trén
théng béo thu gon: Chir ky y=sigk(z).

Ta s& gui cap (X, y) néu khong can bi mat. Con néu can giir bi mat thi ta s&
ma héa thdng béo x thanh x va gui (X, y).

Nhu vy ham HASH da lam nhiém vu bién mot thong béo x c6 do dai bat ky
thanh mot thong bao thu gon c6 do dai cd dinh va tir &6 thuc hién ky trén théng béo
thu gon mat cach dé dang va van dam bao tinh xac thuc thong tin.

3.1.2. Dinh nghia ham HASH

Ham HASH la mot ham tinh toan cé hiéu qua khi anh xa cac dong nhi phan
c6 do dai ty y thanh céc dong nhi phan c6 do dai cé dinh nao do.

+ Ham HASH yéu:

Mot ham HASH duoc goi 12 yéu néu cho mot thdng béo x thi vé mat tinh toan
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khong tim ra dugc théng bdo x# x va h(x) = h(x).
+ Ham HASH manh:

M6t ham HASH duoc goi 1a manh néu vé mit tinh toan khong tim ra dugc 2
thdng bao x va X sao cho X% x va h(x) =h(x).

+ Ham HASH cé tinh chat mot chiéu:

Ham HASH cd tinh chat mét chiéu néu cho truéc mot thdng béo rat gon z thi
vé mit tinh toan khong tim ra dugc théng bdo x sao cho h(x) = z.
Nhu vay ham HASH c6 tinh chit nhu sau:

— CO thé tac dong I18n mot khdi dit lidu co kich thuéc tly y va san sinh
mot dau ra c6 kich thusce cb dinh.

— Co thé dé dang san sinh ra ban tom tat ddi voi mot thong béo bat ky.

— Tuong dbi dé tinh toan ddi véi mot x bat ky khi thuc hién trén ca phan
cting ciing nhu phan mém.

— T ma cho trudc khéng thé san sinh ra thong bao twong ung véi no
qua ham HASH.

— Véi mot x di cho khong thé tinh todn y khac x sao cho h(x)= h(y).

— Khéng tim ra mot cap (x, y) sao cho h(y)= h(x).

Giai thich céc tinh chat trén:

Ba tinh chat dau 1a yéu cau can thiét cho mot ang dung thuc té caa ham
HASH trong viéc xac thuc thdng béo.

Tinh chét thir tu 1a tinh chat caa ham maot chiéu: N6 rat dé dang san sinh ra
mot ma ddi véi mot thong bao cho trude nhung khong thé san sinh mot théng béo
tir ma cho truge. Tinh chat nay rat quan trong.

Tinh chit thir ndm bao dam rang khi d cho mdt thdng béo thi khong thé tinh
toan dé tim ra théng béo khac cd cung ban tém tit va do d6 lam cho chit ky s tro
nén tin cay giéng nhu toan bd chix ky 1én toan bo théng béo.

Tinh chat tht su chong lai ké gia mao tao ra hai ban théng bao c6 noi dung
khac nhau, sau d6 thu nhan chit ky hop phép cho mét théng bao d& dugc chap nhan
, 101 1ay nd gia mao lay nd lam chix ky cho théng bao thir hai.
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3.2. Mt s6 ham HASH sir dung trong chir ky sé
3.2.1. Cdc ham HASH don gian

Tat ca cac ham HASH thyc hién st dung nguyén tic chung duéi day. Dau vao
(théng diép, file...) duoc biéu didn nhu m khdi, mi khéi n bit. Dau vao st Iy mdi khéi
tai mot thoi diém trong mot kiéu lap di 1ap lai dé xay dung mét ham HASH n bit.

Mot ham HASH don gian nhat trong cac ham 1a thuc hién phép toan XOR
ting bit mot caa mdi khéi. N6 dwoc biéu dién nhu sau:

Ci=bi, ® bi,® _ @ bip

Trong do:

Ci la bit thur i cia ma HASH, 1<i<n

m= s6 cac khéi dau vao

bij = bit thr i trong khoi thi j

@ =phép cong modulo

Ham HASH don gian st dung phép XOR cac bit

bitl bit2 | ... bit n
Khdi 1 b1y by | e, bn,

b12 b21 .......... bnz
Khdi m B1im Bom | e, bny,
Ma HASH C, C | Ch

Khi thuc hién phép cong modulo, nd san sinh ra mot bit parity don gian cho
mdi Vi tri cua ting bit va né duoc biét nhu mot sy kiém tra ngau nhién doc theo
chiéu dai. N6 c6 tac dong mot cach ngau nhién dén dir liéu nhu mot sy kiém tra
tong thé tinh toan ven cua di liéu.
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3.2.2. Ham HASH MDS5:

MD5 la mét phién ban manh hon MD4, ¢6 moét su khac biét quan trong d6 1a
MD?5 sir dung 4 vong vai 4 ham co ban chir khéng phai la 3 vong véi 3 ham co ban
nhu MD4.

a. Giai thiéu thuat toan:

Thuat toan thyuc hién dau vao 12 mot thong diép co do6 dai bat ky va xay dung
mot dau ra 1a mot thong diép 128 bit rit gon. Dau vao sir ly cac khdi bit co do dai
512 hit.

b. Qué trinh xay dung thong diép rat gon thuat toan thyc hién mot s budc sau:

Budc 1: Mo rong va gan thém cac bit

Théng diép dugc chén thém sao cho do dai 1a mot chudi cac bit dong du véi
448 modulo 512 (d6 dai =448 mod 512). Céc bit duoc thém vao khong 1am thay doi
noi dung cua thong diép dé 1a cac s 0.

Budc 2 : M6 rong do dai

Mot thong diép nguyén thuy 1a mot chudi cac bit ¢ dai dién 64 bit( trudc khi
gan vao ) thi s& dugc mé rong sao cho nd phai pht hop véi két qua cua budc 1. Néu
d6 dai nguyén thuy I6n hon 2% bit thap s& dugc sir dung.

Két qua dau tién caa hai bude dau co hidu qua cao ta duoc mot thong diép la
mét s nguyén nhan vai 512 bit do dai. Thong diép mo rong s& dua ra mot chudi
cac khéi 512 bit Yo, Yi,..., YL, Vi vay d6 dai cua thong diép s& 1a L x 512 bit,
Tuong tu, két qua 1a tich cua 16 tir c6 do dai 32 bit. Trong d6 M[ 0...N-1] biéu dién
c4c tir ctia két qua thong diép, véi N 1a mot sé nguyén va N= L*16.

Budc 3: Gia tri ban dau( khoi ngudn ) cia b dém MD

Bo dém 128 bit dugc sir dung dé luu trix truc tiép va két qua cudi cling cua
ham HASH. B dém duoc thé hién 14 4 thanh ghi 32 bit( A, B, C, D). Céac thanh ghi
nay duoc nhan gia tri ban dau 1a cac gia tri thap luc phan dudi day:

A=0x01234567
B=0x89abcdef
C=0xfedcba98
D=0x76543210
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Budc 4: Xu 1y thong diép trong céc khdi 512 bit( 16 tu).

Tréi tim cua thuat toan 1a module n6 bao gdm 4 vong" 4 rounds" cua qué trinh
xir Iy. M&i module duge dit mot nhan Hyps, chiing dugc thé hién theo mé hinh sau:

+——— Ly512bits=Ny32bits —

K bits .

F 3
Y

Massage | 100 ..0 ‘ |

I Gin thém tir I/Zén 512 bits

Do dai thong diép Kmod 254/

512bkits 512 bits 512 bits 512 bits

‘ Yo ‘ -------- Yo | Y11
% i
Hubs

Y1 |
{/_ i T:l:
512 J12
[0 | Hyos : :

123 128 128

-
|

128 bits it gon

M6 hinh tong quat thong diép rat gon sir dung MD5.

BSn vong ¢6 cau trac nhu nhau, nhung mdi vong st dung ham logic nguyén
thiy khac nhau, nhu cac ham F, G, H va I duoc mé ta chi tiét duéi day. Trong mo
hinh dudi day 4 vong 1a cac nhan fr, g, fy, f;, c4c nhan nay chi ra ring mdi vong c6
chirc nang ciu trdc tong quat 1a nhu nhau, nhung f phu thudc vao cac ham nguyén
thay(F, G, H, 1).
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M6 hinh biu di&n cong viéc sir I cac khéi don 512 bit(Hwps):

Yo
MD,

B 128 ,l’

1 s |

Ayshcl e

-+ | ABCD" fr(ABCD, Yo, T[1..16]

al By c} o

- | ABCD" fo(ABCD, Yq, T[17..32]

alslcl nl

- | ABCD" fis{ABCD, Yg, T[33..48]

N

————— | ABCD" fi(ABCD, Yq, T[49..64]

|
{l ll 1rl LA
oy

Cha y mdi vong thuc hién nhu dau vao mot khéi hién tai 512 bit duoc st ly
(Yq) va bo déem 128 bit co gia tri ABCD va cap nhat noi dung ctua bo déem. Mdi
vong tao ra st dung 1/4 cua bo table 64 phan tir T[1...64] duoc xay dung tir ham
sine. Phan tir the i cua T 1a T[i] c6 gia tri bing mot phan cua sé nguyén 2%%x
abs(sin(i)), trong d6 i tinh bang radians. Khi abs(sin(i)) 1a mot sé6 nam giira 0 va 1,
thi mdi phan tir ciia T 1a mot s6 nguyén c6 thé biéu dién trong 32 bit. Trong bang
xay dung mot cach ngau nhién mot cap cac mau 32 bit, cai loai ra mét s tinh hop
thac trong dir liéu vao.
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Bang duoi day la gia tricaa T.

T[1]=D76AA478

T[17]=F61E5265

T[33]=FFFA3942

T[49]=F4292244

T[2]=E8C7B756

T[18]=C040B340

T[34]=8771F681

T[50]=432AFF97

T[3]=242070DB

T[19]=265E5A51

T[35]=69D96122

T[51]=AB9423A7

T[4]=C1BDCEEE

T[20]=E9B6C7AA

T[36]=FDE5380C

T[52]=FC93A039

T[5]=F57COFAF

T[21]=D62F105D

T[37]=A4BEEA44

T[53]=655B59C3

T[6]=4787C62A

T[22]=02441453

T[38]=4ADFCFA9

T[54]=8FOCCCO2

T[7]=A8304613

T[23]=D8ALE681

T[39]=F6BB4B60

T[55]=FFEFF47D

T[8]=FD469501

T[24]=E7D3FBC8

T[40]=BEBFBC70

T[56]=85845DD1

T[9]=698098D8

T[25]=21E1CDE6

T[41]=28987EC6

T[57]=6FA87E4F

T[10]=8B44F7AF

T[26]=C33707D6

T[42]=EAAL27FA

T[58]=FE2CE6EOQ

T[11]=FFFF5BB1

T[27]=F4D50D87

T[43]=DAEF3085

T[59]=A3014314

T[12]=895CD7EB

T[28]=455A14ED

T[44]=04881D05

T[60]=AE0811A1

T[13]=6B901122

T[29]=A9E3E905

T[45]=D4D9D039

T[61]=F7537E82

T[14]=FD987193

T[30]=FCEFA3F8

T[46]=6EDB99E5

T[62]=BD3AF235

T[15]=A679438E

T[31]=676F02D9

T[47]=1FA27CF8

T[63]=2AD7D2BB

T[16]=49B40821

T[32]=8D2A4C8A

T[48]=C4AC5665

T[64]=EB86D391

Buéc 5: Dau ra

Sau khi tat ca L khéi 512 bit da duoc st 1y, thi dau ra tir ting thir L 14 théng
diép 128 bit rat gon.

Chung ta nghién cau chi tiét hon viéc st Iy mic logic trong 4 vong cua mdi
khdi 512 bit. Mdi vong bao gém mot chudi 16 budce xir ly trén bo dém ABCD. Mbi
budéc 12 mot nguyén mau thé hién dudi day:

a<- b+ CLS; (a+ g(b,c,d) + X[K] + T[i])
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Trong do:
a,b,c,d = 4 tir cua bo dém, dugc chi rd trat tw qua mdi budc nhay.
g = la mot trong 4 ham nguyén thuy F, G, H, |

CLS, =quay vong dich trai cua 32 bit argument bai s bit.

Round Primitive functions g | G(b,c,d)
fe F(b.c.d) (b.c) v ((~b).d)
o G(b,c,d) (b.d) v (c.(~d))
i H(b,c,d) b @ c @d

fi I(b,c.d) c @ (b.(~d))

Céc phép toan logic (AND, OR, NOT, XOR) duoc biéu dién bang céc biéu
tuong (., v, ~, @ ). Ham F 1a ham diéu Kién: if b then ¢ else d. Tuong tu, G cd thé
duogc xac dinh if d then b else c. Ham H xay dyng bit kiém tra chan l¢.

Bang Illa la bang chan ly caa 4 ham.

b c d F G H I
0 0 0 0 0 0 1
0 0 1 1 0 1 0
0 1 0 0 1 1 0
0 1 1 1 0 0 1
1 0 0 0 0 1 1
1 0 1 0 1 0 1
1 1 0 1 1 0 0
1 1 1 1 1 1 0
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c. Thugt toan MD5
/* Process each 16 word( 512-bit) block*/
For g =0to (N/16) - 1 do
/* Copy block i into X*/

For j=0to 15 do

Set X[j] to M[g*16+j]

end/*of loop on*/

/* Save A as AA, B as BB, C as CC and D as DD*/

AA =A
BB=B
CC=C
DD=D

/* Round 1*/

/* Let [abcd k s i] denote the operation
a=b+((a + F(b,c,d) + X[K] + T[i] <<<s)

Do the following 16 operations.*/

[ABCDO 7 1]

[DABC1 12 2]

[CDAB 2
[BCDA 3
[ABCD 4
[DABC 5
[CDAB 6
[BCDA 7

17
22
7
12
17
22

3]
4]
5]
6]
7]
8]

[ABCD8 7 9]

[DABC9 12 10]

[CDAB 10 17 11]
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[BCDA 11 22 12]
[ABCD 12 7 13]
[DABC 13 12 14]
[CDAB 14 17 15]
[BCDA 15 22 16]
[* Round 2*/

/* Let [abcd k s i] denote the operation
a=b+((a + G(b,c,d) + X[K] + T[i] <<<s)

Do the following 16 operations.*/

[ABCD1 5 17]
[DABC6 9 18]
[CDAB 11 14 19]
[BCDA 0 20 20]
[ABCD5 5 21]
[DABC 10 9 22]
[CDAB 15 14 23]
[BCDA 4 20 24]
[ABCD9 5 25]
[DABC 14 9 26]
[CDAB 3 14 27]
[BCDA 8 20 28]
[ABCD 135 29]
[DABC2 9 30]
[CDAB 7 14 31]
[BCDA 12 20 32]
/* Round 3*/
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/* Let [abcd k s i] denote the operation
a=b+((a + H(b,c,d) + X[K] + T[i] <<<s)

Do the following 16 operations.*/

[ABCD5 4 33]
[DABC 8 11 34]
[CDAB 11 16 35]
[BCDA 14 23 36]
[ABCD1 4 37]
[DABC 4 11 38]
[CDAB 7 16 39]
[BCDA 10 23 40]
[ABCD 13 4 41]
[DABC 0 11 42]
[CDAB 3 16 43]
[BCDA 6 23 44]
[ABCD9 4 45]
[DABC 12 11 46]
[CDAB 15 16 47]
[BCDA 2 23 48]
/*Round 4*/

/[* Let [abcd k s i] denote the operation
a=b+((a + I(b,c,d) + X[k] + T[i] <<<s)

Do the following 16 operations.*/

[ABCDO 6 49]
[DABC 7 10 50]
[CDAB 14 15 51]
[BCDA5 2152]
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[ABCD 12 6 53]
[DABC 3 10 54]
[CDAB 10 15 55]
[BCDA 1 21 56]
[ABCD8 6 57]
[DABC 15 10 58]
[CDAB 6 15 59]
[BCDA 13 21 60]
[ABCD4 6 61]
[DABC 11 10 62]
[CDAB 14 15 63]
[BCDA5 21 64]

/* then increment it of four registers by the value it had before this block was
started.*/

A=A+AA
B=B + BB
C=C+CC
D=D+DD
end./* of loop on g*/
d. Surc manh cua MD5

Thuét todn MD5 c6 tinh chat mdi bit cia m3 ham bam 13 mot ham cua cac bit
dau vao. Su lap lai phic tap cia 4 ham co ban (F, G, H, 1) tao ra két qua c6 su hoa
Ian rat manh, do vay ma n6 khong dé dang cé hai thong diép lua chon ngau nhién
tham chi chdng cé cing ndi dung tong quat ma cé cing mot ma Hash nhu nhau.
Theo Rivest phong doan trong RFC thi MD35 rat manh trong 128 bit ma bam, rat
khé khan trong viéc xay dung hai thong diép co cung mot thong diép rut gon trong
trat ty cua 2° toan hang, bén canh d6 ciing rat khé tim ra mot thong diép véi mot
diém rat gon trong trat tw 2'% toan hang.

Cho dén nay chwa c6 mot phan tich nao béac bo cac nhan dinh trén. Tuy nhién
khi st dung c&c phan tich bi mat( cryptalalysis) khac nhau c6 thé trong thoi diém
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phu hop s& tim ra hai thong diép ma cung dua ra mot rdt gon giéng nhau trong mot
vong don MDS5.

Ham Hash MD5 1a mét trong cac ham Hash manh va chua thé tim ra duoc
trong thoi diém hién nay. Him MD5 di sir dung mot sé ham rét phuc tap trong 4
vong va chua tim ra dung d6 trén cac ham nay. Tuy nhién, ham MD5 chay cham
hon MD4 khoéang 30%(0.9Mbytes / sec) nhung nd duoc coi 12 manh nhat hién nay.

MD5 dugc phét trién va ké thira tir MD4 do vay vé co ban thi MD5 c6 nhiéu
nét dac trung tuong tu nhu MD4.
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CHUONG 4: CHU KY CHONG CHOI BO

4.1. Giéi thigu
Cac chit ky chéng chdi bé do Chaum va Antwerpen dua ra tir nim 1989. So
vé6i nhitng chix ky s6 khac ching c6 mot vai dic diém méi. Bic diém khéc biét nhat
trong cac chit ky nay la chit ky khdng thé xac minh duoc néu khong cé su hop tac
cua ngudi ky 13 Bob. Nhu vay, diéu nay s& bao vé duoc Bob truéc kha ning céc tai
licu dugc anh ta ky bi nhan ban va duoc phan phdi bang phuong phap dién tir ma
khong c6 sy dong y cua anh ta.

Tuy nhién, liéu c6 can sy hop tac cia Bob dé xac minh chit ky khong? ( diéu
nay nham ngan chan viéc Bob tir chéi nhan di ky thong bao trudc do). Bob cb thé
tuyén bé mot chir ky hop 1é 1a gia mao va tir chdi xac minh né, hoic thyuc hién giao
thirc theo cach dé chir ky khong thé dugc xac minh. Pé ngan chan tinh hudng nay xay
ra, so do chir ky chéng chéi bo da két hop giao thic tir chdi( theo giao thirc nay Bob c6
thé chiing minh chix ky 1a gia mao. Nhu vay, Bob c6 kha ning chimg minh truéc toa
rang chir ky bi ltra déi trén thuc té 1a gia mao.(Néu anh ta khéng chap nhan tham gia
Va0 giao thic tir chdi thi didu nay dwoc xem nhu 1a bang chung ching to chir ky trén
thyc té 14 that va anh ta dang c¢6 gang tir chéi chix ky caa minh).

Nhu vay so do chir ky chdng chéi bo gom 3 thanh phan: thuat toan ky, giao
thirc xac minh va giao thuc tir chéi.

Ta c6 thé xét hai vi du sau:

+ Vidu 1: Mot khach hang A muén truy nhap dén mét mién bi mat duoc giam
sat bai khach hang B, B yéu cau A ky mot lan vao vin ban trudc khi truy nhap. Néu
A str dung chit ky khdng chéi bo duoc thi B khdng thé chitng minh( sau d6) véi moi
ngudi 14 A di sir dung tai liéu nay ma khong c6 su tham gia truc tiép cua B trong
qua trinh xac minh chir ky.

+ Vidu 2: Gia sir ring mot vai cong ty 16n A nao d6 tao mot san pham phan
mém. A ky vao san pham va ban cho B, ngudi ¢6 y dinh tao ra mot ban sao cua san
pham nay va bén lai cho C. C khéng thé xac minh tac gia cua san pham phan mém
d6 ma khong co su hop tac cia A. Tat nhién, diéu nay khong ngin chan dugc B ky
lai 18n san pham véi chit ky riéng nhung véi su hop tac ciia A thi dé dang lan ra dau
vét hanh dong cua B.
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4.2.So do chir ky chéng chéi bé.
4.2.1. Thudt toan ky

Cho p = 2g+1 1a mot sb nguyén t sao cho q la sé nguyén t va bai toan
logarithm roi rac trong Z, la khong giai dugc.

Gia str a eZ*p la phan tir bac q. Cho 1<a<q-1 va dinh nghia p = a® mod p.

Gia st G biéu thi nhém con nhan bac q ciia Z', (G gém céac thing du bac hai
modulo p). Cho P=A=G va dinh nghia

K={(p,o,a,B):p =amod p}

Trong d6: cac gia tri p,a,p la cdng khai; a la bi mat.
Véi k=(p,a,a,) vax e G, dinh nghia:

y=sigk(X)= x* mod p

vay la chir ky trén van ban x;

4.2.2. Thugt toan xac minh:
Vai X,y € G, viéc xac minh dugc thuc hién nhu sau:
1. Alice chon ngiu nhién eye, € Z,

2. Alice tinh ¢ = y*'

mod p va guri n6 cho Bob
3. Bob tinh d = ¢*™% mod p va giri n6 cho Alice.
4. Alice chap nhan y 1 chit ky hop 1¢& khi va chi khi:
d=x*o® mod p

4.2.3. Giao thic tir choi:
1. Alice chon ngau nhién ey, e, € Z',

elBEZ

2. Alice tinhc=y mod p va gui n6 cho Bob

3. Bob tinh d = ¢** ™% mod p va gui nd cho Alice.

= x*a** mod p khong

4. Alice xac minh xem c6 d
5. Alice chon ngau nhién fy, f,e Z',
6. Alice tinh C= y"p™ mod p va gui né cho Bob

7. Bob tinh D = C**™4% mod p va guri né cho Alice.
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fl f2

8. Alice xac minh xem c6 D= x mod p khong

9. Alice két luan ring y la gia mao khi va chi khi ( do®)™ = (D o™ (mod p)

Ta xét vai tro ctia p va q trong so dd nay. So d6 nay ton tai trong Z',; tuy vay
can c6 kha nang tinh toan theo nhém nhan con G cua Z*p c6 bac nguyén té. Pac biét
ta can c6 kha ning tinh dugc cac phan tir nghich dao modulo |G| - day 14 1y do giai
thich tai sao |G| phai la sé nguyén té. Bé thuan loi lay p = 2q + 1, trong d6 q 13 s6
nguyén to.

Truéc hét ta chirng minh rang, Alice s& chdp nhan mét chix ky hop 18. Trong
cac tinh toan sau ddy, tat ca cac s6 mii dwoc rdt gon theo modulo q. Pau tién nhan
Xét rang:

_al

mod p

__ela-1pe2a-1
=y B

mod p

vi B=o” mod p, ta co:

B**=a(mod p)

Tuong tu:

y= x* mod p, ta co:
y*'= x(mod p)

Vi thé d = x"a® mod p.

* Tiép theo ta chirng minh rang Bob khdng thé lira Alice chap nhan chir ky gia
mao nhu mot chir ky hop 18 ngoai trir mot xac suat rat bé. Két qua nay khéng phu
thugc vao bat ky gia thiét tinh toan nao, diéu dé c6 nghia 13 d6 an toan 1a vo diéu
kién.

+ Pinh ly 1: néu y = x* mod p thi Alice s& nhan y la mét chit ky hop 1¢ trén x
Vi Xac suat 1/q.

Chwéng minh:

Truéc hét, nhan xét ring mdi yéu cau ¢ c6 thé twong wng chinh xac véi q cap
duoc sap(ey ;) ( d6 1a tai vi ca y va p déu la cac phan tir cia nhdm nhan G c6 bac

1el ae2

nguyén té q). Vi y= o' mod p, = o mod p nén ¢ = y*!p** = mod p

— a-lel+ae2 mod p’

¢ ¢b dinh nén (-1e;+ae, ) mod g = u ¢ dinh.
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= e, =a"(u-1ey) mod q vi e;eZ,
= co qgiatrie; = coqcap (e, e,) cho cung cung 1 gia tri c.

Bay gio, khi Bob nhan duoc yéu cau c, anh ta khdng c6 céch biét cip duoc
sap (e1,e2) nao trong ¢ cap co thé ma Alice di dung dé xay dung c. Ta khang dinh,
néuy = x* mod p thi ddp tng d € G ma Bob c6 thé tao ra 1 twong tng véi chinh
Xac mot trong q cip duoc sap( el,e2).

Vi o sinh ra G nén ta cé thé viét mot phan tir bat ky thuoc G nhu mot s6 mi
cua o, trong d6 s6 mil dugc xac dinh duy nhat theo modulo g. Vi thé c6 thé viét c=
o, d=od, x=0* va y=a"; véi i,j,k,| € Z, va moi phép tinh s hoc theo modulo g. Xét
hai dong du thirc sau:

c=y*p*mod p)

d=x**a(mod p)

Hé nay tuong duong véi hé dong du thirc sau:

i=-le; +ae,(mod )q

j=ke; +e,(mod)q

Bay gio gia thiét rang: y= x* (mod p) thi ta rat ra : 1= a k(mod q).

Vi thé, ma tran hé sé caa hé cac dong du thirc theo modulo q nay c6 dinh
thize khac 0 va nhu vay ton tai nghiém duy nhat cho hé thong. Nghia 13, mdi deG la
mét dap tng dang véi mot trong g cip (el,e2) dugc sap c6 thé. Hé qua 1a xéac suat
dé Bob dua cho Alice mét dap tng d s& dugc xac minh dung 1a 1/q.

Bay gio ta chirng minh hai van dé:
1. Bob c6 thé thuyét phuc Alice rang chir ky khéng hop 18 1a gia mao

2. Bob khong thé 1am Alice tin rang mét chix ky tin cdy la gia mao trir mot
Xac Suat rat bé.

*  Pinh 1y 2: Néu y=x* mod p va ca Alice va Bob thuc hién theo giao thic tir
chéi thi(do )™ = (Da™)** mod p

Chéng minh:

Do ca Alice va Bob déu thuc hién giao thic nén ta co thé sir dung cac yéu to:

d=c*! mod p
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CEyel BEZ

mod p
va f=a”mod p

Ta co: (da-ez)fl E((yel Bez)a 1 _e- 2)f1(mod p)

—. elfla-1 e2a-1f1 -e2fl —_elfla-1 e2f1 -e2fl
=y B o

(mod p)) =y mod p

Eyelfla-l mod p

Twong tu, diing cac yéu t& D=C** mod p , C=y™#" mod p va p=a® mod p, ta c6:
(Da-fZ)el = yelfla—l mOd p
vi thé phép kiém tra tinh phd hop trong budc 9 thanh cong.

Bay gid Xét xéac suat dé Bob c6 thé tir chdi mot chir ky hop 16. Truong hop
nay khong gia thiét Bob thuc hién theo thu tuc. Nghia 1a Bob c6 thé khéng xay
dung D va d nhu trong giao thirc. Vi thé trong dinh ly tiép theo chi gia thiét rang,
Bob c6 thé tao ra cac D va d thoa man diéu kién trong cac budc 4,8,9 cua giao thic
chdi bo.

+ Pinh ly 3: Gia str y= x* mod p va Alice thyc hién theo giao thuc tir chbi. Néu
d=x"o?mod p va D=x"o(mod p) thi x4c suat dé (do®?)"=(Da™)* (mod p) 1a 1-
1/q.

Chéng minh:

Gia sir rang cac dong du thirc sau dugc thoéa man
y=x*(mod p)
d= x*a*3(mod p)

fl f2

(mod p)

(doc'ez)flz (Do™)*(mod p)

ta s& dua duoc ra mau thuan nhu sau:

Trong giao thtc chéi bo, budc 9 ¢d thé viét lai nhu sau:
D= dy" ™ (mod p)

dl/el a—e2/e1

trong d6, dy = mod p la gié tri chi phu thudc vao cac budc tir 1-4 trong

giao thuc.
Ap dinh Iy 1, ta két luan y 1a chix ky hop 1& dbi voi dy v6i xac suat 1-1/q.
Song ta dang gia thiét y I1a chit ky hop 18 di véi x, nghia 14 ta c6 x*=d,*(mod p) véi
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X4c suét cao, diéu nay kéo theo la x = d.

el e2 1/el -e2lel
o d"™ o

Tuy nhién do d=x (mod p) c6 nghia la x= (mod p)
Va tir bidu thire do=d"**o*?®* (mod p), suy ra x#dy = ta nhan dwoc mau thuan.
Nhu vay Bob co thé hra déi Alice theo cach nay vai xac suét 1a 1/q.

+ Vi du: Gia sir ldy p=467, vi 2 1a phén tir nguyén thay nén 2° = 4 |a phan tu
sinh ciia G, gom céc thang du bac hai modulo 467. Vi thé ta c6 thé lay a=4. Gia
thiét a= 101, Khi do:

B=0® mod 467=449
Bob sé ky thdng b&o x=119 vai chit ky:
y =119 mod 467 = 129

Bay gio gia st Alice mudn xac minh chit ky vy, cd ta chon cac s6 ngau nhién
chang han e;=38, e,=397. Cb6 tinh c= 13 va ngay lac d6 Bob s& tra 1oi véi d= 9.
Alice kiém tra cau tra loi bang viéc xac minh rang: 119°%4*"=9mod 467. Vi thé ma
Alice chap nhan y Ia chit ky hop Ié.

+ Vidu: Gia su p= 467, a=4, a=101 va f=449. Gia sir thong bao x=286 duoc
ky vai chit ky y = 83 va Bob muédn thuyét phuc Alice rang chit ky nay khéng hop 1.

Gia sur Alice bat dau bang viéc chon cac gia tri ngau nhién e,=45, e,=237.
Alice tinh ¢=305 va Bob tra 161 vi d=109. Sau d6 Alice tinh:

246%4%%" mod 467=149

vi 149#109 nén Alice thuc hién budc tiép theo I1a chon cac gié tri ngau nhién
f,=125, f,=9. Alice tinh C=270 va Bob tra 161 vdi D=68. Alice tinh:

286'°4°mod 467=25

Vi 25# 68 nén Alice thuc hién budc cudi cung 1a kiém tra tinh phi hop.
Budc kiém tra nay thanh cong vi:

(109 x 4%")1% = 188(mod 467)

va: (68 x 4°)* = 188(mod 467)

Vi thé Alice tin rang chir ky y trén x 1a khéng hop Ié.

Hoang Vian Hiép - CT1301 44



Db an tét nghiép Truong DPHDL Hai Phong

CHUONG 5 : AP DUNG CHU KY CHONG CHOI BO VAO QUAN LY
HANH CHINH CUA TRUONG DAl HQOC DAN LAP HAI PHONG

5.1. Dit van dé.

Véi bat ky mot co quan t6 chtrc ndo thi hé thong quan 1y hanh chinh dong vai
tro rat quan trong. Truong Pai Hoc Dan Lap Hai Phong c6 co sé 1 tai sb 36-
buong dan lap-Du Hang Kénh- Lé Chan- Hai Phong, co s& 2( dang xay dung) Tai
X& Minh Tan- Kién Thuy- Hai Phong va khu Khach San Sinh Vién. Do khoang
cach dia 1y nén viéc quan ly hanh chinh kha phuc tap va khé khan.

Truong Pai Hoc Dan Lap Hai Phong gdom cac phong ban, cac khoa, cac
trung tam nén viéc ban hanh cac quyét dinh, van ban tir Nha trudng téi cac phong
ban déu do bo phan vin thu dam nhiém nén rat kho khin va méat thoi gian. Mat
khac, nhitng yéu cau, kién nghi cta cac khoa, trung tam mudn lay y kién, chi thi caa
lanh dao nha truong ciing rat phic tap.

5.2. Giai quyét van dé.

Ngay nay véi sy phét trién manh mé caa cong nghé cao, cong nghé internet
khéng con mai mé ddi voi moi ngudi, viée trao doi thong tin trén mang tré' nén pho
bién hon. Vi vay, giai phap thuan loi nhét 1a chuyén céc quyét dinh, van ban qua mang.

Tuy nhién viéc trao doi tai liéu qua mang khong phai khong c6 kho khan: vi
du trén dudng truyén van ban, nghi quyét bi sira doi, diéu nay rat nguy hiém vi day
khong phai 12 nhitng tai lidu thong thuong ma 1a cac nghi quyét, van ban quy ché
ciia Nha trudong. Ciing ¢6 nhitng van dé khac can giai dap, vi du nhu van ban dé c6

dang tin khong? van ban dé c6 chinh xac khong?

Chung ta biét ring, trong cac nghi quyét, van ban,... thong thudng trén giy
thi bao gio ciing két thiic bang chir ky ngudi quyét dinh. D6 1a bang ching dé chiing
minh hiéu luc cua van ban. Néu chir ky bj tdy xda thi ta co thé nghi ngo tai liéu da
bi sira doi, hodc chit ky 1a gia mao. Nhung khi di trao doi trén mang thi chi ky viét
tay khong thé thuc hién dugc nhu trén vin ban thong thuong.

Hién nay c6 rat nhiéu chir ky dién tir da dwoc dem vao st dung trong thuc
tin. Do tinh chat va dic diém caa viéc quan ly hanh chinh, ti chon chit ky chéng
chéi bo dé &p dung. Chir ky chdng chéi bo 1a mét chit ky véi ba giao thire: giao thirc
ky, giao thuc kiém thtr va giao thic chdi bo, do d6 phu hop véi viée trao doi trén
mang, hon nira néu tat ca ciing &p dung cac giao thuc chit ky chdng chéi bo thi viéc
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ban hanh cac quyét dinh c6 chit ky cia Nha truong hoan toan dang tin cdy. Nguoi
ky mudn phu nhan chit ky ctia minh ciing khéng duoc. Hon nita, mot ngudi co thé
chéi bo chix ky néu n6 khdng phai chi ky cua minh. Dic biét chix ky chdng chi bo
cling khong thé nhan ban duoc.

Khi str dung chit ky chéng chéi bo, tat ca nhirng nguoi tham gia trong mang
s& c6 mot s6 nguyén té p, phan tir nguyén thuy o va khéa B trén thu muc cong khai
chung cia Truong va mot khoa bi mat a cho riéng minh, trong dé o 12 phan tir ¢6
bac q trong Z',, p=2q + 1 (q la s6 nguyén t6) va p = o’*mod p.

+ Vidu: Khoa Cong Nghé Théng Tin mudn gui danh séch nhitng sinh vién du
diéu kién bao vé do an tdt nghiép cho Hiéu truong duyét. Trude khi giri danh
sach cho Hiéu truong thi Truong khoa Cong Nghé Théng Tin s& tién hanh viéc
ky nhu sau:

1. Ong sé& lay s6 nguyén t6 p trén thu muc cdng khai va mot khda bi mat a chi
dung cho riéng minh.

2. Tién hanh ky trén vin ban: y=x* mod p(O day x 14 vin ban thu dugc sau
hai phép bién doi thong bao can ky 1a: Hash va dwa vé nhom con G).

3. Gt van ban kém theo chir ky trén mang.

Vé phia minh, Hiéu truong s& kiém tra lai chir ky c6 dung 1a cia Truong khoa
Cong Nghé Thong Tin hay khong?. Ong ta s& tién hanh giao thic kiém thir cling voi
su hop tac cua Truong khoa Cong Nghé Thong Tin nhu sau:

1. Hiéu truong ldy ngiu nhién hai sé ey, e, va tinh c=y*'p*mod p rdi gui lai
cho Truong khoa Céng Nghé Thong Tin.

2. Truong khoa Céng Nghé Théng Tin s& tinh d =a*™*%mod p rdi gui lai cho
Hiéu truong.

3. Hiéu truong kiém tra néu d=x"a** mod p thi chip nhan Ia chi ky hop 1é.

Sau khi kiém tra chix ky, Hiéu truong sé ra quyét dinh cho cac sinh vién ma
khoa Cong Nghé Thong Tin da giri duoc bao vé do an tét nghiép va ky vao quyét
dinh trudc khi giri cho khoa Cong Nghé Thong Tin. Khoa Cong Nghé Théng Tin
cling s& kiém tra chit ky cua Hiéu truéng nhu cach thirc trén. Néu ca hai bén khong
c6 van dé gi thi thoi gian tién hanh bao vé do khoa Céng Nghé Thong Tin an dinh.
Néu trong ban danh sach cé sai sot gi thi nguoi chiu trach nhiém 1a Truong khoa
Cong Nghé Thong Tin vi danh sach da c6 chr ky cua Truong khoa. Tuy nhién,
Truong khoa cé thé tuyén b chir ky d6 1a gia mao va tir chdi xac minh no, hoic
thuc hién giao thuc theo cach dé chit ky khong thé xac minh. Pé ngin chin tinh
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hudng nay, Hiéu truéng sé thuc hién giao thuc tir chéi. Néu Truéng khoa Cong
Nghé Théng Tin khdng chip nhan tham gia vao giao thic tir chdi thi diéu ndy xem
nhu chit ky trén thuc té 13 that va ong ta dang cb gédng tir chdi chit ky cua minh. Néu
Truéng khoa tudn thu cac budc cua giao thuc va két qua 1a viéc Hiéu truong két
luan chir ky gia mao thi 6ng s& c6 quyén chdi bo chir ky kia mot cach thuyét phuc.
Giao thuc tir chdi dugc tién hanh nhu sau:

1.

N

© o N o

Hiéu truang chon ngiu nhién ey, e; €2,

Hiéu trudng tinh ¢ = y*'8%2 mod p va gui n6 cho Truéng khoa CNTT.

Trudng khoa CNTT tinh d= ¢** ™99 mod p va gui né cho Hiéu truong.

Hiéu trudng xac minh xem c6 d=x*'a*?> mod p khong?

Hiéu truéng chon ngiu nhién fy, f, ¢ Z°,

Hiéu trudng tinh C= y™™ mod p va giri n6 cho Truong khoa CNTT.

Trudng khoa CNTT tinh D = C*1 ™9 mod p va giti nd cho Hiéu truéng.
Hiéu trueng xac minh xem ¢6 D= x™o™ mod p khéng?

Hiéu truong két luan rang y 1a gia mao khi va chi khi (de®)™ =(Da )%

(mod p).

Nhu vay bang céach sir dung chit ky sé chdng chi bo thi viéc trao d6i cac

quyét dinh, gidy to rat nhanh va chinh x4c. Hon nira, tit ca cac chit ky va van ban
déu duoc luu giit lai do d6 c6 thé kiém thtr lai bat ctr IGc ndo thay can thiét.

Tuy nhién, khi cai dit luoc do chit ky vao mang théng tin may tinh cua

treong t6i thay can nghién ciu thém ba van dé nira:

1.

C6 thé Hiéu truong hoic Truong khoa Cong Nghé Théng Tin ban, néu can
iy quyén cho ngudi khac tham gia vao giao thic hoi dap, thi phai thuc
hién nhu thé nao?

Ciing c6 truong hop, bén nhan thdy vin ban gti cho minh ¢6 ndi dung ma
minh chua mudn thuc hién nén khong tién hanh kiém tra chix ky va lo di.
Vay lam thé nao dé ngan chan sy ¢b nay?

Nghién cttu viéc luu trir trén may tinh cac van ban va cac chung cur tuong
rmg nhu thé ndo cho an toan thuan tién.
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CHUONG 6: CHUONG TRINH

6.1. Giai thich chwong trinh

+ Dé cai dit duoc so d6 chir ky chdng chdi bo, t6i sir dung ngén ngir C++ va dé an
toan tdi thuc trén cac sd c& 16n hé co sb 256. Mdi s6 ¢ Ion duogc cai dit nhu
sau: do dai cac sé ¢& 1on duoc luu vao mét bién unsigned int va gia tri cua né
luru trong mot mang unsigned char.

+ Dé mo phong chit ky chdng chdi bo, tdi chon sé p c6 d6 dai 19 byte va cac gia

tri nhu sau: 56 29 43 85 112 151 142 150 211 790 78 106 77 226 71 208 21 191.

+ Khoa o duoc tao theo tha tuc sau:

1. Chon ngau nhién mot phan tir e e Z', va tinh o = €* mod p

2. Néu o =1, quay lai buéc 1.

+ Diéu kién dé thuc hién chir ky chéng chdi bo 1a x, y e G.Dé ky duoc trén cac
vian ban bat ky, t6i thuc hién nhu sau:

1. Tién hanh Hash vin ban gbc( gia sir 1a x1) theo thuat toan MD5 thanh mot
van ban gom 16 byte (gia sir 1a m)

2. Tinh x = «™ mod p. Va giao thirc ky duoc tién hanh trén x dé thu duoc chir
ky 12 y va y duge xem nhu 1a chit ky trén van ban gdc. Diéu nay dam bao x,
yeG.

+ Chuong trinh dugc chia lam hai modun sau:

1. Tao danh sach nhirng nguoi st dung trén mang trong mot co s¢ dir liéu:
Modun niy cho phép ding ky tham ra bing cach nhap user name va
password.

2. Tao khoa bi mat: Trudce tién, ngudi st dung phai dang nhap mang bang cach
nhap user name va password(dang ma hoa) cua minh. Sau khi da dang nhap
mang thanh cong thi c6 thé tién hanh thi tuc tao khoa véi s6 p cho trudc.
Khéa a, B s€ dugc dua vao thu muc c6ng khai, con khéa bi mat a thi nguoi
str dung gitr cho riéng minh.

3. Cudi cuing 12 modun chira cac giao thirc ky, kiém thir va tir chéi.

6.2. Cac phép toan hd tro
a. Thugt toan cong

Input: X,y 1a s6 nguyén, mdi s6 gom n+1 chir s6 hé 256
Output: X+y = (W1 Wp...W1Wp) hé 256.

1. c<0(c lasb nho)
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2. Fori=0tondo
2.1 wi<—(X; +y;+c) mod 256
2.2 if(x; +y; +¢<256) then c«-0
else c«1.

» w

Wn+1(—C
Return (Wn.+1Whp...W;Wo)
b. Thuat toan tri

o

Input: X, y 1a s6 nguyén, mdi sé gom n+1 chir sé hé 256; va x>y
Output: X-y =(Wn+1Wh...W1Wq) hé 256.

1. ¢c<0 (clasé nhé)
2. Fori=0tondo
a. Wi« (X;-y; +¢) mod 256
b. if(X; -y; +¢ >0) then c<0
else c«-1
3. Return (Wn+1Wp...W1W)
c. Thudt toan nhan

Input: X, y la s6 nguyén gom n+1 va t+1 chir s6 hé 256;
Output: X*y =(Wn+1Wy...W;1Wo)

1. Fori=0to (n+t+1) do w;«-0
2. Fori=0totdo

2.1. c<0

2.2. Forj=0tondo

Tinh (UV)256 :Wi+j+ Xj * Vi tC,
Dat Wi4j<=V; C<=U;

23 Wi+n+1(—u.
3. Return (Wps+1...W1Wo)
d. Thugt toan chia

Input: X=(Xn...X1X0)256, Y= (Yt.-Y1Y0)
véin>t>1;y,#0
Output: thuong q= ( qu-t... G100)2s6; SO dur r = (Ty... F1rg)2s6;

sao cho x = q.y +r; 0<r<y.
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1.
2. While(x>y.256™") do ¢ +1; X<X-y.256™"

For j=0to (n-1) do gj«-0

3. For i=n downto (t+1) do

3.1.  ifx; =y then gi.1«256-1
else Q... (X;.256 +X;.1)/y,]

3.2 While (i1 (¥1256+Y11)>Xi256°+X;.1256+Xy.2) 0O i1 Gir1-1

X<X-Oli.r.1y256' 2.

3.3.  While x<0 do X<-x+y256'"%; Qfi.r.1¢Gi-r.1-1.

4. reXx

o

Input: A,B,M 1a ba s6 nguyén hé 256; A, B <M;

Return (q, r)
e. Thugt toan tinh AB mod M

Output: P= AB mod M

1.

AR o

Do6i B« (B,By.1...B1By),: H 12 56 chir s6 caa B ¢ hé nhi phan

T«H-1; D«M-A

While (B(T) =0) do T« T-1

P<A

For i=T-1 downto 0 do

5.1if(P<M) then P«-2*P
else P«-2(P-M)

5.2if (B(i)=1) then
if (P<M) then P<P+A
else P« P-D

if (P> M) P« P-M

7. Return P.

f.  Thudt toan nhj phan y" mod N

Input: y,n,N 1a ba s6 nguyén hé 256;

Output: b=y" mod N

o0k wwbdPE

a<n ; be1l; cey;

if (a chan) then d«1; else d«-0; a«[a/2];
if d=1 then goto 6

b«-b*c mod N

if (a=0) then return 0

c«Cc*c mod N; goto 2;
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7. Return (b);
g. Thugt toan tinh phan ti nghich ddo: n™ mod m
Input: m, n 1a hai s6 nguyén hé 256;
(a1, az, ag); (by, by, b3); (Cq, C, C3) la ba tap vector hé 256.

Output: y=n"* mod m
1. (ay, &, ag)«(1, 0, m); (by, by, b3)«(0, 1, n);
2. if(bs=0) then y=a, ; return 0;
3. g«[as/bs] va

(CJJCZl C3)(_(all a21 a3) -q(bll b21 b3)

(a11 aZ’ a3)<_ (blin’ b3)

(b11 bZ’ b3)(_(cli CZ’ C3)

goto 2;
4. Return (y);
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6.3. Demo chwong trinh.
a. Khoi dong chuong trinh:

B ChUsers\MNguyen Van Dut\DocumentsiVisual Studio 20100 Projectsichukyso\Debugichukyso.exe = || B

[11.CHU KY S0

[2]1. GIAO THUC KIEM THU
[31.GIA0 THUC CHOI BO

[4]1. Thoat khoi chuong trinh

Moi ban chon:

b. Giao thuc ky:

B | ChUsers\Mguyen Van Dut\Documents\Visual Studio 2010\Projects\chukysel Debughchukyso.exe |E||E|@

—————————— GHU KY 50 ———————
Mhap so nguyen to p= 11

m

en to =13
phi_N= 128
i han chon so b (1<h<{phi_N» zao cho ged{h,phi_N)==

7
LAF CHU KY
Khoa bi mat dung de tao chu ky la Ki<a»= 183
Mhap vao =0 de lap chu ky =0 x= 118

Uoi so x ta tao ra duoc chu ky la: 33

Mhap vao ten tep can Ky: ReadMe.txt
an ban da duoc kyt
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c. Giao thuc kiém thir:

.| C\Users\Mguyen Van Du\Documents\Visual Studio 2010\Projects\chukyse\Debughchukyso.exe =1

[11.CHU KY 50

[21. GIAO THUC KIEM THU
[31.GIAO0 THUC CHOI BO

[4]1. Thoat khoi chuong trinh

Moi ban chon:2

KIEM THU CHU KY
Kiem thu woi khoa cong khai la K2<h.n)>=(7,143>
Mhap vao ten tep can mo:ReadMe.txt

Chu ky dwoc lay tu tep la: 33
Kiem thu chu ky so ta duoc x=118

CHU KY TREN LA DUNG?!

d. Giao thtc chdi bo:

5| Ch\Users\Mguyen Yan Dut\Documents\Visual Studio 20100 Projectsh chukysol\Debughchukyso.exe o || [E]

m | »

Alice tinh c=288 va gui cho Boh

Boh tinh d=1 va gui cho Alice

d? =x"el=alpha®e2 mod p

Alice tiep tuc tinh C=172 va gui cho Bob
Boh tinh D=1 va gui cho Alice

DY =x"F1=*alpha™f2 mod p
Alice chap nhan chu ky v la chu ky dang tin cay
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KET LUAN

Ngay nay cliing véi sy phét trién caa khoa hoc ki thuat hién dai, cong nghé
thdng tin di gitp nhiéu trong cac linh vuc doi sdng cua con nguoi. Mang Internet
V6i toe 6 nhanh, lugng thong tin trao doi ¢d thé rat 16n va dac biét khdng han ché
ngudi st dung, gitp cho con ngudi ¢6 thé trao d6i v&i nhau nhanh hon, chinh xéac
hon va hiéu qua hon.

Trong d0 4n nay em da di sau tim hiéu vé luoc dd chir ky sé chng chdi bo,
luge dd chit ky nguoi xac nhan dwoc chi dinh va luge do chit ky ngudi xac nhan
khong thé chéi bo.

Véi luoc dd chit ky sé chdng chdi bo da giai quyét duoc yéu cau caa chit ky
s6 d6 1a chdng sao chép khong hop phap. Vi chit ky sé chdng chdi bo chi cd thé
kiém tra khi c6 sy hop tac caa nguoi ky théng qua giao thirc hoi- dap. Tuy nhién d6
cling 1a nhuoc diém cua chit ky s6 chéng chéi bo vi néu truong hop nguai ky khong
hop tac hoic ngudi ky ¢b tinh khdng thuc hién dung giao thtc thi kha nang kiém tra
la khdng thé va co thé chéi bo chit ky do.

Tuy vay, chit ky sé chong chdi bo ciing 1a mot su lya chon rat hop ly trong
truyén tai dit liéu sb yéu cau bao mat va tinh xac thyc va mot sé tng dung khac.

Pé hoan thanh dugc dd 4n nay, t6i da nhan dugc sy chi bao, huéng dan tan
tinh cua thay gido TS. Ho Van Canh. Tuy nhién, d6 an khéng tranh khoi thiéu xot,
rat mong su gop y cua cac Thay, C6 giao.
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