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1. Tinh than thai do cua sinh vién trong qua trinh lam d¢ tai tét nghiép:
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LOI NOI PAU

Ngay nay, mang may tinh ngay cang tro 1&n phd bién. Mai qudc gia déu co
mang riéng véi rat nhiéu mang mang tinh bo phan. trén pham vi toan cau, nguoi ta
d3 dung mang Internet mét cach théng dung. Nhiéu dich vu dién tir nhu: thu dién tu,
chuyén tién, thwong mai dién tr, chinh pha dién tir...dd dugc ap dung rong réi.

Cac ung dung trén mang may ngay cang trg 1én phd bién, thuan loi va quan
trong thi yéu cau vé an toan mang, vé an ninh dir liéu cang tro 1én cip béach va can
thiét.

Trén thé gidi c6 rat nhiéu québc gia, nhiéu nha khoa hoc ngién ctu vé van dé
bao mat, dua ra nhiéu thuat toan voi muc dich thong tin truyén di khong bi lay cap
hodc néu bi ldy cap thi ciing khong st dung duoc. Trong dé tai cia em dua ra mot
thuat todn d6 1a thuat todan DES(Data encryption standar) day 1a thuat toan chuan
cua My, duoc M¥ va nhiéu nudc trén thé gici sir dung, thuat toan nay da dugc dua
vao str dung nhiéu nam nhung van gitr duoc tinh bao mat cua nd. Tuy nhién véi
cdng nghé phét trién nhu hién nay thi thuat toan DES tré 1én khong duoc an toan
tuyét doi nira, ngudi ta da dua ra thuat toan 3DES dua trén nén tang cua thuat toan
DES nhung s6 bit duoc ma hoa tang 1én.

M3 hoéa va cac lugc d6 chia sé bi mat c6 thé duoc ung dung trong rat nhiéu
linh vuc vi dy: phat hanh thé ATM trong ngan hang, dau tau tir xa, trong thi tuyén
sinh, trong linh vic quan sy... Trong dé tai cua em dé cap téi mot linh vuc d6 1a
rng dung trong thi tuyén sinh dai hoc.

Vin @ thi tuyén sinh dai hoc & nudc ta tré thanh ganh niang cho nganh Giéo
Duc va cac ban nganh khac lién quan. N6 1am ton hai vé kinh té va cong sirc khong
chi d6i véi cac ban nganh tham gia t6 chuc ky thi ma ngay ca ddi véi cac thi sinh du
thi, nhung d6 1a diéu bit budc phai duoc to chire hang nim. Do vay 1am sao dé giam
thiéu cac khau trong thi tuyén sinh ma van ¢am bao tinh céng bang va chinh xac la
diéu can thiét, theo toi dé lam duogc diéu d6 ta nén tng dung cong nghé thdng tin
vao viéc thi tuyén sinh dai hoc, mét trong nhitng ung dung dé 1a ¢ng dung lugc d6
chia sé bi mat vi né dam bao duoc tinh bi mat va chinh xac ma trong thi tuyén sinh
hai diéu d6 13 quan trong nhat.

Pham vi luan vin d& cap dén mat ma, thuat toan DES, lugc do chia sé bi mat
va tng dung cua ching trong thi tuyén sinh.
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Luén viin gom 4 chwong:

Chuwong 1: Mat mé c6 dién: chuong nay gidi thiéu vé khéai niém va dinh
nghia mat mé, mot sé méa cd dién.

Chuong 2: thuat toan DES: chuong nay néi vé mé hoa va giai ma trong thuat
toan DES, c4c van dé xung quanh DES.

Chuwong 3: Chia sé bi mat: chuong nay néi vé khai niém chia sé bi mat,
phuong thirc chia sé va khéi phuc khda bi mat.

Chuwong 4: Ung dung thuat toan DES va luoc d6 chia sé bi mat vao thi tuyén
sinh: Chuong nay noi vé phan wng dung va mé phong luoc do chia sé bi mat bang
ngdn ngir C.

Pé hoan thanh luan vin nay, trudc hét em xin chan thanh cam on TS H6 Vin
Canh - ngudi da truc tiép hudng dan, cung cap tai liu va dong gop nhiéu y kién cho
luan vin. Em ciing Xin chan thanh cam on cac thay c6 gi4o, cac can bo khoa cong
nghé thong tin truong dai hoc Dan Lap Hai Phong da tan tinh giang day, gitp do em
trong suét khoa hoc.
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CHUONG 1: MAT MA CO PIEN

1.1 KHAI NIEM VA PINH NGHIA VE MAT MA

1.1.1 Kbhai niém
- Chtc nang co ban cia mat mé la tao ra kha nang lién lac trén mot kénh
khéng mat cho hai nguoi sir dung ( tam goi 13 A va B ) sao cho déi phuong C
khong thé hiéu dugc thong tin truyén di.
- Kénh lién lac cd thé 1a mot dudng day dién thoai hoic mot mang may tinh.
Théng tin ma A mubn giri cho B ban rd c6 thé 13 mot van ban tiéng Anh, cac dir
liéu bang sé hoac bat ¢t tai liéu nao co6 cau tric tay Y.
- A's& md hoa ban rd bang mot khoa da dugc xac dinh trudgc va gui ban ma két
qua trén kénh. C c6 ban ma thu trom duoc trén kénh xong khdng thé xac dinh noi
dung cia ban 18, nhung B (nguoi biét khda ma) c6 thé giai ma va thu dugc ban rd.
Ta s& md ta hinh thizc noi dung bang cach dung khai niém toan hoc nhu sau:

1.1.2 Dinh nghia

Mgt hé mat ma la mét bé 5 (P, C, K, E,D ) théa man cdc diéu kién sau:

1. P 1a mét tdp hiru han céc ban rd c6 thé

2. C 1a mét tdp hiru han c&c ban ma c6 thé

3. K (khéng gian khda) 1a tdp hizu han céc khoa co thé.

4. Doi véi méi k e K ¢ mét quy tac ma e,: P— C va mét quy tac gigi ma
twong g dy ¢ D. Mdi e, P— C va dy: C— P la nhitng ham sao cho:
de(ex(x)) = x vai moi ban rd x e P.

Trong d6 chdng ta can luu y tinh chat 4: Noi dung caa n6 1a néu mot ban 16 x duoc
ma hoa bang e, va ban ma nhan duoc sau d6 duoc giai ma bang dy thi ta phai thu

duoc ban rd ban dau x.

Gia str ta c6 ban rd can truyén di 1a: x= X1, X, - .,Xp VOI sb6 nguyén n>1 nao d6. O
day mdi ki hiéu caa mdi ban rd x;e P,1< i < n. Mdi x; s& dugc ma hda bang quy
tic ma e, voi khéa k xac dinh trude do.

Ban ma thu duoc la: y=ys, Y»,...,yn. Trong d6 y=ex(X;) i=1,2,...,n con k e K. Khi
Bob nhan dugc i, Ya,....y. anh ta s& giai md bang ham giai ma dy va thu duoc ban
16 goc X=Xy Xa,.....Xp.
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Hinh 1.1 1a mot vi du vé mot kénh lién lac

_c ]

A

X y X

A A
Kk

[ Ngudn khoa }

Hinh 1.1. Kénh lién lac
RO rang la trong treong hop nay ham ma hda phai la ham don anh( tirc 1a 4nh xa 1-
1), néu khéng viéc giai ma s& khong thuc hién dugc mét cach teong minh.

Vi du

y=ex(X1)= ex(x2)
trong d6 x; # X, B s& khong co cach nao dé biét liéu ban rd 1a x, hay X,.
1.2 MOQT SO MA HOA PON GIAN
Ma dich vong
M4 thay thé
Ma Affine
Ma Hill
M4 chuyén vi
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CHUONG 2: CHUAN MA DU LIEU (DES)

Cac hé mat ma truyén thong & chuong 1 ¢6 mét sb vu diém 12 ma hoa va
giai ma bang thu cong dugc thuc hién rat d& dang, viéc trao d6i khoa ma ciing rat
don gian biang tha céng hoic bing qui wdc. Song véi luong théng tin qua phong
pha nhu hién nay va véi mang truyén théng nhu hién nay thi mat ma tha cong vira
khong dam bao bi mat. Mat khac cac thuat toan ma hoa thu cong doi hoi phai tuyét
dbi gitr bi mat... Nhu vay mat ma thu céng doi hoi bao mat ca thuat toan ma hda va
ca khoa mé.

Sau nhitng nam 70 cua thé ki trudc, cac nha toan hoc di nghién ctu va tao
ra nhiéu phuong thirc mat ma vai téc d6 ma hda rat nhanh (hang truc tham chi hang
tram kilo Byte trong mot gidy) va nguoi ta chi cam giit bi mat khda ma va ma hoa
dugc moi dit lidu tuy y. Do 1a mot budc tién vi dai cia ki thuat mat ma. Trong do
mé& DES ( Data Encryption Standard) 1a mot dién hinh cia budc tién nay. Chuong
nay em mudn md phong ma hoa va giai ma cua thuat toan DES.

2.1 M6 ta DES ( Data Encryption Standard)

DES ma h6a mét xau bit x:

Ban rd x d6 dai 64 bit.

Khoa k d6 dai 56 bit.

Ban ma y nhan duoc ciing 1a mot xau bit ¢c6 d6 dai 64 bit.
Thuét toan tién hanh theo 3 giai doan:

1. Véi ban 13 cho trudc X, mot Xau bit X, s& duoc tao ra bang cach hoan vi cac
bit ciia x theo phép hoan vi ¢b dinh ban dau IP.
Ta viét : xg=IP(X)=LoR,, trong d6 Lo gdom 32 bit dau va Ry 1a 32 bit cudi.
2. Sau d6 tinh toan 16 1an lp theo mot ham xac dinh. Ta sé tinh duwgc LiR;, 1 <
i < 16 theo qui tac sau:
Li-Ri1
Ri-Lix & f (Ri1, Kj)
Trong @6 €D ki hiéu cong theo modulo 2 cua 2 xau bit.
f 1a mot ham ma cua R;.;, k; mé ta sau.
k; 1a cac xau bit do dai 48 bit dugc tinh nhu ham cua khoa k. (Trén
thue t& mdi ki 12 mot phép chon hoén vi bit trong k).
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3. Ap dung phép hoan vi nguogc IP cho Xau bit RygLg ta thu duoc ban ma
y.Taclay = IPY(Ryg Lyg).

Li1 Ri-1

L Ri

Hinh 2.1. Mgt vong ( vong thir i ) cia DES.
2.2 Cac bwérc thuc hién:

2.2.1 Céch tinh bién xg:
Hoén vi bién x theo phép hoan vi ban dau IP(X)
Xo = IP(X) = LoRo
Bang 2.1.Bang IP

IP
58 |50|42|34|26|18 |10
60|52 |44 |36 |28 20|12
62|54 46|38 3122|114
64|56 |48 |40 |32 |24 |16
5714914133 (25|17| 9
59 |51|43|35|27|19 |11
6153|4537 |129|21 |13
63554739 |31|23|15

N[Ol wiRkr| oo |~
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Theo bang 2.1 nay c6 nghia 1a bit thir 58 cua x 1a bit dau tién cua IP(x), bit thir 50
ciia x 14 bit thir 2 caa IP(x), bit & vi tri tht 7 12 bit cudi caa IP(X).
2.2.2 Cachtinh LR;:
Dé tinh LiR; trudc hét ta phai xac dinh ham f
2.2.2.1 C4c bién trong ham f:
C6 2 bién vao
= Bién thi nhat R;.41a xau bit do dai 32
= Bién tha hai J 1a xau bit do dai 48
= Paura cua f 12 mot xau bit do dai 32 bit. Ham f thuc hién qua céc
budc sau:
Buwéc 1: Xdc dinh bién thiz nhdt (bién A):
Xau bit cua R;.; dugc mao rong thanh mot xau bit ¢6 do dai 48 theo mot ham mé
rong cb dinh E.

Bang 2.2. Bang chon E bit

Bang chon E bit

32 1 2 3 4 5

4 5 6 7 8 9

8 9 10 | 11 | 12 | 13

12 | 13 | 14 | 15 | 16 | 17

16 | 17 | 18 | 19 | 20 | 21

20 | 21 | 22 | 283 | 24 | 25

24 | 25 | 26 | 27 | 28 | 29

28 | 29 | 30 | 31 | 32 1
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E(Ri.1) gébm 32 bit cua Ri; (duwoc hoan vi theo cach cb dinh) vai 16 bit xuat
hién 2 1an.Theo bang E bit ¢ vi tri thir 32 1a bit dau tién cua E(Ri.1), ¢ vi tri thir 1 1a
bit thtr 2 va bit cudi ciia E(Ry.y).

Buwéc 2: Xdc dinh bién thir hai (bién J)
Bién J thuc chat |a phép hoan vi va dich vong cua xau bit khda k

Thuat toan tao 16 khoa con k1, k2,.. .k

[ C, D, PC-2 K, ]

[ Cl6 D]_6 PC'2 K]_6 ]

Hinh 2.2. So @6 tao khda k
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Theo so dd hinh 2.2 trén viéc xéac dinh k; duoc thuc hién nhu sau:

Véi khda k 64 bit cho trudc hoadn vi thuc chat chi co 56 bit dung dé tao k; véi i tir
1 dén 16.Tranh céc bit & vi tri 8,16,24,32,40,48,56,64.

Theo phép hoan vi ¢ dinh PC-1 ta viét:

PC-1(K) = CyD,. Trong d6 Cy 1228 bit dau va Dy | 28 bit cudi.

MJ3i phan s& dugc xir I mot cach doc 1ap.

Ci=LS;(C;-1)

Di = LS; (C;-1) véi 1<i< 16

e LS; biéu dién phép dich bit vong sang trai 1 hodc 2 vi tri tiy thuoc vao i.

Sang trai 1 bit néu i= 1, 2, 9, 16 hoic sang trai 2 bit néu | thudc céc vi tri con lai.
ki = PC-2 (C, - D,)

e  PC-21a hoan vi cb dinh s& hoan vi chudi C; - D; 56 hit thanh chudi 48 bit.

2.2.2.2 Cach tinh ham f:

Ri.1
l Cong XOR;
E(R,y). 48bit - 48bit
SP)
N
B1 B2 B3 B4 B5 B6 B7 | B8
\ 4 \ 4 v \ 4 \ 4 \ 4 N A
s1 s2 s3 s4 S5 S6 s7 S8
A\ 4 \ 4 A\ 4 v \ 4 \ 4 N A
c1 c2 C3 c4 cs 6 c7 | cs
F(Ri1K)

Hinh 2.3.So' d6 hoat dong caa ham f(Ri..,k j):
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Sau khi mé rong Ri.; boi ham mé rong E dé chuyén Ry gdm 32 bit thanh E(Ri.,)
gom 48 bit, E(R;.;) cong XOR véi khda k; cho ra 1a:

E(Ri_l) +k; =B =B;B>...Bg
B gdm 48 bit duoc phan thanh 8 khéi (block) nhu nhau va mai block B;, i =T 8

co do dai 6 bit.

Sau d6 mdi B; duoc dwa vao hop S;, i = 1,8 va bién dbi dé cho dau ra 1a C; gdm 4
bit (i = 1,8). Su bién ddi ndy dwoc thuc hién nhu sau:
Gia su B; gom 6 bit 1a Bi= bj;bj,...bjs. Khi d6 bisbjg duwoc nhap thanh cip, bibig
duoc chuyén thanh sb thap phan tir 1 dén 3. Vi du:

bi1bis = 00—0
bibis =01—1
bibis =10—2
bi1bis =11—3

Con bizbis bisbis cua B; duoc chuyén thanh sb thap phan tir 0 dén 15 nhu sau:

Bang 2.3. Bang chuyén doi gia tri.

bizbis bisbis S6 tu nhién
0000 0
0001 1
0010 2
0011 3
0100 4
0101 5
0110 6
0111 7
1000 8
1001 9
1010 10
1011 11
1100 12
1101 13
1110 14
1111 15

Do Thi Phuong- CT1301

Page 21



Db an tét nghiép Truong DHDL Hai Phong

S6 nguyén duong r; = bjibig va s = bisbiz bisbis chinh 12 toa d6 (hoanh tung) cua ma
tran S; tir t; chuyén thanh C; = C;;Ci; CisCis v6i Cije{0,1} i= i =18, j =14

Viy dau racaa hop S 1a:

C.C, ...Cs mdi C; gom 4 bit toa thanh khéi C = C,C, C8 gom 32 bit. 32 bit nay
duoc dua vao ma tran chuyén vi P dé cho dau ra cling 1a 32 bit. Do 1a dau ra cua
ham f(Ri_l,Ki).

Ta c6 thé trinh bay cu thé cach tinh ham f nhu sau:

Vi xau bit c6 do dai 6 bit (ki hi¢u Bj= byb,...bs), ta tinh dugc Sj(B; ) nhu sau: Hai
bit bibg x4ac dinh biéu di&n nhi phan caa hang r cua S; (0 <r <3) va4 bit bybs bsbs
x4c dinh biéu dién nhi phan cua cét ¢ cua Sj (0 <c < 15). Khio d6 Sj(B;) sé xac
dinh phan tir Si(r,c); phan tir ndy viét dudi dang nhi phan 1a mét xau bit c6 do dai
12 4.(Bsi vay mdi S; c6 thé coi 1a mot him ma ma dau vao 1a mét xau bit c6 do dai
2 va mot x4u bit do dai 4, con dau ra 12 mot xau bit cd d6 dai 4). Bang cach tuong
tu tinh cac Cj= Si(B; ), 1< j<8.

That vay mdi chudi B 1a mot chudi 6 bit trong d6 bit dau va bit cudi duoc ding dé
xéac dinh vi tri ciia hang trong pham vi tir 0 dén 3 (hoic tir 00 dén 11) bon bit gitra
dung dé xac dinh vj tri caa cot trong pham vi tir 0 dén 15 (hoic tir 0000 dén 1111).
Sauk hi xac dinh duoc vi tri ciia hang va cot ta déi chiéu trong bang S dugc mot s6
thap phan ,quy d6i s6 thap phan dé ra gia tri nhi phan ta dugc Ci.

Vi du: Bit dau vao cua B 1a B = 100110

Bit dau va cudi 1a “10” cho ta thir ty cta hang 1a 2, bén bit giira 1a “0011” cho ta
th ty cua cot 1a 4. Bbi chiéu voi hop S, xuét hién sé 14, chuyén 14 sang nhi phan
14= 1110, Vay S(B) = S(100110)= 1110.

Tam hop S la:

S1

1414 |13 |1 |2 (1511 |8 |3 |10 |3 |12 |5 |9 |1 |7
1 (15|7 |4 |14 /2 (13 |1 |10 |6 |12 |11 |9 |5 |3 |8
4 |1 |14 |8 |13 |6 |2 (|11 |15|12 |9 |7 |3 |10 |5 |O
1512 |8 |2 |4 |9 (1 |7 |5 |11 |3 |14 10|0 |6 |13
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Sz

1511 1416 |11 |3 |4 |9 |7 |2 |13 |12 |0 |5 |10
3 (13 |4 |7 |15|2 |8 |14 |12 |0 |1 |10|6 |9 |11 |5
0O |14 |7 |11 |10 |4 |13 |1 |5 |8 |12 |6 |9 |3 |2 |15
13/8 |10 |1 (3 |15|4 (2 (11|6 |7 |12 |0 |5 |14 |9

Ss

10(0 |9 |14 |6 |3 |15 |5 |1 (1312 7 |11 (4 |2 |8
13(7 |0 |9 |3 |4 |6 |10|2 (8 |5 |14 |12 |11 |15 |1
13(6 |4 |9 |8 |5 |3 |0 |11 /1 |2 |12 |5 |10 |14 |7
1 (10 |13 |0 |6 |9 |8 4 (15114 |3 |11 |5 |2 |12
Sy

7 |13 |14 0O |6 |9 |10 5 |11 12 |4 |15

12 |1 |10 14

10(6 |9 12 {11 |7 |13 |15 14 |5 |2 |8 |4

g1l W N o

RN

10 |1 |13 |8 |9 11 |12 |7 |2 |14

2 (12|14 |1 |7 |10 116 (8 |5 |3 |15 |13 14 |9

14111 2 |12 |4 |7 |13 |1 |5 |0 |15 /10 |3
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Se

1241 101|159 (2 |6 |8 |0 |13 |3 (4 |14 |7 |15 |11
10(15|4 |2 |7 (12|9 |5 |6 |1 |13 |14 |0 |11 |3 |8
9 |14 155 |2 |8 (123 |7 |0 |4 |10|1 |13 |11 |6
4 13 |2 (129 |5 |15|10 |11 |14 |11 |7 |6 |O |8 |13
S7

13|10 (11 |7 |4 12 |2 |15

6 [11 |13 |8 |1 10 |7 |9 |5 15 |14 |2

Sg

13(2 (8 |4 |6 |15 )11 |1 |(10|9 |3 |14 0 |12 |7
1 /5 |183|8 |10 |3 |7 |4 |12 |5 |6 |11 |0 |14 |9 |2
7 111 (4 |1 12 11412 |0 |6 |10 (13|15 3 |5 |8
2 (1 |14 |7 (4 |10|8 |13 |15(12|9 |0 |3 |5 |6 |11

Sau khi thuc hién cac phép d6i chiéu hop S ta duoc céc gia tri S;B;
Tinh ham f = P(S1(B1)) = S2(B>)........ Sg(Bsg) thuc hién theo phép hoan vi P

Phép hoan vi P c6 dang:
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Bang 2.4. Bang hoan vi P

16 7 20 21

29 12 28 17

32 27 3 9

19 13 30 6

22 11 4 25

Theo bang 2.4 thi bit thi 16 va bit thir 7 cua xau bit S;B; lan luot 12 bit thi nhat va
bit thir 2 ctia ham f...

L;R; dwgc xac dinh theo cong thirc sau:
Li =Ri1
Ri= L1t f(Ri, ki)
2.2.3 Xac dinh ban mé y:

Sau khi xac dinh duoc L;R; ta thu duoc LigRy6 , vy ban ma y duogc xac dinh theo
cong thuec:

y= 1P (Ryg, L)
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Biang 2.5. Bang IP™

1P+
40 | 8 | 48|16 |56 |24 |64 ] 32
39| 7 |47 ] 15|55 |23|63]31
38| 6 |46 | 14 | 54 | 22|62 | 30
37| 5 |45[ 13|53 |21]61]29
36 | 4 |44 [ 12[52]20]60]28
35| 3 |43 [ 11]51|19]59]27
34| 2 |42]10|50 |18 |58 | 26
33| 1 [41] 9 [49]17]57]25

Vi du: Ta c6 ban r6 M= 0123456789ABCDEF
Khoa k=133457799BBCDFF1
Giai
Buéc 1: Tim xo= IP(X)= LoRy

M=0000.0001. 0010.0011. 0100.0101. 0110.0111. 1000.1001. 1010.1011.
1100.1101. 1110.1111

16 32

L=0000.0001. 0010.0011. 0100.0101. 0110.0111

48 64

R=1000.1001. 1010.1011. 1100.1101. 1110.1111
Thuc hién phép hoan vi IP
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58

50

42

34

26

18

10

60

52

44

36

28

20

12

62

54

46

38

31

22

14

64

56

48

40

32

24

16

57

49

41

33

25

17

59

51

43

35

27

19

11

61

53

45

37

29

21

13

63

55

47

39

31

23

15

IP(M)= 1100.1100. 0000.0000. 11001100. 1111.1111. 1111.0000. 1010.1010.
1111.0000.1010.1010

L,=1100.1100. 0000.0000. 11001100. 1111.1111
R, =1111.0000. 1010.1010. 1111.0000.1010.1010

Buwéc 2: Xdac dinh khoa k;

k= 0001.0011. 0011.0100. 0101.0111. 0111.1001.
1101.1111. 1111.1001

1001.1011. 1011.1100.

Hoéan vi khda k theo phép hoan vi PC-1 ta thu dugc PC-1(k):
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Bang 2.5. Bang PC-1

PC-1

57 | 49 | 41 | 33 | 25 | 17 9

1 58 | 50 | 42 | 34 | 26 | 18
10 2 59 | 51 | 43 | 35 | 27
19 | 11 3 60 | 52 | 44 | 36
63 | 55 | 47 | 39 | 31 | 23 | 15
7 62 | 54 | 46 | 38 | 30 | 22
14 6 61 | 53 | 45 | 37 | 29
21 | 13 5 28 | 20 | 12 4

PC-1(k) = 1111000 0110011 0010101 0101111 0101010 1011001 1001111 0001111

Cp=1111000 0110011 0010101 0101111
Dy =0101010 1011001 1001111 0001111
Tim CD;.
Ci=Si(Cia)
Di=Si(Di.1)

Trong d6: S; 1a sy dich chuyén Ci.;, Diy di 1 sang trai véi i= 1,2,9,16 va dich 2 voi

cac i con lai.

C, =1110000 1100110 0101010 1011111
D, =1010101 0110011 0011110 0011110
C, =1100001 1001100 1010101 0111111
D, =0101010 1100110 0111100 0111101
C3; =0000110 0110010 1010101 1111111
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D; = 0101011 0011001
C,=0011001 1001010
D,=0101100 1100111
Cs=1100110 0101010
Ds = 0110011 0011110
Ces = 0011001 0101010
Ds = 1001100 1111000
C,=1100101 0101011
D, =0110011 1100011
Cg =0010101 0101111
Dg =1001111 0001111
Co,=0101010 1011111
Dy =0011110 0011110

1110001 1110101
1010111 1111100
1000111 1010101
1011111 1110000
0011110 1010101
1111111 1000011
1111010 1010101
1111110 0001100
1101010 1010110
1111000 0110011
0101010 1011001
1110000 1100110
1010101 0110011

C1,=0101010 1111111 1000011 0011001

D10 = 1111000
C,;1 =0101011
D;; = 1100011
C,;, =0101111
C;3=0111111
D,;3=0111101
Cis = 1111111
D4 = 1110101
Ci5 = 1111100
D;s = 1010101
Cy16 = 1111000
D;6 = 0101010

1111010 1010101
1111110 0001100
1101010 1010110
1111000 0110011
1100001 1001100
0101010 1100110
0000110 0110010
0101011 0011001
0011001 1001010
0101100 1100111
0110011 0010101
1011001 1001111

1001100
1100101
0110011
0010101
1010101
0111100
1010101
1110001
1010111
1000111
0101111
0001111

Truong DHDL Hai Phong

Cudi cung céc khoa con K; thu dugce tir C; ,D; qua hoan vi PC-2 cho trudc.
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Bang 2.6. Bang PC-2

PC-2

14 | 17 11 24 1 5

3| 28 15 6 21 10

23| 19 12 4 26 8

16| 7 27 20 13 2

41| 52 31 37 47 55

30| 40 51 45 33 48

44 | 49 39 56 34 53

46 | 42 50 36 29 32

k; =000110 110000 001011 101111 111111 000111 000001 110010
k, =011110 011010 111011 011001 110110 111100 100111 100101
ks = 010101 011111 110010 001010 010000 101100 111110 011001
k, =011100 101010 110111 010110 110110 110011 010100 011101
ks =011111 001110 110000 000111 111010 110101 001110 101000
Ks =011000 111010 010100 111110 010100 000111 101100 101111
k; =111011 001000 010010 110111 111101 100001 100010 111100
ke =111101 111000 101000 111010 110000 010011 101111 111011
ko =111000 001101 101111 101011 111011 011110 011110 000001
kip=101100 011111 001101 000111 101110 100100 011001 001111
k;;= 001000 010101 111111 010011 110111 101101 011110 000110
ki,=011101 010111 000111 110101 100101 000110 011111 101001
k3= 100101 111100 010111 010001 111110 101011 101001 000001
ki,=010111 110100 001110 110111 111100 101110 011100 111010
kis= 101111 110011 000110 001101 001111 010011 111100 001010
kig= 110010 110011 110110 001011 000011 100001 011111 110101

Do Thi Phuong- CT1301

Page 30



Db an tét nghiép Truong DHDL Hai Phong

Buwoc 3:Tim ham f(R;.4, k;)

Tinh Sy(B;) = $;(011000).

Bit dau va bit cudi 1a “00” cho ta hang 0

Bén bit gitra “1100”=12 cho ta cot 12

Chiéu hang 0 cot 12 vao bang S; cho ta gié tri 1a 5= <0101
Vay S;(011000) = “0101”

Tinh S,(B,) = S,(010001) thuc hién hoan vi S;(B,) theo phép hoan vi S;
Bit dau va bit cudi 1 “01” cho ta hang 1

Bén bit giira “1000”=8 cho ta cot 8

Chiéu hang 1 cot 8 vao bang S, cho ta gia tri 1a 12="1100"
Vay S,(010001)=“1100".

Tinh twong tu ta c6 Sy(B1) = Sz(B2) = S3(Bs) = S4(Bs) = Ss(Bs) = Se(Bs) = S7(B7)
= Sg(Bg) =0101 1100 1000 0010 1011 0101 1001 0111

Tinh ham f=P S;(B,) = S,(B>) ......... Sg(Bg) thuc hién theo phép hoan vi P

P

16 7 20 21

29 12 28 17

1 15 23 26
5 18 31 10
2 8 24 14
32 27 3 9

19 13 30 6

22 11 4 25

=P (S1(B2) = Sy(B2) veevne.... Se(Bg) = P (0101 1100 1000 0010 1011 0101
1001 0111) =0010 0011 0100 1010 1010 1001 1011 1011
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R; = Lo + f(Ro, k) =1100 1100 0000 0000 1100 1100 1111 1111
+0010 0011 0100 1010 1010 1001 1011 1011
=1110 1111 0100 1010 0110 0101 0100 0100
Tuong tu tatinh : R, = Ly + f(Ry, k)

Ri6 = Lis + f(R1s, Kie)

Ta thuc hién 16 lan vong lip thu duoc Ryglyg

Truong DHDL Hai Phong

L =0100 0011 0100 0010 0011 0010 0011 0100

Ry = 0000 1010 0100 1100 1101 1001 1001 0101

RisL1s = 0000 1010 0100 1100 1101 1001 1001 0101 0100 0011 0100
0010 0011 0010 0011 0100

Thuc hién phép hoan vi ngugc IP(IP™)

1P
40 48 [16 |56 [24 |64 |32
39 47 |15 |55 [23 [63 |31
38 46 |14 |54 [22 [62 |30
37 45 (13 |53 [21 [61 |29
36 44 112 |52 [20 |60 |28
35 43 [11 [51 [19 |59 |27
34 42 110 |50 |18 |58 |26
33 41 |9 [49 [17 |57 |25

Ta duoc IP™ = 10000101 11101000 00010011 01010100 00001111 00001010
10110100 00000101. Chuyén IP™

85E823540F0AB405
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2.3 Giai ma DES
Tuong ty nhu ma hoa, dé giai ma mot chudi ki ty di bi ma hoa ta ciing lam
tuong tu theo cic budc trén, tuy nhién hé théng khoa luc nay di duoc tao theo

chiéu nguoc lai.

2.3.1 Thuat toan

Ma hoéa Giai ma
- Cho ban ré x - Chobanmay
- X =IP(X)=LoRo - Yo=IP(Y)=RuisLis=LgR%
- 1=1,23,....16 - 1=1,2,3,....16
I—i = Ri-l I—i ‘= Ri-1’
Ri = Li1 M(Ri.1,Kj) Ri ‘= L’i.1 M(R’i.1,K17.)
- Yo =(Rag L1s) - Xo=(R’16L’16)
- y=1P*(yo) - x=1P"(xo)

2.3.2 Chirng minh thuat toén
Céban médy
Yo =IP(y) = IP(IP™ (Ry6 L1g)) = Rys Lig=L’g R’
Vay L’ = Rue, R’ = Lyg;
Vi i=1
L’1=R’% = Lis=Ris;
R’ = L7 M(R0,ki6) = Ris (L 16 Kie)

= L5 M(Ras,Kie) "f(Ris,Ki6) = Lis;
Tom lai:

L’1=Ris; R’ =Lys;
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PC-1

Co Do

LSi(Ci-a)

Ci

v

PC-2(K)

'

y
v
IP(X)
Yo
Li.1 Ri-l
E
Kizi |«
v
B
B, B, Bs
\ 4 v \ 4
S S, Ss
v \ 4 v
Cl C2 CS
v
Li. Ri

=

Ris

Lis

qi

Hinh 2.4. So @6 giai ma DES

A 4

IP(y)

A 4
X
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Tir d6 ta thdy , thuat todn giai ma chi khac thuat todn ma hda & chd tao hé
thong khoa, néu ma hoa tao khoa tir ky, k... ke thi giai ma tao hé thong khoa tir ky,
Kis.... k1. Viée nay dugc trinh bay cu thé trong hinh 2.4 so d6 giai ma DES.

2.4 Cac vin dé xung quanh DES

2.4.1 Nhirng y kién phan hoi

Khi DES dugc dé nghi nhu mot tiéu chuan thi da c6 nhirng 101 phé binh, su
phan hdi ¢o lién quan dén cac hop S. Tét ca céc sy tinh toan trong DES, ngoai trir
cac hop S, déu 1a tuyén tinh. Cac hop S, thanh phan phi tuyén trong hé thong mat
ma 1a séng con ddi voi su an toan cua hé thong. Tuy nhién, tiéu chuan thiét ké caa
hop S chua duoc hiéu hét, mot sé nguoi goi Y rang nhirng hop S nay ¢ chtra dung
nhitng ctra sap con an dau ¢ dau d6. Nhitng ctra sap nay c6 thé cho phép cuc an ninh
qudc gia giai ma cac thong diép trong khi ngudi ding van cho rang hé théng nay an
toan. Tat nhién kho c6 thé phan ddi lai loi tuyén bd nay nhung chua c6 bang ching
nao duoc dua ra dé chi rd rang trong thuc té cac cira sap ton tai trong DES. Nam
1976, cuc an ninh québc gia Hoa ky tuyén bé rang nhitng thugc tinh caa hop S 1a tiéu
chuan thiét ké:

- M&i mot dong cua mot hop S 1a sy lap lai cua cac s6 nguyén tir 0 dén 15.

- Khdng c6 hop S nao co tuyén tinh hay 1a ham Affine ciia cac dau vao.

- Thay d6i mét bit dau vao cua hop S gay ra it nhat 2 bit dau rat hay doi.

-P6i véi bat ki mot hop S va bat ki dau vao x, S(x) va S(x*001100) gay ra su
khac biét ¢ it nhat hai bit 9x ¢ day 1a mot chudi c6 do dai 6.

Hai dic tinh khéac cua hop S duogc thiét ké nhu 1a duoc diéu khién bai cac
tiéu chuan thiét ké cua cuc An ninh Quéc gia.

-Déi coi bat ki hop S nao, bat ki x dau vao va ddi véi e, fe{0,1}, S(x)# S(x
+1 1ef00)

-Déi voi bat ki hop S nao, néu mot bit dau vao 1a c¢b dinh va ta xem gié tri
cua bit dau ra cb dinh, s6 dau vao lam cho dau ra = 0 s& gan voi sé dau vao lam cho
dau ra = 1( luu ¥ rang néu ta c6 dinh gia tri cua bit 1 va bit 16 thi s& c6 16 dau vao
lam cho mdi bit dau ra cu thé = 0 va 16 dau vao lam cho 1 bit dau ra cu thé = 1. Déi
véi 1an thir 2 thong qua cac bit dau vao thir 5 thi diéu nay s& khong dung nhung gan
dung. Can k& hon véi bat ki hop S ndo néu nhu gia tri caa bat ¢t bit dau vao nao la
cd dinh thi sé dau vao ma nho do bat cr bit dau ra cd dinh ndo c6 gia tri 1a 0 hoic 1
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thi ludn luén nam giira 13 va 19). Lai chi trich thich dang nhat vé DES Ia kich ¢&
cua khdng gian khéa 2% #khda nho dé tre 1én an toan. Nhitng may c6 muc dich dac
biét khac nhau dugc de trinh cho tin céng ban rd, ma n6 thyuc hién chu yéu tim kiém
khoa. D6 1a dua ra ban rd x gdm 64bit va mot ban twong duong y, thi mdi mét khoa
c6 thé c6 16n hon mot khoa k 12 Ex(x) = y dugc tim thiy.(Luu y ring c6 thé 16n hon
mot khoa ko).

-Pau nim 1977, Diffie va Hellman dé nghi ring mot ngudi co thé xay dung
mot chip VLSL c6 thé kiém tra dugc 10° khda mot gidy. Mot may vai 10° cé thé
tim kiém toan bo khong gian khoa trong mét ngay. Ho du tinh rang may nay duoc
xay dung vai gia khoang 20 USD.

- Tai h6i nghi CRYPTO’93 (phan kéo dai), Michael Wiener dua ra mot thiét
ké rat chi tiét vé mot may do khoa. May nay dua trén mot chip do khoa dugc ndi
truyén lién tiép, vi vay 16 ma hoa duoc dién ra dong thoi. Chip nay c6 thé kiém tra
5.10" khoa 1 gidy va co6 thé dugc xay dung sir dung cong nghé hién thoi voi gia
10,5 USD mét chip. Mot khung bao gom 5760 chip c6 thé dugc xay dung véi gia 1
triéu USD nhung giam thoi gian do trung binh xuéng con 3,5 gio.

2.4.2 DES trong thuc té

Ngay ca khi viéc mo ta DES kha dai dong thi DES dugc thuc hién rat hiéu
qua trong ca phan cang lan phan mén. Nhiing tinh toan sé hoc duy nhat duogc thuc
hién la phép XOR cua cac chudi bit. Viéc mé rong ham E cac hop S, sy hoan vi IP
va P, va viéc tinh toan ki, Ko,..., kqg tat ca duoc thuc hién trong thoi gian ngan boi
bang tim kiém trong phan mén hoic cach ndi day cung ching vao mdt mach.
Nhitng thi hanh phan cting hién thoi c6 thé dat téc d6 ma hoa cuc nhanh, cong ty
thiét bi s6 théng bao tai CRYPTO’92 ring ho vira mai ché tao dugc mét chip voi
50k Transistors c6 thé ma hoa véi téc do 1GB/s sir dung mot dong hd toc do la
250MHz. Gié cua chip nay khoang 300USD. Nam 1991 c6 45 phan cing va chuong
trinh cai sin thi hanh DES da duoc ty ban tiéu chuan quéc gia My phé chuan.

Mot ¢ng dung rat quan trong ciia DES 14 ttng dung vao viéc giao dich ngan
hang sir dung cac tiéu chuan dugc hiép hoi cac ngan hang My phat trién. DES duoc
sir dung dé ma hda céac con sd, nhan dang cac nhan(PIN) va trao d6i tai khoan duoc
may thu ngan tu dong thuc hién (ATM). DES ciing duoc clearing Hourse Interbank
System (CHIPS) st dung dé trao d6i c6 lién quan dén trén 1,5.10" USD/ tuan.

DES ciing duoc sir dung rong rai trong cac to chic chinh phu nhu: B ning
lwong, Bo tu phio va hé thong phan chang lién bang.
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2.4.3 Mt vai két luan vé ma DES

C6 rét nhiéu phuong phap ma hoa dé dam bao an toan dit liéu. Pé danh gia
tinh wu viét mot giai thuat ma hoa, nhuoi ta thuong dwa vao céc yéu td: Tinh bao
mat, do phac tap, téc do thuc hién giai thuat va van dé phan khoa trong mdi truong
nhiéu nguoi st dung.

Hién nay phuong phap ma héa DES duoc sir dung rong rdi nhat. Cac chip
chuyén dung DES duoc thiét ké nham ting tbc do xir Ii cia DES. R4t nhiéu nha
toan hoc ,tin hoc da bo nhiéu cdng nghién ctru trong nhiéu nim nham tim céch phé
v DES (tuc 1a tim ra cach giai ma trong khoang thoi gian ngan hon thoi gian can
dé thir 1an luot tat ca cac khoa). Ngoai trir viéc tim ra 4 khoa yéu va 12 khoa twrong ddi
yéu cho téi nay chua c6 mét thdng béo nao vé viéc ti ra cach pha va phuong phap ma
hoa nay. Bé pha v DES bing phuong phéap “ vét can” thir tat ca cac khoa trong khong
gian khoa can c6 mot khoan tién I6n va doi hoi mot khoang thoi gian dai.

Nhuoc diém cua DES: né la thuat tan ma héa d6i xting. Khi phuong phap
nay méi duogc tim ra y twong thyuc hién 50000 ty phép ma hoa can thiét dé vuot mat
DES bang cach thir lan lugt cac khoa co thé 1a diéu khong thé lam duoc nhung ngay
nay véi su phat trién manh caa phan cang lidu do dai 56 bit da di chwa? Va cac
phép thay thé da du phac tap chua ? dé dat duoc do an toan thong tin nhu mong

muén, d6 13 van dé ngudi ta van dang ban luan.

Tuy vay, DES da dugc phan tich ki ludng va cong nhan 1a viing chic. Cac
han ché cua né da dugc hiéu rd va cd thé xem xét trong qué trinh thiét ké va dé tang
d6 an toan hon, ngdy nay cac hé thong ma hoa st dung DES mé rong ( 3DES ),
duoc (ng dung rong dai. Voi DES mo rong khoa co thé 1a 128 bit,...do 16n khdi co
thé 1a 128 bit. Do vay d6 an toan mé rong cia DES cao hon rat nhiéu.
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CHUONG 3. CAC SO PO CHIA SE Bi MAT

3.1 Khai niém vé chia sé bi mat

Thdng tin can giir bi mat duoc chia thanh nhiéu manh va giao cho nhiéu nguoi,
mdi ngudi gitt mot manh. Thong tin nay cd thé dugc xem lai, khi moi nguoi gitr
cac manh nhat tri. Cac manh khop lai dé duoc tin géc.

-Théng tin can giit bi mat dugc chia thanh nhiéu manh va trao cho mdi thanh vién

tham gia nam gitr.

Thong tin bi mat Cac manh duoc chia

-Khi c&c manh duoc khap lai s& cho ta théng tin géc.

Cac manh duoc chia Thong tin bi mat
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3.2 So db chia sé bi mat

Bai toan: Trong mot ngan hang c6 mot két phai mo hang ngay. Ngan hang
sir dung 3 thu quy 1au nim nhung ho khéng tin bat ki nguoi ndo. Bai vy ho can
thiét ké mot hé thong sao cho bat ki 2 tha quy nao ciing khong thé mé dwoc két
song riéng timg ngudi mot thi khong thé mo dugc. Van dé nay cé thé duoc giai
quyét duoc bang luge do chia sé bi mat.

3.2.1 Khai ni¢m “ so' dd chia sé bi mat”:

So do chia sé bi mat 1a mot phuong thic dé chia sé bi mat ra nhiéu phan sau
d6 phan phdi cho mot tap hop nhitng ngudi tham gia sao cho cac tap con trong sé
nhitng ngudi nay duogc chi thi, c6 kha ning khoi phuc lai bi mat bang cach két hop
d liéu cua ho.

Mot so do chia sé bi mat 1a hoan hao, néu bat ki mét tap hop nhimg nguoi
tham gia ma khong duoc chi dinh, s& khong thu dugc thong tin vé bi mat.

3.2.2 DPinh nghia:

Cho t, w I c4c s6 nguyén duong t < w. Mot so do ngudng A(t,w) la mot
phuong phap phan chia khoa k cho mét tap w thanh vién (ki hiéu la P) sao cho t
thanh vién bat ki c6 thé tinh dugc k nhung khong mét nhém (t-1) thanh vién nao co
thé lam duoc diéu do.

Gia tri k dugc chon béi mot thanh vién dac biét duoc goi 1a nguoi phan phéi
(D). DEP.

D phan chia khéa k cho mdi thanh vién trong P bang cach cho mdi thanh
vién mot théng tin cuc bd goi 1a manh. Cac manh dugc phan phat mot cach bi mat
dé khong thanh vién nao biét duoc manh duoc trao cho mdi thanh vién khac. Mot
tap con cac thanh vién B —_ P sé& két hop cac manh caa ho dé tinh khéa k (cling co
thé trao cac manh ciia minh cho mot nguoi dang tin cay dé tinh khoa ho).

Néu |B| > t thi ho ¢6 kha ning tinh duoc k.

Néu |B| < t thi khong thé tinh duoc k.

Goi P 14 tap céc gié tri dugc phan phéi khoa K: P = { p;: 1< i< w}

K Ia tap khoa: tap tat ca cac khoa cd thé.

S tap manh: tap tat ca cac manh co thé.

Sau ddy ta trinh bay mét so d6 ngudng duoc goi 1a so dd ngudng Shamir.
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Giai dogn khai tgo:
1. D chon w phan tir khac nhau va khéc 0 trong Zp va ki hiéu ching la:
Xj, 1< i <w (w>p+tl).
Véi 1< i<w, D cho gia tri X; cho p; .Cac gia tri x; la cong khai.
Phan phéi manh:
2. Gia sit D mubn phan chia khoa k € Zp. D s& chon mét cach bi mat
(nhau nhién va doc 1ap) t-1 phan ta Zp, ai......... ai1
3. Voi 1< i< w,Dtinhy; =a(X), trong do
a(x) = k+ Z:i a'x mod p

4. Véi 1< i< w,D s€trao manh y; cho p;

Hinh 3.1 : So' dd nguéng Shamir
Trong so d6 3.1 D xay dung mét da thirc ngau nhién a(x) c6 bac téi da 1a t-1.
Trong da thic nay hang s6 1a khoa k. Mdi thanh vién p; s& c6 mot diém (x;, Vi).
Ta xét mot tap con B gém t thanh vién tao lai khoa k bang 2 phuong phap:
e  Phép noi suy da thuc
e  CoOng thirc ndi suy Lagrange
Tao lai khoa k bang phuong phap sir dung phép noi suy da thuc:
Gia st cac thanh vién p; , mudn xac dinh khoa k.
Ta biét rang:
Yi = a(xj). trong do a(x;) la mot da thiec bi mat duge D chon. Vi a(x) c6 bac Ién
nhét 12 t-1 nén ta co thé viét nhu sau:
a(X) = ag + agx+......+apx"
Ta ¢ hé cac phuong trinh tuyén tinh (trong Zp) nhur sau:

t-1 _
do T A1 X1 TAX......... +ta1 Xt~ = Vil
t-1 _
do T A1 X2 TA2Xjo......... tar1Xit = Vi
t1
do T A1 Xj1 T Xt ... ... +a Xy = Vit

Trong d6 hé 6 a, ay,.... ar1 12 CAC phan tir chua biét caa Z,, con a, = K 1a khoa.
Viyi = a(x;) nén B c6 thé thu dugc t phuong trinh tuyén tinh t an (a, al,....aw,), ¢
day tat ca cac phép tinh s6 hoc déu duoc thuc hign trén Z,.

Db Thi Phuong- CT1301 Page 40



Db an tét nghiép Truong DHDL Hai Phong

Néu cac phuong trinh nay doc lap tuyén tinh thi s& cho ta nghém duy nhat va thu
duoc gia tri khéa a.
Sau ddy chung toi trinh bay mgt tha tuc (protocol) chia sé bi mdt dua trén y
twong cua Languange:
Gia str ta cO n thuc thé A; \A,......A, va c6 mot ngudi uy quyén B biét duoc toan
bo khéa bi mat SeN.
Nguoi duoc uy quyén B thuc hién cac bude sau day:
1. B chon 1 s6 nguyén té P du 16n sao cho: n << Vp. Véi SeZy,.
2. B, tiép theo, chon 2n-1 s6 mot cach ngau nhién:
a az...., an1
Vo, Vi,.onny Vit
trong do: vi# 0, v; £ vj, 1£ ]
3. B xéc dinh mot da thic véi cac hé sé ay a,...., agq trén Z,;
f(X) = an X" + an X"+ L +a;x + s (mob P)
4. Bay gio B gui cho A; mét cach cong khai cap (v; ,f(v;)) véij=0,1,2,....n-1 coi
nhu la mot manh riéng cta A,
Khéi phuc bi mat S:
Tat ca n nguoi Ay ,A,,.....A, €O thé hop tac lai dé khoi phuc lai bi mat S bang cach
tinh:
gx) = Zostn f(vj) [To<ien(vj — vi) ™" (x — vi) mob p. (3.1)
Khi d6 dé dang xac dinh duoc S = g(0)
Ta c6 dinh li sau:
n thuc thé két hop véi nhau thi c6 thé khoi phuc bi mat S mét cach ¢6 hiéu qua
d6 1a: S= g(0) = £(0)
Chang minh:
That vay, dé thay rang g(x) 1a ham noi suy Lagrange caa ham f(x) 1a mot da thac
c6 cap bé hon n va g thoa mén diéu kien: g(v;) = f(v;) véi 0<j<n
Do d6, f-g 1a da thtic trén Z, ¢ cip bé hon n, nhung né lai c6 it nhat n nghiém
khac nhau: 1a cac sb r théa man f(r)- g(r) = 0. Chtng to rang: f(a)= g(a) ¥ ae Z,
dic bigt f(0) = g(0) = S d6 1a diéu can chizng minh.
Sau ddy téi xin ldy mgt sé vi du cu thé:
Vi du 1: Co 3 nguoi A; ,A,,A; mudn chia sé bi mat S = 472
Cho p=1999 cong khai.
A chonvy =626, v, =674, vy=93
a; =334, a, =223
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tinh f(v;) = a, v;* + a, v; + Smob p
Ap dung cong thuc trén véi S = 472 ta co:
f(vo) = 1724
f(vy) = 1925
f(v,) = 1241
A c0 cap (Vo, f(vo)) = (626, 1724)
A co cap (vq, f(v1)) = (674, 1925)
Az cb cap (va, T(v)) = (93, 1241)
Ba nguoi hop lai sé xac dinh duoc S:
S=g(0) = Xp<j<3 f(vj)bj mob p.
V6i b = [To<icn,izj Vi(vi — vj)~! mob p (3.2)
Ap dung cong thtc (3.2) trén ta tinh dugc:
bo= 1847
b, = 1847
b, = 1847
S=g(0) = Xo<j<3f(vj)bj mob p = 472.
Vidu 2:
Cho sb p=342853815608923 (Pay la mot sé nguyén tb duoc iy trong bang cac sb
nguyén to tir cudn “ The Art of Programing” ctia Knut vol2).
n=3, ta co:
a;=53958111706386
a,= 151595058245452
Vo=111350135012507
v,=207244959855905
V,=20545949133543
Gia st bi mat la S= 151595058245452
Tinh f(v,)=109351520587519
f(v1)=174675701531216
f(v,)=117471713218253
Dat b = [To<icn,i= Vi(vi — vj)~" mob p
Ta c6: = g(0) = Yoz /e f(v)bj mob p
bg = 266921901220910
b, = 129147516050688
b, = 289638215946249

Ta tinh dugc S* = 151595058245452. S’ trung vai khda bi mat da cho.
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3.3 Ciu trdc truy nhap va so do chia sé bi mat
Trong phan truéc ta mong mudn rang t thanh vién bét ki trong w thanh vién cé kha
ning xac dinh dugc khoa. Tinh hudng tong quat hon 1a phai chi rd mét cac chinh
Xac cac thanh vién c6 kha nang xac dinh khoa va nhirng tap con khdng cé kha
nang nay.
Ky hiéu:

- P 12 tip gom m thanh vién duoc chia manh cong khai x;.

- I' 1a mot tap céc tap con cua P, c&c tap con trong I' 1a cac tap con cac thanh vién

0 kha nang tinh khoa.

e T duoc goi 1a mot cau tric truy nhap
e Céc tap con trong I" dwoc goi la cac tap con hop thuec.

Vi du:

Chia khoa dé mé két bac 1a chia khoa sé duogc chia thanh 3 manh khoa, ¢é 3 thu
quy la Py , P, ,Ps. Mi tha quy gitt mot manh khéa. Chi ¢6 thu quy P, P, hoic P,
va P; khi khép 2 manh khoa cua ho véi nhau thi s& nhan duoc chia khoa goc dé
mo két bac.

Cac tap con hop thic 1a cac tap con c6 thé mé khoa: { Py ,P, },{ P, ,Ps}.
Vﬁy I 12‘1 { Pl ,P2 },{ P2 ,Pg}.
3.3.1 Dinh nghia so do chia sé bi mdt hoan thién

Mot so d6 chia sé bi mat hoan thién thé hién cau trdc truy nhap I 1a phuong phéap chia
sé khoa K cho mét tap w thanh vién (duoc ki hiéu 1a P) thoa man 2 tinh chat sau:

1. Néu mét tap con hop thuc cac thanh vién B < P gop chung cac manh cia ho
thi ho c6 thé xac dinh duoc gié tri cua K.

2. Néu mot tap con khéng hop thuc cac thanh vién B c P gop chung cac manh
cua ho thi ho khdng thé xac dinh duoc khoa k.

Vi du:

Trong so d6 Samir A(t, m) thé hién cau tuc truy nhap sau:

I ={Bc P:/Bl}

Viy so do Samir 1 so dd chia sé bi mat hoan thién.

Chu §: “Tap trén” ctia mot “tap hop thire” s& 14 “tap hop thic”

GiasatBe I'va B < C c P, gia st tap con C mubn K

Db Thi Phuong- CT1301 Page 43



Db an tét nghiép Truong DHDL Hai Phong

Vi B 12 mét tap con hop thic nén né c6 thé xac dinh duoc K.

Tap con C c6 thé xac dinh dwoc khoa K bang cach bo qua cac manh (tin) cua cac
thanh vién trong B, C.

Tacla: NéuB e TvaBc CcPthiCe .

3.3.2 Dinh nghia tap hep thic téi thiéu

Néu I 1a mot cdu tric truy nhap thi B e T duoc goi 1a “tap hop thae” téi thiéu néu:
A C B, A# B thi A# I'. Néi cach khac B 1a tap hop thtrc nho nhét trong T.

Tap cac tap con hop thic téi thiéu cua I ki hiéu 1a Ty va dugc goi 1a co sé cua I.
ViT chira tat ca cac tap con cua P 14 tap trén cia mot tap con trong co s& I'o nén I
duoc xac dinh mot cach duy nhat nhu mot ham cua I,
Biéu dién vé mat toan hoc ta co:
'={CcP;BcC,B eIy}
34  Mach don diéu
Mot phuong phép dep va don gian vé mat khéi niém do Benaloh va Leichter dua
ra. Y tudng cua no 1a xay dung mot mach don diéu “ghi nhan” cau tric truy nhap
va sau dé xay dung mot so dd chia sé bi mat trén co s& xay dung mo ta vé mach.
Ta goi d6 1a cau tric mach don diéu.
3.4.1 Dinh nghia mach don di¢u

Mot mach Bolean C voi w dau vao Xy ,..... xy ( twong tng véi w thanh vién
Pi,.....P,) vamotdauray.

Mach ndy gdm cac cong “hodc” va cac cong “va” khong co bat ki mot cong
“pht dinh” nao mot mach nhu vay goi la mach don diéu.

Mach duogc ghép cd sé dau vao tiy ¥ nhung chi c6 mot dau ra ( tic 1a mot cong
c6 thé 6 nhiéu ddy vao nhung chi c6 mot day ra).

Xay dung mach don diéu:

Néu I 1a mot mach don diéu céc tap con cua P thi d& dang xay dung duoc mot

mach don di¢u C sao cho I'(C) =T.

Gia st I'g 1 co so cua I khi d6 ta xay dung cong thic Bolean dang tuyén hoi sau:

C= \/BeFo(APieBPi)

Db Thi Phuong- CT1301 Page 44



Db an tét nghiép Truong DHDL Hai Phong

Vi du:
Néu trong tap céc thanh vién { P, , P, , P3 } c6 tap co s6:

Lo ={{ P1,P> }.{ P2 ,P3}}.

Ta thu dugc cong thirc Bolean sau:

C = (P1"Py) " (P2v Ps)

3.4.2 Chiasé khoa bi mdt dwa vao “mach don diéu”

Thuat toan thuc hién phép gan mat gia tri f(W) e K cho méi day W trong mach C.

e Dau tién, day ra W, cia mach s& duoc gan gié tri khoa K.

e Thuat toan s& duoc Iap lai mot sé 1an cho dén khi mdi day c6 mét gié tri gan
vao no.

e Cubi cuing, mdi thanh vién P; s& duoc mét danh sach cac gia tri f(W) sao cho
W 12 mot day vao caa mach c6 dau vao x;.

Thuét toan chia sé khba K:

1. F(Wyy) =K

2. While ton tai mot day W sao cho f(W) khong xac dinh DO

Begin

3. Timcong G cia C sao cho f (Wy) duoc xac dinh, W, 1a day ra cia G nhung
f(W) khong duoc xac dinh véi bat ki day nao cua G.

4. If G la cong “hodc” Then f(W) = f(W,) véi mdi day vao W caa G

Else (G la cong “va”)

ChocacdayvaocuaGlaWw; ....... W,

Chon doc 1ap, ngau nhién t-1 phan ti cua Z, va ki hiéu chang 1a:
Ygl IEREREED) Ygt_l

End;

5. For 1<i<m Do f(W;) = Y
Vi du:

Gia str K 1a khoa. Gia tri K sé dugc dua t6i mdi mot trong 3 dau vao cua cong
“hodc” cudi cung. Tiép theo ta xét cong “va” tng v6i ménh dé P, ~ P, ~ P, . Ba
day vao s& duoc gan céc gia tri twong Gng 1a: aj, a,, k — a; — a, & day tat ca cac
phép tinh déu duoc thuc hién trén Z,. Tuong tu 3 diy vao tuong (ng vaoi Py A Py A
P, s& dugc gan cac gia tri by, by, k — by — b,. Cudi cung 2 diy vao twong ung véi P,
A Py s& dugc gan cac gid tri ¢q, kK —¢1. Ch Y rang ay, a,, by, b, va ¢, déu 1a cac bién
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ngiu nhién doc 1ap trong Z,,. Néu nhin vao cdc manh ma 4 thanh vién nhan duoc
thi ta co:

P, nhan ay, by

P, nhan a,, ¢4

P3; nhan b,, K-c 4

P, nhan K- a; - a,, K- b; — b,

Nhu vay méi thanh vién s& nhan 2 phan tir trong Z,,, 1am manh caa minh.

o~ b e

Hinh 3.2 Mgt mach don dié¢u
Ta s& chung to rang so do nay la hoan thién.

Trudc tién ta kiém tra thiy ring mdi tap con co s& co thé tinh duoc k. Tap con
hO’p thuc {Pl’ PZ ) P4} co thé tinh :

k=a;+a,+(k—a;—a,) mobm
Tap con {Py, P3, P4} c6 thé tinh:
k= by + b, +( K — by — by ) mob m
Cudi cung tap con {P, P5 } ¢4 thé tinh:

K=c;+ (k—cy) mobm
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Nhu vay, moi tap con hop thire déu cé thé tinh duoc k, do d6 ta s& huéng su
chi y téi cac tap con khong hop thirc. Ching han, néu B, va B, 1a 2 tap con khong
hop thtc (B, < B,) va B, khdng thé tinh duoc k thi B; ciing khong thé tinh duoc k.
Ta dinh nghia tip con B — P 1a mot tap con khéng hop thuc téi da néu B, € P d6i
véi moi By B, B; # B. bBiéu nay dan dén két luan 1 chi can kiém tra thay khong
mét tap con khdng hop thic ndo cé thé xac dinh dwge mot chat théng tin nao vé
khoa k 1a duoc. O day cac tap con khong hop thic téi da 1a:

{P1, P2}, {P1, P}, {P1, Pa}, {P2, P}, {P3, Pa}.

Trong mdi trudng hop, dé dang thiy duoc k khéng thé tinh dugc, hoic do
thiéu mot manh thdng tin ngau nhién can thiét nao d6 hodc do tat ca cac manh c6
tir mot tap con ngau nhién. Vi du tap con {P,, P, } chi c6 cac gia tri ngau nhién a;,
by, @y, 1. MOt vi du khéc, tap con {P3, P, } cO manh b,, k —¢;, k-a; - a,, k -b; -
b,. Vi cac gid tri ¢, ,a,,8; V& by I cAc gia tri ngdu nhién chua biét nén k khong thé
tinh duoc, trong mdi treong hop c6 thé mdi tap con khdng hop thire déu khong c6
chat thdng tin gi vé gia tri cua k.
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CHUONG 4. UNG DUNG THUAT TOAN DES VA LUQC PO
CHIA SE Bi MAT VAO THI TUYEN SINH

4.1 CA&c wng dung

Ta c6 thé ap dung thuat toan DES va so dd chia sé bi mat vao rat nhiéu ¢ng
dung chang han trong d4u thau tir xa, trong ma thé ATM, trong thi tuyén sinh...

O day ta nghién ciru mot tng dung 1a trong thi tuyén sinh, vay c6 mot bai toan
duoc dua ra 1a: Trong mot ki thi, noi ra dé thi va noi to chuc thi ¢ cach xa nhau, ta
phai thuc hién viéc chuyén dé thi tir noi ra dé téi noi té chuc thi trén mang may

tinh sao cho dam bao vé tinh bao mat.

4.2 Quy trinh thyc hién giai bai toan
4.2.1 So do

Khoa k Pé thi (Ban rd)

Ma hoéa Ma hoa

Noi ra dé thi

Ban ma ( n thuc thé nhan)
A\ 4
Gial ma
Y
Ban rd Noi ra dé thi
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Khoa DES gém 56 bit, twong dwong véi mot sé nguyén gdom 20 chir sé thap phan.
Con sb bi mat nay khong qua 16n d6i voi bai toan chia sé bi mat. Cho nén viéc
tinh toan Ia rat hiéu qua.

4.2.2 Cac bwoc thuc hién
Theo so db trén ta phai thuc hién theo cac budc sau:

- Noi ra dé thi:
. Ban 13 (dé thi)
] M43 hoa ban ro

. Tao khoa k
. Ma hda khoa k

. Guri ban ma
- Noi to chic thi:
. Nhan ban ma va cap (v;, f(v;))
. Giai ban ma ( sau khi nhan du cac cap khac tir ngudi ra dé thi

dé xac dinh duoc khoa K).

M4 hoa ban 13 (dé thi): Bo gido duc dung bang md ASCII mé rong dé chuyén
ban rd tir dang ki tu sang Hexa sau d6 dung thuat toan DES dé ma hoa.

Tao khoa k: Dung day ki tu dang chir hoac dang s, nhom 8 ki tu thanh 1
nhom sau d6 dung 56 bit ¢¢ ma hoa.

Gui ban tin: Dua vao luge dd chia sé bi mat chia khéa k thanh 2 manh roi
nhau Ky, K, : ki + Kk, = k. Sau d6 guri k; cho n thuc thé (cac dia chi thi). Quy dinh
dén dung gid G vy Dao tao giri ndt k, cho n thuc thé d6 trén co s Ky, k. Tat ca
cac noi déu mé duoc dé va trao cho hoc sinh hoic giri cho hoc sinh théng qua
may tinh dé lam (qua mail déng thoi).

Sau ddy la chuong trinh mé phong “chia sé bi mat bang ngén ngix C”.

4.2.3 Mb phéng lwoc dé chia sé bi mdt bang ngbn ng C:
Chuong trinh gdm c6 5 phan:
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MEMU CHUOMG TRINH

se khoa bi mat.
i phuc khoa bang phuong phap giai he phuong trinh tuyen tinh.
i phuc khoa bang phuong phap dung cong thuc noi Langrangre
se khoa bi mat bang mach don dieu.
i phuc khoa bang mach don dieu.

Thoat khoi chuong trinh.
Moi chon:_

Hinh 4.1 Giao dién chwong trinh

4.2.3.1 Chia sé khda bi mdt theo giao thire “chia sé bi mdt” Shamir.
void giaothuc::chiakhoa()
{
int h;
cout<<’\n Nhap khoa bi mat can chia se:”; cin>>k;
cout<<’\n Nhap so nguyen to p:”; cin>>p;
cout<<\n Nhap so phan tu x:”; cin>>m;
cout<<\n Nhap so nguoi co the khoi phuc lai khoa:”; cin>>t;
cout<<’\n Nhap gia tri xi de trao cho moi thanh vien P:”;
for(i=1; i<=m; i++)
{
cout<<’\n x[“<<i<<”]="; cin>>x[i];
by
cout<<”\n Nhap bi mat t-1 phan tu trong Zp”;

for(j=1;j<t;j++)
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{

cout<<\n a[“<<j<<’]="; cin>>alj];
b

for(i=1;i<m;i++)

{1=0;

for(j=1;j<t;j++)

h=pow(x[i].j);

I=l+a[j]*h;

¥

y=k+l;

cout<<’\n Manh y”<<i<<” trao cho thanh vien P"<<i<<” la:"<<y;
¥

¥
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Nhap khoa bi mat can chia =se:11
Nhap =0 nguyen to p:23

Nhap so phan tu x:4
Nhap so nguoi co the khoi phuc lai khoa:3

Nhap gia tri xi de trao cho moi thanh vien p:
x[1]1=1

x[21=2
x[31=3
x[41=4

nhap bi mat t-1 phan tu trong Zp
alll=6

alzl=2

x[41=4

nhap bi mat t-1 phan tu trong Zp
all1l=6

alZ1=2

Manh ¥1 trao cho thanh vien P1 la:19
Manh ¥Z trao cho thanh vien PZ2 la:31
Manh ¥3 trao cho thanh vien P3 la:47
Manh ¥4 trao cho thanh vien P4 la:67

MEMU CHUDMG TRINH

se& khoa bi mat.
i phuc khoa bang phuong phap giai he phuong trinh tuyen tinh.
i phuc khoa bang phuong phap dung cong thuc noi Langrangre
s& khoa bi mat bang mach don dieu.
i phuc khoa bang mach don dieu.
Thoat khoi chuong trinh.
Moi chon:

Hinh 4.2 va 4.3 Chia sé khoa bi mat theo giao thirc Shamir

4.2.3.2 Khdi phuc khéa bi mdt bang phwong phdp gidi hé phwong trinh tuyén
tinh

void giaothuc::giaihekhoiphuckhoa()
{
int n,m,v,b;

float mx=0, g,e,c,gt,h;
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float G[max] [max] [max], H[max] [max], A[max] [max], B[max] [max], M[max]
[max];

cout<<”\n Nhap so nguyen to p:”: cin>> p;

cout<<”\n Nhap so nguoi co the khoi phuc lai khoa:”; cin>>n;
cout<<”\n Nhap gia tri xi da trao cho moi thanh vien P:”;
for(j=0;j<n;j++)

{

cout<<’\n x[“<<j<<’]="; cin>>x[j];

¥

cout<<”\n Nhap cac mang khoa da trao cho moi thanh vien P:”;
for(1=0;l<n;l++)

{

cout<<’\n Y”<<I<<”="; cin>> BJ[1][0];

¥

for(i=0;i<n;i++)

{

for(j=0;j<n; j++)

{

Ali][]=pow(x[i].j);

b

b

cout<<” He Phuong trinh tuyen tinh la:\n”;
for(i=0; i<n; i++)

{

for(j=0; j<n; j++)

{

If(j<n-1)

{
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cout<<"A[i][j]<<"a”<<j<<"+;
}

If(j==n-1)

{

COUt<<AJi][j]<<"a”<<j;

}

}

cout<<"="<<BJi][j];

cout<<\n;

¥

cout<<”\n Vay nghiem cua he Phuong trinh la:”;

for(e=0; e<n; e++)
{

for(i=0; i<n; i++)
{

for(j=0; j<n; j++)
{

G[iI0]=ALIDI;

¥

¥

for(j=0; j<n; j++)
{

If(j==e-1)

{

for(i=0; i<n; i++)
{

G[i]]= BLI[O];
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by

¥

¥

i=0; t=0;
while(t<n-I)

{

If(G[i][j]==0)

{

for(j=1; j<n; j++)
If(G[i][j]>mx)

{

mx=G[i][j];

V=i,

by

for(j=0; j<n; j++)

{

G=G[i]Ql;
G[i10]=-GIv1ll;
GIvIll=g

¥

hy

If(G[i][i]'=0)

{

for(k=i+1; k<n; k++)
{ c=GIK][i}/ G[i][i];
h=c+(GIK][i]-c*G[i][i])/ G[I][i];
for(j=0; j<n; j++)
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{
GLKIDO]I=GIKIOT*h;

ot=1;

for(i=0; i<n; i++)
{

gt=gt+G[i][il;

}

If(e==0)

b=gt/I;
If(b<p&& b>0)
{

cout<<’\n a’<<e<<’="<<b;
If(e==1)
{

cout<<”\n Khoa dc khoi phuc lai la:K= al="<<b;

¥
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L S I e

Nhap =0 nguyen to pZ3

Nhap =0 nguoi co the khoi phuc lai khoa:3

Nhap gia tri xi da trao cho moi thanh vien P:
x[0]1=1

x[11=2
x[21=3

nhap cac manh khoa da trao cho moi thanh vien P:
YO=139

¥1=31

YZ=47_

Y1=31
YZ=47

He phuong trinh tuyen tinh la:
laf+1al+1az=19
laf+2al+4az=31
1a0+3al+9az=47

Uay he cua nghiem phuong trinh la:
al=19
Khoa dwoc khoi phuc lai la K=al=19

MEMU CHUDOMG TRINH

1.Chia se khoa bi mat.

Z2.Fhoi phuc khoa bang phuong phap giai he phuong trinh tuyen tinh.
3.FKhoi phuc khoa bang phuong phap dung cong thuc noi Langrangre
4.chia se khoa bi mat bang mach don dieu.

5.Khoi phuc khoa bang mach don dieu.

Thoat khoi chuong trinh.

Moi chon:

Hinh 4.4 va 4.5 Khoi phuc khéa bi mét bang phwong phap giii hé¢ phwong
trinh tuyen tinh
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4.2.3.3 Khdi phuc khoéa bi mgt bang phwong phdp ding céng thirc ngi suy
Lagrange

void giaothuc::congthuckhoiphuckhoa()

{

float n,m,b;

cout<<\n Nhap so nguyen to p:”; cin>>p;

cout<<"\n Nhap so nguoi co the khoi phuc lai khoa:”; cin>>t;
cout<<”\n Nhap gia tri xi da trao cho moi thanh vien P:”;
for(j=1; j<=t; j++)

{

cout<<’\n x[“<<j<<’]="; cin>>x[j];

¥

cout<<\n Nhap cac manh khoa da trao cho oi thanh vien P”;
for(j=1; j<=t; j++)

{

cout<<’\n g[“<<j<<]="; cin>>g[j];

b

k=0;

for(I=1; I<=t; I++)

{

m=1;

for(j=1; j<=t; j++)

{if(j!'=1)

{ b=x[j] —x[l];

n=x[j]/b;

m=m¥*n;

b

b
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k=k+g[I]*m;

¥

cout<<’\n Vay khoa bi mat khoi phuc lai la:”<<k;

¥

Nhap =0 nguyen to pZ3
Nhap =0 nguoi co the khoi phuc lai khoa:3

Nhap gia tri xi da trao cho moi thanh vien P:
x[0]1=1

x[11=2
x[21=3

nhap cac manh khoa da trao cho moi thanh vien P:
YO=139

¥1=31

YZ=47_

x[2]1=Z

x[31=3

Nhap cac manh khoa da trao cho moi thanh vien P:
gl11=19

g[21=31

g[31=47

Uay khoa bi mat khoi phuc lai la:11

MENU CHUONG TRINH

1.Chia =e khoa bi mat.

Z2.Bhoi phuc khoa bang phuong phap giai he phuong trinh tuyen tinh.
3.Khoi phuc khoa bang phuong phap dung cong thuc woi Langrangre

4.chia se khoa bi mat bang mach don dieu.
S.khoi phuc khoa bang mach don dieuw.
Thoat khoi chuong trinh.

Moi chon:_

Hinh4. 6 va 4.7 Khdi phuc khoa bi mat bang phwong phap dung cong thirc ndi

suy Lagrange
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4.2.3.4 Chia sé khoa bi mdt theo phwong phdp bang mach don digu
void giaothuc::machchiakhoa()
{
int n,m h[max],e;
char ten[32];
cout<<’\n Nhap so thanh vien tham gia:”; cin>>m;
cout<<’\n Nhap khoa bi mat can chia se:”; cin>>k;
cout<<”\n Nhap so tap con hop thuc co the tinh khoa k:”; cin>>n;
for(j=1; j<=n; j++)
{
cout<<”\n Nhap so thanh vien trong hop thuc”’<<j<<” la:”; cin>>t;
cout<<"\n trong hop thuc”’<<j<<” cac manh khoa cua tung thanh vien la:\n”;
for(i=1; i<t; i++)
{
cout<<”\n Nhap so thanh vien thu”<<i<<” la:”; gets(ten);
cout<<”\n Nhap manh khoa trao cho tung thanh vien thu”<<i<<” la:”; cin>>h[i];
b
cout<<”\n Nhap ten thanh vien thu”<<t<<” la:”; gets(ten);
for(i=1; i<t; i++)
{
e=k — hl[i];
b

cout<<”\n Manh khoa trao cho tung thanh vien thu”<<t<<” trong hop thuc

la:\n"<<e;

¥
¥
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Nhap so thanh vien tham gia:3

Nhap khoa bi mat can chia =se :11

Truong DHDL Hai Phong

Nhap so tap con hop thuc co the tinh khoa k:2

Nhap so thanh vien trong hop thucl
Trong hop thuc 1 cac manh khoa cua
Nhap ten thanh vien thu 1 la:pl

Nhap manh khoa trao cho thanh vien

Nhap ten thanh vien thuZ la:p2

Manh khoa trao cho tung thanh wvien

Nhap so thanh vien trong hop thucZ

Nhap so thanh vien trong hop thucZ
Trong hop thuc 2 cac manh khoa cua
Nhap ten thanh vien thu 1 la:p2
Nhap manh khoa trao cho thanh vien
Nhap ten thanh vien thuZ la:p3

Manh khoa trao cho tung thanh vien

MEMU CHUDMG TRINH

se khoa bi mat.

la:2

tung thanh vien la:

thul la:?

thuZ trong hop thuc la:

la:

la:2

tung thanh vien la:

thul la:5

thuZ trong hop thuc la:

i phuc khoa bang phuong phap giai he phuong trinh tuyen tinh.

i phuc khoa bang phuong phap dung cong thuc noi Langrangre
s& khoa bi mat bang mach don dieu.

i phuc khoa bang mach don dieu.

Thoat khoi chuong trinh.
Moi chon:_

Hinh 4.8 va 4.9 Chia sé bi mat bang mach don diéu

4.2.3.5 Khoi phuc khoa bi mdt theo phwong phdap mach don diéu

void giaothuc::machphuckhoa()

{
int h;

cout<<”\n Nhap so nguoi co the khoi phuc lai khoa:”; cin>>t;

cout<<”\n Nhap cac manh khoa da trao cho moi thanh vien P:”;
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for(j=0; j<t; j++)

{

cout<<\n g[“<<j<<]="; cin>>g[j];
}

h=0;

for(j=0; j<t; j++)

{

h=h+g[jl;

}

cout<<’\n Khoa can tim la:”<<h;

¥

Nhap so nguoi co the khoi phuc lai khoa:2

Nhap cac mach khoa da trao cho moi thanh vien P:
g[O1=5

g[11=6

Khoa can tim la:11

MENU CHUONG TRINH

1.Chia se khoa bi mat.

Z2.Fhoi phuc khoa bang phuong phap giai he phuong trinh tuyen tinh.
3.Khoi phuc khoa bang phuong phap dung cong thuc noi Langrangre
4.chia se khoa bi mat bang mach don dieu.

5.Khoi phuc khoa bang mach don dieu.

Thoat khoi chuong trinh.

Moi chon:

Hinh 4.10. Khdi phuc khoa bi mat theo giao thirc mach don diéu

4.3 M& ngudn mé cia chwong trinh
Sau day 1a ma nguon cia chuong trinh thir ngiém:

#include<conio.h>
#include<stdio.h>

#include<math.h>
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#include<iostream.h>

Const int max=30;

class giaothuc

{

Private:

intm, t,y, p;

float k;

int x[max], a[max], g[max];

inti, j, I;

Public:

void chiakhoa();

void giaihekhoiphuckhoa();

void congthuckhoiphuckhoa();

void machchiakhoa();

void machphuckhoa();

h

T T T

void giaothuc::chiakhoa()

{

int h;

cout<<”\n Nhap khoa bi mat can chia se:”; cin>>k;
cout<<”\n Nhap so nguyen to p:”; cin>>p;
cout<<”\n Nhap so phan tu x:”; cin>>m,;
cout<<”\n Nhap so nguoi co the khoi phuc lai khoa:”; cin>>t;
cout<<”\n Nhap gia tri xi de trao cho moi thanh vien p:”;
for(i=1; i<=m; i++)

{
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cout<<’\n x[“<<i<<”]="; cin>>x[i];

}

cout<<”\n Nhap bi mat t-1 pha tu trong Zp”;
for(j=1; j<t; j++)

{

cout<<’\n a[“<<j<<”]="; cin>>alj];

}

for(i=1; i<=m; i++)

{

I=0;

for(j=1; j<t; j++)

{

h=pow(x[i].j);

I=I+a[j]*h;

}

y=k+l;

cout<<’\n Manh y”’<<i<<” trao cho thanh vien P”<<i<<” la:"<<y;
}

k
T | o

void giaothuc::giaihekhoiphuckhoa()

{

intn, m, v, b;

float mx=0, ge, c, gt, h;

float G[max] [max], H[max] [max], A[max] [max], B[max] [max], M[max] [max];
cout<<’\n Nhap so nguyen to p:”; cin>>p;

cout<<"\n Nhap so nguoi co the khoi phuc lai khoa:”; cin>>n;
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cout<<”\n Nhap gia tri xi da trao cho moi thanh vien P:”;
for(j=0; j<n; j++)

{

cout<<’\n x[“<<j<<’]="; cin>>x][j];

}

cout<<”\n Nhap cac manh khoa da trao cho moi thanh vien P:”;
for(1=0; I<n; n++)

{

cout<<"\n Y”<<I<<”="; cin>>BJ[1][0];

}

for(i=0; i<n; i++)

{

for(j=0; j<n; j++)

{

Ali][I=pow(x [il.j);

}

}

cout<<”\n he Phuong trinh tuyen tinh la:\n";

for(i=0; i<n; i++)

{

for(j=0; j<n; j++)

{

If(j<n-1)

{
Cout<<A[i][j]<<”a”<<j<<”+”;
¥

If(j==n-1)
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{
cout<<A[i][j]<<"a"<<;
}
}

cout<<"="<<BJ[i][0];

cout<<’\n”;

ky

cout<<”\n Vay nghiem cua he Phuong trinh la:”;

for(e=0; e<=n; e++)
{

for(i=0; i<n; i++)
{

for(j=0; j<n; j++)
{

G[i1l] = AlI0T;
}

}

for(j=0; j<n; j++)
{

If(j==e-1)

{

for(i=0; i<n; i++)
{

G[i]0] = BLIDGI;
}

}

}
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1=0; t=0;
while(t<n-1)

{

If(G[i][j]==0)

{

for(j=0; j<n; j++)
If(G[i][j]>mx)

{

mx= G[i][i];

V=i,

}

for(j=0; j<n; j++)

{

g=G[i]10T;

GliIf1= -GIv1Dl;
GIvIlil=g:

¥

¥

If(G[i][j]'=0)

{

for(k=i+1; k<n; k++)
{

c=GLK]IIVGILIT;
h=c + (GIK][i]-c*G[i][i)/GL]LIT;
for(j=0; j<n; j++)

{

GIKID]= GIKIDI- GLIOT*h;
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gt=1;

for(i=0; i<n; i++)
{
gt=gt*G[i]il;
}

If(e==0)

{

I=gt;

¥

Else

{

b=gt/l;
if(b<p&& b>0)

{cout<<’\n a”<<e<<"="<<b;

if(e==1)
{

cout<<”\n Khoa duoc khoi phuc lai la k=al="<<b;

ky

¥
¥
k
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¥
T T

void giaothuc::congthuckhoiphuckhoa()

{

float m, n, b;

cout<<”\n Nhap so nguyen to p:”; cin>>p;

cout<<”\n Nhap so nguoi co the khoi phuc lai khoa:”; cin>>t;
cout<<”\n Nhap gia tri xi da trao cho moi thanh vien P:”;
for(j=1; j<=t; j++)

{

cout<<’\n x[“<<j<<”]="; cin>>x][j];

{

cout<<”\n Nhap cac manh khoa da trao cho moi thanh vien P:”;
for(j=1; j<=t; j++)

{

cout<<’\n g[“<<j<<’]="; cin>>g[j];

}

k=0;

for(I=1; I<=t; I++)

{ m=1;

for(j=1; j<=t; j++)

{if(j'=1)

{ b=x[j]- x[IT;

n= x[j]/b;

m=m¥*n;

}

}
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k=k+g[1]*m;

}

cout<<”\n Vay khoa bi mat khoi phuc lai la:"<<k;

}

T

void giaothuc::machphuckhoa()

{

int h;

cout<<”\n Nhap so nguoi co the khoi phuc lai khoa:”; cin>>t;
cout<<”\n Nhap cac mach khoa da trao cho moi thanh vien P:”;
for(j=0; j<t; j++)

{

cout<<’\n g[“<<j<<"]="; cin>>g[j];

}

h=0;

for(j=0; j<t; j++)

{

h=h+g[j];

}

cout<<”\n Khoa can tim la:”’<<h;

}
I
void giaothuc::machchiakhoa()

{

int n,m, h[max],e;

char ten[32];

cout<<’\n Nhap so thanh vien tham gia:”; cin>>m;
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cout<<”\n Nhap khoa bi mat can chia se:”; cin>>k;

cout<<’\n Nhap so tap con hop thuc co the tinh khoa k:”; cin>>n;

for(j=1; j<=n; j++)

{

cout<<”\n Nhap so thanh vien trong hop thuc”<<j<<” la:”; cin>>t;
cout<<’\n Trong hop thuc”<<j<<” cac manh khoa cua tung thanh vien la”\n”;
for(i=1; i<t; i++)

{

cout<<’\n Nhap ten thanh vien thu”<<i<<” la:”; gets(ten);

cout<<”\n Nhap manh khoa trao cho thanh vien thu”<<i<<” la:”; cin>>h[i];
}

cout<<”\n Nhap ten thanh vien thu”<<t<<” la:”; gets(ten);

for(i=1; i<t; i++)

{

e=k — hJi];

}

cout<<”\n Manh khoa trao cho tung thanh vien thu “<<t<<” trong hop thuc

la:\n"<<e;
}

k
HHTHTTTTICHUONG TRINH CHINR/AHHTTTTHTTTTTTTTHTTTTTNT

void main()
{

Clrscr()

int chon;
giaothuc g;

do
{
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cout<<’\n\n\n\n MENU CHUONG TRINH” ;

cout<<’\n ==============-==-o-oooooooooooooooooooooooooo==\p
cout<<”\n 1.Chia se khoa bi mat”;

cout<<”\n 2.Khoi phuc khoa bang Phuong phap giai he Phuong trinh tuyen tinh.:;

cout<<’\n 3. Khoi phuc khoa bang Phuong phap dung cong thuc noi suy

Langrangre.”;

cout<<’\n 4. Chia se khoa bi mat bang mach don dieu.”;
cout<<’\n 5. Khoi phuc khoa bang mach don dieu.”;
cout<<’\n 0. Thoat khoi chuong trinh.”;

cout<<”\n Moi chon:”; cin>>chon;

switch(chon)

{

case 1: clrscr(); g.chiakhoa(); break;

case 2: clrscr(); g.giaihekhoiphuckhoa(); break;

case 3: clrscr(); g.congthuckhoiphuckhoa(); break;
case 4: clrscr(); g.machchiakhoa(); break;

case 5: clrscr(); g.machphuckhoa(); break;

}

}while(chon!=0);

getch();

}
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KET LUAN

Céc ung dung trén mang may tinh ngay cang trd 18n phé bién, thuan loi va quan trong
thi yu cau vé an toan mang, vé an ninh dit liéu cang tro 18n cap bach va can thiét.

Thuat toan ma héa dugc (ng dung trong rat nhiéu linh vyc nhu: xac thuc nguoi
dung, chir ki s6, ma hoa va xéc thuc dir licu. ..

Két qua cua luan vin caa em gdm 2 phan chinh:

1. Tim hiéu Ii thuyét vé mat ma

Luan vin nghién ctu Ii thuyét vé mat ma, thuat toan DES va luoc db chia sé bi mat,

2. Phan ing dung
Luan van dé cap dén van dé ang dung thuat toan DES va lugc db chia sé bi mat
vao thi tuyén sinh. M6 phong luge do chia sé bi mat bang ngdn ngix lap trinh C.
Han ché luan vian dé cap t6i phan Ii thuyét nhiéu hon nhitng tng dung. Phan ng
dung chua duoc ap dung trong thuc té do d6 khéng thé tranh khoi nhitng thiéu sot,
rat mong duoc su gop Yy cua doc gia dé luan vin cua t6i dugc hoan thién hon.
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