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LOI CAM ON

Trudc hét em xin dugc bay to su tran trong va long biét on ddi voi thay gido
PGS.TS. Trinh Nhat Tién - Khoa Cong nghé théng tin truong Pai hoc Cong Nghé,
Pai hoc Qudc Gia Ha Noi. Trong sudt qué trinh 1am do &n tét nghiép cua em, thay
d3 danh réat nhiéu thoi gian qui bau dé tan tinh chi bao, huéng dan va dinh hudng

cho em h dd an téttrong viéc nghién ciru va hoan than nghiép.

Em ciing xin cam on cac Thay gido, C6 gido trong khoa Céng nghé théng tin
— Truong Pai hoc dan 1ap Hai Phong da gitp dd, tao diéu kién thuan loi cho em
trong suét khoa hoc tai truong. Su dong gop quy bau cua cac Thay Co di giup cho

em hoan thanh tot d6 an tot nghiép.



Dé an tot nghiép Truwong DHDL Hdi Phong

LOI MO PAU

Trong sudt nhiéu thé ki qua trén thé gidi, cac cudc bau ctr da giir mot vai tro
quan trong trong viéc xéac 1ap thé ché chinh tri caa cac qudc gia.

Va trong xu huéng phat trién cua khoa hoc cdng nghé ngay nay, cong nghé
thong tin d ngay cang phd bién va dwgc ap dung trong moi linh vuc doi sdng.
Cac cudc bau cir cling khong phai 12 ngoai 16. Ngudi ta da bo rat nhiéu cong stc dé
nghién ctiu cai tién cac phuong thirc bau cir dé né ngay cang tro nén tot va tien loi
hon. Cac phuong thtrc thay doi theo tirng thoi ky, theo sy tién bo caa xa hoi. Va véi
su tién bo cua x& hoi ngay nay thi cac du an chinh phu dién tir dé giup nha nudc
diéu hanh dat nudc la mot diéu tat yéu, kém theo do thi sy phat trién caa bo phiéu
dién tir dé thay thé cho bo phiéu thong thudng 1a diéu s& dién ra trong twong lai.

Nam duoc tim quan trong va tinh tat yéu cia bo phiéu dién ti, cac nudc, cac
t6 chtrc da va dang xay dung giai phap cho bo phiéu dién tu.

Trong pham vi ciia Do an tét nghiép nay, dé cho tap trung, Toi s& trinh bay
van dé chia sé bi mat chu yéu trong giai doan Pang ky bo phiéu dién tu.
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DANH MUC CAC TU VIET TAT

CAc tir viét tat Viét day da

RSA Tén 3 nha khoa hoc: Ron Rivest, Adi Shamir, Leonard Adleman.
DES Data Encryption Standard
DH Ban diéu hanh
bK Ban dang ky
KP Ban kiém phiéu
CT Cu tri
KT Ban kiém tra

UCLN U6c chung 16n nhat

BCNN Boi chung nho nhat

Sinh vién : Bui Vin Tién — Lép: CT1301 3
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Chuwong 1. MQT SO KHAI NIEM CO BAN
1.1. TONG QUAN VE AN TOAN THONG TIN
1.1.1. An toan thong tin

Khi nhu cau trao ddi thong tin dit liéu ngay cang lén va da dang, cac tién bo
vé dién tir - vién thdng va cong nghé théng tin khong nging dugc phat trién ¢ng
dung dé nang cao chit lugng va luu lwgng truyén tin thi cac quan niém ¥ tudng va
bién phéap bao vé thong tin ciing duwoc d6i méi. Bao vé an toan thong tin 1a 1 cha dé
rong, c6 lién quan dén nhiéu linh vyc, trong thuc té c6 nhiéu phuong phap duoc
thuce hién dé bao vé an toan thong tin. Cac phuong phap bao vé an toan thong tin co
thé duoc quy tu vao ba nhdm sau:

- Bao vé an toan thdng tin bang cac bién phap hanh chinh.
- B0 vé an toan thdng tin bang céc bién phap ky thuat (phan cing).
- Bao vé an toan thdng tin bang cac bién phap thuat toan (phan mém).

Ba nhom trén c6 thé duoc tng dung riéng ré hoic phéi két hop. Mai trudng
kho bao vé an toan thong tin nhat ciing 1a mdi truong ddi phuong dé xam nhap nhat
d6 1a moi trudng mang va truyén tin. Bién phap hiéu qua nhat va kinh té nhat hién
nay trén mang truyén tin va mang may tinh 1a bién phép thuat toan.

1.1.2. N§i dung ctiia an toan thong tin

An toan thdng tin bao gém cac ndi dung sau:

1). Bao mat : Tinh kin déo riéng tu cua thong tin.

2). Bao toan : Bao vé théng tin khong cho phép stra d6i thdng tin trai phép.

3). Xac thuc : Xac thuc ddi tac, xac thuc thong tin trao doi, dam bao nguoi
giri thdng tin khong thé thodi thac vé trach nhiém thong tin minh da gui.

4). San sang : Lubn sin sang thong tin cho nguoi diing hop phép.

Pé dam bao thong tin trén dudng truyén tin va trén mang may tinh c6 hiéu
qua, thi diéu trudce tién 13 phai ludng trude hoic du doan trude cac kha niang khong
an toan, kha nang xam pham, cac sy o rii ro ¢ thé xay ra déi véi thong tin duoc
lwu trit va trao d6i trén dudng truyén tin ciing nhu trén mang. Xac dinh cang chinh
X4c cAc nguy co nodi trén thi cang quyét dinh duoc tot cac giai phap dé giam thiéu

cac thiét hai.

Sinh vién : Bui Vin Tién — Lép: CT1301 4
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1.1.3. Hai loai hanh vi xd&m pham an toan théng tin

C0 hai loai hanh vi xdm pham théng tin di liéu d6 la: vi pham thu déng va vi
pham cha dong.

Vi pham thu dong chi nham muc dich cudi cung 1a nim bét duoc théng tin
(d¢anh cip thong tin). Viéc lam d6 khi khong biét duoc noi dung cu thé nhung co thé
do ra dugc ngudi giri, ngudi nhan nhd thong tin diéu khién giao thic chta trong
phan dau céc gai tin. Ké xam nhap c6 thé kiém tra dugc s6 luong, do dai va tan sb
trao d6i. Vi vay vi pham thu dong khdng 1am sai léch hoac hay hoai noi dung théng
tin dir liéu duoc trao ddi. Vi pham thu dong thuong khé phat hién nhung c6 thé co
nhitng bién phap ngan chan hi¢u qua.

Vi pham thu dong la dang vi pham c6 thé 1am thay doi noi dung, x6a bo, xip
xép lai thir ty hodc 1am 13p lai goi tin tai thoi diém d6 hodc sau d6 mot thoi gian. Vi
pham chu dong cd thé thém vao mot sé thong tin ngoai lai dé 1am sai léch noi dung
thong tin trao d6i. Vi pham chit dong dé phét hién nhung dé ngan chan hiéu qua thi
khé khin hon nhiéu.

C6 mot thuc té 1a khong c6 mot bién phap nao bao vé an toan théng tin dit
liéu ndo 1a an toan tuyét ddi. Mot hé thdng du duoc bao vé chic chin dén dau ciing
khong thé dam bao 14 an toan tuyét déi.

1.1.4. Céc chién lwoc an toan hé thong
1). Gigi han quyén han ti thiéu

Pay 1a chién luge co ban nhét theo nguyén tic nay bat ki moi déi twong nao
cling chi c6 nhitng quyén han nhat dinh ddi véi tai nguyén mang, khi tham nhap vao
mang dbi tuong d6 chi dwoc st dung mot sb tai nguyén nhat dinh.

2). Bao vé theo chiéu sau

Nguyén tic nay nhic nhé ching ta: Khéng nén dua vao moi ché do an toan
nao du cho chidng rat manh, ma nén tao nhiéu co ché an toan dé hd trg 1an nhau.
3). Nt that

Tao ra mot “ctra khau” hep, va chi cho phép théng tin di vao hé thdng cua
minh bang con duong duy nhat chinh 14 “ctra khau” nay => phai to chirc mét co cau

kiém soat va diéu khién thdng tin di qua ctra nay.
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4). Biém ndi yéu nhit

Chién lugc nay dya trén nguyén tic: “Mot day xich chi chic tai mat duy
nhat, mot bire tudng chi cing tai diém yéu nhat”.

K¢é pha hoai thuong tim chd yéu nhat caa hé théng dé ting cong, do dé ta can
phai gia c6 cac yéu diém cua hé théng. Thong thudng ching ta chi quan tim dén keé
tan cong trén mang hon 1a ké tiép can hé thdng cua ching ta.

5). Tinh toan cuc

Cac hé thong an toan doi hoi phai c6 tinh toan cuc cua cac hé théng cuc bo.
Néu c6 mot ké nao d6 cd thé bé gy mot co ché an toan thi chiing c6 thé thanh cong
bang céch tan cong hé thdng tu do cua ai d6 va sau d6 tan cdng hé thong tir ndi bo
bén trong.

6). Tinh da dang bao vé

Can phai sir dung nhiéu bién phéap bao vé khac nhau cho hé théng khac nhau,
néu khong cd ké tan cong vao duoc mot hé thong, thi ching ciing dé dang tin cong
vao cé4c hé thong khéc.

1.1.5. Cac murc bao vé trén mang

Vi khéng thé c6 mot giai phap an toan tuyét dbi nén nguoi ta thudng phai sir
dung dong thoi nhiéu muc bao vé khac nhau tao thanh nhiéu hang rao chan déi voi
c4c hoat dong xam pham. Viéc bao vé thdng tin trén mang cha yéu 1a bao vé thdng
tin cat giit trong may tinh, dac biét 1a cac server trén mang. Boi thé ngoai mot s6
bién phap nham chéng thit thoat thong tin trén dudng truyén moi cb gang tap trung
Va0 viéc xay dung cac muc rao chan tir ngoai vao trong cho céc hé thong két néi
mang. Thong thudng bao gdm cac mic bao vé sau:

1). Quyén truy nhap

Lép bao vé trong cing 1a quyén truy nhap nham kiém soat cac tai nguyén

ciia mang va quyén han trén tai nguyén d6. Di nhién 13 kiém soat dugc c4c ciu tric

dir liéu cang chi tiét cang tot. Hién tai viéc kiém soat thudng & mic tép.

Sinh vién : Bui Vin Tién — Lép: CT1301 6
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2). bang ki tén, mat khau

Thuec ra day ciing 1a kiém soat quyén truy nhap, nhung khong phai truy nhap
& mic thdng tin ma & muc hé théng. Pay 1a phuong phap bao vé phd bién nhat vi
n6 don gian it phi ton va ciing rat hiéu qua. Mdi ngudi st dung mudn duoc tham gia
vao mang dé str dung tai nguyén déu phai c6 dang ki tén va mat khau trudc. Ngudi
quan tri mang c6 trach nhiém quan ly, kiém soat moi hoat dong ciia mang va xac
dinh quyén truy nhap cia nhitng nguoi st dung khac theo thoi gian va khong
gian(nghia la nguoi st dung chi dugc truy nhap trong mot khoang thoi gian nao do
tai mdi vi tri nhat dinh nao do).

Vé ly thuyét néu moi ngudi déu gitr kin dugc mat khau va tén dang ky cua
minh thi s& khong xay ra cac truy nhap trai phép. Song diéu d6 kho dam bao trong
thue té vi nhiéu nguyén nhan rat doi thuong 1am giam hiéu qua cua 16p bao vé nay.
Co6 thé khic phuc bang cach nguoi quan tri mang chiu trach nhiém dat mat khau
hoidc thay d6i mat khau theo thoi gian.

3). M4 héa dit lisu

Dé bao mat théng tin trén duong truyén ngudi ta sir dung cac phwong phap
ma hoéa. Dit liéu bi bién d6i tir dang nhan thic duoc sang dang khéng nhan thic
duoc theo mot thuat toan nao d6 va s& dugc bién d6i nguoc lai & tram nhan
(giai ma). Pay 1a 16p bao vé thong tin rat quan trong.

4). Bao vé vat ly

Ngin can cac truy nhap vat ly vao hé théng. Thuong ding céc bién phép
truyén thong nhu ngin cim tuyét dbi nguoi khong phan sy vao phong dit may
mang, dung 6 khéa trén may tinh hodc cac may tram khdng c6 6 mém.

5). Tuong ltra
Ngan chan xam nhap trai phép va loc bo céc goi tin khéng mudn gui hoic

nhan vi cac 1y do nao dé dé bao vé mot may tinh hoac ca noi bo (intranet).

Sinh vién : Bui Vin Tién — Lép: CT1301 7
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6). Quan tri mang
Trong thoi dai phat trién cua cong nghé thdng tin, mang may tinh quyét dinh
toan bo hoat dong cua co quan, hay mdt cdng ty xi nghiép. Vi vay viéc bao dam cho
hé théng mang may tinh hoat dong mot cach an toan, khdng xay ra sy ¢ 1a mot
cdng viéc cap thiét hang dau. Cong tac quan tri mang may tinh duoc thuc hién mot
cach khoa hoc dam vao cac yéu cau sau:
- Toan b hé théng hoat dong binh thuong trong gio lam viéc.
- C6 hé thdng du phong khi c6 su ¢6 vé phan cting hodc phan mém xay ra.
- Sao luu dir liéu quan trong theo dinh ky.
- Béo dudong mang theo dinh ky.
- Bao mat dit liéu, phan quyén truy cap, té chirc nhdm 1am viéc trén mang
1.1.6. An toan théng tin bang ma hoa
Pé bao vé thong tin trén duong truyén nguoi ta thudng bién doi n6 tir dang
nhan thirc duoc sang dang khong nhan thtc duoc trude khi truyén trén mang, qua
trinh nady goi duoc goi la ma hoa thong tin (encryption). O tram nhan phai thuc hién
qua trinh nguoc lai, tc 1a bién d6i théng tin tir dang khéng nhan thirc duoc (di lidu
da duoc ma hoa) vé dang nhan thirc dugc (dang goc), qua trinh nay goi 1a giai ma.
Pay 1a mot 16p bao vé théng tin rat quan trong va duoc si dung rong rai
trong moi trudng mang. BE bao vé thdng tin bang ma héa ngudi ta thuong tiép can
theo hai hudng:
- Theo duong truyén (Link_Oriented_Security)
- Tir nat dén nat (End_to_End)
Theo cach thir nhét, thong tin duge ma hoa dé bao vé trén dudng truyén giira
hai nat ma khéng quan tam dén ngudn va dich cua thong tin d6. O day ta luu y rang
thong tin chi duoc bao vé trén dudng truyén, tic 14 & mdi nat déu ¢ qué trinh giai

mi sau d6 ma hoa dé truyén di tiép, do do6 cac nat can phai duoc bao vé tét.
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Theo céch thi hai, thdng tin trén mang dugc bao vé trén toan dudng truyén
tir ngudn dén dich. Thong tin s& duoc ma& héa ngay sau khi méi tao ra va chi duoc
giai ma khi vé dén dich. Cach nay mac phai nhuoc diém 1a chi c6 dit lidu cua nguoi
ding thi mai c6 thé ma hoa duoc, con dir lidu diéu khién thi giit nguyén dé co thé

xu ly tai c&c nat.

1.2. MOT SO KHAI NIEM TOAN HOC
1.2.1. Uéc chung l6n nhit, bdi chung nhé nhat
1.2.1.1. Uéc sé va béi sé

Cho hai sé nguyén ava b, b # 0. Néu c6 mét s6 nguyén g sao cho a = b*q,
thi ta ndi rang a chia hét cho b, ki hiéu b\a. Ta néi b 1a wéc cua a, va a la boi cua b.
Choa=6,b=2,taco6=2*3, ky hiéu 2\6. O day 2 1a wéc cua 6 va 6 la boi cua 2.

Cho céc s6 nguyén a, b # 0, ton tai cap sé nguyén (g, r) (0< r < /b/) duy
nhét sao cho a = b*q + r. Khi d6 q goi 1a thirong nguyén, r goi 13 sé duw cua phép
chia a cho b. Néu r = 0 thi ta c6 phép chia hét.

Vi du:
Choa=13,b=5,taco 12 =5*2 + 3. O day thuong q=2, s6 du lar = 3.
1.2.1.2. Uéc chung lén nhdt, bgi chung nhé nhit.

S6 nguyén d duoc goi 12 wdc chung cia cac s6 nguyén ay, a,,...,a, , Néu no 1a
w6C cua tat ca cac so do.

S6 nguyén m duoc goi 1a bgi chung caa cac sb nguyén ay, a,,...,a, , néu nod 1a
bgi cua tat ca cac sb do.

Mot uéc chung d >0 ctia cac s6 nguyén ay, a,,...,a, , trong d6 moi uéc chung
cua ay, a,...,a,, déu la udc cua d, thi d duoc goi la wéc chung Ién nhat (UCLN)
cua ay, a,...,a, . Ky hiéu d = gcd(ay, a,...,a, ) hay d = UCLN(ay, ay,...,a, ). Néu
gcd(ay, @y,...,a, ) = 1, thi cac s6 ay, . ...,a, duoc goi 1 nguyén to cuing nhau.

M6t boi chung m >0 caa cac sb nguyén ay, a,,...,a, , trong d6 moi boi chung
cua ay, a,...,a, déu la boi cua m, thi m dugc goi 1a bdi chung nhé nhat (BCNN) cua

ai, ay,...,a, . Ky hiéu m = lcm(ay, a,,...,a, ) hay m = BCNN(ay, a,,...,a ).
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Vi du:
Cho a =12, b=15, gcd(12,15) = 3, Icm(12,15) = 60.
Hai s6 8 va 13 1a nguyén té cung nhau, vi gcd(8, 13) =1.

Ky hiéu :
Z, =10, 1,2, ..., n-1} la tap cac sé nguyén khong am < n.

Z, ={e € Z,, e la nguyén té cuing nhau v&i n}. Tac la e #0.

1.2.2. Quan hé “ Pong du ”

1.2.2.1. Khai niém

Cho cac s nguyén a, b, m (m >0). Ta ndi rang a va b “dong dw” véi nhau
theo modulo m, néu chia a va b cho m, ta nhan duoc cling mét sé du.

Ky hiéu : a = b(mod m).

17 = 5 (mod 3) vi 17 va 5 chia cho 3 duoc cling s6 du 1 2.

1.2.2.2. Céc tinh chdt cia quan hé “Péng du”

1). Quan hé “dong dw” 1a quan hé twong dwong trong Z.
Véi moi s6 nguyén duong m ta c6 :

a =a(mod m) véi moi a € Z;

a=b (mod m) thi b = a (mod m);

a=b (mod m)vab = c (mod m) thi a = ¢ (mod m);
2). Téng hay hiéu cdc “dong dw” :

(a+b) (mod n) =[(a mod n) + (b mod n)] (mod n)
(a-b) (mod n) =[(a mod n) - (b mod n)] (mod n)
3). Tich cac “dong du”’:

(@* b) (mod n) = [(a mod n) * (b mod n)] (mod n)
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1.2.3. S6 nguyén té
1.2.3.1. Khéi niém
S6 nguyén t6 1a sé tu nhién 16n hon 1 va chi c¢6 hai uéc 1a 1 va chinh né.
Vidu :
Cacsb 2,3,5,7,11, 13, 17, 19, 23, 29, 31 la cac s6 nguyeén td.

1.2.3.2. Pinh ly vé sé nguyén té
1). Binh ly : Vé s6 nguyén dwrong > 1.
Moi s6 nguyén duong n >1 déu co thé biéu dién duoc duy nhat dudi dang :
n=P,™. P," ... P,"™* | trong d6 :
k,ni (1= 1,2,....k) 1a cac s ty nhién, P; 12 cac s6 nguyén té, tirng d6i mot khac nhau.
2). binh ly : Mersenne.
Cho p = 2¢-1, néu p 1a s6 nguyén t4, thi k phai 1a s6 nguyén té.
3). Ham Euler.
Cho s6 nguyén duong n, s6 lugng c4c s6 nguyén duong bé hon n va nguyén té ciing
nhau vai n dugc ky hiéu @(n) va goi la ham Euler.
Nhdn xét : Néu p 1a sé nguyén té, thi @(p) = p-1.
binh Iy vé Ham Euler : Néu n la tich cua hai s6 nguyén té n = p.q, thi
a(n) = 2(p). 2(a) = (p-1)(g-1)
1.2.4. Khai niém nhom, nhém con, nhém Cyclic
a) Nhom 1a bo cac phan tir (G, *) thoéa mén cac tinh chat sau:
+ Tinh chat két hop: (x*y)*z=x*(y*z)
+ Tinh chat ton tai phan tir trung giane € G:e*x=x*e=x, VX € G
+ Tinh chat ton tai phan tr nghich ddo x’ € G: X’ *x=x*x"=¢
b) Nhém con cua G latap S c G, S# @, va théa man cac tinh chat sau:
+ Phan tir trung 1ap e caa G nam trong S.
+ S khép kin dbi voi phép tinh (*) trong, tic 1a x * y € S véi moi X, y € S.
+ S khép kin dbi vai phép ldy nghich dao trong G, tirc X '€ S v6i moi X€ S.
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¢) Nhém cyclic:

(G, *) 1a nhom duoc sinh ra bai mot trong cac phan ti caa nd. Tuc 1a ¢6 phan

tr g € G ma véi mdia € G, déu ton tai sé n € N dé g" = a. Khi d6 g 1a phan tu sinh
hay phan tir nguyén thuy cia nhom G.

(Z*,*) gdm céc s6 nguyén duong 1a mot nhom cyclic co phan tir sinh 12 1.

1.2.5. Phan tir nghich dao

1). Khai ni¢m.

Cho a € Z,. Néu ton tai b € Z,sao cho ab = 1 (mod n), ta n6i b 1a phan tir
nghich dao cua a trong Z, va ky hiéu a*. Mgt phan tr ¢6 phan tir nghich dao, goi la
kha nghich.

2). Tinh chét :

+ Cho a, b € Z,. Phép chia cua a cho b theo modulo n 14 tich cia a va b™ theo
modulo n va chi dugc xac dinh khi b kha nghich theo modulo n.

+ Cho a € Z,, a kha nghich khi va chi khi UCLN(a, n) = 1.

+ Gia sir d = UCLN (a, n). Phuong trinh d6ng du ax = b mod n ¢6 nghiém x néu va
chi néu d chia hét cho b, trong truong hop cac nghiém d nam trong khoang [0, n-1]
thi cac nghiém ddng du theo modulo g .

4'=7mod9vi4.7=1mod9
1.2.6. Cac phép tinh co ban trong khdong gian modulo

Cho n 1a sé nguyén duong. Cac phan tir trong Z,, duoc thé hién bai cac sb
nguyén {0, 1, 2, ..., n-1}. Néu a, b € Z, thi:

a+bnua+b<n
a+b—nnua+b=>n

Vi vay, phép cong modulo (va phép trir modulo) c6 thé dugc thyc hién ma

(a+b)modn:{

khong can thyc hién cac phép chia dai. Phép nhan modulo cua a va b dugc thuc
hién bang phép nhan théng thuong a vai b nhu cac s6 nguyén binh thudng, sau d6

Iy phan du cua két qua sau khi chia cho n.
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1.2.7. P phiic tap caa thuat toan
1). Chi phi cua thudt toan.
Chi phi phai tra cho mét qué trinh tinh toan gdm chi phi thoi gian va bo nhd.
+ Chi phi thoi gian cua mét qua trinh tinh toén 1a thoi gian can thiét dé thuc hién
mot qua trinh tinh toan.
+ Chi phi bé nhé cia mot qué trinh tinh toén 1a s6 6 nha can thiét dé thuc hién mot
qua trinh tinh toan.
Goi A la mot thuat toan, e la dir liéu vao cua bai toan da dugc ma hoa.
Thuat toan A tinh trén di liéu vao e phai tra mot gia nhat dinh.
Ky hiéu: ta(e) la gia thoi gian va Ix(e) 1a gia bo nhé.
2). P phirc tap vé bg nhé:
ta(n) = max { I1a(€), véi [e| < n}, n 1a “kich thudc” dau vao cua thuat toan.
3). P phurc tap vé thoi gian: 1a(n) = max { ta(e), voi |e| < n}.
4). B¢ phuc tap tiem cdn:
Do phuc tap PT(n) duoc goi la tiém can tai ham f(n), ky hiéu O(f(n)) néu
t6n tai cac s6 no, ¢ ma PT(n) < c.f(n), vn < n,.
5). D¢ phuc tap da thuc:
Do phuc tap PT(n) duoc goi 1a da thire, néu no tiém can téi da thie p(n).
6). Thuat todan da thuc:
Thuat toan duoc goi 1a da thuc, néu do phuc tap vé thoi gian 1a da thirc.
1.3. CAC HE MA HOA
1.3.1. Tong quan vé ma hoéa dir liéu
1.3.1.1. Khai nigm ma hoéa diz ligu
Dé dam bao An toan thong tin luu trir trong may tinh hay dam bao An toan
thong tin trén duong truyén tin nguoi ta phai “Che gidu” cac thong tin nay.
“Che” thong tin (dit li¢u) hay “M& hda” thong tin 1a thay déi hinh dgng
thong tin goc, va ngudi khach khé nhan ra.
“Gidu” thong tin (dit liéu) 1a cdt gidu thong tin trong ban tin khac, va nguoi
khac cling kho nhan ra.

Thugt todn ma hoéa 1a tha tuc tinh toan dé thuc hién ma hoa hay giai ma.
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Khda ma hoda la mot gia tri lam cho thuat toan ma hoa thuc hién mot cach
riéng biét va sinh ban rd riéng. Thong thuong khoa cang Ion thi ban ma cang an
toan, Pham vi cac gia tri c6 thé c6 caa khda goi 1a khéng gian khoa.

H¢é ma hoa 1a tap cac thuat toan, cac khda nham che gidu thong tin , ciing
nhu lam 10 no.

Hé ma hoéa:

Viéc mé hoa phai theo céc quy tic nhat dinh, quy tic d6 goi la Hé ma hoa.
Hé ma hoa dugc dinh nghia 1a b nam (P, C, K, E, D), trong do:

P 14 tap hitu han cac ban rd co thé.

C latap hitu han cac ban mé c6 thé.

K 14 tap hitu han cac khoa c6 thé.

E latap cac ham lap ma.

D latap cac ham giai ma.

Vi khéalapma ke e K, cohamlapma e, €E, ee: P> C,
V6i khéa giai ma kd € K, ¢6 ham giaimad dg €D, dy: C—- P,
sao cho dyg (ee(X)) =X, VX E P.

O day x duogc goi 1a ban rd, e (X) dugc goi la ban ma.
Ma héa va giai ma:

Nguoi gui G - - ere(T) — — Nguoi nhan N

(co khoa lap ma ke) (c6 khoa giai ma kd)

T

Tin tic cd thé trom ban ma e(T)

1.3.1.2. Phan logi h¢ ma hoa

C6 nhiéu cach dé phan loai hé ma héa. Dya vao tinh chat d6i xang cua khoa
c6 thé phan cac hé ma hoa thanh hai loai:

- Hé m3 hda khoa ddi xtng (hay con goi 1a ma hda khoa bi mat): 12 nhitng hé
ma hoa dung chung mét khoa ca trong qua trinh ma hoa dir liéu va giai ma dar liéu.

Do d6 khoa phai duogc gitt bi mat tuyét doi.
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- Hé ma hoa khoa bat dbi xang (hay con goi 1a ma khéa cong khai): Hé mat
nay ding 1 khoa dé ma hoa, ding mot khoa khac dé giai ma, nghia 1a khoa dé ma
hoa va giai ma 1a khac nhau. Cac khoa nay tao nén tirng cap chuyén d6i nguoc nhau
va khong c6 khda nao cé thé “d&” suy duoc tir khoa kia. Khéa dé ma héa co thé
cong khai, nhung khoa dé giai ma phai giit bi mat.

Ngoai ra néu dira vao thoi gian dua ra hé ma hda, ta con co thé phan l1am hai
loai: M4 hoa c6 dién (1a hé mat ma ra doi trudée nam 1970) va ma hoa hién dai(ra
doi sau nam 1970).

Con néu dya vao cach thuc tién hanh ma héa thi hé ma héa con duoc chia
lam hai loai 12 ma dong (tién hanh ma tirng khdi dit liéu, mdi khéi lai dua vao céac
khoa khac nhau, cic khoa nay dugc sinh ra tir ham sinh khoa, dugc goi la dong
khoa) va ma khéi (tién hanh ma tirng khéi dit liéu voi khéa nhu nhau).

1.3.2. Hé mé& hda khoéa cdng khai

1.3.2.1. H¢ ma héa RSA

So d6 (Rivest, Shamir, Adleman dé xuat nim 1977)

* Tao cap khoa (bi mat, cong khai) (a, b) :

Chon bi mat s6 nguyén té Ion p, q, tinh n=p * q, cong khai n, dit P=C = Z,
Tinh bi mat @(n) = (p-1).(g-1). Chon khda cong khai b < @(n), nguyén té véi @(n).
Khoa bi mat a la phan tir nghich d4o cua b theo mod @(n): a*b = 1(mod @(n)).
Tap cap khoa (bi mat, cong khai) K= {(a, b)/ a, b € Z,, a*b = 1(mod &(n)).

V6i Banrd x € Pva Banmé y € C, dinh nghia:

Ham Ma hod: y = e (x) =x"mod n

Ham Gidgi ma: x = di(y) =y*mod n
Vidu:

*Banrdch: RENAISSANCE

*Sinh khéa:

Chon bi mat sé nguyén té p=53, gq= 61, tinh n = p * q = 3233, cong khai n.
bat P=C =2Z,, tinh bi mat @(n) = (p-1). (g-1) =52 * 60 = 3120.

+ Chon khoa cong khai b 12 nguyén tb véi @(n), tic la UCLN(b, @(n)) = 1
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*viduchon b=71.
+ Khoa bi mat a 1a phan tir nghich dao caa b theo mod @(n): a*b = 1(mod @(n)).
Tu a*b =1 (mod @(n)), ta nhan duoc khoa bi mat a = 791.

* Ban rd so:
R E N A | S S A N C E (D4ucéach)
17 04 13 00 08 18 18 00 13 02 04 26
mq mo ms my Ms Mg

*

Theo phép 1ap ma: ¢; = m’mod n = m;"* mod 3233, ta nhan dugc:

* Ban ma sb:
C1 Co C3 Cy Cs Cs
3106 0100 0931 2691 1984 2927

* Theo phép giai ma: m;=c;*mod n = ¢; "** mod 3233, ta nhan lai ban rd.
Dj an toan :
- Hé ma hda RSA 1a tat dinh, tirc 12 v6i mot ban rd x va mot khoéa bi mat a, thi chi
cd mot ban ma .
- Hé mat RSA an toan, khi gitr duoc bi mat khoa giai ma a, p, g, @(n).
Néu biét duoc p va g, thi tham ma dé dang tinh dugc @(n) = (g-1)*(p-1).
Néu biét dugc @(n), thi thAm mé s& tinh duoc a theo thuat toan Euclide mo rong.
Nhung phan tich n thanh tich cua p va q 1a bai toan “kh6”.
Do an toan cia Hé mat RSA dwa vao kha niang giai bai toan phan tich sb

nguyén duong n thanh tich ctia 2 s6 nguyén té Ién p va q.
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1.3.2.2. H¢ ma hoa Elgamal

So' dé: (Elgamal dé xuat nim 1985)

* Tgo cap khoa (bi mdt, cong khai) (a,b):

Chon s6 nguyén té p sao cho bai toan logarit rai rac trong Z, 1a “kho” giai.

Chon phan tir nguyén thay g € Z,” . Tinh khda cong khai h = g* mod p.

Dinh nghia tap khoa: K = {(p, g, a, h): h = g® mod p}.

Céac gia tri p, g, h dugc céng khai, phai git bi mat a.

Véiban ré x € P vaban mdy € C, véi khoa k € K dinh nghia :

* Lgp m& : Chon ngau nhién bi matr € Z,1, ban ma 1ay = e(X, r) = (y1, Y2)
Trong d6: y1-g 'mod pvay,=x*h"mod p

* Gidi ma : dy (Y1, ¥2) = Y2( v+ %) ™ mod p.

Vidu: *Banrd x =1299.

Chon p = 2579, g = 2, a = 765. Tinh khoa cong khai h = 2 "®®> mod 2579 = 949.

* Lgp ma : Chon ngau nhién r = 853. Ban ma la'y = (435, 2369),

Trong do: y; = 2%°? mod 2579 = 435 va y, = 1299 * 949 %* mod 2579 = 2396

* Gidgi ma 1 X = yo(y12) " mod p = 2369 * (435 "®®) " mod 2579 = 1299.

D¢ an toan :

- Hé ma hoa Elgamal 1a khéng tat dinh, tirc 1a véi mot ban rd x va 1 khoa bi mat a,
thi ¢6 thé c6 nhiéu hon mét ban ma y, vi trong cdng thirc 1ap ma con cé thanh phan
ngau nhién r.

- D6 an toan cua Hé mat ma Elgamal dua vao kha nang giai bai toan logarit roi rac
trong Z,. Theo gia thiét trong so d, thi bai toan nay phai 1a “kho” giai.

Cu thé 1a : Theo cong thirc 1ap ma : y = ex(X, 1) = (Y1, Y»), trong d6 y;-g " mod p va
Yo=X*h"modp.

Nhu vay mudn xac dinh ban rd x tir cong thuc y, , thAm ma phai biét duoc r, Gia tri

nay cd thé tinh duoc tir cong thuc y, , nhung lai gap bai toan logarit roi rac.
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1.3.3. Hé m& hda khoa dbi xieng — cé dién
Khai niém
Hé ma hoa khoa ddi xting da dugc dung tir rat som, nén con duoc goi 1a Hé
md héa doi xirng — ¢é dién. Ban ma hay ban rd 1a ddy cac ky tu Lantin.
- Lap ma: thyc hién theo cac budc sau:
Budc 1: nhap ban rd ky tu: RO_CHU. Budc 3: chuyén RO_SO ==> MA_SO.
Budc 2: chuyén RO_CHU ==>R0O_SO.  Budc 4: chuyén MA SO ==> MA_CHU

- Giai ma: thuc hién theo cac budc sau.

Budc 1: nhap ban ma ky tu: MA_CHU.  Buéc 3: chuyén MA_SO ==> R0 _SO.
Budc 2: chuyén MA_CHU ==>MA SO Budc 4: chuyén RO_SO ==>R0O_CHU

Cac hé ma hoa ¢é dién

- Hé ma hoa dich chuyén: khéa c6 1 “chia”.
- Hé ma hoa Affine: khoa c6 2 “chia”.
- Hé ma hoa thay thé: khoa cd 26 “chia”.
- Hé md hdéa VIGENERE: khda c6 m “chia”.
- Hé ma hoa HILL: khoa cé ma tran “chia”.
1.3.3.1. Hé¢ m& hoa dich chuyén
So do
PatP=C =K =2Zy. Ban may va ban ro X € Zy.
Vi khoa k € K, ta dinh nghia:
Ham mé hoa: y = ex(x) = (x+k) mod 26
Ham giai ma: x = di(y) = (y - kkmod 26
Dj an toan : Po an toan ciaa ma dich chuyén 13 rat thap.
Tap khoa K chi c6 26 khoa, nén viéc pha khoa cé thé thuc hién dé dang bang
cach thir kiém tra timg khoa: k=1,2,3, ...,26.
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1.3.3.2. Hé m& hoa thay thé (Hoan vi toan cuc)
Sodd: DitP=C=Z,.Banmayvaban rd x € Zy.
Tap khda K la tadp moi hoan vi trén Z.
Vai khéa k =7 € K, tirc 1a 1 hoadn vi trén Zyg, ta dinh nghia:
Méhoa: y=¢e . (X) =7 (X)
Giaima: x=d, (y)=xn (y)
D antoan: Do an toan caa ma thay thé thuoc loai cao
Tap khoa K c6 26! Khoa (>4.10%°), nén viéc pha khoa cb thé thuc hién bing
cach duyét tuan ty 26! Hoan vi ctia 26 chir cai.Dé kiém tra tit ca 26! Khoda, ton rat
nhiéu thoi gian.
Hién nay vai hé ma nay, nguoi ta cd phuong phap tham ma khac nhanh hon.
1.3.3.3. H¢ ma héa AFFINE
So do :
PatP=C=2Z,. Banmady va ban rd X € Zy.
Tap khda K = {(a,b), véi a,b € Z,5, UCLN(a, 26) = 1}
V¢6i khéa k = (a,b) € K, ta dinh nghia:
Phép ma hoa: y=ec(x)= (ax +b) mod 26
Phép giai ma : x=d.(y)= a™(y-b) mod 26
Dj antoan: Do an toan caa Hé ma hoa Affine: Rat thap
- DPiéu kién UCLN(a, 26)=1 dé bao dam a c6 phan tir nghich dao a™mod 26, tic Ia
thuat toan giai ma dy ludn thuc hién duoc.
- S6 lugng a € Zps Nguyén té vai 26 1a @(26)=12, d6 14 :
1,3,5,7,9, 11, 15,17, 19, 21, 23, 25
- C4c s nghich dao theo (mod 26) twong ung Ia:
1,9 21,15,3,19,7,23,11,5,17, 25
- S6 luong b € Z, 12 26.
- S6 c4c khoa (a,b) co thé 1a 12*26 = 312. Rat it !

- Nhu vay viéc do tim khoa mat kha dé dang.
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1.3.3.4. H¢ ma hoa VIGENERE

So dé:

Pit P =C=K=(Z)", m la sé nguyén duong, cac phép toan thyuc hién trong (Z,e).
Ban md Y va ban rd X € (Z,5) ™. Khoa k = (Ky, Ky, ....km) gdm m pham tu.
Ma&hoéayY = (Y, Yo, ....¥ym)=€k(X1, Xo, ..., Xm)=(X1+ K1, X5 + K,..., X+ Kyp) mod 26.
Giai mad X= (Xq, Xo,..., Xm) = de(Y1,Y2, -...¥m) = (Y1- K1, Y2 - Ko,...., ym- Km) mod 26.
Do an toan: Do an toan cua ma VIGENERE la twong ddi cao

Néu khda gdm m ky tu khac nhau, mdi ky tu c6 thé duoc anh xa vao trong m ky tu
c6 thé, do d6 hé mat nay duoc goi la thay thé da biéu. Nhu vay s6 khoa c6 thé c6
trong mat Vigenere la 26™.

Néu dung phuong phap “tan cong vét can”, tham ma phai kiém tra 26™ khoa.

Hién nay vd&i hé ma nay, nguoi ta c6 phuong phap tham ma khac nhanh hon.
1.3.3.5. H¢ ma hoda hoan vi cuc bé

So do :

it P = C = K = (Zy6)™, m 1a s6 nguyén duong. Ban ma Y va ban rd X € Z.

- Tap khoa K 1a tap tat ca cac hoan vi cua {1, 2, ..., m}

- Véi mdi khda k = € K, k = (Ky, K, ....km) gdm m phan ti, ta dinh nghia:
*Mahoay = (yi, Yo, .--.¥m) = (X1, Xo,. .., Xm) = Xk Xk@)» - - -» Xkm))

* Gial M& X = (Xg, X2y Xm) = Ok, Y25 - os¥m) =) s Yk@) e+ -» Yiqm) )

- Trong d6 k ™ =x * 13 hoan vi nguoc cua .

D¢ an toan :

- Néu dung phuong phap “tan cong vét can”, tham ma phai kiém tra s khoa Ia:
I'+2!+ 3!+ ...+ m! trong d6 m < 26.

- Hién nay véi hé ma nay, nguoi ta c6 phuong phap tham ma khac nhanh hon.
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1.3.3.6. H¢ ma hoa HILL

So do

Pit P = C = (Z,6)™, m 12 s6 nguyén duong. Ban ma Y va ban rd X € (Z,6)".
Tap khda K={ k € (Z,5)™"/ det(K,26)=1}. (K phai c6 K™

Mai khéa K 1a mét “chum chia khoa” :

Vi mdi k € K, dinh nghia:

*Ham lap m&: Y = (y1, Y2, -..,¥m) = €k(X1, Xo,..., Xm) = (X1, Xo,..., Xm) * K

* Ham giai ma: X = (X4, Xo,-.., Xm) = (Y1, Vou - o¥m) = (Y1, Y2 - oym) * K
D¢ an toan :

Néu dung phuong phap “tan cong vét can”, tham ma phai kiém tra sé khoa cé thé
véi mlan luot 13 2, 3, 4, ..., trong d6 m 16n nhét 12 bang do dai ban rd.
1.3.4. Hé ma hda khoa dbi xieng DES

1.3.4.1. H¢ ma héa DES

Gigi thiéu :

15/05/1973, Uy ban tiéu chuan quéc gia My da cong b6 mot khuyén nghi

vé héma hda chuan.
- Hé ma hda phai c6 d6 an toan cao.
- Hé ma héa phai duoc dinh nghia day da va dé hiéu.
- Bo an toan cua hé ma hoa phai nim ¢ khoa, khéng nam ¢ thuat toan.
- Hé ma hda phai san sang cho moi nguoi diing & cac linh vuc khac nhau.
- Hé ma hoa phai xuat khau dugc.

DES dugc IBM phét trién, 12 mot cai bién caa hé mat LUCIPHER DES, n6
dugc cong b lan dau tién vao ngay 17/03/1975. Sau nhiéu cudc tranh luan cong
khai, cudi cung DES duoc c6ng nhan nhu mot chuan lién bang vao ngay
23/11/1976 va duoc cong bd vao ngay15/01/1977.

Niam 1980, “cach dung DES” duoc cong bd. Tir d6 chu ky 5 nam DES dugc

xem xét lai mot 1an bai Uy ban tiéu chuan quéc gia My.
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Quy trinh ma hoa theo DES :

Giai doan 1: Ban r0 chir - Ban rd s6 (Dang nhi phan)
Chia thanh
Giai doan 2: Ban r6 s6 —  Céac doan 64 bit rd sb
Giai doan 3: 64 bit rd s6 — 64 bit misd
Két ndi
Giai doan 4: Cac doan 64 bitmasé — Ban ma sb (Dang nhi phan)
Giai doan 5: Ban ma s6 - Ban maichir

1.3.4.2. Ldp ma va gidi ma

Ldp ma DES :

* Ban rd 12 xau x, ban ma 1a xau y, khéa 1a xau K, déu c6 do dai 64 bit.
* Thuat toAn md hoa DES thuc hién qua 3 budc chinh nhu sau:

Buéc 1: Ban rd x dugc hoan vi theo phép hoan vi IP, thanh IP (x).
IP(x) = LgRy, trong d6 Lo 12 32 bit dau (Left), Rola 32 bit cudi (Right).
(IP(x) tach thanh LgRy).

Buéc 2 - Thuc hién 16 vong ma hda véi nhirng phép toan giong nhau
Dit liéu duoc két hop véi khoa thong qua ham f:

L =R, R=L é (R4, ky) trong do:

& la phép toan hoac loai trir ctia hai xau bit (cong theo modulo 2).
Ky, Ko, ....k161a cac khoa con (48 bit) duogc tinh tir khoa gbc K.

Bueéc 3: Thuc hién phép hoan vi nguoc IP™ cho xau LigRye, thu duoc ban ma y.
y = IP*( Ly, Rig)

Quy trinh gidi ma :

Quy trinh giai ma cua DES tuong tu nhu quy trinh 1ap m&, nhung theo dung
cac khoa thir tw nguoc lai: K, Kis, ..., ky .

Xuit phat (dau vao) tir ban ma y, két qua (dau ra) 1a ban rd x.

Sinh vién : Bui Vin Tién — Lép: CT1301 22



Dé an tot nghiép Truwong DHDL Hdi Phong

1.3.4.3. Dj an toan cia hé¢ ma hoa DES
- D¢ an toan caa hé ma héa DES ¢6 lién quan dén cac bang S; :

Ngoai trir céc bang S, moi tinh toan trong DES déu tuyén tinh, tac 1a viéc
tinh phép hoic loai trir cua hai dau ra ciing giébng nhu phép hoic loai trir cua hai
dAu vao, rdi tinh todn dau ra.

Cac bang S chira dung nhiéu thanh phan phi tuyén cua hé mat, 1a yéu té
quan trong nhat dbi vai dd mat caa hé thong.

Khi méi xay dung hé mat DES, thi tiéu chuan xay dung céc hop S khéng
duogc biét day du. Va co thé cac hop S nay co6 thé chira cac “cira sap” duoc gidu
kin. Va dé ciing 1a mot diém dam bao tinh bao mat cua hé DES
Han ché cua DES chinh 1 kich thuéc khéng gian khoa:

Sb khoa c6 thé 1a 2°°, khong gian nay 1a nho dé dam bao an toan thuc su.
Nhiéu thiét bi chuyén dung da dugc dé xuat nham phuc vu cho phép tan cong véi
ban rd da biét. Phép tan cong nay chu yéu thuc hién theo phuong phap “vét can”.
Tuc 1a véi ban rd x va ban ma y twong ung (64 bit), mdi khoa cé thé déu dugc kiém

tra cho tdi khi tim dugc mot khda K thoa méan ex(x) =.
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1.4. CHU KY SO
1.4.1. Giéi thigu

Dé chung thuc ngudn gdc hay hiéu luc cia mot tai liéu ( vi du: don xin nhap
hoc, gidy béo nhap hoc,...) 1au nay ngudi ta ding chit ky “tay”, ghi vao phia duéi

cua mdi tai liéu. Nhu vay ngudi Ky phai truc tiép “ky tay” vao tai liéu.

Ngay nay cac tai liéu duoc sé hoa, ngudi ta ciing c6 nhu cau chung thuc
ngudn gbc tai liéu. RO rang khong thé “ky tay” vao tai liéu vi chiing khong duoc in
an trén giay. Tai liu “s6” 1a mot xau cac bit (0 hay 1), xau bit ¢ thé rat dai,
“Chir ky” dé chuang thuc mot xau bit tai liéu ciing khong thé 1a mot xau bit nho dat
phia dudi xau bit tai lieu. Mot “Chir ky” nhu vay chac chan sé& bi ké gian sao chép

dé dat dudi mot tai lieu khac mot cach bat hop phap.

Nhitng nam 80 cua thé ky 20, cac nha khoa hoc di phat minh ra “chit ky $6”

dé chang thuc mot “tai liéu s6” . D6 chinh 13 ban ma caa xau bit tai liéu.

Nguoi ta tao ra “chit ky s6” trén “tai liéu s6” gidng nhu tao ra “ban ma” cua

tai liéu vai “khoa 1ap ma”.

Nhu vay “ky s6” trén “tai liéu s6” 1a “ky” trén tung bit tai lidu. Ké gian kho

c6 thé gia mao “chit ky s6” néu nd khong biét “khéa lap ma”.

Dé kiém tra mot “chir ky s6” thudc vé mot “tai liéu s6”, ngudi ta giai ma

“chir ky s6” bang “khoa giai ma”, va so sanh véi tai liéu géc.

Ngoai ¥ nghia dé chizng thuc ngudn gbc hay hiéu luc cua cac tai liéu sé hoa,
M3t manh caa “Chir ky s6” hon “Chit ky tay” 1a ¢ chd nguoi ta c6 thé “ky” vao tai
liéu tir rat xa trén mang cong khai. Hon thé nita, c6 thé “ky” bang céac thiét bi cam
tay nhu Dién thoai di dong, laptop,.. tai khiap moi noi mién 1a két néi duoc vao

mang. D tén thoi gian, cong stc, chi phi. ..
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“Ky s6” thuc hién trén ting bit tai liéu, nén d6 dai cua “chit ky s6” it nhat
cling bang d6 dai cua tai liéu. Do d6 thay vi ky trén tai liéu dai, ngudi ta thudng

dung “ham bam” d¢ tao “dai dién” cho tai li¢u, sau d6 mai “ky s6” 1én “dai dién”

nay.

So do chii ky sé :

Mot so do chit ky sé thuong bao gém hai thanh phan chu chét 1a thuat toan

Ky va thuat toan xac minh.

Mot so do chir ky s6 A motbo 5 (P, A, K, S, V) thoa man cac diéu kién sau

P la mot tap hop cac ban rd co thé
A la tap hitu han cac chit ky c6 thé
K latap hiru han cac khéa co thé
S la tap cac thuat toan ky

V la tap cac thuat toan xac minh

Véi mdi k € K, ton tai mot thuat todn ky Sig€ S, Sige : P = A, ¢6 thuat
toan kiém tra chir ky Ver, € V, Ver, : P x A - {dlng, sai}, théa man diéu kién sau

VoimoiXEP,yeA:

Ver (x, y) = Pung, néu y = Sigy (x) hoic Sai, néu y # Sigy (X).
Chuy:

Nguoi ta thuong dung hé ma hoéa khoa cong khai dé 1ap: “So dd chir ky s6”.
O day khoa bi mat a dung 1am khoa “ky”, khoa cong khai b dung 1am khoa kiém tra

“chit ky”. Nguoc lai véi viéc ma hoa, dung khoa cong khai b dé lap ma, ding khoa

bi mat a dé giai ma.
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Diéu nay 1a hoan toan tu nhién, vi “ky” can giit bi mat nén phai ding khoa bi
mat a dé “ky”. Con “chir ky” 1a cong khai cho moi ngudi biét, nén ho ding khoa

cong khai b dé kiém tra.

1.4.2. Phan loai “Chir ky $6”

C6 nhiéu loai chir ky tiy theo cach phan loai, sau day xin giéi thiéu mot sb cach.
Céach 1: Phan loai chi ky theo khd nang khéi phuc théng diép géc chir ky
1). Chit ky khoéi phuc thong diép:

La loai chit ky, trong d6 ngudi giri chi can gui “chit ky”, nguoi nhan co thé khoi

phuc lai dugc thong di€p, da dugc “ky” boi “chir ky” nay.
Vidu : Chit ky RSA

2). Chit ky khong thé khdi phuc thong diép gc :

Vi du: Chir ky Elgamal la chit ky di kém thong diép.
Céch 2: Phan logi ché ky theo mszc an toan.

1). Chit ky “khong thé phii nhan”:

Nham tranh viéc nhan ban chir ky dé s dung nhiéu lan, tét nhat 14 nguoi gai tham
gia truc tiép vao viéc kiém thir chir ky. Diéu dé duoc thuc hién bang mot giao thic

kiém thir, dudi dang mot giao thirc moi hoi va tra 1oi.

Vi du: Chtr ky khéng phua dinh (Chaum-van Antverpen).
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2). Chir ky “mot lan™:

Chir ky ding mét 1an  (one-time signature) 12 mot khai niém van con kha méi meé
song rat quan trong, dic biét la trong mot s6 mé hinh vé bo phiéu dién tir va tién

dién tu.

Pé dam bao an toan, “khéa ky” chi ding 1 lan (one-time) trén 1 tai liu.

Vi du: Chit ky mét 1an Lamport. Chix ky Fail-Stop (Van Heyst & Pedersen).
Cach 3: Phan logi ché# ky theo #ng dung dic trung.

- Chir ky “mu” (Blind Signature).

- Chir ky “nhom” (Group Signature).

- Chir ky “b6i” (Multy Signature).

- Chir ky “mu nhém” (Blind Group Signature).
- Chir ky “mu bdi” (Blind Multy Signature).

1.4.3. Mt s6 loai chix ky sb
1.4.3.1. Chir ky RSA

So' d6 : (d& xuat nam 1978)
* Tao cap khoa (bi mdt, cdng khai) (a,b):
Chon bi mat nguyén té 16n p, g, tinh n=p*q, cong khai n dit P=C=2,
Tinh bi mat @ (n) = (g-1)(p-1). Chon khda cong khai b < @(n), nguyén té véi @(n).
Khoa bi mat a la phan tir nghich dao caa b theo mod @(n): a*b=1(mod @(n)).
Ky s6: chix ky trén x € P 1a'y = Sige(x) = x’(mod n), y € A (R1).

Kiém tra chit ky: Ver(x,y) =ding < x=y’(modn)  (R2).
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Chuy:
Viée “ky s6” vao x tuong tng Véi viéc “ma hoa” tai liéu x.

Kiém thir chinh 1a viéc giai ma “chir ky”, dé kiém tra xem tai liéu da giai ma c6
dung vai tai liéu trude khi ky hay khong. Thuat toan va kiém tha “chix ky” 1a cong

khai, ai cling c6 thé kiém thir chir ky duoc.

Vi du: chir ky trén x = 2

* Tqo cap khoa (bi mdt, cdng khai) (a,b):

Chon bi mat s nguyén t p=3, =5, tinh n=p*q=3*5=15, cong khai n.

bat P=C=2Z,. tinh bi mat @ (n) = (g9-1)(p-1)= (3-1)(5-1) =8

Chon khda cong khai b= 3<@ (n), nguyén té cung nhau véi @ (n) =8.

Khoa bi mat a =3, 1a phan tir nghich dao caa b theo mod @ (n): a*b=1(mod® (n))
* Ky so: chit ky trén x=2 € P la:

y = Sigy(x)= x*(mod n) = 2° (mod 15) =8,y € A.

* Kiém tra chir ky :

Very(x,y) = diing < x=y’(modn) < 2 =8"(mod15)
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1.4.3.2. Chi# ky ELGAMAL
So' d6 : (Elgamal dé xuat naim 1985)

* Tao cap khoa (bi mdt, cong khai) (a, h):

Chon s6 nguyén té p sao cho bai toan logarit rai rac trong Z, 1a “khé” giai.

Chon phan tir nguyén thay g € Z,". PatP =Z,", A=Z, X Z,,.
Chon khéa bi matlaa e Zp* . Tinh khoa cong khai h = g* mod p.
Dinh nghia tap khéa : K = {(p, g, a, h): h = ¢g* mod p}.
Céc giatri p, g, h dugc cdng khai, phai git bi mat a.
* Ky sé: Dung 2 khoa ky: khda a va khda ngau nhién bi matr € Zp_l*.
(Vir € Z,4", nén nguyén t cung p-1, do d6 ton tai r * mod(p-1)).
Chitkytrénx € P lay = Sigy(x, 1 = (1,6), yEA  (E1)
Trong do YEZ, , 6 €Zys:

y=g'modp vad=(x—a*y)*r*mod (p-1)
* Kiém tra chiz ky :
Ver (x,7,8)=ding o h"*y*=g*modp. (E2)
Chay: Néu chit ky duoc tinh dung, kiém thi s& thanh cong vi
h'*y'=g*"*g" °modp=g®" " modp = g* mod p.

Dod=(x-a*y)*r mod(p-1)nén(a*y+ r*§)=xmod(p-1)
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1.4.3.3. Chi# ky Schnoor

* Sinh khoa:

Cho Z. , q lasdnguyéntd, cho G lanhémconcipqcua Z ., .

Chon phan tir sinh g € G, sao cho bai toan logarit roi rac trén G 1a “kho giai”.
Chon ham bam H: {0,1}" > Z,.

Chon khdabimatla ae Z, , khéacong khaila h=g? mod n.

* Ky $6:

Chiz ky Schnorr trén m €{0, 1} duoc dinh nghia 1a cap (c, s), néu thoa man diéu
kien c=H(m,g*h°).

Chay: Ky hiéu (m,g°*h®) 1a phép “ghépndi” m va g°h°®.

Vidy: m=0110, g°h°®= 01010, thi (m,g°®h°®)=011001010.

Tao chir ky Schnorr:  Chir ky la cép (c, s).

+ Chon ngaunhién re Z, . Tinh c=H(m,g" ), s=r-ca (mod q).

* Kiém tra chi ky:

Cap (c, s) la chix ky Schnorr, vi thoa man diéu kien ¢=H(m, g*®h °).

Vigih®=g"?@?%°=9g" (modn), dods Hm,g®>h°)=H(m, g")=c.
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Chuong 2.
UNG DUNG VAN DPE CHIA SE Bi MAT TRONG BO PHIEU PIEN TU

2.1. TONG QUAN VE BO PHIEU PIEN TU'.

2.1.1. Vén dé bé phiéu tir xa.
2.1.1.1. Khai ni¢gm bé phiéu tir xa.

X& hoi dan chu ¢ nhiéu viéc can dén “ bo phiéu ”: dé tham do cac ké hoach,
dé bau cac chuc vi, chirc danh... Nhung qui thoi gian cia ngudi ta khong nhiéu,
mat khac mot ngudi ¢d thé 1am viéc tai nhiéu noi, nhu vay nguoi ta kho c6 thé thyuc
hién dugc nhiéu cudc bo phiéu theo phuong phap truyén thong. RS rang “bo phiéu
tir xa ” dang va sé& 1 nhu cau cip thiét, van dé trén chi con Ia thoi gian va k¥ thuat
cho phép. Do 1a cude “ bo phiéu ” dugc thyc hién tir xa trén mang may tinh qua cac
phuong tién “ dién t&r ” nhu may tinh ca nhan, dién thoai di dong...Nhu vay moi
ngudi trong cude “khdng thé nhin thay mat nhau” va cac “la phiéu” (14 phiéu “sé )

dugc chuyén tir xa trén mang may tinh téi “ hom phiéu”.

Ciing nhu cudc bo phiéu truyén thong, cudc bo phiéu tir xa phai dam bao yéu
cau: “ bi mat ” “ toan ven ” va “ xac thuc ” cua la phiéu , mdi cu tri chi dugc bo
phiéu mot 1an, moi nguoi déu c6 thé kiém tra tinh dung dan cua cudc bo phiéu, cir

tri khong thé chi ra minh da bo phiéu cho ai ( dé c¢6 co hoi mua béan phiéu bau ), ...
Y&u cau “ bi mat ” cua la phiéu 1 : ngoai cir tri, chi c6 ban kiém phiéu méi
biét duoc biét noi dung 14 phiéu, nhung ho lai khdng thé biét ai 1a chi nhan caa no.
Y&u cau “ toan ven ” cua l4 phiéu 1a : trén dudng truyén tin, noi dung la
phiéu khong thé bj thay ddi, tat ca 14 phiéu déu dugc chuyén toi hom phiéu an toan,
dung thoi gian, ching dugc kiém phiéu day du.
Y&u cau “ xac thyc ” cta 14 phiéu 1 : 14 phiéu gui t6i hom phiéu phai hop Ié,

dung 1a ctia nguoi c6 quyén bo phiéu, cir tri co thé nhan ra 14 phiéu cua ho.
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2.1.1.2. Té chirc hé théng bé phiéu tir xa.
a). Cac thanh phan trong Ban té chizc bé phiéu gom co :

- Ban diéu hanh (PH) quan ly cac hoat dong bo phiéu, trong d6 co thiét 1ap danh

sach ci tri cling cac hd so cua mdi cir tri, qui dinh co ché dinh danh ce tri.

- Ban ding ky (PK) nhdn dang ce tri va ky cdp quyén bo phiéu cho ho. C6 hé
thdng “ ky ” hd tro.

- Ban kiém tra (KT) xac minh tinh hgp 1¢ cua la phiéu. (Vi 14 phiéu di ma hoa nén
ban KP khong thé biét dugc 14 phiéu c6 hop 1é khdng, nén can phai xac minh tinh

hop 1é cua I phiéu trude khi né dén hom phiéu).

- Ban kiém phiéu (KP) tinh toan va théng béo két qua bo phiéu. C6 hé théng “kiém

phiéu  hd tro.
b). Cac thanh phan ky thugt trong Hé thang bé phiéu gom co:
- Hé thdng may tinh va cac phan mém phuc vu quy trinh bé phiéu tir xa.

- Nguoi trung thuc kiém soat Server dam bao yéu cau bao mat va toan ven két qua
b6 phiéu.
- Mot sb ki thuat dam bao an toan thdng tin : chir ky mu, ma héa déng ciu, chia sé

bi mat, “ chitng minh khong tiét 16 thong tin .

- Hé thong phan phdi khoa tin cay sin sang cung cap khoa cho cong viéc ma hoa

4
113 A9

hay ky “s0 ™.
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2.1.2. Quy trinh bé phiéu tir xa.

Hién nay ngudi ta da nghién ctru va thir nghiém maot sé quy trinh bo phiéu tir

xa, mdi quy trinh ¢6 nhitng wu nhuogc diém riéng. Quy trinh bo phiéu tir xa géom c6

3 giai doan : dang ky, bo phiéu, kiém phiéu.

Chuang minh khong
tiét 16 thong tin

/ M3 hoa dong cau
/I

\

L& phiéu

Tron phiéu

L4 phiéu

Hom phiéu

Cir tri Bang niém yét
cong khai

Chir ky mu

Ban kiém phié

c

Ban dang ky

Hinh 2.1. Quy trinh bé phiéu tir xa

So dd chia sé bi mat
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2.1.2.1. Giai doan ding ky.
a). Cong viéc
*Cutri:

1). Cir tri chon bi mat sb dinh danh x, gidy chimg minh thu dién t (CMT), thdng

tin nhan dang (vi du nhu “van tay”). Ctr tri lam mu x thanh y = Blind(x).

2). Ctr tri giri toi Ban ding ky (PK) thong tin nhan dang caa minh, CMT, sb y (dinh

danh x da duoc ho lam mu thanh y).
* Ban dang ky :

3). Ban ding ky nhan dang ctr tri, Kiém tra CMT cua ctr tri. Néu hd so cua ct tri
hop 18, khép véi danh sach cir tri ciia Ban diéu hanh (DH), Ctr tri chua xin cap chit

ky Ian nao, thi ra Iénh cho Hé théng “ky” 1én y. D6 1a chir ky z = sign(y) .

4). Ban dang ky ghi s6 CMT cua cir tri vao danh sach cac cu tri da duoc cap chir ky
dé tranh viéc ct tri diang ky bo phiéu nhiéu lan.

5). Ban dang ky gui chit ky z vé cho ctr tri.

*Cutri:

6). Khi nhan dugc chit ky nay, cir tri “x6a mu” trén z, ho s€ nhan dugc chir ky
sign(x) trén dinh danh that x . L4 phiéu c6 gin chit ky sign(x) duoc xem nhu d3 c6

chir ky cua Ban diang ky. D6 13 14 phiéu hop 18 dé ctr tri ghi y kién caa minh.

7). Ctr tri ¢6 thé kiém tra chir ky ciia Ban dang ky trén 14 phiéu caa minh c6 hop 18

hay khdng bang cach ding ham kiém tra chit ky va khoa cong khai ciia Ban ding ky

Cha y rang khoa ky trén dinh danh cua ctr tri dwoc chia sé cho moi thanh
vién cia Ban dang ky va Ban kiém tra, nho d6 sau nay Ban kiém tra cO thé phat

hién nhiing ctr tri gia mao chir ky cua Ban dang ky.
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b). Ky thuat sir dung
* Ky thuat “ Chia sé khéa bi mat ” (Secret Sharing):

- Hé théng phan phéi khoa tin cay (PP khéa) di chia sé khoa ky cho céc thanh
vién Ban diang ky trude d6. Sau khi xét duyét hd so xin chit Ky caa ct tri, néu moi
thanh vién cua Ban dang ky déu nhat tri cho ky thi ho s& khdp cac manh khéa riéng

dé nhan duoc khoa ky.

- Muc dich k§y thuat : Tung thanh vién ciia Ban ding ky khong thé ty tién cap
chir ky.

* Ky thuat “ Chir ky mu ” (Blind Signature):
- Ban dang ky sir dung k¥ thuat ky “mu” dé ky 1én dinh danh “ mu > cta ct tri.

- Muc dich cuia ky thuat : Ban dang ky khong thé biét dugc ai da ghi y kién vao

la phiéu, tirc 12 bao dam khong 16 danh tinh ci tri.
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Trwong DHDL Hdi Phong

c). So' 6 Giai doan diing ky

Pé duoc quyén bau cir, Cu tri phai co chit ky cia Ban dang ky

Chon bi mat
bi danh X

X da bi lam mu, S6 CMT, Ho khau,. ..

Ban dang ky

Chir ky trén X da lam mu

Xoa mu dé thu dugc
Chir ky trén X

- Kiém tra céc gidy to cua C tri.
Néu hop Ié thi ky trén X di dugc
lam mu do Ctr tri giri Ve.
- Ghi lai s6 CMT ciia Cir tri dé tranh
viéc Cu tri ding ky nhiéu lan

Hinh 2.2. So' d6 giai doan ding ky.
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2.1.2.2. Giai doan bé phiéu.
a). Cong viéc

*Cwtri:

1). Sau khi 1a phiéu c6 chix ky caa Ban dang ky, cir tri ghi y kién vao 14 phiéu.

2). Ctr tri ma hoa 1 phiéu bang khoa cong khai cua Ban kiém phiéu.

3). Cu tri guri téi Ban kiém tra : 14 phiéu da ma hoa, Binh danh x (khong bi lam mu)
cua ho, Chir ky cia Ban dang ky trén 14 phiéu, “Chting minh khong tiét 16 thong
tin” vé 14 phiéu.

L& phiéu khong dugc chuyén thang toi hom phiéu ma truée dé phai chuyén
tGi Ban kiém tra. Tai day ho kiém tra chit ky cap quyén bo phiéu cé bi gia mao
khdng, xac minh tinh hop 1 cua 14 phiéu.

* Ban kiém tra :

4). Kiém tra chix ky cip quyén bo phiéu trén 1a phiéu. (Lién hé véi Ban dang k)
5). Kiém tra tinh hop I cua 14 phiéu. (twong tac vai ci tri)

6). M4 hoa lai 14 phiéu, gui vé hom phiéu.

Khi 14 phiéu (dd ma hoa) vé Ban kiém tra, cir tri phai gui kém theo dinh danh
that x (khéng bi 1am mu). Nhu vay Ban kiém tra biét dugc chix ky that sign(x) cua
Ban dan ky trén 14 phiéu va dinh danh that x ciia ctr tri, nhung khong biét danh tinh
that caa ctr tri (ho tén, sé CMT,...). Nguoc lai, Ban ding ky biét cac thong tin nay
nhung lai khong biét duoc dinh danh that x caa ¢t tri (vi né di bi 1am mu truéc khi

gui t6i ho).

Khoa ky vao dinh danh cua ctr tri duoc chia sé cho moi thanh vién cua Ban
dang ky va Ban kiém tra. Vi vay trong giai doan nay, Ban kiém tra dung khoa ky do6
dé ky 1én dinh danh that x cua cir tri, kiém tra xem c6 giéng nhu chir ky Sign(x) ma
ctr tri da gui toi ho. Néu hai chir ky trong 14 phiéu trém 1a gia mao, 14 phiéu nay sé

khong dugc gui tiép dén hom phiéu.
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Ban kiém tra thuc hién céc giao thuc twong tac véi ctr tri dé kiém tra tinh hop
1& cua 14 phiéu. Sau khi x4c minh tinh hop Ié cua 14 phiéu, Ban kiém tra giri nd vé
hom phiéu.

Ban kiém tra ding trung gian gitta Ctr tri va Ban kiém phiéu dé ngin chin
mét s tinh hudng thiéu an toan hay vi pham luat bo phiéu, vi du treong hop mua
ban phiéu bau ctr. (Phuong phap bé phiéu truyén thdng khdng can giai doan nay)

b). Ky thuat sir dung.
* K§ thuat “M4 hoa dong cdu” (Homomorphism Cryptography)

M3 héa ddng cau cé tinh chat dic biét: tich cia cac “ban tin” (messenge)
dugc ma hda bang téng cac “ban tin” dugc ma hoéa. Piéu nay rat thich hop cho loai
bo phiéu dién tir khi ma cac “ban tin” duwoc ma hoa thanh 0 hay 1.

Muc dich cua ky thuat : Ban kiém phiéu khéng can giai ma tung 14 phiéu,
van c6 thé kiém phiéu dugc.

* K thuat “Chtng minh khéng tiét 16 thong tin” (Zero_knowlwage proof)

Muc dich ctia k¥ thuat : Ban kiém tra c6 co s& dé xac minh tinh hop 1¢ cua la
phiéu. (Vi duédi dang ma hoa, nén khdng thé biét 14 phiéu cé hop 18 khong).

* Ky thuat “Ky s6” (Digital Signature) : kiém tra chit ky cap quyén trén Ia phiéu.
* K§ thuat “M4 hoa” (Cryptography) : M4 hoa lai 14 phiéu, gui vé hom phiéu.
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c). So' dd giai doan bé phiéu

Chon y kién cho 14
phiéu cia minh

o)

Chir ky cua Ban dang ky.
- L& phiéu da ma hoa bang khoa cong
Cir tri khai cua Ban kiém phiéu

- “Ching minh khéng tiét 16 thong tin”

Ban kiém tra

- Kiém tra chir ky (Lién hé voi Ban ding ky)

- Thyc hién cac giao thurc tuong tac vai Cir tri
dé kiém tra tinh hop 1& cua 14 phiéu.

- M4 héa lai 1& phiéu, giri va Ban kiém phiéu.

Hinh 2.3. So' d6 giai doan bé phiéu.
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2.1.2.3 . Giai doan kiém phiéu.

a. Cong viéc

1). Céc 14 phiéu s& duoc “tron” nho K§ thuat “tron” trude khi chung dugc chuyén vé
Ban kiém phiéu, nham gitt bi mat danh tinh cho céc ct tri.

2). Ban kiém phiéu tinh két qua duwa vao cé4c 14 phiéu (43 ma hoa) guri Ve.

Theo phuong phap mi hoéa ddng cu, Ban kiém phiéu khong can giai ma
ting 14 phiéu, van cé thé kiém phiéu duoc.

Khi kiém phiéu, cac thanh vién trong Ban kiém phiéu dung cac manh khoa
riéng caa minh dé khdi phuc khoa bi mat va dung khoa bi mat nay dé tinh két qua.
3). Ban kiém phiéu théng bao két qua trén bang niém yét cong khai.

b. Ky thuat sir dung.
* Ky thuat “Tron” (Mixing).

Ban kiém phiéu gom m thanh vién, dé ho khdng thé biét duoc 14 phiéu nao la
cua ai, ngudi ta xay dung hé théng ma héa m tang va giai ma m lan méi biét duoc
noi dung cua cac la phiéu.

Pau tién nguoi thir nhat trong Ban kiém phiéu biét duoc ting 14 phiéu 1a cua
ai, nhung lai khong biét noi dung cua ching. Anh ta giai ma lan 1, van khong biét
nodi dung cua chiing, ngudi ndy tron theo trat tu khac. Moi nguoi tiép theo trong Ban
kiém phiéu thuc hién céc cong viéc nhu ngudi the nhat. Sau khi ngudi cudi cing
giai ma lan thi m thi noi dung cac 14 phiéu da rd rang, nhung cac thanh vién trong
Ban kiém phiéu khdng thé biét duoc “tic gia” cua ting 14 phiéu vi chung duoc

“tron” m-1 lan.

* K§ thuat “Chia sé khoa bi mat ” (Secret Sharing).
Chia sé khoa bi mat dé giai ma la phiéu, mdi nguoi trong ban kiém phiém chi
gitr mot manh khoa nén khéng thé tu v giai ma 14 phiéu dé sia lai noi dung 14 phiéu.

* K§ thuat “Ma hoa dong cdu” (Homomorphism Cryptography).
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c). So' dd giai doan kiém phiéu.

Hom phiéu

‘ ~|  Tron céc 1a phicu

- Khbi phuc khéa bi mat.

- Tinh két qua bau cir.

- C6ng b két qua trén bang niém yét
cong khai.

Ban kiém phiéu

Hinh 2.4. So' d6 giai doan kiém phiéu.
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2.2. VAN PE CHIA SE Bi MAT
2.2.1. Khai niém chia sé bi mat.
Khéi niém:

Théng tin quan trong can bi mat, khéng nén trao cho mot nguoi ndm gitr, ma
phai chia Thong tin d6 thanh nhiéu manh va trao cho mdi ngudi mot manh.

Théng tin gc chi co thé duoc xem lai, khi moi ngudi gitt cdc manh thong
tin déu nhat tri. Cac manh thdng tin duoc khép lai dé duoc thdng tin géc.

So do chia sé bi mat dung dé chia sé mot thong tin cho m thanh vién, sao cho
chi nhitng tap con hop thirc céc thanh vién méi c6 thé khdi phuc lai théng tin bi
mat, con lai khdng ai cd thé lam dugc diéu do.

Ung dung:

- Chia sé Thong tin mat thanh nhiéu manh.

- Chia sé PassWord, Khoa mat thanh nhiéu manh.Mdi noi, mdi ngudi hay
mdi may tinh cat diu 1 manh.

2.2.2. Cac sé @b chia sé bi mat.
2.2.2.1. So d6 ngwong Shamir.
a). So do chia sé nguang A(t, m)

Cho t, m nguyén duong, t < m. So do ngudng A(t, m) 1a phwong phap
phan chia Bi mgt K cho mot tap gom m thanh vién, sao cho t thanh vién bat ky c6
thé tinh duoc K, nhung khong mot nhém gom (t-1) thanh vién nao cé thé 1am duoc
didu d6. Nguoi phan chia cac manh khoa khong doc nam trong sé m thanh vién
trén.

Vidyu: C6 m=3 tha qui giit két bac. Hay xay dung hé thdng sao cho bat ki
t=2 thu qui ndo ciing c6 thé md duoc két bac, nhung tirng ngoi mot riéng ré thi
khong thé. 6 1a so d6 ngudng A(2, 3).
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So @6 ngwong Shamir 1979.
Bai toan
- Chia khoa bi mat K trong Z, thanh t manh, phan cho mdi nguoi gitr 1
manh, t< m. tthanh vién “khdp t manh” sé nhan duoc K.
b). Chia manh khod K (Chua khoa D)
Khdi tao: Chon sé nguyénté p.
1. D chon m phan tir x; khac nhau, # 0 trong Zy,
I<i<m (m <p, Tl X; kKhdc nhau, # 0 trong Z, ). D trao x; cho thanh vién P;.
Gia tri x; la cdng khai.
Phan phéi manh khoa K e Z,
2. D chon bi mat (ngau nhién, doc lap) t-1 phan tir eZylaay, ..., au.
3. Vi 1<i<m, D tinh: y; = P(x)), P(X) = K+ Yjos '™ 3 X mod p

4. V61 1<i<m, D sé trao manh y; cho P; .

Vidu 1  Chia manh khoa K
Khoa K=13 can chia thanh 3 manh cho 3 nguoi P1, P3, P5.
1. Chonsd nguyénté p =17, chon m=5 phantx x;=1i
trong Z,,i=1,2,3,4,5.
D trao giatri cong khai x; cho P;.
2. D chon bi mat, ngau nhién t -1 = 2 phan tir trong Z,
a; =10, a,=2.
3. D tinh y; = P(x;), 1<i<m,trong do:

P(x)=K + Y "2 a;x;’ (mod p) =13 + a; x + a, x*(mod 17).
yl =P(x1)=P(1)=13 +a; .1 +a,.1°=13+10.1+2.1°=8
y3 =P(x3 )=P(3)=13 + a; .3 + 8, .32 =13 + 10 .3 + 2 .32 =10
y5 =P(x5)=P(5)=13 + a; .5 + &, .5 =13 + 10 .5 + 2 .5* =11
4. D trao manh y; cho P;.
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c). Cach khoi phuc khoa K tir t thanh vién
Phwong phdp: Gidi hé phwong trinh tuyén tinh t an, ¢ phwong trinh
Vi P(x) c6 bac 16n nhat 12 (t-1) nén ta c6 thé viét:

PX)=K+a x +a,x?+...+ayx™

Cac he sb K, ay,...,ar; 12 cac phan tir chua biét cua Z,, a= K 1a khoa. Vi
Yii = P (Xij), nén co thé thu duoc t phuong trinh tuyén tinh t an ag, ay,...,a.1, Néu cac
phuong trinh doc lap tuyén tinh thi s& c6 mot nghiém duy nhat va ta duoc gia tri
khoa ay = K.

Chu y: cac phép tinh s6 hoc déu thuc hi¢n trén Z,,.

Vidu 2 Khoi phuc khoa K

B ={P1, P3, P5} can két hop cac manh khoa cua ho:
yl =8, y3 =10, y5 = 11, dé khoi phuc lai khoa K.
Theo so d6 khdi phuc khod K, y;; = P(x;;), 1<j <t.
Thay x1=1,x3=3,x5=5 vao

P(X) = ap + a; X + a, X* (mod 17), ap = K.

ta nhan dugc 3 phuong trinh véi 3ansé a0, al, a2.
yl =P(x1)=P(1)=a, +al.l+a2.1°=8 (mod 17).
y3 =P(x3 )=P(3)=a, +al.3+a2.3>=10 (mod 17).
y5 =P(x5 )=P(5)=a, +al.5+a2.5°=11 (mod 17).
Giai hé 3 phuong trinh tuyén tinh trong Z,7, nghiém duy nhat la: a; =13, a1=10,
az2=2.

Khoa dugc khoi phuc la: K=ay =13.
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2.2.2.2. Cdu tric mach don diéu.

Gia sir ta khdng mudn tat ca cac tap con t thanh vién bt ky déu ¢ kha niang
mé khoa nhu trong so d6 ngudng Shamir, ma chi mot s6 céc tap con thanh vién chi
dinh truéc c6 thé lam duge diéu do.

Cau trac don diéu 12 mot giai phap cho yéu cau trén. Tap con cac thanh vién
¢ thé ma duoc khoa goi 1a tap con hop thirc. Tap cac tap con hop thic goi 1a cau
trdc truy nhap.

Néu c6 mot tap gdom cac thanh vién {Py, P,, Ps, P4} trong do cac tap con c6
thé mo khoa 1a: {P1, P2,P4}, {P1,Ps, P4}, {P2, Ps}

Khi d6 ta sé thu dugc cong thirc Boolean sau:

(P P2"Py) v (P1"P3™ Py) v (P2"\P3)

X1 X2 X3 X4

bl

al K-al K—-bl
K—cl A
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X1

al

2.2.2.3 . Cdu triic khong gian vecto Brickell.
Giai doan khéi dau:
1. Vi 1<i<w, D s€ trao vecto (P;) (Zlo)d cho P;. Cac vecto nay dugc céng khai.
Phan phai manh:
2. Gia sir D muén chia sé¢ mot khoa K € Z,, D s& chon mot cach bi mat
(ngau nhién, doc 1ap) d-1 phan ti ctia Z, la ay, ..., ag
3.V6i 1<i<w, D tinh: y; = (P;) trong d6 = (K, ay, ..., ag)
4.Véi 1<i<w, D s€ trao manh y; cho P;
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2.3. UNG DUNG CHIA SE Bl MAT TRONG PANG KY BO PHIEU PIEN TU.
2.3.1. Mt sb bai toan trong ding ky bé phiéu dién ti.

1/. Bai toan bdo vé ho so Pding ky bé phiéu dign tir.
Ctr tri guri ho so dang ky vé cho Ban diang ky tham dinh.

Vdn dé nay sinh :

Trén duong truyén, HO so Pang ky cua Cu tri ¢ thé bi ké gian thay doi
thong tin, hodc danh cap hd so Pang ky.

Phurong phdp gidi quyét :

Str dung céc k¥ thuat mé hoa.
2/. Bai toan thdam dinh hé so ding ky.

Trong qua trinh ding ky bo phiéu dién tir, dé Ban dang ky co thé cap quyén
bau cir cho Cir tri thi Ban ding ky phai xac thuc dugc thong tin cia Cu tri c6 dap
g dwoc yéu cau cua cudc bau cir hay khdng. ( Vi du : Cir tri phai 1a cong dan cua
nuéc Viét Nam, Cir tri du tudi dé bau cr....).

Vdn dé nay sinh :

Ctr tri ¢6 thé cau két vai thanh vién trong ban kiém phiéu dé duyét ho so cho
minh trong khi hd so khong du diéu kién bo phiéu.

Phuwong phdp gidi quyét :

Str dung ky thuat chia sé khda bi mat dé giai ma ho so.

3/. Bai todn Ban ding ky ky vao ld phiéu ( Di dan danh ).
Sau khi tham dinh hd so DPang ky ctia Cur tri, néu ho so hop 18 thi Ban dan ky
s& ky 18n 14 phiéu va giri vé cho Cir tri.

Vdn dé nay sinh :

Ctr tri ¢6 thé cau két véi thanh vién trong Ban dang ky dé xin cap chit ky cho
minh nhiéu lan. Nhu vay s& xay ra tinh trang béan chi ky.

Phuong phdp gidi quyét

Str dung k§ thuat chia sé¢ khda bi mat, dé ky.
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2.3.2. Ung dung chia sé bi mat.

1/. Ung dung chia sé bi mdt vao bai toan Tham dinh hé so ding ky.

Khoa giai ma tirng ho so dang ky bo phiéu dién tir s& dugc chia thanh nhiéu
manh, mdi ngudi trong ban Dang ky s& gitr mot manh. Khi tit ca moi ngudi trong
ban Pang ky dong y giai m4 ho so thi s& ghép cac manh khoa lai dé dugc khoa giai
ma hod so.

Nhu vay mot ngudi trong ban Diang ky khong thé ty v stra d6i hd so dang ky
cta cu tri dé phu hop véi diéu kién dang ky.

2/. Ung dung chia sé bi mat vao bai toan Ky vao 14 phiéu.

Khoa ky mi vao 14 phiéu s& duoc chia thanh nhiéu manh, mdi ngudi trong
ban Dang ky s& giit mot manh khoa. Khi tat ca moi nguoi trong ban Pang ky dong y
ky thi s& ghép cac manh khoa lai dé dugc khoa ky va ky Ién 14 phiéu.

Nhu vay mot nguoi trong ban Ping ky khong thé tly tién cap chir ky duoc,

ma phai c6 su ddng thuan nhat chi cua tt ca thanh vién trong Ban ding ky.
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Chuong 3. THU NGHIEM CHUONG TRINH.
3.1. THU NGHIEM CHUONG TRINH CHIA SE KHOA Bi MAT.

* Thir nghiém chwong trinh chia sé khoa bi mat theo so' @6 ngwdng Shamir :
Bai toan

Chia khoda bi mat K trong Zp thanh t manh, phan cho mdi nguoi gitr 1
manh, t< m. tthanh vién “khép t manh” s€ nhan duoc K.

3.1.1. Chia sé kho& bi mat K

Khdi tao: Chon sb nguyén té p.

1/. D chon m phan tir X; khac nhau, # 0 trong Z,,

1<i<m (m < p, X; khac nhau, # 0 trong Z, ). D trao x; cho thanh vién P;. Gia

tri x; 1a cébng khai.
Phan phdi manh khoa K e Z,

2/. D chon bi mat (ngau nhién, doc 1ap) t-1 phan tir eZ, la ay, ..., apy.

3/. Véi 1<i<m, D tinh: y; = P(x;), P(x) = K+ Y= '™ a; ¥ mod p

4/. Véi 1<i<m, D s€ trao manh y; cho P; .
3.1.2. Khéi phuc khéa K tir t thanh vién

Phuong phdp: Gidai hé phwong trinh tuyén tinh t an, ¢ phwong trinh
Vi P(x) ¢6 bac 16n nhat 1a (t-1) nén ta c6 thé viét:

PX)=K+a; x*+ayx2+..+ag x™

Céc hé s6 K, aj,...,a,; 12 cac phan tir chua biét cta Z,, a= K 1a khod. Vi
¥ii = P (Xij), nén co thé thu duoc t phuong trinh tuyén tinh t an ay, ay,...,a.1, Néu cac
phuong trinh doc 1ap tuyén tinh thi s& c6 mot nghiém duy nhit va ta duoc gia tri
khoa ap = K.

ChU y: cac phép tinh s6 hoc déu thuc hi¢n trén Z,,.
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3.2. CAU HINH HE THONG.
1/. Céu hinh phan ciéng.
RAM : téi thiéu 512 MB
CPU : Intel core i3-540 @ 3.06GHz
2/. Phan mém.
Hé diéu hanh (OS) : Windows 7 : 32bit hoic 64bit.
Chuong trinh chay trén nén .NET framework 4.
3.3. CAC THANH PHAN CHUONG TRINH.
Chuong trinh ¢6 2 thanh phan chinh :
a). Chia sé khoa bi mat.
Phan chia sé khoa bi mat bao gém cac 6 :
- Khoa can chia se.
- Sb thanh vién giir khoa.
- S6 thanh vién téi thiéu dé mo khoa.
- Giatrip.
- Nut “Chia s¢ khoa”.
- Nut “Nhap lai”
- Bang két qua sau khi chia khoa.
b). Khéi phuc khoa bi mat.
Phan khoi phuc khda cua chuong trinh bao gom :
- Bang chura céc gia tri khoa da chia sé.
- Nt “Khoi phuc khoa”.

- Hop thdng béo két qua khoa sau khi khéi phuc khoa.
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3.4. HUONG DAN SU DUNG CHUONG TRINH.

Théngtin ~ Thoat

Chwong trinh chia sé khéa bi mat dwra vao so d6 ngwdng Shamir

Chia khoa Ghép khoa

Khéa can chia & (I

Luia chon
S6 thanh vién gidl khéa [ ] ]
S6thanh vién 16 thigu dé m khéa ||
Gidwip ]

Chiasékhéa | Nhaplai |

Hinh 3.1. Giao di¢n chwong trinh chia sé khoa bi mdt
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3.4.1. Chia sé khoa bi mat.

as! Chufgng trinh chia sé khéa bi mét = B
Théngtin ~ Thoat

Chuong trinh chia sé khéa bi mat dwa vao so do ngwong Shamir

Chia khéa Ghép khda
Khéa can chia sé 13
Luia chan x i a
S5 thanh vién gidl khéa 5 3 = | 2
O 2 47
S5 thanh vién t&i thidu d& ma khéa |3 O 3 a2
O 4 129
Gia tri p 17 O 5 188
O
,—| v
pi ”
24
47

82
123
188

-
mJ-wMIH

Hinh 3.2. Hwéng ddn chia khoa bi mat

Cdc bugc thuc hién :

- Budc dau tién ta nhap gia tri khoa can chia sé.

- Nhap sé luong thanh vién can chia sé : Chinh 1a s6 lwong thanh vién giir khoa,

- Nhap sb lugng thanh vién tdi thiéu dé c6 thé mg khoa.

- Nhap gia tri p (p ¢ day 1a mot sé nguyén té).

- Click vao nut “Chia sé khoa”, va két qua s& duoc hién thi ra bang két qua.
Ta dem trao gia tri P; cho nguoi thr X twong tng.

- Click vao nat “Nhap lai” néu mudn nhap lai cac gia tri tir dau.
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Vidu :

Nhap céc thong tin can thiét ban ddu nhu hinh 3.2 thi ta s& dwoc két qua trong bang

phia dudi nhu sau :

Nguoi thir 1 gitt manh khéa c6 gia tri : 24
Nguoi thir 2 gitt manh khéa c6 gia tri : 47
Nguoi thir 3 gitt manh khéa cé gia tri : 82
Nguoi thir 4 gitr manh khéa co6 gia tri : 129
Nguoi thir 5 gitr manh khéa co gia tri : 188
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3.4.2. Khéi phuc khoéa bi mat.

as! Chufgng trinh chia sé khéa bi mét = B
Théngtin ~ Thoat

Chuong trinh chia sé khéa bi mat dwa vao so do ngwong Shamir

Chia khéa Ghép khda
Khéa can chia sé 13
Luia chan x i a
S5 thanh vién gid khéa 5 1 24
O 2 47
S5 thanh vién t&i thidu d& ma khéa |3 3 a2
O 4 129
O
1 W
Chia =& khéa Nhap lai
xi pi A
v R 2 Khoa bi mit Ia : 13
2 47
3 82
4 129
5 188
v

Hinh 3.3. Hwéng ddn ghép cac manh khéa bi mat

Cdc bugc thuc hién :

- Tai bang chtra cAc manh khoa di chia, ta tich chon vao cot “Lua chon” dé chon
c4c manh khoa dem di khdi phuc (S6 luong lua chon phai 16n hon hoic bang sé
luong ti thiéu thanh vién co thé ghép khoa. ).

- Click vao nat “Khéi phuc khéa”. Két qua s& duoc hién thi ra phia bén dudi.
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KET LUAN

Dé &n tot nghiép co 2 két qud chinh :
1. V& mit ly thuyét, P6 an tét nghiép da trinh bay :

- Tong quan vé An Toan Théng Tin.

- Tong quan vé bo phiéu dién ti.

- Vin dé chia sé bi mat va ¢tng dung trong bo phiéu dién ti.
2. V& mit thwe hanh, D6 an tét nghiép da thir nghiém chwong trinh : Chia sé
khoa bi mat dwa vao so' dd ngudng Shamir.

Chuong trinh chia sé¢ khéa bi mat dira vao so 6 ngudng Shamir bao gom 2

phan chinh 14 :
- Chia sé khoa bi mat.

- Khéi phuc khoa bi mat.
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TAI LIEU THAM KHAO

1. “ Gido trinh An toan dit ligu ” — PGS. TS Trinh Nhat Tién, Dai hoc Cong
Nghé, Dai hoc Québc Gia Ha Noi.

2. “Vémgtquy trinh bé phiéu tir xa” -Trinh Nhat Tién, Truong Thi Thu Hién,
Dai hoc Cong Nghé, Pai hoc Québc Gia Ha Nai.

3. Website : www.tailieu.vn
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PHU LUC

1). Code chwong trinh chia sé khda (ngdn ngir Iap trinh vb.net) :
Dim p As Integer

Dim k As Double

Dim m As Integer

Dim t As Integer

Dim kt As Integer

Dim a() As Double

Private Sub bt_chia_Click(ByVal sender As System.Object, ByVal e As
System.EventArgs) Handles bt_chia.Click

If txt_ k. Text="" Or txt_ m.Text ="" Or txt_p.Text ="" Or txt_t.Text=""
Then
MessageBox.Show("Ban phai dién day du théng tin vao cac 6 1)
Else
p = Convert.ToDouble(txt_p.Text)
k = Convert. ToDouble(txt_k.Text)
m = Convert. ToDouble(txt_m.Text)
t = Convert.ToDouble(txt_t.Text)

ReDim a(0 To p)
Dim y(0 To p) As Double
Dim tg(0 To p) As Double
Dim GetNumber As New Random
DataGridViewl.Rows.Add(100)
DataGridView2.Rows.Add(100)
kt=0
Fori=2Top-1Stepl

If p Mod i=0 Then

kt=1
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End If
Next
If kt =1 Then
MessageBox.Show("Gia tri p phai 1a s6 nguyén t6 1")
Else
Fori=1To(t-1) Step 1
a(i) = GetNumber.Next(1, p)

Next
Forj=1TomStep 1
tg() =0

Fori=1To(t-1)Step1l

tg() = tg(j) + (ai) * j ~ (1))
Next
y() = (k +t9())
DataGridViewl.ltem(0, j - 1).Value() = J.ToString
DataGridViewl.ltem(1, j - 1).Value() = y(j). ToString
DataGridView2.Item(1, j - 1).Value() =j.ToString
DataGridView2.ltem(2, j - 1).Value() = y(j).ToString

Next
End If
End If
End Sub

2). Code chwong trinh khéi phuc khoa (ngon ngir 1ap trinh vb.net) :
Private Sub bt_ghep_Click(ByVal sender As System.Object, ByVal e As
System.EventArgs) Handles bt_ghep.Click

Dim pt(100, 100) As Integer

Dim b(100) As Integer

Dim y(0 To p) As Integer

Dim tg(0 To p) As Integer

Dim n As Integer, aa As Integer, s As Integer, jj As Integer, kk As Integer
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Dim i1, i2 As Integer, ii As Integer
n=t
Dimc(n,n+1)
ji=0
i1=0
i2=0
Forj=0TomStep 1
If DataGridView2.1tem(0, j).Value <> Nothing Or DataGridView2.Item(0,
j)-Value =1 Then
2=i2+1
End If
Next
Ifi2 <t Then
MessageBox.Show("Ban phai chon s6 ngudi ghép khoa tdi thiéu bang " +
txt_t.Text. ToString)
Forj=0Tom Step 1
DataGridView2.ltem(0, j).Value =0
Next
Else
Ifi2 >t Then
MessageBox.Show("Ban nén chon s6 nguoi ghép khoa bang " +
txt_t.Text. ToString)
Forj=0Tom Step 1
DataGridView2.l1tem(0, j).Value =0
Next
Else
Forj=0Tom Step 1
If DataGridView2.1tem(0, j).Value <> Nothing Or
DataGridView?2.ltem(0, j).Value = 1 Then
i1=il+1
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b(i1l) = DataGridView2.ltem(2, j).Value()
c(il, 1) =1
Forii=2Ton
c(il,ii)=( + 1)~ (ii - 1)
Next
c(il, n+ 1) = b(il)
End If
Next

Fori=1Ton
s=c(i, 1)
Forj=1Ton+1
c(i,j)=c(i,j)/s
Next
Forj=1Ton
If j <>iThen
aa=c(j, i)
Forkk=1Ton+1
c(j, kk) = c(j, kk) - aa * c(i, kKk)

Next kk
End If
Next j
Next
Fori=1Ton
a(i-1)=c(i,n+1)
Next i
Ib_k.Text ="Khéa bi mat la: " + a(0).ToString
End If
End If
End Sub
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