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LOI MO DAU

Su phat trién nhanh chéng cta nganh céng nghé thong tin hién nay, & bat ky mot
linh vuc nao cling mudn tao sy don gian nhanh chéng trong qua trinh quan 1y, gidm sét
va theo dai. Mot thiét bi gilp quan sat, giam sat, theo doi moi thir ma chung ta mubn da
ra doi, do 1a CAMERA IP.

Theo xu hudng sé hoa, hién dai cia thanh phdé Hai Phong, nhu cau don gian héa
viéc quan 1y, giam sat 1a mot van dé& quan trong. Thiét bi co thé giai quyét duge van dé
nay 1a thiét bi theo ddi “ Camera IP”. Mot thiét bi gon nhe, dé str dung, c6 thé truc tiép
hoidc gian tiép giam sat theo ddi moi luc moi noi.

Camera IP Ia loai camera quan sat c6 hinh anh dugc s6 hoa, xir Iy va ma hoa tur
bén trong, sau do truyén tai tin hiéu anh s6 qua mot két ndi Ethernet vé may vi tinh, ciing
6 thé 1a mot thiét bi luu trit tin hiéu sb nhu: Hé théng NAS, hé théng Sever hodc dau
ghi hinh IP. Trai qua qué trinh cong tac tai VNPT Hai Phong, di tham gia trién khai
nhiéu du 4n chuyén ddi s6 quan trong cua thanh phd. Cung qué trinh hoc tap tai truong
Pai Hoc Quén 1y va Cong Nghé Hai Phong, duoc tiép xtc va huéng dan boi nhiéu giang
vién trinh d6 cao. Nay em duogc giao thuc hién dé tai: “Ung dung Camera IP thiét ké
hé thong giam sat chung cr HOANG HUY COMMERCE”.

Sau mot thoi gian nghién ctru, 1lam viéc khan truong dudi su huéng dan cua thiy
gi4o ThS. Nguyén Vian Duong, do 4n nay da dugc hoan thanh.

Em chan thanh cam on thiy gido ThS Nguyén Vin Duong di tin tinh huéng dan,
dinh huéng cho em nghién ctru thuc hién dé tai ndy. Em ciing xin cam on tit ca cac thay
cb khoa bién - Pién tir, truong Pai Hoc Quan 1y va Cong Nghé Hai Phong da giap do
em rat nhiéu trong qua trinh nghién ctru dé em c6 thé hoan thanh d6 an ctia minh.

Hai Phong, ngay ....thang ....nam 2024
Sinh vién thuc hién

Pham Minh Nghia


https://www.phucanh.vn/camera-ip.html
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CHUONG |: GIOI THIEU VE CAMERA IP

1.1 GIOI THIEU CAMERA QUAN SAT
Camera 1a mot thiét bi ghi hinh. Mdt chiéc Camera c6 thé ghi lai dugc nhiing
hinh anh trong mot khoang thoi gian nao do, Iuu trlr va sau d6 nhiing nguoi giam sat
c6 thé xem lai bat ctr khi ndo ho mudn. Véi chirc ning co ban 1a ghi hinh. Camera
dugc tng dung rong rai trong linh vyc gidm sat. Mot hé théng cac Camera dat tai
nhiing vi tri thich hop s€ cho phép quan sat, theo ddi toan bd ngdi nha, nha may, Xi
nghiép hay nhiing noi mudn quan sat, ngay ca khi khong c6 mit tryc tiép tai do.
1.1.1 Céu tao va nguyén ly chung
Mot Camera quan sat bao gdm cam bién camera, éng kinh (Lens), vo chira
camera va chan dé.
« Ong kinh (Lens):thanh phan tiép nhan hinh anh.
* V6 chita camera: Duing bao quan camera giam sét trong truong hop lip dit
camera ¢ ngoai troi.
« Chan dé: dung dé gin camera (néu ding loai Camera tron thi khong can).
« Cam bién hinh anh (Image sensor): 1a bd phan dau tién ctia camera tiép
nhan hinh anh. Sau khi bt 4nh sang, cic chip cam ung c6 nhiém vu chuyén ching
thanh cac dién tr. Cac dién tr nay sau do s& dugc chuyén thanh dién ap (dé co thé
do ludng duoc) rdi chuyén sang dang tin hiéu sé ma chung ta thiy duoc.
1.1.2 Phan loai camera quan sat
C6 3 cach phan loai Camera:
- Phan loai theo ki thuat hinh anh.
- Phan loai theo duong truyén.
- Phan loai theo tinh nang sir dung.
1.1.3 Phéan loai theo ki thuét hinh dnh
a) Camera quan sat Analog

Ghi hinh bang tir xir ly tin hiéu analog, xt ly tin hiéu mau vector mau, tin hiéu dién



truyén trén dudng cap dong truc.

Loai Camera ndy c6 chat lwong hinh anh kém , hién it dugc st dung.

Hikvision G

—_—

Hinh 1.1: Camera Analog

Hinh 1.2: Pau ghi hinh

Hinh 1.3: Card ghi hinh



b) Camera quan sat CCD (Charge Couple Device) (100% s6)

Camera quan sat CCD sir dung ki thuat CCD dé nhan biét hinh anh. CCD
| tap hop nhitng 6 tich dién c6 the cam nhan anh sang sau d6 chuyén tin hiéu 4nh sang
sang tin hiéu sé dé dwa vao cac bo xur ly. Nguyén tic hoat dong clia CCD c¢6 thé m6 ta
dudi day:

CCD gém mét mang ludi cac diém bit sang duoc phil bang 16p boc mau
(do - red, hodc xanh luc - green, hoic xanh duong - blue), mdi diém anh chi bat mot
mau. Do d6, khi chup anh (cira trap mo), &nh sang qua éng kinh va duogc luu lai trén bé
mét chip cam bién dudi dang cac diém anh.

MJdi diém anh c6 mot mie dién ap khac nhau s& duogc chuyén dén bo phan
doc gia tri theo ling hang. Gia tri mdi diém anh s& dugc khuéch dai va dua vao bd
chuyén d6i tin hiéu tuong tur sang tin hiéu sb, cudi cung dé vao bo xu 1y dé tai hién
hinh &nh da chup. Chinh qua trinh doc théng tin thuc hién theo tirng hang da lam cho
téc do xir Iy anh cham, rdi thiéu hoac thira sang.

Céc thdng s6 k¥ thuat cua Camera quan sat CCD 1a duong chéo man hinh
cam bién (tinh bang inch ). Kich thugc man hinh cam bién cang I6n thi chat luong
cang tét. (man hinh 1/3 inch Sony CCD s& ¢d chat lugng tét hon 1/4 inch CCD, vi 1/3
inch > 1/4 inch). Hién nay c6 rat nhiéu hang san xuat cam bién hinh anh nhung chi c6
cam bién hinh cua Sony va Shaip hinh 4nh dep va trung thuc. Chét luong cua Shaip
kém hon chit luong clia Sony va gié thanh ré hon.

Hinh 1.4 Camera CCD



¢) Camera quan sat CMOS (Complementary metal oxide semiconductor)
Camera quan sat CMOS c¢6 nghia 1a chat ban dan c6 b sung oxit kim loai,
canh mdi diém bét sang da c6 san mach dién bd tro dé dang tich hop ngay qua trinh xu
ly diém anh. Vai cau tric nay, moi diém anh s& duoc xir Iy ngay tai chd va dong loat
truyén tin hiéu sé vé bo xi 1y dé tai hién hinh anh da chup nén téc d6 xtr ly s& nhanh
hon rat nhiéu.

Mot tru diém nira ma cau tric nay mang lai 1a ¢ thé cung cip chtic ning
tuong tac mot ving diém anh (nhu phong to mét phan anh) cho ngudi st dung, diéu
ma chip cam bién CCD khé 1am duoc. Vi kha niang bd trg nhiéu nhu vay nhung chip
cam bién CMOS lai tiéu thu it niang lwong hon chip cam bién CCD, cong véi nhiéu yéu
t6 khac ma gia thanh san xuat chip CMOS thap.

HIKVISION

Hinh 1.5 Camera CMOS
Hién nay trén thi trudng, dong may dung chip cam bién CMOS thuong 1a dong

chuy@n nghiép hay ban chuyén nghiép, da s 1a & may quay video (gan dy ciing da co
may anh ban chuyén nghiép ding chip CMOS ctia Canon), nén gia tién c6 the s& vuot
quéa kha ning ctia ngudi diing mua may anh phuc vu cho nhu cau ctia c4 nhén, gia dinh.
Do vay, may anh ding chip CCD van con chiém linh thi trudng pho thong trong thoi

gian trudc mat,



1.1.4 Phan loai Camera quan sat theo k¥ thuit dwong truyén
a) Camera quan sat c6 day

Camera quan sat c6 day c6 uu diém d6 1a kha ning an toan cao, tinh bao
mat t6t duoc str dung truyén tin hiéu trén day cap dong truc khoang 750hm - IVpp, day
C5. Day la giai phap dugc danh gia 14 an toan, ching t6i ciing khuyén khich céc ban
nén dung loai Camera quan sat cé day, ngoai tru’ nhiing truong hop dac biét khac.Chu
y rang khi truyén véi khoang cach xa thi can ¢ bo khuyéch dai de tranh viéc tin hiéu
duong truyén suy hao, dan dén chit luong hinh anh khéng tét.

Hinh 1.6: Camera c6 day

b) Camera quan sat khéng day

Gidng nhu tén goi, cdc Camera quan sat ndy déu khong c6 day. Nhung ciing
khong hoan toan nhu vay. Cac Camera nay van can thiét phai cd day nguon. Cac loai
Camera quan sat khong day c6 wu diém do 1a dé thi cong lap dit do khdng can di day,
tuy nhién Camera quan st c6 hé sé an toan khong cao. C6 1 sb van dé can quan tam
dbi vai thiét bi khong day. Do 1a tan sd ban sir dung, camera quan sat khong day st
dung s6ng v tuyén R.F truyén tin hiéu thuong tan sé dao dong tir 1,2 dén 2,4MHZ.
Camera quan sat khong day duoc st dung khi lap dit tai cac khu vue dia hinh phtc tap
kho di day tir Camera quan sat dén céc thiét bi quan sét, vi du nhu cic ngdi nha co
nhiéu tudng chan.

Déi véi khoang cach xa ching ta can phai st dung nhiing thiét bi dac biét

hoat dong & 1an s6 cao va gia thanh kha dit.
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Viéc s dung Camera quan sat khong day dugc danh gia la khong an toan
dé bi bat séng hodc bi anh huong nhidu trude cac nguon séng khac nhu dién thoai di

dong va thoi tiét ...

HIKVISION

// o

Hinh 1.7: Camera khéng day
¢) IP Camera (Camera quan sat mang)

IP Camera dugc két ni truc tiép vao mang théng qua Swich hoic Router,
tin hiéu hinh anh va diéu khién duoc truyén qua mang. Tat ca cac camera mudn hién
thi hodc ghi hinh dwgc déu phai thong qua phan mém duoc cai dat trén may vi tinh.

Hién nay hé théng camera IP dé c6 rat nhiéu mau md dé lya chon va gia

thanh rat hop 1y nén duoc sir dung rong rai.

® | HiKvsiov

Hinh 1.8: Camera IP

11



1.2 CAMERA IP
1.2.1.Khai ni¢m

Camera IP hay con goi 1a Network camera 13 loai camera c6 kha ning s hoa
hinh anh, nén dir liéu rdi truyén di xa qua hé théng mang Lan, Internet. .. (trong tu nhu
webcam) Xét vé mat nguyén 1y, camera IP ¢6 cdu tao twong tu nhu camera analoge.
Piém khac & chd chung truyén tinh hiéu hiéu dudi dang s6 hod. Ngudi sir dung co thé
dung méy tinh dé két ndi t6i camera dé quan sat va diéu khién ngay tai di hodc tir noi
cach xa hang nghin kilomet.. Hinh anh tir camera IP ¢ thé ghi lai bang thiét bi chuyén

dung hoac phan mém.

Hinh 1.9: Camera
Camera IP mé ra ky nguyén méi vé camera quan sat qua mang
Heé thong camera an ninh (Closed Circuit Television — CCTV) bat dau phat trién
ttr nhitng nam 1970 cho muc dich an ninh va cac tng dung quan sat khac.
Cho dén hién nay, su phat trién cia mot hé théng CCTV c6 thé chia thanh 3 giai
doan:
- Giai doan dau tién 13 ky nguyén ( VCR (Video Cassette Recorder)
- Tiép theo 1a ky nguyén DVR (Digital Video Recorder)

12



- Cudi cung 13 ky nguyén IP-Surveillance (quan sat qua mang IP).

Tuong tng véi timg giai doan, cudc cach mang sé hé thong CCTV da lam thay
d6i bon thanh phan co ban ciia camera, bd ghi hinh, man hinh quan sat vé hé thong
mang video.

Dau tién, su sb hoa camera bit dau vao nam 1990 khi camera ky thuat sO sir
dung b cam bién quang dién s6 (CCD sensor) thay thé cho bd cam bién quang dién
tuong tu (analog tube). Pay chi 1a mot sy s6 hod co chimg muc vi van st dung hé
thong cap dong truc dé truyén tin hiéu hinh anh (Composite Video) va viéc ghi hinh
cling con sur dung bang tir. Thoi ky nay chinh 1a ky nguyén VCR.Khoang ndm 1996, su
s6 hoa bd ghi hinh di bién d6i bo ghi hinh VCR thanh bo DVR. Uu diém ctia bo DVR
1a khong phai luu trir bang tir ma bang 6 cing, chat luong hinh anh ghi tot va khong bi
bién d6i, viéc xem lai nhanh chéng va hiéu qua. O giai doan nay, ngd vao tir camera
van 1a cap dong truc va tin hiéu hinh anh lavideo composite, man hinh quan sat van 1a
man hinh analog, nén trén thuc té day 1a su lai tap gitra k¥ thuat tuong tu (Analog) va
k¥ thuat s6 (Digital). P4y chinh 1 giai doan khoi dau ctia ky nguyén DVR. Vio nira
sau ctia ky nguyén DVR, sy s6 hdaman hinh quan sat da bién d6i man hinh quan sat
analog thanh man hinh may tinh VGA (Video Graphics Array) va liic ndy cau trac cia
mot bd DVR gﬁn nhu 1a mét may tinh véi mé dun bét hinh. Ngoai ra, bd ghi hinh dan
duogc trang bi thém mo dun mang va két hop voi modem ADSL dé c6 thé xem hinh tir
xa qua mang LAN/WAN/Internet.Su s6 hoa mang video bat dau nam 2002, di hoan
thanh cudc cach mang sd hé théng CCTV, mod ra mot ky ngu yén méi, ky nguyén
mang IP-Surveillance. Mang IP surveillance 1 mot hé théng cho phép chung ta c6 thé
quan sat va ghi hinh tir xa qua giao thitc TCP/IP (LAN/WAN/Internet). Khac véi h¢
thong analog sir dung cap dong truc dé ndi timg camera vé trung tdm, mang IP-
Surveillance sir dung hé théng mang may tinh thong thuong (CAT-5) 1am méi truong
truyén dan thong tin. Néu & ky nguyén DVR su s6 hoa va nén anh dién ra bén trong bo
DVR thi sang ky nguyén IPSurveillance, sy sb hoa va nén anh dién ra bén trong

camera IP hodc bén ngoai camera nhd bd nén anh va chuyén doi IP (Video Server).
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Ltc nay b ghi hinh s€ ghi qua mang TCP/IP va dugc goi la b NVR (Network Video

Recorder).
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CAMERA IP
Chui thich: hé théng camera IP
1. Cdp mang
2. Cép HDMI hogc VGA hojic AV —
3. Str dyng déu ghi NVR dé luu trir dir ligu (cdc video, hinh dnh)
4. Str dung SWITCH c6 chirc néng cdp ngudn PoE hodc cip nguén tryc
tiép cho camera

Hinh 1.10 Hé thong giam sat
1.2.2 Céu tao Camera IP

Camera IP bao gém cac thanh phﬁn chinh sau: éng kinh, bd cam bién hinh anh,
cam bién am thanh, chuyén doi A/D.

+ Ong kinh:

Day 1a thanh phan phia trude ctia camera, ong kinh c6 khau do ¢ dinh, tu dong
thay ddi tiéu cy, tu dong thu phong, mot sé camera c6 6ng kinh di dong cho kha ning
ghi hinh ¢ nhitng khong gian rong 16n.

b6 dai tiéu cu quyét dinh anh truong ngang tai mot khoang cach nhét dinh,
tiéu cy cang dai thi goc quan sat cang hep.

Cam bién hinh anh c6 kich thuéc khac nhau, vi du nhu 2/3”, 1/2”, 1/3” va
1/4” va thau kinh dugc san xuat phai phu hop. Néu mot 6ng kinh dwoc san xut
cho mot cam bién nhé hon mot cam bién nam trong mdt camera thi hinh anh thu
dugc s€ bi den goc con mot éng kinh duogc 1am cho mot cam bién c6 kich 16n 15'1p
cho camera véi cam bién ¢ kich thudc nho thi goc quan sat s& bi thu hep va mot
phan hinh anh bi mét. Ong kinh thudng co cac dang:

Fixed lens: Kiéu dng kinh nay c6 chiéu dai tiéu cy ¢b dinh 1a 4mm.
14



Fixed lens

Hinh 1.11 Fixed lens
Varifocal lens: Kiéu 6ng kinh nay cho phép diéu chinh chiéu dai tiéu cy thau
kinh (dong nghia véi goc quan sat) bang tay. Khi ma chiéu dai tiéu cy bi thay doi ciing
liy nét lai cho 6ng kinh. Ong kinh kiéu nay c6 dai tiéu cu tir 3,5mm dén Smm

Ve ifoca! s

Hinh 1.12 Variflocal lens
Zoom lens: Chiéu dai tiéu cu c¢6 thé dugc diéu chinh trong mot khoang tir 6mm

dén 48 mm ma khong can quan tim dén viéc 14y nét. Ong kinh c6 thé duoc diéu chinh

Hinh 1.13: Zoom lens

bang tay hoic tir xa.

+ Cam bién hinh dnh (image sensor)

Bo cam bién hinh anh c6 hai loai: CCD va CMOS. Uu diém chinh cia CMOS
so voi CCD 1a tiét kiém dién niang, Tuy nhién CMOS cho chat lugng hinh anh khong
16 nét nhu CCD va trong méi truong 6 su thay doi nhanh ciia hinh anh thi sy nhay bén
ctia CMOS 1a khong tbt va dén 1am néng thiét bi.

+ Cam bién 4m thanh: Cam bién nay hoat dong giéng nhu microphone cho phép ghi
lai am thanh.
15



+ B chuyén dbi Analog/Digital(A/D converter): Dung dé chuyén doi tin hiéu tuong
tu sang s0.

1.2.3 CAu tric Camera IP

Anh Bo loc Tach CcCD Xir Iy tin F ormat

quang y quang [~ | mau higu g
- T 1 T

OSC up

Hinh 1.14: Cau trac Camera IP
1.2.4 Nguyén ly hoat dong

Mot IP camera dugc mo ta nhuw mot thiét bi hai trong mot( gdm 1 camera
thong thuong va 1 may tinh). N6 két ndi truc tiép vao hé théng internet nhu cac thiét bi
network khac.Mot IP camera c6 riéng cho né mot dia chi IP va gan lién véi tinh ning
clia mdt may tinh dé diéu khién viéc thong tin trén internet. Mot s6 camera IP con
duoc trang bi thém tinh ning phat hién chuyén dong hodc c6 nhiing cong output cho
cac camera thong thuong khac.

Théu kinh s& bat 1y hinh anh — c6 thé duoc miéu ta nhu nhiing chiéu dai dai
song khac nhau cua anh sang — va bién ddi ching thanh tin hiéu dién tir khac. Nhimg
tin hiéu ndy sau d6 duoc chuyén dbi twong ty thanh sb va chuyén dén tinh ning vi tinh
noi ma hinh anh duogc nén lai va gui di thong qua internet.

Ong kinh cta camera lam cho hinh anh tip trung vao chip hinh anh. Trudc
khi dén duoc chip hinh anh d6 phai di qua bd kinh loc - s& bo di nhiing tia hong ngoai
dé nhiing mau sac chuén s& duoc hién thi. Pbi v6i camera ngay va dém thi b phén loc
tia hong ngoai s& duoc chuyén di dé cung cdp nhitng hinh anh tring va den & chat
luong cao trong diéu kién ban dém. Liic ndy chip hinh anh s& chuyén doi hinh anh (bao
gdm nhitng thong tin vé anh sang) vao tin hiéu dién tir. Nhimg tin hiéu nay san sang dé

duoc nén va gui di thong qua internet.
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1.3 Phan loai Camera IP
1.3.1 Camera IP thong thuong

Dong camera quan sat qua mang internet. Tich hgp sin giao thirc internet
protocol.Str dung hé théng diy mang dé truyén tin hiéu hinh anh.Camera IP ciing duoc
chia 1am nhiéu loai.camera IP dome, camera IP than, camera IP Speed Dome gidng
nhu camera Analog. Nhung Camera IP cho hinh anh sic nét hon rat nhiéu so véi
Analog.Va ¢ hd trg nhiéu tinh ning noi bat hon.

1.3.2 Camera c06 wifi

La dong camera IP khong c6 day, st dung song wifi dé truyén tai dir liéu
thdng qua giao thirc Internet Protocol. Thich hop dung cho nhitng noi kho di day hoac
khong thé di day.Uu diém: ldp dat nhanh gon, dé dang di chuyén dén moi noi.

1.4 Cong ngh¢ truyén din Camera IP
1.4.1 PoE(Power over Ethernet) — Cung cip ngudn qua mang

Power over Ethernet (PoE) c6 cach thic hoat dong don gian bang cach
chuyén ddi nguén cung cip dién co ban thanh mdt ngudn cap dién ap thap duoc gui
vao hai cip soi bén trong cap CATS dé cung cip ngudn cho thiét bi tram phat cudi.
Trong hé théng ngudn cip trén cap mang Ethernet (PoE), c6 it nhat hai thanh phin
tham gia vao:

PSE (Power Sourcing Equipment): + Nhitng thiét bi loai nay ldy vao ngudn
cap dién co ban va cung cap dién ap thap, ngudn dién mot chiéu DC vao cap Ethernet.
PSE c6 thé cung cdp ngudn 1én dén khoang 12W & 48V cho mot thiét bj twong thich
Power over Ethernet (PoE) yéu cau ngudn cip. Trong mang vo tuyén co hai loai PSE
la Endspan va Midspan. Endspan lam viéc twong tu cach ctuia cac bo chuyén mach
Ethernet, cling bao gé)m viéc cung cép dién trén cac mach truyén dan dir liéu Ethernet.
Endspan c6 thé dugc goi la bo chuyén mach Power over Ethernet (PoE). Midspan 1a b
tang ap dugc dit ¢ gitta mot chuyén mach Ethernet va cac thiét bi dugc cip ngudn
trong khi ting 4p ma khong anh huong dén dir liéu. Midspans co thé duoc goi 1a bd
tang ap PoE (PoE injector).
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« PD(Powered Devices): Pdy la nhitng thiét bi duoc kich hoat Power over
Ethernet (PoE) tai diém cudi cua cap Ethernet doi hoi phai co dién ap thap, dién DC.
Trong mang vo tuyén, PD phai c6 mot bd chia PoE dé chia ra viée cép dién, viéc cép
dir lidu va tai nguyén dén cac khu vuc thich hop. Tuy nhién, néu mét thiét bi khong
duoc tich hop san, mot bd chia Power over Ethernet (PoE) phai duoc sir dung trudc PD
bang cap dan dién DC chay tir bo chia Power over Ethernet (PoE) tdi cac thiét bi cung
v6i cap Ethernet khéc.

C6 hai cach dé cung cp ngudn qua cap:

« Phwong an 1: st dung mot phuong thitc don cong (simplex) mang ngudn
dién trén ciing cac loai cap nhu cap dit liéu. Cac PSE thém ngudn dién nudi vao chan
cap dir liéu thong qua cac diém nbi day cia tin hiéu ndi bo ndi may bién ap trung tam.

« Phuwong an 2: st dung mot phuong thirc ma viée cung cip dién duogc thyc
hién trén hai cip day dan con du trong cap Ethernet.

Céc thiét bj dugc cap ngudn PoE duoc thiét ké dé thich hop véi phuwong an 1
hoidc 2 18n, cap dién 1én dén khoang 48V va viéc str dung cap Ethernet cho phép dat tdc
d6 dir liu 1Gbps.Khi mot thiét bi PoE dugc bat 1én, PSE dugc thiét ké dé phat hién
bao nhiéu ngudn cap PD yéu ciu va cung cp nd véi dung sb luong can thiét. Diéu nay
duoc thuc hién béng cach st mot dung mét hé théng phan loai ma biéu thi luong di¢n
nang (W) dé giri dén thiét bj.

Uu nhuge diém ctia phuong thirc truyén dan PoE:

« Uu diém:

Uu diém 16n cta cong nghé PoE 1a kha ning cung cp ning luong cho thiét bi
va truyén dit liéu trén cing cap Ethernet. Didu nay giup don gian hoa hé thong, giam
chi phi lap dit va bao tri, cai thién sy 6n dinh ctia hé thong an ninh. Chi phi dng dan,
day cap duoc tiét kiém. Lap dit don gian khi chi phai st dung mot soi cap Ethernet
cho ca nguén dién va dir liéu. Hon nira, viéc quan ly cling dugc don gian héa nhd quan
Iy dién nang tap trung. Cong nghé nay ciing tiét kiém khdng gian vi s6 luong day dan

can thiét cho co sé ha tﬁng truyén dan it hon, do d6 tiét kiém chi phi lao dong, vi chi
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cAn mdt soi cap la da cho ca nguén dién va dit liéu. Cubi cung, cong nghé nay rit an
toan vi né cung cap ngudn dién ha thé.

« Nhuge diém:

Trong cong nghé PoE, han ché rd rang nhat a khoang cach bi gidi han trong
vong 100 mét, trir khi sir dung bd lap/ bo ndi dai. Ngoai ra, tai thoi diém hién tai, cong
suét toi da duoc cung cap boi thiét bi cip ngudn 1a 60W, cb nghia 13 mot sd thiét bi
tiéu thy nhiéu ning luong khong thé duoc cap ngudn bang PoE, chang han nhu cac
camera yéu cau ngudn dién vao cao. Ngodi ra, v4i cong nghé niy toan bd hé thong
dang dugc cép ngué)n béi mot hodc mot vai thiét bi nhu bd chuyén mach PoE, bo
chuyén d6i quan dién hodc bd gop PoE (PoE Injector). Vi thé trong hé thong chiing ta
can sir dung UPS du phong dé cung cip kha nang phuc hoi hé théng trong truong hop
mat dién.

1.4.2 EoC (Ethernet over Coax) — Truyén dix liéu qua cap dong truc

EoC (Ethernet over Coax) 13 cong nghé str dung hé thong cap dong truc dé
truyén tai dit liéu

« Uu diém:

Trong truyén dan EoC, vu diém 16n nhat 1a kha ning st dung cap dong truc co
san trong hé thong an ninh. Piéu nay tiét kiém chi phi vi diy dan thuong 14 thanh phan
t6n kém trong bat ky hé thong bao mat nao.Hon nita, khoang cach truyén ciing xa hon.

VDSL2 14 hinh thitc thong dung nhat ctia truyén dan EoC. N6 cho phép truyén
lén dén hai cay s6, mac du téc do dir liéu giam dan khi khoang cach ting 1én, xudng
dén 1.5Mbps.

Mot ru diém nira 1a né hd trg hé théng giam sat lai voi ca camera gan mang va
camera tuong tw, ngoai ra con cap ngudn qua cap dong truc. Do do, diéu nay s& hap
dan nhitng ngudi sir dung van mudn giir lai mot s6 camera twong ty dang c6, hodc 1ap
dat camera tuong tu tai cac diém it quan trong khac.

« Nhuge diém:

Trong khi truyén din EoC c6 thé hoat dong trén khoang cach xa hon, vi¢c su

dung bo 1ap co thé tao ra nhiéu trén tin hiéu. Do d6, viéc truyén tai bi han ché boi ty 1€
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tin hiéu — nhidu. Truyén dan EoC chi hd trg két ndi diém-dén-diém (point-topoint), lam
cho n6 kém linh hoat néu co so ha tang an ninh phirc tap. Ca SLOC va VDSL2 déu hd
trg toc do dir liéu thap hon so véi cac phuwong tién truyén din khac. SLOC chi c6 thé
hd trg 1én dén hai camera IP 1.3-megapixel va VDSL2 chi hd tro 1én dén bon camera
IP 1.3-megapixel.

1.4.3 PLC (Power Line Comunication) — Truyén théng qua dwong dién

Cong nghé PLC (Power Line Communication) & cong nghé cho phép truyén
tin hiéu Dién va DATA cing trén mot dudng diy cap ngudn cap cho thiét bi.

Piém dic biét cua cong nghé nay 1a:

- Céc camera IP chi can 1 ric cim ngudn duy nhét, trong camera da tich hop
san PLC Modem, PLC Modem nay hoat dong nhu mot bd chuyén ddi va truyén tin
hiéu.

- Pau ghi hinh IP (Network Video Recorder) ciing duoc tich hop sdn PLC
Modem, B6 PLC Modem trén dau ghi hinh IP (NVR) n6 hoat dong giéng nhu bo nhan
va chuyén d6i tin hiéu.

Phuong thirc hoat dong: ca camera IP va dau ghi hinh c6 tich hgp PLC
Modem, B PLC Modem ¢ cac camera s€ tach tin hiéu nguén dién va tin hiéu dir liéu
ra 2 dai tan s khac nhau dé co thé truyén cung luc trén cung dudng day cap ngudn cap
cho cac camera. BO PLC Modem tai dau ghi hinh ¢6 cong dung nguoc lai, n6 nhan va
tach tin hi€u dién va tin hi¢u dir li€u tir camera truyén vé thanh 2 dai tan sd khac nhau.
1.4.4 Cac chuan nén tin hiéu

Nén duoc thuc hién khi luéng dir liéu duoc phan tich va loai bo bot nhitng
phan dir liéu khong can thiét. Co 2 kiéu nén st dung phan cimg va phin mém. C6 ca
chirc nang nén va giai nén.

Nén 1a thu gon lai dir li€u, truyén va luu trir. Giai nén thyc hién viéc khoi phuc
lai dit liéu d4 bi nén. Nén bang phan cing thi mét it dir liéu va toan bd cong viéc nén
va giai nén duoc thyc hién trén phan cing riéng biét. Vi nén bang phan mém thi yéu
cau sir dung tai nguyén mdy tinh dé thuc hién cong viéc nay.

Céc chuan nén tin hiéu s6 bao gom c6 cac chuan sau:
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Chuin nén MJPEG
Chuan MJPEG 1a chuan nén tin hiéu hinh anh cii nhat hién nay van con duoc
str dung. Hinh anh ¢ dAu ra c6 chat luong khong cao. Giai phap nay tiéu tén nhiéu tai
nguyén bd nhd va hay gay ra cac 161 d6i v6i dudng truyén.
Chuin nén MPEG-2
Chuan MPEG-2 dugc phat trién va sir dung tir thap nién 90 ciia thé ky trudc.
Céc tmg dung pho bién 6 str dung chuan MPEG-2 ¢6 thé ké dén nhur:
Truyén hinh s6 mat dat
Truyén hinh cap
Truyén hinh sé vé tinh
Céc dia DVD
Chuén hinh anh nay van cho kich thudc file kha 16n so v6i cac chuan nén
video hién nay. Noi dung duogc t6 hop tir nhiéu ngudn (video, dd hoa, van ban..) rdi
duogc t6 hop thanh chudi cac khung hinh phang. Mdi khung hinh dugc chia thanh cac
phan tir anh pixels va dugc xtr Iy ma hoa dong thoi. Tai dau ra, qua trinh giai ma duoc
dién ra nguoc voi qua trinh ma héa mot cach don gian. Véi MPEG-2, ching ta c6 thé
chén thém cac hinh anh, d6 hoa vao chuong trinh hién thi cudi cting nhung khong thé
x6a cac d6 hoa hay van ban trong tin hiéu gdc.
Chuin nén MPEG-4
MPEG-4 1a mot phuong phap nén hinh anh va audio k¥ thuat s6. Lan dau
duoc gidi thidu vao cudi nam 1998, chuin nén nay duoc sir dung cho truyén tai audio
va video trén web, CD, va truyén hinh.
MPEG-4 tr¢ thanh mdt tiéu chudn cho nén anh k¥ thuat truyén hinh sd, cac
g dung vé d6 hoa va Video tuong tac hai chiéu (Games, Video conference) va cac
mg dung Multimedia twong tac hai chiéu.
Véi MPEG-4, cac ddi tuong khac nhau trong mot khung hinh c6 thé dugc
md ta, ma hoa va truyén di mot cach riéng biét dén bo giai mi trong cac dong co ban
ES (Elementary Stream) khac nhau. Ciing nho xac dinh, tach va xir Iy riéng cac doi
turong nén ngudi str dung co thé loai bo riéng timg d6i twong khoi khuon hinh. Sy tong
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hop lai thanh khung hinh hoan chinh chi dugc thuc hi¢n sau khi giai ma cac dbi tuong
nay.
Chuin nén H.264 va H.264+

H.264/MPEG-4 Part 10 AVC thudng dugc goi tit 1a H.264 1a mot trong
nhitng chuan nén dugc ding nhiéu nhat trén cac dong camera an ninh hién nay.

Chuan nén nay cho chit lwong hinh anh tbt voi dung luong giam di dang ké
s0 vOi cac cong nghé trude day. Cac nha san xuat camera van dang st dung chuin nay
trong hau hét cac san pham ciia minh.

Chuan nén video nay duoc str dung rong rii trén cac dia Bluray, cac video
trén Vimeo, Youtube hay Itunes Store. Ngoai ra né con dugc sir dung trong cac dich
vu truyén hinh HDTV mat dat.

Chuan nén H.264+ 13 chuan dugc phét trién tir H.264. Dung luong giam di
gan mot nira so v6i H.264.

Hién nay, Hikvision va Dahua 1a nhitng nha san xuit di dau trong viéc (mg
dung chuan H.264+ trong cac camera quan sat cia minh.

C4c san pham camera IP Dahua déu hd trg ca hai chuan nén H.264 va
H.264+.

Chuén nén H.265 va H.265+

Chuan H.265 va H.265+ 1a nhitng chudn méi va uu viét nhét trong s6 cac
chuan nén video hién nay.

Dahua ciing ing dung cic chuan nén nay trong nhitng dong san pham
camera IP cao cap nhét ctia minh.

H.265 c6 tén day du 1a H.265/HEVC (High Efficiency Video Coding) duoc
phat trién tir nam 2013.

Chuan nén nay c6 kha ning nén gip d6i ma chit lugng khong doi.

Do phan giai hinh anh 1én d¢én 8K UHD.

Bén canh d6 dung luong ciing dugc giam di gan nhu mot nira so véi chuan

trude day.
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Tir ndm 2015 dén nay, nhiéu hing camera 16n di cong bd san pham tng
dung cong nghé H.265.

Chuan nén sau H.265+ 1a chuan nén siu méi duoc phat trién.

Chuén nay giam mirc tiéu thu bang théng xudng 83.7% so voi chuan H.264.

Tur do kich cd tap tin luu trit trong ngay va dém cua 1 camera cling giam di
dang ké.

Mot vi du thir nghi€ém véi cadc camera st dung céc chuén nén video khac

nhau, cho két qua vé dung luong cho 1 ngay nhu sau:
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Banngay M Bandém
Hinh 1.15 Kich thudc ban ghi Camera

1.4.5 Thiét bi lwu trit hinh anh HVR (Hyper Video Recorder)

Hinh 1.16: Pau ghi HVR
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HVR (Hyper Video Recorder) La dong dau ghi duogc tich hop ca 2 loai camera
IP va Analog. Trén dau ghi s& c6 cong két ndi camera analog théng thuong va ca cong
mang dé két n6i v6i camera IP.

Tuy nhién chirc ning con han ché 1a khong thé két hop 1an 16n analog va ip
trén cung mot giao di¢n hién thi, ban chi c6 thé hién thi hodc la camera ip hoac la
camera analog

Pau ghi hinh HVR h tro chuan ghi hinh 1én dén 960P dbi véi camera analog
va 720P-1080P ddi voi camera IP, giup tang chét luong hinh anh khi thuc hién thao tac
xem lai hodc sao luu dit liéu ra thiét bi luu trit di dong.

Tich hop chuan nén H.264, H265 lam giam dén 50% bang thong va kich
thuac file dir liéu Iuu trit so véi cach nén thong thuong hién nay.

Giam t6i hon 80% bang thong va kich thudc file dir liéu Iuu trit so vdi nen
bang chuan Motion JPEG. Piéu d6 cho ching ta thay véi ciing mot hé théng néu chling
ta st dung dau ghi hinh HVR véi chuan nén méi “H.264 H.265” chiing ta c6 thoi gian
Iwu trit gap ddi va bang thong mang giam di mot nira, loi ich ma chung ta thdy ngay d6
1a chi phi cho luu trit dit liéu video giam mot nira so voi ding hé théng c¢6 chudn nén
thong thuong.

Ngodi ra viéc truyén hinh anh chiém bang thong giam mot nia, vi vay chi phi
danh cho thué biang thong mang ciing giam dang ké. Hodc ching ta co thé ting chét
luong hinh anh giam sat 1én gap d6i nhung van dam bao duoc bang thong va thoi gian
Iuu trit nhu trude ddy. Pay 1a mot loi thé rat 16n, boi vi mot hé thong an ninh 16n, giai
quyét van dé bang thong mang va thoi gian luu trit 13 rat phuc tap. V6i chuan nén

H.264, H265 n6 di giai quyét dugc van dé nay.
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CHUONG I|I: CAU TRUC HE THONG GIAM SAT SU DUNG

CAMERA IP
2.1 Dinh nghia chung

Hé théng camera giam sat 1a hé thong trong d6 sir dung camera va céc thiét bi
truyén dan vé mot khu vuc can quan sat dén mot noi cu thé.

He¢ théng camera giam sat duogc sir dung tai cac khu vuc: ngan hang, ctra hang
dich vy, nha kho, nha xuéng, san bay, cac cong trinh quan su, ...

Tai cac nha may cong nghiép, hé thong camera giam sat dugc dung dé quan sat
cac cong doan cua qua trinh san xuét tir phong diéu khién trung tam.

Hé théng 6 thé hoat dong lién tuc hoac co6 yéu cau.
2.2 Pham vi irng dung

Giao thong

Viéc lap dat camera IP giup chia sé tinh trang giao thong tai cac giao 16 va do do
gitp nguoi didu hanh giao thong ¢6 phuong dn huéng dan cac loai xe phan ludng hop
Iy, tranh tinh trang tic nghén giao thong vao gid cao diém.

San bay, bén cang

Vi¢e tan dung ha téng mang may tinh c6 san dé trién khai hé théng bao vé bé'mg

camera IP s& rat d& dang va nhanh chéng ma khong phai dau tu hé théng cap tin hiéu
ciing nhu khong mat nhiéu thoi gian dé 1ap dat.

Hoi nghi tir xa

Viéc t6 chirc hoi nghi tr xa s€ dugc thuc hién néu ca 2 phia déu c6 camera IP két
nbi v6i hé théng mang internet ADSL. Pay 1a mot giai phap rat hiéu qua trong kinh
doanh khi hai ddi tac & hai khu vuc dia 1y khéc nhau.

Nha may, van phong

Nha quan 1y ¢ thé quan sat cac hoat dong trong van phong, nha xudng, nha kho
ctia minh trong khi dang di c6ng tic bén ngoai hodc dang ¢ nha, gitp viée diéu hanh
cong ty tro nén dé dang va kip thoi.

Truwong hoc
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Khi hé théng mang IP-Surveillance duoc lap dit, phu huynh c6 thé quan sat cac
hoat dong hoc tap, vui choi ctia con minh tai trudng bang cach ding nhap tén va ma sb
vao chuong trinh quan 1y camera ma khong phai trang bi, lip dit thém mot thiét bi nao
khac ngoai trir viéc phai truy cap vao duoc mang internet. Ngoai ra, viéc quan sat bang
camera IP c6 thé ing dung tai cic co s& dudng ldo hay bénh vién dé theo ddi tinh hinh
stic khoe cua bénh nhan qua céc sinh hoat, tap luyén hang ngay.

Nha riéng

Chu nha c6 thé quan sat ngdi nha, tai san ciia minh khi ving nha, dam bao gia
dinh van binh yén. Véi ha ting mang internet ngay cang md rong, lién tuc cai thién vé
chit luong va bang thong, c6 thé nhan thiy du sir dung camera IP hay camera truyén
thong két ndi vao IP Server, viéc quan sat qua mang tré nén rat dé dang va thuan tién
ma van dambao tinh ning bao mat. Hé théng camera [P hira hen mang lai nhiéu loi ich
to 10n phuc vu cho tat ca moi ngudi
2.3 Chikc niing ciia hé théng camera
2.3.1 Chirc nang giam sat:

Chirc ning nay duoc thé hién qua cac camera analog va camera IP. Vi nhiing
camera ndy c6 chirc nang Pan/Tilt/Zoom c6 thé quay ngang doc hodc phong to, thu nho
hinh anh. Cac camera analog duoc dat tai vi tri thuan loi dé di day cap déng truc con
cac camera IP dugc dat tai vi tri khong thuan tién di day cap ngﬁm va can hinh anh c6
dd séc nét cao.

2.3.2 Chirc ning truyén din

Camera analog déu ¢ cap ngdm (Cap dong truc 5C ndi vao dau ghi hinh) din tin
hiéu tir camera vé dau ghi dé trung tim theo ddi, diéu khién va luu trir théng tin. Con
mdi camera IP duoc dit mot dia chi IP va ndi vao mot switch (théng qua cong giao
tiép RJ45) va tin hiéu dudi dang s hoa sé& truyén vé dau ghi hinh thong qua cap mang.
Tin hiéu dudi dang analog va sé dugc theo doi va quan 1y bang may tinh va dién thoai
di dong thong qua mang internet.

2.3.3 Chitc niing truyén din thong tin
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Céc hinh anh c6 thé quan sat truc tiép ngay 1ap tirc qua man hinh hodc duogc luu
trir trén 6 cimg cua server (hodc dau ghi hinh tich hop HDVR) nham muc dich tra ctru
va xem xét lai khi can thiét. Cac luu trit s& duoc thuc hién véi tat ca cac giam sét thu
duogc trong 24h mdi ngay, dit lidu s& dugc chuyén vé trung tdm giam sat va chuyén
sang dinh dang JPEG, MJEG, MPEG4, H264, H265 nham giam dung luong truyén
nhung van giit duoc chit lugng hinh anh.

2.3.4 Chirc niing hién thi
Nhiing tin hiéu s€ duogc hién thi qua man hinh LCD, CRT hoac may tinh hodc

dién thoai di dong.
Mb hinh héa hoat dong hé théng:
4 . N
HE THONG CAMERA
Camera Analog Camera IP
Phat hién Trao ddi
chuyén dong thong tin
Ne ﬂ /
( HE THONG HIEN THI VA GIAM SAT \
Main hinh My tinh Phan tich Luru trir
Diéu khién Ghi hinh
b !
( KET NOI MAY TiNH VA DI DPONG
Dinh dang thong tin DPa phuong tién
J
( MAY TINH ] ( DI DPONG ]
L Hién thi Diéu khién J Hién thi Diéu khién

Hé thong camera giam sat sir dung camera analog va camera IP dé phat hién theo
ddi chuyén dong cua vat thé va trao d6i thong tin. Nhimg hinh anh ma camera phéat
hién duoc déu duoc ghi lai va trao d6i voi hé théng hién thi va giam sat. Tai hé thong
hién thj va giam sat s€ phan tich tin hiéu thu dugc, sau d6 luu trir va truyén tin hiéu vé
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trung tdm diéu khién. Tai trung tim nay tin hiéu dwoc ghi lai bang dau ghi hinh va
chuyén hinh anh vé cac chuan nén nho cac bd xir 1y. Nhimng hinh anh nay s& duogc hién
thi trén man hinh LCD va mdy tinh. Ddng thoi nhitng hinh anh nay c6 thé duoc dua 1én
mang internet théng qua dau doc thé va card két ni internet. Sau khi dugc dinh dang
thong tin va da phuong tién, nhimng tin hiéu s& dugc truyén trén may tinh va di dong o
bat ky noi dau. Tir may tinh va di dong c6 thé quan sat va diéu khién camera theo
huéng mong mudn.

2.4 H¢ thong Camera IP

2.4.1 Dinh nghia

Camera chuyén doi hinh anh thu dugc sang dang tin hiéu sb ngay trong ban than
camera do. Xt ly hinh anh cling duoc thuc hién ngay trong camera.

Tin hiéu s6 dau ra dugc truyén qua mang theo tiéu chuan Ethernet bang cap xoan
doi. Mot vai IP camera duoc tich hop tinh nang PoE (Power over Ethernet), khi do
nguén dién cho camera c6 thé dugc cép qua cap xoan do6i éng switch PoE hoac bd
chuyén doi PoE.

Céc IP camera, thong qua cap xoan doi, duoc két ndi tdi thiét bi mang trung tam
(Hub, Switch, Router...) cia mang LAN. Céc thiét bi mang s€ dugc thiét lap cac tham
s6 nhu: thiét 1ap dia chi IP, dinh tuyén. ..

Thiét bj chuyén dung quan 1y IP camera: dau ghi hinh IP (NVR — Network
Video Recorder) hodc phan mém quan 1y hinh anh.

Déi voi nhitng hé théng 16n: Dé dam bao tinh on dinh cta hé thong, co ché ghi
hinh s& dugc thyc hién trén dau ghi hinh IP.

2.4.2 H¢ thong thanh phin Camera IP
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HE THONG CAMERA IP

Tén va chlrc nang

| Déu ghl hmh hm uﬁ dﬁ hcu Vao 6 cu'ng va truyén hmh anhtm |
Modem_ 0 cun duoc lé ben tron dau hi.

Sc(éu dg §tch PoE thi éng can dung ngu cap cho
 camera) chuyén tiep va phén phoi tin hiéu.

| 6 | Daydién, dan nguon nu6i camera. |

| 8 | Nguon tong (hodc ngudn roi) cap ngudn cho cic camera.

Hinh 2.1 M6 hinh va cac thanh phan hé théng Camera IP
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Camera IP thu
hinh anh, xu Iy
tin hi¢u va
truyén vé dau
ghi hinh

Hinh 2.2 Nguyén 1y hoat dong hé thong Camera IP

2.4.3 H¢ thong Camera IP hién dai
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Hinh 2.3 Hé théng Camera IP Cloud

bay 1a m6 hinh hé théng Camera hién dai nhét hién nay voi do linh hoat cao,
kha nang mo rong hé théng mot cach dé dang véi chi phi tbi thiéu. Hé thong giup cho
viée theo dbi, quan 1y tir xa tré nén thuén tién va d& dang. Hé thong gdm cac camera IP
duoc lép tai cAc vi tri can theo doi. Tin hiéu hinh anh nhén duoc sé duoc truyén qua
Modem va dugc luu trit vao may tinh. Ta c6 thé quan sat, kiém tra theo ddi cling nhu
sao luu dir liéu tai bat ky noi nao cé két ndi Internet. Hé théng cho phép su linh hoat
trong vi¢c cAu hinh hé théng, nhu chon cac kiéu ghi hinh, chon cac thong s6 hinh anh
ghi dugc ciing nhu viée giam sat va quan 1y theo thoi gian thuc. Ngoai ra, hé thng con
c6 thé tich hop céc tinh nang phén tich ning cao st dung tri tué nhan tao (AI) cho phép

Camera thong thuong tré nén thong minh hon.

2.4.4 H¢ thong mang may tinh phuc vu gidm sat tir xa

Phan lam 4 loai: mang cuc b, mang do thi, mang dién rdng, mang toan cau.
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Mang cuc bo (Local Area Networks - LAN): cai dit trong pham vi tuong ddi
hep, khoang cach 16n nhét giira cac may tinh ni mang 13 vai chuc km.

Mang do thi (Metropolitan Area Networks - MAN): cai dat trong pham vi
mot d6 thi, mot trung tdm kinh té xa hoi, ¢6 ban kinh nho hon 100 km.

Mang dién rong (Wide Area Networks - WAN): pham vi cia mang co thé
vuot qua bién gidi qudc gia va tham chi ca luc dia

Mang toan ciu (Global Area Networks - GAN): pham vi rong khip cac luc
dia
2.4.5 Uu va nhugc diém ciia hé thong Camera IP

Uu diém:
+ Giao tiép 2 chiéu, cho phép nguoi st dung c6 thé giao tiép v6i nhitng gi xuét

hién trén man hinh. Vi du nhu nhan vién nha ga , hd trg khach hang , canh bao vi pham

+ Camera ip ¢ chat lwong hinh anh 1 nét, c6 thé quan sat chi tiét moi vét xung
quanh, chét luong hinh anh HD véi 30/60 khung hinh mdi giay.

+ Tinh linh hoat: camera IP ¢6 thé duoc di chuyén bat ct noi nao trong mang 1P
(bao gdm ca khong day).

+ Hinh anh qua camera ip v6i cong nghé ki thuat s dugc cai tién tot hon so véi
cac chuin CIF, PAL, NTSC trén Camera Analog. Tham chi voéi nhimg Camera IP
chuyén dung trong tuong thuat thé thao c6 do phan giai 1én dén 15- 20 Megapixels
mang dén hinh anh chinh x4c va sic nét dén khé tin. Ma hoa va xac thuc: camera ip an
ninh cung cp viéc truyén dit liéu théng qua mi hoa va xéac thuc cac phuwong phap nhu
WEP, WPA, WPA2, TKIP, AES.

+ Truy cap tir xa: camera ip c6 thé duoc theo ddi trong thoi gian thuc tir bat ky
may tinh ndo & bat cir noi nao dau thé gidi, va tir nhiéu thiét bi di dong bao gdbm Smart
Phone , PC ...

+ Camera IP ciing c6 thé lam viéc voi cac mang khong day. Cau hinh ban dau
phai duogc thuc hién thong qua cac bo dinh tuyén, sau do camera ip cO thé duge st

dung cho mang khong day.
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+ S0 vé6i nhimg chiéc camera analog, camera IP ¢ hd tro tuong tic am thanh 2
chiéu nén vira c6 thé xem va trao ddi théng qua camera. Tich hop san thé nhé va c6 thé
lap duoc sim 3G_4G.

+ POE (Power over Ethernet) — cung cip ning luong qua cap Ethernet. Camera
ip hién dai co thé hoat dong ma khong can nang luong bo sung. NO co thé lam viéc véi
giao thirc PoE, duy tri thdng qua cap Ethernet.

+ Pic biét vi mot hé thong camera IP viéc 1ap dat thém hay di chuyén vi tri lap
dat camera ip la rat dé dang. Tién loi hon nita khi chung hoat c6 thé hoat dong voi tin
hi¢u khong day.

Nhuoe diém:

+ Vén dé dau tién d6 chinh 1a chi phi cua camera IP cao hon han so v&i camera
thuong ddi hoi ha tang mang phai 6n dinh.

+ Str dung ton nhiéu bang thong hon.

+ Yéu cau luu luong mang 10n: mot camera ip quan sat video don gian voi do
phan giai 640x480 pixel va 10 khung hinh mdi gidy (10 khung hinh / s) trong ché d6
MIPEG can khoang 3 Mbit/s.

+ Rao can ky thuat: Cai dat yéu cau mot thiét 1ap mang camera ip, dia chi IP,
DDNS, cac bo dinh myén, can ky thuat dac biét [a quen thudc véi mang LAN hoac
cong nghé¢ I[P CAMERA.

+ Hé thong hoat dong trén mang internet nén dé bi hacker xam nhap c6 thé giy
ra van dé 1ém, toi pham c6 thé xam nhdp vao hé théng camera quan sat, tao diéu kién
cho hanh vi pham ti.

2.5 Giai phap luu trir

+ Cac hé thong camera 16n nhu: camera giao thong toan tinh, nha may 16n,
truong dai hoc,chung cu ... c6 rat nhiéu camera véi yéu cau luu trir khit khe nhu: thoi
gian luu trir 1au, dung lugng luu trit 16n. ..

+ Pé giai quyét van dé luu trit camera tap trung, c6 mot sb giai phap co thé ap

dung, bao gom:
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St dung may chu luu trit tip trung: Sir dung mot may chu cau hinh cao d luu
trit dir liéu tir nhiéu camera.

Str dung dich vu ddm may: St dung dich vu Iuu trit ddm may nhu: AWS, Azure
hodc Google Cloud, dé Iuu trit dir liéu tir camera.

St dung thiét bi luu trit dinh tuyén: St dung thiét bi luu trir dinh tuyén
nhu NAS (Network Attached Storage) hoic SAN (Storage Area Network) dé luu
trtr dir liéu tir camera.

2.5.1 Gidi phap luu trir sir dung SAN (Storage Area Network) Server

SAN (Storage Area Network) 1a mot tip hop nhiéu may cha va thiét bi duogc
két ndi v6i nhau qua nhidu giao thirc khac nhau. N6 cung cip kha ning Iuu trit theo
khdi (block) cho hiéu suit cao ngay ca khi dot ngdt c6 mot sé luong 16n khach hang
truy cap ndi dung tai cing 1 thoi diém. SAN st dung kénh cap quang téc do cao dé
truy cap dir liéu, nho do loai bo cac gidi han cua giao thitc TCP/IP va mang LAN.
Mang SAN gém hai cdp. Tang dau tién dugc sir dung cho nhimg ciu 1énh két ndi va
kiém tra trang thai ctia viéc két ndi cling nhu van chuyén, trong khi tang thir hai, c6 cac
phan h trg cho cac dich vu gia trj gia ting.

Vi thé manh 1a cong nghé maoi, SAN co rat nhiéu vu diém nhu:

Mé rong: Hé thong SAN c6 thé dé dang mé rong dé dap umg nhu cau luu trix
tang lén.

Hiéu suit cao: Hé thong SAN cung cap tdc do truyén dit liéu cao, cho phép
truy cap luong dir li€u video 16n trong thoi gian thuc.

Bido vé dir liéu: Hé thong SAN cung cip bao vé dit litu manh mé, cho phép
phuc hi dit liéu sau mat dix liéu do su cd ph?m cung hoac cac vén dé khac.

Quan 1y tap trung: Hé théng SAN cho phép quan trj vién quan 1y méi trudng
luu trit tr mot vi tri trung tam, don gian hoa quan 1y cac hé théng luu trit 16n va phic
tap.

Phu hop véi cac tap doan 16n c6 quy mo nhan su va dit liéu luu trit nhiéu

Tdc d6 cyc ky nhanh do sir dung kénh cap quang dé trao dbi thong tin

La mang luu trit riéng bi¢t s€ gidm ap luc cho mang LAN
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C6 thé phan quyén truy cap theo block
2.5.2 Giai phap luu trir sir dung NAS (Network Attached Storage)

NAS (Network Attached Storage) 1a mot thiét bi luu trit chuyén dung duogc két
nbi v6i mang va cho phép luu trit theo tép. Cac tép trong NAS duogc luu trir trong mot
hodc nhiéu thiét bi luu trit hodc béng RAID. NAS su dung chu yéu giao thic CIFS
hodc NFS dé giao tiép, mic du ciing hd tro HTTP.

Béan than NAS ciling 1a mdt node mang, c6 dia chi IP riéng va két ndi voi cac
thiét bj khac trong cing mang. Vi dic tinh d6, NAS gitip ting cudng sy cong tac,
ngudi ding c6 thé truy cap dit liéu tir nhiéu vi tri khac nhau, kiém soét truy cap tot va
tang yéu to bao mat dir licu.

NAS c6 nhiéu vu diém khi duoc sir dung lam thiét bi luu trit cho camera:

T6i wu héa Iwu triv: NAS cung cap dung lugng luu trit rong rai va linh hoat cho
hé théng camera cua ban.

Tang tinh bao mat: NAS cé thé cai dat cac ché do bao mat va ma hoa dit licu
dé bao vé dir liéu quan trong cua ban.

D& dang truy cap: Ban c6 thé truy cip va truyén tai dir liéu tir bat ky diém nao
trén mang dé xem cac video ciia camera.

Tinh linh hoat: NAS c6 thé dé dang mé rong dung luong luu trit va tu dong sao
Iuu dir lidu, gitp giam thiéu rii ro mat di lidu.

Tiét kiém chi phi: Str dung NAS c6 thé giam chi phi vé mua va van hanh hé
thong luu trir cho camera so véi cac giai phap luu trix tai diém.

2.5.3 Luu trir sit dung gidi phap ciia SYSNOLOGY véi Surveillance Station

Synology Surveillance Station 1a mot phan mém giam sat manh mé, tich hop
san trong hé diéu hanh DSM cuta thwong hiéu NAS Synology. Pay 1a mot giai phéap
giam sat an ninh dya trén giao dién web dé ban co thé tién hanh giam sat va quan 1y
trén bat ky may tinh nao. Thong qua giao dién web tién loi va da nhiém, nguoi dung c6
thé thiét 1ap hé thdng camera an ninh tai nha riéng hodc vin phong, luu trit va phén tich
cac ban ghi trong qua khir, quan 1y quyén truy cip vao cac ban ghi dbi voi timg ngudi

ding. Synology Surveillance Station rat d& dang dé thiét 1ap va quan 1y, gitp ban c6
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thé tiét kiém mot khoan chi phi kha 16n so voi viéc dau tu cho cac thiét bi dau thu ky

thuat chuyén dung cho giam sat an ninh.

+

5§ - Home
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.. Disabled by
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B¢ HOME

HOME
Layout

Hinh 2.4 Giao dién quan ly giam sat Synology Surveillance Station

CAc tinh niing dwoc cung cip béi Surveillance Station:

Twong thich véi cac thiét bi méi va cii

Ngoai hd trg ONVIF, Surveillance Station c6 kha ning tuong thich v&i gan
8300 model camera an ninh hién nay, bao gébm camera 6ng kinh mit ca, PTZ va
camera da ong kinh. C6 thé lya chon cac dong Camera IP tir 90 thuong hiéu an ninh
hién nay dua trén nhu cau st dung va chi phi dau tu kha dung. Néu dang sir dung céc

mau camera phién ban cii, Surveillance Station cling ho trg cac dong Camera cii kha

4
A

tot.

Truy cap tir xa moi lic moi noi trén dién thoai

Str dung Synology Surveillance Station cho phép quan trj trén da nén tang: trinh
duyét web, may tram dé ban hodc thiét bi di dong. Ung dung gidm sat an ninh nay hoat
dong tbt vai Windows®, Mac®, i0S, va Android™.
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Bén canh viéc quan 1y trén laptop va PC, co thé thiét lap cai dat an ninh va nhin
dugc nhitng thong bao su kién nhanh chong vai itmg dung DScam - Tién ich mé rong
nay co san trén Appstore va Google play..

Vé6i Dscam c6 thé xem trude nhiéu ludng camera cung lac, didu chinh goc
camera, khoanh ving phat hién chuyén dong va thu phéng bang cac hanh dong PTZ
hodc duyét qua tit ca cac ban ghi dugc luu trir trén thiét bi NAS. Tién ich DS Cam
thAm chi con hd trg thong bao déy dé 1ap tirc thong bao dén ban khi sy kién an ninh
Xay ra.

Bén canh DScam, ban cling co thé bién cac thiét bi dién thoai cii dé tr&
thanh camera IP bang tng dung Live cam. Ung dung LiveCam cho phép ban sir dung
dién thoai ctia minh nhu mot thiét bi camera IP manh mé, co déy da céc tinh nang
giam sat thong minh nhu:

Phat hién chuyén dong: Thong bao cho ban khi phat hién chuyén dong trong
khung hinh giam sat.

Edge recording: Ghi hinh ngay ca khi mét két ndi, dit liéu s& duoc luu trir cuc
bd trén dién thoai cua ban va duoc tai lén ty dong khi duong truyén duoc két ndi lai.

Dé dang phat lai, xem xét cac ban ghi dé nim bit cac sy kién an ninh

Surveillance Station s€ ghi lai nhitng ban ghi an ninh va cho phép nguoi dung:

Thiét 1ap trinh kich hoat sy kién va dé dang tim théy cac su kién da kich hoat
trén dong thoi gian trong Monitor Center. Pam bao tinh sin sang cao dé khong bo 16
bat ky chi tiét an ninh nao c6 thé xay ra.

Lu6t xem cac ban ghi cii theo cach thii cong hodc st dung lich dé truy van cac
khung thoi gian cu thé trong ban ghi an ninh. So sanh canh quay hién c¢6 voi ngudn cap
dir liéu truc tiép, phat lai toan bd ban ghi ¢& dam bao khong bo sot bat ky chi tiét nao.

Ngudi ding c6 thé danh dau thi cong nhitng thoi diém quan trong trén dong
thoi gian, ngay ca khi khong ¢ bt ky su kién an ninh nao xay ra. C6 thé b sung tiéu
dé va mo ta cho timg déu trang dé ghi cha ndi dung cho phép ngudi ding ¢ thé nim
bt thong tin.

Tuy chinh cira so theo déi thoi gian thue

37


https://viettuans.vn/camera-giam-sat

Bang diéu khién Live View cua Surveillance Station cho phép d& dang tuy
chinh giao dién giam sat theo nhu cau va hién thi dong thoi cac ludng video tir nhidu
camera [P trong thoi gian thuc.

Tuy vao khu vuc yéu cau cao vé mirc d6 an ninh nhu céng vao, khu vuc sanh
chinh, c6 thé st dung tinh nang hién thi camera camera lién tuc dé lya chon thiét bi
camera duogc hién thi nhiéu hon. Qua d6 dam bao kha ning giam sat hiéu qua tai nhimg
khu vuc duoc vu tién hon vé an ninh.

Tiét kiém dung hrong luu trir

Surveillance Station cho phép ngudi ding c6 thé chu dong thiét 1ap lich ghi hinh
dé Tuu trit cac su kién quan trong thay vi lién tuc ghi lai moi thit. Tranh dugc céc ban
ghi dai dong, vo nghia chiém hét khong gian luu trir ciia thiét bi NAS va tiét kiém mot

khoan chi phi t6i da cho viéc nang cap 6 cling.

38



CHUONG |1I: THIET KE HE THONG GIAM SAT CHUNG CU
HOANG HUY COMMERCE

3.1 Yéu cau hé thong

Thiét ké hé théng camera giam sat cho chung cu HOANG HUY
COMMERCE
3.2 Loi ich ciia viéc ldp dat hé thong Camera giam sat tai chung cw

Tai cac chung cu, tda nha hién nay viéc dam bao t6t cong tac giit gin an ninh
trat tu, quan ly tdt cac khu vuc va xir 1y nhanh nhiing van dé sinh hoat,.. 1 nhiém vu
duogc ban quan 1y, chii dau tu dic biét quan tim dén. Lip dat hé thdng camera giam
sat tdoa nha duoc xem 13 giai phap khong thé bo qua vi nhing loi ich thiét thuc ma
chung mang lai:

Phong chéng trom cip

Lap dat camera cho chung cu, tda nha gitip cdc nhan vién an ninh c6 thé dé
dang quan sat, phat hién duoc nhiing hanh vi trdm cap tai san tai cac khu vuc giao
hang, co so luu trit dé 1dy cip tai san cong cua chung cu, tda nha hay tai san ca nhan
cua cu dan, khach hang.

Theo do6i, ngan chin tgi pham

Nho ¢6 hé thong camera gidm sat tda nha ma nhan vién an ninh c6 thé theo ddi
duoc tai san va ngin chan cac hanh dong ddng ngo ¢ thé xay ra trong va ngoai khudn
vién cua khu vuc toa nha, chung cu nhu 1a danh nhau, bao luc, cudp, bét coc,..

DPam bio an toan cho khach hang va ciac cw dan

Trang bi, lap dit camera cho toa nha gitip khach hang, cu dan nang cao v thic,
nhanh chong phat hién duge ké gian c¢6 hanh vi trom cip tai san chung hay tai san ca
nhan nhanh chong, hi¢u qua nhét. Tir d6 dam bao dugc an toan cho khach hang, nang
cao an ninh trat tu cho khu vuec.

Ho tr¢ dji ngii nhin vién an ninh trong cong tac giam sat
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Nho c6 hé théng camera hd tro giam sat 24/24 nén nhan vién an ninh thue hién
cong tac bao an hiéu qua hon, khong can bb tri qua nhiéu luc luong bao vé dé di tuan
tra ma co thé thuc hién két hop thong qua hé thdng camera nhanh chéng quan sat duoc
toan khu vuec.

Quin 1y tét cac hoat dong ciia nhan vién toa nha, chung cw

Ngoai viéc hd trg bao vé an ninh cho khu vyc thi lép dat camera cho chung cu,
tdoa nha con co thé dung dé giam sat hi¢u qua lam vi¢c cuia cong nhan vién duogc t6t
nhét

La tai liéu, bing chitng c6 tinh phap 1y

Nho nhitng tai lidu, hinh anh do camera an ninh cung cap vé6i do rd nét chudn
Full HD c6 thé str dung dé 1am bang chimg phap 1y giao ndp cho co quan chirc ning dé
hd tro xtr 1y khi can.

3.3 Céc vi tri lip dit camera giam sat

Khi lap dat hé théng camera giam sat tda nha, chung cu can dam bao tinh
bao quat toan b cac goc nhin, cho hiéu quéa cao. Sau ddy 1a nhitng vi tri can luu y lap
dat camera giam sat cho toa nha, chung cu:

Cong ra vio toa nha, chung cu: Day 1a khu vuc ludn c6 ngudi thuong xuyén
qua lai nén khi lap dit camera giam sat s& giup kiém soat dugc tot luu lwong ngudi ra
vao bt ké ngay hay dém dé nhanh chéng nhan dién cac trudong hop kha nghi.

Khu vue bii ddu xe: Pé phong tranh nhiing truong hop mat xe, dam bao an
toan cho cac phuong tién ctia cu dan, khach hang thi ngoai c6 nhéan vién trong xe cling
s& can lap dat hé théng camera giam sat 24/24

Khu hanh lang ciia chung cw, toa nha: Pay 1a khu vyc ciing can lip dat
camera cho toa nha, chung cu dé kiém soat dugc tot nhitng truong hop ngudi la, ké
gian ¢ hanh vi dot nhap vao va thyc hién cac y do xau

Cac khu vue cong cong: Tai nhitng khu vuc cong cong cua tda nha chung cu
thuong xuyén tap trung dong ngudi nhu khu vui choi, san thé thao, cong vién,... Lap
dat camera gidm sat s¢ dam bao dugc an toan cho moi nguoi, kip thoi phat hién ra cac

su ¢b khong may nhanh chéng,...
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Khu vie ciu thang, thang may: Tai cau thang bo thoat hiém, thang may khi
lap dat camera giam sat s& giup kiém soat dugc hoat dong ra vao, kip thoi phat hién
nhitng truong hop dot nhép trai phép, thuc hién nhitng hanh vi anh hudng dén tai san
va tinh mang con nguoi,..

3.4 Phuwong an xiy dung thiét ké hé thong

41



3.4.1 M6 hinh hé théng

. HETHONG IPCAMERA
GIAM SAT PHAN THAN TOA NHA

HE THONG IPCAMERA
GIAM SAT PHAN NGAM VA TTTM
TOA NHA

S—
&

o—

c

= =

l|;\\-@ CAP

—

|—~_.
SWITCH POE SFP

o

SWITCH POE SFP

CAP QUANG

0

MOBILE

CORE SWITCH
48 SFP.

nnnnn

CAP QUANG

777777

[ SWITCH 24

CAP QUANG

1 SWITCH 24

SERVER LUU TRO'

—e=»

DAU GHI HINH

DAU GHI HINH

SERVER LUV TR

n|

MAN HINH HIEN TH| THEO DOI CAMERA

PHONG TRU'C PCCC

Hé théng quan ly giam sat tap trung

Hinh 3.1 M6 hinh tong quan hé théng camera gidam sat tod nha
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Modem: Thiét bi chuyén dbi tin hiéu quang sang tin hiéu dién.

Router: Thiét bi thyc hién chirc ning dinh tuyén, quay PPPOE, NAT.

Switch: Thiét bi thuc hién chuc nang dinh tuyén, chia mang riéng do, cép dia chi mang,
gom luu lugng.

IP Camera : Thyc hién quan sat ,giam sat, theo doi sau do truyén dir li¢u thu thap duoc
vé hé thdng luu trit, quan 1y tap trung.

Cap UTP : truyén dén tin hiéu camera vé céc switch Access ( POE)

Céap quang : truyén dan tin hiéu tir cac switch Access dén switch Core, hé thong giam
sat va theo doi tap trung.

Hop phdi quang : két nbi hé thong cap quang tir cac Switch Access va Switch Core
trong ndi bd toa nha.

Hé théng quan ly giam sat tip trung : gdm hé thong PC, dau ghi camera, Server luu

trir va hé thong man hinh theo ddi giam sat.
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3.4.2 Miit bang hé thong
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Hinh 3.9 Mat bﬁng dién nhe tﬁng 20
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3.4.3 So' @6 bo tri thiét bi
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Hinh 3.14 B4 tri thiét bi trong thang may
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SWITCH 24 PORT 10001 000Mbps

CAP CATE UTP

CORE SWITCH 48 PORT 5FP |:
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KY HIEU MO TA KY HIEU MO TA
[ ] ] YA -
= CAMERA IP BAN CAU LOAI CO DINH (OF-T..., Tl: g‘éﬁﬁg” TANG CHUA:
CAP NGUON POE IDF-T2A. B, C )
' - 2xSWITCH POE 16 PORT +2 SFP
- CAMERA IP CHU' NHAT KIEU CO BINH - 2xPATCH PANEL 16 PORT
, CAP NGUON POE EF‘T: TU RACK 32U TANG CHUA :
-1 ODF 4FO
CAP UTP 4P-0.5 CAT6 IDF-TS, 9, 13A
(Eh IDF-T16, 21, 25A - 2xSWITCH POE 16 PORT +2 SFP
(F) CAP QUANG MUTILMODE 4FO IDF-T31A - ZKPATCH PANEL 16 PORT
@F.T:: TU RACK 32U TANG CHUA :
) DAY NHAY QUANG MUTILMODE 2F0 IDF-T33A -1 ODF 4FO
- 2xSWITCH POE 24 PORT +2 SFP
- - DAY NGUON Cu.PVC/PVC 2x4mm - 2xPATCH PANEL 24 PORT
CCTV TRUNG TAM GIAM SAT VA BIEU KHIEN @F-T:: TU RACK 32U TANG CHUA :
— HE THONG CAMERA IDF-T5, 9, 138 -10DF 4FO
i IDF-T16, 21, 258 - 2xSWITCH POE 16 PORT +2 SFP
TU RACK TANG HE THONG BIEN NHE IDE-T31B - 2xPATCH PANEL 16 PORT
MAN HINH GIAM SAT DF-T...] TU RACK 32U TANG CHUA:
IDF-T338 -1 ODF 4FO
——— . - 2xSWITCH POE 24 PORT +2 SFP
DAU GHI HINH NVR 32 KENH
= O - 2xPATCH PANEL 24 PORT
T LA BO THU-PHAT TiN HIEU KHONG DAY EF_T:: TU RACK 32U TANG CHUFA
IDF-T5, 9, 13C -1 0DF 4FO
TU RACK 20U TANG CHUA IDF-T16, 21, 25C - 2xSWITCH PQOE 16 PORT +2 SFP
'EF H_' -1 ODF 4FO IDF-T31C - 2xPATCH PANEL 16 PORT
= -2xSWITCH POE 24 PORT +2 SFP — . . o
IDF-H2A, H2B, H2C | -2xPATCH PANEL 24 PORT (DF-T..., TU RACK 32U TANG CHUA:
IDF-T330 -1 ODF 4FO

- 2xSWITCH POE 24 PORT +2 SFP
- 2xPATCH PANEL 24 PORT
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Hinh 3.16 Bang mo ta ki hiéu
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3.4.3 Bién phap thi cong
* Chuén bi dung cu
Sép xép moi thr can thiét trude khi lép dat, viéc chuan bi trude sé giup qua trinh
thi cong dé dang, nhanh chéng va hiéu qua hon.
Céc thiét bi s& phai str dung dén trong qua trinh lap dat bao gdm:
- B§ camera dﬁy du: Camera, chin dé, thé nhég, bo nguén. ..
- Thiét bi hién thi: Céc thiét bi ban s& két nbi véi camera dé quan sét hinh
anh, video nhu tivi, may tinh, laptop, di¢n thoai, ipad...
- Cac dung cu hd tro: Thang, tua vit, kim, bua, kéo, may khoan, day dién,
tac ké, bang keo. ..
* Lua chon vi tri lip diit camera
Chon gbc phtt hgp cho camera, nhitng khu vuc can lap dat 13 16i vao phia trudc,
phia sau , hanh lang va bén hong ctia toa nha. Cha y mot sb tiéu chi:

- Giam thiéu cac diém mu ctia camera cang nhiéu cang tot.

- Tranh nhidu tir cac ngudn sang, néu khoéng no s& khién video va hinh anh do
camera quan sat ghi lai bi anh hudng.

- Pé gan nguodn dién dang hoat dong dé cap ngudn nhanh nhit cho camera hoat
dong.

- C6 dinh camera 1én cao it nhat 3m hodc hon. Ngoai viéc cung cép cho camera
mot diém quan sat thuan loi rd rang hon, diéu nay sé khién moi nguoi kho can thiép vao
thiét bi hon.

- Pbi v6i ngoai troi thi nhitng diém cao hon 16i ra vao va ctra s6 1 vi tri phu hop
nhat.

- Sau khi xac dinh dugc vi tri dat camera hay bt dau gén gia treo. Str dung mot
miii khoan c6 cing kich thudc véi cac vit di kém trong bd camera dé khoan cac 16 sao
cho tring v&i timg vi tri duoc danh dau trén gia treo. Sau do, dit camera 1én trén céc 16
va vin vao dé cb dinh chic chin cho camera.

* Thi cong hé thong diy cap truyén din
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Cac camera sau khi duoc lép dat va cb dinh vao vi tri duoc két nbi béng day cap
UTP dén cac to Rack tang va cam vao Patch Panel. Sau d6 két ndi tir Patch Panel 1én
Switch POE trong ti Rack ting. Day cap duogc di trén mang cap chay doc theo hanh lang
cac toa nha vé ti Rack tang.

Céc Rack tang bao gom 2 Patch Panel ( 16_24 ) va cac Switch POE (16_24) ¢6
nhiém vu cép tin hi¢éu mang va cép nguén cho hé théng camera.

Tir cac ti Rack tang tin hiéu tir camera duoc truyén dan vé phong truc PCCC dat
tai tAng 1 cac toa nha qua hé thong truyén dan tin hiéu bang cap quang. Cap quang dugc
phéi tir cac ODF 4FO dat tai cac ti Rack tﬁng vé ODF 24FO tap trung tai téng 1 toa nha.

V6i phan ngam va Trung tdm thuong mai, hé théng cap quang dugc ciing duoc
dau ndi tir cac ti Rack tai cac ting ham vé Rack tap trung dat tai ham toa thap trung tam.

Tai Rack trung tdm toan b hé théng duoc két ndi vao Core Switch va hé théng
giam séat. Tin hiéu giam sat duoc hién thi va luu trir trén cac man hinh va hé thong dau
ghi, server luu trir dat tai phong giam sat trung tam.

* Két ndi va kiém tra nguon

Sau qua trinh ndi day, két ndi camera an ninh va kiém tra xem thiét bi da nhan
duoc ngué)n va hoat dong chua. Bam sat so dd bd tri thiét bi dé kiém tra.
3.4.4. Thiét 1ap cAu hinh h¢ thong

Cai dit camera siv dung phian mém IVMS 4200
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B E B - vmsa00 Manage

File Home Share View Application Tools

1+ B> vmsa200

# Quick access

M Desktop @
Downloads ‘.
B Documents

) iVMS-4200(v3.2.0 Multilingual
B Pictures 10.E) Package(iVMS-42
l HVR 00_3.2.0.10)

. lession 1
. Projectl

. work

B Thi- D
2items | 1item selected 272 MB |

Kich dup vao file cai dit dé tién hanh cai phan mém vao may tinh,

iVMS-4200 Installation Wizard

& | agree to the terms in

bong y diéu khoan phan mém.
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00 Installation Wizard

Features to be Installed

Basic Configuration

Video

Access Control

Time and Attendance

E-map

Data Retrieval and Report 13 MB

| Al Dashboard 59 MB

1 Including device&group management, user management, log search, event center, etc

Installation Folder C:\Program Files (x86)\iVMS-4200 Site

Required: 633 MB  Available: 155790 MB

Previous

Chon céc goi cai dat.

iVMS-4200 Installation Wizard

’@ Installation completed

¥ Create a Desktop Icon

« Launch Client

Finish

Chon Finish dé két thuc qua trinh cai dat



B E B - vvsa200

File Home Share View Application Tools

* R

IVMS4200

# Quick access

P Desktop

Downloads

B Documents

B Pictures
B HwR

. lession 1
. Projectl

l work

B Thi- Dr

2items | 1item selected 272 MB |

Nhap dtp vao file cai dit ngon ngir

‘.

iIVMS-4200(V3.2.0

J10_E)

Multilingual Package InstallShield Wizard

nstall Multilingual Pac [~ Secelt Al
V ™ EMnviké& [T Nederlands
I Ceitina ™ Slovenéina ™ Francais
™ Italiano I Pyccxmin ™ #3204
™ awnlne I spadx ™ Bwarapckw
[T Portugués ™ Espafiol ™ Polsk
I Magyar ™ Deutsch ™ Hrvatski
™ Suomi m I~ A
™ Tiurkce I~ | Dansk ™ Norsk
T Romana I | Sloveniéina ™ Srpski
I Svenska ™| Lietuviy ™ Portugués(Brasil)
T (samadl)ass al I | YkpaiHcobka ™ Bahasa Indonesia
[V Read and Accept em m

Chon ngdn ngit can thém vao phan mém

o

viurnnguai
Package(iVMS-42
00_3.2.0.10)
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Welcome

Tén tai khoan quan tri
Nhap mat khau tai khoan
Xac nhan lai mat khau

Chon Tiéng Viét

Bio Mat bing Mat k...

1. Tén clia b6 ban.

2. Tén clia me ban.

3. Tén clia giao vién cip ba ba...

| d

Dang nhap

Cai dat cac thiét 1ap ban dau

iVMS-4200

(ng Dung Video
Bdo triva quan ly

Quan ly thiét bi

Phat lai remote Truy Xut D Lié Bao cao Cau hinh s kié

Pat lich leu tri

Diéu khién truy cap

= |

Didu khién truy cdp Giam sat trang thai Quan ly chdm céng

2 Quan Iy tai khoan

C4u hinh hé théng

&
[ Nhat ky hé thé

V Trinh Van Hanh
Ung Dung Chung rinh Van Hanl

[® Trinh Kiém Soat Truy Cap

i k B Trinh huéng din Thai gian va ...

Trung Tam Su Kién Trung tam didu kh..
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Giao dién bang diéu khién IVMS 4200

iVMS-4200

Ung Dung Video

w B H

Phat lai remote Truy Xudt DI Lidu

Diéu khién truy cap

= E [ =B

Nguti Didu khién truy cdp Giam sat trang thai Quan ly chim céng

Ung Dung Chung

m i s

Trung Tam Trung tam didu kh..

Vao phan quan 1y thiét bi d¢é gan IP Camera

" X (8 Bio triva quan Iy

Thiét bi
‘I 2| LosiKE NG| ThingsSmang | 168 i Mic D3 Bdo..| Trang thii li.| Ning cipvichuongtrinh | Moot ddng:

Click chon dé quét cac thiét b online trong mang Lan

Thém thiét bi IP Camera trong mang Lan vao phan mém

Bao tri va quan Iy

B Quan ly thiét bi

CAu hinh si kién

&= Datlich luu triy

2 Quan Iy tai khoan

8 Cau hinh hé théng

[ Nhat ky hé théng:

Trinh Van Hanh
[® Trinh Kiém Soat Truy Cap

B8 Trinh huong din Théi gian va ..

Tramg thi. | Hast ddeg:
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Thidt b|

Dl chi P

Bio triva quin Iy

Wi i b

Lowi KA G

Ko tit b

Thiag s&mang

ware Version

M DO Bio | Tr

o th

Cég Dic...

Mitc DG Bio .

Trang thii ..

Mg cip v churomg trinh

Ming cip i churamg rinh.

Hopt e

Hast dng:

Thigian Khs..

Khai bao:

Tén

Pia chi IP

Cong (Server Port)
Tén dang nhap

T thi..  Host 0

Digin | MiTroO.! Trengthi

Host dang:
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VMS-4200

Khai bao:

Tén

Tén mién

Céng (Server Port)
Tén dang nhap
Mat khau dau ghi

Gan thiét bi vao tén mién HIK CONNECT

Bl Bio wivé quinly

Login
duongeute /

Dang nhép tai khoan HIK CONNECT

Pién tén ding nhap hodc email,
sdt dang ky tai khoan hik-connect 2

Pien mat khau tai khoan hik-connect

79



iVMS-4200

n dé vao man hinh xem camera

(ng Dung Video

w B HE

Phat lai remote Truy Xuét DI Lifu

Diéu khién truy cap

9|

Ngubi idu khién truy cd Giam s g Quan ly cham céng

Ung Dung Chung

E-map Trung Tém Su Kién

Eh Xem

Phat tat ca cac kénh

B &nthdng

v [ 118.69.78.228

PPPPOAPOEOEEOEOGOOEO

Diéu khién PTZ

0 1]

Bao tri va quan ly
an ly
B9 CAu hinh sy kién

& Datlich leu triy

B Cauhinh

y hé théng:

Trinh Van Hanh

Trinh Kiém Soét Truy Cap

B Trinh huong dan Thoi gian va ...

Tat tat ca cac kénh xem
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1VMS-4200

NO VIDEO

Tiku chubn chia cin 88 §
NN EE

48 25 52 88 &
6 rong

= A H %: 52 s

Chon chia khung xem

Chon Camera dé xem tryc tiép va chia khung Camera dé hién thi

IVMS-4200

Nhap chuét phai vao khung xem dé hién bang céng cu

Bang cong cu Camera
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iVMS-4200

Ung Dung Video

- B

Phat lai remote

Didu khién truy cip

va

dé vao giao dién xem lai

L R 7]

Truy Xuét Dif Ligu Bio cho

Ngubi Didu khién truy cip Giam st trang thi Quan ly cha

ng Dung Chung

iVMS-4200

[®] Phat lai re
Thoi gian

121

v [ 11869.78228

©@ 0000 0O0OOCGOGOG®O 9

Giao dién xem lai Camera

fe

Trung tam didu k

n khoang thgi gian
xem lai

18

1z

DoT

Bao tri va quan ly
Quan ly thiét bi
™ C&u hinh sy ki
& Ditlich lwu triy
2 Quan ly tai khoan
8 C4u hinh hé théng

[@ Nhat ky hé théng:

Trinh Van Hanh
li| Trinh Kiém Soat Truy Cap

B Trinh huéng din Thai gian va ..

2019 Wed 15:40:17

NO VIDEO

ITFS
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i

iVMS-4200
¥ Phat lai remote

Théi gian
1217

Camera

~ [ 118.69.78228

iVMS-4200

Ung Dung Video

Phat 13i remote

Diéu khién truy cap

e

Ngudi

ung Chung

1

Truy Xut D Lidu

Giam sat trang thai

e

Trung tam diéu kh...

Tai vé danh cho nhiéu camera

= Lua chon tdt cd
ra IP1_11

Cameral_11856.

Bao cao

Thoi gian bit ddu i gian két thic

gian | 08:40:00

Téi xubng

Bdo triva quan Iy
B9 Quan Iy thiét bj
Dat lich lwu tri
Quan ly tai khoan
8 C4u hinh hé théng

[ Nhat ky hé théng:

Quan ly chdm céng

Chon dé vao cai dat Tt Vi Haoh

cua phan mém
P ™ Trinh Kiém Soét Truy Cap

B Trinh huéng din Théi gian va ...
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iVMS-4200

Puing dan lvu anh  C/Use

Gia tri méc di...

Pudng dén luu file mic dinh, cé thé tiy chinh dé dé tim kiém file tai vé

Céu hinh hé thing Ciic tip tin

Thanh

Giao dién tai file ghi hinh Camera vé PC dé xem lai.
Gdn Camera IP vio hé thong luu triv NAS Sysnology
Cai dat goi phan mém Surveillance Station trén thiét bi NAS Sysnology

a r e e © a2 o}

SAN Manager SMB Service

gl
i

4 Installed o ' RADIUS Server ei Replication Service
22 All Packages s

Synology Applicati
Y AT ) Synology Photos

H Service R
- &

Storage Analyzer Surveillance Station

Universal Viewer a VPN Server E Video Station

Storage Manager

&,1
®

o]

I . USB Copy Q Universal Search
= |- Virtual Machine
Manager

Mé phan mém Surveillance Station
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e W 4

VPN Server Web Station phpMyAdmin Text Editor MariaDB 10

J
> A
' Z

WordPress Video Station Synology Photos C2 Identity Edge Server Container Manager
N

Synology Drive Synology Drive Synology Drive Admin Virtual Machine Su*nce Station
ShareSync Console Manager

(Y

+
& tHome Mode
Status

Disabled by
Enabled time

Geofence
Monitor Center

E§ client Management

Recording

[ Resource Monitor

cpu
G2 Surveillance RAM

Chon Add Camera
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B 1 camera

Safeguard your environment

Quickly set up cameras by clicking Add.
You can also a list of cameras.

Add

Chon Camera IP can gan & Nhan Next

Add Camera Wizard
Searching for cameras...

Select cameras
Add Manually ~ All Cameras

HIKVISION DS-2CD1301-1 192.168.1.25:80 LELLEL]
DAHUA IPC-HFW2230SP-S 192.168.1.21:8081 Unadded
HIKVISION DS-2CD1301-1 192.168.1.23:8083 Unadded
HIKVISION DS-2CD1301-1 192.168. 80 = Unadded
HIKVISION DS-2CD1301-1 192.168.1.26:80 - (SLELLEL]

DAHUA IPC-EB5531 192.168.1.22:8082 - ULELLEL]

ONVIF DH-IPC-HDW1320SP 192.168.1.24:8084 38:AF:29:DC:EB:F8 Unadded

Chon Authenticate dé tiép tuc quy trinh thém camera vao Surveillance.
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Add Camera Wizard

Set up camera information

Batch Manage ~

HIKVISL DS-2CD... 192.168.1.23:8083 Generic_HIKVISION-001 surveillance

Previous

Nhap céc thong tin sau:
Authenticate

Add Camera Wiz Enter credentials

Username: admin
Set up cam

Password: CLTTTTTTT

Port: 8083
Batch Manage
Select cameras

Camera me Brand Model

Generic_HIKVISION-... HIKVISION DS-2CD1301-1 192.168.1.23:... Not Supported

« Username: Nhap tén cho thiét bi camera IP

« Password: Nhap Password cta camera IP (C6 thé nhép vao Search dé tim kiém nhanh
camera IP trong h¢ thong).

e Port: Néu camera IP sir dung mot port khac thi nhap véo.

Khi man hinh hién thi trong tu bén dudi, chon Next dé tiép tuc.
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Add Camera Wizard

Set up camera information

Batch Manage ~

™ /7Y
HIKVISI DS-2CD..  192.168.1.23:8083 Generic_HIKVISION-001 surveillance

— ]
=

Previous

Chon Quick Setup.

Add Camera Wizard

Apply camera configurations in batch

Select a setup mode: Quick Setup

Use default Surveillance Station settings to add cameras.

) Complete Setup

Customize the configurations for the selected cameras.

Previous

Sau khi kiém tra cc thong s6 hién thi, ban chon Done dé hoan tt qua trinh cai dat.
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Add Camera Wizard

Summary

The cameras will be added using the following configurations. If certain settings cannot be applied due to camera differences, Surveillance Station will try the closest
options instead.

A Cameras
Authenticated 1 cameras

Unauthenticated =. Eocaing
Used licenses -

Available licenses 58 — 57
A Video Settings

Video format H.264

Audio format G711

Stream Profile - High quality Stream 1

Stream Profile - Balanced Stream 1

Stream Profile - Low bandwidth Stream 1

Previous

Luc ndy, cd thé xem cac video tir camera IP truc tiép thong qua Surveillance, giup quy

trinh giam sat c¢6 thé dién ra moi ltic moi noi.

Bg - HOME
HOME This layout
2024-02-28 Wed 10:19:01 -

& V0 widgets

B HOME

Dir liéu Camera s& dugc luu tu dong vao Nas Sysnology. Co thé sir dung Recording

trong giao dién Surveillance Station dé quan 1y va xem lai cac ban ghi.
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i
& Home Mode
Status

Disabled by
Enabled time

Geofence

R client Management

[*4 Resource Monitor
cpu
RAM

LAN1 -

C6 thé thao tac quan Iy va xem lai cac ban ghi 1 cach dé dang

€ Motion Play  Download

~ S . o - . Filter by Date
y 59 | Eve Motion Detect 4 Al Dates

B Bookmarks » 2024-02-28
W Archive Settings g 1 t } Stadn
26

N Advanced
2024-02-23
-02-22

» 2024-02-21

% HoME

m
r®\j HOME

276 itemy(s)

Sau khi hé théng da hoat dong va hién thi day du, két ndi Core Switch vao Router dé dua

tin hiéu ra ngoai Internet dé c6 thé theo ddi, quan 1y tir xa .
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KET LUAN

Camera duogc xem 1a mot trong nhimg phuong phap giam sat thudn loi nhat cho
nha ctra hodc noi 1am viée, noi san xuét ..v.v. VGi camera nay, tu bét ¢t noi ndo trén thé
gidi, ngudi st dung ciing c6 thé lién lac duoc véi cac ddi tac ca bang hinh anh va am
thanh. N6 khong chi gitr vai tro gidm sat binh thuong ctia camera nita, ma n6 con la
phuong tién dé ddi thoai trong nhiéu sinh hoat nhu trao ddi thuong mai, gido duc, giao
tiép, ...

Hon thé nita, ciing v6i nhimg tién ich phong phu va nhimg vu diém vé mat ky
thuat ma giai phdp st dung IP Camera mang lai thi day con la mét lua chon dau tu phu
hop voi xu huéng phét trién chung ciia cong nghé, dam bao khong bi lac hau va c6 kha
nang str dung duoc nhiéu loi ich hon trong twong lai.

Nhitng nghién ctru cia dd an chi ra sy wu viét ciia hé théng giam sat sir dung
camera so v6i cac hé thng giam sat cii trong nhitng tmg dung doi hoi thich nghi cao.
Viéc phat trién cac hé thdng giam sat an ninh cho cc cong trinh xay dung dan dung va
cac khu d6 thi, viéc nghién ctru hé thdng giam sat 1a can thiét va kha thi trong xu hudng
phat trién chung ctia cac mang ndi by va mang khu vuc.Trong diéu kién hién nay, huéng
g dung cac san pham thuong mai c6 sin va tir phat trién cac tng dung, kich ban giam
sat 13 pht hop v6i nhan luc va trinh d6 k¥ thuét chung ¢ Viét Nam. Dé ¢ thé hoan toan
lam chu dugc cong nghé va chi dong trién khai hé thong can c6 su phdi hop cua cac
chuyén gia tir nhiéu nhém nganh khac nhau va tham khao thém cac hé thong tuong tur
hién da c6 trén thé gioi.

Hai phong, ngay.... thang... nam 2024
Sinh Vién

Pham Minh Nghia
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