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LOI NOI PAU

Nhu ta déu biét ngay nay su phat trién nhanh chéng caa khoa hoc cong nghé
ma ndi bat nhat 12 su phét trién cua céng nghé thong tin va mang may tinh dang tr&
thanh mét nhu cau khdng thé thiéu trong cudc séng hang ngay cua mdi con nguoi.
Nhung néi dén mang may tinh 1a n6i dén su chia sé tai nguyén cua nhirng ngudi
ding. Vay lam thé nao dé mdi c& nhan t6 chic, qudc gia cd nhitng théng tin nhay
cam khong bi roi vao tay nhitng d6i twong khdng mong muén? Thé gisi da co nhiéu
phuong phap bao vé nhitng thong tin quan trong, trong dé viéc bao vé thoGng tin
nhay cam bang ky thuat mat ma duoc st dung rong rii hon ca. Hién nay viéc bao veé
thong tin dwoc ma hda boi khoa thuat toan c¢6 y nghia quan trong trong ngoai giao,
qudc phong an ninh. Nhung viéc ma hoa boi khoa thuat toan lubn tao ra ddy gia
ngau nhién tuan hoan cé chu ky 1a diéu khdng ai mong muén. Van dé dit ra Ia lam
sao tao ra ddy gia ngau nhién véi chu ky cuc dai ma ngudi ta goi 1a m-ddy. Trong
khuén khé d6 an tét nghiép em chon dé tai: *Tim hiéu Iy thuyét m day va tng dung
cua no trong mat ma hoc”, lam ndi dung bao cédo cua minh. Do kha nang va thoi
gian khdng cho phép, em chi néu ra mot vi du ang dung c6 tinh chat minh hoa.

Noi dung d6 &n ctia em gom co cac chuong chinh sau:
Chuong 1: Mat méd va an toan thong tin
Chuong 2: Ly thuyét m-day

Chuong 3: Ung dung Iy thuyét m-day vao viéc ma hoa boi hé ma Vigenere
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CHUONG |: TONG QUAN AN TOAN BAO MAT THONG TIN
VA MAT MA

1.1. Noi dung cta an toan va biao mat thong tin

Khi nhu cau trao ddi théng tin dit liéu ngay cang 16n va da dang, céc tién bo
vé dién tur - vién thdng va cong nghé théng tin khong nging dugc phat trién ¢ng
dung dé nang cao chit luong va luu lugng truyén tin thi cac quan niém ¥ tudng va
bién phap bao vé thong tin dir liéu ciing duge d6i mai. Bao vé an toan thong tin dit
liéu 12 mot chu dé rong, c6 lién quan dén nhiéu linh vuc va trong thuc té c6 thé co
rat nhiéu phuong phép duoc thuc hién dé bao vé an toan théng tin dir liéu. Cac
phuong phap bao vé an toan thdng tin di liéu c6 thé dugc quy tu vao ba nhém sau:

- Ba0 vé an toan thong tin bang cac bién phap hanh chinh.
- Ba0 vé an toan thdng tin bang cac bién phap ky thuat( phan cang).
- Ba0 vé an toan thdng tin bang cac bién phap thuat toan( phan mém).

Ba nhom trén co thé dugc tng dung riéng ré hoac phéi két hop. Mai trudng
kho bao vé an toan thong tin nhat va ciing 1a méi truong d6i phuong dé xam nhap
nhat d6 1a moi truong mang va truyén tin. Bién phéap hiéu qua nhat va kinh té nhat
hién nay trén mang truyén tin va mang may tinh 1a bién phap thuat toan.

An toan thong tin bao gém cac ndi dung sau:

- Tinh bi mat: tinh kin dao riéng tu cua thong tin.

- Tinh x&c thuc cua théng tin, bao gom xac thuc di tac( bai toan nhan danh),
xac thyc thong tin trao doi.

- Tinh trach nhiém: dam bao ngudi giri thdng tin khdng thé thoai thac trach
nhiém vé thong tin ma minh da gi.

Pé dam bao an toan thong tin dir liéu trén dudng truyén tin va trén mang
may tinh c6 hiéu qua thi diéu trudc tién 1a phai luong trudc hodc dy doan trudc cac
kha ning khong an toan, kha ning xAm pham, Cac sy ¢o rui ro co thé xay ra déi voi
thong tin dir liéu duoc luu trir va trao doi trén dudng truyén tin cling nhu trén mang.
Xac dinh cang chinh x4c cic nguy co néi trén thi cang quyét dinh dwoc tot cac giai
phap dé giam thiéu céc thiét hai.

C0 hai loai hanh vi xdm pham théng tin dir liéu do6 1a: vi pham chua dong va
vi pham thu dong. Vi pham thu dong chi nham muc dich cudi ciing 1a nam bt duoc
thong tin( danh cip thdng tin). Viéc lam dé c6 khi khong biét duoc noi dung cu thé
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nhung c6 thé do ra duoc ngudi guri, ngudi nhan nho thong tin didu khién giao thuc
chura trong phan dau céc goi tin. Ké xam nhap c6 thé kiém tra duoc s6 luong, do dai
va tan s trao doi. Vi vay vi pham thu dong khong 1am sai 1éch hozc huy hoai noi
dung thdng tin dit liéu dwoc trao ddi. Vi pham thu dong thuong khé phat hién
nhung c6 thé ¢ nhitng bién phap ngin chin hiéu qua. Vi pham chu dong 1a dang vi
pham c6 thé lam thay d6i noi dung, x6a bo, 1am tré, sip xép lai thur tu hozc 1am lap
lai g6i tin tai thoi diém dé hodc sau d6 mot thoi gian. Vi pham chu dong co thé
thém vao mot sé thdng tin ngoai lai dé 1am sai léch noi dung thong tin trao doi. Vi
pham chu dong dé phét hién nhung dé ngin chan hiéu qua thi kho khin hon nhiéu.

Mot thuc té 1a khdng cd mot bién phép bao vé an toan thdng tin di liéu ndo
la an toan tuyét ddi. Mot hé théng du duoc bao vé chic chin dén dau ciing khdng
thé dam bao 12 an toan tuyét doi.

1.1.1. Cac chién hrgc an toan hé thong
v' Gi6i han quyén han téi thiéu( Last Privilege)

Pay 1a chién luoc co ban nhat theo nguyén tac nay bat ky mot dbi tugng nao
cuing chi ¢6 nhitng quyén han nhat dinh ddi véi tai nguyén mang, khi tham nhap vao
mang d6i twong do6 chi duoc s dung mot sé tai nguyén nhat dinh.

v' B#o vé theo chiéu sau(Defence In Depth)

Nguyén tac nay nhic nha ching ta: Khong nén dya vao mot ché do an toan
nao du cho ching rat manh, ma nén tao nhiéu co ché an toan dé twong hd 13n nhau.

v' Nt that(Choke Point)

s
A

Tao ra mot “cira khau” hep, va chi cho phép thong tin di vao hé théng cua
minh bang con duong duy nhat chinh 1a “ctru khau” nay. Phai to chic mét co cau
kiém soat va diéu khién thong tin di qua ctra nay.

v' Piém ndi yéu nhat(Weakest Link)

Chién luoc nay dua trén nguyén tic: “Mot day xich chi chic tai mat duy
nhat, mot birc trong chi cing tai diém yéu nhat”

K¢ pha hoai thuong tim nhitng chd yéu nhat cua hé théng dé tan cong, do d6
ta can phai gia c6 cac yéu diém cua hé thong. Thong thuong ching ta chi quan tam
dén ké tan cong trén mang hon 1a ké tiép can hé thdng, do d6 an toan vat Iy duoc coi
la yéu diém nhét trong hé thong cua ching ta.
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v Tinh toan cuc:

Cac hé théng an toan doi hoi phai c6 tinh toan cuc cua cac hé thong cuc bo.
Néu c6 mot ké nao d6 nao d6 co thé bé gy mot co ché an toan thi ching co thé
thanh cdng bang cach tin cdng hé théng tu do cua ai d6 va sau d6 tin cdng hé théng
tir noi bo bén trong.

v Tinh da dang bao vé

Can phai sir dung nhiéu bién phép bao vé khac nhau cho hé théng khac nhau,
néu khong co ké tin cong vao duoc mot hé théng thi chung ciing dé dang tan cong
vao céc hé thdng khéc.

1.1.2. Cac mirc bdo v¢ trén mang:

Vi khéng thé c6 mot giai phap an toan tuyét d6i nén nguoi ta thudng phai sir
dung dong thoi nhiéu muc bao vé khac nhau tao thanh nhiéu hang rao chin déi véi
cac hoat dong xam pham. Viéc bao vé théng tin trén mang chu yéu 1a bao vé théng
tin cat giir trong may tinh, dac biét 1a cac server trén mang. Bai thé ngoai mot sd
bién phap nham chdng that thoat thdng tin trén duong truyén moi ¢ gang tap trung
vao viéc xay dung cac mirc rao chin tir ngoai vao trong cho cac hé théng két ndi
vao mang. Thong thuong bao gom cac mirc bao vé sau:

v' Quyén truy nhap

Lép bao vé trong cing 1a quyén truy nhap nham kiém soat céc tai nguyén
ciia mang va quyén han trén tai nguyén dé. Di nhién 13 kiém soat dwoc cac ciu tric
dir liéu cang chi tiét cang tot. Hién tai viéc kiém soat thudng & muc tép.

v' Ping ky tén / mat khau

Thue ra day ciing 1a kiém soat quyén truy nhap, nhung khéng phai truy nhap
& muc théng tin ma & mac hé théng. Pay 1a phuong phép bao vé phd bién nhat vi
n6 don gian it phi ton va ciing rat hiéu qua. Mdi ngudi st dung mudn duoc tham gia
VAo mang dé sir dung tai nguyén déu phai c6 dang ki tén va mat khau truée. Nguoi
quan tri mang c6 trach nhiém quan ly, kiém soat moi hoat dong cua mang va khdng
gian( nghia la nguoi st dung chi duoc truy nhap trong mét khoang thoi gian nao do
tai mot vi tri nhat dinh nao d6).

Vé ly thuyét néu moi nguoi déu giir kin mat khau va tén dang ky ctiia minh
thi s& khdng xay ra cac truy nhap trai phép. Song diéu d6 khé dam bao trong thuc té
vi nhiéu nguyén nhan rat doi thuong 1am giam hiéu qua cua 16p bao vé nay. Co thé
khic phuc bang cach nguoi quan tri mang chiu trach nhiém dat mat khau hozc thay
d6i mat khau hozc thay doi mat khau theo thoi gian.
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v' Ma héa dir liéu
Dé bao mat thong tin trén dudng truyén ngudi ta sir dung cac phwong phap
ma hoa. Dit liéu bi bién d6i tir dang nhan thic duoc sang dang khéng nhan thic
dugc theo mot thuat toan nao do va s& duoc bién doi nguoc lai & tram nhan( giai
mi). Day 1a 16p bao vé thdng tin rit quan trong.
v' Bao vé vat li
Ngin can c4c truy nhap vat Iy vao hé théng. Thuong ding céc bién phép
truyén théng nhu ngin cdm tuyét dbi nguoi khong phan sy vao phong dit may
mang, ding 6 khéa trén may tinh hoic cac may tram khdng c6 6 mém.
v" Tuwong lira
Ngin chin tham nhép trai phép va loc bo céc goi tin khong mudn gui hoic
nhan vi cac 1y do nao d6 dé bao vé mot may tinh hoic ca mang noi bo(intranet).
v" Quan tri mang
Trong thoi dai phat trién cua cong nghé thdng tin, mang may tinh quyét dinh
toan bo hoat dong cta mot co quan, hay mét cdng ty xi nghiép. Vi vay viéc bao dam
cho hé théng may tinh hoat dong mot céch an toan, khdng xay ra su ¢b 1a mot cong
viéc cap thiét hang dau. Cong tac quan tri mang may tinh phai duoc thuc hién mot
cach khoa hoc dam bao cé4c yéu cau sau:
- Toan bo hé théng hoat dong binh thudng trong gid 1am viéc.
- CO6 hé thdng dy phong khi ¢6 su ¢d vé phan ciing hodc phan mém xay ra.
- Backup dir liéu quan trong treo dinh ky.
- Bao dudng mang dinh ki.
- Bao mat dit liéu, phan quyén truy cap, to chirc nhém lam viéc trén mang.

1.1.3. An toan thong tin bing mat ma

Mat ma 1a nganh khoa hoc chuyén nghién ciru cac phuong phap truyén tin bi
mat. Mat ma bao géom: Lap ma va pha ma. Lap ma bao gébm hai qua trinh: ma hoa
va giai ma.

Pé bao vé thong tin trén duong truyén nguoi ta thuong bién doi no tir dang
nhan thirc dugc sang dang khdng nhan thire dugc trudc khi truyén di trén mang, qua
trinh nay dugc goi ma hda thdng tin( encryption), & tram nhan phai thuc hién qua
trinh nguoc lai, tic 1a bién doi théng tin tir dang khong nhan thie duoc( dir ligu da
dugc mé hoa) vé dang nhan thizc duoc( dang gbc), qué trinh nay duoc goi la giai
ma. Pay 1a 16p bao vé théng tin rat quan trong va duoc str dung rong réi trong moi
treong mang.

Pé bao vé thong tin bang mat ma ngudi ta thudng tiép can theo hai huéng:
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- Theo duong truyén( Link_Oriented_Security)
- Tu nat &én nat( End_ to_End)

Theo cach thtr nhat thong tin dugc ma hoa dé bao vé trén dudng truyén giira
hai nat ma khéng quan tam dén ngudn va dich cua thong tin d6. O day ta luu y rang
thong tin chi duoc bao vé trén dudng truyén, tac 1a & mdi nut déu c6 qua trinh giai
mi sau d6 ma hoa dé truyén di tiép, do d6 cac nit can phai duoc bao vé tot.

Nguoc lai theo cach thi hai thdng tin trén mang duoc bao vé trén toan dudng
truyén tir ngudn dén dich. Thong tin s& duoc ma hda ngay sau khi méi tao ra va chi
duoc giai ma khi vé dén dich. Cach nay mac phai nhuoc diém 1a chi co dir lidu cua
ngudi ding thi méi c6 thé ma hoa dugc con dir liéu diéu khién thi gitt nguyén dé co
thé xir Iy tai cac nut.

1.2. LY THUYET MAT MA

1.2.1 Giéi thigu

Ly thuyét mat ma 1a khoa hoc nghién ciru cach viét bi mat, trong dé cac ban
rd ( paint text, clear text) dugc bién doi thanh ban mat ma( cipher text va
sryptogrm). Qua trinh bién d6i d6 goi la sy ma hoa( enciperment, encryption). Qué
trinh nguoc lai, bién d6i tr ban mi thanh ban 1 dwoc goi 1a su giai ma(
decipherment hay decryption).

Ca hai qua trinh trén dugc diéu khién bai mot (hay nhiéu ) khéa mat ma:

Bo lap ma
R (encipher) .

Ban rd Khoa (key) Ban méa
Plamintext l Ciphertext
m T
(decipher) '

C6 2 kiéu mat ma co so: chuyén vi( transposition) va thay thé ( sustituion)
a. Ma hoa chuyén vi sap xép lai cac bit hay cac ky tu trong dix liéu.

Thi dy trong “mat ma ring cua” ban rd duoc viét theo hinh thuc ring cua,
ban ma nhan dugc bang cach Iy ting hang.
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b 0] N H H

DAI HOC DAN LAP HAI PHONG —— DONHH A H C AALP
ARP OFG ID AIN

Khoa ctia mat méa duoc cho bai do sau cua duong ring cua, cu thé trong thi

du trén gia tri khoa la 3.
a. Mat ma kiéu thay thé cho céc bit, céc ki ty hay khda cac ky tu hang céc

d6i tuong thay thé.

Mot loai mat ma don gian chuyén vi mdi chir cai trong bang chir cai tiéng
Anh theo chiéu tién k vi tri( qua Z thi vong vé A): k la khda mat ma. Mat ma nay
thuong duoc goi la ma Cacsar vi Julia cacsar da dung véi K=3.

Thi du:

PASCAL

SDVSFO

Mat ma( code) 1a mot loai mat ma thay thé dic biét ding mot cubn sach ma (
code book ) lam khoa. C4c tir hay c&u cta ban r6 dugc dua vao danh sach ma cung
Vi cac thay thé ciia ban ma dugc chi rf :

Tu ma C500
C 0907 l
500 2002

UNIVESITY 3636 0907 2002 3636
Thuat ngir ma d6i khi duoc dung dé chi mét kiéu viét ma( cipher: mot
phuong phép viét bi mat) bét ky.
Trong cac ung dung tin hoc, chuyén vi thuong duogc to hop véi thay thé. Chang

han tiéu chuan ma hoa dir liéu( Data encryption standard (DES), m& hoa céc
khdi 64 bit bang cach dung maot té hop cua dich chuyén va thay thé.
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Tham ma( cryptanalysis) 1a khoa hoc nghién ctu vé cac phuwong phap pha
mat ma( brecking cipher).

M6t mat ma 1a pha duoc( breakable) néu co thé xac dinh dwgc ban rd hay
khoéa tir ban ma, hay xac dinh dugc khoa tir cap ban ré —ban ma.

C6 3 phuong phap tan cong co ban:
- Chi véi ban ma( cipphertext only attack) : c6 thé biét phuwong phap mai hoa
ngdn ngir cia ban rd, chu dé cua ban rd 1a mot ban rd va mot sé tir ¢6 thé co.
- Vi ban 5 da biét( know plaintext attack): biét mot s6 cap ban rd, ban ma.

Thi du thong bédo duoc ma hda cia ngudi dung giri téi may tinh véi chuan
LOGIN; cac chuong trinh di duoc ma hdéa dé bi tdn cong vi sy xuit hién cua tir
khoa begin, end , var, procedure, if, then , for....

- Véi ban rd duoc chon( chosen plain text atack ) ( theo nghia ngudi tham ma
6 thé duoc ( nhan dugc ) ban ma ang voi ban rd da duoc chon loc ). Pay 1a
truong hop thuan loi nhat cho ngudi thAm ma. Cac hé sb co so dit liéu co thé dé
bi tan cdng boi loai may nay vi ngudi ding c6 thé xem( insert) cac phan tir vao
co s& dit liéu va sau d6 quan sat cac thay doi trong ban ma dugc luu git.

Mot phuong phap mat mé 1 an toan khong diéu kieén( unonditionally secure)
néu nhu du ¢6 cach dugc bao nhiéu ban ma thi ciing khong du thong tin trong ban
mi dé xac dinh dugc ban rd mot cach duy nhat.

Trir mot ngoai 16, moi phuong phap viét mat ma déu pha v duoc néu nhu
c4c tai nguyén vo han. Do dd, ta quan tim dén mat ma khong thé pha v duoc vé
mat tinh todn( computationnally infeasible to break). Mot phuong phap mat ma an
toan vé mat tinh toan( computationnally secure or song) néu né khong thé bi pha v
boi sy phan tich c6 hé théng céc tai nguyén san co.

Cubi cling ta c6 cong thic tom tat sau:
Crytolory = crytogaphy + crytanalysis

Déi tuong co ban cia mat ma 14 tao kha ning lién lac trén mot kénh khdng
mat cta 2 ngudi sir dung sao cho dbi phuong khong hiéu dugc thdng tin truyén di,
kénh nay c6 thé 1a mot dudng day dién thoai hoic mot mang may tinh . Thong tin
Viét Anh guri cho Son( ban 18 ) ¢6 thé 1a mot van ban tiéng Anh, céc dit liéu bang s6
hozc bat cir tai liéu nao co cau tric tly y. Viét Anh s& ma hoa ban rd bang mot khoa
d3 duoc x4c dinh trude va gii ban ma két qua trén kénh. Diing c¢6 ban ma trén kénh
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song song ban ma thu trom duoc trén kénh song song khong thé xac dinh dugc noi
dung ban rd, nhung Son( ngudi di biét khda ma) cé thé giai ma va thu duoc ban rd .
Duéi day 1a mé ta hinh thirc hda noi dung bang khéi niém toan hoc :
1.2.2. Dinh nghia :
Mot hé mat 13 mot bo 5( P,C,K,E,D) thoa mi cac diéu kién sau :
1) P la mot tap hitu han cac ban ré( Plain Text),n6 dugc goi la khéng gian ban rd.
2) Clamot tap hiru han cac ban mé( Crypto), n6 con goi la khéng gian cac ban ma.
3) K la mot tap hiru han cac khoda con goi la khéng gian khoa.
4) Pbi voi mdi ke K c6 mot quy mi e, : P»C va mot quy tic giai ma tuong

tmg dy €D : M— R .Mdi e, : P»C vady : : C— P la nhitng ham ma:
dx (ex(x))=x v&i moi ban ro xe P.

Khi bén A muébn glri mot tai liéu( ban ro x) dén cho bén B, bén A s& mi héa
ban rd d6 bang e,; P —C va gui di trén duong truyén qua cho bén B, bén B nhan duoc
sau d6 s giai ma bang dy : C->P dé thu lai ban 16 ban dau. Bén A va B s& ap dung thi
tuc sau dung hé mat khoa riéng. Trudc ti€n ho chon mot khoda ngﬁu nhién ke K . Piéu
nay duoc thuc hién khi ho ¢ cing mot chd va khong bi bén C theo ddi hoac ho c6 mot
kénh mat trong truong hop ho ¢ xa nhau. Sau d6 gia sir bén A mudn giri mot thong bao
cho B trén mot kénh khong mat va ta xem thong bao nay 1a mot chudi:

X = X1,Xg, .., Xy VOi 5O nguyén b > 1 ndo d6. O day mdi ki hiéu ctia mdi ban 16 xi
€P,1<i<n.Ma>ixisédugc mi héa bang quy tic mi e, voi khoa K xéac dinh
trugc d6. Boi vay bén A sé tinh 1 < i < n va chudi ban ma nhan dugc y =
Vi, Va, ., ¥ s€ dugc gui trén kénh. Khi bén B nhan dugc y = v4,y,, ..., ¥ anh ta s¢€

gia1 ma bang ham giai ma d va thu dugc ban rd goc X = x4, x5, ... ., X,
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. N ) Ban ma e L -
Banrd —®| NI hoa ol Gilaimd [ *™ Banrd

k. F 3

Khoa

Ma hod véi khod md va khod gigi giéng nhau

1.2.3. Phan loai hé mat ma
C6 nhiéu cach dé phan loai h¢ mat ma. Dya vao cach truyén khoa c6 thé

phan cac hé mat ma thanh hai loai:

- H¢ mat ma doi xtng( hay con goi 1a mat ma khoa bi mat): 1a nhirng hé mat
ma dung chung mot khda ca trong qué trinh ma héa dir licu va gidi ma dir liéu. Do
d6 khoa phai dugc giir bi mat tuyét ddi.

- Hé mat ma bt d6i xtmg( hay con goi 1a mat ma khoa cong khai): Hay con
goi 1a hé mat ma cong khai, cac hé mat ma nay dung mot khoa dé ma hoa sau d6
ding mot khoa khac dé giai ma, nghia 1a dé ma héa va giai ma 1a khac nhau. Cac
khoa nay tao nén ting cip chuyén doi nguge nhau va khong cé khoéa nao co thé suy
ra tir khoa kia. Khoa dung dé ma hoa co thé cong khai nhung khéa ding dé giai ma
phai gilt bi mat.

Ngoai ra néu dya vao thoi gian dua ra hé mat mi ta con c6 thé phan lam hai
loai: M4t ma c6 dién va mat ma hién dai.

Con néu dua vao cach thuc tién hanh ma thi hé mat ma con duoc chia lam
hai loai: M& dong( tién hanh ma ting khoi dir liéu, mdi khdi lai dwa vao cac khoa
khac nhau, cac khoa nay dugc sinh ra tir ham sinh khoa, dugc goi la dong khoa) va

ma khéi( tién hanh ma ting khéi dit liéu voi khéa nhu nhau).
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1.2.4. Tiéu chuin d4anh gia hé mat ma
Dé danh gia mot hé mat ma ngudi ta thudng danh gia théng qua cac tinh chit sau:

- Do an toan: Mot hé mat ma dugc dua vao st dung déu tién can phai c6 do an
toan cao. Uu diém cua mat ma 1a c6 thé danh gia duoc do an toan thong qua
d6 an toan tinh toan ma khong can cai dt.

Mot hé mat ma duoc goi 1a tdt thi nd can phai dam bao cac tiéu chuan sau:

- Chung phai c6 phuong phap bao vé ma chi dya trén sy bi mat ctua cac khoa,
cong khai thuat toan.

Khi cho khoa cong khai e, va ban rd P thi chiing ta dé dang tinh duoc
e; (P)=C. Ngugc lai khi cho d,, va ban ma C thi dé dang tinh dugc d, (M) = P. Khi
khong biét d,, thi khong c6 kha nang dé tim dugc M tir C.

- Ban ma C khong dugc c6 dic diém gay chi y, nghi ngo.

- Tbc d6 ma va giai ma: Khi danh gia hé mat ma ching ta phai cha y dén toc
d6 ma va giai ma. Hé mat ma tot thi thoi gian ma va giai ma nhanh.

- Phan phéi khoa: Mot hé mat ma phu thudc vao khoa, khoa nay dugce truyén
cong khai hay truyén khoa bi mat. Phan phdi khoa bi mat thi chi phi s& cao
hon so c6di cac h¢ mat c6 khda cong khai. Vi vay day cling 1a mdt tiéu chi khi
Iwra chon hé mat ma.

1.3. Cac hé mé co dién
1.3.1. Hé¢ ma héa CAESAR
Hé ma hoda CAESAR la mot hé ma hda thay thé don 1am viéc trén bang chir
cai tiéng Anh 26 ky tu( A, B, ..., Z).
Trong hé Caesar va cac hé twong tu con lai ta sir dung céc s tu nhién thay
cho cac ky tu - danh s6 cac ky tu trong bang chir cai theo thu ty:
A B C D E F . X Y Z
0 1 2 3 4 5 A 24 25

Cac phép toan s6 hoc thuc hién theo modul 26. Cé nghia 1a 26 d6ng nhat véi
0,27 dong nhat vai 1, ...
Hé Caesar sir dung thuat toan ma hoa trong d6 mdi ky tu dugc thay thé boi mot ky
tu khac duoc xac dinh bang cach dich ky tu can ma héa sang phai k budc theo
modulo 26:
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Ex(a) = (a + k)mod 26. Trong d6 a 1a mot ky tu, 0 <k <26

Thuat todn giai ma tuong ang Dy 1a Ui lai k budc trong bang chit céi theo
modul 26:

Dy(0) = ( o - K)mod 26
Khéng gian khoa cua hé Caesar bao gom 26 sé.
Vidu:
Ma Hoa:
Plaint: “TRICH”
Banr§sb: 1917827
Khéa: k=3
Ban ma s6: 22 20 115 10
Ban ma chir 1a : “WULFK”
Giai ma: Lui lai v6i k=3 ta thu duoc ban rd: “TRICH”

Nhan xét: h¢ mad hoa Caesar 1a h¢ ma hoa cli va khong an toan vi khong gian
khda cua no rat nho, do d6 ¢ thé tham ma theo phuong phap vét can. Khoa giai ma
c6 thé tinh ngay duoc tir kh6a ma hoa. Do chi c6 26 khda nén ta c6 thé thir lan luot
céc khoa cho dén khi tim dugc khoa ding.

1.3.2. M@ hoa Ceasar mé rong

bay la mot dang mé rong caa mé Ceasar, gia su cac ky tu trong bang chir
cai (véi s6 luong chit cai 1a n) duoc danh sé thix tu tir 0,....(n-i). Khi d6 :
Ma héa: E i=ai+b véi USCLN(a,n) =1
Gidi ma : D:i=(i-b).a™ (mod n)

1.3.3. Mt mi thay doi ngiu nhién

Phuong phéap nay duoc thuc hién don gian bing cach thay thé ngiu nhién
mot ky tu bang mot ky tu khac trong bang chit cai.

Ma hoa: Ex = y; = X; + ki( mod 26)

Giai ma: Dy = X; =y; — ki( mod26)

1.3.4. Mat ma sir dung bang chir cai

Trong thuc té dé thiét 1ap bang chir cai dugc hoan vi cac ky tu, ta sir dung
mot vai tir bi mat bao gém cac ky tu khong lap lai, va viét chung vao mdt hinh chir

nhat dé st dung nhu mot tr goi nho .
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Gia st tir bi mat( secret word ) 1a “Star word “, s& duoc dbi thanh tir goi nhd
“Starw”.
Ta viét :
STARW
BCDEF
GHIJK
LMNOP
QUVXY
Z

Cac cot dugc doc tht tu tir trén xudng dudi s& cho ta mot s chuyén doi céc
Ky tu tir plaintext sang ciphertext:

012345678910111213 141516171819202122232425
ABCDEFGHIJKMNOPQRST UVWXY Z
SBGLQZTCHMUADINVREJOXWFKPY
Vidu:

IKNOWTHATIKNOW THING

HUINFOCSOHUINFINOCHIT

Phuong phap nay ciing nhu phuong phap trén, rat dé bi 16 mat ma( pha khoa)

Cha y:

Dé thay thé cac ciphers cac bang chit cai gom Kky tu, ta c6 khoa n! khoa cd
thé co, tirc 1a s cach cd thé xap sép lai n ky tu trong ban chir cai. Néu tat ca céc
khoa 14 nhu nhau thi tong text can thiét ¢é pha khoa 1a( Shannon unicity dis tance)
:N =H(K)/D=log,n!/D trong d6 D 1a d6 du thira ctia ngdn ngir( 3,2 bit/ky tu dbi véi
tiéng Anh), suy ra:

N=log, (3) /3.2=27.6

Do d6, 27 hoic 28 ky tu 1a du dé pha khda cac ma nay bang viéc’ phan
tich tan sb lap’.

Véi cac ciphers trén co s& da thitc duoc st dung cho phép chuyén doi s6 hoc
modular thi tong sé text doi hoi 14 :
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N =log, 26 /3.2= 1.5
Do d6, 2 ky tu dé bé gay cac ma nay bang “phén tich tan sb lap”.
1.3.5. Mat ma hoan vi
Mot k¥ thuat duoc sir dung trén cac bang chit céi la hoan vi cac ky tu.
Plaintext — sap sép lai cac ky tu — cipherstext
Vidu:
Ta viét plaintext CRYPTTANALYST nhu mot ma tran 3*4:
1234
CRYP
TANA
LYST
Va doc tung cot theo tha tu 2,4,1,3 ta nhan duoc :
RAYPATCTCYNS
K§ thuat nay con c6 thé dugc sir dung cho cac mang n chiéu .
1.3.6. M hoéa thay thé ciing phat Am
Cac ky tu xuat hién nhiéu lan c6 thé anh xa nhiéu thanh phan ky tu trong
cipherstext dé tranh bi pha khda boi “ Phan tich tan sé lap «. S6 ky tu mat
ma voi mot ky tu cho truée duge xac dinh bang tan sé lap caa nd trong
ngbn ngir xet.
Vi du gia sir bang chit cai duoc anh xa sang céc s tir 1 dén 99 véi :
Anh xa : E thanh 17,19,23,47,64
A thanh 8,20,25,49
R thanh 1,29,65
T thanh 16 ,31,85
Con cac ky tu khac thir | sé anh xa thanh 3*i.
Khi d6 , plaintext sau :
MANY A SLIP TWIXT THE CUP ANH THE LIP sé tr¢ thanh:

MANYASLIPTWIXTTHECPANDTH E L véi cac tuong ting: 20
08397220543324151666246931852117066045253909 16214733
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1.3.7. M4 héa thay thé sir dung nhiéu bang chir cai

Trong khi cac ma khoa thay thé ciing phat 4m che ddu phan bé tin sb bang
cach sir dung homophomic thi ma héa thay thé st dung nhiéu bang chix cai
lai che dau nd bai nhiéu phép thay thé trén nhiéu bang chit céi.

Allbeti( nam 1568) da dung hai discs ma chung dugc quay di sau khi st
dung. Sau mot chu ky d né sé tao d bang chir cai cho cipher la
Cl1,C2....Cd.

Do d6, véi mot plaintext alphabert A:

[i A@#)Ci

Va message :M =m,m,....mdmd . ,md_,...... Myg

S€ trd thanh :

Ek(M)=£ (Mm,) )=f(mz)... =f; (Md;) )7 (Md,1)fz(Md,).... fz(mzq)
Vi d=1 ching ta sé trd lai truong hop monoalphabetic ciphers. Bay gio
chung s& nghién ctru mot sé phuong phap tai monoalphabetic ciphers.
Vigenere cipher

Khoa duogc dac ta béng mot chudi cac ky tur :

K=k;.....kq

Trong d6 ki( i=1,...d) cho biét gia tri phai dich( shift) trong bang chir cai
thtr i tue la:

Fi(a) = a+ki(mod n)

Vi du: ma hoa message INDIVIDUAL CHARATER vdi khéa HOST, ta co:
M= INDI VIDU ALCH TER

K=HOST HOST HOST HOS

Ek(m)=PBVB CWVN HZUA HFSV ASJ

Beauford cipher.

Tuong tu nhu trén, nhung ta st dung:

Fi(a) = (ki-a) (mod n)

Chu y: trong trudng hop nay ta c6 thé s dung ham sau day dé nhan
ciphertext.

£ = (ki-c)(mod n)

Do d9, cipher nay thuc sy dao( invese) cac ky tu ctia bang chir cai va sau
d6 dich ching vé bén phai di( ki+1) vi tri. Ta c6 thé thiy bang cach viét lai
f, nhu sau :

fi@) = [(n-1)-a+(ki+1)](mod n)
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vi du:
Gia sir k; = D thi fi(a) = (d-a)(mod 26), sau d6 dé ¥ rang D 1a ky tu sb 3 coa
bang chit cai va thiy rang (3-0)=3,(3-1)=2,(3-2)=1 ,...... chung ta sé co:
Plaintext: ABCDEFGHIJKLM....
Ciphertext: DCBAZYUVUTSR...
Variant beauford cipher.
Ta str dung cong thire fi(a) = (a-k;)(mod n ).
Vi (a-ki) = a + (n-k;)(mod n) nén Variant beauford cipher vi néu mét cai duoc
str dung dé ma hoa thi cai kia dung dé giai ma.
1.3.8. Mat ma Hill

H¢ mat ma thay thé goi la mat ma Hill, mat ma nay so véi Lester S.Hill
dua ra ndam 1929.
Gia sir m 1a s6 nguyén duong, dat R = M = (Z,5)™, y tudng o day la lay m
t6 hop tuyén tinh ctia m ky ty trong mot phan tir ctia ban rd dé tao ra m ky
tu cia mot phan tir ctia ban ma.
Vi du, néu m =2 ta c6 thé viét mot phan tir ciia ban 13 12 x = ( x1,x20 va
mot phan tir cia ban ma 1ay = (y1, y2).0 day yl va y2 déu 1a mét t6 hop
tuyén tinh ctia x1 va x2, chang han lay :

vy = 11xg + 3x,

vy =8xy + 7x,

C6 thé viét gon theo ky hiéu ma tran nhu sau:
_ 11 8
0y = )5 ]

No6i chung c6 thé 1dy ma tran K kich thudc mxm lam khoa. Nhiing phan tir

¢ hang i cot j cua K 1a (ky;), véi x=(xy,x,

kie K, tatinhy = egx(x) = (¥1.¥3,.... ¥y,) nhu sau :
kia kip kym

= (Vo Vo V) (X1 X2 o, X)) [ K21 K2p Ko

Kma Kmz Kmm
NGi cach khac y = xK.
Ta ndi rang ban ma nhan dugc tir ban rd nho phép bién ddi tuyén tinh. Ta
xét xem phai thyc hién gidi ma nhu thé nao, tic phai lam thé nao dé tinh x
tir y. Chung ta 14y ma trn nghich dao K~ dé gia ma, ban mi duoc giai

mi bang cong thire yK .
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Duéi ddy 1a mo ta chinh xac mat ma Hill trén (Z,, )"
Cho m la mdt s6 nguyén duong c6 dinh. Cho P=C=(Z,,)™ va cho K = (cac
ma tran kha nghich cAp mxm trén z.) v6i mot khoa ke K ta xac dinh :
e (X)=x(K)
di (y)=yK™
Va tat ca cac phép toan thyc hién trén Z,,.
1.3.9. Ma Vigenere

Hé ma Vigenere 1dy tén ctia Blaise de Vigenere song vao thé ky XVI

St dung phép tuong tng A < 0, Bol,.....,Z<25 md ta & trén, ta co thé gin cho
mdi khoa K véi mdt chudi ki tu c6 d6 dai m duge goi la tor khoa. Mat ma Vigenere

s& ma hoa dong thoi m ki tr. Mdi phan tir ciia ban rd twong duong véi m ky tur.
Xét mot vi du:

Gia st m=6 va tir khéa 1a CIPHER. Tur khoa nay twong ung véi day s K =
(2,5,7,9,8). Gia str ban 10 la xau:

Nguyenthithanhhuyen

Cho m 14 mét s6 nguyén dwong c6 dinh nao d6. Pinh nghia P=C=K=(z,4)™.
Véi khoa K=(k, ks, ..., k,, ) ta xac dinh:

e (X9, %0, e, X)) = (0 + kx5 + Koy e, X + K)

Va (V1,20 e Vi) = (V1 — k1, Vs — Koy eee v Vi — ki)

Trong d6 tat ca cac phép toan dugc thuc hién trong Z,,

Mat ma Vigenere

Ta sé& bién doi céac phﬁn tor cua ban rd thanh cac thiang du theo modulo 26,
viet ching thanh cdc nhém 6 ro6i cong vai tir khda theo modulo 26 nhu sau:
13 6 20 24 4 13 19 7 8 19
2 5 7 9 8 2 5 7 9 8
15 11 1 7 12 25 24 14 17 1
7 0 13 7 7 20 24 4 13
2 5 7 9 8 2 5 7 9
9 5 20 16 15 22 3 11 22

Nguyén Thi Hong - CT1301 19



Db an tét nghiép Truong DH Dan Lap Hai Phong

Day ky tu tuong tmg cia xdubanma s¢ la:PLBHMZYORBJFUQPCDLW

Dé giai ma ta c6 thé dung cung tir khoa nhung thay cho cong, ta trir cho né
theo modulo26. Ta thiy ring cac tir khoa c6 thé v6i sb d6 dai m trong mat ma
Vigenere 1a 26™bdi vay, tham chi vé6i cac gia tri m kha nho, phuong phéap tim kiém

vét can cling yéu cau thoi gian kha 16n.

Trong hé mat Vigenere c6 tir khoa do dai m, mdi ky tu ¢ thé dugc anh xa
vao trong m ky tu ¢ thé co( gia sir rang tir khoa chira m ky tu phan biét). Mot hé

mat ma nhu vay dugc goi 1a h¢ mat thay thé da biéu.
1.4. Cac hé ma dong

Trong cac hé mat ma nghién ciru trén, cac phan tir lién tiép cua ban ré déu

duoc ma hoa bﬁng cung mot khoa K. Ttrc xau ban ma nhan duoc c6 dang:
M=v,¥s...... yly2.....ep (%) er(x;). ...

Céc h¢ mat ma thudc dang nay thuong dugc goi la cac ma khéi. Mot quan diém

str dung khac 1a mat ma dong. Y tuéng co ban & ddy 1a tao ra mot dong khoa z =

Z4Z, ....va ding né dé mi hoa mot xau ban rd X = x, X, ....theo quy tic:
M=vy,Vs...... yly2.....e4 (%) e,5(%5). ...

Ma dong hoat dong nhu sau : Gia sir keK la khoa va x,x, ....1a xau ban rd.

Ham fi duoc dung dé tao zi( zi 13 phan tir thtr I ctia dong tht 1 cta dong khoa )

trong do fi la mot ham cua khoa k va i-1 1a ki tu dau tién cta ban rd :

Zl = fl( k, X1X2 . ..Xi—lj

Phan tir thir I ctia dong khoa durge ding mé xi rao ra yi = e, (x,). Boi vy, dé
ma hoéa xau ban 18 x;%,.....Ta phdi tinh lién tiép z,y,2,V,.....Viéc giai mi
x4u ban ma y,y,... co thé thuc hién bang cach tinh lién tiép : Z1V1Z2V3. -

e Dinh nghia :

Mat ma dong 1a mét bo( P,C,K,L,E,F,D )thoa man cac diéu kién sau:

P 1a tap cac hitu han cac ban 13 co thé.

C 1a tap hiru han céc ban ma co thé.

K 12 tap hiru han cac khéa co thé.

L 1a hiru han bg chir ciia dong khoa.

F=( f1f2....) 1a b tao dong khoa .Véi i>1,
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frKxP™ ' —» |
Vé6i, mdi zeL c6 mot quy tic mi e,e E va mot qui tic gidi ma twong Gng
dzeD,saochoe,;P——  Cvad,:C—— P la 1 ham thoa man:
d, (e, ((X) = x v&i moi ban rd xeR.
Mot phuong phap tao dong khoa hdi quy tuyén tinh theo quan hé dé quy
tuyén tinh cAp m ma s& bi md tham nhu trinh bay tai 1.3 1a:
Ziom = Lyeg CjZi — j mod2

Trong do6 cycs.....C_1 € Z, 1a cac hang so cho trude.

Nhan xét :
Phép dé¢ qui nay duoc noi 1 c6 bac m vi mdi ) hang phu thudc vao m )
hang dimg trudc. Phép dé qui nay 1a tuyén tinh béi vi Z;,,, 1a 1 ham

tuyén tinh ctia cac sd hang ding trude. Cha ¥ ta c6 thé lay 1a C,=1 ma
khong 1am mét tinh tong quat. Trong truong hop nguoc lai phép dé qui
s€ co bac m-1.
O day khoa K géom 2m gia tri kik,........ K2 CoCyeeennCq. NEu (
kiksoooo. ky,) = (0....0) thi dong khoa s& chua cac s6 0. Di nhién phai
tranh diéu nay vi khi d6 ban mi s& dong nhat v6i ban rd. Tuy nhién:
Néu chon thich hgp cac hang s6 cyc;...... Cpy_q thi mot vector khoi dau
khac (k,k,........ K,,) s€ tao nén mdt dong khoa c6 chu ki 2™-1. Béi vay,
mot khoa ngin s& tao nén mot dong khoa co chu ki rat 16n. Pay 1a mot
tinh chat dang luu tim tao khoa gia ngau nhién.
Vi du minh hoa:
Gia st m = 4 va dong khoa duoc tao boi quy tic:
Zi 4 = Z; +2;,ymod2
Néu dong khoéa bat dau mot véc to bt ky khac véi vée to( 0,0,0,0) thi
ta thu dugc dong khoa c6 chu ky 15.
Mot véc to khoi dau khac khong bat ky khéac s€ tao mot hoan vi vong(
cyclic) cuia cung dong khoa.
Mot hudng dang quan tam cua phuong phap tao dong khoa hi¢u quéa bang
phan cimng 1a sir dung bo ghi héi tiép tuyén( hay LFSR). Ta ding mot bo
ghi ghi dich c6 m tan, Vector( k,ko........ k,,)s& ding dé khoi tao( dat cac
gia tri ban dau )cho thanh ghi dich. O mdi don bi thoi gian, cac phép toan

sau s& duoc thyc hién dong thoi.
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k, dugc tinh ra dung lam bit tiép theo ctia dong khoa.

kyKoi....... k., s& dich mot 1an vé phia trai.

Gia tri mé1 kg, dugce tinh bﬁng.

L755" Cj ki1 ( Dy 1a hoi tiép tuyén tinh ).

Ta nhén thiy ring thao tac hoi tiép tuyén tinh s& duoc tién hanh bing cach
léy tin hiéu ra tir mot sd t'?mg nhét dinh cta thanh ghi( dugc xac dinh boi cac
hang Cj c6 gia tri “1”) va tinh tong theo module 2( 13 phép hoic loai trir ).
Hinh sau mé ta LFSR dung dé tao dong khéa dugc tao theo quy tic :

24 4=(z+2,) mod 2

Thanh ghi dich phan héi (LFSR)

[ P
» T <

K? | K3

A

A

‘ - K1 K4

Mot vi du vé ma dong khong dong bd 1a ma khoa tu sinh nhu sau( Mat ma
nay do Vigenere dé xuat).

Mat ma khoa tw sinh

Cho P=C=K=L=Z,,

Choz, =Kvaz, 4(i=2)
V&1 0<z<25 ta xac dinh

e, (x) = x + zmod26

d.(y) = v — zmod26

(X,YE Z3¢)

Tha&m ma hé ma dong xay dung trén LFSR.

Ta nhé lai rang, ban ma 1 tong thé cua modulo 2 cua ban rd va dong khoa
tucy, = x; + z;mod2. Dong khéa dugc tao tr(zy z3,... Z,,) theo quan hé dé quy
tuyén tinh:

_ ym-1
Zmi1 = Ljeg CjZj41mod2

Trong d6 ¢y, ...,y € Z;(Vacyg = 1)
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Vi tat ca cac phép toan nay la tuyén tinh nén c6 thé hy vong rang, hé mat ma
nay c6 thé bi pha theo phuong phép tin céng v6i ban rd di biét nhu trudng hop mat
ma Hill. Gia st rang, Minh c6 mot xau ban 1 x, X, ... x,, va Xau ban mi tuong ting
V1 V5 ... V. Sau d6 tinh cac bit dong khda z; = x; + y;mod2,1<i<n. Ta ciing gia thiét
rang Minh ciing d4 biét gia tri cia m. Khi d6 Oscar chi can tinh ¢, ... ¢,,,_; € co thé
tai tao lai toan bo dong khoa. Noi cach khac Oscar can phai c6 kha nang xac dinh
cac gia tri m an sd.

Véii>1 batki ta co:

_ ym-1
Zm+1 = Lj=g C;Z;4;mod2

La mot phuong trinh tuyén tinh n 4n. Néu n>2n thi ¢c6 m phuong trinh tuyén

tinh m an c6 thé giai dugc.

Hé m phuong trinh tuyén tinh c6 thé viét dudi dang ma tran nhu sau:

31 32 — Em
Ba B i i B
= 2 3 m+1
(zm+1rzm+2!'" 'rZZm) - (Cnr Clr "-!Cm—l) ser s mme mEe wEe wew ma
Zm Em+1 . 'ZZ’m—l

Néu ma tran hé sé c6 nghich dao( theo modulo 2) thi ta nhan dugc nghiém:

-1
Z, Zy .. Lo
ZZ Zg . Z 1
(Cp:Cy.voCiy1)=(Zm+1,Zme2,- .- Zop) - o
Zo Zpqonnn Zomy

Trén thuc té, ma tran s& c6 nghich dao néu bac cua phép dé quy duoc ding
dé tao dong khoa 13 m. Minh hoa diéu nay qua mot vi du.

Vi du:

Gia sir Minh thu dugc xau ban ma :
101101011110010

Tuong ung vaéi xau ban ro :
110100100001010

Ta ciing gia sir rang, Minh biét dong khoa duoc tao tir mot thanh ghi dich
phan hoi( LFSR) ¢6 5 tang. Khi d6, anh ta s& giai phuwong trinh ma tran sau( nhan
duoc 10 bit dau tién cua dong khoa):
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1 1010

10100

(0,1,0,0,0) = (€g, €4, €5,€3,€64)]0 1 0 0 1

10010

00100

C6 thé kiém tra duoc rang:

110107 01001
10100 10010
01100 =|00001
10010 01011
00100 10110

Tt do ta co:

(cg. €1, €2, €3,€4) = (0,1,0,0,0)

[ = W o
[ T e R ==Y
=== =
=D e O
[ R e

=(1,0,0,1,0)
Nhu vay phép dé quy dugc dung dé tao dong khoa 1a :

Zi45 = Z; + Z;,3M0d2
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CHUONG 2: COSO LY THUYET M-DAY

Trong phan nay dé cép cac thong tin ¢ ich trong viéc nhin nhan vé day gia

ngau nhién va tmg dung trong bao mat.

M day thudng dugc dung dé thiét ké cac bo tao day gia ngau nhién ciing nhu
trong cac ki thuat dong bo, nhdy tan... Nhiéu tai liéu di khao sat tinh tong thé cia
chung. Mit khac khoa thuat toan ding trong mat ma cé chu ki rat 16n nhung trong
thuc té st dung mdi 1dn ma hoa ta dung doan khoa nao dé c6 do dai tuong trng véi
ban rd da cho. Liéu cac doan khéa con trong chu ki cta diy khoa c6 thuc su thé
hién tinh dia phuong tét. Dudi day gidi thiéu mot sb tinh chat dia phuong cia M
ddy va tap trung khao sat tinh chit twong quan timg phan va cac bo tao chudi nhi

phan tuyén tinh.
2.1.Bd tao chudi nhi phan tuyén tinh
2.1.1. Giéi thi¢u

B tao thanh ghi dich thuong dugce st dung sinh ra chudi nhi phan dap ung
cac muc dich khac nhau. Thiét bi nay nho, gon va it chi phi van hanh va tra vé cac
chudi khac nhau rat hiéu qua. Vi du mét thanh ghi r trang thai c6 [E)Erz kha nang
két hop céc ndi xuodi, nguoc. Phan 16n cac bod tao khong tuyén tinh, kho phan tich
thuong thé hién cac thude tinh khong mong muébn nhu 1a chudi dau ra c6 chu ki
ngian. Do dé thanh ghi dich tuyén tinh thuong duoc st dung hon,véi thanh ghi r
trang thai thi chu ky 16n nhit dat dugc 12 277, Vi cac ham sinh don gian chi can
2r bit dau ra c6 thé xac dinh dugc hé théng sinh va gia tri khoi tao cda thanh ghi r

trang thai ma khong géap kho khan gi.

- C6 thé nhén thiy rang, mot chudi nhi phan c¢6 chu ky dua ra c6 thé duoc tao
bai mot thanh ghi dich tuyén tinh nao d6. Thanh phan thanh ghi dich nao ¢6
s6 trang thai it nhat goi 1 twong duong tuyén tinh cta bd tao duoc sir dung
thue su tao chudi c¢6 chu ky nhét dinh. C6 mdt s6 cach xac dinh tuong duong
tuyén tinh, giai thuat duoc Massey dua ra nhu 12 mot tu tuéng chinh. Chung
ta ¢ thé hiéu do phirc tap cta chudi( hay bd tao) cling nhu 1a do dai cua

tuong duong tuyén tinh.

- Kha nang co thé du doan truéce cia bo tao tuyén tinh da duogc thic déy cac

nha thiét ké st dung cac phép toan khong tuyén tinh trong bd tao diu ra dé
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tang hon nita do phurc tap trong khi van duy tri dugc cac quan hé c6 do dai

thuc su ngan.

- Duéi day dua ra mot sé6 phuong phap phan tich dua trén gia thiét trudong
Galois dam bao du doan két qua phire tap cua bd tao tir cac thao tac khong
tuyén tinh. Ngoai ra con cung cip khai niém co ban cho dong bo cac thiét bi
véi cac ddc tinh mong mubn va sin sang mé rong cho cac 1p bai toan 1on

hon cda bd tao phuc tap.
2.1.2. Thé hién truwong Galois
Xem xét mot chudi nhi phan {a, } trong dé a,, 1 thanh phan thir n cia chudi,

n=0,1,2... Néu chudi dugc tao boi thanh ghi dich tuyén tinh r trang thai vdi cac gia

tri khoi tao ban dau a, a; ... a,_; va phép dé quy tuyén tinh xac dinh:
a, + Egﬂ:l Crly y=0n=7 (1)
trong d6 a,va c; thugc GF(2)ttrc nhén 2 gia tri 0 va 1.

Phép dé quy tuyén tinh nay co thé hién dudi dang mot biéu thire tuyén
tinh khéac:

[ET + E:’ﬂ:l CE'ET_l)aﬂ:U ST E U (2)
trong d6 E 1a phép toan dich thuc hién trén a, tra vé trén a,.,;
V....V...., Ea, = a,,,V6i2 ta dugc da thuc dic trung sau:
X"+ Xy =0 3

Chung ta hiy cing xem xét mot thanh ghi dich tuyén tinh 3 trang thai dugc

minh hoa nhu hinh sau:

L>O 0 1

Thanh ghi dich tuyén tinh don gian
B0 tao dugc xac dinh béi phép dé quy tuyén tinh sau:

@, + &, >+ a,_3 ,n>=3 va cac gia tri khoi tao ban dau

@y = 1, a; = 0,a, = 0 chudi théa man da thirc dic trung va tdi gian sau
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*4+x4+1=0 (5
Goi a 1a nghiém cua (5) ta co:
a®+a+1=0 (6)

Tir (6)chuing ta c6 thé tao ra cac mil clia a

=
a® = q?

ad=a+1
a*=a’ + a

Cung véi 0 tao nén 8 thanh phan ctua GF(23);
Nhan thay bat ky da thie f(x) trén GF(2) thi [f(x)]? = f(x?)
Vi vay ta c6 dang:
a, = A1x" + A2a*™ + A3(a® + a)"
Tir gia tri ban dau a0, al, a2 chung ta ¢ thé xac dinh A1=A2=13=1, vay:
a,=a" 4+ a*" + (a® + a)"
Do nén chudi c6 chu ky 7 va két qua dau ra la {1,0,0,1,0,1,1}
Tir trén c6 thé dua ra mot gia thiét sau:

Néu P( x) 1a mot da thirc ti gian bac d trén truong GF( 2) thi trudng mé
rong GF( 2°d) dugc tao boi viée lién két nghiém o cua da thire p( x) toi GF( 2) chtra

d nghiém khac biét cia p( X) va nhitng nghiém nay dugc dua dudi dang:
@ v6ik=0,1,2...d-1,

Tém lai, LFSR ¢6 thé duogc thuc hién béng nghiém cda da thac dac trung
trén truong Galois, qua d6 cho ta xdy dung cac hé thong khéng tuyén tinh c6 thé
kiém soat dugc dé tang do phuc tap cua chudi két qua diu ra va cung cp kha niang

déng bd cua céac bd tao phirc tap.
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2.2 KHAI NIEM M-DAY
2.2.1. Pinh nghia:

Pinh nghia m-day ( tiéng Anh Ia Maximum Sequence ): Cho p( X) 1a mot da
thirc nguyén thuy cap n trén truong GF(2). Khi d6, bd hai thanh phan:(n,p( X) )
duoc goi la bo ghi dich co do dai cuc dai. DAy bit ngau nhién do bo ghi dich d6 tao
ra dugc goi la m- didy vé6i chu ky cia no la N = 2 - 1,
Vi du: Cho p(x) = x4+ x+1.. Do d6 theo dinh nghia b hai (4 , x*4+x+1) la bo ghi
dich c6 d6 dai cuc dai va chu ky cua day dau ra d6 1a: 274-1 = 16-1 =15. Con mot
da thtic p(X) cap n duoc goi 1a da thirc nguyén thay ( Primitive Polynomial ) néu né
khdng thé dugc phan tich thanh tich cac da thirc ¢6 cdp nho hon n ( khac 1). Bic cao
nhat cua mot da thirc duoc goi 1a cap cua né.

Véi cac thanh ghi dich phan hdi tuyén tinh (LFSR) ¢6 cap L, ta c6 dinh Iy sau:

2.2.2Dinh Iy 1:

Mot thiét bi sinh tuyén tinh cia mot bd nhé vai kich thude cho trude s€ sinh
ra mot ddy cac phan tir trong trudng GF( q) ¢6 chu ky 16n nhat néu va chi néu da
thirc dac trung twong Gng cua nd la da thirc nguyén thuy trén GF( ). Ta khong
ching minh dinh Iy nay.

Hai day {b,} va {b,'}, mdi diy c¢6 chu ky N duogc goi 1a twong duwong tuin
hoan néu c6 tdn tai mot sb nguyén khong am t sao cho by, = by’ Vn = 1,2,... Hai
day khong c6 tinh chit d6 duoc goi 1a khong tuwong duong tudn hoan hodc goi la
phan biét tudn hoan (Cyclically distinctness). Tir d6 cac m-ddy la khong tuong
duong tuan hoan néu va chi néu sd cac m-day khong twong duong tudn hoan trén

GF(q) v6i bao tuyén tinh L bang sd Np( L) cac da thirc nguyén thuy cap L.

Pé xac dinh sb Ny( L), ta dua vao khai niém sau day goi 1a ham phi — Ole
duoc ky hiéu Ia ®(n ). Ta c¢6 dinh nghia sau day:

Cho n 12 mét sb tu nhién tiy y, Ta ky hiéu (x,n) 1a udc sé chung 16n nhét cua
2 s6 x va n. Khi d6 ham phi — Ole ®(n) 1a s tat ca x: 1< x < n ma nguyén tb véi n,
tuce la:
O(n) =#{1<x<n:(x,n)=1}.
Ham ®(n) c6 nhiéu y nghia trong khoa hoc k¥ thuat va thuc tién. Sau day la
mot vai tinh chat co ban ctia ham ®(n):

Tinh chét 1: néu n 1a s6 nguyén t6 thi ®d(n)=n-1
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Tinh chit 2: néu n = p.q la tich cta 2 s6 nguyén t p va q thi ®(n) = O(p.q) =
(p-1).(0-1).
Tinh chét 3: néu n = pk véi p 14 sé nguyén t6, con k 1a s6 nguyén duong tiy y thi:
®(n) = P(p*) = p(p-1).

Tinh chat 4: néun =M.Lv6i M va L 1a 2 s6 nguyén duong tlly y va nguyén

t6 cling nhau thi:

®(M.L) = D(M)D(L).

Tinh chat 5: néun = pil : p|22 ka V6i p1, Pos.....px, 12 nhitng sd nguyén t6

khac nhau timg d6i mot, con 1y l,,....1, 1a nhitng s6 nguyén khong am, khi do:

K 1.1
om=[]p;' “(pi -1
i=1

Bay gio ta ¢o dinh ly sau:
2.2.3. Pinh ly 2:

S6 Np(L) tat ca cac da thirc nguyén thuy cé cdp L trén truong GF(q) dugc

cho bdi hé thuec:

L
0(@” -1
Ny(L) = ————
p(L) 2
Nhu vay, sb Np(L) cua m-day khong twong duong tuan hoan v6i L mé rong

tuyén tinh duoc cho trong bang sau (q = 2)
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L | Ny(L) L Ny(L)
2 1 16 | 2048

3 2 17 | 7710

4 2 18 | 7776

5 6 19 | 27594

6 6 20 | 24000

7 18 21 | 84672

8 16 22 |120032
9 48 23 | 356962
10 60 24 | 276480
11 176 25 | 1296000
12 144 26 | 1719900
13 630 27 | 4202496
14 756 28 | 4741632
15 1800 29 | 18407808

Bang nay nhiam minh hoa sb cac Np(L) d6i v6i m-ddy nhi phan tuong tng L=
2+29vaq=2.
2.3. Tinh chit dia phwong cia M day

Xét m day (a;) = (@185 e o .. @py_q), cO chu ki N = 2" — 1,a, € GF(2), véi da
thirc dac trung tuong ng f(X) bac r.

Cdc tinh chdt tong thé

Ménh dé 1:

M dy c6 tinh chét toan cuc nhu sau.

Chukicucdai: N=2" -1
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C6 phén bd gan déu cho M tupelo v6i 0 <M<=r
C6 do phure tap tuyén tinh 1a r, ttrc 1a 2r bits lien tiép sé& xac dinh duy nhat f(x)
Ham tu tuong quan co6 2 muc:

LLt=k—N
C(T):{ —~7 k-Nkez

Gia st dat:
M, =((a1,@41, - - - @ 1m—1));i=0...N-1;M>0)

Tir cac tinh chat tong thé trén ta thiy:
Do phtc tap y (m) <=r.v6i me M,,bat ky.
Néu 0<M<=r,M,, c6 phan bos gin déu cho M tupple.
Néu M>r,M,,, chtr ding N bo M tuple khac nhau.
Néu M=N,ham twong quan trén M,,, s& chi nhan 2 gia trj .
Véi M<N,ham nay chua dugc khao sat
» Sau day ching ta s€ chinh x4ac hoa khai niém va khao sat phan

b gia tri twong quan trén M, v61 I<M<N
2.4. Twong quan dia phwong ciia M diy
2.4.1.Khai niém
Tro lai xét M,,= (@4, Q410 - - @i 4m—1), 1=0..N-1),M>0
R rang {M,,} =2"-1=N

Gia sir m1,m2€ M, =>m*=m1+m2€ M, ( tinh chit minh ctia m diy) m1#m2

M-2wt{m")

a0 O day wt( m*)la

Ham tuong quan gitta m1,m2 la: C(m1,m2) =
trong sd Heeming cua vector m*.

Khi m1,m2 14y ngdu nhién déu trén Mm, thi m* cling xudt hién ngiu nhién
déu trén Mm, vi vy ta c6 thé xét bién ngau nhién wt( m*)khi m* 1y ngiu nhién
déu trén Mm. R& rang phan bd cia bién ngiu nhién nay cho ta hinh anh dic trung
tinh chit twong quan dia phwong trén cac doan con M bit ctia M day di cho.

Véi 0<M<=r, phan bd nay c6 thé tim dugc tir phan bd cua M tuple. Tuy

nhién v6i r<M<N viéc tim ham phan b ciia wt( m*)rat khé khan. Do vAy phan sau
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chi gidi thiéu phuong phap tim mot sé mé men dau tién dic trung chu yéu cho hinh
anh hinh hoc ctia phan bd nay.

2.4.2 Cac mé men ciia phin bo gia tri twong quan

Dit wi =Wt( ay,Q;41. Qiam_1) = Zneg @l + 7

Goi Aw la s6 cac M tupple trong Mm ¢6 wi = w, néu M>r thi we[1,M].Néu
goi WP, WF tuong mg 1a cac mOmen bac p va md men trung tdm bac p cua bién
ngau nhién wt(m%*), ta co:

1qy
we = N ico Wi; E =1 W AW

1
W= }E (w;—w' )
Cong thirc tinh moomen trung tam bac 1,2,3.4 cu thé nhu sau:

Meénh dé 2: Véi gai thiét da néu( voi M>r) ta co:

w2=0.
M-1
w1,
_ —ME 3["'. +1)
w3 = aN o B2(M).

4 IMI-2M M(M-1)(M-2) 3(N+1)
€= 15 - 16N * ooy TAM).

W
trong d6:82 (M) 13 cac boi ba (1,j.k) voi 0<= i,j,k<=M-1 sao cho:
1Py, = Qi VN =0N—1

B, (M) 1a cac b0 4( iy,1,,15,i,) Ma0<i, <i, =iy <i, < M — 15sao cho:

Apyit Py Plpi;y = Opiia, VN =0,N—1

Nhan xét vé tinh twong quan dia phuwong ctiia M day.

Bang sau ddy cho ta mot so sanh phan bd gia trj twong quan ctia m diy voi
diy ngiu nhién ding, voi gia thiét r<M<<N.
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Moment rung tam béac n DAy ngau nhién M day
1 0 0
2 M/4 M/4
3 ° 25,0
4 3M? —2M
E— 2
16 3M 1; 2M+§E4[M)

Tir két qua trén ta thay khac tinh chét twong quan toan phan, tinh chat tuong quan

dia phuong ctia m day 1a hoan toan phan biét boi m day khac nhau( du c6 cling chu ki),

X 1ea o X X ~ LA 4 = 2 A . M .
thé hién & chd m diy sé& c6 bo (w2, w ! ... )dac trung cua riéng nd. Chang han vai:

f(x)=1+ x> + x*?
co wi=-1338

g(x)=1+x

x® +x5 +x'5 +x? +xE +x12 +x15 +x”5+x18 +x20 +x21 +x22 +:r:23

c6 wi= -1245

voir =23,M =500

Ta ciing thay rang m diy c6 thé xem 1a ¢6 twong quan ngiu nhién dja phuong

pham vi M néu ¢6 B, = B, = 0. Va hién nhién trong sé cac m diy cung chu ky,

tuy cuing tinh chat tong thé nhung m diy nao c6 B, = B, = 0 s& c6 dang diéu ngau

nhién dia phuong hon.

Qua khao sat trén ddy ta thdy mdi m day déu cé nhing thong tin rat riéng

biét vé chung, dé 1a nhitng tinh chét dia phuong va dic biét 1a tinh chét twong quan

dia phuong. Nhitng thong tin ndy chéc chan sé rat co ich cho viéc lua chon, thiét ké

va str dung m day doc 1ap ciing nhu trong cac mach t hop tao khoa nhét 1a co so

tao khoa gia ngau nhién va s& dugc tmg dung trong bao mat thong tin nhu s& trinh

bay nhu sau.
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Ngudn nhiu ngiu nhién duoc tao béi mot qua trinh vat Iy nao do, & cac may
ma thé hé dié tir trén; thudong st dung qua trinh bién dong gau nhién cia nhiét nhiéu
O cac linh kién dién tir nhu diod, transistor.....

Khoa ngoai thuong 1a mot vector nhi phan nao do, c6 do dai hitu han, trang
thai nay 1a ngiu nhién. Khoa ngoai ¢6 thé dua vao duéi dang bang duc 16 nhu E3(
bing nay dugc san xudt tir may san xuat khoa); hodc 1a trang thai ngdu nhién ban
dau cua thanh ghi dich nhu may ma thoai E10.

Khéi phure tap hoa thé hién chirc ning ciia mot ham f nao dé, c6 tac dung két

hop va bién doi gitra ngudn nhiéu( X), khoa ngoai K va cac thanh ghi dich:
=K, X...))

Ham phire tap hoa thé hién theo cac ham Boolean co ban va két hop véi nhau

dugc ctrng hoa theo cac mach logic sau:

X X

x1 X2
| o |

(x1, x2) = x18 x2
x1 2 X3

LI

> -
\|‘
-

t(x1, x2,x3) = x3x1& x3x2
x1 X2 X3

l

T(x1, x2,x3) T(x1,x2,x3)

{Tl = @xl 691:3@
T2 = x3x2&x3x1
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2.5.Thuat toan tao khoéa ciia may ma thoai E10

Mady ma thoai E10 tao khéa lam viéc theo so dd sau:

an
L

[S=]
(o]
]
[F¥]
(\-]
=
o]
Lh
(o]
O
LI
o

1 56 10 11 12 13 17 18

\I/ \y I v vV

| i

1 F2

Khoii=1,V co cau truc:

x1 X2 73 X4 x5
v AN
O
v 1N v

Thanh ghi dich 52 bits dé tao ra ddy gamma ban dau, c6 trang thai dau tién la
tir ngudn ngau x. B dao mach c6 30 dau vao va 30 dau ra, 30 ddu vao ldy tir 30 bits
cua mdt trang thai ghi dich, cu thé theo hinh v& sau:
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L A

Céch ndi tir mdi dau vao va 30 dau ra twong tng 1:1 bat ky, mdi cach ndi 30 dau
vao véi 30 dau ra khong cb dinh thay doi theo thoi gian dinh truée( Bé dao mach co

tac dung tao khoa ngoai).

Khéi phirc tap héa thyc hién nhd sy két hop logic gilta cic ham co ban &
trén. Do d6 c6 thé mo phong thuat toan tao khoa nhu sau:

Khong giam tinh tong quat, cO thé danh sb lai trang thai thanh ghi dich
la:x1,x2...x52.

Khi d6 30 bits dau vao ciia bd dao mach gia su la :x1,x2,x3...x30.

Theo so @6 mat ma ta co:

dk1=x3 © x4 dk2=x8 & x9
y1=dk1x1® dk1x2 y2=dk2x6 @ dk2x7
t1=x5® yl t2=x10 @ y2
dk4=x20 & x21 dk5=x27 ® x28
y4=dk4x18 @ dk4x19 y5=dk5x25 @ dk5x26
t4=x22 @ y4 t5=x29 @ y5

T1=X23 ® x24 dk3=x15 ® x16
t4=T1td @ T1t4d y3=dk3x13 @ dk3x14
t"4=t3@ t’4 t3=x17 @ y3

T, = x11& x12
fl =tit2 @tlt2

f2 =x30t"4@x30t5
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Cudi cung bd giao thuc hién:

{Fl = 12181272
F2 =12f2&12f1

Nhu vay,ctt mdi nhip tao ra dugc 2 bits khoa. Tir phan tich trén ta rat ra cac

két luan sau day:

Chu ky cta khoa 1a 2°% — 1, vi bd ghi dich tuyén tinh véi da thirc sinh 1a
nguyén thuy trén trudng GF( 2)sé cho ta m diy c6 chu ky cuc dai.

M day trén, trong k¥ thuat may ma thoai E10 ngoai tac dung tao ra chu ki

con co tac dung lam chirc ning déng bo gitta may phat va mdy thu.

Dung lugng khoa ngoai hién nhién 1a 30!( Bo dio mach lam chirc ning

hoan vi 30 bits ngau nhién cua thanh ghi dich)

Phan tich d6 an toan mat ma cta thuat nay, chu ky ddy sinh khoa khong 16m
so voi do 16n téi thiéu cua khoa tir cac day(>21°?), song khoa khong tao theo md
hinh trén c6 do bao mat cao boi 1€, d§ phuc tap cua dﬁy khoa phy thudc vao thuat

todn phtrc tap hoa f va quan trong 1a f phai dugc gitr hoan toan bi mat.

CAu tric tao khoa cia may mai trén theo 1 nguyén 1y kha chit chg, c6 thé
tmg dung trén nguyén tic ndy dé mo phong va xiy dung cac phin mém bao mét
trén may tinh PC c6 do bao mat theo y mudn. Viéc chuwong trinh hoa trén may tinh
khé dé dang thuat todn trén bdi 1& nguoi 1ap trinh ting chu ky hodc dung luong khoa

ngoai bang chuong trinh phan mém kha dé hon nhiéu so v&i cong nghé phan cung.
2.6. Tinh chit thong ké toan ciia m- ddy

Céc da thirc nguyén thuy cung cip cho ta su két néi giita cac LFSR dé tao ra
cac m-day voi chu ky cuc dai c6 thé duoc. Tuy nhién, mot cau hoi dugc dat ra ma
ching ta can quan tam 1a liéu trong khoang chu ky cia m-day, diy d6 c6 doc lap va
phan phdi xé&c suat déu hay khong? Cac tinh chat thong ké cua m-diy sau day tra 10
cho cau hoi vira néu:

Tinh chat 1: Xét day {b,} cua m-ddy. Ta ky hiéu Ny 14 s6 1an xuét hién ky tu
(signal) b trong day {b,}. N =1,2,...,.g"-1 va Ng la sb 1dn xuit hién ky tu 0 trong
day {by}. Khi do:

N,= Np+1 ¥b=0
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Tinh chit 2: Goi {b,} 1a mot m-ddy gdm cac phan tir trong truong GE(q) véi
bao (span) tuyén tinh L. khi d6 tan sd trung 1ap bo J (J = 1,2.3,...) N[J] trong day

{b,} duoc cho bdi cong thirc sau:

q-*néua#01<j<L
N,[J]= Q“'-1nbua=01<j<L

Ohoicl néulL<j
Trong d6 a = (ay, ..., aj, ).

Két qua nay c6 nghia 1a x4c suat xuat hién bd J tin hiéu (ky tu) trong cac

phép thir doc 1ap, mdi phép thir co q két cuc dong kha nang thi bang:

N, gt -1
N g, W
N q -1
Trong dé N 1a do 16n cua chu ky ciia m-day.
R rang rang % tién t6i q‘j khi L tang.
Tinh chit 3: Thong thuong mot thiét bi tao m-day trén trudng GF(q) dugc
tmg dung dé sinh ra cac day gia ngau nhién gdm céc ky tu 0 va qj — 1 néu coi bd J
tha n ( by, byes...... , bnsj-1) trong m-day {bn} 1a mot khai trién theo co sb q cua sd

nguyén thtr n trong diy sd nguyén do LFSR tao ra, tirc la:

-1 _
In = 2 bn+iqI
Pé do chit luong ngiu nhién cua day {i,}, ta dung khoang cach Hamming
dugc dinh nghia nhu sau:
Gia st x = (X1, Xo,....Xn ), ¥ = (Y1, Y2,...,¥n ) 12 2 vecto cung do dai n, khi do

khoang cach Hamming gitra x va y la :

HX, y):ih(xi,yi),

trong do :

H(Xi,yi) = { 0 néu x; = Y

1 néux;# Vi

1=1,2,..., N
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Ta c6 tinh chit 4 nhu sau:

Tinh chét 4: Gia st {b,} 1a mot m-day trén truong GF(q) v6i mé rong tuyén
tinh L va gia st la day dugc cho & (1). Ta ky hiéu i, 1a mot chu ky cua day {i,} ma
bat diu v6i s6 nguyén thir k. Khi do véi t = 0 mod(q- — 1) thi khoang céach
Hamming giita i; va i;44 dugc cho béi hé thue:

H(iz, i) = (1 - 07)

(2)

(J 1a do dai cua day chu ky)

Ttr tinh chét 4 ta ¢6 dinh 1y sau:

Dinh ly 3: Cho {a,} 1a mot diy gom céc ky hiéu tir bang chir cai ¢6 chu ky N,
con a ky hiéu 1a bo N cac ky hiéu ké nhau dugc 1ay tir day{a,} ma khoi dau tai ky

hiéu tht J. Gia st

Hin = mlﬂl H(a1,a141), va 3)
Ta xé4c dinh cac sd nguyén a, psao choN=ca|A |+ 0<P<|A] 4)
Khi do:

Hiin SN - = (N+B - [A]) (5)
TruonghopN=q" -1valA| =q” (6)
Thip=(1-q7) a=q" -1 )
Viy (5) cho ta két qua

Hmin < qL (1 - qJ) (8)

Tir tinh chét 4 ta suy ra rang day {i,} théa man cac yéu cau cta dinh ly. Do d6

day {b,} ctia m-ddy dat yéu cau 1a phan bd déu c6 khoang cach cuc dai ctia m-day.
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CHUONG 3: UNG DUNG LY THUYET M - DAY VAO VIEC
MA HOA BOI HE MA VIGENERE

Thuat toan:
Tao ra m- day
M4 hoa:
Input: - mym,...my
-ban ré: X;X,...Xm
Output: ban may =(m; + x;) mod 26 ; i=1,m
a=0,b=1, ...,z=25
Giai ma:
Input: -ban ma'y
-mymy...my
Output: Ban ré X= X;X,...Xm
1)Do6i ban ma va khéa—>cac day sé 0,25
2)xi= (y; — m;) mod 26
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‘ ‘ MO TA CHUONG TRINH
Gom c6 4 phan :

Phan 1: Menu chwong trinh :

[ = N

C\Windows\system32\cmd.exe

>> Application to encrypt / decrypt plaintext / ciphertext by switching the alph
abet based on the keyword or phrases used.

> Misc:
— Written in Java programming language

==> START PROGRAM

==> MENU

. Encrypt

. Encrypt with Auto—Key
. Decrypt with Key

. Decrypt with Auto—Key
. Exit

il
2
3
4
=)
>

Select a number :

Phan 2: M4 héa mét ban 16 khi ¢6 khéa cho trudce:

r N

C\Windows\system32\cmd.exe
5. Exit

> Select a numbher = 1

Input file name: input.txt

==> DISPLAY INPUT
ello World?

Input Key : phuong
Key bhecomes : PHUONGPHUONG

OUTPUT

> Output has been saved into outputEncrypt.txt

==> END OF PROGRAM
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Phan 3: Giai ma mot ban rd khi ¢6 khoa cho trudc:

C:\Windows\system32\cmd.exe =
5. Exit

> Select a numbher : 3

Input file name: input.txt

==> DISPLAY INPUT

Hello World!?

Input Key : phuong

Key becomes : PHUONGPHUONG
==> DISPLAY OUTPUT

SXRXB HHXRQ?

> Output has bheen saved into outputDecrypt.txt

==> END OF PROGRAM

.

Phan 4: Thoat khoi chuong trinh.
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KET LUAN

Tir két qua c6 tinh ly thuyét vira néu trén, ching ta c6 thé thiét 1ap mot bd
cac thanh ghi dich tuyén tinh dé tao ra cic ddy gia ngau nhién c6 chu ky cuc dai.
That vay, gia sir ta mudn tao ra m thanh ghi dich phan hdi tuyén tinh, gia str thanh
ghi dich thir i c6 n; 0 (cell) chira thong tin ban dau, & dayi=1,2,..., m. Pé m thanh
ghi dich ng,..., ny, tao ra duge mot day {i,} c6 chu ky cuc dai, theo 1y thuyét trén,
diéu kién at c6 va du la n;, n; phdi nguyén tb cling nhau, tirc 1a USCLN(n;,n;) = 1
Vi,j, i#. Trong d6 ¢6 L 6 chira thong tin phan hdi. Viéc mé rong cho ndi dung bai

béo c6 thé thyc hién trén trudong sb phirc.

Vén dé bao mat 1a mot van dé 16n, nén trong khudn kho khoa luan nay chi hy
vong dua ra dugc mot cach nhin tong quat va giai phap cho mot van dé cua ma hoa
co dién duoc sir dung trong cac thiét bi da duoc ciing hda trong cac may ma Lién xo
(cli). Noi dung chinh ciia khda luan 1a phan giéi thiéu tom tat vé co sé ma hoa doi
Xtng, co s toan M- ddy cing tng dung trong viéc tao khoa gia ngau nhién nham
thuc hién viéc bao mat va bao dam tinh an toan va cé nhirng tinh nang manh hon so
Vv6i nhiing thiét bi ma hoa E10. Song do lugng thoi gian con han ché nén da khong
thé 16t ta két qua dat duoc con mot sé han ché can phai tiép tuc hoan thién.

Tuy nhién viéc tiép can van dé bao mat va giai quyét bai toan tao khoa gia
ngau nhién &ng dung trong bao mat da tao cho ban than mét phuong phap nghién
ctru, von kién thic hét sirc quy bau. Trong tuwong lai néu c6 didu kién cong tac va
hoc tap thi d6 1a nén tang tot dé em hoan thién hé théng chuong trinh nhim dem lai
hiéu qua thiét thyc hon. Em tin rang, trong diéu kién hién nay véi sy phét trién nhu
vil bdo cua Internet thi nguén thdng tin trén mang rat can bao mat dam bao an ninh
toan théng tin.

Dbi véi nghiép vu nganh, trong pham vi khoa luan nay, em ¢ géng dua ra
mot giai phap ma hoa thdng tin nham truyén nhan thdng tin bi mat trong nganh dam
bao d6 an toan va tranh bi ngan chan phat hién noi dung a=ban mé, nhitng ban co
ndi dung anh hudng truc tiép dén nghiép vu nganh, an ninh quéc gia.

Mot 1an nira em xin chan thanh cam on thiyTS.H6 Vin Canh di tryc tiép
huéng dan cing toan thé thay co di tan tinh chi bao, tao diéu kién cho em hoan
thanh khda luan nay.
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