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LOI CAM ON

Em xin chan thanh cam on Thay gi4o, Tién si Phung Van On - Trung tdm Céng
nghé thong tin Bo Giao thong vén tai, ngudi da tryc tiép hudng dan tan tinh chi bao
em trong sudt qué trinh 1am thyc tap t6t nghiép.

Em xin chan thanh cam on tat ca cac thiy ¢ gido trong Khoa Cong nghé thong
tin - Truong DPHDL Hai Phong, nhiing nguoi da nhiét tinh giang day va truyén dat
nhimng kién thirc can thiét trong sudt thoi gian em hoc tap tai trudng, dé em hoan thanh
tt dé tai nay

Em ciling xin chan thanh cam on tAt ca cac o chl, cac anh chi tai Trung tdm
Cong nghé thong tin B6 Giao thong van tai, di gitp d& va tao moi diéu kién t6t cho
em trong thoi gian thuc tap tai Trung tam

Tuy c6 nhiéu cb ging trong qua trinh hoc tip ciing nhu trong thdi gian thuc tap
nhung khéng thé tranh khoi nhitng thiéu sot, em rat mong dugc su gop ¥ quy bau cia

tat ca cac thay co gido cling nhu tat ca cac ban dé két qua ciia em dugc hoan thién hon.

Em xin chan thanh cam on!
Hai Phong, thang 7 nam 2009
Sinh vién

Nguyén Thi Phuong Thao
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GIOI THIEU

Tén dé tai: Nghién ctru cac m6 hinh bao mat thong tin, rng dung bdo mat hé théng
thong tin cia BO GTVT.

Muc dich cua de tai:

Tim hiéu, nghién ctru cic mo hinh bao mat thong tin . Tir d6 xay dung cac giai
phap bao mat thong tin cho cac rng dung mét cach phu hop .

Dé bao vé mot hé thong may tinh, trude hét chung ta can phai kiém soat viée truy
cap hé thong. Giai phap 1a dung cach nao d6 gidi han céac truy cap cia foreign code
(foreign code 12 mi bat ky khong sinh ra tai may lam viéc nhung bang cach nay hay
cach khéc toi duoc mdy va chay trén do) téi cac dir liéu va tai nguyén cua hé thong.
Chung ta biét r::ing moi tién trinh déu can c6 mot moi truong nhét dinh dé thyuc thi.
Puong nhién mot chwong trinh khong bao gio thyuc thi s& chang bao gio lam hu hai
dén hé théng. Chuong trinh cang bi gidi han truy cap t&i hé thong thi hé thong cang it
nguy co rii ro. Do viy nguyén tic chung cia chiing ta 1a kiém soat nghiém ngit viéc
truy cap cua cac chuwong trinh t&i hé thong.

Gioi thiéu vé Bo GTVT

Ngay 22 thang 4 nim 2008 Chinh phu da ban hanh Nghi dinh s6 51/2008/ND-CP
(thay thé Nghi dinh s6 34/2004/ND-CP) quy dinh chirc nang, nhiém vy, quyén han cia
B6 Giao thong van tai.

Chirc nang:

B6 Giao thong véan tai 1a co quan cta Chinh phu, thuc hién chitc nang quan ly Nha
nudc vé giao thong van tai duong bo, duong sat, dudng song, hang hai va hang khong
trong pham vi cd nudc; quan ly nha nudc cac dich vu cong va thuc hién dai dién chu
so hitu phan vén cua nha nudc tai doanh nghiép c6 vén nha nudc thudc Bo quan ly
theo quy dinh cia phap luét.

Nhiém vu, quyén han:

Bd Giao thong van tai c¢d trach nhi¢m thyc hién nhi¢m vy, quyén han quy dinh tai
Nghi dinh s6 178/2007/NB-CP ngay 03 thang 12 nim 2007 ciia Chinh pha quy dinh
chtc nang, nhi¢m vy, quyén han va co ciu td chitc cua Bo, co quan ngang B0 va
nhirng nhiém vu, quyén han cu thé sau day :
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1. Trinh Chinh phud dy an luat, du thdo nghi quyét ciia Qudc hoi, dy an phap 1énh, du
thao nghi quyét cua Uy ban Thuong vu Qudc hoi; du thao nghi quyét, nghi dinh cua
Chinh phu theo chuong trinh, ké hoach xay dung phéap luat hang nim cua Bo da duogc
phé duyét va cac du an, dé an theo phan cong cia Chinh phii, Thu tuéng Chinh phu.

2. Trinh Thu tuéng Chinh phi chién luoc, quy hoach phat trién, ké hoach dai han, nam
nim va hang nim; cac chuong trinh, du 4n qudc gia thudc cac linh vuc quan 1y nha
nudce cua Bo; cac du thao quyét dinh, chi thi cia Thu twéng Chinh phu.

3. Ban hanh cac quyét dinh, chi thi, thong tu thudoc pham vi quan ly nha nudce cua Bo;
xdy dyng dé trinh cip c6 thdm quyén ban hanh hodc ban hanh theo thim quyén cac
tiéu chudn, quy chuin k¥ thuat qudc gia trong cac linh vuc quan ly nha nude cia Bo.

4. Chi dao, huéng dan, thanh tra, kiém tra va chju trach nhiém t6 chtrc thuc hién céc
vin ban quy pham phap luat, chién luoc, quy hoach, ké hoach da dugc phé duyét thudc
pham vi quan ly nha nuéc ciia Bo; tuyén truyén, phd bién, gido duc phap luat va thong
tin vé& cac linh vuc quan ly nha nude cta Bo.

5. Vé két c4u ha tang giao thong dudng bd, duong sit, duong thiy ndi dia, hang hai va
hang khéng:

a) Chi dao viéc td chirc thuc hién quy hoach, ké hoach phat trién hé théng két cAu ha
tang giao thong da duge Thu tuéng Chinh phi phé duyét; b) Ban hanh quy chudn xay
dung va quy dinh viéc quan ly két cu ha ting giao thong theo thim quyén; quy dinh
viéc bao tri, quan 1y sir dung, khai thac két cAu ha ting giao thong (trir két cdu ha tang
giao thong do thi) trong pham vi ca nude; chi dao, kiém tra viéc to chirc bao tri, bao
dam tiéu chudn, quy chuén k§ thuat mang ludi cong trinh giao thong dang khai thac do
B chiu trach nhiém quan ly;

¢) T6 chirc thye hién nhiém vy, quyén han ctia co quan quyét dinh dau tu, chu dau tu
déi vai cac du an dau tu xay dung két cdu ha ting giao thong; cong bd danh muc du an
goi von dau tu va hinh thire dau tu két cdu ha ting giao thong theo quy dinh cua phap
luat; d) Trinh Chinh pht quy dinh pham vi hanh lang bao vé ludng duong thuy ndi dia,
hanh lang an toan giao thong dudng bo, hanh lang an toan giao thong dudng sit theo
quy dinh cta phép luat; chi dao, kiém tra Uy ban nhan dan céc cép trong viéc thuc hién
cac bién phap bao v€ hanh lang an toan giao thong;
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d) Cong bd va chi dao t6 chirc thuc hién viéc dong, mé cang hang khong, sin bay va
thiét 1ap duong hang khéng sau khi duge Thi tuéng Chinh phii cho phép; quyét dinh
viéc dong tam thoi va mo lai cang hang khong, san bay; cong b dong, md cang bién,
viing nudc cang bién, ludng hang hai, cang, bén thiy ndi dia ¢ phuong tién thiy nudc
ngoai ra vao, tuyén dudng thiy ndi dia, ga duong sat, tuyén duong sét theo quy dinh
cua phap luat;

e) To chire thuc hién viéc dang ky va cdp Gidy ching nhan dang ky cang hang khong,
san bay theo quy dinh cua phap luat;

g) Trinh Chinh phu quy dinh viéc phan loai, dit tén hoic sé hiéu duong va tiéu chuin
k¥ thuat cua cac cép duong bo; quyét dinh phan loai, diéu chinh hé théng quéc 16;
huéng dan cu thé viéc dat tén, sb hiéu duong bo.

6. Vé phuong tién giao thong, phuong tién, thiét bi xép dd, thi cong chuyén dung trong
giao théng vén tai (trir phuong tién phuc vu vao muc dich quc phong, an ninh va tau
cd) va trang bi, thiét bi k¥ thuat chuyén nganh giao thong van tai:

a) To chure thuc hién viée dang ky tau bién, tau bay theo quy dinh ctia Chinh phu; quy
dinh viéc ding ky, cip bién sé phuong tién giao thong duong sit, duong thiy ndi dia
va xe may chuyén dung tham gia giao théng;

b) Quy dinh chit lugng an toan k¥ thuét, bao vé méi trudng ddi véi phuong tién giao
thong co gioi;

¢) Quy dinh va hudéng din thuc hién tiéu chuan, quy chuan ky thuat, viéc kiém tra chat
lugng an toan k¥ thuat cia phuong tién giao thong co gigi duong bg, phuong tién giao
thong duong sit, duong thiy ndi dia, hang khong, hang hai, cac phuong tién, thiét bi
xép d&, thi cong chuyén dung, cac cong trinh, phuong tién, thiét bi chuyén dung sir
dung trong giao thong van tai va cdc muc dich khéac theo quy dinh cua phép luat;

d) T6 chutc cap Gidy ching nhan du diéu kién bay cia tau bay; cip Gidy chimg nhan
du diéu kién bay xudt khau ddi véi tau bay, dong co tau bay, canh quat tau bay khi
xuét khau; cap hodc cong nhan Gidy ching nhan loai ddi véi tau bay, dong co tau bay,
canh quat tau bay khi san xuét tai Viét Nam hodc nhap khAu;

d) Quy dinh viéc thAm dinh thiét ké k¥ thuat trong san Xuat, lép rap, stra chira, hoan cai
phuong tién giao thong, phuong tién, thiét bi xép dd, thi cong chuyén dung va trang bi,
thiét bi k¥ thuat chuyén nganh giao thong van tai;
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e) Quy dinh tiéu chuan, quy chuén k¥ thuat, diéu kién hoat déng cua co s& thiét ké, san
xuét, bao dudng hodc thir nghiém tau bay, dong co tau bay, canh quat tau bay va trang
thiét bi tau bay tai Viét Nam; co s& cung cép dich vu bdo dam hoat dong bay va co s¢
kiém dinh chat luong an toan k§ thuat, bao vé moi trudng dbi véi phuong tién giao
thong co gidi duong bd, dudng sit, duong thiy ndi dia, hang hai, hang khoéng va cac
phuong tién, thiét bi, cong trinh khac theo quy dinh cua phap luat.

7. Quy dinh viéc dao tao, huan luyén, sat hach, cdp, cong nhan, thu hoi gidy phép,
bang, chimg chi chuyén mén cho nguoi diéu khién phuong tién giao thong, nguoi van
hanh phuong tién, thiét bi chuyén dung trong giao théng van tai (trir ngudi diéu khién
phuong tién, thiét bi chuyén dung phuc vu vao muc dich quc phong, an ninh va tau
cd) va cho ddi tuong lam viéc ddc thu trong linh vyc giao thong van tai.

8. V& van tai duong bd, dudng sit, duong thuy noi dia, hang hai, hang khong dan dung
va van tai da phuong thtc:

a) Huéng dan, kiém tra viéc thuc hién diéu kién kinh doanh vén tai, co ché, chinh sach
phat trién van tai, cac dich vu hd trg van tai theo quy dinh cua Chinh phu;

b) Quy dinh tiéu chuan, quy chuén k¥ thuat, cong nghé van hanh, khai thac van tai;

¢) Cong bd dudng bay dan dung sau khi duge Thi tuéng Chinh phu cho phép; cong bd
cac tuyén van tai duong bd, dudong sét, duong thuy ndi dia va mang van tai cong cong
theo quy dinh cta phap luat;

d) Huéng dan thuc hién van tai da phuong thirc theo quy dinh ctia Chinh phi;

d) T6 chtre cip phép hoat dong bay dan dung; chi dao, kiém tra viéc thuc hién quy ché
phéi hop quan Iy hoat dong bay dan dung;

e) Quy dinh chi tiét viéc quan ly hoat dong tai cang hang khong, san bay, cang bién,
cang, bén thuy noi dia, ga duong sit va tuyén ludng giao thong duong sit, duong thuy
ndi dia, hang hai.

9. V& an toan giao thong:

a) Chu tri, phdi hop t6 chtrc thuc hién cac dé an tong thé vé bao dam an toan giao
thong trén pham vi ca nuéc sau khi duge Thi tuéng Chinh phii phé duyét; huéng dan,
kiém tra viéc thuc hién cac bién phap bao dam an toan giao thong duong bo, duong
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sat, duong thiy ndi dia, hang hai, hang khong dan dung thudc pham vi chirc ning,
nhiém vu cua Bo;

b) Phé duyét chuong trinh an ninh hang khong dan dung, phuong an diéu hanh tau bay
bi can thiép bat hop phap, chap thuan chuong trinh an ninh hang khong dan dung cta
cac hang hang khong nude ngoai; chu tri thuce hién kiém tra va cung cdp thong tin an
ninh, an toan hang khong, hang hai theo quy dinh cua phap luit;

c) Huéng dan céc thu tuc diéu tra sy cd tai nan tau bay theo quy dinh cia Chinh phu;
t6 chirc thuc hién viéc diéu tra, xir ly tai nan hang hai, hang khong dan dung theo quy
dinh cta phap luét;

d) T6 chtre thuc hién tim kiém - ctru nan trong giao thong duong bd, duong sit, dudng
thuy ndi dia, hang hai va hang khong.

10. Vé bao vé moi trudng trong hoat dong giao thong van tai:

a) T6 chirc thim dinh va phé duyét bao cao danh gia moi trudong chién luge va bao co danh
gia tac dong moi truong dbi véi cac du an dau tu xay dung két ciu ha tang giao théng va co
s& san xuat cong nghiép thudc tham quyén ciia Bo theo quy dinh cta phap luét;

b) Phéi hop v6i BO Tai nguyén va Moi trudng, cac Bo, co quan ngang B, co quan
thuoc Chinh phii ¢6 lién quan va Uy ban nhan dan cip tinh dé chi dao, huéng din,
kiém tra viéc thuc hién phap ludt vé bao vé méi trudng va cac quy dinh khac ctia phap
luat c6 lién quan d6i véi xdy dung két cdu ha ting giao thong va hoat dong giao thong
van tai; theo ddi, kiém tra viéc thuc hién cac quy dinh cda phap luat vé bao vé mdi
truong trong cac linh vuc quan ly nha nudce cua Bo;

¢) Quy dinh viéc cip Gidy ching nhan dat tiéu chuin moi trudng ddi véi phuong tién
giao thong co gidi dudng bo, phuong tién giao théng duong sit, duong thuy noi dia,
hang hai va hang khong (trtr phuong tién giao thong cuia quan doi, cong an st dung
vao muc dich quéc phong, an ninh); chi tri huéng dan kiém tra, xac nhan tiéu chuin
mdi truong ddi véi xe 6 t6 va xe co gidi khac.

11. Thye hién hop tac qubc té, cac Diéu udc qudc té ma Viét Nam da ky két hodc tham
gia trong linh vuc giao thong vén tai dudong bo, dudng sit, dudong thay ndi dia, hang
hai va hang khong.
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12. Chi dao td chire thue hién ké hoach nghién ctru khoa hoc, phat trién va chuyén giao
cong nghé trong linh vuc giao thong van tai duong bo, dudng sét, duong thiy noi dia,
hang hai va hang khong; chi dao viéc xay dung, trién khai cac chuong trinh, du 4n tng
dung cong ngh¢ thong tin, xay dung co s¢ dit liu, bao dam dich vu thong tin phuc vu
quan ly nha nuéc va dap tng nhu cau cua t chtrc, ca nhan tham gia hoat dong giao
thong van tai.

13. Vé dich vu cong:

a) To chuc thuc hién quy hoach mang luéi to chirc su nghiép dich vu cong trong cac
nganh, linh vuc thudc pham vi quan ly nha nuéc cua BO sau khi dugce cép c6 thAm
quyén phé duyét;

b) Ban hanh tiéu chuin, quy chuan ky thuat d6i véi cac hoat dong cung tng dich vu
cong thudc nganh giao thong van tai,

¢) Hudng dan, hd tro cho céc to chire thue hién dich vu cong theo quy dinh ctia phap
luat.

14. Vé thuc hién dai dién chud s& hitu phan von cia Nha nuéce tai doanh nghi€p c6 von
nha nuoc:

a) Xay dung dé an sap xép, to chuc lai, chuyén ddi s¢ hiru doanh nghiép nha nuéc dé
trinh Thi tudng Chinh pha phé duyét va chi dao to chirc thyc hién dé an sau khi duoc
phé duyét;

b) Trinh Thu twéng Chinh pht bd nhiém, b nhiém lai, mién nhiém hoic bo nhiém, bo
nhiém lai, mién nhiém theo thdm quyén cac chirc danh can bo lanh dao quan 1y, ké
toan truéng cia doanh nghiép nha nude chwa cd phan hoa;

¢) Trinh Thi tudéng Chinh phii phé duyét hodc phé duyét theo thim quyén diéu 1é to
chire va hoat dong cuia doanh nghiép nha nuéc chua c¢d phan hoa. 15. Huéng dan, tao
diéu kién cho hdi, t6 chirc phi Chinh phu tham gia vao hoat dong trong linh vuc giao
thong van tai; kiém tra viéc thuc hién cac quy dinh cda nha nudc vé giao thong van tai
d6i véi hoi, t6 chic phi chinh phu; xur 1y hoic kién nghi co quan nha nudc c6 thim
quyén xtr 1y cac vi pham phap luat cta hoi, to chirc phi Chinh phu theo quy dinh cta
phap luat.
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16. Thanh tra, kiém tra, giai quyét khiéu nai, t6 cdo, phong, chéng tham nhiing, tiéu
cuc va xir 1y cac vi pham phép luat vé giao thong van tai duong bo, dudong sit, dudng
thity noi dia, hang hai va hang khong thugc tham quyén cia Bo.

17. Quyét dinh va chi dao thuc hién chuong trinh cai cach hanh chinh cua B§ theo muc
ti€éu va ndi dung chuong trinh cai cach hanh chinh nha nudc da dugc Thu tudng Chinh
phu phé duyét; dé xuét hodc quyét dinh theo thim quyén viéc thuc hién phan cip quan
ly nha nude vé nganh, linh vue. 18. Quan 1y vé to chirc bd may, bién ché; chi dao thuc
hién ché do tién luong va céc ché d6 chinh sach déi vai can bo, cong chue, vién chuc
nha nudc va ngudi lao dong thude pham vi quan ly ctua Bo; dao tao, bdi dudng, xay
dung ddi ngii can b, cong chire, vién chire nha nudce thude tham quyén; quy dinh chic
danh, tiéu chudn cp bac k¥ thuat, nghiép vu trong cac nganh thudc pham vi quan ly
cua Bo.

19. Quan 1y tai chinh, tai san duoc giao va td chirc thyc hién quan Iy ngan sach dugc
phan b6 theo quy dinh ctia phap luat.

20. Thuc hién cac nhiém vu khac theo quy dinh cua phap luédt va phan cong cua Chinh
phu, Thu tuéng Chinh phu.
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CHUONG 1. VAN PE BAO MAT HE THONG THONG TIN

1.1. CAC HIEM HQA POI VOI MAY TiINH VA HTTT

Mot ngudi mudn truy cdp vao hé thong mang may tinh cé thé vi mot 1y do nay
hay mét 1y do khac. Dudi ddy 1a mot s6 1y do c6 thé:

- Chi dé to mo, giai tri hodc mudn thé hién kha nang ca nhan.

- Pé xem xét chung chung.

- Pé an cap tai nguyén may tinh nhu thoi gian ciia bo CPU.

- Pé an cip cac bi mat thuong mai, bi mat qudc gia hodc cac thong tin doc quyén.
- Phat dong chién tranh thong tin trén mang, lam t€ 1i€t mang.

Trong moi trudng hop, bat ké vi 1y do gi thi dang sau vu tan cong, thong tin ma
ké pha hoai mudn léy nhat 1a password (mat khéu). Tuy nhién, mat khau déu da duoc
mi héa, nhung diéu nay khong c6 nghia 1a mat khau ludn dugc an toan. “Hacker” ¢6
thé dung chuong trinh BO giai ma mat khau (Password Cracker) dé tim mat khau bang
cach so sanh chung véi cac tir trong mot tir dién hodc Brouce Force. Mtrc d6 thanh
cong ctia chuong trinh giai ma phu thudc vao tai nguyén cua CPU, vao chit luong cia
tir dién va mot vai 1y do khac.

Cic hinh thirc tin cong va pha hoai dién hinh trén mang (LAN va Internet)
Tan cong theo kiéu tir choi dich vu (Denial of Service-DoS)

Hop thu dién ttr thuong 13 muc tiéu tin cong chinh cua kiéu tin cong nay. Tan
cong duoc thue hién biang mot chuong trinh gti thu lién tuc dén hop thu can phé hoai
cho dén khi hop thu khong thé nhan thém thu duoc nita. Hién nay kiéu tan cong DoS
thuong nham vao cac Web Server 1én véi muc dich pha hoai dich vu cung cép cua
Website.

Mot bién thé khac cua tdn cong kiéu DoS 14 tan cong DoS kiéu phan tan
(Distributed Denial of Service - DDoS). K¢é tan cong s& dung nhiéu may tinh bén ngoai
ddng loat tan cong DoS gy ra tic nghén tram trong va rat kho truy tim thii pham.
Chin bit géi tin (Network Packet Sniffing)

Nhirng chuong trinh chin bat goi tin ¢6 thé chian bat ky mot goi tin trong mang
va hién thi ndi dung goi tin mot cach d& doc nhat. Hai dau cua két ndi co thé khong
biét dugc goi tin ciia minh bi xem trom. Day 1a cong cu ua thich ciia nhitng nguoi
quan tri mang dung dé kiém tra mang. Khi mang nd1 bd dugc két ndi vao Internet, mot
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ké kha nghi bén ngoai dung Packet Sniffer c6 thé d& dang chin goi tin duoc giri dén
mot may tinh nao d6 trong mang va dé dang nghe trom thong tin.

Gia mao thu IP

Mot phuong khac dugc str dung 1a gia mao dia chi IP. Ké tan cong su dung dia
chi IP ndo d6 dugc tin 13 hop 1¢, khong bi nghi ngd. Béi dia chi IP 13 duy nhéit nhung
khong phai 14 gin duy nhat v6i mot may tinh. Khi ai d6 mudn déu co thé sir dung IP
ma minh thich ma khong can bat ky su chtng thue nao ca.

X4o tron va phat lai thong tin

Céc thong tin truyén di c6 thé bi chan lai va thay doi ndi dung réi méi duoc giri
dén cho bén nhan (replay attack). Tuy nhién, viéc nay sé& khé thuc hién d6i voi cac
mang truyén quang ba dén tt ca cic mdy tram nhung dé dang thuc hién trong mang
kiéu Iuu trit va chuyén tiép. Ngoai ra, cac thong tin bi chin lai trén duong truyén con
¢ thé duoge luu lai va glri vao mot thoi diém khac 1am cho bén nhan c6 thé khong
nhan ra sy thay doi thong tin. Viéc ma hoa thong tin khong thé chéng lai kiéu tan cong
nay boi viéc truyén lai cac thong tin c6 thé dung 1a thong tin liy trom duoc tir chinh tai
nguyén ciia hé thong tham chi ddi véi cac ké pha hoai khong muc dich chung khong
can hiéu hay giai ma duoc cac thong tin ma chung thyc hién truyén lai.

Mot s6 phwong phap tin cong khac

Hau hét cac phuong phap tan cong trén déu thuc hién do chinh ngudi sir dung hé
théng, chung loi dung quyén cia ngudi sit dung thuc hién chuong trinh dé tién hanh
cac hoat dong phd hoai

Cung voi cac phuong thic lay thong tin bang truy cip truc tiép, con mot sb
phuong phap tinh vi khac kha pho bién dic biét véi cac hé thong co dua ra cac dich vu
truy cap cong cong.

St dung virus may tinh

La mot chuong trinh gan vao mot chuwong trinh hop 1¢ khac va cé kha ning lay
lan n6 vao cac moi trudng dich mdi khi chuwong trinh hop 1& duoc chay. Sau khi virus
lay nhiém vao hé théng no6 s& thyc hién pha hoai mdi khi n6 mudn, thong thuong 1a
phd hoai theo thoi gian dinh trudc. Pung nhu tén goi cua nd, mdt trong nhirng hanh
dong clia virus do6 14 lay lan ban than no vao tat ca cic chuong trinh ma n6 tim thay
trong moi trudng hé théng. Chung chuyén tir may tinh nay sang may tinh khac mdi khi
chuong trinh dugc sao chép bat ké qua mang hay qua thiét bi luu trix vat 1y.
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Str dung chwong trinh Worm

La chuong trinh loi dung diéu kién d& dang cho phép chay chwong trinh tir xa trong hé
phan tan. Cac diéu kién nay cé thé ton tai mot cach tinh cd hodc ¢ chi y. Mot s6 céac
chwong trinh Internet Worm d loi dung dic tinh két hop ca c6 chii y va tinh ¢ cho phép
chay chuong trinh tir xa trong hé thong BSD UNIX dé pha hoai hé thdng.

Str dung chwong trinh Trojan

Nhitng chuong trinh dua ra cho nguoi st dung hé thong st dung bé ngoai thuc
hién mdt chirc nang binh thuong nhung thuc chét 1a thuc hién pha hoai 4n sau do.

1.2 AN TOAN HE THONG THONG TIN
Hé thong théng tin

Hé thong thong tin (Information System) 1a mot hé thong luu trit va cung cap
thong tin phuc vu cho hoat dong ciia con ngudi trong to chirc. Ta con cé thé hiéu hé
thong thong tin 12 hé thong ma méi lién hé giita cac thanh phan cia né ciing nhu mbi
lién hé gitta n6 vai cac hé thong khac 1a su trao doi thong tin.

Hé thdng thong tin ¢ 4 chirc ning chinh la: Pua thong tin vao, luu trit, xir Iy va
dua ra thong tin.

Cic hiém hoa mit an toan doi véi hé thong thong tin

Cac hiém hoa mat an toan d6i véi mot hé théng thong tin co thé duge phan loai
thanh cac hiém hoa v tinh hay cd y; cac hiém hoa chu dong hay thu dong.

Hiém hoa vé finh (unintentional threat): Khi nguoi str dung tat ngudn ctia mot
hé thong va khi dugc khoi dong lai, hé théng & ché do single-user (dic quyén) - nguoi
st dung co thé 1am moi thr anh ta mubn ddi v4i hé théng.

Hiém hoa cé y (intentional threat): C6 thé xay ra ddi véi dir liéu trén mang hodc
may tinh ca nhan thong qua cac tan cong tinh vi c¢6 sir dung cac kién thirc hé théng dic
biét. Vi du vé cac hiém hoa cd ¥: ¢d tinh truy nhap hodc st dung mang trai phép
(Intentional Unauthorized use of corporate network).

Hiém hoa thu dpng (passive threat): Khong phai 1a két qua cua viéc stra doi bat
ky thong tin nao cé trong hé thong, hoic thay d6i hoat dong hodc tinh trang cua hé
thong.

Hiém hoa chii dong (active threat): LA viéc sta d6i thong tin (Data
modification) hoac thay doi tinh trang hodc hoat dong cua mot hé théng.
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Moi de doa va hau qua tiém an d6i voi thong tin trong giao dich dién tir 1a rat 1on.
Nguy co rui ro ddi v6i thong tin trong giao dich dién tir dwoc thé hién hoic tiém 4n
trén nhiéu khia canh khic nhau nhu: ngudi st dung, kién tric hé thong coéng nghé
thong tin, chinh sach bao mat thong tin, cac cong cu quan ly va kiém tra, quy trinh
phan ung, v.v.

Cic yéu ciu can bao vé hé thong thong tin.

Muc tiéu cudi cung cua qua trinh bao mat thong tin la nham bao vé ba thudc tinh
cua thong tin:

. Tinh bi mgt (Confidental): Thong tin chi duoc xem béi nhitng nguoi c6 tham
quyén. Ly do can phai gitt bi mat thong tin vi d6 1a san pham sé hitu cta t6 chirc va doi
khi d6 1a cac thong tin ctia khach hang cua t6 chie. Nhitng thong tin nay mic nhién phai
gift bi mat hodc theo nhiing diéu khoan gitra to chirc va khach hang cua t6 chirc.

« Tinh toan ven (Integrity): Thong tin phai khong bi sai hong, suy bién hay
thay d6i. Thong tin can phai xtr Iy dé cach ly khoi cac tai nan hodc thay doi c6 chu y.

« Tinh sin sang (Availability): Thong tin phai luon duogc giir trong trang thai
san sang cung cap cho ngudi c6 tham quyén khi ho can.

Cic bién phap dam bao an toan hé thong thong tin.

Trong phén nay, ching ta xem xét mot s6 bién phap bao mat cho mot hé théng tin
hoc. Cling can phao nhan manh rﬁng, khong c6 bién phap nao 1a hoan hao, moi bién
phap déu c6 nhitng mat han ché cta no. Bién phap nao 1a hiéu qua, can dugc ap dung
phai cin ctr vao timg hé thong dé dua ra cach thyc hién cu thé.

Thiét ldp quy tic qudn Iy

MBJi t6 chiic can cd nhitng quy tic quan 1y cua riéng minh vé bao mat hé thong
thong tin trong hé thong. C6 thé chia cac quy tic quan ly thanh mot sd phan:
- Quy tic quan ly ddi v6i hé thong may chi

- Quy tic quan Iy ddi v6i hé théng may tram

- Quy tac quan ly ddi véi viée trao doi thong tin giita cac bd phan trong hé thong,
giita hé théng may tinh va nguoi str dung, giira cac thanh phan ciia hé thong va céc tac
nhan bén ngoai.

An toan thiét bi
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- Lua chon céc thiét bi luu trit c6 do tin cdy cao dé dam béo an toan cho dit liéu.
Phan loai dit li€u theo cac muc do quan trong khac nhau dé c6 chién lugc mua sim
thiét bi hodc xay dung ké hoach sao luu dit liéu hop 1.

- Str dung cac hé thng cung cip, phan phdi va bao vé ngudn dién mot cach hop 1y.
- Tuén tha ché do bao tri dinh ky dbi voi cac thiét bi.
Thiét Idp bién phdp béo mdt.

Co ché bao mat mot hé théng thé hién qua quy ché bao mat trong hé théng, su
phan cip quyén han, chirc ning cua ngudi st dung trong hé thong ddi véi dit liéu va
quy trinh kiém so4t cong tac quan tri hé thong. Cac bién phap biao mat bao gom:

- Bdo mat vat ly dbi voi hé théng. Hinh thirc bao mat vat Iy kha da dang, tir khoa
cung, h¢ théng bdo dong cho dén han ché st dung thiét bi. Vi du nhu loai b dia mém
khoi cac may tram thong thuong 13 bién phap duoc nhiéu co quan ap dung.

- C4c bi¢n phap hanh chinh nhu nhin dang nhan sy khi vao van phong, ddng nhap
hé thong hodc cAm cai dit phan mém, hay st dung cac phan mém khong phu hop véi
hé thong.

+ Mat khau 13 mot bién phap pho bién va kha hiéu qua. Tuy nhién mat khau
khong phai 1 bién phap an toan tuyét ddi. Mat khau van c6 thé mat cap sau mot thoi
gian su dung.

+ Bao mat dir liéu bang mat ma tic 1a bién dbi dir liéu tir dang nhiéu ngudi dé
dang doc duoc, hiéu dugc sang dang kh6 nhan biét.

+ Xay dung buic tuong I, tirc 1a tao mot hé théng bao gdm phan ctng va phan mém
dat gitra hé thong va méi truong bén ngoai nhu Internet chang han. Thong thudng, tuong
lira ¢6 chirc ning ngan chian nhimg tham nhap trai phép (khong nam trong danh muc duoc
phép truy nhap) hodc loc bd, cho phép gtri hay khong guri cac goi tin

1.3. CAC CO CHE BAO MAT
Firewall va cac co ché bao mat caa Firewall.

Thuat ngir FireWall c6 ngudn goc tir mot ki thuat thiét ké trong xdy dung dé
ngan chan, han ché hoa hoan. Trong cong nghé mang, FireWall la mot ky thudt duoc
tich hop vao hé théng mang dé chéng lai sy truy cdp trdi phép nham bdo vé cdc nguon
théng tin ndi bo ciing nhw han ché sw xam nhdp vao hé thong théng tin khdc khéng
mong muon. N6i cach khdc FireWall déng vai tré la mét tram gdc ¢ cong vao clia
mang. FireWall la mét gidi phdp rat hiéu qud trong viéc bdo vé mdy tinh khi tham gia
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vao mang. No dwoc coi nhw la biec twong liva bao vé may tinh cua nguoi dung trudc sw

tan cong cua cac hinh thiec tan cong trén mang.

Trong mot s6 truong hop, Firewall c6 thé duoc thiét 14p & trong cing mot mang
ndi bd va co 1ap cac mién an toan. Vi du nhu mé hinh dudi day thé hién mot mang cuc
bo st dung Firewall dé ngin cach phong may va hé thdng mang & ting dudi.

=N

,,
F

=4 =

Hinh 2.1: Mang cuc b0 str dung Fire Wall

Chirc ning va ciu triic ciia FireWall

Chirc ning: FireWall 1a cong chin giita mang ndi bo véi thé gidi bén ngoai (Internet),
muc dich 1a tao nén mot 16p vé boc bao quanh mang dé bao vé cac may bén trong
mang, tranh cac de doa tir bén ngoai. Co ché 1am viéc cua tuong lra 1a dya trén viéc
kiém tra cac goi dit liéu IP luu truyén gitta may chu va tram 1am viéc.

FireWall quyét dinh nhitg dich vu nao tir bén trong dugc phép truy cép tir bén
ngoai, nhirg ngudi nao tir bén ngoai duoc phép truy cap dén cac dich vu bén trong, va
cd nhitng dich vu nao bén ngoai dugc phép truy cap bdi nhitng nguoi bén trong.

Céu tric: FireWall bao gom:

— Mot hodc nhiéu h¢ thong mdy chu két néi véi cac bo dinh tuyén (router)
hodc c6 chirc nang router.

—  Cac phan mém quan 1y an ninh chay trén hé théng may cha. Thong thuong
1a cac hé quan tri xac thuc (Authentication), cip quyén (Authorization) va
ké toan (Accounting).

Cic thanh phan ciia FireWall
Mot FireWall bao gdm mot hay nhiéu thanh phan sau:

— B0 loc packet (packet- filtering router).
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— Cong tmg dung (Application-level gateway hay proxy server).
— Cong mach (Circute level gateway).

Nhiém vu cia FireWall

Nhiém vu co ban ctuia FireWall 1a bao v€ nhitng dbi tuong sau:

Di# ligu: Dit liéu can duogc bao vé do nhitng yéu ciu sau:

- Tinh bdo mdt (confidentiality): dit liéu truyén di hodc lwu giit chi duoc boc 16
cho nhirng ngudi c¢6 du thim quyén.

- Tinh toan ven (data integrity): Kha ning phat hién bat ctr su thay d6i ndo cta
dit liéu, diéu nay doi hoi co thé xac nhan dugc nguoi tao ra dir licu.

- Tinh kip thoi (availability): Cac dich vu phai luon sin sang va hoat dong chinh xAc.

Tai nguyén hé théng: Chung ta phai tén rat nhiéu thoi gian va tién bac cho tai nguyén
va ta co quyén quyét dinh ching phai dugc str dung nhu thé ndo. Tai nguyén may tinh
khong phai 1a tai nguyén thién nhién, né cd gidi han va khong dugce lang phi hay pha
huy néu khong dugc st dung.

FireWall chdng lai nhiing su tan cong tir bén ngoai:
- Tan cong truc tiép:

Céch thir nhat 1a dung phuong phap do mat khau truc tiép. Thong qua cac chuong
trinh do tim mat khau v6i mét s6 thong tin vé nguoi sir dung nhu: ngay sinh, tudi, dia
chi v.v...va két hop vo1i thu vién do nguoi dung tao ra, ké tan cong co thé do duogc mat
khau cta ban. Trong mot sb truong hop, kha ning thanh cong co thé 1én t&i 30%.

Céch thtr hai 13 sir dung cac 16 hong bao mat do 15i ciia cac chuong trinh tng
dung va ban than hé diéu hanh. Pay 13 phuong phap d3 duoc sir dung tir nhitng vu tin
cong dau tién va van tiép tuc duoc sir dung dé chiém quyén truy cap (c6 duge quyén
ctia ngudi quan tri hé thong).

- Nghe trom:

C6 mot kiéu tin cong cho phép ké tin cong ldy dugc thong tin ma khéng can sir
dung may tinh mot cach truc tiép. Phan 16n cac ké dn cip thong tin déu ¢d ging truy cap
vao hé théng mdy tinh bang cach do tén ngudi ding va mat khau. Cach d& nhit dé lay
thong tin 13 dit may nghe trom trén mang. Viéc nghe trom thudng duoc tién hanh ngay
sau khi ké tin cong dd chiém dugc quyén truy cip vao hé thdng thong qua cac chuong
trinh cho phép dua cac giao tiép mang (Network Interface Card-NIC) vao ché d6 nhén
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toan bo thong tin lwu truyén trén mang hoic cai cac con rép (Trojan) vao mang nhu 1a mot
cong cung cap thong tin ra cac mang hodc thing thu dién tir bén ngoai.

- Gia mao dia chi IP:

Vi¢c gid mao dia chi IP co thé dugc thuc hién thong qua vi¢c st dung kha nang
dan duong truc tiép (source-touting). Vi kiéu tin cong nay, ké tn cong gui cac gbi IP
t61 mang bén trong mot dja chi IP gia mao, déng thoi chi rd dudng dan ma cac géi tin
IP phai duoc gui di.

- V6 hi€u hoda cac chtic nang ctua hé thong (deny service):

bay la kiéu tan cong nham 1am té liét toan bd hé théng khoéng cho no6 thyc hién
cac chirc nang ma né duge thiét ké. Kiéu tan cong nay khong thé ngan chan duoc do
nhimng phuong tién to chirc tan cong ciing chinh 1a cac phuong tién dé lam viéc va truy
nhap thong tin trén mang.

- L&i ngudi quan tri hé théng

- Y€u t0 con nguoi voi nhitng tinh cach chi quan va khong hiéu rd tam quan trong cua
viéc bao mat hé thong nén dé dang dé 16 cac thong tin quan trong cho hacker.

Ngay nay, trinh d6 cta cac hacker ngay cang gioi hon, trong khi d6 céc hé thong
mang van con cham chap trong viéc xir Iy cac 16 hong cua minh. Piéu nay doi hoi
ngudi quan trj mang phai c6 kién thirc t6t vé bao mat mang dé co thé gitt virng an toan
cho thong tin cia hé thong. P6i véi ngudi dung ca nhan, ho khong thé biét hét cac thi
thuat dé tu xay dung cho minh mét Firewall, nhung ciing nén hiéu rd tim quan trong
clia bao mat thong tin cho mdi ca nhan, qua d6 ty tim hiéu dé biét mot s6 cach phong
tranh nhimng su tan cong don gian cua cc hacker. Van dé 1a y thirc, khi d c6 ¥ thuc dé
phong tranh thi kha nang an toan s€ cao hon.

Cac nghi thirc dé xac thwe nguwoi dung

Xac thue (Authentication)— Xdac thyc 1a qua trinh xac nhén tinh hop 1¢ dbi v&i dinh
danh ctia mot nguoi dung. Khi mot ngudi dung trinh dién dinh danh ciia minh, quyén
truy nhép va dinh danh cta user d6 phai dugc xac thyc. Xéac thyc ddm bao mdt mirc d
tin cdy bang ba nhan t6 bao gom:

1. Nhitng gi ban biét — Mat khau 1a cach duoc sir dung thudng xuyén nhat. Tuy
nhién, tir mot cum tir bi mat va sé PIN ciing duoc sir dung. Chung duoc biét dudi tén
goi la xac thuc mdt nhan tb hay xac thyc don.

2. Nhitng gi ban ¢6 - Nhan t6 xac thyc nay sir dung nhimng gi ban c6, chang han
nhu mot tAm thé nhan dang, smartcard ... Mdi vat doi hoi user phai s¢ hitu mot vat gi
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d6 dé lam vat x4c nhan. bay 1a mot cach xac thuc tin cdy hon doi hoi hai nhan td
ching han nhu nhitng gi ban biét v6i nhitng gi ban c6 dé nhan thue. Kiéu xac thuc nay
duoc biét dudi tén goi xac thuc hai nhan td hodc xac thuc nhiéu mirc.

3. Nhitng gi ban dai dién cho - Nhan té xac thyuc tdt nhat 1a nhitng gi ma ban dai
dién cho. Pay la cac dic diém riéng biét cua co thé chang han nhu dau tay, vong mac,
hay ADN. Viéc do ludng cac nhan td nay goi 1a sinh tric hoc. Qua trinh xéc thuc t6t
nhat ndy doi hoi ba nhan t6. Cac phuong tién may moéc hodc ting dung co do bao mat
cao s€ dung ba nhan td dé xéac thuc mot user.

Pinh danh (ldentification) — dinh danh 13 s6 nhan dang duy nhat. D6 1a nhiing gi ma
mot user st dung dé phan bi¢t nd voi cac ddi tuong khac. Mot user dung dinh danh dé
chi ra anh/chi ta la ai. Pinh danh dugc tao ra cho user khong dugc phép chia sé véi bat
ky user hay nhom user nao khac. Nguoi st dung ding dinh danh dé truy cap dén tai
nguyén cho phép.

1.4. CAC KY THUAT MA HOA
1.4.1 Hé mat ma khéa ddi xirng(symmetric-key cryptography)

Hé mat ma khoa ddi xung cling dugc goi 1a hé mat ma khoa bi mat. N6 st dung
mot khoa duy nhat dé ma hoa va giai ma dir liéu, dong thoi viéc giai ma cling doi hoi
thoi gian nhu viéc 1ap ma. Nhung cac hé ma d6i xting yéu ciu phai giit bi mat hoan
toan vé khoa 1ap ma.

Encrypts Using Key Decrypts Using Key

Y

Message
Mot hé thong ma hod doi xirng

Duéi day 1a cac giai phap mat ma déi xing hay sir dung nhét:

Tén Block Size Key Size (bits)
Advanced Encryption Standard (AES) sir Variable 128 192. and
dung thuat toan ma hoa Rijndael 256

Triple Data Encryption Standard (3DES) 64 168

Data Encryption Standard (DES) G4 56

International Data Encryption Algorithm 64 128

(IDEA)

Blowfish Variable 1448

Twofish 128 1-256

Rivest Cipher 5 (RC5) 32, 64, 128 0-2048

Carlisle Adams/Stafford Tavares (CAST- 64 128 |
128
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1.4.1.1 Chuan ma hoé dir liéu DES (Data Encryption Standard)
MGo ta thuat toan DES

Thuat toan dugc thiét ké dé 1ap ma va giai ma mot khdi dir liéu nhii phan 64 bits
voi su két hop ctia mot khoa 64 bits. Qua trinh gidi ma thyc hién theo mootj so dd
nhu qua trinh 1ap ma, chi ¢6 khéc 1a trat ty khoa dugc ddo lai so véi qué trinh 1ap ma.

Mot khoi dit lidu 64 bits dugec ma hoa béng viéc cho qua mdt bang hoan vi ban
dau (IP — Initial Permutaion) sau d6 qua mot qua trinh tinh toan phtc tap c6 sy tham
gia cua khoa k dugc thuc hién, va cudi cung ban ma nhan dugc sau khi qua mdt bang
hoan vi nghich dao (IP"! — Inverse 0 the Initial Permutation).

| Plaintext |
v v
| . | | R, |
y
K
| Li=Ro | |R=Li®f(Ra. |
y
S
K
[ =R | [R=L@®{R..|
r’// \\\u
| LiszRus ||R1<—Lm®f(R|
E :
K,
\ 4
|Rm—LH@f(R1|| Lm—RH |
Cinhertext
Hinh 2.4: DES
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Qua trinh méa hoa

64 bits cua khéi dir liéu dau vao dugc hoan vi bang bang IP. Trong d6 bits thir 58
cta khéi dit ligu vao 1a bit dau tién, bit thtt 50 cta khéi dit liéu vao la bit tht 2,... va
bit cudi cing cua khéi dit liéu sau khi hoan vi 1a bit thir 7 cua khdi dir lidu vao. Két
qua cua phép hoan vi ban dau s& duogc chia thanh 2 nira LoR, (Lo = 32 bits 13 nira trai,
Ro = 32 bits 12 nira phai) sau d6 thuc hién 16 1an lip lién tiép theo phuong phap:
Li=Ri1
Ri=Li1 @ {(Ria, Ki)

Va nhan duogc LigRy6. Trong do6 f dugc goi 1a ham mat ma. Ham f ¢6 2 dbi 1a hai
khéi bits, mot 1a R;; 32 bits, hai la K; 48 bits. K; nhan dugc tir so d6 tao khoa s& dugce
trinh bay dudi day

AR R
La(32 bits) {32 bits

Két qua cua 16 1an lip lién tiép 12 mot khdi 64 bits (Ryglig) duoc goi 1a dir licu
tienf két qua (preoutput), khdi 64 bits nay dugc cho qua mdt hoan vi nghich dao IP™.
Trong d6 bit thir 40 ctia khdi dir lidu tién két qua 1a bit dau tién, bit thir 8 cua khéi dir
lidu tién két qua 1a bit dau tién, bit thir 8 ctia khéi dit lidu tién két qua 1a bit tha 2,... va
bit cudi cing sau khi hoan vi 1a bit thir 25 ctia khéi dit lidu tién két qua trén. Cudi cliing
sau phép hoan vi nghich ddo ta nhan dugc ban ma.

Hoan vi khoi dau

58 50|42 (34126 |18|10| 2 |60 |52 |44 |36|28 |20 |12

62 |54 |46 |38 (30|22 |14 | 6 |64 |56 |48 |40 |32 |24 |16

57149 (4133|2517 9 | 1 [59|51|43|35|27|19 |11

~N | w| oo b~

61 |53 45|37 (29|21 |13 | 5 |63 |55|47|39|31|23 |15
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Hoan vi cuoi cung

40 | 8 |48 |16 |56 |24 |64 32|39 | 7 |47 (15|55|23 |63 |31
38| 6 |46 |14 5422|6230 (37| 5 |45|13 |53 |21 |61 |29
36 | 4 44|12 5220|6028 (35| 3 |43 11|51 |19 59 27
34| 2 42|10 50|18 |58 |26 (33| 1 |41 |9 |49 |17 |57 |25

Ham mat ma { (the cipher function f)
Ham duogc tinh nhu sau: { (Ri.1, K;) = P(S(E(Ri.)®Kj)))

Ham E 1a mot hoan vi mo rong. Ham E thuc hién chirc nang mo rong khéi 32 bits
thanh mot khoi 48 bits. E(R) ¢6 3 bits dau 1an luot 1a cac bit thir 32, 1 va 2 ciaR,... 2
bits cudi ctia E(R) 1a 32 bit va bit 1 cia R

Sau d6 tinh E(R) @ K véi K 1a khoa 48 bits. Két qua ctia phép cong modulo 2 nay
s& duogc viét thanh 8 nhoém, mdi nhém 6 bits dang B = B;B,.....Bg. Mdi nhom B, 6
bits(1< r < 8) d6 dugc dua qua mot hop den S(S:S,......Sg) dé nhan duoc S,(B,) 4 bits
dau ra. Mdi hop S, 1a mot ma tran 4x16 trong d6 mdi phan tir ciia S, 1a mot s nguyén
nam trong khoang 0->15(c6 thé biéu dién tdi da boi 4 bit nhi phan).

Véi mdi B, = bib,bsbsbsbg 1a cac bit ciia B, , ta tinh S¢(B,) nhu sau: bibg 13 biéu
dién nhi phéan cua sb hiéu hang i trong S,,b,bsb,bs 13 biéu dién nhi phan cia sd hiu cot
j trong S,.C, =S,(B,) 1 phan tir tai hang I va cot j cia S;.
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Vi du ta tinh S;(B) v61 B = 011011(2) thi héng i = Ol(b) = l(d), cotj = 1011(b)

13(g). Xac dinh tai hop S; gia tri tai hang 1, ¢t 13 c6 gid tri la 5 do d6 C = 5 =

0101,.
C = C,C,....Cq (32 bits) dugc cho qua mot hoan vi P va nhan duoc két qua cua
ham f:f = P(C).
Hop E
32 1 2 3 4 5 4 5 6 7 8 9
8 9 10 | 11 | 12 | 12 | 12 | 13 | 14 | 15 | 16 | 17
16 | 17 | 18 | 19 | 20 | 21 | 20 | 21 | 22 | 23 | 24 | 25
24 | 25 | 26 | 27 | 28 | 29 | 28 | 29 | 30 | 31 | 32 1
Hop hodn vi P
16| 7 (202129 |12 |28 |17 | 1 15|23 |26 | 5 |18 |31 |10
2 |8 |24|114 32|27 |3 |9 |19|13|30| 6 |22 11| 4 |25
Hop S thu 1
14|14 131 |2 |15|11|8 | 3|10, 6 (125 |9 |07
O|15|7 |4 14| 2 (131|106 (12|11 9 |5 3 | 8
411148 (13|62 |11|15|12|9 |7 |3 10|50
15/12, 8 |2 4|9 |1| 7|5 |11 3 |14|10] 0| 6 |13
Hop S thu 2
15118 14| 6 |11 3 |4 |9 |7 |2 13|12 5 110
311347 |15, 2 |8 (14|12 0|1 |10]| 6 11| 5
0|14 7|11]10 4 |13 1 |5 |8 |12|6 |9 2 |15
13|18 (10| 1|3 |15, 4 |2 (116 |7 (12| 0 14 | 9
Nguyén Thi Phwong Thao Lép CT901 Truong DHDL Hai Phong =23



Nghién cieu cde mé hinh bao mdt théng tin, img dung bdo mdt hé thong théng tin ciia B6 GTVT

Hop S thir 3
10/ 09 146 |3 |15|5 |1 |13|12 7 (11| 4 |2 | 8
3/ 7,019,346 (10,2 |8 |5 |14|1211 /15| 1
13/6 (498|153 |0 (11|12 12|5 (10|14 | 7
1/10(13| 0|6 |9 |8 |7 |4 |15/14| 3 |11|5 | 2|12
Hop S thu 4
7113|143 (0| 69101 |2 |8 |5 11|12 4 |15
13/8 (11| 5|6 |15|0 |3 |4 |7 |2 121 |10]14 ] 9
10/ 6 |90 (212|117 |13|15| 1|3 |14|5 |2 |84
3|15/ 0|6 (10|21 (138 |9 |4 |5 |11|12| 7 | 2 |14
Hop S tht 5
2 1124 1|7 10|11 6 | 8| 5|3 |15|13| 0 |14 9
141112 (124 |7 |13| 1|50 |15/10 3|9 |86
4 (2|1 11|10 (13| 7 |8 |15/ 9 |12/ 5|6 |3 |0 14
11|/8 (127 |1 |14| 2 |13| 6 |15/ 0| 9 |10| 4 | 5|3
Hop S thir 6
1211 (10159 | 2|6 |8 |0 13,3 |4 |14 7|5 |11
1015, 4 |2 7 |12, 9|56 |1 13|14 0 |11 3 | 8
9 |14|15/ 5|28 |12|3 |7 |0]4]10] 1|13 |11]| 6
4 (3|2 (129 |5 |15(10|11 (14| 1|7 |6 |0]8]13
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Hop S thr 7

3|0 (12749110143 |5 12| 2 |15 8 |6

Hop S thir 8

13/ 2|8 4|6 |15|11(1 109 |3 14| 5|0 127

1 (15138 (10| 3 |7 |4 12| 5|6 (11| 0 14| 9 | 2

7 (11,419 (12|14 2 | 0 6 |10]13 15| 3 |5 | 8

2 | 1|14, 7 |4 |10 8 |13|15|12| 9 | 0|3 5|6 |11

Giai DES ma

Sau khi thay ddi, hoan vi, XOR, va dich vong, chiung ta c6 thé nghi rﬁng thuat
toan giai ma phic tap, kho hiéu nhu thuat toan ma hoa va hoan toan khac thuit toan
ma hoa. Trai lai, sy hoat dong dugc lya chon dé dua ra mot dic tinh hiru ich: cung
thuat toan lam viéc cho cd ma hoa va giai ma.

Vé6i DES, ¢6 thé sir dung cung chirc ning dé giai ma hodc ma hoa mot khéi. Chi
c6 sy khac nhau do6 1a cac khod phai dugc st dung theo thtr ty nguoc lai. Nghia la, néu
cac khod ma hoa cho mdi vong 1a ki, Ky, Ks ... , Kis, Kig thi cac khod giai 1a ki, Kis,... ,
ks, ko, ki. Giai thuat dé téng hop khoa cho mdi vong ciing twong ty. Co khéac 1a cac
khoa dugc dich phai va s vi tri bit dé dich duoc 1dy theo chiéu nguoc lai.

1.4.2 H¢ mat ma khoda cong khai (public-key cryptography)

H¢ mat ma khoa cong khai hay hé mat ma khoa bat dbi xung, st dung mot cap
khoa (key) do 1a public key va private key. Trong cac h¢ mat ma khoa cong khai, A va
B mudn trao d6i thong tin cho nhau thi s€ thyc hi¢n theo so dd sau. Trong d6 B sé
chon khoa k=(k’, k>*). B s& gui khoa 1ap ma bat ky va giit lai khoa giai ma k>’ (duoc
goi 1a khoa bi mat — private key). A c¢6 thé giri van ban M cho B bing cach 14p ma theo
mot ham e, ndo d6 vai khoa cong khai k’ ctiia B trao cho va dugc ban ma M’=¢;-(M).
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Sau d6 gui M’ cho B. Pén luot B nhan duoc ban ma M’ s& st dung mot ham giai ma
dy ndo d6 véi khoa bi mat k** dé 14y lai ban géc M=d,(M).

Encrypts Using Public Key Decrypts Using Private Key

B l=—

Message Message

Mot hé thong mi hoa sir dung mat mé khéa cong khai
Phwong thirc mt ma bét déi xveng thwong dwoc siv dung:
- H¢ mat ma Rivest Shamir Adleman (RSA)
- Hé mat ma Diffie-Hellman
- H¢ mat ma ElGamal dya trén tinh kho giai cta bai toan logarit ro1 rac

- Hé mat ma Merkle — hellman (knapsack) hé mat ma xép ba 16 duoc xay dung trén co
SO cua bai toan tap con.
2.4.2.1 Thuat toan ma hoa RSA (Rivest, Shamir, Adleman- cac tac gid)

RSA 1a tén viét tat tir tén cac tac gia cia né Ron Rivest, Adi Shamir, Leonard
Adleman - nhitng ngudi dau tién gidi thiéu thuat toan nay nam 1978.

Bai toan RSA: Chi mét s6 nguyén dwong n 1a tich cua hai thira s nguyén t6 1é p
va q. Mot s6 nguyén duong b sao cho ged(b,(p-1)(g-1))=1 va mét sé nguyén c. bai
toan dat ra: tim s6 nguyén x sao cho x”= c¢(mod n)

Thuat toan sinh khéa cho ma khda Cong khai RSA:
1. sinh hai s6 nguyén t6 16n p va q c6 gia tri xap xi nhau
2. tinh n=p*q, va p(n) = (p-1)(g- 1)
3. chon mot s6 ngau nhién b, 1 <b < ¢(n) sao cho ged(b, ¢(n)) = 1.
4. st dung thuat toan Eclide dé tinh s a, 1< a< ¢(n),sao cho a*b =1 (mod o(n)).
5. khoéa cong khai 1a (n,b), khoa bi mat 1a (a).
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thuat toan Ma hoa RSA

(i) Lap ma:
a. LAy khoa cong khai (n,b) theo thuat toan trén
b. Chon mot ban ma x, trong khoang [1, n - 1]
c. Tinh: y=x" mod n
d. Nhan dugc bna may

(i)  Giai ma:
St dung khoa bi mat a dé giai ma: x = y* mod n

Hé ma khao cong khai RSA duoc goi 1a an toan néu ta chon sd nguyén t p va q
da 16n dé viéc phan tich phan khéa cong khai n thanh tich hai thira s6 nguyén t6 1a kho
c6 thé thuc hién trong thoi gian thyc. Tuy nhién, viéc sinh mot ) nguyén td duoc coi
13 16n lai 1a viéc rat kho, van dé nay thuong duoc giai quyét bang cach sinh ra cac sd
16n (khoang 100 chit s6) sau d6 tim cach kiém tra tinh nguyén té cia né.

No6i chung van dé c6t 18i cia hé ma RSA d6 1a viée chon lwa sd nguyén t6 p va q
da 16n dé dam bao an toan cho ban ma. Nhu da biét néu ké tham mac ma biét duoc sd
nguyén tb thi dé dang tinh duoc khoa bi mat (a) tir khoa cong khai (b, n) do d6 ban ma
sé€ bi 19.

1.4.3. Cac chuc nang bao mat khac

Ngoai cac phuong phdp bao mat trén, mot phuong phap da va dang dugc nghién
clru va tmg dung rit manh m& & nhiéu nudc trén thé gidi d6 1a phuong phap gidu tin
(data hiding). Pay 1a phuong phap méi va phuc tap, n6 dang dugc xem nhu mdt cong
nghé chia khoa cho van dé bao vé ban quyén, nhan thuc théng tin va diéu khién truy
cap ... ung dung trong an toan va bao mat thong tin .

Gi4u thong tin (Steganography) 1a mot ky thuat nhiing thong tin (embeding) vao
trong mot ngudn da phuong tién goi 1a cac phuong tién chira (host data) ma khong gay
ra sy nhan biét vé su ton tai cua thong tin giéu (invisible).
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Biuc tuong lra
Lé6p bao ve vat 1y
Ma hoa dir liéu
Pang ky tén/mat khau

Quyén truy nhap

Hinh 2.13: Cic mtrc bao mat

Quyén truy nhip (Access Right ): Lép bao vé nay nham kiém soét viéc truy
nhap tai nguyén mang va quyén han trén tai nguyén d6. Cu thé 1a viéc quan 1y duoc
tién hanh & mirc truy nhp tép. Viée xéac 1ap cac quyén nay duoc quyét dinh boi ngudi
quan tri mang (supervisor).

Ping Ky tén/mét khau (login/password): Mdi nguoi st dung mudn vao sir
dung mang déu phai dang ky tén/mat khau. Néu nguoi ngoai khong biét tén, mat khau
thi khong thé truy nhap vao hé thdng. N6i chung, phuong phap nay don gian, hiéu qua.
Nhung néu khong can than dé ké tham nhap biét tén, mat khau thi c6 thé giy nguy
hiém. Phuong phap nay khong miy hiéu qua v6i nhitng ké qua hiéu biét vé hé thong.

Ma hoa dir liéu (Data Encryption ): Phuong phap nay nham muc dich bién doi
dir liéu tr dang nhan thirc dugc dén dang khong nhéan thirc dugc theo mdt thuat toan
nao dé va s& duoc bién dbi nguoc lai ¢ tram nhép.

Lép bao vé vat Iy (Physical Protection): Lép ndy nhim ngin can cac truy cip
vat 1y bat hop phap vao hé thdng. Thuong dung cic bién phap nhu cidm tuyét ddi
khong cho ngudi khong c6 phan sy vao phong mdy, dung 6 khoa trén may tinh, khoa
ban phim, dung cac tram khong sir dung 6 dia mém hoic cac bién phép dung khoa
cung...

Birc twong lira (Fire Wall): dé bao vé an toan va ngin chin tir xa mot may tinh
hay c4 mang ndi bd (Intranet). Pay 13 bién phap twong dbi phd bién dé bao vé cac
mang ndi by, né ngan chan cac tham nhap trai phép va tham chi co thé “loc” bod cac
6i tin ma khong mudn giri di hodc nhan vao vi nhitng 1y do nao do.
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CHUONG 2. CAC MO HINH BAO MAT

2.1. GIO| THIEU

Pé bao vé mot hé théng may tinh, trudc hét ching ta can phai kiém soat viéc truy
cap hé thong. Giai phap 1a dung cach nao d6 gidi han céac truy cap cua foreign code
(foreign code 12 ma bat ky khong sinh ra tai mdy lam viéc nhung bang cach nay hay
cach khac t6i duoc may va chay trén d6) t6i cac dir liéu va tai nguyén cua hé thong.
Ching ta biét réng moi tién trinh déu can c6 mot mdi truong nhét dinh dé thuc thi.
Puong nhién mot chuong trinh khong bao gid thuc thi s& chang bao gid lam hu hai
dén hé thong. Chuong trinh cang bi gi6i han truy cap toi hé thong thi hé théng cang it
nguy co rii ro. Do viy nguyén tic chung cia ching ta 13 kiém soat nghiém ngit viéc
truy cdp cua cac chuong trinh t6i hé théng. C6 rat nhiéu mé hinh bao mat, ching han
nhu Bell-LaPadula, Take-Grant, Sea View, Biba, Clack-Wilson...

Truéc khi ndi vé cdc md hinh bao mat, ching ta cung nhin lai khai niém vé
"kiém so4t truy cap" (access control). Pay 1a mot k¥ thuat co ban trong bao vé thong
tin cta hau hét cac hé théng may tinh. Access control c6 thé duoc hinh dung nhu 13
tinh hubng trong d6 mot chu thé chi dong (subject) truy cap mot dbi twong bi dong
(object) v6i mot phép truy cdp nao d6. Trong khi mot bo diéu khién tham chiéu
(reference monitor) s& cho phép hodc tir chdi cac yéu cau truy cip. M6 hinh co sé cla
access control dugc dwa ra boi Lampson. Trong cac hé thong mdy tinh, chu thé la
nguoi st dung hay cac tién trinh. Doi tuong 1a file, by nho, cac thiét bi ngoai vi, cac
nat mang,... Cac phép truy cap dién hinh 1a doc (read), ghi (write), bd sung (append)
va thyc thi (execute). Quyén thue hién mot phép truy cap nhat dinh trén mot dbi twong
duogc goi 1a quyén truy cap (access right). Cac luat bao mat (security policy) dugc dinh
nghia nhu mot bd diéu phdi quyén truy cép cho cac cha thé.

2.2. MO HINH MA TRAN TRUY CAP (ACESS MATRIX MODEL)

Ma tran truy cp 1a mé hinh diéu khién truy nhap co ban. Tuy mo hinh nay dugc
mg dung rong rii trong cac hé diéu hanh va co s¢ dit liéu nhung né duoc phét trién
doc lap voi cac hé diéu hanh va cac co s& dit lidu.

Trong mé hinh nay, Gmg v6i mdi cip chi thé - dbi twong c6 mot quyén truy cip
nhat dinh. Quyén truy cdp ndy cé thé cho phép hodc khong cho phép sir dung ddi
tugng. Hon nira, trong trudng hgp cho phép thi n6 qui dinh mot d6 1o rang.

Co ché hoat dong clia ma trin truy cip:

Ma trin truy cap hoat dong theo co ché danh sach diéu khién truy cép.
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Danh sach diéu khién truy cap (access control list) 1a danh sach cac chi thé va
quyén truy cap tuong Gng t6i cac dbi twong. Danh sach diéu khién truy cap dung dé
béo vé cac ddi tuong.

Tdn tai mot chu thé dic biét duoc goi la supervison. Supervison co thé gan hoac
rit bé quyén truy cip cua moi ngudi trong hé thdng. Quyén truy cap co thé 1a doc
(read), ghi (write), thuc hién (executive), xoa (delete), cap nhat (update)

Mo hinh ma trdn truy cip duoc dinh nghia bang thuat ngir trang thai va chuyén
d6i trang thai.

Trang thai cua h¢ théng dugc xac dinh bdi bo ba (S,0,A) trong do:
S: Tap cac chu thé. Tap S 1a hitu han
O: Tap cac dbi tuong. Tap O 1a hitu han
A: Ma tran truy nhap.

MJi phan tir ciia ma tran A[Si,Oj] 1a danh sach cac quyén truy cap cta chua thé Si
1én d6i twong Oj, hay 1a mirc dd cho phép truy cap danh cho chu thé.

Vi du: Ma tran truy cap thé hién trang thai cia mot hé théng gom:
- Hai doan bd nho M1 va M2
- HaifileFlvaF2

- Hai tién trinh P1 va P2

Qbject M1 M2 F1 F2
Subject
P1 Read Own
Write Read Execute
Write
Own
P2 Read Read
Write Execute

Tién trinh P1 c6 céc quyén doc, ghi ddi voi doan bd nhg MI; quyén lam chu,
doc, ghi véi F1; quyén thuc hién F2.

Tién trinh P2 co quyén doc, ghi ddi voi doan bd nhd M2; quyén lam chu, doc,
thuc hién F2.

Pé thyc hién duoc mo hinh niy, mot bo kiém tra déi chiéu dugc sir dung. D6 1a
mot cong giao dién giita chu thé va d6i twong. Khi ndy sinh yéu cau truy cap, no kiém
tra trén ma tran diéu khién xem yéu cau nay cé duoc thuc hién hay khong
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Chu the ——| Loc Poi twong

*

So d6 hoat dong ciia md hinh ma tran truy nhap

Ma tran truy cap thé hién trang thai an toan hién thoi cuia hé théng thong tin. N6
bao gém cac hang 1a cac cha thé Si, cac cot 1a cac d6i tugng Oj. Thanh phan cia ma
tran A[Si,0j] xac dinh quyén truy cap hién thoi .

Céc quyén truy cap thudng phu thudc vao kiéu dbi twong.

Néu d6i tuong 1a céc file thi quyén truy cp tuong ung 13: doc, ghi, tao, x04, sao
chép, cap nhat.

Néu d6i tuong 1a cac tién trinh thi quyén truy nhdp twong ung 1a: cho doi, tin
hiéu, gui, nhan, thuc hién.

Ngoai ra con c6 cac quyén truy cap dac biét sau:

Quyén diéu khién: néu mot chu thé Si tao ra mot chu thé Sj thi chu thé Si ¢6 quyén
diéu khién Sj va co thé xo4 bat ki quyén truy cip nao ctia né.

Quyén lam chii: Néu mot chu thé S tao ra mot ddi twong O thi chi thé S c6 quyén 1am
chu d6i twong O va cb quyén thay ddi quyén truy cap t6i ddi tuong O cua tit ca cac
chi thé khac.

Quyén chuyén quyén: Chu thé S c6 quyén chuyén quyén déi voi mot ddi tugng O, cd
thé trao quyén hién c6 ctia minh t&i ddi twong O cho mot chu thé khac (quyén duoc
trao phai nho hon quyén chuyén quyén).

Trang thai hién thoi cua cic quyén bao vé sé& thay ddi khi c6 mot quyén méi dugc
trao hay loai bo mot quyén ra khoi ma tran truy cip. Tét ca nhitng thay doi d6 s& duoc
cap nhat vao ma tran thong qua mot bo kiém tra ma tran truy cap. Bo kiém tra nay thyc
hién thay doi noi dung cia ma tran truy cap bé'mg mot tap cac 1énh bdo v¢; co 8 1€nh
trong tap 1€nh bao v¢:

Transfer: Chuyén quyén a cho mot chi thé khac.

- Grant: Ban quyén a cho chu thé khac.
- Delete: Xo4 quyén a.
- Read: DPoc ndi dung ma tran truy cap.

- Create object: Tao mét d6i twong méi.
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- Delete object: Xoa mdt d6i twong di co.
- Create subject: Tao mot chu thé moi.
- Delete subject: Xoa mot chu thé da co.

Uu diém ciia viéc sir dung ma trdn truy cdp 1a supervison c6 quyén tdi cao, diéu khién
toan bo viéc bd sung hay loai bd quyén truy cdp cua nhitng nguoi sit dung khac trong
hé théng. Hon nita, quyén truy cip cua ting cha thé 1én ting ddi twong 1a rit cu thé.
Mit khac n6 cho phép thay doi cac dbi trong va chu thé mot cach nhanh chéng va dé
dang. Co ché nay rét thich hop vé6i nhitng co ché quan i tap trung.

Tuy nhién, ddi v6i nhitng hé thong c¢6 sé luong ngudi st dung dong dao, danh
sach diéu khién truy cap chd nén phirc tap, cong kénh, dan dén viéc truy cap mat nhiéu
thoi gian, 1am giam hiéu xuat 1am viéc cta hé thong.

2.3. MO HINH HRU (HARISON RUZZO - ULLMAN)
Mo hinh HRU dinh 1 hé thdng quyén han.

S: la tap cac chu thé

O: 1a tap cac ddi tuong

R: 1a tap cac quyén truy cap

Mot ma tran truy cap M = (M SO ) seS5,0e0 voi M, <R
C6 6 hanh dong nguyén thuy:
- nhap r vao trong /tt M,
- tao/xod chu the S
- tao/xoa ddi tuong O
Su bao mat cia mé hinh HRU:

Cdac dinh nghia: M(t ma tran truy cdp M 16 ra quyén r néu c6 mét lénh
c:M — M thém quyén r vao trong M ma khong chira r trude do, c6 nghia 1a 3s,0 sao
chorgM, vareM,

Mot ma tran truy cdp M 13 an toan dbi v6i quyén r néu khéng c6 chudi 1énh nao
c6 thé bién d6i M thanh mot trang thaima l§ rar.

Do d6, sy kiém chirng su bao mat cé thé chuyén thanh sy kiém chirng dac tinh an
toan.
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Dinh ly:

1. Cho moét ma tran truy cap M va mot quyén r, su kiém chtirng dg an toan cia M
d6i voi quyén r 1a mot van dé khong thé quyét dinh duoc.

2. Cho mdt hé théng quyén han toan tir don, mot ma tran truy cap M va mot quyén
r, su kiém chtirng dd an toan cua M ddi vai r 1a c6 thé quyét dinh dugce. Con néu 1énh
do 2 hanh déng duoc cho phép chiing t6i 1dy khong thé quyét dinh duoc.

3. Vén dé an toan cho cac hé théng quyén han 1a c6 thé quyét dinh duoc néu sb
chu thé duoc giéi han.
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3.1 HE THO

CHUONG 3. GIOI THIEU HE THONG THONG TIN

CUA BQ GIAO THONG VAN TAI

NG MANG

Hé théng mdy chi, phong diéu hanh mang duogc dit tai phong 421(nha D)- phong tich

hop co so¢ dit li€u va quan tri mang

H¢ thong may sever,

[

Nha A phong diéu hanh
mang
5 74
i
Thiét bi bat song
mang wireless | =

\ /1

dht

\ .z

]

Nha C

Nha D /

Céc center switch, mdi switch két
noi khoang 20-40 may client

Cong chinh

Sor do mang cua Bo Giao thong van tai
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a. Cac nhan lyc phong THDL&QTM: 07 nguoi

- Hoang Manh Cuong: Trudéng phong

- Phung Van Trong: Pho truéng phong
- Lé Van Long: Chuyén vién

- Vi Thuy Hoa: Chuyén vién

- Ngoc Anh Trung: Chuyén vién

- Nguyén Vin Truong: Chuyén vién

- Hoang Trung Hiéu: Chuyén vién

b. Thuc trang ha tang mang LAN
V& cin ban cac thiét bi mang da c6 sin, cu thé nhu sau:

Cac thiét bi mang trong phong 421_trung tdm quan tri mang

Server: 10 céi
Cisco Switch 2960: 2 céi
Cisco Switch 2950: 1 céi
Cisco Switch HP 2626: 1 céi
PIX 525e: 2 cai
Cisco Router 3745: 2 céi
Cisco Router ASA 5520: 2 cai
Catalyst 2950: 1 céi
Catalyst 3550: 1 cai

Céc thiét bi mang & nha D

TT Tén switch - Vi tri dit SL S‘A’T%‘A’n”ggs?cgﬁggl Ghi chd
1 | Cisco2960 24 port (T11) - Tang 1 01 24/24 + Gi-1,2 VP Bo
2 | Cisc02950 24 port (T12) - Tang 1 01 23/24 Thanh tra
3 | Cisco2950 24 port (T21) - Tang 2 01 24/24 Vu KHCN
4 | Cisco2950 24 port (T22) - Tang 2 01 10/24 Vu HTQT
5 | Planet 24 port (T311) - Tang 3 01 24/24 Vu TCCB
6 | Planet 24 port (T312) - Tang 3 01 18/24 Vu TCCB
7 | HP 24 port (T32) - Tang 3 01 23/24 Vy KHPT
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Cisc02950 24 port (T421) - Tang 4 01 20/24 Vu PC/KHDT
9 | Cisco2950 24 port (T422) - Tang4 | 01 15/24 Vu Van tai
10 | Cisc02950 24 port (TIC) - Tang 6 01 22124 TTCNTT
11 | Switch 16 port (P.401) - Tang 4 01 Vu KHPT

1. Nhan xét ing dung CNTT tai B GTVT

Mot s6 tng dung di dugc trién khai, c6 anh hudng tich cuc va hidu qua vao cong
tac quan 1y, diéu hanh; gép phan tich cuc d6i méi phong cach 1am viéc ctia can bd
cong chuc. Cu thé:

Cic irng dung dién hinh tai B4 GTVT:

- WEBSITE B§ GTVT, véi thong tin kha phong pht, cap nhat nhanh (3
lén/ngéy) phan anh cac hoat dong chi dao, diéu hanh cua Lanh dao Bd va hoat dong
clia cac don vi trong nganh. Luong truy cp tuong dbi cao, khoang 5000-6000 luot
mdi ngay. 9 thang dau nam 2008 d3 dat 1.000.000 lugt truy cép.

- H¢ théng thu dién to cia BO GTVT véi gén 400 dia chi thu dang hoat dong
hiéu qua.

- Phan mém hd tro cong tic quan 1y va diéu hanh nhu quan 1y vin ban di/dén,
van ban trinh ky, lich lam viéc cua Lanh dao Bo.

- Céc co so dit liéu: VB QPPL vé GTVT, VB diéu hanh, Tiéu chuin cong nghé
nganh GTVT dugc cong khai trén Internet.

- Cac trang thong tin dién tor chuyén nganh nhu: CCHC, Thanh tra GTVT,
KHCN, Théng tin dau thau cac du an GTVT.
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3.2 CAC CO CHE BAO MAT AP DUNG TAI TRUNG TAM CNTT

3.2.1. Xay dung cac mirc bao v¢ thong tin.

\ 4

Quyén truy nhap

\ 4

Login/Password

\ 4

Ma hoa dir liéu

\ 4

Bao vé vat ly

A 4

Firewall
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3.2.2. Cac phuwong phap va phuong tién bao vé thong tin trén mang

»  Cacchuéngngai [ Vitly <
> Diéu khién > May méc <
» M4 hoa thdng tin »  Chuong trinh
Cac <« Cac
phuong phuong
phap bao ‘ ) phap tién
veé > Quy dinh > T6 chuc «—  bao vé
> Cudng burc > Luat phap
> Kich thich > Pao duc

Co ché vit Iy va quy dinh:

Hé théng mang cua B6 GTVT duoc quan 1y truc tiép boi trung tim cong nghé
thong tin. Cac Server luu trit dir liéu duoc dat & phong riéng, chi cho nhitng ngudi co
chtrc ning va thAm quyén dugc vao. Co ndi quy sir dung va truy cip mang mot cac rd
rang thong qua cac tai khoan. Cac quy dinh déu dugc phd bién rong rdi cho moi ngudi
st dung ding muc dich va an toan.

3.2.3 Co ché an toan trén hé diéu hanh
Co ché lam viéc chung trén mang
- Nhiéu nguoi déng thoi st dung cac dich vu mang (Multiuser)
- Nhiéu tng dung cung chay tai mot may tram (Multitasking).
- Tai nguyén va bo nhé dugce chia sé gitra cac ing dung va nguoi dung (Sharing).
- Tiéu chuan an toan cho cac hé diéu hanh

e D& dang ding nhap an toan (Secure log-on facility): Chi can mot user ID va
mot password.
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e Dicéu khién truy nhap tuy y (Discretionary access control): mdi user co thé
quyét dinh cho phép nguoi khac truy nhdp ¢ mic d§ nao doi véi cac file cia anh ta.

e Kiém soat: hé diéu hanh phai phat hién va ghi lai tit ca cac su kién lién quan
dén tinh an toan cua hé thong.

e Bdo v¢ bo nhd (Memory protection): bd nhé phai co thé duoc bao vé khoi viée
doc, ghi khong dugc xac thyc. Toan bd bd nhd phai duoc khéi tao lai trude khi ching
dugc tai st dung, vi thé ndi1 dung cua cac ban ghi trudc do s€ khong bi mat.

e Dicu khién truy nhap bat budc: h¢ di€u hanh phai duy tri moét mirc an toan
riéng cho moi user va moi doi tuong.

Co ché an toan hé diéu hanh

- Moi thong tin va thiét bi trén mang phai chiu sy quan ly cia hé théng. Moi
nguoi khi truy nhap vao hé thong va tai nguyén phai dugc kiém soat, tranh lam dung
quyén han st dung hodc tim cach vugt qua quyén han cho phép.

- Co ché an toan cua hé diéu hanh mang c¢6 nhiém vu quéan ly va phan quyén cho
nguoi st dung doi voi cac tai nguyén mang. Co ché quan 1y cang cu thé va chat ché
cang lam tdng d§ an toan cho cac mang may tinh.

- Moi tai nguyén trén mang duogc chia sé vé cic mién va cac nhom lam viéc hay
céc thiét bi mang. Moi tai nguyén trén mang dugc cac hé diéu hanh mang phan cap
quan 1y chit ché theo vai tro nguoi sir dung trong mién hay nhém lam viéc. Co ché
quan 1y theo mién 13 co ché quan 1y chit ch& va tap trung do d6 nd co do an toan cao.

Co ché qudn Iy ciia hé diéu hanh mang nhw sau:

- MGi tai nguyén dugc gan cac muc truy nhip nhu thao tic dbi véi may in, cac
thao tac doc ghi, xo4a hay to hop cta chung ddi voi tép, thu myc. Mdi nguoi sit dung co
mot tip cac quyén ddi voi cac tai nguyén. Tuy theo vai trd ciia nguoi sir dung ma tap
nay 16n hay nho. Nguoi quan tri mang 14 ngudi c6 nhiéu quyén han nhat.

- Hé théng khong chi phéan chia quyén han ma con phai kiém soat quyén sir dung
dang nhu da phan chia, bao gom viéc kiém soat chat ch€ tai nguyén va nguoi st dung.

- Muén mdt hé diéu hanh mang an toan ngudi ta phai xdy dung chinh sach an
toan cho no. Chinh sach an toan phai chit ché va rat day du. Sau d6 nguoi ta xay dung
cac mo hinh an toan dya trén cac chinh sach an toan. Cac mo hinh nay phai phan anh
dung cac chinh sach an toan va d& thyuc thi. Cudi cung 1a cai dat mé hinh an toan vao
hé diéu hanh mang d3 xay dung.

Cac vdn dé can quan tam doi voi hé thong an toan hé diéu hanh

- B6 nh¢é (memory): B§ nhé phai dugce phan chia va st dung doc lap gitra nhitng
nguodi st dung va g dung.
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- Céc thiét bi vao ra (I/0 devices): Cac thiét bi vao ra phai dugc st dung tach biét
gitra cac ung dung, nguodi st dung nhu cac 6 dia chang han.

- Cac thiét bi ngoai vi: Cac thi€t bi ngoai vi nhu may in, may vé,...can dugc bao v¢
va phan quyén st dung.

- Cac ung dung va cac chuong tinh con chia sé: can dugc bao v¢ va phan cap su
dung tot.

- S0 li¢u chia sé: Can dugc bao vé€ va st dung dung quyén han gitta nhitng nguoi
st dung va ing dung.

Cai dat co ché an toan cho hé théng mang Window server 2003

- Pé cai dit co ché an toan cho hé thdng, ta thuc hién thiét 1ap chinh sach bao mat
Domain nhu sau:

Start — Program — Adminstrator Tools — Domain Security Policy.

g o | N4
P = 2 E e w I = ™
2] N {7 ["2
My Documents ‘Yahoo! Mail Bkav2006.exe sotay LAC VEET 1
vBulletin.chm mtd2002-EVA

3 < = i i
N e arie C 6@ Active Directory Domains and Trusts
Messenger I Microsoft SQL Server » (53 Active Directory Sites and Services
s i) startup » <5 Active Directory Users and Computers
- ! B n q » [B3 Certification Authority

- % Cluster Administrator
My Network anh vtc cpanel.

Places W] Microsoft Word @ Component Services
3) Outlook Express @ Computer Management
@ Bkav2006 ) Adobe » 4 Configure Your Server Wizard
=z ) AppServ » 3 Data Sources (ODBC)
FileZilla Client » B prce
{a Open Office Doctment D) HTML Help Workshop » . Distributed File System

Internet Download Manager > 2 Dns
ﬁ Vietkey 2000 [T Teleport Pro {7 “ﬁ] Domain Controller Security Policy

-J New Office Document

WebMa2 » ‘%) Domain Security Policy

Hide IP Platinum » §3] Event Viewer

LAC VIET mtd2002 > t’ Internet Information Services (lIS) Manager
Phan mem trac nghiem EmpTest » & Licensing

CoolEasyCard » @ Manage Your Server

Look@LAN > §r Mi NETF 1.1 Configs

& Microsoft .NET Framework 1.1 Wizards

&2 windows Catalog

y. Microsoft Update

Programs

2. Documents b €l
UC PR L= 2R LB ) Network Load Balancing Manager
Settings ®F Performance
cearen W0~ Tl (22 Remote Desktops
r e
e = Routing and Remote Access

Help and Support ... WINCMD32... giapha.doc L @ Server Management

% Services

erver 2003 Standard Edition

Run... B! Terminal Server Licensing

- - Terminal Services Configuration

nho  Quantrimang 'ﬁ' Terminal Services Manager

Log Off administrator...

R J 4 Forum Viettronics - Micro... | 14 3.3PG - Paint I <7 Active Directory Users a... | B =B wwrm

Cong cu quan tri hé théng
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"fi Default Domain Security Settings =

File Action View Help

=10l |

= B XE @

({9 Restricted Groups

-8 System Services

#-{{8 Registry

(9 File System

\r Wireless Network (IEEE 802.11) F
{1 Public Key Policies

+]-(_]] Software Restriction Policies
-8, IP Security Policies on Active Dire

@ Security Settings Policy 7/ l Policy Setting
E‘@ Account Policies Enforce password history 24 passwords remembered
: -"@ Password Policy Maximum password age 42 days
@ Account Loci<out Policy Minimum password age 1 days
@ Kerbgnos Folicy Minimum password length 7 characters
g E:z:z i‘:}";'es Password must meet complexity requirements  Enabled
Store passwords using reversible encryption  Disabled

" i Default Domain Security Settings

File Action View Help

Chinh sach vé mat khau

=1

e~ | Bm X B2

@ Security Settings
=2 Account Policies

B Password Policy
- Account Lockout Policy

E38 Kerberos Policy

t]-=gj Local Policies

vl =¢j Event Log

o -{_8 Restricted Groups

) @ System Services

o -8 Registry

«-{_8 File System

0 wireless Network (IEEE 802.11) F
7 (L1 Public Key Policies

+]-(_] Software Restriction Policies
/-8, IP Security Policies on Active Dire

s 0 o O o O O O O O O

[ Policy ~

| Policy Setting

Account lockout duration
Accouni lockout threshold
Reset account lockout counter after

< | >l

Not Defined
0 invalid logon attempts
Not Defined

Chinh sach khoa khoan muc
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"Hii Default Domain Security Settings i

Fie Action View Help

B (=1

e = B X B2

H =¢) Kerberos Policy
=¢) Local Pelicies
[*-=¢gJ Event Log
{8 Restricted Groups
{E System Services
-8 Registry
=-(C9 File System
3 ‘f Wireless Network (IEEE 802.11) F
@-(C3 Public Key Policies
-] Software Restriction Policies
‘g IP Security Policies on Active Dire

< | i

@ Security Settings Policy 7 l Policy Setting
=-EP Account Policies [@) Account lockout duration Not Defined
i B Password Policy [2%] Account lockout threshold 0 invalid logon attempts
= Reset account lockout counter after Not Defined

Hinh 4.9. Quyén han ctia ngudi ding

2]

General Sharing I Security I web Sharingl Customizel

—1{" Share this folder

'ou can share thiz folder with other uzers on pour
netwaork. Tao enable sharing for this folder. click Share this

falder.

& Do pot share this folder

Share name: I

Descrption: I

Uzer fimit: & b aximum allawed

€ Allove this number af users: I _I;

To zet permizzions for uzers who
access this folder owver the netwark.,
click Permizzions.

To modify how people use the content
while offline, click Offline Settingz.

Eermizzions... |
Offline Settingsz. .. |

ox ]

Cancel | Lpply I

Hinh 4.10. Gan quyén truy nhap tir xa
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Permissions for SETUP 2=

Share Permizzions I

Group or user hames:

[esiE

Add... I Bemowve I
Permizzions for Everyone Aillow Dreny
Full Control [ | O
Change O (I
Fiead O

Ok, I Cancel Aol I

2%

General I Sharing Security I wieb Sharing I Cuztomize I

Grou

Aidd... | Bemove |
Permisgions for Everyone Allowy Deny

Full Cantral O =
b cuclify O
Fead & Execute O
Ligt Folder Contents O
Read | I —
ke O ;I

For gpecial permizzions or for advanced zettings. Advanced |
click sdvanced. —
Ok I Cancel I Lipply I
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Select Users or Groups

Select thiz object wpe:

ILlsers, Groupz, ar Built-in gecurity principals Object Tupes...

Erom thiz location:
ITH-"i"-El Locations...

Enter the object names to select [examples):
| Check Hames

T

Advanced... | [ | Cancel
s

Select Users or Groups el B

Select thiz object lwpe:

z, Groups, or Built-in security principals Object Types... |

Erom thiz lozation:

THaO0 Locations... |

Common Queries I

[ armes IStarts Withll I Lolumtiz...
Fird M o

Description: IStarts withll I

[T | Dizabled accourts Stop
[T Hion expitng password

[Vayz snce last lagomn: I "I

idi

mE: | Cancel

Search results:
Marne [ROM] | I Folder
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2l =]

Advanced Secu

Permissionz I Auditing | Owner | Effective Permissions |

T o wiewe more information about zpecial permizzions, select a permizzion entry. and then click Edit.

Fermizzion entries:

Inkerited From

Add... | Edit... | Bemove |

™ Allove inheritable permizsions from the parent to propagate to thiz object and all child objects. Include
theze with entries explicitly defined here.

[ Replace permission entries on all child objects with entries shown here that apply to child objects

Learn more about acceszs control.

(] I Cancel I N ] 1]

4% Active Directory Users and Computers I i =121 x|

@ File Action View Window Help |_[E|_XJ1

v- @@ s e xFRB R eBBYe D |
<5 Active Directory Users and Computer | Users 36 objects
(I saved Queries e [Tyee [oescwon ] =
= S“‘;’i’;:ced” € ACTUser User Account used to launch th...
51-C3 Computers € Administrator  User Buitt-in account for admini...
(&) Domain Controllers € ASPNET User Account used for running ...
-2 ForeignSecurityPrincipals €7 Cert Publishers  Security Group ... Members of this group are.
I users ] € cntt User
€7 Debugger Use... Security Group ... Debugger Users are non a...
€72 DHCP Adminis... Security Group ... Members who have admini
€72 DHCP Users Security Group ... Members who have view-.
€7 DnsAdmins Security Group ...  DNS Administrators Group
€72 DnsUpdatePro... Security Group ... DNS clients who are permi.
€7 Domain Admins  Security Group Desi administrators ..
€7 Domain Comp... Security Group All workstations and servers joined to the domain

€72 Domain Contr... Security Group ...  All domain controllers in th
€7 Domain Guests  Security Group ... All domain guests
€7 Domain Users  Security Group ...  All domain users

€T Enterprise Ad... Security Group Designated administrators ..
€7 Group Policy Security Group ... Members in this group can..
€ Guest User Built-in account for guest .
€ o User

€T HelpServices... Security Group ...  Group for the Help and Su...
€7 Is_WPG Security Group ... IS Worker Process Group
€ IUSR_WWW User Built-in account for anony...
g MVAM_WWW User Built-in account for Interne...
€ lam User

€T NetOpActivity  Security Group ... NetOp Activity

€72 OWS_205223... Security Group ... Microsoft SharePoint role "...
€ pcthssv User

€ opdt User

€ oth User

mRAS and IAS ... Security Group ... Servers in this group can ..
mSchema Admins Security Group .. Designated administrators ...
Q SQLDebugger User This user account is used ...
€ SUPPORT_28... User This is a vendor's account...
€7 TelnetClients Security Group ... Members of this group hav... P
ﬁivs Developers Security Group .. Visual Studio developers c...

] e—f | e Arcount for the \sisual Sty =
[ [
Bistart] | (@ & @ > | &) Forum viettronics -Micro... | 1 13.9 -aint || <5 Active Directory user... B+ B as2em

Nguyén Thi Phuwong Thao Lép CT901 Trwong PHDL Hai Phong =45



Nghién cieu cde mé hinh bao mdt théng tin, img dung bdo mdt hé thong théng tin ciia B6 GTVT

4% Active Directory Users and Computers 1 =12 x|
= i
/< Fle Acton View Window Help ‘ ==

o B e X ERR R R ey ST |

[< Active Directory Users and Computer | Users 36 objects
&-(] Saved Queries | Name I Type I Description | -
S tgj S"daz?';’irc'edu € ACTUser User Account used to launch th
@3 Computers € Administrator  User Buit-in account for admini
51-{&) Domain Controllers € ASPNET User Account used for running ...
553 ForeignSecurityPrincipals €72 Cert Publishers  Security Group Members of this group are...
P users) € cntt User
€7 Debugger Use... Security Group ... Debugger Users are non a...
€72 DHCP Adminis... Security Group ...  Members who have admini
€72 DHCP Users Security Group Members who have view-.
€7 DnsAdmins Security Group ...  DNS Administrators Group
€7 DnsUpdatePro... Security Group ... DNS clients who are permi..
€7 Domain Admins  Security Group ... Designated administrators ...
€7 Domain Comp...  Security Group All workstations and servers joined to the domain|
€72 Domain Contr... Security Group ...  All domain controllers in th.
€72 Domain Guests  Security Group ...  All domain guests
€7 Domain Users  Security Group All domain users
€T Enterprise Ad.. Security Group Designated administrators
€72 Group Policy .. Security Group ... Members in this group can...
€ Guest User Built-in account for guest ...
€ o User
€7 HelpServices...  Security Group ... Group for the Help and Su.
€72 Is_WPG Security Group ... IS Worker Process Group
€ USR_WWW User Built-in account for anony.
g WANM_WWW User Built-in account for Interne.
€ lam User
€7 NetOpActivity  Security Group ... NetOp Activity
OWS_205223... Security Group Microsoft SharePoint role "
€2 pcthssv User
€ oat User
€ oth User
¢TRAS and IAS .. Security Group Servers in this group can
€7 Schema Admins  Security Group ... Designated administrators .
€ sQlDebugger  User This user account is used ...
€ SUPPORT_38...  User This is a vendor's account...
€7 TeinetClients  Security Group ... Members of this group hav... =
€73 VS Developers  Security Group ... Visual Studio developers c...
I | 2@ viiee woann isar Arenunt for the \isial Shi =

[ [ [
@istart] | @ & & > | &) Forum Viettronics - Micro... | ¥ 13.3°G -Paint || =5 Active Directory User... W B as2em

3.2 PE XUAT CAC CO CHE BAO MAT CHO BQ GTVT
Cai dat phan mém Firewall (phdn mém ISA 2006)
So lwge vé ISA 2006

Nhu moi nguoi da biét néu ta Publish a Web Server, FTP, DNS Server,... thi khi
hacker tin cong vao cac Server cua chung ta, cac Server s€ chiu tadc dong truc tiép, nhu
thé ndi dung Website s& bi thay d6i dan dén t6 chuc, doanh nghiép c6 thé bi thiét hai
vé mit nao d6. Vi vy ta nén cai ISA hay cac phan mém Firewall khac dé bao vé cac
Server cling nhu Internal network cua chung ta
- Vi sao cai ISA, céc Server c6 thé tranh dugc cac cudc tin cong truc tiép.

Khi cai ISA vao thi may ISA Server s€ trd thanh Firewall. Luc nay ISA Server sé
ding ngoai cung hé thong mang, chiu trach nhiém giam sat viéc truy xuit ra ngoai
cling nhu truy cap tir bén ngoai vao cta toan bo hé thong mang. Gid ddy viéc Publish
cac Web, FTP Server s& khong Publish truc tiép nita ma théng qua ISA Server.

Khi bén ngoai yéu cau truy cap Website cta to chirc, thi ISA s& ling nghe va
forward port 80 vao may nao lam Web Server bén trong. Nhu vay khi b tdn cong ISA

s€ htrng chiu toan bd cac cudc tan cong. Cac Server s€ trd nén an toan hon

Nhu vay hé théng ctia chung ta s& duoc bao mat hon tir bén ngoai.
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Cho phép cac may trong mang LAN truy cdp Internet

Tao Access Rule cho phép Localhost va Internal truy cdp lan nhau:

- Giao dién ISA
Management: Click phai
Firewall Policy > New —->
Access Rule

|He aton vew o
e BB R I .E
JMW!IW%WMAV

X

Monterng

Anfresh

) Wit
395 Confir

- Dat tén Access Rule:
Internal-Localhost - Next

New Access Rule Wizard E XI

Welcome to the New Access Rule

Microscft

: s.am Wizard

Acceleration 2006

This wizard helps you create a new access nlde Access
ndes define the action that is taken, and the protocols that
may be used, when speched chents from one network
et 1o access spechc detinations o content on
ancther network.

=- Access nde name:
== IINGM-LOCM

To cortirwe, chek Nest

- Chon Allow - Next

luoa>|l:amd|
]

Rule Action
Select how clent requests for contert from the specified destnabon ate dealt with
# the conditions specified n the rule are met

Achon to take when nule conditions ace met:
= Alow

=~ el

€ Deny

< Back Nest > Cancel |

Nguyén Thi Phirong Thdo_Ldp CT901 Truwong PHDL Hdi Phong =47



Nghién cieu cde mé hinh bao mdt théng tin, g dung bdo mdt hé thong théng tin ciia B6 GTVT

- Chon All outbound traffic =
9 Next P'°.S°:‘:c: the protocols thes nule apphes to. ’

< Back Next > Concel |
- Nhén Add =
- \ Access Rule Sowces
= DOUble CIle vao Internal This rule will apply to traffic cagnasting from the sowurces specified in this page.
- Double Click vao
Localhost This rue spphes 1o tralfic from these sowces:
- Next ahibia [ —
«s.Local Host £ I
Bemove I
<Bock | News> |  conca |
- Next T

User Sets
You can apply the nie to requests from ol users. Ot you can it access to
speaciic user sels

This rde spplies to requests from the followng user sets
Peiios |

< Back Nest > Canced
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- Finish 1
_ Completing the New Access Rule
Apply 2 OK . el
kmeleram:ws
You have successfully completed the New Acces: Rue
:g’u;‘:'l:;‘mw Access Rule vl have the folowng
Naene: -
Intesnsilocshost :]
Actionc
Alow
Tralhc:
so;A:c:Mudhc
Intesnal Local Host ~
4 of
To clota the wazaed, chek Frush
< Bock Firszh Cancel |
Tao Publishing Rule dé Publish Web Server:
. v A elmpcovement Progran,
- Giao dién ISA —
| - Toolboot Tahs
Management: Firewall Looocs __Jrenjuses f1o Il protoces @
. R T e o | T m—
Policy > Toolbox = T —— | T ~
- - & Loca Host
Network Objects - Click G s & ot . 3 SOt @
phai Web Listeners = New RO
Web Listener ~porsi
£  Subowets
* L Compater Sets
Ml 3 el ses
U = 3 Domain Narme Sets
Ex: Farms
New Web Listener Definition Wizard E x|
- bat tén Web Listener l1a RS s s ks
Web80 9 Next Wm Listener Wizard
This wazard helps you creste & new Web kstener. Web
ksleners specily how ISA Server kstens foe and
asuthenticates incomeng Web requests from clents
-
= Web kstener name:
[Webs0
To cortmus, chck Neot
Bor Nest > Concel |
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- Chon Do not require SSL
secured connetions with
clients > Next

New Web Listener Definition Wizard e x|

Client Connection Secuwity
Select what type of connections thiz Web Listenet will establish with chents

 Bequwe SSL secured connections with chents

; =
x @ __b
1SA Server will publish servers only over HTTPS to the hitps-//
chents frecommended]
= Do not requee SSL d connectons with chertd 1
-
hrpes/ -

1SA Server will publish servers over HTTP. Chert credentials
will be sent unenciypted 1o the ISA Server computes

' "MMBIW mamwbcm“hmwkn
> clear text, depending on the d chent auth method. Authentication
using SSL vl help protect clent credenbials.

Help about web Eztener chant connections

< Back Next > Cancel I

- Panh d4u muc chon
External > Next

—
New Web Listener Definition Wizard

Web Listener IP Addresses
Specty the ISA Server networks. and the IP addresses on those networks. that

will kzten fot incomng Web tequests

Listen foc ing Web 12 on these ehs

Name Selected IPs -~

[

O s lrnemnal <AllIP addresses>

[ <5-LocalHost <Al IP addresses>

[ <5 Quarantined VPN Clents <AllIP addresses> e

—_ e R

T | s
Seloct IP Addresses |

¥ 1SA Setver will compress content sent to chents thiough this Web Listenes # the chents
requeshing the content support compression.

- Chon No Authentication
- Next

Help about \Web Estensy IP addiesses
< Back Nest > Cancel I
=]

Authentication Setlings
Select how clents will autherficate to ISA Server. and how ISA Server will valdate
thes credenhals

§eladhowcisd:wlu’ovudoclmmISASM

Select how ISA Server wall vadate chent credentsals:

& Wndo “otive rectony] Cf
€ LOAP tactive Drnciony] € REA SecuwdD
€ BAL
Help about authanhication settngs
< Back Next > Cancel I
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New Web Listener Definition Wizard =

Ix

- Click phai Firewall Policy
- New -> Web Site
Publishing Rule

B Microselt Internet Searity and Acceleration Server 2006

| Be Adion Vew Hep

Next Single Sign On Settings
Single Sign On [SS0) allows users to authenticate once to ISA Server o access
Al published Web sites that use thiz \Web kstenes
I~ Ensbi=Ss50 ¥ pritished ot this Web [itens
i SS0 is not avaidable for the cusrently sek d chent auth thod. SSO is
only avadable for HTML Foem Authenticaion.
<Back || Net> | Conced |
New Web Listener Definition Wizard = x|
- Finish Completing the New Web

S Listener Wizard

Ao Satvar

Acceleration 2006 You have successiully complsted the New \Web Listenas
Wzard The new kstener vall have the follovwang
conhigue ahon
Name: -

WebS80 —l
Chert Connechon
‘ Intecure (HTTP)
Listen on
Esternal
= o
o Autherticaton
SSO Enablad
L _'_I_J
To close thus vazard, chek Frush
< Back I Finish l Cancel ]

es BER DO

1 Marosclt Wberret Seaurty and A
g
9""‘“‘3
v oval
) Virtual Priv
=90 Conbigurat
& hntwo
M Cache

Nguyén Thi Phirong Thdo_Ldp CT901 Truwong PHDL Hdi Phong

w51



Nghién cieu cde mé hinh bao mdt théng tin, g dung bdo mdt hé thong théng tin ciia B6 GTVT

- Dat tén Rule: Publish
Web - Next

New Web Publishing Rule Wizard x|

Welcome to the New Web

lmmmmm Publishing Rule Wizard

This wizard help you publsh Web sites. Web publishing
rules match ncoming dient requests to the appropriate
‘Web ste on the Web server or Web Farm.

| Publshwed

— —
=-

To contirwe, chck Next.

[ nex> | coxa |

- Chon Allow = Next

New Web Publishing Rule Wizard x|
Select Rule Action
Specfy how you want this e to respond when the rule conditions are met.
Action to take when rule conditions are met:
« o
With this option sel d, W request: ching the rule it vl be allowed.
" Reny
With this option selected, Incomng ching the rule it vl be dersed
and the traffic will be blocked.

<gsck [ met> | cacet |

- Chon Publish a single
Web site or load balancer
- Next

New Web Publishing Rule Wizard x|

Publishing Type

Select if thes rule will publish a single Web ste or external load balancer, a Web
server farm, or maltiple Web sites.

& Publish a single Web ske or load balancer]

Uise this option to publsh a single Web site, or to publish a load balancer in front of
several servers.

Help sbout publizhing 8 single Web ke or load balancer

 Publish a server farm of load balanced Web sarvers

Use this option to have ISA Server load balance requests between a server farm
(mirrored servers).

Help about publching server farms

 Publish muitiple Web stas
Use this option to publish more than one Web ske. A new rule vill be areated for each
ske published.

Help about publishing multiple Web sRes

< gack toet > cancel |
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]
- Chon Use non-secured Server Connection Security ' J
. Choose the type of connections ISA Server will establish with the published ‘Web
connections to connect the SUCER SROE (B
ublished Web server or { lon 2. to comnack Sa the publised Wosks merver o sctver i 7 4
P :ammwa 1 to the publshed Web i / -
server farm - Next £58 Ss% 3N cormac to 2w petited Bish s
o bsomm.odmm:cborswcmthom' 3 D 3
Web server or server farm —«_J L= .J

ISA Server will connect to the published Web server or
server farm using HTTP,

' When ISA authenticates to the publshed server on behalf of the clent, user
) aredentials may be sent over the network in dear text. Authentication using SSU

will help protect chent crederntials,
Help about garver connmdtion seouriy
< Back text > cancel |
. sz x|
- Internal site name: danh itermol Publishing Details —
Specly the nternal nares of the Wieb site you are publishing.
FQDN cua may Web _ | |
Server (“”) Internal ke name: |
4 The internal ste names |5 the name of the Web site you sne publishing o5 B appears intermnally.
- Banh dau chon Use a TioARY, i .t moene kol izora /e 1ok Hhok browwsces to faach Hhe Wioh de=
computer name or IP
address to connect to the \F T S chonok fosohie the Examil she netis Ean eriar cas FoceseeE sl He

coemputer namre o [P address of the server hosting the site.

published server
- Computer name or IP

K LUse a computer name or IP address o conmect to the published server

Sttt Erowse. ..
address: danh IP Web |
server (“”)

- Next —_—
- Accept request for: chon =
Any domain name - Next Socky the i domain e (FQON) o 19 adress sers vl type to reach the J

Accept requests for:
Incoming Web requests will be Forwarded to the published Web site with checking for the
domain name.

Bath (optional): |

Basad on your sslections, requests sert to this site (host header value) will be accepted:

Skeo: I

<gsck [ mex> | cancet |
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- Web Listener: Chon
Web80 -> Next

New Web Publishing Rule Wizard E x|

Select Web Listener
The Web kstener specifies the IP addresses and port on which the ISA Server
cormputer listens for incoming Web requests,

Poet(HTTP) 80
Port(MTTPS) Desabled
Authentcation mathods  No Authentication

<gsck [ mea> | cexe |

- Chon No delegation, and
client cannot authenticate
directly > Next

New Web Publishing Rule Wizard B x]
Authentication Delegation ik i
Authentication delegation is the method ISA Server uses to authenticate the
session ® opens with the published site.

i Description -
IF the published Web server reguests HTTP authentscation, ISA Server will not pass the
ation to the user. The user will not be able to authenticate to the
publizhed Web server. The chert request will be denied.

< Back l Toaxt > l Cancel l

- Next

- B BM—P W
New Web Publishing Rule Wizard E x|
User Sets
You can apply the rule to reqguests from all users. Or, you can it access to
specic user sets.

This rule applies to requests from the following user sets:

= Al Users add... |

<gack [ me> | Cancel |
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s =
- Finish - Apply - OK :
Completing the New Web
i.km ok Publishing Rule Wizard
ntermnet Secu
You have successfully completad the New Web Publshing
Rule Wizard, The new Web Publshing Rule will have the
followang configur ation:
Name -
. Publshweb
| — i §

Sl
T R
Publsh a singie Web site,
ect t
NO

he published Web server using HTTPS

Co:w- l]
=i =

To dose the wizard, dick Fresh,

Test Rule | < Back Firesh Cancel |

3.4. PE XUAT MO HINH BAO MAT AP DUNG CHO BQ GTVT

Ung dung bao vé co s& dit liéu trong hé théng phan mém quén 1y dit liéu, nhiing
thong tin quan trong ctia B9, trung tam CNTT st dung hé quan tri CSDL Microsoft
Access duoc phan quyén va bao mat theo mat khau va ma hoa di liéu.

Ap dung diéu khién truy nhdp tw quyét trong hé thong phan mém quan 1y cia trung
tam CNTT

Diéu khién truy nhap tu quyét 1a phuong thirc gidi han quyén truy nhap cho céc
ddi tuong dua trén viéc xac nhan doi tuong cua chu thé hay nhom chu thé. Piéu khién
truy nhap tu quyét 13 loai co ché diéu khién phd bién nhat hién nay duoc trién khai trén
cac hé thong thong tin véi viée cung cdp Username va Password cho timg ngudi dung
trong cac nhom phan quyén khac nhau.

Cdc chii thé va quyén han trong hé thong

Duya trén qua trinh phan tich yéu cau nguoi dung, trén co sé cac yéu cau do hé
thong dua ra cac churc nang cua cac chu thé. H¢ thong gom ba chu thé chinh:

- Nguoi quan ly: Trao quyén hodc huy bé cic quyén sir dung hé thong cho cac
nhan vién la Username va Password, va khach nguoi truy cap website, quan 1y cac
cong viéc cap nhat, stra xo4, luu trir thong tin, co s¢ dit liéu.

- Nhan vién: danh cho ngudi sir dung cé quyén 1a Nhan vién trong van phong Bo,
1a ngudi st dung chinh trong hé théng. Nhan vién c6 nhiém vu va co quyén han sir
dung hé thong trong phan ving ma ngudi quan 1y cip quyén, nhu duoc cap tai khoan
truy cap website cia B§ GTVT , truy cap, cap nhat CSDL, trao ddi mail...va dugc bao
v¢€ tinh riéng tu
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- Khéach 1a nguoi khong thude co quan Bo, €6 quyén truy cap vao website tra ciru
thdng tin, va khach ciing chi dugc stir dung trong phan ving cho phép (phan vung phi
quan su DMZ “DeliMitary Zone”)

Xdc Idp co ché diéu khién truy cdp t quyét

Dbi v6i mdi d6i twong, mot ngudi dung hay mot nhoém ngudi ding ¢ xac nhan
dé cap phat hay huy bé quyén truy nhap té1 doi twong do. 7. Diéu khién truy nhap
MAC chu y€u dya trén x4ac nhan cua nguoi dung va doi tuong.

Ma tran diéu khién truy nhap, chira tén chu thé trong cic hang, va tén ddi tuong
trong cac cot. Moi giao diém chi dinh ki€u truy nhap cua ngudi dung d6i véi doi tugng
d6. Trong d6 cac hang thé hién ngudi dung hé thong, cac cot biéu dién dic quyén cia
doi tuong 1én chu thé. Quyén truy nhdp mo ta cac thao tdc nhat dinh ma chu thé c6 thé
thuc hién trén doi tugng.

Insert — chén: chén mot bo cua ddi tuong

Select - chon: duyét cac bo

Delete — xo04: x04 bo ctia d6i tuong

Update - cap nhat: thay d6i ndi dung trong cac b
Grant — trao quyén: trao quyén truy nhap ddi tugng

Co ché diéu khién truy nhap dugc thong qua cac chirc ning cta cac hé quan tri
CSDL Microsoft Access. Bang truy nhap cua cac chu thé trong h¢ thong quan ly dao
tao dugc thé hi¢n tong quat hod véi ca chic nang sau:

Bang 4.1. Quan ly dit liéu hé thong

Chu thé Select Insert Update Delete Grant
Nguoi quan ly 4 4 v v v
Nhan vién

Khach
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Bang 4.1. Quan ly nhan vién

Chu thé Select Insert Update Delete Grant
Ngudi quan 1y v v v v v
Nhan vién

Khéch

Bang 4.1. Quan 1y khach

Chu thé Select Insert Update Delete Grant
Ngudi quan ly 4 4 v v v
Nhan vién

Khach

Bang 4.1. Bao cao thong ké

Chu thé Select Insert Update Delete Grant
Nguoi quan ly v v v v v
Nhan vién

Khéch

Ap dung diéu khién truy nhap bit budc vao hé thong
Xdc dinh chii thé, phdn hang an ninh

Diéu khién truy nhap bat budc MAC thiét 1ap dua trén nhan an ninh cua cac chil
thé va cac ddi twong. Mic rd clear(S) voi chil thé S, phan hang class(O) véi d6i tuong
O. Quyén truy nhap dua theo hai thudc tinh:

e Thudc tinh don gian:chu thé S c6 quyén doc ddi tugng O khi clear(S)> class(S).
e Thudc tinh sao: Chua thé S c6 quyén ghi dbi twong O khi clear(S)< class(S).
Hé thong gom ba chii thé chinh: ngudi quan 1y, nhan vién, khach

Phén tich cic yéu cau sir dung thong tin ctiia cac chu thé trong hé thng, cac
thudc tinh dugc chi dinh thanh cac hang an ninh dugc chi dinh theo thi tu:
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U<C<S<TS. H¢ théng nhan dugc chi dinh dya trén chirc nang va yéu cau an ninh cta
hé thong do61 véi tirng chu thé cia hé thong.

Trong do:
U — Unclassified: mtrc an ninh ngdm dinh
C — Confident: mtc an ninh thr hai
S — Seret: mirc an ninh thu ba
TS — TopSecret: mirc an ninh tha tu
Yéu cau an ninh hé thong

Hé théng quan 1y dao tao dwoc phan cap theo timg khung nhin dwa trén phan
loai nguoi dung. Cac khung nhin duogc thiét 1ap trong hé thong gdm co:

- Khung nhin View;: hién thi ciia s6 truy nhap cho giao vu. Nguoi c6 khung
nhin View; co thé truy nhap toan CSDL.

- Khung nhin View,: Hién thi thong tin cho cac chi thé 1a nhan vién.

- Khung nhin Views. hién thi ctia so truy nhap cho cac chii thé 1a khach.
3.5. PE XUAT BIEN PHAP BAO MAT DU LIEU AP DUNG CHO BQ GTVT

Trong thyc té, cac thong tin mat cua h¢ théng c6 thé bj tiét 10 hoac thay doi thong
qua cac tap tin *.mdb mot cach kha don gian vdi cac san pham cua Microsoft duoc
dung chung dit liéu. Nhitng viéc nay that don gian véi nhiing ai chi can co chit kién
thirc vé tin hoc va biét duoc file co s& dit liéu dat & dau trong hé théng.

Khoéng nhitng thé, hé thong c6 thé dé dang bi dang nhap thong qua viéc lay thong
tin bang cach lam gia file mat khau. ...

Bdo mat so sé dir liéu bang ma hoa

Nhu d3 néu file chira mat khau co thanh phﬁn mat khau dugc mé hoa do vay
khong doc dugc mat khau mot cach dé dang. Muén gidi ma dé tim duwoc mat khau
ching ta can phai biét thuat toan va khoéa duoc dung khi ma hoa. Véi $6 luong thuat
toan mA hoa da biét thi viéc tim kiém theo phuong phap vét can 1a khong thuc té.

Nhu vay néu dir lidu duoc luu trong tap tin *.mdb da dugc ma hoa bﬁng mot
thudt toan ma hod bét ky thi rd rang viéc truy nhap vao CSDL tryc tiép khong thong
qua chuong trinh s€ khong c6 y nghia vi khong doc dugce ndi dung thuc cua thong tin
duoc luu trir.

Tuy nhién hé théng van bi xdm pham néu 1am gia duoc mat khau truy nhap vao
hé thong. Bdi vi trong phién lam viée dir liéu dugc thé hién ¢ dang khong ma hoa dé
ngudi dung ¢ thé hiéu duoc.
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Twr cac phan tich trén dé xuat viéc ma hoa nhu sau:

Toan bod CSDL s€ duoc ma hoa bﬁng mot khod do ngudi quan tri lya chon tuong
tu nhu co ché st dung mat khau. Trude khi chuong trinh lam viéc vé1 CSDL thong tin
duogc luu trir s€ dugce gidi ma va khi két thuc phién lam viéc thong tin lai duwgc ma hoa
trude khi luu trit. Voi hé théng dé xuét viée bd sung modul ma hoa va giai ma dit liéu

trude va sau khi str dung dir liéu. So d6 dé xuat gom:

Dir liéu vao R
Ma
hoa
\ . B6
Ngu01 ma Luu trir
dung ;
hod/
giai N
mi G12~11
Ditligura |, ma
Chuwong trinh demo mé hinh mi héa giai mi bing thuét toan DES
Moéi trudng cai dat:
« Ngobn ngtr 1ap trinh Microsoft Visual Basic 6.0
. H¢ diéu hanh Windows XP
« May tinh Petium Ill, CPU 550 Hz, 128 MB RAM
Mot s6 giao dién hé thong
ﬁ DES Implementation
;(;j Encrypt a File
] ] Deciypt a File
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Seleck File. ..

B

by Becent
Dacuments

P—T‘:

Desktop

by Documents

Places

Look ir: | < Local Disk [C:)

[~

B cf E-

@Ducuments and Settings
ICiDownloads

I Inetpub

I Inkel

I Myapp1

|C3)Program Files

I viethkey

| WINDOWS
BinarySerialization.ex
cyphertext, dat

Igj cyphertext, bxk
decyphered.enc

Igj decyphered. bzt

#lhung.cs

%] hung.di

@ hung. xsd
HurngT . dec
HungMT. enc

[Z] HurgMT bt

hungnt. el
ENhanSu_Luu:ung.mdF
| & Nhansu_Luong_log LDF
nkuser.dat

wubildr

wubildr mbr

Igj Yaerver, bxt

File narme:

| Hungh T.enc

Filez of type: |

[~ Open az read-only

DES Implementation

Enter 8 character Pazzwaord

[~
=l

Cancel

Open |
Cancel
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MOQT SO POAN MA CHINH CUA CHUONG TRINH
CHUONG TRINH MA HOA DES

Private Sub encrypt_btn_Click()
round no=1
strl = Text3.Text
Fori=1To Len(strl)
asc_code = (convert_to_binary(Asc(Mid$(strl, i, 1))))
str3 = LTrim$(Str(asc_code))
diff =9 - Len(str3)
If diff > 1 Then

Forj=1Todiff-1

str3 ="0" + str3

Next
End If
str2 = str2 + str3
Next i
input_key = str2
MsgBox input_key + Str(Len(input_key))
strl = Textl.Text
str2 =""
Fori=1To Len(strl)

asc_code = (convert_to_binary(Asc(Mid$(strl, i, 1))))

str3 = LTrim$(Str(asc_code))
diff =9 - Len(str3)
If diff > 1 Then
Forj=1Todiff-1
str3 ="0" + str3
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Next j
End If
Sstr2 = str2 + str3
Next i
plain_text = str2
str4 = plain_text
ip
Fori=1To 32
|_block = 1_block + Mid$(plain_text, i, 1)
r_block =r_block + Mid$(plain_text, 32 + i, 1)
Next i
permuted_choice_1
1k e e e ok e ok ek e e e e o e e e o ok ok ok e ok ok
generate_sub_keys
While (round_no <= 16)
plain_text =r_block
Expansion_permutation
str3 = vbNullString
Fori=1To48
If (Mid$(plain_text, i, 1) = Mid$(sub_key(round_no), i, 1)) Then
str3 =str3 + "0"
Else
str3 =str3 + 1"
End If
Next i
counter =1
tmp_str2 = vbNullString

plain_text = str3
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Fori=1To 48 Step 6
str2 = Mid$(plain_text, i, 6)
tmp_strl = Mid$(str2, 1, 1)
tmp_strl = tmp_strl + Mid$(str2, 6, 1)
row_no = convert_to_decimal ‘converts the contents in tmp_strl to decimal...
tmp_strl = Mid$(str2, 2, 4)
col_no = convert_to_decimal ‘converts the contents in tmp_strl to decimal...
j=row_no * 16 + (col_no)
j=(*2)+1
j = convert_to_binary(Val(Mid$(s_box(counter), j, 2)))
str3 = LTrim$(Str(j))
diff =5 - Len(str3)
If diff > 1 Then
Forj=1Todiff-1
str3 ="0" + str3
Next
End If
tmp_str2 = tmp_str2 + str3
counter = counter + 1
Next i
plain_text = tmp_str2
e el e e et et e e e et e el e e e e ek e e e ek
str3 = vbNullString
Fori=1To 32
If (Mid$(l_block, i, 1) = Mid$(plain_text, i, 1)) Then
str3 = str3 + "0"
Else
str3 =str3 + "1"
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End If
Next i
| block =r_block
r block = str3
round_no =round no +1
Wend
tmp_strl =r_block
r_block =1_block
|_block =tmp_strl
plain_text = |_block + r_block
Ip_inverse
str2 = vbNullString
str3 = vbNullString
Fori=1To 64 Step 8
tmp_strl = Mid$(plain_text, i, 8)
str2 = LTrim$(Str(convert_to_decimal))
Text2. Text = Text2.Text + Chr(\Val(str2))
Next i

MsgBox str4 + Str(Len(str4)) + vbCrLf + plain_text + Str(Len(plain_text)) +
vbCrLf + str3

End Sub
CHUONG TRINH GIAI MA DES
Private Sub decrypt_btn_Click()
round_no =16
strl = vbNullString
str2 = vbNullString
str3 = vbNullString
str4 = vbNullString
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|_block = vbNullString
r_block = vbNullString
c_block = vbNullString
d_block = vbNullString
plain_text = vbNullString
input_key = vbNullString
tmp_strl = vbNullString
tmp_str2 = vbNullString
strl = Text3.Text
Fori=1To Len(strl)
asc_code = (convert_to_binary(Asc(Mid$(strl, i, 1))))
str3 = LTrim$(Str(asc_code))
diff =9 - Len(str3)
If diff > 1 Then

Forj=1Todiff-1

str3 ="0" + str3

Next
End If
str2 = str2 + str3
Next i
input_key = str2
MsgBox input_key + Str(Len(input_key))
strl = Text2.Text
str2 =""
Fori=1To Len(strl)
asc_code = (convert_to_binary(Asc(Mid$(strl, i, 1))))
str3 = LTrim$(Str(asc_code))
diff =9 - Len(str3)
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If diff > 1 Then
Forj=1Todiff-1
str3 ="0" + str3
Next j
End If
str2 = str2 + str3
Next i
plain_text = str2
str4 = plain_text
ip
Fori=1To 32
|_block = 1_block + Mid$(plain_text, i, 1)
r_block =r_block + Mid$(plain_text, 32 + i, 1)
Next i
permuted_choice_1
generate_sub_keys
While (round_no >=1)
plain_text =r_block
Expansion_permutation
str3 = vbNullString
Fori=1To48
If (Mid$(plain_text, i, 1) = Mid$(sub_key(round_no), i, 1)) Then
str3 = str3 + "0"
Else
str3 = str3 + "1"
End If
Next i

counter =1

Nguyén Thi Phuwong Thao Lép CT901 Trwong PHDL Hai Phong =66



Nghién ciru cdc mé hinh bao mdt théng tin, 1ing dung bdo mdt hé thong théng tin ciia B6 GTVT

tmp_str2 = vbNullString
plain_text = str3
Fori=1To 48 Step 6
str2 = Mid$(plain_text, i, 6)
tmp_strl = Mid$(str2, 1, 1)
tmp_strl = tmp_strl + Mid$(str2, 6, 1)
row_no = convert_to_decimal ‘converts the contents in tmp_strl to decimal...
tmp_strl = Mid$(str2, 2, 4)
col_no = convert_to_decimal 'converts the contents in tmp_strl to decimal...
j=row_no * 16 + (col_no)
j=(*2)+1
j = convert_to_binary(Val(Mid$(s_box(counter), j, 2)))
str3 = LTrim$(Str(j))
diff =5 - Len(str3)
If diff > 1 Then
Forj=1Todiff-1
str3 ="0" + str3
Next
End If
tmp_str2 = tmp_str2 + str3
counter = counter + 1
Next i
plain_text = tmp_str2
permutation_P
e el e e et et e e e et e el e e e e ek e e e ek
str3 = vbNullString
Fori=1To 32
If (Mid$(l_block, i, 1) = Mid$(plain_text, i, 1)) Then
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str3 = str3 + "0"
Else
str3 =str3 + "1"
End If
Next i
| block =r_block
r block = str3
round_no =round no - 1
Wend
tmp_strl =r_block
r_block =1_block
|_block =tmp_strl
plain_text = |_block + r_block
Ip_inverse
str2 = vbNullString
str3 = vbNullString
Fori=1To 64 Step 8
tmp_strl = Mid$(plain_text, i, 8)
str2 = LTrim$(Str(convert_to_decimal))
Textl.Text = Textl.Text + Chr(Val(str2))
Next i

MsgBox str4 + Str(Len(str4)) + vbCrLf + plain_text + Str(Len(plain_text)) +
vbCrLf + str3

End Sub
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KET LUAN

An toan thong tin va cac giai phap an toan dang 1a vin dé dang duoc quan tim
va ngay cang dugc chu trong hién nay.Vi vay nghién ctru va dua ra nhitng giai phap
gidi quyét van dé nay hét sirc can thiét va phai duoc trién khai mot cic manh mé va
hi¢u qua.

Tai Viét Nam B0 thong tin va truyén thong, da va dang trién khai rat nhiéu dy an
nham xay dung cac hé thdng thong tin, vi sy phat trién chung nham dam bao t6t hon
mot mdi truong hoat dong trong linh vuc cong nghé thong tin mot cac an toan va bén
ving.

Trong qué trinh 1am luan vin t6t nghiép, em da khong tranh khoi nhitng thiéu sot,
em ¢ gang tim hiéu cdc hé thong thong tin, nghién ctru, dua ra cac giai phap an toan
va cac g dung cho cac linh vyuc ciia cong nhén thong tin hién nay. Kinh mong thay
c6 giup d& cho chuong trinh cua em ngay cang hoan thién hon.
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