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LO1 CAM ON
Em xin chan thanh cam on tit ca céc thay cd gido trong khoa Céng nghé
théng tin - Truong DPHDL Hai Phong, nhitng nguoi da nhiét tinh giang day va
truyén dat nhirng kién thirc can thiét trong suét thoi gian em hoc tap tai truong, dé
em hoan thanh t6t qua trinh tt nghiép.

Em xin to 1ong biét on sau sic dén cd6 H6 Thi Huong Thom, nguoi da truc
tiép huong dan, gitip d& va truyén dat cho em nhitng kinh nghiém dé dé tai nay co
thé thuc hién duoc va hoan thanh.

Em xin cam on gia dinh va ban bé da dong vién va giup d& em trong suét
thoi gian em lam dé tai tot nghiép.

Vi thoi gian c6 han, trinh d6 hiéu biét ctia ban than con nhiéu han ché. Cho
nén trong d6 an khong tranh khoi nhitng thiéu sét, em rat mong nhan duoc sy dong
gop y kién cua tat ca cac thiy co gido cling nhu cac ban bé dé d6 an cua em duogc
hoan thién hon.

Em xin chan thanh cam on!

Hai Phong, ngay..... thang ..... nam 2014
Sinh vién

Tran Dinh Linh
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LO1 MO PAU

Su phat trién vuot bac cua céng nghé mang dan dén van dé an toan théng tin
trong 1a rat quan trong. C6 nhiéu phwong phap dé trao d6i théng tin mat, trong do
phuong phap mi hoéa thong tin duoc coi 1a xuat hién sém nhat, tuy nhién phuong
phap nay lam cho nguoi ta dé phat hién. Do d6 véi mot phuong phap khéac giau tin
trong dit liéu da phuong tién duge coi 1a “vé hinh” d6i véi nguoi dung. Trong mot
s6 treong hop dé dam bao an toan cho thong tin dem gidu nguoi ta da két hop ca hai
phuong phap nay. Trong dé tai ndy sé& sir dung phuong phap giau tin Automata 2D-
CA (two-dimensional cellular automata) dé giau thong tin vao trong anh.

N6i dung bao céo gém 3 chuong chinh sau:

> Chuong 1: Téng quan vé giau tin trong anh.

e Trinh bay tong quan vé giau tin trong anh.
> Chuong 2: Phuong phap giu tin dya vao Automata 2D-CA.

e Gidi thiéu Automata 2D-CA.

e Trinh bay thuat toan giau tin, tach tin Automata 2D-CA.
» Chuong 3: Cai dat va thir nghiém.

e Xay dung chuong trinh (g dung va két qua thu duoc.
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CHUONG 1: TONG QUAN VE GIAU TIN
1.1 KHAI NIEM VE GIAU TIN

Loai nguoi da biét dén nhiéu phuong phap bao vé thong tin khac nhau, giai
phap duogc biét dén sém nhit d6 13 cac hé mat mi. V6i phuong phap nay thong tin
ban diu dugc mi hoa, sau d6 s& duoc gidi ma nho khoa cua hé¢ ma. By an toan
thdng tin 1a do d6 phurc tap cua viéc tim ra khoa giai ma. Cac hé mat ma nhu RSA,
DSA (Digital Signature Algorithm), NAPSACK... d3 dugc sir dung rat hiéu qua va
pho bién cho dén ngay nay. Mot hudng nghién ciru méi dd dugc thu hit sy quan
tam ciia nhiéu nguoi trong nhig nam gan day dé 1a phuong phap giau tin. Cho t&i
nay phuong phép gidu tin dd duoc tng dung manh mé& & nhiéu nudc trén thé gidi.
Vay gidu tin 1a gi? Gidu tin 1 k¥ thuat nhing (gidu) mot lugng thong tin s6 nao do
vao mot ddi tuong sé nao khac. PO an toan thong tin phuwong phap nay l1a do tinh
chét 4n thong tin duoc gidu. Do d6 yéu cau co ban cua gidu tin 13 khong 1am anh
huong dén dir liéu goc.

Céac phuong phép gidu tin duogc tién hanh theo nhiéu cach khac nhau tly vao
muc dich va méi treong gidu tin. Mai ki thuat giau tin gom :

e Thuat toan giau tin
e B{ giai ma thong tin

Thuat toan gidu tin duoc dung dé gidu thong tin vao mot phuong tién mang

bang cach sir dung mot khoa bi mat dugc dung chung boi nguoi ma va ngudi giai

Dit liéu cé chira

Dit lieu goc C — thong tin s
> B6 giau tin
A 4 -
| 1 X
| | X
| X X
] \ | : —
v____,| BiéndoiT(ty | _, Y., Biei:nd(‘)lTl
chon) (tuy chon)

Hinh 1.1:So dé qué trinh gidu tin trong anh
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Dix liéu cé
chtra thong tin -
S Bo tach tin Thong tin M

Bién doi T (thy
chon)

A 4

A 4

v

o

Hinh 1.2: So' d6 qué trinh tach tin trong anh

Hinh 1.1 va 1.2 1a so dd téng quét cua qué trinh gidu tin va tach tin trong
anh, trong d6 phép bién d6i T va T Ia cac phép bién ddi tan sé cosine, wavelet,
fourier roi rac hoic bién d6i sai phan (image difference).

Hinh v& trén biéu dién qua trinh giau tin co ban. Phuong tién chia bao gom
cac ddi tuong duoc dung 1am mdi trudng dé gidu tin nhu text, audio, video, anh ...
Thong tin giau la muc dich cua nguoi s dung. Thong tin gidu 1a mot lugng thong
tin mang mot y nghia nao d6 nhu anh, logo, doan van ban... Tuy thugc vao muc
dich ctia ngudi sir dung. Thong tin s& duoc gidu vao trong phuong tién chia thong
qua chuong trinh. Sau khi gidu tin ta thu dugc phuong tién chua ban tin da gidu va
phan bd trén mang. Sau khi nhan duogc ddi tugng phwong tién ¢6 giau tin, qua trinh
giai ma dugc thuc hién thong qua chuwong trinh giai ma twong tng vaéi chuong trinh
ma hoa cung véi khoa cia qua trinh md hoa. Két qua thu duoc gdm phuong tién
chia gdc va thong tin dd gidu. Budc tiép theo thdng tin gidu s& dugc xir ly kiém
dinh so sanh véi thong tin gidu ban dau.

T6m lai, gidu thdng tin 1a nghé thuat va khoa hoc cua truyén théng, muc dich
cua giau thong tin 1a che gidu nhirng thong bao bén trong nhirng thong bao khac ma
khong 1am anh huong dang ké dén thong bao nay va bang mot cach thirc nao do6 sao
cho ngudi khdng c6 tham quyén khdng thé phat hién hoiac khong thé pha hay
ching.

1.2 PAC PIEM GIAU TIN

Hién nay gidu thdng tin trong anh 1a ky thuat con tuong ddi méi va dang cé

xu hugng phat trién rat nhanh.

Mot ki thuat gidu tin trong anh duoc danh gia dua trén mot s6 dic diém sau:

e Tinh v hinh cua théng tin dugc gidu trong anh.
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e S6 luong thong tin dugc giau.
e Tinh an toan va bao mat caa théng tin.
e Chiét luong cua anh sau khi gidu théng tin bén trong.

1.2.1 Tinh v6 hinh cia théng tin

Khai niém nay dua trén dic diém caa hé thdng thi gi4c cia con ngudi. Thong
tin nhung 1a khong tri gidc dugc néu mot nguoi Vi thi gidc 1a binh thuong khéng
phan biét duoc anh mai truong va anh két qua. Trong khi gidu tin trong anh yéu cau
tinh vo hinh cua théng tin gidu & mac do cao thi thuy van sé lai chi yéu cau ¢ mot
cap do nhat dinh. Chang han nhu ngudi ta 4p dung thuy van sé cho viéc gan mot
biéu twong Mo vao mot chuong trinh truyén hinh dé bao vé ban quyén.

1.2.2 Tinh bao mat

Thuat todn nhtng tin duoc coi la ¢é tinh bao mat néu thong tin duoc nhing
khong bi tim ra khi bi tan cong mot cach cé chi dich trén co so nhiing hiéu biét day
du vé thuat toan nhing tin va c6 bo giai ma (trir khoa bi mat), hon nira con cé dugc
anh c¢6 mang thdng tin (anh két qua). Di véi giau tin trong anh day 1a mot yéu cau
rat quan trong. Chang han ddi voi thuat toan do tin trong anh den trang kich thudc
m*n, do phirc tap van con 1én téi O(2™™) khi d& biét ma tran trong s dung trong
qué trinh giau tin.

1.2.3 Ty Ié giau tin

Lwong théng tin giau so vai kich thudc anh moi truong la mot van dé can
quan tdm trong mot thuat todn gidu tin. Pay 12 mot trong hai yéu cau co ban cua
giau tin mat. RO rang 1a c6 thé chi gidu mot bit thdng tin vao mdi anh ma khéng can
lo 1ang vé do nhiéu ciia anh nhung nhu vay sé rat kém hiéu qua khi ma thong tin can
giau c6 kich thuéc bang Kb. Cac thuat toan déu ¢ gang dat dugc muc dich 1am thé
nao gidu duoc nhiéu thdng tin nhat ma khong gay ra nhidu dang ké.

1.2.4 Lwa chgn anh

Déi vai viéc gidu thong tin mat thi hau hét cac chuyén gia vé linh vuc nay
khuyén rang: nén chon anh da cap xam la mdi truong 1a hop 1y hon ca. Sau khi giau
tin mat trong anh da cip xam thi chat luong cta anh 1a cao, dam bao tinh vé hinh
cua thong tin mat.
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1.2.5 Anh gdc d6i véi quéa trinh giai ma

Y&u cau cudi cuing la thuat toan phai cho phép lay lai duoc thong tin di gidu
trong anh ma khong cé anh gbc. Piéu nay la mét thuan lgi khi anh méi truong la
duy nhit nhung lai 1am giéi han kha niang tng dung cua ki thuét gidu tin. Dé thyuc
hién viéc giau tin trong anh, truéc hét ta phai xir Iy dugc anh tac 14 phai s6 hoa anh.
Qua trinh sb hoé céc dang anh khac nhau thi khdng nhu nhau. C6 nhiéu loai anh da
dugc chuan hod nhu: JPEG, PCX, BMP,... Trong d6 &n nay chi st dung anh *.BMP.

Anh BMP (Bitmap) duogc phat trién bai Microsoft Corporation, duoc luu trix
dudi dang doc 1ap thiét bi cho phép Windows hién thi dit liéu khong phu thuoc vao
khung chi dinh mau trén bat ki phan cting nao. Tén file md rong mic dinh cua mot
file anh Bitmap 1a BMP. Anh BMP dugc st dung trén Microsoft Windows va céac
ung dung chay trén Windows tur version 3.0 trg 1én.

Mai file anh Bitmap gom 3 phan:

e Bitmap Header
e Palette mau
e BitmapData

CAc cau trc cy thé cua anh Bitmap
Bitmap Header
Bang 1.1 Cau trdc anh Bitmap

Byte tha Y nghia Giatri

1-2 Nhan dang file ‘BM’ hay 1779

3-6 Kich thudc file Kiéu long trong Tubo C

7-10 Du trir Thuong mang gia tri 0

11-14 Byte bat d¢au ving dit liéu | Offset cia byte bat dau
vung dir liéu

15-18 S6 byte cho vung info 4 byte

19-22 Chiéu rong anh BMP Tinh bang pixel

23-26 Chiéu cao anh BMP Tinh bang pixel

27-28 S6 planes mau Codinhlal

29-30 S6 bit cho 1 pixel Co thé 1a 1, 4, 8, 16, 24
tay theo loai anh
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31-34 Kiéu nén di liéu 0: khdng nén
1 nén runlength
8bits/pixel
2:  nén runlength
4bits/pixel

35-38 Kich thudc anh Tinh bang byte

39-42 Do phén giai ngang Tinh bang pixel/ metter

43-46 Do phan giai doc Tinh bang pixel/ metter

47-50 S6 mau sir dung trong anh

51-54 S6 mau st dung khi hién

thi anh

Palette mau: Bang mau cua anh, chi nhitng anh nho hon hoic bang 8 bit mau
mai cé palette mau.

BitmapData: Phan nay nam ngay sau phan palette mau cia anh BMP. Pay 1a
phan chira gia tri mau caa diém anh trong BMP. Cac dong anh duoc luu tir dudi 1én
trén tir trai sang phai. Gié tri cia mdi diém anh 1a mét chi s6 tré tgi phan tir mau
tuong ung cua Palette mau.

Thanh phan Bit Count cua cau tric Bitmap Header cho biét s6 bit danh cho
mdi diém anh va s lwgng mau 16n nhat cua anh. Bit Count c6 thé nhan cac gia tri
sau:

1: Bimap 1 anh den trdng, mdi bit biéu dién mot diém anh. Néu bit mang gia
tri 0 thi diém anh 1a diém den, bit mang gi tri 1 diém anh I diém anh trang.

4: Bitmap la anh 16 mau, mdi diém anh duoc biéu dién bai 4 bit.
8: Bitmap 1a anh 256 mau, mdi diém anh duoc biéu dién bai 1 byte.

16: Bitmap 1a anh high color, mdi day 2 byte lién tiép trong bitmap biéu dién
cuong do tuong dbi cua mau do, xanh 14 cdy, xanh lo cia mot diém anh.

24: Bitmap 1a anh true color (224 mau), mdi day 3 byte lién tiép trong bitmap
biéu dién cudng d6 trong dbi cua mau do, xanh 14 cay, xanh lo(RGB) caa mot diém
anh.
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Thanh phan Color Used cua ciu tric Bitmap Header xac dinh sé lwong mau
cua palette mau thyuc sy duoc sir dung dé hién thi bitmap. Néu thanh phan nay duoc
dat 12 0, bitmap sir dung sé mau 16n nhét twong tng véi gié tri cua BitCount.

1.3 MOI TRUONG GIAU TIN

K§ thuat gidu tin da dugc nghién cau va ap dung trong nhiéu méi truong di
liéu khac nhau nhu trong dir liéu da phuong tién (text, image, audio, video), trong
san pham phan mém va gan day 1a nhitng nghién citu trén mai truong co so dit lidu
quan hé. Trong cac mdi truong dir liéu do thi dir liéu da phuong tién la moi truong
chiém ti I& chi yéu trong cac ky thuat giau tin.

1.3.1 Giau tin trong anh

Giau thong tin trong anh hién nay chiém ti & 16n nhat trong cac chuong trinh
ing dung va phan mém, hé théng gidu tin trong da phuong tién bai luong théng tin
duoc trao doi bang anh Ia rat 16n, hon nita giau théng tin trong anh ciing dong vai
tro hét sic quan trong ddi vai hau hét cac ung dung bao vé an toan thdng tin nhu:
nhan thuc thong tin, xac dinh xuyén tac théng tin, bao vé ban quyén tac gia, diéu
khién truy cap, gidu thdng tin mat...

Thong tin s& dugc giau cung vai dit liéu anh nhung chat luong anh it thay
d6i va chang ai biét duoc dang sau anh d6 mang nhiing thong tin c6 y nghia. Ngay
nay, khi anh sé da duoc str dung rat pho bién thi giau thdng tin trong anh dem lai rat
nhiéu ng dung quan trong trén nhiéu linh vuc doi séng xa hoi. Vi du, trong cac
dich vu ngan hang va tai chinh & mot sé nudc phat trién, thuy van sé dugc sir dung
dé nhan dién khach hang trong cac thé tin dung. Mdi khach hang c6 mét chix ki viét
tay, sau d6 chir ki ndy duoc sé hoa va luu trix trong hd so cua khach hang. Chir ki
nay sé dugc sir dung nhu 1a thuy van dé nhan thuc théng tin khach hang. Trong céc
thé tin dung, chit ki tay duoc gidu trong anh cua khach hang trén thé. Khi st dung
thé, nguoi dung dua thé vao mot hé théng, hé théng co gan thiét bi doc thuy van
trén anh va lay duoc chir ki s6 da nhiing trong anh. Thuy van duoc ly ra s& so sanh
Vvé6i chir ki s6 da luu trir xem c6 tring hop khong, tir d6 xac dinh nhan thuc khéch
hang.

1.3.2 Giau tin trong audio

Gidu tin trong audio mang dic diém riéng, khéng giéng véi gidu tin trong ddi
tugng da phuong tién khac. Mot trong nhiing yéu cau co ban caa gidu tin 1a dam
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bao tinh chat an caa thong tin duoc gidu, ddng thoi khong 1am anh huong dén chat
luong cua dir lidu gdc. PEé dam bao yéu cau nay, k¥ thuat giau tin trong anh phu
thudc vao hé thong thi giac cua con ngudi — HVS (Human Vision System), ky thuat
giau tin trong audio lai phu thudc vao hé théng thinh giac HAS (Human Auditory
System).

Mot van dé khé khin & day 1a hé théng thinh giéc cua con ngudi nghe dwogc
c4c tin hiéu & cac giai tan rong va cong suat 16n, nén da gy kho dé ddi véi cac
phuong phép gidu tin trong audio. Nhung that may la HAS lai kém trong viéc phat
hién sy khac biét cac dai tan va cong suét, didu nay c nghia 1a cac 4m thanh to, cao
tan c6 thé che gidu dwgc cac Am thanh nho thip mot cach dé dang. Cac mé hinh
phan tich tdm 1i da chi ra diém yéu trén va théng tin nay sé gidp ich cho viéc chon
cac audio thich hop cho viéc giau tin.

Vén d& kho khan thtr hai d6i voi giau tin trong audio 1a kénh truyén tin. Kénh
truyén hay bang thong cham s& anh hudng dén chét luong théng tin sau khi giau. Vi
du dé nhiing mot doan ma java applet vao mot doan audio (16 bit, 44,100 Hz) c6
chiéu dai binh thuong, thi cac phuong phap noi chung ciing can it nhat 1a 20 bit/s.

Gi4u tin trong audio doi hoi yéu cau rat cao vé tinh dong bo va tinh an toan
cua thong tin. Cac phuong phap gidu tin trong audio déu loi dung diém yéu trong hé
théng thinh giac caa con nguoi.

1.3.3 Giau tin trong video

Ciing gidng nhu gidu tin trong anh hay audio, giu tin trong video ciing duoc
quan tdm va phét trién manh mé cho nhiéu wng dung nhu diéu khién truy cap thong
tin, nhan thuc thong tin va bao vé ban quyén tac gia.

Cac ky thuat giau tin trong video phét trién mang mé va ciing theo hai
khuynh huéng la thuy van sé va giau dir liéu. Mot phuong phap giau tin trong video
dugc dua ra bai Cox 1a phuong phap phan b déu. Y tuéng co ban 1a phan phéi tin
giau dan trai theo tan s6 cua dir lidu chta (goc). Nguoi ta da dung ham cosin riéng
va hé sb truyén song riéng dé giau tin.

Trong céc thuat toan khoi ngudn, ki thuat cho phép gidu tin vao video,
nhung thoi gian gan day cac k¥ thuat cho phép giau tin ca &m thanh va hinh anh vao
video. Phuong phap Swanson di gidu theo khéi, da gidu duoc 2 bit vao khéi 8*8.
Gan day nhat 1a phuong phap Mukherjee, gidu audio vao video st dung ciu tric

luGi da chiéu.
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K3 thuat gidu tin st dung ca dic diém thi giac va thinh gi4c cta con ngudi.
1.3.4 Giau tin trong viin ban dang text

Gi4u tin trong van ban dang text kho thuc hién hon do d6 it cac thong tin du
thira, dé 1am duoc diéu nay nguoi ta phai khéo 1éo khai thac cac du thira tu nhién
cuaa ngbn ngit. Mot cach khac la tan dung cac dinh dang van ban (ma hoa thdng tin
vao khoang cach gitra cac tir hay cac dong van ban).

Ky thuat gidu tin dang dugc ap dung cho nhiéu loai dbi tuong chir khéng
riéng gi dit liéu da phwong tién nhu anh, audio, video. Gan day da c6 mot sd nghién
clru gidu tin trong co s& dit liéu quan hé, cac goi IP truyén trén mang chic chan sau
nay con tiép tuc phat trién tiép cho cac méi truong dir liéu s6 khac.

1.4 PHUONG PHAP GIAU TIN

K§ thuat gidu tin trong anh ra doi dua trén su phét trién uu viét cua k¥ thuat
thay van s (Watermarking), phuwong phap thiy van anh sb dau tién 1a phuong phap
thay van trén LSB cua anh hay con goi 1a phuong phap thay thé LSB (LSB
replacement - LSB hiding) va n6 ciing tré thanh phuwong phap gidu tin dau tién trong
anh [1].

Phuong phdp gidu tin trén LSB 1a phuong phép thay thé céc bit théng tin vao
bit LSB caa diém anh. Trong mot diém anh cua anh 8-bit cip d6 xam c6 thé biéu
dién dudi dang chudi nhi phan 8 bit (gia s diém anh P c6 gia tri 236 c6 thé biéu
dién thanh chudi nhi phan 8 bit 1a “11101100”) thi 7 bit lién tiép dau tién (1a chudi
bit “1110110”) goi 1a cac bit MSBs (Most Significant Bit) cd y nghia quan trong
nhat dbi voi diém anh, con bit cudi cing (bit “0”) goi la bit LSB (least significant
bit) Vi ¢6 anh huong it nhat dén sy thé hién caa diém anh. Do vay, viéc thay doi gia
tri cua bit LSB (tir “0” sang “1” hay tir “1” sang “0”) khong 1am anh huéng nhiéu
dén chét luong truc quan cua anh.

K3 thuat gidu tin trén LSB van con duogc wa chudng cho dén ngay nay & chd
né rat don gian va c6 kha niang gidu duoc nhiéu thong tin. Mdi diém anh co thé
nhung duoc mot bit thong tin, do d6 ti 1& nhing 16n nhat 1a mét bit thdng tin trén
mot diém anh (hay d6 dai bit théng tin ¢d thé nhing bang sé diém anh cua anh).

Pé don gian, gia s anh gbc dau vao dé giau tin 1a anh xam 8 - bit kich ¢&
mxn diém anh, dit liéu dnh dugc biéu dién dudi dang vector Xp«, ={X;, i=1, ...,
mj=1, ..., n, x;€ {0, ..., 255} }. Sau khi gi4u chudi bit thong tin by = {bi, i=1, ..., ,

Tran Pinh Linh — Lép CTL601 12



Db an tét nghiép Truong DPHDL Hai Phong

bi € {0,1}} vao anh bing céch thay thé tirng bit b; € B vao tung bit LSB cta X;; theo
thtr ty ndo d6 ta nhan dwgc anh c6 gidu tin voi vector Sy, ={sij, i=1, ..., m, j=1,
..M, i€ {0, ..., 255} } twong Gmg. Khi d6 LSB ctia diém anh dugc giau tin theo mo
ta nhu hinh 1.3 (gidu trén diém anh c6 gia tri bang 117).

LSB Hiding

x S
MsSB O 0
1 1
e
o— 1 1
1 1
o | O
1 1
Image o o
LSB 1 — B

Be=1 —# 117

Value: 117

Hinh 1.3. Minh hoa gidu théng tin trong LSB cua anh cdp xam 8 - bit.

Viéc ap dung ham gidu va tach thdng tin c6 thé thuc hién twong tu trén anh
24 - bit mau véi 3 kénh mau R, G, B (mi kénh 8 - bit), khi do viéc gidu tin thuong
thuc hién trén kénh mau B (duoc cho 14 it anh huéng dén hé théng cam nhan cua
mat ngudi) nhu qué trinh giau tin trén anh 8 - bit cap do mau. Pé dam bao anh sau
khi da giau tin bang k¥ thuat giau LSB trén mién khong gian khong bi pha v& bang
mot sé phép tan cong hinh hoc nhu xoay, nén, co, gian, ... ngudi ta dé xuat mot sb
phuong phap giu cai tién LSB khac trén mién tan sb: cosine, wavelet. Mot s khac
con giu trén LSB cua cé4c hé sb sai phan. Bit LSB cua diém anh hay cua hé sb bién
d6i duoc chon dé gidu thong tin c6 thé chon theo thir tu tuan tu (quét raster) (nhu k¥
thuat gidu EzStego, Jstego, DE, ...) hodc theo thir tw ngau nhién dwa trén mot bo
chon vi tri gia ngau nhién PR (Pseudo Random) (nhu k¥ thuat giau Out Guess, F5,
Hideand Seek, ...). Ngoai ra con c¢6 hai truong dic biét gidu trén LSB d6 1a: phuong
phap tiang giam LSB, phuong phap dong chén I¢é.

Phuwong phap tang giam LSB (1 embedding), bit thdng tin sé duoc so sénh
Vvé6i bit LSB caa diém anh duoc chon (viéc chon diém anh c6 thé 1a tuan tu hoic
ngau nhién theo bd chon PR). Néu bit théng tin cing gié tri véi bit LSB cua diém
anh can giau thi mic dinh s& gidu mot bit thong tin vao diém anh nay, nguoc lai
diém anh can gidu sé ting hodc giam di 1 dé LSB cua nd dong gié tri véi bit thong
tin.
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Phwong phdp dong chan lé, chia mién khong gian anh ra thanh nhiéu khéi
bang nhau kich thuéc k x t, bit théng tin s& duoc gidu vao tirng khdi theo quy tic: s6
bit LSB c6 gié tri “1” cua khéi phai dong tinh chin I véi bit dugc giau, tic 12 s bit
“1” ctia mot khdi LSB 12 1é néu bit thdng tin can gidu 1a “1”, nguoc lai 1a chin néu
bit can giau la “0”. Trong trudong hop khéng tring hop, ta phai thay doi gi tri LSB
cua khéi d6 dé dam bao ddng tinh chin 1é véi bit thong tin. Truong hop dic biét,
néu kich thuéc mdi khéi dung dé gidu tin 1a 1x1, thu né tré thanh truong hop gidu
thay thé LSB tong quét.

C6 thé c6 nhiéu phuong phap gidu LSB khac nhau khdng tuan theo bén
phuong phap di néu & trén, d6 1a cac phuong phap két hop voi mot trong bon
phuong phép trén (phuong phép tuan tu, phuong phap ngau nhién, phuong phap
tang giam, phuong phap déng chan 1&) cliing véi mot sé thao tic nao d6 nham nang
cao hiéu qua an toan cho thdng tin dugc giau.

Ngoai phuong phéap giau trén LSB con c6 mot sé6 phuong phép giau tin khac
theo hinh thac chén nhidu SS hay diéu chinh hé sé luong tir QIM nhu sau:

Ky thudt gidu tin theo hinh thic chén nhiéu SS: Dir liéu dem gidu s& duoc
diéu bién thanh mot chudi tin hiéu mang théng tin theo mot hé sé bén vimg a, sau
d6 duoc chén vao dit liéu anh gbc. Véi cach thic gidu tin theo kiéu SS da ¢ nhiéu
phuong phap duoc dé xuat. Pién hinh nhu phuong phap cua J.Cox, anh goc sé duoc
bién d6i Cosine va chon ra mot luong hé s DCT X, & mién tan sb gitta c6 gid tri 16n
nhat bang d6 dai tin hiéu thong tin can gidu, cac tin hiéu théng tin d trong chudi
thong tin s& duoc chén vao céc hé s x, nay theo mot trong ba cong thirc sau: sy = Xi
+ ady, Sk = X + (axy) dg = X (1+ady) hoic s, = xceadk. Theo J.Cox, cac biéu thirc
hiéu chinh nay cho phép gi4u théng tin bén viing trong anh trudc cac tan cong nhiéu
va mot s6 phép bién doi hinh hoc.

Ky thudt gidu tin diéu chinh hé sé lwong tir QIM: 1a mot phuong phap gidu
kh& pho bién mac du k§ thuat gidu hoi phuc tap va kha nang gidu thap hon k¥ thuat
gidu LSB, nhung ciing gidng nhu k¥ thuat gidu SS, QIM lam cho thdng tin c6 thé
bén vitng trudc cac tin cdng hinh hoc va nhidu. Gia sir coi dir liéu cua anh géc va
anh c6 gidu tin 1a cac tin hiéu ky hiéu lan luot 1a {X,} =1 va {5,} \n=1, M 12 chudi
thong tin can gidu, khi d6 ta co6 S(X, M)=qu(X). Tin hiéu cta anh c6 giau tin bao
gom cac gia tri trong tap luong tir dau ra, do d6 s& han ché cho truong hop nén di
liéu, s& lam mat thong tin da giau. Dé cd thé cung cap maot tin hiéu anh giau tin bao
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phu tit ca céc gié trj cua tin hiéu gbc, viéc luong tir s& duoc dich chuyén theo mot
muc thay doi nho D bang biéu thizc S(X, M) = q(X + D(M)) - D(M) Véi gy la ham
lwong tir, D 1a ham diéu chinh luong tu.

Thoi gian gan day do dic tha caa mot sé linh vuc: y hoc, quan su, nghién
ctru ning luong hodc hé théng théng tin vé tinh, ... doi hoi yéu cau sau khi tach
thong tin ching ta c6 thé khdi phuc lai anh goc ban dau. Vi vay ky thuat giau tin
thuan nghich ra doi. Nam 1999, Honsinger va cac cong su dé& xuat ky thuat giau
thuan nghich dau tién, mg ra mot huéng méi trong linh vuc gidu tin. Tiép d6 mot
loat cac k¥ thuat giu tin thuan nghich khac dugc cong bd. Sau day gigi thiéu so
lwoc mot s6 ky thuat giau tin biéu.

Ky thuat mé rong sai phdn DE (Difference Expansion) do Tian dua ra
(2002), day la k¥ giau tin duwa trén mé rong hé sb sai phan cia diém anh, dir liéu anh
dugc tinh sai phan, thong tin dwoc giau trén LSB cua cac hé sb sai phan sau khi
dugc mé rong. Sau dé tac gia dé xuat tiép phuong phap mé rong trén cac hé sé
wavelet dé gidu tin. Pén nam 2008, Shaowei Weng va cac dong nghiép dua ra ky
thuat DE cai tién bang cach thém vao ham nén - gién trong qua trinh gidu tin su
dung DE nham giam nhiéu xay ra (theo danh gia bang PSNR) cua k¥ thuat giau
thuan nghich DE.

Nam 2003, Ni va cong su dé xuat ky thuat gidu thuan nghich dua trén dich
chuyén biéu do tan suat goi la NSAS. Tiép d6 mot loat cac ky thuat giau thuan
nghich dya phuong phap nay ra doi: ky thuat DIH (2004) (dich chuyén biéu d6 tan
suat hé sb sai phan), ky thuat HKC (cai tién ky thuat gidu NSAS), ky thuat IWH
(2006) (dua trén dich chuyén biéu db tan suit hé s6 nguyén wavelet), ki thuat RL
(2008) la k¥ thuat gidu thuan cho anh nhi phan dya trén dich chuyén tan suat cua
cac loat den trong anh.

Mot s6 ky thuat gidu thuan nghich khac khdng duya trén biéu db tan suat nhu:
ky thuat giau MBNS (Multiple-Base Notational System): dir liéu can giau duoc
chuyén doi thanh cac hé sé nho hon theo phuong phap phan tich nhan tir thanh da
thirc, cac diém anh s& dugc diéu chinh dé luu trir cac hé sé nay, ky thuat gidu RCM
dua trén hiéu chinh LSB cua anh theo ban d¢6 mau twong phan. Ky thuat giau hai
pha ngang doc RVH, chudi thdng tin gidu M duoc chia thanh hai chudi con bang
nhau M1 va M2, sau d¢6 duoc giau lan luot vao hai pha: pha giau ngang, thuc hién
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giau trén cac cot 1é caa ma tran anh: pha giau doc, thuc hién giau trén cac hang chin
cua ma tran anh.

1.5 PHUONG PHAP PANH GIA PQ AN TOAN CUA MQT LUQC PO
GIAUTIN

Khi mot ky thuat gidu tin duoc dé xuat, tir doi hoi “kho ¢ thé cam nhan
bang mét thuong” hay “khong thé phét hién bang phuong phap théng ké” Cachin da
dua ra mot khai niém vé giau tin an toan.

bat C’ ky hiéu 12 tap tat ca cac anh goc C, M’ 14 tap cac thong tin mat M, K’
la tap cac khoa K giau tin, S’ 1a tap tat ca cac anh stego S. Mot luge do giau tin
(thuat toan) la mét cap (Sg, Sx), voi Sg: C’ x M’ x K’ ->S’ la ham nhdng thdng tin
va Sy : S’ x K’->M’ 1a ham tach théng tin. Ham nhing Sg tao ra mot d6i tugng S €
S’trmdi C € C’, M€ M’ vaK € K’, tuong ty ham tach Sy tach thong tin M tir S
bang khoa K.

Gia str ham phan bd xac xuat cia C € C’. Néu khoa K € K’ va M € M’ duoc
chon ngau nhién thi lwgc do giu tin (Sg, Sx) cung véi ham phan bd xac suat Pe s&
dugc ham phan b xac suat Pg twong ung ciia S € S°. Khi d6 theo khai niém vé giau
tin an toan cua Cachin ta c¢6 dinh nghia sau:

Dinh nghia 1.1 - Mét lugc dd (thuat toan) gidu tin dwoc goi 1a an toan néu sai
phan Kullback - Leibler gitta ham mat do xac suat cua Pc va Pg theo (1.1) 1a bang 0

PC(C)
PS(S)

DkL(PC || PS) = > c e Pc(C)log

(1.1)

Khi DKL(P¢ || Ps) < ¢ thi lugc d6 gidu tin c6 d6 an toan & (e - secure), trong
d6 € 1a mot sé thuc duong da nho tiy v cho trude.

Pay 1a khai niém ding tr quan diém ly thuyét, n6 rat khé thuc hién trong
thuc té vi mot luge do giau tin ¢é dam bao Dy (Pc || Ps) = 0 1a khong thé vi diéu nay
nghia 12 khong thay ddi gi trén anh gdc, tic 1a Pc = Ps (theo bd dé co ban trong Iy
thuyét thong tin). Vi vay, nguoi ta thuong giau sao cho dat do an toan & — secure
dam bao thay déi trén anh nho nhat ma mat nguoi khong thé cam nhan.

Tuy nhién, rat nhiéu lugc d6 giau tin cha yéu sir dung danh gia kha nang cam
nhan cia con nguoi dya vao do do PSNR (Peaksignal to noise ratio) giita anh géc
ban dau va anh sau khi gidu tin. PSNR la phuong phap danh gia d6 an toan dya theo
hudng tiép can chu quan. Theo huéng tiép can ndy thi cam nhan cuaa con nguoi
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dugc phan lam ndm muc khac nhau. Trén mdi muc, chit lwong anh s& duoc tinh
theo PSNR, sau do tuy vao gia tri tinh dugc ma anh sé dugc danh gia la thuoc vao
ngudng ndo. Chat lugng PSNR dugc 4nh xa vao thang do danh gia binh quan MOS
(Mean Opinion Score) theo bang 1.1.

Bang 1.2. Mdi quan hé gitra cac gia tri PSNR va MOS

PSNR [dB] MOS
>37 5 (rat tot)
31-37 4 (tot)
25-31 3 (Trung binh)
20 — 25 2 (Toi)
<20 1 (Rat toi)

Nhiéu ky thuat gidu tin nhu thuong ¢b gang tac dong 1én anh sau khi giau tin
lam cho chat lwong anh theo danh gid PSNR nam ¢ muc 5, véi gié tri caa PSNR tir
39 dB - 46 dB.

1.6 HAM BAM
1.6.1 Pinh nghia tong quat ciia ham bim
Ham h(x) duoc goi 1a mot ham bam néu thoa man hai tinh chat sau:

e Nén (conpression): ham h(x) twong tng chudi bit dau vao cé chiéu dai
hitu han tiy y duoc chudi bit ra y= h(x) c¢6 chiéu dai ¢ dinh n>0 cho
trudce.

e DA tinh toan (ease of computation): v&i moi bit dau vao x c6 chiéu dai
hitu han (tuy V), h(x) dugc tinh toan “dé dang”.

! S Bam Vin ban di bi
Van ban can bam an ban da bam

(d6 dai bat k)

(str dung
ham bam)

v

\4

(d6 dai c6 dinh)

Hinh 1.4:Minh hoa ham bam
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Cac dinh nghia ham bam:

e Dinh nghia 1: ham bam h 1a ham khong va cham yéu néu khi cho
trudc mot bie dién x khdng thé tién hanh vé mit tinh toan dé tim
duoc mot bire dién x’# x sao cho h(x’) = h(x)

e Dinh nghia 2: ham bam h 1a ham khong va cham yéu néu khéng co
kha ning tinh toan dé tim ta btrc dién x va x” sao cho x # x’ va h(x) =
h(x?).

e Dinh nghia 3: ham bam 1a ham mat chiéu néu khi cho truéc mot ban
tom luoc thong bao khong thé thuc hién vé mat tinh toan dé tim buc
dién x sao cho h(x) = z.[2]

1.6.2 Mt sé tinh chat co ban ciia ham bam.

e Tinh khang tién anh (preimage resistance): voi moi dau ra y cho
trudc, khong thé tinh toan dé tim duoc bat ki dir liéu dau vao x’ nao
sao cho gia tri ham bam h(x”) cua né bang gia tri dau ra y da cho.

e Tinh khang tiém anh The hai (2"- preimage resistance): véi moi
dit lidu X, N0 (X,# X;) Ma gia tri ham bam h(x,) cta né bang gia tri
bam h(x;) cua X;.

e Tinh khang xung ddt (collision resistase): khong thé tinh toan dé hai
dir liéu dau vao X, va X, phan biét sao cho chiing né bang gié tri bam
(tirc 1a h(xy) = h(xy)).
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Bangl.3: Danh sach cac ham bam mat mé hoc.

Kich thu'de Kich thudc

CHUAL todn daura trang thai trong Kich thudic khai BB dai (Length :ﬁ'}f; Erﬂvuf.r% Xung dbt
’ (output (Internal state (Block size) size) size) (Collision)
size) size)
256/224/19 )
HAVAL ST 256 1024 64 32 o
MD2 128 384 128 Khéng 8 kha nang Idn
MD4 128 128 512 64 32 o
MD5 128 128 512 64 32 o
PANAMA 256 8736 256 No 32 Co 15
RIPEMD 128 128 512 64 32 o
RIPEMD-128/256 128/256 128/256 512 64 32 Khéng
RIPEMD-160/320 160/320 160/320 512 64 32 Khéng
SHA-0 160 160 512 64 32 Khang
SHA-1 160 160 512 64 32 Co 15
SHA-256/224 | 256/224 256 512 64 32 Khéng
SHA-512/384 | 512/384 512 1024 128 64 Khéng
Tiger(2)- 192/160/12 .
TR T . 192 512 64 64 Khéng
VEST-4/8 (hash )
G 160,256 256/384 8 80/128 1 Khéng
VEST-16/32 (hash .
=k 320/512 512/768 8 160/256 1 Khang
WHIRLPOOL 512 512 512 256 8 Khéng

1.6.3 Ham bam MD5
Thuat toan MD5 do Ronald Rivest thiét ké nim 1991 dai hoc MIT

e Input: thong diép co do dai bat ki.

e Qutput: gia tri bam 128 bit.
Giai thuat gém 5 budc thao tac trén khéi 512 bit.
Budc 1: Nhoi dit liéu.

e Nhoi thém céc bit sao cho dit lidu co6 d6 dai | =448 mod 512 hay
I=n* 512+448 (I, n s6 nguyeén).

e Ludn thuc hién nhoi dit liéu ngay ca khi dit liéu ban dau co d6 dai
mong muén. Vi du dir liéu co6 do dai 448 duoc nhoi thém 512 bit
dé dugc do6 dai 960 bit.

e S lugng bit nhoi thém nam trong khoang 1 dén 512.

e Cic bit dugc nhdi thém gom 1 bit “1” va cac bit 0 theo sau.

Budéc 2: thém vao d6 dai

e Do dai cua khéi dir liéu ban dau duoc biéu dién dudsi dang nhi
phan 64 bit va dugc thém vao cudi chudi nhi phan két qua cua
buoc 1.
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e Néu d6 dai cua khdi dir liéu ban dau > 2%, chi 64 bit thdp nhét
duoc sir dung, nghia 1a gia tri dugc thém vao bang K mod 264.
e Két qua co duoc tir 2 budce dau 1a khdi dit liéu co do dai 1a boi sd
cua 512. Khéi dit liéu duoc biéu dién
> Bang 1 day L khéi 512 bit Yo, Ya,.....Y 11
> Bang 1 ddy N tr 32 bit Mg, My,...,My4. Vay N =
L*16(32*16=512)

Buac 3: khoi tao b dém MD

e Mot bo dém 128 bit
e M0t b dém duoc biéu dién bang 4 thanh dung luu trit cac gia tri bam
trung gian va két qua ghi 32 bit véi cac gia tri khoi tao dudi dang
little-endien (byte c6 trong s6 nho nhat trong tir nam dia chi thap nhat)
nhu sau: A= 067452301,
B= Oxefcdab89;
C= 0x98badcfe;
D= 0x10324576;

Budc 4: xu ly cac khéi dit liéu 512 bit
Trong tAm cua giai thuat 1a ham nén gom 4 vong xu ly. Cac vong nay cé cau
trdc giéng nhau nhung st dung cac ham luan Iy khac nhau gdm F, G, Hva I.

F(X,Y,Z2)= XAYV "XAZ
G(X,Y,Z)= XAZVYA Z
H(X)Y,Z)=Xxor Y xor Z
I(X,Y.Z)=Y xor (XV"Z)

Mang 64 phan tir dugc tinh theo cong thac : T[i]= 2% abs (sin(i)), | tinh
theo radian. Két qua cta 4 vong dugc cong theo modulo 2% véi dau vao CV, dé tao
CVq+l

Tran Pinh Linh — Lép CTL601 20



Db an tét nghiép

Bang 1.4: Cac giatritrong bang T

Truong DPHDL Hai Phong

T[1] = d76aa478
T[2] = eBc7b756
T[3] = 242070db
T[4] = c1bdceee

T(5] = f57cOfaf

T[6] = 4787c62a
T(7] = 28304613
T(8] = fd469501
T[9] = 698098d8
T[10] = 8b44f7af
T[11] = ffffSbb1

T[12] = 895cd7be
T[13) = 6b901122
T(14) = fd987193
T[15) = 2679438
T(16] = 49b40821

T(17] = f61e2562
T[18] = c040b340
T[19] = 265e5a51
T[20] = e9bb6c7aa
T[21] = d62f105d
T(22] = 2441453

T[23] = d8ale681
T[24] = e7d3fbc8
T[25) = 21elcdeb
T[26] = ¢33707d6
T(27) = f4d50d87
T(28) = 455a14ed
T[29] = a%e3e905
T(30] = fcefa3f8

T(31] = 676f02d9
T(32] = 8d2a4c8a

T[33] = fffa3942

T[34] = 8771f681
T[35] = 6d9d6122
T[36] = fde5380¢
T[37] = a4beead4
T[38] = 4bdecfad
T[39] = fébb4b60
T(40] = bebfbc70
T(41] = 289b7ecb
T[42] = eaal27fa

T[43] = d4ef3085
T[44] = 4881d05

T(45) = d9d4d039
T[46] = ebdb9%eS
T[47] = 1fa27cf8

T[48] = c4ac5665

T[49] = 4292244
T[50] = 432aff97
T[51] = ab%423a7
T[52] = fc93a039

T[53] = 655b59¢3
T(54] = 8f0ccc92
1(55) = ffeff47d

T(56] = 85845dd1
T(57] = 6fa87e4f

T[58] = fe2ce6e0
T(59] = 23014314
T(60] = 4e0811a1
T(61] = 7537e82
1062) = bd3af235
T(63] = 2ad7d2bb
T[64] = eb86d391

Bang 1.5: Bang T chinh la gia tri cua 4 chu ki cua FF, GG, HH, II.
Chu ky 2

M13,12,0x£d987193)

GG(a,b,c,q4,V

C’G(d, a’b, C,:‘Is

: N VIR
GC‘(C,Q,&,C,.’.‘-l,l

C’C‘(b’ :,d,a,:’io

GG(a,b' :'d':'is

, 5,0xf6le2562)
r 9,0xc0400340)
4,0x265e5a51)
,20,0xelboc7az)
; 5,0xd62£105d)
9,0x02441453)

':'G(d' a’b, c,:'l‘.::,

GG(k,c,d,a, M4

GG(a,b,c,a,M9

+20,0xeid3£fbc8)

’

GC‘(d' a’bp C,:*f.é,

C'C‘(Cl d' a,b,:”z.‘s

GG(b' :'d' '3,:'18

,20,0x4

GG(a,b,c,d,M13,

C’G(d, a’b, C,:"Lz
GG(c,d,a,b, M7

’

,14,0x67

3,0x21lelcde?d)
9,0xc33707d6)
)d87)

ded)

Hy
[t =9
Ul
()
|

14,0xf4a

w
wm
Y

’__l

5,0xa%e3e205)
9,0xfcefa3£f8)
02d9)

H|

(Ue)

GG(b,c,d,a,M12,20,0x8d2a4c8a)

Y]
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CHUONG 2: PHUONG PHAP GIAU TIN DUA VAO AUTOMATA 2D-CA
2.1 GIOI THIEU

Phwong phap gidu tin 2D-CA cho thong diép mat dé xuat boi Biswapati Jana,
Debasis Giri, Shymal Kumar Mondal, Pabitra Pal nim 2013 [7]. K§ thuat gidu tin
dua vao automata 2D-CA 12 mot phuong phéap gidu tin méi va hiéu qua bang cach
nhang cé4c théng diép mat vao mdt anh mau cip xam. Tir thong diép ban dau, sau
khi dém thém bit théng tin c6 do dai 13 bdi sé cua 1024 bit, sau d6 dugc chia nho
thong diép gidu thanh cac khdi con c6 do dai 1024 bit. Thong diép duoc gidu trén
mién LSB cuia anh gbc bang cach lay thong diép gidu XOR véi khoa mat ¢ do dai
1024 bit. Tir cac bit gidu, ta ap dung 2D-CA dé cap nhat gia tri diém anh trung tim
ctia ting khéi ma tran ma tran con kich ¢& 3x3 cuia anh gbc bang quy tic 341 kiém
tra tinh chin 1¢ bit 1 ciia khéi bit. Trong giai ma, sir dung 2D-CA quy tac 341 kiém
tra tinh chin 1¢ bit 1 dé 1ay thong diép mat. Bé khoi phuc thong diép ban dau, can
phai két hop cac khdi thong diép sau d6 XOR véi khoa mat duoc chia sé giita bén
guri va bén nhan.

2.2. AUTOMATA HAI CHIEU

Automata hitu han hai chiéu (2D-CA) 1a hé théng roi rac tao boi mot hiru
han trang thai mdi trang thai 12 mot mang hai chiéu hitu han r x s d6i tuong (dugc
goi 12 8). Trang thai ciia mdi 6 12 mot phan tir ciia tap hop hiru han S. O dy ta chi,
xét S = Z,, trong d6 ¢ = 2° 1a s6 mau cua anh. Nghia 13 anh dem tring (black &
white image) c6 gid tri b =1, anh cap xam c6 gia tri b =8 va anh mau co gia tri b =
24 [6].

Trang thai cia mdi 6 phu thudc vao n bién cta ham dich chuyén, do 1a trang
thai thyc cia mot tap hop cac 6 bao gom ca 6 dang xét va cac lang giéng. 2D-CA ¢
mot s6 lang giéng, nhung trong nghién ciru nay chi xét lang giéng Moore.

Lang giéng Moore 13 tip hop cua tit ca cic d6i tuong () truc giao hodc
duong chéo lién ké véi khu vuc quan tdm. Voi lang giéng Moore pham vi r dugc

xac dinh nhu sau [7].

N¥0y0) = {(X,Y) 1 [X = X0 < 1, [y — yO| < 1}
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Lang giéng Moore cho cac pham vir = 1 va r = 2 dugc minh hoa trong hinh
2.1. S6 6 lang giéng Moore trong pham vi r 13 6 vudng duoc tinh theo cong thirc (2r

+1)%. Néu r > 2, duoc xem nhu 14 lang giéng Moore mé rong.

A B

Hinh 2.1: A) Ldng giéng Moore B) Ling giéng Moore mé rong
Lang giéng ctia dbi twong <i, j> dugc hinh thanh boi chin & gan nhat:

Vij= {<i-1, J-1>, <i-1, j>, <i-1, j + 1>, <0, J-1>,<0, j>, <0, | + 1>, <i + 1, ]-1>,
<i+1,j><i+1,j+1>}

C6 thé minh hoa nhu hinh sau;

<i-1, j-1> <i-1, > <i-1,j+ 1>

<i, j-1> <i, j> <i,j+1>

<i+1,j-1> | <i+lj> | <i+1j+1>

Trong d6 qua trinh ham dich chuyén f: (Zc*— Zc 1a
" = £ (a%11,20%0,2% 0% 0% 0% 0 2% 0,800,200 0)
hodc tuong duong
aij(t+1) = f(Vij(t)), 0<i<r-1,0<j<s-1

trong do V(t)ij c (Zc)® 1a trang thai cua cac 6<i,j> & thoi diém t.
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Ma tran CY duoge goi 13 trang thai tai thoi diém t cua 2D-CA va cOla trang
théi ban dau cua CA. Ngoai ra, {C%} 0 <t < k dugc goi 1a sw phat trién k ctia 2D-
CA va C 1a tap hop cia tit ca cac trang thai cO thé cuia 2D-CA do d6 | C |=c" ">

Khi s6 & cua 2D-CA 14 hiru han, xét diéu kién dé dam bao cac trang thai
duge xac dinh cua CA. O day, diéu kién dugc thyuc hién:

a(t)ij = a(t)u\, <=>1=u(modr), j = v (mod s)

Cac md hinh chuan CA cho ring trang thai ctia cic & ¢ thoi diém t + 1 phu
thudc vao trang thai cia mat s6 0 (cac vung lan can) tai thoi diém t. Tuy nhién, co
thé xét CA ma trang thai cua tat ca cac 0 luc t + 1 khong chi phu thudc vao trang
thai cia mot sd 6 tai thoi diém t, ma con phu thudc vao cac trang thai (c6 thé) cac
nhom khac nhau cua cac 6 khac ¢t -1, t- 2, vw... dé6 la MCA (memory cellular

automata). Xét mot loai hinh goi 1a LMCA (linear memory cellular automata) tuyén
tinh tha k caa MCA ma ham dich chuyén c6 dang sau:

aij(t+1) — 7}’(;1_=1() fm + 1 (Vlj(t-m)) (mOd C) (1)

v6i0<i<r-1,0<j<s-1,khidof;, 1 <1<k laham dich chuyén 2D-LCA (linear

cellular automata) cua k.
Néu ham toan cuc dinh nghia 2D-CA véi ham dich chuyén cuc bo fi duoc
xac dinh : fi(V;"P) = a;"*Pthi cac LMCA cho boi (1) 1a mét MCA 2D dao
nguoc, ma CA nghich dao 1a ham dich chuyén khac caa LMCA:
"™ = —¥k2 fle —m — 1 (V™) +a;* (mod c)
0<i<r-1,0<j<s-1.
2.3 QUA TRINH GIAU TIN TRONG ANH DUA VAO AUTOMATA 2D-CA
2.3.1 Thuét toan giau tin.
Qua trinh giau tin automata 2D-CA gom dau vao, dau ra va cac budc thuc
hién sau:
> Dau vao:
e Anh sir dung dé gidu tin.
e Thong diép giau.

> Pau ra:
e Anh di gidu tin.
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Cac bwdc thyc hién:
(Gia sir anh dau vao c6 kich ¢& anh 512 x 512)

- Budc 1: Sau khi st dung k¥ thuat nhoi thém bit thong tin, thong diép giau
ban dau M s& duoc chia thanh n khéi con My, Ms,..., M, sao cho M = M1 ||
M2 ||... || My, mdi khéi cé chidu dai 1024 bit.

- Budc 2: Xét truong hop, néu n x 1024 > (k x q)/2 (k, q kich ¢& anh can giu
tin). Gia sur ¢ day ta xét anh 512 x 512 thi ta sé c6 512 x 512/2 = 131072 =
128 x 1024. Coi N la s6 anh con trong d6 N = [n/128] (véi [x] biéu thi ham
tinh s6 nguyén gan x nhat). Xét cac anh Cy, k tir 1 dén N.

- Budc 3: Chuyén doi thdng tin mat M; thanh H; véi H; = M; XOR h (K || i), i
tir 1 d&én n, con h 1a ham bam 1 chiéu SHA dau ra 1a 1024 bit. K 1a khoa bi
mat duoc chia sé gitra ngudi guri va ngudai nhan.

- Bu6c4: lapktrldén N

Xét automata 2D-CA khdi kich ¢& 3x3, r = 2 va lang giéng Moore (hinh 2.1
A). Tong sé 6 lang giéng va 6 trung tam bang 9. Gid tri trung tam R thay doi.

- Budc5: lapktrldén N

- Budc 6: lap row tir 1 ¢én 512

- Budc 7: 1ap col tir 1 dén 512
B [ row] [col ] = LSB cua anh Cy [ row] [col ] ;
Két thac vong lap (Budc 7)
Két thic vong lap (Budc 6)

- Budc 8: lap row tir 1 d¢én 512

- Budc 9: lap col tir 1 dén 512

- Budc 10: lapptir 1 dén 3

- Budc11:lapqtirldén3

- Budc 12 : Sir dung 2D-CA quy tic 341 kiém tra tinh chin I¢ bit 1 caa khoi
B[p] [q] Kich c& 3x3.

Két thic vong lap (Budc 11)
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Két thac vong lap (Budc 10)
- Buéc 13 : Cap nhat R st dung bang 3.1 va thay thé don vi trung tam cua R.
- Budc 14 : Cap nhat gia tri pixel anh géc st dung R dé cap nhat.
- Budc 15 : Di chuyén trang thai 2D-CA vai col = col + 1
Két thiic vong lap (Budc 9)
- Budc 16 : Di chuyén trang thai 2D-CA vdi row = row + 2
Két thac vong lap (Budc 8)
- Buéc 17 : Két thic vong lap (Budc 5)
- Budc 18 : Két thic

Bang 3.1: Quy tic cap nhat diém anh trung tdm sir dung 2D-CA

Bit m& hoa = H=0 H=1
Parity ll
Lé Thay doi Khong thay doi
Chan Khong thay doi Thay doi

2.3.2 Vi du minh hea qué trinh giu tin

Chudi thong diép can giau “xin chao cac ban”

Véi chudi thong diép can giau trén, chuyén chudi thong diép gidu sang dang
nhi phan ta nhu sau:

M =011110000110100101101110001000000110001101101000011000010

1101111001000000110001101100001011000110010000001100010011000010110
1110

Sau khi dém bit 0 vao chudi nhi phan M va co6 do dai 1024 bit

M=0111100001101001011011100010000001100011011010000110000101
101111001000000110001101100001011000110010000001100010011000010110
11100000000000000000000000000000000000000000000000000000000000000...

Cho khéa bi mat K= khoa

Khoa K chuyén sang dang nhi phan ta duoc:

MM = 01101011011010000110111101100001
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Str dung ham bam SHAS512 cho khoéa K.

SHA512=D8812E902C9DEF20607592377D4AE94858DF31651077F60E
BDD9E2B7FAF99064F321A2E7923C782542FACCE418715970C7AB55F684EE
E18BCB770DF85A98B5EC

Tiép tuc chuyén khéa K di duoc ma hoa ki thuat ham bam SHAS512 ta
chuyén sang chudi nhi phan:

MMi=01000100001110000011100000110001001100100100010100111001
0011000000110010010000110011100101000100010001010100011000110010001
1000000110110001100000011011100110101001110010011001000110011001101
1100110111010001000011010001000001010001010011100100110100001110000
0110101001110000100010001000110001100110011000100110110001101010011
0001001100000011011100110111010001100011011000110000010001010100001
0010001000100010000111001010001010011001001000010001101110100011001
0000010100011000111001001110010011000000110110001101000100011000110
0110011001000110001010000010011001001000101001101110011100100110010
0011001101000011001101110011100000110010001101010011010000110010010
0011001000001010000110100001101000101001101000011000100111000001101
1100110001001101010011100100110111001100000100001100110111010000010
1000010001101010011010101000110001101100011100000110100010001010100
0101010001010011000100111000010000100100001101000010001101110011011
1001100000100010001000110001110000011010101000001001110010011100001
000010001101010100010101000011

HH =M XOR MMi ta dugc chudi bit ma héa:

HH=0011110001010001010101100001000101010001001011010101100001
0111110001001000100000010110000010011101100101001001000101001101011
1100011011000110000001101110011010100111001001100100011001100110111
0011011101000100001101000100000101000101001110010011010000111000001
1010100111000010001000100011000110011001100010011011000110101001100
0100110000001101110011011101000110001101100011000001000101010000100
1000100010001000011100101000101001100100100001000110111010001100100
0001010001100011100100111001001100000011011000110100010001100011001
1001100100011000101000001001100100100010100110111001110010011001000
1100110100001100110111001110000011001000110101001101000011001001000
1100100000101000011010000110100010100110100001100010011100000110111
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0011000100110101001110010011011100110000010000110011011101000001010
0001000110101001101010100011000110110001110000011010001000101010001
0101000101001100010011100001000010010000110100001000110111001101110
0110000010001000100011000111000001101010100000100111001001110000100
0010001101010100010101000011

Anh dau vao duoc chia thanh cac khdi con c6 kich c& 3x3. Xét khdi ma tran

con dau tién:

khoi = 108 181 177
106 180 179
108 176 173

Téach Ish cua khéi d6

Isb =

o o o
o =
= = [~

0
Str dung 2D-CA quy tac 341 kiém tra tinh chan ¢ bit 1 cua khoi.
parity = 2
Xét bit thong diép gidu dau tién va khéi ma tran con dau tién. Str dung bang
3.1 dé xé4c dinh thay doi bit trung tdm cua ting khéi ma tran con 3x3. C6 gia tri bit
mat 12 0, tinh chin 1¢ cua bit 1 cua khdi 2D-CA quy tic 341 1a chin. Vi vay, giir
nguyén gia tri bit trung tam khdi.

Isb = 1

1
0 1
0 1

o o o

Ta duoc ma tran anh sau khi giau tin:

khoi=" 108 171 177

106 180 179
108 176 173
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2.3.3 Thuat toan tach tin

Quaé trinh tach tin automata 2D-CA gdm dau vao, dau ra va cac buéc thuc
hién sau:

> DAu vao:
e Anh gidu tin.
e KhbaK.
> Daura;
e Théng diép giau.

Cdc bworc thuc hign:
- Buécl:lapktrldénN
Xét tirng anh con da gidu tin Sy va khda bi mat dugc chia sé K.
- Budc 2: Xét automata 2D-CA khéi kich ¢& 3x3, r = 2 va lang giéng Moore
(hinh 2.1 A). Tong sb 6 lang giéng va 6 trung tam bang 9.
- Budc 3: 1ap row tir 1 dén 512
- Budc 4: lap col tir 1 dén 512
B [row] [col] = LSB cua anh Sy [row] [col];
Két thac vong lap (Budc 4)
Két thac vong lap (Budc 3)
- Budc 5: lap row tir 1 dén 512
- Budc 6: lap col tir 1 dén 512
- Budc7:lapptrldén3
- Budc8: lapgtrldén3

- Budc 9: Sir dung 2D-CA quy tic 341 kiém tra tinh chin Ié bit 1 caa khéi
B[p] [q] kich c& 3x3.

Két thac vong lap (Budc 8)
Két thic vong lap (Budc 7)

- Budc 10: Néu tinh chin 1é cua s6 bit 1 trong H; bang 0 thi tach duoc bit 0
nguoc lai tach dugc bit 1, i tir 1 dén n.
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- Budc 11: Di chuyén trang thai 2D-CA véi col = col + 1 trong anh gidu tin.
Két thiic vong lap (Budc 6)

- Budc 12: Di chuyén trang thai 2D-CA Vi row = row + 2
Két thac vong lap (Budc 5)

- Bude 13: Pé nhan duoc théng diép M; = H; XOR h (K || i) véi i tir 1 dén n.

- Budc 14: Dé khoi phuc lai thong diép M, ngudi nhan loai bo cac bit dém
thap hon tir cac khéi cudi cung tir My, s6 bit dém 1 sé duoc luu trir trong 11
bit quan trong nhat cua M,

- Budc 15: Két thiic vong lap (Budéc 1)
- Budc 16: Két thic
2.3.4 Vi du minh hea qué trinh téch tin
Anh gi4u tin duoc chia thanh cac khéi con ¢ kich c& 3x3.
khoi=" 108 171 177

106 180 179
108 176 173

Téach Ish cua khéi do

Isb = 0
0
0

o
= - |

0
Str dung 2D -CA quy tac 341 kiém tra tinh chan I¢ bit 1 cua khdi.
parity = 2

Tinh mod(parity,2) khéi bang O thi ta luu trit bit d6 tao thanh chudi bit ma hoa tach
6 dang nhi phan.

HH=0011110001010001010101100001000101010001001011010101100001
0111110001001000100000010110000010011101100101001001000101001101011
1100011011000110000001101110011010100111001001100100011001100110111
0011011101000100001101000100000101000101001110010011010000111000001
1010100111000010001000100011000110011001100010011011000110101001100
0100110000001101110011011101000110001101100011000001000101010000100
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1000100010001000011100101000101001100100100001000110111010001100100
0001010001100011100100111001001100000011011000110100010001100011001
1001100100011000101000001001100100100010100110111001110010011001000
1100110100001100110111001110000011001000110101001101000011001001000
1100100000101000011010000110100010100110100001100010011100000110111
0011000100110101001110010011011100110000010000110011011101000001010
0001000110101001101010100011000110110001110000011010001000101010001
0101000101001100010011100001000010010000110100001000110111001101110
0110000010001000100011000111000001101010100000100111001001110000100
0010001101010100010101000011

Chia sé khoa mat K = khoa
Khoa chuyén sang dang nhi phan ta nhu sau:

MM =01101011011010000110111101100001

Str dung ham bam SHAS512 cho khoéa K.

SHA512=D8812E902C9DEF20607592377D4AE94858DF31651077F60E
BDD9E2B7FAF99064F321A2E7923C782542FACCE418715970C7AB55F684EE
E18BCB770DF85A98B5EC

Tiép tuc chuyén khoa K di dwoc ma hoa ky thuat ham bam SHA512 ta
chuyén sang chudi nhi phan:

MMi=01000100001110000011100000110001001100100100010100111001
0011000000110010010000110011100101000100010001010100011000110010001
1000000110110001100000011011100110101001110010011001000110011001101
1100110111010001000011010001000001010001010011100100110100001110000
0110101001110000100010001000110001100110011000100110110001101010011
0001001100000011011100110111010001100011011000110000010001010100001
0010001000100010000111001010001010011001001000010001101110100011001
0000010100011000111001001110010011000000110110001101000100011000110
0110011001000110001010000010011001001000101001101110011100100110010
0011001101000011001101110011100000110010001101010011010000110010010
0011001000001010000110100001101000101001101000011000100111000001101
1100110001001101010011100100110111001100000100001100110111010000010
1000010001101010011010101000110001101100011100000110100010001010100
0101010001010011000100111000010000100100001101000010001101110011011
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1001100000100010001000110001110000011010101000001001110010011100001
000010001101010100010101000011
M = HH XOR MM.i ta dugc chudi thong diép gidu ¢ dang nhi phan:

M=0111100001101001011011100010000001100011011010000110000101
101111001000000110001101100001011000110010000001100010011000010110
11100000000000000000000000000000000000000000000000000000000000000...

Chuyén chudi nhi phin sang vin ban ta nhan dwogc thong diép gidu ban dau:
“xin chao cac ban”.
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CHUONG 3: CAI PAT THU NGHIEM
3.1. MOl TRUONG CAI PAT

Ngbn ngtr cai dat, moi truong soan thao va chay chuong trinh duwoc thuc hién
trén ngdn ngtr lap trinh Matlab 7.8.

Hé diéu hanh Window XP va mdi truong NetFarme Work 2.0.
3.2. GIAO DIEN CHUONG TRINH

<) gd_trangchu

Gidutin Tachtin PSNR  Thodt N

" 55 2 S 5
PO AN TOT NGHIEP NGANH CNTT

150 9001 ; 2008

PHUONG PHAP GIAU TIN DUA VAO AUTOMATA 2D-CA

Sinh vién thuc hién: Trdn Pinh Linh
M4 sinh vién: 1213101007
Gido vién hudng ddn: TS. HS Thi Huong Thom

Hinh 3.1. Giao di¢n chinh cua chuong trinh
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Do &n t6t nghiép Truong DPHDL Hai Phong

Tir menu chon “Giau tin” s& goi dén giao dién giau tin hinh 3.2.

ad_giautin

Chaon dnh

Thang digp

Thuc hign

Luu

Hinh 3.2. Giao di¢n gidu tin

Pay la giao dién dé gidu théng tin vao anh sir dung ky thuat gidu tin
automata 2D-CA.
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Db an tét nghiép Truong DPHDL Hai Phong

Dé nhap anh vao ta chon nut “Chon anh” trong giao dién gidu tin, mot hop
thoai s& dugc mé ra dé ta chon anh dwa vao giau tin (chuong trinh chi sir dung anh
CAp xam).

_.i \gd_giautin

Chuong trinh gidu tin

Chon an

Moi ban chon anh can mo

Lock in: I@ Image_std LI & kB

Nhﬁp thé

My Recent
Documents

Khé a

E
esktop
Kétqud ki '
o
Két qud 1
théng

< ] < |>

elaine.png house.png
My Network File name: lena.png i
Places I - hién
Files of type: | (“.ipa. “.bmp. ".png)

uu

i

Thodt

Hinh 3.3. Chon dnh dé giau tin.
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Db an tét nghiép Truong DPHDL Hai Phong

Tiép theo, ta s& nhap thong diép can gidu vao anh biang cach nhap truc tiép
thong tin gidu vao 0 text “Nhap théng diép” hoic chon nut “Théng diép” chon tép
tin thong diép, nhap khéa cho chuong trinh giau tin nhu hinh 3.4.

) gd|_giautin

Chuong trinh gidu tin

Chon dnh cdn gidu  ppocidoantotnghiepicodeChuong_trinhiimage_stchler. | Chon dnh

Nhé_“p thc’ing diép do an tot nghiep truong dai hoc dan lap Hai Phong Théng digp

nganh cong nghe thong tin

Khoa khoa

Kétqud bam cda
khéa

Két qud mi héa
thdng diép

— hnh g8e —Anhgidfu—

Thue hign

L

E I
< > |£ |

Thoit

Hinh 3.4. Nhdp théng diép giau va nhap khoa.
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Db an tét nghiép Truong DPHDL Hai Phong

Tiép theo ta thuc hién qué trinh giu tin bang phuong phap Automata 2D-CA
bang cach chon nat “Thyc hién”, két qua hién ra gia tri bam khoa va gia tri ma hoa
thong diép giau vao anh nhu hinh 3.5

) gd|_giautin

Chuong trinh gidu tin

Chon dnh can gidu  |nynocdoantotnghiepicods\Chuong_trinhimage_stdier| | Chon 4nh

do an tot nghiep truong dai hoc dan lap Hai Phong . # Théng digp

Nhip théng dié
P 8 P nganh cong nghe thong tin

Khéa khoa

1A096E15D80DFF182AFZE2TE915BABDA33F3TBC2959C49208F
B8AE3960189412CASDST1BSDSA0BFDTASBAISCE3IA4S0CE0E

|>

Kétqud bam cda

e B2COEG4919F98A112EBBE31E31BACSS v
Ké’tqué mai héa 01010101001011100001000001011000010110000110010101000 #
thd‘ng dlép 10101011010001100000001100000101010001000010010111001
) 01100001011101010000100110000100110010010000000011000 »

— Anh gdc — Anh gidu

Thodt

Hinh 3.5. Thuc hién gidu tin trong anh.
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Db an tét nghiép Truong DPHDL Hai Phong

Tiép theo ta s& nhap tén va chon noi leu anh két qua bang cach kich vao nat
“Luu” nhu hinh 3.6.

. gd_giautin

Chuong trinh gidu tin

o Moi nhap ten anh moi
Chon dnh ¢ b

Save in: ]@Desktop l.l & ek B

Nhap théng Q

My Recent ' / N\ g T
Documents \\//
o I ‘
Khéa @

Desktop

[>
-
o]

My Documents My Computer My Network Places

Két qua ban = |F &
q 7 !

khéa My Documents E= - %m

v
Kétqud ma g] “E 1'.; m PO &
thd‘ ng d|é My Computer L )1

g a2 doantotnghiep Image_std N0
1 v
B e ] ] save |
y Networl File name: kq_lena.png v ave
Places
Save as type: | (“.pna. “jpa. “.bmp) L.‘ Cancel /Il &n

Luu

Hinh 3.6. Chon lueu dnh két qua.

Khi Ivu anh gidu xong ta chon nat “Thoat” dé két thiic chuong trinh gidu tin.
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Do &n t6t nghiép Truong DPHDL Hai Phong

Tur menu chon “Téch tin” trén giao dién chinh goi ra giao dién tach tin hinh
3.7.

gd_tachtin

I | =T

Khéi phuc théng digp ban dau

Thuc hign tach tin

Hinh 3.7. Giao dién tach tin
Pay la giao dién s& liy anh da gidu thong tin dé xir ly tach tin Iy ra dit liéu
da giau trong anh.
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Db an tét nghiép

Truong DPHDL Hai Phong

Thuc hién mé anh gidu tin dé tach thong tin dd gidu bang céch chon nit
“Chon anh” nhu hinh 3.8.

4 gd_tachtin

& hQ n Look in:
— Anh gidu
My Recent
e
@
Desktop

7

My Documents

5
puter
Thuc hig g

My Network
Places

Moi ban chon anh can mo

l [Z# Desktop

c=

doantotnghiep

hon dnh

>

|

1.png -
ban dau
?H“ S v Al e ks v
File name: IkcLIena. pha L] | Open I ~
Files of type: l (“ipg. “.bmp, *.pna) Ll Cancel
“ |
v

Hinh 3.8. Chon dnh dé tach tin.
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Db an tét nghiép Truong DPHDL Hai Phong

Sau khi nhap anh da giu tin, ta thuc hién tach chudi thong diép ma hoa bang
cach chon nat “Thyc hién tach tin” dé tach. Thang tin ldy duoc 13 thong diép ma
hoa da duoc giau trong anh dudi dang nhi phan nhu hinh 3.9.

) gd_tachtin |Z| |§| f‘5__<|

Chuong trinh tdach tin

Chon dnh cdn tich  C\Documents and Settings\AdministratoriDeskioptka_| | Chon dnh

— Anh gid Théng diép di gidu trong dnh

¢ 01010101001011100001000001011000010110000110010101000 £
1010101101000 1100000001100000101010001000010010111001 =
01100001011101010000100110000100110010010000000011000
001011101010 11001010111110001100101010101010101000010
101101100001 0101000000010 1010101 110001001 1010101110

D1 AT A A AT AN A A AT A T AN A A AT AT A A AT A ST T A ST A STt A SutTuT A AT

Khé a

Khéi phuc théng digp ban dau

_Thuc hién tach tin_| Théng diép ré ban ddu

Hinh 3.9. Tach théng diép giau.
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Db an tét nghiép Truong DPHDL Hai Phong

Nhap Khoa hinh 3.10.

J gd|_tachtin

Chuong trinh tdch tin

Chon dnh cdn tich  C\Documents and SettingsiAdministratoriDesktoptkg_| | Chon dnh

~ Anh gidu Théng diép di gidu trong dnh
0101010100101110000100000101100001010000110010101000 4
10101011010001100000001100000101010001000010010111001 =
C10000101711010100007100711000010011001001000000001 1000
00101 1101010110010101111100011001010101 01010101 000010
1071101 10000101010000001010110 1010111000 70011010101 110

DA A A A DA A A A A DA A A A DT A DA A A ST A T A U A ST A T A A

Khéa

khoa|

Khai phuc théng digp ban ddu

[ Thue hign tach tin l Théng diép ré ban ddu

Hinh 3.10. Nhdp khoa.
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Db an tét nghiép Truong DPHDL Hai Phong

Ta chon ntt “Khéi phuc thong diép ban dau” dé lay thong diép gidu va dua
ra két qua nhu hinh 3.11

) ed_tachtin

Chuong trinh tdach tin

Chon dnh cdn tich  |C\Documents and Settings\AdministratoriDesktoplka_ | | Chon dnh

— Anh gidu Théng diép di gidu trong dnh

{ 0101010100101 1100001000001 0110000101 100001 10010101000~
10101011010001100000001100000101010001000010010111001 =
011000010111010100001001100001001 10010010000000011000
00101 110101011001 010111110001 100101010101010101000010
107101100001010100000010107 1010101110001 0011010101110

AT A A AT AT A A AT AT AT A A AT AT A A AT A 0T T A ST A SuTuT T A ST T A A Ty

Khéa

khoa

| Khéi phuc théng digp ban ddu |

| Thuc hién tach tin Théng diép ré ban d4u

do an tot nghiep truong dai hoc dan lap Hai Phong nganh cong nghe &
thong tin

Hinh 3.11. Khoi phuc lai théng diép ban dau.

Chon nut “Thoat” dé két thic chuong trinh tach tin.
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Do &n t6t nghiép Truong DPHDL Hai Phong

Tur menu chon “PSNR” trén giao dién chinh goi ra giao dién danh gia anh
PSNR hinh 3.12.

gd psnr

L]
Thodt

i

Hinh 3.12. Giao dién danh gid anh PSNR.
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Db an tét nghiép Truong DPHDL Hai Phong

Chon nit “...” trong muc “Anh 1” dé chon anh truéc khi gidu tin nhu hinh

3.13.

Cho biet ten anh

Look in: I =9 Image_std
‘é Al
Anh I[ My Recent ]
Documents
—An| @ =
Desktop baboon.png beer.png
My Documents
My Computer \
elaine.png house.png
.
My Network  File name: lena.png v Open
Places I _J |_I
Files of type: | ipg. * pna, * bmp) ~| Cancel |

Hinh 3.13. M¢ dnh géc.
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Db an tét nghiép Truong DPHDL Hai Phong

Chon nut “...” trong muc “Anh 2” d chon anh anh d3 giau tin nhu hinh

! lgd_psnr Eh_ |§|
- ~ - N
Cho biet ten anh
Laak it I @ Desktop : 3
O | ["EE | 1
| Recenl .
Dicuments Az doantotnghiep Image_std
) = I
Desktop
My Documents i 3
1.png kg.png kg_lena.png
Fy Computer ey 3 o 1
- Q e e o : b —
My Network.  File name: qu_lena.png j Open I
Places
Files of bwpe: I [*.jpg. *.png. “.bmp] j Cancel |

Hinh 3.14. M¢ dnh gidu thong tin.
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Db an tét nghiép Truong DPHDL Hai Phong

Sau khi da chon 2 anh dé danh gia vé6i nhau, chon nut “Panh gia” dé thuc
hién qua trinh danh gia nhu hinh 3.15.

Két qua s& cho ta gi tri danh gia anh néu :
> Gid tri 1100 db thi 2 anh 1a 1 khong c6 thay doi.
> Gia tri Ién hon 35 db nho hon 100 db thi anh c6 thay d6i nhung & mirc
chap nhan duoc.
> Gid tri nho hon 35 db thi anh bién dang mét thuong c6 thé nhan thay.
> Gia tri nho hon 20 db thi anh bién dang khéng thé chap nhan duoc.

) ad_psnrn

DANH GIA ANH BANG PSNR

l Anh Q‘C:RDocuments and Settings\AdH l

Anh 1D:ihocidoantotnghiepicode\Chi

— Anh géic — Anh giZu tin

Hinh 3.15. Giao dién sau khi danh gia chdt lwong anh.

Chon nit “Thoat” dé két thuc chuong trinh danh gia anh bang PSNR.
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Db an tét nghiép Truong DPHDL Hai Phong

3.3. KET QUA THU NGHIEM CHUONG TRINH VA NHAN XET
3.3.1. Két qua thir nghiém chwong trinh

Thuc nghiém nay sé dua ra do danh gia PSNR véi anh truéc va sau khi giau
tin sir dung ky thuat gidu tin Automata 2D-CA. Tap anh thir nghiém 1a anh dinh
dang *.png gém tap Al 12 9 anh cap xam chuan dinh dang png c6 kich thudc
512x512. Va tap anh A2 1a 20 anh tai vé& trén mang c6 kich thude khac nhau duoc
dat tén tir anhl téi anh20 duoc chuyén thanh canh cap xam théng qua phan mém
matlab 7.8

Tap anh xam chuan Al truéc khi gidu tin hinh 4.16.

airplane.png baboon.png

elaine.png house.png lena.png

~

i Y »
peppers.png sailboat.png tiffany.png

.

f

Hinh 3.16. Tdp anh xam chudn A1l truéc khi gidu tin.
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Db an tét nghiép Truong DPHDL Hai Phong

Tap anh xam ngau nhién A2 truée khi giu tin hinh 3.17.

& e 2

anhl.png anh2.png anh3.png anh4.png anhS.png anhé.png

> g -
anh7.png anh&.png anh3.png anh10.png anh11.png anh12.png

anh13.png anh14.png anh15.png anh16.png anh17.png anh18.png

anh19.png anh20.png

Hinh 3.17. Tdp anh xam ngdu nhién A2 truéc khi gidu tin.
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Db an tét nghiép Truong DPHDL Hai Phong

Chudi thong diép gidu c6 nodi dung: “do an tot nghiep truong dai hoc dan lap
Hai Phong nganh cong nghe thong tin”.

Tap anh xam chuan A1 sau khi giau tin hinh 3.18.

_airplane.png kg_baboon.png
o
I ‘-:‘,- -
e/ A \
| : \
| S UA
I - ~ 4 g >
kq_peppers.png kg_sailboat.png kq_tiffany.png

Hinh 3.18. Tdp anh xam chuan Al sau khi gidu tin.
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Db an tét nghiép Truong DPHDL Hai Phong

Tap anh xam ngau nhién A2 sau khi gidu tin hinh 4.19.

T o

—

kqg_anhl.png kg_anh2.png kg_anh3.png kq_anh4.png kg_anhS.png kg_anhé.png
®
J
kqg_anh7.png kg_anh8.png kg_anh9.png kg_anh10.png kg_anhi1.png kqg_anhi12.png
JP P \
0 . - -
kq_anh13.png kg_anh15.png kg_anh16.png kg_anh17.png kq_anh18.png

kg_anh19.png kq_anh20.png

Hinh 3.19. Tdp anh xam ngdu nhién A2 sau khi giau tin.

Bang 3.1. Két qua danh gia PSNR sau khi gidu tin va kha nang giau tin voi
tap anh Al va A2,

Anh gc Panh gia PSNR (dB) Kha ning giau bit
airplane.png 75.4213 29127
baboon.png 75.4984 29127

beer.png 75.3526 29127

elaine.png 75.0734 29127
house.png 75.1792 29127

lena.png 75.0899 29127
peppers.png 75.3966 29127
sailboat.png 75.4498 29127
tiffany.png 75.2235 29127

anhl.png 72.3995 14222

anh2.png 72.7355 16200
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Db an tét nghiép Truong DPHDL Hai Phong

anh3png 87.2034 455111
anh4.png 67.967 5585
anh5.png 68.0661 5583
anh6.png 76.7362 41666
anh7.png 79.8447 87381
anh8.png 79.9947 87381
anh9.png 73.1497 18350
anh10.png 73.8022 20833
anhl1.png 68.0506 5607
anh12.png 68.0595 5583
anh13.png 67.9369 5589
anh14.png 67.8449 5597
anh15.png 67.0928 5598
anh16.png 80.9583 87381
anhl7.png 75.031 26666
anh18.png 74.9727 28942
anh19.png 74.7936 46433
anh20.png 73.1624 17944

3.3.2 Nhan xét

Pay 1a ky thuat gidu tin du lwong théng tin can giau it nhung khi giau ta giau
trén toan anh gdc (vi sir dung lip lai trén toan anh). Pay 1a k¥ thuat gidu c6 thé coi
la thary van anh nham muc dich toan ven di liéu anh hozc bao vé ban quyén.

Véi két qua thir nghiém thu duogc, néu quan sat bang mat thuong thi khé co
thé phan biét duoc dau 1a anh da gidu tin va chua giau tin. Gia tri PSNR trung binh
dat dugc la kha cao so véi thang do gid tri trung binh PSNR (caa MOS) 1a 37dB, gia
tri PSNR trung binh cua tap anh dat 74.05126dB. Gia tri thap nhat cua tap anh Ia
67.0928dB, gia tri PSNR cao nhat 1a 87.2034dB. Kha ning giu bit ciia anh phu
thudc vao kich ¢& anh gidu tin.

Qua thir nghiém em nhan thay k¥ thuat gidu tin dwa vao automata 2D-CA dat
mot s6 két qua sau.

Uu diém:

e Do an toan bao mat théng tin cao.
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Db an tét nghiép Truong DPHDL Hai Phong

e Khéng thay doi anh hudng dén théng tin gidu.
e Chét luong anh giéu tin cao.
Nhuoc diém:
e Thai gian xir 1y gidu tin phu thudc 16n vao dit liéu dau vao nhu kich
thuée anh gdc, thong diép giau 16n hay nho.

Thuat todn giau tin 2D-CA c6 do bao mat rat cao, 2 1an bao mat: giau trong
anh (bao mat vo hinh), bao mat théng diép giau néu tin bi tach ra thi ngudi ta &p
dung ma hoa thong diép bang khda K va 4p dung ham biam SHA két hop véi ham
XOR.
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Db an tét nghiép Truong DPHDL Hai Phong

KET LUAN
Do &n cua em di thyc hién nhitng nhiém vu sau:

> Tong quan vé gidu tin, mdi truong gidu tin, tng dung cia gidu tin,
danh gia chat luong anh bang PSNR, ham bam SHA.

> Tim hiéu automata 2 chiéu 2D-CA.

> Tim hiéu phuong phép giau tin &p dung automata 2 chiéu 2D-CA.

> Xay dung dugc chuong trinh gidu tin trong anh.

Véi k¥ thuat giu tin dya vao automata 2D-CA thi tinh vo hinh va bén viing
cua thong tin sau khi gidu duge dam bao. V& mat 1y thuyét thi sau khi di c6 lwong
thong tin duoc gidu vao trong anh gdc, chat lugng anh s& khac vai anh gbc ban dau.
Tuy nhién sau khi thuc hién ky thuat giau tin, quan sat bang mat thuong thi kho co
thé phan biét dau 1a anh gdc, dau 1a anh giau tin. Dung phuong phap danh gia PSNR
dé danh gia chat luong anh trudc va sau khi giau tin két qua PSNR dat duoc 1a kha
cao, diéu do6 cho thiy su bién dang cia anh hau nhu khong co. Nhu vay ky thuat
gidu tin da cho nhitng két qua tot.

Sau mot thoi gian tim hiéu va nghién ciu dudi sy hudng dan tan tinh ciia cd
gido huéng dan TS HO Thi Huong Thom em d hoan thanh bao céo va chuong trinh
thir nghiém.Tuy nhién k§y thuat giau tin dya vao automata 2D-CA con méi mé, Voi
thoi gian thuc hién dé tai co han cong véi kha ning, kinh nghiém con han ché nén
bao céo cua em con gap nhiéu thiéu sot. Vi vay em rat mong nhan dugc sy dong
g6p v kién cua cac thay gido co gido dé bai bao céo tot nghiép cua em duoc hoan
thién hon.

Em xin chan thanh cam on!
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Db an tét nghiép Truong DPHDL Hai Phong
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