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BANG CAC THUAT NGU, CHU VIET TAT
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7 DES Data Encryption Standard Tiéu chuan ma hoa dir liéu
8 CSDL Co s¢ dit liéu Co s¢ dir liéu
9 IP Initial Permutation Hoén vi ban dau
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13 SHA Secure Hash Algorithm Thuét toan ham bam an toan
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17 IPS Intrusion Prevention System | He¢ thong ngan chan xAm nhap
18 USCLN Udc sb chung 16n nhat Udc so chung 16n nhat




Chuong 1. CO SO TOAN HOC
1.1. CAC KHAI NIEM CO BAN

1.1.1. Khai niém dong dw

1.1.1.1. Khdi ni¢m

Cho n 14 s6 nguyén duong. Néu a va b 1a 2 s nguyén, khi d6 a duoc goi 1a dong
du véi b theo modulo n, duoc viét a=b ( mod n ) néu n chia hét cho (a - b) va n dugc
goi 1a modulo cua dong du.
Vi du: 24=9(mod5).
1.1.1.2. Tinh chat

e a = b(modn),néuva chinéuavab déu tra s du nhu nhau khi n | (a-b).

e 4a

Néua=b (modn)thib=a(mod n).

a ( mod n) (tinh phan xa)

Néua= b (mod n)vab=c (mod n)thia=c(mod n).

e Néua=a,(modn)vab=b,(mod n) thi a+b = (a;+b;) (mod n)
vaa.b=a;.b;(modn).
C6 thé cong, trir, nhan va ning 1én lity thira cac dong du thire ¢6 cing mdt modulo.
Néu ta co:
a;=2a, (mod n)
b, =b, (mod n)
Thi ta co:
e (ar+ay)=(by+by)modn
e (ar-a)=(bi-b)modn
e (a;*ay)=(by*by)modn

e a,“=Db “modn, véiklasd nguyén.



1.1.2. S6 nguyén t4.

1.1.2.1 Khai niém

S6 nguyén té 1a mot s6 16n hon 1, nhung chi chia hét cho 1 va chinh noé.
Vidu:2,3,5,7,11,13,17,19, 23, ......

S6 lugng sb6 nguyén to 1a vo tan. Cac hé ma thudng str dung sb nguyén t6 16n c&

512 bit va 16n hon.

1.1.2.2.C4c tinh chdt s6 nguyén té
1/. U6c sé duong bé nhat khac 1 ciia mot hop sé a 1a mot sé6 nguyén td
khong vugt qua \/E
2/. 2 12 s6 nguyén t6 nhé nhat va ciing 1 s6 nguyén té chin duy nhat
3/. Tap hop cac sb nguyén t6 1a vo han.
Pinh ly

Moi s tu nhién 16n hon 1 déu phan tich duoc thanh tich nhiing thira s6 nguyén
t, va su phan tich nay 1a duy nhat néu khong ké dén thr tu cta cac thira sb.
Tir d6 c6 dang phén tich tiéu chuan ciia mot sb tu nhién bat ky 1a:

n=py'ps..pp

Trong d6 p1, P2,-.., Pm 12 cac s6 nguyén t6 d6i mot khac nhau.

Vi du: 300 =22*52*3



1.1.2.3. Thudt todn kiém tra n cé phii so nguyén té
Ching ta c6 thé kiém tra theo thuat toan sau:

int nguyento(int n)

{
if (n>1)
{
inti, j=1,
for (i=2;i<=sqrt(n);i++)
iIf (N%i ==0) { j=0; break; }
return j;
}
else return O;
}

Ngoai ra c6 nhiéu thuat toan kiém tra s nguyén té khac nhu: Soloway-trassen,

Rabin-Miller, Lehmann....



1.1.3. S6 nguyén t6 cing nhau.

1.1.3.1. Khéi niém
Céc s6 nguyén duong a va b dugc goi 1a nguyén té cung nhau néu chung c6 udc
chung 16n nhat 1a 1.
Chéang han: 6 va 35 la nguyén t ciing nhau
6 va 27 khong nguyén tb ciing nhau vi c6 Udc chung 16n nhat 1a 3.
S6 1 1a nguyén tb cing nhau v6i moi sé nguyén.
Mot phuong phap xac dinh tinh nguyén t6 cing nhau cta hai sb nguyén 1a sir
dung thuat toan Euclid nhu sau:
Input: 2 s6 nguyén khong am a va b sao cho a > b

Output: u6c sd chung 16n nhit ctia a va b.

Procedure USCLN (a, b: positive integers)

Begin

X: =a

y:=b
while y #0
begin
r-=xmody
X:=y

y: =r

end {xlaUSCLN can tim }



1.1.3.2.Ham phi Euler
Ham phi Euler ctia mot s nguyén duong n 13 sb cac s6 nguyén giita 1 va n , va
nguyén to cting nhau véi n. Ki hiéu: @ (n).
Vi du:
@ (9)=6vicosausd 1,2, 4,5,7 va 8 1a nguyén td ciing nhau véi 9.
Nhan xét:
Néu p 12 mot sb nguyén té thi @ (p) = p-1.
Vi du:

@ (7) =6 vicosausd 1,2,3, 4,5 va61a nguyén td ciing nhau véi 7.

Tinh chit ham phi Euler:

1/. Néu p 1a s6 nguyén t6 thi @ (p) =p — 1.

2/. Néu n 1a tich cta 2 sd nguyéntd pvag, n=p*q,

th: @ (n)=2(p)*d(q)=(p-1)*(-1).

3/. Néu a 1a nguyén t6 cting nhau véi n, nghia 1a UCLN (a,n) =1,
thi:a”® =1 mod n.

4/. Néu khai trién n = p,™ * p,2 .. * p &,

th‘u:@(n):n*(l-% Y- Lyx oxae L
! Pz

Px )

Vi du:
DR2=03)*F(7)=2*6=12



1.2. MOT SO KHAI NIEM TRONG PAI SO
1.2.1. Nhom
1.2.1.1. Khdi ni¢m

Nhom ( G, *) la mét tap hop G, cung vdi mot phép toan 2 ngdi trén G

Ky hiéu " * ", tir G x G vao G théa man cac tién dé sau:

G1.Tinh két hop: phép toan "*" c6 tinh két hop, nghia la

(@*b)*c=a*(b™*c)vdimoia, bvac thujc G.

G2.Phén tir trung hoa: Trong G ton tai mot phan tir dwge goi 1a phan tir trung hoa 0 sao
cho v6i moi phan tir a thudc G thi a*0 = 0*a = a.

G3.Phan tir d6i 1ap: voi mdi phan tir a thudc G ton tai mot phan tir X, goi 1a phan tir dbi
lap cua a,sao cho: x *a=a*x=0.

Trong dinh nghia ctia nhém phép "*" khong doi hoi c¢6 tinh chat giao hoan
(a*b=b*a) néu G thoa man thém tinh chat nay thi G duoc goi 1a nhom giao hoan, hay
nhom Abel. Néu G khéng c6 tinh giao hoan thi G duoc goi 1a phi giao hoan hay
khong Abel
Vi du: Nhém giao hoan (nhém Abel)

1/. Tap cac sb6 nguyén, Z, v6i phép toan 1a phép cong thong thuong, phan tir don vi 13 0.
2/. Tap céc s6 hiru ty duong v6i phép toan 1 phép nhan thong thudng, phan tir don vi 1a 1.

1.2.1.2 Khai niém Nhom con ciia nhom (G,*)
Cho mét nhdm G vai phép todn hai ngbi *, va tap con H cua G. H duoc goi la
nhém con ciia G néu chinh H 13 mot nhém vai phép toan * cia G.
Céc diéu kién twong duong:
Cho tip con H cia nhém G. Céc diéu kién sau 1a twong duong:
1. Hlanhém con cua G;

2. Véimoia,bEHtacoa*be Hvaa ' € H:

-1
3. Véimoia, bEHtacoa*b ~ < H:
Vi du:
1/. Nhom con sinh bai tap hop gdm mét sé nguyénk 1a {x . k |x € Z}



2/. Nhom con sinh béi tip m sb nguyén {ki Ky, Km} latap {k; * X3 + ko * Xot...+ kee* Xm}
1.2.1.3. Nhom Cyclic
1/. Khai niém:

Mot nhém ( G, * ) duoc goi 1a nhém Cyclic néu n6 duoc sinh ra béi mot trong
cac phan tir ciia nd.

Tirc 1a c6 phan tr g € G ma voi mdi a € G, déu ton tai sb n€ N dé
g"=g*g* .. *g=a. (lag*gvdsinlan).
Khi d6 g dugc goi 13 phdn tir sinh hay phan tie nguyén thiiy ciia nhém G.

NGi cach khac: G duoc goi 1a nhom Cyclic néu ton tai g € G sao cho moi phan

tir trong G déu 1a mot liy thira nguyén nao d6 cia g.

Vi du:
C4c cin bac n cia don vi tao thanh mdt n nhém Cyclic cAp n voi phép nhan,
nghiala: 0=2- 1=z -s")(z-s)(z- 5%

trong d6 s' =e @™ D/3£5% ' s?} v¢i phép nhan 1a Cyclic.

2/. Céap ciia nhém Cyclic

Cho (G, *) 1a nhém Cyclic véi phan tir sinh g va phan tir trung 1ap e. Néu ton tai so
ty nhién nhé nhit n ma g " = e, thi G s& chi gdm c6 n phan tir khac nhau: e, g, gz,
..., g1 Khi d6 G duoge goi 1a nhém Cyclic hitu han cip n.

Néu khong ton tai sé tw nhién n dé g "= e, thi G c6 cap oo.

Vidu: (Z*, +) gom cac s6 nguyén duong 1a Cyclic véi phan tir sinh g =1, e = 0.

D6 1a nhém Cyclic vo han, vi khong ton tai sé tu nhién n dé g"=e.

3/. Cip ciia mdt phan tir trong nhém Cyclic
Phintra e G duoc goi 1a c6 cap d, néu d 1a sé nguyén duong nhé nhét sao
cho a %= e, trong do e 1a phan tir trung l4p cua G.

Nhu vay phan tir @ c6 cdp 1, néu a = e.



1.2.1.4. Phén tir nghich ddo.
1/. Khai niém:
Choa€Z, néutdntaib€ Z , sao choa*b =1 mod n, ta ndi b 1a phan tir
nghich dao cta a trong Z , va ki hiéua ™.
Vi du: Xét trong tdp Z14= {0, 1, 2,..., 13} choa=3thia'=5vi: 3 * 5= 1 mod 14.
2/. Tinh chit kha nghich
Cho a € Z , ta ndi a la kha nghich khi va chi khi ged (a, n)=1
(ttc 12 ¢6 ton tai a™).
Pinh ly:
USCL (a, n) = 1 tuong duong v6i phan tir a € Z , ¢6 phan tir nghich déo.

1.2.1.5. Nhom nhdn cia tdp Z
a/. Nhém nhan ciatap Z ,1a Z . duoc dinh nghia nhu sau:
Z ={a€Z,|gcd(a n=1}

Néun lasbnguyén td thi:Z = {allSaSn-l}

b/.CipcuaZ ,lasdphintircua Z =@ (n).

Vi du:

Chon=26thiZz" ,={1,3,5,7,9, 11, 15,17, 19, 21, 23, 25}
vay taco: @ (26)= 12

c¢/.Cépciaa €Z7,
Cép cua a ki hiéu 14 ord ( a) 1 s6 nguyén dwong t nhé nhat sao cho a ‘=1 mod n.
Vi du:
Z,={0,1,223,4,56,7,8,9, 10,11, 12, 13, 14, 15, 16, 17, 18, 19, 20}
Z'»={1,2,4,5,8,10, 11, 13, 16, 17, 19, 20}
Ord (2)=6vi2° =1 mod 21.



1.1.2.6. Phan tir sinh (phdn tiv nguyén thiiy).
Dinh nghia:

Choa €Z 7, ,néu ord (o) =@ (n)thi a dugc goi 1a phan tir sinh hay phan tir
nguyén thiy ciia Z .

Néu Z",, c6 phan tir sinh thi Z *, , dwoc goi 1a nhém Cyelic.

Tinh chit:

1/. Néu o 12 phan tir sinh cia Z " thi: Z 7 ={a 'modn | 0<i< (@ (n)-1)}

2./ Gia st o 1a phan tir sinh cia Z , khi d6 b= a i (mod n) cling 12 phan tir sinh khi va
chi khi ged (1, D (n))=1

Khi Z ", 1a nhdm cyclic thi sé phan tir sinh 1a: @ (@ (n)).

3/. Z", co phan tr sinh khin = 2, 4, ..P* hay 2 P “khi P 13 s6 nguyén t6 1¢ va k > 1.

Vidu:choZ ,={0,1,2,3,4,5,6}thi
Z ={1,2,3,4,65,6}
& (7) =6
cac phan tir sinh cua Z; 1a: { 3, 5}
Vi
1'mod7=1mod7=1nén1'=1mod 7 vayord (1)=1#£3 (7)
2°mod7=8mod7=1nén2® =1 mod 7 vayord (2)=3#3 (7)
3°mod 7=729mod 7=1nén3°=1 mod 7 vayord (3)=6=3 (7)
4*mod 7=64mod 7=1nén 4% =1 mod 7 vayord (4)=3# 3 (7)
5°mod 7 = 15625 mod 7 =1 nén 5°=1mod 7 vay ord (5)=6=2 (7).
6°mod 7=36mod 7=1nén 6> =1 mod 7 vayord (6 )=2% (7).
Vay Z; ¢6 2 phén tu sinh 1 3 va 5.
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1.2.2. D¢ phire tap cia thuit toan
1.2.2.1.Khai niém Thudt todn

“Thudt toan ” duoc hiéu don gian 13 cach thirc dé giai mot bai toan. Ciing co thé
dugc hiéu bang 2 khai niém: Truc giac hay Hinh thire nhu sau:
1/. Quan ni€m tryc giac vé “Thuét toan”

Mot cach truc giac, thuat toan duoc hiéu 1a mot day hiru han cac quy tac (chi thi,
ménh 1énh) mo t4 mot qua trinh tinh toan, dé tur dir liéu da cho(Input) ta nhan duogc két
qua (Output) cua bai toan.

2/. Quan niém toan hoc vé “Thuét toan”
Mot cach hinh thire ngudi ta quan ni¢m thudt toan 1a mét may Turing.
Thuat toan duoc chia 1am 2 loai: Pon dinh va khong don dinh.

Thuat toan don dinh

La thuat toan ma két qua ctia moi phép toan déu duge xac dinh duy nhat.
Thuat toan khong don dinh

La thuat toan c6 it nhat mot phép toan ma két qua ciia no 1a khong duy nhat.
1.2.2.2. Khai ni¢m D¢ phirc tap ciia thudt todn
1/. Chi phi cua thuat toan (tinh theo mét bo dit 1i€u vao):

Chi phi phai tra cho mdt qua trinh tinh toan bao gdm chi phi vé thdi gian va chi
phi vé bo nhé.

Chi phi thoi gian ctia mot qua trinh tinh toan 1a thoi gian can thiét dé thuc hién mot qua
trinh tinh toan.
Chi phi bd nhé cia mdt qua trinh tinh toan la s6 6 nho can thiét dé thuc hién mot qua
trinh tinh toan.

Goi A 1a mot thuat toan, e 1a dir liéu vao cua bai toan da duoc ma hoa bﬁng cach
nao do6. Thuat toan A tinh trén dir li€u vao e phai trd mdt gia tri nhét dinh. Ta ki hiéu
ta(e) 1a gia tri thoi gian va 15 (e) 1a gia bo nhd.

2/. Do phirc tap vé bo nhé (trong trwrong hop xau nhat)

L (n) = max{l A (¢), vdi| e | <n}, n 1a kich thudc dau vao cua thuat toan.
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3/. D6 phiic tap thoi gian (trong trudng hop x4u nhat)

Ta(n)=max {ta(e),voi |e|<n}

4/. B phure tap tiém can: do phure tap PT (n ) dugc goi la tiém can véi ham f (n),

ki hiéu O (f (n)) néu ton tai cac sb ng, cMaPT (n)< c.f(n),¥n>n,

5/. B§ phuec tap da thtrc:

Do phure tap PT (n) dugc goi 1a da thire, néu 6 tiém can toi da thire p (n).

6/. Thuat toan da thic:

Thuat toan duoc goi 1a da thirc, néu do phuc tap vé thoi gian (trong trudng hop xiu
nhat) ctia no 1a da thire

Noi cach khéc:

+ Thuat toan thoi gian da thirc 13 thuat toan c6 do phuc tap thoi gian O (n '), trong do6 t
13 hing sb.

+ Thudt toan thoi gian ham mil 1a thuat toan c6 d phuc tap thoi gian O (t T ™), trong
d6 t 1a hang s6 va f (n) 1a da thirc cua n.

1.2.2.3. Phén lop bai todn theo d¢ phiec tap

1/.Khai ni¢m “din vé dwoc”.

Bai toan dugc goi la “dan vé duoc” bai toan A mdt cach da thire, ki hiéu B « A,
néu co thuét toan don dinh da thirc dé giai bai toan A, thi cling c6 thuat toan don dinh
dé giai bai toan B.

Nghia la: Bai toan A “kho hon” bai toan B, hay B “dé hon” A, B duoc dién dat bang
ngdn ngit cta bai toan A, hay c6 thé hiéu B 1a trudng hop riéng cia A.
Vay néu giai duoc bai toan A thi ciing s& giai dugc bai toan B.
Quan hé oo ¢6 tinh chat bic cdu: Néu C o B va B A thi C w0 A.
2/. Khai niém “khé twong dwong”
Bai toan A goi 1a “kho twong dwong” bai toan B, ki hiéu A ~B,néu A o BvaB w0 A.
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1.2.2.4. Cdc lop bai todn
1/. Khai niém 1ép bai toan P, NP.
Ky hiéu:
P 13 16p bai toan giai duoc bang thuat toan don dinh, da thiec.
NP la [6p bai toan giai dugc bé’mg thuat toan khong don dinh, da thuc.
Theo dinh nghia ta c6 P 1a tap con ctia NP.
Hién nay nguoi ta chua biét dugc P #NP?
2/. Khai niém 16p bai toan NP- Hard
Bai toan A dugc goi 1a NP-Hard (NP-khé) néu moi LE NP déula L oo A.
Bai toan NP-Hard c6 thé nam trong hodc nam ngoai 16p NP.
3/.Khai niém lép bai toan NP- Complete.
Bai toan A dugc goi 1a NP-Complete (NP-day du) néu A 1a NP-Hard va AENP.

Bai toan NP- Complete bao gom tat ca nhitng bai toan NP- Complete.

1.2.2.5. Khdi niém ham mot phia, ham ciia sgp mét phia.

1/. Ham f(x) dugc goi 1a ham mot phia néu tinh “xubi” y = f(x) thi d&, nhung tinh
“ngugc” x = f 7 (y) lai rit kho.

Vi du:

Ham f (x) = g *(mod p), véi p 1a s6 nguyén t6 16n 12 ham mot phia.

2/. Ham duoc goi 1a ham ctra sip mot phia néu tinh y =  (x) thi d&, tinh x = f ™ (y) lai rat kho.
Tuy nhién c6 cira sap z dé tinh x = f ™ (y) 1a “d&”.

Vi duy: f(x) = x *(mod n) (n 1a tich ctia 2 s6 nguyén t6 16n, n = p * ¢ ) 1a ham mét phia.
Néu chi biét a va n thi tinh x = f ! (y) rat “kh6”, nhung néu biét ctra sap p hoic q thi

tinh duoc f ™ (y) 1a kha “d&”.
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Chuwong 2. MOT SO Ki THUAT MAT MA

2.1. VAN DPE MA HOA
2.1.1. Khai niém mat ma

Mit ma hoc 1a mot linh vyc lién quan véi cac ki thuat ngon ngir va toan hoc dé
dam bao an toan thong tin, cu thé 13 trong thong tin lién lac. V& phuong dién lich s,
mat ma hoc gén lién véi qua trinh ma hoa.

Trudc diy mat mé chi dugc dung trong nganh an ninh quéc phong, ngay nay
viéc bao dam an toan thong tin 12 nhu ciu ciia moi nganh, moi ngudi( do thong tin chu
yéu truyén trén mang cong khai), vi vay ki thuat mat ma 1a cong khai cho moi ngudi
dung. Piéu bi mat ndm & khoa mat ma.

Hién nay c6 nhiéu ki thuat mat ma khac nhau, mdi ki thuét c6 uu va nhuoc diém
riéng. Tuy theo yéu cau cuia moi trudng Gmg dung ta dung ki thuat nay hay ki thuat
khac. C6 méi trudng can phai an toan tuyét dbi, bat ké thoi gian va chi phi. C6 moi
truong lai can phai dung hoa giira bio mat va chi phi thuc hién.

Mat mi c6 dién chu yéu dung dé “che dau” dir liéu. Vi mat ma hién dai ngoai
kha ning “che dau” dir liéu, con dung dé thue hién: Ky s6 ( ky dién tr), tao giao dién
thong diép, giao thirc bao toan dir li€u, xac thuc thuc thé, giao thurc thda thuan, giao
thirc phan phdi khéa. ...

Theo nghia hep, mat ma dung dé bao mat dit liéu, nguoi ta quan ni¢m: Mat ma hoc

& m6n khoa hoc nghién cliru mat ma: tao ma va phan tich ma (thaAm ma).
Vai tro cia mat ma:

e Bao dam bi mat (Bao mat ): Thong tin khong bi 16 d6i voi nguoi khong dugc phép.

e Bdo dam toan ven (Bdo toan):

Ngan chan hay han ché viéc bd sung, loai bd va stra chira dit liéu khong dugc phép.

e Bdo dam xac thyc (Ching thuc):

Xéc thyc ding thuc thé can két ndi, giao dich.

Xac thue ding thuce thé ¢6 trach nhiém vé ndi dung thong tin (x4c thuc ngudn gbe thong tin).

e Bao dam san sang: Thong tin san sang cho nguoi dung hop phap.
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2.1.2. Khai niém méa hoa
« M4 héa la phuong phép dé bién thong tin (nhu phim anh, vin ban, hinh anh...) dang
hiéu duoc sang dang thong tin khong thé hiéu dugc néu khong c6 phuong tién giai ma.
«  Giai mi la phuong phap dé dua tir dang thong tin d3 dugc ma hoa vé dang thong
tin ban dau, qua trinh ngugc cta ma hoa.
 H¢ ma hoa:
Viéc ma hoa theo quy tic nhit dinh, quy tic d6 goi 1a hé ma héa
Hé ma hoa duogc dinh nghia 1a bd nam (P, C, K, E, D) trong d6:
P 1a tap hiru han cac ban ro c6 thé.
C Ia tap hiru han cac ban ma c6 thé.
K tap hiru han cac khoa co thé.
E 1a tap cac ham lap ma.
D Ia tap cac ham gidi ma.
Vi khoa lap ma ke € K, co ham lap ma e . € E, e: P — C.
Vi khoa giai ma kd € K, ¢c6 ham giaima d g €D, d q: C — P.
sao chodyg (e ke (X)) =X, ¥ XEP.

O day x duogc goi 1a ban 13, e . (X) duoc goi 1a ban ma.
«  Thuit toan ma héa hay giai ma 1a thi tuc dé thyuc hién ma hoa hay giai ma.

« Khoa ma hoa la mét gia tri lam cho thuét toan ma héa thuc hién theo cach riéng
biét va sinh ra ban rd riéng. Thong thuong khoa cang 16n thi ban ma cang an toan.

Pham vi cac gia tri c6 thé c6 ctia khoa dugc goi 1a khdng gian khoa.
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2.1.3. Phan loai m& hoa.
C6 2 loai m& hoa: ma hoa khoda doi xiing va ma hda khoa bdt doi xing.
« Hé mi héa khéa ddi xirng co khoa 1ap mi va khoa giai md “giéng nhau”, theo
nghia biét duoc khoa nay thi “d&” tinh dugc khoa kia. Vi vy phai dit bi mat ca hai khoa.
« Hé mi héa khoa bat dbi ximg co khoa lap ma khic khoa giai ma, biét duoc
khoa nay ciing kho tim dugc khoa kia. Vi vy, chi can bi mat khoa giai mi, con cong

khai khoa 1ap ma.

2.1.4. H¢ mi héa khéa dbi xirng
2.1.4.1.Khdi ni¢gm mi héa khéa doi xirng

Ma héa khéa doi xirng 13 hé ma ma biét dugc khoa 1ap ma thi c6 thé “d&” tinh
duoc khoa gidi ma va nguoc lai. Pac biét c6 mot s6 Hé ma hoa c6 khoa 1ap ma va khoa
giai ma trung nhau (ke = kd), nhu hé mi dich chuyén hay hé ma DES.

Hé ma hoa khéa ddi xtng con goi 1a hé ma hoa khoa bi mat, hay khoa riéng, vi
phai giir bi mat ca 2 khéa. Trude khi ding hé ma héa khoa ddi ximg, ngudi giri va nguoi
nhéan phai thoa thudn thuat todn ma hoa va khoa chung, khoa phai dugce gitr bi mat. Do
an toan cua Hé ma hoda loai nay phu thudc vao khoa.

Vi du:

+ Hé ma hoéa c6 dién 13 ma hoa khoa d6i xtng, dé hiéu, d& thuc thi nhung c6 d6 an toan
khong cao. Vi gidi han tinh toan chi trong bang chi cai st dung trong ban tin can ma,
vi du Z, néu dung chir cai tiéng Anh. V&i hé mi hoa ¢d dién, néu biét khoa 12p ma hay
thuat toan 1ap m3, c6 thé “dé” xac dinh dugc ban 13, vi thé “dé” tim dugc khoa giai ma.

+ H¢ ma hoa DES (1973) 1a h¢ ma hoa khoa ddi xtrng hién dai, c6 d§ an toan cao.
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2.1.4.2. Mgt 56 diic diém ciia h¢ ma héa khéa doi xirng
1/. Uu diém

Cac hé mi hoa khoa ddi ximg ma héa va giai ma nhanh hon hé ma héa khoa
cong khai.
2/. Han ché
M3 hoa khéa ddi xing chua that an toan véi 1y do sau:
Nguoi ma hoa va nguoi giai ma phai c6 chung mot khoa. Khoa phai dugce gitt bi mat
tuyét ddi, vi biét khoa nay “dé&” xac dinh duoc khoa kia va nguoc lai.
Vén dé thoéa thuan khoa va quan 1y khoa chung 1a khé khan va phirc tap. Ngudi giri va
ngudi nhan phai luén thong nhét véi nhau vé khoa. Viée thay doi khoa 1a rat kho va dé
bi 10. Khoa chung phai dugc gtri cho nhau trén kénh an toan.
Mit khac khi hai ngudi (1ap ma va giai ma) cung biét chung mot bi mat, thi cang kho

gilr dugc bi mat.

3/. Tan cong ddi v6i cac mat ma doi xing

Cac mi dbi xing thuong rat dé bi anh huéng bdi cac loai tin cong goi 14 tin
cong véi van ban thuan tay biét trudce (known-plaintext attacks), tin cong voi vin ban
thuan tay chon truéc (chosen plaintext attacks), thAm ma vi phan (differential
cryptanalysis) va thim mi tuyén tinh (linear cryptanalysis). Néu mdi ham sb sir dung
trong cac vong tinh toan duoc thiét ké mot cach can than, thi né s& giam kha ning chia

khoa ctia ma bi tan cong rat nhiéu.
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2.1.4.3. Mpt sé6 hé ma khoa cé dién
1/. Mai dich chuyén
al. So do:
DitP=C=K=Z . Banmad y vaban r0 x € Zy.

Vi khoa k € K, ta dinh nghia:

Ham ma hoa y=ex(x)=(x+k)mod 26.
Ham giai ma x=dy(y)=(y—-k)mod 26.
b/. Vi du:

e Bantdchtrx=" L O V E Y O U”vakhoak=3

e Banrdsd: 8 1114 21 4 2414 20
Véiphépmahdéay=ecy(X)=(x+k)mod 26 =(x+ 3 ) mod 26, ta nhan dugc:

e Banmisé: 111417 24 7 117 23

e Banmachit: L O R Y H B R X

Giama:x=d,(y)=(y—k)mod 26 = (y—3) mod 26, ta nhan duogc ban rd.

c/. Cac dang tin céng vao ma dich chuyén: Tim cach xac dinh khoéa k.

Do chi ¢6 26 khéa nén viéc tham ma c6 thé thuc hién theo kiéu “biét ban ma ”
bé“mg duyét tudn tu cac khoa cho téi khi nhan duoc ban 1o ¢o y nghia.
Vi du: khi thdm ma c6 trong tay mot ban ma la: “LORYHBRX”. Tham ma s€ thuc hién
duyét lan luot khoa k = 1 -> k =26 dé tim ra ban rd.
Vi k =3 duge ban r6:”ILOVEYOU”
—@Giai phap phong tranh:

M¢ rong ving khong gian khoa 16n. Vi du nhu bang chit cai Tiéng Viét co

thanh (gom 94 ki tr) thi viéc thir tat ca cac khoa ciing 1au hon bang Tiéng Anh.
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2/. Ma Affine

al. So do:
bat P=C=Z . Banmayvabanrd x € Z .
Tap khoa: K={(a,b)vdia,be Zy, gcd (a, 26) =1}
Vi khoa k = (a, b) eK, ta dinh nghia:
Phép ma hoa: y=ec(x)=(a*x+Db)mod 26.
Phép giai ma: x=de(y)=at(y—b)mod 26.
b/. Vi du:
Ban 15 chir: “C N T T
Chon khoa: k=(5,8)
Bén 15 sd: 2 13 19 19
Ma hoa theo cong thiic y=¢x(X)=(a*x+b) mod26=(5*2+ 8)mod 26
Ban ma so: 18 21 25 25
Béan ma chir: S \Y Z Z
Gial ma theo cong thire:

x=d(y)=a*(y—b) mod 26 = 5** (y—8) mod 26 =21* (y—8) mod 26.
c. Cac dang tan cong vao Affine: Tim cach xac dinh khoa K

Khoéa ma Affine c6 dang k = (a, b) vdia, b eZy va ged (a, 26)= 1.
Ki ty ma y va ki ty ban ro x twong trng ¢6 quan hé: y = (a . x + b) mod 26

Tham mi st dung phuong phéap sic suit thong ké, dya vao tin sut xuit hién
cta céac ki ty trong Tiéng Anh. Tir d6 biét duoc 2 cip (x,y) khac nhau va c6 dugc hé
phuong trinh tuyén tinh 2 an, giai hé d6 tim ra gia trj a, b tirc 1a tim ra khoa k. Két hop
v6i 12 s6 thude Zys nguyén td voi 26, nén s6 khoa 1a: 12 * 26 =312.
—Giai phap phong tranh tan cong;

M¢ rong ving khong gian khéa 16n. Vi du nhu bang chit cai tiéng Viét c6 thanh
(gém 94 ky tw). S6 ki ty nhiéu thi tin suat xuat hién ctia cac chir cai ciing khong khac
biét nhau nhiéu 1am, do d6 dé phat hién duoc ki tu “ndi bat” ciing khé khin hon.

Va khi d6 s6 khoéa c6 thé c6 16n hon 312, viéc thir tit ca cac trudng hop s& 1au hon.
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2.1.4.4.H¢ ma hoéa DES.

DES ( Data Encryption Standard, hay Tiéu chuin M4 hoéa Dit liéu) 13 mot phuong
phap ma héa dugc FIPS (Tiéu chuan Xt Iy Thong tin Lién bang Hoa K3) chon 1am chuén
chinh thirc vao niam 1976. Sau d6 chuan nay duogc st dung rong rii trén pham vi thé gioi.
Ngay tir dau, thuét toan ctia no dd giy ra nhiéu tranh cii, do n6 bao gdm cac thanh phan
thiét ké mat, do dai khoa twong d6i ngin va nghi ngd vé cra sau dé Co quan An ninh quéc
gia Hoa Ky (NSA) c6 thé bé khoa. Do d6, DES di duoc giéi nghién ctru xem xét rat k¥
ludng, viéc nay di thic ddy hiéu biét hién dai vé& mat ma khéi (block cipher) va cac
phuong phap thdm ma tuwong ung.

Hién nay DES dugc xem la khong du an toan cho nhiéu tmg dung. Nguyén nhan
chil yéu 1a d6 dai 56 bit ctia khoa 1a qué nho. Khoa DES da timg bi pha trong vong chua
day 24 gio. P c6 rat nhidu két qua phan tich cho thay nhimng diém yéu vé mit 1y thuyét
ctia ma hoa co thé din dén pha khoa, tuy chung khong kha thi trong thuc tién. Thuit toan
duoc tin tuong 13 an toan trong thyc tién c¢6 dang Triple DES (thuc hién DES ba lan), mac
du trén 1y thuyét phuong phap niy van co thé bi pha. Gan diy DES di dugc thay thé bang
AES (Advanced Encryption Standard, hay Tiéu chuan Ma hoa Tién tién).

1/. M6 ta thuat toan

DES 1a thuat toan ma hoa khdi, né xu 1y timg khdi thong tin cta ban rd co do
dai xac dinh va bién do6i theo nhitng qua trinh phtic tap dé tré thanh khoi thong tin cia
ban ma c6 d6 dai khong thay d6i, d6 dai mdi khdi 1a 64 bit. DES ciing st dung khoa dé
c4 biét hoa qua trinh chuyén d6i. Nho vay, chi khi biét khoa mai co thé gidi ma dugc
ban ma. Khoéa dung trong DES c6 d¢ dai toan bg 1a 64 bit. Tuy nhién chi c6 56 bit thuc
su dugc su dung; 8 bit con lai chi dung cho viéc kiém tra. Vi thé, do dai thuc té cua
khoa chi 1a 56 bit.

Mot khoi dit liu 64 bit dugec ma hoa béng vi¢c cho qua mot bang hoan vi ban
dau IP(Initial Permutation), sau d6 qua mot qua trinh tinh toan phtrc tap c6 sy tham
gia cua khoa K, duoc thyc hién va cudi cung ban ma nhan dugc sau khi qua mot ban

hoan vi nghich dao (IP™ Inverse of the Initial Permutation).
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So db tong quat nhu sau:

Ky hiéu : @ thé hién phép toan XOR
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2/. Qua trinh ma hoa:

64 bit ciia khéi dir liéu dau vao duoc hoan vi bang IP. Trong dé, bit thir 58 cua

khéi dir liéu 1a bit dau tién, bit thir 50 cua khéi dir liéu 1a bit thir 2,... bit cudi cing cua

khéi dir liéu sau khi hoan vi 1a bit thir 7 ctia khéi dit liéu vao. Két qua cua phép hoan

vi ban dau s& dugc chia 1am 2 phan: LORO (LO véi 32bit 1a nira trai, RO v6i 32bit 1a nta

phai), sau d6 thyc hién 16 1an 1ap lién tiép theo cong thirc:

Li=Ri.1vaRi=Li.; & f(Ri—1,K)j)

va nhan duoc L 4R 1. Trong d6 f duoc goi 1a ham mat ma. Ham f c6 2 dbi 1a 2 khéi

bit, mot 1a R ;_; véi 32 bit va hai la K; vai 48 bit:

Két qua cua 16 1an lap lién tiép 1a mot khéi 64 bit (R 16 L 16) duwoc goi la dir liéu tién

két qua, khéi 64 bit nay duoc cho qua mot hoan vi nghich dao IP™.

L;
{32 bit)

R;

{32 bit)

IP P!
S8 [0 [42 342618102 08|48 16|56 24|64 32
60 |52 |44 |36 | 28|20 ([12]4 017471555 ]23]63]31
62 |54 |46 |38 30|22 |14]6 38| 6|46 | 14 | 54 |22 | 62| 30
64 | 56 | 48 | 40 [ 32 |24 (16| 8 3715145135321 ]61])29
57149 |41 133 [25]17| 9]1 36 | 4|44 |12 ]52]20]60]) 28
50|51 143 1351271191113 3513 (43|11 [51]19)59]27
61 | 53 | 45|37 (20|21 |13]5 341242 |10[50] 18 ) 58| 26
63 | 55 |47 |30 |31 |23 | 157 3311141 0 [40 [ 17 |57 | 25

Cudi cung sau phép hoan vi nghich dao ta nhan dugc mot ban ma.
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* Ham méat ma f:

Ham f duoc tinh nhuw sau: f (R .1, K;)=P (S(E(Ri.1) @ K))

R,.a K
32 48
Maring
(NP
43 8* 6 bits
k4
4
5 5 5. 5 5 s, S Thay the
3P
¥ Hoanw
p
E¥

FRo K =P G (ERL 0K ))

Ham E 13 hoan vi mé rong. Ham E thuc hién chirc ning mé rong khéi 32bit
thanh khdi 48 bit. E(R) c6 3 bit dau 1an luot 12 bit thi 32, 1, 2 ctia R...2 bit cudi 1 bit
32 vabit 1 cua R.

E
32 1 2 3 - 5 16 7120 | 21
- 5 6 7 8 0 2011228 |17
8 Ol10) 11 |12]13 111523 |26
1211311411516 17 5118131110
16 ] 17 | 18 1 19 ] 20 | 21 2 8124 | 14
20 | 21 2212324 ] 25 32 | 27 3 0
2412526 27]|28]29 19113 ] 30 6
28120130 ] 31 32 1 2111 4125
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Sau d6 tinh E(R) @ K véi K 1a khoa 48 bit. Két qua ciia phép cong modulo 2
nay s& dugc viét thanh 8 nhdm, mdi nhém 6 bit dang B = B, B, B3 B4 Bs Bg B; Bs.
M&i nhom B, 6 bit (1 <r < 8) duoc dua qua mot hop den S, (Sy, S,...Sg) dé nhan dugce
S/ (By) 4 bit dau ra. Mdi hop S;1a mot ma tran 4 * 16 trong d6 moi phén torcua S, la

mot s6 nguyén nam trong khoang 0 ->15(c6 thé biéu dién tdi da dén 4 bit nhi phan).

Véi mbi B, = by b, by by bs bg , ta tinh S ; ( B,) nhu sau: by bg 13 biéu dién nhi phan
ctia s6 hiéu hang i trong S, , b, bg b, bs 14 bién nhi phan cta sé hiéu j trong S;.

C,=S;(B,) 1a phan tir tai hang i cot j cua S,.

Vi du:
Tatinh S, (B) voi B=011011 thi hang i=01=1, ¢t j= 1101=13.
Xac dinh tai cot S; gia tri tai hang 1, cot 13 co gid trila 5 do d6 C=5=0101.
C = C, C, C5C;5Cq C; Cg (32 bit) dugc cho qua mot hoan vi P va nhan duge két qua caa
hamf. f=P(C)
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Cac bfil’lg Sl, Sg, .. ..Sg

oW column number

[0]

(1]

2]

3]

O 15 1] 8114 1] 3] 4 o1 7 2] 13 12 0 51 10

(1] 3|13 4| 7 51 2] 8|14 12) 0 11 10 6 o] 11 5

2] 0114 7|1 11 0] 41131 1 51 8] 12 6 ¢ 3 2] 15

B3] JJ13] 8j10] 1 3|15 4 2|l 11) 6 71 12 0 51 14 Y
S3

O] Jf10] O 914} 6| 3]|15] 5 1113] 12 11 B 2 8

(1) |13 7] O] 9l 3| 4| 6|10 2| 8 5 R 121 11 1

[2 131 6 4 9 S|15) 31 oyf 11} 1 2 2 51 10 7

(3] 1110113 O 6] o 8] 7| 4115] 14 3 11 5 2] 12
Sy

0] 13114 3 0 0110 1] 2 S 5 11l 12 41 15

1] J 13| 8| 11| 5 6115 0] 3 7 2] 12 1] 10| 14 0

2 1 61 9 O 1211 71131 15] 1 3| 14 5 2 8 -

(3] 151 0 6| 10 131 8 ol 4 51 11 12 7 2| 14
Ss

0] 21121 4] 1 7110111 6 8] 5 31 15 13 0] 14 Y

(1) [ 1411 212 4| 7|13] 1 51 0] 151 10 3 0 8 6

2] 41 2 1111 jfwo13) 71 84151 o 12 5 6 3 0] 14

3] | 11| 8|12] 7 1114 2113 6115 0 0 10 4 5 3
Se

o] |t 12 10 15 ol 21 6] 8 0]13 3 14 51 11

1] J10]15] 4] 2 71121 o 5 6| 1] 13 4 0 1 3 8

2] 9 15] 5 21 81121 3 71 0 4 0 111 11 6

(3] 4 2112 O 5115110 11} 14 1 6 8] 13
Sz

0] 4111 2114 15) 0 8]13 3112 9 7 51 10 6 1

1] |13 of11| 7| 4| 9| 1]10)f14} 3 51 12 21 15 8 6

2 1| 4111312 3| 71410} 15 6 8 0 3 9 2

(3] 6|11 |13] 8 1] 41101 711 9| 5 0] 15 14 2 3] 12
Sz

O] [f13] 2| 8] 4 615 11| 1Jj10] 9 31 14 5 0] 12 7

1] 11513 S|f10) 3) 7| 4112] 5 61 11 0o 14 0 2

2] 7111 41 1 112114 2 0] 6| 10| 13 15 3 5 8

[3] 20 1114 7| 4(10] 8J13|f15)12 0 0 3 6| 11




PC 1: PC 2

57 (49 [41[33[25 17 ] 9 14 [ 17 | 11| 24| 1 g
3 2 [s [ 6 | 21] 10

1|58 |50 423426 18 55 Tes T 1 6 &
10| 2 | 59 | 51 |43 | 35 | 27 15 7 27 | 20 | 13 2
19 11| 3 |60 |52 |44 36 41 | 582 | 31 | 37 | 47 | 55
63 | 55 | 47 [ 39 | 31 | 23 | 15 S0 L 401 o1 45199 |49
44 | 49 [ 39 [ 56 | 34 | 53

7 |62 |54 |46 |38 |30 | 22 46 | 4283w ]| 29 32

14 | 6 | 61 | 53 | 45 | 37 | 29
21 |13 | 5 | 28 | 20 | 12 4

« So do sinh khéa K.
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3/. Qua trinh gidi ma.
Quy trinh giai ma ctia DES tuong ty nhu quy trinh 1dp ma, nhung theo trinh ty khoa
nguoc lai: kg, Kis, ..., k1.

Pau vao tir bdn ma y, dau ra 1a ban ro x.



4/. Van dé tham mi hé mi héa DES

Mic du d c¢6 nhiéu nghién ciru vé pha ma DES hon bat ky phuong phap mé hoa
khéi nao khac nhung phuong phap pha ma thuc té nhat hién nay van 1a tin cong kiéu
duyét toan bo. Nhiéu dic tinh ma hoa cia DES di duoc xac dinh va tir d6 ba phuong
phap pha ma khac dugc xac dinh vo1 mire do phire tap nhé hon tan cong duyé¢t toan bo.
Tuy nhién cic phuong phap nay doi hoi mét sb luong ban rd qua 16n (dé tan cong lua

chon ban r0) nén hau nhu khong thé thyc hién dugc trong thuc té.

a/. TAn cong kiéu duyét toan bd

Déi v6i bat cir phuong phap ma hoa nio, kiéu tin cong co ban va don gian nhat
1a tan cong kiéu duyét toan bo: thi lan luot tat ca cac khoa co thé cho dén khi tim ra
khoa ding. Do dai ciia khoa s& xac dinh sé luong phép thir tdi da can thyc hién va do
d6 thé hién tinh kha thi ctia phuong phap.

Trong truong hop cua DES, nghi ngd vé d6 an toan ctia né di duoc dit ra ngay
tir khi n6 chua trd thanh tiéu chuan. Nguoi ta cho rang chinh NSA di ung ho (néu
khong mubn néi 13 thuyét phuc) IBM giam do dai khoa tir 128 bit xudng 64 bit va tiép
tuc xuéng 56 bit. Piéu nay dan dén suy doan rang NSA di c6 hé thong tinh toan du
manh dé pha v khéa 56 bit ngay tir nhitng nam 1970.

b/. Cac kiéu tan cong hiéu qua hon duyét toan bo:

Hién nay c6 3 kiéu tin cong c6 kha ning pha vd DES (vdi du 16 chu trinh) véi
d6 phirc tap thap hon duyét toan bo: pha ma vi sai (differential cryptanalysis - DC),
pha ma tuyén tinh (linear cryptanalysis - LC) va pha ma Davies (Davies' attack). Tuy
nhién cac dang tan cong nay chua thuc hién dugc trong thuc té.

Pha ma vi sai

Eli Biham va Adi Shamir tim ra vao cubi nhitng ndm 1980 mac du né da duoc
IBM va NSA biét dén trudc d6. Dé pha ma DES véi du 16 chu trinh, pha m3 vi sai can

dén 247 van ban 18. DES da dugc thiét ké dé chong lai tan cong dang nay.
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Pha ma tuvén tinh

Mitsuru Matsui tim ra ndm 1993, can 243 ban 1, phuong phap nay di duoc
Matsui thuc hién va 1a thuc nghiém pha ma dau tién duoc céng bd. Khéng cé bang
chtng chtng t6 DES c6 kha ning chdng lai tin cong dang nay.

Mot phuong phéap tong quat hon, phd mi tuyén tinh da chiéu (multiple linear
cryptanalysis), dugc Kaliski va Robshaw néu ra vao nam 1994, Biryukov va cOng su
tiép tuc cai tién vao nim 2004. Nghién ciru ciia ho cho thiy mo phong tuyén tinh da
chiéu c6 thé sir dung dé giam do phirc tap ctia qua trinh pha ma t6i 4 1an (chi con 241
ban 10).

Két qua tuong tu ciling c6 thé dat duoc voi kiéu tan cong tuyén tinh két hop véi
lya chon ban o6 (Knudsen and Mathiassen, 2000). Junod (2001) da thuc hién mot s6
thue nghiém dé tim ra do phtc tap thuc té ciia phd ma tuyén tinh va thiy rang qua trinh
thuc té nhanh hon du doan: 239x241.

Phéa ma Davies:

Trong khi pha ma vi sai va pha ma tuyén tinh 1a cac k¥ thuat pha ma tong quat,
c6 thé ap dung cho cac thuat toan khac nhau, pha ma Davies 13 mot ky thuat danh riéng
cho DES.

Dang tin cong nay dugc dé xuat 1an dau boi Davies vao cudi nhitng nim 1980
va cai tién boi Biham va Biryukov (1997). Dang tin cong manh nhat doi héi 250 van
ban ro, do phuc tap 1a 250 va c6 ty I¢ thanh cong 1a 51%.

Ngoai ra con ¢ nhitng kiéu tdn cong dua trén ban thu gon cua DES - DES véi it
hon 16 chu trinh. Nhitng nghién ctru nay cho chung ta biét s6 luong chu trinh can c¢6 va
ranh gidi an toan cuia hé thong.

Niam 1994, Langford va Hellman dé xuat pha ma vi sai - tuyén tinh (differential-

linear cryptanalysis) két hop giita pha ma vi sai va tuyén tinh.
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c/. Mt vai dic diém vé cach giai ma

DES c6 tinh chét bu: trong d6 13 phan bu cia x theo timg bit (1 thay bang 0 va
nguoc lai). EK 1a ban ma hoa ctua E véi khoa K. P va C 1a van ban r6 (trude khi ma
hoa) va vin ban mi (sau khi md héa). Do tinh bu, ta c6 thé giam do phirc tap cua tin
cong duyét toan bo xudng 2 lan (twong tng véi 1 bit) véi didu kién 13 ta co thé lya
chon ban ro.

Ngoai ra DES con c6 4 khoa yéu (weak keys). Khi sir dung khoa yéu thi ma hoa
(E) va giai ma (D) s& cho ra cung két qua:

EK(EK(P)) =P, EK=DK

Tuy nhién c6 thé dé dang tranh duoc nhitng khoa nay khi thyc hién thuét toan,
c6 thé bang cach thir hodc chon khoa mot cach ngau nhién. Khi d6 kha nang chon phai
khoa yéu 14 rat nho.

DES da dugc chirng minh 1a khong tao thanh nhém. N6i mot cach khac, tap hop
{EK} (cho tat ca cac khoa c6 thé) theo phép hop thanh khong tao thanh mot nhom hay
gan vi mot nhom (Campbell and Wiener, 1992). Van dé nay van con dé md va néu
nhu khong c6 tinh chit nay thi DES c6 thé bi pha v& d& dang hon va viéc ap dung DES
nhiéu lan (vi du nhu trong Triple DES (3 DES)) s& khong 1am ting thém d6 an toan ciia
DES.
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2.1.5. Mi héa khoa bat déi xing
2.1.5.1. Tong quan vé ma héa khéa bat doi xirng

M4 hoa khoa bét dbi xing 1a mot dang ma héa cho phép ngudi sir dung trao
d6i théng tin mat ma khong can phai trao ddi khoa chung bi mat trude dé. Didu nay
dugc thuc hién bang cach st dung mot cip khoa (co quan hé toan hoc véi nhau) la
khéa céng khai va khoa bi mat.

Thuat ngit ma héa khoa cong khai thuong dugc diung déng nghia voi mé hoa
khoa bat déi xtmg mic du hai khai niém khéng hoan toan twong duong. Cé nhitng
thuat toan ma hoa khoa bat d6i xing khong c6 tinh chat khoa cong khai va bi mat nhu
dé cap & trén ma ca hai khoa (cho ma hoa va giai ma) déu can phai giir bi mat.

Trong ma hoa khoda cong khai, khda bi mat phai dugce gilr bi mat trong khi khoa
cong khai dugc phd bién cong khai. Trong 2 khéa, mot dung dé ma hoa va khoa con lai
dung dé giai ma. Picu quan trong ddi v4i hé thong 1a “kho” thé tim ra khoa bi mat néu
chi biét khoa cong khai.

Hé théng ma hoa khoa cong khai c6 thé st dung véi cac muc dich:

* Ma hoa: gitt bi mat thong tin va chi c6 nguoi c6 khoda bi mat méi giai ma dugc.

« Tao chit ki s6: cho phép kiém tra mot van ban co phai da duoc tao voi mot khoa bi
mat nao do6 hay khong.

«  Thoa thuan khéa: cho phép thiét 1ap khoa dung dé trao d6i thong tin mat giita 2 bén.
Thong thudng, k§ thuat ma hoa khoa cong khai doi hoi khbi luong tinh toan nhiéu

hon k¥ thuat ma hoa khoa d6i xting nhung nhiing loi diém ma chiing mang lai khién

cho ching dugc ap dung trong nhiéu tng dung.
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1/. Mikc an toan

Vé khia canh an toan, ma hoa khéa bat ddi xtmg ciing khong khac nhiéu véi ma
hoa khoa ddi xting. C6 nhirng thuit toan duoc dung rong rii, c6 thuat toan chu yéu trén
1y thuyét; c6 thuat toan van dugce xem 14 an toan, c¢6 thuat toan di bi pha v4... Cling can
luu ¥ 1a nhitng thuét toan dugc dung rong rai khong phai lic nao cling dam bao an
toan.

Mot s thuat toan co nhitng ching minh vé d6 an toan véi nhiing tiéu chuan
khac nhau. Nhiu ching minh gin viéc pha v thuat toan véi nhitng bai toan ndi tiéng
van duoc cho 1a khong c6 16i giai trong thoi gian da thirc.

Nhin chung, chua cé thuat toan nao dugc ching minh 1a an toan tuyét ddi. Vi
vay, cling giéng nhu tat ca cac thudt toan mat ma noi chung, cac thuat todn ma hoa

khoa cong khai can phai dugc st dung mdt cach than trong.

2/. Cac vrng dung

Ung dung rd rang nhat ciia ma héa khoéa cong khai 1a bao mat: mot van ban
duge ma hoa bang khoa cong khai ciia mot ngudi ding thi chi c6 thé giai ma véi khoa
bi mat cua nguoi do.

Céc thuat toan tao chir ki sd (khoa cong khai) c6 thé dung dé xac thuc. Mot
nguoi ding c6 thé ma hoa vin ban voi khoa bi mat cia minh. Néu ngudi khac c¢6 thé
giai ma vai khoa cong khai ctia nguoi gui, thi co thé tin rang van ban thuc sy xuat phat
tir nguoi gan véi khoa cong khai do.

Cac dic diém trén con co ich cho nhiéu ung dung khac nhu: tién dién tu,

théa thuan khoa,....
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2.1.5.2. H¢ ma hoa RSA

Trong mat ma hoc, RSA la mét thuat toan m&@ hda khda cong khai. Pay 1a thuat
toan dau tién phu hop véi viée tao ra chit ki dién tir déng thoi vo1 viéc ma hda. N6
danh diu mot su tién bo vuot bac cua linh vuc mat ma hoc trong viéc st dung khoa
cong khai. RSA dang dugc sir dung phd bién trong thuong mai dién tir va duoc cho 1a
dam bao an toan véi diéu kién do dai khoa dua 16n.

Thuat toan RSA c6 hai khoa: khoa cong khai va khoéa bi mat. Khoa cong khai
dugc cong bd rong rii cho moi ngudi va duge dung dé méd hoa. Nhirng thong tin dugce
mi héa bang khoa cong khai chi c¢6 thé duoc giai ma bang khoa bi mat tuong tmg. No6i
cach khac, moi ngudi déu c6 thé ma hoa nhung chi co ngudi biét khoa ca nhan (bi mat)

moi c6 thé giai ma dugc.

1/.Tao khoa
«  Chon 2 s nguyén t6 16n p va q voi p # q.
« Tinh: n=p *q;. Tinh: gia tri ham s6 Ole: @(N)=(p-1)*(q-1).
«  Chon s ngau nhién b sao cho 1 < b < @&(n) va la sd nguyén t6 cung nhau véi
@n, tac ged (b, In) = 1.
« Tima,saochoa*b=1mod(@n).
» Hinh thanh cap khoa: K(K’,K"”), trong do:
K’=('n, b) la khéa cdng khai va K’>= (‘a ) la khoa bi mat.

2/. Ma héa:
Ma hoa ban rd m theo cong thirc:
c=m°(modn) (meZ,)
3/. Giai ma:

m=c® (modn).
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Chuyén doi viin ban ré:

Trude khi thyc hién ma hoa, ta phai thuc hién viéc chuyén doi van ban 16 (chuyén
d6i tir M sang m) sao cho khéng c6 gia tri ndo clia M tao ra vin ban mé khong an toan.
Néu khong c6 qua trinh nay, RSA s& gip phai mot sb van dé sau:

. Néu m =0 hodc m= 1 s& tao ra cac ban mi co giatrila 0 va 1 twong ing

. Khi ma héa véi s6 mii nho (ching han e = 3) va m ciing c6 gia tri nho, gia tri
m" ciing nhan gia tri nho (so v6i n). Nhu vay phép modulo khong c6 tac dung va co
thé dé dang tim dugc m bang cach khai cin bac e caa ¢ (bo qua modulo).

. RSA 13 phuong phap ma hoa xac dinh (khéng c6 thanh phan ngau nhién) nén ké
tan cong co thé thuc hién tin cong dira vao ban rd bang cach tao ra mot bang tra giira
ban rd va ban ma. Khi gip mot ban ma, ké tdn cong st dung bang tra dé tim ra ban rd
twong ng.

Mot sd tiéu chuén, chéng han nhu PKCS, d3 duoc thiét ké dé chuyén doi ban rd
truéc khi ma hoa bang RSA. Cac phuong phap chuyén doi nay bo sung thém bit vao
M. Cac phuong phap chuyén d6i can dugc thiét ké can than dé tranh nhitng dang tin
cOng phtic tap tan dung kha ning biét trude duoc cau tric cia ban rd. Phién ban ban
dau cua PKCS dung mot phuong phap dic tng (ad-hoc) ma vé sau dugc biét 1a khong
an toan trudc tin cong lya chon ban rd thich Gmg(adaptive chosen ciphertext attack).
Céac phuong phap chuyén d6i hién dai sir dung cac k¥ thuat nhu chuyén d6i ma hoa bat
d6i xtmg t6i wu (Optimal Asymmetric Encryption Padding - OAEP) dé chdng lai tin
cong dang nay. Tiéu chuan PKCS con dugc bd sung cdc tinh ning khac dé dam bao an

toan cho chir ky RSA.

Chay:

RSA ¢6 tée d6 thuc hién chdm hon dang ké so v&i DES va céc thuat toan ma
hoa dbi ximg khac. Trén thyc té, khi sir dung thuat toan ma héa ddi xing nao d6 dé ma
hoa vin ban chi ding RSA dé ma hoa khoa dé giai ma (thong thudng khoa ngan hon

nhi€u so v6i van ban).
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4/. Van dé tin cong hé ma héa RSA
al. Tim cach xdc dinh khéa bi mat:

Néu ke tAn cong tim duogc 2 s6 nguyén td p va q sao cho: n = p * ¢ thi c6 thé d& dang

tim dugc gia tri (p - 1)*(q - 1) va qua d6 xac dinh a theo cong thirc a * b= 1 mod ( @n ).
Khi tim ra khoa bi mat thi ching s€ gidi ma va tim ra ban ro.
—Cach phong tranh: Chon sb nguyén té p,q 1én dé viéc phan tich n thanh 2 thira sb

nguyén t6 1a kho co thé thyc hién duge trong thoi gian thyc.

bl. Tdan céng ditng giita ( Man-in-the-middle attack)

Ciing giéng nhu cac thuat toan ma hoa khéc, cach thirc phan phédi khoa cong
khai 12 mot trong nhitng yéu t6 quyét dinh ddi véi do an toan ciia RSA. Qu4 trinh phan
phéi khoa can chéng lai duge tan cong dung gilta (man-in-the-middle attack). Gia sir
Eve (ké tin cong) c6 thé giri cho Bob mot khoa bat ky va khién Bob tin rang d6 1a khoa
(cong khai) ciia Alice. Pong thoi Eve c6 kha ning doc duoc thong tin trao doi giira
Bob va Alice. Khi do, Eve sé gtri cho Bob khoa cong khai cua chinh minh (ma Bob
nghi rang d6 13 khoa cta Alice). Sau d6, Eve doc tit ca van ban mi hoa do Bob g,
giai ma v4i khoa bi mat cia minh, giit 1 ban copy dong thoi ma héa bang khoa cong
khai cta Alice va gui cho Alice. V& nguyén tic, ca Bob va Alice déu khong phat hién
ra su can thiép cta nguoi thit ba. Cac phuong phap chong lai dang tin cong nay thudng

dua trén cac chirng thuwe khoa cong khai.

c/. Tan cong dua trén thoi gian:

Vao nam 1995, Paul Kocher md6 td mot dang tan cong moi 1én RSA: néu ké tan
cong nam du thong tin vé phﬁn cung thuc hién ma hoa va xac dinh duoc thoi gian giai
ma dbi véi mot s6 ban ma lya chon thi ¢6 thé nhanh chéng tim ra khoa a. Dang tAn
cong nay c6 thé ap dung ddi v6i hé théng chit ky dién tir RSA.

Dé chdng lai tin cong dya trén thoi gian 14 dam bao qua trinh giai mi luon dién ra
trong thoi gian khong doi bat ké ban ma. Tuy nhién, cach nay c6 thé 1am giam hiéu sut tinh

toan. Thay vao do, hau hét cac ung dung hé mat RSA su dung k¥ thuat goi 1a che mt.
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K¥ thuat nay dua trén tinh nhin ctia RSA: Thay vi tinh ¢ ® mod n, Alice dau tién
chon mot s6 ngdu nhién r va tinh ( (r ®)* ¢) “ mod n.
Két qua ctia phép tinh nay 1a (r * m) mod n va tac dong cua r s& duoc loai bo bang cach
nhan két qua véi nghich dao cua r. BSi véi mdi vin ban mé, ngudi ta chon mét gid tri

cua r. Vi vay, thoi gian gidi ma s€ khong con phu thude vao gia tri cua van ban ma.

d/. Tan cong ding modulo n chung.

Gia str ¢6 2 nguoi tham gia A va B cung sir dung mt modulo chung n trong khéa
cong khai cia minh, chiang han A chon khoa cong khai (n, b) va giit khoa bi mat a.
Nguoi B chon khoa cong khai (n, d) va gilr khoa bi mat ¢. Mot nguoi tham gia tha 3 giri
mot van ban can bao mat X dén ca A va B thi dung khéa cong khai noi trén dé giri dén A
ban ma: y = x "mod n va guri dén B ban md z = x ¢ mod n. Ngudi tham ma O ¢6 thé dua

vao thong tin ciia n, b, d, y, z trén dudng cong khai d€ xac dinh ra ban rd x nhu sau:

-Tinhc=b *mod d;

-Tinhh = CZL : dugex=y¢(z") * modn.
Thuyc vay, ta co
y°(z") T mod n= (x ¢2)*(x 4Dy 1 mod n = (x ®) *(x ) mod n=x
X 13 ban rd can tim. Vay trong truong hop nay, viéc truyén tap tin bao mat
khong con an toan nira.
—Giai phap phong tranh:

Duing modulo n khac nhau cho mdi ngudi tham gia.

35



2.1.5.3. H¢ ma hoa Elgamal
Duoc xay dung trén bai toan kho giai logarit ro1 rac.
bac trung bai toan:
Cho mot sb nguyén to p va phan tir sinh o e Z,, Be Z*p.
Hay tim mot s6 nguyén duy nhata, 0 <a <p - 2, sao cho o *= B (mod p).

Ta s& xac dinh s6 nguyén a bang log , .

1/. Tao cap khéa (bi mit, cong khai) (a, B):

Chon s nguyén t6 16n p sao cho bai toan logarit roi rac trong Z, 1a “kho” giai.
Chon phan tir nguyén thiya € Z, . DatP=2, ,C=2Z,xZ, .

Chon khoa bi mata € Z ™, . Tinh khéa cong khai B = a.® (mod p).

Dinh nghia tap khoa: K= { (a, B, a, p}: B=a ® (mod p) }

Céc gia tri1 a, B, p dugc cong khai, phai gitt bi mat a.

Voibanrd X € Pvaban may e C, véi khoa k e K dinh nghia:
2/. Lap ma:

Chon s ngau nhién duong bi matt (0 <t<p —2)
Bainmalay=eyx (X t)=(y1Y2)

trongdd y;=a'modpva y,=x*p" modp

3/. Giai ma:

die (Y1 Y2)=y2*(1?) _1( mod p ).

Mo ta so luge cach lam viéc ciia hé ma Elgamal:

Ban mi x dugc che dau bang cich nhan nd véi B ' dé tao y ,, gia tri o ' cling
dugce giri di nhu mot phan cua ban ma. Ngudi biét duoc sd mii bi mat a c6 thé tinh
duge B U tir o ', Sau d6 anh ta s& thao mit na bang cach chia y, cho B ' dé thu dugc x.

p-1-a

Chay: yi=y
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Vi du:
Chop=13,a=2,a=3.Khidd
B=2°mod13=8

Bay gid ta gia sit B mudn gui théng bao x = 7 t6i A. Gia sir s ngau nhién ma B chon
la k=1. Sau d6 B tinh

y1=2'mod13=2

y,=7%x8'mod13 =4
Khi d6 A thu dugc ban mi y=(2,4), A tinhx=4x2%¥" mod 13=7

Do chinh 1a ban rd ma B da ma hoa.

4/. Tham ma véi hé ma Elgamal
a/. Thuat toan Shank

Thut toan nay con c6 tén goi khac 13 thuat toan can bang thoi gian — bd nhd
(Time memory Trade Off), c6 nghia 1a néu ching ta c6 du bo nhd thi c6 thé dung bd
nhé d6 dé giam thoi gian thuc hién cua bai toan xudng.

Input: s6 nguyén p, phan tir sinh nguyén thiy o € Z *p, s6 nguyén B.

Output: can tim a sao cho o®mod p = p.
Thuat toan:

Goi m=[(p - 1)*?] (14y phan nguyén).

Buée 1: Tinh o ™ mod pv6i 0<j< m- 1.

Budc 2 : Sap xép cac cip (j, o ™ mod p) va luu vao trong danh sach L;.

Bu6c 3: Tinh Boa ™' modpvéi0<i<m- 1.

Budc 4: Sap xép cac cap (i, B o " mod p) va luu vao danh sach L,

Budc 5: Tim trong 2 danh sach L, va L, va xem c6 tdn tai cap (j, o ™! mod p)
va (i, Bo.  mod p) ndo ma o ™ mod p= B o " mod p (toa do thir 2 cua 2 cap bang nhau).

Budc 6: a=(mj+i)mod(p—1). Két quanay co thé kiém chimg tir cong
mj +i

thire o ™' mod p= B o~ mod p =>a™ “'mod p= B mod p => a = ( mj+i) mod (p-1).
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bJ phuc tap cua thuat toan phu thudéc vao m = [(p-l)llz], vl gia tri cua m,
chung ta can tinh cac phan tir thudc 2 danh sach L, va L, déu 1a cac phép toan lily thira
phu thudc vao j va i, 1 va j lai phu thudc vao m nén co thé nhan théy 1a thuat toan nay

c6 thé 4p dung trong truong hop ma p nho.

Vi du:

Cho p=13, a=2; p=8. Tim a sao cho o *mod p=p.

Giai:

Tinh: m=[(p-1)"%]=3.

Bl: Tinhoa ™ mod pv6i0<j< m-1

V6i j= 0 thi o ™'mod p=23""mod 13=1

V6ij=1thi @™ mod p=2°"! mod 13=8

V6i j=2 thi o ™'mod p=2 3“2 mod 13=12

B2: Luu vao danh sach L; -> Vay ta ¢c6 L= {(0,1);(1,8);(2,12)}

B3: Tinh Ba'mod p v6i 0<i<m-1

V6ii=0 thi B o~ mod p=8 * 2 ° mod 13=8;

Véii=1 thi B o " mod p=8 * 2" mod 13=4;

Vi i=2 thi B o mod p= 8 * 22 mod 13=2;

B4: luu vao danh sach L,-> L,={(0,8);(1,4);(2,2)}

B5: Tim trong 2 danh séch L; va L, ¢dp (j, o ™ mod p) va (i, B o ™* mod p) ndo ma cé
a™ T (modp)=B*a’ (modp) (toa dd thir 2 cua 2 cip bang nhau).
Ta thay cap (1, 8 ) ctia Ly va (0, 8 ) ctia L, c6 toa do thir 2 bang nhau.
B6: vaya= (3 * 1+ 0 ) mod (13-1)=3
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b/. Tim cach xac dinh khéa bi méat

Str dung modulo p nhé
Khi str dung s6 nguyén té p nho thi tip Z *p nho, do d6 viéc tim duoc phan tir
sinh o e Z', ciing khong kho khin 1am. Khi biét dugc o va gia tri B tir khoa cong khai

tham ma c6 thé biét dugc khoda bi mat a.

—Giai phap phong tranh: Chon modulo p 13 sb nguyén té sao cho p -1 ¢6 it nhat mét sd
nguyén to 16n. Pidu d6 1a thuc hién duoc néu sb6 nguyén té p duoc chon 13 sé nguyén td

Sophie Germain (tirc ¢6 dang 2 q + 1, v6i q ciling 1a s6 nguyén to 16m).

c/. Tim cach xac dinh ban ro
Dung cing mot s6 k trong nhiéu lan 1ap ma: gia st dung cing mot s6 ngau
nhién k cho 2 1an lap ma, mot 1an cho x4, mét 1an cho x, va duoc cac ban ma tuong trng
(Y1Y2) va (21, Z2).
Vi dung cung mot k nén y; = z; va do do6 theo cong thirc 1ap ma ta co:
Zo1 Yo= Xo | Xq, tirc 12 Xo= X * Z,/y,. Nhu vdy, mot ngudi tham mé, mot 1an biét ca ban

r0 dé dang phat hién ban rd trong cac lan sau.

—Giai phap phong tranh: Mdi lan 1ap ma thi st dung mot s6 k khac nhau.
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2.2. CHUKI SO

2.2.1. So db chir ki sb
So db chit ky 1abd 5: (P, A, K, S, V).Trong do:
. Plétﬂghﬁuhancécvénbéncéthé
« A la mot tap hitu han cac chit ky co thé.
. ﬁKlét@)hﬁuhancéckhoécéthé
* S latap hitu han céc thuat toan ky
* V latap hitu han céc thuat toan kiém thr.

Vi mdi khoa k e K, co thuat toan ky Sig « € S, Sig i : P— A,
c6 thuat toan kiém tra chir ky Ver y e V, P x A — {dlng, sai},
thda man diéu kién sau voi moi X e P, yeA:

Pung, néu y = Sig « (X)

Very(x,y)=
Sai, néu y # Sig  (x)
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2.2.2. Chir ki RSA
1/. So dé chir ky RSA
» Tao cap khoa (bi mat, cong khai ) (a, b):
Chon bi mat 2 sé nguyén t6 16n p, q, tinh n = p * q, cong khai n, dit P = A = Z,,.
Tinh bi mat @ (n) = (p - 1).(q - 1). Chon khéa cong khai b < & (n), nguyén t6 v6i & (n)
Khoa bi mat a 1a phan tir nghich dao cia b theo mod & (n): a* b =1 mod (& (n)).
Tap ca@p khoa (bi mat, cong khai) K= {(a,b)/a,b € Z,,a*b=1mod (& (n))}.
« Ky so:
Chitkytrénx e Play=sigk (x)=xa(modn),y €A.
« Kiém tra chir ky:

verk (x,y) =dung < x=yb (modn). (xeP, V yeA)

2/. Vidu

a/. Tao khoa:

Chop=3,9=5n=p*q=3*5=15
dmM=pP-1.(9-1)=(3-1).5-1)=2*4=8
Chon b = 3 12 nguyén t6 cung nhau véi & (15)

Vay theo cong thirca * b=1 mod (& (n)) tacéa =3
Khoa K (K*, K”) véi K’ = (a) = (3) vaK” = (b, n) = (3, 15)
b/. Ky s6

Gia su ky trén x =2

Ham ky: y = sig - (X) = x * (mod n) = 2 ® (mod 15) = 8
¢/. Kiém tra chir ky

ver - (X, y) = ver ,» (2, 8) = Pung
viy®(modn).=83(mod 15) =2 = x
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2.2.3. Chir ki Elgamal

1/. So @6 chir ki Elgamal

» Tao cap khoa (bi mdt, cong khai) (a, B)

Chon s nguyén t6 16n p sao cho bai toan logarit roi rac trong Z, 1a “kho” giai.
Chon phan tir nguyén thuy a. € Z *p batP=2Z p* VA=Z p* xZ p-l* :

Chon khoa bi mata e Z," . Tinh khoa cong khai B = o (mod p).

Dinh nghia tap khoa: K= { (a, B, a, p}: p=a * (mod p) }

Céc gia tri a, B, p dugc cong khai, phai gitt bi mat a.

« Kyso
Diing 2 khoa ky: khda a va 1 khoa ngiu nhién bi matt (te Z 1)
Chitkytrénx e Play=sigyx (x,t)= (y,8), ye A

t

y=a "modpvad=(x-ay)*t mod(p-1)vdixye Z*p, 5 Zp-1

« Kiém tra chir ky
Verk (x,(y, &) )= dang khi va chi khi: (B) ¥ *y°=a * (mod p)
Néu chir ki dugc thiét 1ap dung thi xac minh s& thanh cong vi:
BnyEaay*at(X—ay)* bl =X
2/. Vidu
Gia st : Cho p =467, a=2 , a=127 khi do:
B=a*modp =2 mod467 =132.
Néu Bob mudn ky trén birc dién x = 100 va chon sd ngau nhién k =213
(chiy 1a USCLN(213,466) =1 va 213" mod 466 =431 ). Khi d6 :
y=2"®mod 467 =29 va &= (100 — 127 x 29 ) 431 mod 466 = 51
Bt ki ai ciing c6 thé xac minh chit ki nay bang cach kiém tra:
132%°*29° = 189 (mod 467 ) va 2'°° = 189 (mod 467 )
Vi thé chir ki 1a hop 1¢.
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2.3. HAM BAM
2.3.1. Tong quan ham bim
2.3.1.1. Khdi ni¢m Ham bdam

Ham bam 14 thut toan khong dung khéa dé ma hoa, n6 c6 nhiém vy loc ( bim)
tai liéu va cho két qua la mot gia tri “bam” co6 kich thudce ¢ dinh, goi la ““ dai dién tai
li¢u” hay “dai dién thong digp”.

Ham bam 13 ham mot chiéu, theo nghia gia tri cia ham bam 1a duy nhat, va tir

gi4 tri bam nay, “khé thé” suy nguoc lai ndi dung hay d6 dai ban dau cua tai lidu gdc.

2.3.1.2. Dac tinh cua ham bam

Ham bam h 12 ham mdt chiéu véi cac dic tinh sau:
1/. Véi tai liéu dau vao (ban tin gbc) x, chi thu dugc gia tri bdm duy nhit z = h (x).
2/. Néu dit liéu trong ban tin x bi thay d6i hay bi x6a dé thanh ban tin x’, thi gi4 tri bim
h (x’) # h (x). Cho du 12 mot thay d6i nho, vi du thay d6i mot bit dir liéu cia ban tin
gbc x, thi gia tri bam h (x) cua no ciing van thay doi. Piéu nay c6 nghia 1a: hai thong
di€p khac nhau thi gia tri bam cua chung cling khac nhau.
3/. Noi dung cua ban tin goc “ kho” thé suy ra tir gia tri bam ciia n6. Nghia 1a: véi
thong diép x thi “d&” tinh dugc z = h (x), nhung lai “kh6” tinh nguoc lai duge x néu chi

biét gia tri bam h (x).

2.3.1.3. Cdc tinh chit ciia Ham bim

Tinh chit 1: Ham bam h 1a khong va cham yéu.

Ham bam h duogc goi 1a khong va cham yéu, néu cho trude ban tin x, kho ¢6 thé tinh
toan dé tim ra x” # x ma h (x’) = h (x).

Tinh chit 2: Ham bam h 14 khong va cham manh.

Ham bam h duoc goi 1a khong va cham manh néu “kho6 » thé tinh toan dé tim ra hai
btrc thong di¢p khéac nhau x’ va x ( x” #x) ma c6 h (x’) = h(x).

Tinh chét 3: Ham bam h 1a ham mot chiéu.

Ham bam h duoc goi 1a ham mot chiéu néu khi cho trude mot ban tom lugc thong bao

z thi “kh6” thé tinh toan dé tim ra thong diép ban dau x sao cho h (x) = z.
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2.3.2. Ham bam MD4
2.3.2.1. Khai niém “Thong diép dém”

“Théng diép dém> 12 xau bit c6 do dai chia hét cho 512.
“Thong diép dém” duoc Iuu trong mang M =M [0] M[1] ... M[N-1]
Trong d6 M[i] 1a xau bit c6 do dai 32 bit, goi 1a word.

N=0mod 16. (32 *16=512)

M duogc xdy dung tir ban tin gbc a bang thuat toan:
1/.d = 447 — (| a| mod 512)
2/. Gia str | 12 ki hiéu biéu dién nhij phan cta | a | mod 2%
3.M=al[1]0%I

Do daiciaxdu M=a| 10 la]a|+ 1+ d = 448 mod 512.
DJ dai cta thong di¢p dém M la:
448 mod 512 + | | | = 448 mod 512 + 64 = 512 mod 512

Chay: ViM=al| 1] 0% 1nén

d=[|M|-(|a]|+1+1)
= |512|- (|a|+1+64)=512—(|a|+65) =447 —(|a| mod 512).
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2.3.2.2. Thudt toin MD4
Input: Thong di¢p 1a mot xau a co6 do dai b bit.
Output: Ban bam dai dién cho thong diép gbc, c6 do dai cd dinh 128 bit.

1/. Tém tit thuit toin
Buwérc 1: khoi tao thanh ghi.
C6 4 thanh ghi dé tinh toan nham dua ra céc doan mé: A, B, C, D. Mdi thanh

ghi c6 d¢ dai 32 bit. Cac thanh ghi nay dugc khai tao gia tri hexa.

Word A : =67 452301 word C : =98 ba dc fe
Word B : = ef cd ab 89 word D :=103254 76
Bwoc 2:

Xt 1y thong diép a trong 16 khdi word, cé nghia 14 cing mot Iuc xtr Iy 16 word
la 512 bit.

Chia mang M thanh cac khdi 512 bit, dua timg khéi 512 bit vao mang T [j]. Mdi
lan xtr Iy mot khdi 512 bit. Lap lai N/16 1an.
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2/. Thuat toan MD4
A:=67452301 C:=98badcfe
B:=efcdab89 D:=10325476
/* Xt 1y thong diép theo tirng khdi 16 word*/
Fori:=0 to N/16 -1do
For j:= 0to 15 do /* Copy khéi i vao trong T. */
TOHI=M[161i +]]; /* lap trén j */
end
/* Luu A vao AA, B vao BB, Cvao CC, DvaDD . */
AA=A
BB=B
CC=C
DD=D
/*mdi lan xtr Iy 16 tir, moi tir 32 bit*/
Vong 1
Vong 2
\Vong 3
/* cong vao mdi thanh ghi gid tri ctia né trude khi vao vong lap */
A=A+ AA
B=B+BB
C=C+CC
D=D+DD

end /* lap trén i */

3/. Cac phép tinh va cac ham dung trong thuat toan MD4
Céc phép toan logic dugc stir dung trong 3 vong

X A'Y la phép todn AND theo bit gitta X va Y

X VY la phép toan OR theo bit gitra X va Y.

X @& Y la phép toan XOR theo bit gitta X va Y
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— X chi phép bu cua X
X +Y la phép cong theo modulo 2%
X <<< s la phép dich vong trai X dis vitri (0 <s <31)

3 ham F, G, H dung twong rng trong vong 1, 2, 3.

Mobi ham nay 1a mot ham logic tinh theo bit.
FOGY,Z)=(XAY)V (-X)AZ)
GXY,Z)=(XAY)V ( XAV (YANZ)
HX,Y,Z)=X@&Y&Z

4/. Ba vong “bam”

Vong 1
1. A=(A+F(B,C,D)+T[0])<<<3
2. D=(D+F((A,B,C)+T[1]) << 7
3. C=(C+F(D,A,B)+T[2])<<<11
4. B=B+F(C,D,A)+T][3])<<<19
5. A=(A+F(B,C,D)+T[4])<<<3
6. D=(D+F(A,B,C)+T[5])<<<7
7. C=(C+F(D,A,B)+T[6])<<<11
8. B=B+F(C,D,A)+T][7])<<<19
9. A=(A+F(B,C,D)+T[8])<<<3
10. D=(D+F(A,B,C)+T[9])<<<7
11. C=(C+F(D,A,B)+T[10])<<< 11
12. B=(B+F(C,D, A)+T[11])<<<19
13. A=(A+F(B,C,D)+TJ[12]) <<<3
14. D=(D+F(A,B,C)+TJ[13]) << 7
15. C=(C+F(D,A,B)+T[14])<<< 11
16, B=(B+F(C,D, A)+T[15]) <<< 19
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\Vong 2

A=(A+G (B, C,D)+T[0] +5A827999 ) <<< 3

D=(D +G (A, B, C) + T [4] + 5A827999 ) <<< 5

C=(C+G (D, A B)+TI[8] + 5A827999 ) <<< 9

B=(B+G(C,D,A)+T[12] + 5A827999 ) <<< 13

A=(A+G(B,C,D)+T[1] +5A827999 ) <<< 3

D=(D +G (A B, C) +T[5] + 5A827999 ) <<< 5

C=(C+G (D, A B)+T[9]+ 5A827999 ) <<< 9

B=(B+G (C,D,A)+T[13] + 5A827999 ) <<< 13

©| o N o g &~ W N

A=(A+G(B,C,D)+T[2] +5A827999 ) <<< 3

10.D=(D+G (A, B, C) + T [6] + 5A827999 ) <<< 5

11.C=(C+G (D, A, B) + T [10] + 5A827999 ) <<< 9

12.B=(B+G (C, D, A) + T [14] + 5A827999 ) <<< 13

13.A=(A+G (B, C, D) + T [3] +5A827999 ) <<< 3

14.D=(D+G (A, B, C)+ T [7] + 5A827999 ) <<<5

15.C=(C + G (D, A, B) + T [11] + 5A827999 ) <<< 9

16.B=(B+G (C, D, A) + T [15] + 5A827999 ) <<< 13

Gia tri: 5A827999 1a mot hang s6 ¢ dang hecxa c6 do dai 32 bit.
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\Vong 3

A=(A+H (B, C, D)+ T[0] + 6EDIEBAL)<<< 3

D=(D+H (A, B, C) + T[8] + 6EDIEBA1)<<< 9

C=(C+H (D, A B)+T[4] + 6EDIEBAL)<<< 11

B=(B+H(C,D,A)+T[12] + 6EDIEBAl)<<< 15

A=(A+H (B, C,D)+T[2] + 6EDIEBAL)<<< 3

D=(D +H (A, B, C) + T[10] + 6EDIEBAL)<<< 9

C=(C+H (D, A, B)+ T[6] + 6EDIEBAL)<<< 11

B=(B+H(C,D,A) + T[14] + 6EDIEBA1)<<< 15

A=(A+H (B, C,D)+T[1] + 6EDIEBAL)<<< 3

D=(D+H (A, B, C) + T[9] + 6EDIEBA1)<<< 9

C=(C+H (D, A B)+T[5] + 6EDIEBAL)<<< 11

B=(B+H(C,D,A)+ T[13] + 6EDIEBA1)<<< 15

A=(A+H (B, C,D)+T[3] + BEDIEBAL)<<< 3

D=(D +H (A, B, C) + T[11] + 6EDIEBAL)<<< 9

C=(C+H(D,A, B)+ T[7] + BEDIEBAL)<<< 11

B=(B+H(C,D,A)+ T[15] + BEDIEBAL)<<< 15

Giai thich: 6EDIEBA1 1a mot hang s6 & dang hexa c6 do dai 32 bit
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5/. Két qua “bam”

Két qua ra 13 doan ma c6 d6 dai 128 bit, dugc thu gon tir thong diép a co do dai
b bit. Doan ma nay thu duoc tir 4 thanh ghi A, B, C, D bit dau tir byte thip cta thanh
ghi A dén byte cao cua thanh ghi D.

Vidu:a=“ABC”

Két qua cuoi cung la dai dién van ban

A = 6A8CA15F
B = 671E4A93
C = 93F85626
D =3409907C
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2.3.3. Ham bam SHA

2.3.2.1. Gidi thi¢u

SHA (Secure Hash Algorithm hay thuét giai bam an toan)

Nam thuat giai SHA 1a SHA-1 (tra lai két qua dai 160 bit), SHA-224 (tra lai két
qua dai 224 bit), SHA-256 (tra lai két qua dai 256 bit), SHA-384 (tra lai két qua dai 384
bit), va SHA-512 (tra lai két qua dai 512 bit).

Thuat giai SHA 1a thuat giai bim mat dugc phat trién bdi cuc an ninh qubc gia
(National Security Agency hay NSA) va duoc xuat ban thanh chuan cta chinh phi Mi
boi vién cong nghé va chuan qudc gia Mi (National Institute of Standards and
Technology hay NIST). Bén thuat giai sau thudng dugc goi chung 1a SHA-2.

SHA-1 duoc ding trong nhiéu tmg dung va giao thirc an ninh khac nhau, bao
gom TLS va SSL.PGP,SSH va IPSec. SHA-1 duoc coi 1a thuat giai thay thé MD5.

SHA-2 bao gém bén giai thuat SHA-224, SHA-256, SHA-384 va SHA-512. Ba
thuat giai SHA-256, SHA-384 va SHA-512 duoc xuat ban 1an dau nam 2001.

Vé giai thuat, cac bién thé cia SHA-2 khong khac nhau. Mic du chiing st dung
gia tri bién va hang sb ciing nhu d6 dai tir, v.v. khac nhau.

Mic du Gilbert va Handschuh (2003) dd nghién ctru va khong tim ra diém yéu cia

nhirng bién thé nay, chiing van chua dugc kiém chimg ki nhu SHA-1.
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2.3.3.2. Thudgt toan
1/. Khéi gan cac bién:
h0 := 0x67452301
hl:= OXEFCDABS89
h2 := Ox98BADCFE
h3 := 0x10325476
h4 := OxC3D2E1F0
2/. Tién xir ly
Thém bit 1 vao cudi thong diép
Thém vao k bit 0 sao cho d6 dai thong diép nhan dugc dong du 448 (mod 512)
Thém 64 bit bicu dién d6 dai dai ctia thong diép goc.

— - —)
m bit 1 bit K bit 64 bit

B6i s6 cuia 512

Chia thong diép thanh cac khéi 512 bit

Véi mdi khoi 512-hit:
Chia thanh 16 word (32 bit) w[0..15]
Mo¢ rong 16 word (32 bit) thanh 80 word (32 bit)
wil=wW[i-3]@®w[i—8]@®w[i-14 ®w][i-16]) <<<1vdi 16 <i<80
A= h0, B= h1, C=h2, D= h3, E= h4
80 chu ky xtr Iy
hO+= A, h1+=B, h2+=C, h3+=D, h4+=E

Két qua:=h0 | h1 | h2 | h3 | h4
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3/. Chu ky xir ly trong SHA1
t1a s6 thir ty cta chu ky
A, B, C, D, E la 5 word (32 bit) cta trang thai
F 13 ham phi tuyén (thay doi tiry theo chu ky)
<<<n la phép quay trai n vi tri

phép cdng modulo 2% K la hang s6

N\ ———

ST

forifromOto 79 A

f=F[t](B,C D)
temp=(A<<<BH) +f+E +K;+w][i]

E=D
D=C
C=B<<<30
B=A

A =temp

Gia tri cua K:
0x£5a8279990<t<19
0x6ed9%bal,20<t1<39

i
' ]o :8F1bbede,d0 <t <59
[0xcab62cldg, 50<t <79

Cong thirc ctia ham F [ t ] ¢6 thé duoc viét lai nhu sau:

ZB( X AlYDZ]), 0<t<19

FH X2 :J{ KAYV|ZAIX VY]], 20<t<39
’ }(x/\v)v(z/\(‘xm)), 40<t<59
[ XAY ]+ ZA[X®Y]), 80<t<T79

>
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Chwong 3. MOQT SO DANG “TAN CONG”
HE THONG THONG TIN

3.1. TAN CONG MANG MAY TiINH VA CACH PHONG CHONG
3.1.1. Mot s6 dang tAn cong mang may tinh
3.1.1.1. Ky thudt danh lira

Diy 1a thu thuat duoc nhiéu ké tin cong dung cho cic cudc tin cong va tham
nhap vao hé thong mang va may tinh, boi tinh don gian ma hiéu qua cta nd. Thuong
duogc sir dung dé 1ay cap mat khau, thong tin, tn cong vao va pha hiy hé théng.

Vi du : K¥ thuat danh ltra Fake Email Login.

Vé nguyén tic, mdi khi diing nhap vao hop thu, thi chiing ta phai nhap thong tin tai
khoan ctia minh bao gdm username (tén ngudi ding) va password (mat khau) roi gii théng
tin dén Mail Server xr Iy. Loi dung viéc ndy, ké tAn cong da thiét ké trang web giéng hét
nhu trang ding nhap ma chung ta hay str dung. Tuy nhién, d6 1a mot trang web gia va tat ca
thdng tin ma chlng ta dién vao déu duogc goi dén cho ho. Két qua, chung ta bi danh cap mat
khau.

Néu 14 ngudi quan tri mang, ching ta nén chu ¥ va dé chimg trude nhitng email,
nhitng tin nhin, cac c dién thoai yéu cau khai bao thong tin. Nhirng mdi quan hé ca

nhan hay nhiing cudc tiép xtc déu la mot moi nguy hiém tiém tang.

3.1.1.2. Ky thudt tin céng vao ving an

Nhitng phan bi ddu di trong cac website thudng chtra nhitng thong tin vé phién
lam viéc cua cac client (may khach). Cac phién lam viéc nay thuong dugc ghi lai ¢
may khach chir khong t6 chuc co s dit lidu trén may chu. Vi vay, ké tdn cong co thé
sir dung chiéu chirc View Source cua trinh duyét dé doc phan dau di nay va tir d6 co
thé tim ra cac so ho cua trang Web ma ho mudn tin cong. Tir d6, c6 thé tAn cong vao

hé théng may chil.
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3.1.1.3. Nghe trom

Céc hé thong truyén dat thong tin qua mang doi khi khong chic chin lim va loi
dung diéu nay, ké tn cong cé thé truy cip vao cac duong dan dir liéu dé nghe trom
hoic doc trom ludng dit lidu truyén qua.

Ké tan cong nghe trom su truyén dat thong tin, dit liéu s& chuyén dén ké trom.
N6 s& thu thap nhitng thong tin quy gia vé hé théng nhu mot goi chira mat khau va tén
nguoi dung cia mot ai d6. Cac chuong trinh nghe trdm con dugc goi 1a cac sniffing.
Céc sniffing ndy c6 nhiém vu ling nghe cac cong ctia mot hé thong ma ké tin cong
mudn nghe trom. N6 s& thu thap dir liéu trén cac cong nay va chuyén vé cho ké tin

cong

3.1.1.4. Tin céng Man-in-the-Middle — Gig mao DNS

MBoi truy van DNS dugc giri qua mang déu ¢ chira mot sé nhan dang duy nhat,
muc dich ctia s6 nhan dang nay 1a dé phan biét cac truy van va déap tra ching. Piéu nay
c6 nghia rang néu mot may tinh dang tdn cong cua chung ta ¢ thé chin mot truy van
DNS nao do dugc gui di tor mot thiét bi cu thé, thi tat ca nhitng gi chung ta can thuc
hién 14 tao mdt goi gia mao c6 chira s6 nhan dang d6 dé géi dir liéu d6 dugc chap nhin
bd1 muc ti€u.

Chung ta s& hoan tit qua trinh nay bang cach thuc hién hai budc véi mot cong
cu don gian. Dau tién, ching ta can gid mao ARP cache thiét bi muc tiéu dé dinh tuyén
lai luu lwong cta nd qua cic may chii dang tin cong clia minh, tir d6 c6 thé chin yéu
cau DNS va gui di goi dir liu gia mao. Myc dich cua kich ban nay 13 lira ngudi dung
trong mang muc tiéu truy cip vao website doc thay vi website ma ho dang cb ging truy
cap. Pé rd hon chung ta ¢ thé tham khao thém hinh tin cong bén dudi.

Viéc tao ra mot kiéu tan cong mai la myc dich cua cac ké tén cong. Trén mang

Internet hién nay.
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3.1.2. Phong chong tan cong qua mang bang ki thuit mat ma

3.1.2.1. Phwong phdap ma hoa

Véi phwong phdp ma héa thi trude khi duge truyén trén mang, dir lidu da duoc
mi hoa dé dam bao trong qua trinh truyén di dit liéu d6 khong bi xem trom.

Giao thitc SSL (Secure Socket Layer) t6 hop nhiéu giai thuat ma héa nhim dam
bao qua trinh trao ddi thong tin trén mang duoc bao mat. Viéc ma hoa dir liéu dién ra
mot cach trong sudt, hd tro nhiéu giao thirc khac chay trén nén giao thirc TCP.

Co ché hoat dong cua giao thirc SSL dua trén nén tang cac tng dung mi héa da
duoc kiém ching nhu: giai thuat ma héa d6i xing nhu DES, 3 DES va ma hoa bat

doi xung nhu RSA, Elgamal, giai thuat bam (hash) mdgt chiéu, v.v...

3.1.2.2. Phwong phap chirng thuc khoa cong khai

Vi du, A mudn gui thong diép cho B va ma hoa theo phuong phap khéa cong
khai. Luc ndy A can phai mi héa thong diép bang khoa cong khai ctia B. Truong hop
khoa cong khai bi gia mao thi sao? Ké tan cong c6 thé tu sinh ra mot cip khéa gom
khoa cong khai va khoa bi mat, sau d6 dua cho A khoa cdng khai nay va noi day la
khoa cong khai ctia B. Néu A dung khoa cong khai gia nay ma tuong 1a caa B thi dan
dén hé qua moi thong tin A truyén di déu bi ké thn cong doc duoc.

Vién dé nay duogc giai quyét néu c6 mot bén thir ba duoc tin cdy, goi 1a C, dimg
ra ching nhan khoéa cong khai. Nhirng khoéa cong khai da dugc C chung nhan goi 1a
ching nhan dién tur (public key certificate hay digital certificate).

Mot ching nhan dién tuor co thé duoc xem nhu 13 mot “hod chiéu” hay “chung
minh thu”. N6 duoc mét t6 chirc tin cdy (nhu VeriSign, Entrust, CyberTrust, v.v...) tao
ra. T6 chirc nay dugc goi 13 t6 chirc ching nhan khoa cong khai Certificate Authority
(CA). Mot khi khéa cong khai da duoc CA chtng nhan thi ¢ thé dung khéa do6 dé trao

doi dir li¢u trén mang vé1 mic do bao mat cao.
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CAu tric cuia mot chimg nhan dién tir gdm cac thanh phan chinh nhu sau:
+ Tén cua CA tao ra chirng nhan.

+ Ngay hét han cta ching nhén.

+ Nhitng thong tin vé thuc thé dugc chimg nhén.

+ Khéa cong khai dugc chirng nhan.

+ Chir ki: do khoa bi mat cia CA tao ra va dam bdo gia tri cia chiing nhan
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3.2. TAN CONG HE PIEU HANH VA CACH PHONG CHONG
3.2.1. Mt s6 dang tin cong hé diéu hanh
3.2.1.1. Tdn cong vao hé théng cé ciu hinh khong an toan

Céu hinh khéng an toan ciing 1a mot 156 hong bao mét cua hé thong. Cac 16 hong
nay duoc tao ra do cac tng dung c6 cac thiét 1ap khong an toan hodc ngudi quan trj hé
théng dinh cdu hinh khong an toan. Chang han nhu cAu hinh may cha web cho phép ai
cling c6 quyén duyét qua hé théng thu muc. Viéc thiét 1ap nhu trén c6 thé lam 16 cac
thong tin nhay cam nhu ma ngudn, mat khiu hay céc thong tin caa khach hang.

Néu quan tri hé théng ciu hinh hé théng khong an toan s& rat nguy hiém vi néu
nguoi tan cong duyét qua dugc cac tép tin mat khau thi ho ¢ thé tai vé va giai ma ra,

khi d6 ho ¢6 thé 1am dugc nhiéu thit trén hé thong.

3.2.1.2. Tdn céng mdt khiu co ban (Password-base Attact)

Thong thuong, hé théng khi méi cu hinh ¢6 tén nguoi ding va mat khau mac
dinh. Sau khi cdu hinh hé théng, mot sb ngudi quan tri van khong doi lai cac thiét lap
mic dinh nay. Pay 13 15 hong giup ké tdn cong c6 thé thAm nhdp vao hé thdng bang
con dudng hop phap. Khi da dang nhap vao, ké tin cong c6 thé tao thém nguoi ding,

cai cira sau (backboor) cho 1an viéng tham sau.
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3.2.1.3. Tin céng tir chéi dich vu (DoS)

Tan cong tir chdi dich vu (DoS) 14 cudc tin cong trén hé théng mang nham ngin
can nhimng truy xuat t6i mot dich vu nhu 14 WEB, Email,... Tan cong DoS pha huy
dich vu mang bang cach 1am tran ngap sé luong két ndi, qua tai may chi hoic chuong
trinh chay trén may chu, tiéu tén tai nguyén cua mdy chu, hodc ngin chin ngudi ding
hop 1€ truy nhap tdi cac dich vy mang.

Céch phan loai phd bién thudong dua vao giao thirc trong hinh thirc tin cong
DoS, vi du nhu tran ngap ICMP v6i Smurf, Ping of Death, khai thac diém yéu cia TCP
trong hoat dong cua giao thirc va phan manh goi tin vi SYN flood, hay cac ung dung
0 16p tng dung nhu véi Flash Crowds (hay tén goi khac 1a X-flash).

Phan loai theo phuong thirc tan cong, DoS c6 thé duoc thue hién béng mot vai
g6i tin don 1¢ giri thang toi server gdy réi loan hoat dong (nhu slammer worm), hoic
kich hoat dé gtri tir nhiéu ngudn (tin cong tir chdi dich vu phan tan DdoS). T4n cong cd
thé thyc hién trén mang Internet (st dung ngay cac web server), hodc broadcast trong
mang tir bén trong (insider attacks nhu véi Blaster worm), trén cdc mang ngang hang
P2P (P2P index poinsioning) hay Wireless (WLAN authentication rejection attack-
spoof sender). Tuy nhién, c6 thé thiy cic cach phén loai trén dwa chu yéu vao cach
nhin tir sy phat sinh ngudn tin coéng va vi thé, khong hé théng hoa dugc phuong thic
phong tranh.

Zombie (hay con goi 1a daemons, slaves hoic agent) 1a d6i twong dugc loi dung
tré thanh thanh phan phat sinh tin cong. Mot s6 truong hop dién hinh nhu 13 théng qua
rootkit (mdt dang phén mém duoc kich hoat mdi khi hé théng khéi dong, trudce ca khi
hé diéu hanh khoi dong xong. Rootkit cho phép cai mét file cé thudc tinh an, mot tién
trinh, hodc mdt tai khoan nguoi st dung 1én hé diéu hanh. Rootkit c¢6 kha nang chan bét
dit liéu tr cac thiét bi dau cudi, tir cac két ndi mang va tur ban phim), hay cac thanh
phan hoat dong dinh kém trong email, hoic trang Web. Dé phong chdng, hé thong
mang can c6 nhitng cong cu theo ddi va loc bo ndi dung (content filtering) nhim ngin

ngura vi¢c tuyén md zombie cua c4c tin tac.
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C6 rat nhidu cac cong cu tan cong tir chdi dich vu DoS, chii yéu 1a tin cong tir
chéi dich vy phan tan DdoS nhu 1a TEN, TFN2000 (Trible Flood Network), tin cong
dua vao nguyén ly hoat dong cua céc giao thuc nhu 1a Smurf, UDP, SYN, hay ICMP.
Céc cong cu nay co dic diém 14 can phai c6 cac kénh phat dong dé zombie thyc hién tin
cong téi mot may dich cu thé. Hé thong can phai co cac cong cu dé giam sat va ngin

ngura cac kénh phat dong do.

1/. Ngin chiin tin cong bang bing thong

Khi mét cudc tAn cong DoS duge phat dong nd thuong duge phat hién dua trén
su thay doi dang ké vé bang thong cua hé théng mang. Vi du, mot hé théng mang binh
thuong c6 thé co6 80% luu luong 1a cua giao thuc TCP, 20% luu lugng con lai 1a cua
UDP. Théng ké nay néu c6 thay doi rd rét c6 thé 1a dau hiéu ciia mot cudc tin cong
DoS. Vi du nhu, sau Slammer s€ 1am tang luu lugng UDP, trong khi sdu Welchi s€ tao
ra ICMP flood. Viéc phan tan luu lugng gy ra boi cac sau nay gy tac hai 1én bo dinh
tuyén, tuong lira, hodc ha ting mang. Hé thong can phai ¢ cic cong cu giam sat va

diéu phdi bang thong nham giam thiéu tac hai clia tdn cong dang nay.
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2/. Ngin chin tin cong qua co ché SYN/ACK

SYN flood 13 mét trong nhitng cach tan cong DoS cb nhit con ton tai cho dén
thoi diém hién tai, nhung tac hai ctia n6 gay ra thi khong giam. Diém cin ban dé phong
ngira cach tan céng DoS nay 1a kha ning kiém soat dugc sb lwong yéu cau SYN/ACK

trong co ché két ndi bat tay 3 bude cua giao thire TCP t6i hé théng mang.

3/. Phat hién va ngin chin tin cong téi han so két noi

Ban than cac may cha chi c6 thé dap ung duoc mot sé luong nhat dinh cac két
ndi téi n6 cung mot luc. Ngay ban than tudng lira (ddc biét voi cac tudng lira ¢6 tinh
ning duyét trang thai), thi cac két ndi luén dugc gin lién véi bang trang thai co gidi
han dung luong. Pa phan céc cudc tan cong déu sinh ra sé luong cac két ndi ao thong
qua viéc gia mao. Pé phong ngira tin cong dang nay, hé théng can phan tich va chong
dugc viéc gia mao, va kiém soat duogc sb luong két ndi tir mot nguén cu thé téi may

chu..

4/. Phat hién va ngiin chin tin cong téi han toc do thiét 1ap két noi

Mot trong nhitng diém ma cac may cha thuong bi loi dung 13 kha nang cac bo
dém gi6i han danh cho toc do thiét 1ap két ndi, din dén qua tai khi phai chiu sy thay
ddi dot ngot vé s6 lugng két ndi. O day, viéc ap dung bd loc dé gi61 han s6 luong két
ndi c6 mot vai trd rat quan trong. Mot bd loc s& xac dinh ngudng toc do két ndi cho
ting thanh phan cua mang.

Trong mot hé théng, dé doi phé voi cac cude tan cong tu chdi dich vu, thi thanh
phan IPS dugc coi 14 quan trong nhét. Cac cudc tin cong tir chdi dich vu chii yéu nham
vao kha nang xir 1y ctia hé thong mang ma dau tién 1 cac thiét bi an ninh mang. Ning
luc xur 1y cua IPS 1a mgt trong nhitng dac diém can cha y, dac biét 1a su 6n dinh trong

viée xtr Iy dong thoi céc loai luu lwong hdn tap véi kich thudc goi tin
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3.2.2. Cdach phong chéng tin cong hé diéu hanh bang ki thudt mdt ma.

1/. Phong chong bang phuwong phap ma hoa: sir dung cac tai khoan ding nhap phuc tap;
ma hoa tai khoan nguoi dung.
CAc tép tin, dir liéu quan trong cua hé thong nén bao vé bang ki thuit ma hoéa, gidu tin,

nén tin, vv...

2/. Ldi chu yéu dugc tim thiy trén cac ung dung chay trén hé diéu hanh pho bién hién
nay 1a Windows, trén cac chuong trinh Webserver, DNS, hay SQL database. Cap nhat
cac ban vé 1a mot trong nhitng yéu cau quan trong cho viéc phong ngira cac diém yéu

cua ing dung.

3/. DUng phuong phap mat ma dé xac thuc thuc thé két ndi
Vi du:
Pé phong chdng tin cong ARP (ARP chuyén tir dia chi IP sang dia chi MAC

trong lién lac mang) c6 thé dung chir ki s6 dé xac thuc thuc thé két ndi, chéng gia mao.
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3.3. TAN CONG CO SO DU LIEU

3.3.1. Mt s6 dang tin cong co s& dir liéu
Vi du: tAn cong co so dit liéu bang phuong phap tiém vao SQL( SQL Injection )
1/. SQL Injection la gi?

SQL injection 1a mét ki thuat cho phép nhirng ké tin céng loi dung 16 hong
trong viéc kiém tra dit liéu nhap trong cac tmg dung web va cac thong bao 16i ciia hé
quan trj co s& dir liéu dé "tiém vao" (inject) va thi hanh cac cdu 1énh SQL bat hop phap
(khong dugc ngudi phat trién tng dung ludng trude). Hau qua ctia nd rét tai hai vi né
cho phép nhiing ké tan cong c6 thé thyuc hién cac thao tic x6a, hiéu chinh, ... do ¢o
toan quyén trén co s& dir lidu ctia tng dung, tham chi 14 server ma umg dung d6 dang
chay. Ldi ndy thuong xay ra trén cac tng dung web co dir liéu duoc quan 1i bang cac
h¢ quan tri co s¢ dir liéu nhu SQL Server, MySQL, Oracle, DB2, Syshase.

2/. Cic dang tin cong bang SQL Injection

C6 bon dang thong thuong bao gém: vuot qua kiém tra lic ding nhap
(authorization bypass), sir dung cau 1én SELECT, sir dung cau I¢nh INSERT, su dung
cac thu tuc Iuu trir (stored-procedures).

a/. Dang tin cong vuot qua kiém tra dang nhap

- Vi dang tAn cong ndy, tin tic co thé d& dang vuot qua cac trang ding nhap nho vao
16i khi dung cac cau 1énh SQL thao tac trén co s dit liéu cta ing dung web.

- Xét mot vi du dién hinh, théng thuong dé cho phép ngudi dung truy cip vao cac trang
web dugc bao mat, hé thdng thuong xay dung trang dang nhap dé yéu cau ngudi dung
nhap thong tin vé tén ding nhap va mat khau. Sau khi ngudi dung nhap théng tin vao,
hé thong s& kiém tra tén dang nhap va mat khau c6 hop 1& hay khong dé quyét dinh cho
phép hay tir chéi thuc hién tiép.

- Trong trudng hop nay, ngudi ta co thé dung hai trang, mot trang HTML dé hién thi

form nhap liéu va mot trang ASP dung dé xir li thong tin nhap tir phia ngudi dung.
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Vi du:

Trang login.htm

<form action="ExecLogin.asp" method="post">
Username: <input type="text" name="fUSRNAME"><br>
Password: <input type="password" name="fPASSWORD"><br>
<input type="submit">

</form>

Trang execlogin.asp

<%
var vUsrName, vPassword;
var Conn = Server.CreateObject("ADODB.Connection™);
Conn.ConnectionString = "Driver={Microsoft Access Driver (*.mdb)};DBQ="
+ Server.MapPath("database.mdb");
Conn.Open();
var objRS, strSQL;
vUsrName ="" + Request.Form("fUSRNAME");
vPassword = "" +Request.Form("fPASSWORD");
strSQL ="SELECT * FROM T_USERS WHERE USR_NAME="" +
vUsrName + " and USR_PASSWORD=""' + vPassword + """,
0bjRS = Server.CreateObject("ADODB.Recordset");
0bjRS = Conn.Execute(strSQL);
if (objRS.EOF)
Response.Write("Invalid login.");
else
Response.Write("You are logged in as " + objRS("USR_NAME"));
Conn.Close();
%>
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Thoat nhin, doan m3 trong trang execlogin.asp duong nhu khéng chira bt cir
mot 16 hong vé an toan nao. Ngudi diung khong thé dang nhap ma khong c6 tén ding
nhap va mat khéu hop 1¢. Tuy nhién, doan ma nay thuc sy khong an toan va la tién dé
cho mdt 16i SQL injection. Piac biét, chd so ho nam & chd dit lidu nhap vao tr nguoi
dung duogc dung dé xay dung truc tiép cdu 1énh SQL. Chinh diéu nay cho phép nhiing
ké tan cong c6 thé diéu khién cau truy van s& duoc thuc hién. Vi du, néu ngudi dung
nhap chudi sau vao trong ca 2 6 nhap liéu username/password ctia trang login.htm 1a: '
OR''="". Luc nay, cau truy vén sé duogc goi thyc hién la:

SELECT * FROM T_USERS WHERE USR_NAME =" OR "=" and

USR_PASSWORD="OR "="

- Cau truy van ndy 1 hop 18 va s& tra vé tat ca cac ban ghi cia T USERS va doan ma tiép
theo xtr li ngudi dung ding nhap bat hop phap niay nhu 1a ngudi dung ding nhap hop 1€.
b/. Dang tin cong siv dung cdu lgnh SELECT

Dang tin cong ndy phtic tap hon. Pé thyc hién dugc kiéu tin cong nay, ké tin
cong phai c¢6 kha ning hiéu va lgi dung cac so hd trong cac thong bao 16i tir hé théng
dé do tim cac diém yéu khoi dau cho viéc tan cong.

Xét mot vi du rat thudng gip trong cac website vé tin tirc. Thong thudng, sé c6
mot trang nhan ID cua tin can hién thi rdi sau do truy van noi dung cua tin c6 ID nay.
Vi du: http://www.myhost.com/shownews.asp?ID=123. Ma ngudn cho chirc ning nay
thuong dugc viét kha don gian theo dang
<%

var vNewsID, objRS, strSQL,;

vNewsID = Request("ID");

strSQL = "SELECT * FROM T_NEWS WHERE NEWS_ID =" + vNewsID;

0bjRS = Server.CreateObject("ADODB.Recordset");

0bjRS = Conn.Execute(strSQL);

Conn.Close();

%>
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Thong thuong, doan mi nay hién thi ndi dung cua tin c6 ID trung véi ID da chi
dinh va hau nhu khong thay c6 16i. Tuy nhién, gibng nhu vi du ding nhép & trudc,
doan ma nay dé 16 so hd cho mot 16i SQL injection khac. Ké tAn cong co thé thay thé
mot ID hop 1€ béng cach gan ID cho mot gia tri khac, va tor d6 khoi dau cho mét cudc
tan cong bat hop phap.

Vi du nhu: 0 OR 1=1 (nghia Ia, http://www.myhost.com/shownews.asp?ID=0 or 1=1).

Cau truy van SQL luc nay sé& tra vé tit ca cac article tir bang dit liéu vi no s&
thuc hién cau 1énh:

SELECT * FROM T_NEWS WHERE NEWS_ID=0 or 1=1

Mot trudng hop khéc, vi du nhu trang tim kiém. Trang ndy cho phép ngudi ding
nhap vao céc thong tin tim kiém nhu Ho, Tén, ... Poan ma thuong gip 1a:
<%

var vAuthorName, objRS, strSQL;

vAuthorName = Request("fAUTHOR_NAME");

strSQL = "SELECT * FROM T_AUTHORS WHERE AUTHOR_NAME ="" +

vAuthorName + "' ";

0bjRS = Server.CreateObject("ADODB.Recordset");

0bjRS = Conn.Execute(strSQL);

Conn.Close();
%>

Tuong tu nhu trén, tin tic c6 thé lgi dung so hd trong ciu truy van SQL dé nhap
vao trudng tén tac gia bang chudi gia tri:
"UNION SELECT ALL SELECT OtherField FROM OtherTable WHERE ' '=' (*)

Luc nay, ngoai cau truy van dau khong thanh cong, chuong trinh s& thyc hién
thém 1énh tiép theo sau tir khéa UNION nira.

Tat nhién cac vi du néi trén, dudng nhu khong co gi nguy hiém, nhung hay thir
tudng tuong ké tin cong co thé x6a toan bd co sd dir liéu bing cach chén vao cac doan

1énh nguy hiém nhu 1énh DROPTABLE.
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Vi du nhu: ' DROP TABLE T_AUTHORS --

Ching ta s& thiac mac 13 lam sao biét duoc tmg dung web bi 15i dang nay duoc.
RAt don gian, hiy nhap vao chudi (*) nhu trén, néu hé thdng béo 16i vé ct phap dang:
Invalid object name “OtherTable”; ta c6 thé biét chic 1a hé théng da thuc hién cau
SELECT sau tir khéa UNION, vi nhu viy méi c6 thé tra vé 161 ma ta dd cd tinh tao ra
trong cau 1énh SELECT.

Ciing sé& co6 thac mac 14 1am thé nao co thé biét duoc tén cua cic bang dir liu ma
thye hién cac thao tac pha hoai khi tng dung web bi 161 SQL injection. Ciing rat don gian,
bai vi trong SQL Server, ¢ hai d6i twong 1a sysobjects va syscolumns cho phép liét ké tat ca
cac tén bang va cot c6 trong hé théng. Ta chi can chinh lai cau 1énh SELECT, vi du nhu:

' UNION SELECT name FROM sysobjects WHERE xtype = 'U" 14 ¢6 thé liét ké duoc
tén tat ca cac bang dir liéu.
¢/. Dang tin céng sir dung cdu lénh INSERT

Thong thuong cac ing dung web cho phép nguoi dung dang ki mot tai khoan
dé tham gia. Churc niang khong thé thiéu 1a sau khi dang ki thanh céng, nguoi dung c6
thé xem va hiéu chinh thong tin ciia minh. SQL injection c6 thé duoc dung khi hé
thong khong kiém tra tinh hop 1é ctia thong tin nhép vao.

d/. Dang tin cong sir dung thii tuc lwu triv (stored-procedures)
Viéc tin cong bang stored-procedures s& gy tac hai rat 16n néu tng dung duoc

thuc thi véi quyén quan tri hé thong;.
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3.3.2. Phong chong tan cong CSDL bang ki thuit mi héa

Ung dung (Application)

A
D liéu grai ma
(plaintext)

4

CSOL frung gian (Proxy Database)
K

D ey ma hoa
(ciphertex)

CSDL (Oracle, MS. SQL, DBZ ...)

Sodo 1. Mo hinh Proxy

1/. Giai phap don gian nhét bao vé dit liéu trong CSDL ¢ muc do tap tin, chéng lai su
truy cap trai phép vao cac tap tin CSDL la hinh thirtc ma hoa. Tuy nhién, ma hoéa dir
lidu & muc do nay 1a giai phap mang tinh “dugc an ca, ngd vé khong”, giai phap nay
khong cung cdp mirc d6 bao mat truy cap dén CSDL ¢ muc dd bang (table), cot
(column) va dong (row). Mot diém yéu nita ctia giai phap nay 1a bat cir ai véi quyén
truy xuat CSDL déu c6 thé truy cip vao tat ca dit liéu trong CSDL. Piéu nay phat sinh
mdt nguy co nghiém trong, cho phép cac ddi tuong véi quyén quan tri (admin) truy cap
tat ca cac dir liéu nhay cam. Thém vao d6, giai phap nay bi han ché vi khong cho phép

phan quyén khac nhau cho ngudi str dung CSDL.

2/. Giai phap tht hai, dbi nghich vé6i giai phap ma hoa cap tip tin néu trén, giai quyét
van dé ma hoa ¢ mirc tmg dung. Giai phap nay xu Iy ma hoa dir liéu trude khi truyén
dir liéu vao CSDL. Nhitng van dé vé quan 1y khoa va quyén truy cip dugc hd tro boi
mg dung. Truy van dit liéu dén CSDL s& tra két qua dit liéu & dang ma hoa va dir liéu
nay s& dugc giai ma boi Gmg dung. Giai phap nay giai quyét duoc vin dé phan tach
quyén an ninh va hd tro cac chinh sach an ninh dya trén vai tro (Role Based Access
Control — RBAC).
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Tuy nhién, xir Iy ma hoa trén ting tng dung doi hoi su thay ddi toan dién kién
tric ctia ung dung, thdm chi doi hoi tng dung phai duoc viét lai. Pay 1a mot van dé
dang ké cho céc cong ty c6 nhiéu tmg dung chay trén nhiéu nén CSDL khéc nhau.

Tir nhitng phan tich hai giai phap néu trén, c6 thé d& dang nhin thdy mot giai
phap bao mat CSDL tdi uu can hd trg cac yéu t6 chinh sau:

« Hd tro ma hoa tai cac muc dit liéu cép bang, cot, hang.

«  HO tro chinh sach an ninh phan quyén truy cap dén muc dit liéu cot, hd tro RBAC.
. Co ché mi héa khong anh hudng dén cac tng dung hién tai.

Hai md hinh théa man cac yéu cau trén, dic biét 1 yéu cau thu ba.

1/. Xay dung tang CSDL trung gian

Trong mo6 hinh nay, mgt CSDL trung gian (proxy) dugc xay dung giira rng
dung va CSDL gdc (So @6 1). CSDL trung gian ndy c6 vai trd ma héa dit liéu trude khi
cap nhat vao CSDL gdc, dong thoi giai ma dir liéu trude khi cung cap cho tng dung.
CSDL trung gian dng thoi cung cp thém cac chirc ning quan 1y khoa, xac thyc ngudi
dung va cap phép truy cap.

Giai phap nay cho phép tao thém nhiéu chirc ning vé bao mat cho CSDL. Tuy
nhién, moé hinh CSDL trung gian doi hoi xay dung mot ing dung CSDL tai tao tat ca
cac chirc nang cia CSDL goc.

Hién tai, trén thi truong san pham ma hoa CSDL, Secure.Data clia cong ty Protegrity
(www. Protegrity.com) str dung mé hinh proxy néu trén.

2/. Str dung co ché sin c6 trong CSDL
Mo hinh nay giai quyét cac van dé ma hoa cot dua trén cac co ché sau:

« Cac ham Stored Procedure trong CSDL cho chirc nang ma hoa va giai ma.

« St dung co ché View trong CSDL tao cac bang 4o, thay thé cac bang that da duoc
ma hoa.

Trong md hinh nay, dit liéu trong cac bang gbc s& duoc mi hoa, tén cla bang gbc duoc
thay doi. Mot bang 4o (View) duoc tao ra mang tén ciia bang gbc, ung dung s& truy cap

dén bang 4o nay.
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3.4. TAN CONG MAY TiNH
3.4.1. Mt s6 dang tin cong may tinh
1/. L6 héng bdo mdt vit Iy

Mot 16 hong vat 1y cia may tinh s& hoan toan bj khai thac ngay ca khi phuong
phéap nhan dang phtc tap nhat, phuong phap ma héa bao mat nhat. Mot chwong trinh
theo ddi cac thao tac trén ban phim (keylogger), ca phin mém 14n phan cing dugc cai
dat, khéa PGP bi mat cua chung ta s€ bi 10, do d6 moi dir liéu ma hoa va tai khoan bi
ton hai. Bt chép mat khau cia ching ta dai va bao méat dén dau thi 15 héng bao mat vat
1 1a mot trong nhitng trudong hop nguy hiém nhat.
2/. Sw chia sé khong chu dich

M6t mat khau thuong dugc chia sé cho ban be, 6ng chu, gia dinh trong nhiéu
hoan canh khac nhau. Mot diém loi d6 1a sy thuan tién cho hai hay nhiéu nguoi dé biét
mot dit liéu tai khoan nhét dinh dé tiép can dugc mot tai nguyén nao do. Cac mat khau
c6 thé dugc chia sé trong cac cudc ndi chuyén véi cac dong nghiép trong viée thao luan
chinh sach mat khau méi nhat cua cong ty, hay cach ho chon mat khau, cach ho duy tri
chung. Mot trong cic phuong phap nguy hiém va dé dang dé dat duoc cac dir liéu nhay
cam bang cach hoi ho, bang phuong phap truc tiép hay gian tiép, cai nay goi 1a social
engineering. (Social engineering c6 thé tom gon nhu sau: dé c6 duoc tai khoan cua
ngudi khic ngoai cach sir dung may moc hodc phan mém, thi ¢ thé sit dung con
ngudi. vi du trén dién dan c6 thé ding 1y do dang stra chita, ndng cAp mong ching ta
cung cap lai tai khoan, hodc ching ta nhan dugc tin nhin tring tién thuéng mong hay

cung cap tai khoan, v.v...)
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3/. Bé khoa

Trong céc trudng hop tin céng ngan hang, cic tap tin mat khau duoc ma hoa
ctia cong ty ¢ thé duge phoi bay trude nhitng ké tin cong. Néu xdy ra, nhimng ké tdn
cong bt dau bé khoa tap tin nay, sir dung tat ca cac kha ning két hop voi ¥ twong tim
ra nhitng mat khau yéu nhat dé c6 thé c6 nhimg dic quyén sau nay. Trong trudng hop
cong ty lo ngai mét khau bi t6n hai, ngay 1ap tirc cong ty théng bao cho moi nhin vién
thay d6i mat khau cua ho, do d6 du cho cac mat khau yéu nhat bj 16, thi n6 khong con
hiéu lyc nira. Tuy nhién, néu cong ty khong lo mat khau bi 16, ho thuong xuyén tu bé

khoa nhu cach nhitng ké tan cong da lam dé€ loc ra cac mat khau yéu.

3.4.2. Phong chong

1/. Str dung mat khau phtrc tap, ma hoa dir li¢u, céac file thong tin ngudi dung quan
trong trong may tinh.

2/. Sir dung nhiéu phan mém mi héa cung lic trén may tinh dé bao vé cho timng loai di
li¢u chuyén biét

3/. Tuyét doi khong sir dung may tinh dang chta nhiing thong tin bi mat dé ludt web
mot cach qua thodi mai.

4/. Thiét 1ap cac chinh sach bao mat tong thé, quan tri dé dang, dap Gmg cac yéu ciu
cua ISO/IEC27001, ISMS, ITIL ...

5/. Xay dyng hé thong tudng lira viing chac.
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3.5. TAN CONG PHAN MEM
3.5.1. TAn cong phan mém.
Loi dung so ho cia nhitng phdn mém Gng dung dé tin coéng lam cho chuong

trinh thuc thi bi sai hoic 16i khong thé thi hanh.
1/. Céc 156 hong ciia Adobe

Ngoai Microsoft, Adobe ciing 13 mot hang san xuit phan mém hoat dong trén
cac may tinh cai Windows. Moi ngudi c¢6 Flash, Acrobat Reader va Shockwave va
ching duogc phﬁn mém mi doc st dung nhu mot co ché dé phat tan cac thir doc hai cho
nguoi dung (tuong tu chuong trinh Adobe hoat dong trén HDH khac nhung dich nham

t61 cac may PC Windows lai chiém wu thé hon).

Nguy hiém xay ra d6i v6i ngudi dung khi ho sir dung céc phién ban cua chuong
trinh khong dugc cap nhat hay phién ban hién thoi cé chira cac 16 hong chua dugc va

va s€ bi lo1 dung nhu céc 16 hong an ninh.

Co ché hoat dong ciia chiing 1a lira cho nguoi dung kich vao mot trang web
quang cao Flash hoac tai liéu PDF bi nhiém ma doc tu dong mé ra khi ghé tham vao

trang quang céo.
2/. Piém yéu cua Firefox

Mbi de doa: Phan m& rong (add-on) cua Firefox 1a mot mdi de doa bao mat
tiém an, tuy khong déng so nhu plug-in ActiveX cta IE nhung van c6 nguy co cao.
Nhiéu cudc tin cong web nhim vao Firefox, pha huy cac add-on va ciu trac hd tro cho

chuong trinh.

Co ché: Hau hét mbi nguy hiém dén tir add-on déu gia vo 1a hop phap. Chang
han nhu chiing gia vo 13 chuong trinh Adobe Flash Player va yéu cau ngudi ding cip
nhat. Piéu d6 dong nghia véi mi doc sé thim nhap vao may tinh ciia nan nhan. Hodc
théng qua cac tap tin hd tro, chinh stra cic chuong trinh va viét lai truy cap t6i cac tap

tin khac theo muc dich cua tin tac.
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3/. Sw diu doc DNS

Méi de doa: Cac may chu DNS c6 nhi¢ém vu dich cac dia chi Internet thanh tén mién
than thién v6i nguoi dung. Tuy nhién, thong tin cung cp bdi cic may chu DNS c6 thé
bi tn cong hodc bi dinh hudng sai. Diéu nay cho phép ké tAn cong giri cho ngudi dung

bat ctir website nao ma chiung chon.

Co ché: Cac cudc tin cong DNS phd bién nhit khai thac 15 hong trong phin mém maéy
chu DNS dé cho phép lam gia dit liéu phan giai tén mién giri toi khach hang. Dién hinh
1a vu ddu doc DNS vao nam 2008 khi nha nghién ctru may tinh Dan Kaminsky chimg
minh, 1am thé nao cac tén mién c6 thé chuyén huéng dbi véi phién ban BIND hién nay.
BIND 1 phin mém duoc sir dung trén hau hét may chu thyc hién phan giai DNS. Két qua
cudi cung 12 tin tic co thé danh cap toan b tén mién- bao gdm ca tén mién con ciia chiing,

cac may chii mail, cac ban ghi SPF va moi thtr khac c6 thé co trong tai nguyén DNS.

3.5.2. Phong chéng tin cong phin mém

1/. Ludn cap nhat cac ban va 16i mai nhat tir nha san xuat

2/. M hoa, cat gidu cac tap tin dit liéu quan trong.

3/. Ma héa phan mém, xac thuc phan mém.

4/. Khai thac t6i uu cac tinh niang bao mat cia moi thanh phan hé thng.
5/. Cung cap kha ning tu hoi phuc di voi cac tin cong

6/. Xay dung hé théng tudong lira an toan.

73



Chwong 4. CHUONG TRINH THU NGHIEM

4.1. Giao dién chwong trinh
1/. Giao dién chinh

. Ma hoa NHTRANG
Tao khoaR5A MEhoa Giaimd Thoat

2/. Giao dién chuong trinh ma hoa tap tin

= Ma hoa EE

BAIBAO CAD
NGO HONG TRANG X o i
CT1002 CH[{'UNG TRINH MA HOA TAP TIN
BANG KI THUAT MA HOA DES

M héa DES | Chon file text
VA héa khéa bing .
RSA Thoat




3/. Giao dién chwong trinh gidi ma tap tin text

w| f_piaima

BAIBAO CAD ) o
NGO HONG TRANG CHUONG TRINH GIAI MA TAP TIN
BANG KI THUAT MA HOA DES

Chon file text GCiaimi RSA

Thoat . Gikima DES




4.2. Huéng din chay chwong trinh
1/. Cai dat chwong trinh: Chay file setup.exe va thuc hién cac budc cai dat

Mo¢ chuong trinh: Start — programe —Baomat NHTrang — Baomat NHTrang

2/. Cac niit chirc nang

» Trong giao di¢én chwong trinh chinh

Tao khoa cho RSA: nit nay tao ra khoa cho RSA dé tham gia qua trinh ma hoéa tap tin
khéa. Khi nhan nat nay thi 1 khoa bi mat va mot khoa cong khai cia RSA duogc tao ra.
Ma hoa: mo ra giao dién chuong trinh ma hoa tap tin

Gidi ma: mo ra giao di¢n chuong trinh gidi ma tap tin.

Thoat: dong toan bo chuong trinh, két thac 1am viéc.

» Trong giao di¢n chwong trinh md hoa tdp tin

Chon file text: chi dudng din dén tap text can ma hoa.
M4 héa DES: ma hoa tap tin text bang hé ma hoa DES.
Ma héa RSA: ma hoa tap tin khoa bi mat ctia hé¢ ma DES

Thoét: dong cira s6 chuong trinh ma hoa tap tin

* Trong giao dién chwong trinh gidai ma tdp tin

Chon file text: chi dudng din dén tap text can giai ma.

Giai ma RSA: giai ma tap tin khoa bi mat cia h¢ ma DES

Giai ma DES: giai ma tap tin text da dugc ma hoa bfing hé ma hoa DES.

Thoat: dong cira sd chuong trinh giai ma tin

» Trong giao dién chwong trinh Nén dir liéu
Chon file text: chi duong dan dén tap text can nén hodc giai nén.
Nén dir li€u: nén tép tin text, trong khi nén c6 st dung ma hoa DES byte

Giai nén: thyc hién chtrc nang giai nén tap tin da nén.
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4.3. Moi trwomg chay ing dung

Hé diéu hanh Window XP, Windows 7,...
Phan mém viét img dung: Microsoft Visual Basic 6.0

Str dung thu vién API Personal Edition va PKI Toolkit Trial Edition.
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KET LUAN

Trong sudt qua trinh lam dd an tot nghiép dugc sy gitp d& nhiét tinh cta cac
thay, c6 khoa Cong nghé thong tin ciing cac ban trong 16p, dic biét 1a thay Trinh Nhat
Tién da giup d& em hoan thanh dé tai “Tim hiéu mot sé dang tan cong va phong chong
b::ing ki thuat mat ma” ding thot han. Do thoi gian trinh d§ con han ché va thoi gian co
han do do6 bai luan van ctia em khong tranh khoi sai s6t. Em rat mong nhan duoc sy
dong gop ¥ kién cia thay cb va cac ban dé bai luan vin duoc hoan chinh hon.

NHUNG KET QUA PAT PUQC

1/. Tim hiéu va nghién ctru 1y thuyét:

Mot s6 dang tan cong hé thong thong tin (thong qua mang mdy tinh, hé diéu hanh, co
so dir lidu....)

Mot sb ki thuat mat ma.

« Nghién ciru phuong phap phong chéng tin cong bang ki thuat mat ma

2/. Thir nghiém Chuong trinh DEMO phong chdng tin cong.
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TAI LIEU THAM KHAO

1/. Gido trinh An toan va bao mat thong tin cia PGS.TS Trinh Nhat Tién.

2/. Tham khao tai li¢u tai cac trang web nhu:

http://vi.wikipedia.org/

http://www.caulacbovb.com/

http://www.cryptosys.net/

79


http://vi.wikipedia.org/

