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DANH SACH CHU VIET TAT

SSO Single Sign On

CAS Central Authentication Service
URI Uniform Resource ldentifier
URL Uniform Resource Locator
HTTP Hypertext Transfer Protocol
HTTPS Hypertext Transfer Protocol Secure
SSL Secure Sockets Layer

ST Service Ticket

PT Proxy Ticket

LT Login Ticket

PGT Proxy-granting ticket
PGTIOU Proxy-granting ticket IOU
TGTIOU Ticket -granting ticket IOU
TGT Ticket-granting ticket

TGC Ticket-granting cookie

CSDL Co sé dit lieu
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LOI NOI PAU

Khuynh hudng cac dich vu cung nhau chia s€ dir liéu nguoi dung dang la
huéng phat trién chung cua cong nghé thong tin,mot ngudi ding phai quan ly rat
nhiéu tai khoan, mat khau cho cac dich vu ho tham gia. Diéu nay s& xay ra nhiéu rai
ro do nguoi dung phai ghi nhé cac tai khoan khac nhau. Va hon ntta, cac tng dung
va dich vu cdng nghé thong tin ngay cang nhiéu va da dang. Do vay nhu cau ding
nhap mét 1an cho cac tng dung va dich vu nay la khéng thé thiéu.Dang nhap mot
lan (Single Sign On) da dwoc nhiéu td chic, cong ty trén thé gigi nghién ctu va
phét trién, tuy nhién tai Viét Nam day van 1a linh vuc con kha méi. Trudc van dé
d6, em mong mudn duoc tim hiéu va thuc nghiém hé thdng dang nhap mét lan. Vi
nhitng gi di nghién ctru dugc, em hy vong sé& dugc dong gop mét phan nho vao
cong tac phat trién khoa hoc. Muc dich: Tim hiéu co ché dang nhap 1 1an va nghién
ctu ky thuat Single Sign On dé &p dung dang nhap mot lan dya trén thu vién
phpCAS.

Xin chan thanh cdm on !

bao Van Phong - CT1301 8
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CHUONG IGIOI THIEU VE CO CHE PANG NHAP 1 LAN
(SINGLE SIGN ON).
1.1. Téng quan vé SSO.[1]

SSO la mét co ché xac thuc yéu cau ngudi dung dang nhap vao chi mot lan
v6i mot tai khoan va mat khau dé truy cap vao nhiéu tng dung trong 1 phién lam
Viéc (session).

Destmatlons

%ﬁ%

\Iy
Many Managed One Home Account O
Accounts -
>
§ &
§ Single D VERIFiED
Multiple ID’s Py I 3 05'
D #1 ID #2 4
[ ]
o
ID ‘
@
l.i {
4
KHONG CO SINGLE SIGN ON CO SINGLE SIGN ON

Hinh 1.1: Single sign on la gi?
1.2. Lgi ich ma SSO mang lai.

Trude khi c6 dang nhap mot 1an (SSO), mot nguoi sir dung da phai nhap cac
tai khoan va mat khau cho ting @ng dung mdi khi ho ding nhap vao cac ung dung
khac nhau hoic céc hé thong trong cing mot phién (session). Piéu nay rd rang co
thé ton nhiéu thoi gian, dac biét 1a trong moi trudng doanh nghiép, noi ma thoi gian
la tién bac nhung thoi gian 1a 13ng phi bai vi nhan vién phai dang nhap mdi khi ho
truy cap vao mot hé théng méi tir may tinh cua ho.

SSO thuong duoc thyc hién thong qua mot md-dun xac thuc phan mém riéng
biét hoat dong nhu mot cira ngd vao tat ca cac ung dung yéu cau dang nhap. Cac
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mo-dun xac thue nguoi sir dung va sau quan ly truy cap vao cac ung dung khéac. N6
hoat dong nhu mot kho dit liéu chung cho tat ca cac thong tin dang nhap duoc yéu
Cau.

Vi du:

Mot vi du vé mot module SSO 14 hé thong cia Google khi ma nguoi ding
chi can dang nhap 1 lan thi ho c6 thé sir dung céc dich vu cua Google hay Yahoo
ma khong doi hdi dang nhap 1 lan nita nhu Gmail, Google Plus, Youtube.....

Trong khi SSO Ia rat tién loi, mot s6 nhan thdy n6 nhu 1a mot van dé an ninh
cua riéng minh. Néu hé théng SSO bj ton thuong, mét ké tin cdng ¢ quyén truy
cap khéng gigi han cho tat ca cac (ng dung ching thuc caa cac module SSO.SSO
thuong 1a mot dy &n 16n can 1ap ké hoach can than trude khi thuc hién.

1.3. Mt s6 van dé thwong gip khi trién khai SSO.
- C6 phdi néu si dung SSO sé cdi thién vin dé bao mat?
Xin tra 1oi rang:
DPing nhap mot lan ( SSO ) 1a mot con dao hai ludi. SSO tu n6 khong thuc sy

cai thién bao mat va trén thyc té, néu khong trién khai dang cach c6 thé lam giam
bao mat. SSO dugc sir dung nhiéu hon cho ngudi sir dung thuan tién.

Nhu hé théng cua cong ty nhan, véi mdi mot yéu cau mat khau riéng cua
minh, SSO gidp giam bt ganh nang phai danh thoi gian dang nhap vao tiang hé
thong riéng. Nhung dong thoi, néu SSO bi ton thuong, ndé mang lai cho tin tic kha
nang truy cap vao toan bo hé thong sir dung SSO. Mit khéac, SSO c6 nhitng loi ich
nhiéu hon nhiing rai ro né mang lai.

Vi vay, mic du SSO khong phai 1a thudc chira bach bénh bao mat trong va
ctia chinh no, nhung né cé thé doéng gop tich cuc vao mot chuong trinh bao mat
thong tin doanh nghiép. Dudi day 1a dé cap cu thé.

Hé thong SSO thuong dya trén cac tng dung phic tap hé théng quan 1y nhu
IBM Tivoli (http://en.wikipedia.org/wiki/IBM_Tivoli_Directory_Server), hoac dya
trén phan ciing thiét bi tir hang Imprivata Inc(1 hang cung cip giai phap SSO noi
tiéng http://www.imprivata.com ). Két qua 1, hé théng SSO c6 thé tap trung xéc
thuc trén cac may chu dic biét. Ho lam diéu ndy bang céach st dung cac may cha
chuyén dung dé gitr cic module SSO. Cac may chu hoat dong nhu SSO ngudi gac
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cong, dam bao tat ca cac xac thuc di dau tién thong qua may chia SSO, sau d6 di doc
theo cac ching chi da duoc luu trir dé xac thuc cac ang dung cu thé da ding Ky Voi
hé thdng SSO. Hé thong doi hoi phai 1ap ké hoach cu thé va chi tiét dé kiém toan dé
ngan chan truy cap doc hai hon so vai cac hé théng SSO 1am(Co nghia 1a néu duoc
dau tu vé phan ctng thich hop thi né sé tang bao mat).

Ngoai ra, hé théng SSO thudng ¢ luu trit an toan hon cac thong tin xac thuc
va cac khda ma hda, 1am cho ching 1a mét thach thie d6i vai tin tic. Hé théng SSO
nam sau trong kién truc IT caa cong ty. N6 thudng gidu mot cach an toan sau nhiéu
bire tuong hira. Didu ndy s& gitp SSO an toan hon.

- CAC yéu t6 cdn xem xét trudc khi trién khai SSO 1a gi?

Ping nhap mot lan (SSO) cd thé 1a mot giai phap cho tinh hinh cua ban,
nhung tat ca phu thuoc vao hoan canh cua don vi trién khai, dic biét 1a nhu cau bao
mat va ngan sach. SSO ¢6 uu diém va nhiing rai ro caa no.

Hai vu diém chinh la:

- Thuan tién: Nguoi sir dung chi can dang nhap 1 lan dé sir dung nhiéu ung

dung.

- Bao mat: Bai vi chi c6 mot dang nhap mot 1an, SSO c6 thé loai bo nhing
rai ro vén cé trong viéc ghi nhé nhiéu username/password.

Hai rai ro chinh la:

- Bao mat: Néu mot ké xam nhap 1am ton hai tai khoan cia nguoi ding
hodc mat khau, ké xam nhap c6 thé c6 rong réi va dé dang truy cap vao
rat nhiéu ang dung.

- Chi phi: trién khai SSO c6 thé ton kém, ca vé chi phi dé mua va nguon
nhan luc dé trién khai.

Hai yéu t6 SSO Ia tot nhat, noi truy cap duoc cip dua trén su két hop di voi

nhitng gi ngudi sir dung biét (mat khau hoic ma PIN)
1.4. Cac giai phap SSO hién nay.[2]
Dudi day 1a cac gidi phap SSO hién co san.

Bang 1.1: Danh sach céac giai phap SSO.
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Distributed
Access
Control
System
(DACS)

Enterprise
Sign On
Engine

Facebook
connect

Forefront

Identity
Manager

FreelPA

HP IceWall

SSO

Nha phat . A
2 Loai hinh Nén tang
trien
Michigan
Distributed
Systems Mién phi
Software
Queensland
University of Mién phi
Technology
Facebook specific
Facebook
SSO
Microsoft Thuong mai Yes

Red Hat Mién phi

Hewlett-

Packard

Development Thuong mai
Company,

L.P.

Mo ta

Michigan
University

Facebook SSO
to third parties
enabled by
Facebook

State-based
identity life-
cycle
management

Web and
Federated
Single Sign-On
Solution
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Tén san Nha phat

A M Loai hinh Nén tang Mo ta
pham trien
LTPA IB Thuong mai
o Identity life-
IBM Tivoli
Identity IBM Thuong mai Yes cycle
Manager & I management
~anager product
i Social and
Janrain Federa i . :
Janrain Thuong mal Yes conventional
te SSO
user SSO
L Federated
JBoss SSO Red Hat Mien phi . .
Single Sign-on
Open Source
JOSSO JOSSO Mién phi Single Sign-On
Server
Computer
network
Kerberos M.L.T. Protocol .
authentication
protocol
Mién phi va
thuong mai )
. ) . Microsoft
Microsoft i (Microsoft bay ) .
Microsoft . L single sign-on
account gio thu hut cac .
o, web service
trang web maoi dé
sir dung hé théng)
myOneLogin VMware Thuong mai Cloud single
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Tén san Nha phat

A M Loai hinh Nén tang Mo ta
pham trien
sign-on
Single sign-on
. system for
Numina . .
A—I'c fio Numina Th . Ye Windows
pplication uong mai S
Solutions & (OpenID RP &
Framework
OP, SAML IdP,

and proprietary)

Cloud-based
identity and
access
i . management
) OneLogin Thuong mai va .
OnelLogin x i Yes with single
Inc. Mien Phi i
sign-on (SSO)
and active
directory
integration

On-demand
identity and
access
management
service in the
cloud

Okta Okta,Inc. Thuong mai

Access
management,
entitlements
and federation
server platform

Yes, used in
conjunction
withOpenDJ and

OpeniDM

OpenAM ForgeRock | Mién phi
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Tén san Nha phat

A M Loai hinh Nén tang Mo ta
pham trien
Persona Mozilla Mién phi
) University of
Pubcookie _ Protocol
Washington
) . Enterprize
SecureLogin | NetlQ Thuong mai ) i
Single-Sign-On
XML-based
SAML OASIS Protocol open standard
protocol
SAML-based
Shibboleth Shibboleth  Mién phi open source
access control
OpenlD-based
Ubuntu Single Canonical Thuong mai va SSO for
Sign On Ltd. mién phi Launchpad and
Ubuntu services
Reference
. Implementation
ZX1D ZXID Mien phi Yes
of TAS3
security

CHUONG IIPHAN MEM NGUON MO CENTRAL AUTHENTICATION
SERVICE.

2.1. Gi6i thiéu vé phan mém ngudn mé (Opensource).[3]

Phan mém ngudén mé la gi?
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Open source software 1a nhitng phan mém duoc viét va cung cip mot cach tu
do. Nguoi dung phan mém ma ngudn mé khéng nhitng duoc ding phan mém ma
con duoc tai md ngudn caa phan mém, dé tly y sitra doi, cai tién va mé rong cho
nhu cau céng viéc caa minh.

Mot phan mém &p dung loai giay phép ma cho phép bét ct ai st dung dudi
moi hinh thtic, c6 thé 1a truy cap, chinh sira, sao chép,...va phan phdi cac phién ban
khac nhau cia ma ngudn phan mém, duoc goi 1a open-source software. Nhin chung,
thuat ngit “Open source” dugc dung dé 16i cudn cac nha kinh doanh, mot diéu thuan
loi chinh 1a sy mién phi va cho phép ngudi ding c6 quyén "sé hitu hé théng".

Tién ich ma opensource mang lai chinh 1 quyén tu do sir dung chuong trinh
cho moi muc dich, quyén tu do dé nghién cau cau tric ciia chuong trinh, chinh stra
phl hop véi nhu cau, truy cap vao ma ngudn, quyén tu do phan phdi lai cac phién
ban cho nhiéu nguoi, quyén tu do cai tién chuong trinh va phat hanh nhitng ban cai
tién vi myc dich cong cong.

2.2. Dich vu chirng thuc trung tim (Central Authentication Service).[4]
2.2.1 Tong quan vé CAS.

CAS la 1 giao thirc ddng nhap mét lan (SSO) cho web duoc phat trién boi dai
hoc Yale. Muyc dich cta no 1a cho phép nguoi ding truy cap nhiéu ang dung trong
khi chi can cung cap thong tin caa ho (vi du nhu username va password) chi mot
lan. N6 ciing cho phép cac (ing dung web xac thuc nguoi st dung ma khong can
tiép can voi cac théng tin bao mat nguoi ding, chang han nhu mat khau.

CAS hd trg nhiéu thu vién phia client dwgc viét boi nhiéu ngdn ngir nhu
PHP,.NET, JAVA,RUBY....

Giao thuc CAS bao gom it nhat ba bén: mot trinh duyét web cua client, cac
ing dung web yéu cau ching thuc, va cac may chit CAS. N6 ciing 6 thé lién quan
dén mot dich vu back-end, chang han nhu mét may cha co so dit liéu, nd khdng cé
giao dién HTTP riéng ctia minh nhung giao tiép v&i mot tng dung web.

Khi client truy cap mot ang dung mong mudn dé xac thuc véi nd, tng dung
chuyén hudng né dén CAS. CAS xac nhan tinh xac thuc cua client, thuong 1a bang
cach kiém tra tén ngudi ding va mat khau dbi véi mot co so dit liéu (chang han nhu
MYSQL/PGSQL). Néu xac thuc thanh cdng, CAS tra client vé& tng dung trude do
thong qua 1 service ticket(ST). Ung dung nay sau dé xac nhan ticket bang céach lién
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hé CAS trén mot két ndi an toan va cung cap dich vu nhan dang riéng cua minh va
ticket.Néu CAS sau d6 cung cap cho cac tng dung dang tin cdy thdng tin vé viéc
mot ngudi ding cu thé di thanh cong.Ngoai ra, nguoi dung ciing c6 thé xac thyuc
thong tin truc tiép tai trang dang nhap cia CAS, néu vuot qua su xac thuc cua CAS
thi nguoi dung c6 thé dung bat cir dich vu nao da duoc ding ky SSO. CAS cho phép
chang thue da cip thong qua dia chi proxy. Mot hop tac dich vy back-end, nhu mot
co so dit liu hodc may chu mail, c6 thé tham gia trong CAS, xac nhan tinh xéac thuc
ctua nguoi dung théng qua cac théng tin nhan dugc tir cAc tng dung web. Do do,
mot webmail va mot may chi email truc tuyén déu c6 thé thuc hién CAS.

CAS con cung cap tinh ning “Remember Me”. Nhitng ngudi phét trién c6
thé c4u hinh tinh ning nay trong nhiéu file cau hinh khac nhau va khi nguoi dung
chon “Remember Me” trén khung dang nhép thi thong tin dang nhap sé duoc ghi
nhé vai thoi gian cau hinh mic dinh 1a 3 thang va khi ngudi ding mé trinh duyét thi
CAS s& ty dong chuyén huéng toi service URL ma ngudi ding mudn truy cap ma
khong hién thi form ding nhap.

2.2.2 Lich s hinh thanh.[5]

CAS duoc hinh thanh va phéat trién bai Shawn Bayern cia Yale truong dai
hoc cdng nghé va ké hoach. Sau d6 n6 dugc duy tri bai Drew Mazurek ¢ Pai hoc
Yale. CAS 1.0 thuc hién don-diang nhap. CAS 2.0 giéi thiéu xac thuc ay quyén
multi-tier. Mot s6 cac ban phat hanh CAS khac da dugc phét trién voi tinh nang
moi.

Trong thang 12 nam 2004, CAS di trd thanh mot dy an cua Java Kién tric
Special Interest Group, chiu trach nhiém duy tri va phat trién caa né nim 2008.
Trude day goi la "Pai hoc Yale CAS", CAS la bay gio con duoc goi la "Jasig
CAS".

Thang 12 nim 2006, Andrew W. Mellon Quy giai Yale cua n6 dau tién hang
nam Mellon cho nghién cttu khoa hoc cdng nghé, trong sé tién $50.000, cho sy phat
trién cua Yale caa CAS. Vao thoi diém do giai CAS str dung tai "hang trim cia
truong dai hoc (trong sb cac don vi thu huang)™.

Hién nay rat nhiéu truong dai hoc ndi tiéng trén thé giéi tin dung vao hé
thdng dang nhap 1 lan SSO do dai hoc Yale cung cap. Chung ta c6 thé xem tai dia
chi: http://www.jasig.org/cas/deployments
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2.2.3 Cdc phién badn ciia CAS.
e CAS10
- Duogc tao boi Yale University, khoi dau tir ndm 1999.
- La 1SS0 dé su dung
e CAS20
- Ciing duoc tao bai Yale University
- Gidi thiéu thém tinh ndng mai la Proxy Authentication.
e JA-SIGCAS3.0
- Tro thanh JA-SIG project tir nam 2004

- Muc dich 1 cho né mém déo hon va tich hgp duoc véi nhiéu hé thong
hon.

2.2.4 CAS Protocol.

CAS la mot giao thac HTTP/HTTPS dua trén giao thirc ma doi héi moi
thanh phan cua né co thé truy cap thong qua cac URI cy thé.

2.2.4.1./loqin.

e Vai tro.
- Y&u cau chung thuc.
- Chép nhan ching thyc.
e Tham s
Theo nhu HTTP yéu cau cac tham s6 sau day c6 thé dugc thdng qua véi
/login trong khi n6 dang hanh dong nhu mot nguoi yéu cau ching thyc. Cac tham
s6 déu 1a nhirng truong hop nhay cam, va tat ca déu phai dugc xir Iy bai /login.
- Service[Tuy chon] - nhan dang cta céc ung dung ma client dang ¢6 gang
truy cap. Trong hau hét cac truong hop, né 1a URL cua tng dung. Luu y
rang nhu mot tham sé yéu cau HTTP, gia tri URL nay phai 1a URL-
encoded. Néu mot service khong duoc chi dinh va 1 session SSO chua
t6n tai thi CAS nén yéu cau ching thuc tir nguoi st dung dé bat dau mot
session SSO. Néu mot service khong duoc chi dinh va session SSO da
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t6n tai, CAS s& hién thi mot tin nhan théng bao cho client rang n6 da

duoc dang nhap.

- Renew [Tuy chen] - néu tham sé nay duoc thiét 1ap, SSO s& dugc bo
qua. Trong truong hop nay, CAS sé& yéu cau client trinh thong tin ding
nhap hién tai ma khong quan tim dén su ton tai cua session SSO véi
CAS. Tham sé nay la khong ton tai song song véi tham s6 "gateway".
Service chuyén huéng dén cac URI va form login /login dé dang URI
/login. Khéng nén dat ca "renew" va "gateway" trong 1 URL. Hanh vi
khong xac dinh néu ca hai duoc thiét 1ap. Khuyén nghi trién khai CAS bo
qua cac tham sb "gateway" néu tham sé "renew" duoc thiét 1ap. Khuyén
nghi khi cac tham s6 renew dugc thiét 1ap thi gia tri caa né 1a "true”.

- Gateway [T0y chon] — Néu tham sb nay duoc thiét lap thi CAS s& khong
yéu cau client chung thuc théng tin nira. Néu client da dang nhap tir trudc
day vai SSO session véi CAS hay néu SSO session dugc thiét 1ap thong
qua khong twong tdi nhau(tic 1a xac thuc tin twong) thi CAS co thé
chuyén hudéng client t6i URL duogc chi dinh boi tham sb “service” va
thém vao 1 ST hop 18(CAS c6 thé thong béo cho client rang da co xéac
thuc xdy ra trude day.). Néu client khéng cd SSO session vgi CAS va
xac thuc khong tuong tac khong thé thiét 1ap thi CAS phai chuyén hudng
client ¢én URL dugc chi dinh bai tham s6 “service” khong c6 tham sb
“ticket” nao dugc thém vao URL. Néu tham s6 “service” khong dugc chi
dinh va tham s “gateway” duoc dat thi cac hanh dong ciia CAS 1a khong
khac dinh. Tham sb nay khong ciing song hanh trén 1 URL véi tham s6
“renew”. Hanh dong s& khong xac dinh néu ca 2 duogc set. Cac tham sb

“gateway” nén c6 gia tri mac dinh 1a “yes”.
e Phan hoi

- Piang nhap thanh cong: chuyén huéng client dén URL duoc chi dinh
boi tham s6 "Service" mot cach ma s& khong 1am cho thong tin dang nhap
cua client dugc chuyén tiép dén service. Chuyén huéng nay phai dan dén
client dua ra mot GET yéu cau cho cac service. Yéu cau phai bao gom
mot service ticket hop 18, thong qua nhu 1a tham sé y8u cau HTTP,
“ticket”. Xem phu luc B dé biét thém théng tin. Néu khong xac dinh
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"Service", CAS phai hién thi mot thu thong bao cho client rang n6 da
thanh cong bat dau single sign-on session.

- Pang nhap thét bai: Tra lai /login nhu 13 mot requestor uy nhiém. Do 1a
khuyén céo trong trudng hop ndy may chi CAS hién thi mot thong béo
161 dugc hién thi cho ngudi ding mo ta ly do tai sao dang nhap khdng
thanh cong (vi du nhu sai mat khau, tai khoan bi khéa, vv), va néu can
thiét, cung cdp mot co hoi cho ngudi dung thir dang nhap lai.

Vi du vé tham sé trong /login

Dang nhap don gian.
https://server/cas/login?service=http://www.service.com

Khdng nhac tén nguoi ding va mat khau.

https://server/cas/login?service=http://www.service.com&gateway=true

Lubn nhac tén nguoi ding va mat khau.
https://server/cas/login?service=http://www.service.com&renew=true

2.2.4.2. [logout

Pha haty phién lam viéc cia co ché SSO trén may client. TGC sé& bi pha hay
va yéu cau tiép theo vao /login s& khong c6 duoc ST cho dén khi user thiét 1ap mot
SSO session moi.

e Thamsd

I4

Tham s6 “url” ¢6 thé duoc chi dinh dén /logout va néu duoc chi dinh “url” s&
dugc hién thi trong trang logout cling véi thong bao ding xuét.
2.2.4.3. /validate. CAS[1.0]

Kiém tra tinh hop 18 caa ST. CAS phai phan hdi 1 ticket validation thit bai
khi c6 1 proxy ticket duoc thdng qua URI /validate.

e Tham s
Nhitng tham s sau c6 thé chi dinh dén URI /validate.
- Service [bit buac].

- Ticket [bat budc] - service ticket dugc sinh ra bai /login.
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- Renew [Tuy chon] - Néu tham sé nay duoc thiét 1ap, ticket validation s&
chi thanh cong néu ST da duogc phat hanh tir bai trinh bay caa chang chi
chinh ciia nguoi dung. N6 s& khong thanh cong néu ticket da duoc phat
hanh tir mot SSO session.

e Phan hdi
Jvalidate s& tra lai 1 trong hai phan hdi sau.
Ticket validation thanh céng:
yes<LF>
username<LF>
Ticket validation that bai:
no<LF>
<LF>
Vi du cua /validate
Lo luc xac thuc don gian:

https://server/cas/validate?service=http://www.service.com&ticket=ST-1856339-
aA5Yuvrxzpv8TaulcYQ7

Chic chan rang ST dugc ban hanh cac trinh bay cac théng tin chinh.

https://server/cas/validate?service=http://www.service.com&ticket=ST-1856339-
aA5Yuvrxzpv8TaulcYQ7&renew=true

2.2.4.4. /serviceValidate [CAS 2.0]

/serviceValidate s& tra vé phan hoi 1a mot XML-fragment. Khi thanh cong
phan hdi chira username va proxy-granting tickets. Khi that bai, phan héi chira 1 ma

151 va 1 thong diép twong tmg. Duédi day 1a 1 sé ma I3i tra vé& néu thit bai.
- INVALID_REQUEST - khéng tim thay tham sé can tim tring request.

- INVALID_TICKET - Ticket cung cdp khong hop 1& hoic ticket khong
dén tir login va “renew” duoc thiét 1ap trén validation.

- INVALID_SERVICE - Ticket dugc cung cip hop Ié nhung dich vu
duogc chi dinh khong khép véi dich vu lién két voi ticket.
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- INTERNAL_ERROR - L3di cuc b trong khi kiém tra tinh hop I¢ cua
ticket.
e Phan hoi
/serviceValidate s& tra vé 1 XML-formatted CAS dwoc md ta nhu trong XML
schema. Dudi day la vi du:
Xac thuc Ticket thanh cbng:
<cas:serviceResponse xmlIns:cas="http://www.yale.edu/tp/cas'>
<cas:authenticationSuccess>
<cas:user>username</cas:user>
<cas:proxyGrantingTicket>PGTIOU-84678-8a9d... </cas:proxyGrantingTicket>
</cas:authenticationSuccess>
</cas:serviceResponse>

2.2.4.5. /proxy callback.

Néu mét dich vu mong muén ay quyén ching thuc cua client téi mot service
back-end, n6 phai co dugc mot proxy-granting ticket(PGT). Bé c6 duoc PGT thi né
phai duoc xu ly théng qua mot URL callback. URL nay s& duy nhat va an toan xac
dinh dich vu back-end la proxying xac thuc cua client. Céc dich vu back-end c6 thé
sau d6 quyét dinh c6 hay khong dé chap nhan céc chang chi dya trén cac dich vy
back-end xac dinhk URL callback.

Co ché 1am viéc caa nd nhu sau:

Céc dich vy yéu cau 1 PGT cép quy dinh trén ST hoiac PT xac nhan yéu cau
tham s HTTP “pgtUrl” t6i /serviceValidate (or /proxyValidate). D6 la 1 callback
URL cua dich vu ma CAS s& két ndi dé xac minh danh tich cua dich vu. URL nay
phai c6 HTTPS va CAS phai xa4c minh ca 2 chang chi SSL 1a hop 1€ va chinh xac
tén cua dich vu. Néu ching chi khong dugc xac nhan, khéng c6 PGT s& dugc cap
lai va dap ung dich vi CAS khong phai chaa 1 khdi <proxyGrantingTicket>
Ticket validation thanh céng:
<cas:serviceResponse xmlns:cas="http://www.yale.edu/tp/cas'>

<cas:authenticationSuccess>

<cas:user>username</cas:user>
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<cas:proxyGrantingTicket>PGTIOU-84678-8a9d... </cas:proxyGrantingTicket>
</cas:authenticationSuccess>
</cas:serviceResponse>
Ticket validation that bai:
<cas:serviceResponse xmlIns:cas="http://www.yale.edu/tp/cas'>
<cas:authenticationFailure code="INVALID_TICKET">
Ticket ST-1856339-aA5Yuvrxzpv8TaulcYQ7 not recognized
</cas:authenticationFailure>
</cas:serviceResponse>

Tai thoi diém nay, viéc cip phat 1 PGT phai dung lai nhung xac nhan ST van
tiép tuc, tra lai thanh cdng hoac that bai nhu 1a thich hop. Néu chung chi ching
nhéan thanh cong, phat hanh 1 PGT dugc xtr ly nhu ¢ budc 2.

CAS sir dung 1 HTTP GET request dé vuot qua tham sé HTTP “pgld” va
“pglou” tai pgtUrl.

Néu HTTP GET tra lai 1 mot ma trang thai HTTP 200 (OK), CAS s& phai
phan héi toi /serviceValidate (or /proxyValidate) yéu cau cho mét phan hdi dich vu
c6 chira PGT 10U trong khéi <cas:proxyGrantingTicket>. Néu HTTP GET tra vé
bat ky ma trang thai khac, ngoai trirt HTTP 3xx redirect, CAS phai phan hoi
/serviceValidate (or /proxyValidate) yéu cau cho 1 phan hoi dich vu ma khong phai
c6 mot khdi <cas:proxyGrantingTicket>. CAS c6 thé lam theo bay ky HTTP
redirects do pgtUrl. Tuy nhién, xac dinh cac callback url cung cap trén xac nhan
trong khéi <proxy> phai cing mot URL ma ban da da duoc théng qua vao
/serviceValidate (or /proxyValidate) 1a than s “pgtUrl”.

Dich vu sau khi nhan 1 PGTIOU do CAS phan héi vaca 1 PGT, 1 PGT IOU
tir proxy callback, s€ sir dung PGTIOU tuong quan véi PGT véi cac phan tng xac
nhan. Dich vu nay sau d6 s€ su dung PGT cho viéc ¢0 lai cac PT nhu mé ta trong
phan “Proxy Tickets”.

Mot PGT 1a 1 chudi ngau nhién st dung boi 1 dich vu dé co duoc PT cho
viéc tiép can dich vu back-end thay mit cho 1 client. PGT c6 thé duoc st dung boi
cac dich vy dé co dugc nhiéu PT. PGTs khong phai la 1 ticket thoi gian st dung.
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PGT phai hét han khi client c6 xac thuc dang dugc cac ban ghi ra uy nhiém cua
CAS.

PGT nén bét dau véi cac ky tu "PGT-".
URL vi du cta /serviceValidate
L6 lyc xac thuc don gian:

https://server/cas/serviceValidate?service=http://www.service.com&ticket=ST-
1856339-aA5Yuvrxzpv8TaulcYQ7

bam bao ST dugc dua ra boi cac trinh bay thong tin dang nhap chinh:

https://server/cas/serviceValidate?service=http://www.service.com&ticket=ST-
1856339-aA5Yuvrxzpv8TaulcYQ7&renew=true

Vuot qua mot callbackURL cho proxying:

https://server/cas/serviceValidate?service=http://www.service.com&ticket=ST-
1856339-aA5Yuvrxzpv8TaulcYQ7&pgtUrl=https://my-server/myProxyCallback

2.2.4.6. /proxyValidate [CAS 2.0].

Lam viéc giéng nhu serviceValidate ngoai trir nd 1am cho proxy ticket c6
higu lyc. Tham sb va ma 13i ciing twong tw. Khi thanh cong, phan hdi chira PGT va
danh sach céac proxy cai ma viéc xac thuc duoc thuc thi. Nhitng proxy duoc viéng
tham gan nhat s& duoc liét ké dau tién va nguoc lai.

Vi du

Ticket validation thanh cong:

<cas:serviceResponse xmlIns:cas="http://www.yale.edu/tp/cas'>
<cas:authenticationSuccess>

<cas:user=>username</cas:user>
<cas:proxyGrantingTicket>PGTIOU-84678-8a9d...</cas:proxyGrantingTicket>
<cas:proxies>

<cas:proxy=>https://proxy2/pgtUrl</cas:proxy>
<cas:proxy>https://proxyl/pgtUrl</cas:proxy>

</cas:proxies>

</cas:authenticationSuccess>
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</cas:serviceResponse>
Ticket validation that bai:
<cas:serviceResponse xmlIns:cas="http://www.yale.edu/tp/cas'>
<cas:authenticationFailure code="INVALID_TICKET">
ticket PT-1856376-1HMg086Z2ZKeByc5XdYD not recognized
</cas:authenticationFailure>
</cas:serviceResponse>
URL vi du cua /proxyValidate
Tuong tu nhu /serviceValidate

2.2.4.7. [proxy [CAS 2.0]

Cung cap PT dé cac dich vu dd c6 PGT va s& dugc Xac thuc proxy véi cac
dich vu back-end.
e Tham s
2 tham s6 bt budc phai c6 la:
- pgt [Bit budc] - proxy-granting ticket dat dugc boi service trai qua
service ticket hoac proxy ticket validation.

- targetService [Bit budc] - dinh danh dich vy caa dich vu back-end. Luu
y rang, khéng phai tat ca cac service back-end l1a dich vu web dé nhan
dang dich vu nay sé khong phai luén luén la mot URL. Tuy nhién, dinh
danh dich vu quy dinh & day phai pht hop véi tham s6 “service” quy dinh
cho / proxyValidate dya trén xac nhan hop I¢ ctua proxy ticket.
e Phan hoi
/proxy s¢€ tra lai 1 XML-formatted CAS dugc mé ta nhu trong XML chema
trong phan Phu luc A. Bén dudi 1a 1 vi dy cia phan hoi:
Y&u cau thanh céng:
<cas:serviceResponse xmlIns:cas="http://www.yale.edu/tp/cas'>
<cas:proxySuccess>
<cas:proxyTicket>PT-1856392-b98xZrQN4p90ASrw96c8</cas:proxyTicket>

</cas:proxySuccess>
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</cas:serviceResponse>
Yéu cau that bai:
<cas:serviceResponse xmlIns:cas="http://www.yale.edu/tp/cas'>
<cas:proxyFailure code="INVALID_REQUEST">
'‘pgt’ and 'targetService' parameters are both required
</cas:proxyFailure>
</cas:serviceResponse>

e Milodi

CAac gia tri sau day co thé duoc st dung nhu 13 thudc tinh "code" cua cac

phan ng that bai. Sau day 1a cac thiét 1ap toi thieu cua ma 13i rang tat ca cac may
chu CAS phai thuc hién.

- INVALID_REQUEST - khdng phai tt ca cac théng sb yéu cau can thiét
da c6 mat
- BAD_PGT - c4c PGT cung cap khong hop 1¢

- INTERNAL_ERROR - mot 15i noi bo xay ra trong qua trinh ticket
validation.

Déi voi tat ca cac ma 18i, khuyén nghi ring, CAS cung cap tin chi tiét hon
trong phan body cua khdi <cas:authenticationFailure> cua phan hoi XML.

URL example of /proxy
Yéu cau proxy don gian:

https://server/cas/proxy?targetService=http://www.service.com&pgt=PGT-
490649-W81Y9Sa2vTM7hda7xNTkezThVge4CUsybAr

2.2.5. Tong két.

Bang 2.1: Tong hop cac URI.

URI MO0 ta

/login NGO phan @ng voi théng tin bang cach
hanh dong nhu mét nguoi chap nhan
chang chi va néu khong hoat dong nhu
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mot nguoi yeu cau chirng chi. Néu client
da thiét 1ap phién lam viéc SSO (single
sign-on) voéi CAS thi web browser sé
gui dén CAS 1 Cookies an toan né bao
gom 1 chudi xac dinh 1 TGT(Ticket
granting ticket). Cookie nay duoc goi la
TGC(ticket-granting cookie). Néu khoa
TGC hop 1&é cho TGT, CAS c6 quyén
cap mot ST(service ticket) cung cap tat
ca cac diéu kién khac nhau trong dic
diém k§ thuat n6 da gip.

/logout Phé huy phién 1am viéc caa co ché SSO
trén may client. TGC sé& bi pha huy. va
yau cau tiép theo vao /login nhap s&
khong c6 duoc ST cho dén khi user
thiét 1ap mot SSO

/validate Kiém tra tinh hop 1& cua service ticket.
/validate 13 1 phan cua giao thirc CAS
1.0 va do d6 no khong xu ly xac thuc
Proxy.

/serviceValidate Kiém tra tinh hop 1& cia mot ST va tra

vé mot doan XML ( XML-fragment )

/proxyValidate Thuc hién cac nhiém vu tuong tu nhu
/serviceValidate va bd sung xac nhan
PT(proxy ticket).

Iproxy Cung cip PT dé cac dich vu da c6 PGT
va sé€ dugc xac thuc proxy vai cac dich
vu back-end.

[samlValidate
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/services/add.html Mot chtic ning quan tri. Bo sung thém
dich vu vao danh sach dich vu dang ky.

/services/edit.ntml Mot chire nang quan tri. Stra dich vu da
dang ky.

Iservices/manage.html Cung cap mot giao dién dé quan Iy céac
dich vu dang ky (thém / stra / x0a cac
dich vu)

/services/logout.html Thoat khoi trang quan tri

/services/loggedOut.html Thoat khoi trang quan tri tr trang dich
vu

/services/deleteRegisteredService.ht = Xoa cac tham sé dich vu dua vao “ID”
ml

/openid/* Yéu cau map cho usernames dén mot
trang hién thi Login URL cho nha cung
cap dinh OpenID

2.2.6. CAS Entities.
Ticket-granting ticket (TGT):

TGT sé€ duoc tao ra khi /login url vuot qua dugc duoc dich vu CAS va cac
thong tin cung cap s& duoc ching thuc thanh cong. 1 TGT 1a 1 truy cap chinh vao
I6p dich vu cia CAS. Néu khong c¢6 TGT thi user cia CAS s& khong 1am duoc bt
ctr diéu gi. TGT 14 1 chudi ngau nhién vai tién t 12 “TGT-". TGT s& dugc thém vao
1 HTTP Cookies trén sy thanh 1ap cua cua co ché SSO va bat cir khi nao user truy
cap vao cé4c tng dung khéc nhau thi cookies nay s& goi co ché auto-login cho user
do.

Ticket Granting Cookie (TGC):

TGC la 1 cookies cua HTTP cookies dat bdi CAS trén sy khai tao phién lam
viéc cua co ché SSO. Cai Cookies nay duy tri trang thai ding nhap cho client va
khi client diéu hudng téi 1 ¢ng dung khéc thi cookies s& kiém tra auto-login cho
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user nay. TGC s€ bi pha huy khi client dong trinh duyét va né cling bi pha huy khi
client click vao /logout. Gia tri caa TGC nén bat dau véi “TGC-".

Service Ticket (ST):

ST s& duogc tao khi CAS url bao gom tham sé dich vu va cac thong tin da
thong qua dugc xac thuc thanh cong.

Vi du: https://server/cas/login?service=http://www.service.com

Céc dich vu ma ban théng qua url phai 1a mot dich vu dang ky thong qua cac
dich vu quan Iy caa CAS néu khong mét dich vu khong duoc xac thuc sé bi ném
ra.ST 1a 1 chudi ngiu nhién duoc sir dung boi client nhu 1 thong tin dugc truy cap
vao 1 dich vu. ST phai bat dau véi “ST-".

Vi du: ticket=ST-1856339-aA5Yuvrxzpv8TaulcYQ7

Khi tao ST, service identifier (thuong la service url) khong phai la mét phan
cua ST.

Proxy Ticket (PT):

M6 ta tom tat vé proxy: 1 proxy hoat dong nhu 1 may chii, nhung khi c¢6 yéu
cau tir client, hoat ¢ong chinh ctia né nhu 1a 1 client dén cac may chu thyc. (N6 dai
dién cho client giao tiép voi may chii.). 1 HTTP proxy khéng chuyén tiép cac yéu
cau gui thong qua nd. Thay vao do, viéc dau tién nd kiém tra néu da co cac trang
web yéu cau trong bo nhé cache. Néu nhu vay, sau d6 no s& trang vé trang d6 ma
khong giri thém yéu cau khac dén may chii dich. Bai vi cac proxy hoan toan chan
dit cac kénh giao tiép, chung dugc coi la 1 cong nghé firewall an toan hon cac bo
loc gbi tin, vi chung 14 ting dang ké su ¢0 1ap giita cac mang.

Trong CAS, proxy la 1 dich vu mudn truy cap vao cac dich vu khac thay mat
cho 1 user dac biét. PT duoc tao ra tir CAS trén 1 trinh bay cua dich vu hop 1€ TGT
va 1 dich vu dinh danh (céc gia tri cua tham sb “service” cua /proxy url) cho dich vu
back-end ma no duoc két néi.

PT 12 mot chudi ngau nhién ma mét dich vu st dung nhu mot chang chi dé
c6 dugc quyén truy cap vao mot dich vu back-end thay mat cho mét client.
PT chi co gia tri dinh danh dich vu quy dinh dé cho/proxy url khi chiing duoc tao ra.
PT nén bit dau voi cac ky tu “PT-.

Proxy-granting Ticket (PGT):
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PGT thu duoc tir CAS khi xac nhan cia 1 ST hoac 1 PT. Néu mét dich vu
mong mudn ay quyén chuang thuc cho client tgi 1 dich vu back-end, nd phai c6
dugc 1 PGT. Su c6 dugc TGT nay duoc xur ly thdng qua mét proxy callback URL.
Cai URL nay doc dao va an toan sé xac dinh cac dich vu trong back-end sau la
proxy ching thuc cua client. Dich vu back-end sau d6 co thé quyét dinh c6 hay
khdng chap nhan cac thdng tin dwa vao viéc xac dinh goi lai cac URL.

Proxy-Granting Ticket IOU (PGTIOU):

1 PGT IOU Ia 1 chudi ngau nhién véi tién t6 1a “PGTIOU-"c4i ma dugc dat
trong phan tmg duoc cung cap bai /serviceValidate va /proxyValidate sir dung dé
lien ké mot ST hozc xac nhan PT véi 1 PGT cuy thé. M ta day da cua qué trinh nay
kha dung tai phién lam viéc cua PGT.

Qua trinh dugc md ta don gian va day du dugc dua ra trong phién lam viéc
PGT. 1 yéu cau duoc gui cho PGT théng qua /serviceValidate hoic /proxyValidate
URI. CAS server khdng thé cung cap cho PGT phan ting tré trong phan wng cia no,
boi vi n6 khdng tin chac nhan dang nguoi yéu cau. Néu nhan dang nguoi yéu cau la
nhan dang chinh xac thi CAS néi “IOU (I Owe You) PGT” va gui PGTIOU. Nguoi
yéu cau sau khi nhan dugc 1 PGTIOU trong phan hoi CAS, ca 1 PGT va 1 PGTIOU
tir proxy callback duoc dua ra nhu gia tri tham sé pgturl khi yéu cau duoc gii, sé st
dung PGTIOU dé twong quan cac PGT véi cac phan ang xac nhan. Nguoi yéu cau
sau d6 s& s dung PGT cho viéc co duoc cac PT, néu ngudi yéu cau nhan dién
chinh xac.

Ticket granting ticket IOU (TGTIOU):

Trén 1 ticket validation, 1 dich vu cua thé yéu cau 1 PT. Trong CAS 2, con
duong dé ching ta xac thyc 1a ding 13 yéu cau dich vu gui dén PGT, PGTIOU cap
dén 1 proxy callback URL duy dinh nhu 1 tham sé yéu cau. Proxy callback URL
nay phai trén 1 kénh an toan. Chung ta x4c minh ching chi cta nd. Kha nang nhan
callback nay x&c nhan. Sau d6 chung ta trd lai trong xac nhan ticket phan ung
TGTIOU. Tur phan ung, cac dich vu mé rong tir TGTIOU va sir dung n6 dé tra ctu

TGT tu noi no6 duoc luu trir.
Login Ticket (LT):

Mot LT 1a 1 chudi duoc tao ra boi /login nhu mot ngudi yéu cau chang chi
va vuot qua /login nhu 12 ngudi chap nhan chirng chi cho username/password. Muc
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dich cua no 12 ngan chian su phat lai cac théng tin do 16i trong trinh duyét, LT cap
bai /login phai 1a duy nhat va nén bat dau cac ky tu “LT-.

Tat cac cac CAS tickets va gié tri cia GTC phai bao gém dit liéu ngau nhién
an toan dé khong 1a 1 ticket c6 thé doan duoc trong thoi gian hop Iy théng qua cac
cudc tan cong brute-force [http://vi.wikipedia.org/wiki/Brute_force] va ciing phai
chira cac ky tu tir tap hop {A-Z, a-z, 0-9, and ky tu dic biét ?-'} Ticket-granting
ticket, service tickets, proxy tickets and login tickets chi phai c6 gia tri trong 1 15
luc xé&c thyc. C6 hay khdng xé&c thuc thanh cong, CAS sau d6 phai mat hiéu luc
nhitng tickets nay gay ra tat ca nhitng nd luc xac thuc trong twong lai véi diéu do
thé hién cua vé dic biét that bai. CAS s& hét han hiéu luc vé dich vu trong mot thoi
gian hop Iy (t6i da 5 phat) sau khi dugc ban hanh. Néu mot dich vu trinh bay dé xac
nhan service ticket hét han, CAS phai dap tng voi mot phan ang khdng xac nhan.

2.2.7. Nguyén tic hoat dpng

2.2.7.1.Chirng thuc nguwoi dung voi CAS server.

Nguoi dung nhap username va password vao khung dang nhap. cac théng tin
dugc truyén cho CAS server théng qua giao thitc HTTPS hoac HTTP (tly theo céach
nguoi dung dat)

Xac thuc thanh cong, TGC dugc sinh ra va thém vao trinh duyét dudi hinh
thirc cookie. TGC nay s& duoc st dung dé SSO vai tat ca cac (ng dung.

Truy cap tng dung.
e Nguoi dung truy cap vao trng dung khi da chirng thuc vai CAS server.
- Ngudi dung truy xuat tng dung théng qua trinh duyét,

- Ung dung lay TGC tir trinh duyét va chuyén né cho CAS server thong
qua giao thac HTTPS/HTTP.

- Néu TGC nay la hop 1&, CAS server tra vé 1 ST cho trinh duyét, trinh
duyét truyén ST vira nhan cho ung dung.

- Ung dung sir dung ST nhan duoc tir trinh duyét va sau d6 chuyén né cho
CAS

- CAS sé tra vé ID cua nguoi dung cho tng dung, muc dich 1a dé théng bao
véi tng dung nguoi dung nay da dugc chung thuc boi CAS
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- Ung dung dang nhap cho ngudi ding va bat dau phuc vy ngudi dung.

5. Ung dung chuyén
ST cho CAS server
va nhan vé ID cla

ST ngudi ding ID

TGC = g F'
2. Ung dung str dung TGC :
Server tir trinh duyét dé ching

ching thye thuc véi CAS server

ST ST

3. CAS server
tra ST cho
trinh duyét

Trinh duyét

Hinh 2.1: Ngwoi dung truy cdp vao ung dung khi da chirng thuc voi CAS.
e Nguoi dung truy cap vao trng khi khi chua chirng thuc vai CAS.

- Nguoi dung truy cap vao ung dung, vi chua nhan dugc TGC nén ng
dung s& chuyén hudng ngudi dung dén CAS.

- Ngudi dung cung cip username/password thong qua khung dang nhap dé
CAS xac thuc. Thong tin dugc chuyén di boi giao thuc HTTPS hoic
HTTP

- Xéc thyc thanh cong, CAS sé& chuyén cho trinh duyét dong thoi TGC va
ST.

bao Van Phong - CT1301 33



Db an tét nghiép Truong DH Dan Lap Hai Phong

- Trinh duyét s& gitr lai TGC dé phuc vu cho viéc truy cap vao tng dung
khac va truyén cho @ng dung ST.

- Ung dung chuyén ST cho CAS va nhan vé ID cta nguoi dung.

- Ung dung dang nhap va bt dau phuc vu

6. U'ng dung chuyén
ST cho CAS server
va nhan vé ID cla

ST ngudi ding ID =

2. Ung dyng chuyén hudng

Server trinh duyét dén CAS server ' Ung dung
hirng thyr 7/
i ? -uc ,\ /'///"//// A /ST
Tec | [T NS4
600 b\)og// _/f/‘él

3. CAS server 4. CAS server WY
hién thi form ravd TGCva 8 % S/
dang Qhap aé STdétrinh ™ &///// s\'&.

nguO: ding duyét str dung ///'/—'/ b(f{b x©

cung cap netld / - &0 é\oq

va password / PSRN
(§\°~\'\$°Q

Trinh duyét

Hinh 2.2: Ngwoi dung truy cap vao ung dung khi chwa chirng thuc voi CAS server.
Duéi day 1a phan md ta chi tiét qua trinh hoat dong xac thuc cua CAS.

Dich vu chung thuc trung tim (CAS) duoc thiét ké nhu 1 ¢ng dung web doc
lap. N6 hién dang duoc thuc hién nhu 1 s6 Java servlets va chay thong qua may cha
HTTP/HTTPS. No6 duoc truy cap thong qua 3 URL mé ta dudi day. URL login,
URL validation, va cac tuy chon URL logout.

Dé st dung dich vu ching thuc trung tim (CAS), 1 tng dung chuyén hudng
t6i ngudi dung cua nd, hoac chi don gian 1a tao ra 1 siéu lién két (hyperlink) dén
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URL login. Vi du Yale’s CAS login URL la https://domain.com/cas/login. Nguoi
dung ciing c¢6 thé truy cap vao URL nay néu ho muén xac thyuc trudc cai sessions
cua ho.

URL login xt ly thuc té va xac thyc chinh. C6 nghi 1a né nhiac nho nguoi
ding cung cap 1 username va 1 password va xac thuc n6 véi 1 nha cung cap chang
thuc. Pac biét nhitng ngudi trién khai CAS s& cim chung hoic tly chinh
PasswordHandlers dé xac thuc tén ngudi ding va mat khau véi bat ky co ché xac
thuc thich hop.

Dé cho phép kha ning tai xac thuc sau do, CAS ciing ¢b gang giri 1 cookies
trong b nhé(1 trong d6 s& bi hét han khi dong trinh duyét) lai cho trinh duyét.
Cookies nay cai ma chung ta goi la Ticket Granting Cookies xac dinh ngudi dung
khi da dang nhap thanh céng. Can luu y tang cookies nay la bat budc trong co ché
xac thuc CAS. Véi no, ngudi dung dat duoc sy xuat hién cia dang nhap 1 lan
(SSO) cho nhiéu ung dung web. P6 13 khi nguoi ding nhap vao username va
password ciia minh chi 1 lan nhung c6 quyén truy cap vao tat ca dich vy nao sir
dung CAS. Néu khéng c6 céc tap tin cookie, nguoi dung s& can phai nhap username
va password cua minh mdi khi ung dung chuyén hudng né dén CAS (Nguoi ding
c6 thé chi dao CAS phé hay céc tap tin cookie nay bang cach goi dén URL logout.

Vi du https://domain.com/cas/logout).

Ngoai viéc xtr ly xac thuc chinh, CAS cling luu y cach dich vu ma nguoi st
dung d3 duoc chuyén hudng hoic lién két tir d6. N6 c6 thé lam diéu nay bai vi cac
ing dung chuyén huéng hoic lién két mot nguoi dung dén URL login dugc yéu cau
cling phai vuot qua dich vu dinh danh CAS. Néu xac thyc thanh cong, CAS tao ra 1
s6 dai va ngau nhién ma chdng ta goi 1a 1 ticket. Sau d6 lién két ticket nay voi
ngudi ding xac thuc thanh cong va cac dich vu ma ngudi st dung da cb gang xéac
thuc. C6 nghia 13, néu ngudi sir dung duoc théng qua tir dich vu S, CAS taora T
ticket cho phép ngudi dung truy cap vao dich vu S. Ticket nay duoc thiét ké nhu 1
chang chi chi sir dung 1 1an. N6 hitu ich cho ngudi dung, chi cho dich vy S va chi
sir dung 1 1an. N6 hét han ngay sau khi né duoc st dung.

Sau khi xé4c thuc hoan tat, CAS chuyén hudng trinh duyét cua ngudi ding tro
lai tng dung ma noi ngudi dung truy cap vao. N6 biét cai URL dé chuyén huéng
ngudi dung dén vi céc thao luan servicelD & trén ciing co chirc ning nhu mot
callback URL. B¢ la cac dinh danh ma mot &ng dung st dung phai dai dién cho 1
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URL ma mét phan hoic it nhat két hop véi tng dung nay(Cé nghia 1a mdi 1 ing
dung c6 1 URL riéng). CAS chuyén hudng trinh duyét cia nguoi ding chuyén
hudng tré lai cac URL nay va thém cai ticket da duoc thao luan & trén (Service
Ticket) nhu 1 tham s yéu cau.

Dé lam sang to diéu nay thi ¢d 1 vi du nhu sau : Gia st tdi mudn xac thuc
nguoi dung trude khi ho truy cap vao http://localhost/en, khi nguoi dung dang nhap
dé sir dung http://localhost/en, n6 s& dugc chuyén huéng sang

https://localhost:8082/login?service= http://localhost/en/processing.php

Gia str processing.php 1a mot phan wung dung webPHP. Trang web nay duoc
thiét ké dé mong doi 1 chudi ticket dé dugc théng qua véi nd nhu 1 tham sé yéu cau
dat tén ticket.Trang PHP nay chi can x&c nhan ticket khi nhan duoc né bang céch
théng qua URL validation véi tham sé ticket.

Trang PHP can sap xép yéu cau dén URL nay va doc dit lieu URL d6. Khi
xay dung cac yéu cau nay, cac trang PHP ciing can phai vuot qua céc servicelD da
duogc sir dung trude day khi chuyén huéng nguoi ding dén URL login. Dé lam diéu
nay, no sir dung cac tham sé yéu cau dat tén dich vu.

Khi CAS nhan duoc 1 ticket thong qua URL validation, nd s& kiém tra
CSDL noi bo ctia minh dé xac dinh xem né da ton tai chua hay chi vira méi nhan
duoc. Néu nd di 1am va cac dich vu lién quan dén ticket khép véi cac dich vu da
dugc thdng qua bai cac tng dung cai ma yéu cau xac thuc. NO s& tra lai céac
username lién quan vai ticket téi cac (ng dung yéu cau. Néu khong no tir chdi xac
nhan yéu cau,

Giao thac ma URL validation st dung tra lai dir liéu cho cac ung dung yéu
cau la don gian. CAS s& phan tng véi 2 dong (in a text/plain HTTP response), dong
dau tién 13 “yes” hay “no” twong (tng Véi ticket 1a ung dung duoc trinh bay hop 18
hay khéng? Néu ticket 1a hop 1¢, dong thir 2 chira cac tén dang nhap cua chii so hitu
ticket — c6 nghi 1a viéc xac dinh nguoi sir dung di xac thuc thanh cong. Néu ticket
khong hop &, dong thi 2 1a rong.

Dudéi day la 1 vi du
/validate s€ tra lai 1 trong 2 cau tra loi sau:

Xac thuc ticket thanh cong:
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yes<LF>

username<LF>
Xac thuc ticket thét bai:

no<LF>

<LF>

Néu ticket 1a hop 1é, CAS ngay lap tuc loai bo né dé khéng st dung 1 lan
nita.Khi chu trinh hoan thanh, mét tng dung web da c6 thé xac minh danh tinh cua
ngudi dung ma khdng bao gid c6 quyén truy cap vao mat khau cia ngudi dung do.
Hon nita, trong truong hop cia ngudi ding chap nhan cookies, thi ¢ thé tai xac
dinh nguoi st dung CAS dé ngudi dung khdng can phai nhap username va
password cua minh trong twong lai. (Hién nay, trong bd nhd ™ ticket-granting
cookies " van hoat dong trong tam gid.).

Hién nay, ngoai username ma khi xac thuc thanh cong CAS tra lai cho client
thi hé thong CAS con duoc tiy bién tra lai cho client nhiéu théng tin khéac nira. N6
duoc goi 1a Extra user attributes. Phan nay s& duogc thé hién rd trong phan thuc
nghiém hé thong dé thay rd diéu do.

2.2.8. Kién triic tong quan CAS.

2.2.8.1./login flow
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URI called - flogin

Display login form and get
credentials from user

Vi

(Get the supported Authentication

Handler.
)

(Aumentlcata Credentlals)

No

\!

Generate Senvice Ticket. Add ticket )

to TicketRegistry

Cau Service Identifier with ticket )
(Generate TGT. Add TGT to cookie as Sl
Redirect user to login url
with authentication failure
message

| ssenicevalidate |

®

Is service
ticket nuil?
S reques
contain
pgtun?

( Generate PGT Id )
[

£ servile ticke!

e in No

ticketRegistry?
Send Error
message

Yes

Yes Is sewice a

registered
ervice?

lS senice

Yes Is potid and

pgtun
available?

Generate PGT 10U.
This process is
explained in the
next slide.

Redirectto Call back
URL {(Senvice ldentifian

Send Eror
Message

Hinh 2.3: Login flow

Pao Van Phong - CT1301 38



Db an tét nghiép Truong DH Dan Lap Hai Phong

2.2.8.2./proxy flow

LRI called
- faroy

Yes

|5 pot availahle in
request parameter

Is target servits
available in
request

parameter?

Send Errar
Message

Send Errar
Message

( Generate progy ticket )

Hinh 2.4: Proxy flow.
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2.2.8.3. /logout flow

| fNogout

( Crestroy TGT cookie )

o [s"url* passed as Yes
parameter to logout
Redirect to logout screen with
(Hedirecttn [ogout screen with the ) successful logout message
successiul logout messange and with a link to the url
parameter value.

. .

Hinh 2.5: logout flow.
2.3. Ruby CAS.[6]
RubyCAS-server la mot thuc thi day duphia server cia JA-SIG's CAS
protocol, né cung cap giai phap cross-domainSSO cho cac (ng dung web.
Khéi quéat
RubyCAS-Server dua cho ban:

e Mot trang dang nhap doc lap noi ma nguoi ding ¢ thé nhap théng tin cua
ho. (vi du username va password).

e Mot co ché xac thuc thdng tin nguoi ding dua vao nhiéu backends khac
nhau (1 bang trong SQL database, ActiveDirectory/LDAP, Google accounts,
V).

e Mot back-end xac nhan cac client applications noi CAS cho phép két ndi dé
kiém tra xem nguoi dung hién hanh dwoc xéac thuc (néu nguoi dung di duoc
chang thuc voi may cha CAS, sau d6 ho duoc phép tiép tuc, néu khdng ho
duoc chuyén hudng téi trang ding nhap CAS server cia dé xac thyc).
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e CO0 kha nang twong thich ma véi rat nhiéu nén tang (PHP framwork, various
Java frameworks,.NET, Zope, wv).

e Da ngdn ngit ban dia hoa, RubyCAS-servers s¢ tu dong phéat hién ngdn ngir
ua thich cua nguoi dung va trinh bay giao dién thich hop.

RubyCAS-server duoc thuc hién biang cach st dung Sinatra
microframework, va duogc thiét ké cho dé dang trién khai hoic nhu moét may cha
doc lap (qua WEBTrick hoac Mongrel) hoac dudi Apache (thdng qua Rack). N6 hoan
toan thuc hién cac giao thirc CAS 2.0 cuing véi mot s tién ich mé rong khong chinh
thac hién nay trong ang dung khach tham khao cho JA-SIG 3.x phién ban.

2.4. CAS Client.
2.4.1. Gioi thi¢u ngon ngitxdy dung website phia client.
A. PHP la gi?

PHP (viét tat hoi quy "PHP: Hypertext Preprocessor”) 1a mot ngon ngir lap
trinh kich ban hay mét loai ma Iénh chu yéu duoc ding dé phét trién cac ang dung
viét cho may chi, ma nguon ma, ding cho muc dich tong quat. N6 rat thich hop voi
web va co thé dé dang nhing vao trangHTML. Do duoc t6i uu héa cho cac tng
dung web, toc do nhanh, nho gon, c phap giéng C va Java, dé hoc va thoi gian xay
dung san pham tuong d6i ngan hon so vai cac ngdn ngit khac nén PHP d3 nhanh
chéng tré thanh mot ngdn ngir 1ap trinh web phé bién nhat thé gidi.

Ngdn ngir, cac thu vién, tai liéu gc cua PHP dugc xay dung bai cong ddng
va co su dong gop rat 16n ciia Zend Inc., cong ty do cac nha phat trién cbt 16i cua
PHP 1ap nén nham tao ra mot moi truong chuyén nghiép dé dua PHP phat trién &
quy mo doanh nghiép.

2.5. Thw vién phpCAS.[7]
2.5.1. phpCAS requirements.
e \Webserver
- Moi webserver nhu Apache, IIS hay nhiing cai khac déu hoat dong.
- CURL (7.5+)

- Thu vién CRUL phai duoc bat trong hé thdng va phai duoc bién soan véi
sy ho tro SSL.
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cURL 12 mot ham hay cua PHP. Ham nay gilp ta lay, chiét tach hay doc noi
dung mot trang web khac ngay trén Server cua chiing ta. Mot thuan lgi 16n nhat ma
ham curl ndy mang lai d6 1a tbc do, nhanh hon rat nhiéu so véi ham open file gan
gap 3 lan. cURL dugc vi nhu mét cdng cu giao tiép da giao thirc, gilip ta xem hoic
tai mot dia chi.

- PHP >=5.0 (PHP >= 4.2.2 for 1.1.x)
phpCAS users phai c6 PHP compiled vaéi céc tuy chon sau:

- --with-curl: H3 trg CURL, can dé truy cap vao cac proxy.

- --with-openssl: hd trg SSLt, can cho fopen(https://..."), dé kiém tra tinh
hop 1€ cua CAS ticket;

- --with-dom: hd tro DOM, d& docXML responses of the CAS server
(PHP4);

- --with-zlib: hd tro Zlib, cai nay can bai DOM.

Khi n6 dugc su dung trén Horde FrameWork:
- --with-gettext: Ho tro gettext.

Khi n6 dugc st dung trén Horde IMP:
- --with-imap: ho tro IMAP va POP, can khi st dung IMP;
- --with-kerberos: hd trg Kerberos, can bai IMAP.

Khi Iuu trir thong tin ngudi dung Horde dén co sé dit lisu MySQL:
- --with-mysql: hd tro MySQL.

Ghi cha:
- PHP> = 4.3.0 la can thiét dé c6 dugc thong tin ding nhap day du (nho

debug_backtrace ()).

- Trén mot sé hé thdéng (Fedora Core 2 vi du), goi php_domxml Ia bt
buoc.

- SSL

Néu ban c6 ké hoach viét mot proxy CAS, ban s& can phai ¢dam bao may chi
Apache cta ban véi OpenSSL. HTTPS cau hinh la can thiét dé st dung CAS proxy
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(URL goi lai cho méay chi CAS dé truyén tai cac PGTlou phai duoc bao vé). Bé dat
dugc diéu nay, chinh sira file httpd.conf va thém dong nhu:

SSLCertificateFile /etc/x509/cert.server.pem
SSLCertificateKeyFile /etc/x509/key.server.pem
SSLCertificateChainFile /etc/x509/cachain.pem
SSLCACertificateFile /etc/x509/cacert.pem

2.5.2 phpCAS examples.

Thu vién phpCAS cung cip mot API don gian dé xac thuc nguoi st dung véi
CAS server. phpCAS duoc cau hinh bang cach sir dung phuong phap API tinh nhu
phpCAS :: client () va phpCAS :: setCasServerCACert (). Sau khi phpCAS da duoc
cau hinh, mot cudc goi dén phpCAS :: forceAuthentication () thuc hién quéa trinh
ding nhap ngudi dung hién hanh chwa dwgc Xéac thuc, chuyén hudng dén trang
dang nhap cua CAS server. Sau khi phpCAS :: forceAuthentication () da duoc goi,
id nguoi dung hién hanh cé thé truy cap théng qua phpCAS :: getUser ().

User's Browser

1. Userrequests a page in your application that
" requires authertication.

2. phpCAS: forceAuthentication( redirects the
YOUI’ PH P user's browser to the CAS server's login page.
Application
pp P
phpCAS:client( ); /\

phpCAS:forceAuthentication();

3. After authentciation, the CAS

! phpCAS: getUser(; serverredirects the user's browser
‘g’: phpCAS: getAttributes(); back to the application with a service
=. A ticket in the LRL.
s: 8
i ‘g 4. In phpCAS:forceAuthentication(), phpCAS
8- S5 getsthe service ticket out of the LRL and( :‘
v ) / validates it with the CAS server.
hpCAS 7]
pl't? $_ CAS Server
iorary |

-
-

5. The CAS server responds with a validation
message that includes the user id (and optionally
attributes) if the service ticket isvalid.

Hinh 2.6: Nguyén tdic hoat déng phpCAS.
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2.5.3. phpCAS logout.

Ping xudt tir phpCAS duoc thuc hién bang cach goi mot trong nhiing
phuong thuc phpCAS sau: phpCAS::logoutXxx(). Khi goi 1 trong nhitng phuong
thire d6 thi s& c6 cac hanh dong cu thé nhu:

Pha huy PHP session hién tai

Chuyén hudng trinh duyét dén CAS server

Pha huy CAS session
Hanh vi cia CAS server phu thudc vao:

- Phuong thtric logout duoc goi

- Céch céu hinh
phpCAS::logout()
Sau khi logout, CAS s¢& show trang logout.
phpCAS::logoutWithRedirectService($service)
Sau khi logout, CAS server chuyén huéng trinh duyét ti cai URL duoc dua ra.
phpCAS::logoutWithUrl($url)

- Yéu cau phién ban CAS servers > 3.3.5.
Sau khi logout, CAS server show 1 trang véi cai link URL duoc dua vao.
phpCAS::logoutWithRedirectServiceAndUrl($service, $url)

- Yéu cau phién ban CAS servers > 3.3.5.

Néu chuyén hudng dugc kich hoat. CAS server chuyén hudng trinh duyét
dén URL duoc cung cap ($service) va cac tham soé $url duoc bo qua.

Néu khong, CAS server cho thdy mét trang vai mot lién két dén cac URL duoc
cung cap.

phpCAS::logout($params)
Service va cac tham sé url ¢6 thé ciing vugt qua nhu trong mang:

Bang 2.2: Danh sach tham sé phpCAS.
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all with an array shortcut
logout(array()) logout()

logout(array('service'=>'www.myser  logoutWithRedirectService('www.myservic
vicesite.com')) esite.com’)

logout(array('url'=>'www.myurlsite.  logoutWithUrl(‘'www.myurlsite.com’)
com'))

logout(array('service'=>'www.myser  logoutWithRedirectServiceAndUrl('www.m
vicesite.com', yservicesite.com', 'www.myurlsite.com’)
‘url'=>'www.myurlsite.com’))

2.5.4. phpCAS troubleshooting.
Dé phat hién duoc 16i, vui long kich hoat phpCAS debug log.
phpCAS::setDebug($filename);

Logfile nay mac dinh la phpCAS.log hoac la c6 trong / tmp (Linux / Unix)
hodc trong windows ctia ban thu myc temp. Ban ludn ludn cé thé chi dinh mot tap
tin nhu $ filename. Ngoai ra kiém tra céc ban ghi may chu web cho bat ky 13i nao.

Khéng c6 Proxy-granting ticket IOU (PGTIOU) duoc truyén di khi dang
kiém tra tinh hop 1é cia 1 ST hodc 1 PT

C6 1& 1a may chu CAS khoéng tin tuong tng dung. Ung dung phpCAS can
phai duoc truy cap thong qua https va gidy chiing nhan phai duoc tin cay bai cac
may chu CAS. (Thém mdt keystore c6 chira cac chung chi caa may chu tng dung
cuia ban va cac chudi xac nhan vao may chi CA cua ban)

Néu nhan duoc tin nhan théng béo, canh béo ndi rang tiéu dé da duoc gui di,
va authentication fails.

Thém dong bén dudi vao trude phuwong thirc phpCAS duoc goi
error_reporting(E_ALL & ~E_NOTICE);
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Va thém dong bén dudi vao trong file php.ini:
error_reporting=E_ALL & ~E_NOTICE)
2.6. Van dé vé bao mat cho SSO.

Hién nay van dé bao mat dang 13 van dé dugc quan tdm hang dau khi trién
khai 1 hé théng nao d6, nd 1a mau chét cua thanh cong. Khi trién CAS ciing khong
ngoai trir viéc d6. Dudi day 1a 1 vai théng tin em tim hiéu dwoc trong qué trinh
nghién ctru va trién khai CAS.

e V& phia CAS-server.

Nhu da néi & chuong I, dé trién khai hé théng SSO khong don gian chi cai
dat, cau hinh va tich hop ma né con rat nhiéu van dé can luu tAm. Ban than CAS chi
la 1 @ng dung, n6 mang tinh phuc vu hon dé c6 thé dat hiéu suat tét nhat phuc vu
cho céc yéu cau tir client. Binh thudng ban than CAS ciing c6 tich hop thém chic
nang bao mat cho chinh ban than ndé nhung néu dé trién khai hé théng 16n né s&
khong duoc ding vi khi ding né sé bi giam hiéu suat phuc vu, tiéu hao nhiéu tai
nguyén hé thng.

Vdy dat ra cau héi 1a thé vay n6 sé bao vé nhir thé nao triedc cac cugc tat cong nhw DOS,
DDOS, FLOOD....?

Tra loi: CAS duoc trién khai 16p trong cuing cua kién trdc IT cua 1 to chirc, n6 s&
duoc bao boc, bao vé bai cac tuong hira (firewall),cac may chii iy quyén (proxy),
...Moi Viéc ngin chin c4c tin cong tir bén ngoai s& duoc hé théng bao vé chan lai
va xtr 1y trude khi dén dugc véi phan CAS server. Thé nén khi quyét dinh trién khai
SSO thi can phai dugc tinh toan ki ludng vé mat chi phi, van dé bao mat. ..

ety
m—
—

Firewall Proxy Server CAS server Database
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Hinh 2.7: So do vi tri CAS trong hé thang mang.
e V& phia CAS-client.

Co ché bao mat cho CAS ciing phai dugc chd trong ngay tir phia client. Ban
dirng nghi 1a chi can CAS server dugc bao vé tét c6 nghia 1a khong thé bi tin cong.
Client 14 noi tiép nhan yéu cau dau tién, nd ciing 1a noi ma nguoi dung truc tiép lam
viéc va chuyén yéu cau dén CAS Server. Ban thtr hinh dung néu ma CAS client bi
sap thi CAS server ciing khéng con ¥ nghia gi nira. M6t lan nira xin nhic lai vé van
dé dé trién khai SSO 1a 1 van d& can phai dugc danh gia k¥ cang truéc khi trién
khai.
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CHUONG IIITHU'C NGHIEM.
3.1. Cai dit hé thong.
3.1.1. Piéu kién can thiét.
A. Yéu cau phan cang tdi thiéu.

- Intel® Xeon® Quad Core Processor E3-1220 (8M Cache, 3.10
GHz)

- 2GB PC3-10600E UDIMMs DDR3

- Hard Drive: 140Gb.

- ServeRAID C100 for IBM System x® supports RAID-0; -1
- Power Supply 350 W fixed

- IBM Prefer KYB USB US ENG 103P & IBM 3 Button Optical
Mouse USB

B. Yéu cau phan mém.

Rubylnstaller(Version 1.9.3-p448e)Development Kit(Version 32-
4.5.2-20111229-1559 ) cho Ruby duoc cai dat.

Git (version 1.8.4-preview20130916) duogc cai dat.

Bundle duoc cai dat

pgAdmin III (version 1.18.1) dugc cai dat.
3.1.2. Gidgi thiéu.
3.1.2.1. Rubylnstaller.

Rubylnstaller dir 4n cung cip mot dya trén Windows installer khép kin c6
chira mot méi trudng thuc hién ngdn ngir Ruby, thiét 1ap mot dudng co s cua yéu
cau RubyGems va tién ich ma rong.

3.1.2.2. Development Kit.

Ruby Development Kit 1a b cong cu phét trién Ruby. N6 bao gdom nhiéu
chuong trinh tién ich nhu trinh bién dich ruby(ruby compiler), chuong trinh g& 1i,
trinh phét sinh tai liéu, dong goi dir liéu v.v...
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3.1.2.3. Git.

Truong DH Dan Lap Hai Phong

Gia lap moi truong linux trén windows.

3.1.2.4. Bundle.

Bundle c6 chiic niang quan ly cac version, n sé tai cac thu vién can thiét da

duogc khai bao trong file config.yml vé.

3.1.2.4. pgAdmin 111.

Cung cap Postgresql tool (version 9.31).

3.1.3. Cai dat CAS-server.

Tai Rubylnstaller va Development Kittai:

http://rubyinstaller.org/downloads/

[ Firefox - | Downloz... x | () rubycas/rub..| B The future... | UsingThes... | () Commits.r.. | & RubyCAS | 4 Git-Docu... |[d Facebook | M [cas-user] u.. [ ) Git - Down... | w Postgresal .. |T‘

- oW

&« rubyinstaller.arg/downloads/

Q.V\ Rubyinstaller

for Windows

Downloads

Rubylnstallers Archives»

Not sure what version to download? Please read the right column for
recommendations.

B Ruby2.0.0-p247

5 Ruby 2.0.0-p247 (54)

' Ruby193-pads

B8 Ruby187-p374

Other Useful Downloads

7-ZIP ARCHIVES
Ruby 2.0.0-p247
Ruby 2.0.0-p247 (x64)
3 Rupy1.0.3-pa48
@ Ruby187-pava

RUBY CORE & STANDARD LIBRARY DOCUMENTATION

e [B- coge Alo- ¥ A =

P

About Download Help Contribute

P ) SN

WHICH VERSION TO DOWNLOAD?

If you don't know what version to install and you're getting started with
Ruby, we recommend you use Ruby 1.8.3 installers. These provide a
stable language and a exiensive list of packages (gems) that are
compatible and updated.

Ruby 2.0.0. specially the 64bits version, are relatively new on the Windows
area and not all the packages have been updated to be compatible with it.
To use this version you will require some knowledge about compilers and
solving dependency issues, which might be too complicated if you just
want to play with the language.

WHICH DEVELOPMENT KIT?

Down this page, several and different versions of Development Kits
(DevKit) are listed. Please download the right one for your version of
Ruby

« Ruby 1.8.610 1.9.3: tdm-32-4.5.2

« Ruby 2.0.0: mingw64-32-4.7.2
+ Ruby 2.0.0 x84 (54bits): mingw64-64-4.7.2

Hinh 3.1: Tai Rubylnstaller

Cai dat Rubylnstallertheo cac budc dudi day.
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Select Setup Language
Select the language to use during the
installation:
£nglish P

Hinh 3.2: Cai dat Rubylnstaller buocl.
Budc 1: Chon ngbn ngit va nhan ok.

i Setup - Ruby 1.9.3-p448 sy -

w

Ruby 1.9.3-p448 License Agreement

Please read the following License Agreement and accept the terms before continuing
the installation.

Copyright {c) 2007-2011 RubyInstaller Team. s
All rights reserved.

Except:

Ruby is copyrighted free software by Yukihiro Matsumoto,
hitp: /fwww . ruby-ang. orgfen A ICEMSE, txt

The Book of Ruby is copyrighted by Huw Collingbourne,
http: /v, sapphiresteel, com The-Book-Of-Ruby

(@)1 accept the License!

()1 dedine the License

Hinh 3.3: Cai dat Rubylnstaller buoc?.

Budc 2: Chon “I accept the License” va nhan next.
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i Setup - Ruby 1.9.3-p448 - o
Installation Destination and Optional Tasks
v

Setup will install Ruby 19,3448 into the following folder. Click Install to
[ continue or didk Browse to use a different one,

Please avoid any folder name that contains spaces (e.g. Program Files).
C:\Ruby193 Browse...

[ ] install Td,Tk support
[+/]iadd Ruby executables to your PATH:
[ ] Assodate .rb and .rbw files with this Ruby installation

TIP: Mouse aver the above options for more detailed information.

Required free disk space: ~35.0 MB

< Back Install Cancel

Hinh 3.4: Cai dat Rubylnstaller buoc 3.

Bué6c 3: Chon duong duong dan thu muyc cai dit Ruby va click chon “Add Ruby
excutables to your PATH”. Nhan Install.
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s Setup - Ruby 1.9.3-p448 = =

Completing the Ruby 1.9.3-p448
Setup Wizard

Setup has finished installing Ruby 1.9.30448 on your
computer, The application may be launched by selecting the
installed icons.

Click Finish to exit Setup.

Web Site: htip:/frubyinstaller.org
Support group: http:/fgroups. google.comfgrouprubyinstaller
Wikiz http:/jwiki.github, comjfonedidk frubyinstaller

How about a toalkit for building native C RubyGems?
Devkit: http:/frubyinstaller.orgfadd-ons devkit

Hinh 3.5: Cai dat Rubylnstaller buoc4.
Budc 4: Nhan Finish.
Gio chuyén sang phan cai dit Development Kit.

M¢& Development Kit di tai vé, khi d6 xuat hién cira s6, ta chon thu muc giai nén
toan bo ndi dung cua Development Kit va nhin Extract.

T-Zip self-extracting archive “

Exdract to:

C:\Devkit

BExtract | Cancel |

Hinh 3.6: Giadi nén Development Kit

Budc 5: M6 “cmd” va 1am theo hinh bén dudi.
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=N CA\Windows\system32\cmd.exe

icrosoft Windows [Uersion 6.2.92001
(c)» 2012 Microsoft Corporation. All rights reserved.

sUsers~Phongicd. .
NUsersred. .

s>ruby —u
ruby 1.9.3p448 (2013-86-27> [i386-minguwld2]

snrod DevHit

xDevKit>ruby dk.rh init
[INFO]1 found Rubylnstaller vi.?.3 at C:-/Rubyl?3

Initialization complete? FPlease review and modify the auto—generated
'config.yml' file to ensure it contains the root directories to all
of the installed Rubiesz you want enhanced by the DevKit.

:sDevEit>ruby dk.rh install
[INFO1 Updating convenience notice gem override for ‘C:/Rubyl?3’
[IMFO]1 Installing 'C:/Rubyl?3-/libsrubyszite_rubysdevkit.rh’

xDevEit>»_

Hinh 3.7: Cai dat Rubylnstaller buoc 5.

Budc 6: Cai dat “bundle”. Hién tai thi trong cira s6 “cmd.exe” thi vi tri dang ¢
“C:\DevKit” thi tai day ta go I¢nh:

Gem install bundle

=N CAWindows\system32\cmd.exe - gem install bundle - B

icrosoft Windows [Uersion 6.2.92001]
(c» 2012 Microsoft Corporation. All rights reserved.

ssUsers~Phong>. .
..’ is not recognized as an internal or external command.,
operabhle program or batch file.

i

sUsers~PhongXcd. .
NUserscod. .

sn2od DewvHit

sDevKit*gem install bundle
Fetching: bundler—1.3.5.gem ¢ 37>

Hinh 3.8: Cai dat Bunlde.
Cho qua trinh cai dat hoan tat va ta chuyén sang budc tiép theo.
Budc 7: Tai bo ma ngudn va giai nén bat ky chd nao tly theo y thich. O day toi giai
nén ¢ trong phan vung C.

Download RubyCAS tai: https://github.com/rubycas/rubycas-server
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[ Fircfox = | Fo—— | I creative Button styles | €9 rubyees/rubycas-server - Gittub x |T\

& il @ cithub, Inc. (US) | htps://github.com/ru

P
— ~
O mitik Pulse
bin
Graphs
config
Network
db itignore from d
gemfiles run rake appraisal:install to update gemfiles 11 months ago HTTPS
) B E
lib ull re months ago
ou can clone with HTTPS, or
locales i italian traslation 8 months ago Subversion. @
log pty log and db folders 4 years ago [@ Clone in Desktop
public Remove the urbacan theme a year ago & Download ZIP
resources onfig ta config to be 3 years ago
spec Also fix active_di Idap path in spec_he 1 months ago
tasks make migrator use Ticket instead of Base a year ago
gitignore ignore vagrant files 11 months ago
B Appraisals erate appraisals a year ago
E CHANGELOG incre nted version to 1.1.3.pre and updated CHANGELOG a year ago
B Gemfile Move authenticators dependencies into Gemfile a year ago
B Guardfile build Guardfile a year ago
LICENSE Updated copyright 2 years ago
E README md Update README i a year ago "
Hinh 3.9: T4i m& nguon RubyCAS
W= Drive Taols Local Disk (C) -
®© ~ 1 i » Computer » Local Disk (C) » v ¢ | Sesrch Local Disk (C: )
Jr Favorites Name Date modified Type Size
B Desktop apache-maven-3.1.1 /2013 11:24 AM  File folder
& Downloads DevKit 8r2m 5PM  File folder
%] Recent places download 201312:36...  Filefolder
MS0OCache 7/2013 3:33PM  File folder
4 Libraries NST File folder
[5)] Documents Perflegs File folder
&l Music Program Files File folder
(5] Pictures ProgramData 11/18/2013 244 PM  File folder
@] Videos Recovered Files 11/13/2013 File folder
Ruby133 File folder
+ Homegroup | rubycas-server-master File folder
#r* Phong Dao . Users File folder
Windows File folder
omputer xampp 117127200 File folder

iy Local Disk (C:)
DISK1_VOL2 (D)
DISK1_VOL3 (E)
SETUP (F:)

3 CD Drive (H:)

=
=]
=]
=

Lo

[

i Network

14items

Hinh 3.10: Trién khai RubyCAS buécl.

Budc 8: Sao chép file “config.example.yml” trong config va dan ra thu muc bén
ngoai ngang hang voi index. Stra tén thanh “config.yml”, m¢ file “config” vai
notepad++.

Tim dén dong 31, 32, 33:

server: webrick
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port: 443
ssl_cert: /path/to/your/ssl.pem
Stra thanh:

server: webrick

port: 8082

#: Ipath/to/your/ssl.pem
Viéc sira nhu vy gidp tat SSL, tdy vao muc dich sir dung ma ban can nhic tit hay
khong. O day toi tét di cho d& xur 1y.
Tim dén dong 101:

database:
adapter: mysql
database: casserver
username: root
password:
host: localhost
reconnect: true
Stra thanh théng tin két ndi CSDL dé RubyCAS Iy thdng tin xac thuc, néu
ban doc hét huéng dan & trong file thi ban sé& thay c6 rat nhiéu kiéu dé cho ching ta
chon.O day t6i dung postgresql nén toi s& stra thanh:
database:
adapter: postgresgl
database: cas
host: 127.0.0.1
port: 5432
username: cas
password: 123456
reconnect: true

Tim dén dong 202 va thém doan nay vao sau:

authenticator:
class: CASServer::Authenticators::SQLEnNcrypted
database:
adapter: postgresql
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database: cas

host: 127.0.0.1

port: 5432

username: cas

password: 123456

user_table: users

username_column: username

password_column: password

extra_attributes: username,permission,full_name,actived

encrypt_function: 'require "digest/md5"; user.password ==
Digest::MD5.hexdigest("#{@password}")'

Trong do:
adapter: postgresql
database: tén co so dir liéu.
host: Dia chi co s¢ dir liéu.
port: cong két noi.
username: tén nguodi dung dugc phép truy cap vao co so di ligu.
password: mat khau dé truy cap vao co so dit liéu.
user_table: bang chira thong tin nguoi dung.
username_column: tén cua cot chara username
password_column: tén cot chira password.

extra_attributes: lay thém céc thuoc tinh khac trong bang user ngoai
username da duoc tra ra. Nhu ¢ trén ngoai username thi toi con lay dugc
permission,full_name,actived.

encrypt_function: ham ma héa mat khau.
Tim dén dong 467 va thay:

log:
file: /var/log/casserver.log
level: INFO
thanh:
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log:
file: log/casserver.log
level: INFO
Ly do cua viéc thay thé nay la do ban dau hé thdng hd tro trén linux nén ta
phai stra thanh vé windows thi né méi hoat dong. Luu va déng file d6 lai.
Budc 8: mo file “Gemfile” va thém vao dong cudi cung doan sau:
# gem for postgresql
gem "activerecord-postgresql-adapter™
Poan nay c6 y nghia la thém driver d¢ RubyCAS c6 thé két ndi duoc Voi
Postgresql. V&i nhitng cai khac thi c6 thé tim tai day: http://rubygems.org/gems.
Luu va dong lai.
Budc 9: Mé pgAdmin 111 va tao co dit lidu sao cho n6 giong vai nhiing gi ban da
cau hinh trong file config.yml. Sau d6 ban thém 1 ban ghi vao trong CSDL.

W

pgAdmin Il - o
File Edit Plugins View Tools Help
e %T OHES R
i — = N
perties | Statistcs | D Dependents -
H Server Groups Py
= servers w Table Onner Comment t

&1 Py 93 otestsn T

| Databases (2)

| cas
- §& Catalogs (2)

HEs Event Triggers (0)
-4 Extensions (1)

—-— DROP TABLE users
1 Indexes (0)
1 Rules (0)
A Triggers (0)
A Trigger Functions (0)
Views (0)
~138) Slony Replication (0)

| postgres
Tablespaces (2)
£z Group Roles (0)

i Laaio Mol )

CREATE TABLE users

Retrieving details on table users. . Done.

Hinh 3.11: Tao CSDL nguoi dung cho RubyCAS xac thuc.
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= Query - cas on postgres@localhost:5432 - a
File Edit Query Favourites Macros View Help
8 N PP kg ¢ O cas on postgres @localhost: 5432 v
Scratch pad x
SQL Editor | Graphical Query Buider v || T
Previous queries v Delete Al
SELECT userid, ussrname, password, permission, actived, full name
FROM users;
< >
Output pane x
Data Output | Explsin | Messages | Histary
userid |username password permission| actived| full_name
integer| character varying(50) character varying(255) integer | integer  character varying(50)
1 1 phongdao 210adc3949ba59abbes 1 1 Fhong Dao
oK. Urix  Ln3,Col 1,Ch81 Lrow. 24ms

Hinh 3.12: Tao CSDL nguoi dung cho RubyCAS xac thuc 2.
Bugc 10: Mé 1 cira s6 “cmd.exe” méi va cd toi thu muc rubycas-server da dugc
giai nén tr trudc.
o CAWindows\system32\cmd.exe - B

icrosoft Windows [Uersion 6.2.92001]
(c» 2012 Microsoft Corporation. All rights reserved.

ssUsers~Phongred. .

NUsers>ed. .
:nod rubycas—server—master

srubycas—server—master?>

Hinh 3.13: Trién khai RubyCAS buéc 2.

Budc 11: Chay lénh “bundle” dé tai cac thu vién di dwoc khai bao trong file
“rubycas-server.gemspec”.
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=N CA\Windows\system32\cmd.exe
:n>od rubycas—server—master

srubycas—server—master >bhbundle

atal: Mot a git repository <or any of the parent directories): _git

esolving dependencies. ..

sing rake <(B.8.7>

sing il8n (B.6.5>

i multi_j=son (1.8.2>

activesupport (3.2.15>
builder (3.8_4>
activemodel ¢3.2.15>
arel (3.8.3>
tzinfo <(B.3.38>
activerecord (3.2.15>
py <@.17.8>
activerecord—-postgresgl-adapter (H.@.1)>
activeresource ¢3.2.15>
addressable (2.3.52
bundler (1.3.5>
appraisal <8.4.1>
mnime—types (2_8>
mini_portile (B.5.2>
nokogiri <1.6.8>
rack <1.5.2>
rack—test (B.6_.2)>

Hinh 3.14: Trién khai RubyCAS buéc 3.
Budgc 12: Sau khi tai cac thu vién can thiét, ta chay lénh:
bundle exec rubycas-server -c config.ymi
viéc chay Iénh nay dé hoan tat qua trinh cai dat RubyCAS-server.

= CAWindows\system32\cmd.exe - bundle exec rubycas-server -c config.yml - =

“[Ame[36m (44 _Bms)«[Bm «[1nCREATE IMDEX "index_cassewvver_st_on_ticket"” ON 'ca
server_st" ("ticket')<[Bm

—-» B_8488=
— add_index{:casserver_tgt, :ticket)

“[1m+[35%m (29.Bms)«[@Bm CREATE INDEX "index_casserver_tgt_on_ticket" ON "casse
ruer_tgt” ("ticket''

—-» B.8338s
— add_index{:casserver_pgt, :ticket)

€[Ame[36m (18 .0ms)><[Bm <[1mCREATE IMDEX "index_casserver_pgt_on_ticket" ON 'c
szerver_pgt' (Mticket')¢[Bm

—-> B.8228s

AddIndexesForPerformance: migrated <(@.1438:z)> =

“[1m+[35%m {1.8msd+[Bm INSERT INIO0 “schema_migrationz" ("version">» UVALUES ('2°

>
“[Ame[36m <(1.8msd«[Bm «[1mCOMMIT<[Bm

>>» Your database is now up to date.

== RubyCAS—-Server is starting up on port 8882 for development with backup from W
~ick

3-11-19 18:38:881 INFO UWEBrick 1.3.1

3-11-19 18:38:881 INFO ruby 1.9.3 (2013-86-27> [i386—minguw32]

3-11-19 18:38:881 INF0 UWEBrick::HITPServer#istart: pid=3676 port=B082

Hinh 3.15: Trién khai RubyCAS buéc 4.

Budc 13: Tré lai véi pgAdmin I11, 1am twoi CSDL xem Sy thay doi.

bao Van Phong - CT1301 59



Db an tét nghiép Truong DH Dan Lap Hai Phong

w pgAdmin Il - B

Eile Edit Plugins ¥iew Tools Help

A /A | == [l T aml:l.“,
-1 EYI-EEY I B X
Object browser

g Server Groups

Elg Servers (1)

=[] PostgreSQL 9.3 (localhost: 5432)
E|[: Databases (2)
=] cas
EJ---@ Cataloas (2)
Ml Event Triggers (0)
EJ--"@‘; Extensions (1)
E—J@ Schemas (1)
B~ € public
4] Collations (0)

----- @‘ Domains {0}

@y FTS Configurations (0)
----- fili FTs pictionaries (o)
= FTS Parsers (0)

-3 FTS Templates (0)

----- ‘% Functions (D)

[j—--% Seguences (5)

=1 Tables (&)

t-[F casserver_lt

[ casserver_pgt
[ casserver_st
[ casserver_tgt
-3 schema_migrations
- users

% Trigger Functions {0)
----- Views ()

----- % slony Replication {0)

Refreshing database cas... Done. 0.41 secs

Hinh 3.16: Trién khai RubyCAS buéc 5.

Vay la xuat hién thém 5 bang nira, viéc nay dong nghia vai viéc RubyCAS-
server da két néi thanh cong téi CSDL.

Bang 3.1: Thoéng tin table casserver _It.

Tén Columns Kiéu dit liéu Mo ta
Id Serial La khoa chinh cua bang.
Ticket Character varying (255) Luu trit cac LT dugc CAS tao ra.
Create_on Timestamp without time Thoi gian tao LT.
zone
Consumed Timestamp without time Thoi gian s dung.
zone
Client_hostname | Character varying (255) Tén hostname cua client.
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Bang 3.2: Thong tin table casserver_pgt.

Tén Columns Kiéu dir lieu Mo ta
Id Serial La khoa chinh cua bang.
Ticket Character varying (255) Luu trir cac PGT dugc CAS tao
ra.
Create_on Timestamp without time Thoi gian tao PGT.

zone

Client_hostname

Character varying (255)

Tén hostname cua client.

lou

Character varying (255)

Chtra IOU cua PGT.

Service_ticket _id

Interger

Chtra ST ID tur table casserver_st

Bang 3.3: Thong tin table casserver_st.

Tén Columns Kiéu dix lieu M0 ta
Id Serial La khoa chinh cua bang.
Ticket Character varying (255) Luu trir cac ST dugc CAS tao ra.
Service Text Chta service yéu cau xac thyc.
Create_on Timestamp without time Thoi gian tao ST.
zone
Consumed Timestamp without time Thaoi gian str dung.

zone

Client_hostname

Character varying (255)

Tén hostname cua client.

Username

Character varying (255)

Chtra thong tin username.
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Type Character varying (255)
Granted_by pgt_id | Integer Chta pgt_id di dugc chap nhan.
Granted_by tgt_id | Integer Chta tgt_id di dwgc chap nhan.

Bang 3.4: Thong tin table casserver_tgt.

Tén Columns Kiéu dir lieu Mo ta
Id Serial La khéa chinh cua bang.
Ticket Character varying (255) Luu trir cac TGT duogc CAS tao
ra.
Create_on Timestamp without time Thoi gian tao TGT.

zone

Client_hostname

Character varying (255)

Tén hostname cua client.

Username

Character varying (255)

Chtra thong tin username.

Extra_attributes

Text

Chura céc Extra_attributes.

Budc 14: Pé kiém tra chac chan rang CAS da hoat dong, hdy mé dudng dan sau:
http://localhost:8082/login dang nhap vai thong tin da thém vao csdl trudce do la:

Username: phongdao

Password: 123456
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> CASCentral Login [£] e

€ @ localhost:2022/Iogin c | |B - Google A B ¥ A =&~

CAS Central Login

You have successfully logged in.

.
I Locin

Powerad by RubyCAS-Server

Hinh 3.17: Kiém thir qud trinh cai dat RubyCAS.
Néu nhan duoc thong bdo nhu hinh trén thi viéc cai dat CAS-server da thanh cong.
Budc 15: Tré lai véi CSDL va xem c6 cap nhat khi ta da ding nhap lan dau tién

khéng.

=| Edit Data - PostgreSQL 9.3 (localhost:5432) - cas - casserver |t - a
Fle Edit View Tools Help
20| @R W T Pf[womows v

ticket created_on consumed client_hostna

= | me
[PK] serial _ character varying(255) timestamp without time zone timestamp without time zone character varying(255)

2013-11-19 10:41:49.56489

| 2 B 2013-11-19 10:43:09.437046 PhongDas

Hinh 3.18: Cdu trdc bdng casserver_t

El Edit Data - PostgreSQL 9.3 (localhost:5432) - cas - casserver_pgt - g “
File Edit View Tools Help

(H @0 @@ BT P v

ticket created_on dlient_hestname ou service_ticket_id
character varying(255) timestamp without time zone character varying(255) |character varying(255) |integer

id
[PK] serial
-

Hinh 3.19: Cdu tridc bdng casserver_pgt

= Edit Data - PostgreSQL 9.3 (localhost:5432) - cas - casserver_st - o El
File Edit View Tools Help
H| 20| B 8 W F| Pz wows v

‘ ‘u ticket service created_on consumed dlient_hostname username type granted_by_pgt_id |granted_by_tgt_id
[PK] serial | character vai text | i i time zor| timestamp without time zone character varying(255) | character varying(255) | character varying(255) |integer integer
= H
N . A e 2
Hinh 3.20: Cau truc bang casserver_st.
= Edit Data - PostgreSQL 9.3 (localhost:5432) - cas - casserver_tgt - ' IEE

File Edit View Teols Help
&0 B} BT P romt v

id ticket created_on ‘ client_hostname username extra_attributes
[PK] serial | character varying(255) |t i time zone varying(255) | character varying(255) text
1 L |TGC713E“ fF 2013-11-19 10:43:09.704081 PhongDao phongdac -

Hinh 3.21: Cdu trdc bang casserver_tgt
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E| Edit Data - PostgreSQL 9.3 (localhost:5432) - cas - schema_migrations - g “
File Edit View Tools Help
| &n B2 R W T | Mo limit v

=

character vay
:
2 2

Hinh 3.22: Cdu tric bdng schema_migrations.

3.1.4. Tich hop CAS client vio hé thong.
3.1.4.1. Gidi thiéu 2 website ding dé tich hop SSO.
A. Website 1

IEEER | [ website tin tic D5 n ot nghiep ng... | st tocathost / 127.0.0.1 / doan2 | phphy... * | + | - 8

&« localhost/en, c | |B- Google AR ¥ A = -

[ ] ] by hY
Single Sign On la gi?
SSO la mét co ché xac thuc yéu cau nguéi dung dang nhap vao chi mét lan véi mét ID nguwdi ding va méat khdu dé truy
cap vao nhiéu (rng dung trong 1 phién lam viéc (session).Trwéc khi cé ddng nhap mét lan (SSO), mét ngudi sir dung da
phai nhap cac ID ngudi diing va méat khau cho tirng rng dung méi khi ho d4ng nhap vao cac trng dung khac nhau hodc
cac hé théng trong cling mét phién (session). Diéu nay ré rang cé thé tén nhiéu thei gian, dic biét la trong méi truéng
doanh...

Learn more »

JAVA ASP.NET Central Authentication

Java (doc nhi "Gia-va") 1a mét ngén ngi 1p trinh dang ASPNET Ia mét nén tang (rng dung web (web application Servlce Ia g |?

14p trinh hiréing ddi teong (OOP). Khac vai phan Ién framework) dwoc phat trién va cung cdp bdi Microsoft, R

ngdn ngi¥ 1&p trinh thdng thirdng, thay vi bién dich m& cho phép nhifng ngtedi IAp trinh tao ra nhiFng trang web CASIa 1 giaoxlhu? déng nhap mot lan (SSO)’ cho web

ngudn thanh m& may hodc théng dich m& ngudn khi dbng, nhifng (fng dung web va nhifng dich vy web. Lan duoe phat tricn béT dai hoe Ya!e. Muc dich cla nd 12 Ch]“

chay, Java dugc thiét k& dé bién dich md ngudn thanh dau tién drgc dura ra thi trsdng vao thang 2 ndm 2002 pTép "9“""““"9 fruy cé’f’ nhicu ’L'rng dung trong km c'_”
can cung cap thong tin cda ho (vi du nhw userid va mat

bytecode, bytecode sau dé sé duroc mdi triréng thire thi cling v&i phién ban 1.0 cda NET framework, 1a cong

Kkhau) chi mot I3n. N6 ciing cho phép cac (na dung web v

Hinh 3.23: Trang chu website 1.

Website 1 1a website tin tirc don gian nhung du tiéu chuan dé lam website
tich hop co ché dang nhap 1 lan. Chtic nang chinh ciia website 1 bao gom:

e Daing ky nguoi dung

e Kich hoat tai khoan théng qua email
e Dang nhap

e Viét bai

e Cap nhat ho so nguoi dung.
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IEEERAN | Website tin tic - B én t6t nghiép ng... | (20 Website chia sé video - BB antstngh.. - | + | - g
&« localhost/en/home/user/register & || B - Google Al B ¥ A -

DO AN TOT NGHIEP ~ Trangchi  Gigithisu  Liénhé I Pangnhdp  Dang ky

Ho tén

E-Mail

Username
Password
Password Confirm

Cau hoi bao mat

—Vui 1dng chon cau hoi— v ©

Hinh 3.24: Trang dang ky nguoi dung website 1.

WJAdmlmumr Login 5 | [£] Website chia sé video - 96 an tét ngh.. = | + |
€& @ localhost/en/zd og (<l 3 BE AP B- & A& = -

Username:

Password:

[v] Remember me

Hinh 3.25: Trang déing nhap hé thong website 1.
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% én 5t nghitp nganh céng nghé .. > | [Z] Website chia sé video - B5 an tét ngh.. = | + |
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& localhost/en/admin/news

DA AN TOT NGHIEP

Danh sach bai viét

[ Tong hop
=17in tir ID  Tiéu dé Ngay viét Ngay sira Author Chirc néng
[@Pa phuong tién 1 Single Sign On la gi? 11-11-2013 05:31 PM admin o
) 2 Phan mém ngubn m& 13 gi? 1-11-2013 05:34 PM admin [x]
[Bich
Whgwoi dung 3 Central Authentication Senvice 1a gi? 12-11-2013 04:17 AM admin o
9 ASPNET 13-11-2013 08:55 AM d
Ecai aze 55 admin []
) 10 JAVA 13-11-2013 08:56 AM admin [~}
[®Ho tror 12
12 >
Thém méi bai viet
Tiéu dé:
N8i dung:*
v
N . A y= It
Hinh 3.26: Thém mai bai viet.
[ Firefox -] 3 4n t5t nghiép nganh céng nghét.. XWabsrtezmasévidaurD'E\a'ntﬂtngh... |T| - 8
& localhost/en/ admin/user/userlist <] Al E- & & -

Bd AN TOT NGHIEP

@ Téng hop Danh sach thanh vién

fiin te D Tai khoan Ho tén

BPa phwong tién 1 admin Dao Vin Phong
phongdachp1 Dao Vin Phong

[ELich »
ENgwoi dung
Ecai ast

[®IHG tror 12

Email
daovanphonigkq@gmail.com

daovanphongkgl@gmail.com

Ngay dang ky
10-10-2013 07:56 PM

11-10-2013 06:55 PM

Hinh 3.27: Danh sdach nguwoi dung.

Hoat déng Chirc néing
& (]
O o

1 2 3 >
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" @ localhost/phpmyadmin/#PMAURL-1:db_structure. php?db=doan1&table=&server=18 ttok 022a302e791e2cbcbdfbb.

- M 7 127.0.0.1 » @ doant
php

{_ Website in tic - D3 dn 3t nghiép ng.. ~ | [] Website chia sé video - DB an tét ngh.. * | ., localhost / 127.0.0.1 / doan | phpMy... x | + | - g

| B - Google Al B ¥ A = -

DBOO S 4 Structure [ SQL 4 Search i Query [& Export [} Import 4® Operations =7 Privileges | 48 Routines & Events ¥ More
(Recenttables) v Table = Action Rows @ Type Collation Size Overhead
O news [ Browse 4 Structure % Search i Insert & Empty @ Drop ~6 InneDB  latin1_swedish_ci 1€ KB -

| banve [] users (=] Browse s Structure & Search ¥: Insert § Empty @ Drop & MylSAM utf3_general_ci ieiiiEn -
@ book [] users config =] Browse 34 Structure & Search % Insert f§ Empty @ Drop 4 MyISAM utfB_general_ci € miz -
| cas-authentication =
) cdeal [ users question || Browse ir Structure % Search 3 Insert § Empty @ Drop 7 MylSAM uif8_general ci 54w =
) datve [ users_reg =] Browse 34 Structure % Search ¥¢ Insert i Empty @ Drop 9 MylSAM utf3_general_ci 8.7 8 1728
1 doani
o dz::z 5 tables Sum 22 InnoDB latin1_swedish_ci 48-4 KiE 172 8
Ha '”:":a“””ﬁ“he'“a 4 [ICheck All/ Check tables having overhead With selected ©
~ 1 modules_user
e ::';"c'an {5y Print view b Data Dictionary
1 performance_schema 8 Create table
) phangdao
~ 4 phangdao_1
~ 1 phpmyadmin Name: Number of columns:
~ | test
| webauth

Hinh 3.28: Cdu tric CSDL website 1.
B. Website 2.

Website 14 1 website cho phép dang tai va chia sé video do Pang Puc Tuyén
— sinh vién khoa 13 xay dyng trong thoi gian 1am dé tai tot nghiép dot 1. Website
cho phép thanh vién dang ky, dang nhap va dang tai va chia sé video.

[ Firefox > | (5] Website tin tiic - 95 an t6t nghiép ng... « | (2] Website chia sé video - B3 an tét ngh... x lTl -a

&0 localhost/doan2 c

™ ~

D @3 M Em Fros

130 %001 : 2008

Categories Most Popular
J3 Music
D Film "
% Sport y i o ,' \
& Game

A 4
o " Ngwoi t6i y: a Vietnam National Anthe... a . . Everything Has Changed
L3 Fashion admin admin admin

&4 cartoon
& News

Science

Newest

Phan LwGiNhaLacal... fl con rusi ™

Hinh 3.29: Trang chu website 2.
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5] Website chia sé video - D én tét nghiép | + | - a
€ @ localhost/doan2/ 77 v e||/B- coogle B & A =~

Pang ky ngudi dang

Vui long nhap day di théng tin d& dang ky.

Ho tén:

Tai khoan:

Email:

Mat khau:

=00 cancel

Hinh 3.30: Pang ky nguoi dung website 2.

5] Website chia sé video - D én tét nghiép | + | =
€ @ localhost/doan2/ 77 v & ||B- Google AR ¥ A = |-

Pang nhap

Vui long nhép day dd théng tin.

Tai khoan:

M&t khau:

Submit fe T

Hinh 3.31: Bdng nhdp hé théng website 2.
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TR | =] Upioad | Website chia sé video - D5 ant... [+]

€ | @ localhost/doan2/upload ¢ | B - Google AP B & A =~
™ ~
o = 80
1503001 : 2008
Categories HTML File Upload
3 music Files to upload: | Browse_ | No files selected.
R T, S P S S A v
A Film 1 R
~ ! or drop files here !
<% Sport ! !
'
& Game ' !
'
[ rashion ' !
'
&4 cartoon ! '
'
& News ' :
'
Science ! :
o v o v v v v v s s P T T s
Status Messages
Title
00668ec49d7f
Description
Category
Music 3

Hinh 3.32:Trang upload video website 2.

W‘[}Webﬂninlﬂp&)‘éa‘m&i nghip ng... * | i localhost /127,001 / doan2 | phphy... x | + |

& @ localhost/phpmy #PMAURL-5:db,_struct 2 28tabl =18t 91e2c6ebdf6b23d56ee7h99 ¢ | B~ Google Al E- & & -

M 7127.0.0.1 » @ doan2

php : 2

DBOO S 4 Structure | [f SQL 4 Search i Query [ Export [} Import 4® Operations =7 Privileges | <8 Routines & Events ¥ More

(Recenttables) ) Table - Action Rows & Type Collation Size  Overhead
[ categories [ Browse 3 Structure (% Search 3¢ Inset & Empty @ Drop =3 InnoDB  latin1_swedish_ci 16 KiB -

i banve [] comments || Browse s Structure & Search i Insert §g Empty @ Drop ~0 InnoDB  latin1_swedish_ci 1% KiB -

| book ] users 5] Browse 74 Stucture & Search % Insert § Empty @ Drop % InnoDB  latin1_swedish_ci 1€ Kib -

| cas-authentication =

) cdeol [] videos  []Browse Jr Stucture g Search 3¢ Insert i Empty @ Drop ~18 |nnoDB  latin1_swedish_ci 1€ KiB =

| datve 4tables  Sum 35 InnoDB latin1_swedish_ci 64 B ]

/| doan1

/| doan2 1 [ Check All With selected v

| information_schema
| modules_user

o) mysql

| opencart

| performance_schema
| phongdan

2| phongdan_1

3| phpmyadmin

| test

| webauth

(& Print view & Data Dictionary

"4 Create table

Name Number of columns:

Go

Hinh 3.33: Cdu tric CSDL website 2.
3.1.4.2.Cai ddit phpCAS.

Tai thu vién phpCAS tai dia chi : http://downloads.jasig.org/cas-
clients/php/current/. Giai nén vao include vao 2 website can tich hop. Vai trudng

hop 2 website t6i dua ra thi nhu sau:

A. Website 1: Vui ldng xem phan tich hop tai phu luc C.
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-“ phpDesigner 8 - [F:\Program Files\xampp\htdocs\en\application\helpers\h2_helper.php] - a
‘& File Edit Find Goto Insert Format CSS JavaScript PHP Debug Project Tools Svn Git Highlighters View Window Help -
N-g-ddB b @@ s i B st c P B AR @ "B S S M® Panes-
; - Sl BB @ B e @00 = 4% B8 B & -3 [
in.php [ processing.php | (%] h2_helper.php
Debug Run v (G Locahost = [ PHP+xTML + G55+ Iavaseript ~ x | Proiect - Daan1 ax
by = A »
1 <7php LR N -] 2 F e
z Name
3 | loginphp ~
4 || news.php
s || processing.php
oM user.php
7 include once ('CAS/CAS.php'); 0O
. — | verifylogin.php
5 home
10 phpCAS: :setDebug () & @ indesx.html
11 core
12 @ )l emors
13 phpCAS::clienc (CAS_VERSION 2_0,'localhost',8082,''); o )} helpers
i cas
if enas Cas-old
- || h1_helper php
st || h2_helper.php
19 phpCAS: : forcel @ index.html
20 . hooks
21 [ language
23 7> libraries
logs
| models
third_party
B ) views
[] htaccess
© index.himl
| mages
@ ) logs
system
2 theme v
< >
Windows | UTF-8 n 21:Col 1 Doanl F:\Program Files\xampp'htdocs\en'applicationhelpersy
Hinh 3.34: Tich hop phpCAS vao website 1
bsite 2:Vui IC m phan tich h i phu |
B. Website 2:Vui long xem phan tich hop tai phu luc D.
-“ phpDesigner 8 - [F:\Program Files\xampp\htdocs\doan2\processing.php *]1
‘& File Edit Find Goto Insert Format CSS JavaScript PHP Debug Project Tools Svn Git Highlighters View Window Help -
o NP H i i - - & = H H L E | -
0-Z- W% 55 @A@ S 9 ¢k uR)w S WP @G PR @ EEIME Feecs
; . S BB @ B e @ e = U =] i@ mi= & -3 -
2] processing.php | [ phpCAS.log
Debug ~ fun - (@) Lochost - [ PHP + XHTML + S5 + Javascript ~ x | Praiect - Doan? 2x
- Ly - A »
1 <2php Al Ee) = =]
2 @Header( "C 8" ); dame
3 @Header( "Con < e T ~
4 session start(); B g doan2
5 ob_start(): - CAs
62> s
7 | example
& <2php | image
s @ )| images
& is
o | localzation
2 | uploads
14 include ( "confi L] htaccess
15 include_once (' | cap.php
16 | category.php
17 ] config.php
18 DhPCAS: :getDebug () 7 || detail.php
L | export.phe
f: hpCAS::client (CAS VERSION 2 0, '1 1host!, 8082, 115 |_| footer.php
21 phpCAS:iclienc (CAS_VERSION 2_0,'localhost',5082,'"): 7 fnctonshp
|| header.php
|| index.php
|| info.php
| logout.php
|| phpcas.log
|| post.php
|| processing.php
|| processing-old.php
|_] project.php
33 Sattr v || search.php v
< >

Windows | UTF-8 Modified Ln  44:Col 3 Doan2 F:\Program Fies\xampp'hdocs\doan2|

Hinh 3.35: Tich hgp phpCAS website 2.
3.2. Cac pha trong h¢ thong khi user ding nhip.
Pha 1: Usertdn tai trén 2 hé thong thi qua trinh s& dién ra nhu thé nao?

Déi voi truong hop user ton tai song song trén 2 hé thong thi viéc xac thuc
thong tin, CAS server gui lai cho client username va extra_atttributes nhu binh
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thuong. Tai client thi viéc xu ly théng tin nhan dugc tir CAS server dién ra hoan
toan binh thuong. Xem hinh 2.6: Nguyén tic hoat dong phpCAS.

Pha 2: user chi ton tai trong 1 trong 2 hé théng thi qua trinh dién ra s& nhu thé nao
Véi tirng hé thdng, hé théng 1 nhu thé nao?Heé théng 2 nhur thé nao?

Trudng hop 1: User chi ton tai trén CAS server.

Khi ngudi dingmudn xéc thuc théng tin dé st dung tng dung, phpCAS sé
chuyén hudéng nguoi dung dén form dang nhap cua CAS server, tai day nguoi ding
nhap théng tin, CAS xac thuc thdng tin va tra lai cho client username va
extra_Attributes(néu c6). Tai client ty thuoc vao nhu cau caa ang dung ma cé s
dung théng tin nhan dugc dé thém vao CSDL cua tng dung client hay khong? Vi
truong hop hé théng cua em tich hop ¢6 nhu cau thém phan thong tin da nhan dugc
vao CSDL thi cac budc xir ly s€ nhu sau:

Budc 1: Client sé& str dung username nhan duoc tir CAS server) 1am diéu kién
dé truy van vao CSDL cua trng dung client.

Budc 2: Kiém tra két qua truy van vao CSDL thi ¢6 2 trudong hop:

Truong hop 1: Khong ton tai ban ghi nao theo diéu kién da dwa vao ->
Tién hanh thém username va céc extra_attributes nhu email, address, status...(khéng
bao gom password vi ly do an toan.) vao CSDL. Sau dé viéc xir ly thdng tin xac
thuc dién ra nhu binh thuong.

Truong hop 2: P ton tai ban ghi thi ta lai tiép tuc so séanh céc thong
tin ban ghi vira truy van voi cac extra_attributes néu gidng nhau thi bé qua va tién
hanh xir ly thong tin x&c thuc, néu khac nhau thi tién hanh cap nhat lai cac thong tin
theo extra_attributes. Sau khi cap nhat xong thi lai tiép tuc xi ly thong tin xac thuc.
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Tiép nhan yéu c3u ti¥ client, hién thi
formdang nhap

Thong tin duoc nhap Thong bao nguti ding khong ton tai.
vao co ton tai? Két thiic

Tiép nhan thong tin duoc

CAS server tra laiva tién

hanh thém hoac cdp nhat
vao CSDL local.

Xizly ciccong doan tiép theo.

Hinh 3.36: Luong xu Iy khi client xin xac thyec thong tin tir CAS server.
Truong hop 2: User chi ton tai trén client.

Véi truong hop nay thi viéc xac thuc thong tin s& that bai vi trong CSDL cua
CAS server khdng ton tai théng tin cua ngudi ding dan dén khong cé thong tin dé
Xac thuc.
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BETEERE | cascentral Login |+ - oI E3
€ @ localhost 0 B- Google 2B & A = -

CAS Central Login

ﬁ Incorrect username or password.

Hinh 3.37: Ddang nhdp khi user khdng ton tai ¢ CAS server.

Pha 3: User bi x6a hoan toan trén CSDL luu trir nguoi dung trén CAS server, vay
khi dang nhap vao hé théng s& nhu thé nao?

Déi véi truong hop nay thi thi nd giong véi truong hop 2 caa pha 2: User chi
ton tai trén client.

Pha 4: User bi no active nghia 1a truéc ddy da 1a thanh vién sau mot thoi gian can
phai tam thoi khong cho user ay ding nhap sau d6 mot thoi gian lai cho dang nhap
lai (VD: SVtrong truong tai thoi diém thi vi chua hoan thanh cac khoan tién Ién
khong thé dang nhap vao hé thong dé vao xem diém cia minh duoc. Sau khi hoan
thanh cac khoan tién sinh vién lai dugc ding nhap lai). Van dé nay hé thong thng
s& duoc giai quyét thé nao?

Xin thua rang CAS server chi ¢6 nhiém vu luu trit théng tin cia 1 nguoi
ding nao d6 nhu username, password, email, role... tly thuoc vao role ma xép user
dé thudc vao nhom nguoi dung nao (active, inactive, locked....) khi client c6 yéu
cau CAS sg tra lai cho client thong tin trong d6 co6 role va tai day viéc xir ly tiép
theo tly vao role ma trién khai.

Pha 5: Khi user thay d6i thong tin nguoi ding thi hé thong sé& xir 1y nhu thé nao?
Gidng nhu truong hop 2 cua pha 2.

Pha 6: Truong hop khi CAS server ngiing hoat dong thi viéc xac thuc s& dién ra nhu
thé nao ?

bao Van Phong - CT1301 73



Db an tét nghiép Truong DH Dan Lap Hai Phong

Trude khi client diéu ngudi dung toi CAS server thi s& kiém tra http Status
code do CAS server tra vé. Néu Status Code == 200 hoic 303 thi diéu hudng client
dén CAS server con nguoc lai gap nhitng status code khac thi xac thuc thong tin tai
CSDL local.

Ngudi dung yéu cau st
dung dich vu.

Hién thi form d&ng nhap local
cho nguwi diing nhap username SEee el T
& password

Diéu hudng tdi CASserver.
Hién thi form d&ng nhap
username & password.

Kiém tra http status code
CASserver ==200?

ot A S e

Ton tai théng tin username & T|9p nhan va xu IV cac Ton tai thong tin username &
password tai local? Co buwdc tlép theo. 2> password?
(Phia client) (tha client) (Phia server)

Théng bdo khéng ton tai va két
thic.

Hinh 3.38: So d6 luong pha 6 .

Pao Van Phong - CT1301 72



Db an tét nghiép Truong DH Dan Lap Hai Phong

KET LUAN

Trong d6 &n nay em tim hiéu dugc co ché diang nhap mét lan (single sign on)
va thtr nghiém dura trén thu vién phpcas. Do an da thyc hién dwoc nhiém vu dé ra va
dat dugc cac két qua sau:

Tim hiéu téng qua vé co ché diang nhap mét lan, cac thic luu trir, truy cap
vao CSDL.

C6 thém kién thuc vé hé théng diang nhap 1 lan (SSO) va dich vu xéc
thuc trung tam (CAS).

Trién khai thanh céng SSO théng qua RubyCAS.
Tich hop thanh cong thu vién phpCAS cho cac website PHP.

K§ nang 1ap trinh, k¥ nang tim hiéu va phan tich duoc nang cao.

Trong qué trinh tim hiéu va thuc nghiém hé théng thi ciing nay sinh cac van

dé nhu sau:

Hau hét tai liéu duoc viét bang tiéng Anh, vi thé trong qua trinh tim hiéu
khong tranh duoc sai s6t nén mong su gop y cua thay cd va cac ban.

Thoi gian bi han ché nén chua thuc sy tim hiéu that chi tiét vé hé théng.

Hé théng SSO hoat dong théng qua cookies nén van dé phat sinh tir phia
ngudi dung d6 13 nguoi dung vo v hay ¢ y tat cookies trén trinh duyét
nén hé théng SSO s& khdng hoat dong.

CAS cung cap ticket trong (ng voi 1 cookie trén trinh duyét : vi vay néu
2 nguoi ding ngdi vao mot may va si dung 1 trinh duyét thi khong thé
dang nhap duoc vi khdng c6 khai niém dang nhap thém user do 1a 1 trong
nhitng diém han ché so véi cac hé théng diang nhap tap trung khac nhu
google....

Hudéng phat trién s& 1a:

Giai quyét cac van dé con ton dong trong qua trinh nghién ctu xay dung
hé thong.

Tiép tuc nghién ciu va xay dyng hé thong tra 18n hoan thién hon.

Tich hop hé thong SSO va cé&c nén tang, ngdn ngit khac nhau nhu .NET,
JAVA, RUBY hay céc hé théng dong.
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PHU LUC
Phu luc A: CAS phan hdi lwgc 40 XML.
<l--
The following is the schema for the Yale Central Authentication
Service (CAS) version 2.0 protocol response. This covers the responses
for the following servlets:
/serviceValidate
/proxyValidate
/proxy
This specification is subject to change.
Author: Drew Mazurek
Version: $ld: cas2.xsd,v 1.1 2005/02/14 16:19:06 dmazurek Exp $-->
<xs:schema xmlIns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlIns:cas="http://www.yale.edu/tp/cas"
targetNamespace="http://www.yale.edu/tp/cas"
elementFormDefault="qualified" attributeFormDefault="unqualified">
<xs:element name="serviceResponse" type="cas:ServiceResponseType"/>
<xs:complexType name="ServiceResponseType">
<xs:choice>
<xs:element name="authenticationSuccess" type="cas:AuthenticationSuccessType"/>
<xs:element name="authenticationFailure" type="cas:AuthenticationFailureType"/>
<xs:element name="proxySuccess" type="cas:ProxySuccessType"/>
<xs:element name="proxyFailure" type="cas:ProxyFailureType"/>
</xs:choice>
</xs:complexType>
<xs:complexType name="AuthenticationSuccessType">
<xs:sequence>

<xs:element name="user" type="xs:string"/>
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<xs:element name="proxyGrantingTicket" type="xs:string" minOccurs="0"/>
<xs:element name="proxies" type="cas:ProxiesType" minOccurs="0"/>
</xs:sequence>

</xs:complexType>

<xs:complexType name="ProxiesType">

<xs:sequence>

<xs:element name="proxy" type="xs:string" maxOccurs="unbounded"/>
</xs:sequence>

</xs:complexType>

<xs:complexType name="AuthenticationFailureType">
<xs:simpleContent>

<xs:extension base="xs:string">

<xs:attribute name="code" type="xs:string" use="required"/>
</xs:extension>

</xs:simpleContent>

</xs:complexType>

<xs:complexType name="ProxySuccessType">

<xs:sequence>

<xs:element name="proxyTicket" type="xs:string"/>

</xs:sequence>

</xs:complexType>

<xs:complexType name="ProxyFailureType">

<xs:simpleContent>

<xs:extension base="xs:string">

<xs:attribute name="code" type="xs:string" use="required"/>
</xs:extension>

</xs:simpleContent>

</xs:complexType>
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</xs:schema>
Phu luc B: Chuyén hwéng an toan.

Sau khi diang nhap thanh cdng, chuyén huéng mét cach an toan cho client tur
CAS dén dich cudi ciing caa né phai dugc xtr ly can than. Trong hau hét cac truong
hop, client d3 gtri théng tin dén may cha CAS trén mot yéu cau POST. Trong dic ta
ndy, may chi CAS sau dé phai chuyén nguoi dung dén cac wng dung voi mot yéu
cau GET.

Cac HTTP/1.1 cung cap mot ma phan hoi 303: Bén canh d6, nd cung cap cho
cac hanh vi mong muén: mot kich ban tiép nhan di liéu théng qua mot yéu cau
POST, thong qua 303 redirection, chuyén tiép trinh duyét dén mot URL khéc thdng
qua mot GET request. Tuy nhién, khdng phai tat ca cac trinh duyét da thuc hién
hanh vi nay mot cach chinh xac.

Céac phuong phap khuyén céo chuyén hudng la ding JavaScript. Mot trang
c6 chira mot window.location.href theo cach sau ddy thyuc hién day du:
<html>
<head>
<title>Yale Central Authentication Service</title>

<script> window.location.href="https://portal.yale.edu/Login?ticket=ST-..."
mce_href="https://portal.yale.edu/Login?ticket=ST-...";

</script>

</head>

<body>

<noscript>

<p>CAS login successful.</p>

<p> Click <a xhref="https://portal.yale.edu/Login?ticket=ST-..."
mce_href="https://portal.yale.edu/Login?ticket=ST-...">here</a>

to access the service you requested.<br /></p>
</noscript>
</body>

</html>
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Phu Luc C: Phén code xir Iy ding nhip SSO hé thong 1.

Phan xir 1y dang nhap trudc khi tich hop phpCAS.

<?php if (Idefined('BASEPATH"))
exit("No direct script access allowed');
class VerifyLogin extends CI_Controller

{

function __construct()
{
parent::__construct();
$this->load->library("form_validation");
}
public function index()
{
if ($this->my_auth->is_Login()) {
redirect(base_url(). "admin/home™);
exit();

$this->form_validation->set_rules(‘username’, ‘Username’,
‘trim|required|xss_clean’);

$this->form_validation->set_rules(‘password’, 'Password’,
‘trim|required|xss_clean’);

if ($this->form_validation->run() == false) {

//Xac nhan that bai. Nguoi dung bi dieu huong toi trang dang nhap
$this->load->view(‘admin/login’);

}else {

$array = array(‘username’ => $this->input->post('username'), ‘password'
=> md5($this->

input->post(‘password")));
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$result = $this->muser->checkLogin($array);

if ($result) {
if (1$this->my_auth->is_Active($result['userid])) {
$data['error] = "Tai khoan chura dwoc kich hoat !"';
$this->load->view(‘admin/login’, $data);

}else {

$data = array(
"username" => $result['username'],
"userid" => $result['useridT],
"permission™ => $result['permission’],
);

$this->session->set_userdata(‘'logged _in', $data);

redirect(base_url(). "admin/home");

}
}else {

$this->load->view(‘admin/login’, array(“error" => "Username hogc
Password sai"));

}

}

7>
Sau khi tich hop:
<?php if ('defined('BASEPATH"))
exit("No direct script access allowed");
class Processing extends CI_Controller

{

function __construct()

{

parent::__construct();
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$this->load->helper('h2";
}

public function index()

{

if ($this->my_auth->is_Login()) {
redirect(base_url(). "admin/home™);
exit();

$result = phpCAS::getAttributes();
$data = array(
"username" => $result['username’],
"full_name" => $result['full_name,

"permission™ => $result['permission],

);
if ($result) {
if ($this->muser->getinfol($data['username]) != false) {

if (1$this->my_auth->is_Active($result['username'])) {
$data['error'] = "Tai khoan chwa diwroc kich hogt 1";

$this->load->view(‘admin/login', $data);
}else {

$this->session->set_userdata('logged_in', $data);
redirect(base_url(). "admin/home");
}
}else {
$this->muser->AddNewUser1($data);
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$this->session->set_userdata('logged_in', $data);
redirect(base_url(). "admin/home™);

}
}else {

$this->load->view(‘admin/login’, array("error" => "Username hodc
Password sai"));

}

}

7>
Trong do:
$this->load->helper('h2") — load phan helper di tich hop phpCAS
Phu Luc D: Phin code xir Iy diing nhiap SSO hé thong 2.
Phan xu 1y truéc khi tich hop phpCAS
<?php
@Header( "Content-Type: text/html; charset=utf-8");

@Header( "Content-Language: . $_POST['lang'] );
session_start();

include ("config.php™);

if(isset( $_POST['dangky]))
{
$username = $_POST['username’];
$password = $_POST['pass];
$email = $_POST['email];
$fullname = $_POST['fullname'];
/I Kiém tra ton tai cua user va email.
$sql = "select * from users where username="". $username. """';

$query = mysql_query( $sql );
if( mysgl_num_rows( $query ) ==0)
{
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$sql = "select * from users where email="". $email. ""';
$query = mysql_query( $sql );
if( mysgl_num_rows( $query ) ==0)

{
$sql = "INSERT INTO users (fullname, username, email, password,
permission)
VALUES (". $fullname. ™", $username. ™',"". $email. ™',"". $password. "','1")";
$query = mysql_query( $sql );
if( Squery )
{

$_SESSION['username'] = $username;
$_SESSION['pass] = $password;

echo '<script>alert("Dang ky thanh c¢éng. Ban c0 thé tiép
tuc.")</script>';

'<script>window.Iocatioer:;.gcs)sign("http://Iocalhost/doan2/")</script>';
}
}
else
{

echo '<script>alert("Email dd ton tai, vui 1ong ding email
khac.")</script>";

'<script>windomff:coation.assign("http://Iocalhost/doan2/")</script>';
}
}
else
{

echo '<script>alert("Tai khodn da ton tgi, vui 1ong dung tai khoan
khac.")</script>";

echo '<script>window.location.assign("http://localhost/doan2/")</script>";
}
}

else
if(isset($_POST['dangnhap'] ) )

{
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$username = $_POST['username];
$password = $_POST['pass’];

$sql = "select * from users where username="". $username. " and
password ="', $password. ""';

$query = mysql_query( $sql );

if( mysgl_num_rows( $query ) 1=0)

{
$_SESSION['username'] = $username;
$ SESSION['pass'] = $password;

echo '<script>alert("Pdng nhdp thanh céng. Nhin ok dé tré vé
trang chu.")</script>';

echo
'<script>window.location.assign("http://localhost/doan2/")</script>";
}
else
{

9 echo '<script=>alert("Tai khodn hogc mdt khau khdng chinh xac, vui
long kiem tra lai.")</script>";

'<script>windomff:coation.assign("http://Iocalhost/doan2/")</script>';
}
}
else
{

echo '<script=>alert("C06 I5i xay ra. Vui long lién lac téi nguoi quan
tri.")</script>';

echo '<script>window.location.assign("http://localhost/doan2/")</script>";

7>
Sau khi tich hop phpCAS.
<?php
@Header( "Content-Type: text/html; charset=utf-8" );

@Header( "Content-Language: ". $ POST['lang'] );
session_start(); // Initialize session data
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ob_start(); // Turn on output buffering

7>
<?php

I/ phpCAS proxied client (service) with sessioning
I

I/ import phpCAS lib
include ( "config.php" );
include_once('CAS/CAS.php");

/I set debug mode
phpCAS::setDebug();

// initialize phpCAS
phpCAS::client(CAS_VERSION_2_0,'localhost’,8082,");

/I no SSL validation for the CAS server
phpCAS::setNoCasServerValidation();

/I force CAS authentication
phpCAS::forceAuthentication();

/I at this step, the user has been authenticated by the CAS server
/l and the user's login name can be read with phpCAS::getUser().

$_SESSION['username’]=phpCAS::getUser();
$attr_thongttin= phpCAS::getAttributes();
$fullname =$attr_thongttin['full_name';
$email = "daovanphongkg@gmail.com”;
$password ="123456";

if(isset( $_SESSION['username] ))
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{

/I Kiém tra ton tai cua user
$sql = "select * from users where username="". $ SESSION['username'].

$query = mysql_query( $sql );
if( mysgl_num_rows( $query ) 1=0)
{

// echo '<script>alert("Pdng nhdp thanh cong. Ban c6 thé tiép
tuc.")</script>';

echo '<script>window.location.assign("http://localhost/doan2/™)</script>';
}else

$sql = "INSERT INTO users (fullname, username, email, password,
permission)

VALUES (™. $fullname. ™,"". $_SESSION['username']. ","". $email. "™,"".
$password. "™,'1")";

$query = mysql_query( $sql );
if( $query )
{

echo '<script>alert("Ddng nhap. Ban co thé tiép
tuc.")</script>';

echo
‘<script>window.location.assign("http://localhost/doan2/")</script>";

Yelse{

, echo '<script=alert("C6 I5i. Vui 1ong kiém tra lai hé
thong.")</script>";

echo
'<script>window.location.assign("http://localhost/doan2/")</script>";

}

7>
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