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DANH MUC CAC THUAT NGU, CAC TU VIET TAT

DFS Namespace

La mot ving tén trung tim giup nguoi
ding c6 thé c6 duoc cai nhin théng
nhat vé mét folder chia sé c6 trong
DFS.

Namespace Root

La phan cao nhat trong DFS
Namespace, Namespace root va DFS

namespace co cung tén.

La mot folder hién dién vai client

DFS Folder trong DFS namespace, nhung dudi
quyén DFS root.
La quy chiéu cho trat tu DFS. Mot cay
bat dau véi DFS root, va chua tat ca

DFS Tree .
cac folder DFS da dugc xac dinh trong
root.

CAC TU VIET TAT

APR Address Resolution Protocol Phan giai dia chi MAC

BDC

Backup Domain Controller

Heé thong chay du phong khi
PDC xay ra 10i.

CSDL

Co sé dir licu
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DHCP Dynamic Host Configuration Protocol Cép phat dia chi IP dong
Phan mém sao luu — phuc hoi
DPM Data Protect Manager dir liéu cho hé théng Exchange,
MS SQL
DFS Distributed File System Hé thong luu trit file tap trung
_ Dung dé anh xa giira cac tén
DNS Domain Name System . '
mién va cac dia chi IP.
FTP File Transfer Protocol Dich vu truyén tp tin
Mang két ndi may tinh tir cac
GAN Global Area Network
chau luc khac nhau.
HTTP Hypertext Transfer Protocol Giao thirc trng dung web
Giao thirc giam sat tinh trang
ICMP Internet Control Message Protocol
mang
IGMP Internet Group Management Protocol Giao thtrc rng dung multicast
IMAP Internet Message Access Protocol Giao thuc truy cap thu dién tir
LAN Local Area Network Mang cuc bo
MAC Medium Access Control Giao thirc diéu khién truy cap
MAN Metropolitan Area Network Mang d6 thi

Sinh vién: Dao Van Lwong — CT1301




Xay dung hé théng heu trir tap trung

D6 &n tot nghiép

MS SQL

Microsoft Structured Query Language

Ngon ngit truy van co cau trdc

cua hang Microsoft

Giai phap luu trir dir li¢u trén

NAS Network Attack Storage

mang may tinh
NIC Network Interface Controller Thiét bi giao tiép mang

Giao thire giri, chuyén tiép va
NNTP Network New Transfer Protocol ,

tim ki€ém thong di¢p

) ] Hé thong quan tri ngudi dung

PDC Primary Domain Controller

va tai khoan trong Domain
POP3 Post Office Protocol version 3 Giao thirc mail
SAM Security Account Manager Hé théng quan tri tai nguyén
SMTP Simple Mail Transfer Protocol Giao thirc giri va nhan e-mail
SNMP Simple Network Management Protocol | Giao thirc quan 1y thiét bi

o Giao thire truyén dit liéu

TCP Tranmission Control Protocol o,

hudng lién két.

_ Giao thirc két ni thiét bj dau

TELNET | Terminal Network .

cuoi ao.

Giao thtrc truyén dir liéu phi
UDP User Datagram Protocol . )

lién keét.
WAN Wide Area Network Mang dién rong
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MO PAU
Hién nay, khoa hoc k¥ thuat phat trién dan dén su bung nd cua Internet. Viéc
ung dung ngay cang rong rai cia thuong mai di€n tr va cac irng dung multimedia da
1am cho yéu cau vé luu trit thong tin ngdy cang ting. Cac nha phan tich du tinh rang

yéu cau vé luu trit dang ting 1én khoang 100% mdi nam.

Dit liéu s& phai ddi dién véi nhidu mdi de doa khac nhau, trong d6 nhitng rui ro
thuong xay ra hu hong dit liéu: do cac 16i vat 1y, do virus hay do 16i ctia ngudi dung

hoac do cac tham hoa nhu dong dét, hoa hoan, khing bo...

Em da chon dé tai “Xdy dung hé thong luwu triv tdp trung trén nén ting
Distributed File System Windows Server 2008 ” lam d6 4n tot nghiép ctia minh. Vé&i d6
4n nay em mong mudn tim hiéu siu hon vé van dé dam bao an toan cho hé thong dir
liéu.

Puoc sy chi bao, hudng dan tan tinh cta cac théy, co trong Khoa, dic biét l1a
thay gido, Thac sy Bui Huy Hung, em di hoan thanh do an vé6i 03 ndi dung chinh:

Thir nhét 1a dua ra cai nhin téng quat vé mang may tinh.

Thir hai 1 tim hiéu cic m6 hinh mang va mot sd dich vu mang thuong sir dung
trén Windows.

Th ba 1a xdy dung hé théng luu trit dir lidu tip trung dua trén nén tang
Distributed File System trén Windows Server.

Em mong rang d6 an s& dua ra cho moi ngudi mot cai nhin tong quat vé mang
may tinh. Ngoai ra do an gidi thiéu giai phap dam bao an toan cho hé théng dir lidu
ngudi dung. Mac du nhan dugc su chi bdo tan tinh cua cac théy co, nhung do trinh do,
thoi gian c6 han nén dé tai van mic phai nhitng thiéu sét. Vi vy em rat mong nhan
duogc sy chi bao, phé binh va gbp ¥ quy bau dén tir thiy c6 va cac ban.

Em xin chan thanh cam on!
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CHUONG 1: TONG QUAN VE MANG MAY TINH

1.1 Mang may tinh
1.1.1 Khéi niém vé mang may tinh

Mang mady tinh 1a tp hop cac mdy tinh dugc két nbi voi nhau boi cac
dudng truyén theo mét ciu triic nao dé va théng qua do cac may tinh co thé trao
d6i thong tin qua lai cho nhau.

Puong truyén 1a mot hé thong céc thiét bi truyén dan cé day, khéng day
ding dé chuyén céc tin hiéu dién tr tir may nay sang may khac. Pudng truyén
két nbi co thé 1a: cap dong truc, cap xodn doi, cap quang, cac dudng truyén tao

nén cau truc mang.

Thin/Fat
Clients

Hinh 1.1: M6 hinh mang mdy tinh.

Loi ich cia mang may tinh:
- Sir dung chung mot phan mém tién ich.

- Chia sé kho dir liéu dung chung.
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- Trao ddi thong diép hinh anh.
- Dung chung cac thiét bi ngoai vi ( may in, may fax, modem...).
- Giam thiéu chi phi va thoi gian di lai.
- Tang do tin cdy cua hé thong, dé dang bao tri may moc va luu trir
(backup) dir liéu chung khi ¢6 su c6. Dong thoi hé thdng ciing c6 thé
khéi phuc nhanh chéng. Cac dir liéu c6 thé duge dong bod tir d6 nang
cao hi¢u qua khai thac.
1.1.2 Phén biét cac loai mang
May tinh ngay nay phét trién khap noi vé6i nhitng tng dung ngay cang da
dang cho nén dé phan biét duwoc mot cach dy du va chi tiét cac loai mang 1a mot
viéc rat phuc tap.
1.1.2.1 Phan loai mang theo vung dia ly
GAN (Global Area Network) 1a mang dung dé két ndi may tinh tir cac chau

luc khac nhau. Thong thuong két néi nay duoc théng qua mang vién thong.

Global Area Network (GAN)

- OPTIMIST —

GAN:
Up to 200 wavelengths
up to 80-100 Ghit/s/A

!

IST- OPTIMIST E

Hinh 1.2:M0 hinh mang GAN

WAN (Wide Area Network) mang dién rong: 1a mang dung dé két ndi may

tinh trong noi bd cac qudc gia hay giira cac qudc gia trong mot vung chau luc.
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Thong thuong két ndi nay thuong dugc thuc hién thdng qua mang vién thong.
Cac mang WAN c6 thé duoc két ndi véi nhau thanh GAN hay tu n6 dd 1a GAN.

wide area network <

high-frequency
radio wave

satellite [
dlsh \

[ o | - mc::::::.:'i
== g g3

Hinh 1.3: M6 hinh mang WAN
MAN (Metropolitan Area Network) 13 mang dung dé két ndi cac may tinh
trong pham vi mot thanh phd. Két ndi nay dwoc thuc hién théng qua cac moi

truong truyén thong toc do cao (50 — 100 Mbit/s).

Céc cdng nghé s

. chi nhann (B5008
Try s¢é chinh dung: Ethernet, van phéng 1 |00000
SONET/SDH, RPR, s H
DWDM/CWDM,
MPLS/IP,
10 Mbps
___ Y T~ S Ethernet
P N
| Mangdothi ‘Chi nhanh s
- bang réng da van phéng 2 |5o0a0
100 Mbps |
e dich vy %n
erne \ 0
(Mang MAN) ‘ 100 Mbps
= Ethernet

tl xa

Nha may

Hinh 1.4: M6 hinh mang MAN

Sinh vién: Dao Van Luong — CT1301 12



Xay dung hé théng heu trir tap trung D6 &n tot nghiép

LAN (Local Area Network) mang cuc bo: 1a mang ding dé két ndi cac may
tinh trong mét khu vuc béan kinh hep théng thuong khoang vai traim mét. Két néi
dugc thuc hién théng qua cac mdi truong truyén thdng tde do cao, vi du: cap
ddng truc, cap xodn doi, cap quang,... LAN thuong dugc st dung trong mot co
quan/té chire nhu: truong hoc, phong thuc hanh,... Cac mang LAN c6 thé dugc

két néi voi nhau qua WAN.
P
Server I:I Igl
oD,
faasiiiiiy
- <

—=
feasissit
workstation workstation Workstation

workstation

Hinh 1.5: M6 hinh mang LAN

1.1.2.2 Phan loai mang theo chirc ning

Mang Client — Server: mot hay mot s6 may tinh duoc thiét lap dé cung cap
cac dich vu nhu: file server, mail server... Cac may tinh duogc thiét 1ap dé cung
cap cac dich vu duogc goi 1a Server, con cac may tinh truy cap va st dung dich vu

thi duoc goi la Client.

%Fp"e"t Client
\
A 7
— Client = Client
i 1| Server —
=" & 2=
fr—=—] :‘_'*g__ I — (1]
Wl ciient l-?g.cne"t
.."'E, .i'l--lll_ll

Hinh 1.6 M6 hinh mang Client — Server.
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Mang ngang hang ( Peer — to — Peer): C4c may tinh trong mang c6 thé hoat

dong vira nhu mot Client vira nhu mot Server.

Hinh 1.7: M6 hinh mang Peer — to — Peer.

Mang két hop: Cac mang may tinh thuong duoc thiét lap theo ca hai md

hinh mang Client — Server va Peer —to — Peer.

1.1.3 Phan loai mang theo cau truc (Topology)

Topology la cau trdc hinh hoc khéng gian caa mang, thuc chat né l1a cach
bé tri vat Iy cac diém va céach thac két néi ching lai voi nhau. Bién hinh va st
dung nhiéu nhat 12 cac mang theo cau tric: dang xwong séng, dang vong, dang
hinh sao, cling vai cac dang két hop caa ching.
1.1.3.1 Mang dang xwong song ( Bus Topology)

Thue hién theo cach b tri hanh lang, cAc may tinh va céc thiét bj khac —
cac nut, déu dugc két ndi véi nhau trén mot truc duong day cap chinh dé chuyén
tai tin hiéu. T4t ca cac nat déu sir dung chung duong day cép chinh nay. Phia hai
dau day cap duoc bit boi mot thiét bi goi 1a Terminator. Céc tin hiéu va dix liéu
khi truyén di trén day cap déu mang theo dia chi noi dén.

e Uu diém: Loai hinh ndy ding day cép it nhat, d& lap dit gia thanh ré.
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e Nhugc diém: Sy tic nghén dudng truyén khi di chuyén di liéu voi luu
lugng 16n. Khi ¢6 su c¢d ¢ doan nao d6 thi rat khé phat hién, mét su
ngimg trén dudng day dé sira chita s& nging toan bo hé théng. Cau tric

nay ngay nay it sir dung.

A ﬂ

e S 2 / I| = - =
% Greunded
’ ’ terminator

P T &t
Mo’ a ‘lio <

Hinh 1.8: Cdu triic mang dang xwong séng (Bus topology)
1.1.3.2 Mang dang vong ( Ring Topology)
Mang dang nay, b tri theo dang xoay vong, dudng day cap duoc thiét ké
lam thanh mot vong khép kin, tin hiéu chay quanh theo mét chiéu nao d6. Cac
nat truyén tin hiéu cho nhau mdi thoi diém chi dugc mot ndt ma théi. Dir liéu

truyén di phai c6 dia chi kém theo cu thé cia mdi tram tiép nhan.

Hinh 1.9: Cdu triic mang dang vong (Ring Topology)
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e Uu diém: Mang dang vong c6 thuan loi 1a c6 thé néi rong ra xa, tong
duong day can thiét it hon so véi hai kiéu trén. Mai tram c6 thé dat duoc
téc d6 toi da khi truy nhap.

e Nhugc diém: Puong day phai khép kin, néu bi ngat & mot noi nao do

thi toan bo hé thdng ciing bi nging.

1.1.3.3 Mang dang sao (Star Topology)

Mang dang hinh sao bao gém mat bo két ndi trung tdm va céac nit. Céc nit
nay la céc tram dau cudi, cac may tinh va cac thiét bi khac cia mang. Bo két ndi
trung tdm cau mang diéu phéi moi hoat dong trong mang.

Mang hinh sao cho phép ndi cac may tinh vao mot bo tap trung (Hub) bang
cap, giai phap nay cho phép ndi truc tiép may tinh véi Hub khong can thong qua
truc BUS, tranh duoc c4c yéu té gay ngung tré mang.

M6 hinh két ni hinh sao ngay nay da trd 1én hét sicc pho bién. Véi viéc st
dung céc bo tap trung hodc bo chuyén mach, cau trdc hinh sao cé thé duoc mo
rong bang cach t6 chirc nhiéu mic phan cap, do vay dé dang cho viéc quan ly va

van hanh.

Hinh 1.10: Cdu triic mang hinh sao (Star topology)
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o Uu diém:
— Hoat déng theo nguyén ly ndi song song nén néu c6 mot nt thdng tin
bi hong thi mang van hoat dong binh thuong.
— Céu tric mang don gian va cac thuat toan diéu khién 6n dinh.
— Mang c6 thé d& dang mé réng hodc thu hep
e Nhuoc diém:
— Kha nang mo rong mang hoan toan phu thudc vao kha nang cua trung
tam.
— Khi trung tdm c6 su ¢b xay ra thi toan mang ngtmg hoat déng.
— Mang yéu cau ndi doc 1ap riéng r& ting thiét bi ¢ cac nut thong tin
dén trung tdm. Khoang cach tir may dén trung tAm rat han ché

(100m).

Pé trién khai m6 hinh mang nay thi ngudi ta thuong s dung cac thiét bi

nhu sau:

* Thiét bi giao tiép mang - NIC (Network Interface Controller) Ia thiét bj
dé két ndi voi mang LAN, mdi NIC c6 mot dia chi MAC cung cép dinh
danh duy nhat cho ting thiét bj.

+ Bo tap trung — Hub 14 thiét bi két ndi cac thiét bi mot cap téi mot cong
trén Hub. Hub hoat dong nhu mot bo chuyén tiép, khi né chuyén tung
thong diép tir cong nay ti cong khac va chuyén téi mang. Hub 1a mot
thanh phan tuong d6i don gian ciia mot mang, hoat dong ¢ tang vat 1y dé
truyén dir liéu ma khong can thao tac xir Iy nao. Piéu nay lam cho cac

hub dé cai dat va quan 1y, vi chung khong doi hoi cau hinh dac biét nao.
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Hinh 1.11: B¢ tap trung Hub

* Switch twong tu nhu Hub, tuy nhién thi switch téi uu bang thong bang

cach tao ra mot kénh ao.

Hinh 1.12. Bé chuyén mach (Switch)

* Router: 1 thiét bi két ndi cac mang LAN, giita mang LAN ra WAN va

tim dudng téi uu.

Hinh 1.13: B$ dinh tuyén (Router)

1.1.3.4 Mang két hep
Két hop hinh sao va hinh tuyén: Cau hinh mang dang nay c6 b phan tach

tin hiéu (Spliter) gitr vai trd thiét bi trung tdm, hé thdng day cap mang co thé
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chon Ring Topology hoic Linear Bus Topology. Uu diém cua cau hinh nay 1a
mang c6 thé géom nhiéu nhém 1am viéc & xa cach nhau.

Cau hinh dang két hop Star/Ring Topology c6 mét thé bai lién lac duoc
chuyén vong quanh mét cai Hub trung tam. M&i tram l1am viéc duoc ndi véi Hub
1a cau ndi gitra cac tram lam viéc va dé ting khoang cach can thiét.

1.2 Mb hinh phan tang

Hién nay kién tric hé thong mang duoc dinh nghia theo hai dang mé hinh
la: TCP/IP (4 tang) va OSI (7 tang). Nhung trong thuc té thi mo hinh OSI rat khé
cai dat va ang dung trong thuc té. Hai moé hinh TCP/IP va OSI ¢6 sy tuong dong
v6i nhau, nhung mé hinh OSI chia kién tric mang thanh 7 tang logic. Mdi tang
caa mo hinh OSI chi ra cac nhiém vu co ban cua cac giao thicc mang phai thuc
hién. Mot tang trong md hinh TCP/IP ¢6 thé tng véi mot hay nhiéu tang trong
mo hinh OSI nhu hinh 1.14.

Application
Presentation Application
Session
Tramsport | Transport
Netwok | Internet
Dataink |
Network Access
Physical
Mo hinh OSI Mo hinh TCP/TP

Hinh 1.14: Kién trdc cza mé hinh OSI va TCP/IP

Sinh vién: Dao Van Luong — CT1301 19



Xay dung hé théng heu trir tap trung D6 an tot nghiép

1.2.1 Tang vat ly (Physical )

Tang vat ly bao gém méi trudng vat Iy nhu yéu cau vé cap ndi, cac thiét bi
két ndi, cac dac ta giao tiép, hub va cac repeater,...
1.2.2 Téng lién két dix liéu (Data Link)

Tang lién két c6 nhiém vu truyén dix liéu giira cac thuc thé mang, phat hién
va ¢ thé stra chira céc 16i trong tang vat Iy (néu co).

Céc dac tinh: tao khung (framing), tao dia chi vat Iy (MAC), diéu khién luu

luong, kiém tra 151, diéu khién truy cap.

Pia chi MAC 1a dia chi cua ting 2. Cac nut trén LAN gui thong diép cho
nhau bang cach str dung cac dia chi IP va cac dia chi nay phai duoc chuyén doi
sang cac dia MAC tuong tng.

Giao thuc phan giai dia chi (ARP: Address Resolution Protocol) chuyén
d6i dia chi IP thanh dia chi MAC.M®ét viing nhé cache luu trit cac dia chi MAC
tang toc do xur Iy ndy, va cé thé kiém tra bang tién ich arp —a
1.2.3 Tang mang (Network)

Tang mang la ting nam ngay phia trén tang lién két di liéu, n6 c6 chuc
nang dinh tuyén qua d6 cho phép truyén dit liéu tir mot nguon téi mot dich thong
qua mét hozc nhiéu mang

Giao thire duoc sur dung la Internet Protocol (IP), né st dung cac dia chi IP
dé dinh danh cac nat trén mang. Céc router ¢ tng 3 dugc sir dung dé dinh duong
di trong mang.

1.2.4 Tang giao van (Transport)

Tang giao van c6 nhiém vy chuyén dit liéu giita cac nguoi dung tai dau cudi

va kiém soat do tin cay caa mot két ndi cho trudc.

Dé phan biét cac ung dung trao doi dya trén address ports.
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Céc giao thie duoc sur dung la TCP va UDP.,
Phuong thuc truyén dit liéu:
o Theo dg tin cay:
- V6i do tin cay cao: tang giao van c6 nhiém vu gui di cac goi tin xac
thuc hay cac thong diép truyén lai néu dir liéu bi hong hay bi that lac,
hay di liéu bi trung lap.

- Vi @6 tin cay khong cao: tang giao van s& khong kiém tra xem céc goi
tin hay céc théng diép da nhan duoc, co 15i xay ra hay khong.
e Theo sur lién két:
- Huéng lién két: mot két ndi phai duogc thiét 1ap truée khi dir lidu hay
cac thdng diép dugc guri hoac nhan.
- Phi lién két: khdng can giai doan thiét 1ap lién két.
1.2.5 Tang Phién (Session)
Tang phién c6 nhiém vu thiét 1ap, quan ly va két thic cac két noi gitra trinh
ung dung cuc bd vai trinh tng dung & Xa.
Tang phién cé nhiing dic diém:
- HO trg cac hoat dong song cong (duplex), ban song coéng (half-duplex)
hoac don cong (single).

- Thiét lap cac quy trinh danh dau cac diém hoan thanh (checkpointing)
— gilp viéc phuc hdi truyén thdng nhanh hon khi c6 13i xay ra.

- Ngat mém céc phién va kiém tra phuc hdi cac phién.
1.2.6 Tang trinh dién (Presentation)
Tang trinh dién 1am nhiém vu dich dir liéu duoc gui tir tang Application
sang dinh dang (Format) chung.
Céc chuc ning cua tang trinh dién:
- Dich cac mé ky tu tir bang m& ASCII sang EBCDIC.

- Chuyén d6i dit liéu.
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- Nén dit liéu dé giam luong dix liéu trén mang.
- M4 hda va giai ma dit liéu & dam bao su bao mat trén mang.
1.2.7 Téng &ng dung (Application)

Tang ung dung ¢ nhiém vu gidp ngudi ding truy cip cac thdng tin va dix
liéu trén mang thdng qua cac chuong trinh ung dung. Pay Ia giao dién chinh dé
nguoi dung tuong tac vai chuong trinh wng dung, thdng qua do truy cap vao
mang.

Cac giao thirc hoat dong trong tang tng dung gom co: Telnet, giao thic
truyén tap tin FTP, giao thuc truyén thu dién tie SMTP, HTTP,...

1.3 Céc giao thac mang

M6 hinh OSI di chi ra mot md hinh cac tang giao thuc va cach ching hoat
déng cung vai nhau. Trong thuc té thi mot dang cu thé caa mé hinh OSI da duoc
cai dit 12 chdng giao thuc caa bd giao thirc TCP/IP, nd bao gom 4 tang: Network
Access, Internet, Transport va Application.

Trong do:

Tang lien két (Network Access) twong tng tang vat ly (Physical) va
tang lién két dir liéu (Data Link) trong mé hinh OSI.

- Tang mang (Internet) st dung giao thtc IP, tuong tng véi ting mang
(Network) trong md hinh OSI.

- Tang giao van (Transport) st dung giao thic TCP va UDP, tuong ¢ng
Vi ting giao van (Transport) trong trong md hinh OSI.

- Tang tng dung (Application) thuc hién nhiém vu cua cac ting phién
(Session), tang trinh dién (Presentation) va ting &ng dung (Application)
trong moé hinh OSI.

Pé tim hiéu vé chuc ning va muc dich cua cac giao thic cua ho giao thuc

TCP/IP, chiing ta tim hiéu theo trinh ty:

- Céc giao thtrc co ban.
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- Céc giao thtrc Internet.

- Céc giao thuc E-mail.

- Céc giao thuc khac.
1.3.1 Cac giao thitc mang co ban

Ho giao thac TCP/IP ¢6 cau tric phan tang don gian hon nhiéu so véi mo

hinh OSI. Trong do IP, TCP, UDP, ICMP va IGMP la cac giao thuc chinh trong
ho giao thac TCP/IP. Hai giao thac ICMP va IGMP la mo rong tinh nang caa
giao thtc IP.

1.3.1.1 Internet Protocol — IP

IP 12 mot giao thic hudng dir liéu va khong lién két, duoc sir dung bai cac
may cha nguoén va dich dé truyén dir lidu trong mot lién mang chuyén mach goi.
NG ¢6 chirc nang dinh tuyén trong méi truong lién mang va thiét 1ap co ban vé
Internet.

Hién nay trén thé giGi ton tai hai dang 1a: IPv4 va IPV6.

Khi gtiri mét thong diép (dir liéu), giao thac IP nhan thong diép (dir ligu) tur
c4c giao thuc tang trén nhu TCP hay UDP va dua vao trudong header chira thong

tin cua dich. Mot goi tin trong giao thac IP ¢o cac thong tin nhu trong bang 1.1.

Sinh vién: Dao Van Luong — CT1301 23



Xay dung hé théng heu trir tap trung D6 an tot nghiép

Truong bo dai | M6 ta
IP Version _ Phién ban IP. ( Phién ban giao thic hién nay la IPv4 va
(Phién ban IP) 4 bits IPVv6)
IP Header Length _ N
(Chidu déi Header) 4 bits Chiéu dai cua header.
Kiéu dich vu cho phép mot théng diép dugc dit ¢ ché
do thong luong cao hay binh thuong, thoi gian tré 1a binh
Type of Service _ S
(Kidu dich vu) 1 byte | thuong hay lau, d6 tin cdy binh thuong hay cao. Dléju nc’j\y
co lgi cho cac goi duoc gui di trén mang. Mot so kiéu
mang st dung thong tin nay dé xac dinh do wu tién
Hai byte xac dinh tong chiéu dai cua thong diép —
header va dit liéu. Kich thudc ti da caa mot goi tin 1P 1a
To:[al Length . 65535, nhung diéu nay la kr’16ng thuc te dbi véi cac mang
(Tong chicu dai) hién nay. Kich thudc I6n nhat dugc chap nhan bai cac host
12 576 bytes. Cac thong diép 16n c6 thé phan thanh céc
doan — qua trinh nay dugc goi la qua trinh phan doan
Néu thong diép dugc phan doan, trudng dinh danh trg
Identification 2 bytes gilp cho viéc lap rap cac doan thénh‘mc}t thénzt:_{ diep. Néu
(binh danh) mot thong diép duoc phan thanh nhiéu doan, tat ca cac
doan ciia mot thdng diép ¢ ciing mot sé dinh danh.
Cac co nay chi ra rang thong diép c6 dugce phan doan
Flags 3 bits | hay khong, va lidu géi tin hién thoi c6 phai 1a doan cudi
cung cua thong diép hay khoéng.
13 bit nay xac dinh offset caa mot thdng diép. Cac
Fragment Offset 13 bits doan c6 thé dén theo mot thu tu khac véi khi gui, vi vay

truong offset 1a can thiét dé xay dung lai dit liéu ban dau.

Poan dau tién ciia mot thong diép co offset 1a 0
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Truong bo dai | M6 ta
_ _ Xéc dinh s6 gidy ma mot thong diép ton tai trudc khi
Time to Live 1 byte o
né bi loai bo.
Byte nay chi ra giao thirc duoc sir dung & muc tiép theo
Protocol 1 byte

cho thong diép nay. Céc s giao thuc

Pay la chi la checksum cua header. Boi vi header thay

Header Checksum | 2 bytes | doi véi timg thong diép ma nd chuyén t6i, checksum ciing

thay doi.
Source Address 4 bytes Cho biét dia chi IP 32 bit cia phia giri
Destination )
4 bytes bia chi IP 32 bit cua phia nhan
Address
Options variabe
Padding variabe

Bang 1.1: Cau tric gai tin trong giao thic IP
1.3.1.1.1 IPv4 — Internet Protocol version 4
IPv4 13 phién ban chinh thirc dau tién cuaa IP. M&i dia chi IP ¢d 32 bit, dém
déu tir trai sang phai tir bit 1 dén bit 32 chia thanh 4 octet ( loctet = 8 bit), cac
octet cach nhau bai dau cham (.) ¢6 dang: X.X.X.X.
Vi dy: Dia chi 192.168.1.1 biéu dién duéi dang 32 bit nhi phan:
11000000.10101000.00000001.00000001
Mot dia chi IP gom hai phan: Phan dia chi mang (NetID) va phan dia chi
host (Host ID). TUy thudc vao tiing 16p mang, phan dia chi mang bao gom mat,
hai hay ba octet dau tién. Bia chi IPv4 dugc chia thanh 5 16p: A, B, C, D, E,
trong d6 hién tai da dung hét 16p A, B va gan hét 16p C, con 16p D va E t6 chuc
Internet dang dé danh cho muc dich khac nén khéng phan.
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Lop | Octet 1 Octet 2 Octet 3 Octet 4
Networks (1-127) Host (0-255) Host (0-255) Host (0-255)

B | Networks (128-191) | Networks (0-255) | Host (0-255) Host (0-255)
Networks (192-223) | Networks (0-255) | Networks (0-255) | Host (0-255)

Bang 1.2: Phan chia dia chi mang va dia chi host trong teeng lop mang.

e Diachi IP cia mang I6p A:

+

+

+

+

Bit dau tién caa I6p A ludn 1a 0, dung octet dau 1am NetID.

Dung 3 octet con lai cho HostID.

Day dia chi mang c6 bat dau tir 1.0.0.0 d¢én 127.0.0.0.

Mdi Network & 16p A ¢6 16777214 dia chi host.

Céac mang co dia chi mang la 127 thugc khoang dia chi du phong.
bia chi 127.0.0.1 la dia chi localhost, dia chi 127.0.0.0 la dia chi

looback.

Class A

= 24 Bits T

verwore [INCSTI eSS

# Bits

1 i 24

Class A:

|D |NETWDRK#| HOST# |

Hinh 1.15: Cdu truc dia chi IPv4 lép A

e Dia chi IP mang cua I6p B:

+

+

+

Hai bit dau caa Iop B lubn 14 10, ding 2 octet dau lam NetlD.
Day dia chi mang c6 thé bat dau tir 128.0.0.0 dén 191.255.0.0.
Str dung 2 octect con lai lam HostID.

Mbi Network & 16p B ¢6 65534 dia chi host.

Default Netmask la 255.255.0.0.

Sinh vién: Dao Van Luong — CT1301 26




Xay dung hé thong heu trir tap trung D6 &n tot nghiép

Class B
. 16 Bl —

verwore | _nerwor [GSTIININISSI

# Bits 1 1 14 16

Class B: 1 0O | NETWORKH# HOST#

Hinh 1.16: Cdu truc dia chi IPv4 16p B

e Diachi IP cia mang 16p C:
+ Ba bit dau tién cua lép B ludn la 110, dung 3 octet dau lam NetID.
+ D4y dia chi mang cd thé bat dau tir 192.0.0.0 d¢én 223.255.255.0.

+ Sir dung 1 octet cudi 1am phan HostID.
+ Moi Network & 16p C ¢6 254 dia chi host
Class C

e [ Blits m—

NETWORK Network | nerworw [INGSII

# Bits 1 1 1 21 8

Class C: 1 1 0 | NETWORK# HOST#

Hinh 1.17: Cdu tric dia chi IPv4 lép C

o Mot s6 dia chi dac biét:
+ Dia chi mang: la dia chi ma HostID chi chira toan bit 0.
Vi du: 192.168.1.0
+ Dia chi host: 1a dia chi ma phan HostID ton tai ca bit 0 va 1.
Vidu: 192.168.1.25
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+ Dia chi netmask (mit na mang): 1a dia chi ma bit & phan NetID
toan 1a bit 1 va bit & phan HostID toan 14 bit 0.
Vi du: 255.255.255.0.
+ Dia chi broadcast: 1a dia chi ma phan HostID chua toan bit 1.
Vi du: 192.168.1.255.
+ Dia chi mang st cho mang riéng (mang ndi bo, khdng sur dung
lam dia chi internet).
— L6p A: 10.0.0.0
— L6p B: 172.16.0.0 + 172.31.255.255
— Lop C: 192.168.0.0 + 192.168.255.255
+ Mt na mac dinh (Default Mask) 12 gia tri thap phan cao nhat ( khi
cac bit déu bang 1) trong cac octet danh cho dia chi mang — NetID
va dugc dat trude cho tung 16p dia chi A, B, C. Mat na mac dinh:
Lop A: 255.0.0.0; Lép B: 255.255.0.0; Lép B: 255.255.255.0.

1.3.1.1.2 IPv6 — Internet Protocol version 6

Hién nay do su phat trién clia mang va cac dich vu Internet nhu cau vé sb
dia chi IP ting cao ma IPv4 khong thé dap ung du. Phién ban dia chi Internet
méi IPv6 duoc thiét ké dé thay thé cho phién ban 1Pv4.

Dia chi IPv6 cd chiéu dai 128 bit, biéu dién dudi dang cac cum sb hexa
phan cach boi dau ::, vi du: 2001::0DC8::1005::2F43::0BCD::FFFF.

Vi 128 bit chiéu dai, khong gian dia chi IPv6 gom 2% dia chi, cung cip
mét luong dia chi khong 16 cho hoat dong Internet.

IPv6 c6 cac dic diém sau: Khong gian dia chi gan nhu v6 han, kha ning tu
dong cau hinh (Plug and Play), kha ning bao mat két ndi tir thiét bi giri dén thiét
bi nhan, quan ly dinh tuyén tét hon, dé dang thuc hién Multicast, hd tro cho quan

ly chét luong mang.
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1.3.1.2 Transmission Control Protocol — TCP
Giao thire TCP giao thic truyén dir liéu hudng lién két co thé sir dung

truyén dir liéu véi do tin cay cao. Trong d6 giao thic ting giao van c6 thé gui

cac xac thuc riang da nhan dir liéu va yéu cau truyén lai dir liéu néu chua nhén

duogc dir liéu hoac dir liéu bi hong.

Cdu triic ciia mét TCP header:

Truong bodai | Mota
Cbng nguon o ‘
2 bytes | So hiéu cong cua nguon
(Source port) st ¢ el €ong cua nguo
Cong dich o :
o 2 bytes | So hiéu cong dich
(Destination port) N olfwttong die
L, S6 thr ty duoc tao ra boi ngudn va duogc sir dung bai
So thir tu , R . o
4 bytes | dich dé sap xep lai cac goi tin d€ tao ra thong diép ban
(Sequence Number) N p A
dau, va gui xac thuc téi nguon.
Acknowledge Number | 4 bytes
Data offset 4 bits C4c chi tiét vé noi dir liéu g6i tin bat dau
Reserved 6 bit Du phong
Control
Truong nay chi ra kich thudc caa ving dém nhan. Phia
: _ nhan c6 thé thdng bao cho phia gui kich thudc di lidu
Window Size 2 bytes ;.a . e, 2 g . p N gul, © \ o u, ¢
toi da ma c6 thé duoc guri di bang cach sur dung cac
thong diép xac thuc
Checksum cho header va dir liéu dé xac dinh xem goi
Checksum 2 bytes L A o ligu de xac di J
tin 6 bi hong khong
. Trudng ndy thong bao cho phia nhan biét co dir li¢
Urgent Pointer 2 bytes ruong nay thdng bao cho phia nhan biét co dir liéu

khan

Options

Padding

Bang 1.3: M6 ta chi tiet chirc nang cua cdc truong trong TCP header
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Giao thirc TCP 1a mét giao thirc phuc tap va mat thoi gian do co ché bét
tay, nhung giao thirc nay dam bao cac géi tin dén dung dich.

Mot sé giao thtc ung dung st dung TCP nhu HTTP, FTP, SMTP, va
Telnet. TCP yéu cau mot lién két phai duoc thiét lap truéc khi dit lieu dugc gui
di. Ung dung server phai thuc hién mot thao tac mo thu dong dé tao mot lién két
véi mot s6 hiéu cong cho trudc.
1.3.1.3 User Datagram Protocol — UDP

Giao thirc UDP 1a giao thuc truyén dit liéu phi lién két c6 thé sir dung
truyén dir liéu voi do tin cay thap. UDP khong can giai doan thiét 1ap lién két, dit
liéu duoc gui di ngay khi can. UDP khong guri cac thong diép xac thuc, vi vay dir
liu c6 thé nhan duoc hoic bi that lac.

CAu trac ciia UDP header duoc thé hién trong bang :

Truong théng tin | Do dai MO0 ta

Xac dinh cong nguén 1a mét tly chon véi

source port 2 byt UDP. Néu truong nay dugc sir dung, phia
e - .
(Céng nguén) nhan thong diép cd the gui mot phuc dap toi

cong nay

Destination Port | 2 byte | So hiéu cong dich

Chiéu dai cua thong diép bao gom header va
Length 2 byte _
dar lidu

Checksum 2 byte | Bé kiém tra tinh ding dan

Bang 1.4: Cau tric ciia UDP header.
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1.3.1.4 S6 hiéu cong (Port number)
S6 hiéu cong (Port number) duge céc giao thitc TCP hay UDP dung dé dinh
danh cac tmg dung. Cac s hiéu cong cia TCP va UDP duoc phan ra thanh:
+ Cac s6 hiéu cong hé thong (trong khoang tir 0 dén 1023).
+ Cac s6 hiéu cong nguoi ding (trong khoang tir 1024 dén 49151).
+ Cac sb hiéu cong riéng va dong (trong khoang tir 49152 dén

65535).

1.3.1.5 Socket

Socket 1a mot phuong phap dé thiét 1ap két ndi truyén théng gitta mot
chuong trinh yéu cau dich vu va mét chuong trinh cung cap dich vy trén mang
LAN, WAN, hay Internet va d6i khi 1a giira cc tién trinh trong ciing mét may
tinh. Théng tin cia mot Socket bao gom dia chi IP va s hiéu cong.
1.3.1.6 Internet Control Message Protocol — ICMP

ICMP la mét giao thize dugc phét trién tir giao thirc 1P, cac théng tin phan
hdi vé trang thai cua hé thong duoc ICMP phan hdi boi cac thong diép.

Cac 16i duoc phat hién co thé duoc théng bao bang cac thong diép ICMP.
Céc thong diép ICMP duoc sir dung dé giri cac thdng tin phan hoi vé tinh trang
cuia mang. Vi du, mot router giri thong diép ICMP “destination unreachable” néu
khdng tim thdy mot diém vao cho mang trong bang dinh tuyén. Mot router ciing
c6 thé guri thong diép ICMP “redirect” néu tim thay duong di tot hon.

ICMP khong c6 trén giao thie IP ma duoc guri di trong cac IP header.
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Truong théng tin bo dai Mb ta
Truong nay xac dinh kiéu thong diép ICMP.
1 byte Vi du: type c6 gi4 tri 3 nghia 1a khong dén duoc
Type dich, 11 nghia la qué thot gian, va 12 nghia la cac
tham sé header khong ding
Code cung cip thong tin vé kiéu thong diép. Néu
n kiéu type 1a 3, “destination unreachable”, thi code
yte X
Code xac dinh 1a mang (0), host (1), hay protocol (2), hoac
port (3) 1a khong thé dén dugc
Checksum 2 bytes | Checksum cua thong di¢p ICMP
B6n byte cudi cing cua header ICMP c¢6 thé cung
Abytes | , . . Y .
cap thong tin bo tro tuy thudc vao kiéu thong diép
Header IP thong thuong

Bang 1.5: Cau triic ciia géi tin ICMP

1.3.1.7 Internet Group Management Protocol — IGMP

Tuong tu v6i ICMP, IGMP la sy mé rong cua giao thac IP va phai dugc cai

dat trong module IP. IGMP dugc sir dung béi cac ing dung multicast.

Cac thong diép IGMP dugc gui bén trong goi tin IP véi truong protocol

number bang 2, trong d6 truong TTL c6 gié tri bang 1. Cac g6i IGMP chi dugc

truyén trong LAN va khong duoc tiép tuc chuyén sang LAN khac do gié tri TTL

cua no.

Chtrc nang cua IGMP la:

+ Théng béo cho router multicast ring c6 mot may mudn nhan

multicast traffic cia mot nhém cu thé.
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+ Théng bao cho router ring mot c6 moét may mudn roi mot nhém
multicast (ndi cach khac, c6 mot may khong con quan tam dén viéc
nhan multicast traffic nita). Cac router thuong dung IGMP dé duy tri
thng tin cho tung cong cua router 14 nhitng nhém multicast nao

router can phai chuyén va nhitng host ndo mudn nhan.

1.3.2 Cac giao thirc Internet.
1.3.2.1 File Transfer Protocol — FTP

FTP dugc st dung dé tai cac tap tin Ién server, va tai vé céc tap tin tur
server. N6 1a mot giao thitc muc tng dung, dya trén nén tang cua giao thic TCP.
Ung dung client cung cidp mét giao dién nguoi ding va tao ra mot yéu cau FTP
tuong (g Vi Y8u cau cia ngudi ding cling véi dic ta cua FTP. Lénh FTP duoc
gui toi ing dung server thdng qua giao thuc TCP/IP, trinh thdng dich trén FTP
phai thong dich I1énh FTP tuong ung. Tuy thudc vao Iénh FTP, mot danh sach
cac tap tin hodc mot tap tin tir hé théng tép cua server duoc tra vé cho client
trong dap rng cua FTP.

Giao thuac FTP c6 céac dac trung sau:

- Truyén dir liéu véi do tin cdy cao thong qua giao thirc TCP.

- Cho phép truy xuat vo danh hoic xac thuc ngudi ding vai username va
password.

- Céc tép tin duoc truyén di dudi dang ma ASCII hoac dit liéu nhi phan.
1.3.2.2 Hypertext Transfer Protocol - HTTP
HTTP la mot giao thie duoc sir dung bai cac ang dung web. HTTP la mot
giao thuc ¢ do tin cay cao, duoc cai dat dya trén nén giao thac TCP. Tuong tu
nhu FTP, HTTP ciing duoc str dung dé truyén cac tép tin qua mang, nhung né co

cac dic trung nhu : dém dir liéu, dinh danh céac ung dung client, hd tro cho cac
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dinh dang kém theo khac, nhu MIME,... Nhitng dac trung nay c6 trong header
HTTP.

1.3.2.3 Hypertext Transfer Protocol Secure — HTTPS
HTTPS I1a mot su két hop giira giao thuc HTTP va giao thirc bao mat SSL

(Secure Socket Layer) hay TLS (Transport Layer Security) cho phép trao doi
théng tin mot cach bao mat trén Internet. Giao thiee HTTPS thuong dugc dung
trong céc giao dich nhay cam can tinh bao mat cao.

SSL va TLS nam 6 tang trén cua giao thire TCP, ching ¢6 nhiém vu ma hoa
dit liéu duoc truyén trén mang bing phuong phap mé hoa cong khai, vi vay c6

thé bao mat duge dit lidu truyén trén mang.

1.3.3 Cac giao thic E-mail
Hién nay céc giao thtrc phd bién sir dung cho e-mail nhu sau:

e SMTP — Simple Mail Transfer Protocol

SMTP Ia mét giao thizc dé guri va nhan cac e-mail. N6 c6 thé duoc sir dung dé
giri e-mail giira client va server str dung cling giao thic giao van, hodc dé giri e-mail
giita cac server st dung cac giao thic giao van khac nhau. SMTP c¢6 kha ning chuyén
tiép cac thong diép thong qua cac mdi truong dich vu giao van. SMTP khéng cho phép
chung ta doc cac thong diép tir mot mail server.

e POP3 — Post Office Protocol version 3

POP3 duoc thiét ké cho cac méi truong khong dugc lién két. Trong cac moi
truong khong duy tri lién két thuong truc véi mail server, vi dy: trong cac moi trudng
trong d6 thoi gian lién két l1au.

Véi POP3, client c6 thé truy xuat téi server va tim kiém cac thong diép ma
server hién dang nam giit. Khi cac thong diép duoc tim kiém tir client, ching thuong bi
x0a khoi server, mic du diéu nay l1a khong can thiét.
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e IMAP — Internet Message Access Protocol

Gidng nhu POP3, IMAP duoc thiét ké dé truy xuat toi cac mail trén mot mail
server. Tuong tu nhu cac client POP3, mot client IMAP cd thé c6 ché do offline nhung
cac client IMAP c6 cac kha ning 16n hon trén ché d6 online nhu: tim kiém cac header,
cac doan mail, tim kiém cac thong diép cu thé trén cac server, va thiét 1ap cac co nhu
co tra 1oi. Vé can ban, IMAP cho phép cac client 1am viéc trén cac hop thu & xa nhu 1a
cac hop thu cuc bo.

e NNTP — Network News Transfer Protocol

NNTP Ia giao thtc ting wng dung dé giri, chuyén tiép, va tim kiém céc thong
diép tao nén mot phan cua céc cudc thao luan nhém tin. Giao thic ndy cung cap kha
nang truy cap téi mot server tin tirc dé tim kiém cac thong diép c6 chon loc va hd tro
cho viéc truyén thong diép tir server tGi server.

1.3.4 Cac giao thirc khac
1.3.4.1 SNMP (Simple Network Management Protocol)

SNMP 13 giao thitc cho phép quan 1y cac thiét bi. Dua trén mang dya vao
cac bién dém hiéu ning tir cac thiét bi, SNMP quan 1y céc thiét bi mét cach hiéu
qua béng cach st dung cac chudng bdo hiéu duogc kich hoat béi cac van dé vé
hiéu nang va 16i, va cho phép cAu hinh céc thiét bi.

Mt tac tor SNMP duoc gan véi mot thiét bi mang cu thé s& ¢cd mot co so dit
lisu MIB (Management Information Base) bao gom tat ca cac thdng tin co thé
kiém soat vé thiét bi d6 theo phuong phap hudng ddi tugng. Mot client SNMP
truy xuat thong tin trong co sé dir liéu bang cach gui cac yéu cau GET. Nguoc
lai, yéu cau SET duoc st dung dé cau hinh co sé dit liéu MIB.

Trong nhitng trudng hop 6 15i hodc co cac van dé vé hiéu ning, tac tar
SNMP guri cac thong diép tai SNMP client.
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1.3.4.2 TELNET (Terminal Network)

TELNET 1a mét giao thirc mang — trén cong 23, duoc st dung trén mang
Internet hodc mang ndi bd dé cung cAp mot thong tin lién lac hai chiéu, tuong tac
dong Iénh theo dinh huéng co sé sir dung dé két noi thiét bi dau cudi &o.

TELNET cho phép hai hé diéu hanh khac nhau cé thé truy cap dén mot
chuong trinh Gng dung trén may tinh ¢ xa dé truy cap thong tin, thuc thi céc
chuong trinh va str dung mét s tai nguyén khac.

1.4 Internet

1.4.1 Intranet va Extranet

Mot Intranet ¢ thé s dung céc cdng nghé TCP/IP twong tu nhu véi
Internet. Su khac biét 1a intranet 14 mot mang riéng, trong d6 tat ca moi nguoi
déu biét nhau. Intranet khong phuc vu cho viéc truy xuat chung, va mot s dit
lidu can phai dugc bao vé khoi nhitng truy xuét tir bén ngoai.

Mot Extranet 1a mot mang riéng gidng nhu Intranet nhung cac Extranet két
ndi nhiéu Intranet thuoc cling mot cong ty hodc cac cong ty doi tac thong qua
Internet bing cach st dung mét tunnel. Viéc tao ra mot mang riéng ao trén
Internet tiét kiém chi phi nhiéu cho cong ty so vai viéc thué rieng mot duong
truyén dé thiét 1ap mang.

1.4.2 Firewall

C6 nhitng ké pha hoai trén mang Internet!. Pé ngin chin ching, nguoi ta
thuong thiét 1ap cac diém truy cap téi mot mang cuc bo va kiém tra tat ca cac
ludng truyén tin vao va ra khoi diém truy nhap dé. Phan cting va phan mém giira
mang Internet va mang cuc bo, kiém tra tat ca dir liéu vao va ra, duoc goi la
firewall.

Firewall don gian nhat 1a mot bo loc goi tin kiém tra ting goi tin vao va ra

khoi mang, va str dung mot tap hop cac quy tic dé kiém tra xem ludng truyén tin
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c6 duoc phép vao ra khoi mang hay khong. Ky thuat loc goi tin thuong dua trén
cac dia chi mang va céc s6 hiéu cong.
1.4.3 Proxy

Khéi niém proxy co lién quan dén firewall. Néu mét firewall ngin chin céc
host trén mang lién két truc tiép véi thé giéi bén ngoai. Mot may bi ngan két ndi
véi thé gisi bén ngoai bai mot firewall s& yéu cau truy xuat téi mot trang web tir
mot proxy server cuc bo, thay vi yéu cau mot trang web truc tiép tir web server ¢
xa. Proxy server sau do s& yéu cau trang web tir mot web server, va sau do
chuyén két qua tré lai cho bén yéu cau ban dau. Cac proxies ciing duoc st dung
cho FTP va céac dich vu khac. Mot trong nhitng vu diém bao mat caa viéc sir
dung proxy server la cac host bén ngoai chi nhin thay proxy server. Ching
khong biét dugc cac tén va cac dia chi IP cua cac may bén trong, vi vay kho co
thé dot nhap vao cac hé thong bén trong.

Trong khi céc firewall hoat dong & tang giao van va tang internet, cac proxy
server hoat dong ¢ tang tng dung. Mot proxy server c6 nhitng hiéu biét chi tiét
vé mot s6 giao thirc mac ¢ng dung, nhu HTTP va FTP. Cac goi tin di qua proxy
server c6 thé dugc kiém tra dé dam bao riang ching chira cac dit liéu thich hop
cho kiéu gai tin. Vi du, c&c gdi tin FTP chuta céc dir liéu caa dich vu telnet s& bj
loai bo.

Vi tat ca cac truy nhap t6i Internet dugc chuyén hudng théng qua proxy
server, vi thé viéc truy xuat c6 thé dugc kiém soét chat ché. Vi dy, mot cong ty
c6 thé chon giai phap phong toa viéc truy xuét téi www.playboy.com nhung cho

phép truy xuat téi www.microsoft.com.
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CHUONG 2: HINH VA MOT SO DICH VU MANG THUONG SU
DUNG TREN WINDOWS

2.1 Gibi thiéu

Hau hét cac mang may tinh hién nay duogc thiét ké rat da dang va dang thuc
hién nhitng ¢ng dung trén nhiéu linh vuc cua doi sbng xa hoi. Pidu d6 c6 nghia
1a cac thong tin luu trir trén mang va cac thong tin truyén giao trén mang ngay
cang mang nhiéu gia tri c6 ¥ nghia sdng con. Do vy nhitng ngudi quan tri mang

ngay cang phai quan tam dén viéc bao vé cac tai nguyén cia minh.

Viéc bao vé an toan Ia qué trinh bao vé mang khoi bi xam nhap hoic mat
mét, khi thiét ké cac hé diéu hanh mang nguoi ta phai xay dung mot hé théng
quan Iy nhiéu tang va linh hoat gitip cho nguoi quan tri mang co thé thuc hién
nhitng phuong an vé quan Iy tir don gian mic do thap cho dén phuc tap mtc do
cao trong nhitng mang cé nhiéu nguoi tham gia. Thong qua nhiing céng cu quan
tri da duoc xay dung sin ngudi quan tri ¢ thé xay dung nhing co ché vé an toan

phu hgp véi co quan cua minh.

Théng thudng hé thong mang c6 nhirng mirc quan ly chinh sau:

* Muc quan ly viéc tham nhap mang (Login/Password): ¢6 nhiém vu Xac
dinh nhitng ai va luc nao c6 thé vao mang. B4 véi nguoi quan tri va
ngudi st dung mang, mic an toan nay duong nhu kha don gian ma theo
d6 mdi nguoi sir dung (ngudi st dung) cé mot tén login va mat khau
duy nhat.

* e quan ly trong viéc quan Iy sir dung céc tai nguy@n caa mang: Kiém
soat nhiing tai nguyén nao ma ngudi st dung dugc phép truy cap, su

dung va sir dung nhu thé nao.
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* Mc quan Iy véi thu muc va file: Muc an toan cua file kiém soét nhiing
file va thu muc nao nguoi st dung dugc dung trén mang va duoc st
dung & mic d6 nao.

* Mac quan ly viéc diéu khién File Server: Muc an toan trén may cha
kiém soat ai c6 thé duoc thuc hién céc thao tac trén may cha nhu bat,
tat, chay cac chuong trinh khac... Nguoi ta can c6 co ché nhu mat khau

dé béao ve.

2.2 Cac mo6 hinh mang trong Windows

Mang LAN cung c4p cac dich vu theo hai cach: qua cach chia sé tai nguyén
theo nguyén tac ngang hang va thong qua nhiing may chu trung tam. DU bat ca
phuong phap nao duoc sir dung, van dé can phai giai quyét 1a 1a gitp nguoi sir
dung x4c dinh duoc cac tai nguyén c6 san ¢ dau dé cd thé st dung. Trong do,
mot s6 md hinh thuong sir dung trong hé théng Windows: Workgroup, Domain,

mo hinh két hop.

2.2.1 Mo hinh Workgroup

Trong mé hinh ndy, cac may tinh 1am viéc dya trén nguyén tac mang ngang
hang (Peer — to — Peer network), cac nguoi sir dung chia sé tai nguyén trén may
tinh cua minh véi nhitng nguoi khac, may nao cling vua la chu (server) vira la
khach (client). Nguoi sir dung ¢6 thé cho phép cac nguoi sir dung khéc sir dung
tap tin, may in, modem... caa minh, va dén luot minh c6 thé st dung céc tai
nguyén duge cac ngudi st dung khac chia sé trén mang. Mdi ca nhan ngudi St
dung quan ly viéc chia sé tai nguyén trén may caa minh bang cach xac dinh cai
gi s& duoc chia sé va ai s& ¢ quyén truy cap. Mang nay hoat dong don gian: sau
khi logon vao, nguoi st dung c6 thé duyét (browse) dé tim cac tai nguyén cé san

trén mang.
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INTERNET

Sonmudtsum

Hinh 2.1: M6 hinh mang Workgroup

Workgroup 1a nhém logic cac may tinh va cac tai nguyén cua ching ndi voi
nhau trén mang ma cac may tinh trong cing mot nhém cé thé cung cap tai
nguyén cho nhau. Mdi may tinh trong mot workgroup duy tri chinh sach bao mat
va CSDL quan ly tai khoan bao mat SAM (Security Account Manager) riéng &
mdi may. Do d6 quan tri workgroup bao gom viéc quan tri CSDL tai khoan bao
mat trén mdi may tinh mot céch riéng I¢, mang tinh cuc bo, phan tan. Piéu nay
rd rang rat phién phic va cé thé khong thé lam duoc dbi véi mot mang rat 16n.
2.2.1.1 Pic diém

Mdi nguoi truy cap vao mang Windows to chiic theo mé hinh Workgroup

can phai diang ky: tén vao mang va mat khau vao mang.

Dua vao tén va mat khau da cho, Windows cung cap cho ngudi mot sé goi
la ma sb cua ngudi sir dung (user account). Ma sb nay duoc luu dit trong co s&
dir liéu 1a hé théng quan tri tai nguyén (SAM - Security Account Manager
database). Hé théng quan tri tai nguyén dung dé dam bao an toan vé tai nguyén

trén mang. Ngudi vao mang mudn truy nhap vao tai nguyén phai qua su kiém
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duyét cua hé théng quan tri tai nguyén. Trong mé hinh Workgroup mdi may
tram c6 mot ngudn tai nguyén twong wng vVoi mot hé thong quan tri tai nguyén
bao vé no.
2.2.1.2 Nhan xét
Trong qué trinh hoat déng, véi nguyén ly hoat dong cua minh thi mé hinh
Workgroup boc 16 nhiéu vu va nhuoc diém:
+ Uu diém:
— Pon gian, tién loi, dé quan ly.
— Chi phi dau tu thép.
— Chia sé tai nguyén hiéu qua.
* Uu diém:
— Bao mat kém.
— Pbi v6i mang 16n, luong tai nguyén cé sin trong mang 16n thi

ngudi ding kho xac dinh duoc chung dé khai thac.

2.2.2 Mo hinh Domain

Domain dugc xay dung dua trén su hoat dong cua thu muc va nhom lam
viéc. Tuong tu nhu workgroup, Domain ¢6 thé duoc quan tri bang hdn hop céc
bién phap quan ly tap trung va cuc bo. Domain la mét tap hop cac may tinh dung
chung mét nguyén tic bao mat va CSDL tai khoan ngudi ding (user account).
Nhitng tai khoan nguoi ding va nguyén tic an toan cé thé duoc nhin thay khi

thudc vao mot CSDL chung va duoc tap trung.
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DC - FILE SERVER - DHCP SERVER - Wins
SERVER - PRINT SERVER

WorkStation

Hinh 2.2: M6 hinh mang hoat dong theo Domain

Tuong tu nhu mot thu muc, moét Domain to chtc tai nguyén caa mét vai
may chu vao mét co cau quan tri. Nguoi sir dung duoc cap quyén logon vao
Domain cht khéng phai vao ting may chu riéng 1é. Ngoai ra, vi Domain diéu
khién tai nguyén caa mot s6 may chii, nén viéc quan Iy cac tai khoan cua ngudi
str dung duoc tap trung va do dé trd nén dé dang hon 1a phai quan ly mot mang
véi nhiéu may cha doc lap.

Cac may chu trong mot Domain cung cap dich vu cho cac nguoi st dung.
Mot nguoi st dung khi logon vao Domain thi ¢ thé truy cap dén tat ca tai
nguyén thugéc Domain ma ho dugc cip quyén truy cap. Ho c6 thé do tim
(browse) céc tai nguyén cua Domain giéng nhu trong mot workgroup, nhung né

an toan, bao mat hon.
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Pé xay dung mang dua trén Domain, ta phai cd it nhat mot may Windows
Server trén mang. Mot may tinh Windows c6 thé thuoc vao mot workgroup hoic
moét Domain, nhung khong thé dong thoi thudc ca hai. M6 hinh Domain dugc
thiét 1ap cho cac mang 16n véi kha ning két ndi cac mang toan xi nghiép hay lién
két cac két néi mang vai cadc mang khac va nhitng cong cu can thiét dé diéu
hanh.

Viéc nhdm nhiing nguoi st dung mang va tai nguyén trén mang thanh
Domain c6 lgi ich sau:
* Quan ly chat ché hon :

* Khai thac tai nguyén dé dang hon;

2.2.2.1 Pic diém

Mdi ngudi tham gia trong Domain can phai ding ky thong tin sau: tén
Domain, tén nguoi st dung va mat khau.

Céac thong tin nay dugc luu & may chu dudi dang mot ma so, goi la tai
khoan ngudi sir dung (user account) va cac ma sb ciia nguoi sir dung trong mot
Domain dugc t6 chac thanh mét co so dit lidu trén may chu. Khi nguoi st dung
muén truy nhap vao mot Domain nguoi d6 phai chon tén Domain trong hop
thoai trén may tram. May tram s& chuyén céc thdng tin vé hé théng quan tri tai
nguyén (SAM - Security Account Manager database) cua Domain dé kiém tra.
Khi d6 hé théng quan tri tai nguyén trén may cha s& kiém tra cac thong tin nay,
néu két qua kiém tra 1a dung, nguoi khai thac méi dugc quyén truy nhap vao tai
nguyén cua Domain.

* May tram chi cd thé cung cap cac mi sé duoc tao ra trén nd. Néu may

nay bi hu hong thi nhitng nguoi khai thac mang khong thé truy nhap
bang ma sb cua ho. Néu may nay nam trong mot Domain nao d6 thi cac

ma s6 nay con duoc luu trong SAM ctiia mot Domain trén may chi.
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* St dung may tram khong tham gia vao Domain, nguoi khai thAc mang
khong thé truy nhap vao tai nguyén ctia Domain, mac di ma s cua cua

ngudi nay co trong SAM cua Domain.

Trong mot Domain thudng ¢ cac loai may thuc hién nhiing cong viéc sau:

* Primary Domain Controller (PDC), bao gi& ciing phai c6 dé quan tri hé
théng cac ngudi str dung va céc tai khoan trong Domain (hé thong nay
goi la co so dir lieu SAM - Security Account Manager ciua Domain).
SAM trén may cha duoc thiét ké nhu hé thdng kiém soat Domain.
Trong mot Domain chi c6 duy nhat mot PDC.

* Backup Domain Controller (BDC). Trong mét Domain c6 thé c6 mot
hoic nhiéu BDC. Céc BDC c6 thé ding thay thé cho may PDC trong
truong hop can thiét, chang han may PDC bi hu. Nguodi quan tri
Domain chi can tao tai khoan ngudi st dung (user account) chi mét lan
trén may Primary Domain Controller, thong tin dugc tu dong copy dén

cac may Backup Domain Controller.

2.2.2.2 Nhan xét
Véi nhitng dac diém trén thi trong qua trinh hoat dong mé hinh Domain cho
thay nhiéu vu diém nhung bén canh d6 no ciing t6n tai nhiéu nhuoc diém chua
khic phuc dugc.
+ Uu diém:
— Quan tri toan bo mang theo co ché tap trung.
— Cung cap kha ning du phong va tu dong chuyén ddi du phong.
— Truy cap tai nguyén dé dang, bao mét cao.
— Quan ly chit ch& hé théng may tram.

— Ludn san sang cho cac dich vu méi.
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* Nhuoc diém:
— Poi hoi phai bé sung nhén luc trong quan tri hé thong mang.
— Kho cai dat.
— Trang thiét bi can dugc dau tu (tdi thiéu can 03 may cha, clng Vi
mdi phong may 01 may tinh dwoc ty quyén quan ly. Thiét b luu trix
tap chung khoang 03 TB).

2.2.3 Mb hinh két hop

M6 hinh Workgroup va Domain la hai m6 hinh quan trong cua Windows
nhung trong qua trinh trién khai trong thuc té thi viéc két hop gitta hai mé hinh

nay s€ ap dung cac doi tuong c¢6 nhu cau bao mat khac nhau.

Vi du nhu cac phong thuc hanh thi khong can ¢6 ché do bao mat cao nén
chi can dung mé hinh Workgroup. Con ddi véi cac phong ban can c6 ché do bao
mat cao hon nhu cac phong lam viéc lién quan dén co so dit liéu, hay thiét ké cac
du an thi sir dung mé hinh Domain
2.3 Mot s6 dich vu thwong sir dung.

La hé diéu hanh mang cho phép t6 chic quan Iy mot cach chu dong theo
nhiéu mé hinh khac nhau: Peer — to — Peer, clien/server. N6 thich hop vai tat ca
cac kién tric mang hién nay nhu: hinh sao (star), dudng thang (bus), vong (ring)
va phirc hop. N6 c6 mét sé dic tinh wu viét bao dam thuc hién cing ldc nhiéu
chuong trinh ma khong bi 18i. Ban than Windows NT dap tng dugc hau hét cac
giao thuc pho bién nhat trén mang va ciing hd trg dugc rat nhiéu nhiing dich vu
truyén théng trén mang. NG vira dap ung dugc cho mang cuc bo (LAN) va cho
ca mang dién rong (WAN).

Windows NT cho phép dung giao thicc TCP/IP, vén 1a mét giao thic dugc
st dung rat pho bién trén hau hét cac mang dién rong va trén Internet. Giao thic

TCP/IP dung tét cho nhiéu dich vu mang trén moéi truong Windows NT.
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Trong thuc té c6 mot sé dich vu cd thé chay song song véi cling chirc ning
trong ca hai md hinh Workgroup va Domain. Cac dich vu chay trén ca hai mé
hinh d6 la cac dich vu quan ly dir liéu, file, web, mail, DHCP, DNS,...

2.3.1 Quan ly khai thac dir liéu

Pé quan ly va khai thac dit liéu trong hé théng mang, Windows NT cung
cép mot co ché quan ly va phuong thic khai thac. Trudc khi duge nguoi dung
khai thac thi cac tai nguyén phai dugc khai bao trude, va cung cap cho nguoi
ding quyén sir dung phit hop.

Khi mot nguoi sir dung mudn truy cap mot tap tin thi tat ca cac thong tin vé
phuong thirc phuc héi giao dich va phuc héi giao dich khi bi 16i s& dugc dang ky
boi Log File Server. Néu giao dich thanh cong, tap tin d6 s& truy xuat duoc,
nguoc lai giao dich sédugc phuc héi. Néu cé 13i trong quéa trinh giao dich, tién
trinh giao dich s& két thuc.

Viéc truy xuat tap tin (File hoic thu muc) duoc quan Iy théng qua cac
quyén truy cap (right), quyén do s& quyét dinh ai c6 thé truy xuat va truy xuat
dén tap tin d6 v6i mac do gidi han nao. Nhing Quyén do 1a Read, Execute,
Delete, Write, Set Permission, Take Ownership.

Trong do:

— Read (R): Puoc doc dir liéu, cac thugc tinh, chii quyén cua tap tin.
— Execute (X): Buoc chay tap tin.

— Write (W): Puoc phép ghi hay thay di thudc tinh.

— Delete (D): Buoc phép xda tap tin.

— Set Permission (P): Puoc phép thay d6i quyén han cua tap tin.

— Take Ownership (O): Puoc dat quyén chu sé hiru cua tap tin.

Sinh vién: Dao Van Luong — CT1301 46



Xay dung hé théng heu trir tap trung D6 an tot nghiép

Pé chia sé file trong mang thi Windows ding giao thuc File Sharing
Protocol, Windows stir dung giao thuc chia sé file 1a CIFS, SMB — giao thuc
mang Muc cao, cung cap cau tric va ngdn ngit yéu cau chia sé file gitta client va
server. Giao thirc ndy cung cap cac lénh dé mo, doc, ghi va déng file qua moi
truong Mang va ciing c6 thé cung cap truy cap vao céac dich vu Directory.

2.3.2 Dich vu quan ly tap tin — File Services 2008

File Services 1a mét dich vu trén hé thong Windows Server, cung cap cho
ngudi quan tri cac ky thuat quan 1y dung luong luu trit ( Storage), co ché backup
dir liéu bang thtc tao ban sao cuaa dix liéu & cac server khac (replication), quan Iy
tai nguyén, chia s¢, hd trg cac may tinh *NIX truy cap tai nguyén hé thong
Windows.

Str dung dich vu File Services giap:

* Lam giam sb luong File Server va thuan tién trong qua trinh st dung.
* Pong bd duoc dit liéu.

* Trién khai c4c dich vu sao luu/phuc hoi mot cach dé dang.

2.3.3 Dich vu web — Internet Information Server (11S)
Internet Information Server (I11S) la mot ing dung chay trén Windows NT,

tich hop chat véi Windows NT, khi cai dat IIS, IIS c6 dua thém vao tién ich man
hinh kiém soét (Performance monitor) mét sé muc nhu théng ké sé luong truy
cap, sb trang truy cap. Viéc kiém tra ngudi ding truy cap ciing dua trén co ché
quan 1y nguoi st dung ctia Windows NT. 11S chay trén giao thuc HTTP,

IIS gém ¢o cac dich vu:

*  World Wide Web (WWW): la mét trong nhitng dich vu chinh trén
Internet cho phép nguoi sit dung xem théng tin mot cach dé dang, sinh
dong. Dir liéu chuyén gitta Web Server va Web Client théng qua giao
thirc HTTP (Hypertext Transfer Protocol).
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+ File Transfer Protocol (FTP): sir dung giao thuc TCP dé chuyén file
gitra 2 may va ciing hoat dong theo mé hinh Client/Server, khi nhan
duoc yéu cau tir client, dau tién FTP Server s& kiém tra tinh hop 1¢& cua
ngudi ding thdng qua tén va mat ma. Néu hop 18, FTP Server s& kiém
tra quyén ngudi dung trén tap tin hay thu muc duoc xac dinh trén FTP
Server. Néu hop 18 va hé thng file 1a NTFS thi s& c6 thém kiém tra ¢
murc thu muc, tap tin theo NTFS. Sau khi tat ca hop Ié, ngudi ding sé
dugc quyén twong @ng trén tap tin, thu muc do.

* Gopher: 1a mot dich vu sir dung giao dién menu dé Gopher Client tim
va chuyén bat ky thong tin nao ma Gopher Server da duoc cau hinh.

Gopher ciing st dung két néi theo giao thic TCP/IP.

2.3.4 Dich vu mail — Exchange Server

Trong hé diéu hanh Windows, c6 nhiéu phan mém trién khai va quan ly
dich vy mail, nhung hién nay chu yéu diing phan mém Exchange server.

Ngay nay ddi v6i hau hét cac doanh nghiép, e-mail 13 cong cu lién lac vo
cling quan trong cho cong viéc. E-mail cho phép nhan vién tao ra céc két qua t6t
nhat. Su 18 thudc ngady cang 1én hon vao e-mail da lam ting sb luong tin nhan
gui va nhan, tao ra su phong pha cua cong viéc phai hoan thanh, va tham chi
ting toc d6 cua chinh qua trinh kinh doanh. Trong béi canh thay doi nhu vay, ky
vong ciia nhan vién ngdy cang phat trién. Ngay nay, nhan vién mong muén cd
duoc kha nang truy cap phong pht, hiéu qua — téi email, lich lam viéc, tai liéu
gti kém, thong tin lién hé va con nhiéu hon nita — cho du ho dang & déu hodc
dang sir dung thiét bj gi.

Dich vu mail hoat dong trén cac giao thtrc : SMTP (Simple Mail Transfer
Protocol), POP3 (Post Office Protocol), IMAP (Internet Message Access
Protocol), NNTP (Network News Transfer Protocol).
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Exchange Server 1a phan mém caa Microsoft chay trén cac may chu, cho
phép gui va nhan thu dién tir cling nhu cac dang khac théng qua mang may tinh.
Pugc thiét ké cha yéu dé giao tiép voi Microsoft Outlook nhung ciing c6 thé
giao tiép tét v4i cac phan mém khac nhu Outlook Express. Exchange Server
duoc thiét ké cho ca cac doanh nghiép 16n va nhé véi cac vu diém ndi troi 1a dé
quan tri, hd tro nhiéu tinh ning va c6 do tin cay cao.

Nhitng tinh ning noi bat cua hé thong Exchange server:

* Tich hop tinh ning bao vé véi cac chirc nang: chong thu rac, ma hoa cac

thong diép ra— vao hé théng,...

% Truy cap moi lic moi noi.

* HO trg toan bo nhiing tinh ning cuia Outlook.

2.3.5 Dich vu DHCP - Dynamic Host Configuration Protocol.
Dynamic Host Configuration Protocol (DHCP) 1a mét giao thic cau hinh tu

dong dia chi IP. M4y tinh duoc cau hinh mot cach ty dong vi thé s& giam viéc
can thiép vao hé thong mang. N6 cung cap mot co so dir liéu (database) trung
tam dé theo d@i tat ca cac may tinh trong hé théng mang. Muc dich quan trong
nhat 13 tranh truong hop hai may tinh khac nhau lai c6 cung dia chi IP.

Trong mang may tinh NT khi mot may phat ra yéu cau vé cac théng tin cua
TCP/IP thi goi 1a DHCP client, con cic may cung cap théng tin cia TCPIP goi 12
DHCP server. Cac may DHCP server bat buoc phai 13 Windows NT server.

Cach cip phat dia chi IP trong DHCP: M6t user khi logon vao mang, né can
Xin cap 1 dia chi IP, theo 4 budc sau :

* Goi thong bao dén tat ca cac DHCP server dé yéu cau duoc cép dia chi.

* Tat ca cac DHCP server gai tra 1oi dja chi s& cap dén cho user do.
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* User chon 1 dia chi trong s6 cac dia chi, gui thong bao dén server c6 dia
chi duoc chon.

* Server duoc chon gai thdng béo khang dinh dén user ma né cap dia chi.

Server

301P_930

Client

Hinh 2.3: Qué trinh cdp phat DHCP

2.3.6 Dich vu DNS — Domain Name System.

DNS (Domain Name System) 1a mot hé co s dir liéu phan tan dung dé anh
Xa giita C4C tén mién va cac dia chi IP. DNS dua ra mot phuong phap dic biét dé
duy tri va lién két cac anh xa nay trong mot thé théng nhat. Trong pham vi Ién
hon, cac may tinh két ndi vai internet stir dung DNS dé tao dia chi lién két dang
URL (Universal Resource Locators).

Theo phuong phap ndy, mdi may tinh s& khdng can sir dung dia chi IP cho

két ndi ma né sir dung giao thirc UDP, sir dung cbng 53.
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Cau trac cua DNS gdm cac ban ghi sau:

*

*

*

*

A (Address): Anh xa tir mot tén may (host) sang mét dia chi IP.
CNAME: Anh xa tir mot t&n may (host) sang mét tén dich vu nao do.
MX: Xac dinh may tram chuyén tiép mail cho mot may (host) nao do.
NS (name server): Khai bdo may cha tén mién cho mét tén mién nao do.
PTR (Pointer): Anh xa tir mot t&n mién sang mot dia chi IP va nguoc
lai.

SOA (Start of authority): Hién thi trang thai thong tin cuia mot tén mién.
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CHUONG 3: XAY DUNG HE THONG LUU TRU DU LIEU TAP TRUNG

3.1 Cac gidi phap lvu trir

Thong tin dudi cac dang nhu thu dién tu, tai liéu, cac bai trinh bay, cic co
so dir liéu, db thi, cac tép dir liéu & dang am thanh, hinh anh cling nhu cac bang
tinh 1a nhan t quyét dinh dén su thanh cdng cua phan 16n cac cong ty. Cac ung
dung dé chay va bao vé nhitng dit liéu cua cong ty ban thuong doi héi mot dung
luong kha 16n “6 nhd” trong hé théng cac 6 dia cang. Bén canh d6, nhitng xu thé
va yéu cau phét trién méi ciing 1a yéu t kich thich lam cho céc doanh nghiép
lubn cam thay “ thiéu > dung luong nhé can thiét cho viéc luu trir di liéu cua
minh va c6 nhu cau cap bach can phai mé rong “ dung luong hé thdng luu trit dix
ligu”.

Hién nay c6 rat nhiéu phuong an Iwa chon phi hop véi cac doanh nghiép ca
vé phuong thic quan Iy dix liéu va dia diém luu giit nhiing dit liéu d6. Nhung dé
lra chon dugc mét phuong an tot thi can phai danh gia cac nhu cau luu trit dit
liéu cua minh, cac doanh nghiép can can phai xem xét va can nhac céac khia canh
nhu cac rng dung nao hay sur dung , cac loai hinh dix liéu cua minh la gi va cach
thire ciing nhu dia diém luu trit cac dir liéu do.

Pé danh gia mot cach chinh xéac nhu cau luu trit thi ta can tra 1oi cac cau hoi
sau:

* Ung dung nao s& tao ra cac tép dit liéu “16n nhat”?

* Ung dung nao chay trén cac hé thong may cha nao?

*  Dir liéu da co tir bao l1au?

* Dir liéu “bi trung lap’ hodc da qua cii chiém bao nhiéu?

* Nhitng dir liéu khong lién quan dén hoat dong kinh doanh chiém bao

nhiéu?
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* Mic d6 “nhanh” hay “cham” can phai dugc dap tng khi khai thac di

ligu?

* Can khai thac dir liéu nao va tir dau?

Sau khi d4 nam duogc céc thong tin lién quan dén nhu cau luu trir cua dit
lidu, tir d6 co thé lya chon cic phuong an phu hop. Mot s6 phuong phap luu triv
c6 thé ap dung trong thuc té:

* CAac 6 dia luu dong.
* O cling ngoai.
* Luu trir trén cac hé thng mang truc tuyén.

% Luu trir trén mang may tinh.

3.1.1 Luu trir trén cac 6 dia lvu dong

Loai 6 dia nay phu hop Vi cac chuyén gia thuong xuyén phai di cong tac
hoic 1am viéc ¢ kha co dong ¢ chiéu noi khac nhau, c6 kich thugc nhé, vira du
dé véi chudi phim va khdng c6 cac bo phan dong. Co thé két ndi bo nhé dong
nay véi may tinh thong qua cong USB dé lam viéc.

Mot s6 bo nhé USB ¢6 chie nang ma héa giup dit liéu van bao mat khi bi

r
A

mat.
3.1.2 Luwu trit trén cac 6 cirng ngoai
Str dung 6 cung ngoai dé két ndi véi may tinh. Nhung viéc dung phuong
phap nay gap phai nhiing han ché sau:
* Ludn phai sao luu tt ca cac tép dir liéu néu nhu cac tép dit lidu trén dia
ma khong dugc luu trit ¢ noi khéc.
* Khi c6 hoa hoan hay sy ¢ thién nhién xay ra tai noi dat 6 cang ngoai,

thi dir liéu khéng khong dugc bao Vé.
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3.1.3 Luu trit trén cac hé théng mang truc tuyén
Khai thac céc loi ich cua cac dich vu cung cép “ dung luong luu trir va sao
lwu dit lidu trén hé thong Internet”. Dit liéu s& duogc sao luu va cat gitr c4c tép dir
liéu quan trong cua tai mot may chu ¢ xa nhung an toan.
Trong thuc té thi viée st dung giai phap ndy cé nhitng wu — nhuoc diém
sau:
* Uu diém:
— Tranh duoc rai ra tham hoa, thién tai xay ra tai cuc bo mot khu vuec.
— Chia sé dé dang nhiing tép di liéu I6n véi khach hang, dbi tac.
— C0 thé sur dung trinh duyét Web dé truy cap va lay céc tép dir ligu &
Moi noi c6 mang internet.
* Nhuoc diém:
— Tbéc dd truy cap vao dir liéu hoan toan phu thudc vao duong truyén

mang.

3.1.4 Luwu trir trén mang may tinh (NAS)

NAS 1a cach luu gitr s6 liéu don gian, dé dang truy cap véi téc do cao va
dang tin cay. Cac giai phap NAS phu hop vai cac doanh nghiép cd vira va nho
lubn ¢ nhu cau phai sir dung cac tép di liéu kinh té c6 dung lwong 16n, nhiéu
nguoi st dung cing luc va cho phép chia sé trong hé thong mang may tinh.

Trong d6 mot giai phap NAS cd thé thuoc mot trong cac loai sau:

* CAac giai phap NAS c6 thé chi 1a mot 6 cimg don 1é véi cong Ethernet
hoac 1a két ndi Wi-Fi véi mot hé théng luu trir v6i dung luong 300GB
hoac nhiéu hon. G muc do cao hon thi cac giai phdp NAS c6 thé cung
cap ca cac cong USB phu hay céc cong FireWire cho phép két ndi voi

cac 6 cung ngoai dé mé rong dung luong luu trir. Mot giai phap NAS ¢
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thé cho phép cai dit va chia sé chi mét may in cho nhiéu ngudi sir dung
khac nhau mot cach dé dang.

* C4c giai phap NAS ciing c6 thé gom ca nhiéu 6 clng trong hé thong dia
du phong (RAID) ¢ muc 1. Hé théng luu trix trong hé thong RAID &
muc 1 ¢6 thé bao gom 1 trong nhiéu 6 cting tuong tng (Mi 6 dia c6
dung luong 250GB) dugc két ndi véi nhau tao thanh 1 thiét bi mang.
Dit liéu duoc ghi 1én dia thtr nhat va ddng thoi duge ghi 1én dia thi 2.
Phuong thirc sao luu dit liéu du phong mot céch ty dong nay dé dé
phong truong hop mot dia bi hong/chét thi van truy cap duoc vao dir

liu da duoc sao luu du phong ¢ 6 dia kia.

Cac giai phap NAS ciing c6 thé upload tap tin, dir liéu tir cac may chu khac
trong hé thdng trong hé thdng mang, va cho phép théng nhat luu trit di liéu.
Str dung hé théng NAS c6 nhitng loi ich nhu
— Nang cao hiéu qua hoat dong cua hé théng.
— Giam chi phi.
— DPon gian quy trinh quan tri va sao luu cling nhu khoéi phuc cac tap
tin, dir liéu.
— Hé théng d& mo rong va nang cp dé co thé dap tmg dugc nhu cau

luru trit s6 lidu ngdy cang ting.

3.1.5 Mot s6 giai phap dam bao an toan cho hé thong.

Hién nay, tai cic co quan hay céc to chuc thi hé thong mang thuong duoc t6
chirc theo mé hinh Domain. Microsoft Windows Server la mét trong nhiing hé
diéu hanh danh cho cac hé théng méy chu cung cap céc dich vu nhu chia sé tap
tin, phan ludng,... Microsoft Windows Server 2008 hd tro cac dich vu co thé dap
tmg duoc nhu cau cua ngudi dung trong viéc dam bao an toan phd hop ddi véi

ting loai dit liéu cho hé thdng cua cac cong ty, co quan cu thé. Cung véi viéc to
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chtre Iuu trir thi nhu ciu dam bao an toan cho dit liéu ciing duge wu tién hang
dau. C6 nhiéu giai phap luu trir khac nhau phtt hop cho nhiéu nhém ngudi dung
v6i nhu cau luu trir khac nhau. Tuy cach thire to chirc hé théng mang tai céc co
quan, don vi cu thé chung ta c6 thé dua ra cac lya chon, c4c giai phap luu trit
mét cach hop ly dé dam bao an toan dir liéu.

- Dir liéu ton tai duéi dang co s& dit liéu MS SQL, co sé dit liéu thu dién
tir Exchange,... mot trong sé cac giai phap co thé st dung la trién khai
phan mém Data Protection Manager (DPM) dé dam bao an toan dir liéu.

- Dir liéu ton tai dudi cac tap tin thong thudng nhu: cac tép vin ban, tép
tin anh, video,... viéc trién khai Distributed File System dang duoc quan
tam.

Trong pham vi cta do 4n ndy, em tién hanh tim hiéu céc giai phap “xdy
dung hé thong luu trit tdp trung trén nén tang Distributed File System Windows
Server 2008”.

3.2 Tong quan vé Distributed File Systems

Véi cac co quan, to chic hay cac cong ty, lugng dit lidu can phai luu trit sé
la rat 1on. Véi yéu cau can phai luu trir dit liéu v6i dung luong 16n, dam bao tinh
san sang cua hé thong dit liéu can luu trir moi thoi diém va dap ung cao nhat sé
y8u cau truy cap trong mot thoi diém.

Microsoft Windows Server 2008 cung cap dich vu Distributed File System
dé giai quyét van dé sé luong két ndi 16n t6i dix liéu tai cing mot thoi diém.

Distributed File System duoc sir dung dé xay dung ciu trac dai dién cho
nhiéu vi tri chia sé dit liéu trén nhiéu File Server khac nhau. Distributed File
System c6 nhiém vu nhém tat ca cac chia sé trong hé thdng server dudi mot tén

duy nhét giup ngudi ding c6 thé st dung mot cach dé dang.
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3.2.1 Céc mé hinh trién khai dich vu Distributed File System:
Trong qua trinh trién khai dich vu DFS, chlng ta c6 thé chon mét trong hai

kiéu namespace: Domain-based namespace hoic Stand-alone namespace.

+ Domain-base namespace: tat ca cac server phai Ia thanh vién cua hé
théng Active Directory. Méi truong nay hd tro viéc déng bd hoa ty dong cac
DFS target. Namespace root cua namespace dua trén su két hop giira tén
NetBIOS cua server va tén root, dugc liét ké trong DNS. Mét server c6 thé host
nhiéu root DFS khéc nhau.

* Stand — alone namespace: cho phép mot DFS géc ma chi ton tai trén
may tinh dia phuong, va do d6 khong str dung Active Directory . Mot DFS doc
chi c6 thé duoc truy cap trén may tinh ma n6 dwoc tao ra. N6 khéng cung cip bat

ky kha ning chiu 15i va khong thé dugc lién két voi bit ky DFS khac.

3.2.2 Céc cau tric lién két sao luu

Trong khi trién khai hé théng DFS tai cac té chirc véi s6 luong truy cap toi
c4c file dit liéu Ion thi mot van dé dat ra d6 1a 1am sao dé giam tai, ting kha ning
chiu 16i cho cac server va dam bao quéa trinh hoat dong ctia nguoi dung dién ra
lien tuc. Windows Server 2008 hd trg mot vai dang cau trdc lién két nhan ban
khé&c biét cho cac server DFS. Nhiing cau tric lién két nay co nhimg diém tét va
chua t6t do d6 can phai dua ra lua chon mét cach hop 1.

*  Cau trac Hub va Spoke:

Céu truc nay dat initial master vao giira cau trac lién két. Mot ban sao thuc
hién hai cac sao chép véi initial master, nhung khong sao chép thém bat ky ban
sao nao khac. Loai ciu tric nay rat hiéu qua nhung tat cac ban sao s& ngirng hoat
dong khi initial master bi 16i, va s& chi hoat dong tré lai khi vi tri initial master

duoc ndi tro lai.
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Hinh 3.1: Cdu triic lién két Hub va Spoke.
e Cau tric lién két Full Mesh:
CAu tric nay cho phép mdi ban sao dugc sao chép véi mdi ban sao khéc.
Uu diém 1a mdi ban sao van tiép tuc chitc nang cho du server co offline. Nhuoc

diém 1a n6 c6 thé dan dén maot luu luong quéa mic cac ban sao.

Hinh 3.2: Cdu triic lién két Full Mesh
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e Céu tric lién két No Topology:

Céu trac nay cho phép ngudi ding tao mot nhém ban sao ma khong can xac
dinh cAu trdc lién két nhan ban, diéu nay cho phép nguoi ding tao ra mot nhom
sao chép tuy chinh sau.

3.2.3 Cai dat dich vu
a. Gioi thiéu

M6 hinh st dung 1 Domain Controllers (DC) thuc hién cdng viéc chang
thuc cho céc client dang nhap vao hé théng. Bong thoi sir dung 2 File Server dé
giam tai cho nhau va ting kha ning chiu 16i khi c6 mot File Server bi 16i thi van
con mot File Server thay thé.

Chuan bi: 1 Domain Controllers (DC), 1 Primary File Server, 1 Secondary

File Server.

b. Trién khai dich vu DFS trén hai File Server

Pé trién khai dich vu DFS trén hai File Server, ching ta can thuc hién céc
budc sau:

e Buwdce 1: Cai dat dich vu.

Trén hai File Server (server 01 va server 02) thuc hién cac cong viéc sau:

Vao Server Manager — chon Roles — chon Add roles

Hop thoai Before You Begin xuit hién, Chon Next dé bo qua gi6i thiéu
dich vu.

Panh diu chon vao File Services nhu hinh 3.3 — chon Next.

Xem phan giéi thiéu vé dich vu File Services — chon Next.

Hop thoai Select Role Services xuét hién, danh dau chon vao muc DFS

Namespaces va DFS Replication nhu hinh 3.4 — chon Next.
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Add Roles Wizard

Confirmation
Progress

Results

Hinh 3.3: Giao dién lwa chon cdc dich vu nhw File Server

Add Roles Wizard

Mamespace Type
Namespace Configuration
Confirmation

Progress

Results

Select one or more roles to install on this server,

Roles:

I:l Active Directory Certificate Services

|:| Active Directory Domain Services

D Active Directory Federation Services

D Active Directory Lightweight Directory Services

I:l Active Directory Rights Management Services

[] Application Server

D DHCP Server

D DNS Server

I:l Fax Server
i ices

[] Network Policy and Access Services

D Print Services

I:l Terminal Services

|:| UDDI Services

[] web Server (115)

[] windows Deployment Services

More about server roles

< Previous | Mext > I

by

D6 &n tot nghiép

Description:

File Services provides technologies
that help you manage storage, enable
file replication, manage shared
folders, ensurefast file searching, and
enable access for UNIX dient
computers.

Install | Cancel |

Select the role services to install for File Services:

Role services:

File Server
=] ibuted File
DFS Namespaces
DFS Replication
[] File Server Resource Manager
[] services for Network File System
[] windows Search Service
=[] windows Server 2003 File Services
[ File Replication Service
[] 1ndexing Service

More about role services

< Previous I Next = I

Description:
Distributed File System (DFS) provides

tools and services for DFS
MNamespaces and DF5Replication.

Cancel

Instal I

Hinh 3.4: Giao dién lwa chon cac dich vu cua DFS

Hop thoai Create a DFS Namespace, chon Create a namespace late

using the DFS Management snap-in in Server Manager nhu hinh 3.5 —

chon Next.
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Hop thoai Confirm Installation Sellections xuat hién, chon Install.

Hop thoai Intallation Progress xuat hién dé hién thi qua trinh cai dit DFS

Khi qué trinh cai dat két thic, hop thoai Install Results xuat hién nhu
hinh 3.6— chon Close dé két thuc.

Add Roles Wizard x|
ES:-E Create a DFS Namespace
Before You Begin A DFS namespace is a virtual view of shared folders located on different servers in an organization. Users can
Server R navigate the namespace without needing to know the server names or shared folders hosting the data. When
a user views the namespace, the folders appear in a single, virtual namespace.
File Services
You can use this server to build new DFS namespaces.
Role Services.
DFS Namespaces " Create a namespace now, using this wizard
Confirmation A namespace consists of a namespace server, folders, and folder targets.
Frusrs Enter a name for this namespace:
Results Mamespace 1
% Create a namespace later using the DFS Management snap-in in Server Manager
More about configuring namespaces
< Previous I Mext = I Install I Cancel |
N A N P \ o
Hinh 3.5: Giao dién lva chon thoi diém cai dat DFS Namespaces.
Add Roles Wizard x|

EE}:' Installation Results

Before You Begin . . )
The following roles, role services, or features were installed successfully:
Server Roles

/1. 1warning message below
File Services

iﬁ_l Windows automatic updating is not enabled. To install the latest updates, use Windows Update in
£" Control Panel to chedk for updates,

Role Services

DFS Namespaces

2! File Services @ 1nstallation succeeded

Confirmation
The following role services were installed:

File Server

Distributed File System
DFS Namespaces
DFS Replication

Progress

Print, e-mail, or save the installation report

I Clgse I Carnicel

< Previous I Mext >

Hinh 3.6: Két qua cia cai ddt DFS

Sinh vién: Dao Van Lwong — CT1301



Xay dung hé théng heu trir tap trung D6 &n tot nghiép

e Budc 2: Céu hinh dich vu.

bé cau hinh dich vu DFS, trén server01 ta can thuc hién cac cong viéc sau:

- Tao Namespace:
Vao Start — Administrative Tools — DFS Management.

Hop thoai DFS Management xudt hién, chon chuét phai vao muc

Namespaces — chon New Namespaces.

Hop thoai Namespace Server xudt hién, nhap server0Ol nhu hinh 3.7 hoac

chon Browse — hop thoai Select xuét hién, chon SERVERO01— chon Next.
=1olx|

::: - Namespace Server
=

Tl Enter the name of the server that will host the namespace. The server you specify

Namespace Server will be known as the namespace server.

Mamespace Name and Settings ~ Server:

MNamespace Type

Review Settings and Create
MNamespace

Confirmation

For more information about namespace server reguirements, see DFS
Management Help

< Erewious | Ment = Cancel

Hinh 3.7: Lua chon server chay dich vu Namespaces.
Hop thoai Namespace Name and Settings xuat hién, khai bao tén thu muc
(folder) chira dit liéu sé& chia sé trong hé théng cho users truy cép ldy tai nguyén

cling nhu luu trir dir liéu,. ..
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Trong 6 Name, nhap tén thu muc nhu hinh 3.8.

RI=TEY

i: — Namespace Name and Settings
-
Steps:

Enter @ name forthe namespace. This name will appear after the server or domain
Mamespace Server name in the namespace path, such as “\Server\MName or “\DomainName.

Mamespace Name and Settings

Mame:
Namespace Type data
Review Settings and Create Bxample: Public
MNamespace
Confirmation

if necessary, the wizard will create a shared folder on the namespace server. To
modify the settings of the shared folder, such as its local path and pemissions, click
Edit Settings.

Edit Settings. .. |

< Previous | Mest = Cancel

Hinh 3.8: Khai bdo tén thuw muc chia sé va phdn quyén cho user

x4 zl
Namespace server: Security |
[serveri
Group or user names:
Shared folder:
Idm a Everyone
Local path of shared folder:
|C:\DFSRocts\data Browse... |
Shared folder pgrmissions:
Al users have read-only pemissions Add... Remave |
" Ml users have read and write pemissions Pemmissions for Everyone Allow Deny
~ Adeinistrators have full access; other users have read-only Full Contrl O
permissions Change |
¢~ Administrators have full access; other users have read and write Read O
pemmissions
Sy —
ok | cancel
Leam about access control and pemissions
ok | Cancel Apply

Hinh 3.9: Hop thoai phén quyén nguoi dimg
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Chon Edit Settings — chon Use custom permissions — chon Customize

Hop thoai Permission for data — chon Full Control ¢ c6t Allow nhu

hinh 3.9. Chon OK— chon OK — Hop thoai Namespace name and settings,

chon Next.
JST=I
:_ - Namespace Type
=
S Select the type of namespace to create.

Mamespace Server
{* Domainbased namespace

Namespace Name and Settings A domain-based namespace is stored on one or more namespace servers and in Active Directory

Domain Services. You can increase the availability of a domain-based namespace by using
Namespace Type muttiple servers. When created in Windows Server 2008 mode, the namespace supports
Review Settings and Create increased scalability and access-based enumeration.

Mamespace
Confimation ¥ Enable Windows Server 2008 mode

Preview of domain-based namespace:
I\‘\svhpu.::om\data

{" Stand-alone namespace

A stand-alone namespace is stored on a single namespace server. You can increase the
availability of a stand-alone namespace by hosting it on a failover cluster.

Prewview of stand-alone namespace:
[\\serverD1'data

For more information about namespace types and scalability guidelines, see DFS
Management Help.

< Prewvious | MNead = Cancel

Hinh 3.10: Chon kiéu Namespaces
Hop thoai Namespace Type xuat hién, danh dau chon va muc Domain-
based namespace nhu hinh 3.10 — chon Next.
Hop thoai Review Settings and Create Namespace — chon Create.
Hop thoai Confirmation xuat hién, phai dam bao la hé théng théng bao

Success nhu hinh 3.11— chon Close.
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_ipix

;:: — Confirmation

(5=
Steps: j—
Namespace Server IOI You have successfully completed the New Namespace Wizard .
MNamespace Mame and Settings

Tasks | Emaors I
Mamespace Type |
. . Task Status
E;ﬁ:;ﬂpgitlngs and Create ﬂ Update the Distibuted File System service sta... Success
8 Create namespace. Success

Confimation

Hinh 3.11: Théng bdo két qua cai ddt

- Chon server dé Replicate dit liéu:

Trong cira s6 DFS Management, chon chudt phai 1én Namespace mai tao
— chon Add Namespace Server. Hop thoai Add Namespace Server xuét
hién, chon Browse — chon SERVERO02 nhu hinh 3.12

Chon Edit Settings. Trong hop thoai Edit Settings danh dau vao muc Use
custom permissions va chon Customize. Trong hdp thoai Permissions for
data cho group Everyone quyén Full Control ¢ c6t Allow nhu hinh 3.13
— chon OK — chon OK — chon OK.
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Add Namespace Server x|

Mamespace:
I\\svhpu.cum\data

Mamespace server:

|SERVERD2 Browse... |

Path to shared folder:
[\\SERVERD2"data

To modify the settings of the shared folder, such as its local path and shared
folder permissions, click Edit Settings.

| Edit Settings... I

ok | canesl |

Hinh 3.12: Chon server chay chirc ning replicate dir liéu

x
Namespace server: Security |
ISEF{“"rEFH:I2 Group or user names:
Shared folder: a Evenyone
Idata

Local path of shared folder:

IC:"-.DFSHDDts"-J:Iata Browse. .. |

Shared folder pemissions:

Add Bemove |
Al users have read-only permissions Pemissions for Everyone Deny
€ All users have read and write pemmissions Full Control O
Change O

¢~ Administrators have full access; other users have read-only Read O

pEmissions

Administrators have full access; other users have read and write

pemissions
% |se custom permissions:

Leam about access control and pemissions
ok | cace | 0K | Cancel Anply

Hinh 3.13: Phdn quyén sir dung ciia nguoi diing
Hé théng s& thuc hién cai dat, nhu hinh 3.14.

Khi cai dat xong, hop thoai DFS Management c6 giao dién nhu hinh 3.15.
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[lose |
- — "
Tasks | Ermors |
[ Task [ Status |
'@' Verify server name. Success
'@'Validate shared folder. Success
'@'Cheu:k Digtributed File System service status. Success
(@ Create the shared folder ff it does not exist. Suecess
Commit changes. (1 of 1items) Im progress

Hinh 3.14: Cai dét dé server02 sao chép dit li¢u cua serverQl

% DFS Management

J_u, File Action Wew Window

Help

=101

PRETES

o A Eall 2 N[

4_», [_)_FS Management

SR Namespaces
g Vevhpu.com'data
% Replication

\\svhpucom\data (Domain-based in Windows Server 2008 mode)

| Mamespace MNamespace Servers | Delegation I Search I
2 entries

Actions

IEIL MNew Folder...

\\svhpu.com\data

Type | Path ¢ | site
&= \\SERVERD1\data Default-First-Site-fName
& \\SERVERD2\data Default-First-Site-MName

Add Mamespace Server...
Delegate Management P...
Remove Mamespace from...
View
Mew Window from Here
K Delete
@) Refresh
B Properties

Help

Hinh 3.15: Giao dién ciia DFS Management sau khi cdu hinh Namespaces.
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e Budc 3: Cau hinh replication group
Cira s6 DFS Management click chudt phai 1én muc Replication — chon

New Replication Group.
Hop thoai Replication Group Type, danh ddu chon vao 6 Multipurpose

replication group nhu hinh 3.16 — chon Next.

IST=I

_"\.-
;N_. ;‘ Replication Group Type

Steps: Select the type of replication group to create.

Replication Group Type ¥ Multipurposs replication group
Name and Domain This option configures replication between two or mare servers for publication,

Replication Group Members content sharing, and other scenarios.

Topology Selection {” Replication group for data collection

Hub Members This option configures twao-way replication between two servers, such as a

branch server and a hub (destination) server. This allows you to collect data at
the hub server. You can then use backup software to back up the data on the
Replication Group Schedule hub server.

and Bandwidth

Hub and Spoke Connections

Primary Member
Folders to Replicate

Review Settings and Create
Replication Group

Confimation

¢ Brevious | Next > Cancel

Hinh 3.16: Chon kiéu sao chép dir liéu.
Hop thoai Name and Domain xuéat hién, dit tén cho replication group la:

svhpu, chon Domain la: svhpu.com nhu hinh 3.17 — chon Next.
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‘ New Replication Group Wizard - 10| x|
E K
\_._;‘ Name and Domain
Steps: Type a name and domain for the replication group. The name of the replication
group must be unigue in the domain that hosts the replication group.
Replication Group Type
el Mame of replication group:
Replication Group Members Isvhpu|
Topology Selection
Hub Members Optional description of replication group:
Hub and Spoke Connections ;I
Replication Group Schedule ;I
and Bandwidth
Primary Member Domain:
Faolders to Replicate Isvhpu.cum Browse... |
Review Settings and Create
Replication Group
Confimation
< Previous | et > Cancel

Hinh 3.17: Dat tén va chon Domain cho replication group.

Trong hdp thoai Replication Group Members, chon chuét trai vao Add.
Hop thoai Select Computers xuét hién, chon SERVERO1 va SERVERO2 (2 File

Server) — chon OK, nhu hinh 3.18— chon Next.

Trong hop thoai Topology Selection, danh dau chon vao muc Full mesh

nhu hinh 3.19— chon Next.

Trong hdp thoai Replication Group Schedule and Bandwidth, chon

Replication continuously using the specified bandwidth: Full nhu hinh 3.20—

chon Next.
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=

E
;E;. Replication Group Members

Steps: Click Add and then select two or more servers that will become members of the
o replication group.
Replication Group Type

Name and Domain Members:

Replication Group Members Server I Domain I
Tonoloay Selecti SERVERD1 svhpu.com
opology Selection SERVERD2

Hub Members
Hub and Spoke Connections

Replication Group Schedule
and Bandwidth

svhpu.com

Primary Member
Folders to Replicate

Review Settings and Create
Replication Group

Corfirmation

Add... Bemove

< Previous | Meat = Cancel

Hinh 3.18: Lua chon cdc server trong Replication Group Members.

ol
El Ky
gt_‘;. Topology Selection
Steps:

Select a topology of connections among members of the replication group.

Replication Group Type

) Hub and spoke
Mame and Domain
This topology requires three or more members in the replication group. In this
Regplication Group Members topology, spoke members are connected to one or two hub members. This
X topology works well in publication scenarios where data originates from the hub

Topology Selection member and replicates out to the spoke members.
Replication Group Schedule
and Bandwidth i  Full mesh
Primary Member In this topology. each member replicates with all other members of the replication

) group. This topology works well when there are ten or fewer members in the
Folders to Replicate replication group.
Review Settings and Create
Replication Group i~ Mo topology
Confirmation Select this option if you want to create a custom topology after you finish this

wizard. Mo replication will take place urtil you create the custom topology.

For more information about creating a namespace, see DES Management Help

< Previous | Mext = Cancel

Hinh 3.19: Lua chon kiéu lién két sao chép.
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Hinh 3.20:

‘ New Replication Group Wizard

-
i\._;. Replication Group Schedule and Bandwidth

Steps:

Replication Group Type
Mame and Domain
Replication Group Members
Topology Selection

Replication Group Schedule
and Bandwidth

Primary Member
Folders to Replicate

Review Settings and Create
Replication Group

Conrfirmation

Select the replication schedule and bandwidth to be used by defautt for all new
connections in the replication group

¥ Replicate continuously using the specified bandwidth
Use this option to enable replication 24 hours & day., seven days a week
using the following bandwidth
Bandwidth:
id
" Replicate during the specified days and times
Lze this option to specfy the days and times at which replication occurs by

default. The initial replication echedule has no replication intervals; you must
create at least one replication interval before replication can occur.

Edit Schedule. . |

< Previous |

Next >

==l x|

Cancel

Chon thong tin cho Replication Group Schedule and Bandwidth

‘ New Replication Group Wizard

Steps:

Replication Group Type
Name and Domain
Replication Group Members
Topology Selection

Replication Group Schedule
and Bandwidth

Primary Member
Folders to Replicate

Review Settings and Create
Replication Group

Confirmation

—
\_;‘ Primary Member

Select the server that contains the content you want to replicate to other members
This server is known as the primary member.

Prmary member:

) I the folders to be replicated already exist on multiple servers, the folders and
~files on the primary member will be autheritative during initial replication

For more information about the primary member and authoritative content, see
DFS Management Help

< Previous I

Next >

=10 x|

Cancel

Hinh 3.21: Lua chon mdy chu lam chirc ndng Primary member.

Trong hdp thoai Primary Member chon SERVERO1 nhu hinh 3.21 —

chon Next.
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Hop thoai Folder to Replicate, chon Add. Chon Browse, trong hop thoai
Browse For Folder, chon folder theo duong dan C:\DFSRoots\data. Trong
Hop thoai Add Folder to Replicate dam bao path la C:\DFSRoots\data —
chon Permissions — chon Custom permissions — chon Edit Permissions —
chon OK — chon OK. Tr¢ lai hop thoai Folders to Replicate nhu hinh 3.22 —

chon Next.

B New Replication Group Wizard =10 x|

B
i_ ;l Folders to Replicate
\. L

Steps: To select a folder on the primary member that you want to replicate to other
members of the replication group., click Add
Replication Group Type

Name an d Domain Replicated folders:

Replication Group Members Local Path ic: ol lame NTFS Pemissions
C\DFSRoots\data data Custom

Topology Selection
Replication Group Schedule
and Bandwidth

Primary Member

Folders to Replicate

Local Path of data on Other
Members

Review Settings and Create
Replication Group

Confirmation

< Previous | Nea > | Cancel

Hinh 3.22: Lua chon thu muc can sao chép.

Trong hop thoai Local Path of data on other Member chon SERVERO2.
Hop thoai Edit, chon Enabled va chon Browse theo duong dan
C:\DFSRoots\data — chon OK.

Tro lai hop thoai Local Path of data on Other Members, dam bao cé
thanh vién SERVER2 va c6 duong dan la C:\DFSRoots\data nhu hinh 3.23 —

chon Next.
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‘ New Replication Group Wizard

W=
;Eél Local Path of data on Other Members

Steps: To enter the local path where the replicated folder will be stored on the other

members of the replication group, click Edit.
Replication Group Type
a3 - .
Name and Domain Iﬁ' Ao bt F

Primary member local path:
Replication Group Members

CADF5Roots\data

=10l x|

Topology Selection SelEi e
Replication Group Schedule Member I Local Path
and Bandwidth SERVERDZ C:\DFSRoots"\data

Primary Member
Folders to Replicate

Local Path of data on Other
Members

Review Settings and Create
Replication Group

Confirmation

Net> | Cancd |

Hinh 3.23: Lua chon server lam chirc nang sao chép dit liéu cho SERVERO1.

Trong hop thoai Review Settings and Create Replication Group —

chon Create.

Hop thoai Confirmation dam bao la Success nhu hinh 3.24, chon Close.

Xuét hién thong bao ctia hé théng nhu hinh 3.25, chon OK dé hoan thanh.
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A Ve

% Mew Replication Group Wizard

E
ig? Confirmation
W
Steps:

.

Replication Group Type I\_@J You have successfully completed the New Replication Group Wizard.
MName and Domain

Replication Group Members Tasks | Emors |
Topology Selection Task I Status I
Replication Group Schedule -Ig'[:reate replication group. Success
and Bandwidth i Create members. Success
Primany Member '{J‘Set permigsions on replicated folders. Success
Fold i '{E‘D‘eate replicated folder. Success

olders to Replicats I Create membership objects. Success
Local Path of data on Other 'Z{J'Create connections. Success
Members
Review Settings and Create

Replication Group
Confirmation

=18l x|

Hinh 3.24: Trang thdi cua qud trinh cai dat.

Replication Delay x|

" . b Replication will not begin urtil the corfiguration is picked up by the members of the
| replication group. The amount of time this takes depends on Active Directony Domain
~k__// Services replication latency as well as the polling interval.

r Do not show this again

Hinh 3.25: Théng bdo ciia hé thong sau khi hoan tdt cai ddt.
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n data (\\svhpu.com)

==l x|

P— =
‘@L)v |‘- ~ Network = svhpu.com - data - m ISearch lQJ
File Edit Wew Tools Help
Organize * == Views ~ (€3 Bun (7]
Favorite Links Mame = |v| Date modified |v| Type |v| Size |v|
=123 6/23/2013 11:59... Text Document 0KB
[E| pocuments [ 1254 /232013 12:00... Bitmap Image 0KB
E Pictures
E;“ Music
More »
Folders v
H Administrator ;I
| Public
18| Computer

l_jj Floppy Disk Drive
5_3 Local Disk {C:)
. DFSRoots
. data
| inetpub
| PerflLogs
| Program Files
. Users
J Windows
W
5 DVD RW Drive (i—
¥ Network
18| gvhpu.com
L data
J nemoeon x|

Hinh 3.26: Giao dién ciia khi nguoi dimg truy cdp theo dwong dan \\svhpu.com\data

=31x

‘@OO | . - Computer ~ Local Disk (C:) ~|DFSRoots| + data

A m ISeal'ch

()

Flle Edit Wiew Tools Help
Organize * 3= Views ~ (€3 Bun @
Favorite Links MName = |v| Date modified I'I Type I'I Size |v| Tags I'I
E123 6/23/2013 11:59... Text Document OKB
[E| Documents [ 1254 6/23/2013 12:00.., Bitmap Image OKE
E Pictures
E;h Music
More
Folders hd
H Administrator ;I
| Public

M Computer
L_j Floppy Disk Drive
5—3 Local Disk {C:)
, DFSRoots
(. data
) inetpub
) PerfLogs
, Program Files
| Users
J Windows
) Www
<3 DVD RW Drive {{—
K Metwork
1% svhpu.com
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Hinh 3.27: Cdc file trong thuw muc DFSRo0tS cua Replicate server (server02).
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Sau khi cai dit chuong trinh cai dat hoan tat, chiing ta tién hanh thir nghiém
xem DFS c6 hoat dong c6 hoat dong hay khong. Ttr mot may client chung ta vao
Start — chon run — g6 \\svhpu.com\data — Enter, khéng gian thu muc
chia sé file ¢6 giao dién nhu hinh 3.26 va dong thoi truy cdp vao thu muc data
ctia server02 theo dudng dan \\DFSRoots\data hién thi nhu hinh 3.27.

Pé thir nghiém co ché nhan ban giita hai server cho nhau. Tai may server01,
chung ta vao Start — chon run, nhap \\DFSRoots\data, sau dé ta x6a mot tap
tin bat ky, vi du: x6a file anh c6 tén la 1254 ¢6 dinh dang nhu hinh 3.27. Sau do,
tai may server02 chung ta truy cap vao thu muc theo dudong dan
\\DFSRoots\data, cac tap tin trén thu muc nhu hinh 3.28.
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Hinh 3.28: Thur muc DFSRoots\data trén may server02 khi xoa file trén server 01

Pé thir nghiém kha ning chiu 151, chtng ta tit server01 va cho client truy
cap theo dudng dan \\svhpu.com\data thi van thiy két nbi duoc voi dit lidu.
Diéu nay chimg to client da truy cdp vao dit liéu théng qua server02, qua d6 thé

hién kha nang chiu 13i ctia hé théng.
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3.2.4 Nhan xét

Trong mot hé thong mang 16n thi viéc dé mot may File Server ganh tat ca
cac yéu cau l1a khdng thé. Ma yéu cau 1a 1am sao dé c6 nhiéu File Server hon va
cuing chia sé mot lwong tai nguyén nao d6. Dé giai quyét, Microsoft da dua ra
mét giai phap 1a Distributed File System hay con goi la hé théng dit liéu phan
tan. Dir liéu dung dé chia sé cho nguoi dung sé& khdng con nam trén 1 File Server
nita Ma tly vao yéu cau thuc té ma ngudi quan tri s& thiét ké 2 hay nhiéu File
Server cuing thuc hién viéc chia sé nay, tong hop tat ca cac File Server nay dugc
goi la DFS.

Ta c6 thé lién két tat ca cac chia sé t6i Departments root (khéng can ban
tam t6i vi tri thuc su cua céc chia s¢). DFS root gilp giam mot s6 lugng lén céc
buéc quan ly chia sé va ting téc do truy cap téi tat ca cac lién két thém vao
thong qua DFS root du tap tin chia sé dang trén bt ky may chu nao.

Viéc str dung DFS s& cho phép céc quan tri vién chi rd cac cac anh xa diéu
khién mang t&i mét vi tri dé truy nhap téi tat ca cac lién két chia sé. Viéc giam
bat s6 lwong &nh xa diéu khién va bao tri cd thé két hop véi viéc quan ly cac anh
xa d6. Véi nhitng doanh nghiép 16n thuong c6 hang ta hoac tham chi hang tram
File server. Pay chinh 12 van dé nan giai khi ma nguoi dung khé nhé dugc server
nao luu trir tap tin ndo d6. DFS cung cap mot ving khdng gian duy nhat cho
phép ngudi ding cé thé két nbi dén bat cir thu muc chia sé nao trong doanh

nghiép. Vi DFS, tat ca moi thu muc chia sé ¢6 thé dugc truy cap.
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KET LUAN

Do an “Xay dung hé thong lwu trik tdp trung trén nén tang Distributed File
System Windows Server 2008 da dat dugc mot sé két qua nhu sau:
Vé Iy thuyét, dd an da trinh bay va hiéu dugc:

- Tbng quan vé mang may tinh, cach phan loai mang may tinh, cac thiét bi

hoat dong trong mang may tinh.
- Tim hiéu mdt s6 md hinh va dich vu thuong st dung trong mang Windows.
- Tim hiéu vé dich vu Distributed File System trén Windows Server 2008.
Vé thwe nghiém, do 4n da tién hanh
- Cai dat thir nghiém dich vu File Server
- Trién khai thir nghiém hé théng luu trit tap trung Distributed File System.

Tuy nhién trong qua trinh thyc hién, do ning lyc con nhiéu han ché, cing nhiing
nguyén nhan khach quan khac nhu: thoi gian, co s vat chét, kha nang dich hiéu tiéng
Anh trong qua trinh trao ddi trén cac dién dan cong nghé nén chéic chin trong dd an
con nhiéu sai sét. Em rat mong nhan duoc su dong goép v kién cta cac Thay Co va cac
ban dé em c6 thém kién thtc va kinh nghiém tiép tuc hoan thi¢n ndi1 dung nghién ciu

trong dé tai.

Em xin chan thanh Cam on!
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