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LOI CAM ON
Nguoi xua c6 cdu: “Udng nudc nhé ngudn, an qua nhé ké trong cay”. Voi
em sinh vién khod 9 cua truong Pai Hoc Dan Lap Hai Phong luén luén ghi nhé
nhitng c6ng lao to 16n cua céc thay gido, cd gido. Nhimg ngudi da dan dat chdng
em tir khi méi budce chan vao giang duong dai hoc nhitng kién thirc, nang luc va
dao duc chuan bi hanh trang buéc vao cudc séng dé xay dung dat nudc khi ra
truong sau 4 nam hoc. Em xin hira s& lao dong hét minh dem nhirng kién thuc

hoc duoc phuc vu cho Tb qudc. Em Xin chan thanh cam on dén:

Cha, me nguoi da sinh thanh va dudng duc con, hd tro moi diéu kién vé
vat chat va tinh than cho con trén con dudng hoc tap long biét on sau sic nhat.

Thay c6 cta truong va cc thiy co trong Ban giam hiéu, thay ¢ trong B
mon CNTT cua truong Pai hoc Dan 1ap Hai Phong da tan tinh giang day va tao
moi diéu kién cho ching em hoc tap trong subt thoi gian hoc tap tai truong.

Thay Tran Ngoc Thai— Gido vién hudng dan tiéu an t6t nghiép da tan tinh,
hét 1ong hudng dan em trong sudt qua trinh nghién ctru dé hoan thanh do an tot
nghiép nay. Em mong thay luén luén manh khoé dé nghién ctu va dao tao

nguon nhan lyc cho dat nude.
MGt lan nira em xin chan thanh cam on.

Hai Phong, ngay ...... thang ....... nam 2009

Sinh vién thuc hién

Nguyén Thanh Tung
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MO DAU

Hién nay, su két hop cua vat Iy luong tir va co so toan hoc hi¢n dai da tao
nén moéng cho viéc xdy dung may tinh luong tir trong twong lai. Theo cac du bao
thi may tinh luong tr s& xuat hién vao khoang nhitng nim 2010-2020. Isaac L.
Chuang, ngudi ding dau nhom nghién ctru ciia IBM vé mdy tinh lugng tir cling
da khang dinh “Mdy tinh lwong tir sé bat dau khi dinh ludt Moore két thiic — VAo
khoang nam 2020, khi mach duoc du bao la dat dén kich ¢é cua nguyén tu va
phan tw”).

Véi kha nang xir 1y song song va toc do tinh toan nhanh, mé hinh may
tinh luong tr da dat ra cac van dé moi trong linh vuc CNTT. Vao ndm 1994,
Peter Shor di dua ra thuat toan phan tich so ra thira s6 nguyén té trén may tinh
luong tir voi d6 phire tap thoi gian da thire. Nhu vay khi may tinh lugng tir xuét
hién s& din dén cac hé ma dugc coi 1a an toan hién nay nhu RSA sé& khong con
an toan. Diéu nay dat ra van dé nghién ctru cac hé mat maoi dé dam bao an toan
khi may tinh luong tir xuat hién. Pong thoi, do may tinh lugng tir hién nay mai
chi xuét hién trong phong thi nghiém, nhu cdu moé phong cac thuat toan luong tir
trén may tinh thong thudng 14 tat yéu.

O Viét Nam hién nay, cac nha toan hoc cling budc dau co nhirng nghién
ctru vé tinh toan lugng tir va mo phong tinh toan lugng tir trén may tinh thong
thuong. Vi du nhu nhom Quantum cua truong Pai hoc Bach Khoa Ha No6i. Tuy
nhién van con nhiéu van dé dé mé, va viéc nay can c6 sy dau tu thich dang, tim
toi, thuc nghiém trén co so nhimng thanh tyu vé 1y thuyét va kinh nghiém san co

trén thé giéi, dong thoi ap dung vao thuc té.
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Muc dich, ddi twong va ndi dung ciia luén vin

Trong khuon khé luan vin ndy, trén nhitng co s& nhimng thanh tyu da c6
trén thé gidi va trong nudc em sé& trinh bay tdng quan cac nghién ctru 1y thuyét
vé tinh toan luong tir, ddng thoi mo phong thuat toan ma hoa luong tir BB84.
Luan van gém co phén mé& dau, két luan va 04 chuong dé cap to1 cac ndi dung

chinh nhu sau:

Chuwong 1: Gidi thiéu tong quan vé an toan bao mat thong tin,cac khai

niém todn hoc, cdc hé ma cd dién,céac chir ky so

Chuwong 2: Céc khai niém co ban vé ma hoa luong tir, dac trung va mot

s6 van d¢ lién quan
Chwong 3: Mi hoa lugng tir va giao thirc phan phdi khoa BB84

Chuong 4: M0 phong giao thirc BB84
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CHUONG 1: CAC KHAI NIEM CO BAN

1.1 Mot s6 khai niém toan hoc
1.1.1 S6 nguyén té va nguyén td cting nhau
S6 nguyén tb 12 sé nguyén duong chi chia hét cho 1 va chinh né.

Vidu: 2,3,5, 7,17, ... 1anhitng s nguyén té.
Hé mat mé thudng sir dung cac sé nguyén té it nhét 1a 16n hon 10190,

Hai s m va n dugc goi 1a nguyén té cing nhau néu uéc sé chung I6n
nhat ciia chling bang 1. Ky hiéu: gecd(m, n) = 1.

Vi du: 9 va 14 1a nguyén t6 cling nhau.
1.1.2 Pong du thire

Cho a va b 1a céc s6 nguyén t6, n la s6 nguyén dwong thi a dugc goi l1a
doéng du véi b theo modulo n néu nla-b (tac a - b chia hét cho n, hay khi
chia a va b cho n dugc cing mot s6 du nhu nhau). S6 nguyén n dugc goi la
modulo cta dong du.

Ki hiéu: a=b (mod n)

Vidu: 67 =11 (mod 7), béi vi 67 (mod 7) =4 va 11 (mod 7) = 4.
Tinh chit caa déng du:

Cho a, a;, b, by, ¢ € Z. Ta c6 céc tinh chat:
e a=bmod n néu va chi néu a va b c¢d cling s du khi chia cho n.
. Tinh phan xa: a=a mod n.
e  Tinh dbi xang: Néu a=b mod n thi b=a mod n.
e  Tinh giao hoan: Néu a=b mod n va b=c mod n thi a=c mod n.
e  Néua=a, modn, b=b; mod n

thia+b=(@, + b,) mod nvaab=a;b, mod n.
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1.1.3 Khéng gian Z, va Z,*

Khong gian Z, (cac s6 nguyén theo modulo n)

La tap hop cac sb nguyén {0, 1, 2, ..., n-1}. Céc phép toan trong Zn nhu cong,
trr, nhan, chia déu duoc thuc hién theo module n.

Vidu:Z,,=9{0,1,2,3, ..., 10}

Trong Z,,: 6 +7 =2, boivi 6 +7=13=2 (mod 11).

A - *
Khong gian Z,

L& tap hop céc sé nguyén p € Z,,, nguyén té cung n.
Tacla: Z." ={p e Zn|gcd (n, p) =1}, d(n) 1a sb phan tir cia Z,"
N&u n 1a mot s nguyén té thi: Z." = {p € Zn|L <p <n-1}

Vidu: Z,= {0, 1} thi Z,” = {1} vi gcd(L, 2) = 1.
1.1.4 Phan tir nghich dao
Pinh nghia:
Cho a € Z,. Nghich dao cua a theo modulo n 1a s6 nguyén x € Z, sao cho
ax = 1 (mod n). Néu x ton tai thi d6 l1a gi4 tri duy nhét, va a duoc goi la kha

nghich, nghich dao cta a ky hi¢u la al

Tinh chat:

e Choa,b e Z,. Phép chia cia a cho b theo modulo n la tich cia a va b™ theo
modulo n, va chi dugc xac dinh khi b c¢é nghich dao theo modulo n.

e Cho a € Z,, ala kha nghich khi va chi khi gcd(a, n) = 1.

e Gia st d=gcd (a, n). Phuong trinh dong du ax = b mod n ¢6 nghiém x néu
va chi néu d chia hét cho b, trong truong hop cac nghiém d nam trong khoang 0

dén n - 1 thi cac nghiém ddng du theo modulo n/d.

Vidu: 471 =7 (mod 9) vi 4.7=1 (mod 9)
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1.1.5 Khai niém nhém, nhom con, nhom Cyclic

Nhom 1a bo cac phan ti (G, *) thoa man céc tinh chat:

o Kéthop: (x*y)*z=x*(y*z)

e Tontaiphantirtrunglape e Gie*x=x*e=x,Vxe G

e Ton tai phan tir nghich daox’ € G:x"*x=x*x'=¢e

Nhom con ciia nhdm (G,*) 1a bo cac phan ti (S,*) thoa man céc tinh chat:
e ScG,phantirtrunglape e S.

e X,yeS=>x*yeS.

Nhém Cyclic: LA nhém ma moi phan tir ciia nd duoc sinh ra tir mot phan tir dic
biét g € G.

Phan tir nay duoc goi 1a phan tir sinh (nguyén thiy), tac la:
V6iVxeG:Ine Nmagh=x

Vi du: (2%, *) 1a nhém cyclic c6 phan tir sinh 14 1.

Pinh nghia:

Ta goi Cap cua nhom 14 sé cac phan tir trong nhom do.

Nhu vdy, nhém Z, ¢ cap ®(n).

Néu p 1a s6 nguyén t6 thi nhom Zp* c6 cap 1a p-1

binh nghia:

Choa e Z,, chp ciia a ky hidu 14 ord(a)

duge dinh nghia 12 s nguyén duong nhé nht t thoa man: at=1 (mod n).

Vidu: Z,, ={1,2,4,5,8,10,11, 13, 16, 17, 19, 20}, ®(21) = 12 = [Z, |

N A oA g A A * s
va cap cua tung thanh phan trong Z,, la:

aeZy | 1| 2| 45| 8[10|11|13|16| 17|19 20

Cipctiaal| 1 | 6 | 3| 6| 2| 6| 6|2| 3|6/ 6|2
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1.1.6 B phan tir sinh (Generator-tuple)
{01, ..., 9} duoc goi 1a b phan tir sinh néu mdi g; 14 mot phan tir sinh va
nhitng phén tir nay khac nhau (g; # g; néu i # j).
Vi du: {3, 5} 1a bo phan tu sinh cia Z; , bai Vi
1 =35 mod 7 =55 mod 7
2=32 mod 7 =5%mod 7
3=31 mod 7=5%mod 7
4=3% mod 7 =52 mod 7
5=3° mod 7 = 51 mod 7
6 =33 mod 7 =53 mod 7.
2 khéng phai 12 phan tir sinh cua Z;, bai vi:
{2,22,23 24 25 26y =12412 41} <=>{1,2.4}
Tuy nhién {1,2,4} 1a tap con cua {1, 2, 3, 4,5, 6} = Z;,
do d6 s6 2 dugc goi la “phan tir sinh cia nhom G(3)”,
G(3) la nhém c6 3 thanh phan {1,2,4}.
1.1.7 Bai toan dai dién (Presentation problem).
Goi g la phan tir sinh ciia nhém con G(q) thudc Z,”. Bai toan logarit roi
rac lién quan dén viéc tim s6 mil a, sao cho:
a=logghmodn (véih e G(q)).
Cho k>=2, 1<=aij<=q,i=1...k
Bai toan dai dién 1a: cho h thudc G(q), tim {a, ... , a,}, cua bd phan tt sinh
{01, ..., ok},
sao cho:
h=g"*g,*..*g* modn

{a,, ..., a,} duoc goi la dai dién (representation).

Nguyén Thanh Tung 9
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Vi du:

Cho tap Z 53, thi ta cd thé tim duoc:

nhém con G(11)={1, 2, 3, 4, 6, 8, 9, 12, 13, 16, 18} v&i nhitng phan tir sinh g;
la: 2, 3,4,6,8,9, 12,13, 16, 18.

{2, 3} 1a 2 phan tu sinh caa nhém con G(11) trong Z 2.

Bai toan dai dién la véi h = 13 € G(11), tim {a,, a,} sao cho:

13=2%*3% mod23
Logarit hai vé, c6 a,*log (2) + a,*log (3) = log (13) mod 23.

Két qua la: a, =2 vaa, =2, vi 22 * 32 = 4*9 = 36 = 13 mod 23.

Hay a,=7vaa,=11,vi 2" * 311 = 128%177147 = 13 mod 23.

1.1.8 Ham bam.

Ham bam h 1a ham mét chiéu (one-way hash) véi cac dic tinh sau:

e Véithdng diép dau vao x thu duge ban bam z = h(x) la duy nhat.

e  Néu dir liéu trong thong diép x thay doi hay bi x6a dé thanh thong diép x’
thi h(x’) # h(x). Cho du chi 1& mét su thay doi nho hay chi 1a x6a di 1 bit di
liu ctia thdng diép thi gia tri bam ciing van thay doi. Piéu nay c6 nghia la: hai
thong diép hoan toan khac nhau thi gia tri ham bam cting khac nhau.

e Noi dung cua thdng diép gbc “kho” suy ra tir gia tri ham bam. Nghia 1a:
véi thong diép x thi dé dang tinh dugc z = h(x), nhung lai “khé” suy nguoc
lai X néu chi biét gia tri ham bam h(x).

Tinh chat:

Ham bam h 1a khong va cham yéu:

Néu cho truéc mot buc dién x, thi khdng thé tién hanh vé mit tinh toan
dé tim ra mot birc dién x” # x ma h(x’) = h(x).Ham bam h 1a khong va cham
manh:

Néu khdng c6 kha ning tinh toan dé tim ra hai buc thong diép x va x’
ma X#x’ va h(x) = h(x’).

Nguyén Thanh Tung 10
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1.2 Cac khai niém ma héoa
1.2.1 Khai niém ma hoa.

Ta biét rang tin truyén trén mang rat dé b 1y cap. Dé dam bao viéc truyeén
tin an toan ngudi ta thuong mi hoa théng tin trudc khi truyén di.
Viéc ma hod thuong theo quy tic nhat dinh goi 1a hé¢ mat ma. Hién nay co
hai loai hé mit m3 mat ma cd dién va mat ma khoa cong khai. Mat ma o dién dé
hiéu, dé thuc thi nhung dg an toan khong cao. Vi gidi han tinh todn chi thuc hién
trong pham vi bang chir cai stir dung van ban can mi hoa (vi du Z,¢ néu dung cac
chit cai tiéng anh, Zys néu ding bang chit cai ASCIL..).
Véi cac hé ma co dién, néu biét khoa 1ap ma hay thuat toan thudt toan 1ap ma,
nguoi ta co thé "d&" tim ra duoc ban rd. Nguoc lai cdc hé mat ma khoa
cong khai cho biét khoa 1ap md K va ham lap mi Cy thi ciing rat "kho"
tim dugc cach giai ma.
1.2.1.1 H¢ ma hoa.

Hé ma hoa 1a hé bao gdm 5 thanh phan ( P, C, K, E, D ) théa man
C4C tinh chat sau:

P (Plaitext): 14 tdp hop hitu han cac ban o co thé.

C (Ciphertext): La tap hitu han cac ban ma c6 thé

K (Key): La tap hop cac ban khod c6 thé

E (Encrytion): La tap hop cic quy tic ma hoa c6 thé

D (Decrytion): La tap hop cac quy tic giai ma co thé.

Chung ta da biét mot thong bao thuong duge xem 14 ban rd. Nguoi giri s&
lam nhiém vu m3 hod ban 15, két qua thu dugc goi 1a ban ma. Ban ma
dugc gui di trén duong truyén téi nguoi nhan. Ngudi nhan giai ma dé tim hiéu
ndi dung ban 1. D dang thiy duoc cong viée trén khi dinh nghia ham 1ap ma va
ham gidi ma:

Ek(P) =C va Dy (C) =P

Nguyén Thanh Tung 11
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1.2.1.2 Nhitng kha nang cua hé mdt ma.
o Cung cép modt mic cao vé tinh bao mat, tinh toan ven, chéng chdi bo va

tinh xac thuec.
o Tinh bao mat: Bdo dam bi mat cho cac thong bao va dir li¢u béng viéc che
dau thong tin nho cac k¥ thuat ma hoa.
o Tinh toan ven: Bao dam vé&i cac bén riang ban tin khong bi thay doi
trén dudng truyén tin.
o  Chéng chdi bo: C6 thé xac nhan rang tai liéu da dén tir ai d6, ngay ca khi ho
cd gang tir chdi nob.
o  Tinh xac thuc: Cung cép hai dich vu:
= Nhan dang nguon gbc cia mot thong bao va cung cap mot vai bao dam
rr?lng no 1a dung sy thyc.
=Kiém tra dinh danh cua nguoi dang ding nhdp mot hé théng,
tiép tuc kiém tra dic diém cua ho trong trudng hop ai d6 cd gang két ndi va
gid danh 1a nguoi st dung hop phap.
1.2.2 Cac phwong phap ma hoa.
1.2.2.1 Ma héa ddi xirng

Hé mi hoa dbi xtmg: 1a h¢ ma hoa tai do khod ma hod co thé “d&”
tinh toan ra duoc tir khod giai ma va nguoc lai. Trong rat nhiéu truong hop, khoa
ma hoa va khoa giai ma 1a gidng nhau.

Thuat todn nay co nhiéu tén goi khac nhau nhu thuat toan khoa bi mat,
thuat toan khoa don gian, thuat toan mot khod. Thuat toan nay yéu cau ngudi giri
va nguoi nhan phai thoa thuan mot khoa trude khi thong bao duge guri di va
khod nay phai dugc cat gitr bi mat. P9 an toan cua thuat toan nay phu thudc vao
khoa, néu dé 16 ra khoa nay nghia 13 bat ky nguoi ndo ciing c6 thé ma hoa va giai
ma thong bao trong hé théng ma hoa. Sy mé hoa va giai ma ctia hé ma hoa dbi
xtng biéu thi boi:

Ek:P—)C VaDkC—)P

Nguyén Thanh Tung 12
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Noi ung dung: Str dung trong mdi trudong ma khoa don dé dang duogc
chuyén, nhu 1a trong cting mot van phong. Ciing dung dé ma hoa thong tin khi
luu trit trén dia nho.

Cdc vin dé doi véi Hé ma hod doi xirng:

e Phuong phap md hoa dbi xting doi hoi ngudi mid hod va ngudi
giai md phai cung chung mot khod. Khoa phai duoc giit bi mat tuyét dbi. "Dé
dang" xac dinh mdt khoa néu biét khoa kia va nguoc lai.

e  Hé mi hoa d6i xtmg khong an toan néu khoa bi 10 véi xac xuit cao. Hé nay
khoa phai dugc gtri di trén kénh an toan.

e  Van dé quan Iy va phan phdi khoa 1a kho khin, phtrc tap khi str dung hé ma
hoa ddi xtmg. Nguoi gui va ngudi nhan phai ludn thdng nhat véi nhau vé khoa.
Viéc thay dbi khoa 1a rat kho va dé bi 19.

e Khuynh huéng cung cdp khoa dai ma né phai dugc thay doi
thuong xuyén cho moi nguoi, trong khi van duy tri c4d tinh an toan
1an hiéu qua chi phi, sé can trd rat nhiéu tGi viéc phat trién hé mat ma.

1.2.2.2 M@ héa phi déi ximg (Ma héa cong khai).

Hé ma hoa khoa cong khai: 1a H¢ ma hoa trong d6 khoa ma hoa la khac
voi khod giai ma. Khod giai ma “khé” tinh toan dugc tir khod ma hod va nguoc
laii. Khoda ma hod goi 1la khoa cong khai (Public key).
Khoa giai ma duoc goi la khoa bi mat (Private key).

Noi tmg dung: Str dung chu yéu trong viée trao d6i dit liéu cong khai.

Cic diéu kién ciia mot hé mi hoa cong khai:

Vi¢c tinh todn ra cap khoa cong khai Kg va bi mat kg dua trén co s& céc
diéu kién ban dau, phai dugc thuc hién mot cach dé dang, nghia 1a thuc hién
trong thoi gian da thic.

Nguoi gt A c6 dugc khoa cong khai cua ngudi nhan B va cé ban tin P
can gtri B, thi co thé dé dang tao ra dugc ban ma C.

C= EKB (P) = EB (P)
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Nguoi nhan B khi nhan duoc ban méd C véi khoa bi mat kg, thi ¢6 thé giai
ma ban tin trong thoi gian da thue.

P = Dyg (C) = Dg [Es(P)]

Néu ké dich biét khoa cong khai Kg cb ging tinh toan khod bi mat thi
chung phai duong dau véi trudng hop nan giai, d6 13 gip bai toan "kho".

1.2.3 Mot s6 hé mi hoa cu thé.

1.2.3.1 Hé ma hod RSA.

Cho n=p*q véi p, q 12 s6 nguyén t6 lén. PaitP=C =2,
Chon b nguyén té vai ¢(n), ¢(n) = (p-1)(g-1)

Ta dinh nghia: K={(n,a,b): a*b = 1(mod ¢ (n))}

Gid tri n va b 1a cong khai va a 1a bi mat

Vi mdi K=(n, a, b), mdi x € P, y € C dinh nghia

Ham ma héa: y = ex(x) = x” mod n

Ham giai ma: dy (X) =y* mod n

1.2.3.2 Hé ma hoa ElGamal.

Hé ma hoa voi khoa cong khai ElGamal c6 thé dugc dya trén tuy y cac
nhoém ma véi ho do6 bai toan 16garit ro1 rac duge xem la “kho” giai duoc.

Thong thuong nguoi ta dung nhom con G (cp q) cta Zy; 6 do p, qla cac
s6 nguyén t6 16n thoa min q|(p-1). O day gidéi thiu cach
xay dyng nhom Z,, voi p 1a mot s6 nguyén tb 16n.

So do:
Chon sb nguyén t6 16n p sao cho bai toan logarit roi rac trong Z, 1a “kho”

(it nhat p = 10™°). Chon g 14 phan tir sinh trong Z*p :
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Lay ngiu nhién mot sd nguyén o thoda min 1< a < p-2 va
tinh toan h = g* mod p.
Khoa cong khai chinh 1a (p, g, h), va khoa bi mat 1a a.
M4 hod: khoa cong khai 14 (p, g, h) muén ma hoa thu tin m (0< m < p)
Lay ngiu nhién mot s6 nguyén k, 0< k < p-2.
Tinh todn x = g“mod p , y = m * h* mod p.
Giai ma. Dé phuc hdi duoc ban gbe m tir ¢ = (X, y), ta lam nhu sau:
St dung khoa riéng a, tinh toan r = x**~,
(Chti y rang r =x "= x = (gk) “=g*).

Phuc hdi m bang cach tinh toan m = y*r mod p.

1.2.3.3 Ma hoa dong cdu.
Xeét mot so d6 ma hod xac suat. Gia s P 1a khong gian cac van ban chua

ma hod va C la khong gian cidc van ban mat ma. C6 nghia 1a P la
mot nhom vé1 phép toan 2 ngdi @ va C la mot nhom vo1 phép toan ®. Vi du
E cua so do md hoa xac sudt dugc hinh thanh bdi su tao ra khoa riéng va
khoa cong khai ctia nd. Gia st E(m) 1a sy ma hod thu tin m st dung tham s (s)
r ta néi rang so dd md hoa xac suat 1a (®,®) dong cau. Néu véi bat ky
vi du E cta so do nay, ta cho ¢; = E;1(My) va ¢, = E;p(m,) thi tdn tai r sao cho:

C1® ¢, = E(m;© my)

Chang han, so d6 ma hoa Elgamal 1a dong cau. O day, P 1a tap tat ca cac
s6 nguyén modulo p (P = Z, ), con C = {(a,b) |abe Z, }. Phép toan @ la phép
nhan modulo p . Bdi voi phép toan 2 ngdi ® duge dinh nghia trén cac vin ban
mat mé, ta dung phép nhan modulo p trén mdi thanh phan.

Hai van ban géc mg, M; dugc ma hoa:

Exo(mo) = (9%, h*°mo)

Exa(my) = (g, h"'my)

O d6 ko k1 1a ngau nhién.
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Tir d6: Eio(Mo) Eia(My) = (9°°, h°my) (g, h'my) = Ey(memy)

voi k =k, + kg

Boi vdy, trong hé théng bi mat ElGamal tir phép nhan cac vin ban
mat mi ching ta s& co dugc phép nhan d3 duoc mi hod cla cac van ban goc
tuong Ung.
1.2.3.4 Ma nhi phan.

Gia sir rang Alice mudn giri cho Bob 1 chir s6 nhi phan b. C6 ta khong
mudn tiét 16 b cho Bob ngay. Bob yéu cau Alice khong duogc d6i ¥, tie 1a chit sb
ma sau d6 Alice tiét 16 phai gidng véi chit s6 ma cd ta nghi bay gio.

Alice mé hoa chit s6 b bang mdt cach nao d6 rdi giri su ma hoa cho Bob.
Bob khong thé phuc hdi duoc b t6i tan khi Alice gui chia khoa cho anh ta. Sy ma
hoa cuia b dugc goi la mot blob.

Mot cach tong quat, so d6 ma nhi phan 1a mot ham &: {0, 1} x X— Y,
trong d6 X, Y 1a nhitng tap hiru han. Mdi ma hoa cuia b 1a gia tri £ (b, k), ke X.
So d6 ma nhi phan phai thoa man nhiing tinh chat sau:

- Tinh che day (Bob khéng thé tim ra gia tri b tir &(b, K))

- Tinh mu (Alice sau d6 c6 thé mo &(b, k) bang cach tiét 16 b, k thi duoc
dung trong cach xay dung né. Co ta khong thé mo blob boi 0 hay 1).

Néu Alice muén ma hod méot xau nhitng chir s6 nhi phan, co6 ta ma hoa
tung chit s6 mét cach doc lap.

So dd ma hod s6 nhi phan ma trong d6 Alice c6 thé md blob bang 0 hay 1
duoc goi 1a ma hoa nhi phan ctra 1at.

M3 hoa s6 nhij phan c6 thé dugc thuc hién nhu sau:

Gia sir mot s6 nguyén to 16n p, mot phan tir sinh g € Z, va G € Z, d biét
logarit roi rac co s6 g cia G thi ca Alice va Bob déu khong biét
(G c6 thé chon ngdu nhién). Sy mi hoa nhi phan &: {0,1} x Z,—Z, la:

&b, k) = g'G’
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Dit log,G = a. Blob c6 thé dugc mé bai b bang cach tiét 16 k va mo bai -b
bﬁng cach tiét 10 k-a néu b=0 hoidc k+a néu b=1. Néu Alice khong biét a, ¢b ta
khong thé mo blob bang —b.

Tuong tu, néu Bob khong biét k, anh ta khong thé xac dinh b v&i chi mot
dir kién (b, k) = g*G".

So d6 ma hod chir s6 nhi phan cira 1at dat dugc trong trudng hop Alice biét a.

Néu Bob biét a va Alice md blob cho Bob thong qua kénh chng dot nhap
duong truyén (untappable channel) Bob c6 thé s& néi doi voi ngudi thir ba vé su
ma hoa chit s6 nhi phan b. R4t don gian, anh ta noi ré“tng anh ta nhan duoc k-a
hodc k+a (ma thuc té 1a k). So d6 ma hoa s6 nhi phan ma cho phép ngudi xéac
minh (Bob) néi dbi vé viéc mé blob, duoc goi 1a su ma hoa nhi phan chameleon.

Thay vi ma hod tung chir s6 nhi phan trong sau s mot cach doc 1ap, Alice
c6 thé md hoa mot cach don gian 0 <s < p bang £(b, k) = G° g*.

Hon nita, nhitng thong tin vé sb a s& cho Alice kha ning mé & (s,k) bai bat ki s’,
k’ thoa man as + k = as’ + k’.1.3 Khai niém vé chit ky dién tir

1.3.1 Dinh nghia

Mot so dd chir ky gdm bo 5 (P, A, K, S, V) thoa man cac diéu kién dudi day:

P 1a tap hitu han cac buc dién (thong diép) co thé

A 12 tap hitu han cac chit ki c6 thé

K khong gian kho4 14 tap hitu han cac khoa co thé

Sigy 1a thuat toanky P —> A

X € P>y =Sig(X)

Ver, 1a thuat toan kiém thu: (P, A) — (Pung, sai)

Ver(x, y) =(Dung Néu y = Sig(x)

{Sai Néu y # Sigi(X)
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1.3.2 Phén loai so’ d6 chir ky dién tir.
Chtr ky “dién tu” duogc chia lam 2 16p, 16p chir ky kém thong diép
(message appendix) va 16p chit ky khoi phuc thong diép (message recovery).
Chir ky kém thong diép: Poi hoi théng diép ban dau 1a dau vao cia giai
thuat kiém tra. Vi du: chit ky Elgamal.
Chir ky khoi phuc thong diép: Thong diép ban dau sinh ra tir ban than chir
ky. Vi du: chit ky RSA.
1.3.3 Mot so so’ @6 ky s6 co ban.
1.3.3.1 So do chir ky Elgamal.

Chon p 12 s6 nguyén t6 sao cho bai toan log roi rac trong Z, lakho.

*

Chon g 12 phan tir sinh € Z,,ae”Z,.
Tinh g =g* mod p.

Chonr ngﬁu nhién € Z*,

Ky trén x: Sig(x) = (y, 8),

Trong d6 y=g*mod p , 6= (x - ay) r* mod (p-1).
Kiém tra chit ky:

Ver(x,y, §)=True < g7 ° =g* mod p
Vi du:

Chon p=463; g=2; a=211,;

B= 2*'mod 463=249;

chon r =235; r’=289

Ky trén x =112

Sig(x,r) = Sig (112,235)=(y,06)=(16,108)
y= 2 mod 463 =16

8= (112-211*16)*289 mod (463-1)=108
Kiém tra chit ky:

Ver(x, y,5)=True < g” y° =g mod p
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B7 y° = 249"* 16" mod 463 = 132
g*mod p = 2'*2 mod 463 = 132

1.3.3.2 So' do chir ky RSA.

Chon p, q nguyén t6 16n .

Tinh n=p.q; ¢(n)=(p-1)(q-1).

Chon b nguyén té cung ¢(n).

Chon a nghich déo véi b; a=b™ mod ¢(n).
Ky trén x:

Sig (X) =x*mod n

Kiém tra chit ky:

Ver (x,y)= True < x=y" mod n

Vi du:
p=3; g=5;
n=15; ¢(n)=8;
chon b=3; a=3
Ky x =2:
Chtr ky :

y =x* mod n = 2° mod 15=8
Kiém tra:
x =y”mod n = 8% mod 15 =2 (chit ky dung)
1.3.3.3 So d6 char ky Schnorr.
Chuan bi:
L4y G 1a nhém con cap q ctia Z," , véi g 1a sé nguyén té.
Chon phan tir sinh g € G sao cho bai toan logarit trén G 1a kho giai.
Chon x # 0 lam khda bi mat, x € Z,. Tinhy = gX 1am khéda cong khai.

Lay H la ham bam khéng va cham.
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Ky trén théng diép m:

Chon r ngau nhién thugc Z,

Tinh ¢ = H(m, g")
Tinhs=(r-cx) mod q
Chtt ky Schnorr la cap (c, S)
Kiém tra chir ky:
Va&i mot van ban m cho trudc, mét cap (c, s) dugc goi la mét chir ky

Schnorr hop 1é néu théa man phuong trinh:

¢ = H(m, g>*y°)

Pé y rang & day, ¢ xuat hién ¢ ca 2 vé caa phuong trinh
1.4 Phan phéi khéa va théa thuin khoa

Nhu chung ta da biét, hé théng ma khoa cong khai c6 vu diém hon hé thong
mi khoa co dién & chd c6 thé cong khai thuat toan ma hoa cho nhiéu nguoi sir
dung. Tuy nhién, hau hét cic hé théng ma khoa cong khai déu cham hon hé
théng mi khoa co dién, chéng han nhu DES. Vi thé thuc té cac hé théng ma
khoéa riéng duoc st dung dé m3 céac bue dién dai.

Gia str, c6 mot mang khong an toan gdm n ngudi sir dung, ¢ trung tim duoc
uy quyén (TT) dé dap tmg nhimg viéc nhu xac minh danh tinh ctia nguoi sir
dung, chon va gui khoa dén ngudi sir dung...Do mang khong an toan nén can
duoc bao vé trude cac dbi phuong. Dbi phuong co thé 1a ngudi bi dong, nghia 13
hanh dong cua anh ta chi han ché & muc nghe trom buc dién truyén trén kénh.
Song mat khac, anh ta co thé 1a nguoi chu dong, tirc 1a anh ta co thé trao doi
khoa mat ctia 2 d6i tac tham gia truyén tin.

Ta phan biét gitta phan phdi khéa va thoa thuan khoa. Phan phdi khoéa 1a co
ché mot nhém chon khoa méat va sau dé truyén né dén cac nhom khac. Thoa
thuan khoa 1a giao thirc dé hai nhom (hodc nhiéu hon) lién két v6i nhau cung
thiét 1ap mot khoa mat bang cach lién lac trén kénh cong khai.

Muc tiéu cua phan phéi khoa va giao thuc thoa thuan khod 1a tai thoi diém
két thuc thi tuc, hai nhém déu cé cung khoa K song nhom khac khong biét
dugc .
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1.4.1 Phén phoi khoa
* Vian dé.
Theo phuong phap co ban, TT tao ra (n) khéa va dua mdi khoa cho duy
2

nhat mot cip ngudi sit dung trong mang n dung. Nhu dd néu & trén ta cin mot
kénh an toan gitra TT va mdi nguoi sir dung dé truyén di cac khoa nay. Néu n
16n, giai phap nay khong thyc té ca vé lugng thong tin can truyén di an toan, 13n
thong tin ma mdi nguoi sir dung phai cit giit an toan (nghia 13 cac khoa mat cua
n — 1 nguoi dung khac).

Nhu vay, diéu can quan tam la cd gang giam duoc luong thong tin can truyén
di va cat giir trong khi van cho phép mdi cap nguoi st dung U va V ¢6 kha ning
tinh khoa mat K.
1.4.1.1 So do phan phéi khod truée Blom.

Ta gia thiét ring c6 mot mang gém n nguoi st dung.

Gia st rang cac khoa duogc chon trén trudng hiru han Z,,trong do p la sO

nguyén to (p = n).

Cho k 1a s6 nguyén, 1 <k < n-2. Gia tri k dé han ché kich thuéc 16n nhat ma
so do van duy tri dugc do mat.

TT s& truyén di k+1 phan tir cua Z,, cho moi nguoi sit dung trén kénh an
toan (so v&i n-1 trong so dd phan phdi trude co ban). Mbi cip ngudi st dung U
va V s€ c6 kha nang tinh khoa K, , = K, , nhu trude day.

Diéu kién an toan nhu sau: tdp bat ki gdm nhiéu nhat k ngudi st dung khong
lién két tir {U, V} phai khong c6 kha ning xac dinh bat ki thong tin nao vé Ky, .

Xét trudong hop dic biét cia so d6 Blom khi k =1.
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a. So' do phdn phéi khod Blom véi k=1.

1. S6 nguyén t6 p cong khai, voi mdi nguoi st dung U, phan
trry, € Z,la cong khai, khac nhau.
2. TT chon 3 phan tr ngu nhién bi mat a, b, ¢ € Z, (khong
can khac biét) va thiét 1ap da thuec:
f(x,y) = (@a+ b*(x +y) + c*x*y) mod p.
3. V6i mdi nguoi s dung U, TT tinh da thirc:
gu(X) = f(x, ry) mod p
va truyén gy(x) dén U trén kénh an toan.
gu(x) 1a da thirc tuyén tinh theo x, c6 thé viét:
gu(X) = f(x, r,) mod p = (atb.(x+ r,) + c.x. ry mod p) mod p
gu(X) = a, + by*x, trong do:
a,=a+b*r, mod p
b,=b+c*r, mod p

4, Néu U va V mubén lién lac véi nhau, ho sé dung khoa
chung K, =K, ,=1(r, r,) =@+ b*(ry+r,) +c.r.r,) mod p.

U tinh K, , : f(ry, ry) = gu(ry).
V tinh K, : f(ry,ry) = gu(ry).

Vidu I
Gia str c6 3 nguoi st dung la U,V va W.

Chon sb nguyén t6 p =17, cac phan tir cong khai ctia ho lar,= 12, 1, = 7,
rw=1.

Gia thiét rang TT chon ngiu nhién, bi mit a =8, b =7, ¢ = 2. Khi d6 da
thire f nhu sau:

f(x,y) = (8 + 7*(x +y) + 2*x*y) mod 17.

Céc da thuc g cua U, V, W tuong tng la:
gu(X) = (8 + 7*(x + 12) + 12*2*x ) mod 17 = 7 + 14*x.
g(X) =B+ 7*(x+ 7)+ 7*2*x)mod 17 = 6 + 4*x.
gw(X) = (8 + 7*(x + 1) + 12*2*x ) mod 17 = 15 + 9*x.
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Nhu vay 3 khoa la:
Ky v =f(re,n) =8+ 7*(12 + 7) + 2*12*7 ) mod 17 = 3.
Ko w = f(ry,rw) =(8 + 7*(12 + 1) + 2*12*71) mod 17 = 4.
Kyw =f(r,rw) = (8 +7%(7 + 1) + 2*7*1) mod 17 = 10.
Néu U va V mudn trao doi v6i nhau thi.
U sé¢ tinh khoa K, , nhu sau:
gu(ry) = f(ry,ry) = 7 + 14*7 mod 17 = 3.
V sé¢ tinh khoa K, , nhu sau:
gu(ry) = f(ry,ry) = 6 + 4*12 mod 17 =3,
Vidu 2:
Gia str c6 3 nguoi st dung la U,V va W.

Chon s nguyén t6 p =83, cac phan tir cong khai ctia ho la r, = 42, r, = 31,
Iw=53.

Gia thiét rﬁng TT chon ngau nhién, bi mat a = 10, b = 20, ¢ = 30. Khi do
da thic f nhu sau:

f(x, y) = (10 + 20*(x + y) + 30*x*y) mod 83.
Cac da thuc g cua U, V, W tuong tng la:
gu(X) = (10 + 20*(x + 42) + 30*42*x ) mod 83 = 20 + 35*x.
gv(X) = (10 + 20*(x + 31) + 30*31*x ) mod 83 =49 + 37*x.
gw(X) = (10 + 20*(x + 53) + 30*53*x ) mod 83 =74 + 33*x.
Nhu vay 3 khoa la:
Ky v = f(ry,r,) = (10 + 20%(42 + 31) + 30*42*31 ) mod 83 =26.
Ky w = f(ry,rw) = (10 + 20*(42 + 53) + 30*42*53 ) mod 83 =49.
Ky, w = f(ry,rw) = (10 + 20*(31 + 53) + 30*31*53 ) mod 83 =18.
Néu U va V mudn trao doi v6i nhau thi.
U sé tinh khoa K, , nhu sau:
gu(ry) = f(ry,ry) = 20 + 35*31 mod 83 = 26.
V sé tinh khoa K, , nhu sau:
gv(ry) = f(ry,ry) = 49 + 37*42 mod 17 = 26.
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Sw an todn ciia so do Blom véi k=1.
a. So d6 an toan véi 1 doi thii.

Khéng mot ngudi st dung nao co thé xac dinh duge théng tin vé khoa cia
2 nguoi st dung khéc.

Dinh ly:

Theo so dd Blom véi k =1, khod ctia mét cip ddi tac 13 an toan khong diéu
kién trude bat ki nguoi st dung thir ba.

Chirng minh:
Gia st nguoi sir dung thit ba 14 W mudn thir tinh khoa.
Ky v=(a+b*(ry+r,) +c*ry*r,) mod p
Trong do céc gia tri 1y, Iy 1a cong khai, con a, b, ¢ khong dugce biét.
W tim biét dugc cac gia tri:
ay=a+ b*r, mod p.
bw=Db + c*r, mod p.
Vi chiing 13 hé s6 cua da thire g (x) duoc TT gtri dén cho W.
Ta s& chi ra rang thong tin ma W biét phil hop véi gia tri ty y t €z, ctia
khoa K, .
Xét phuong trinh ma tran sau:

1 ry+r, rty a
1 r, O b =| ay

Phuong trinh dau tién thé hién gia thiét rang K, =t, cac chuong trinh thu hai
va ba chtra théng tin cho thay W biét a, b va c tir gy (X).

Dinh thirc ctia ma tran hé s6 1a:;
2 —
rW + rurv - (ru + rv)rw - (rw = ru)(rw = rv).
Cac phép s6 hoc dugc thuc hién trong Z,.Vir,#r,var, # r, nén dinh thic

ma tran hé sé khac khong. Do d6 phuong trinh ma tran c6 nghiém duy nhét cho
a, b, c. Nai cach khac, bat ki gia tri t nao thugc Z, cling c6 thé nhan la khoa Ky,.
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b. So' d6 khodng an toan véi lién minh 2 déi thi.

Lién minh cua 2 nguoi st dung {W, X} s€ c6 kha nang xac dinh khoa Ky,
bat ki , & day {W, X} N {U, V} =0.

W va X cung biét rang:

ay = a + b*r,.
by=b + c*ry,
ay = a + b*r,.
by=b + c*ry.

Nhu vay, ho c6 bén phuong trinh trong d6 ba an chua biét va dé dang tinh ra
nghiém duy nhat cho a, b, c. Mot khi da bi€t a, b, va ¢, ho cd the thiet 1ap da thuc
f(x, y) va tinh khoa bat ki ma ho muon .

c. Cach tharc khdc phuc lién minh k déi thii.

Pé tao lap so d6 c6 do an toan chéng lai dugc lién minh k ddi tha, TT s&

dung da thuc f(X, y) co dang:
k

fxy)=> Zk:ai,jx‘yj mod p.

i=0 j=o0

Trong do:
ajez,(0< i<k 0<j<k)vaa=aj véimoii, ]
Phan con lai cta giao thirc khong thay d6i.
1.4.1.2 So dé phdn phéi khod trude Diffie-Hellman.
a. So do.

Ta s& mo ta mot so do phan phdi khod trude 1 cai tién cua giao thuc trao doi
khoa Diffie-Hellman va goi n6 1a so do phan phoi khoa trude Diffie-hellman. So
do nay an toan v€é mat tinh toan vi n6 lién quan dén bai toan logarit roi rac “kho
giai”.

M0 td so do trén Z (p la sO nguyén t0), bai toan logarit roi rac trong Z la
kho giai.

Gia str o 1a phan tir nguyén thuy cua z,", trong do6 cac gia tri o va p la cong
khai.

Trong so d6 nay, ID(U) 1a thong tin dinh danh nao d6 cho nguoi sir dung U
trén mang, chang han nhu tén, dia chi thu dién tr, s6 di¢n thoai...Ciing nhu vay,
moi nguoi st dung U déu c6 s6 mii mat a, (trong d6 0 <a, <p - 2) va mdt gia tri
cong khai tuong ung :
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by=a* mod p.

TT c6 so dd chir ky v6i thuat toan xac minh (cong khai) verrr va thuat toan
ki mat sigrr. Ta gia thiét rang tat ca thong tin déu duoc chia nho ra nho dung
ham hash cong khai trudce khi n6 dugc ki.

Thong tin vé nguoi sit dung U s& dugce xac thuc bang cach dung diu xac
nhan cua TT, trong do6 c¢6 chitr ky cia TT. Moi nguoi st dung U s& c6 mot dau
xac nhan :

C(U) = (ID(V), by, sigrr (ID(V), by)) .

Trong d6 b, dugc thiét 1ap theo md ta & phan trén. Dau x4c nhin cta nguoi
st dung U s€ dugc dong vao khi U nd1 mang. Co6 thé luu cac dau xac nhan trong
co s& dir liéu cong khai hoac moi ngudi st dung luu dau xac nhén cua chinh ho.
Chir ky xac nhéan cua TT cho phép bat ki ai trén mang déu co6 thé xac minh dugc
thong tin trén no.

U va V rat dé dang tinh ra khoa chung:

K,y =a™* mod p
So' dé phén phéi khod truée ciia Diffie- Hellman.

1. S6 nguyén té p, phan tir nguyén thuy o € 2", 1a cong
Kkhai.
2.V ténh:
K,,=a* modp = b* mod p

b, cong khai nhan tur d4u xac nhan cua U, gia tri a, mat
riéng cua V.
3. U ténh:
K,, =c® modp = b mod p

b, cong khai nhan tr dau xac nhan cta V, gia tri a, mat
riéng cua U.
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Vi du:
* Cho s6 nguyén tb p = 25307, phan tr nguyén thuy o =2 € z°,, ching la
cong khai.
Gia st U chon a, = 3578. Sau d6 U tinh:
by = @™ mod p =2%" mod 25307 =6113.
Gia st V chon a, = 19956. Sau d6 V tinh:
by = ™ mod p = 2"**** mod 25307 = 7984.

* U tinh khoa:
Kev = b mod p = 7984 mod 25307 = 3694.
V tinh khoé:
Koy = b,™ mod p = 6113"%° mod 25307 = 3694.
Hai gia tri khoa bang nhau.
Sw an toan ciia so do.
~ Chuky cua TT trén déll:l xéc thyc ctia ngudi dung U ngin chin W ¢6 thé bién
doi thong tin nao do trén dau xac thyc cua nguoi st dung U.

Vi thé ta chi can lo lang trudc nhiing tan cong thu dong. Nhu vay cau hoi 1a:
lidu W ¢6 thé tinh K, , néu W = U,V hay khong.

Mit khac, khi biét «* modp va o® modp thi c6 kha nang tinh duoc
a™* mod p hay khong? Véan dé nay goi 14 bai toan Diffie-Hellman, né duoc mo
ta hinh thtrc nhu sau:

Bai toan:
| = (p, o, B, v), trong d6 p 1a sb nguyén tb, a € Z,1a phan tir nguyén
thuy, con B,y €z,

Muc tiéu:

Tinh %7 mod p (=7"%* modp).

RS rang, so do phan khéi khoa trudc Diffie-Hellman 1a an toan trudc d6i
phuong thu dong khi va chi khi bai todn Diffie-Hellman kho giai.

Néu W co thé xac dinh duoc a, tir b, hodc a, tir by thi anh ta c6 thé tinh Kuv
mot cach chinh xdc nhu U hodc V. Song ca hai tinh toan nay déu 1a cac truong
hop cua bai todn logarit roi rac. Vi the chi can bai todn logarit rdi rac trong Z  la
bai toan kho giai, thi so d6 phan phdi khoa trudc Diffie-Hellman s& an toan
trude ki€u tan cong nay. Tuy nhién, gid dinh cho rang thuat toan bat ki giai dugc
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bai toan Diffie-Hellman thi ciing c thé giai duoc bai toan logarith roi rac van
chua duoc chting minh. (Piéu nay ciling twong ty nhu tinh hudng véi RSA, trong
d6 gia dinh cho rang viéc pha RSA twong duong da thirc v6i bai toan phén tich
s6 ciing khong duoc ching minh).

Theo nhan xét trén, bai toan Diffie-Hellman khong kho hon bai toan logarit
ro1 rac. Mac du khong thé ndi chinh xac bai toan nay khé nhu thé nao song ta co
thé nodi rang do an toan ctia né tuong duong voi A mat ciia hé ma hoa Elgamal.

Pinh ly:

Vi¢c pha hé ma hod Elgamal tuong duong véi viéc gidi bai toan Diffie-
Hellman.

Chirng minh:
Theo cach ma héa va giai ma cuia h¢ ma hoa Elgamal ta co:

Khod ma K = (p, a, a, B), B = a® mod p trong d6 a bi mat con p, o va B
cong khai.

Véi s6 ngau nhién bi matk Z,, taco:edx k) =(y, ¥2).
Trongdd: y;=a*modp va  y,=x*B“mod p.
Voi Y, Y2 € Zp* thi dk(yly y2) =Y * (yla) - mod p.
1. Gia str c6 thuét toan A dé giai bai toan Diffie-Hellman va c6 phép ma
Elgamal (y1, y2).
Ap dung thuat toan A vdi cac dau vao p, @, Y1, va B. Khi d6 ta nhan dugc
gia tri:
Ap, o, Y1, B) = A(p, o, o, a?) = o** mod p = B mod p
Khi d6, phép gia ma (y1, Y») c6 thé dé& dang tinh nhu sau:
X = ¥5(B) ™ mod p.
2. Déi lap lai, gia thiét rang ta c6 thuat toan B dé thyc hién giai ma Elgamal,
nghia la B tinh cac dau vao p, o, Y1, B vay, va tinh lugng:
X = Y(y,"”) ™ mod p.
Ap dung cac dau vao p, o, P vay ddi vSi bai toan Diffie-Hellman, dé
dang nhan thay:
B(p, &, B, v, 1) =1((»**”) ™)™ mod p= "’ mod p.
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1.4.1.3 So do phan phéi khod truc tiép Kerboros.

Néu mdi cip nguoi sir dung khong mudn tinh mot khoa cd dinh nhu trong
phuong phéap phéan phdi truéc khoa thi c6 thé dung phuong phéap truc tiép,
trong d6 khoa ctia phién lam viéc méi chi duoc tao ra moi khi hai nguoi sir
dung muén lién lac voi nhau (goi 1a tinh twoi méi cua khod). Dung phan phdi
khoa truc tiép, nguoi sit dung mang khong can luu cac khoa khi muén lién
lac v6i nhitng ngudi sir dung khac (Tuy nhién mdi nguoi déu duge chia sé
khoa véi TT). Khoa cta phién lam viéc (khoa session) s& duoc truyén di theo
yéu cau ctia TT. D6 1a su dap tmg cua TT dé dam bao khod twoi.

So do Kerboros.

Kerboros 1a hé théng dich vu khoa phé cap dua trén ma khoa riéng. Mbi
nguoi st dung U s€ chia s¢ khoa DES mat K, cho TT. Moi thong bao can
truyén dugc ma hoa theo ché do xich khéi (CBC). ID(U) chi théng tin dinh
danh cong khai cho U. Khi ¢6 yéu cau khoa session gui dén, TT s& tao ra mot
khoa session moi ngau nhién K. Cing nhu v@y TT s& ghi lai thoi gian khi co
yéu cau T va chi ra thoi gian ton tai L dé K c6 hiéu lyc. Diéu d6 c6 nghia 13
khoa K chi ¢6 hiéu luc tir T dén T+L. Tt ca thong tin nay déu duoc ma hoa
va truyén dén U va V.

1. U yéu cau TT khoa session dé lién lac véi V.

2. TT chon mot khoa session ngau nhién K, thoi gian hé
théng T va thoi gian ton tai L.

3. TT tinh:

m; = e (K, ID(V), T, L)
va m;=e¢ (K, ID(U), T, L)
sau do6 gui my; va m, téi U.
4. U dung ham giai ma d,_ dé tinh K, T, L va ID(U) tir m;.
Sau d6 anh ta tinh:
m; = ex(ID(U), T) va giri ms dén V ciing véi bt dién
M, ma anh ta nhan duoc tir TT.

5.V ding ham gidi ma d, d¢ tinh K, T, L va ID(U) tr m,.
Sau d6 dung dx dé tinh T va ID(U) tir ms va kiém tra xem 2 gia
tri ctia T va 2 gia tri ctia ID(U) c¢6 bang nhau khong. Néu dung
thi V tinh :

ms = ex(T + 1) va giri n6 dén U.
6. U giai ma m, bang dx va xac minh thay két qua bang T+ 1.
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Thure hién giao thirc
1. Thong tin truyén di trong giao thirc dugc minh hoa nhu sau:
m; = e, (K, ID(V), T, L) ms=ex(ID(U), T)
m= e, (K, IDQU), T,L)  m,=e, (K, IDU), T, L)
TA > U >V
my=ex(T + 1)

P
<

2. TT taora K, T va L trong budc 2.

3. Trong budc 3 thong tin nay cung v6i ID(V) duoc ma hod bang khoa K,
(dugc U va TT chia sé) dé tao 1ap m;. Ciling nhu vay, K, T, L va ID(U) dugc
mi hoa bang K, (duoc V va TT chia sé) dé 1ap m,. Ca hai btrc dién da ma hoa
nay duoc gui dén U,

4. U co thé dung khoa ctia minh dé gidl ma my, dé nhan dugc K, T, L. Anh
ta xc minh xem thoi gian hién tai c6 nam trong khoang T dén T + L hay
khong. Anh ta ciing kiém tra khoa session K dugc phat ra cho lién lac giira
anh ta va V bang cach xac minh thong tin ID(V) da giai ma tir m;.

Tiép theo, U s& lam tré thoi gian m, dén V. Ciing nhu vay, anh ta s& dung
khoa session K méi dé ma T va ID(U) va gui két qua m3 to1 V.

5. Khi V nhén dugc m, va ms tir U thi V s€ giai ma m, thu duoc T, K, L
va ID(U). Khi d6 V s& dung khoa session méi K dé giai md mz va xac minh
xem T va ID(U) nhén duoc tir m, va M3 c6 nhu nhau khong. Piéu nay dam
bao cho V rang khoa session dugc ma tir m, cting la khoa da dung dé ma ms.
Khi d6 V dung khoa K dé ma T + 1 va giri két qua m, tro vé U.

6. Khi U nhan dugc my, anh ta dung K dé giai ma nd va xac minh xem két
qua co bang T + 1 khong. Diu nay dam bao cho U la khoa session K da
dugc truyén thanh cong dén V vi K da duoc dung dé tao ra m,.
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Sw an todn ciia so dob.
1. Chtrc nang khac nhau ctia cac thong bao trong giao thic:
+ my va m, dung dé dam bao an toan trong viéc truyén khoa session.

+ m; va my dung dé khang dinh khoa, nghia 1 cho phép U va V ¢o thé
thuyét phuc nhau ring ho s hitu cing mot kho4 session K.

Thoi gian hé thong T va thoi han L dé ngan ddi phuong tich cuc khoi
“luu” thong bao cii nham tai truyén lai sau nay. Pay 1a phuong phap hiéu qua
vi cac khoa khong duoc chap nhan khi chiing qua han.

2. Moi ngudi sir dung trong mang déu phai c6 dong hd ddng bo véi nhau vi
can c6 thoi gian hién tai dé xac dinh khoa session K cho trude 1a hop 1€. Thuc
te, rat kho co duoc sy dong bo hoan hao, nén phai cho phép c6 khoang thay
doi nao do vé thoi gian.

1.4.2 Théa thuan khoa

1.4.2.1 So do trao doi khod Diffie-Hellman.

Néu khong muén dung dich vu khoa truc tiép thi phai dung giao thirc thoa
thuan khoa dé trao doi khoa mat. Giao thirc thoa thuan khoa noi tiéng nhat la
giao thirc trao doi khoa Diffie-Hellman.

So do.

Gia str rang p 13 s6 nguyén td, o 1a phan tir nguyén thuy € 2", va ching
deu cong khai.

1. U chon a, ngiu nhién, bi mat (0 < a, <p —2).
2. U tinh :

a® mod p vaglrind dén V.
3.V chon a, ngau nhién, bimat (0 < a,<p-—2).
4.V tinh :

a® mod p  va glri n6 dén U.
5. U tinh khoa

= (@™)* mod p.

6. V tinh khoa

K= (a*™)*> mod p.

Cudi giao thirc, U va V tinh ra cing mot khoa:

K= o mod p.
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Giao thirc ndy ciing twong tu véi so dd phan ph01 trude khoa cua Diffie-
Hellman da du’oc mo ta. Su khac nhau & chd cac s6 mil ay, ay ctia Uva V déu
duoc chon lai mdi 1an thuc hién giao thirc nay thay vi ¢6 dinh. Nhu vay ca U
va V déu duogc dam bao khod twoi vi khoa session phu thudc vao ca hai $6
ngau nhién bi mat a, va a,.

Théng tin trao ddi trong giao thirc duge mo ta nhu sau:

o

U o > V

a

P
<

Sw an toan cia so do.
1. Han ché: chwa cé xdc thuwe danh tinh.

Giao thirc nay dé bi ton thuong trudc d6i phuong tich cuc — nhitng ngudi
sir dung cach tan cong “ké xam nhap vao gitta cudc”. D6 1a tinh tiét cua vo
“The Lucy show”, trong d6 nhan vat Vivian Vance dang dung bita toi voi
nguoi ban, con Lucille Ball dang trén dudi ban. Vivian va nguoi ban cta co
dang cam tay nhau dudi ban. Lucy cb tranh bi phat hién da nim lay tay cua
ca hai nguoi, con hai ngudi trén ban van nghi rang ho dang cam tay nhau.

Cudc tan cong kiéu “ké xam nhap vao giita cudc™ trén giao thirc trao doi
khod Diffie-Hellman hoat dong ciing nhu vay. W s€ ngan chan cac buc dién
trao doi gitra U va V va thay thé bang cac birc dién cta anh ta.

Ta c6 so d0 nhu sau:

U ay W a, i \V/

A
A

Tai thoi diém cua cubi giao thu’c U thiét 1ap thuc su khoa mat «** cling
véi W, con V thiét 1ap khoa mat «*** véi W.

Khi U ¢6 giai ma burc dién dé gui cho V, W ciing c6 kha néng giai ma no
song V thi khong thé, (twong ty tinh huéng nam tay nhau néu V gtri birc di¢n
cho U).
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2. Cdi tién: Bé sung xdc thwe danh tinh.

Piéu co ban ddi voi U va V 1a bao dam ring, ho dang trao d6i khoa cho
nhau ma khong c6 W. Trudc khi trao ddi khoa, U va V c6 thé thuc hién
nhitng giao thuc tach bach dé thiét 1ap danh tinh cho nhau. Tuy nhién, diéu
nay c6 thé dwa dén viéc khong bao vé duge trude tin cong “ké xam nhdp
giita cudc” néu W van duy tri mot cach don gian su tan cong thu dong cho
dén khi U va V da chimg minh danh tinh ctia ho cho nhau. Vi thé giao thirc
thoé thuan khoa tu no can xac thuc duogc cac danh tinh cua nhitng nguoi tham
gia cung luc khoa dugc thiét 1ap. Giao thuc nhu vay dugc goi la giao thic
thod thudn khod da xdc thuc.

1.4.2.2 Giao thure thoa thuan khoa tram toi tram.

Phan nay s& mo ta mdt giao thuc thoa thuan khoa 1a cai tién cua so do trao
doi khod Diffie-Hellman, bo sung xac thuc danh tinh C(U).

So do.
Gia sir p 1a s0 nguyén t6, o 1a phan tir nguyén thuy € z”,. Trong d6 p, o
cong khai va n6 dung vé1 cac dau xac nhan.

Mbi ngudi st dung U s& c6 mot so do chit ky voi thuat todn xac minh
very. TT cling ¢6 so do chir ky véi thudt toan xac minh cong khai veryr .

Mbi nguoi st dung U co dAu xé4c nhan:
C(U) = (ID(V), ver, , sigrr(ID(U), very)).
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Trong d6 ID(U) la thong tin dinh danh cho U.

1. U chon s6 ngau nhién a,, bimat (0< a, <p-—2).
2. U tinh:
a*modp vaginddénV.
3.V chon s6 ngau nhién a,, bi mat (0 < a, <p —2).
4.V tinh:
a™ mod p
K= (e¢™)* modp
yv=sigy(a™, ™)
5.V gtri (C(V), a®, yy) dén U.
6. U tinh:
K= («*)* modp
U ding ver, d& xac minh y, va xdc minh C(V) nho
Verrr
7. U tinh:
Yu = sigu(a™, a™)
va giri (C(U), y,) dén V.
8. V x&c minh y, bang ver, va xac minh C(U) bang verrr.

Thong tin trao doi trong so dd tram dén tram (STS) dugc minh hoa nhu
sau: PBay la giao thtrc 3 1an truyén tin.

o

v

U ) a®, sigy(a®,a®) \V/
sigu(a®™, a™)

v
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Sw an toan ciia so dé.
1. Xét cach bao vé trudc tan cong ké xAm nhap giita cudc.

Nhu trude , W s& chian bat o va thay né bang «® . Sau d6 W nhan
duge a®, sigy(a®,a®) tir V. Anh ta cling mudn thay o> bang «* nhu trude
day. Tuy nhién diéu ndy c6 nghia anh ta ciing phai thay sigy(a®,a?*) bang
sigy(a® ,a™). Pang tiéc 1a d6i voi W, anh ta khong thé tinh chir ky cua V
trén (a®, o) vi khong biét thuat toan ky sigy cua V. Tuong ty, W khong
thé thay sigy(e® ,a®) bang sigy(a®,a*) do anh ta khong biét thuat toan ky
cua U.

Minh hoa bang so d6 sau:

aau aau

v

U e sig(aa )T W e siglatat) |y

sigu(e™, aa'”) Sigu(aa‘” , a¥)="?

»
|

»
»

D6 1a cach st dung cac chit ky ma khong so kiéu tan cong ké xam nhap
gifra cudc.
2. Giao thirc, nhu mo ta khong dua ra sw khing dinh khod. Tuy nhién, dé
dang bién doi d€ thuc hién dugc diéu dé bang cach:

Trong budc 4 ma hod y, bang khoa session K:

Yv = ex(sigy(a™, ™)) = ex(y).
Trong budc 7 ma hod Y, bang khoa session K:

Yu = ex(Sigu(a™ ,a™)) = ex(Yu)
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1.4.2.3 Giao thuece thoa thuan khoa MTI.

Matsumoto, Takashima va Imai dd xay dung giao thirc thoa thuan khoa
dang chu y, bang cach bién doi giao thirc trao do6i khoa cua Diffie-Hellman.
Giao thure nay goi 1a MTL

Giao thirc khong doi hoi U va V phai tinh bat ky chit ky nao. Chung 1a cac

giao thirc hai 1an vi chi ¢6 hai lan truyen thong tin riéng biét (mot tur U dén V
va mot tr V dén U). Giao thic STS 12 giao thirc ba lan truyén tin.

So do.
Gia thiét p 1a sd nguyén td, o 1a phan tr nguyén thuy € z",. Cac gia tri
nay cong khai.
Mbi ngudi st dung U déu c6 dinh danh ID(U), s6 mi bi mat a,
(0<a,< p -2) va gia tri cong khai twong ung:
by, = a* mod p.

TT c6 so do chit ky véi thuat toan xadc minh (cong khai) vert va thuat
todn ky mat sigrr. M1 nguoi st dung U s€ c6 dau xac nhén:

C(U) = (ID(V), by, sigrr (ID(V), by)).

1. U chon ngau nhiénr, ,0<r,<p—2
va tinh: Sy = " mod p.
2. U gtri (C(U), s,) dén V.
3.V chon ngau nhiénr, ,0<r,<p—2
va tinh: Sy = o mod p.
4.V gui (C(V), sy) dén U.
5. U tinh khoa:
K=s,**b," mod p.
U nhan duogc gia tr1 by, tor C(V).
6. V tinh khoa:
K =s,*b,"” mod p.
V nhan duogc gia tri b, tu C(U).

Cudi giao thirc U va V déu tinh cing mot kho4 :
K= "> mod p.

Thong tin duoc truyén trong giao thirc:
C(U), & mod p
C(V), & mod p

<

A
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Sw an todn ciia so do.

1. D6 mat cua giao thirc MTI trudc tin cong thu dong dung bing bai toan
Diffie-Hellman. Ciing nhu nhi€u giao thtrc, viéc chung minh tinh an toan
trude tan cong chu dong khong phai don gian.

Khi khong dung chir ky trong sudt qua trinh thyc hién giao thirc, c6 thé
xuat hién tinh hudng khong co sy bao vé nao trudc tin cong xaAm nhap vao
diém gitra.

2. Hay xét giao thire MTI, W ¢6 thé trao doi cac gia tri ma U va V giri cho
nhau. Minh hoa bang so d6 sau:

CU). a* \y  CWU) a"
C(V), a" C(V), «

v

&
<

Trong trudong hgp nay, U va V sé tinh cac khod khéac nhau:
U tinh khoa:
K= g%~*%% mod p.
V tinh khoa:
K= ga™**" %mod p.

Tuy nhién, W khong thé tinh toan ra khoa ctia U va V vi chung doi hoi
phai biét sO mii mat a, va a, tuong tng. Tham chi ngay ca khi U va V tinh ra
cac khoa khac nhau (di nhién 1a khong dung ching) thi W ciing khong thé
tinh dugc khoa nao trong chung.

Noi cach khac, ca U va V déu duoc dam bao rang, ngudi st dung khac
trén mang chi c6 thé tinh duoc khod ma ho tinh dugc (d6 1a cac khoa rom).

Tinh chat nay con dugc goi 1a Xdc thwe khod dn (implicit key
authentication).
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Vidu:
Giao thurc thoa thuan khoa MTI:
Gia st s6 nguyén t6 p = 27803, o = 5 13 phan tr nguyén thuy € z°,.
* U chon bi mat a, =21131. Sau do6 tinh:
b, =5 %" mod 27803 = 21420.
duoc dit trén gidy xac nhan cua U.
V chon bi mat a, = 17555. Sau d6 tinh:
b, =5'*> mod 27803 = 17100.
duoc dat trén giéy cac nhan cua V.
* Gia st rang U chon r, = 169, tinh:
s, =5 mod 27803 = 6268.
Sau d6 U giri gid tri s, dén V.
Gia st rang V chon r, = 23456, tinh:
s, =52 mod 27803 = 26759.
Sau d6 V giri gid tri s, dén U.
* U tinh khoa:

Ky, v=s,**b," mod p
= 26759 2! 17100 **° mod 27803
= 21600.

V tinh khoa:

Ky, v=5s,*b," modp
= 626817°°° 21420 2*° mod 27803
= 21600.

Nhu vay U va V da tinh cung mdt khoa.
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1.4.2.4 Thoa thudn khod dung cac khoa tu xac nhdn.

Phan nay mo ta phuong phap thoa thuan khoa do Girault dua ra khong can
dau xac nhan. Gia tr1 cia khod cong khai va danh tinh ngudi stir hitu n6 s€ ngam
xac thuc lan nhau.

So dd Girault két hop céc tinh chat ciia RSA va logarit roi rac.
So dob.

Gia st p, q, p1, G 13 cac sb6 nguyén to 16n.

Trong don=p*q,p=2p1+1,9=2q; +1.

Nhém nhan z.* 1a ding céu véi Z, % zZ, . Béc cyc dai cla phan tir bat ky
trong z,” bai vay 1a boi sé chung nho nhét caa p-1 va -1 hodc 2pq;.

Cho o 14 phan tir c6 bac 2p,@;. Khi d6 nhém con cyclic cia z,” do o tao ra la
thiét lap thich hop cua bai toan logarit ro1 rac.

Trong so do Girault, chi ¢6 TT biét duoc phéan tich nhan tir ctia n.

Cac gia tri n, o cdng khai, con p, g, p; va g; la bi mat.

TT chon s6 mil cong khai RSA, ky kiéu 13 e. S6 mil giai m3 twong tmg bi
mat 13 d (trong 46 d = " mod ®(n) ).

Mbi nguoi st dung U ¢6 mot dinh danh ID(U).

U nhan duogc khoa tu xac nhan cong khai p, tor TT nhu sau:

1. U chon mot s6 mii bi mat a, va tinh:
b, = «* mod n.

2. U chuyén a, va b, toi TT.

3. TT tinh:
p, = (b, — ID(U))? mod n.

4. TT chuyén p, cho U.

O day, U can TT gitp d& dé tao pu. Chu y rang, by c6 thé tinh dugc tir py
va ID(U) bang thong tin cong khai co sin.

b, = p.° + ID(U) mod n.
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Giao thire thod thuan khod Girault:

1. U chon ngau nhién, bi mat r, va tinh: s, = «® mod n.
2. U gui ID(U), py va s, téi V.
3. V chon ngau nhién, bi mat r, va tinh: s, = " mod n.
4.V gui ID(V), py vas, téi U.
5. U t6nh khoo:
K=s(p,+ID(V))* mod n.
6. V tinh khoa:
K=s,"(p,”+IDU))* mod n.

Thong tin dugc truyén trong giao thirc nhu sau:
ID(V), py, ™ modn

U ID(V), py, " modn >V

P
<«

Cudi giao thirc, U va V tinh khoa:
K= ¢g"*%*"% mod n.
Vi du:
* Giasirp =839, q=2863. Khid6 n=p*q=839*863 =724057.
d(n) = (p - 1)*(q - 1) = 838*862 = 722356.
Gia stt TT chon d =125777 1am s6 mii giai ma RSA, thi e = 84453.
* Gia sit U c6 ID(U) = 500021 va a, = 111899.
U tinh: b, = o> mod n = 5% mod 724057 = 488889.
Vap, = (b,— ID(U))? =650704.
V c6 ID(V) = 500022 va a, = 123456.
V tinh: by, = e>mod n = 5% mod 724057 = 111692.
Vanp, = (b, — ID(V))? = 683556.
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* Bay gio U va V mudn trao d6i khoa.
Gia st U chon r, = 5638, tinh:
sy = 5°° mod 724057 = 171007.
V chon r, = 356935, tinh:
sy =5%%% mod 724057 = 320688.
* Khi @6 ca U 1an V sé tinh cing mot khoa: K = 42869.
Sw an toan ciia so dé.
Xét cach cac khoa ty xac thuc chdng lai mot kiéu tin cong:

1. Vi cac gia tri by , py va ID(U) khong duoc TT ky nén khong c6 cach
nao dé ai d6 xac minh truc tiép tinh xac thuc cta ching.

Gia thiét thong tin nay bi W (nguoi mudn gia danh U, tic 1a khong hop
tac v6i TT dé tao nd). Néu W bat dau bang ID(U) va gié tri gia mao b . Khi
d6 khong c6 cach nao dé W tinh dugc s mii a, twong tmg v6i b, néu bai
toan logarit ro1 rac kho giai.

Khéng c6 a, thi W khong thé tinh dugc khoa.

2. Néu W hoat dong nhu ké xam nhap giita cudc thi W s& co thé ngin
dugc U va V tinh ra khoéd chung, song W khong thé dong thoi thyce hién cac
tinh todn cia U va V.

Nhu vay, so d6 cho kha ning xac thuc ngadm nhu giao thire MTI.

3. Theo so d6 trén, TT co thé tinh pu truc tiép tur by m§1 khong c’e‘ﬂm biét a,
song di€u quan trong ¢ day la TT s& dugc thuyét phuc rang, U biét a, trudc
khi TT tinh p, cho U.

4. So @6 c6 thé bi tan cong néu TT phat bira bii cac khod cong khai p,
cho nhitng nguoi sit dung ma khong kiém tra trude xem ho ¢6 s& hiru cac a,
twong g vaéi cac by cua ho hay khong.

Gia st W chon mot gia tri gia mao a , va tinh gia trj trong tng;:
b, = «* mod n.
Anh ta c6 thé xac dinh khoa cong khai turong tng:
= (b'y— ID(V))* mod n.
W sé& tinh: b, =b,— ID(U) + ID(W).
va sau d6 dua b, va ID(W) toi TT.
Gia st TT phat ra khod cong khai cho W la:
= (b — ID(W))" mod n
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Nho dung yéu té: by — ID(W)=b,— ID(U) (mod n)
Cothésuyrarang :pw=pu.
5. Gia sir U va V thuc hién giao thirc con W thay thé thong tin nhu sau:
ID(V), pu, ™ mod n ID(U), py , ™ modn

DV, py. o modn” W TIDMV).py. af modn .V

<« <«

V sé€ tinh khoa:
K’ = a™**% mod n.
U s¢ tinh khoa:
K=g"*" % mod n.
W c6 thé tinh khoa:
K> =s, (p,"+ D))" mod n.

Nhu vay, W va V chia sé nhau qmcf)t khoa, song V nghi anh ta dang chia sé
khoa v61 U. Nhu vay, W s€ c6 thé giai ma duoc cac birc dién ma V gui cho
U.
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CHUONG 2 CAC KHAI NIEM CO BAN VE MA HOA LUQNG TU
2.1 Ky hiéu Bra-Ket

Ky hiéu Bra-ket, dugc dua ra bdi Paul Dirac (do vay con dugc goi 1a ky
hiéu Dirac). Ky hiéu Bra-ket 14 ky hiéu chuan duoc sir dung rong rii trong vat 1y
luong tir, ding dé mé ta trang thai lugng tir trong 1y thuyét co hoc lugng tir.

Trong co hoc lugng tu, trang thai cua mot hé vat Iy dugc mo ta boi mat
vector trong khong gian Hilbert phitc H (sé néi 6 hon & phdn sau), mdi vector
d6 duoc goi 1a ket va ky hi¢u 1a |y) (doc 1a psi ket).

Ung v6i mbi ket |y) c6 mot bra va ky higu 1a (i| (doc 1a psi bra) 1a 4nh
xa tuyén tinh lién tuc tir khong gian Hilbert phitc H t6i khong gian s6 phic H
dugc dinh nghia boi (¢ | p)=(y).|p)) voi moi ket |p). Trong d6 (lv).|p)) 12
tich vd hudng trong khong gian Hilbert H. Trong ngén ngir ma tran, bra la ma
tran chuyén vi lién hop véi ket va nguoc lai.

Ky hiéu (v | p) dugc goi la tich bra-ket (hay bracket).

Tinh chat cta bra-ket:
- Tinh tuyén tinh ctia bra va ket: v&i ¢, VA ¢, 1a cac sd phtc, ta co

o <¢| Cl|W1>+Cz|l//2> =C1<¢|‘//1>+C2<¢|‘//2>

o cfpl+c (e lv)=clbly)+e.(s1v)

- Cho ket |y,) va |y,) batky, c; vac, la cac so phuec, tir tinh chat cua tich vo
huéng ta c6 ¢ |y, ) +C,|y,) 1a vector doi ngdu véi ¢ (yy|+¢ (| trong d6 c1”
vac, la cac sb phirc lién hop véi ¢, va ¢,

- Cho bra (g| va ket |y) bat ky, tir tinh chat ciia tich vo huéng trong khong

gian Hilberttacod (¢|y)=(y|¢)*
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2.2 Nguyén ly co ban caa co hoc lwgng tir

Trong co hoc ¢6 dién (hay co hoc Newton), trang thai ciia mot hé n phan
tr tai thoi diém to dugc xac dinh boi vi tri {x1(to), X2(to), .., Xa(to)} va van tdc
ctia hé 1a dao ham bac nhét cta cac phén to {xl’(to), Xz’(to), e Xn’(to)}. Néu trang
thai khoi dau duoc xéac dinh, nhd cac dinh luat vé co hoc ¢d dién ctia Newton,
chung ta ¢ thé hoan toan xac dinh (i nhdt la vé mdt nguyén Iy) trang thai cta hé
tai bat cir thoi diém t nao.

Tuy nhién, co hoc lugng tr hoan toan dua trén mot nén tang toan hoc
hoan toan khac so véi co hoc co dién. Dudi day, t6i s& dé cap dén mot sd tién dé
co s& cua co hoc lugng tu.

Tién dé 1. 7 rang thai cua mot hé vat ly S duwoc mo ta bcing mot vector
don vi |y), dwoc goi la vector trang thai hodc ham séng, nam trong mot khong
gian Hilbert Hg gdn lién véi hé vit 1y.

Sw tién trién theo thoi gian cua vector trang thdi |y) cua hé tudn theo

phuong trinh Schrodinger

d
inL
7

P(t)) = H(t))

trong d6 H la todn tr tw lién hop ciia hé théng (con goi la todn tir
Hamiltonian) va h la hang sé Planck-Dirac (hay con goi la hang sé Planck don
gian), h=h/2r, véi h la hang so Planck. Gid tri cia h = 6.626x10°* J.s (J 1a

Joule va s la gidy) dwoc xdc dinh bang thuwc nghiém.
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Nhu ta thiy & trén, phuong trinh Schrodinger 14 phuong trinh vi phéan
tuyén tinh bac nhit. Do d6 ta c6 thé 4p dung nguyén Iy siéu trang thai
(Superposition principle): Néu [y1(t)) va |y,(t)) 13 nghiém cua phuong trinh
Schrodinger, khi d6 siéu trang thai [y(t)) = ajyi(t)) + Blw2(t)) (v6i a B 1a sd
phtc) cling 12 nghiém cta phuong trinh. Do vy toan tir phat trién theo thoi gian
cua hé sé la:

[w(t)) = U (&, to) [w(to))

va U 1a toan tr tuyén tinh.

U s€ 1a toan tir Unita. Chinh vi vay trong mo hinh toan hoc cho co hoc luong tir,
chung ta sé& str dung cic phép bién doi Unita.

Tién dé 2. T rang thai cua mot hé vat ly S dwoc mo ta bcfng mot vector
don vi |y), duoc goi la vector trang thadi hodc ham song, nam trong mot khong
gian Hilbert Hg gdn lién véi hé vit 1y.

Nguyén 1y bat dinh Heisenberg. Cho A va B la hai todn tir Hermiltian
gan lién véi cdc quan sat, A B la hai todn tir khéng giao hodn va |y) 1a ham
séng gdn lién voi trang thai lwong tir. Khi @6 bat dang thire sau luén thod man:

ang s VT AB )

trong do [A,B] = AB - BA
Nguyén ly Heisenberg cho ta biét rang khi do mot trang thai luong tir theo hai
dai luong (nhuw vi tri va vdn toc ciia hat co ban), ta khong thé do chinh xac duoc
dong thoi ca hai gia tri d6. Nguyén 1y Heisenberg dugc tng dung trong cac hé

phan phdi khoa luong tir nhu BB84 ma chung ta s& xem xét & phéan sau.
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2.3 Qubit va thanh ghi lwgng tir
2.3.1 Khai niém Qubit

Trudce hét ta xét cach quan niém méi vé bit - don vi thong tin co ban trong
mo hinh mdéi nay: do 1a qubit.

Nhu ta di biét: 1 bit ¢d dién c6 thé biéu dién mot trong hai trang thai: 0
hodc 1 (6 tai mot thoi diém xac dinh). Do d6, n bit ¢ thé biéu dién 2" trang thai
khac nhau. Nhung theo cach quan niém o dién, néu mot thanh ghi dugc tao nén
tir n bit co dién, tai mot thoi diém, nod chi cé thé biéu dung mot gia tri nguyén
trong khoang tur0 — 2" —1.

Theo quan ni¢m méi vé md hinh tinh toan luong tir dua trén nén tang vat
Iy lugng tir, ching ta thay rang tai mot thoi diém mot thanh ghi luong tir ¢6 thé
chtra duogc t6 hop nhiéu gia tri.

Xeét theo mo hinh vat 1y, qubit 1a mot vi hat ¢6 hai trang thai, n6 co thé 1a:
spin hat nhan trong phan tir, ion bi by (trapped ions), .... Chung ta quan tam
dén hai trang thai dic biét duge ky higu 1a [0) & 1), dugc coi 14 hai trang thai co
sO tinh toan.

Theo mé hinh toan hoc, xét khong gian Hilbert H* (H 1a trudng sb phtc).
N6 ¢6 co s6 truc giao 1a (1, 0) va (0, 1), ta ky hiéu twong Gng 1a |0) & |1). Qubit
co s& bao gdm hai dang |0) hodc [1). Khi d6, mot 1-qubit tong quét biéu dién
mot vector don vi trong khong gianH?, trong do trang thai |0) tmg véi vector (1,
0), con trang thdi |1) s& ing véi vector (0, 1) dong thdi thod min diéu kién chuan
hoa vé xac suat. Nhu vay, dang tong quat ciia mot 1-qubit 1

{a\0>+ﬂ\1>

a,p el
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Dbi voi qubit 6 trang thai tong quat 1a a‘O) + [ ‘1} , chiing ta c6 thé tién
hanh do (sé néi ré hon & phan sau) trang thai ctia qubit. Khi d6, theo cac nguyén
Iy ctia co hoc lugng tir thi xac suat dé nhan duoc trang thai 0) la o, xac suat dé
nhan dugc trang thai [1) la ﬂz, do d6 o, B phai thoa mén diéu kién x4c suit o +
f=1.

Nhu vay sir dung |0) & [1) ta co thé biéu dién trang thai cia mot qubit, ciing
gidng nhu 0 & 1 biéu dién trang thai cia bit cd dién.

Pé di dén khai niém thanh ghi lugng tir (quantum register), nguoi ta mé
rong khong gian trang thai bang cach st dung tich tensor cua cac khong gian H?.
2.3.2 Khai niém thanh ghi luwgng ti
Pinh nghia: Mot thanh ghi luong tir (quantum register) biéu dién mot vector
trong khong gian Hilbert H = (H%)®"), da duoc chuan hoa. (H?)®" Ia tich Tensor
cta n khong gian H?)

Do co s& cua (H)®" 1a:;
0)®0)®...80) <> i, =|00..0) <> i, =|0)
0)®[0)®...8[1) > i, =(00...1) > i, =[1)

DO ®..®L) i, =[11..1) &, =

T—Q

nén trang thai tong quéat ctia mot thanh ghi n-qubit |X) ¢6 dang:

r

X)="Z i)

s¢, €ll;Vi=0,2"-1

S lef=1
=0

\

|X) c6 toa do trong khong gian Hilbert H 14 (Co, C1, Cp, ..., cn)
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Trang thai luong tr duoc biéu dién mot thanh ghi dugc goi 1a mot siéu
trang thai (Superposition). Ta cling thdy rang mot quantum register c6 thé luu
trir dong thoi 2" théng tin khac nhau: 0— 2" —1.

Ton tai siéu trang thai cua thanh ghi c6 thé mo ta boi:
|X)=[i,) ®i,) ®---®|i, ) trong d6 |i; ) a qubit thir j.

Tuy nhién ciing c6 nhitng siéu trang thai khong thé biéu dién duoc dudi
dang nhu vay.

Ta xét hai vi du véi thanh ghi 2-qubit c6 thé bicu dién duoc bang tich tensor clia
hai 1-qubit:
Vi du:

1 1 1 1
X)=—= |0)+|2) =— |00)+10) =| —=|0)+—=1) |®|0)=|q )®
X) =35 10)+12) = [00}+110) = 10)+ 13 Jl0)=[a o)
Nhu vay, trang théi cua|X) duge viét dudi dang tich ciia trang thai hé thong
con: ‘q1>=% |0)+|1) va |g,)=]0). Véi nhitng trang thai nhu thé ndy, cic

phép bién d6i Unita, cac phép do chi lam thay d6i trang thai ctia hé thong con
ma khong lam anh huong dén cac hé thong con lai. Vi du, khi tién hanh do qubit
thir nhét dugc gia tri |0) hay [1) thi qubit thir hai luon do dugc két qua |0). Co
thé so sanh véi trang thai 1ol luong tor & muc sau.
2.3.3 Phép bién d6i Unita va phép do.

Pbi véi tinh toan lugng tir, ¢ 2 loai phép bién doi co ban 1a phép bién doi
Unita va phép bién d6i khong Unita. D6i v6i 16p phép bién d6i khong Unita chi
c6 phép do.

Céc phép bién d6i Unita 1a cac phép bién ddi khong mat nang lugng. Do
vy cac phép bién doi Unita 1a cac phép bién doi kha nghich. Vé mat toan hoc co

thé coi 1a cac 4nh xa trong cac khong gian Hilbert dang cau.
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UYH->YH
trong d6 H va H’ 13 hai khong gian Hilbert c6 cung s chiéu (¢ day ching ta chi
xét dén khong gian Hilbert hitu han chiéu, voi cac khong gian Hilbert vo han
chiéu, s& c6 cach tiép can khac khong duoc dé cap dén trong luan vin nay)

Con phép do 1 phép bién d6i mat nang luong, do d6 phép do 1a phép bién
d6i bat kha nghich. V& mit toan hoc ¢ thé coi 1a phép do 1a phép anh xa vé
khong gian Hilbert ¢6 sb chiéu it hon.

U>YH->>H'
trong d6 H va H’ 13 hai khong gian Hilbert, H’ c6 s6 chiéu nho hon H.

Dbi v6i hé lugng tir, khi ap dung phép do thi ta s& khong thé tién doan do
xac dinh cua két qua (nguyén 1y bat dinh Heisenberg). Két qua thu duoc phu
thudc vao xac sut cua cac trang thai duoc biéu dién boi hé luong tu. Déng thoi
theo cac nguyén ly ctia co hoc lugng tur, ngay sau khi do 1ap tirc hé luong tir s€
sup dd vé gia tri do duogc.

Vi dyu: Trong trudng hop tong quat, mot n-qubit ‘X) dang ¢ trang thai

luong tir:

r

%)=l

{c el;Vi=0,2"-1

21
> o] =1
\ i=0
Khi tién hanh phép do, ching ta s& khong biét trude két qua do duoc 1a
bao nhiéu. Theo cac nguyén 1y cta co hoc lugng tir, ching ta chi co thé biét

duoc xac sudt do dugc gia tri i 1a ¢?. Pong thoi ngay sau khi tién hanh do, X)

"1 L. L
s& khong con ¢ siéu trang thai Y, ¢,|i) ma sup do vé trang thai i) do dugc.
i=0
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Vi du véi hé lugng tir [q) = —— [0)+[2)

> 1), khi tién hanh phép

-l
J2' 2
do, chung ta s& khong xac dinh dugc két qua 12 0 hay 1 ma chi c6 thé biét dugc
rang khi do, ching ta s& thu duoc két qua 1a 0 hay 1 voi xac sudt bang nhau (1a
50%). Pong thoi, ngay sau khi do, ching han ta do dwoc gia tri 0 thi ngay lap
tac |q> s& sup do vé trang thai ‘O}
2.4 Nguyén Iy réi lwong tir (Nguyén 1y Entanglement)
Nguyén 1y réi lugng tir 1a mot trong nhitng nguyén 1y quan trong cia tinh
toan luong tir. Nguyén 1y rdi luong tir cho phép viée tinh toan dién ra mot cach

d6ng thoi trén cac thanh phan ctia qubit dau vao khi né ¢ trang théi réi luong ti.

Vi du : Ta xét vi du sau déy:\X)z% 10)+3) =i2 100) +[11)

N

Khi tién hanh do mot qubit, tuy theo két qua cua phép do ma ta cd ngay trang

thai ctia qubit con lai. Ttrc 13 phép do dd anh hudng dén toan bo hé thong:
Néu két qua 1a|0) thi trang théi qubit con lai 1a |0)
Néu két qua 1a]1) thi trang thi qubit con lai Ia |1)

Suy ra: giita hai hé théng con c6 mdi quan hé nao d6. Nguoi ta goi nhimg
trang thai nhu vay 13 réi lwong tr hay viedng heong tir (Quantum Entanglement).
Trang thai ndy cta hé 2-qubit khong thé phan tich thanh tich tensor ctia hai hé
théng con 1-qubit.

2.5 Nguyén ly song song luwgng tir

Thanh ghi lugng tir cing mot lic c6 thé luu trir nhiéu trang thai don 1¢
khac nhau nhung c¢6 mot dic diém dang cha ¥ 1a: bat ky mot phép tac dong nao
1én mot thanh ghi lugng tir thi nd s& tac dong 1én dong thoi toan bo cac trang
thai ma thanh ghi d6 luu trit (ta khong thé tach roi cac trang thai dé thao tac trén

ching mdt cach riéng 1€)
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Nghia la U Zzllci i) = ZzlciU |i) véi U 1a mot phép bién doi Unita nao do. O
i=0 i=0

day ta c6 thé thay strc manh cua tinh toan lugng tir vi néu trong tinh toan cb dién
dé thuc hién dugc phép bién ddi trén, chung ta cAn nhan ma trin ma tran C = (Co,
C1, Cp, ..., Cp) vOi ma tran U ¢& 2" x 2" cOn trong tinh todn luong tir, chiing ta chi
can mot phép bién d6i Unita (c¢é thé biéu dién bang mét cong heong tir, xem 1.7).
Ttc 1a d6 phire tap c6 thé giam theo cap luy thira.
2.6 Nguyén 1y khong thé sao chép (No-Cloning Theorem)

Trong tinh toan cd dién, c6 mot tinh chét cia bit cd dién 1a ching ta c¢6 thé
dé dang tao mot ban sao chta cung thong tin. Tuy nhién, d6i voi tinh toan luong
tir, trang thai cta qubit tong quat ndi chung khong thé sao chép.

Pinh ly: Khong thé tao ra mét may thuc hién cdc phép bién doi Unita cé
kha ndng sao chép hoan hdo trang thdi ciia mét qubit bat ky.

Chung minh:

Thuc vay, gia st ta c6 dugc mdt may sao chép hoan hao. Khi dé xét hé bao gom
hai qubit (qubit dugc sao chép, qubit sao chép) va may sao chép trang thai.
Qubit duoc sao chép & trang thai tong quat:

) =|0)+ A1)

Trong d6 bién d6 o va B 1a cac s phuc rang budc bdi phuong trinh

a’+p=1

Trong khi d6 qubit thir hai va may sao chép dang ¢ trang thai ¢ va A (trang thai
khéi dau trude khi tién hanh sao chép).

Khi 6 méy sao chép sé& tic dong phép bién d6i Unita U 1én hé:

U [lolA) =lw)le)| A )= al0)+ A1) «[0)+B[L) [A,) (1.6.1)

Nguyén Thanh Tung 51



Do dn tot nghigp Ma hoa luong tu va irng dung

trong d6 trang thai cudi cung ctia may sao chép ‘AW> s€ phu thudc vao trang thai
ctia qubit thir nhat lw).

Chung ta s& ching minh phép bién d6i Unita trén khong thé ton tai.

Thuc vay, néu trang thai cua qubit thir nhat 13 |0}, phép bién dbi Unita U s& tac
dong 1a: U |0)|@)|A) =[0)[0)|A,,) (1.6.2)

Tuong ty, néu trang thai cua qubit thi nhat 1a 1), phep bién d6i Unita U s& tac
dong 1a: U |1)|g)|A) =[D)|1)|A,) (1.6.3)

Khi @6, véi trang thai tong quat ctia qubit thir nhat va do tinh tuyén tinh cta toan
tir Unita U, ta co

U [w)e)|A) =U  «[0)+B[1) |#)|A)

=al [0)|g)|A) +AU [1]e)[A) (1.6.4)

=a0)[0)[ A )+ BB Ap)

Ta thay trang thai (1.6.4) nay khac hoan toan so véi trang thai (1.6.1)
chung ta mong mudn, suy ra diéu can phai chtirng minh.

O day, dinh Iy nay muén khing dinh khéng t6n tai mot may sao chép
trang thai bat ky, tuy nhién véi mot sd trang thai lugng tir dic biét nhu |0) hay
|1) thita co thé tao dugc may sao chép.

2.7 Mach va Cong logic lwong tir

Trong mod hinh may tinh ¢6 dién, cac nha khoa hoc d¢a mé hinh hoa toan
hoc bang cac md hinh nhu cong va mach logic ¢ dién, may tinh Turing. Tuong
tu vay, trong tinh toan luong tir, cac nha khoa hoc cling dugc xay dung cac mo
hinh nhuy mé hinh céng va mach logic luong tir, may tinh Turing luong tir. Yao
d3 chi ra ring v6i mdi may Turing luong tir, ton tai mo hinh mach logic luong tir
mod phong may Turing luong tir d6 véi thoi gian da thirc. Do d6 chung ta chi can

nghién ciru mot mo hinh cong va mach logic lugng tir, do md hinh nay don gian
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va gan giii v6i cach thiét ké may tinh lugng tir. Tir 46 dan dén két qua tuong tu
trong mo hinh may Turing lugng tur.

Mot cach tuong ty nhu may tinh c6 dién, duoc xay dung dua trén cic
cong logic co ban nhu AND, OR, NOT, ... trong mé hinh tinh toan luong ti,
chung ta ciing xay dung cc cong luong tu.

Do yéu cau cia co hoc luong tir 1a cac phép bién d6i hé lugng tir bit bude 1a
Unita do d6 trong mo6 hinh todn hoc cua tinh toan lugng tir, chung ta st dung cac
todn tir Unita.

Pinh nghia: Mot cong logic lwong tir n-qubit dwge sir dung dé bién doi n-
qubit duoc biéu vé mdt todn hoc béi mot phép bién doi Unita tdc dong lén vector
siéu trang thdi ciia n-qubit d6. Ma trdn bién doi Unita tic déng 1én n-qubit 12
ma trdn 2"x2".

Pinh nghia: Mach Iégic lwong tir la mét tdp cdc cong lbgic lwong tir lién
két theo mét do thi c6 huéng khéng chu trinh, trong dé dau ra ciia cong nay cé
thé la dau vao cia cong kia.

Duéi day 1a mot sb cong logic lwong tir co ban
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2.7.1 Cong 1 qubit
Céc cong logic luong tir tic dong 1én 1 qubit déu co thé mo ta bang ma

tran Unita tong quat sau:

ei(5+cr+r)cos(g) e—i(b‘+a—r)sin(€)
U2(0,5,0,7) = 29 92
_ei(5—0'+z')sin hd ei(é‘—a—f)cos hdl

) ()

vOl 6,6,0,7<R

i/ NOT:
Thuc hién:

10)—>[2)
[1)—10)

Dang ma tran:
01
X =
ol

Cong NOT c6 thé biéu dién bang cong U2 1a
01

X =U2(x,0,0,0) =( ]
10

Biéu dién trong mach:

Hinh 1.1. Biéu dién cong NOT
1/ Z-gate:
Thuc hién:

[0)—10)
)~ ~[1)
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Dang ma tran:
1 0
Z-=
0 -1
Biéu dién trong mach:

Hinh 1.2. Biéu dién céng Z

iii/ Cong Hadamard
Thuc hién:
0) 7= [o)+[2
J2
1
1 — [0)—]1
9 1011

Dang ma tran

=% )

Cong Hadamard c6 thé biéu dién bang cong U2 1a

H=U2( ,%,%,ﬁ)=i[1 1)

V2

Biéu dién trong mach:

Hinh 1.3. Biéu dién cong Hadamard
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2.7.2 Céng 2 qubit
I/ Controlled NOT (CNOT)
Cong CNOT nay thyc hién twong tu phép toan XOR trong tinh toan cb dién.
Thuc hién:
a,be 0,1
b gitt nguyén néua=0

b dao bitnéua=1

Dang ma tran

CNOT =

o O O BB
o O —» O
R O O O
o O O

Biéu dién trong mach:

a

) ) Bit dicu khién

|b) ——B— |2 B b) Bit dich

Hinh 1.4. Biéu dién cong CNOT
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ii/ Cong hodn vi hai bit (Cong Swap)
Ung dung cong CNOT: hoan vi hai bit

d ,-

| b )

by —w=— J Fr—

a)

Hinh 1.5. Biéu dién cong Swap

iii/ Cong dich pha cé diéu khién (Controlled phase shift gate)

Cong dich pha c6 diéu khién 1a cong khong co cong twong tu trong tinh toan cd

dién.

Thuc hién:

Cong dich pha sé& dich pha cta qubit ngudn chi khi qubit diéu khién bang 1

Dang ma tran:

100 0
010 0
CPHASE(D)=| = o |
000 &

Biéu dién trong mach:

ei5 | X>

%) Rx

v) 1Y)

Hinh 1.6. Biéu dién cong dich pha c6 diéu khién2.7.3. Céng 3 qubit
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i/ Cong Controlled-Controlled NOT (CCNOT) - Céng Toffoli
Thuc hién

Dang ma tran:

1 000O0O0O0DO
0100O0O0O0TGO
001 0O0O0O0OTGO
0 0010O0O0TGO
0 000O01O0O0O
0 000O01O0TGO
0 00 0O0O0OTO 01
0 000O0O0OOT1O
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Biéu dién trong mach:

a a’=a

b b’=b

c N ¢’=ceab
N

Hinh 1.7. Biéu dién cong Toffoli
Cong Toffoli ap dung cong Not 1én qubit cudi cling nén ta c6 thé biéu dién duéi
dang mach nhu sau:

—.—

—.—

— .-“-.-'UT\—

Hinh 1.8. Biéu dién cong Toffoli

Chiing ta c6 thé st dung cong Toffoli va cong CNOT dé biéu dién mach cong

nhi phan ¢6 nhd nhu sau:

3'1:' :.5-1}
Tal ! SUM = |;‘{'1 IT_".-
0 __ 4 CARRY = |zyx2)

Hinh 1.9. Biéu dién cong cong nhi phan c6 nhd2.7.4. Cong phd dung

Trén thyc té, chiing ta mubn xdy dung va sir dung chi mot s6 cong co ban
tac dong 1én mot sé lwong nho qubit (ddc ldp véi so lwong n qubit can xik Iy, n
c6 thé rat I6n) nhung phai dam bao yéu cau cé thé tinh duoc mot ham bat ky.

Céc cong d6 duoc goi 1a cong phé dung. Trong tinh toan ¢ dién, ta da biét dugc
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cong NOT va AND 1a cong phd dung. Tuong ty, trong tinh toan luong tir, chung
ta s& dinh nghia vé cong phd dung.

Pinh nghia: Mot tdp cong heong tir G duwoc goi la phé dung néu Ve >0
va moi ma tran Unita U tac dong trén s6 bit bat ki, U ¢6 thé dwoc xd’p X1 voi do
chinh X&c & > 0 bang mét diy cong cia G. Néi cach khdc nhém con tao nén béi
G la tru mdt trong nhom nhom cac toan tw Unita, V'n.

Tic la YU,Ve>0,3U" duoc tao nén bdng tich cac céng cua G sao cho

lu-ui<e.

Deutsch 13 ngudi dau tién chi ra mot cong luong tir phd dung 3 qubit. P6
1a cong Toffoli dang tong quat. Sau do, Di Vincenzo chi ra nhiing cong 2 qubit
1a pho dung. Cho dén nay, c6 rat nhiéu tap cong phd dung di duoc dua ra. Mot

vi du vé tap cong pho dung 1a tap cong CNOT, Hadamard, cac cong dich pha.
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CHUONG 3. MA HOA LUQNG TU

H¢ ma hoé cong khai 1an dau duoc dua ra boi Diffie va Hellman trong bai
bao c6 tén “New directions in cryptography” vao nam 1976. Sau d6 2 nam, vao
nam 1978, Rivest, Shamir va Adleman cong bd mot hé mi cong khai (do do
dirgc mang tén RSA) dya trén bai toan kho 1a phén tich ra thira s nguyén t6 cia
s6 16n trong bai bao “A method for obtaining digital signatures and public-key
cryptosystems”. Ngay nay, hé ma cong khai RSA va céc bién thé duoc sir dung
rong rai trong cac ing dung thwrong mai va dan su.

Tuy nhién, nhu chung ta di thdy ¢ trén, v6i sttc manh cua tinh toan luong
ttr va thuat toan thich hop, ching ta c6 thé pha v& cac thuét toan md hod duoc
coi la an toan hién nay nhu RSA. Do vay nhu cau cép thiét duoc dat ra 1a thiét
ké phuong phap mé hoa va phan phdi khoa méi dé dam bao an toan dit liéu khi
may tinh luong tr ra do1, dac bi¢t 1a khi may tinh luong tir duge thuong mai
hoa.

Nhu vay, van dé datra 1a ching ta phai st dung strc manh cua luong tir dé

chéng lai cac phuong phap tin cong bang luong tir. Trong d6, sitc manh cua tinh
toan luong tir c6 thé két hop vo1 mdt hé ma c6 do mat hoan thién, h¢ mat One-
time-pad.
Trong bai bdo ciia minh vao nam 1949, Shannon da ching minh hé mat mot lan
dém (One-time-pad) 12 hé mat co6 d6 mat hoan thién dua trén 1y thuyét thong tin.
Tuy nhién trén thuc té, hé mat One-time-pad khong dugc str dung rong rai do
nhuogc diém ciia hé mat One-time-pad 13 yéu cau khong gian khoa 16n (ti thiéu
bang khong gian ban rd) dan dén nhidu kho khin trong qué trinh phan phdi
kho4, bao mat va luu trit khoa. Nhung khi két hop véi tinh toan lugng tir, hé ma
One-time-pad lai cho théy tiem nang to 1én vé dd an toan bao méat cua dit liéu
cling nhu tinh hiéu qua trong viéc phan phdi va luu trit khoa.

Muc dich cta chuong nay 13 dé cap dén mot vi du vé mot giao thirc phan

phdi khoa luong tir don gian trong birc tranh hét strc soi dong cta linh vuc ma
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hoa lugng tir va thAm m3 lugng tir. Giao thire phan phdi khoa luong tir ndy co

thé str dung dé phan phdi khoa ctia hé mat One-time-pad.

3.1 Giao thirc phan phéi khoa lwong tir BB84

Giao thirc phan phdi khoa lugng tir BB84 1a giao thirc lwong tir du tién
dugc Bennett va Brassard cong bd trong bai bao "Quantum cryptography:
Public key distribution and coin tossing" vao nam 1984 va cai dit lan dau vao
nam 1992 [21]. Trén thyc té giao thirc BB84 da duoc cai dat chuyén thong tin
trén khoang cach 10 km vao nim 1994 qua cap quang [58] va hi vong co thé
chuyén théng tin & khoang cach xa hon [55].
3.1.1 Giao thirc BB84 truwong hop khong nhiéu

Trong giao thirc phan phoi khoa luong tir BB84, chung ta can chuan bi 4
=5 00)+[1) va |5 =[1), = 0)-J1 chia

lam hai nhom (ma chung ta s€ goi 1a hai bang chir cai):

trang thi lugng tir |0), |1), |+)=|0)

- Bang chit cai z gdm hai trang thai 0), |1)

- Bang chit cai x gom hai trang thai |+>E|O>X=%(|O>+|1>) va

=)=l = 75091
Giao thirc BB84 sé& bao gom hai giai doan:
- Giai doan 1: Giao tiép qua kénh luong tir\
- Giai doan 2: Giao tiép qua kénh cong cong (gém 2 pha)
So dd cua giao thirc BB84 ¢6 thé mé ta boi hinh sau: trong d6 Alice va

Bob muén giao tiép véi nhau, con Eve 1a ké thir ba mudn doc trom thong tin trao
doi gitra Alice va Bob.
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Kénh c6ng cong (hai chiéu)

Public
Giai doan 2 Channel
N
Alice Eve
N
Giai doan 1
~ Quantum
- Channel

Giai doan 2

Giail doan 1

Bob

Ta s€ xem xét tung giai doan.

3.1.1.1 Giai doan 1: Giao tiép qua kénh lwong tir
Trong giai doan nay, Alice s& truyén trén kénh luong tir v6i xac suat ngau

nhién bang nhau cic trang thai cia bang chit cai z va x. Vi khong co toan tir do
trang thai cua bang chit cai z hoan vi vdi toan tir do trang thai cua bang chir x
[55] nén theo nguyén 1y bat dinh Heisenberg, khong ai, ké ca Bob va Eve c6 thé
nhén dugc céc bit truyén di tir Alice v6i xac xuat 16n hon % (75%).

Piéu nay c6 thé chimg minh nhu sau: vi khong ai ¢ thé chon toan tir do chinh
xac ca hai bang chir cai z va x déng thoi do Alice chon ngﬁu nhién nén viéc chon
toan tir do s& dung véi xac suit 50% (do c6 2 bang chir cai). Pong thoi néu chon

sai bang chir cai, xac suat dé do dung 1a 50% (do co 2 trang thai trong 1 bang

>

Kénh hrong tir (mdt chigu)

Hinh 3.1. So d6 cua giao thirc BB84

chir cai). Vi vy xac suat doan diing trang thai Alice truyén di la

p:l*1+l*£:§
2 2 2 4

Xéc suit dé Bob doan saila 1-P =Y,
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Ngoai ra, theo nguyén Iy khong thé sao chép (no-clone theorem), Eve
khong thé do thong tin ctia Alice gui di rdi sao chép lai dé guii chuyén tiép cho
Bob.

Trong trudng hop néu c6 Eve thuc hién toan tir do cac bit do Alice truyén
di véi xac sudtA, 0 <A <1, va khong thuc hién céc toan tir do voi xac sudt 1 - A
Bai vi Bob va Eve lua chon cac phép toan do hoan toan ngau nhién doc 1ap voi
nhau va ddc 1ap vdéi su lya chon cia Alice nén khi Eve thuc hién phép do & gitra
duong truyén s& anh hudong dén bit luong tir nhan dugc ctia Bob. Viéc nay sé
1am cho ty 1& 18i ctia Bob nhan duoc tir ¥ thanh:

:1(1—2)+§2 :£+i
) ) 4 8 4 8 )
Do vay néu Eve “doc lén” tat ca cac bit do Alice truyén dén cho Bob (nghia la

A=1) thi x4c suét 15i ctia Bob 1a 3/8 (ting gan 50%)

P

Error

3.1.1.2 Giai doan 2: Giao tiép qua kénh céng céng
Giai doan nay sé€ lam hai pha:

- Pha 1: Tao khoa tho
- Pha 2: Phat hién sy do tham cua Eve thong qua phat hién 16i

Pha 1. Tao khoa thé.

Pha 1 cuia giai doan 2 1a pha loai bo vi tri cac bit 15i (va cac bit tai vj tri
day). Céc 16i ndy bao gdm 13i xac suat chon co s¢ do (bang '4) va 16i do Eve do
trén duong truyén.

Bob truyén trén dudng truyén céng cong tén bang chit cai minh st dung
dé do (z va x) cho Alice. Khi d6 Alice s& thong bao cho Bob biét bang chir cai
nao dung. Sau khi hai bén trao doi thong tin, Alice va Bob sé& ciing xo4 di cac bit
tuong Gng tai cac vi tri khong twong tng giita bang chit ma Alice chon dé truyén
thong tin va bang chir cai ma Bob dung dé do. Cac bit con lai cta Alice va Bob

duoc goi 1a khoa tho.

Nguyén Thanh Tung 64



Do dn tot nghié Ma héa lwong tir va irng dun
ghiép ong g dung

Néu khong c6 sy do tham cua Eve, khi d6 khoa tho ctua Alice va khoa tho
ctia Bob 13 giéng nhau va c6 thé str dung lam khoa bi mat. Tuy nhién do co su
do tham cua Eve nén xac suit dé khoa tho ciia Alice va Bob khong gidng nhau
la

o.(1—/1)+%./1 =%
Pha 2. Phat hién su do tham cia Eve thong qua phat hién 10i.

Vi gia thiét ban dau l1a khong cé nhi€u trén dudng truyén do vay moi su
khac nhau gitra khoa tho cta Alice va Bob déu chung t6 12 do su do tham cua
Eve. Vi vay dé phat hién sy do tham cia Eve, Alice va Bob cung chon thoa
thuan cong khai dua trén tip con ngau nhién m bit ctia kho4 tho, va so sanh cong
khai cac bit twong ung, dam bao rang khong co sy sai khac nao gitra hai tap con
ngau nhién do.

Néu c6 bat cr sy sai khic ndo giira hai tap con ngau nhién, nguyén nhan
chac chin do su do tham cua Eve. Khi d6 Alice va Bob quay trd lai tir giai doan

1 dé bat dau lai. Néu khong co sy sai khac nao, xac suat dé Eve thoat khoi su

1 m
Pfalse = (1_ ZJ

trong truong hop A=1 va m = 200, khi do

200 200
Pfalse =|1- E = §) R 10_25
4 4

1a x4c suat rat nho. Do vay Alice va Bob c6 thé coi khoa tho 12 khoa bi mat dé sir
dung trong hé ma One-time-pad.

kiém tra trén la
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3.1.1.3Vidu
Duéi dy 1a vi du vé giao thitc BB84 trong trudng hop khong c6 nhiéu va
khong c6 sy do tham cua Eve

Bit dit li¢u cua 1 0 O 0 1 1 0 1 0 1
Alice

Bang chir Alice X z X z X X X zZ X
chon ‘

Qubits truyén di | [1)¢ [0) [0 [0} [ [y [0 [ [0) |Dx
Béang chit Bob chon | X z X X z X z X z Z
Két qua do 1 0 0O O O 1 o0 o0 0 1
Bit dir li¢u cua Bob 1 0 O 0 0 1 0 0 O 1
Céc vi tri khong \ \ \ \ \
khoép

Kho4 tho 1 0 O 1 0

3.1.2 Giao thirc phan phéi kho4 lwgng tir BB84 trwdng hgp c6 nhiéu

O day, giao thirc BB84 s& dugc mé rong trong trudng hop méi truong co
nhiéu. Khi d6, Alice va Bob s& khong phan biét duoc 16i do nhiéu hay 16i do Eve
do tham. Do d6, Alice va Bob s& phai gia thiét rang toan bo 15i ctia khod tho 1a
do Eve do tham trén dudng truyén.

Trong trudng hop trén dudng truyén c6 nhiu, chiing ta van c6 hai giai
doan cua giao thuc BB84.
3.1.2.1 Giai doan 1: Giao tiép qua kénh lwong tir.

Trong giai doan nay, moi thu tuc cua giao thuc tuong tu nhu giai doan 1

cua giao thirc BB84 trong trudong hop khong c6 nhiéu.

3.1.2.2 Giai doan 2: Giao tiép qua kénh céng céng.

Trong trudng hop c6 nhiéu, Alice va Bob s& trao dbi voi nhau qua kénh
cong cong trong 4 pha. Pha 1 1a tao khoa tho, pha 2 1a danh gia 161, pha 3 1a
ddng bo (dé tao khod dong bé - reconciled key), pha 4 1a khuyéch dai bi mat

(privacy amplification).
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Pha 1. Tao khoa thé.

Pha nay thyc hién gidng pha 1 (giai doan 2) cta giao thitc BB84 trong
truong hop khong cé nhiéu, ngoai trir truong hop Alice va Bob ciing xo04 céc bit
tai vi tri ma Bob khong nhan dugc thong tin. Viéc khong nhan dugc thong tin do
c6 su do tham ciia Eve hodc do nhiéu trén duong truyén.

Pha 2. Panh gia 16i ciia khoa thé.

Alice va Bob sir dung kénh cong cong dé danh gia ty 16 18i cta khoa tho
bang cach céng bd cac doan miu chon ngau nhién cua khod thd d3 dugc thoa
thuan giita hai bén, cong khai so sanh céac bit nay dé co duoc ty 1¢ 16i R. Nhiing
bit cong khai nay s€ duoc loai bo ra khoi khoa tho. Néu R dat qua ngudng Ryax,
khi d6 Alice va Bob s& phai quay lai giai doan 1 dé bat dau lai. Néu R nho hon
ngudng Ryay, khi d6 Alice va Bob sé& chuyén qua pha 3.

Pha 3. Tao khoa dong bd.

Muc dich ctia pha 3 1a Alice va Bob sé& x04 tat ca cac bit 15i tir khoa tho va
dugc thuc hién trong 2 budec.

Buée 1. Alice va Bob cong bd mét thoa thuan hoan vi ngau nhién va st dung nd
vao phan khoa tuong tmg, Ké tiép Alice va Bob phan hoach phan con lai cia
khod thd (sau khi xit Iy & pha 2) thanh cac khéi do dai |, trong d6 | duoc chon
sao cho c6 khong qua 1 13i trong khoi d6. Sau d6 Alice va Bob cong bd cong
khai bit kiém tra chin 1é. Néu bit kiém tra chin 1¢ khong bang nhau. Alice va
Bob s& sir dung thuat toan tim kiém nhi phan dé tim bit 15i bang cach chia khéi
1am 2 khdi con, sau d6 kiém tra bit chin 1é ctia hai khdi con va tiép tuc tim kiém
bit 13i tai khdi ¢ bit kiém tra chdn 1¢ khac nhau cho dén khi tim va loai bé duoc
bit 18i. Alice va Bob tiép tuc lip lai voi cac khdi do dai | khéc.

Alice va Bob c6 thé 1ap lai nhiéu 1an budc 1 vé6i cac hoan vi ngau nhién khac

nhau, chiéu dai block | khac nhau dé 1am loai bo céc bit 1.
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Buoc 2. Alice va Bob st dung mot thu tuc dé)ng bo khac dé 1am min két qua.
DAu tién, Alice va Bob cong khai lya chon mdt tdp con ngiu nhién cta khoa tho,
so sanh bit kiém tra chén 1é. Néu bit chin 1¢ khong giéng nhau, Alice va Bob s&
ap dung chién lugc tim kiém nhi phan nhu & bude 1 dé tim va loai bo bit 15i.

Vi xé4c sut cao, khod tho cudi ciing khong chtra cac bit 16i. Lic nay, khoa tho
dugc goi 14 khod dong bé va tiép tuc chuyén sang pha 4.

Pha 4. Khuyéch dai bi mat (tao khoa bi mat cudi clung).

Ldc nay, Alice va Bob di co khoa dong bo nhung chi mot phan 1a bi mat
vol Eve. Vi vay Alice va Bob sé bat dau tién trinh khuyéch dai bi mdt dé tach
phén bi mat cua khoa déng bo.

Dua trén ty 1& 16i R, Alice va Bob du doan can trén k cua s6 luong cac bit
biét boi Eve trong s6 n bit cua khoa dong bo. Goi s 1a tham s an toan ma Alice
va Bob mong mudn, khi d6 Alice va Bob cong b n —k — s tip con ngiu nhién tir
khoa dong bo (khong can quan tim dén nodi dung). Sau d6 Alice va Bob xo4
khoi khoa dong bo cac phan ma ca hai cing cong khai, phan con lai cta khoa
ddng bo s& 1a khoa bi mat cudi cing. Thong tin trung binh ma Eve c6 dugc vé
khoa bi mat cubi cting nay s& nhé hon 2/In 2 bit [55].

3.1.3 Mt s6 nhwoc diém ciia giao thirc BB84.

- Eve co6 thé pha hoai kénh luong tir (bang cach do cac thong tin
chuyén di tir Alice dan dén xéc suét 15i ting), khi d6 Alice va Bob
bét budc phai giao tiép qua kénh cd dién.

- Chi phi 16n cho khong gian khoa: can khong gian khod c6 do 16n

bang d6 16n cua khong gian ban rd méi dam bao an toan tuyét doi.
- Alice c6 thé gian 1an ma Bob khéng phat hién duoc:
o Alice tao mot cip qubit & trang thai rdi luong tir

o Gtri di mdt qubit cho Bob va gitr qubit con lai
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o Sau khi Bob tién hanh do, Alice s& do qubit con lai va doan

duoc su lua chon cua Bob.

- Khéng c6 su dinh danh trude khi tién hanh trao d6i khoa thong qua
kénh Iuong tir nén Alice co thé bj gid mao.
3.1.4 Vé dd an toan ciia giao thirc phan phdi khoa BB84.

Céc h¢ ma hod luong tir, sir dung cac hién tugng luong tir nhu nguyén ly
bat dinh Heisenberg, nguyén 1y khong thé sao chép, nguyén 1y rdi luong tir dé
bao vé va phan phdi khoa ma hoa. Cac hé mi hoa lugng tir cho phép hai ngudi
(hodc hai t6 chirc), khong chia sé thong tin bi mat trude do, co thé giao tiép trén
cac kénh cong cong mdt cach an toan. Do dua trén cac nguyén 1y nhu trén (dac
biét 1a nguyén ly khong thé sao chép hoan hao va nguyén ly bat dinh
Heisenberg) nén cac hé mi luong tir dugc coi 13 an toan chéng lai cac phuong
phap tin cong cua bén thir ba.

Tuy nhién mot s6 so d6 tdn cong cac hé ma lugng tir da dugc phat trién

nhu so d6 chan/chuyén tiép (intercept/resend scheme), so d6 phan tia sang
(beamsplitting scheme) tuy nhién cc so dd tdn cong trén van lam nhiu thong
tin Bob thu dugc va s& bj phat hién trong giao thirc phan phdi khoa BB84.
Trong phan nay, t6i s& trinh bay mét so d tin cong co tén 1 Sao chép gidan tiép
(Indirect Coping) ma Eve c6 thé st dung dé thu duoc thong tin chuyén di tir
Alice ma khong bi phat hién bai Alice va Bob trong giao thitc phan phdi khoa
luong tr BB84 (cling nhu trong cic giao thuc tuong tu nhu B92). Day la
phuong phap tan cong thudc loai man-in-middle.

So dd nay c6 thé mo ta nhu sau:
- Eve xay dung mot ham quy tic. Him nay 1a ham don tri v6i moi

trang thai lugng tir khac nhau dugc sir dung bdi Alice va Bob trong
giao thurc, nghia 1a moi gia tri cia ham s€ tuwong ung vdi cac trang

thai lugng tr khac nhau.
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- Khi Alice gtri cac bit lwong tir ngdu nhién dén cho Bob, Eve s& nhan
moi trang thai nay va tinh gié tri twvong tng bo1 ham trén sau d6 huy
qubit nhan dugc.

- Sau d6 Eve s€ guri mot trang thai luong tor méi td1 Bob dya trén bang
tham chiéu trong d6 moi gia tri ctia ham s& tuong Gmg voi mot trang
thai luong tu.

Theo so dd nay, Eve sé& c6 dugc chinh x4c thong tin trao d6i giita Alice va
Bob ma khong bi phat hién. So d6 nay c6 tén 1a Sao chép gian tiép (Indirect
Coping) do Eve khong thuc su sao chép gia tri ma Alice giri ma tao mot trang

thai lugng tir moi c6 trang thai gidng hét trang thai lugng tir Alice tao.

3.1.4.1 Tao bang tham chiéu.

Trong giao thirc phan phéi khoa BB84, dé thuc hién viéc trao d6i thong
tin, Alice va Bob s€ phai cong khai cac trang thai lugng tir st dung trong giao
thire (ma Eve dé dang biét). O trén ta da biét d6 1a cac trang thai thudc:

- Bang chit cai z gdm hai trang thai 0), [1)

- Bang chit cai x gom hai trang thai |+>E|O>X=%(|O>+|1>) va
=) =[1), == (0)-[1)
=h.=5

Xét mot trang thai luong tir phu thich hop, vidu |a) = §|O> +%|1>
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Khi dé
V3

(a]0) = —-m ===0.75

|~ MN|lw

(@l1)=

—>m,=>=025

J6++2
4

N |-
N

J6++2

4

N

(al )=

(a|+)=

—>m, =

2
J =0.933

I/ b

N

4

trong d6 m; j = 1, 2, 3, 4) theo co hoc luong tir 1a xac suat dé trang thai luong tr
0}, [1), |+), |-) sup d0 vao trang théi |«) khi tien hanh phép do (theo co s&

o :[JE—JE

2
] =0.067

|@))-
Ta xdy dyung bang tham chiéu sau:
Trang thai luong tr m;
|0) 0.75
1) 0.25
|+) 0.933
=) 0.067

Duya vao bang tham chiéu trén, ta xdy dung ham don trj Sy = f (lin) k=1,2,3,
4, |j.) 1a mot trong bdn trang thai sir dung trong BB84.
3.1.4.2 So dé tin céng.
- Eve xay dung bang tham chiéu va ham don tri nhu trén
- Eve nhén tat ca cic trang thai luong tir ngau nhién ma Alice gui cho
Bob va tién hanh do cac trang thai luong tr nhan dugc.
- Theo két qua do duoc, Eve s€ biét duoc trang thai luong tir ma Alice
guri di 1a gi dua trén bang tham chiéu. Vi du, néu két qua do duoc 1a
0.25, Eve s& biét dugc trang thai luong tir Alice guri di 1a ).
- Eve s€ huy trang thai lugng tir nhan dugc tur Alice, do theo nguyén
1y bat dinh, sau khi tién hanh phép do, trang thai luong tir s& bi
nhiéu loan va thay d6i ngau nhién so véi trude khi do.

- Eve tao trang thai lugng tir méi c6 gia tri tuong tmg va gui cho Bob
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3.1.4.3 Két ludgn vé d an todan ciia giao thirc BB84.

Nhu trén ta thdy, giao thirc phan phdi khoa lugng tir BB84 hoan toan
khong an toan mdc du theo cac nguyén ly ctia co hoc lugng tur thi giao thic
BB84 1a giao thuc an toan. Tuy nhién véi sy ra doi cia giao thitc BB84 ciling

cho thiy mot tiém ning hét sirc 16n lao cua cac hé mé lugng tir trong twong lai.

3.2. Két luan vé ma hoa lwong tir va thAm ma lwong tir.

Hién nay, ma hod luong tir va thdm ma luong tir dang 1a mot linh vuc
nghién ctru hét strc s6i dong trén thé gidi. Chuong nay da dua ra mot vi du don
gian vé mi hod lugng ttr va tham ma lugng tir. Giao thirc phan phdi khoa BB84
chi 1a mot giao thirc don gidn va hoan toan khong an toan. Nhung ciing da cho ta
théy bre tranh vé mdt linh vuc hoan toan m&i mé, con nhiéu van dé mé can dau

tu nghién ctru phat trién.
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CHUONG 4. MO PHONG GIAO THUC BB84

1

CO SO + CO SO X

Alice Bob

Co s x++x++x+xx++++xx

Ditliéu 1101001101001000

Trangthai / | -/ --/ |\ /-~ | - \\
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Alice guri don photon vai 1 trong 4 trang thai
phan cuc ngau nhién dwgc chgn
(““0”’hoac *“1” trong co so + hoac x )

Alice ® ® Bob

Co s6 x++x++x+xx++++xx

Ditliéu 1101001101001000

Trangthai / | - / = / | \/ - - | - \\

Bob do ngau nhién trong ¢& + hoic x

Alice Bob

Cosé  x++x++x+xx++++xx Cose xx+++x+rittxttxxx

Di¥liéu 1101001101001000

Trangthai / | -/ -- /| \/ - - | - \\
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Néu Bob st dung co s¢ nhu cua Alice,
anh ay s€ do cung trang thai phan cuc

Alice I
—.
Cosd xfFfx++x+xx++++xx

Dit liéu 11101001101001000

Trangthai / |1/ - -/ |\ /--] -\\

[ S— Bob

xx+++x++++x++xxx

Coso
Trang thai /

Dit liéu 1

Alice va Bob trao doi qua kénh cong cong
oitr 1ai nhirng bit ¢o cung co so do,loai bo
nhiing bit do khong cung co so

—®
Alice

Co sé x++x++x+xx++++xx
Dit liéu 1101001101001000
Trangthai / |-/ --/|\/--| - \\

[ ]
Bob

xx+++x++++x++xxx

Co sé
Trangthai / \ - - -/ | | |-\- |/ \'\

Dit liéu 1000011110001100
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Dir liéu dugc gitr 1ai 1a chia khoa bi mat dung
chung

Alice Bob

Dit liéu 10010100 Dit liéu 10010100
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KET LUAN
Ngay nay, cuing voi su phat trién cta khoa hoc hién dai va Cong nghé thong
tin, nganh mat ma da c6 nhitng budc phat trién manh mg, dat dugc nhiéu két qua
ly thuyét sdu sic va tao co sd cho viée phat trién cic giai phap bao mat, an toan

thong tin trong moi linh vuc hoat dong cua con nguoi:

Budc dau tim hiéu vé tinh toan lugng tir va thuét toan luong tir trong d6 cha
trong di sdu vao ba chuyén dé chinh la: Co sé tinh toan luong tir, Cong va mach
luong tir, Thuat toan luong tur. b6 4n cling budc dau tim hiéu vé m3 hoéa luong

t0r va tham ma luong tr, dai dién 13 giao thirc phan phdi khoa luong tir BB84.

D6 an tap trung vao nghién ctru co sé 1y thuyét. Tuy con nhicu diém can phai
nghién ciru va hoan thién nhung do thoi gian va trinh d6 con han ché nén khong
thé tranh khoi nhimg nhuoc diém, rit mong dugc su gbp y ctia cac Thay, Co va

cac ban.

Cudi ciung em xin cam on thdy gido Thac Si Tran Ngoc Théi da tan tinh chi

bao gitip d& em hoan thanh do an nay
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