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LOI CAM ON

Trudce hét, em xin bay to 1ong biét on sau sic t6i thdy huéng din PGS.TS Trinh
Nhat Tién, truong Pai Hoc Cong Nghé, Pai hoc QG Ha Noi. Trong qué trinh nghién
ctru dé tai, thdy di tan tinh gitip do, cung cap day du tai liéu va giai dap nhiing thic
mic cua em lién quan dén dé tai. Tao diéu kién tt nhat dé em thuc hién va hoan thanh

do an tot nghi€p cuia minh.

Em xin gui 1061 cdm on t6i ban 1anh dao truong Pai Hoc Dan Lap Hai Phong,
nhitng nguoi da tao diéu kién thuan loi vé& co s& vat chét, trang thiét bi ,..t6t nhét, tao
diéu kién cho ching em c6 mdi truong hoc tap tot, c6 diéu kién tiép thu nhiing cong

ngh¢, khoa hoc k¥ thuat mai.

Em xin chan thanh cam on céc thay ¢b gido truong Pai Hoc Dan Lap Hai Phong
néi chung, cac thdy co gido trong khoa Cong Nghé Thong Tin, truong Pai Hoc Dan
Lap Hai Phong. Nhitng ngudi thay, nguoi c6 di tan tinh giang day va truyén dat cho
em nhing kién thirc, kinh nghiém quy bau trong sudt qua trinh hoc tap, rén luyén tai

truong Pai Hoc Dan Lap Hai Phong.
Cubi ciing em xin gtri 10i cam on t6i gia dinh, ban bé da dong vién, gitp dd, tao
moi diéu kién thuan loi cho em trong thoi gian nghién ctru va hoan thanh dd an tét

nghiép ctia minh.



CAC KY HIEU VIET TAT

ARP

Address Resolution Protocol

Giao thtrc phan giai dia

chi
DoS Denied of Service Tén cong tir chdi dich vu
Distributed Denied of Tén cong tr chdi dich vu
DDoS . A s
Service phén tan
VPN Virtual Private Network Mang riéng ao
IPSec Internet Protocol Security Giao thucrigttemet bao
SSL Secure Sockets Layer Lép socket bao mat
TLS Transport Layer Security Lép van chuyén bao mat
AD Domain Active Directory Domain Mién thu muc chu
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Chuong 1. TONG QUAN VE AN TOAN THONG TIN
1.1. TIM HIEU AN TOAN THONG TIN
1.1.1. Tai sao can dam bao an toan thdng tin

Sy ra doi cua internet 1a mot thay déi Ion trong cach tiép nhan,trao doi théng tin
cua con nguoi. Thuong mai dién tir ( E-commerce) : giao thong budn ban dién tu, e-

banking:ngin hang di¢n tu.

Nhung tir d6 ciing nay sinh ra nhiéu van dé.Thong tin cé thé bi danh cap, lam
sai léch, trao d6i.... gdy ra khong it tac hai. Pidu ndy anh huong 16n téi cac cong ty,

tap doan, an ninh qudc gia

Trong béi canh d6 van dé an toan thong tin (ATTT) duoc dat ra ngay trong thuc

tién va tiung budc ly luan

Cung véi su phét trién manh mé caa céng nghé thdng tin (CNTT), ATTT d3 trd

thanh mot mon khoa hoc thyc thu.
1.1.2. Khéi niém vé an toan thong tin
1.1.2.1.Khai ni¢gm

An toan thong tin (ATTT) c6 nghia 14 thong tin dwoc bao vé, cac hé théng va
nhitng dich vu ¢ kha nang chdng lai nhitng tai hoa, 15i va su tac dong khong mong

doi, cac tac dong dén d6 an toan caa hé théng 1a nho nhat.



1.1.2.2.Pdc diém ciia hé thong khong an toan
Hé thdng c6 mét trong nhirng dia diém sau 1a khong an toan

- Céc théng tin dir liéu trong hé thdng bi nguoi khong duoc quyén truy cap tim

cach lay va st dung (théng tin bi ro ri)

- Céc thdng tin trong hé théng bi thay thé hoac stra d6i 1am sai Iéch noi dung

(thdng tin bi xao tron)

Thong tin chi c6 gia tri khi dam bao tinh chinh xac va kip thoi. Quan ly an toan
Va rui ro gan chat véi quan ly chat luong. Khi danh gia ATTT can dua trén sy phan
tich rai ro, ting su an toan bang cach giam thiéu rai ro. Panh gia can phu hop véi dac

tinh, cau trdc, quéa trinh kiém tra chat luong va cac yéu cau ATTT.



1.2. VAN PE AN TOAN THONG TIN

Khi nhu cau trao d6i thdng tin ngay cang Ion, su phét trién caa nganh céng nghé
thong tin dé nang cao chat lwong va luu lugng théng tin thi cac quan niém y tuong va
bién phap bao vé an toan thong tin ciing duoc ddi mai. Bao vé thdng tin 1a mot van dé

I6m, c6 lien quan dén nhiéu linh vuc.
1.2.1. Phwong phap bao vé thong tin
Céc phuong phap bao vé thong tin c6 thé gop vao 3 nhdm sau:
- Bao vé thong tin bang cac phwong phap hanh chinh
- Bao vé thong tin bang cac phuong phap k¥ thuat (phan cing)
- Bao vé thong tin bang cic phuong phap thuit toan (phan mém)

Ba nhom trén cd thé két hop véi nhau hoic trién khai doc 1ap.Hién nay moi
truong bao vé phic tap nhat va ciing dé bj tan cong nhét 1a méi trudng mang va truyén

tin. Bién phéap hiéu qua nhat va kinh té nhat hién nay 1a bién phap thuat toan.
1.2.2. N¢i dung an toan thong tin
1.2.2.1. Muc tiéu ciza an toan thong tin
An toan thong tin dam bao c4c yéu cau sau:
1/. Bao dam bi mat (Bao mat)
Bao dam thong tin khong duogc tiét 16 cho nguoi khong c6 tham quyén
2/. Bao dam toan ven

Ngin chin hay han ché viéc bo sung, loai bo, hay sira dbi théng tin ma khong
duoc phép



3/. Bao dam xac thuc (chirng thuc)

Xéc thuc doi tac (bai toan nhan dang): Xac thuc ding thuc thé can két ni, giao
dich

Xéc thyc thong tin trao d6i: Xac thuc dung thuc thé ¢ trach nhiém vé noi dung

thong tin (Xac thuc ngudn géc théng tin)
4/. Bao dam sin sang
Théng tin lubn sin sang cho ngudi dung hop phéap
1.2.2.2. An toan thdng tin
1/. N§i dung chinh
* An toan may tinh
La su bao vé thdng tin ¢ dinh trong may tinh (Static Informations)
La khoa hoc vé dam bao ATTT trong may tinh
*An toan truyeén tin

La su bao vé thong tin trén duong truyén tin , tir hé thong nay qua hé théng
khac.

La khoa hoc vé sy dam bao thong tin trén dudng truyén tin
2/. H¢ qua tir ndi dung chinh
Dé bao vé thong tin trén may tinh hozc trén dudng truyén tin , can nghién ctu:
An toan dir liéu
An toan CSDL

An toan hé diéu hanh

An toan mang may tinh



1.2.2.3. Hanh vi vi phgm théng tin

DPé dam bao ATTT trén duong truyén hodc thong tin ¢ dinh, can phai luong
trudc hoac du doan trude dugc cdc kha nang khong an toan, cac kha nang xam pham,
cac sy ¢b c6 thé xay ra trong qué trinh truyén tin. Xéac dinh cac chinh xac cac nguy co

thi cang quyét dinh duoc tét cac giai phap dé giam thiéu thiét hai.
Céc hanh vi d6 bao goém:
Vi pham thu dong:

Nhim muc dich nim bt duoc théng tin. Viéc 1am dé co khi khong biét dugc
noi dung cu thé nhung c6 thé do ra duwoc ngudi nhan, nguoi gii nho thong tin diéu
khién giao thtrc chtra trong phan dau cac gdi tin. Ké xam nhap c6 thé biét dugc sé
luong, do dai, tin suat trao d6i.Vi vay vi pham thu dong khéng lam sai léch hoac hay
hoai noi dung dugc trao ddi. Vi pham thu dong thuong kho phat hién nhung c6 thé co

nhirng bién phap ngan chan hi¢u qua.
Vi pham chu dong:

La dang vi pham c6 thé 1am thay doi, hiy hoai , x6a bo, lam tré, sip xép lai thu
tu hodc 1am lap lai cac goi tin trong thoi diém do6 hodc sau d6 mot thoi gian.Ciing co
thé thém vao mat s6 théng tin ngoai lai dé 1am sai léch noi dung thong tin trao doi. Vi

pham cha dong dén phat hién nhung kho khin dé ngan chan hau qua.

Thuce té 1a khdng c6 mot bién phép bao vé théng tin nao 1a an toan tuyét ddi.
Mot hé théng dugc bao vé chic chin dén dau ciing khong thé dam bao 1a an toan tuyét
doi.



1.2.3. Céc chién lwrgc bio vé hé théng thong tin
1.2.3.1. Gidi hgn quyén hgn téi thiéu

Py 1a chién luge co ban nhit. Theo nguyén tic nay, bat ky mot déi twong nao
(ngudi quan tri mang, ngudi ding...) ciing chi ¢d quyén han nhat dinh ( da ding cho
cdng viéc cua minh) ddi véi tai nguyén hé théng. Khi xam nhap vao hé thong, ddi

tugng do6 chi dugc sir dung mot s6 quyén han nhét dinh.
1.2.3.2. Bdo vé theo chiéu sau

Nguyén tic nay nhiac nha: Khong nén dua vao mot co ché an toan nao di cho
chdng rat manh, nén tao ra nhiéu co ché an toan dé hd trg 1an nhau. Cuy thé 1a tao lap

nhiéu 1ép bao vé cho hé thong.
1.2.3.3. Nt that

Tao ra mot “cira khau” hep va chi cho phép thong tin di vao hé théng ciia minh
bang duy nhat “ctra khau” nay, sau d6 phai té chiic mot co cau kiém soat va diéu khién

théng tin qua ctra nay.
1.2.3.4. Piém yéu nhat

Ké pha hoai thuong tim diém yéu nhat cua hé thong dé tan cong, do dé ta can

phai gia c6 cac diém yéu cua hé thong.
“Piém yéu tir md hinh:

La cac nguy co tiém an cua hé théng do thiét ké. Thong thuong, trén mé hinh
cai gi quan trong nhat ( néu bi tan céng c6 thé bi anh hudng dén ca hé théng) ciing la

diém yéu nhat, do day 13 muc tiéu chinh caa ké tin cong.
*Xac dinh cac dich vu cé nguy co:

FTP, SMTP, POP3, WWW.....



“Piém yéu trong yéu td con ngudi:

La cac yéu kém trong quy dinh, ning lyc, nhan thic cua con nguoi ( nha quan

Ii, quan tri vién, 1ap trinh vién, nguoi dung)
1.2.3.5. Tinh da dang bdo vé

Can phai sir dung nhiéu bién phap bao vé khac nhau cho hé théng khac nhau.
Néu khong, ké tin cong vao dugc mot hé thng, thi ching ciing d& dang tan cong vao

cac hé théng khéc.
1.2.4. Mt s6 giai phap chung bao dam an toan thong tin
1.2.4.1. Chinh sach

- Chinh séach bao vé : 12 tap hop cac quy tac 4p dung cho moi ddi twong c6 tham

gia quan ly va sir dung cac tai nguyén va dich vu mang.

- Muc tiéu cta céc chinh séch bao vé giup ngudi dung biét dugc trach nhiém
cua minh trong viéc bao vé cac tai nguyén thong tin trén mang, dong thoi gilp nha
quan tri thiét 1ap cac bién phap bao dam hitu hiéu trong qua trinh trang bi , cau hinh

kiém soét hoat dong caa hé thong va mang.

- Mét chinh sach bao vé duoc coi la tét khi n6 bao gom cac van ban phép quy,
kém theo cac cong cu bao mat hiru hiéu va nhanh chong giap ngudi quan tri phat hién,

ngan chan cac truy nhap trai phép.
1.2.4.2. C4c gidi phap

Tap hop cac bién phap nham dam bao an toan thong tin.



1.2.4.3. Cbng nghé

La quy trinh k¥ thuat dé thuc hién giai phap dam bao an toan thdng tin. Nang
cap phan cung, giam thiéu cac diém yéu do phan cang yéu kém. Cap nhat cac phién
ban phan mém méi da duoc xu Iy phan nao cac diém yéu cuaa phién ban truée d6 cua

no.
1.2.4.4. Con ngwoi

Pé dam bao an toan hé thong, co so ha ting cong nghé théng tin can phai chu
trong dén van dé con ngudi, chinh séch va quy trinh bao vé. Con ngudi va quy trinh la

C4C yéu t6 dong vai tro cuc Ky quan trong trong viéc bao vé thong tin.

Can phai ¢6 su can ddi giita yéu t6 con nguoi, chinh sach, quy trinh va céng
nghé trong viéc quan ly bao vé nham giam thiéu cac nguy co nay sinh trong moi

treong kinh doanh sé6 mét cach hiéu qua nhat.
1.2.5. N§i dung @ng dung vé an toan thong tin
- Phuc vu an ninh quéc phong : tham mé, loc tin, bat trom. ...
- Phuc vu céc hoat dong x& hoi : bau ctr, bo phiéu tir xa, tham do tir xa,. ..

- Phyc vu cac hoat dong hanh chinh : Chinh quyén “dién tir”, chimg minh thu
dién t, gidy phép dién tir, giri cong vin, quyét dinh ... tir Xa trén mang may tinh céng
khai.

- Phuc vu cé4c hoat dong kinh té: thuong mai dién tu,. ..

Quang ba thuong hiéu , ban hang truc tuyén.

Thoa thuan hop dong, dau gia, thanh toan trén mang may tinh cong khai.

Thé tin dung dién tir, thé r(t tién dién to, vi dién tir, Sec dién ti,. ..

- Phuc vu céc hoat dong gido duc, dao tao: Guri dé thi, bai thi qua mang may
tinh cong khai, dao tao tir xa ( E-learning),...

- Bao vé thong tin s hoa: thong tin trén bd nhé hay trén dudng truyén



1.3. KHAI NIEM “LO HONG”

“Ld héng” la cac diém yéu c6 thé tao ra su ngung tré¢ cac dich vu trén hé théng
thong tin, hay nguy hiém hon né ciing 1a “cira” vao, ra cua hé thong cua hacker. Lo
hong c6 thé ton tai trong cac dich vu mang, cac hé diéu hanh, cac phan mém tmg dung,
Mire d6 nguy hiém cua cac 16 hong nay dugc gidi cong nghé chia 1am 3 loai.

1.4. LO HONG CHIA THEO MUC PQ NGUY HIEM
1.4.1. L3 héng loai C

L6 hong loai C c6 thé chi gy ra thiét hai & muac trung binh, 1am gian doan hé
théng, ngung tré cac dich vu.

Vi du: tAn cong DOS lam ngung tr¢ dich vu,...

1.4.2. L5 hong loai B

Ld hong loai B cho phép hacker ¢6 thé xdm nhdp vao hé thdng ma khong yéu
cau kiém tra tinh hop 18. Loai 16 hong nay thudng xay ra trong cac tmg dung cua hé
théng. Dan t6i mat mat hodc dé 16 thong tin dugc bao vé
1.4.3. L6 hong loai A

Pay 1a loai 16 hong c¢6 mirc nguy hiém cao nhét. Loai 16 hong nay cho phép
hacker mét khi da xdm nhédp vao hé théng, c6 quyén han nhét dinh, cung chia sé tai
nguyén v6i ngudi dung chinh théng ma con ¢6 thé nang cao chiém quyén diéu khién
hé théng.

Nhitng 16 hong nay co thé ¢ nhiéu kha nang xuét phat tir 16 hong trong CSDL,

16 hong trong c4u hinh hé thong, c4u hinh trong cac chinh sach bao mat.....



1.5. LO HONG THEO CHUC NANG , NHIEM VU
1.5.1. L3 héng trong thuit toan
1/. Léi tran ving dém:

La co hoi dé phuong thirc tan cong sau (Worm) trén mang internet phat trién.
Ving dém luu chudi ki ty nhap vao theo quy dinh 1a 512 byte. Diéu dang tiéc 1a no lai
quén khong kiém tra dir liéu vao cé thuc su nhé hon hodc bang 512 byte hay khdng?
Két qua 1a hién twong tran dir liéu xay ra khi dir liéu dau vao 16n 512 byte.

Phan dif liéu du thira kich hoat mdt kich ban khac (script). Script nay thuc hién
loc t&i mot host khac. K ét qua dan dén hinh thanh sau trén mang.

2/. Chwong trinh quét (Scanner)

Scanner 1a mot chuong trinh ty dong ra soat va phat hién nhitng diém yéu vé
bao mat trén mot tram cuc bd hay trén mot tram & xa. Véi chirc nang nay, mot ké pha
hoai str dung chuong trinh Scanner ¢6 thé phat hién ra nhimng 16 hong bao mat trén mot
server 0 xa.

3/. Co ché hoat dong ciia Scanner

Céc chuong trinh Scanner thudng st dung mot co ché chung 14 ra soat va phat
hién nhirg céng TCP/UDP dugc st dung trén mot hé théng can tin cong, tir d6 phat
hién nhiing dich vu dugc st dung trén hé théng. Sau d6 chuong trinh Scanner ghi lai
nhimg dap tng trén hé thdng & xa tuong (mg véi cac dich vu ma n6 phat hién ra. Dua
vao nhitng thong tin nay ma keé tan cong c6 thé tim ra nhimg diém yéu trén hé thong.

Nhitng yéu té dé chuong trinh quét c6 thé hoat dong 1a :

- Yéu ciu vé thiét bi va hé théng : Mot chuong trinh Scanner c6 thé hoat dong
dugc néu méi truong d6 hd trg TCP/IP.

- Heé théng phai két ndi vao mang internet.

Pé xay dung mot chuong trinh Scanner, ké pha hoai can c¢6 kién thtc sau vé
TCP/IP , ciing nhu kién thirc 14p trinh C va mot sé ngdn ngir 1ap trinh c6 ciu truc.
Ngoai ra ngudi st dung (nguoi 14p trinh) can c6 hiéu biét vé phuong thirc hoat dong

cua cac ung dung Server/Client.



4/. Anh hwéng ciia chwong trinh Scanner dén viéc bao mit mang

Chuong trinh Scanner ¢6 vai trd quan trong trong hé théng bao mat. Vi chiing
c¢6 kha nang phat hién ra nhitng diém yéu kém trén hé thong mang. Dbi véi nguoi quan
tri mang nhiing thong tin nay rat hiru ich va can thiét, d6i v6i nhitng ké phé hoai thong
tin nay hét strc nguy hiém

5/. Cong nghé Java trong bao vé thong tin

Ngon ngit 14p trinh Java duge Sun Microsystem xdy dung va phat trién. Hién
nay cé rat nhiéu trang web dong phat trién dya trén ngén ngir java. Céac trinh duyét
web pho bién hién nay déu hd trg java (IE, Firefox,..). Mot trong sé nhitng diém manh
ctia java 1a hd trg bao mat rét cao. Tuy nhién van c6 mot s6 16 héng van dugc phat hién
do la:

Cho phép cac tan cong DOS: véi cac applet (img dung ki sinh) c6 16i dan dén
tinh trang chiém nhiéu tai nguyén hé thong nhu sir dung CPU, 6 dia,.....

Mot s applet cho phép két ndi t6i cac dia chi tuy y ma nguoi ding khong kiém
soat dugce. Mot sb trang web ¢d tinh dua ra cc applet c6 nhitng doan mi ngudn cho
phép cac may khach sau khi tai vé may tram thuc hién két ndi t6i mot host bét ky nao
trén mang.

6/. Mot s6 16 hong javascipts:

Javascipts 1a mdt ngon ngir kich ban, lam viéc & phia client, dugc phat trién boi
Netscape. Hién nay viéc st dung javascipts hét strc pho bién, trong hau hét cac trang
web déu c6 cac doan ma javascipts. Khong gidng cac 16 hong bao mat trong Java, cac
16 hong bao mat trong javascripts thuong lién quan dén cac thong tin ca nhan cla
nguoi dung.

Piéu d6 dugc thé hién & cac 16 héng sau.

- C6 thé str dung javascripts dé doc noi dung céc file trén may tram khi ding IE

- Kha nang giam sat cac phién nguoi dung: C6 thé st dung cic doan ma
javascripts dé doc thong tin vé trang web ngudi ding di diang nhap trong mot phién
lam viéc, rdi chuyén nhiing thong tin d6 t6i dia chi email, vi javascripts c6 thé mé cira
s6 dudi dang khong nhin thiy, nén ngudi dung khong nhén biét duge cac doan chuong
trinh javascripts dang thuc thi trén hé théng cua minh.



1.5.2. L6 hong trong irng dung:
1/. Tap tin (file) host.equiv
Néu ngudi ding dugc xac dinh trong file host.equiv ciing voi dia chi may cua
nguoi dé, thi ho dugce phép truy nhap tir xa vao hé thdng da khai bao. Tuy nhién c¢o
mot 18 hong khi thuc hién chtc nang nay 1a né cho phép ngudi truy nhap tir xa co
quyén vé6i bt ci ngudi nao trén hé thong.
Vi du : Néu trén may A c6 mdt file etc/host.equiv c6 dinh danh B la Mai, thi
Mai trén B ¢6 thé truy nhdp vao hé thong A va cé quyén cia bat cir ngudi nao khac
trén A. Dy 1a 16i cua thu tuc roserok() trong thu vién khi 1ap trinh.
2/. Thw muc var/mail
Néu thu muc var/mail duoc thiét 1ap véi quyén dugce ghi (Wirteable) ddi véi
moi nguoi trén hé thdng, thi bat cir ai cling c¢6 thé tao tép tin trén thu muc nay. Sau khi
tao mot tap tin lién két v6i tén 1a tén mot ngudi da co trén hé théng, két ndi toi mot tap
tin trén hé thng, thi cac thu téi ngudi ding cé tén tring vai tén tép lién két s& duoc
gan trong tép ma no lién két toi.
Vi du: Mot ngudi ding tao lién két tir «../var/mail/root” t6i «...etc/passwd”, sau
d6 giri mail bang tén mot ngudi mai toi root thi tén ngudi ding méi nay sé& duge gan
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vao trong t&p “.../etc/passwd”. Do vay thu muc “.../var/mail” khong bao gio dugc
thiét 1ap voi quyén co quyén viét.
3/. Chitc ning proxy (Uy nhiém ) ciia FTPd

Chtrc nang ty nhiém ctia FTPd cho phép ngudi ding c6 thé truyén tép tin tir
mot FTPd nay t6i mot FTPd server khac. Sir dung chirc ning nay co thé bo qua cac xac
thuc dia chi IP.

Nguyén nhan 12 ngudi ding ¢ thé yéu cau mét file trén FTP server gii mot tép
tin t6i bat ky dia chi nao. Nén ngudi dung co thé yéu cdu FTP server d6 guri mot tép
tin gdm cac 1énh PORT va PASV t6i cac server dang nghe trén cac cong TCP trén mot
host bay ky nao. Két qua 1a mot trong cac host d6 ¢6 FTP server chay va tin ciy ngudi

dung do, bé qua xac thuc dia chi IP.



1.5.3. L hong trong giao thirc
1/. Van d@é can nghién ciru

Trén mang Internet, da sd cic nguy co an ninh xuét hién do phan mém c6 16i,
khdng thuc hién theo diing chuan TCP/IP. Nhiing ciing ¢6 mot sd diém yéu nim ¢ mirc
giao thure, tire 1 hé thdng bi tén thuong khi cac phan mém van chay dung theo chuin
do IETF dé ra. Vi du 1a giao thirc ARP, n6 ¢6 18 hong an ninh.

Trong khi IETF chwa ban hanh giao thirc méi c6 kha nang loai bo diém yéu
trén, thi cac nha cung cip riéng 1é dua nhau dua ra cach riéng cia minh dé han ché céac
nguy co an ninh. Diéu nay tao ra tinh trang hdn loan. Vén cac chuan duge dit ra dé cac
thiét bi c6 thé lién lac voi nhau dé dang, thi nay cac hing san xuat khac nhau dang sa
vao con duong tu y thay doi chuan dé giai quyét cac van dé trude mit.

Néu hién tuong nay kéo dai, sy twong thich cta Internet s& dan d vd. Co 2 cach
giai quyét chinh :

Cach 1 : La xay dung méi cac giao thirc mang khong con 16 hdng, ¢ thé khong
tuong thich véi cac chuan hién co.

Céch 2 : Cai tién gia thire cii dé “bit ” cac “18 hong”, nhung van tuong thirc véi

cac chudn hién cua Internet.
2/. Giao thirc phan giai dia chi ARP

Giao thuac phan giai dia chi ARP (ARP- Address Resolution Protocol) 1a giao
thirc don gian. Diing ARP phan giai dia chi ting mang thanh dia chi ting lién két dir
liéu. Trong thuc té, nguoi ta thuong ding dé chuyén dbi dia chi IP sang dia chi

Ethernet.



3/. Nguy co an ninh ciia ARP

ARP khong cung cap co ché dé cac thiét bi phan biét cac géi tin gia mao, vi thé
ky thuat ARP spoofing- Lira gat (hay ARP poisoning- dau doc) cho phép ké tan cong
lira nan nhan giri cac goi tin IP dén mot noi ma ké tin coéng chon trude, thuong 1a dén

chinh vi tri ma ké tin cong dang chd doi.

Khi cac goi tin dén, ké tdn cong toan quyén xir 1y, tir doc 1én duogc thay doi noi

dung cua dir liéu, hodc don gian hon la vut bo goi tin, lam cho mang khong hoat dong.

Minh hoa tinh hudng trén :

Trén thuc té, khi nit mang A nao do6 can két ndi v6i nut mang B, thi n6 phai biét
rd dia chi vat Iy cua nat mang B. Dé 1am viéc nay da c6 giao thirc phan giai dia chi
ARP, né thuc hién mot anh xa gitra dia chi logic (dia chi IP) va dia chi vat ly (dia chi
MAC) bén trong cac doan mang.

Giao thtrc nhu sau:

Miéy A gui yéu cau két ndi chira dia chi IP cua may can tim, téi tat ca cac dia
chi trong mang cuc b, chi c6 mdt may tram B nhan ra dia chi cia minh, n6 guti dia chi

MAC cua n6 cho may A.
Tuy vay c6 thé phat sinh tinh hudng;

Khi may A giri yéu cau két ndi c6 chia dia chi IP ciia may can tim, may B ¢6
dia chi IP nhu vay nhung bi 16i . Nhan co hdi nay may C nao d6 gia mao may B, giri
dia chi MAC ctia n6 cho may A. Mot két ndi giita may A va may C hinh thanh , nhung

A van dinh ninh réng minh dang két ndi véi B. Vi vay, ¢b thé dan dén 1am 16 thong tin.



1.5.4. Mét s6 vi du “Ld héng” cu thé
1.5.4.1. Lé hong trong hé diéu hanh
1/. Hé thong cau hinh khéng an toan

CAu hinh khong an toan 1a mot 186 hong bao mat cia hé théng. Cac 16 hong dugc
tao ra do cac tmg dung ¢ cac thiét 1ap khong an toan hodc ngudi quan tri hé thong cau
hinh khong an toan. Chang han nhu cdu hinh may chu web cho phép ai ciing c6 quyén
duyét qua hé théng thu muc. Viée thiét 1ap nhu trén co thé 1am 10 cac thong tin nhay

cam nhu ma ngudn, mat khau hay thong tin ctia khach hang.

Neéu quan tri h¢ thong cau hinh khong an toan s€ rat nguy hiém vi néu ngudi tan
cong duyét qua cac t€p mat khau thi ho cé thé tai vé va giai ma ra , khi d6 ho cé thé

lam nhiéu thir trén hé thong.
2/. L§ hong mat khiu co ban

Théng thuong, hé théng khi mai cdu hinh thi tén ngudi ding va mat khau mic
dinh. Sau khi cAu hinh hé théng mdt sb admin van khong ddi lai mot sb cac thiét 1ap
mic dinh nay. Day 1a 18 hong giup ké tin cong c6 thé tham nhép vao hé thong mot
cach hop phap . Khi da dang nhap vao , hacker c6 thé tao thém user , cai backdoor cho

lan viéng tham sau.
1.5.4.2. Lé hong trong phin mém irng dung
1/. Chit quan (16i do ngwoi viét phain mém)

Do ngudi 1ap trinh, ngudi thiét ké, quan 1y cua chinh phdn mém c6 thé vi ly do ,
muc dich nao do bi tiét 16 bi mat. Piéu nay 1a v6 cing nguy hiém do hacker nim duoc

thiét ké cuia phan mém s& dé dang tin cong hé thong.



2/. Khach quan (tir ngwoi sir dung)

Nguoi dung vo y dé cho ngudi khac sir dung may tinh ctia minh, dé 16 mat

khau.

Vi du : Khi nguoi ding dang ding may ma c6 viée di ra ngoai khong tit may,

dong tmg dung. Ké tin cong c6 thé loi dung so hd nay dé tin cong vao hé thng,
1.5.4.3. Lé hong trong hé thong mang
1/. Nghe 1én dwong truyén, do, doan

Céac hé théng truyén dat thong tin qua mang khong chic chin, loi dung diéu
nay, hacker c6 thé truy cap cac dudng dan dén dir liéu (data paths) dé nghe trom hoic

doc trodm luéng dir licu truyén qua.

Hacker nghe trdm su truyén dat thong tin, dir liéu s& dugc chuyén dén chuong
trinh nghe trdm (sniffing) hoac rinh mo (snooping ). N6 s€ thu thap nhitng thong tin
quy gia vé hé thong nhu mot goi (packet) chira mat khau va tén ngudi ding ctia mot ai
dé. Céac chuong trinh nghe trdm con dugc goi la céc sniffing. Cac sniffing nay co
nhiém vu ling nghe cdc cong ciia mot hé théng ma hacker mudn nghe trom. N6 thu

thap dit liéu trén cac cong nay va truyén vé cho hacker.
2/. Thiét ké yéu kém
La viéc ¢6 nhiéu hon mot con duong dé vao hé théng (bi m& céng hau)...

Khi thiét ké mot mang (LAN,WAN) ngudi thiét ké khong xac dinh dugc hét cac
cong vao hé théng. Khi quan tri , ngudi quan tri chi biét tinh dén cac cong chinh vao hé
théng, x4y dung cac bao vé hé théng. Ké tin cong s& rat kho tin cong bang nhing cong
nay. Nhung néu ké tin cong tim ra con duong khac xdm nhép vao hé thong thi s& mat

an toan do nhitng dudng nay khong duoc ngudi quan tri biét dén va bao vé.



3/. L&i phat sinh do thiét bi

Cac 13i treo thiét bi, tran bd dém, nghén mang, khong c6 kha ning cung cip

dich vu...

Mot 16 hong vat Iy ctia may tinh s& hoan toan bi khai thac ngay ca khi phuong
phap nhan dang phtc tap nhit, phuong phap ma hoéa bao mat nhat. Mot chuong trinh
theo ddi cac thao tac trén ban phim (key logger), ca phin mém 14n phan cimg déu duoc
cai dat. Khdéa PGP — Pretty Good Privacy (tién ich ma hoéa va chit ki dién tir) bi mat
ctia ban sé& bj 16, do d6 moi dir liéu ma hoa va tai khoan b ton hai. Bat chip mat khau
dai va bao mat dén dau thi 16 hong bao mat vat ly 1a mot trong nhitng trudng hop nguy

hiém nhét.
4/. Cac 16i chwa biét (Zero-Day)

La cac 16 hong ma tai thoi diém hién tai chua boc 16 ra (chua duoc biét dén).
Pay 1a 16 hong rat nguy hiém do ca nguoi 14p trinh, ngudi quan ly, nguoi dung déu

chua biét dén ma phong tranh trude.
Vi du : Khai thac 16 héng Zero - Day tir trinh duyét Safari

Mot 16 hong an ninh bao mat thugc hang nghiém trong trong trinh duyét Safari

ctia Apple.Cac phién ban cii hon déu bi anh hudng.

Néu nguoi dung vo tinh dang nhap vao cac trang web c6 chtra cac cong cu doc
hai dé khai thac 16 héng danh cho Windows cua Safari, ngay 14p tirc cac doan ma doc
s€ tu dong tai vé hé théng voi sb lugng vo cung 16n, s€ khién cho trinh duyét hoat dong
i ach, treo...Nguoi st dung Safari nén tranh truy cap vao cac duong dan bat thuong dé

giam thicu rui ro.



1.5.4.4. Lé héng trong Co sé di liéu (Database)
1/. Khai niém co sé dir liéu

CSDL 1a mét tap hop thong tin ¢ cdu tric. Nhung trong CNTT CSDL dugc
hiéu rd hon dudi dang mot tap hop lién két dir liéu, thuong du 16n dé Iuu trén mot thiét
bi luu trit dit liéu nhu bang dia. Dir liéu nay dugc duy tri dudi dang mdt tap hop cac

tap tin trong hé¢ diéu hanh hay dugc luu trir trong hé quan tri co s¢ dir licu.

Co s dit liéu 1a noi luu trit thong tin, gia tri quan trong cta co quan, to chirc ca
nhan,.. Nén CSDL 12 miéng moi hap dan cta ké tan cong. Khi CSDL nhiéu va duoc
quan 1i tap trung. Kha nang rai ro mat dit lidu rt cao. Cac nguyén nhan chinh 1a mét
dién dot ngot hoac hong thiét bi luu trix, 15i truc tiép trong ph?ln mém luu trir (tiém an

cac 16 hong bao mat)
2/. Cac nguy co dbi voi an toan dir liéu

- Mat dix liéu do hu hong vat ly:
+ Céc su ¢ do hu hong cac thiét bi luu trit
+ Mang bi hu hong do thién tai, hoa hoan
+ Hu hong do su ¢6 nguén dién

- Mat dit liéu do hu hong hé thong diéu hanh.

- Dit liéu bi stra d6i mot cach bat hop phap tham chi bi danh cap

Hacker c6 thé dung nhiing cong cu hack c6 sin trén mang hoic cac Trojan dé
dot kich vao hé théng, lay cap mat khau Admin dé c6 quyén tuyét doi stra doi, lam

hong dir liéu quan trong.

Vi du trong phan mém quan 1i dit liéu SQL server



SQL Server 7.0 va 2000 di ton tai c4c 16i tran bo dém. Diém yéu nay cho phép
ké tin cdng thuc hién cac doan ma nguy hiém trén hé théng cua nan nhan bang céch
khai thac 16i tran bo dém. Loi nay lién quan téi cac quy trinh Iuu trit mé rong extended
stored procedure do Microsoft thiét ké sin, ma dwoc sir dung dé gitp SQL Server thuc
hién cac thao tac thong thudng. Mot sé quy trinh luu trit mé rong dugc cai dat bai SQL
Server 7.0 va 2000 ton tai cac 13i tran bo bd dém co thé cho phép tin tic khai thac bang
cach goi mot trong nhirng chirc nang bi anh huong trong co so dit liéu (database) hoac
tao y&u cau truy van duoc thiét ké dic biét. Qua do, tin tic c6 thé 1am 15i may cha
hoic chay cac doan ma nguy hiém. Ldi tran bo dém ciing duoc phat hién trong dong co
Microsoft Jet DataBase dung dé xu Iy céac file Access.“Ld hong” nay duoc danh gia 1a

16i ¢6 murc tac hai trung binh.



Chuwong 2. MOT SO DANG TAN CONG VAO HE THONG TIN

2.1. TAN CONG HE THONG THONG TIN
2.1.1. P6i twong tin cong

Déi tuong tin cdng mang (Intruder): La ca nhan hoic td chic st dung céc
cong cu pha hoai nhu phan mém hoic phan cimg dé do tim cac diém yéu, 15 hong bao
mat trén hé thdng, thuc hién cac hoat dong x&m nhap va chiém doat tai nguyén trai
phep.

Mot sé ddi tuong tan cong mang:

- Hacker: La ké xam nhap vao mang trai phép bang cach str dung céc cong
cu pha mat khau hozc khai thac cac diém yéu cua thanh phan truy nhap trén hé thong.

- Masquerader (Ké gia mao): La ké gia mao thong tin trén mang. Mot sb hinh
thirc gid mao nhu gia mao dia chi IP, tén mién, dinh danh ngudi dung.

- Eavesdropper (Nguoi nghe trom): La ké nghe trom thong tin trén mang, st
dung cac cong cu nghe Ién (sniffer), sau d6 dung cac cong cu phan tich va ga rdi dé lay
cac théng tin co gia tri.

2.1.2. Mt s6 hinh thirc tin cong thong tin

C6 thé tan cong theo cac hinh thic sau:

- Dya vao nhitng 16 hong bao mat trén mang: nhitng 16 hong nay c6 thé 1a cac
diém yéu cua dich vu ma hé thdng cung cap. Vi du ké tan cong loi dung cac diém yéu
trong céc dich vu mail, ftp, web... d& xam nhap va phé hoai.

- Sir dung cac cdng cu dé pha hoai: vi du sir dung cac chuong trinh pha khoa
mat khau dé truy nhap bat hop phap vao mot s6 chuong trinh.

Ngoai ra, ké tan cdng mang ciing c6 thé két hop 2 hinh thirc trén dé dat muc
dich.



2.1.3. Cac mirc 39 nguy hiém dén hé thong thong tin

Cac mutrc d6 nguy hai téi hé thong twong wng véi cac hinh thic tin cong khéc

nhau:
Nguot dung
Bom tir;xa co
don gian > 1 quyén Root
- 2
Tir choi Ngudi dung
dich vu 3 fir xa tao
thém dac
4 quyén
A 5
Truy cép i Z
trai phép 6
bang tai Nguoi dung
khoan nguoi tir xa co thé
dung cuc b doc cac file
dac quyén
Ngudi diung
cuc bd co > + Ngudi dl‘mg
thé tao thém tir xa co thé
cdc file dang nhap
khong nén trai phép
Céc mirc d6 nguy hai téi hé thong

Hinh 2.1Céac muc do nguy hiém dén hé thong thong tin

Mtc 1: Tan cong vao mét sé dich vu mang: Web, Email dan dén céc nguy co
16 cac thong tin vé cau hinh mang. Céc hinh thtc tan cong & mac nay c6 thé dung DoS
hoac Spam mail.

Muc 2: Ké phéa hoai dung tai khoan cua ngudi ding hop phap dé chiém doat
tai nguyén hé théng (dwa vao cac phuong thirc tin céng nhu bé khoa, danh cip mat
khau...). Ké phé hoai c6 thé thay d6i quyén truy nhap théng qua céc 16 hong bao mat
doc cac thong tin trong tap tin lién quan dén hé théng nhu “/etc/passwd” (Linux) va
SAM file (Windows).

Muc 3 dén mic 5: Ké pha hoai khdng st dung quyén cua nguoi dung thdng
thuong, ma ¢ thém maot s quyén cao hon véi hé thong nhu quyén kich hoat mét sb
dich vu, xem xét cac thong tin khéc trén hé thng.

Muc 6: Ké tin cdng chiém duoc quyén Root hoic Administrator trén hé théng.



2.2. MOT SO Vi DU TAN CONG VAO LO HONG THIEU AN TOAN
2.2.1. T4n cong hé diéu hanh

Hé diéu hanh 1 muc tiéu tin céng pha hoai vo ving 16n. Pay 1a nhung phan
mém phé bién va Ién trong thé gisi may tinh, ddng thoi ciing tiém an nhiéu “16 hong
bao mat”. Khai thac diém yéu dé tin cong vao hé diéu hanh mang lai nhiéu loi ich 16n
lao cho Hacker.

Duéi day, toi xin trinh bay mét vai vi du tin céng hé diéu hanh:

2.2.1.1 .Tin céng password ciia ngwoi ding tai khodin Windows

s &2,

= Switch

/

4

May bi tan cong

May tan cong Cai Windows 2003

Hinh 2.2: T4n cong password

1/. Trén may cuc b0

- Gia sir chling ta khéng biét mat khau cia mot may tinh trong hé thong, nhung
nho nguoi d6 gd mat khau cia ho va cho ta muon may tinh ding tam.Va gio 1a lam
thé nao dé biét dwoc mat khau trén may ta dang dang nhap.

- R4t nhiéu phan mém c6 thé xuat khau (exports) doan ma& hoa caa mat khau ra
thanh mot tép dién hinh 1a PasswordDump, WinPasswordPro.

Gia str str dung WinPasswordPro.
- Bat chuong trinh WinPasswordPro 1én Import Password tir may cuc bo.

- Sau khi nhap mat khau tir tép SAM vao sé duoc:



B Untitled - WinPassword = i =104 x}
Eile Edt Audkt Yiew Jools Language Help
Ut H OUS @el € PR Mm BB ase G
Log: Password { s=] 3x ] ( Pa: rg 1[>-]j
? Guest b d — —
2 SUPPORT_383945a0 77 =
Windowsé/
Password
Welcome to Windows
Password
{c) 199S-2006 LastBit Corp
WEB: hitig LR
E-mail: support®@iaston )
Windows Password home page:
< | al =i e =
f ional 3 item=s, O half-done, 0O recovered
version
Sy Uicensed to: Ingo Schultze |

Hinh 2.3: Giao dién WinPassword

Sau d6 ta xuat danh sach ngudi dung va mat khau da duoc ma hoa ra mot tép
“* txt” va giri vao mail, sau d6 tai may cta minh chung ta ciing dung phan mém nay dé
giai ma nguoc lai.

M¢ file TXT da xuét ra ta c6 dir lieu mat khau da dugc ma hoa.

Sau khi 1y duoc dir liéu nguoi dung - mat khau d3 ma hoa ta g& bo chuong
trinh nay trén may nan nhan dé khoi 16, roi giri tép d6 vao mail dé vé may cua ta giai
mi, day 1a cong doan tn thoi gian. DI véi mat khau dai 10 ky tu mat khoang 1 tiéng.

- Bat chuong trinh WinPasswordPro trén mdy cua ching ta chon File, xuat

tép tin PWDUMP rdi chon dudng dan téi tép tin mat khau dugc ma hoa.

Sau khi Import tir file PWDUMP ta dugc

Nhan vao Start ta s& c6 3 phuong thirc tan cong mat khau

+ Bit ép thd bao (brute force).

+ Tur dién (Dictionary).

+ Bang thdng minh (Smart table).

Chon phuong thtic tn cdng bit ép thd bao:

Poi khoang 15 phut (password khong dat ky tu dic biét, khong sb, khong



hoa va 9 ky tu)
- Két thuc qua trinh ta da giai ma duoc tép mat khau da duoc ma hoa véi:

Tén ngudi ding 1a administrator va mat khau vnexperts:

[ untitied WinPassword ——— IT=TEY
Bo Edt Audt Yiew Tools Language Help : N
O *H O® 28l < b K2sm| W T ntle @
- 4 { Close ] [ win9x] [ PasswordTo J[~-]j
- g e —
T SIPPORT_3S394580 22? -
Windowsé/
Password
Wefcome to Windows
Password
(c) 1090 2000 LastB-t COI’D
WEB:
E-mal: [
w-ndows Password horne page:
< it P o= === _ =i
Professional 3 items, O half-done, 1 recovered
vearsion
Ready Licensed to: Ingo Schultze |~

Hinh 2.4: Két qua giai ma
2/. T4n céng may tinh tir xa
- Khi chung ta dugc ngoi trén may nan nhan dé xuat mat khau (duoc ma hod)
1a don gian, nhung thuc té s& rét it khi thuc hién dugc phuong thirc nay.
- Dung Password Dump, chiing ta s& lay duogc dir lidu da dugc ma hod tr mot
may tur xa.
- O day sir dung PasswordDump Version 6.1.6.
L4y dit liéu ma hod tén nguoi ding va mat khau tir may tinh 192.168.1.156
dung PWDump va day dit liéu do ra file: vnehack.txt tai 6 C\:, ding Iénh Type
xem dir liéu cua file do.
Sau khi ¢ dit liéu, ta lai st dung WinPasswordPro dé giai ma. Va sau khi ta c6
tai khoan nguoi ding 1a quan tri vién va mat khau caa nd, thi viéc 1am gi 1a tuy thudc

vao chuing ta.



2.2.1.2. Tdn cdng hé théng Windows qua |6 héng thiéu an toin

- PAu tién chlng ta phai tim nhiing 16 hong bao mat.

- Khai théc 16 hong d3 tim duoc.

1/. Dung Retina Network Security Scanner 5.1 dé tim 1§ hong trén hé théng

Bat chuong trinh Retina Network Security Scanner.

Tim kiém trong hé thdng mang nhitng may nao dang Online vao phan
Discover.

Dé phat hién ra 16 hdng bao mat sir dung Tab Audit. Nhan Start - Chon Scan
Template 1a ché d6 Complete Scan.Dgi mot 1at thu dugc két qua 1a 16 hong bao mat.
Doc céc thong tin vé 15 hong tim duoc dé tim cach tan cong.

Day 1a phan mém c6 ban quyen.

2/. Str dung Metasploit dé khai thac

Nhitng 16 hong vira dugc Retina phat hién, ching ta sé sir dung Metasploit dé
khai thac chang.
2.2.1.3. Vi du khac

Tin tac tin cong hai 15 hong “nghiém trong” cua Windows. Phién ban hé diéu
hanh duy nhat khong bi anh huong la Windows XP SP3.

Trong thong bao dua ra, symantec cho biét dang ghi nhan dwgc cac dau hiéu
khai thac 16 hong giao dién thiét bi &6 hoa (GDI). Microsoft xép hai 16 hong nay vao
muc “nghiém trong”, c6 thé anh hudng téi cac phién ban Windows, ké ca hai phién ban
hé diéu moi nhat Windows Vista SP1 va Server 2008. Tin tac c6 thé khai thac 16 hong
bang cach kich hoat mot tép hinh anh WMF (Windows Metafile) hoic EMF (Enhanced
Meta file) dugc ché tao dac biét. Tin tic s& nhanh chong thanh cong véi ma khai thac
16 hong bai chi can mot dong tac xem anh don gian trén mang hoic trong e-mail, ciing

khién cho hé thong c6 thé bi tan cong.



2.2.2. Tan cong trén mang
2.2.2.1. Tdn cdng tir chéi dich vu

Tan cong tir chdi dich vu (DoS -Denial of Service) 1a mot loai hinh tan cong hé
théng mang nhim ngin can nhitng ngudi dung hop 1é duoc st dung mét dich vu nao
d6. Cac cudc tan cong c6 thé dugc thuc hién nhim vao bat ki mot thiét bi mang nao
bao gom tan cong vao cac thiét bi dinh tuyén, web, E-mail, hé théng DNS,... Tan cong
DoS phéa huy dich vu mang bang céch lam tran ngap sé luong két ndi, qua tai server
hodc chwong trinh chay trén server, tiéu tén tai nguyén cua server, hoic ngin chin
nguoi dung hop 1€ truy nhap téi cac dich vu mang.

Tan céng tir chdi dich vu cd thé duogc thuc hién theo mot s6 cach nhat dinh.

C6 nam kiéu tan cong co ban sau:

- Nham tiéu tén tai nguyén tinh toan nhu bang théng, dung luong dia ciing
hoac thoi gian xu ly.

- Pha v& cac thong tin ciu hinh nhw thong tin dinh tuyén.

- Ph& v& céc trang thai thong tin nhu viéc tu dong xac lap lai (reset) cac phién
TCP.

- Pha v céc thanh phan vat ly cia mang may tinh.

- Lam tac nghén thang tin lién lac ¢d chu dich gitra cac ngudi ding va nan nhan
dan dén viéc lién lac gitra hai bén khong duoc théng suét.

Tan cong tir chdi dich vu phéan tan (DDoS - Distributed Denial of Service) 1a
mbi de doa hang dau dén cac hé théng cong nghé thong tin trén thé gigi. V& mat ky
thuat, gan nhu chi ¢6 thé hy vong tin tic st dung nhitng cong cu da biét va cé hiéu biét
kém coi V& cac giao thirc dé cd thé nhan biét va loai trir cac con dudng dé bj tin cong.

Véi ha tang mang cuing véi thwong mai dién tir vira chom hinh thanh, DDoS
1a mot méi nguy hai rat 16n cho Internet Viét Nam.

Nhan dién dau hiéu cua mét vu tan céng tir chdi dich vu:
- Mang thuc thi cham khac thuong (m¢ file hay truy cap website)
- Khong thé duing mét website cu thé
- Khong thé truy cép bat ky website nao
- Tang lugng thu rac nhan dugc (nhu mot tran “bomb mail™)



2.2.2.2. Tdn cdng gid mao hé théng tén mién trén Internet

Tan cong gia mao hé théng tén mién trén Internet (Man-in-the-Middle)

MJi truy van DNS (Domain Name System) duoc gui qua mang déu c6 chira
mot s6 nhan dang duy nhat, muc dich ctia sé nhan dang nay 1a dé phan biét céc truy
van va dap tra chung. Piéu nay c6 nghia rang néu mot may tinh dang tan cong, ching
ta c6 thé chan mot truy van DNS nao d6 duwoc gui di tir mot thiét bi cu thé, thi tat ca
nhitng gi chling ta can thuc hién 1a tao mot goi gia mao ¢ chira s6 nhan dang dé dé goi
dit liéu duoc chip nhan bai muc tiéu.

Chuing ta s& hoan tit qua trinh bang cach thuc hién hai budc voi mot cong cu
don gian. Dau tién, chling ta can gia mao ARP cache thiét bi muc tiéu dé dinh tuyén lai
Iru luong cua né qua host dang tan cong caa minh, tir d6 ¢ thé chin yéu cau DNS va
gui di goi dir liéu gia mao. Muc dich cua kich ban nay la hra nguoi dung trong mang
truy cap vao website doc, thay vi website ma ho dang c6 gang truy cap.

Viéc tao ra mot kiéu tin cong mai 1a muc dich cua cac hacker. Trén mang
Internet hién nay, c6 thé s& xuat hién nhiing kiéu tan cong méi dugc khai sinh tir
nhitng hacker thich may mo va sang tao.

2.2.3. Tan cong co s& dir liéu

Vi du: SQL Injection attack

La doan ma tiém an 15 hong nghiém trong, né cho phép nhitng ké tin cong thi
hanh cac cau lénh truy van SQL bat hop phap bang céach lgi dung 16 hong trong viéc
kiém tra dix liéu nhap trong cac ung dung Web. Hau qua cua né rat tai hai vi nd cho
phép nhitng ké tan cong thuc hién thao tac xo4, hiéu chinh,... do c6 toan quyén trén co
s& dit lieu cua ung dung. Loi nay thuong xay ra trén cac tng dung web co dir lidu duoc
quan Ii bang cac hé quan tri CSDL nhu SQL Server, Oracle, DB2, Sysbase.

Xét mot vi du dién hinh ciia SQL Injection attack, thong thuong dé cho phép
ngudi ding truy cip vao cac trang web dugc bao mat, hé thong thuong xay dung trang
dang nhap dé yéu cau ngudi dung nhap thdng tin vé tén dang nhap va mat khau. Sau
khi nguoi ding nhap théng tin vao, hé thong sé& kiém tra tén dang nhap va mat khau cé

hop 1& hay khong dé quyét dinh cho phép hay tir chéi thyc hién tiép. Trong truong hop



nay, ngudi ta c6 thé dung 2 trang, mot trang HTML dé hién thi form nhap liéu va mot
trang ASP dung dé xu Ii thong tin nhap tir phia ngudi ding.
Vi du:
Login.htm
<form action="ExecLogin.asp" method="post">
Username: <input type="text" name="txtUsername"><br>
Password: <input type="password" name="txtPassword"><br>
<input type="submit">
</form>
ExecLogin.asp
<%
Dim p_strUsername, p_strPassword, objRS, strSQL
p_strUsername = Request.Form("txtUsername")
p_strPassword = Request.Form("txtPassword")
strSQL = "SELECT * FROM tblUsers " & _
"WHERE Username="" & p_strUsername & _
" and Password="" & p_strPassword & """
Set 0bjRS = Server.CreateObject("ADODB.Recordset")
0bjRS.Open strSQL, "DSN=..."
If (objRS.EOF) Then
Response.Write "Invalid login."
Else
Response.Write "You are logged in as " & objRS("Username™) End If
Set 0bjRS = Nothing
%>
Poan mi trong trang ExecLogin.asp duong nhu khong chira bat cir mot 16 hong
vé an toan nao. Ngudi dung khong thé diang nhap ma khong co tén ding nhdp va mat
khau hop 1. Tuy nhién doan ma nay khéng an toan va la tién dé& cho mot SQL

Injection attack. Dac biét, so hd nim ¢ chd dit liéu nhap vao tir nguoi ding duge dung



dé xay dung truc tiép cdu 1énh truy van SQL. Diéu nay cho phép nhitng ké tin cong co
thé diéu khién cau truy van s& duogc thuc hién.

Vi du, néu ngudi ding nhap chudi sau vao trong ca 2 6 nhap liéu tén nguoi
ding/mat khau cua trang Login.htm: " or "=" . Lic nay, cau truy van s& duoc goi thuc
hién la:

SELECT * FROM tblUsers WHERE Username=" or "="and Password =" or

Cau truy van nay 1a hop 18 va s& tra vé tit ca cac ban ghi cua tblUsers va doan
ma tiép theo xur 1i ngudi ding dang nhap bat hop phap nay nhu 1a nguoi dung ding
nhap hop I¢.

Cac tac hai cua SQL Injection attack:

Téc hai tir SQL Injection attack tly thudc vao moéi truong va cach cau hinh hé
théng. Néu tng dung sir dung quyén dbo (quyén caa ngudi so hitu CSDL - owner) khi
thao tac di liéu, nd cd thé xoda toan bd cac bang dit liéu, tao cac bang dir liéu méi, ...
Néu tng dung sir dung quyén quan tri hé théng, nd cé thé diéu khién toan bo hé quan
tri CSDL va véi quyén han rong [on nhu vay né c6 thé tao ra cac tai khoan nguoi ding

bat hop phap dé diéu khién hé thong.



2.3. CAC PHUONG PHAP PHONG TRANH TAN CONG BANG XU LY LO HONG

2.3.1. Bao vé€ an toan thong tin

Khoa hoc may tinh ra doi, cling véi sy phat trién vé phan cang 13 sy phét trién
hing hau cia nganh phadn mém, mang, co sé dif liéu... Chinh vi vay viéc tin cong va
phong tranh tin céng 1a mot van dé ludn rat quan trong.
2.3.1.1. Cdc lop bdo vé thong tin

Trong thoi dai phét trién caa cdng nghé thong tin, mang may tinh quyét dinh
toan bd hoat dong ciia ca nhan, co quan, to chirc, hay cac cong ty, xi nghiép.

Vi vay, viéc bao dam cho hé théng may tinh hoat dong mot cach an toan,
khong xay ra su ¢d 1a cong viée cip thiét hang dau. Cong tac quan tri mang may tinh
phai dugc thuc hi¢n mot cach khoa hoc.

Vi khong thé c¢6 mot giai phap an toan tuyét dbi nén ngudi ta thuong phai st
dung nhiéu 16p bao vé khac nhau, tao thanh nhiéu 16p “rao chan” dbi véi cac hoat dong
x4m pham. Viéc bao vé thong tin chii yéu 1a bao vé thong tin cat giit trong may tinh,
ddc biét la cdc may chu trén mang.

Thong thuong gdm cac mirc bao vé sau:

Quyén truy nhép La chan
l )))
Ma hoa dix liéu Kiém so4t truy nhap Bao vé vat ly

Hinh 2.5: Cac 16p bao v¢ thong tin



1/. M4 héa dit liéu

Dé bao mat thong tin trén may tinh hay duong truyén nguoi ta sir dung phuong
phap ma hoa (Encryption). Dit liéu bién dbi tir dang “hiéu duoc” sang dang “khong
hiéu dugc” theo mot thuat toan nao do va s& duoc bién doi nguoc lai & tram nhan (giai

mi). Day 1a 16p bao vé thong tin rat quan trong.

2/. Quyén truy nhip

La viéc phan quyén truy nhip tai nguyén thdng tin va quyén han trén tai
nguyén do.

Xay dung co ché quan 1y truy nhap nhim kiém soat, bao vé cac tai nguyén
thong tin, cang kiém soat duoc chi tiét cang tét.

Trong mét hé théng quyén cao nhat nén do it nhat 2 ngudi nam giir dé phong
mat mat vé con nguoi. Néu chi do 1 nguoi ndm giir, khong may xay ra van dé véi
nguoi do (bénh tat, tai nan,...) s€ dan dén lam ngung tré hoat dong cua hé théng; gay
hau qua nghiém trong. Ddi véi cac hé thdng 16n nhu: ngan hang, an ninh quéc gia, ...
thi phai 3 ngudi quan ly

3/. Kiém soat truy nhap (Ping ky tén/mét khéu )

Han ché theo tai khoan truy nhdp (g0m ding ky tén va mat khau). Day la
phuong phap bao vé phd bién nhat vi n6 don gian, it ton kém va ciing rat hiéu qua. Mdi
nguoi ding mudn truy nhap vao hé théng dé str dung tai nguyén déu phai c6 dang ky
tén va mat khau.

Thuce ra ddy ciing 1a kiém sot truy nhip, nhung khong phai truy nhap ¢ mac
thong tin ma ¢ mirc hé thdng. Nguoi quan tri mang cé trach nhiém quan ly, kiém soat
moi hoat dong ctia mang va xac dinh quyén truy nhdp cta nhitng ngudi ding khéc theo
thoi gian va khong gian (nghia 1a nguoi dung chi dugc truy nhap trong mét khoang
thoi gian nao d6). Theo ly thuyét néu moi nguoi déu gitr kin duoc mat khau va tén
dang ky ctua minh thi s& khong xay ra cac truy nhap trai phép. Nhung diéu d6 kho dam
bao trong thuc té vi nhiéu nguyén nhan khac nhau din dén lam giam hiéu qua cua lép
bao v¢ nay. Co thé khac phuc b%mg cach nguoi quan tri mang chiu trach nhiém dat mat
khau hodc thay doi mat khau theo thoi gian hay theo chu ky nhét dinh.



4/. L4 chin
Cai dit c4c 14 chan nham ngdn chin cac tham nhap trai phép va cho phép loc
b6 cac goi tin khong mong mudn giri di, hodc tham nhap vi Iy do nao d6 dé bao vé mot
may tinh hoac ca mang ndi bo (intranet). Vi du: Tuong ltra.
5/. Bao vé vat ly

Bao vé vat Iy nham ngin chin cac truy nhap bat hop phap vao hé théng.

Thudng ding cac bién phap truyén théng nhu ngin cdm ngudi khéng cé nhiém
vu vao phong may, dung hé théng khoa trén may tinh, cai dit cac hé thdng bao dong
khi ¢6 truy nhap trai phép.

Ngoai 5 16p bao vé trén, tuy mic d6 16n nho cua hé thng can bao vé ma con co
thé xdy dung thém céc 16p bao vé thong tin khac nhu: Sao luu du phong (trude khi ma
hoa) bao vé bang su da dang hé thdng (Vi du: cac may tinh trong 1 hé théng co thé
khac hang san xudt, khac ciu hinh, khac hé diéu hanh, khac hinh thirc bao vE,...) su
dung cac (mg dung c6 thé hoat dong cac moi truong khac nhau,. ..

6/. Cac cong cu bao vé thong tin

MJi khi ching ta két ndi mang, nghia 1a 14 chung ta dang dit may tinh va céc
thong tin luu trong mdy tinh ctia minh ddi dién voi cac méi nguy hiém rinh rap trén
mang, 99% C&c cudc tan cong dén tir web.

Cach tét nhat 1a bao vé may tinh qua cac 16p bao mat. Néu mot ving bao vé chi
dat hiéu qua 75%, céc 16p bao vé khac s& lap nét cac 16 hong con lai. Cac 16p bao vé
nay gom co:

Tuong Ita:

Tuong lira bao vé may tinh khoi nhitng ké tan cng. C6 nhiéu lua chon tuong
Itra : Tuong lira phan cimg, phan mém, tudng ltra trong cac dinh tuyén khong day.

7/. Phin mém quén tri ngudi diung va kiém soat mang

Mot may tinh bi tan cong c6 thé lam phé hay ca hé théng may tinh hay mang,

do d6 dé dam bao an toan hon nén kiém soat cac website nhan vién truy cap théng qua

chinh sach quan ly trén may chu.



8/. Phan mém chdng virus, ma doc , gian diép (spyware)

Céac phan mém nay bao vé may tinh khoi virus, trojans, sau, rootkit va nhimg
cudc tdn cong. Ngay nay, cac chuong trinh nay thuong dugce dong géi lai. Bai vi co
hang nghin bién thé ma doc xuét hién hang ngay nén rat khé dé cac cong ty phan mém
c6 thé theo kip. Vi vdy, nhiéu nguoi ding cam thdy an toan hon khi cai nhiéu chuwong
trinh bao mat, néu chuong trinh nay bé qua mot ma doc nao do, chuong trinh khac s&
phat hién dugec.

9/. Giam sat hanh vi

Giam sat hanh vi 1a dé phat hién ra nhitng hanh vi kha nghi ctia ma doc. Vi du,
mot chuong trinh méi tu cai ddt vao may tinh cé thé 1a ma doc co chirc nang ghi lai
hoat dong cia ban phim.

10/. Dung phién ban trinh duyét méi

Thuong xuyén cap nhat thdng tin, tim hiéu cac phién ban méi. Néu thay phu
hop thi nén chuyén sang ding phién ban méi. Cac phién ban méi thuong 1a phat trién
tir phién ban cii nén tranh dugc mot sé 16i phién ban cii gap phai. ..

Vi du: Internet Explorer 8 (IE8) c6 thé khdng hoan hao, nhung né con an toan
hon nhiéu IE6 , phién ban trinh duyét 18i thoi nay ctia Microsoft hién van con rat nhiéu
nguoi su dung.

11/. Phin mém ma héa dir liéu
Nén luu dir lidu an toan bang cach ma hda chung. Xay dung hé théng du phong
trye tuyén. Pidu nay gitp ching ta ¢ thé 1y lai dit liéu trong truong hop may tinh bi

an cap hay hong.



2.3.2. Phong tranh tin cong hé diéu hanh
2.3.2.1. Phong trdnh tin cong hé diéu hanh

Déi vai viéc phong tranh tan cong hé diéu hanh (HPH) can cha y 12 diém sau:

1/. Thudng xuyén cap nhat théng tin vé cac 16i bao mat lién quan dén HDH
minh dang sir dung trén Website cua Microsoft va cac dién dan bao mat khac. Khong
chi can sir dung cac ban cap nhat caa Windows ma can phai ch y téi cac ban cip nhat
ctia Unix/ Linux va Mac khi chung dugc phat hanh. Trong hau hét truong hop, nhiing
phién ban hé¢ diéu hanh m&i ludn an toan hon so véi cac phién ban trude d6 du da duoc
va hoan toan. Vi du, Windows 7 va Windows Vista tich hgp co ché bao mat nhu
UAC(User Account Control : diéu khién tai khoan nguoi dung ), ché d6 bao mat cho
IE, cong cu ma hoa 6 dia BitLocker,.... Ma WinXP khong c¢6. Phién ban Mac OS X
ma&i nhét tich hop cong cu phat hién malware. Phién ban méi nhét cia OpenSUSE hd
tro cong nghé modul nén tang tin cay (TPM — Trusted Platform Module). Trong nhiéu
truong hop qua trinh nang cép 1én phién ban méi cia bat ky hé diéu hanh nao ciing
gilp tang cuong bao mat.

2/. Han ché ti da quyén truy cap truc tiép vao may cha, khong cai dat nhiing
phan mém khoéng can thiét 1én nhitng may chu dich vu, khong cho phép ngudi sir dung
ding may chi dé lam nhitng cong viéc khong lién quan dén quan tri,. ..

3/. Han ché t6i da mé cac cong (port), néu khong can thiét thi nén dong lai.

4/. Thiét 1ap danh sach nhirng dai dia chi IP ¢6 nguy co cao truy cp vao (co thé
tim thong tin vé nhing dai dia chi nay tir mot sd trang web uy tin.)

5/. Thiét 1ap mot tuong lira mém, hodc sir dung mot phan mém tuong lira mién
phi hay thwong mai; thiét 1ap thoi gian cho phép truy nhdp vao may chu, nhitng tng
dung cho phép chay, nhitng ngudi dung dugc phép truy cap tir xa (Remote) , ...

6/. Phai c6 tdi thiéu mot phﬁn mém diét virus dugc cai dat va hoat dong trén
may.

7/. Thiét 1ap nhat ky va thuong xuyén theo ddi nhat ky hé thong. Cai dat, thiét

lap trinh xem su kién (Control Panel -> Administrative Tools; Chon Event Viewer)



Ngoai ra con phai thuong xuyén giam sat nang luc may chu (server) thong
qua hiéu sudt may man hinh — Performance Monitor (Control Panel -> Administrative
Tools; Chon Performance Monitor)

8/. Ludn c6 phuong an sao luu (backup) hé thdng va dir liéu (chu yéu 1a viéc
dat lich sao Iuu) . Thiét lap sao luu ty dong hé théng va sao luu hoat dong thu muc
(Backup Active Directory) . Ngoai ra, c¢6 thé dat lich Ghost may tinh.

9/. Thiét 1ap cac chinh sach ndi bo néu may tinh hoat dong theo mé hinh
Workgroup (Chu yéu dwa vao GPO - Group Policy Object - Béi twgng chinh sach
nhom), Thiét lap trong Start->run->gpedit.msc.

10/. Cha y dén an toan vat ly.

11/. Duy tri su da dang cua hé théng (Hé théng phai duoc duy tri & da dang mot
s6 HPH, dé phong khi mot HPH cu thé nao dé bi 18i thi khong phai tt ca cac dich vu
hay may chti ciing bi 16i

12/. Yéu t6 con nguoi: Phan nay néi dén nguoi lam cong tac quan tri mang phai
thuong xuyén tu hoc tap nang cao trinh dg, [am viéc phai c6 quy trinh tac nghiép, phai

c6 nhat ky lam viéc dé nhitng ngudi cung lam biét duoc nhirng thay doi,...

2.3.2.2. Mt s6 vi du cu thé
1/. Phong tranh tin cong mat khau cua tai khoan ngudi ding
- Bé phong nhimg ngudi truy cap trai phép vao may tinh caa minh.

- Pt mat khau dai trén 14 ky tu va c6 ddy du céc ky tu: Dic biét, hoa, sb
thuong.

- Bat tuong lira bao vé (Enable Firewall) dé chong PasswordDUMP.

- Cai dat va cap nhat cac ban va I6i méi nhat tir nha san xuat.

- Cai dit tbi thiéu mot chuong trinh diét Virus manh.

2/. Phong tranh tin cong hé théng Windows qua 18 hong bao mat

- Lubn cap nhat (update) cac ban va 15i mai nhét tir nha san xuat.

- Bat twong lira (Enable Firewall), chi md cong can thiét cho cac ang dung.
- C6 thiét bi IDS (Intrusion Detection Systems) phat hién xam nhap.

- C6 tuong lira (Firewall) chéng quét cac dich vu dang chay.



2.3.2.3. Xay dung hé thong twong lira

1/. Khai niém twong lira
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Hinh 2.6: Khai ni¢m tuong Itra

Tuong lira dugce hiéu 1a mot hé thong gdm phan cing , phan mém hay hdn hop
phan cimg — phan mém , ¢6 tic dung nhu mot tAm ngan cach giira tai nguyén thong tin

cua mang ndi bd véi the gidi internet.

Pham vi hep hon. Trong mang ndi bd ngudi ta sit dung twong lira dé ngan cach

gifta cdc mién an toan véi nhau.



Thuat ngir trong lira ¢6 ngudn gdc trong k¥ thuat xay dung dé ngan chin, han
ché hoa hoan. Trong CNTT, tuong lira 1a k§ thuat dugce tich hop vao hé théng mang dé
ngan chdn sy truy nhap trai phép. Ky thuat dé bao vé thong tin ndi b, méat khac dé

ngan chan sy xAm nhép ciia cac thong tin trai phép vao hé thong.

K§ thuat nay phuc vu an toan cho hé thong may tinh 1a chinh, nhiing ciing hd
trg bao dam an toan truyén tin. Vi du chdng trdm cip, sira doi thong tin trudc khi dén

tay ngudi nhan.
2/. Chirc nang cia twong lira
Hoat dong hé thong tuong lira dam bao cac chirc ning sau:

- Han ché truy nhap mot diém kiém tra

- Ngan chin céac truy nhép tir ngoai hé théng

- Han ché cac truy nhap ra ngoai

Xay dung tuong ltra 1a mot bién phap kha hitu hi€u, n6 cho phép bao vé va
kiém soat hau hét cac dich vu. Do do, né duge ap dung phé) bién nhat trong cac bién

phap bao v¢ mang.
3/. Phan loai twong lira
Vé mat vat ly :

- Mot hay nhiéu may chii két ndi voi bo dinh tuyén (Router) hodc ¢ chirc nang
dinh tuyén.

- Céc phan mém quan Iy an ninh trén hé théng may chu, vi du hé quan tri xac
thuc (authentication) , hé cap quyén (authorization) , hé ké toan (accounting) , ...

Vé mit chirc ning :
- Tuong ltra loc goi : 1a hé théng tuong ltra cho phép chuyén thong tin gitra hé thong
trong va ngoai mang c6 kiém soat. N6 ¢6 nhiém vu kiém tra tat ca cac ludng dir liéu
vao ra giita mang tin cdy va internet. N6 kiém tra dia chi ngudn va dich, cac cong dé tir

chéi hodc cho phép cac géi tin di vao khi thoa man cac quy tic duoc 14p trinh trude.



- Tuong lira kiém soat trang thai : C6 nhiém vu kiém tra ting cong riéng biét
clia may tram, duoc thuc hién thong qua “bang trang thai” , khéng md nhiéu cong cho
cac luu thong di vao. Vi vdy tranh duge nhitng rui ro hé thdng do nhitng nguoi truy
nhap tréai phép.

- Tuong lira iy quyén muec tmg dung : 1 hé thdng tudng lia thuc hién két ndi
thay cho cac két néi truc tiép tir may khach yéu cau. C6 kha ning ghi lai nhat ky do n6
kiém tra toan bd cac goi tin trén mang chtr khong phai 1a dia chi mang hay cong . Pong
thoi cho phép ngudi quan tri ap dung phuong phap xac thuc ngudi dung truc tiép

tranh dugc viée gia mao.
4/. Nguyén tic hoat dong ciia twong lira

Nguyén tic chung : trude khi xdy dung mot tudong lira phai nghién ctru rat ky
ludng va phai nim rat rd mang dé. Diéu nay can thiét phai dugc to chirc tot bao gdm
nhic¢u cong doan khac nhau , c6 thé két ndi voi nhau. Viéce két ndi nay co thé 1a tu dong
hodc nho su tac dong cla con ngudi. Doi voi mot sé mang (IPS — cac nha cung cip
dich vu internet ) thi viéc sit dung tudng lira 13 hoan toan khong can thiét vi s& mat
khach hang néu ap dung mot loat cac chinh sach ctrng nhic. Mot sé van dé nira 1a khi
su dung cac dich vu nhu ftp , telnet ... thi né ciing tao ra mdt sb van dé truy nhap dich
VUL

Loc géi : Kiéu tuong ltra chung nhat 1a kiéu tudong lira dua trén mé hinh mang
OSI. Tuong lira mirc mang thudng hoat dong theo nguyén tic router, nghia la tao ra
cac luat cho phép ai , céi gi dugc truy nhap mang dua trén mirc mang, Mo hinh nay
dua trén hoat dong géi tin packet filtering. N6 kiém tra cac g6i tin trén router tir mang
ngoai. O kiéu hoat dong nay cac goi tin déu duoc kiém tra dia chi ngudn noi chung
xuét phat . Théng qua dia chi IP nguén dugc xac dinh thi né kiém tra véi cac luat da

duoc dit trén router.



Tuong ltra muc uy quyén tmg dung : Kiéu tuong lira nay hoat dong khac voéi
kiéu tuong lira trude, nd dua trén phan mém . Khi mot két ndi tir ngudi nao do dén
mang st dung kiéu tuong lira nay thi két ndi d6 s& bi chin lai. Sau dé tuong lira s&
kiém tra cac trudng co tong quan ciia géi tin yéu cau két ndi. Néu viée kiém tra thanh
cong , tire la cac truong thong tin dap ing dugce cac luit da dit ra trén twong Itra, nd s€
tao mot cai cau két ndi gitra 2 nut voi nhau. Uu diém cia tuong lira loai nay 1a khong
c¢6 chtrc nang chuyén tiép giita cac goi tin IP, hon nira ta c6 thé diéu khién mét cach
chi tiét hon cac két ndi trong qua tudng lira. Pong thoi né con dua ra nhiéu céng cu
cho phép ghi lai cac qua trinh két ndi ciing nhu cac géi tin chuyén qua tudong ltra déu
duge kiém tra ky ludng voi cac luat trén tudng ltra va rdi néu nhu duge chip nhén sé
chuyén téi nat dich. Sy chuyén tiép cac goi tin IP xay ra khi mot may chu nhan dugc
r0i chuyén chiing vao mang trong. Piéu nay tao ra 16 hong cho nhimg ké pha hoai xam
nhép vao mang trong. Nhuoc diém cia twong Iira hoat dong trén tng dung 1a phai tao
cho mdi dich vu trén mang mot trinh tmg dung Gy quyén trén tuong lia.

5/. Cac bwéc xdy dwng twong lira

X4y dung mot hé thong tudong lira khong phai 1a don gian, yéu cdu ngudi quan
tri hé théng phai c6 kinh nghi¢m quan tri h¢ théng va hiéu biét co ché hoat dong cac
dich vu ngoai ra nguoi cai dit tuong lira can kiém tra cac bude sau:

- X4c dinh kién tric mang va giao thtc can thiét

- Xay dung céac chinh sach an toan

- Str dung nhirng cong cu nay mot cach hi¢u qua

- Kiém tra thir nghiém hé théng

X4y dung kién triic mang va giao thirc can thiét: budc dau tién 1a cin phai hiéu
toan bd mang, cong viéc nay khong chi don gian 1a xem lai cac may, cac gidy to van
ban, ... N6 phai dugc thao ludn véi cac phong véi nhau. Cong viée dau tién 1a xac dinh
cai nao bi cAm, cai nao khong bi cAm, cling nhu phai liét ké tat ca cac giao thuc can

thiét str dung trén mang. D4y la cong viéc kha phec tap.



Xay dung cac chinh sach vé bao mat: Can thiét 1ap mdt chinh sach cu thé vé bao
mat , tir d6 xac dinh cac luat ap dung trén tuong ltra:

- Cé4c luat trén tudng Itra bi mau thuan véi nhau

- Céac luat qua chat, han ché dich vu cung cép va nguoi su dung

- Cac luét qua long, mat chirc nang cua tuong ltra
2.3.3. Phong tranh tin cong phin mém ing dung
2.3.3.1. Chii quan (Léi do nguwoi viét phin mém)

Pay 1a 16i chii quan tir phia quan ly, nguoi viét phan mém. Vi vay phong tranh
tan cong vao diém nay:

- Lya chon nha quan 1y, ngudi viét phan mém tin cay

- Chia nhé cong viéc nhu vy sé tranh dé mot nguoi thao tung toan bo

- C6 md hinh thiét ké, tai liéu kém theo diy du gitip ngudi sau c6 thé nim bat hé
théng, gitip nang cip, bao tri, kiém soat, quan tri hé thdng toan dién.
2.3.3.2. Khdch quan (Léi do nguwoi)

Quan ly bang tén, mat khau riéng.

Dam bao thong tin ngudi dung ludn dugce gitt bi mat

Hoc céch tu bao vé chinh minh, thiét lap h¢ théng bao mat toan dién, nhiéu 16p.

Thuong xuyén cip nhat cac ban va 16i méi nhit tir cac nha san xuit. Cap nhat
cac canh bao dugc dé phong trude.

Khai thac tbi wu cac tinh nang bao mat cua chinh nhitng phidn mém nay.

2.3.4. Phong tranh tin cong mang

Hién nay , hé théng mang ngay cang chira nhiéu loai may tinh khac nhau ( bao
g6m nhiéu loai phan ctng , phin mém khéc nhau) goi la mang da nén tang.

Nhitng hé thong mang thuan ngay cang it xuét hién, nhiéu cong ty da st dung
mién Windows cho may chi Web Unix, dugc truy cép bdi cac may tram sir dung hdh
Windows, Linux, Mac.

Chuing ta can tai mail, tai nguyén hay truy cép cac tai nguyén khac trén mang.

Trong trudng hop d6 chung ta s& gap nhiéu kho khan trong viéc bao vé mang



Printer

Hinh 2.7: Mang da nén tang
Phan 16n nhitng quan tri vién dugc dao tao dé quan tri mot hé théng cu thé
(Windows , Unix , ...). Trong khi d6 bao mat 1a mét linh vuc nhay cam, khong chi can
nhitng quan tri vién c6 thé cdu hinh va quan Iy nhiéu hé thong khac nhau trén mang,
ma con can nhitng nguoi dugc dao tao bao mat nhiéu loai HPH khac nhau. Ho can c6
nhitng hiéu biét co ban vé bao mat, va duogc cac nha cung cap (HPH, chuong trinh tmg
dung ...) dao tao. C6 nhu vdy mdi khai thac hét dugc co ché bao mat tich hop cua

HDH.

Két qua bao mat phu thudc vao théi quen, kinh nghiém cua timg ngudi. Néu
mot quan tri vién phai ghi nh¢ nhiéu thao tac va phuong phap khac nhau véi timg loai
thiét bi, ludn ton tai nhiing rui ro nhéat dinh dan dén hé théng mang xuat hién nhiing
diém yéu. D6 1a Iy do vi sao hé théng mang hdn hop phai duoc quan ly boi nhiéu

chuyén vién chuyén trach cho mdi loai hé thdng khac nhau.



Can phai thuong xuyén théng ké thanh phan mang vi:

Néu hé théng mang khong dugc 1én ké hoach thiét ké cu thé thi (thuong chi la
nhing hé thdng tu phat), khi ¢6 nhu cdu dan dén viéc mé rong va trién khai cac may
tinh mai khong tuan theo mot trat tu nao. Nguyén tic dau tién can tudn thu dé bao mat
mang 14 phai biét chung ta c6 nhitng gi, do d6 tién trinh kiém ké phan cimg va phan

mém trén mang la can thiét.

Ban théng ké phai bao gdbm moi phan ctmg, moi phan mém chay trén mang, cho

dit mot sd thiét bi nao do khong thuong xuyén két ndi toi mang
Cap nhat va nang cp:

Cho du st dung hé théng nao hay nén tang nao thi ciing khong ¢ gi dam bao hé
théng do6 1a bat kha xAm pham. Vi vdy can cap nhat thuong xuyén cac 18i méi, cac ban

va moi,....

Thong thuong nhic dén Windows, ngudi ta thuong coi ddy 1a hé théng “yéu
nhét” va cac hé théng khac 1a “an toan”. Tuy nhién khong hin nhu vay, chi 1a do
windows dugc nhiéu ngudi st dung nén day 1a moén mdi hip din nhat ddi véi tin
tdc.Vi du : trong nam 2009 mdt 16 hdng trong nhan Linux duge phat hién, trong toan
bd cac phién ban ctia Linux cho phép tin tic c6 thé kiém soat toan bd hé thong. Ciing
nam 2009 Apple da phai phat hanh ban va, ¢ tong cong 67 16 hong bao mat ¢o trong
hdh MAC OS X va tng dung trinh duyét safari, chua ké mét 16 hong nguy hiém trong

java bi bé x6t.
Vi du cu thé phong tranh tan cong dich vu DoS va DDoS

Hau qua cua cac cudc tan cong tir choi dich vu gay ra khong chi ton nhiéu tién
bac ma con ton nhiéu cong suc, thoi gian dé hé thong hoi phuc. Vi vay nén st dung

nhirng bién phéap sau dé phong chdng DoS va DDoS



Phong ngira cac diém yéu tng dung

Cac diém yéu trong ting tmg dung c6 thé bi khai thac gay 13i tran bo dém din
dén dich vu bi chidm dut . L.3i cha yéu duoc tim théy trén cac ing dung mang ndi bo
cua windows, trén cac chuong trinh webserver, DNS hay SQL database . Cap nhat ban
véa la mot trong nhitng yéu ciu quan trong trong viéc phong ngira. Ngoai ra hé thong
can dic biét xem xét noi dung yéu cau trao dbi gifra client va server, nham tranh cho

server chiu tdn cong qua nhitng thanh phan gian tiép (SQL injection).
Phong ngtra viéc tuyén mo zombies

Zombie 1a dbi twong bi loi dung tré thanh thanh phan phat sinh tan cong. Mot
s6 truong hop dién hinh nhu rootkit , hay cac thanh phan hoat dong dinh kém theo
email, hodc trang web, vi du nhu sir dung cac file jpeg dé khai thac 18i cia phan mém
xtr ly anh hay théng qua viec lay lan worm. Dé phong chéng hé théng mang can ¢6

nhitng cong cu theo ddi va lo bé ndi dung nham ngan ngira viée tuyén md zombie.
Ngin ngira kénh phat dong tan cong st dung cong cu

C6 rat nhiéu cong cu ty dong tin cong, chu yéu la tdn céng phan tan DDoS
TFN, tdn cong dua trén nguyén Iy UDP , SYN.. Céac cong cu nay ¢6 dic diém 1a can
phai c6 cac kénh phat dong dé zombie thuc hién tan cong td1 muc ti€u cu thé. Heé théng

can c6 sy giam sat ngdn ngira cac kénh phat dong do.
Ngan chin tin cong trén bang thong

Khi mot cude tn cong DDoS dugc phat dong, no thuong duge phat hién dua
trén su thay doi dang ké trong thanh phéan cia luu lugng hé théng mang. Vi du mot hé
thdng mang dién hinh ¢6 thé c¢6 80% TCP va 20% UDP va ICMP. Théng ké nay néu
¢ thé thay ddi o rét co thé 1a diu hiéu cia mot cudc tan cong. Viéc phan tan luu
luong gay ra bdi cac virus may tinh gy ra tic hai 1én router, firewall, co s¢ ha ting
mang. Hé thdng can ¢6 nhirng cong cu giam sat diéu phédi bang thong nhim giam thiéu

tac hai cua tan cong dang nay



Ngin chan tin cong qua SYN

SYN flood 13 dang tdn cong cd dién nhit con ton tai dén hién thoi. Tuy nhién
tac hai cia n6 khong hé giam. Piém can ban dé phong ngira viéc tin cong nay la kha

nang kiém soét duoc sb lugng yéu cidu SYN-ACK t6i hé thong mang.
Phat hién va ngan chin tAn cong “t¢1 han” sb két ndi

Ban than céac server c6 mdt s6 lugng “tGi han™ dap ing cac két noi tdi nod. Ngay
ban than firewall, cac két noi luén dugce gan lién véi bang trang thai c6 gidi han dung

lugng. Pa phan céc cudc tan cong déu sinh so lugng két ndi ao thong qua viée gid mao.

Dé phong ngira tan cong dang nay, hé théng can phan tich, chdng dugc su gia

mao (spoofing) . Gidi han sb luong két ndi tir mot nguén cu thé téi server
Phéat hién va ngan chian tdn cong tdi han tdc do thiét lap két ndi

Mot trong nhitng diém ma cac server thuong bi loi dung 1a kha nang cac bo dém
gi6i han danh cho tdc do thiét lap két nbi. O day viéc ap dung bo loc dé gidi han sb
lugng két ndi trung binh rat quan trong. Mot bd loc s& xac dinh ngudng tdc do két ndi
cho timg dbi twong mang. Thong thudng viée nay sé dugce xac dinh bang s luong két

ndi trong mot thoi gian nhét dinh dé cho phép su dao dong trong luu luong
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2.3.5.1. Khdi niém mang riéng do

Mang riéng 4o khong phai 1a giao thirc, cling khong phai 1a phdn mém may tinh.
D6 1a mot chuan cong nghé cung cip su lién lac an toan giita 2 thyuc thé bang cach ma

hda cac giao dich trén mang cong khai (khong an toan, vi du nhu internet ).

Mang riéng a0 VPN dugc thiét ké cho nhiing t6 chtrc ¢6 xu hudng ting cudong
thong tin tir xa vi dia ban hoat dong rong (trén toan qudc hay toan cau ). Tai nguyén tir
trung tdm c6 thé két ndi tir nhiéu ngudn nén tiét kiém dugc chi phi va thoi gian. Vé co
ban, mang riéng ao VPN la mot mang riéng st dung hé thong mang cong cong (
thuong 1a internet ) dé két ndi cac dia diém hoac nguoi st dung tir xa véi mot mang
LAN 6 try sé trung tdm. Thay vi viéc str dung cac két ndi phirc tap nhu duong day thué
bao s6, VPN tao ra cac “lién két a0” dugc truyén qua internet giita mang riéng cia

mot to chire v4i dia di€ém hodc ngudi st dung & xa thong suot va bao mat.

Qua mang cong khai , mot thong diép dugc chuyén qua mot sé may tinh, router,
switch ,.. trén duong truyén tin , thong diép c6 thé bi chan lai , bi stra d6i , hodc bi danh

cap. Muc dich cia mang riéng ao la dam bao céac yéu cau sau:
Tinh bao mat, riéng tu : ngudi ngoai cude khoé co thé hiéu dugc lién lac do.
Tinh toan ven : ngudi ngoai cudce kho cd thé thay doi dugce lién lac do.

Tinh x4c thuc : ngudi ngoai cude kho ¢ thé tham gia vao lién lac do.



2.3.5.2 Cdc thanh phdn ciia mang riéng do
1/. Pinh dwong ham

Dinh dudng hdm 12 mot co ché dung dé dong géi 1 giao thic vao trong 1 giao

thure khac.

Trén internet, dinh duong ham gitp cho nhing giao thire nhu IPX , GoogleTalk
dugc dong goi trong IP.

Trong VPN dinh duong ham che gidu giao thirc 16p mang nguyén thily bang
cach ma hoda goi dir liéu nay vao trong mot vé boc IP. Do 1a mot géi IP duogce truyén an
toan qua mang internet. Khi nhan dugc géi IP trén, ngudi nhan tién hanh g& bo vo boc
bén ngoai, giai ma dit liéu trong gbi nay va phan phdi nd dén cac thiét bi truy cap thich

hop.

Puong ham ciing 13 mot dic tinh ao trong VPN. Cac céng nghé duong him
dugc ding phd bién hién nay cho truy cidp VPN gbém c6: giao thirc dinh dudong him
diém, L2F (Layer 2 Forwarding), L2TP (Layer 2 Tunneling Protocol) hodc IP (Internet

Protocol)..
2/. Bao miat

Bao mat bang ma hdéa 1a viéc chuyén dit licu c6 thé hiéu dugc vao mot dinh

dang kho ¢6 thé hiéu dugc.
3/. Théa thuin veé chit lwong dich vu

Thoéa thudn vé chat luong dich vu thuong dinh ra gidi han cho phép vé do tré
trung binh ctia cac goi tin trong mang. Ngoai ra, cac thoa thuin nay duoc phat trién

thong qua céc dich vu v4i nha cung cép.

Mang riéng 4o la su két hop cua dinh dudong ham, bao mat va thoa thuan QoS.



2.3.6. Téng quan vé cong nghé IPSec
2.3.6.1. Khdi niém IPSec

Bao mat giao thirc mang (IPSec — Internet Protocol Security) , cho phép truyén
dt liéu an toan ¢ 16p mang. Va no 1a sy lya chon cho cac két nbi yéu cu bang thong
rong, hiéu suat cao, dir liéu 16n, két ndi lién tuc va cb dinh. bay la cong ngh¢ madi da

va dang duoc ap dung rong rii trong thuc té.

Giao thire IPSec bao gdm mot hé thong cac giao thire dé bao mat qua trinh
truyén thong tin trén nén tang IP . N6 bao gdm qua trinh x4c thuc va /hoac ma hoa cho
mdi goi tin IP trong qua trinh truyén thong tin. Viéc xac thue dam bao cac géi tin duoc
g di tir nguoi gui dich thuc va khong bi thay doi trén duong di. Viéc ma hoa chéng
lai y dinh doc trdm ndi dung cua cac goi tin. IPSec co thé bao vé bat ky mot tha tuc

nao dua trén IP va bat ky mot méi truong nao duoc st dung dudi ting IP.

IPSec ¢6 quan hé véi mot sd bo giao thiue (AH , ESP , FIP) dugc phat trién boi
IETF. Muc dich ctia viéc phat trién IPSec 1a cung cidp mot co cdu bao mat & ting 3
(network layer) ciia mo hinh OSI. Céc giao thirc bao mat khac nhu SSL. , TLS , SSH
déu hoat dong tir ting 4- ting chuyén tai (transport layer) tr¢ 1én. Diéu nay tao ra tinh
mém déo cho IPSec, né c6 thé hoat dong tur tﬁng 4 v&i UDP , TCP , va hau hét céc giao

thirc sir dung & ting nay.
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Véi IPSec, tat ca cac tmg dung dang chay ¢ ting Gmg dung ctia mé hinh OSI
déu doc 1ap trén tﬁng 3 khi dinh tuyén dir liéu tur nguén vé dich. Bai vi IPSec duge két
hop chit ch& v6i IP nén nhiing tmg dung c6 thé ding cac dich vu ké thira tinh ning bao

mat ma khong can phai ¢ su thay ddi 16n lao nao.

Céc dich vu IPSec cho phép xdy dung cic dudng ngam an toan thong qua cac
mang chua duoc tin cdy. Bt ky mot thong tin nao khi truyén qua mang chua dugce tin
cdy s& duge ma hoa bai IPSec gateway, duoc giai ma boi mot IPSec gateway & dau kia
ctia duong truyén. Két qua thu dugc mot mang riéng aoVPN 1a mot mang duogc bao
mat hoan toan mic di né bao gdm nhiéu may tai nhiéu diém duoc ndi v6i nhau qua

internet.



2.3.6.2. IPSec va muc dich sir dung

Véi quan tri vién, viéc hiéu IPSec gitp cho chung ta bao vé thong tin luu
chuyén trén mang an toan hon, va cu hinh IPSec c¢6 thé tao ra quy trinh x4c thyc an

toan trong giao tiép mang & mirc tdi da.
1/. Cai dat IPSec

IPSec 1a mot chuan an toan trong giao tiép thong tin giira cac hé thong, giira cac
mang. V&i [PSec , viéc kiém tra , xac thyc , va ma hoa dit liéu 1a nhitng chirc nang

chinh. T4t ca nhiing viéc nay duoc tién hanh tai cap do goi IP.
2/. Muc dich ciia IPSec

Puoc ding dé bao mat dir liéu cho cac chuyén giao thong tin trén mang. Ngudi
quan tri co thé xac 1ap mdt hoac nhiéu chudi cac luat , goi la chinh sach IPSec , céc
luat nay chtra cac dau loc , co trach nhiém xac dinh nhiing loai thong tin luu chuyén
nao theo yéu ciu dugc ma hoa, x4c nhan hodc ca hai. Sau dé, mdi 261 tin dugc may
tinh guri di , duoc xem xét ¢6 hay khong gip cac diéu kién ctia chinh sach. Néu gip céac
diéu kién nay, thi cac gai tin co thé dugc ma hoa , duge xac nhan sb , theo nhitng quy
dinh tir cac chinh sach. Quy trinh nay hoa toan v6 hinh véi nguoi dung va ing dung
kich hoat truyén thong tin trén mang. Do IPSec dugc chira bén trong mdi goéi IP chuin
, cho nén ¢6 thé IPSec qua mang , ma khong yéu cau nhimng ciu hinh dic biét trén thiét

bi hodc gifra 2 may tinh.
3/. Nhirng thuin lgi khi st dung IPSec

Thuén loi chinh khi st dung IPSec 14 cung cdp duoc giai phap ma hoa cho tit ca
cac giao thirc hoat dong & ting 3 — ting mang trong mo hinh OSI va ké cac giao thirc

16p cao hon.



4/. Kha niing cung cip bio mit cia IPSec

Chung thyuc 2 chiéu trude va trong sudt qua trinh giao tiép. IPSec quy dinh cho

ca 2 bén tham giao tiép phai xac dinh chinh minh trong sudt qua trinh giao tiép.

Tao su tin cdy qua viéc ma hoa, va xac nhan sb cac g06i. IPSec co6 2 ché do la
Encapsulating Security PaylLoad (ESP), cung c4p co ché mi héa ding nhiéu thut toan
khac nhau va sy thim dinh quyén cta nguoi 1anh dao (AH — Authentication Header)

xé4c nhan céac thong tin chuyén giao nhung khong ma hoéa.

Tich hop céac goi tin chuyén giao va s& loai ngay bét ky thong tin nao bi chinh
stra. Ca 2 loai ESP va AH déu kiém tra tinh tich hop cua cac thong tin chuyén giao.
Néu mét goi tin da bi chinh stra thi cac xac nhan sb s& khong trung khop, két qua goi
tin s& bi loai. ESP ciing ma hoa dia chi ngudn , ciing nhu dia chi dich nhu 12 mét phan

cua vi¢c ma hoa thong tin chuyén giao.

Chéng lai cac cudc tin cong lam chay lai, thong tin chuyén giao qua mang s& bi
ké tan cong chén lai , chinh stra , va dugc gui di sau dé dén dang dia chi nguoi nhan,
ngudi nhan khong hé hay biét ma van tin rang do 1a thong tin hop phap. IPSec dun k§
thuat danh sé lién tiép cho cac goi tin ctia minh (Sequence Number) , nham lam cho ké
tan cong khong thé sir dung lai cac dit liéu da chan duogc , v6i y do bat hop phap. Ding
k¥ thuat danh s lién tiép con giup bao vé chéng viée chin va danh cip dir liéu, sau do

ding nhitng dit liéu dé truy cap hop phap vao mot ngay nao do.



Vi du st dung IPSec

Viéc mat mat cac thong tin khi chuyén giao qua mang, c6 thé gay thiét hai cho
cac hoat dong ctia t6 chirc , diéu nay canh bao cac t6 chirc can trang bi va xay dung
nhitng hé théng mang bao mat chit ché nhitng thong tin quan trong nhu dit liéu vé san
pham , bao cao tai chinh , ké hoach tiép thi. Trong truong hop nay céac td chirc c6 thé
stt dung IPSec dam bao tinh chét riéng tu va an toan cia truyén thong mang (Intranet —
mang ndi bo , Extranet — mang ndi bd mo rong) bao gdbm giao tiép giira tram cong tac

vGi may chu , may chd véi may chu

Vi du : ¢6 thé tao chinh sach IPSec cho cac két ndi téi server (nam giir nhitng
dir liéu quan trong ctia to chirc : tinh hinh tai chinh, danh sach nhan su, chién lugc phat
trién cua td chirc). Chinh sach IPSec sé dam bao dir liéu cia td churc chéng lai cac cudc
tan cong tir bén ngoai, va dam bao tinh tich hop thong tin, ciing nhu an toan cho may

khach.
IPSec lam viéc thé nao?

C6 thé ciu hinh IPSec thong qua chinh sach cuc bd , hodc trién khai trén dién

rong thi dung nhom chinh sach thu muc hién hanh ( Active directory group policy)

Gia st ching ta c6 2 may tinh : may tinh A va may tinh B , chinh sach IPSec da
duoc cAu hinh trén 2 may nay . Sau khi dugc cAu hinh IPSec s& bao cho bd phan diéu
khién IPSec cach 1am thé nao dé van hanh va xac dinh cac lién két bao mat gitra 2 may

tinh khi két n6i dugc thiét lap.

Céc lién két bao mat anh hudéng toi nhitng giao thirc ma hoa s& duge str dung
cho nhirng loai théng tin giao tiép nao va nhimg phuong thirc xac thue nao s& duge

dem ra thuong lugng.



Lién két bao mat mang tinh chit thuong lugng. Néu may A yéu cau xéac thuc
thong qua chimg nhan va may B yéu ciu ding giao thirc Kerberos thi IKE (Internet
Key Exchange) s& ¢6 trach nhiém thuong lugng dé tao lién két bao mat , thiét lap lién

két giita 2 may tinh.

Néu nhu lién két bao mat duoc thiét 1ap giita 2 may tinh , bo phan diéu khién
IPSec s& quan sat tit ca cac duong IP (IP traffic) , so sanh cac con duong dd duge dinh
nghia trong bd loc , néu c6 hudng di tiép cac dudng nay s& duoc ma hoa hodc xac nhan

7
A

sO.
Chinh sach bao mat IPSec

IPSec bao gém mot hay nhiéu luét xac dinh cach thirc hoat dong cua IPSec. Cac
nha quan tri c6 thé cai dat IPSec thong qua mot chinh sach. Mdi chinh sach c6 thé chta
1 hodc nhiéu luat , nhung chi co thé xac dinh 1 chinh sach hoat dong tai may tinh tai
mot thoi diém bat ky. Cac nha quan tri phai két hop tat ca cac ludt mong muébn vao mot

chinh sach don gian . Mdi luét bao gom:

- B loc (Filter) : bd loc bao cho chinh sach nhimng thong tin luu chuyén nao sé
ap dung v6i hanh dong loc. Vi du : ngudi quan tri ¢o thé tao mot dau loc chi xac dinh
cac luu thong dang HTTP hodc FTP.

- Hanh dong loc : bao cho chinh sach phai dua ra hanh dong gi néu thong tin luu
chuyén trung v4i dinh dang da xac dinh tai filter . Vi du : thong b4o cho IPSec chan tat
ca cac nhitng giao tiép FTP , nhung vé6i nhimng giao tiép HTTP thi dit liéu sé dugc ma
hoa. Hanh dong loc ciing c6 thé xac dinh nhitng thuat todn ma héa va ham bam ma
chinh sach nén str dung.

- Authentication method : IPSec cung cap 3 phuong thirc xac thuc



Cac chimg chi (thong thuong cac may tinh trién khai ding IPSec nhan céc
ching chi tir mot t6 chtrc cap chimg chi CA ), Kerberos (giao thic chimg thuc phd
bién trong AD) Preshared Key (khoa ngam hiéu , mdt phuong phap xac thuc don
gian). Mdi mot luat cua chinh sach IPSec c6 thé bao gdm nhiéu phuong thirc xac thuc
vira néu.

Nhitng chinh sach [PSec méc dinh

Ké tir windows 200 tr& di IPSec da cdu hinh sin 2 chinh sach , tao sy thuén tién
khi trién khai IPSec .

May tram

Chinh sach thu dong, chi phan hoi IPSec néu ddi tac c6 yéu ciu , thuong duge
lam cho ¢6 thé (Enable) trén cac tram lam viéc (Workstation). Chinh sach mic dinh
nay chi c6 mot ludt dugce goi 1a luat dap g mac dinh.

Luat nay cho phép may tinh phan hdi dén cac yéu cau IPSec ESP tir cac may
tinh dugc tin cdy trong AD Domain. ESP 1a mot ché do IPSec cung cép do tin cay cho
viec xac thuc , tich hop va chéng su tn cong lap lai.

May chu (Server) (Request security — yéu cau bao mét)

May tinh hoat dong theo chinh sach ludn chu déng dung IPSec trong giao tiép .
tuy nhién néu ddi tac khong dung IPSec van c6 thé cho phép giao tiép khong bao mat.
Chinh sach nay dugc dung cho ca may chu va tram lam viéc.

May chu bao mat — Sercure Server (Require Sercurity — quy dinh bao mat)

Bit budc dung IPSec cho giao tiép mang. Co thé dung chinh sach cho ca may
chu va tram 1am viéc. Néu chinh sach duoc thiét 1ap khong cho phép giao tiép khong
bao mat.

Thuong lugng mot lién két bao mat

Ca 2 may tinh tién hanh thuong luong bao mat can phai cé nhiing chinh sach bd
sung. Néu 2 may tinh c6 thé thuong lugng thanh cong, IPSec c6 thé st dung. Néu
thuong lugng khong thanh cong do bat ddng vé chinh sach, 2 may tinh c6 thé khong
tiép tuc giao tiép hodc chip nhan giao tiép khong an toan. Vi du vé cach thirc hoat

dong cua cac chinh sach gitta 2 may tinh gitta A va B:



- May tinh A yéu cau ESP cho céc giao tiép HTTP , may tinh B yéu cdu AH cho
HTTP, nhu viy 2 mdy tinh s& khong thé thuong lugng mot lién két bao mat.

- Giao thurc xéac thuc Kerberos la phuong thirc xac thuc mac dinh , dugc cac
may tinh trong cing AD Forest st dung , néu 1 trong 1 may tinh khong cing AD
forest thi khong thé thuong luong dugce phuong thirc bao mat. Twong tu, khi may tinh
A dung Kerberos, may tinh B dung Certificates lam phuong thirc xac thuc luu luong
IP, thuong luong ciing s& khong duoc thiét 1ap.
2.3.6.3.Uu diém va han ché ciia IPSec

Uu diém cua IPSec

IPSec 1a cach tong quan nhat dé cung cip cac dich vu bao mét trén internet , n6
6 1 sb dic diém sau :

- IPSec 1a mot giai phap tong thé. No ¢ thé bao vé bét ky giao thirc nao chay
trén IP va bt ky méi truong nao ma IP chay trén né. Pong thoi con bao vé duge nhiéu
giao thirc tng dung chay trén nhiéu méi trudong phc tap.

- IPSec cung cap mot sd dich vu bao mat & murc nén, khong gdy anh hudong dén
nguoi dung.

- IPSec 1a co ché chung dé bao mat IP. N6 khong cung cip chirc ning bao mat
thu nhung c6 thé ma héa thu. Nén né dam bao ké tin cong khong thé hiéu duoc thu du
danh cép hay doc trom.

- IPSec c6 thé cung cdp cting mot co ché bao mat cho bat ky cai gi truyén qua
IP.

- Nguoi dung str dung IPSec khong phai lam bat ky mot thao tac nao. Tham chi
ho ¢6 thé khong can biét su tOn tai ctia nd. Moi viéc thiét lap , cai dat déu do nguoi
quan tri lam.

Han ché cua IPSec

Bén canh nhimg uvu diém trén IPSec con c6 nhimg han ché ma né khong lam

duoc :



- IPSec khong an toan néu st dung hé thdng khong an toan. Néu hé thdng
khong an toan thi viéc st dung IPSec cling khong an toan nhu str dung n6 véi 1 hé
théng binh thuong.

- IPSec khong bao mat & dang End to End. N6 khong dam bao tinh bao mat
giita nhitng ngudi st dung cudi, bat ky ngudi st dung nao véi quyén thich hop trén 1
may tinh bat ky, Iuu trit g6i tin nhan duoc déu cé thé biét duge ndi dung cia né.

- IPSec x4c thyc may , khong xac thuc ngudi dung.

- IPSec khong ngan chin kiéu tan céng DoS.

- IPSec khdng ngin chin duoc cac phan tich truyén thong mang. La viée ¢b
gdng tim tri thire tir cac goi tin ma khong quan tdm dén ndi dung ciia nd. Cac phén tich
dua trén nhitng gi da nhin thdy duoc ¢ cac Header khong duge ma hoa cia cac goi tin
da ma hoa , dia chi céng, may nguﬁ”)n , dich , d¢ dai gai tin.

2.3.7. Phong tranh tin cong CSDL

CSDL la dbi tugng hang dau can duoc bao vé. Trong thoi dia bung nd thong tin
nhu hién nay , CSDL luén 1a dbi twong nhom ngé cta cac ddi thu canh tranh , cac ké
tan cong.... Cac ca nhan, cong ty, to chire, qudc gia ludn coi trong viéc bao mat CSDL.
2.3.7.1. Gidi phdp phong trdnh tin cong CSDL

Lua chon phén cung , noi luu trit dam bao an toan cho dir li¢u.

Luya chon phan mém phu hop dé luu trir dir liéu.

C6 giai phap du phong khi c6 su ¢b xay ra (Vi du : bao gio ciing phai c6 1
server backup,..)

Luédn cdp nhat cac ban va 16i , thong tin vé nguy co bi tin cong dé c6 bién phap
phong tranh trude.

Gidi han quyén trong CSDL dbi v6i ca nha quan tri va nguoi dung. Chi cip
quyén da dé ap dung nhu cau ctua mdi dbi twong. Quyén cang bi han ché , thiét hai
cang it.

Can phai str dung nhirng cong cu mi héa manh két hop véi nhimg giai phap

khéc vé bdo v€ an ninh hé thong mang , chong virus xam nhap.



Dir liéu bi mét , bi 16 1a do khong c6 mot giai phap ma héa nao triét dé. Ta c6
thé tham khao giai phap Tricrytion (giai phap bao vé dit liéu 3 16p ctia haing ERUCES)

Giai phap nay tién hanh ma héa CSDL nhu sau:

-Ma hoéa ban than CSDL st dung cac khoa

-Ma hoa khoa

-Ma hoéa quan h¢ gitra khoa va CSDL.

Hé théng can c6 nhimng server riéng cho timg thanh phan CSDL, khoa va moi
lién két.

Pay 1a mot giai phap mang tinh triét dé cao , c6 thé tich hop vao nhiéu hé théng
khac nhau va duoc su hd trg cua nhiéu hing phin mém hang diu nhu Microsoft,
Sun,....
2.3.7.2. Vi du phong trdanh tin cong 16 hong SOL injection attack

Dé phong tranh cac nguy co ¢ thé xay ra, nén bao vé cac cau truy van SQL
bang cach kiém soat chat ché tat ca cac dir liéu nhap vao tir ddi tuong Request.

Trong trudng hop dit liéu nhap vao 1a chudi , 16i xuét phat tir viéc ¢ ddu nhay
don trong dir liéu. D¢ tranh diéu nay , thay thé cac diu nhay don bang ham Replace:

p_strUsername = Replace (Request.Form ("txtUsername"), ™", ")
p_strPassword = Replace (Request.Form ("txtPassword"), ", ")

Trong truong hop dir liéu nhap vao 1a s6 , 18i xudt phat tir viéc thay thé gia tri
duge tién doan 1a dir liéu sd bang chudi chtra cau 1énh SQL bat hop phap. Bé tranh
diéu nay , don gian ta kiém tra dir liéu c6 dung kiéu hay khong.

p_IngID = CLng(Request("1D"))

Nhu vdy néu ngudi ding truyén vao mot chudi ham nay sé tra vé 18i ngay lap

tuec.



Ngoai ra dé tranh thong tin tir SQL injection , nén chu y loai bo bat ky thong tin
k¥ thuat nao chira trong thong diép chuyén xudng cho nguoi dung khi timg dung ¢6 16i.
Cac thong bao 18i thuong tiét 1o cac chi tiét vé ky thuat cho phép ké tin cong biét dugc
diém yéu cua hé théng. Cudi cung dé gidi han muc do SQL injection , nén kiém soat
chat ch& va gi6i han quyén xir li di liéu dén tai khoan nguoi ding ma tmg dung web
dang str dung. Céc (mg dung thong thudng nén tranh dung dén cac quyén nhu dbo hay

sa....



Chuong 3. THU NGHIEM CHUONG TRINH

3.1. TAN CONG SQL INJECTION
3.1.1. Ban chit

Co ché tan cong SQL Injection 1a céach thuc tan dung hoic khai théc triét dé
nhitng khuyét diém, thiéu sot vé mat cong nghé duoc sir dung dé xay dung website , va
thong thuong hacker s& két hop vai nhitng 16 hong trong quy trinh bao mat co s dir
licu. Néu thanh cong trong viéc xam nhap nay, hacker hoan toan c6 thé mao danh tai
khoan chinh thirc caa nguoi st dung, truy cap vao co sé dit liéu va lay cap thong tin ca
nhan. Khong giéng nhu cach lam cua DDOS, SQLI hoan toan c6 thé ngin chin duoc
néu ngudi quan tri nhan thirc dugc tim quan trong cua viéc bao mat co so dit liéu.

3.1.2 Yéu ciu hé thong
Yéu ciu phén cirng:

-128 MB RAM
-320 MB free fixed disk
-Tét ca hé thong 32 bit (hé thdng 64 bit ciing lam viéc tdt)

Yéu cau phan meém:

-Apache 2.2.14

-MySQL 5.2.41

-PHP 5.3.1

-Chay Windows 200, XP (Server 2003), Vista (Server 2008), 7

3.1.3. Qua trinh thuc hién

Trong qua trinh dang nhap truc tuyén, nguoi ding budc phai nhap username va
mat khau vao form dang nhap. Khi d6 dé xt 1y qua trinh nhap vao nhim kiém tra dir
liéu nguoi st dung nhap vao cé trong CSDL hay khong. Nguoi ta thuong st dung
chudi cau 1énh SQL sau:

sgl= select nickname from user where nickname= 'name' and password=

‘pass’



Néu name va pass dugc nhdp vao tring khép véi dir lidu di co trén bang user
cua CSDL, ttrc 1a da xac thuc chinh xac cé nguoi dung nay.

Vi du : trang login-1.php duoc dung dé nhép dit liéu vao form
[ Aurora - [N | @ Aurors St e | iy localost8s /localost/ Book / wser . < | +

€ 9 ¥ | @ localhostss/login-1.php

| |BY~ Google P A B~ Fedoack v # v

Hinh 3.1: Giao dién dang nhép
Mai ngudn trang login-1.php :
<html>
<head><title>Log in</title></head>
<body background="bg-img1.jpg">
<center><blink><b><font size="36"color="red">SMANH DUC EBOOK-
EBOOK CHO MOQI NGUOI</font></b></blink></center>



<br>
<center><table border="0"><form action="login-2.php" method="get">
<tr><td><b>Tén dang nhap:</b></td><td><input type= "text"
name="nickname"></td></tr>

<tr><td><b>Mat Khau:</b></td><td><input type ="password"
name="password"></td></tr>

<tr><td><input type="submit" value="login"></td></tr>

</form></table></center>

</body></htmI>

Trang login-2.php duoc dung dé kiém tra tinh xac thuc cta thong tin nhap vao.

M3 ngudn trang login-2.php:

<?php

require("kn.php");

$name=$_GET["nickname"];

$pass=$_GET["password"];

$sql="select nickname from user where nickname=""$name.""."and
password="".$pass."";

$kg= mysql_query($sql,$sqglcnn);

$row=mysql_fetch_array($kq);

$rows=mysql_affected_rows();

if($rows!=0)

{

echo "Chao mung ban ".$row['nickname'];?>
<meta http-equiv="refresh" content="60 URL=index-x.php"/>

<?php mysgl_close($sglcnn);

else



echo "Moi quay lai trang truéc™;?>
<meta http-equiv="refresh" content="3 URL=login-1.php"/>
<?php }

7>

Trong bang user cia CSDL Book, ta dd c6 mot user véi nickname 1a admin,

password la admin thi viéc xéac thyc la ding :

- | | @ Auror Start Page | i localhost8s / localhost/ Book  user.. * | + ,
€ > ¥ P @ ocahostss/login-Lphp 777 C||B- Google P A B Feedback v ¥ v

Hinh 3.2: Dang nhap véi tai khoan admin



[ httpi//localhost:..inBipassword=admin x |~Aurora Start Page
€ L'Ep

=
#iu localhost:83 / localhost / Book / user .., | + E E
localhost:5/lagin-2.php?nickname=admin&password=admin

¢ HB- Google Pl f K~ Feedback + # -

Chao mirng ban admin

Hinh 3.3: Dang nhap véi tai khoan admin thanh cong
Luc ay chudi cau 1énh SQL dung sé 1a :

sql= select * from user where nickname= "admin’ and password= ‘admin’

Chudi nay khi duoc chay sé tra vé gia tri nickname = admin.

Thé nhung khi ta nhap vao chudi sau trong phan password, gia tri van tra vé
dung ., va ta van c6 thé dang nhdp thanh cong ma thyuc sy khong c6 username nao nhur

thé ca.

Vi du : nhap chudi ' OR "'='



IR oo
€ | | & localhost85/1ogin-1.php

|8) Most Visited | Getting Started | | Suggested Sites | | Web Slice Gallery

Tén dang nhap: blabla
Mjt Khiu: "OR "=
logi

Ll

3 Bookmarks|

Hinh 3.4: Dang nhap st dung SQL Injection

R reptocaone.7-0ro s+ | S S O

=t

€ | @ localhost85/login-2.phpTnickname=blabladpasswerd="+ OR+ "%3D" || M- Google
[ Most Visited [} Getting Started [} Suggested Sites || Web Slice Gallery

Chao mirng ban admin

Pl

3 Bookmarks|

Hinh 3.5: Dang nhip thanh cong



Ding nhép bang chudi nay van tra vé két qua dung , ta van c6 thé tiép tuc duyét

trang tiép theo:

P |
| {3 Manh Bic-book.com-Sach cia moi . | @ Aurora Start Page | i localhosts / localhost / Book / user . * | + oo D

2 % | @ localhost:85/index-x.php Google P A B~ Feedback v # v

Hinh 3.6: Trang sau khi dang nhap thanh cong

Co dugc diéu nay 1a do ltc dang nhap chudi * OR =", ciu lénh SQL lic nay

sql= select nickname from user where nickname= ‘blabla’ and password=""
OR ="

Cau 1énh sql ludn tra vé gia tri dang, tuc la tra vé toan bo hang cua bang. Nhu
vy 1a khong can nhé password hay username, ta van ¢6 thé truy nhap duoc vao trang

khac nho 16 hong trong cau 1énh SQL hay cach khac 1a SQL Injection.



3.2. SUDUNG PHAN MEM NGHE LEN (SNIFFING) WIRESHARK
3.2.1 Phin mém WireShark

WireShark 14 mot phan mém phan tich cac goi tin trén mang. Phin mém nay sé&
cd ging bit cac goi tin trén mang va phan tich no chi tiét nhat c6 thé (Nguon:
Wireshark User's Guide)

File Edit View Go Capture Analyze Statistics Telephony Tools Help
PEees DEXEE Qe TR QaQaE WED% 8

Filter ~ Expression.. Clear Apply

The World's Most Popular Network Protocol Analyzer

Interface List = Open iy Website
¥ Live list of the ‘capture interfaces (counts incoming packets) ‘Open a previously captured file Visit the project’s website
Start capture on interface: Open Recent: @ User's Guide
£#] Marvell Yukon Ethernet Controller. The User's Guide {local wersion, if installed)
£ Microsoft Sample Captures
E Microsoft A rich assortment of example capture files on the wiki @ Security
@ Sun Work with Wireshark as securely as possible
Capture Options

Start & capture with detailed options

How to Capture

Step by step to 2 successful capture setup

Network Media

Specific information for capturing on: Ethemet. WLAN,

Hinh 3.7: Giao dién WireShark

3.2.2 Yéu ciu hé thong
Yéu ciu phan cirng:

- Bo vi xtr Iy 32-bit, 64-bit

- 128 MB RAM

- 75 MB con tréng trong 6 dia

-Cac mang hd tr¢ : Ethernet, WLAN.
Yéu ciu phian mém:

- Window 2000, XP, Server 2003, Vista, Server 2008



3.2.3. Huéng dan sir dung WireShark

Chon Capture -> Interface -> chon interface ma ban mudn theo ddi hodc chon
interface hién thi ngay trén Interface List.

Capture Option : tity chon trén Capture, ban c6 thé tuy chon loai giao thtrc, cong
bao nhiéu dé wireshark bt trén mang.

Chu ¥ quan trong la thanh loc (Filter) , cho phép ta c6 thé loc géi tin lai theo
giao thirc (TCP, HTTP, UDP), cac cong,. ..
3.2.4 Vi du sit dung WireShark

Muc tiéu: dk2.hpu.edu.vn (117.6.172.31)

Muc dich : biét duge ID va mat khau cua nguoi dung dang nhdp vao dia chi
117.6.172.31.
_g;m Prston | © Tuyén T8p |1 iopth ae. |G vic i .. | R M8y |, ocahost .| @ Fiphong ] L T b .| o dSharenn =] pmimimt.

% | @ 17617231 - & | B Google P ©® A K- Feedback ~ # |~

& Quytrinh > Théng béo - Tin tire <> Théi Khéa Biéu [7Dang ky tai khodn  * Cé vén hoc tap #, Quan Iy
| bangnhdp |
|Cic ban sinh vién luu §: - :

[H¢ théng Diing ki mén hoc cho phép sinh vién trong treimg sit dyng dé ding ki cic mén hoc theo chuong trinh dio tgo cia nhi Ma ?[“h
ltruimg thing qua mang may tinh. Cic ban sinh vién Iru ¥ theémg xuyén xem thing bio trén website nay dé chii déng trong qui trinh vién:
|dang ky hoc. ‘ % Mat
+ Cic ban sinh vién ding nhip vio hé thing véi Ma sinh vién va Mt khiu. khiu:
+ Khi ding nhip thanh céng, cac ban s& cé thé thao tic dang k¥ mén hoc cho hoc ki hign tai. Z
+ Khi 6 ké hoach déing ki sinh vién méi c6 thé dng ki droc
- Néu cac ban sinh vién khéng nhé dwoe mét khiu hode khi bj 13 khi déng ke, vui long én hé véi cé vén theo danh ngnhap

sach tai dav hoac kich vao day dé nhin lai

« Moi thic mac vé Thii Khéa Biéu, vui long lién hé véi Phong Dao tao dé dwoc giai dip

L e

Hinh 3.8: Giao dién dang nhap



Tai khoan dugc dang nhap : ID 121340
Imgl’lsmn l@Tuye‘nT.;p... IMH{)pthude’Z.. ]Vlec Lim, T... li‘] Muc I8y lai ... hdn me... %

& 9 % @ ureina : & | B Google P ® A 3~ Feedback » # |~

44z 1ocalnostEs... lm Haiphong P...I L Tai ligu hud... ] “w 4Sharen -

Quytrinh (> Théng bao - Tin tirc Th:

|Cic ban sinh vién luu y:
[Hé théng Ding ki mn hoc cho phép sinh vién trong treimg si dung dé ding ki cic mén hoc theo chwong trinh dao to ciia nh
ltruimg thing qua mang may tinh. Cic ban sinh vién Iru ¥ theémg xuyén xem thing bio trén website nay dé chii déng trong qui trinh
|@ing k¥ hoc.

+ Cicban sinh vién ding nhip vao he thing véi Ma sinh vien va Mt khiu.

+ Khi ding nhip thanh céng, cac ban s& cé thé thao tic dang k¥ mén hoc cho hoc ki hign tai.
+ Khi 6 ké hoach déing ki sinh vién méi c6 thé dng ki droc
- Néu cac ban sinh vién khéng nhé dwoe mét khiu hode khi bj 13 khi déng ke, vui long én hé véi cé vén theo danh ng nhap
sach tai dav hoac kich vao day dé nhin lai

« Moi thic mac vé Thii Khéa Biéu, vui long lién hé véi Phong Dao tao dé dwoc giai dip

Hinh 3.9: Bang nhap véi tai khoan 121340



 — e

€ > % F
[

@ 117617231/ mainpage.aspx

. Phinmg... x

P ® A B3~ Feedback » # |~

+ =N

N&m hoc

Ngiy BOHI

Ngiy KTHI

£} Théng béo
£) Chiong tinh dao tac

£) Ké hoach gidng day
&) cévén hoctép

f) TKB 16p

#) TKB sinh vién

£ Phéng hoc- gi&r hoc

£ Quy dinh

£ Ké hoach ding iy

£) Quy trinh

£) Bing kj Nhém mén tr chan
£) Ping kj hoc

£) Béing ¥} noc néng difm

£} Béng i thuotp Bt nghiép
£) Béng iy 15m t6t nghiép

&) Tra civu diém

£ péi mat khdu

20122013

Hoekj 1

13/872012

2122012

Mo >>Phong dio tao théng biio vé viée déing ki mén hoc Hoc ky 1 néim 2012-2013

> Phong dio tao théng bao vé viée déng ki the thp ot o

> Chi tigt

> Chi tigt

n

Trén giao dién thé hién cac géi tin cia WireShark ta chu y g

Filter: tcp.stream eql

Hinh 3.10: Bang nhép thanh cong

File Edit View Go Copture Anahze Statistics Telephony Tools Help

BHdae DCEXSE Ae T L

~  Expression..

Cl

BlaaQah @®Wx B

J4

Ol sau.

No. . Time
3 4.280352
4 4.487985
5 4.834119
6 4.911760
7 5.116572
8 5.717552
9 5.717964
10 5.718012
11 5.727210
12 5.728207
13 5.728259
14 5.728529
15 5.737403
16 5.737445
18 5.738409
19 5.740525
20 5.740585
21 5.741506

0000 00 50 7f c4
0010 03 88 2b of
0020 ac 1f 20 8a
0030 41 88 dd 37

0040 6e 70 61 67
ANSA 21 Ja 21 nA

Source

dk2. hpu. edu.vn
10.0.0.102
dk2. hpu. edu.vn
dk2. hpu. edu.vn
dk2. hpu. edu.vn
10.0.0.102
dk2. hpu. edu.vn
dk2. hpu. edu.vn
10.0.0.102
dk2. hpu. edu.vn
dk2. hpu. edu.vn
10.0.0.102
dk2. hpu. edu.vn
dk2. hpu. edu.vn
10.0.0.102
dk2. hpu. edu.vn

B e Sy SV _Jepy

9e c4 00 21 5d 18 27 7e 08 00
40 00 80 06 a0 45 0a 00 00 66
00 50 c3 41 «cd 48 d9 d9 44 64
00 00 50 4f 53 54 20 2f 6c &f
65 2e 61 73 70 78 20 48 54 54

Ns A8 &F 73 74 33 30 21

3137

Destination
dk2. hpu. edu.

10.0.0.102

dk.Z. hpu edu.

10.0.0.102

dk2. hpu. edu.

10.0.0.102
10.0.0.102

dk2. hpu. edu.

10.0.0.102
10.0.0.102

dk2. hpu. edu.

& Frame 3 (918 bytes on wire, 918 bytes captured)

Ethernet II, src: IntelCor_18:27:7e (00:21:5d:18:27:7e), Dst: 10.0.0.1 (00:50:7f:c4:9e:c4)

Internet Protocol, Src: 10.0.0.102 (10.0.0.102), bpst: dk2.hpu.edu.vn (117.6.172.31)

Transmission Control Protocol, Src Port: 8330 (8330), Dst Port: http (80), Seq: 1, Ack: 1, Len: 864

= Hypertext Transfer Protocol

POST /loginpage.aspx HTTP/1.1\r\n
Host: 117.6.172.31%r%\n
user-agent: Mozilla/5.0 (windows NT 6.1; rv:18.0) Gecko/18.0 Firefox/18.0%\r\n
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,%/%;g=0.8\r\n
Accept-Language: en-Us,en;g=0.5%rn
Accept-Encoding: gzip, deflate\rin
rReferer: http://117.6.172.31/loginpage. aspx\rin
cookie: AsP.NET_sessionId=bgwdindspgddnsssfopccmuoirin

connection: keep-alive\rin
P, PR g Y

eap Apply
Protocol Info
POST /loginpage.aspx HTTP/1.1 (a&pplication/x-www-torm-ur lencoded)
TCP http > 8330 [ACK] Seq=1 Ack=865 Win=64308 Len=0
HTTP HTTP/1.1 302 Found (text/html)
HTTP GET /mainpage.aspx HTTP/1.1
TCP http seq=383 Ack=1250 win=63923 Len=0
TCP [TcP
TCP [Tce
TCP 8330 5eq=1250 Ack=3179 Win=16776 Len=0
TCP [Tce
TCP [Tce
TCP 8330 5eq=1250 Ack=59735 wWin=16776 Len=0
TCP [Tce
TCP [Tce
TCP 8330 5eq=1250 Ack=8771 Win=16776 Len=0
TCP [Tce
TCP [Tce
TCP 8330 5eq=1250 Ack=11567 win=16776 Len=0
TCP [Tce

45 00 U 10 E
75 06 Lo+ @, LE.L LUl
50 18 .. ..P.A .H..DdP.
67 69 A..7..P0 ST /logi
50 2f  npage.as px HTTP/
3a 3 11 bee v 117 &

n

m

() File: "C\Users\manhduciAppData\Local\Te... | Packets: 76 Displayed: 47 Marked: 0 Dropped: 0

e

Hinh 3.11

| Profile: Default




File

Edit View Go Capture

BEdaa cEXSL

Analyze

Statistics

Telephony  Tools

LT L

Help

Blaaaf &®Wsx% H

Referer:
cookie:
Connection

Transmission Control Protocol,
= Hypertext Transfer Protocol
POST /loginpage.
Host: 117.6.172.
user-agent: Mozilla/5.0 (windows NT 6.1;
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,%/%;
Accept-Language:
Accept-Encoding:
http://117.6.172.31/1oginpage. aspx\rin
ASP.NET_:

Filter: tcp.stream eq1 ~ Expression... Clear Apply
Neo. Time Source Destination Protocol Info
2. 10.0.0.102 dk2.hpu. ed
4 4.487985  dk2.hpu. edu.vn 10, g Merk Packet (toggle)
5 4.834119 dk2. hpu. edu. vn .0. (© Set Time Reference (toggle)
6 4.911760 10.0.0.102 - -
7 5.116572 dk2. hpu. edu.vn 10.0.0.102 Apply as Filter * 8330 [ACK] seq—383 Ack=1250 win=63923 Len=0
‘ 8 5.717552 dk2. hpu. edu.vn 10.0.0.102 Prepare a Filter » gment of a reassembled PDU]
9 5.717964 dk2. hpu. edu.vn 10.0.0.102 . ment of a reassembled PDU]
10 5.718012  10.0.0.102 dk2.hpu.ed ~ Cenversation Filter * http [ACK] 58q=1250 Ack=3179 Win=16776 Len-0
11 5.727210 dk2. hpu. edu.vn 10.0.0.102 Colorize Conversation » gment of a reassembled PDU]
12 5.728207 dk2. hpu. edu.vn 10.0.0.102 SCTP » gment of a reassembled pDU]
13 5.728259 10.0.0.102 dk2. hpu. ed - tp [ACK] 5eg=1250 Ack=5975 Win=16776 Len=0
14 5.728529 dk2. hpu. edu.vn 10.0.0.102 ment of a reassembled PDU]
15 5.737403 dk2. hpu. edu.vn 10.0.0.102 Follow UDP Stream gment of a reassembled PDU]
16 5.737445 10.0.0.102 dk2. hpu. ed Follow SSL Stream http [ACK] 5eq=1250 Ack=8771 Win=16776 Len=0
18 5.738409 dk2. hpu. edu.vn 10.0.0.102 ment of a reassembled PDU]
19 5.740525 dk2. hpu. edu.vn 10.0.0.102 Copy » gment of a reassembled pDU]
20 5.740385 10.0.0.102 dk2. hpu. ed tp [ACK] 5eg=1250 Ack=11367 Win=16776 Len=0
21 5.741506 dk2. hpu. edu.vn 10.0.0.102 %2 pecode As... gment of a reassembled PDU]
Frame 3 (918 bytes on wire, 918 bytes captured) 2 Print...
Ethernet II, src: IntelCor_18:27:7e (00:21:5d:18:27:7e), Ds1 T e R G s T 4)
Internet Protocol, Src: 10.0.0.102 (10.0.0.102), bst: dk2.h

Src Port: 8330 (B330), Dst Port: http (80), Seq: 1, Ack: 1, Len: 864
aspx HTTP/1.1\r\n

31hr\n

rv:18.0) Gecko/18.0 Firefox/18.0\r\n

g=0.8\r\n

en-us,en; g=0.5%rn

gzip, deflate\rin

sessionIld=bgwding spg44nsssfopcemuoirin

keep-aliveirin

m

[l (Untitled) - h

Hinh 3.12

0000 00 50 7f ¢4 9e ¢4 00 21 5d 18 27 7e 08 00 45 00 "~ LE. -
0010 03 8§ 2b OF 40 00 80 06 a0 45 0a 00 00 66 75 06 E...fu. =
0020 ac 1f 20 8a 00 50 <3 41 «<d 48 d9 d9 44 64 50 18 P ..DdP.
0030 41 88 dd 37 00 00 50 4f 53 54 20 2f 6c 6f 67 69 A7, PO ST /'\ug‘\
0040 Ge 70 61 &7 65 2e 61 73 70 78 20 48 54 54 50 2f  npage.as px HTTP/ il
nnsn 21 %o 21 _nNd Na AR AF 72 7A 23 20 21 21 27 Pa WA Hhc +- 117 A
() File: "C\Users\manhduciAppData\Local\Te... | Packets: 76 Displayed: 47 Marked: 0 Dropped: 0 | Profile: Default
= - = e

File Edit View Go Ca
B e e e

Filter: tep.stream eq 1

Ne, Time

280352

4 4.487985
5 4.834119
6 4.911760
7 5.116572
8 5.717552
9 5.717964
10 5.718012
11 5.727210
12 5.728207
13 5.728259
14 5.728529
15 5.737403
16 5.737445
18 5.738409
19 5.740525
20 5.740585
21 5.741506

Frame 3 (918 bytd|

Ethernet II, src
Internet Protoco
Transmission Con|
= Hypertext Transfgl

POST /'Iog'inpagl
Host: 117.6.17,
USEF—AgEﬂt: Mos
Accept: text/hi|
Accept-Languag
Accept-Encoding

Follow TCP St
Wl Follow il T~ . - .. .

:.Elg

Stream Content:

POST /loginpage. aspx HTTP/1.1

Host: 117.6.172

User-Agent: Mozﬂ'\a/S 0 (windows NT 6.1; rv:18.0) Gecko/18.0 F‘\refox/l& [}
Accept: text/html, app'h[at‘\un/xhtmhxm'\ application/xml;g=0.9,%/%;q
Accept-Language: en-Us,en;g=0.

Accept-Encoding: gzip, dEf'\ate

referer: http: 3/117 6.172.31/loginpage. aspx

cookie: ASP.NET_sessionId=bgwdind5pgddns55f0pccmuo

connection: keep-alive

Content-Type: app'\‘\camun/x —wwwi-form-urlencoded

content-Length:

—_VIEWSTATE=%
2FWEPDWUKMTE 30DIXNDAYNAIKFgICAQIKkFgICCwIkFgICAQ8WAh4 Jaw5uzX10dG1lsEWvC4bgjbiBxdXnhud FUIHROdeG7 mMWMgduG7 gSABQSE
ocmvmPSdodHRwO i 8vd3d3Lmhoc2MuY29tLnZulz50w7 RUZyB0eSBUTkhIIFBo4bgnbiBt4buBbseIb8ogbmcgsMogPCOBPMRECrul%

2FHs3ueJCVLEWgNNoO 5Meq24%3D&__EVENTVAL IDATION=%2FWEWBAKWTTrQCgKs%

2B 5bqDWK1gbSRCWKC31eGDGZRE6229EDbATUNFVT Y4 UbBCGGYMATETRT e P L JF T EEME&b Tt nLog i n=26C 3%90%C4%83ng
+Nh%EL%BARAD) H1'rP/1 1 302 Found

Cache-Control: private
content-| Length 133
Content-Type: text/html;
Location: /ma‘ingags.aspx
server: Microsoft-IIS/7.0
X-AspNet-Version: 2.0.50727
X-Powered-By: ASP.NET

Date: Tue, 20 Nov 2012 08:23:42 GMT

charset=utf-8

<html=><head><title>object moved</title></head><body>
<h2>0bject moved to <a href="%2fmainpage.aspx">here</a>.</h2>
</body></htm’

GET /mampage aspx HTTP/1.1

Host: 117.6.172.

User-Agen z1]'\a/5_q (wWindows NT 6.1;

rv:18.0) Gecko/18.0 Firefox/18.0

Entire conversation (34780 bytes) ) ASCI () EBCDIC ) HexDump O C Arrays @ Raw

n-ur lencoded

m

Referer: hrrp: [ Filter Out This Stream ] [ e

Cookie: ASP.NE

Connection: k

ot et Tianns aeeldeoedoe fa e Fovee el cecadedl el e i
0000 00 50 7f c4 9e c4 00 21 5d 18 27 7e 08 00 45 00 ]. '~ .E. -
0010 03 88 2b 9f 40 00 80 06 a0 45 0a 00 00 66 75 06 S T =
0020 ac 1f 20 8a 00 50 c3 41 «cd 48 d9 d9 44 64 50 18 . .P. A .H..DdP.
0030 41 88 dd 37 00 00 50 4f 53 54 20 2f 6c &f &7 89 A 7 . PO ST /'\ug‘\
0040 6e 70 61 67 65 2e 61 73 70 78 20 48 54 54 50 2f HpagE as px HTTR/ o
NNEN 21 %a 21 Nd N2 AR AF 72 FA 33 0 21 21 37 a 2R - 117 A
() File: "C\Users\manhduc\AppData\Local\Te... | Packets: 76 Displayed: 47 Marked: 0 Dropped: 0

Profile: Default

Hinh 3.13

Nhu vy, ta da biét duge mat khau cua tai khoan 121340 1a manhduc.




3.3 CHUONG TRiNH KIEM SOAT PANG NHAP CUA NGUOI DUNG TREN
WEB

3.3.1 Yéu ciu h¢ thong
Yéu ciu phin cirng:

-128 MB RAM

-320 MB free fixed disk

-Chay Windows 200, XP (Server 2003), Vista (Server 2008), 7
-Tét ca hé thong 32 bit (hé théng 64 bit ciing lam viée tbt)

Yéu cau phan mém:

-Apache 2.2.14

-MySQL 5.2.41

-PHP 5.3.1
3.3.2 Ky thuat Brute Force

Vé co ban Brute Force (k¥ thuat cudng ché, théo bao) la mot thuat toan vét can,
cho phép doan mat khau ciia ngudi dung bang cach nhap timg chudi ki tu trong mot b
tir dién sin c6 theo tung loai thuat toan Brute Force. Dudi day la mdt thuat toan Brute

Force don gian:



char *Brute_Force(char *source, char *substr, int *k)
{
inti=0,j=0, m, n;
n = strlen(source) - 1;
m = strlen(substr) - 1;
do{
if (source == substr[j])
{
i++;
J++;
}
else
{
i=i-j+2;
1=0;
}
} while (j <=m && i <=n);
if (j >m)
{
*K=1-m-1;
return source +i-m-1;
}
else
return NULL;

¥



3.3.3 Ciac k§ thuit chéng Brute Force

C6 nhiéu ky thuat chéng Brute Force nhu st dung captcha, ma hoa MD5 du

kho, céac thuat toan kiém tra dang nhap ngudi dung,....

M&i k¥ thuat déu c6 diém manh va diém yéu riéng. O day toi xin gidi thiéu k§
thuat chong Brute Force bang cach sir dung Captcha.

Diéu quan trong trong st dung captcha chéng Brute Force 1a ludn ludn phai

kiém tra xac thuc captcha trudce khi kiém tra tai khoan hay mat khau, muc dich cua né

1a nham tranh nhitng vu brute force bang script.

‘ﬂAnti bruteforce - Google Groups |i;j,i Login x [+ [T o - ]
€ % localhost:25/indess.htm C | |BY- Google P ® @ B~ Feedback ~ # -
User:

Pass:
LOOPRY
Nhap lai captcha:

Hinh 3.14: Trang login chira captch



Cac ham chinh cia chwong trinh:

1/. Ham tao ki tu captcha:
function randomld($len = 16){

$id=",

for($i = 0; $i < $len; Si++){

$char = rand(65, 90);
$id .= chr($char);

}

return $id;
}
2/. Tao anh captcha cho chudi ki tu
$width=70;
$height=25;
$font=6;
$string = randomId(6);
I/ ghi nho ki tu duoc ta ra bang session
$ SESSION['captcha'] = $string;
$fontwidth = ImageFontWidth($font) * strlen($string);
$fontheight = ImageFontHeight($font);
$im = @imagecreate ($width,$Sheight);
$background_color = imagecolorallocate ($im, 255, 255, 255);

$text_color = imagecolorallocate ($im, rand(0,100), rand(0,100), rand(0,100));
// Random color Text

imagestring ($im, $font, rand(3, $width-$fontwidth-3), rand(2,$height-
$fontheight-3), $string, $text color);

header (""Content-type: image/jpeg");
imagejpeg ($im,",90);



KET LUAN
Trong qua trinh thuc hién dé tai, véi sy tan tinh huéng dan, gitp d cia thiy
huéng din PGS.TS Trinh Nhat Tién, két hop véi kién thie thu dugc trong qua trinh
hoc tép tai trudong. Sau qué trinh tim hiéu, nghién ctru cac van dé lién quan dén dé tai:

“Mot sé dang tan cong hé thdng thong tin” dung thdi han em da thu duoc két qua sau.
1/. Tim hiéu va nghién ctru 1y thuyét
-Tim hiéu vé an toan thong tin
-Tim hiéu c4c dang tdn cong hé thdng thong tin
-Tim hiéu mot sé phuong phap phong chéng
2/. Thtr nghi¢m chuong trinh
-Trinh bay mét s6 ky thuat tAn cong théng dung

-Mot k§ thuat phong chong danh cip mat khau

Hai Phong, ngay 19 thang 11 nam 2012
Sinh vién thuc hién

NGUYEN MANH bUC



TAI LIEU THAM KHAO
1.Gido trinh An toan va bao mat thong tin, Tac gia PGS.TS Trinh Nhat Tién
2 Luén van tot nghiép, Tran Thi Thity, Gido vién hudng din PGS.TS Trinh Nhat Tién
3.Luén van t6t nghiép, Ngo Hong Trang, Giao vién hudng dan PGS.TS Trinh Nhat
Tién
Tai liéu tham khao qua céc trang web:

www.hvaonline.net




