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LOI NOI PAU

Véi su phat trién ngdy cang nhanh chong cia Internet va cac tng dung
giao dich dién tir trén mang, nhu ciu bao vé thong tin trong cac hé théng va ung
dung dién tir ngay cang dugc quan tim va c6 ¥ nghia hét sitc quan trong. Cac két
qua cua khoa hoc mat ma ngdy cang duoc trién khai trong nhiéu linh vyc khac
nhau cta doi sbng — xa hoi, trong d6 phai ké dén rat nhiéu nhing ung dung da
dang trong linh vuc dan sy, thuong mai...Céc ing dung ma hoa thong tin ca
nhan, trao doi thong tin kinh doanh, thuc hién cac giao dich dién tor qua mang...
d3 trd nén gan giii va quen thudc voi moi nguoi.

Cung voi su phat trién ctia khoa hoc may tinh, cdc nghién ciru va tng
dung cua mat mi hoc ngdy cang tré nén da dang hon, mé ra nhiéu hudng nghién
ctru chuyén sau vao ting linh vuc tng dung dac thu voi nhiing dac trung riéng.
Ung dung cuia khoa hoc mat ma khong chi don thuin 13 ma hoa va giai ma thong
tin ma con bao gdm nhiéu van dé khac nhau can dugc nghién ciru va giai quyét,
vi du nhu chung thuc ngudn gbc ndi dung thong tin (ky thuat chit ky dién tw),
chtirng nhén tinh x4c thyc vé nguoi so hitu ma khoéa (ching nhan khéa cong
cong), cac quy trinh gilp trao dbi théng tin va thuc hién giao dich dién tir an

toan trén mang...

Va hé mat RSA 1a moét trong nhirng hé mat ma dugc s dung cho dén tan
ngay nay nham dap tng nhiing vi du trén. RSA duoc cong bo lan dau vao thang
8 nam 1977 trén tap chi khoa hoc My. H¢ mat sit dung trong linh vu ddm béo
tinh riéng tu va cung cap co ché xac thuc cua dir liéu s6. Ngay nay, RSA da
duoc phat trién ung dung rong rai trong thuong mai dién tir. N6 dugc sir dung
trén Web servers va trén cdc Browsers nham dam bao an ninh dudng truyén,
duogc st dung trong vi¢c tao khoa va xac thyc cuia mail, trong truy cap tu xa...,
va dac biét n6 1a hat nhan cua hé théng thanh toan dién tir. Tom lai, RSA duoc
ung dung rong rai trong cac linh vuc noi ma an ninh an toan thong tin duoc doi

hoi.



Qua qué trinh hoc tap va nghién cuu tai truong, dudi goc do 1a sinh vién
nim cudi va két hop su dinh hudng hudng dan cua thay gido H6 Van Canh em
d3 quyét dinh chon dé tai: “Ung dung hé mdt ma RSA trong chi ky dién tir” lam

dd &n tét nghiép cua minh.



CHUONG 1: TONG QUAN VE HE MAT MA KHOA
CONG KHAI
1.1 Khi niém vé mat ma va mat mi khoa cong khai
1.1.1 Mat mé

Mat ma 1a nhitng quy tic, quy udc riéng dung dé thay doi hinh thtc biéu

hién thong tin nham bao dam bi mat, xac thuc, toan ven cia ndi dung thong tin.

La mot linh vuc lién quan dén cac ky thudt ngdén ngit va toan hoc dé dam
bdo an toan thong tin, cu thé 1a trong thong tin lién lac. Trong lich s, mat ma
hoc gin lién vé6i qua trinh ma hoa. Piéu ndy ¢ nghia 14 n6 gan véi cac cach thir
dé chuyén ddi thong tin tir dang nay sang dang khac nhung ¢ day 1a dang thong
tin ¢4 thé nhan thire duoc thanh dang khong nhén thirc dugc, 1am cho thong tin
tré thanh dang khong thé doc duoc néu nhu khong co cac kién thirc bi mat. Qua
trinh ma hod dugc st dung chu yéu dé dam bao tinh bi mat cua cac thong tin
quan trong, chang han trong cong tac tinh béo, quan su hay ngoai giao ciing nhu

cac bi mat ve kinh té, thuong mai.

Hinh 1.1: May Enigma fir thé chién thir 2 dwoc sit dung dé ma hod, bdo vé cdc thong tin tinh

toan hoc nhay cam.



Trong nhitng ndm g:?m day, linh vuc hoat dong ctia mat ma hoa da duoc
mo rong: mat ma hoa hién dai cung céip co ché cho nhiéu hoat dong hon la chi
duy nhét viéc gitt bi mat va c6 mdt loat cdc ing dung nhu: chung thuc khoa
cong khai, chir ky sb, bau ctr dién tir hay tién dién tir. Ngoai ra, nhirng ngudi
khéng c6 nhu cau thiét yéu dic biét vé tinh bi mat ciing st dung cac céng nghé
mat ma hod, thong thuong duoc thiét ké va tao lap san trong cac co so ha tﬁng

cua cong nghé tinh toan va lién lac vién thong.

Mat ma hoéa cling dugc coi Ia mdt nhanh ctia cong ngh¢, nhung né duogc
coi la khong binh thuong vi né lién quan dén cac sy chong ddi ngam (xem cong
nghé mat ma hoéa va cong nghé¢ an ninh). Mat ma hoa la cong cu dugc st dung

trong an ninh may tinh va mang.

K.énh khong an toan

(Insecure channel)

Dix ligu gén: —
(Plaintext, —> ~ Mahéa g {Ejjjr;;}i} ——>  Dirliéu gbc
Cleartext) _ (Encrypt) Ban ma

(Ciphertext)

Hinh 1.2: So d6 ma hod va giai ma

1.1.2 M4t ma khoa cong khai

Mat ma hoa khéa cong khai la mot dang mat ma hoa cho phép ngudi st
dung trao d6i cac thong tin mat ma khong can phai trao doi cac khda chung bi
mét trude d6. Diéu nay dugc thyuc hi¢n béng cach sir dung mdt cap khoda c6 quan
hé toan hoc véi nhau 1a khoa cong khai va khoa ca nhan (hay khoa bi mat).

Thuat ngir mat ma hoéa khoa bat ddi ximg thuong duge dung doéng nghia
véi mat ma hoa khda cong khai mac du hai khai niém khong hoan toan tuong
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duong. C6 nhirng thuat toan mat ma khoa bat ddi xing khong co tinh chat khoa
cong khai va bi mat nhu dé cap & trén ma ca hai khoéa (cho mé hoa va giai mi)
déu can phai gitr bi mat.

Trong mat ma hoa khoa cong khai, khoa ca nhan phai duogc gitt bi mat
trong khi khéa cong khai dugc pho bién cong khai. Trong 2 khoa, mot dung dé
ma hoa va khoa con lai dung dé giai ma. Piéu quan trong ddi voi hé thong 1a

khong thé tim ra khoa bi mat néu chi biét khoa cong khai.

Hé thdng mat ma hoa khoa cong khai c6 thé sir dung véi cac muc dich:

« Ma hoa: gilr bi mat thong tin va chi c¢d ngudi ¢ khoa bi mat mési giai ma
duoc.

o Tao chir ky s0: cho phép kiém tra mot van ban c6 phai da duogc tao voi mot
khoa bi mat nao dé hay khong.

« Théa thuin khéa: cho phép thiét 1ap khoéa dung dé trao d6i thong tin mat
gifra 2 bén.

Thong thuong, cdc k¥ thuat mat ma héa khoa cong khai doi hoi khbi
lugng tinh toan nhiéu hon cac k¥ thuat ma héa khéa ddi xing nhung nhiing loi

diém ma chung mang lai khién cho chung duoc ap dung trong nhiéu ing dung.

Trong hau hét lich sit mat ma hoc, khéa ding trong cac qua trinh mé
hoa va giai ma phai dugc giir bi mat va can duoc trao d6i bang mot phuong
phap an toan khac (khong dung mat ma) nhu gip nhau tryc tiép hay thong qua
mot nguoi dua thu tin cdy. Vi vdy qué trinh phan phdi khéa trong thyc té gip rat
nhiéu kho khin, dic biét 1a khi s luong ngudi str dung rat 16n. Mat méa hoa
khoa cong khai da giai quyét dugc van dé nay vi né cho phép ngudi dung giri
thong tin mat trén duong truyén khong an toan ma khong can thoa thuan khoa tir

trudec.

Thuét toan dau tién ciing duoc Rivest, Shamir va Adleman tim ra vao
nam 1977 tai MIT. Cong trinh nay dugc cong bd vao nam 1978 va thuat toan

duoc dat tén 1a RSA. RSA sir dung phép toan tinh ham mi médun (m6dun dwoc
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tinh bang tich s6 ctia 2 s6 nguyén té 16n) dé ma hoa va giai ma ciing nhu tao chir

ky s6. An toan cua thuat toan dugc dam bao vai diéu kién 1a khong ton tai k¥

thuat hiéu qua dé phan tich mot s rat 16n thanh thira s6 nguyén td.

GUri key public truéc

A

Nguoi gri
Pa ma hoa:
an ban géc: uLPnVa8RKES8
gi\?.é’?ﬁ,?ﬁ" x8+569vO0fsdM
4 9gHUcyDXogQ
EzV/xrr8U=
-
V
Khéa public

(d& ma hda)

-

' ol

y-

Khéa private
(d€ gidi m3)

Hinh 1.3 So' d6 ma hod céng khai

PAVIETNAM.VN

Ngudi nhan

Sau khi giai ma:

PAVIETNAM

1.2 Mt s6 hé mat ma ddi xirng va khod cong khai (bat ddi xirng)

*H¢ mat ma doi xirng

Trong h¢ thong ma héa quy udc, qua trinh ma hoa va gidi ma mat

thong diép sir dung cung mot mé@ khoa goi la khoa bi mat (secret

key) hay khoa dbi xtmg (symmetric key). Do dé, van dé bao mat thong

tin d3 ma hoa hoan toan phu thudc vao viéc gitr bi mat ni dung ctia ma

khoa da duoc st dung.

Véi toc d§ va kha nang xtr Iy ngay cang duoc nang cao cua cac

bod vi xir Iy hién nay, phuong phap ma héa chuan (Data Encryption

Standard — DES) da tré nén khong an toan trong bao mat thong tin. Do

d6, Vién Tiéu chuan va Cong nghé Quéc gia Hoa Ky (National Institute

of Standards and Technology — NIST) di quyét dinh chon mét chuan

11


https://vi.wikipedia.org/wiki/M%C3%A3_h%C3%B3a
https://vi.wikipedia.org/w/index.php?title=Gi%E1%BA%A3i_m%C3%A3&action=edit&redlink=1
https://vi.wikipedia.org/wiki/Ch%E1%BB%AF_k%C3%BD_s%E1%BB%91
https://vi.wikipedia.org/wiki/Ch%E1%BB%AF_k%C3%BD_s%E1%BB%91
https://vi.wikipedia.org/wiki/Thu%E1%BA%ADt_to%C3%A1n
https://vi.wikipedia.org/w/index.php?title=Th%E1%BB%ABa_s%E1%BB%91&action=edit&redlink=1
https://vi.wikipedia.org/wiki/Nguy%C3%AAn_t%E1%BB%91

mé héa mdi voi dd an toan cao nham phuc vu nhu ciu bao mat thong
tin lién lac cua chinh phu Hoa Ky cling nhu trong cac ing dung dan su.
Thuat toan Rijndael do Vincent Rijmen va Joan Daeman da dugc chinh
thirc chon trd thanh chuan mi héa ning cao (Advanced Encryption
Standard —AES) tir 02 thang 10 nam 2000.

Vi du thong diép ngudn duoc ma héa véi mi khoa k duoc thong
nhit trude gitta ngudi gi A va nguoi nhan B. Ngudi A s& st dung ma
khoa k dé mi hoa thong diép x thanh théng diép y va gai y cho
nguodi B ngudi B s& st dung mé khoa k dé giai ma théng diép y nay.
Van dé an toan bao mat thdng tin duoc ma hda phu thudc vao viée gitr
bi mat noi dung ma khoa k.Néu ngudi C biét dugec ma khoa k thi C ¢o
thé “md khoa” thong diép di duge ma héa ma ngudi A giri cho ngudi
B.

1.2.1 Phwong phap mi hoa dich chuyén

Phuong phap ma hoa dich chuyén 13 mét trong nhiing phuong
phéap lau doi nhat duoc sir dung dé ma hoa. Thong diép duoc ma hoa
bang cach dich chuyén xoay vong timg ky tu di k vi tri trong bang chit
cai.

Trong truong hop diac biét k=3, phuong phap ma hoa dich
chuyén dugc goi 1a phuong phap ma hoa Caesar.

Vi du: Dung khéa k=9 dé ma héa dong thuw:
“hentoithubay”
Déng thw dé twong (rng véi dong sé

h|le|n|(t| o|i|[t|h|lu|b|a]|y
714 (13|19(14| 8 |19| 7 |20 1| 0 |24

Qua phép ma hoa ey sé duogc:
16|13|22| 2 (23|17 2 |16 3 |10 9 | 7
glnliwlclxirlcliqldik

—
=

Nhw vay ban ma sé la: “gnwcexrcqdkjh”
Dung dy gidi ma ta sé duoc ban ré ban dau

Cach day 2000 ndm ma dich chuyén da dwoc Julius Ceasar sir dung, véi khoéa

k=3 ma dich chuyén dwoc goi la ma Ceasar.
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Hinh 1.4 Vi du vé phwong phdp ma hod dich chuyén.

M3 hoa dich chuyén 1a mot phuwong phap ma hoa don gian, thao
tac xr 1y ma hoa va giai ma dugc thuc hién nhanh chéng. Tuy nhién,
trén thuc té, phuong phap nay c6 thé dé dang bi pha v& bang cach thur
moi kha ning khoa k € K. Piéu nay hoan toan c6 thé thuc hién dugc do
khdng gian khoa K chi c¢6 n phan tir ¢é chon lya.

Vi du: Dé ma hoa mot théng diép duoc biéu dién biang cac chir
céi tir A dén Z (26 chit cai), ta st dung P = C = K = Z26. Khi d6, thong
diép dugc ma hoa s& khong an toan va c6 thé dé dang bi gidi ma bang
cach thtr 1an luot 26 gia tri khoa k € K. Tinh trung binh, thong diép da

duoc mi hoa c6 thé bi giai ma sau khoang n/2 lan thir khoa k € K.
1.2.2 Phwong phap mi hoa thay thé:

Phuong phap ma hoa thay thé (Substitution Cipher) 12 mot trong
nhitng phuong phap mi hoa ndi tiéng va di duge str dung tir hang traim
nam nay. Phuong phéap nay thuc hién viéc ma hoa thong diép bang cach
hoan vi cac phan tir trong bang chit cai hay tong quat hon 12 hoan vi cac

phan tir trong tap ngudn P.

Vi du vé&i mét khéa nhuw sau :

abcdefghijklmnopgrstuviwxyz
JZNHOCTQKLPBYDIWGEAUVMSRF

Cac ky tw trong bang chi¥ cai tiéng anh
hello sé dugc bién déi thanh QOBBI

Hinh 1.5 Vi du vé phwong phdp ma hod thay thé
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bay 1a mot phuong phap don gidn, thao taic ma hoa va giai ma
duoc thuce hién nhanh chong. Phuong phap nay khic phuc diém han ché
cia phuong phap ma hoa bang dich chuyén 1a c6 khong gian khoa K
nho6 nén dé dang bi giai mi bang cach thir nghiém lan luot n gia tri khoa
k € K. Trong phuong phap mi hoa thay thé co6 khong gian khoa K rét
16n v6i n! phan tir nén khong thé bi giai ma bang cach “vét can” moi
truong hop khéa k. Tuy nhién, trén thuc té thong diép dugc ma hoa
bang phuong phap nay van c6 thé bi giai ma néu nhu c6 thé thiét lap
duoc bang tan sb xuét hién cua cac ky tu trong thong diép hay nim

duoc mot s tir, ngit trong thong diép ngudn ban dau.
1.2.3 Phuong phap Affine

Néu nhu phuong phap mi héa bang dich chuyén 1a mot truong
hop dic biét cia phuong phap mi hoa bang thay thé, trong d6 chi sir
dung n gia tri khoa K trong s6 n! phan tir, thi phuong phap Affine lai 13

mot truong hop dac biét khac cua ma hoa béng thay thé.

M& hoa Affine 1a mot bo nam (P, C, K, E, D) thoa man:
« P=C=2,
« K={(a,b)€Znx Zn}:gcd(an) =1}
* E ={ex, k € K} trong do: ex(x) = (ax + b) mod n vdi x € Zn

e D ={dk, k €K} trong d6: dk(y) = (@ (y - b)) mod n vdiy € Zy

Vi du:

o p="abcde"
e k=(a,b)=(5,3);n=26

e Tinhc=7?
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Tacdc:

P a|b|lc|d|e
X o123 ] 4
(5x + 3)mod 26 3 1813|1823
C d|i|n| s | x

= ¢ = “dinsx”

Tuong tu véi bai todn nguogc ta co:

"dinsx"

e 1=aalmodm

k =(a, b) = (5, 3); n=26; tinh dugc a mii -1 =21 tur cong thuc :

o tinhp=7?
Taco p:
C d [ n S X
Y 3 8 | 13 | 18 | 23
(21(y-3))mod 26 0 1 2 3 4
p a b C d e
= p = “abcde”
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1.2.4 Phwong phap ma hoa Vigenere

Trong phwong phap mi héa bang thay thé ciing nhu cac trudng
hop dic biét ctia phuong phap ndy (ma hoéa bang dich chuyén, ma hoa
Affine,...), ung voi mot khoa k duoc chon, mdi phﬁn to x € P dugc anh
xa vao duy nhat mot phan t y € C. N6i cach khéc, ung véi mdi khoa Kk
€ K, mot song anh duoc thiét 1ap tir P vao C.

Khac véi hudng tiép can ndy, phuong phap Vigenere sir dung
mot tir khoa c¢6 d6 dai m. Cé thé xem nhu phuong phap mi hoa
Vigenere Cipher bao gdm m phép ma héa bing dich chuyén dugc ap

dung ludn phién nhau theo chu ky.

Khong gian khoa K ciia phuong phap Vigenere Cipher c6 sé phan tir 1a
n™, 16n hon han phuong phap sé lugng phéan tir ctia khong gian khoa K
trong phuong phap mi héa bang dich chuyén. Do d6, viéc tim ra ma
khoa k dé giai ma thong diép da dugc ma hoa s& kho khin hon dbi voi

phuong phap ma hoa bang dich chuyén.
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ABCDEFGHI JKLMNOPQRSTUVWXYZ

N<OOUARRDO-—MAZZ0nCEdmHD > E M
FNAMUARBRODO-2MAZZ0MCrmBbD > E M
MPNIODARRDOD-rM A2 Zz0MCEnHD =2
EHHNMUAERUO-rMAZZ20MCduBHD>
PEMAN<AQUARROON-~rMdAZZz0MCdnEHD
DrEXMN<nUARRDEO-~MAag Zz0MCy nH
HRFEXR NN UARRDO-~MASZ0MCHd®
MEHDEEHRANaNMUAREDO-~M A2 200 G0
FNHDFERHNANUARRDO-~MAagzomC
CruHDEEXMNAMUARNEUI— A Z 0N
MOHUHDFPE RN UARRDE - A EZ0
OMNCHUHDFEXHN<OUDARMKMDO--iMAZEE
ZOLMCEUNHD >EM ANOUDOAREGLO— A S
SEAO0OMCHUBHDERANAONUDARKDI-RMA
N 20N HNDEEEENNDORRLD D -
MAZZ0OMCEHUHDEFPEXHN<=NUOARKDY M-
PMAZZOMCEHNEHDEPEXK HN=MDUDARKDY M-
HEMAAZZ0MNCCENHDEEK A NOUDARKD M
M- MAZZ0MCrduBHDEFEXRHNMDUDARKD
UEH-PrMASZE0MCrrmHDEEKFN=OD AR K
FOM-Pr A2 20 CrunbHDEEXM NGO DAOR
HMEUmM-mrMad2z0MCrdunbbDerEKe-NnamDA
AU -A A E0MCrEnEHD>EKENmD
OB UO-rMAad2z0onMCrdmBEDERW - NaMm
MOUAMMUO-RMAZZ0MCHnEHDZE XN
<MUAREOOH-rMIA3Z200MCrHnHDEZE KN

<AUOARMUILHR-MAZZOMCERnEHD P EXMN

Hinh 1.6 Bang mdt ma cua Vigenere

a hoa nhu sau: “ATTACKATDAWN?”

01 can m

Vi du ta c6 mdt chu

~

Va key dung dé ma hoa 1a “LEMON”. Truéc hét ta s& nhan chudi

01 can ma

~

LEMON niay lén dé noé c6 cung do6 dai véi chu

LEMONLEMONLE

hoa:

~

X o

Khi nay ta sé sir dung bang ma hoa nhu sau: bat dau tir trai qua phai, lay

trong

ong vao

7

a hoalacorvad

01 can m

ky tu cua key lam dong, ky tu cua chu

bang ma ta dugc mot ky tu, ky tu d6 chinh 1a ky tu dd dugc ma hoa.

,cotT=X; ...

tA=L; Dong E

, CO

Dong L

~

Ap dung véi key LEMONLEMONLE va chudi ATTACKATDAWN bén

trén ta duoc chudi: LXFOPVEFRNHR
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1.2.5 Phwong phap ma hoa Hill

So d6 mat ma nay duogc dé xuat bai Lester S. Hill nam 1929. Ciing giéng
nhu so d6 ma Vigenére, cac hé ma nay dugc thuc hién trén ting bo m ky tu lién
tiép, diéu khac 1a mdi ky tu cua ban mi duogc xac dinh béi mot to hop tuyén tinh
(trén vanh Zzs) cua m ky tu trong ban ro. Nhu vay, khoé sé dugc cho bai mot ma
tran cap m, tirc 1a mot phan tir cua K € Z ™™, Bé phép bién doi tuyén tinh xac
dinh béi ma tran K c6 phép nghich dao, ban than ma tran K cting phai c6 ma tran
nghich dao K " theo mod26; ma diéu kién can va da dé K c6 nghich dao 1a dinh
thtc cua nd, ky hiéu detK, nguyén té vai 26. Vay, so dd6 mat ma Hill dwoc dinh

nghia 13 so d6

S=(P,C,K,E,D),
trongds: P = C = zzrg,K:{Kezgm:gcd(detK,%):l},

cac anh xa E va D duoc cho bai:
Ex(X1,..., Xm) = (X1,..., xm ).K mod26,
D«(y1,..., ym) = (y1,..., ym). K 1 mod26

véi moi X =(X1,..., xm) € P ,y=(y1,...,ym) e C ,ke K
1.2.6 Phwong phap ma hoa hoan vi

Nhitng phuong phap ma héa néu trén déu dua trén y tudng
chung: thay thé mdi ky tu trong théng diép ngudn bang mot ky tu khac
dé tao thanh thong diép dd duoc ma hoa. Y tuong chinh cia phuong
phap ma héa hoan vi 1a van giit nguyén cac ky tu trong thong diép
ngudn ma chi thay doi vi tri cac ky tu; néi cach khac thong diép ngudn

duoc mi hoa bang cach sap xép lai cac ky ty trong do.
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Phuong phap ma héa bang hoan vi chinh 1 mét truong hop
dic biét cua phuong phap Hill. Vi mdi hoan vi « cua tap hop {1, 2,

..., M}, ta xac dinh ma tran k,=(K; ;) theo cong thirc sau:

e k=1 néui= 7'[(])
e kij=1néu 0 trong trvong hop nguoc lgi

Ma tran K. 1a ma tran ma mdi dong va mdi cot c6 dung mot phan
tir mang gia tri 1, cac phﬁn tir con lai trong ma tran déu bﬁng 0. Ma tran
nay c6 thé thu dugc bang cach hoan vi cac hang hay cac cot ciia ma tran
don vi I, nén K, 1a ma tran kha nghich. R rang, ma hoa bang phuong
phap Hill v6i ma tran K, hoan toan twong duong véi ma hoa bang
phuong phap hodn vi vé1 hoan vi m.

Vi du:

Ghi cac ky tu trong ban rd theo ting hang, sau d6 két xuat ban

ma dya trén cdt. Sau d6 doc bang ma theo tung hang.

Cho ban 18 “meet me after the toga party” voi hanh rao sit o sau

la 2 (Tach ban rd thanh 2 hang)
ban r0: “meet me at the toga party”
duoc viét thanh:
mematrhtgpry
etefeteoaat
Cho ban ma MEMATRHTGPRYETEFETEOAAT.
1.2.7 Phwong phap DES (Data Encyption Standard)

Thuat toan ma khoi DES (Data Encryption Standard) 1a mot thuat
toan ma khoi véi kich thude khdi 64 bit va kich thude khoa 56 bit, dugc

cong bd chinh thire boi TO chic Tiéu chuan xir 1y thong tin lién bang
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Hoa Ky (FIPS) vao thang 11/1976 va duoc xuit ban trong tai liéu FIPS
PUB 46 (01/1977). Thuat toan DES d3 trai qua nhiéu lan cdp nhat: nim
1988 (FIPS-46-1), 1993 (FIPS-46-2), 1998 (FIPS-46-3). Tién than cua
thuat toan DES la thuat toan Lucifer, mdt thuat toan do IBM phat trién.
Cudi nam 1976, DES duoc chon 1am chuian m3 héa dit liéu cua Hoa Ky,
sau d6 dugc st dung rong rai trén toan thé gi61 trong linh vuc an toan,
bao mat thong tin trén moi trudng sd.

1. Tao day 64 bit Xp bfmg cach hoan vi X theo hoan vi IP (Initial
Permutation). Biéu dién Xo = IP(X) = Lo Ro, Lo gdm 32 bit bén trai caa

Xo, Ro gém 32 bit bén phai cua Xo.

Ly Ry

Hinh 1.7 : Biéu dién 64 bit x thanh 2 phan L va R
2. Thuc hién 16 vong lap tir 64 bit thu dwoc va 56 bit cua khoda k
(chi sir dung 48 bit cia khoa K trong mdi vong lip). 64 bit két qua thu
duoc qua mdi vong lap sé& 1a dau vao cho vong lap sau. Cac cap tir 32
bit Li, Ri (v6i 1 <i<16) duoc xac dinh theo quy tic sau:

Li=Ri.1

Ri=Li-1 XOR f(Ri-1, Kj)

XOR trén hai day bit, Ky, Ky, ..., Kis 1a cac day 48 bit phat sinh tir
khoa K cho trude (Trén thuc té, mdi khéa K; duoc phat sinh bang cach
hoan vi cac bit trong khoa K cho truéc).

3. Ap dung hoan vi nguoc 1P d6i voi diy bit Riglis, thu duoc y
gdm 64 bit. Nhu vy, Y = IP"(Rs L1e).

Ham f duogc st dung & budce 2 1a ham c6 gdom hai tham sé: Tham

s6 thir nhat A 12 mot diy 32 bit, tham sb tht hai J 1a mot day 48 bit. Két
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qua cua ham f 1a mot day 32 bit. Cac budc xur ly cia ham f(A , J) nhu
Sau.

Tham sé tht nhat A (32 bit) duoc mé rong thanh diy 48 bit bang
ham mé rong E. Két qua ctia ham E(A) 1a mot day 48 bit duge phat sinh
tor A béng cach hoan vi theo mot thir tu nhat dinh 32 bit caa A, trong do

c6 16 bit ciia A dugc lap lai hai 1an trong E(A).

(9 R

i-1

(D=

R

Hinh 1.8 : Quy trinh phat sinh day Li, R tir day L -1, Ri-1 va khda K;

Thuc hién phép toan XOR cho hai day 48 bit E(A) va J, ta thu dugc
moét ddy 48 bit B. Biéu dién B thanh ting nhéom 6 bit nhu sau: B =

B1B,B3B4BsBeB7Bs.

St dung tdm ma tran Si, S,..., Sg, mdi ma tran S; c6 kich thuéc
4x16 va mdi dong ctia ma tran nhan du 16 gia tri tr 0 dén 15. Xét day
gom 6 bit B; = byb,bsbsbsbs, Si(B;) duoc xac dinh bang gia tri ctia phan
tu tai dong r cdt € cua Sj, trong do, chi sb dong r co biéu dién nhi phan
1a b1be, chi s6 cot ¢ ¢d biéu dién nhi phan 13 bibybsbs. Bing cach nay, ta
xac dinh dugc day 4 bit C; = §i(By), 1 <j <8.

Tap hop céc day 4 bit Cj lai, ta c6 duogc day 32 bit
C=C;C,C3C4CsCsC7Cs. Dy 32 bit thu dugc bang cach hoan vi C theo
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mot quy luat P nhat dinh chinh 1a két qua ctia ham F(A,J).
Quaé trinh giai ma chinh 1a thyc hién theo thut tuy ddao nguogc cac

thao tac cua qua trinh ma hoa.
*H¢é mat ma khod cong khai (bat déi xing).

M3 hoa bat dbi ximg 12 mot dang mat ma héa cho phép ngudi st dung
trao d6i cac thong tin mat ma khong can phai trao d6i cac khoa chung bi mat
trude do. Piéu nay duoc thyc hi¢n bﬁng cach st dung mdt cap khoa c6 quan hé
todn hoc voi nhau 1a khéa cong khai va khoa cd nhan (hay khoa bi mat). Trong
ma bat ddi xtng, khoa bi mat phai dugc giir kin trong khi khoa coéng khai duoc
phd bién cong khai. Trong 2 khoa, mot dung dé ma hoa va khoa con lai dung dé
giai ma. Piéu quan trong ddi v6i hé thong 1a khé c6 thé tim ra khoa bi mat néu
chi biét khoa cong khai. Hé thong ma bat ddi xang c6 thé sir dung voi cac muc
dich nhu:

« Ma hoa: gitr bi mat théng tin va chi c6 nguoi cd khda bi mat mai giai ma
duoc.

« Tao chit ky sb: Viéc kiém tra mot chir ky nao d6 dé dang dugc thyc hién
nho khoa cong khai cho truéc.

« Thoa thuan khoa: cho phép thiét lap khoa ding dé trao doi thong tin mat
gitra 2 bén.

« Phan phoi khéa: Phan phdi khéa duoc dinh nghia 1a mot co ché theo d6
mot bén chon khoéa bi mat va sau d6 truyén nd téi mot hoic nhiéu bén
khac nhau.

« Thoa thuan khoa dé chi mét giao thirc theo dé hai (hoic nhiéu hon) bén

cung thiét 1ap khoa bi mat bang céch lién lac trén kénh céng cong

Cac ky thuat ma bat doi xang doi hoi khéi luong tinh toan nhiéu hon cac
k¥ thuat ma hoa khoa ddi xting nhung nhiing lgi diém ma ching mang lai khién

cho ching duoc ap dung trong nhiéu tng dung.
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1.2.8 Hé mat ma RSA

Thuat toan RSA c¢6 hai khda: khéa cong khai (hay khoéa cong cdng)
va khoa bi mat (hay khéa ca nhan). Mdi khéa 13 nhitng s6 c¢d dinh st dung trong
qua trinh mi hoa va giai ma. Khoa cong khai dugc cong bd rong rdi cho moi
ngudi va dugc dung dé ma héa. Nhitng thong tin dugc mé hoa bang khoa cong
khai chi c6 thé duoc giai ma bang khoa bi mat twong tng. N6i cach khac, moi
nguoi déu co thé ma hoa nhung chi c6 nguoi biét khoa ca nhan (bi mat) méi co

thé gidi ma duogc.

Ta c6 thé md phong truc quan mot hé mat ma khoa cong khai nhu sau:
Binh mudn giri cho An mét thong tin mat ma Binh muén duy nhit An c6 thé doc
dugc. Dé 1am dugce diéu nay, An gui cho Binh mot chiéc hop co6 khoa d3 mo san
va gitt lai chia khoa. Binh nhan chiéc hop, cho vao d6 mot to gidy viét thu binh
thuong va khoa lai (nhu loai khoé thong thuong chi can sap chét lai, sau khi sap
chdt khoa ngay ca Binh ciing khong thé mo lai dugc-khong doc lai hay stra
thong tin trong thu dugc nita). Sau d6 Binh giri chiéc hop lai cho An. An md
hop vai chia khoéa ctia minh va doc théng tin trong thu. Trong vi du nay, chiéc
hop v6i khda mé dong vai tro khoa cong khai, chiée chia khoa chinh 1a khoa bi

A

mat.

Tao khéa

Gia sir An va Binh can trao doi thong tin bi mat thong qua mot kénh khong
an toan (vi du nhu Internet). Véi thuat toan RSA, An diu tién can tao ra cho

minh cdp khoa gdm khoa cong khai va khoa bi mat theo 6 budc sau:
1. Chon 2 s6 nguyén t6 16n khac nhau p va q véi p # Q.
2. Tinh tich cua né n = p*(
3. Tinh gia tri ham Phi Euler ciia n: ¢ (n) = (p-1)*(g-1)
4. Chon mét sb tu nhién e sao cho: (1 <e < ¢(n) va UCLN(¢(n),e) =1

5.Tinh d: d =¢e? (mod (¢(n)).
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6. Khoa cong khai bao gdm: n va e. Khoa bi mat: d van.
Qua trinh ma hoa:

Gia st Binh mudn guii doan théng tin m<n cho An, thi Binh tinh ban ma

nhu sau:
Cong thirc ma hoa vdi khod cong khai 1a cip sb (e, n):

¢ = mé(mod n)
Cudi cling Binh gui ¢ cho An.
Qua trinh giai ma:
An nhén c tir Binh va kho4 bi mat d. An c6 thé tim dugc m tir ¢ theo cong

thirc sau:
Cong thuce giai ma voi khoé bi mat d:

m = ¢ (mod n)
Vi du:
1. Chon céc sé nguyéntd: p=7vaq=11.
2. Tinhn=p*q=7*11=77
3. Tinhm=(p-1)(g-1)=6*10=60
4. Chon e: UCLN(e, 60) = 1; lay e =7
5. Xac dinh d: de=1mod 60 vad <77
Gia tri can tim la d =43, vi43 * 7=301=5* 60 + 1
=> Khoa cong khai KU = {n, e} = {77, 7}
=> Khoa riéng bi mat KR = {43}
1.2.9 Hé mat ma El-gamal
Gia sir Alice va Bob muén trao d6i thong tin bang mat ma El-gamal thi

Alice thuc hién qua trinh hinh thanh khod nhu sau:
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Chon sé nguyén t6 du 16n p va 2 sb nguyén t6 nho hon p 1a alpha va a

(khoa bi mat ciia ngudi nhin) sau do tinh khoa cong khai:
beta = alpha® mod p

Pé mi hoa thong diép M (mot sé nguyén tb trén Zp) thanh ban mi C

nguoi giri chon mdt sd ngau nhién k nhoé hon p va tinh cip ban ma:
C1 = alphak mod p
C2 = (M*beta*) mod p
Bén ma E(C1,Cz) dugce gin di voi:
C1 = alphak mod p
C2 = (M*beta) mod p
Sau d6 k s€ bi huy di.
G141 ma:
Ta dung khoa bi mat a va tinh theo cong thirc:
M = (C2*(C1®)H)mod p véi ((C12)"1)mod p = (C:P1¥)mod p
Két luan: K = (p, alpha, a, beta) véi:
Thanh phan khoa cong khai:
Ku = (alpha, beta, p)
Thanh phan khoa bi mat:
Kr = (a,p)
Vi du:
Cho: p = 2579; alpha = 2; a = 765; chon k ngau nghién 1a 853.
Béan ro: M = 1299
Trude hét tinh: beta = alpha? mod p = 2755 mod 2579 = 949

Pé ma hoa thong diép M = 1299 ta tinh theo k = 853
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C1 = alphak mod p = 2853 mod 2579 = 435
C2 = (M*beta) mod p = (1299*949853) mod 2579 = 2396
Vay ban ma duogc gui la: C = (435, 2396)
Giai ma: voi1 khoa bi mat a = 765:
((C1%1) mod p = (C1¢-®) mod p = (435(57°-1-765)) mod 2579
= (435%13) mod 2579 = 1980
M = (C2*(C1%)1)mod p = (2396*1980) mod 2579 = 1299
Xay dung duoc hé ma Elgamal bd khoa:
K = (p, alpha, a, beta) = (2579, 2, 765, 949) voi:
Thanh phan khoa cong khai:
Ku = (alpha, beta, p) = (2, 949, 2579)
Thanh phan khoa bi mat:
Kr = (a,p) = (756, 2579)
Ma hoa M = 1299 véi E(C1,C2) = (435,2396)
1.2.10 Phwong phap trao ddi khoa Diffie-Hellman

Trao dbi khoa Diffie-Hellman 1a thiét lap mét khoa chia sé bi mat dugc st
dung cho thong tin lién lac bi mat bang cach trao doi dit liéu thong qua mang
cong cong.

Trao doi khoa Diffie-Hellman 1a phuong phap dugc sir dung rong rii dau
tién dé phat trién va trao d6i khoa mot cach an toan trén mot kénh khong an toan
vé do bao mat.

Thuat toan ma hoa:

Piém chu chdt ciia ¥ tudng nay 1a Alice va Bob trao d6i mau son bi mat

thong qua hon hop son.
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« Dau tién Alice va Bob tron mau di biét chung (mau vang) v4i mau
bi mat riéng cia mdi nguoi.

« Sau d6, mdi ngudi chuyén hdn hop ciia minh t6i ngudi kia thong
qua mdt kénh van chuyén cong cong.

« Khi nhan dugc hdn hop cua ngudi kia, mdi ngudi s& tron thém véi
mau bi mat cia riéng minh va nhan duoc hén hop cudi cung.

Hon hop son cudi cung 1a hoan toan gidng nhau cho ca hai ngudi va chi
c6 riéng hai nguoi biét. Mau chét ¢ day 1a d6i véi mot ngudi ngoai s& rat kho
(vé mit tinh toan) cho ho dé tim ra dugc bi mat chung cta hai nguoi (nghia 1a
hdn hop cubi cing). Alice va Bob s& st dung bi mat chung nay dé ma hoa va
giai ma dir lidu truyén trén kénh cong cong. Luu y, mau son dau tién (mau vang)
6 thé tuy v lya chon, nhung dugc théa thuan trudc gitta Alice va Bob. Mau son
nay ciing c6 thé duoc gia sir 1a khong bi mat dbi voi nguoi tht ba ma khong lam
16 bi mat chung cudi cung cua Alice va Bob.

Giao thtrc duoc dién giai dudi dang toan hoc nhu sau:

Giao thirc st dung nhém nhan sé nguyén modulo p, trong d6 p sé nguyén
t, va g 1a cin nguyén thuy mod p. Giai thuat dugc thyc hién nhu sau:

Budc 1: Alice va Bob thoa thuan st dung chung mot s nguyén t6 p va
can nguyén thuy g.

Budc 2: Alice chon mét sb nguyén td bi mat a, va guri cho Bob gia tri

A =g®mod p.

Buéc 3: Tuong tu Bob chon mot s nguyén té bi mat b va giri cho Alice
gia tri B = g” mod p.

Budc 4: Alice tinh dugc khod s = B2 mod .p

Budc 5: Tuong tu Bob tinh s = A® mod p.

Budc 6: Nhu vay Alice va Bob cung khoa chung 1a s.

Tao Khoa:
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Budc 1: Alice va Bob thod thuan st dung chung mot nhém cyclic hitu han
G va mot phan tir sinh g cia G. Phan tir sinh g cong khai v6i tit ca moi ngudi,

ké ca ké tan cong. Dudi day chung ta gia sit nhém G 1a nhom nhén.

Budc 2: Alice chon mot sb ty nhién ngiu nhién a va giri g2 mod p cho

Bob.

Budc 3: Bob chon mot sé tu nhién ngu nhién b va gui g mod p cho

Alice.

Budc 4: Alice tinh (gP)? mod p.

Budc 5: Bob tinh (g?)® mod p.

Vi gia tri (g°)? va (g?)° 1a bang nhau (do nhom G c6 tinh két hop), ca Alice
va Bob déu tinh duoc gia tri g® va ¢ thé str dung no cho khoa bi mat chung.

Ma hoa:

Thong diép m trude khi gui di bdi Alice hoac Bob s€ dugc ma hoa thanh
mgab

Giai ma:

Pé giai ma thong diép m, giri dudi dang mg?®, Bob (hodc Alice) phai tinh
duoc gia tri (g)L. Gia trj (g2°)? duoc tinh nhu sau: vi Bob biét |G|, b va g2 mat
khac theo dinh 1y Lagrange trong 1y thuyét nhém ta c6 x/®/ = 1 v&i moi x thudc
G, nén Bob tinh du’()’C (ga)|G|-b - ga(|G|-b) — ga|G|-ab — ga|G|g-ab - (g|G|)ag-ab — 1ag-ab =g
ab — (gab)-l

Viéc giai ma bay gid trd nén dé dang: Bob sir dung (g®)! da tinh va phuc
hoi thong diép nguyén thuy bang cach tinh: mg?*(g®)™ — m(1) — m.

1.3 Mot s6 tinh chat ciia mat ma khéa cong khai.
Tu mot sd ma khoa cong khai ké trén ta c6 thé théy duoc mét vai tinh chit cua
n6 nhu sau:

1. Khoa ma hoé va khoa giai ma la khac nhau.
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6.

. Mdi bén c6 khoa bi mat cuia riéng minh va khoa cong khai twong tng (Ks,

Kp).

. Tur khoa cong khai khong thé tim ra khoa bi mat.

Dit liéu duoc mé hoa bang khoa cong khai, giai ma bang khod bi mat.

. Moi nguoi déu c6 thé ma hod nhung chi mgt nguoi co thé gidi ma, chinh

nguoi ma hod cling khong thé gidi ma.

Thuong tinh toan trén s6 16n nén cho tdc do thuc thi thép.

Két luan chwong:

Chuong nay da trinh bay téng quan vé mat ma va mat ma khoa cong khai

cling nhu liét ké ra dugc mat s6 hé mat ma hoa doi xung va khong ddi xang. T

d6, chi ra dugc nhirng tinh chat caa hé mat ma khoa céng khai.
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CHUONG 2: CHU KY SO
2.1 Pinh nghia chir ky sb va vi du.
*Khai niém chir ky sé:

Theo quy dinh ctia phap lut va cin cir vao Khoan 6 Piéu 3 Nghi dinh
130/2018 Nghi dinh Chinh Phi néu r6:

“Chir ky s6 1a mot dang chir ky dién tir duoc tao ra bang su bién doi mot
thong diép dir liéu st dung hé théng mat ma khdng déi xing, theo 46, ngudi 6
duoc thdng diép dir liéu ban dau va khoa céng khai ctia nguoi ky c6 thé xac dinh

dugc chinh xac:

Viéc bién doi néu trén duoc tao ra bang dung khoa bi mat twong tng voi

khoa cong khai trong cung mot cap khoa;

Sy todn ven ndi dung caa thdng diép dir lidu ké tir khi thuc hién viée bién

d6i néu trén.”

Bén canh d6, néu hiéu theo tinh tmg dung thi chit ky sé dugc hiéu 1a mét
loai chir ky dién tir. Chit ky ndy sé& thay thé hoan toan chir ky thudng bang tay va

str dung trén cac thiét bi dién tu.

Vai tro ciia chit ky sd dugc hiéu nhu 1a mot chir ky tay cua ca nhan hay
mdt con dau cia co quan, doanh nghiép. Str dung chir ky sb, cac ca nhan, co
quan, doanh nghiép s& duoc phap luat thira nhan vé mat phap Iy khi thuc hién
giao dich trén méi trudng dién tir. Tiéu biéu mot sb giao dich nhu ky ké khai

thué, hop dong dién tir, giao dich tai chinh,...
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Vi dy:

Hinh 2.1 Hinh anh chit ky sd

Chir ky s6 dung cho ca

nhan

Chir ky s6 trong doanh
nghiép/té chirc

Chir ky s6 cho c4 nhén

thudc to chirc

— M3 hoa dir liu, bao
mat thong tin

— Ké khai, quyét toan
thué thu nhap ca nhan
— Giao dich ngan hang,
tin dung

— Ching khoan di¢n tir
— Mua ban tryc tuyén
— Mua ban, thanh toan
qua mang

— Ky hop dong lao dong,
hop dong kinh té

— Ky email, ky két van

ban dién ttr...

— Ké khai thué dién tu

— Hoéa don dién tu

— Khai ho so BHXH dién tir

— Khai bdo Théng ké dién tir

— Nop thué dién ter

— Dich vu cong Kho bac Nha
nudc

— Hai quan dién tr

— Giao dich ngan hang dién tr
— Dang ky doanh nghiép

— Mua bén, thanh toan qua
mang, thwong mai dién to B2B
— Ky két hop ddng lao dong,
hop ddng kinh té, vin ban dién

tur

Giao dich nghiép vu trong
ndi b to chirc hodc dai dién
t6 chtre thuc hién giao dich
v61 bén ngoai khi dugc uy
quyén:

— Nghiép vu ndi bd: Ky xéc
nhan van ban dién tir, email,
login h¢ théng bao mat
cong ty; Ky chirng tir trong
giao dich ndi by nhu: thanh
toan tam Ung, phiéu thu,
phiéu chi. ..

— Giao dich dugc td chire
uy quyén: Giao dich/ thanh

toan thuong mai dién tur, ky
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Chir ky s6 dung cho ca Chir ky s6 trong doanh Chir ky s6 cho ca nhén

nhan nghiép/to chirc thudc to chirc

— Chting tir trong giao dich noi | két vin ban dién tir, ngan
bo nhu: Phiéu tam @ng, Phiéu hang dién tur...
thu, Phiéu chi, bao cao quan

tri...

2.2 So sanh chir ky s6 véi chir ky viét tay

Chir ky sé va chit ky thong thuong hién nay dang dwoc st dung phé bién
song song véi nhau trong doi séng cd nhan va ca trong hoat dong cua doanh
nghiép. Chit ky s dugc sinh ra la dé thay thé chit ky tay thong thuong.

Khai niém chiz ky viét tay

Chir ky thuong hay con goi 1a chit ky viét tay dugc sir dung cho nhiing
van ban gidy to thuc. N6 duoc ky két trén gidy dang chit viét do mdi ngudi tu
tao nén. Khi nhin vao chit viét d6 c6 thé xac dinh dugc nguoi ky két cac van ban

gidy to.
So sanh nhirng diém khac biét giira chir ky s6 va chir ky thong thwong

Chit ky so
« Tinh chét: Chit ky sé cd thé dugc hinh dung nhu mot ddu van tay dién ta,
dugc ma hoa va xac dinh nguoi thuc su ky no.
« Tiéu chuan: str dung cac phuong thirc ma hod mat ma.
o Tinh nang: bao mat tai liéu.
« Xac nhan: duoc thuc hién boi cac co quan chirng nhan tin cay nha cung
cap dich vu uy tin.

« Ba&o mat: do an toan cao.
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Cha ky viét tay

« Tinh chat: in 4n van ban, ky tay,...

« Tiéu chuan: ky hang loat vin ban, hop dong, hoa don, thoi gian chd doi

chuyén tiép.
« Tinh nang: xac minh tai li¢u.
« Xac nhan: khdng c6 qua trinh xac nhan cu thé.
. Bao mat: d& bi gia mao, bit chudc va khong cé tinh xac thuc cao.

Tur nhitng thong tin dugc trinh bay & trén, ban sé& thiy rang: Chir ky sb 1a
phuong thirc xac thue duoc phat trién dé thay thé chir ky tay trong hoat dong cua
doanh nghiép. Chit ky s6 duoc sir dung rong rdi va an toan hon chit ky tay rat
nhiéu. Vi vy cac doanh nghiép ngay nay hau hét da chuyén sang Chit ky s6 dé

dam bdo tinh phap 1y va an toan khi str dung.

C6 thé hiéu rang, Chir ky s6 hién nay chu yéu dung cho cac hoat dong ctia
doanh nghiép. Trong khi do, chit ky tay thudng dugc ca nhan st dung nhiéu hon
mac du do an toan va bao mat cting nhu tinh xéac thuc cua chit ky tay khong cao

nhu Chit ky sd.
Ly do st dung chit ky s6 RSA:

Chir ky s6 RSA 1a dang chit ky s6 str dung hé ma hoa RSA dé ting do an
toan va mic do bao mat cao hon khi truyén dat dir liéu dang s6 hoa. Hién nay,
RSA 1a chir ky sd dugce ung dung phd bién trong cac giao dich truc tuyén va
thuong mai dién tir boi kha nang dam bao an toan khi diéu kién do dai khoa du

16n.

1. Xac dinh ngudn goc: Tuy van cé nhiing thach thirc vé an ninh nhat
dinh nhung h¢ ma héa RSA van kha an toan. Hé ma héa RSA cho

phép tao chit ky v6i khoa bi mat ma chi ngudi cha méi biét.
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2. Dit liu duoc bao toan mét cach toan ven: Tin nhén gt tir khoa bi
mat rat kho bi gia mao bai gia tri Hash ciing s& bi thay doi theo néu
c6 thay d6i tin nhan. Do d6, nhiing ké nghe 1én khong thé thay doi
tin nhdn mic du ¢6 thé tim cach doc tin nhin géc va ca Hash cua
n6. Ly do 1a vi ho khong c6 khoa bi mat dé sira d6i chit ky s6 cho

phu hop.

2.3 Ham bam va cac tinh chat cia ham bam.

*Ham bam:

14 ham thuc hién qué trinh bién mot dir liéu dau vao c6 do dai bat ky
thanh mot chudi dau ra dic trung c6 do dai ¢d dinh. Céac gia tri duoc tra vé baoi
ham bam duogc goi la gia tri bam, ma bam, thong di€p bam, hodac don gian la
“hash”. Diéu nay tré nén quan trong khi ban xur Iy mot luong 16n dir lidu va giao
dich. Khi d6, thay vi ban phai xir 1y toan bo luong dit lidu dau vao (c6 thé co
kich thuégc rét 16m), ban chi can xur 1y va theo doi1 mot lugng dit ligu rat nho 1a

cac gia tri bam.

Gia du:

Ban tai mot video trén Youtube vé, sau d6 cho nd chay qua ham bam cé
tén MD3 s& tra vé mot chudi dai 32 ky tu, hodc ban tdi mot buic anh trén mang
vé, cho chay qua ham MD5, thtr ban nhan duoc van 1a mot chudi dai 32 ky tu.
Tham chi, néu ban cho chay tir “apple” qua ham hash MD5 kia, két qua s& 1a
“1f3870be274f6c49b3e31a0c67289571”, lai 1a mét chudi cd 32 ky tu. Nhiing
thuat toan bam khéac cling hoat dong twong tu nhu vay, ban cho bat ky thir gi vao

ham, dau ra s€ luon la mot chuodi c6 do dai nhat dinh.

Ham bam SHA-1, viét tit cua “Secure Hash Algorithm” (thuat toan bam
an toan) va nhu céi tén noi 1én muyc dich — ma SHA duoc tdi wu cho kha ning

bao mat, dugc phat trién nhu mot ph::in cua du an Capstone cua Chinh phu Hoa
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Ky. N6 di bi NSA rut lai ngay sau khi xuét ban va duoc thay thé bai phién ban
sira d6i, dugc xuat ban nam 1995 trong FIPS PUB 180-1 va thuong dugc dit tén
la SHA-1. SHA-1 tao ra ban tom tit c6 kich thude 160 bit (20 byte).

Ham bim SHA dugc coi 1a ham bam an toan nhat boi:

- M4 hoa ham bam SHA tao ra nhiing két qua bam khong thé dao
nguoc va 1a duy nhat. Khong thé ddo nguoc nghia 1a du cho ¢6 duoc
két qua bam ciing khong thé tim ra dit liéu ban dau dugc bam, do d6
dam bao tinh bao mat tuyét d6i cua di lidu.

- Hai doan dit lidu c6 cung két qua bam tao ra boi mot trong nhiing
giai thuat SHA 1a khong thé xay ra. Chi can mot sy thay doi nao
trén doan dit liéu goc, di nho nhat, ciing s& tao nén mot gia tri bam
hoan toan khac voi hiéu tmg 16 tuyét.

Chinh vi thé, em d3 sit dung ham bam SHA trong chuong trinh thu

nghiém cua minh.

> W -
|

Ham bam Paura

Pau vao

<

Hinh 2.2: Vi du vé minh hoa vé ham bam
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*Cdac tinh chat cua ham bam:

e Tinh chét co ban ctia ham bim mat ma 1 tinh mét chiéu. Nghia la,
mot ham ma trén thuc té khong thé ¢6 nguoc. Néu ban ¢6 mot gia
tri bam dau ra, ban s& khong thé suy nguoc lai dugc gia tri dau vao
1a gi dé c6 thé bam ra mot thong diép bam nhu vay, hodc it nhat 1a
rat kho suy luan duogc ra, trir khi ban vét can hét toan bo céc kha
nang c6 thé cia thong diép dau vao. Pay 1a tinh chat vo ciing quan
trong cua ham bam mat ma bién nd thanh mot cong cu co ban cua

mat ma hién dai.

e Ham bam co6 tinh chat bao mat, mot chuoi dau vao cu thé ludn tao
ra mot gid tri dau ra cu thé va khong thé tao ra hai gid tri dau ra

khéac nhau cho cung mgt chuoi dau vao.

e Ham bam co tinh chat dinh hudng, hai chudi dau vao khac nhau sé€

tao ra hai gia tri dau ra khac nhau.
2.4 Vai tro cia ham bam véi chir ky so.

Cac ham bam mat mi ¢ nhiéu tmg dung trong an toan thong tin. N6 dugc
str dung nhiéu trong chir ky s6, mi xac thuc thong diép va cac hinh thic xac

thuc khac.

Ham bam tro gitp cho cac chir ky sé6 nham giam dung lugng cta dir liéu

can thiét.

Khong nhiing thé no thuong két hop voi chir ky s6 dé tao ra mot loai chit
ky dién tir vira an toan hon (khong thé cat/dan) vira c6 thé dung dé kiém tra tinh

toan ven cua thong diép.
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Str dung ham bam trong chit ky s6

_pg;g}g_;cf= A

HASH HASH SENDER SIGNED
ALGORITHM VALUE PRIVATE KEY MESSAGE

tc] 4—>J—> })_2

SIGNED SENDER HASH
SENDER  yessace PUBLICKEY VALUE RECEIVER

Hinh 2.3 Vai tro ciia ham bam véi chir ky so6.
Ham bam gitip nang cao hi¢u qua chir ky so.

Hau nhu tit ca cac luoc dd chir ky s6 déu yéu cau tinh toan ban tom luoc
ctia thong diép bang cac ham bam mat ma. Piéu nay cho phép viéc tinh toan va
tao chit ky duoc thuc hién trén mét khdi dix lidu co kich thude twong dbi nho va
cb dinh thay vi trén toan bo vin ban dai. Tinh chat toan ven thong diép ctia ham

bam mat ma dugc st dung dé tao cac chir ky s6 an toan va hiéu qua.
Két luan chwong:

Chuong 2 di néu duogc tong quan vé chir Ky sé 1a gi, su khac nhau giita
chit ky sé véi chir ky viét tay nhu vé tinh chat, tiéu chuan, tinh ning, bao mat,
xac nhan. bong thoi chuong nay cling tim hiéu vé ham bam, céc tinh chét co
ban ctia ham bam nhu tinh mot chiéu, tinh bao mat, tinh dinh huéng ciing nhu

trinh bay duoc vai trd ctia ham bam véi chir Ky sé.

38



CHUONG 3: H¢ miat RSA
3.1 Khai niém va tinh chit ciia mat ma RSA
*Khai niém:

RSA 1a mot thuat toan mat ma khoa cong khai dugc phat trién boi Ron
Rivest, Adi Shamir va Leonard Adleman (tén ctia né ciing chinh 1a tén viét tat
cua 3 tac gia nay) va duogc st dung rong rai trong cong tac ma hoa va cong nghé
chir ky dién tir. Day 1a thuat toan dau tién phu hop vai viée tao ra chit ky dién tu
déng thoi v6i viee ma hoa. N6 danh dau mot su tién bd vuot bac caa linh vuc
mat ma hoc trong viéc st dung khoda cong cong. Trong hé ma hda nay, public
key co thé chia sé cong khai cho tat ca moi nguoi. Hoat dong cua RSA dua trén 4

budc chinh: sinh khoa, chia sé key, ma hoa va giai ma.
*Tinh chat cua mat ma RSA:

1. Trong cac hé¢ mat ma RSA, mot ban tin co thé duoc ma hoa trong thoi

gian tuyén tinh.

Ddi véi cac ban tin dai, d6 dai cta cac sd duoc dung cho céac khoa c6 thé
dugc coi nhu 12 hang. Twong tu nhu vy, nang mot sb 1én luy thira duoc thuc
hién trong thoi gian hing, cac s6 khong dugc phép dai hon mot do dai hang.
Thuc ra tham s6 nay che gidu nhiéu chi tiét cai dat cé lién quan dén viéc tinh
toan véi cac sb dai, chi phi ciia cac phép toan thuc sy 1a mot yéu to ngin can phd
bién tmg dung ctia phuong phap ndy. Phin quan trong nhit cta viéc tinh toan cé
lién quan dén viéc ma hod ban tin. Nhung chic chan 1a s& khong c¢6 hé mi hoa

nao hét néu khong tinh ra dugc cac khoa cua chiing 1a cac so 16n.

2. Cac khoa cho h¢ ma hod RSA c6 thé dugc tao ra ma khong phai tinh
toan qua nhicu.

Mot 1an nira, ta lai noi dén cac phuong phap kiém tra s6 nguyén t6. Mdi so
nguyén t6 16n co thé dugc phat sinh bang cach dau tién tao ra mot s6 ngau nhién
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16m, sau d6 kiém tra cac sb ké tiép cho t&i khi tim dugc mot sb nguyén t5. Mot
phuong phap don gian thyc hién mot phép tinh trén mot con s6 ngau nhién, véi
xac suat 1/2 s& ching minh rang sé dugc kiém tra khong phai nguyén té. Budc

cudi cung 14 tinh p dua vao thuat toan Euclid.

Nhu phan trén d3 trinh bay trong hé ma hod coéng khai thi khoa giai ma
(private key) Kb va céac thira sd p,q 1a dugc giit bi mat va sy thanh cong cua
phuong phép 1a tuy thudc vao ké dich c6 kha nang tim ra duoc gia tri cia Kb hay
khong néu cho trude N va Kb. Rét kho ¢ thé tim ra duge Kb tir Kb can thiét vé
p va q, nhu vy can phan tich N ra thanh thira s6 dé tinh p va q. Nhung viéc phan
tich ra thira s6 1a mot viéc 1am ton rat nhidu thoi gian, v6i ky thuat hién dai ngay

nay thi can téi hang triéu nam dé phan tich mot sé c6 200 chit s ra thira sd.

D0 an toan cua thuat toan RSA dua trén co s nhiing kho khan cua viée
xac dinh céc thtra s6 nguyén t6 cia mot s6 16n. Bang dudi day cho biét cac thoi

gian dy doan, gia st raing mdi phép toan thuc hién trong mot micro gidy.
SO céc chir s6 trong s6 duoc phan tich

Bang sau cho biét mot s6 thao tac can thiét dé phan tich n thanh thira s6 va

thoi gian can thiét (gia st mot thao tac can 1 micro gidy).

Chir s6 S6 luong thao tac Thot gian
50 1.4*10"10 3.9 gio
75 9.0*10M2 104 ngay
100 2.3*10M5 74 nam
200 1.2*10723 3.8*10"9 nam
300 1.5*10"29 4.8*10"15 nam
500 1.3*10739 4.2*10725 nam
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Theo khuyén nghi chiéu dai n nén vao khoang 200 chir sb, dai hon hay

ngan hon phu thudc vao téc d6 ma hoa va tinh bao mat trong timg tmg dung.
3.2 Mt 6 16 hong ciia RSA ta cén luu y.

Mot 16 hong RSA nghiém trong méi dugc cac cong ty Microsoft, Google,
Lenovo, HP va Fujitsu canh béo, anh huéng téi hang ty thiét bi. L5 hong CVE-
2017-15361 1a 156 hong lién quan téi ma hoa nam trong phwong thuc tao cap
khdéa RSA baoi Trusted Platform Module (TPM) thudc cong ty Infineon. TPM
Infineon dwoc sur dung rdng réi, thiét ké vi xt Iy chuyén biét nhim bao vé phan
cirng bang céch tich hop khéa ma hoa vao thiét bi va dugc s dung cho qua trinh

ma hda an toan.

L5 hdng RSA duoc phat hién bai cac nha nghién cuu tai dai hoc Masaryk,
cong hoa Séc. Cac nha nghién ctru ciing dd phat hanh bai ding chi tiét vé 15
hong ciing nhu mot ¢éng cu truc tuyén nham kiém tra khéa RSA c6 bi anh

huong bai 16 hong hay khong.

ROCA: Tdn cong khoi phuc khéa riéng tuw RSA

Tan cong khoi phuc khoa duoc cac nha nghién curu dit ten ROCA (Return
of Coppersmith’s Attack), cho phép tin tac tinh toan nguoc khéa ma hoéa riéng tu
théng qua khoa cong khai. Tin tac tir d6 c6 thé gia mao, giai ma dit liéu cua nan

nhén, dwa ma doc vao chung chi ki s6 va vuot cac co ché bao vé.
Tdn cong ROCA dnh hwong hang ty thiét bj

Tan cong ROCA anh hudng trén cac chip xur 1y san xuat boi Infineon ké
tor ndm 2012, dugc st dung rong rai trong thé can cudc, bo manh chu dé luu trix
mat khau, mi oy quyén, khi duyét web an toan, khi cidc phan mém va ung dung
ki s6 va co ché bao vé tin nhan nhu PGP. L3 hong 1am suy yén an ninh chinh
phu va céac to chtrc str dung thur vién va chip ma hoa cia Infineon. Hau hét cac

phién ban Windows, thiét bi Google Chromebook phat trién boi HP, Lenovo va
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Fujitsu c6 nguy co bi tin cong. SO luong khoa mi hoéa dugc xac dinh bi anh

huong khoang 760,000 nhung c6 kha ning cao hon nhiéu lan.
S6 n nhé (Theo Hé6 Vian Canh (2017): 20 ndm tan céng mdt méd RSA)

Néu s6 n nho (chiéu dai n < 256 bit), s6 n co thé bi tach ra thanh céc thira

s6 nguyén to dé dang boi cac cong cu c6 san nhu factordb.
Chiéu dai cua s6 n dugce khuyén cao 1a 1024 bit.

Nhung d3 c6 nhitng truong hop sd n 16n, nhung phéan tach cua n thanh
thira s6 nguyén t6 da c6 san trong co s& dit liéu cua cac trang nhu factordb hoic

alpertron.
Pay 1a 1 cach tim p va q rat d& nén thuong duoc thir dau tién.

S6 e nhé, s6 m nhé(Theo Ho Van Canh (2017): 20 nam tan cong mdt ma
RSA)

1 nhuoc diém 16n ciia ma hoa RSA d6 1a toc d6 ma hoa cham hon nhiéu so
v6i ma hoa DES, do vy trong mot vai truong hop dé ting téc do, ngudi ma hoa

s& ma hoa tai liéu bang 1 ma hoa khac nhung kho4 s& duoc mi hoa bang RSA.

Pong thoi dé t6i vu hoa thoi gian ma hod, sb e cling dugc chon theo dang

e = 2n+1, khi d6 e nho nhét la e = 3.

Néu ta chon sb e nho va tin nhan M (m nho) -> ciphertext: ¢ = m3 (mod
n). Vi m nho nén m3 < n khi d6 phép toan module khong c6 tac dung, Vi vy dé

tim nguoi lai m tir ¢ ta cO m = ¢1/3

Tdn cong Idp lién tuc (Theo Ho Van Canh (2017): 20 ndm tdn cong mdt
méa RSA)

Ban dau ta c6 2 sd P, q lan luot1a3,5=>n= p*q=15=>chonm=7.
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Tinh @(n) = (p-1)*(g-1) = 8 => chon e = 3.
Tinhc=memodn =13
cl=cemodn=7

c2 =clemodn=13
Doc2=c=>m=cl=7

Hiéu p — g nho - Fermat Attack (Theo H6 Vin Canh (2017): 20 nam tn
cong mdt ma RSA)

p, q duoc chon c6 cung do dai bit dé tao duoc 1 md RSA manh, nhung
diéu nay c6 thé khién q,p qua gan nhau khién cho ké tin cong dé& dang phan tach

n thanh thira s6 nguyén t6. Diéu kién (p —q) < n¥%

S6 e tring nhau, sé e nho - Hastad Broadcast Attack (Theo Ho Vin Canh
(2017): 20 ndm tan céng mat md RSA)

Trong mang LAN, d6i khi s6 e dugc dit gidng nhau ddi voi cac may tinh

cung muc d0. Nghialael =e2=..=e¢=3

Kich ban tan cong xay ra néu may chii giri ciing 1 tin nhin broadcast m (da
dugc ma hoa thanh cl, c2, ... cho nhiéu may tinh trong mang, va ta bat duoc it
nhét e ciphertext cl, c2, ..., ce. Luc nay, ta s€ cé thé khoi phuc lai plaintext m

khong may kho khan.

Gia st e = 3, dat M = m3. Nhiém vu cia ta 1a giai hé phuong trinh dong

du:
Sau khi tinh duoc M, ta s& tim duoc m ( bang cian bac 3 caa M)

S6 n trung nhau - Common modulus (Theo Ho6 Van Canh (2017): 20 ndm

tan cong mdt ma RSA)
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Giong voi vi du ¢ phan truéc nhung thay vi e trung nhau, 1an nay n trung
nhau, nghia 1a n1 = n2 = ... = n va s6 e dugc chon ngau nhién. Nhu vay mdi

thanh vién trong mang ludi sé duogc c.'flp mdt bo tham sd (n,ei,di ) riéng.

Vi ed = 1 (mod ¢(n)) nén ton tai sd k sao cho ed - ko(n) = 1. Do dé: k =
(ed-1)/@(n) > (ed-1)/n

Vay ta s& brute-force s6 k tir (ed-1)/n tré 1én, tinh nguoc lai ¢(n) = (ed-
1)/k, cho dén khi thu duoc két qua ¢(n) 1a sé nguyén. C6 ¢(n)ta dé dang tinh

duoc Private Key cua victim: dvictim = evictim-1 mod ¢(n)

Phdn phéi khod (Theo Ho Vin Canh (2017): 20 ndm tan céng mdt ma
RSA)

Gia str C c6 thé giri cho A mot khoa bat ky va co thé khién cho A tin d6 1a
khoa cong khai cua B. Pong thoi C ¢ thé doc thong tin trao doi gitta A va B.
Khi d6, C s& gti cho A khoa cong khai cia chinh minh ( ma A nghi rang d6 1a
khoa ctia B ). Sau d6 C s& doc tit ca van ban ma hoa do A guri, giai ma véi khoa
bi mat cia minh, giit 1 ban copy, dong thdi ma hoa bang khoa cong khai ciia B

va gui cho B
3.3 Thuat toan ky va xac thuec.

Viéc ky tén va xac thuc chir ky sé sir dung hé ma hoa RSA twong tu nhu
qua trinh m& hoa va giai ma & trén. Tuy nhién vai tro cua public key va private

thi c¢6 thay do6i doi chut.

Pé tao chit ky, nguoi giri s& dung private key va nguoi nhan sé dung
public key dé xac thuc chit ky do.

Tuy nhién, vi ban tin rat dai nén viéc ma hoa toan bd ban tin s& rat mat
thoi gian. Vi vay, trong thyc hanh, chit ky sé thuong str dung phuong phap ma

hoa gia tri hash ctia ban tin. Viéc nay mang lai rat nhiéu loi ich nhu:
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« Céc ham hash 1a ham 1 chiéu, vi vay du c¢6 dugc hash ciing khong thé biét

duogc ban tin goc nhu thé nao.

o D0 dai hash 1a ¢6 dinh va thuong rat nho, vi vay chit s6 s€ khong chiém

qua nhiéu dung luong.

o Gi4 tri hash con c6 thé dung dé kiém tra lai ban tin nhan duogc c6 nguyén

ven hay khong.

Chir ky s dem lai nhiéu gi4 tri hon chit ky tay rat nhiéu. C6 1& ciing vi

vay, viéc xtr 1y chit ky s6 phirc tap hon han chir ky tay truyén thong.
Qua trinh ky (bén gui)

Tinh toan chudi dai dién (message digest/ hash value) cua thong diép sur

dung mot giai thuat bam (Hashing algorithm) SHA-1

Chudi dai dién duogc ky sir dung khoa riéng (Priavte key) cta ngudi gui va
giai thuat tao chix ky (Signature/ Encryption algorithm) RSA. Két qua chix ky sb
(Digital signature) cua thong diép hay con goi la chudi dai dién duoc ma hoa boi

giai thuat RSA (Encryted message digest)

Thong diép ban dau (message) dwoc ghép véi chix ky s (Digital
signature) tao thanh thong diép da duoc ky (Signed message)

Thong diép da duoc ky (Signed message) duoc giri cho ngudi nhan,
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Tao chir ky s60 RSA

Thoéng diép dir liéu

Khoa bi mat

==

Ma hoa RSA

Gia tri bam

Gén vdi
thong diép dir liéu

Thong diép dir liéu
dudc ky s6

Hinh 3.1 So dé thudt todn tao chiv ky so.
Xac thuc ngudn goc

Hé ma hoa bt d6i xtng cho phép tao chit ky véi private key ma chi ngudi
cht méi biét. Khi nhan goi tin, nguoi nhan xac thuc chit ky bang cach dung
public key giai mé, sau d6 tinh gia tri hash cua ban tin gdc va so sanh véi hash
trong goi tin nhan dugc. Hai chudi nay phdi trung khép véi nhau.

Thim dinh chit ky s6 RSA

Thoéng diép dir liéu
dugc ky s0

Khoa cong khai

Chir ky s6 Théng diép di liéu

\ »LGia tri bim I—Gié tri b&m
io ?
NOi dung thong diép

toan ven

NGi dung thdng diép bi thay doi

Hinh 3.2 So dé thudt todn xdc thuc chir ky.
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Qua trinh kiém tra chi ky (bén nhdn)

Téach chit ky s6 RSA va thong diép goc khoi thong diép da ky dé xu ly
riéng;
Tinh toan chudi dai dién MD1 (message digest) cua thong diép goc st

dung giai thuat bam (la giai thuat sir dung trong qué trinh ky la SHA-1)

Sir dung khoa cdng khai (Public key) cua nguoi gui dé giai ma chix ky sb
RSA-> chudi dai dién thong diép MD2

So sanh MD1 va MD2:

Néu MD1 = MD2 -> chit ky kiém tra thanh cong. Thong diép dam bao
tinh toan ven va thuc sy xuat phat tir nguoi gui (do khoa cong khai duwgc ching

thuc).

Néu MD1 <>MD2 -> chir ky khong hop 18. Thong diép co thé da bi sua

doi hodc khong thuc sy Xuat phat tir nguoi guri.
3.4 Cai dat chwong trinh thir nghiém

Chuong duoc chia 1am 4 khdi:

Khéi tao key.

Khéi thong tin key.

Khéi tao chir ky sd.

Khéi tham dinh chir ky.

*Pau tién 1a khéi tao key
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Tae Key

Bg dai Key: 1024 bits

~ | | Tao Key Tu Bidng

File Key (¥mil):

Open

Hinh 3.3 Khéi tao key.

C6 thé ma tap tin key di ¢ hodc c6 thé tao key.

Do dai key cung cép 4 30 dai1 la: 512 bits, 1024 bits, 2048 bits, 4096 bits.

Tap tin key 1a tap tin xml.

Khi tao key s€ hién bang thong bao.

Tao key co do dai 1024 bits thanh cong.

K

*Khdi thir 2 1a thong tin key.

Module (M):
MG Ma Hoa (E):

Ma Giai Ma (D):

Hinh 3.4 Bang thong bao.

Thong tin Key
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Hinh 3.5 Khéi théng tin key

Khéi nay s& co Module (N), mii ma hoa (E), mil giai ma (D)

Thong tin Key

Module (MN): y/H3IHSJo 5 15g5uhd TulCiriC Sz Oy JQ Y DbnjhJjHs NG

Md M3 Hea (E): |AGAB

MG Giai Ma (D) |POeMN8/0Om1GU3ASzuELGDNLoHkt SuEEC jdw 31

Hinh 3.5 Khéi théng tin key
Khi tao key thanh cong sé& hién thi ra thong tin key.

*Khdi thir 3: Tao chir ky s6

Tao chit ky so

Select File
Select Folder

Select Folder

Open Folder

Hinh 3.6 Khéi tao chit ky sé.

Trong khdi nay c6 thé ky va giri duoc mot file tuy chon.
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Tao chit ky so

C:\Users’\AdminDesktop Bd An Tét Nghisp pptx LeeE s

Select Folder
ZAA9887FDS4FET1 8601 3VETIC4TF189B8TEZE3IADDS

Select Folder

Bbg+wMuAVMI8ATkaeC DuiP TXze0 TCxGzROP Bfa Dk

Open Folder

Ky G

Hinh 3.6 Khéi tao chit ky sé.

Chon duong dan file dé Ky, thanh tién trinh s& chay va bang thong bao thoi gian
thuc thi s€ hién Ién.

Khi ky thanh cong ta sé& gui file vira duoc ky sang khéi tham dinh chix ky.

*Khéi cudi cing: Tham dinh chir ky

Tham dinh chie ky
File: Open File
Chi ky:
SHAT:
Giai ma:
Kiém Tra

Hinh 3.7 Khéi tham dinh chiv ky.
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Ta c6 thé chon file vira dugc ky dé kiém tra.

Tham dinh chie ky
File: C:\Users'Admin‘Desktop 08 An Tét Ngt|| Open File

Chii ky: Bbg+wMuAQYMIBATkaeCDuiPTXse0 TCxGzbOPBfaDb 1

SHAT:

Giai ma:

Kiém Tra

Hinh 3.7 Khéi tham dinh chit ky.

Sau khi an “Kiém tra” file xong chuong trinh s& chay va hién thi thdng bao.

Tham dinh chit ky
C:\Users'AdminDesktop B8 An Tét Ngt|| Open File

Bbg+wMuAQYVMZBATkaeC DuiP TXseo TCxGzbOPBfalb i

2A45887FD34FE1860137E1C41F189B8/E2E3ADDS

A49387FD34FET1860137ET1C41F183B87E2E3ADDS

¢ Kiem Tra

Thong diép va chir ky toan ven!

Ma SHALva giai ma RSA trung khép véi file cii nén thong diép va chit ky cua
file duoc bao toan.
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Két luin chwong:

Chuong 3 di trinh bay vé RSA day 14 thut toan dau tién phu hop véi viée
tao ra chir ky dién tu déng thoi véi viee ma hoa va mot vai tinh chat cua hé mat
m& RSA, ciing nhu d3 néu ra duoc mot s6 186 hong quan trong ctia RSA ta can luu
¥ nhu 16 hong lién quan téi md hoa nim trong phuong thic tao cip khoa, tan
cong khoi phuc khoa riéng tu RSA, ... Phan cudi chuong 1a thuat toan ky va xac
thuc chir ky RSA giup ta hiéu duogc cach van hanh cua thuét todn va cich xac

thuc chir ky.
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Két ludn

Chir ky s6 1a mot cong nghé cho phép xac dinh chil nhan cta dit liéu nao d6 va
kiém tra dir liéu c6 nguyén ven hay khong. Con hé ma hoa RSA cho phép tao
chit ky voi chia khoa bi mat ma chi ngudi chu moi biét. Tuy nhién hé ma hoa
RSA van c6 nhitng thach thirc vé an ninh nhit dinh nhung du sao thi né van kha

an toan.

Trén day la bai nghién ctru rng dung hé¢ mat ma RSA trong chit ky dién tu cua

em. Trong qué trinh lam do6 an, em da dat dugc mot s6 két qua nhu sau:

Trinh bay vé mat ma va mat mi khoa cong khai cung cac tinh cht

cua no.

Tim hiéu vé chir ky s6, ham bam cing céc tinh chét ciia ham bam

va vai tro ctia ham bam véi chir ky so.

Trinh bay vé ma khoa RSA va cac tinh chat cia nd, mot s6 16 hong

ctia RSA ciing nhu tim hiéu vé ky va xac thuc chit ky RSA.

Xay duyng dugc chuong trinh chay thir nghiém.

Bén canh nhitng phan da dat duoc, d6 an van ton tai mot s6 han ché nhu sau:

- Nhiing nd1 dung da trinh bay va nghién ctru chi dung lai & mirc do

tim hi€u, chua nghién ctru sau.

M3 hoa RSA vé thuat toan ky va xac thuc con nhiéu thiéu sot.

Chuong trinh tng dung con don gian.

- Giao dién chuong trinh chua théan thién.
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Mic du di cb g.'fmg trong vi¢c nghién ctru va thuc hién dd 4n, nhung do su
hiéu biét ctia em con han ché, kinh nghiém ciing nhu thoi gian ¢6 han ctia mot
sinh vién, d6 an t6t nghiép nay khong thé tranh duoc nhiing thiéu s6t. Em rat
mong nhéan dugc su gdp ¥, chi bao cla cac thdy c6 dé em co thé khic phuc
khuyét diém lam cho chuong trinh dugc hoan thién hon. Em xin chan thanh cam

on cac Thay C6 !
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