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LOT NOI PAU

Cong nghé khong day 1a mot phuong phap chuyén giao tir diém nay dén diém
khac str dung song vo tuyén. Mang khong day ngay nay bit ngudn tir nhiéu giai
doan phét trién cua thdng tin vo tuyén, nhitng tng dung dién béo va radio. Mic du
mot vai phat minh xuét hién tir nam 1899, nhung su phét trién noi bat dat dugc vao
ky nguyén caia cong nghé dién tir va chiu anh huong 16n cua nén kinh té hién dai,
cling nhu cac kham pha trong linh vuc vat Iy. Cho dén nay, mang khong day da dat
dugc nhimg budc phét trién dang ké. Tai mot s6 nudc co nén céng nghé thong tin
phat trién, mang khdng day thyc sy di vao cudc song. Chi can mot laptop hodc mot
phuong tién truy nhap mang khdng day bat ky, ching ta c6 thé truy nhap vao mang
& bat ctr noi déu, trén co quan, trong nha, ngoai duong, trong quén cafe, trén may
bay..., bat clr noi dau nam trong pham vi phi séng caia WLAN. Tuy nhién chinh
sy hd tro truy nhap céng cong, cac phuong tién truy nhap lai da dang, don gian,
cling nhu phac tap, Kich ¢& cling c6 nhiéu loai, 3 dem lai sy dau dau cho cac nha
quan tri trong van dé bao mat. Lam thé nao dé tich hop dugc céac bién phap bao
mat vao cac phuong tién truy nhap, ma van dam bao nhitng tién ich nhu nhé gon,

gia thanh, hoic van dam bao hd tro truy cap cong cong.

Nhung chinh su hd tro truy nhap cong cong véi cac phuong tién truy nhap
don gian cling nhu phuc tap da dem lai nhiéu rac rdi cho céc nha quan tri trong
viéc bao mat thdng tin. Van dé tich hop céc bién phap bao mat vao cac phuong tién
truy nhap nhung van dam bao nhiing tién ich va viéc ho tro truy cap cong cong la
van dé rat dang quan tdm. Vi vy ma da c6 nhiéu giao thirc bao mat di lidu duoc ra
doi nhu; WEP, WPA1, WPA2. Dya trén chuan IEEE 802.11 nhung déu chua mang

lai sy an toan cao cho nguoi dung.

Cac hé thong mang WLAN thuong duoc trién khai theo md hinh hé théng ma
khéng cai dit co ché kiém soat truy cap, ciing nhu bao mat cho Access Point dé
gitip nguoi ding dé dang truy cap, mac du thiét bi ¢ co hd tro cac giao thirc bao
vé thong tin theo bo tiéu chuan IEEE 802.11: WEP, WPA, WPA2 hoic cao hon.

Tuy nhién 16 hong Ién nhat trong bo gidp cia WPA van con ton tai trong
8



nhitng giao thire trude d6. Mic du dé tham nhap duoc vao mang luéi duoc bao vé
boi WPA/WPA2 bang 16 hong trén can toi 2-14 gio hoat dong lién tuc cua mot
may tinh hién dai, day van 1a mot méi lo tiém tang. Ngay 25/6/2018, Wifi Alliance
- t6 chirc quan ly ¢éng nghé Wifi di tuyén bé chinh thirc phat hanh WPA3. Pay 1a
chuan WPA méi nhét, cdng nghé xéc thuc ngudi ding cho cac két ndi Wifi. WPA3
hién dang 1a lya chon bao mat tly chon cho cac thiét bi méi nhung né s& hoat dong

trén tat ca céc thiét bj dap tmg duoc chuan nay trong nhitng niam téi.

Qua quaé trinh hoc tap va nghién cuu tai truong, dudi goc d6 1a sinh vién nam
cudi va két hop su dinh hudng hudng dan caa thay giao Nguyén Nhu Chién em da
quyét dinh chon dé tai: “Tim hiéu, phdn tich va dé xuat giai phap bdo mdt khi trién

khai mang WLAN sz dung giao thizc WPA3” lam do &n tét nghiép cua minh.



LOI CAM ON
Do an tét nghiép nay dat két qua 12 do nhan duogc su hd tro, gitip d& cua nhiéu
co quan, t6 chuc, ca nhan. Vi tinh cam sau sac, chan thanh, cho phép em duoc
bay t6 10ng biét on sau sic dén tat ca cac ca nhin va co quan di tao diéu kién gilp

d& trong qua trinh hoc tap va nghién ctru do an.

Trudc hét em xin gui toi cac Thay C6 khoa Cong nghé thong tin truong Dai
hoc Quan ly va Céng nghé Hai phong loi chao tran trong, 1oi chuc sic khoe va loi
cam on sdu sic. V&i su quan tdm, day d, chi bao tan tinh chu dao cua Thay C9,
dén nay em da c6 thé hoan thanh do an tét nghiép véi dé tai “Tim hiéu, phan tich
va dé xudt gigi phap bdo mdt khi trién khai mgng WLAN si dung giao thic
WPA3”. Dic biét em xin gui 161 cam on chan thanh nhét toi thay gido — ThS.
Nguyén Nhu Chién da quan tim gitip d&, huéng dan em hoan thanh tot dé tai nay

trong thoi gian qua.

Em xin bay to 10ng biét on dén lanh dao Trudng Pai hoc Quan ly va Cong
nghé Hai Phong, Khoa Cong nghé thong tin, cac Phong ban chiic nang da tryc tiép
va gian tiép giup d& toi trong sudt qua trinh hoc tap va nghién ctru dé tai.

Khéng thé khong nhac téi sy gitp d& nhiét tinh caa don vi di tao diéu kién
thuan loi nhat cho toi tim hiéu nghiép vu ciing nhu cac chang tir dé 1am tai liéu
phuc vu cho dé tai.

Véi diéu kién thoi gian ciing nhu kinh nghiém con han ché cia mét sinh vién,
dd &n tét nghiép nay khong thé tranh duoc nhitng thiéu sot. Em rat mong nhan
duoc su chi bao, dong gop y kién cua cac thay co dé em co diéu kién bd sung, nang
cao y thirc ctia minh, phuc vy tot hon cong tac thyc té sau nay.

Em xin chan thanh cam on!

Hai Phong ngay... thang... nam 2022

Sinh vién
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CHUONG 1

TONG QUAN MANG KHONG DAY VA VAN PE BAO PAM AN TOAN
MANG KHONG DAY

1.1. Tong quan vé WLAN
1.1.1. Lich st hinh thanh va phat trién.

Mang LAN khong day viét tit 124 WLAN (Wireless Local Area Network), 1a mot
mang dung dé két ndi hai hay nhiéu may tinh v&i nhau ma khéng sir dung day dan.
WLAN dung cong nghé trai phd, st dung song vo tuyén cho phép truyén théng gitra cac
thiét bi trong mot ving nao d6 con dugc goi 1a Basic Service Set. N6 giup cho ngudi st

dung cd thé di chuyén trong mot viing bao phu rong ma van két néi dugc véi mang.

Cong nghé WLAN lan dau tién xuat hién vao cudi nam 1990, khi nhitng nha san
Xuat gigi thiéu nhitng san pham hoat dong trong bang tan 900Mhz. Nhitng giai phap nay
(khong duoc thong nhat gitra cac nha san xuat) cung cap téc do truyén dir lieu 1Mbps,

thap hon nhiéu so vai téc d6 10Mbps cua hau hét cac mang st dung cép hién thoi.

Niam 1992, nhiing nha san xuat bat dau ban nhiing san pham WLAN sir dung biang
tan 2.4Ghz. Mac du nhitng san pham nay da co téc do truyén dit liéu cao hon nhung
ching van 1a nhitng giai phéap riéng caa mdi nha san xuat khéng duoc céng b rong rai.
Sy can thiét cho viéc hoat dong thong nhat giita cac thiét bi & nhitng day tan s6 khac nhau

dan dén mot sé td chuc bat dau phat trién ra nhitng chuan mang khong day chung.

Nam 1997, Institute of Electrical and Electronics Engineers (IEEE) da phé chuan sy
ra doi cua chuan 802.11, va ciing duogc biét vai tén goi WI-FI (Wireless Fidelity) cho cac
mang WLAN. Chuan 802.11 hd trg ba phuong phap truyén tin hiéu, trong d6 c6 bao gom

phuong phap truyén tin hiéu vo tuyén o tan sb 2.4Ghz.

Nam 1999, IEEE thdng qua hai sy bd sung cho chuan 802.11 1a céc chuan 802.11a
va 802.11b (dinh nghia ra nhitng phuong phép truyén tin hiéu). Va nhiing thiét bi WLAN
dua trén chuan 802.11b di nhanh chéng tré thanh céng nghé khong day vuot troi. Cac
thiét bi WLAN 802.11b truyén phat & tan sé 2.4Ghz, cung cap toc do truyén dix lidu co
thé I1&n téi 11Mbps. IEEE 802.11b dugc tao ra nham cung cap nhiing dic diém vé tinh

hiéu dung, thong luong (throughput) va bao mat dé so sanh vaoi mang c6 day.
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Nam 2003, IEEE cdng bd thém mét sy cai tién 1a chuan 802.11g ma c6 thé truyén
nhan thdng tin & ca hai day tan 2.4Ghz va 5Ghz va c6 thé nang toc do truyén dir liéu Ién
dén 54Mbps. Thém vao d6, nhirng san pham ap dung 802.11g ciing c6 thé twong thich
nguoc VGi cac thiét bi chuan 802.11b. Hién nay chuin 802.11g di dat dén téc do
108Mbps-300Mbps.

1.1.2. Uu diém cua WLAN

- Sy tién loi: Mang khong ddy ciing nhu hé thdng mang thong thuong. N6 cho phép
ngudi ding truy xuat tai nguyén mang & bt ky noi dau trong khu vuc duoc trién khai
(nha hay vin phong). Vi su gia ting sé nguoi sir dung may tinh xach tay (laptop), d6 1a

mat diéu rat thuan loi.

- Kha ning di dong: Vi su phat trién cua cac mang khong day cong cong, nguoi

ding cd thé truy cap Internet ¢ bat ctr dau.

- Hiéu qua: Nguoi ding co thé duy tri két néi mang khi ho di tir noi nay dén noi
khéc.

- Trién khai: Viéc thiét 1ap hé thong mang khong ddy ban dau chi can it nhat 1
access point. Véi mang ding cép, phai ton thém chi phi va c6 thé gap kho khin trong

viéc trién khai hé thong cap & nhiéu noi trong toa nha.

- Kha niang mé rong: Mang khong day c6 thé dap tng tirc thi khi gia ting s6 luong

nguoi dung. Véi hé thdng mang ding cap can phai gan thém cép.
1.1.3. Nhuoe diém caa WLAN

Cong nghé mang LAN khdng day, ngoai rat nhiéu su tién loi va nhirng vu diém
dugc dé cap & trén thi ciing co cac nhugce diém. Trong mot sé trudng hop mang LAN
khong day c6 thé khong nhu mong mudn vi mot sb Iy do. Hau hét ching phai lam viéc

vé6i nhitng giéi han von c6 caa cong nghé.

- Bao mat: Mai truong két ndi khong day 1a khong khi nén kha niang bi tin cong cua

ngudi dung 1a rat cao.

- Pham vi: Mot mang chuan 802.11g véi cé4c thiét bi chuan chi c6 thé hoat dong tt
trong pham vi vai chuc mét. N6 phu hop trong 1 can nha, nhung v&i mét toa nha Ion thi
khong dap tmg dugc nhu cau. Pé dap (ing can phai mua thém Repeater hay access point,
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dan dén chi phi gia ting.

- Do tin cay: Vi st dung song vo tuyén dé truyén théng nén viéc bi nhiéu, tin hiéu bi
giam do tac dong cua cac thiét bi khac (1o vi song,...) 1a khong tranh khoi. Lam giam
dang ké hiéu qua hoat dong cua mang.

- Téc d6: Toe @6 cua mang khong day (1- 125 Mbps) rat cham so véi mang sir dung
cap (100 Mbps dén hang Gbps).

1.2. Céc chuén thong dung cia WLAN

Hién nay tiéu chuan chinh cho Wireless 1a mot ho giao thuc truyén tin qua mang
khong day IEEE 802.11. Do viéc nghién ctru va dwa ra (ng dung rat gan nhau nén c6 mot
s6 giao thirc da thanh chuan cua thé gisi, mot so khac van con dang tranh cii va mot sb
con dang dy thao. Mot s6 chuan théng dung nhu: 802.11b (cai tién tir 802.11), 802.11a,
802.11g, 802.11n.

= ;LJ;T"]':} Presentation Layer
;\ Session Layer
L ook Transport Layer
@ Network Layer

Eiant: o) Losical(ll:ia; Control

54 Media Access Control
Layer f':;, (MAC)

I]—[I Physical Layer

Hinh 1.1: Phagm vi cua WLAN trong mé hinh OSI
1.2.1. Chuan IEEE 802.11b
Chuan nay duoc dua ra vao nam 1999, n6 cai tién tir chuan 802.11.
- Ciing hoat dong & dai tan 2,4 Ghz nhung chi sir dung trai pho truc tiép DSSS.
- Toc do tai Access Point c6 thé 1én tgi 11Mbps (802.11b), 22Mbps (802.11b+).

- Céc san pham theo chuan 802.11b duoc kiém tra va thir nghiém bai hiép hoi cac
cong ty Ethernet khong day (WECA) va duoc biét dén nhu 1a hiép hoi Wi-Fi, nhirng san
14



phdm Wireless dugc WIFi kiém tra néu dat thi s& mang nhan hiéu nay.

- Hién nay IEEE 802.11b 1a mot chuan duoc st dung rong réi nhat cho Wireless
LAN. Vi dai tan sb 2,4Ghz 1a dai tan s6 ISM (Industrial, Scientific and Medical: dai tan
vo tuyén danh cho cdng nghiép, khoa hoc va y hoc, khéng can xin phép) ciing duoc st
dung cho cac chuan mang khong day khac nhu 1a: Bluetooth va HomeRF, hai chuin nay
khéng dugc phd bién nhu 1a 801.11. Bluetooth duoc thiét ké st dung cho thiét bi khong
day ma khéng phai la Wireless LAN, n6 dwgc dung cho mang cd nhan PAN(Personal
Area Network). Nhu vay Wireless LAN st dung chuan 802.11b va cac thiét bi Bluetooth

hoat dong trong cling mot dai bang tan.

Op. Data Rate Data Rate Range
Release Date
Frequency (Typ) (Max) (Indoor)
October 1999 2.4 GHz 4.5 Mbit/s 11 Mbit/s ~35m

Bang 1.1: Mgt sé thong sé ki thugt ciia chuan IEEE 802.11b
1.2.2. Chuan IEEE 802.11a

- Pay 1a mot chuan duoc cap phép o dai bang tan mgi. N6 hoat dong & dai tan s6 5
Ghz st dung phuong thirc diéu ché ghép kénh theo ving tan sé vudng goc (OFDM).
Phuong thire diéu ché nay lam ting téc do trén mdi kénh (tir 11Mbps/1kénh Ién 54
Mbps/1 kénh).

- C6 thé sir dung dén 8 Access Point (truyén trén 8 kénh Non-overlapping, kénh
khong chong lan pho), dac diém nay ¢ dai tan 2,4Ghz chi c6 thé sir dung 3 Access Point
(truyén trén 3 kénh Non — overlapping).

- Hd tro dong thoi nhiéu nguoi st dung véi tde d6 cao ma it bi xung dot.

- Céc san pham cuia theo chuan IEEE 802.11a khong twong thich véi cac san pham
theo chuan IEEE 802.11 va 802.11b vi chling hoat dong & céc dai tan s khac nhau. Tuy
nhién cac nha san xuat chipset dang cd giang dua loai chipset hoat dong & ca 2 ché do
theo hai chuan 802.11a va 802.11b. Sy phdi hop nay dugc biét dén véi tén WiFi5 (WiFi
cho cong ngh¢ 5Gbps).
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Release Date Op. Frequency Data Rate (Typ) Data Rate (Max) Range (Indoor)

October 1999 5 GHz 23 Mbit/s 54 Mbit/s ~35m

Bang 1.2: Mgt sé thong sé ki thugt cia chuan IEEE 802.11a

1.2.3. Chuan IEEE 802.11g

- Ban duy thao cua tiéu chuan nay duoc dwa ra vao thang 10 — 2002.

- St dung dai tan 2,4 Ghz, toc d6 truyén 1én dén 54Mbps.

- Phuong thirc diéu ché: C6 thé ding mét trong 2 phuong thirc

+ Dung OFDM (gibng véi 802.11a) toc @6 truyén 18n téi 54Mbps.

+ DUng trai pho tryc tiép DSSS toc d6 bi gidi han ¢ 11 Mbps.

- Tuwong thich nguoc véi chuan 802.11b.

- Bi han ché vé sb kénh truyén.
Release Date Op. Frequency Data Rate (Typ) Data Rate (Max) Range (Indoor)
June 2003 2.4 GHz 23 Mbit/s 54 Mbit/s ~35m

Bang 1.3: Mt sé théng s ky thudt cua chudn IEEE 802.11g

1.2.4. Chuan IEEE 802.11n

yA0)\|=

Hinh 1.2: Logo Wi-fi
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Chuan 802.11n dang dugc xUc tién dé dat téc d6 100 Mb/gidy, nhanh gap 5 lan
chuan 802.11g va cho phép thiét bi két ndi hoat dong vai khoang cach xa hon cic mang
Wi-Fi hién hanh.

Winston Sun, giam dbc cdng nghé cua cong ty khong day Atheros
Communications, nhan xét, mot thiét bi twong thich 802.11n c6 thé truy cap cac diém
hotspot véi toe d6 150 MB/gidy véi khoang cach 1y tuong dudi 6m, kha ning lién két

cang giam khi nguoi ding & cach xa diém truy cap do.

802.11n chuwa thé sém tré thanh chuan Wi-Fi thé hé méi vi mot s6 mang Wi-Fi
khéng thuoc thong sé 802.11n ciing duoc giGi thiéu. Theo Sun, cac chuan Wi-Fi méi
duoc ra mat c6 thé tu dong do tan séng thich hop dé két ndi Internet. Chinh vi thé, thiét bi
hd trg 802.11n khong thé “doc chiém” phd Wi-Fi va phai “nhuong” séng cho cac mang
két ndi khac.

Ong Sun cho biét, toc do truy cap Wi-Fi giam ty Ié nghich véi khoang cach tir thiét
bi t6i hotspot van cho phép cac may cam tay, nhu iTV ciia Apple stream dugc cic doan

video clip nhung khong thé stream video nén c6 do nét cao .
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Release Data Rate Data Rate Range
Op. Frequency

Date (Typ) (Max) (Indoor)
300 Mbit/s
June 5 GHz and/or _
74 Mbit/s 2 ~70 m
2009 (est.) 2.4 GHz
streams)

Bang 1.4: Mgt sé thong sé ki thugt cia chuan IEEE 802.11n

10 minutes

802.11b 42 minutes ﬂ

/

Hinh 1.3: Toc dé truyén tdi so véi cac chudn khac
1.2.5. So sanh cac chuan IEEE 802.11x

Wi-Fi con c6 tén goi khac 1a IEEE 802.11 (hay ngan gon 1a 802.11) ciing chinh 1a
nhom cac tiéu chuan ky thuat caa cdng nghé két ndi nay do lién minh Wi-Fi (Wi-Fi
Alliance: www.wifi.org) quy dinh. Hién ton tai cac xac thuc sau dugc dua ra boi Wi-Fi

Alliance:
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Bang 1.5: So sanh cé&c chudn IEEE 802.11x

, ) Tinh nang chinh
Chuan Phén loai Chu thich
binh nghia
Tan  s&: 24 GHz
. Téoc do téi da: 2 mbps . ,
IEEE 802.11 Keét noi . A || Chuan ly thuyet
Tam hoat dong: khong xac
dinh
Tan s6: 5 GHz
e . . Xem thém 802.11d
IEEE 802.11a Két noi Toc do toi da: 54 mbps
\ va 802.11h
Tam hoat dong: 25-75 m
Tan $6: 2,4 GHz _
e . . Tuong thich  véi
IEEE 801.11b Két noi Toc do toi da: 11 mbps
) 802.11g
Tam hoat dong: 35-100 m
. ) Tuong thich nguoc
Tan SO: 2,4 GHz
s . . voi 802.11b, xem
IEEE 802.119g Keét nol Toc do toi da: 54 mbps
. thém 802.11d va
Tam hoat dong: 25-75 m
802.11h
Tuong thich nguoc
Tan so: 2.4 GHz | véi 802.11b/g
IEEE 8021.11n | Kétndi | Téc do tdi da: 540 mbps | Du kién s& duoc

Tam hoat dong: 50-125 m

théng qua vao thang
11/2008
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IEEE 802.11d | Tinh Bat tinh ning thay doi tang | HO tro bai mot sb
ning bd | MAC dé phu hop voi cac yéu | thiét bj 802.1l1a va
sung cau ¢ nhing qudc gia khac | 802.11a/g

nhau
Chon tan sé dong (dynamic
frequency selection: DFS) va
Tinh diéu khién truyén ning luong | H3 trg bai mot sb
IEEE 802.11h niang bo | (transmit power control: TPC) | thiét bj 802.1la va
sung dé han ché viéc xung dot véi | 802.11a/g
cac thiét bi dung tan s 5 GHz
khéc
Str dung xac thuc 802.1x Vi X
_ , ) . Xem thém WPA2
WPA Enterprise | Bao mat | ché ¢ m& hoa TKIP va mot )
] ] Enterprise
may chu Xac thuc
Str dung khoa chia s¢ véi md | Xem thém WPA2
WPA Personal Bao mat
héa TKIP Personal

WPA2 Nang cap cia WPA Enterprise )

_ Bao mat o o Duya trén 802.11i

Enterprise vai viéc dung mé hoa AES

Nang cap cia WPA Personal _

WPAZ2 Personal | Bao mat o L Dua trén 802.11i

véi viéc dung ma hoa AES
Extensible Authentication
Str dung cho WPA
EAP-TLS Bao mat | Protocol Transport Layer ]
) Enterprise
Security
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EAP- EAP-Tunneled TLS/Microsoft | St dung cho
TTLS/MSCHA | Bao mat | Challenge Authentication | WPA/WPA2

Pv2 Handshake Protocol Enterprise

Mot phién ban cua EAP cho | St dung cho
EAP-SIM Bao mat | cac dich vu dién thoai di dong | WPA/WPA2
nén GSM Enterprise

Xéac thuc cho VoIP dé quy | Mot thanh phan cua
WMM Multime | dinh cach thirc uwu tién bang | ban thao 802.1le
dia théng cho giong ndi hoic | WLAN Quality of

video Service

IEEE 802.11 chua tirng dugc wng dung thuc té va chi dugc xem 13 budc dém dé
hinh thanh nén ky nguyén Wi-Fi. Trén thuc té, ca 24 ki ty theo sau 802.11 déu dugc Ién
ké hoach sir dung boi Wi-Fi Alliance. Nhu & bang trén, cac IEEE 802.11 dwgc phan loai
thanh nhiéu nhom, trong d6 hau nhu nguoi ding chi biét va quan tim dén tiéu chuan
phan loai theo tinh chat két nbi (IEEE 802.11a/b/g/n...).

Mot s IEEE 802.11 it pho bién khac:
- IEEE 802.11c: cac thi tuc quy dinh cach thic bt cau giita cac mang Wi-Fi. Tiéu
chuan nay thuong di cap véi 802.11d.

- IEEE 802.11e: dua QoS (Quality of Service) vao Wi-Fi, qua d6 sap dat thar tu uu
tién cho cac goi tin, dac biét quan trong trong truong hop bang thong bi gidi han hoac
qua tai.

- IEEE 802.11F: giao thuc truy cap noi ¢ Access Point, 1a mot mé rong cho IEEE
802.11. Tiéu chuan nay cho phép cac Access Point c6 thé “ndi chuyén” véi nhau, tir d6
dwa vao cac tinh nang hiru ich nhu can bang tai, mg rong ving pha séng Wi-Fi...

- IEEE 802.11h: nhitng b6 sung cho 802.11a dé quan ly dai tin 5 GHz nhiam tuwong

thich véi cac yéu cau ky thuat & chau Au.
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- IEEE 802.11i: nhitng bd sung vé bao mat. Chi nhitng thiét bi IEEE 802.11g méi
nhat mé&i bo sung kha niang bao mat nay. Chuan nay trén thyuc té duoc tach ra tir IEEE
802.11e. WPA 1a mét trong nhitng thanh phan dugc mé ta trong 802.11i ¢ dang ban thao,
va khi 802.11i duoc thdng qua thi chuyén thanh WPA2 (véi cac tinh chit duoc mod ta ¢
bang trén).

- IEEE 802.11j: nhitng bd sung dé twong thich diéu kién ky thuat & Nhat Ban.

- IEEE 802.11k: nhiing tiéu chuan trong viéc quan li tai nguyén séng radio. Chuan

nay du kién s& hoan tat va dugc dé trinh thanh chuan chinh thirc trong nim nay.

- IEEE 802.11p: hinh thtc két ndi mé rong sir dung trén cac phuong tién giao thong
(vd: st dung Wi-Fi trén xe buyt, xe ctru thuong...). Dy Kién s& duoc pho bién vao nim
20009.

- IEEE 802.11r: m¢é rong cua IEEE 802.11d, cho phép nang cip kha ning chuyén
vung.

- IEEE 802.11T: day chinh Ia tiéu chudn WMM nhu mo ta ¢ bang trén.

- IEEE 802.11u: quy dinh céch thirc tuong tac véi cac thiét bi khong tuong thich
802 (chang han cac mang dién thoai di dong).

- IEEE 802.11w: la nang cap cua c4c tiéu chuan bao mat duoc md ta & IEEE
802.11i, hién chi trong giai doan khoi dau.

- Céc chuan IEEE 802.11F va 802.11T duoc viét hoa chir céi cudi ciing dé phan biét
day 1a hai chuan dua trén céc tai liéu doc lap, thay vi 1a sy mé rong, nang cap caa 802.11,
va do d6 ching co thé duogc tng dung vao cac moi truong khac 802.11 (chang han
WiMAX — 802.16).

Trong khi d6 802.11x s& khong dugc dung nhu mét tidu chuan doc 1ap ma sé bo
tréng dé tro dén cac chuan két ndi IEEE 802.11 bat ki. N6i cach khac, 802.11 ¢ y nghia
la “mang cuc bd khong day”, va 802.11x mang y nghia “mang cuc bd khong day theo
hinh thirc két ndi nao day (a/b/g/n)”.

Hinh thac bao mat co ban nhat & mang Wi-Fi 1a WEP 1a mét phan caa ban IEEE
802.11 “gbc”.
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Ban d& dang tao mot mang Wi-Fi vai 13n 1on céc thiét bi theo chuan IEEE 802.11b
véi IEEE 802.11g. Tt nhién 1 toc d6 va khoang cach hiéu dung s& 1a cua IEEE 802.11b.
Mot tré ngai véi cac mang IEEE 802.11b/g va c6 18 1a viéc sir dung tan s6 2,4 GHz, vén
d3 qua “chat choi” khi d6 ciing 1a tdn sb hoat dong cua may bd dam, tai nghe va loa
khong day... Té hon nita, cac 10 viba ciing st dung tan sé nay, va cong suat qua Ion cua

chiing c6 thé gay ra cac van dé vé nhiéu loan va giao thoa.

Tuy chuan IEEE 802.11n chwa dugc thong qua nhung kha nhiéu nha san xuat thiét
bi da dua trén ban thao cua chuin nay dé tao ra nhirng cai goi la chuan G+ hoic SuperG
V6i tée do thong thuong la gip doi gigi han cua IEEE 802.11g. Céc thiét bi niay twong
thich nguoc véi IEEE 802.11b/g rat tét nhung tat nhién 1a & muc toc do gidi han. Bén
canh d6, ban phai ding cac thiét bi (card mang, router, access point...) tir cing nha san

XUAt.
Khi chuan IEEE 802.11n dugc thong qua, cac ndt két ndi theo chuan b/g van duoc
huong loi kha nhiéu tir khoang cach két néi néu Access Point 1a chuan n.

Can luu v, bat ké téc do két ndi Wi-Fi 1 bao nhiéu thi téc do “ra net” cta ban ciing
chi gi¢i han & mirc khoang 2 mbps (tbc do két ndi Internet). Vi moi truong Internet cong
cong (quéan cafe Wi-Fi, thu vién...), at han lgi thé toc do truyén file trong mang cuc b
xem nhu khong ton tai.

1.3. CAu tric va cac mé hinh WLAN

1.3.1. Chu tric co ban cua WirelessLAN

} | ] 111 § /4 P~
Hé thng > J R . %
R, Moi tru'ong
phén phoi K khéng ddy
Diém truy
cap
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Hinh 1.4: Cau trac WLAN
C6 4 thanh phan chinh trong céac loai mang str dung chuan 802.11:
- Hé théng phan phéi (DS _ Distribution System)
- biém truy cap (Access Point)
- Tang lién lac vo tuyén (Wireless Medium)
-Tram (Stations)
a. Hé théng phan phoi (DS _ Distribution System)

- Thiét bi logic cua 802.11 dugc dung dé ndi cac khung toi dich caa ching:

Bao gom két néi gitta dong co va méi truong DS (vi du nhu mang xuwong song).
- 802.11 khong xac dinh bat ky cdng nghé nhat dinh nao ddi véi DS.

- Hau hét trong cac ung dung quang cao, Ethernet duoc dung nhu 13 méi
truong DS - Trong ngdn ngir cua 802.11, xuwong song Ethernet 1a moi truong hé

théng phan phéi. Tuy nhién, khong c6 nghia né hoan toan 14 DS.
b. Biém truy cap (Access Points)

- Chtic ning chinh ctia AP 1a mé rong mang. N6 c6 kha ning chuyén doi cac
frame dit liéu trong 802.11 thanh cac frame thong dung dé c6 thé st dung trong céc

mang Khac.
- AP ¢6 chire niang cau néi gitra khong day thanh co day.
c. Tang lién lac vo tuyén (Wireless Medium)

Chuan 802.11 sir dung tang lién lac v tuyén dé chuyén doi cac frame dit liéu

gitra cac may tram véi nhau.
d. Tram (Stations)

Cac may tram 1a cac thiét bi vi tinh ¢ hd tro két ndi vo tuyén nhu: May tinh
xach tay, PDA, Palm, Desktop ...

1.3.2. Cac thiét bi ha taing mang khong day
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- biém truy cap: AP (Access Point)

Cung cap cho cac may khach (client) mot diém truy cap vao mang "Noi ma
cac may tinh ding wireless ¢ thé vao mang noi bo cua cong ty". AP 1a mot thiét bi
song cong (Full duplex) c6 muac d6 thong minh twong dwong véi mot chuyén mach
Ethernet phtrc tap (Switch).

Hinh 1.5: Access Points
- C4c ché 6 hoat dong cua AP
AP c6 thé giao tiép vai cac may khong day, véi mang co day truyén théng va
véi cac AP khéac. Co 3 Mode hoat @ong chinh cua AP:
+ Ché d6 gbc (Root mode): Root mode dugc sir dung khi AP duoc két ndi véi
mang backbone cé day théng qua giao dién co6 day (thuong la Ethernet) cua no.
Hau hét cac AP s& hd tro cac mode khac ngoai root mode, tuy nhién root mode 1a

cau hinh mac dinh. Khi mot AP dugc két ndi véi phan doan cé day théng qua cong
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Ethernet cta nd, nd s& duoc cau hinh dé hoat dong trong root mode. Khi & trong
root mode, cac AP duoc két ndi véi ciing mot hé théng phan phéi cé day cé thé noi
chuyén duoc véi nhau thong qua phan doan c6 day. Cac client khong day co thé
giao tiép véi cac client khdng day khac nam trong nhitng cell (6 té bao, hay ving
phu séng cua AP) khac nhau thong qua AP tuong tng ma ching két ni vao, sau

d6 cac AP nay sé& giao tiép véi nhau thong qua phan doan c6 ddy, nhu vi du trong

hinh dudi day.
ROOT MODE "‘
&
Wired Clients
Wire LAN ¢ D

5 73
—

g Wireless Clients @ @

Hinh 1.6: root mode

+ Ché do cau ndi (bridge Mode): Trong Bridge mode, AP hoat dong hoan
toan giéng vai mot cau néi khdng day. AP s& trg thanh mot cau ndi khong day khi
duoc cau hinh theo cach ndy. Chi mot sé it cac AP trén thi truong c6 hd tro chic
nang Bridge, diéu nay s& lam cho thiét bi c6 gia cao hon dang ké. Chlng ta s& giai
thich mot cach ngin gon cau ndi khéng day hoat dong nhu thé nao, tir hinh 1.7
Client khong két ndi véi cau ndi, nhung thay vao do, cau ndi duoc str dung dé két

ndi 2 hodc nhiéu doan mang c6 day lai véi nhau bang két nbi khdng day.
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BRIDGE MODE ‘
Wired Cllents
Wire LAN1 ¢
I APs (Bridge Mode)

Wired Clients
Wire LAN 2 D

Hinh 1.7: BRIDGE MODE

+ Ché do lap(repeater mode): AP c6 kha ning cung cap mot duong két noi
khdng day upstream vao mang c6 day thay vi mot két ndi co day binh thuong. Mot
AP hoat dong nhu 1a mot root AP va AP con lai hoat dong nhu 1a mot Repeater
khong day. AP trong repeater mode két néi véi cac client nhu 1a mot AP va két noi

Véi upstream AP nhu 1a mot client.

REPEATER MODE(

/adl

Wired Cllents
Wire LAN ¢ )

lAPs (Repeater Mode)
Wireless Clients @ @

Hinh 1.8: REPEATER MODE

- Céc thiét bj may khach trong WLAN

La nhiing thiét bi WLAN dwgc cadc may khach st dung dé két ndi vao
WLAN.
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a. Card PCI Wireless:

La thanh phan phd bién nhat trong WLAN. Dung dé két ndi cac may khéch
vao hé théng mang khéng day. Puoc cam vao khe PCI trén may tinh. Loai nay
duoc st dung phd bién cho cac may tinh dé ban(desktop) két ndi vao mang khong

day.

Hinh 1.9: Card PCI Wireless
b. Card PCMCIA Wireless:

Trude day duoc sir dung trong cac may tinh xéach tay(laptop) va céacthiét bi ho
tro ca nhan s6 PDA(Personal Digital Associasion). Hién nay nho sy phét trién cua
cong nghé nén PCMCIA wireless it dugc sir dung vi may tinh xach tay va PDA,....

déu duoc tich hop san Card Wireless bén trong thiét bi.

Hinh 1.10: Card PCMCIA Wireless
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c. Card USB Wireless:

Loai rat dugc wu chudng hién nay danh cho cac thiét bi két ndi vao mang
khong day vi tinh nang di dong va nho gon . Co chic nang tuong ty nhu Card PCI
Wireless, nhung hd trg chuan cam 1a USB (Universal Serial Bus). C6 thé théo lap
nhanh chéng (khéng can phai cam ¢é dinh nhu Card PCI Wireless) va hd tro cim

khi may tinh dang hoat dong.

Hinh 1.11: Card USB Wireless

1.3.3. Ca4c mo hinh WLAN
Mang 802.11 linh hoat vé thiét ké, gom 3 md hinh mang sau:
- M0 hinh mang doc lap (IBSSs) hay con goi la mang Ad hoc.
- M0 hinh mang co s& (BSSS).
- M hinh mang m¢ rong (ESSS).
a) M6 hinh mang AD HOC (Independent Basic Service Sets (IBSSs) )

Cac nut di dong (may tinh c6 hd tro card mang khong day) tap trung lai trong
mot khong gian nho dé hinh thanh nén két ndi ngang cap (peer-to-peer) giita ching.
Céc niit di dong c6 card mang wireless 1a ching co thé trao ddi théng tin truc tiép véi
nhau , khéng can phai quan tri mang. Vi cac mang ad-hoc nay c6 thé thyuc hién nhanh
va dé dang nén chung thuong duoc thiét 1ap ma khéng can mot cong cu hay ki nang
dic biét nao vi vay no rat thich hop dé sir dung trong cac hoi nghi thuong mai hoic

trong ca4c nhdm Iam viéc tam thoi. Tuy nhién ching c6 thé c6 nhitng nhugc diém vé
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viing phii s6ng bi gisi han, moi ngudi st dung déu phai nghe duoc 1an nhau.

- \‘

USER B USER C

Hinh 1.12: M6 hinh mang AD HOC
b) M0 hinh mang co s& (Basic service sets (BSSS))

Bao gom céc diém truy nhap AP (Access Point) gan véi mang duong truc hitu
tuyén va giao tiép véi cac thiét bi di dong trong ving phu séng cia mot cell. AP
dong vai tro diéu khién cell va diéu khién Iuu luong téi mang. Cac thiét bi di dong
khdng giao tiép truc tiép véi nhau ma giao tiép vai cac AP. Cac cell ¢6 thé chng
ln 18n nhau khoang 10-15 % cho phép cac tram di dong c6 thé di chuyén ma
khong bi mat két ndi vo tuyén va cung cap ving pha séng véi chi phi thap nhat.
Cac tram di dong sé& chon AP tét nhat dé két ndi. Mot diém truy nhap nim & trung
tam c6 thé diéu khién va phan phéi truy nhap cho cac ndt tranh chap, cung cap truy
nhap phd hop véi mang duong truc, an dinh cac dia chi va cac muc wu tién, giam
sat luu lwgng mang, quan Iy chuyén di cac goi va duy tri theo ddi cau hinh mang.
Tuy nhién giao thuc da truy nhap tap trung khong cho phép cac nut di dong truyén
truc tiép téi nGt khac nam trong cling viing véi diém truy nhap nhu trong cau hinh
mang WLAN doc lap. Trong truong hop nay, mdi goi sé phai dugc phat di 2 1an
(tir nUt phét goc va sau do6 1a diém truy nhap) trudc khi né téi nat dich, qua trinh

nay s& lam giam hiéu qua truyén dan va tiang tré truyén dan.
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Hinh 1.13: M6 hinh mang co so
¢) M6 hinh mang mo rong (Extended Service Set (ESSS))

Mang 802.11 m¢ rong pham vi di dong tdi mot pham vi bat ki thong qua ESS.
Mot ESSs 1a mot tap hop cac BSSs noi ma cac Access Point giao tiép v4i nhau dé
chuyén luu luong tir mot BSS nay dén mot BSS khac dé 1am cho viéc di chuyén dé
dang cua cac tram giira cac BSS, Access Point thuc hién viéc giao tiép théng qua
hé thong phan phéi. Hé théng phan phdi 13 mét 16p mong trong mdi Access Point
ma né xac dinh dich dén cho mét luu luong duoc nhan tir mot BSS. Hé thdng phan
phdi duoc tiép song tré lai mot dich trong cting mot BSS, chuyén tiép trén hé thong
phan phdi téi mot Access Point khéc, hodc guri téi mot mang ¢ day téi dich khong
nam trong ESS. Céc thong tin nhan bai Access Point tir hé théng phan phoi dugc

truyén téi BSS s& dugc nhan béi tram dich.

——

((9)) Access Point 2 USER D

- \\
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USER A USER B USER C

Hinh 1.14: M6 hinh mang mo rgng
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1.4. Thuc trang vé bao mat WLAN hién nay

Néu con sb théng ké dung thi ctr 5 ngudi ding mang khong day tai nha c6 dén
4 nguoi khong kich hoat bat ky ché do bao mat ndo. Mac dinh, cac nha san xuat tat
ché d6 bao mat dé cho viéc thiét 1ap ban dau duoc dé dang, khi sir dung ban phai
mé lai. Tuy nhién, ching ta can phai can than khi kich hoat tinh ning bao mat,

dudi day 1a mot s6 sai 1am thuong gap phai.

- Sai lam 1: Khong thay d6i mat khau cua nha san xuat. Khi lan dau tién cai
dit router khdng day, ching ta rat dé quén thay doi mat khau mic dinh caa nha san
xuat. Néu khong thay ddi, cd thé nguoi khac s& ding mat khau mac dinh truy cap
vao Router va thay do6i cac thiét lap dé thoai mai truy cap vao mang. Kinh nghiém:

Ludn thay mat khau mac dinh.

- Sai lam 2: Khong kich hoat tinh niang ma héa. Néu khdng kich hoat tinh
niang ma hoa, ching ta s& quang ba mat khau va e-mail cia minh dén bat cu ai
trong tam pha séng, ngudi khac cd thé cb tinh dung cac pham mém nghe 1én mién
phi nhu AirSnort (airsnort.shmoo.com) dé lay thong tin réi phan tich dit liéu. Kinh

nghiém: Hay bat ché do ma hda kéo ngudi khac ¢ thé doc duoc e-mail cia ching ta.

- Sai 1am 3: Khong kiém tra ché 6 bao mat. Ching ta mua mot AccessPoint,
két ndi Internet bang rong, lap ca may in vao, roi co thé mua thém nhiéu thiét bi
khong day khac nira. C6 thé vao mot ngay nao d6, may in s& tu dong in hét gidy
boi vi ching ta khong thiét 1ap cac tinh niang bao mat. Kinh nghiém: Pung cho

rang mang ciia ching ta da an toan. Hay nhd nhitng ngudi am hiéu kiém tra ho.

- Sai 1am 4: Qua tich cuc vai céc thiét 1ap bao mat. Mdi Wireless Card/ Thé
mang khong day déu c6 mét dia chi phan cing (dia chi MAC) ma AP c6 thé ding
dé kiém soat nhimg may tinh nao dugc phép ndi vao mang. Khi bat ché do loc dia
chi MAC, c6 kha nang chiing ta s€ quén thém dia chi MAC ctia may tinh ching ta
dang sir dung vao danh sach, nhu thé ching ta s& tu ¢6 lap chinh minh, twong tu
nhu bo chia khoa trong xe hoi rdi chét cta lai. Kinh nghiém: Phai kiém tra can

than khi thiét lap tinh ning bao mat.
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- Sai 1am 5: Cho phép moi ngudi truy cap. C6 thé ching ta 1a nguoi dau tién
c6 mang khong day va muén 'khoe' bang cach dit tén mang 1a 'truy cap thoai mai'
chang han. Hang xém cua minh c6 thé ding két ndi nay dé tai rat nhiéu phim anh
ching han va mang s& chay cham hon so véi lac truée. Kinh nghiém: Mang khong
day gilp chia sé két ndi Internet d& dang, tuy nhién, ding b ngo vi s& co6 ngudi

lam dung.
1.5. Mt sé hinh thitc tan cong xam nhap phé bién
1.5.1. T4n cong khdng qua chiing thuc

- T4n ¢bng khéng qua chang thuc (Deauthentication attack) 1a su khai thac
gan nhu hoan hao 15i nhan dang trong mang 802.11. Trong mang 802.11 khi mot
nat mai gia nhap vao mang no sé phai di qua qua trinh xac nhan ciing nhu cac qua
trinh 6 lién quan khac roi sau d6 méi duoc phép truy cap vao mang. Bat ky céac
nit & vi tri nao ciing c6 thé gia nhap vao mang bang viéc sir dung khoé chia sé tai
vi tri ntit d6 @é biét dugc mat khau cua mang. Sau qua trinh xac nhan, cac nit sé& di
t6i cac qua trinh ¢ lién quan dé cd thé trao ddi dir liéu va quang ba trong toan
mang. Trong sudt qua trinh ching thuc chi c6 mot vai ban tin di liéu, quan Iy va
diéu khién 1a duoc chap nhan. Mot trong cac ban tin d6 mang lai cho céc nat kha
ning doi hdi khdng qua ching thuc tir mdi ndt khac. Ban tin 6 dugc sir dung khi
mot ndt muén chuyén giita hai mang khong day khac nhau. Vi du néu trong ciing
mot viing ton tai nhiéu hon mot mang khong day thi nat d6 sé& sir dung ban tin nay.
Khi mot ndat nhan duoc ban tin "khdng qua ching thuc” nay no sé tu dong roi khoi

mang va quay tro lai trang thai goc ban dau caa no.

- Trong tan cong khong qua chiing thyc, tin tac s& sir dung mot ndt gia mao dé
tim ra dia chi cia AP dang diéu khién mang. Khong qua kho dé tim ra dia chi cua
AP bai n6 khong duoc bao vé boi thuat toan ma hoa, dia chi ciia chiing cé thé duoc
tim thay néu ching ta lang nghe luu lugng giita AP va cac nit khac. Khi tin tac co
duoc dia chi cua AP, ching s€ gui quang ba cac ban tin khéng chang thuc ra toan

mang khién cho cac ndt trong mang ngay lap tac dimg trao doi tin véi mang. Sau
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d6 tat ca cac nut d6 s& ¢b két néi lai, ching thuc lai va lién két lai véi AP tuy nhién
do viéc truyén cac ban tin khdng qua ching thuc duoc 1ap lai lién tuc khién cho

mang roi vao tinh trang bi dung hoat dong.
1.5.2. T4n ¢6ng gia mao AP

- Gia mao AP I3 kiéu tdn cong “man in the middle" ¢d dién. Pay la kiéu tan
cdng ma Attacker ding ¢ giira va trom luu luong truyén gitta 2 nat. Kiéu tan cong
nay rat manh vi attacker c6 thé 1ay di tat ca luu luong di qua mang. R4t kho khan
dé tao mot cudc tan cong "man in the middle" trong mang c6 day bai vi kiéu tan
cdng nay yéu cau truy cap thuc su dén dudng truyén. Trong mang khong day thi lai
rat dé bi tan cong kiéu nay. Attacker can phai tao ra mot AP thu hat nhiéu su lua
chon hon AP chinh thdng. AP gia nay c6 thé duoc thiét 1ap bang cach sao chép tat
ca cac cau hinh cta AP chinh théng d6 1a: SSID, dia chi MAC,... Buéc tiép theo 13
lam cho nan nhan thyc hién két noi t6i AP gia. Cach tha nhat 1a doi cho nguoi
dung tu két ndi. Céach thar hai 12 gay ra mot cudc tan cong tir chéi dich vu DoS
trong AP chinh théng do vay nguoi ding s& phai két néi lai véi AP gia. Trong
mang 802.11 su lya chon AP duoc thuc hién boi cudong d6 cua tin hiéu nhan. biéu
duy nhét attacker phai thuc hién 1a chac chan rang AP cua minh c6 cudng do tin
hiéu manh hon ca. Dé c6 dugc diéu do attacker phai dit AP cua minh gan nan nhan
hon 1a AP chinh théng hoac st dung ky thuat anten dinh huéng. Sau khi nan nhan
két ndi toi AP gia, nan nhan van hoat dong nhu binh thuong do vay néu nan nhan
két ndi dén mot AP chinh thong khéc thi dit liéu caa nan nhan déu di qua AP gia.
Attacker s& sir dung céc tién ich dé ghi lai mat khau cta nan nhan khi trao di voéi
Web Server. Nhu vay, attacker s& c6 duoc tat ca nhiing gi anh ta muén dé dang
nhap vao mang chinh thong. Kiéu tan cong nay ton tai 1a do trong 802.11 khong
yéu cau chang thue 2 huéng gitra AP va nit AP phét quang ba ra toan mang. Diéu
nay rat dé bi attacker nghe trom va do vay attacker cé thé lay duoc tat ca cac thong
tin ma ching can. Cac nat trong mang st dung WEP dé chang thuc ching véi AP
nhung WEP ciing c6 nhiing 16 hong c6 thé khai thac. Mot attacker c6 thé nghe
trom thong tin va sir dung bo phan tich ma hoa dé trom mat khau cta nguoi dung.
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1.5.3. T4n ¢6ng tir chdi dich vu (DoS/DDoS)

- DoS tén day du tiéng Anh I1a Denial of Service, dich ra tiéng Viét 1a tir chdi
dich vu. Tan cong tir chdi dich vu DoS 1a cudc tan céng nham 1am sap mot may
cha hodc mang, khién ngudi dung khéac khong thé truy cap vao may cha/mang do.
Ké tan cong thuc hién diéu ndy bang cach "tudn™ 6 at traffic hoic guri thong tin c6
thé kich hoat sy ¢b dén may chi, hé théng hoac mang muc tiéu, tir d6 khién nguoi
ding hop phap (nhan vién, thanh vién, cha tai khoan) khong thé truy cap dich v,
tai nguyén ho mong doi. Nan nhan cua tin cong DoS thuong 1a may cha web caa
Ccac to chiic cao cip nhu ngan hang, doanh nghiép thuong mai, cng ty truyén
thong, cac trang bao, mang xa hoi... Vi duy, khi ban nhap vao URL cta mot website
vao trinh duyét, lic d6 ban dang giri mot yéu cau dén may cha cia trang nay dé
xem. May chu chi c6 thé xtr ly mot s6 yéu cau nhat dinh trong mot khoang thoi
gian, vi vay néu ké tan cong gui 6 at nhiéu yéu cau dén may chu sé lam no bi qua
tai va yéu cau cua ban khong duoc xir 1y. Pay 1a kiéu “tir chdi dich vu” vi n6 1am
cho ban khéng thé truy cap dén trang do.

- DDoS (Distributed Denial of Service), nghia tiéng Viét Ia tir chdi dich vu
phan tan. Tan cong DDoS 14 nd luc 1am sap mét dich vu truc tuyén bang cach 1am
tran ngap no vai traffic tir nhiéu nguén. Khi DDoS, ké tan cong co thé su dung
may tinh cta ban dé tn cong vao cac may tinh khéac. Bang cach loi dung nhitng 15
hong vé bao mat cling nhu su khong hiéu biét, ké nay co thé gianh quyén diéu
khién may tinh cua ban. Sau d6 chung str dung may tinh caa ban dé gui s6 luong
I6n dir liéu dén mot website hoac giri thu rac dén dia chi email nao d6. Pay 1a kiéu
tan céng phan tan vi ké tan cong sir dung nhiéu may tinh, bao gom c6 ca may tinh

cta ban dé thuc hién tan céng Dos.
1.6. Nang cao d¢ an toan WLAN
1.6.1. Loc SSID

- Loc SSID: thuong duoc sir dung trong cac didu khién truy cap co ban. Trong

d6, SSID cua client phai khép vai SSID cua AP dé c6 thé xac thuc va két néi véi
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tap dich vu.

- Loc SSID SSID Filtering 1& mot phwong phép loc chi duoc ding cho hau hét
cac diéu khién truy nhap. SSID caa mot tram WLAN phai khép véi SSID trén AP
hoic cua c4c tram khac dé chimng thuc va lién két Client dé thiét 1ap dich vu. Nhiéu
AP c6 kha ning 14y cac SSID cua cac khung thdng tin dan duong beacon frame.
Trong truong hop nay client phai so khép SSID dé lién két voi AP. Loc SSID dugc
coi 1a mot phuong phap khong tin cay trong viéc han ché nhitng nguoi sir dung trai
phép cia mot WLAN. Mot vai 16i chung do nguoi st dung WLAN tao ra khi thuc
hién SSID 14 st dung SSID mic dinh. Sy thiét 1ap nay 12 mot cach khac dé dua ra
thong tin vé WLAN caa mang. N6 du don gian dé sir dung mét bo phan tich mang
dé lay dia chi MAC khoi ngudn tir AP. Céch tot nhat dé khac phuc 15i nay 1a: Luén
ludn thay doi SSID mic dinh. Sir dung SSID nhu nhiing phuong tién bao mat
mang WLAN, SSID phai duoc ngudi ding thay doi trong viéc thiét 1ap cu hinh dé
vao mang. N6 nén dugc st dung nhu mot phuong tién dé phan doan mang chi
khong phai dé bao mat, vi thé hdy ludn coi SSID chi nhu mét céi tén mang. Khong
can thiét quang béa cac SSID Néu AP cua mang c6 kha ning chuyén SSID tir c4c
thong tin dan duong va céc théng tin phan hoi dé kiém tra thi hdy cau hinh ching
theo cach d6. Cau hinh nay ngin can nhiing nguoi nghe vo tinh khoi viéc gay roi
hoac sur dung WLAN.

1.6.2. Loc dia chi MAC

- Loc dia chi MAC: la chirc niang ton tai trong hau hét cac AP. Néu client c6
dia chi MAC khdng nam trong danh séach loc dia chi MAC ctia AP thi AP s& ngin
chan khong cho phép client d6 két ndi vao mang.

- Céch thtrc loc dia chi MAC hoat dong

+ Trén mot mang khong day thong thuong, bat ky thiét bi nao cé thdng tin
dang nhap thich hop (biét SSID va mat khau) cé thé xéac thuc véi b dinh tuyén va
tham gia mang, nhan dia chi IP va truy cap internet va moi tai nguyén dugc chia
s€.
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+ Loc dia chi MAC thém mat 16p bo sung cho qué trinh nay. Trudc khi cho
phép bat ky thiét bi ndo tham gia vao mang, router s& kiém tra dia chi MAC cua
thiét bi dwa vao danh sach cac dia chi duwoc chap thuan. Néu dia chi cua khach
hang khap voi mot dia chi trén danh sach caa bo dinh tuyén, quyén truy cap duoc

cap nhu binh thudng; néu khdng, nd bi chin tham gia.
- Cach cau hinh loc dia chi MAC

+ Dé thiét 1ap loc MAC trén bd dinh tuyén, quan tri vién phai dinh cdu hinh
danh sach cac thiét bi s& dugc phép tham gia. Pia chi vat Iy cia mdi thiét bi duoc
phé duyét phai dugc tim thiy va sau d6 cac dia chi d6 can duoc nhap vao bo dinh

tuyén va tly chon loc dia chi MAC dugc bat.

+ Hau hét cac bo dinh tuyén cho phép ban xem dia chi MAC cua céc thiét bi
duogc két ndi tir bang diéu khién danh cho quan tri vién. Néu khong, ban co thé sir
dung hé diéu hanh cta ban dé 1am diéu d6. Khi ban di c6 danh sach dia chi MAC,

hay vao cai dit cua bo dinh tuyén va dat ching vao vi tri thich hop caa ching.
1.6.3. Loc giao thuc

- Loc giao thure: dugc st dung trong cac mang WLAN khéng diy dé loc cac

6i di qua mang dua trén céc giao thuc tir 16p 2 dén 16p 7.

- Trong nhiéu trudng hop, cac nha san xuat lam cac bo loc giao thuc cd thé

dinh hinh doc 1ap cho ca nhitng doan mang hiru tuyén va vo tuyén caa AP.

- Vi du mét tinh hudng, trong d¢6 mot nhém cau ndi khong day duogc dit trén
mét remote building trong mot mang WLAN caa mot trudong dai hoc két ndi toi
AP cua toa nha ki thuat trung tdm. Vi tat ca nhimg ngudi sir dung trong remote
building chia s¢ bang thong 5 Mbps giira nhitng toa nha nay, nén mot sé luong
dang ké cac diéu khién trén cac sir dung nay phai duoc thyuc hién. Néu cac két ndi
nay dugc cai dat voi muc dich truy nhap internet dac biét cia nguoi st dung, thi bo
loc giao thirc s& loai trir tat ca cac giao thtc, ngoai trir SMTP, POP3, HTTP,
HTTPS, FTP...
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1.6.4. Tat bo tinh ning WPS

- WPS 1a tinh ning thiét 1ap két ndi mang WIFI giita céc thiét bi thu va thiét
bi phat, ma khong can phai ding nhap mat khau WIFL. WPS duoc viét tit 13 WIFI
Protected Setup, 1a mot tiéu chuan mai cho viéc thiét 1ap mang khong day dé dang
so vai cach thu cong trude day va an toan. WPS wifi la cdng nghé hién dai kha
méi trén céc thiét bi hién nay, nhung tinh ning vo cung tién loi, sit dung nhanh
chong cho ngudi ding. WPS sinh ra nham hd tro két ni WIFI giira cac thiét bi

khac nhau.

- WPS ciing mang dén mét rui ro bao mat kha nghiém trong ma ban khdng thé
tranh dugc. Khi WPS duoc bat, tin tic co thé doan mat khau router nhiéu lan cho
dén khi chiing tim dwogc mat khau ding. Néu ban chua thuc hién cac budc dé cai
thién bao mat router, router c6 thé dic biét dé bi tan céng. Khi tin tic ¢ mat khau,
chiing s& c6 quyén truy cap vao két ndi Internet, sir dung cho bat ¢ thir gi chdng
mubn, cho dén khi ban reset lai mat khau cua router. Néu muén sir dung WPS, ban
nén can nhac gitra lugng thoi gian cd thé tiét kiém dugc so voi nhitng rac réi tiém

an, néu mot cudc tan cdng vao router caa ban thanh cang.
1.6.5. Loai bo viéc hd trg bing tang 2.4Ghz

- N6 ¢6 bang thong thap hon mang 5 GHz.

- Cé4c thiét bi nhu dién thoai khdng day va 10 vi song sir dung séng vo tuyén
2,4 GHz giéng nhu bo dinh tuyén khong day. Néu ban c6 cac thiét bi nhu vay ¢
nha, ching cé thé gay nhiéu song vo tuyén tir bo dinh tuyén, khién bang thong cua
mang bi giam.

- Nhiéu thiét bi hd trg tan sé nay dé cd nhiéu tac nghén hon trong tan sé nay
c6 thé gay ra van dé véi bang thong
1.6.6. St dung chuan bao mat WPA2/WPA3

- WPA2 mang dén mot ban nang cip bao mat va mi hoa khéac, dang cha y

nhét 1a viéc gioi thiéu Advanced Encryption Standard (AES) cho cac mang WiFi
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tiéu dung. AES manh hon déng ké so véi RC4 (vi RC4 da ting bi “bé khoa” nhiéu
lan) va Ia tiéu chuan bao mat dugc ap dung cho nhiéu dich vu truc tuyén tai thoi
diém hién tai.

- WPA2 ciing gidi thi¢u Counter Cipher Mode with Block Chaining Message
Authentication Code Protocol (Ché ¢ ma hda truy cap véi giao thic ma xac thuc
théng bao chudi khéi), goi tat 1a CCMP, dé thay thé TKIP dé bi tin cdng hién nay.

- Bao vé mat khau dang tin cay

+ WPA3-Enterprise dugc kéo dai ma hoa thanh 192bit (ma hoa 128bit & ché
d6 WPA3-Personal) dé ting cuong d6 manh cia mat khau. N6 bao vé chdng lai

cac mat khau yéu co thé bi bé khoa tuong d6i dé dang thdng qua viéc doan.
- B&o vé cac thiét bi mang cua ban

+ WPAZ3 thay thé Khda chia sé¢ trusc WPA2 (WPA2 Pre-Shared Key - PSK)
bang Xac thyc dong thoi - Simultaneous Authentication of Equals (SAE) dé tranh
C4C cudc tin cong cai dit lai khoa nhue KRACK khét tiéng. N6 s& gitr an toan cho
cac thiét bi mang caa ban trong khi két néi vai diém truy cap khong day. tan cong

tir dién ngoai tuyén.
- Két ndi an toan hon trén khu vic ¢6ng cong

+ Cho du ké tan cong co dugc khda ma hda luu luong, that kho dé tinh toan
muc sir dung luu luong va dit lidu duoc truyén bang WPA3-Personal. SAE mang
lai loi ich cua bao mat chuyén tiép (forward-secrecy) va bao mat dit liéu hon nhiéu
so véi mang mé. WPA3 ciing cung cap cac khung quan 1y duoc bao vé (Protected

management frames - PMF) dé tranh nghe 1én va gia mao tir khu vuc cong cong.
1.6.7. Thay d6i thong tin dang nhap mic dinh
- Ngudi dung can thay d6i tén ngudi ding va mat khau caa ngudi ding quan
tri mang. Nhitng ké tin cong biét dugc tén va mat khau mic dinh va ho s& thu
nhiing thir d6 trudc.
- Luu y, thay ddi tén ngudi ding quan tri thanh mot cai gi d6 hoi khé doan.
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Mat khau phai 12 mot cum mat ma. Diéu d6 c6 nghia 1a n6 phai 1a mot cum tir chira
it nhat mot hoic nhiéu tir khong co nghia. Ngoai ra ciing nén sir dung chi viét hoa,
sb, va mot vai ky tu dac biét.

- Ngay ca khi mat khau Wi-Fi cia ban cuc ky manh, ban ciing can phai thay
d6i nd néu thay nhirng ddu hiéu dau tién cua viéc bi trom mat khau Wi-Fi. Gidng
nhu bat ky mat khau ndo, ban nén thudng xuyén thay doi dé ting tinh bao mat

bang nhitng cum tir méi vai thang mot lan.
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Chuong 2
GIAO THUC BAO MAT WPA3
2.1. Tong quan vé giao thirc WPA3

WPA [a tir viét tit cho Wi-Fi Protected Access, né 1a mot chiing chi bao mat
do Wi-Fi Alliance tao ra dé bao vé cac két ndi khéng day. Ban c6 thé hiéu don gian
rang WPA 12 mot bo quy tic dugc thiét ké dé gilp bao vé bo dinh tuyén Wi-Fi nha
minh, cac thiét bi ma n6 két ndi toi clng nhiing dit lidu duoc truyén di. Nho vao
mét 16p lién lac trung gian, hai thiét bi dau va cudi s& khdng can phai biét duoc cac

thdng tin "bi mat™ caa nhau.

WPA2 dang 13 chuan bao mat dugc st dung o nuéc ta hién tai. N6 duoc ra
mét vao nam 2004 va 1a mot budce cai tién 16n so véi nhitng gi ma ching ta phai sir
dung trude do, song nd da dan boc 16 nhiing diém 13i thoi sau 14 nam hoat dong.
Do d6, WPA3 duoc ra doi dé giup khac phuc nhiing yéu diém can dugc thay thé
ctia phién ban tién nhiém.

Giao thirc bao mat méi cung cap mot sé cai tién 1on cho cac thiét bi ¢ hd tro
Wi-Fi vé cau hinh, xac thuc va ting cuong ma hda, khién hacker khé tin cong
WiFi hodc rinh mo mang cua ban hon. Wi-Fi Alliance da gigi thiéu hai loai cua
giao thirc bao mat mégi nhat - WPA3-Personal va WPA3-Enterprise - cho cac mang

khong day ca nhan, doanh nghiép va loT.
2.1.1. WPA3-Personal cung cap ma héa an toan va ca nhan hon

WPAZ3 cung cap cac cai tién cho md hoa Wi-Fi chung, nho Xéc thuc ddng
thoi (SAE) thay thé phuong thirc X4c thue Khoa trudc chia sé (PSK) dugc sir dung
trong cac phién ban WPA trudc. Biéu nay cho phép chiic ning bao mat tét hon vi
vay cadc mang WPA3-Personal vai mot cum mat khau don gian nhung khong don
gian dé tin tic bé khoda bang cach su dung cac nd luc bé khoa ngoai trang web, vil
phu, dya trén tir dién nhu véi WPA/WPA2. Tét nhién, moi ngudi van s& dé dang

doan dugc mat khau rit don gian khi ho ¢ két néi truc tiép véi Wi-Fi bang thiét
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bi, nhung d6 14 mot phuong phap bé khoéa it thyc té hon.

M4 hoa véi WPA3-Personal dugc c& nhan hoa nhiéu hon. Nguoi ding trén
mang WPA3-Personal khéng thé rinh mo luu luong WPA3-Personal cua ngudi
khac, ngay ca khi ngudi ding c6 mat khau Wi-Fi va duoc két néi thanh cong. Hon
nita, néu nguoi ngoai xac dinh mat khau, khdng thé thu dong quan sat mot trao doi
va xac dinh céc khoa phién, cung cip bao mat chuyén tiép caa luu lwgng mang.
Thém vao d6, ho khdng thé giai ma bat ky di liéu nao duoc ghi lai trudc khi bé
khoa.

Wi-Fi Easy Connect la mét tinh nang tuy chon dugc cdng bd gan day co vé
nhu s& xuat hién véi nhiéu thiét bi WPA3-Personal, cd thé thay thé hoic duoc su
dung cing véi tinh nang Thiét 1ap bao vé Wi-Fi (WPS) di kém véi WPA/WPA?2.
WiFi Easy Connect dang duoc thiét ké dé gitp két ndi cac thiét bi 10T va man hinh
khong hién thi voi Wi-Fi dé dang hon. Biéu nay c6 thé bao gom mot phuong thirc
nut trong tu nhu WPS, nhung ciing c¢6 thé thém cac phuong thic bd sung, nhu
quét ma QR cua thiét bi tir dién thoai thong minh dé két ndi thiét bi mot cach an

toan.
2.1.2. WPA3-Enterprise nhim muc tiéu Wi-Fi quy md 16n

Déi voi WPA3-Enterprise, ¢6 bao mat 192bit tdy chon duoc thém vao dé bao
vé tét hon. Pay co6 thé 1a mot tinh ning duoc hoan nghénh cho céc té chuc chinh
phti, C&c tap doan 16n va cac mdi trudng rat nhay cam khac. Tuy nhién, tiy thudc
vao viéc trién khai may chu RADIUS cu thé, ché do bao mat 192bit trong WPA3-
Enterprise c6 thé yéu cau c4c ban cap nhat lién quan dén thanh phan may cha EAP
cua may chu RADIUS.

Mot s6 bo thuat todn mat ma trong EAP duoc sir dung véi WPA3-Enterprise:

- TLS_ECDHE_ECDSA_WITH_AES 256 GCM_SHA384: ECDHE va
ECDSA sir dung s6 nguyén t6 384-bit

- TLS_ECDHE_RSA_WITH_AES 256 GCM_SHA384: ECDHE st dung s6
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nguyén t 384-bit; sé6 module RSA > 3072-bit

- TLS_DHE_RSA WITH_AES 256 _GCM_SHA384: s module RSA >
3072-bit va DHE > 3072-bit.

2.2. Sw khac biét giira giao thire WPAS3 va cac giao thirc khac
2.2.1. WEP (Wired Equivalent Privacy)

Chuan Wired Epuivalent Privacy (WEP) duoc tao ra dé cung cip cho cac
mang khong day cac tinh nang an toan va bao mat twong tu nhu cac mang co day.
WEP duoc dinh nghia 14 co ché mat ma tdy chon duoc sir dung dé cung cap bao
mat di liéu twong duong véi tinh bao mat ctia moéi truong mang cuc bo cd day
(LAN). Y tudng co ban vé cach thirc WEP dugc tao ra va muc dich ban dau cia nd
nham dap tng cac muc tiéu va giai quyét ba nguyén Iy bao mat thdng tin: bao mat,
tinh kha dung va tinh toan ven.

- Muc tiéu co ban cua WEP la ngan chan nghe 1én, dam bao tinh bi mat.

- Muc tiéu tht hai 1a cho phép truy cap dugc ty quyén vao mang khdng day,
dam bao tinh kha dung.

- Muc tiéu thir ba 13 ngin chan sy can thiép cua bt ky giao tiép khong day
nao, dam bao tinh toan ven.

Giao thuc WEP dua trén mat ma dong RC4 cua RSA Securities. Mat ma nay
duoc &p dung cho phan than cia mdi khung va CRC. C6 hai mitc WEP thuong c6
san: mot muc dua trén khoa ma hoa 40 bit va vecto khdi tao 24 bit, twong duong
64 bit; va mot dua trén khoa ma hoa 104 bit va vecto khai tao 24 bit, trong duong
128 bit.
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Hinh 2.1: Quy trinh m& héa WEP su dung RC4

Do WEP sir dung RC4, moét thuat todn s dung phuong thirc mad héda dong,
nén can mot co ché dam bao hai dit liéu giéng nhau s& khdng cho két qua giéng
nhau sau khi dugc ma hoa hai lan khac nhau. Pay 1a mot yéu té quan trong trong
van dé ma hoa dir liéu nham han ché kha ning suy doan khoa ctia hacker. Dé dat
muc dich trén, mot gid tri (Initializtion Vector) duoc sir dung dé cong thém voi
khoa nhim tao ra khoa khéc nhau mdi 1an ma hda. 1V 1a mét gié tri c6 chiéu dai 24
bit va dwoc chuan IEEE 802.11 dé nghi (khdng bat budc) phai thay doi theo ting
goi dit liéu. Vi may gui tao ra IV khong theo dinh luat hay tiéu chuan, 1V bat budc
phai duoc gui dén may nhan & dang khdng ma héa. May nhan s& st dung gia tri IV
va khoa dé giai ma goi dit liéu.

Cach su dung gié tri IV 12 ngudn gdc cua da sb cac van dé véi WEP. Do gia
tri IV duogc truyén di ¢ dang khong ma hoa va dat trong header cua goi dit liéu
802.11 nén bat ct ai thu duoc dit liéu trén mang déu co thé thiy dugc. Vi do dai
24 bit, gid tri cua IV dao dong trong khoang 16.777.216 truong hop. Nhitng
chuyén gia bao mat tai dai hoc Califonia-Berkeley da phat hién ra la khi cung gia
tri IV duoc sir dung véi cung khéa trén mot goi dir liéu mé héa (khai niém nay
duoc goi ndm na I1a va cham 1V), hacker cé thé bat goi dit liéu va tim ra duoc khoa
WEP. Thém vao do, ba nha phan tich ma hoéa Fluhrer, Mantin va Shamir (FMS) da
vach ra mot phuong phap phat hién va si dung nhitng IV 16i nham tim ra khoa
WEP.

Thém vao d6, mot trong nhitng mdi nguy hiém 16n nhat 1a nhitng cach tan
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cong dung hai phuong phap néu trén déu mang tinh chét thy dong. Co nghia 1a ké
tan céng chi can thu nhan cac gdi dit liéu trén duong truyén ma khdng can lién lac
v6i Access Point. Diéu nay khién kha niang phat hién cac tin cong tim khéa WEP

day kho khin va gan nhu khong thé phét hién duoc.

Pé gia ting mirc do bao mat cho WEP va gy kho khin cho hacker, cac bién
phap sau duoc dé nghi:

- Sir dung khoa WEP ¢6 d6 dai 128 bit: thuong céc thiét bi WEP cho phép cau
hinh khéa & ba doi dai: 40 bit, 64 bit, 128 bit. Sir dung khéa véi do dai 128 bit gia
tang s lwong goi dit liéu hacker can phai c6 dé phan tich IV, giy kho khan va kéo
dai thoi gian giai md khdéa WEP.

- Thyc thi chinh sach thay d6i khoa WEP dinh ky: Do WEP khong hé tro
phuong thirc thay doi khda ty dong nén su thay doi khoa dinh ky s& gay kho khin
cho ngudi sir dung. Tuy nhién, néu khong d6i khéa WEP thuong xuyén thi ciling

nén thuc hién it nhat mot 1an trong thang hoac khi nghi ngo ¢6 kha nang bj 16 khoa.

- St dung céc cbng cu theo ddi sb lieu thong ké dir lidu trén duong truyén
khdng day: Do cac cong cu do khda WEP can bit duoc sé lugng 16n goi dit liu va
hacker c6 thé phai sir dung cac cdng cu phat sinh dit liéu nén sy dot bién vé luu
lwong dit liéu co thé 12 dau hiéu caa mét cudc tan cong WEP, danh dong ngudi

quan tri mang phét hién va ap dung céac bién phap phong chdng kip thoi.
2.2.2. WPA (WI-FI Protected Access)

Truy cap Wi-Fi duoc bao vé (WPA), ngudi ké thira ndi tiép WEP, 1a mot giao
thirc bao mat chuan IEEE 802.11i. WPA duoc tao bai Wi-Fi Alliance nhu mot giai
phap tam thoi dé thay thé WEP trude khi chuan 802.11i sin sang. WPA cai thién
dang ké qua trinh ma hoéa cia WEP va thém co ché xéac thuc ngudi ding cu thé.
Trong WPA ngudi ding c6 thé duoc xéac thuc théng qua mot may chi xac thuc
IEEE 802.1X(thuong 1a mot may cha RADIUS) hoic théng qua mét diém truy cap
véi mot mat khau trong ché do khoa chia sé trude (PSK). WPA ciing cung cap Cac
nang cap phan mém dé thyuc hién kha ning twong tac véi cac card mang cii va cac
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diém truy cap.

WPA sir dung mat mé dong RC4 véi khéa 128 bit va mé hoa 48 bit trong méa
hoa. RC4 van duoc sir dung, vi nd tuong thich véi phan cimg cii. Ngoai ra, WPA
con gidi thiéu mot giao thuc bao mat quan trong méi, giao thac toan ven khoda tam
thoi (TKIP), khéa dugc tu dong thay d6i trong sudt phién 1am viéc. Két qua 1a viéc
lap lai cac khoa lam viéc gidng nhau duoc ngin chan. TKIP s dung mét trinh ty
sap xép gai tin va chic nang tron hai pha cho mai gai tin. Trinh tu sap xép goi tin
c6 nghia 1a moi khoa ma hoa duoc lién két véi mot sé thar ty. Piéu nay ngan chan
cac cudc tan cong phét lai hiéu qua. Chirc nang tron goi tin s& lay sb tha tu nay
cuing voi khoa WPA co so va dia chi MAC ciia may phat lam dau vao va xuat ra
maot khda WPA méi cho méi gdi. Khdéa WPA méi nay sau dé duoc dir dung cling
véi IV dé tao khda WPA sir dung mat ma dong RC4 vai khoa 128 bit va ma hoa 48

bit trong ma hoa.

Temporal key WEFP IV

T rca
» Phase 1 key

Transmiler key mixing Per packet key g
MAC address = J

WEFP N Encrypted
encapsulation MFPDUs

TEIP
SEQUENCE
counter

MIC key

Source address i
— MIC * Fragmentation
| Destination addrass

MSDU plaimntext

—

Hinh 2.2: Quy trinh trgn va ma héa cua TKIP

TKIP ciing ting cudng tinh todn ven cua cac goi tin bang cach thém truong
kiém tra tich hop tin nhan (MIC) dé bao vé chdng lai cac gia mao. Gia trj cia MIC
duoc tinh toan bang thuat toan ma hoa dugc goi 1a Michael. Michael sir dung khoa
64 bit va chia cac goi thanh cac khéi 32 bit. Sau do, xu ly ting khéi 32 bit thanh
hai thanh ghi 32 bit, nghia 1 xac thuc 64 bit. Michael ciing cung cap mdt tinh ning
bo sung, tc 1a mot co ché dbi pho dac biét, phat hién bat ky nd luc nao dé pha va

TKIP va két qua 1a chan lién lac véi ké tan cong. WPA c6 hai tlly chon dé xac thuc
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nguoi ding. TAy chon dau tién, may chu xac thuc, duoc goi 1a WPA-Enterprise.
WPA-Enterprise sir dung giao thirc xac thuc ma rong (EAP) cling véi xac thuc 1an
nhau dé nguoi dung khdng day vé tinh tham gia vao mang gia mao. EAP khong
phai 1a2 mot co ché xac thuc thuc té ma 1a mot khung xac thuc, cung cap mot sb
chtrc ning phd bién va mot cudc dam phan vé co ché xéac thuc mong muén. May

chu xac thuc hoat dong theo nguyén tic sau:
- May chu xac thuc chap nhan thong tin ding nhap cia ngudi dung.
- May chi xac thuc sir dung 802.1X va EAP dé tao khoa chinh duy nhét
- 802.1X phan phéi khoa cho AP va may khach

- TKIP thiét l1ap mot hé théng phan cap va quan ly khoa bang céach sir dung
khoa chinh. N6i cach khac, cac khoa ma dung dé ma héa moi goi dit lidu duoc tao

ra tir khoa chinh.

Tay chon tha hai, ché do PSK, dugc goi 1a WPA-Personal. WPA-Personal
duoc thiét ké cho cac mang gia dinh va van phong nho, khong thé trang bi may cha
xéac thuc. Trong ché do nay, nguoi dung xac thuc véi Access Point(AP) bang cum
mat khau tir 8-63 ky tu ASCII hoic 64 chit s6 thap luc phan. Néu cac ky tu ASII
duoc chon, ham bam s€ giam no tir cac bit 504(63 ky tu*8bit/ky tu) thanh 256 bit.
Cum mat khau c6 thé duogc luu trit va ty dong duoc st dung trén may tinh cua
ngudi dung trong hau hét cac hé diéu hanh. Ché do PSK ciing st dung chic ning
dan xuat kh6a PBKDF2, st dung mot qué trinh lap di 1ap lai caa ham bam mat ma
vao cum mat khau. Két qua 1a mat khau manh hon va an toan hon duoc tao ra. Tuy

nhién viéc chon mot mat khau yéu van c6 thé dan dén mot cudc tan cong mat khau.
2.2.3. WPA 2 (WI-FI Protected Access 2)

WPA2 dya trén chuan IEEE 802.11i. Ngoai thuat toan TKIP , MIC va
Michael, n6 con cung cap mét thuat toan CCMP dya trén mat ma khdi AES méi,
dé thay thé mat ma dong RC4 cii. Giéng nhu TKIP, CCMP st dung 1V 48 bit lam

s6 thir ty dé phat hién phét lai. Nhung thay vi mdi chic niang din xuét khoa goi,
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CCMP str dung khda AES duy nhat d¢é bao vé tinh bao mat va tinh toan ven cua

thong diép.

Trong WPA2, AES dugc dinh nghia trong co ché chudi ma khéi truy cap
(CCM) va hd trg Bo dich vu co ban doc 1ap (IBSS), cho phép bao mat giira cac
may tram l1am viéc trong ché d6 ad-hoc. WPA2 ciing cung cap kha ning twong tic
gitra may tram WPA va WPAZ2, cho phép chuyén doi theo thir tu tir WPA sang
WPA2 ma khong anh huong dén bao mat. Cac tinh niang méi khac trong WPA2
dugc giam thoi gian trong qua trinh trao d6i xac thuc, luu trit khda, khi chuyén
viing giita cac diém truy cap va trao ddi xac thuc truge khi chuyén ving. Méi quan
hé gitta WPA2, WPA va WEP dugc trinh bay trong bang:

Bang 2.1: So sanh WEP, WPA va WPA2

WEP WPA WPA?2
Encryption cip. RC4 RC4 AES
Key sizes 40/104 bit | 128 bit 128 bit
IV size 24 bit 48 bit 48 bit
Per-packet key Key + IV | TKIP mix.fc. | CCM
Data integrity CRC-32 Michael CCM
Replay detection | None IV seq. IV seq.
Key mng. None 802.1X 802.1)X

Mot trong nhitng thay d6i chinh duoc gisi thiéu véi tieu chuan WPA2 14 sy
tach biét xac thuc ngudi ding khoi viéc thuc thi quyén riéng tu va tinh toan ven
cua thong diép, qua d6 cung cap mot kién tric bao mat manh mé va ma phi hop

V6i mang gia dinh hodc mang cong ty. WPA2 cung cap 2 ché do xac thuc:

- Ché d¢ Personal: Xac thuc & ché do Personal, WPA2 khdng yéu cau may
chu xac thuc va duogc thuc hién gitra may khach va AP, n6 tao mot PSK 256 bit tur
mot cum tir van ban thuan (tir 8 dén 63 ky tu). PSK két hop véi Bo nhan dang dich
vu va d6 dai SSID tao thanh co so toan hoc cho ra khda chinh kép (PMK) sé& duoc

sur dung sau nay trong tao khoa.
- Ché do Enterprise: Xac thuc trong ché d6 Enterprise dua trén tiéu chuan
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xé4c thuc IEEE 802.1X. Céac thanh phan chinh Ia clien trong mang, xac thuc AP
cung cap diéu khién truy cap va may cha xéac thuc (RADIUS) dua ra cac quyét
dinh uy quyén. Xéac thuc AP chia mdi cong ao thanh hai céng mot cho dich vu va
cong kia dé xé4c thuc, tao nén PAE (Port Access Entity). PAE xac thuc ludn duoc
mé dé cho phép cac khung xac thuc théng qua, trong khi dich vu PAE chi mé khi
xé&c thyc thanh cong bai may chu RADIUS. Trinh hd tro va trinh xac thuc giao tiép
st dung 16p 2 EAPoL (EAP qua LAN), chuyén dbi cac thong bao EAPoL thanh
cac tin nhan RADIUS va sau d6 chuyén tiép chung toi may cha RADIUS. May
cha xac thuc (RADIUS), phai twong thich vai cac loai EAP cta ngudi bo trg, nhan
va xir ly yéu cau xac thuc. Mot khi qué trinh xac thuc hoan tat, nguoi tham dinh va

ngudi Xac thuc co mot Master Key (MK) bi mat nhu trong hinh:

p
Supplicant Authe ntmtorw (ﬁutht nticalion server ]

MNew connection
F_

EAP-Request [dentity

EAP-Response [oentity

RADIUS Access-Reguest

RADIUS Access-Challenge
P

EAP Request

‘ AP Rasponss
——————————— =
RADIUS Access-Request
ol
RADIUS Access-Accept ‘l

EAF Success

= = == L

Hinh 2.3: Xac thuc 802.1X
2.2.4. WPA 3 (WI-FI Protected Access 3)

WPAZ3 yéu cau ap dung Khung quan 1y duoc bao vé, gilp bao vé chéng lai
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viéc nghe trém va gia mao. No ciing tiéu chuan hda bo mat ma 128 bit va khong
cho phép céc giao thirc bao mat 15i thoi. WPA3 Enterprise ¢ ma hoa bao mat 192
bit tly chon va IV 48 bit dé bao vé cao hon dbi véi dir liu nhay cam cua cong ty,
tai chinh va chinh phu. WPA3 Personal sir dung CCMP-128 va AES-128.

WPAZ3 giai quyét 16 hong KRACK cua WPA2 bing kiéu bat tay mat ma an
toan hon, thay thé kiéu bat tay bén chiéu PSK bang Xac thuc dong thoi bang
(SAE), mét phién ban cua kiéu bét tay chudn chudn cua Luc luong dic nhiém ky
thuat Internet trong d6 méy khach hoic AP c6 thé bat dau lién hé. Sau do, mdi thiét
bi s& truyén thong tin xac thuc cua né trong mot tin nhan roi rac, mot 1an, thay vi
trong mot cudc trd chuyén nhiéu phan, cho va nhan. Piéu quan trong, SAE ciing
loai bo viéc sir dung lai cac khda ma hda, yéu cau ma méi voi moi twong tac. Néu
khong co giao tiép ma gita AP va tng dung khach hozc st dung lai khoa ma hoa,
t6i pham mang khdng thé d& dang nghe trom hoac ty dua ching vao mot cudc trao
doi.

SAE gidi han ngudi dung trong cac nd luc xac thuc tai chd, dang hoat dong,
gan co cho bat ky ai da vuot qua mot s6 1an doan mat khau nhat dinh. Kha ning
nay s& 1am cho mang Wi-Fi dién hinh c6 kha ning chéng lai cac cudc tan cong tir
dién ngoai tuyén tot hon. Bang cach yéu cau mot cum mat khau ma héa méi cho
mdi két ndi, SAE ciing cho phép mét tinh ning duoc goi 1a bi mat chuyén tiép
nham muc dich ngin nhiing ké tan cong bé khoa mat ma sir dung n6 dé giai ma di

liéu ma ching d3 bat va luu trude do.
* Su khéc biét cua giao thiae WPA3 vai cac giao thic:

- WPA dé bi tan cong: Mac du s hiru tinh ning ma hoa khoa cong khai manh
va st dung WPA-PSK 256 bit (Pre Shared Key), WPA van con mot sé 15 hong
“thira huong” tir tiéu chuan WEP cii (ca hai déu c6 chung tiéu chuan ma hda luong
dé bi tan cong, RC4).

Cac 15 hong tap trung vao viéc gisi thiéu Temporal Key Integrity Protocol
(TKIP).
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Ban than TKIP 1a mot budc tién 16n, vi nd sir dung hé thdng key trén mdi goi
dé bao vé ting goi dir liéu duoc gui gitra cac thiét bi. That khdng may, viéc trién
khai TKIP WPA phai tinh dén ca cAc thiét bi WEP cil.

Hé thong TKIP WPA méi da “tai ché” mot s6 khia canh cua hé théng WEP
dé bi tan cong va tat nhién, nhitng 15 hong twong tu d6 ciing da xuat hién trong tiéu
chuan mdi.

WPAZ2 thay thé WPA: WPA2 chinh thuc thay thé WPA vao nam 2006.

Nhung du sao WPA d3 tirng ¢6 mot thoi gian ngan 1a “dinh cao” ctia ma hoa WiFi.

WPA2 mang dén mot ban nang cap bao mat va ma hoa khac, dang chi y nhat
la viéc gidi thigu Advanced Encryption Standard (AES) cho cac mang WiFi tiéu
ding. AES manh hon dang ké so v6i RC4 (vi RC4 da ting bi “bé khoa” nhiéu lan)
va la tiéu chuan bao mat dugc ap dung cho nhiéu dich vu truc tuyén tai thoi diém
hién tai.

WPA2 ciing gioi thi¢u Counter Cipher Mode with Block Chaining Message
Authentication Code Protocol (Ché d6 ma hda truy cap véi giao thac ma xac thuc
thong bao chudi khéi), goi tat 1a CCMP, dé thay thé TKIP dé bi tin cdng hién nay.

TKIP van la mot phan cua tiéu chuan WPA?2, ciing nhu cung cip chic ning
cho céc thiét bi chi c6 WPA.

Tan cong KRACK WPA2: Cudc tan cong KRACK 1a 15 hong dau tién duogc
tim thay trong WPA2. Key Reinstallation Attack (KRACK) 1a mét cudc tan cong
truc tiép vao giao thuc WPA2 va khdng may 1am suy yéu moi két ni WiFi bang
WPAZ2. V& co ban, KRACK lam suy yéu khia canh quan trong trong quy trinh bit
tay 4 budc cua WPA2, cho phép tin tac chan va thao ting viéc tao khda mé hoa

méi trong quy trinh két ndi an toan.

Nhung ngay ca khi KRACK c0 st sat thuong manh dén vay, thi kha nang ai

d6 sir dung cong cu nay dé tan cdng mang gia dinh ciing rat mong manh.

WPAZ3: Su dap tra caa WiFi Alliance. WPA3 ra doi hoi mudon nhung cung

o1


https://quantrimang.com/cach-hack-mat-khau-wpa2-psk-voi-aircrack-ng-143254
https://quantrimang.com/cach-hack-mat-khau-wpa2-psk-voi-aircrack-ng-143254

cap bao mat cao hon nhiéu. Chang han, WPA3-Personal cung cap ma héa cho

ngudi ding ngay ca khi tin tic di “bé khoa” mat khau sau khi két néi véi mang.

Hon nita, WPA3 yéu cau tat ca cac két ndi sir dung Protected Management
Frames (PMF). PMF Vé co ban ting cuong bao vé quyén riéng tu, vdi cac co ché
bao mat bo sung dé bao mat dit liéu.

Chuan AES 128 bit van dugc giit nguyén cho WPA3 (mét minh chang cho
tinh bao mat “trudng ton” cua nd). Tuy nhién, cac két ndi WPA3-Enterprise van
can c6 AES 198bit. Ngudi ding WPA3-Personal ciing s& ¢6 tly chon st dung AES

198bit cuong do cao.
2.3. Sw an toan va can thiét caa giao thic bao mat WPA3

WPA3 14 thé hé bao mat WiFi tiép theo. Bao vé Wi-Fi khoi tin tic 1a mot trong
nhitng nhiém vu quan trong nhat trong an ninh mang. D6 1a 1y do tai sao su xuat hién cua
giao thirc bao mat khdng day thé hé tiép theo WPA3 dang duoc ban quan tam: N6 khong
chi gitp gitr cho céc két néi Wi-Fi an toan hon ma con gitp ban tranh khoi nhiing thiéu

s6t vé bao mat cua chinh minh.
Pay la nhitng gi nd cung cap:
- Mat khau bao vé:

Bat dau voi cach WPA3 s& bao vé ban tai nha. Cu thé, nd s& giam thiéu thiét hai c6

thé xuat phat tir mat khau ludi biéng cua ban.

Mot diém yéu co ban cia WPA2, giao thuc bao mat khéng day hién tai co tir nim
2004, 1a n6 cho phép tin tac trién khai mot cudc tan cong tir dién ngoai tuyén dé doan mat
khau cta ban. Ké tan cong cd thé chup bao nhiéu birc anh ma chdng muén khi doan
thong tin dang nhap cia ban ma khong & trén cling mot mang, xem xét toan bo tir dién va
hon thé nira theo thtr ty trong d6i ngan.

WPAZ3 s& bao vé khoi cac cudc tan cong tir dién bang cach trién khai mot giao thuc
trao ddi khda mai. WPA2 da sir dung kiéu bt tay bon chiéu khdng hoan hao giita may
khach va diém truy cap dé kich hoat cac két nbi dugc ma hoa; do6 1a nhitng gi dang sau 16
hong KRACK khét tiéng anh huong dén co ban moi thiét bi duoc két ndi. WPA3 s loai
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bo didu d6 dé chuyén sang ché do bit tay Xac thyc Binh ding an toan hon va dugc kiém

tra rong réi. ong thoi.

Tuy nhién, loi ich khac di kém trong trudng hop mat khau cua ban bi xam
pham. V&i su bat tay méi ndy, WPA3 hd tro bao mat chuyén tiép, c6 nghia 1a bat ky luu
luong truy cap nao di qua chuyén ddi cta ban trude khi ngudi ngodi ¢ quyeén truy cap sé

van duoc ma héa. V&i WPA2, ho ciing ¢6 thé giai ma luu luong cil.
- Két ndi an toan hon:

Khi WPA2 xuat hién vao nam 2004, Internet of Things van chua trd thanh bat cir
tha gi gan véi ndi kinh hoang vé bao mat vén 1a dau an ngay nay caa nd. Do d6, khong
c6 gi ngac nhién khi WPA2 khong dua ra cach hop 1y nao dé két ndi céc thiét bi nay mot
cach an toan véi mang Wi-Fi hién cd. Va trén thuc té, phuong phap cha yéu ma qué trinh
d6 xay ra ngay nay Wi-Fi Protected Setup da co cac 16 hdng bao mat dugc biét dén tir

nam 2011. WPA3 cung cap mot ban sta I5i.

Wi-Fi Easy Connect, nhu Wi-Fi Alliance goi né, gidp viéc dua cac thiét bi khong
day khdng co (hoic han ché) vao mang caa ban dé dang hon. Khi duoc bat, ban chi can
str dung dién thoai thong minh dé quét md QR trén bo dinh tuyén, sau d6 quét ma QR
trén may in hoic loa hoac thiét bi 10T khéac cua ban va ban da thiét 1ap chung duoc két
ndi an toan. Véi phuong phap ma QR, ban dang st dung ma hoa dua trén khoa cong khai
cho céc thiét bi tich hop hién hau hét thiéu phuong phap don gian, an toan dé lam nhu

vay.

Xu hudng d6 ciing dién ra vi Wi-Fi Enhanced Open, ma Wi-Fi Alliance da trinh
bay chi tiét vai tuan truéc d6. CO thé ban di nghe noéi rang ban nén tranh thuc hién bat ky
thao tac duyét hoac nhap dir liéu nhay cam nao trén cac mang Wi-Fi cong cong. Do 1a boi
vi véi WPA2, bat Ky ai trén cling mot mang cong cong vai ban déu c6 thé quan séat hoat
dong cua ban va nham muc tiéu ban bang cac hanh vi xam nhap nhu tan céng man-in-

the-middle hozc danh hoi luu Iuong truy cap. Trén WPA3? Khdng nhiéu lam.

Khi ban dang nhap vao Wi-Fi WPA3 bang thiét bi WPA3, két ndi cua ban sé& tu
dong duoc mi hda ma khdng can thém thong tin dang nhap. N6 1am nhu vay bang céch

st dung mot tiéu chuan da duoc thiét 1ap goi 1a ma hoa khong day co hoi.
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Ciing nhu cac bién phép bao vé bang mat khau, ma héa mé rong caa WPA3 cho cac
mang cng cong ciing gitp ngudi dung Wi-Fi an toan truéc 16 hong bao mat ma ho c6 thé
khong nhan ra 1 ton tai ngay tir dau. Trén thyuc té, néu c6 bat ctr diéu gi nd co thé khién

ngudi ding Wi-Fi cam thiy qua an toan.
2.4. Mot sb tan cong 1én giao thirc WPA3
2.4.1. Tan cdng dwa trén cam nhan séng mang 16p vat ly

Ta c6 thé hiéu ndm na la: Ké tat cong loi dung giao thizc chdng dung d6 CSMA/CA,
tirc 12 n6 s& 1am cho tat ca nguoi dung nghi rang ldc ndo trong mang ciing ¢6 1 may tinh
dang truyén thong. Piéu nay lam cho cac may tinh khac lubn ludn & trang théi cho doi ké

tan cong ay truyén di liéu xong dan dén tinh trang nghén trong mang.

Tan s6 1a mot nhuge diém bao mat trong mang khong day. Mic d6 nguy hiém thay
d6i phu thudc vao giao dién caa I6p vat ly. Co mot vai tham sé quyét dinh su chiu dung
cuia mang 1a: nang luong may phat, do nhay cua may thu, tin sé RF (Radio Frequency),
bang thong va su dinh hudng caa anten. Trong 802.11 st dung thuat toan da truy cap cam
nhan séng mang (CSMA) dé tranh va cham. CSMA [a mét thanh phan caa l6p MAC.
CSMA duoc sir dung dé chac chin riang s& khong c6 va cham dit liéu trén dudng truyén.
Kiéu tan cong nay khdng st dung tap am dé tao ra 15i cho mang nhung né sé& loi dung
chinh chuan d6. C6 nhiéu cach dé khai thac giao thirc cam nhan séng mang vat ly. Céch
don gian 1a 1am cho cac ndt trong mang déu tin tudng rang c6 mot nat dang truyén tin tai
thoi diém hién tai. Cach dé nhét dat dugc diéu nay 1a tao ra mot n(t gia mao dé truyén tin
mét cach lién tuc. Mot cach khéc 1 str dung b tao tin hiéu RF. Mot cach tin cong tinh vi
hon 12 1am cho card mang chuyén vao ché do kiém tra ma & d6 né truyén di lién tiép mot
mau kiém tra. Tat ca cac nut trong pham vi caa mot ndt gia 1a rat nhay véi séng mang va

trong khi c6 mot nut dang truyén thi s& khong c6 nit nao dugc truyeén.
2.4.2. T4n cdng kénh bén dua trén thoi gian

Véi WPA3, d6i tha cd thé khdi phuc mat khau caa mang Wi-Fi duogc coi 1a khong
kha thi. That khdng may, cac nha nghién ctru da phat hién ra rang sé lan AP can dé phan
hoi cac khung cam két c6 thé ro ri thdng tin vé mat khau. Khi AP str dung cac nhém bao
mat dua trén cac duong cong elip NIST, tat ca cac thiét bi WPA3 duoc yéu cau hd tro,
khong c6 thong tin vé thoi gian nao bi ro ri. Tuy nhién, khi AP hd trg cac dudng cong
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Brainpool hoic nhém bao mat nhan s modulo mét sé nguyén té6 (nhém MODP), thoi
gian phan hdi phu thudc vao mat khau dugc st dung. Mot ké thi c6 thé lam dung thdng
tin nay dé thuc hién mot cudc tan cong tir dién, bang cach md phong AP s& mat bao nhiéu
thoi gian dé AP xir Iy tirng mat khau va so sanh thong tin nay véi thoi gian quan sat
duoc. Cac nha nghién ctu nhan xét rang trai vai mot sb tuyén bd, Dragonfly thuc su
duogc thiét ké dé hd tro cac nhém bao mat nhan (MODP). Rét cudc, bién thé Dragonfly
dugc sir dung trong TLS-PWD bao gém mét thay doi nho dé cac nhém MODP nay c6 thé
duogc sir dung mot cach an toan. That khong may, nhiing thay doi d6 khong duge dua vao

bién thé Dragonfly duoc sir dung trong WPA3.
2.4.3. Tan cong kénh bén dya trén bo nhé cache

Khi tan cong c6 thé quan sat cac mau truy cap b nhé trén thiét bi cua nan nhan thi
no s& xay dung khung cam két cua céi bat tay Dragonfly, cAc mau truy cap bo nhd ndy s&
tiét 16 thdng tin vé mat khau dang duogc sir dung. Quan sat cac mau nay 1a co thé biét néu
d6i phuong kiém soat bat ky tng dung nao trén thiét bi ciia nan nhan va tham chi co thé
khi ddi phuong kiém soat ma JavaScript (ngdn ngit lap trinh théng dich- duoc dich Itc
chay) trong trinh duyét caa nan nhan. Cac mau bi ro ri ¢ thé duoc st dung dé thuc hién
mot cudc tan cong tir dién, bang cach md phong cac mau truy cap bo nhé duoc lién két
véi mat khau da doan va so sanh nod véi cdc mau truy cap duge do. Cac nha nghién ctu
tin rang cac giao thirc hién dai s& cung cp nhirng hudng dan rd rang vé cach ngin chin
cac mau truy cap bo nha bi ro ri thdng tin bi mat. Do do, cic nha nghién ciru coi day la

mét 16 hdng trong dic diém ky thuat bét tay Dragonfly caa WPAS3.
2.4.4. Tan céng tir chdi dich vu

Thiét bi khoi tao bat tay Dragonfly bat dau bang cach giri khung cam két. Xt Iy
khung nay va tao ra mot cau tra loi 12 mat thoi gian vé mat tinh toan, dic biét 1a néu viéc
bao vé chdong lai cac cudc tan cong kénh bén (da biét) duoc thyc hién. Mic di WPA3
chira phuong thuc trao d6i cookie dé ngan ké tin céng gia mao cac khung cam két sir
dung dia chi MAC gia, nhung viéc bo qua la chuyén nho. Do d6, ké tan céng co thé 1am
qua tai Biém truy cap (AP) bang céch tao ra it nhat 16 khung cam két gia mao mdi giay.
Cudc tan cong tiéu thu tai nguyén nay gay ra viéc sir dung CPU cao trén AP, lam can kiét

pin, ngin chin hoic tri hodn céc thiét bi khac két ndi véi AP bang WPA3 va ciing c6 thé
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ngan chan hoac lam cham chirc nang khac cua AP.

Mic du cudc tan céng co thé duoc giam thiéu bang cach xu Iy khung cam két trong
ludng nén c6 mirc do uu tién thap, cac bién thé cua cudc tin cong van co thé xay ra. Ty
thudc vao su bao vé chinh xac ma cac nha cung cap thuc hién, van cé thé kich hoat muc
sir dung CPU cao trén AP hoic c6 thé ngan chian hoic tri hodn céc thiét bi khac két ndi
véi AP bang WPA3.

2.4.5. Tan cong yéu cau xac thuc lai

Ké tan céng xac dinh muc tiéu tin cong 1a cac nguoi ding trong mang wireless va

cac két ndi cua ho (Access Point dén cac két ndi cua no).

Chén céc frame yéu cau xéac thyuc lai vao mang WLAN bing cach gia mao dia chi

MAC ngudn va dich 1an luot ciia Access Point va cac nguoi dung.

Nguoi dung wireless khi nhan duoc frame yéu cau xac thyc lai thi nghi rang ching

do Access Point giri dén.

Sau khi ngat duoc mot ngudoi dung ra khoi dich vu khéng day, ké tan cong tiép tuc

thuc hién twong tu doi véi cac ngudi ding con lai.

Thong thuong nguoi dung sé két ndi lai ¢é phuc hdi dich vy, nhung ké tan cong da

nhanh chdng tiép tuc gui cac goi yéu cau xac thuc lai cho nguoi dung.
2.4.6. Tan cong ngat két ndi

- Ké tin cong xac dinh muc tiéu (wireless clients) va mdi lién két giita AP véi cac
clients.

- Ké tan cdng gui disassociation frame bang cach gia mao Source va Destination
MAC dén AP va cac client twong ing.

- Client s& nhan cac frame nay va nghi rang frame huy két ndi dén tir AP. Bdng thoi
ké tan cong cling guri disassociation frame dén AP.

- Sau khi da ngat két néi cua mét client, ké tan cong tiép tuc thuc hién twong tu Voi
cac client con lai 1am cho céc client ty dong ngat két néi voi AP.

- Khi cac clients bi ngat két néi s& thuc hién két ndi lai véi AP ngay lap tic. Ké tan
cong tiép tuc giri disassociation frame dén AP va clients.
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- C6 thé ta s& rat d& nham Ian gitra 2 kiéu tan cong: Disassociation flood attack va
De-authentication Flood Attack.

Gidng nhau : V& hinh thirc tan cong, c6 thé cho rang ching gidng nhau vi n6 gidng
nhu mot dai bac 2 nong, vira tin cdng Access Point vira tin cong Clients. Va quan trong
hon hét, chiing "na phao" lién tuc.

Khac nhau:

De-authentication Flood Attack: Y&u cau ca AP va client gui lai frame xé4c thuc xéac
thuec failed.

Disassociation flood attack : Giri disassociation frame lam cho AP va client tin
tuong rang két ndi giira chiing da bi ngat.
2.5. Mdt s6 cong cu phuc vu tan cong giao thirc WPA3

Céc cbng cu c6 thé dugc s dung dé tin cong WPA3 nham muc dich nghién ciu
thar nghiém va céng b cong khai trén Github.

- Dragonslayer: thuc hién c4c cudc tan cong duong cong khong hop Ié ddi véi may
khach va may chi EAP-pwd. Cac cudc tan cong nay bo qua xac thuc: ké tan cong chi can
s& hitu tén nguoi dung hop 1€.

- Dragondrain: cong cu nay co thé dugc sir dung dé kiém tra thoi tiét hoic mo rong,
Diém truy cap dé bi tan cong tir chéi dich vu chdng lai bit tay SAE cua WPA3,

- Dragontime: ddy 1a mot céng cu thir nghiém dé thuc hién cac cudc tan cong thoi
gian chdng lai bat tay SAE néu MODP nhém 22, 23 hoic 24 dugc hd trg. Luu y rang hau
hét cac trien khai WPA3 theo mic dinh khong cho phép cac nhdm nay.

- Dragonforce: day 1a mot cong cu thir nghiém Iy thong tin dugc phuc hoi tir cac
cudc tan cong dwa trén bd nhé cache hoic thoi gian va thuc hién mot cudc tin cong phan

viing mat khau. Piéu nay twong ty nhu mot cudc tan cong tir dién.
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Chuong 3

GIAl PHAP VA THU NGHIEM HE THONG MANG KHONG DAY SU
DUNG GIAO THUC BAO MAT WPA3

3.1. Gi6i thiéu vé cong ty CMC telecom

Thong tin cong ty:

Tén Cong ty Cb phan ha tang vién théng CMC
Tru s& chinh Toa nha CMC, phb Duy Tan, Quan Cau Gidy, Thanh phd Ha Noi
Chi nhéanh Phong 710, tang 7, tda nha TD Business Center, L6 20A duong Lé

Hong Phong, Phudng Pong Khé, Ngo Quyén, Hai Phong.
Sé dién thoai 1900 2010
Website https://cmctelecom.vn
Nam thanh 1ap 1993

CMC Telecom la doanh nghiép ha tang vién thong duy nhét caa Viét Nam c6 ¢b
dong nudc ngoai, tap doan TIME dotCom, tip doan vién théng Top2 Malaysia. CMC
Telecom s& hitu mang duong truc CVCS (Cross Vietnam Cable System), tuyén cap Viét
Nam dau tién két n6i xuyén Pong Nam A, két ndi truc tiép véi ha tang mang vién thong
A-Grid, két ndi truc tiép vai 05 tuyén cap quang bién qubc té AAE1L, APG, A-Grid, Unity
va Faster. CMC Telecom s¢ hitu 03 Data Center tiéu chuan Tier 111 va la Data Center duy
nhét tai Viét Nam s& hitu chang chi bao mat PCI — DSS, tiéu chuan an ninh théng tin bat

budc phai co d6i véi cac doanh nghiép luu trit theé thanh toan.

Sau 10 nam phat trién, CMC Telecom dugc ICTNews va Hiép hoi Internet Viét
Nam vinh doanh 1a 1 trong 5 doanh nghiép vién thdng c6 anh huong I6n nhat téi Internet
Viét Nam trong 1 thap ky (2007-2017) CMC Telecom hién 1a di tac vang (Gold Partner)
ctia Microsoft, 1a dbi tac dau tién cung cap dich vu Bao mat Thué ngoai

(MSS — Managed Security Service) cua IBM va la ddi tac cong nghé tiéu chuan caa
AWS, Amazon Web Service. CMC Telecom dwoc Hiép hoi Tin hoc Thanh phé HS Chi
Minh (HCA) vinh danh 14 Nha cung cap dich vy dién toan dam may hang dau Viét Nam.
Lién tiép nam 2017, 2018, CMC Telecom duogc Tap chi APAC CIO Outlook (M$) binh
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chon 1a Top 25 Nha cung cép dich vu hang dau chau A — Thai Binh Duong va Tap chi
International Finance Magazine (Anh) binh chon 1a Nha cung c4p dich vu vién théng cho
Doanh nghiép tét nhit Viét Nam. Nam 2019, CMC Telecom 1a dai dién Viét Nam duy
nhat duoc Tap chi Telecom Asia (Tap chi uy tin va ldu doi nhat cia nganh Vién thong
Chau A) vinh danh 1a top 3 Nha cung céap dich vu Data Center tét nhat Chau A.

Gidm déc
[ [
Phong ky Phong kinh . oo 2
thuat doanh Phong ké toan
Quan ly ky Trwdng phong HEra
thuat kinh doanh K€ toan kho
L Nhan vién ky L A n K& toan
thuat Nhan vien doanh thu

Hinh 3.1: So' d6 t6 chic cong ty CMC telecom
Co quan cong ty CMC telecom Pumng dau 13 giam déc
Pon vi cap dudi: Phong ki thuat, phong kinh doanh, ké toan truong
Phong ky thuat gdm: Quan ly k¥ thuat, nhan vién k§ thuat
Phong kinh doanh gom: Truéng phong kinh doanh va nhan vién
Phong ké toan gom : Ké toan kho, ké toan doanh thu
3.2. Thuc trang to chirc, sir dung hé théng cong nghé thdng tin tai cong ty

Hién nay dich vu hé thdng thdng tin néi chung va dich vu mang khong day

néi riéng da va dang duoc sir dung rat phd bién & moi noi, moi linh vuc, nganh
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nghé. Chinh tir nhitng tién ich ma n6é dem lai nhu: thuan tién, nhanh chéng, hiéu

qua, chi phi thip nén da dwoc nhiéu nguoi dung.
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Hinh 3.2: Hé thong mdy tinh cho nhan vién si dung Internet

Hé thong nay ding cho phong ky thuat va phong kinh doanh dé tra cau nhiing
noi dung trén mang internet, két ndi voi khac hang. ic biét con ding cho két néi
wifi, internet phuc vu cho can bg, nhan vién trong co quan tra cttu, tham khao tai
liéu phuc vu cho cong tac chuyén mon va néang cao trinh d6 chuyé&n mén, nghiép
vu. Nhan vién mudn st dung tai liéu cua cong ty can co tai khoan mang noi bo.
Thuc té hién nay nhimg phong, ban dang st dung hé théng Wi-Fi véi giao thuc
bao mat pho bién nhat hién nay 12 WPA2, véi giao thic bao mat da khong con

dugc an toan nay thi rat ré bj tAn cdng véi cac hinh thirc nhu & Chuong 2 di néu ra.
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Hinh 3.3: M hinh hé théng mang may tinh phong ké toan

Hé théng mang nodi bd nay dung cho phong ké toan. Nén hé thdng nay khong
két ndi vai mang internet bén ngoai ma chi phuc vu trong qué trinh lam viéc. Trén
cac may tinh di duoc trang bi két ndi vao tén mién (domain) riéng cung cap tai
khoan dang nhap (user/password) vao may tinh cho tirng nhan vién. Cac may tinh
duoc cap dia chi IP thong qua may chiu DHCP. Trén cac may tinh di dugc cai dat
phan mém diét virus Bkav Endpoint. CAc may tinh ¢ hé théng nay ciing khong

duoc bat ché do ty dong cap nhat hé diéu hanh cho cac may.
3.3. Bién phap bao dam an toan thong tin cong ty

Nang cao nhan thizc cho nhan vién vé bao dam an toan théng tin sb, cha dong
c6 bién phap dau tranh, phong ngira va tu giac chap hanh tét cac quy dinh cia cong
ty.

- V& giai phéap ky thuat: Da khuyén céo tat ca nhan vién sir dung cac phan
mém bao mat va diét vi rat. Lap dat thiét bi tuong lira nhu 1a fotinet. Tuyét doi
khong dugc sao chép céc loai tai lieu mat khi chua duoc phép cua cap c6 tham
quyén, ding may tinh chuyén nganh dé truy cap mang, st dung céc thiét bi da
duogc kiém dinh an toan vé bao mat va sir str dung chuan bao mat mang khong day
dang duoc st dung phd bién hién nay 1a WPA2... Ngoai ra can st dung mot sd
bién phap nang cao an toan cho mang Wifi nhu; tit bo tinh ning WPS trén Router,

néu co thé thi khdng str dung bang tan 2.4, thuong xuyén thay doi thong tin dang
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nhap mic dinh ciing nhu mat khau, cap nhat phan mém diéu khién theo dinh ky....
3.4. D@ xuit giai phap sit dung mang khdng day véi chuan bao mat WPA3
3.4.1. C4c yéu cau chung

Xuat phat tir thyc tién yéu cau nhiém vu cua don vi dang sir dung WPA2 véi nhitng
156 hng giao thirc WPA2 tir 1au da duoc coi la khdng an toan do van dé bao mat thdng
thudng nén rat dé bi tin cong.

Dic biét, WPA2 da ton tai 16 hong KRACK (Key Reinstallation Attack) cho phép
tin tic c6 kha ning danh chin va giai ma dit liéu trén duong truyén Wi-Fi gitra may tinh
va thiét bi phat Wifi. Vi 16 hong bao mat nay thi ké xau nam trong pham vi phu séng
wifi ¢ thé liy duoc thong tin giri va nhan gitra cac thiét bi truy cap trong chinh wifi do,
ké xau xé danh cap thong tin va thu thap dit liéu ngudi ding, nghe 1én va hack mat khau.

Em da tim hiéu giao thirc bao mat WPA3 dé dé xuat giai phap xay dung thir nghiém
mang hé thbng mang khong day cé sir dung giao thizc bao mat WPA3 dé ting cudng do
bao mat phuc vu cho cong tac caa cong ty.

Cung cip mét hé thdng mang an toan, 6n dinh dam bao duoc cac hoat dong nghién
ctru cbng tac chuyén mén, chia sé¢ dit liéu, trao d6i thdng tin va cac nhu cau st dung
thong thuong nhu Iudt Web, video call, chat voice, giai tri...

- Pam bao mang ludi Wi-Fi c6 bao mat WPA3 duoc bao phu tai tit ca cac khu vuc
cua cong ty.

- Pam bao han ché nhiéu téi da d6i véi séng Wi-Fi.

- Mang Wi-Fi st dung cac thiét bi duoc tich hop giao thirc bao mat WPAS3 va cac
phuong thic bao mat khac duoc ho tro.

- C6 thé cung cip duoc két ndi c6 day néu can thiét dén cac phong tai cac hé thong
camera.

- Hé thdng bao dam d& dang lap dat, d& thay thé, tan dung t6i da co s ha ting sin

c6 cla co quan, dé dang mé rong va dam bao duoc vé my quan cho khu vuc thi cong.
3.4.2. Hé théng mang wifi sir dung giao thirc bao mat WPA3

Y&u cau t6 chac mang Wifi st dung giao thirc bao mat WPA3 tai cac phong, ban:
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- Cé4c trudng phong va tat ca cac nhan vién c6 nhu cau lién lac véi nhau bang may
tinh c& nhan, Smart phone hay bat ct thiét bi thong minh ndo dé trao doi chuyén mén
phuc vu cho cong tac chuyén mon.

- Khi hé thdng phat trién can ma rong tir cac phong nay sang cac phong khac qua
mét thiét bj ky thuat trung gian déu bao dam két ndi khdng day c6 bao mat WPA3.

- D& xuat hé théng Wifi tich hop giao thuc bao mat WPA3 (khi hé théng phat trién

ma rong sau nay).

3.4.3. So dd lap dat hé thdng mang wifi c6 bao mat WPA3 tai cong ty

Switch

() ()
E;L,J ‘ Y

Aruba 1) 1) Aruba

Aruba Aruba

Hinh 3.4: M6 hinh co ban
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Switch

(T) (T) (T)
WVan phong ‘ Phong k¥ thuat ' Phong kinh doanh

Hinh 3.5: M6 hinh lap dat
* Y&u cau vé thiét bi:
- Chon thiét bi Router chiu tai cao
- Chon céc thiét bi Access point 6p tran hoic tudong chuan AX téc do cao hd
tro nhiéu user, cong PoE 1Gbps VLAN ting tinh bao mat.

Chon céc thiét bi chuyén mach cdng téc d6 1Gbps hd tro nhiéu ché do st

dung riéng
3.4.4. Danh sach thiét bi

Sau khi nghién ctu va khao sat thuc tién tai don vi va tham khao ngoai thi
truong hién nay thi em da chon dugc cac thiét bi phd hop dé lap dat tai don vi. Cu

thé sir dung:

- 01 SWITCH dung dé chia sé cac cong sau khi nhan tin hiéu tr MODEM nha

mang.

- Router c6 tich hop giao thirc bao mat WPA3 dé trang bi cho céc Phong, ban.
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3.5. Trién khai cai dit, thir nghiém hé théng

3.5.1. M6 hinh thir nghiém

Aruba AP 11
' WPA 3
) (e
o Wﬂ
$Q @o %l 4 Laptop
oﬁ — R
(A
"ﬂ \
4
= - Mobile Phone
pc )

Hinh 3.6: M6 hinh hé théng thi: nghiém

Pé giai quyét dugc bai toadn nay em s& st dung mot chiéc Router Aruba
Instant On AP11 lam diém dau dé két ndi voi Card mang khong day wifi Asus
PCE-AX 3000 va mot chiéc dién thoai théng minh c6 tich hop giao thac WPA3
1am diém cudi va can phai cau hinh cho ting thiét bi nay
3.5.2. Cau hinh thiét bi AP hd trg WPA3

+ B1. Bé cdu hinh dugc cho AP nay thi trude tién can cap ngudn cho AP qua
mét cdng POE tir Adapter vao cong ENET cua AP, tiép theo cap mang vao cong
LAN cua Adapter nhu vay 1a AP da duoc cip du ca mang va nguon.

+ B2. Poi khoang 10 dén 15 phut dé ca 2 dén bao song WIFI sang mau ho
phach.

+ B3. VVao App Store tai Instant On.
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+ B4. Khoi chay ung dung va lam theo huéng dan.

Cu thé: can tao mot tai khoan GMAIL (c6 thé sir dung chinh tai khoan Gmail
ma minh van dang sir dung) va st dung mot mat khau 10 ky ty tro 1én bao gém
nhiéu ki ty dic biét bao dam do bao mat cao. Tiép theo can dit tén cho thiét bi AP
va tao mat khau tir 10 ky tu tro 18n khong can qué dic biét vé ky tu, sau d6 nhap s6

Serial caa AP va chon ngon ngir. Két qua cudi cing 1a:

15:35

Employee Details

Active
Identification

Network name

Security

RADIUS

8 Network password (PSK)

WPA2 + WPA3 Personal

Network password

TIIIIy ©

More options

Hinh 3.7 Két qua cau hinh WPA3 cho AP
3.5.3. C4u hinh cho Mobile két ndi dén AP

Trong phan nay, trinh by cac budc chinh dé thyc hién két néi thiét bi dién
thoai di dong c6 hd tro WPA3 (Iphone 11 pro) két nbi dén AP.

+ B1: Vao ché do “cai dat” trén dién thoai sau d6 vao “Wifi” sau khi ctra 6
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hién 1&n vao muc “khac” di dén phan “Bao mat” va két qua la:

16:22 wo = .

Nhap théng tin mang

< Mang khac Bao mat

Khong co

WEP

WPA

WPA2Z2/WPA3

WPA3 v
WPA doanh nghiép

WPA2 doanh nghiép

WPA3 doanh nghiép

Hinh 3.8: C4u hinh WPA3 cho Mobile

+ B2: Sau khi vao ché do WPA3 xong thi tién hanh két ndi véi AP bang viéc
ding nhap vao mang WIFI dang phat nhap mat khau, nhu vay da két ndi thanh

cong vai diém dau bang viéc su dung giao thirc WPAS,
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16:23 ol T e

Nhip thoéng tin mang

Hay Mang khac Két ndi

Tén Doanh nghiép

Bao mat WPA3

Mat khau

Hinh 3.9: Két qud cau hinh WPA3 cho Mobile
3.5.4. Cau hinh cho may laptop két néi dén AP

Pé thuc hién két ndi khdng day c6 bao mat theo chuan WPA3 dén ta can thuc
hién kiém tra cac may tinh c6 hd tro chuan két ndi WiFi ¢ bao mat WPA3 hay
khdng bang viéc xem thudc tinh cua card mang khong day néu thay xuat hién muc
Wi- Fi 6 AX trong phan md ta nhu hinh dudi day:
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Bang théng mang: S GHz
Kénh mang: 36
Lién két dia chi IPv6 cuc béd: fe80::c439:c284:ae18:955a%11
Dia chi IPv4: 10.100.106.42
May chi IPv4 DNS: 10.100.104.1
Nha san xudt: Intel Corporation
M6 ta: Intel(R) Wi-Fi 6 AX201 160MHz
Phién ban trinh diéu khién: 21.60.0.5
Pia chi thuc (MAQ): 08-D2-3E-DF-F2-6E
Copy

Hinh 3.10: Thugc tinh card mang theo chudn Wi-Fi 6

Chon két ndi bao mat dén AP theo chuan WPA3-Personal trong muc Security

Connection Security

Security type: WPA3-Personal v

_ No authentication (Open
Encryption type:
WPA2-Personal
Network security key |wpA2-Enterprise
802. 1X

Show characters

Hinh 3.11: Lwa chon chudn giao thizc WPA3-Personal
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KET LUAN
Do 4n véi dé tai Tim hiéu, phan tich va dé xuat giai phap bao mat khi trién
khai mang WLAN st dung giao thitc WPA3 di néu ra duoc tong quan vé mang
khong day bao gom: Lich sir hinh thanh va phat trién mang khong day, uu nhugc
diém, céc chuan théng dung ciia mang WLAN, cau tric va mé hinh WLAN, mét

sb chuan bao mat trong mang WLAN.

Trinh bay tong quan vé giao thirc bao mat WPA3, sy khac biét gitta giao thirc
WPA3 Vi cé4c giao thuc khac. Mot s tan cdng vao cac 16 hong mai nhat ma cac
nha nghién ctru bao mat da tim ra trong thoi gian vira qua va nhitng phuong phap
bao vé. Bén canh dé ciing giai quyét van dé 1a khi nao thi giao thuc WPA3 s& dugc

tich hop va st dung rong rai trén tat ca cac thiét bi théng minh.

Trén co sé nghién cau ly thuyét vé hé thong thong tin mang khong day va
giao thirc bao mat WPA3. khao sét nhu cau, thuc trang sir dung hé théng théng tin
mang khong day tai don vi tir 46 d& xuat giai phap trién khai thir nghiém va danh
gia hé thong thdng tin mang khong day sir dung giao thiac bao mat WPA3 nhu sau:
chon thiét bi tich hop giao thiac bao mat WPA3 dé Iap rap vao md hinh bao dam
dung yéu cau da dit ra va mang tinh tham my cao nhat. Tién hanh cau hinh céc
thiét bi dau cudi va két ndi gitra cac thiét bi lai voi nhau. Sau khi hoan thanh thi
tién hanh thir nghiém néu bao dam theo yéu cau dat ra thi tién hanh Iap rap bao

dam nguoi dung duoc st dung mot mang WIFI an toan.
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