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LOI MO PAU

Trong thoi dai Céng nghé thdng tin hién nay thi viéc rat ngan khoang cach
gitra khdng gian, thoi gian 1a yéu t6 quan trong trong céng viéc kinh doanh. Vi vay
Chit ky sé ra doi gidp cho Doanh nghiép tiét kiém duoc thoi gian, céng stc trong
mét s6 cong viéc giao dich voi Ngan hang, co quan hanh chinh. ..

Chir ky s6 khong doi hoi phai st dung gidy muc, nd 1a mot dang chix ky dién
tir. Chir ky s6 duoc tao ra boi ngudi ky dong vai tro nhu chit ky ddi véi ca nhan hay
con ddu ddi véi doanh nghiép va dugc thira nhan vé mat phép ly. Chit ky sé duoc
coi 12 phuong 4n giai quyét tét nhat moi van dé khi giao dich trén méi truong
Internet va con dugc wng dung vao nhiéu linh vuc bao mat cao khac.

Chix ky s6 xuat hién tra thanh mot phuong tién tot nhat dé tang sy canh tranh
giita cac doanh nghiép. Pac biét trong béi canh cong nghé ngay cang hién dai nhu
hién nay thi viéc sir dung dich vu nay nhu mot diéu tat yéu khong thé thiéu, dam
bao su thanh cdng cua cac giao dich. Chir ky sb 1a mét loai chit ky duoc sir dung
phd bién nhat hién nay. TAm quan trong cua chit ky sé duoc thé hién boi céc thanh
phan caa chix ky s, d6 1a: khoa bi mat va khoa cong khai.

Duya vao tam quan trong cta chit ky s thi nhiéu doanh nghiép da sir dung
mg dung nay dé tao ra nhiéu loai mg dung khac biét phii hop nhat va ma hoa dé
dam bao tinh an toan cho doanh nghiép. Cac doanh nghiép thuong st dung chir ky
s6 dé xac nhan email, kiém soat cac giao dich trén san thuong mai dién tir nhu: nhu
ngan hang dién tir, mua sim dién tir cia cong ty va quan Iy bao mat cac thong tin
khach hang. Ngoai ra, chit ky sé con dugc tng dung trong hé théng mang di dong
rat hiéu qua.

Hiéu duoc tam quan trong cua chir ki $6 trong xa hdi hién nay, dudi sy
huéng dan gitp d& cia thay co va cac ban tdi di nghiém ctru tim hiéu phuong phap
xay dung luge do chit ki sd dua trén bai toan khai can. Trong qué trinh tim hiéu,

nghién ctru dé hoan thanh d6 an t6t nghiép nay, t6i da nhan duoc su gitp d& quy


https://dailychukyso.net/chu-ky-so-la-gi-va-tam-quan-trong-cua-chu-ky-so/

bau cua thy cd, ctia ban bé. Vi 10ng kinh trong va biét on sdu séc toi xin duge bay
td 101 cdm on chan thanh toi:

Ban Giam hiéu, Phong dao tao, cac Thay CO gido trong Khoa Cong nghé
thong tin — Truong Pai hoc Quan ly va Cong ngh¢ Hai Phong da giang day, nhiét
tinh dong goép ¥ kién va tao diéu kién cho toi trong subt thdi gian hoc tip va thuc
hién d6 4n.

Pai t4, Tién si Hb Van Canh, nguoi da hét 1ong gitp d&, day bao, dong vién
va tao diéu kién thuén loi cho toi trong subt qua trinh hoc tap va hoan thanh dd an

t6t nghiép nay.



CHUONG 1. THUONG MAI PIEN TU VA VAI TRO CUA CHU KY SO
TRONG THUONG MAI PIEN TU

Chuong nay trinh bay vé thanh toan trong thuong mai dién tir va cac van dé
lién quan. Noi dung cu thé bao gdm cac yéu cau dbi v6i mot hé thong thanh toan
dién tir, cac phuong tién va giao thire thanh toan duoc dung hién nay, cac cdu hinh
c6 thé ciia mot hé thdng thanh toan. Phan cudi ctia chuong sé trinh bay van dé sir
dung ky thuat chir ky dién tir va ching chi s6 dé dam bao an toan cho giao dich
thanh toan.

1.1. Giéi thiéu vé thwong mai dién tir
1.1.1. Thwong mai dién tir la gi?

Cang vé nhitng nim gan day, tai cac nudc cong nghiép phat trién ciing nhu &
cac nudc NICs, xuat hién ngdy cang nhiéu loai hinh kinh doanh méi hoat dong trén
cac mang truyén thong sé va dic biét 1a trén mang Internet. D6 13 cac doanh nghiép
thuong mai dién tir. Su xuét hién ctia md hinh kinh doanh nay khong chi lam da
dang ho4 hoat dong doanh nghiép ctia con ngudi ma con thuc sy tré thanh mot cudc
cach mang kinh té - x3 hoi c6 ¥ nghia lich str, danh dau budc dot pha mai vé kinh té
cua nhan loai trong thién nién ky thi ba.

Uy ban Chau Au dua ra dinh nghia vé Thuong mai dién tir nhu sau [12]:
Thuong mqi dién tw duoc hiéu la viéc thwc hién hoat dong kinh doanh qua cac
phuwong tién dién tir. No dua trén viéc xu ly va truyén dit liéu dién twr duoi dang text,
dm thanh va hinh anh. Thiong mai dién tir gom nhiéu hanh vi trong dé hoat déng
mua ban hang hoa va dich vu qua phuwong tién dién tu, giao nhdn cdc noi dung ky
thudt so trén mang, chuyén tien dién tir, mua ban cé phiéu dién tr, van don dién tu,
ddu gid thwong mai, hop tdc thiét ké, tai nguyén mang, mua sam cong cong, tiép thi
truc tié'p toi nguoi tiéu dung va cac dich vu sau ban hang. Thuong mai dién tu dwoc
thuwe hién doi véi ca thirong mai hang héa (vi du nhw hang tiéu ding, cdc thiét bi y
té chuyén dung) va thirong mai dich vu (vi du nhw dich vu cung cdp théng tin, dich
vu phdp Iy, tai chinh); cdc hoat dong truyén thong (nhwe chim séc sirc khée, gido

duc ) va cac hoat dong moi (vi du nhw siéu thi do).

3



Tom lai, theo nghia réng thi thuong mai dién tir ¢ thé duoc hiéu 1a cac giao
dich tai chinh va thuong mai béng phuong tién dién tr nhu: trao doi dix liéu dién tu;
chuyén tién dién tr va cac hoat déng giri rut tién bang thé tin dung.

Thuong mai dién t& theo nghia hep bao gém cac hoat dong thuong mai dugc
thue hién thong qua mang Internet. Cac to chtrc nhu: T6 chirc Thuong mai thé giéi
(WTO), T6 chtrc Hop tac phat trién kinh té dua ra cac khai niém vé thuong mai
dién tr theo hudng nay. Thuong mai di¢n tir dugc noi dén & day la hinh thirc mua
ban hang hoa dugc bay tai cac trang Web trén Internet voi phuong thic thanh toan
bang thé tin dung.

Pé c6 mot cach hiéu thdng nhat, c6 thé dinh nghia :

Thwong mai dién tir la vigc vng dung cdc cong nghé thong tin dé tién hanh
cdc giao dich mua — bdn cdc sin pham, dich vu va thong tin thong qua cic mang
mdy tinh c6 sir dung cdc tiéu chudn truyén théng chung.

Thuong mai dién tir st dung hé thong mang truyén thong sé toan cau dé tao ra
mot thi truong dién tr cho tat ca cac loai hinh san phém, dich vy, cong nghé va
hang hod; bao ham tAt ca cac hoat dong can thiét dé hoan tit mot thuong vy, trong
d6 c6 dam phan, trao doi ching tlr, truy cap thong tin tir cac dich vu trg gitp (thué,
bao hiém, van tai...) va ngan hang, tat ca duge thuc hién trong cac diéu kién an toan
va bao mat. Trong thuong mai dién ti, ngudi ta hi€n sit dung cac phuong tién chu
yéu nhu may dién thoai, fax, hé théng thiét bi thanh toan dién tu, mang ndi bd
(Inttranet), mang ngoai bd (Extranet) va mang toan cau (Internet).

1.1.2 Giao dich trong thwong mai dién tir

[12]Giao dich trong thwong mai dién tir la mét hé thong bao gom khéng chi
cdc giao dich lién quan dén mua ban hang hoéa va dich vu, tao thu nhdp, ma con la
cdc giao dich ¢6 khd nang tro givip qud trinh tao ra thu nhdp: kych thich nhu cau
doi véi hang héa va dich vu, cung g dich vu tro gitip ban hang, tro giip
nguoi tiéu ding, hodc tro givip trao doi théng tin giita cdc doanh nghiép.

Tinh chét va ndi dung cia cac giao dich trong thwong mai dién tr phu thudc

nhiéu vao viéc chung xay ra trong moi trudng ciia mo hinh kinh doanh nao?



Hi¢n nay c6 hai md hinh kinh doanh co ban nhét duoc hau hét cac doanh
nghi¢p thuong mai di€n tir quan tadm [26]: thuong mai dién tir gitra doanh nghi€p va
nguoi tieu dung (B2C), thuong mai gitra cac doanh nghiép (B2B).

« M6 hinh giao dich B2C : Cic doanh nghiép ban cic hang hoa vat thé truc
tiép dén timg ca nhan ngudi tiéu dung cudi cung. B2C dang tré nén phd bién khi
ngay cang nhiéu ngudi nhan ra sy thuin tién cua né va kha ning dap tng nhanh
nhitng yéu cau cua khach hang cling nhu su xuét hién cua vo sb cac dich vu B2C
trén thi truong.

e M6 hinh giao dich B2B: Cac doanh nghiép ban budn thong qua céc catalog
ban hang truc tuyén cho cac doanh nghiép khac. So véi B2C, B2B lién quan dén
giao dich giira cac to chirc. Mot trong nhitng muc tiéu chinh cua B2B 1a cai thién
mot cach dang ké viéc cung cp va trao d6i hang hoa nhanh chéng, hiéu qua trong
qua trinh san xuat. Hon nira viéc trao doi hang hoa trong B2B ngay cang c6 khuynh
huéng bao mat,viéc trao ddi ndy cho phép cac cong ty budn ban véi cac ban hang
hién tai trong mot moi truong kinh doanh thuan lgi ma khong can phai di qua mot
s6 giai doan ban dau cua chu trinh B2B.

Qua trinh mua ban trén mang dién ra bao gdm céc giao dich co ban sau:

« Thu huat khach hang

o Tuong tac voi khach hang

o bat hang

« Thanh toan

o Thuc hién don dat hang

« Dich vu hd trg
1.2. Giao dich thanh toan dién tir
1.2.1. Gidi thiéu chung

Xét trén nhiéu phuong di¢n, thanh toan truc tuyén 1a nén tang cua cac h¢
thong thuong mai dién tir. Su khac biét co ban giita thuong mai dién tir voi cac tng

dung khac ma Internet cung cip chinh 1 nho kha ning thanh toan truc tuyén nay.



An toan dang tr& thanh mot trong nhitng vin dé dwgc quan tim nhat khi tién
hanh thuong mai dién ti. Mébi lo ngai vé an toan trong thanh toan dién tur 12 mot
trong cac 1y do dugc dua ra nhidu nhit dan dén nguoi dung khéng sir dung phuong
thirc thanh toan nay. Do d6 viéc xac dinh rd cac yéu td lién quan dén an toan thanh
toan dién tir va tim ra cac giai phap cong nghé nham dap Gng cic yéu cau trén 1a
van dé quan trong thuc day sy phat trién cta thuong mai dién tu.

Ban chét cta an toan 1a mot van dé phtrc tap, lién quan dén nhiéu khia canh
khac nhau. D6i voi an toan thanh toan dién tir va cac giao dich truc tuyén, noi
chung c6 nam khia canh can giai quyét bao gdbm: Tinh sin dung, tinh xac thyc, tinh
toan ven, tinh khong chdi bo, tinh tin cay.

Trong cac hé thong thanh toan dién tir trén Internet, nhidu giai phap cong nghé
cho phép thuc hién diéu nay. K¥ thuat ma hoa thong tin, Chir ky dién tir va chirng
thwe di¢n tir dugc stir dung dé dap ing cac yéu cau trén.

Trong khong gian 4o (cyberspace), dé c6 thé dam bao tinh tin cdy, tinh xé4c
thuc va riéng tu cua cc giao dich can phai 4p dung k¥ thuat ma hoa. Yéu cau dit ra
d6i voi mdi hé thdng thanh toan phu thudc vao nhitng thong tin s& duoc ma hoa. Vi
du, khi tién hanh cac giao dich mua — ban, dé dam bao tinh tin cay cua giao dich, tat
ca cac thong tin duoc mi héa boi trinh duyét Web ctia khach hang s& dugc chuyén
tGi may cha Web cua ngudi ban. Nhung néu ngudi ban c6 thé giai ma toan bo thong
tin nay thi tinh an toan s€ khong dugc dam bdo. Trong truong hop ngudi ban chi
dugc phép giai ma cac thong tin dit hang, con co cac thong tin lién quan dén thanh
toan (nhu viéc kiém tra tai khoéa n, sd thé tin dung...) dd dugc ma hoa sé& dugc
chuyén t6i ngan hang thanh toan dugc uy quyén, thi chic chin nhimg hanh vi gian
l1an thuong mai s¢€ it xay ra hon.

Trong thwong mai dién tir, mubn d6i pho véi cac hanh vi gian 14n, can st dung
nhiing k¥ thuat dé xac thuc d6i véi ngudi ban cling nhur ngudi mua va dam bao tinh
toan ven ctia mdt ngudi ban. Thi dy, mot ngudi mua hang can cé du bang ching
gitip ho co thé tin twdng vao ngudi ban, tin tudng vao nhitng gi ma nguoi ndy cung

cip. Vi vay, can sir dung nhiéu thu tuc dé giai quyét van dé nay nhu st dung chir ky



dién tir nham xac thuc céac giao dich dién tir, str dung cac chung chi dién tir khi nhan
biét mot doanh nghiép.

1.2.2. Yéu cau doi véi cdc hé thong thanh todn dién ti

Nhitng yéu cau dat ra ddi véi cac hé théng thanh toan dién t&r dugc chi ra dudi day:

Tinh an toan (Security) — Tinh an toan bao gém nhiéu khia canh, tir van dé
an toan may tinh ndi chung dén cac cong nghé mi hoa. Sau dy 13 cac vin dé anh
huong dén tinh an toan ctia mot hé théng thanh toan dién tu:

Tinh trong sudt (Transperency) — Md hinh thanh toan va qua trinh thanh
todn phai d@ hiéu. Céc thu tuc tu dong thuc hién thay mat cho vai tro nguoi dung va
cic ché tac tao ra duoc thé hién rd rang va dé dang chuyén cho cac giao dich tuong
ung.

Tinh mé (Extensibility) — Hé thong thanh toan phai hd trg va dé dang duoc
chép nhén bai nhiéu loai mo hinh thuong mai.

Chi phi giao dich thap (Low Transaction Costs) — Chi phi mot giao dich
phai can xang voi gia tri kinh té dugc chuyén giao. Can phai c¢6 su can bang giita
yéu t6 hiéu ning tinh tinh toan nhim hoan thanh giao dich va cic yéu cdu an toan
do cac bén tham gia dua ra.

Tinh hiéu qua - Thuét toan stir dung can hiéu qua va phai han ché tdi da cac
truyén thong ngoai dé quan 1y giao dich thanh toan. Cac yéu cau tinh toan va luu trix
tir phia ngudi ban va nha cung cip dich vu thanh toan phai dugc giam thiéu dé duy
tri dir liéu khach hang va dap tng cac yéu cau an toan.

1.3. Thanh toan dién tir diung chirng chi s va chir ky s6
1.3.1. M& hinh thanh toan dung chiing chi sé va chiv ky sé

Dé c6 mé hinh thuong mai linh hoat hd tro mot hé théng mang tinh modul
cao, chiing ta cin phén tach viéc phan phdi hang hoa voi thanh toan, va dinh nghia
céc co ché truyén thong giita hai thanh phan nay (co thé dit tai cac node mang khéc
nhau). Mot phuong phap 1a sir dung cac chung chi dugc ky (signed receipt) lam
bang chimg cho viéc thanh toan trong truyén théng giita cac ddi tac kinh doanh.

Chung chi 14 cac khang dinh (statements) dugc bao vé bang phuong thirc ma hoa.



Tuy vao chuan st dung, nd cho phép dam bao cac thong tin vé nguoi gitr chimg chi,
nhu tén, hay dia chi email. Nhung chtng chi con dugc ding dé dam bao cac thudc
tinh khac nhu gan quyén truy nhap cho ngudi giit ching chi néu ho ching minh
duge quyén so hitu. Xem “chwong 3 — chir ky dién t”> dé c6 thém thong tin vé
chtng chi va chit ky sb.

Céu hinh thanh toan tong quat dung chtng chi duoc mo ta trong hinh 4.4

Customer

‘Browser Iy
+receipt
-

- .. .
i [N *

[}

Vendor ’ =
—— ! Payment. Server

:
Dielive —g " Ay
ey request i :Payment -
shipment

+receipt } Pagméht Broker
% Payment JJ
redezm

Hinh 4.4: M6 hinh tong qudt sir dung chitng chi sé

I

Trong mé hinh tong quat trén, ching chi duge dung 1am co sd trung tdm cho
viéc trién khai cac mé hinh thuong mai, phu thudc vao dir liéu no6 luu gitr va ngtr
nghia gan cho dir liéu nay. Khach hang c6 mdt tai khoa n tai mot Server thanh toan
(vi du nhu ISP) va né dung tai khoa n ndy dé xac nhan thanh toan (théng qua giao
dién thanh todn — “pay” Interface). Ching chi Server thanh toan giri lai cho khach
hang dugc dung 1am biang ching duy nhét cho viéc thanh toan.

1.3.2. Hoat déng ciia mé hinh thanh todn diing chirng chi sé va chir ky so
Céc tac nhan tham gia vao hoat dong cia md hinh thanh toan tong quat trong

“Hinh 4.4” dugc mo ta dudi dang luoc dd Usecase nhu sau:
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Hinh 4.5: Cdc tic nhéan tham gia trong mé hinh thanh todn ding chiv ky sé

Qua trinh hoat dong duogc thuc hién nhu sau:
= Nguoi ban (Vendor) gtri 101 chao hang (offer) chtra thong tin mudn ban t6i

khach hang (Customer).

* Dya trén co s¢ cac 101 chao hang nhan dugc, khach hang yéu cAu mot mat
hang

= Ty thudc vao md hinh kinh doanh, khach hang co thé phai tra trude hodc

sau khi mdt hang dugc gui di, va phai trinh dién mdt chung chi lam béng chtrng cho

viéc thanh toan.
= Dé tién hanh thanh toan, khach hang lién lac véi Server thanh toan (Payment

Server).
= Server thanh toan chdp nhan kyéu thanh toan va phat hanh chimg chi duoc
ky cho cac thanh toan thanh cong.
= Server nay dugc diéu hanh hodc phdi hop véi cac mdi gidi thanh toan (Cac
trung tam tai chinh chiu trach nhi¢m chuyén tién thuc tir tai khoa n cua Server thanh

toan toi tai khoa n ctia ngudi ban). Nhan dang cua tat cd cac bén tham gia c6 thé



dugce dam bao théng qua co sé ha tang khoa cong khai (Public Key Infrastructure -
Pky).
1.4. Két luan

Chuong nay di trinh bay cac van dé ddi voi thanh toan dién tir nhim c6 mot
cai nhin tong quan vé cac hé thdng thanh toan dang dugc ding trong thuong mai
dién t&r hién nay. Chuong cling d@ mo ta phuong phap st dung chir ky dién tir va
chtng chi sé dé dam bao an toan cho mdt giao dich thanh toan. Py ciing 13 co s&
dé xay dung tng dung mo phong hé thong thanh toan trong phan tiép theo cua d6

an.
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CHUONG Il. CO SO TOAN HQC VA CAC HE MA HOA KHOA
CONG KHAI
2.1. Gi6i thiéu vé Iy thuyét s6
Hau hét cac thuat toan mat ma khoa cong khai duoc xay dung duwa trén cac
khai niém cua ly thuyét s6. Trong phan nay toi s& trinh bay ngan gon nhing kién
thire co ban vé ly thuyét s6, né 1a cong cu hiru ich dé gidp cac ban hiéu sdu mot
thuat toan mat ma nao do.
2.1.1. C4c sé nguyén té va cac sé nguyén té cuing nhau
2.1.1.1 Cdc wéc so
NGi rang, b (mot sé khac 0) 1a wéc sé cua a néu a = mb, voi mot gié tri m nao
do, & day a, b, m 1a cac s6 nguyén. Nhu vay, b 13 wéc s6 cta a, néu nhu chia a cho b
khong con lai s6 du. D& ki hiéu b 1a wdc sé cua a thudng sir dung cach viét bl a.
C0 céc quan hé sau:
. Néu d1,thia=+1
. Néu bla va db,thia==+b.
. S b bat ky khac 0 12 wéc sb caa 0.
. Néubl gvahlh, thi bl (mg + nh) ddi voi bét ki s6 nguyén m, n.
Pé chirng minh khang dinh cudi cling, can chil y nhu sau:
Néu bl g thi g c6 dang g = b * g1, di vai s6 nguyén g1 nao do,
Néu bl h thi h c6 dang h = b * hy, ddi véi gié tri nguyén h; nao do,
Vivay: mg + nh = mbg: + nbhy =b * (mgs+ nhi)
Cudi cuing, b 1a w6c sb cua mg + nh.
Vi du 2.1.1.1: Céc 6 2,3,5 1a cac uéce s6 cua 30.
2.1.1.2. C4c s6 nguyén té
Mot s6 nguyén p > 1 duoc goi 1a s6 nguyén t6, néu chi c6 + 1 va + p 1a udc sd
caa no.
Mot sé nguyén bat ky a > 1 ¢6 thé phan tich thanh cac thira s6 va duoc trinh

bay dudi dang:
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a= p*pz°...p¢",
O day: p1<p2<...<ptlacac s6 nguyén td, con cac gia tri oi > 0.
Vidu2.1.1.21:119=7*17;63=32*7.
Néu P 1a ki hiéu tap hop tat ca cac sd nguyén td, thi dbi véi mot sé nguyén

duong bat ki duoc viét duy nhit duéi dang:
—TIn% : .
a—l;lp , & daythtcacacap, >0

Trong cdng thuc nay, biéu thic ¢ vé phai sau dau bang, ky hiéu tich theo tat ca
kha ning cta cac s6 nguyén té p. Bi véi mdi gia tri cu thé cua a thi gia tri 16n nhat
cua chi s6 ap s& bang 0.
2.1.1.2.2: 3600 = 24 * 32 * 52,

C4c gia tri cua mot s6 nguyén duong bat ky c6 thé liét ké dudi mot dang don
gian cua tat ca cac chi sé khac khdng theo cong thic ¢ trén.
2.1.1.2.3: S6 nguyén 12 ¢ thé trinh bay nhu {a, = 2, as = 1}.

S6 nguyén 18 ¢ thé trinh bay nhu {a, = 1, as = 2}.
Phép nhan hai s6 nguyén tuong dwong véi phép cong céc gia tri cac chi sé phi
hop:
k=m*n—k,=mp+np, doivéitatca cac p.
2.1.1.2.4: k=12 * 18 = 216,
kx=2+1=3,ks=1+2=3,
216 =23 * 33

B6 dé: Mot sé nguyén duong bat ki dang p* chi ¢ thé chia hét cho mot sb
nguyeén, khi sb bi chia cé bac cua sé nguyén tb p véi chi s6 khong vugt hon k, nghia
la s6 pl véi j < k. Nhu vay:

alb—> ap<h,, ddivaitatcanp.
2.1.1.2.5: a=12,b=36,12/36,12=22*3, 36 =22 * 32
az=2 =Dy,

az3=1< 2=has.
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2.1.1.3. C4c s6 nguyén té cing nhau
Chung ta s& st dung ky hiéu ged( a, b) dé chi wée sé chung 16n nhat (UCLN)
cua sé a va b. N6i rang, mot sé nguyén duong ¢ 1a UCLN cua a va b, néu:
. clauscsécuaavab.
. Udc sb bat ky cua a va b déu 1a uéc s cua c.
C6 thé dinh nghia twong duong nhu sau:
gcd(a, b) = max [k, khi kl a va k b].

Bai vi, doi hoi rang UCLN la mét s6 duong, chung ta c6 ged(a, b) = ged(a, —
b) =gcd(-a, b) = gcd(—a, —b ). Néi chung, gcd(a, b) = gcd(lal, [b)).

Vi du 2.1.1.3.1: ged(60, 24 ) = ged(60, —24 ) = 12.

Bai Vi tat ca cac sb nguyén khac khong déu 1a wéc sé cua sé 0, ching ta ludn
ludn cé: ged(a, 0) =al.

D& dang xac dinh dwgc UCLN cua hai s6 nguyén duong, néu cic s nay
dugc trinh bay duéi dang tich cua céc thira s6 nguyén to.

Vidu21.1.3.2:

300=22*3t*52
18 =21 * 32,
gcd(18, 300) = 2 x 31 x 50 = 6.

Trong trudng hop chung:

k = ged(a, b) — kp = min (ap, bp), ddi vai tat ca céac p.

Viéc xac dinh céc thira s6 nguyén té cia cac sb 16n 1a bai toan khong don
gian, bai vi rang cac trinh bay ¢ trén khong cho mot kha ning thuc tidn dé tinh
UCLN cua hai sb.

Céc sb nguyén a va b 1a nguyén té cing nhau, néu ching khong c6 uéc sb
nguyén t6 chung, hay wdc sé chung duy nhét cua ching 1a 1. N6i mot cach khéc a
va b 1a hai s6 nguyén t6 ciing nhau néu ged(a, b) = 1.

Vi du 2.1.1.3.3: S6 8 va sb 15 la cac s6 nguyén tb cung nhau, bai vi wdc sé
cia 813 1,2, 4 va 8, con cic udc sb cia 15 13 1, 3, 5 va 15. Nhu vay, 1 13 uéc sb

chung duy nhat cua hai s6 nay.
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2.1.1.4. S6 hoc trong 16p s6 dur

Déi vai bat ky mot s nguyén dwong n va mot sé nguyén a bat ky, khi chia a

cho n, ta nhan dwgc mot s nguyén g nao dé va sé du r, phi hop véi quan hé sau:
a=qgn+r, 0<r<nqg=la/nl
& day [ xJ ky hiéu s§ nguyén 16n nhét, khong 16n hon x.

Doi vi mot sé duong a va mot sé nguyén duong n, ludn ludn cé thé tim
dugc g var, phu hop vai quan hé tinh toan trén.

Vidu21141l:a=11; n =7; 11=1*7+4; r=4.

Néu a la mot sé nguyén, con n 1a mét sé nguyén duong, thi a mod n, duoc
xéac dinh nhu phan du cua phép chia a cho n. Nhu vay, doi véi mot s6 nguyén a bat
ky c6 thé viét :

a=la/n]*n+ (amodn)
Vidu21.142:11mod7=4; -11 mod7=3.
2.1.2. Ly thuyét vé dong dw
Dinh nghia 2.1.2 (Pong du)
Cho a,beZ, neN. Ta néi a dong du véi b theo modulo n, khi a va b chia cho

n ¢6 clng sb du, va duoc viét dudi dang sau:
a =b mod nr
Chizng minh: Gia su chia a va b cho n va thu duoc cac thuong nguyén va
phan du. Cac phan du nam gita 0 va n — 1, nghia 1a a=qn+r, va b=q,n+r,.
Trong d6 0<1, <n-1va 0<1,<n-1. Khi d6 c6 thé d& dang thiy ring @=b mod n
khi va chi khi L =TF,. Nhu vay:a a=bmodn khi va chi khi
amod n=bmod n

2.1.3. Cac sé nguyén modulo n

Cac s6 nguyén modulo n (ky hiéu z,) 1a tap hop céc s6 nguyén

{0,2, ..., n-1} bao gdm 2 phép toan cong va nhan. Viéc cong va nhan trong 7. duoc
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thue hién gidng nhu cong va nhan cac sé nguyén, ngoai trir mot diém la cac két qua

sé duoc rut gon theo modulo n.

Vi dy 2.1.3: Tinh 11*13 trong z,,. Tuong tu nhu véi cac s nguyén ta co

11*13 =143 . Pé rat gon 143 theo modulo 16, ta thuc hién phép chia binh thuong:
143 =8x16 +15, boi vay 143mod 16 =15 . Do d6 11x13=15 trong z,,.

Céc dinh nghia trén phép cong va phép nhan trong Z, thoa man hau hét cac

quy tic quen thudc trong s6 hoc. Sau day ta sé& liét k& ma khong chang minh céc

tinh chat nay:

Phép cong 1a dong, tic vai batki a,beZ, ,a+beZ .
Phép cong la giao hoan, tic la véi batki @,beZ thi;a+b=b+a.
Phép cong la két hop, tac véi batki a, b, ceZ,;:
(@+b)+c=a+(b+c).
0 1a phan tir don vi ciia phép cong, c6 nghia 13 véi batki acz, :
a+t0=0+a=a.
Phan tir nghich d4o cia phép cong cia mot phan tir bat ki a€Z, lam —a,
nghialda+(m—a)=(m—a)+a=0voibitki aeZ,.
Phép nhan 1a dong, tic voi batki a,beZ, a*beZ,.
Phép nhén la giao hoan, nghia la voi batki @, be Z,  a*b=b*a.
Phép nhan 13 két hop, nghia lavsi @, b,ceZ, , (@a*b)*c=a*(b*c).
1 1a phan tir don vi cia phép nhan, tac la véi bitki @ € Z, :
a*l=1*a=a.
Phép nhan c6 tinh chat phan phdi dbi véi phép cong, tic 1a dbi véi

a,b,cez,, (a+b)*c=a*c+b*c vy a*(b+c)=a*b+a*c
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2.1.4. Ham Euler, dinh Iy Euler va dinh ly Fermat
2.1.4.1. Ham Euler, dinh li Euler
Dinh nghia 2.1.4 (Ham Euler)

Cho n 1a sé nguyén duong, dat#(N) 14 sé cac phan tir cua tap hop, ma tap
nay 1a cac sé nguyén trong khoang [1, n] va nguyén t§ ciing nhau vai n, thi ¢#(n)
goi la ham Euler.

Ta céng nhan mot s tinh chat quan trong caa ham Euler:
1. ) =1

2. Néup lasé nguyén té thi #(p)=p-1

4
A

3. Néu nhu p va g la hai sé6 nguyén té cung nhau thi

#(pq) = d(p) * #(q)
4. #(p°)=p"H(p-D

, e € N4 A 4 N
5. Néunhe N= P Ps°...P , 6day Py, Ps, ..., Py lasé nguyén té, thi

4 = n(l— pilj[l— pi](l_ piJ

binh ly Euler: Cho n> 1, gcd(a,n) =1, va ¢(n) 1a ham Euler. Khi d6 ta co:
a’™ =1mod n
Vidu2.14: a=3,n=10, #10)=4,3*=81=1mod 10,
a=2,n=11, #11) =10, 2°=1024 =1 mod 11.
Pinh Iy Fermat nhég: Cho p 1a sé nguyén t6, a la s nguyén duong khong
chia hét cho p. Khi d6 ta co

a’*=1mod p.

Chitng minh: Ta co p(p)=p—1, &p dung dinh 1y Euler ta ¢ diéu phai
chiang minh.

Tur dinh ly Fermat chuing ta co cac hé qua quan trong sau:
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1. Cho aeZ, p 1a s6 nguyén td, thi ta co: a°=a mod p
2. Cho a,beZ, p 1a s nguyén té (a+b)" = a"+b"
2.1.5. Thuat toan Euclide va thuat toan Euclide mé rong
2.1.5.1. Thugt toan Euclide

DPinh Iy Euclide: Cho &, beZ,b=0, ton tai duy nhat cap gia tri (q, r) véi
geZvareN théa man:
a=Dbq+r, 0=<r <|b| .5 dayrgoilasé du.
C6 mot s6 ky hiéu cho s6 du nhu sau:
r=R,(a),r=amod b .
Mot s6 tinh chat don gian cia vé s6 du:
1. Ry(@) =R, (), bsivi
a=qgb+r a=(-q)(-b)+r
0<r<[ }©{03r<\b\
2. R,(a+ib) =R, (a),VieZ , boivi
a+ib=(q+i)b+r,
Néu nhu r = 0 thi ta n6i a chia hét cho b, ky hiéu 1a a‘b.
Pinh Iy 2.1.5.1: Bdi véi batky cacsd a, b, i € Z
gcd(a, b) =gcd(a +1ib, b) .
Dinh Iy 2.1.5.2: Déi véi batky &, beZ, b#0 tace:
ged(a, b) =ged(b, R, (a))
Tu dinh ly 2.1.5.2 ta c6 thuat toan Euclide. Pay la thuat toan giup tim UCLN
cua hai s6 nguyén duong ao va a1 Vi ao > a.
Thuat toan dugc miéu ta bang day cac phép chia nhu sau:
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Ay =804 +3, 0 <ak< |ak1]
a1 =a,q +0
Dua vao dinh ly 2.1, nhan dugc ged(ao, a1) = gcd(as, az) = ... = ged(ak, 0) = ax.
Vidu 2.16 (Thuat toan Euclide): Tim gcd(814, 187).
Giai: Khai trién day phép tinh theo thuat toan Euclide:
814 =4* 187 + 66
187 =2*66 +55
66=1*55+11
55=5*11+0
Vay ged(814, 187) = 11.
Thuéat toan c6 thé viét nhu sau:
Vao: Hai sé nguyén duong a va b véi a> b
Ra: UCLN cuaavab
While b # 0 do
r<—amodb,a<«b,b«r
Return (a).
2.1.5.2 Thudt toan Euclide mo réng
Dinh nghia 2.1.5.2 (Phan tir nghich dao)
Cho @€ Z, . Phin ta nghich dao cua a la phan t b € Z,, sao cho a*b = b*a
= 1mod n. Ki hiéu phan tir nghich dao cua a la a™.
Pinh ly 2.1.5.2: Cho sé nguyén a > 0 nguyén té cuing nhau vaéi n, thi luén ton
tai phan tir nghich dao cua a theo modulo n.
Hé qua 2.1.5.2: Néu nhu p 1a sé nguyén t6, thi bat ky sé a, 0 < a < p, ludn
t6n tai phan tir nghich dao theo modulo p.
Ching ta s& tim hiéu vé cach tim phan t nghich dao théng qua thuat toan
Euclide mé rong.

Tur ddy chia cua thuat toan Euclide
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A, =4, +a,, O<ax<as

A 2 =& 40k 1 T &, 0<ak<aks

Ta dé dang rat ra day sau:
A = 2 ~ Ok 11 ma A1 =8 3~ Ok 28 nén suy ra
& =a_, — 01 (8_3—0_,8_,), twong tw nhu thé, chdng ta rdt ra a,_,, dén cudi cing
chung ta c6 duoc biéu thirc dang sau:

q =quX+ay (2.1)

Néu nhu gcd(ay, a;) =1, ching ta c6 x 1a phan tir nghich dao cua ao theo
modulo as.

Viduy 2.17 (Thuat toan Euclide mé rong):

1. Tim x vay trong biéu thirc (2.1) véi a0 = 814 va a1 = 187.

Giai: Theo vi du 2.16 ta thu dugc day:

814 =4* 187 + 66

187 =2*66 +55

66=1*55+11

55=5*11+0

Suyra:11=66—1*55=66—1* (187 —2*66)=3*66—1*187 =3 *

(814 — 4 * 187) —187 = 3* 814 — 13 * 187. Vay x = 3vay = —13.

2. Tim phan tir nghich d4o caa 17 theo modulo 74.

Gidi: Theo vi du trén ta c6 duoc 3 * 74 — 13 * 17 = 1. Nén phan ta nghich

dao cua 17 12 —13, nhung chi 1y sb duong, nén phan tir nghich dao cua 17 1a

74 -13 =61.
2.2. Tong quan vé h¢ mi héa khéa cong khai

Vao nam 1874, William Stanley Jevons viét trong quyén The Principles of

Science vé méi lién hé giira cac ham mot chiéu va mat ma hoc. Pac biét, ong da di
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sau vao bai toan phan tich ra thira s6 nguyén tb (sau nay duoc sir dung trong thuat
toan RSA).

Liéu ring ban doc c6 thé doan dugc 2 sb nguyén nao cé tich bing
8,616,460, 7992 T6i nghi rang ngoai tdi ra thi khdng ai co thé biét két qua duoc.
Nam 1976, Whitfield Diffie va Martin Hellman cong bb bai b4o New Directions in
Cryptography, 1am thay ddi cin ban vé cach cac hé mat ma hoat dong. Bai bao da
dua ra mot hé thong ma hoa bat d6i ximg trong d6 néu ra phuong phap trao doi
khoa cong khai, giai quyét cac han ché ciia ma d6i xing.

Khac véi ma ddi xiing, md héa khoa bat dbi xang sa dung mét cip
khéa: khoa cong khai (public key) va khoa bi mat (private key). Hai khoa nay
duoc xay dung sao cho tir mot khoa, rat khé co cach sinh ra duge khoa con lai. Mot
khoa s& danh dé ma hoa, khoa con lai dung dé giai ma. Chi c6 nguoi s& hitu nam
dugc khoa bi mat trong khi khoa cong khai duoc phé bién rong rai. Hinh vé sau
minh hoa viéc ma héa va giai ma
2.2.1. Nguyén ly co ban cia h¢ mgt ma khoé céng khai

& Hé mat ma khoa cong khai duoc xay dyung dua trén ba quan diém sau:

eHé mat ma khoa cong khai dua trén quan diém ham mot chiéu (one-way
function) va khod cong khai, dé bién d6i mot ban rd thanh ban ma véi thoi gian tinh
toan hop ly. Nhung néu mudn tinh nguoc lai (inverse function) thi phai mat nhiéu
thoi gian, dén muc khong thuc hién noi. Vi vay cac hacker kho co thé tinh toan dé
thu dugc ban rd tir ban ma chan duoc

e Mot quan diém khac ding trong hé mat ma khoa cong khai d6 1a thong tin
“cira sap” (trap door) ma ham mét chiéu phai c¢6. Thong tin bi mat nay (khoa
riéng) chi c6 thé duoc dua vao boi nguoi s¢ hitu cip khoa. Khi c6 dugc thong tin
“ctra sap” thi cong viéc giai ma sé& tra nén dé dang.

e Hau hét cac hé mat ma khoa cong khai duoc xay dung dua trén nhiing bai
toan kho di biét nhu:, hé ElGamal dya trén bai toan logarithm roi rac trong trudng
hitu han Zp va hé RSA dua trén bai toan phan tich mot sé nguyén 16n ra cac thira s6

nguyeén té.
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2.2.2. Hoat dong ciia hé mdt ma khéa cong khai

Trong hé théng ma hoa khoa cong khai, mdi nguoi st dung déu tao riéng cho
minh mot cap khoa. Trong do, mot khoa goi la khda céng khai (public key) cung
v6i thuat todn ma héa E, dugc cong bd rong rai tai thu muc dung chung cho moi
ngudi sir dung (gidng nhu sé dién thoai). Khoa con lai goi la khoa riéng (private
key) va thuat toan giai ma D dugc gitr bi mat boi tirng nguoi st dung.

Gia st ngudi A mudn giri thong diép M dén ngudi B (Hinh 5). Nguoi A sé
tim khoa cong khai kes ctia nguoi B trong thu muc dung chung, va tinh C = Exes(M)
réi gui ban ma C cho ngudi nhan B. Khi nhan dugc ban ma C, ngudi B s& giai ma
dwa vao khoa riéng K¢ ciia minh dé tinh M=Dxgs(C). Trong qué trinh trao doi, mac
du nguoi thAm méa cd thé chin duoc ban ma C, va biét khoa 1ap ma kes, nhung dé
giai ma thong diép, ho phai d6i mat véi bai toan rat kho dén muac khong thé giai noi.

Nhu vay hé thong ma hoa khoa coéng khai di loai bo dugc sy can thiét phai
¢ ky thuat quan ly va phan phdi khoa phirc tap nhu ¢ hé thong ma hoa khéa ddi
xang. Do tat ca cac thanh vién déu cé thé ding khda céng khai cta thanh vién khac
dé ma hoa thdng tin gai cho ho. Nhung chi ¢6 duy nhat mét thanh vién cé khoa

riéng twong ng, mai giai ma dugc thong diép.

key private

.
Théng diép » NA hoa
Tham ma

Hinh 2.1: So dé hoat déng ciia hé mit ma khod cong khai
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2.2.3. Khd nang irng dung criia hé mdt méa khoa cong khai.

Tay thudc vao nhirng linh vuc ung dung cu thé ma ngudi gui st dung khoa

bi mat caa minh, khéa cong khai cua nguoi nhan hoic ca hai dé hinh thanh mét sé
cac mo hinh ung dung phu hop nhu sau.
M4 hod va giai ma: ngudi giri A thuc hién ma hoa thong diép M bang khoa cong
khai Kes ctia ngudi nhan B: C = Exes(M). Con ngudi nhan giai mé bang khoa riéng
kes ctia minh: M = Dkgs(C). Nhu vay chi c6 duy nhat ngudi B méi giai ma duoc
thong diép, diéu nay goi la tinh mat caa hé.

17 Ngudn A j 17 Nguén B j

Nguwéi M Mi héa C Giaimi M Nguéi
A #$ %8, M #E %S B

!
Tinh mét ﬁ : L
: khod K khod K
M=Dyg,(C)

Hinh 2.2: So d6 minh hoa tinh mét ciia hé mdt ma khéa cong khai

Chir ky dién tir: nguoi gui A thyc hién ma héa (hay ky) mot thong diep M
bang khoa riéng Kea: C = Exaa(M). Nguoi nhan B giai ma bang khoa cong khai kea
ctia ngudi giri A: M = Dyea(C). Nhu vay chi ¢6 duy nhat A 1a ngudi ¢ khoa riéng
dé ma hoa, cho nén thong diép nhan duoc 1a cua A, diéu nay goi la tinh xéc thuc

cua hé.

17 Nguin A j 1* Ngudn B j

Ngweéi hi%i| M3 hoa C Giaimi M Nguwéi
A H5 %8 #$hé& B

]
: C=E
Tinh Xac thye m Ehoa Kes A I:I;";ﬁg

Hinh 2.3: So' d6 minh hoa tinh xdc thwe ciia hé mit mi khéa cong khai
Chuyén d6i khoa: nguoi gui A thuc hién méa hoa théng diép hai lan, 1an tha
nhat sir dung khoa bi mat kea caa minh Exga(M), lan thi hai str dung khoa cong khai
keg ctia nguoi nhan B: Ekes(Exkea(M)). Khi nhan ban ma, nguoi nhan B ciing thyc
hién giai ma hai lan, dau tién ding khoa riéng kes ctia minh Digs(Ekes[Exaa(M)]),
sau do dung khoa cong khai kea ctia nguoi guiri A: Dkea{Dkds(Exes[Exdia(M)])} = M.
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Nhu vay chi nguoi giri méi co khoa riéng dé ma hod va ciing chi ngudi nhan

méi c6 khoa riéng dé giai ma, ddy chinh 14 tinh xac thwc va tinh mat cua he.

Nguén A Nguén B
Nguwéi Ma Ma Glal Giai Ngué&i
A héa héa * mia > B
#E L& A5 %8 #$%& 258

C=E
Tinh méit va tinh Xac thye M= DK:‘af%ﬁi((I::?))

Hinh 2.4: So' d6 minh hoa tinh mét va tinh xdc thwce ciia hé ma khéa cong khai

2.2.4. C4c yéu cdu cia hé mat ma khoa cong khai

e Cong viéc tinh toan thi dé dang ddi véi cac thanh vién khi mudn tao mot cap
khoa ( bao gom khoa cong khai ke va khoa riéng kq)

e Cong viéc tinh toan thi d& dang cho ngudi gui, khi biét khda cong khai va
thong diép M can ma hoa thanh mot ban ma tuong tng C = Exe(M).

e Cong viéc tinh toan thi dé cho nguoi nhan, st dung khoa riéng dé giai ma
ban ma C, khoi phuc lai doan tin ban dau: M = Dkgs(C) = Dkde [Exes(C)].

e Tinh toan khong tinh n6i ddi véi nguoi tham ma, khi biét dugc khda cong
khai ke, mudn xac dinh khoa bi mat K.

e Tinh toan khong tinh néi, d6i véi cac tham ma khi biét dugc khda cong khai
ke V& ban ma C dé khoi phuc lai thong diép M ban dau.

Nhan xét: Hé thong ma hoa khoa céng khai khdng han 1a dam bao duoc tinh
an toan tuyét déi. Bai vi vai mot ban ma C quan sat dugc, vé mat ly thuyét nguoi
tham ma déu co thé tim ra ban rd M sao cho C Ia ban mé duoc ma héa tir ban ré M.
Tuy nhién, viéc giai bai toan nguoc 14 rit kho, mat rat nhiéu thoi gian.

2.3. Ky thuat ma hoa khoa cong khai

M4 hoa khoa dbi xtng dd va dang duoc sir dung rat rong réi, tao ra nhiéu hé
thong lién lac mot cach an toan qua mang cong cong. Tuy nhién, ma hoa khoa
d6i xang gap mot sb van dé, dic biét ddi véi cac hé thong on:

Vén dé quan ly khéa (Tao, luu mat, trao chuyén ...) 1a rat phtc tap va ngay

cang khé khi sir dung trong méi trudng trao doi tin gitta rat nhiéu nguoi ding. Véi
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s6 luong user 1a n thi sé lwong khoéa can tao 1ap 1a n(n - 1)/2. Mi nguoi dung phai
tao va luu (n-1) khoa bi mat dé lam viéc véi (n-1) nguoi khac trén mang. Nhu vay
rat kho khin va khong an toan khi n ting 16n.

Vén dé thi hai 13 trén co s& ma ddi xung, khdng thé thiét lap duoc khai niém
chir ky dién tir (ma thé hién duoc cac chie ning cua chir ky tay trong thuc té) va
cling do d6 khong c6 dich vu khong thé pha nhan dugc (non - repudiation) cho cac
giao dich thwong mai trén mang.

Xuat phét tir sy han ché cia phuong phap ma hoa ddi xang, ma khéa cong
khai hay ma hod bdr di xing (asymmetric algorithm) di ra doi va nhanh chéng tao
ra mot cuoc cach mang trong toan b lich sir ma hoa.

2.3.1. Ma khoa cbng khai

Diffie va Hellman trong cac cong trinh ciaa minh (1975 - 1976) da dé xuat mot
loai hé ma véi nguyén tic méi goi 12 hé ma véi khoa cong khai (public key
cryptosystems), trong d6 hé ma dwoc gin véi mot nguoi sir dung (user) nhat dinh
cha khéng phai gan vai mot cudc truyén tin gitta mot cap ngudi ding.
Trong hé thng ma hda khoa cong khai, mdi user c6 hai khda , mot duoc goi 14
khoa bi mat (secret key hay private key) va mot duoc goi la khéa céng khai (public
key). khéa thir nhat chi minh user biét va gitr bi mat, khoa thir hai dwgc phd bién
cong khai. khoa thir nhat thuong di lién véi thuat toan giai ma, con khoa thir hai
thuong di lién véi thuat toan sinh ma, tuy nhién diéu dé6 khong phai 1a bat budc. ky
hiéu z la khoa riéng va Z la khoa céng khai.

Hoat dong cua ching 1a ddi xung:

X =D(z E@Z,X)) (1)
Va  X=EZDzX) (2

Trong d6 (1) duoc st dung cho truyén tin mat : B, C, D mudn gui tin cho A
chi viéc ma hoa thong tin véi khda cong khai (ZA) caa A roi gui di. Chi c6 A méi
c6 thé co khoa riéng dé giai ma (zA) va doc dugc tin, E di nghe trom ciing khong

thé giai ma dé lay duoc tin vi khéng cé khoa zA.
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Con (2) s& duoc st dung dé xay dung cac hé chit ky dién tr (Ky bing E(ZA)
va kiém dinh biang D(zA)).

Encryption Dec ich
ryp - rypt

CrearAlic s f Drear i

| haws @ kN | | haowe

revierred |L [ ':I'IS “+ reviered

the newre.. |: =l_ the new..
Criginal Publis scrambled Private Ciriginal

data l¢.ey data ey data

Hinh 2.10: So' do minh hoa Public-key Crytography
2.3.2. Nguyén tic cdu tao mét hé khoa céng khai

Mot hé ma PKC c6 thé duoc tao dung trén co sé sir dung mot ham kiéu one —

way (mot chiéu). Mot ham f duoc goi 1a one — way néu:
« B4i v6i moi X tinh ra Y = f(X) la dé dang;
« Khi biét Y rat khé dé tinh ra X.

Can mot ham one — way dac biét ma c6 trang bj mot trap — door (cira bay), sao
cho néu biét trap — door thi viéc tinh X khi biét f(X) la d& dang con nguoc lai s& kho
khan.

Mot ham one — way c6 trap — door nhu thé c6 thé dung dé tao mot hé ma PKC.
L4y E; (ham sinh m&) 1a ham one — way c6 trap — door. Trap — door chinh Ia khda bi
mat, ma néu biét né thi c6 thé d& dang tinh duoc nghich dao cua E; tuc 1a biét D,
con néu khong biét thi rat kho tinh duoc.

Nhiing giai thuat khoa cong khai dira vao khoa cong khai dé ma hoé va khoa
bi mat c6 lién quan dé giai ma. Nhu vay, mdi nguoi tham gia vao hé thong déu co
hai khoa : kh6éa mé hoa E va khoa giai mé D.

Nhitng giai thuat nay c6 nhirng dac tinh quan trong sau:

« D(E(P)) = P (Plaintext - ban tin ma hod)

« Khéi luong tinh toan khong kha thi dé xac dinh khoa giai ma D khi chi biét
giai thuat mat ma va khéa ma hoa E.

« Khong thé phat hién khéa ma hoé E tir ban tin P chon san

« Trong mét s6 giai thuat nhu RSA con ¢6 dic diém: hoac mét trong hai khoa

lien quan c6 thé duoc str dung cho ma héa con khoa kya dugc ding cho giai ma.
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« Ngoai ra c6 mot dac tinh khac, dé 1a viéc tinh toan cho cac bén tao cap khoa
ma hoé - giai ma, viéc tinh toan khi biét ban tin can ma hoa va khoa cong khai cua
bén kya dé tao ban ma twong ung, viéc str dung ban tin di duoc ma hoa va khoéa bi
mat caa minh dé khéi phuc ban tin ban dau phai d& dang thuc hién va véi toe do
cao.

Céc budc can thiét trong qué trinh ma héa khéa cong khai:

« Mdi hé théng dau cudi trong mang tao ra mot cip khoa dé dung cho ma hoa
va giai ma doan tin ma no sé nhan.

« Mbi hé thong cong bé rong rdi khéa ma hoa bang cach dit khoa vao mot
thanh ghi hay mot file cong khai. Pay la khoa cong khai (public key), khoa con lai
duoc gitr riéng (private key).

«Néu A mudn giri mot doan tin P toi B thi A ma hoa doan tin bang khoa
cbng khai Eg cua B (guri Es(P) cho B).

« Khi B nhan doan tin m& héa, n6 giai ma bang khda bi mat Dg cia minh
(tinh De(Es(P))=P). Khdng mét ngudi nao khac co thé giai ma doan tin ma nay boi
vi chi c6 minh B hiét khéa bi mat do théi.

Véi cach tiép can nay, tat ca nhing nguoi tham gia ¢ thé truy xuat khoa
cong khai. khoa riéng duoc tao ra boi tirng c& nhan, vi vay khong bao gio dugc
cong bd. O bat ky thoi diém nao, hé thong ciing co thé thay doi khda riéng caa no
va cong bd khoa cong khai twong tng dé thay thé khéa cong khai cil.

2.4. Tong két chwong 2

Qua chuong nay chung ta ¢3 nam duoc cc co s toan hoc 1a co s¢ dé nghién
ctru cac hé mat ma hoa khda cong khai va chix ki s6. Tim hiéu khai quét vé hé ma
hoa khoa céng khai ndi chung va hé ma hoa khda cdng khai RSA nai riéng. Nghién
ctru vé chir ky s6, cac yéu cau dbi vi mot hé chix ky va luge dd chung cua chir ky

I4
A

SO.
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CHUONG III. CHU KY SO VA HAM BAM

Hé mat ma khéa cong khai RSA 1a hé mat ma dau tién dwa vao phuong phap
ma hda khoa bat ddi xung, dugc dua ra vao nam 1977 bdi cac gido su Ronald
Rivest, Adi Shamir, va Leonard Adleman, nhim sir dung cho ca hai muc dich bao
mat thong tin va chix ky dién tir. Hé mat ma nay duoc thiét ké 1am viéc trén truong
s6 Zn, c6 d6 an toan phuy thudc vao do kho giai bai toan phan tich sé nguyén N Ion
ra c4c thira s6 nguyén to.

Vin dé cua thyc tién trong thanh toan dién tir 12 1am sao xac thuc duoc viéc
thanh toan do c6 bi gia mao hay khong, hay c6 mot tic nhan nao dé c6 tinh 1am thay
d6i nhitng dit liéu trong qua trinh thanh toan d6. Ham bam (hash) s& gilp ching ta
giai quyét van dé nay. Ham bam (hash), 12 mot thuat toan dung dé bién mot thong
diép & dau vao (input) cd chiéu dai thay doi bat ky, thanh mot gia tri & dau ra
(output) c6 chiéu dai cb dinh, gia tri dau ra(output) duoc goi la gia tri hash. Ham
bam duoc st dung trong rat nhiéu linh vuc tinh toan, mat ma 1a mot trong sé do.

3.1. Bai toan phén tich s6 nguyén

Bai toan phan tich s6 nguyén la mot trong nhiing bai toan dwoc quan tam
dén nhimg nam gin day, d6 an toan cua nhiéu ky thuat mat ma phu thudc vao su
khong giai ndi ciia bai toan nay nhu hé mat ma RSA, lugc do chit ky RSA...
Bai toan 1 (Bai toan phan tich sé nguyén): Cho mét sé nguyén duong N, tim céc
thira s6 nguyén t6 ciia N. Nghia 13, N = p1®, p2%2, ...pi® , véi pi 1a nhiing s6 nguyén
t6 phan biét va e > 1 (véii=1,..., k).

Bai to4n nay dugc tin tudng 1a kho giai khi N 1a mét s6 nguyén 16n, ¢é nhiéu
thuat toan dé giai bai toan nay. Nhung hién nay van chua cé thuat toan nao hiéu qua
dé phan tich sb nguyén N c6 khoang 232 chir s6 thap phan (768-bits) tra 1én.

Bai toan 2 (Bai toan RSA): Cho s6 nguyén dwong N la tich ciia hai sb
nguyén t6 phan biét p va q (N = p =q), sé nguyén e sao cho théa mén ged(e, (p — 1) =
(q—1)) = 1, va sé nguyén c. Tim mot sé nguyén m sao cho m¢ = ¢ (mod N).

RS rang bai toan RSA ciing c6 d6 kho twong ty nhu bai toan phan tich sb

nguyén, nhung n6 dé& dang duoc giai néu nhu biét duoc hai sé nguyén té p va g.

27



3.2. M6 ta cac qua trinh tao khod, ma hoa va gidi ma
3.2.1. Tao khoa
Dé sir dung duoc hé mat ma khoa cong khai RSA, trudc tién mdi ngudi phai
tao riéng cho minh mét cip khda gom khoa cong khai, va khoa riéng nhu sau:
« Tao hai s6 nguyén té phan biét p va q 16n, sao cho bai toan phan tich that sy
la kho giai (kich c& mdi s6 khoang 512 bits — 1024 bits).
e TinhN=p«gvad(N)=(p-1) ~(qg-1), (¢p(N) Ia Euluer Totient Function)
« Chon mét s6 nguyén ngau nhién e sao cho 1 < e < d(N) va ged(e, p(N)) = 1
« Sir dung thuat toan Euclide ma rong, dé tinh s6 nguyén d duy nhat, sao cho
0<d<d(N)vae«d=1mod p(N) (d la nghich dao cua e modulo N)
o Cong bd hai s6 (e, N) lam khéa cong khai, con (d, N) duoc gitr bi mat 1am
khoa riéng. Cac sé nguyén tb p, q s& bi x6a khi két thic qua trinh tao khoa.
» M4 hoa:
Hé RSA la mot hé mat ma dién hinh vé kiéu ma hoa khoi. Nghia 13, thong
diép duoc chia thanh nhiéu khdi (hoic chudi) c6 chiéu dai ¢ dinh, va mdi khdi s&
dugc ma hoa riéng. Gia st dé gui thong diép bi mat M cho ngudi B trong nhom gui
thong tin an toan, nguoi A phai thuc hién cac budc nhu sau:
o Lay khoa cong khai dich thuc cia nguoi nhan B (e, N).
o Thuc hién mot thuat toan dé bién d6i thong diép m thanh nhiing sé nguyén
M; twong (ng sao cho Mi <N, (i = 1,..., k). vi du nhu phép bién déi sau:
— Bién d6i céc ky tu trong thong diép m thanh cac sé nguyén theo qui tic: U
00, A< 01, B« 02,..., Z <> 26 (Vi U la khoang trang).
— Chia thong diép vira bién doi thanh k nhém cé chiéu dai bang nhau, mdi
nhom biéu didn mot s nguyén Mi e {0,..., N — 1} (voi 1 <i<K).
« Thuc hién ma hda lan luot cho tirng s6 Mi — Ci bang cach tinh:
Ci = Exe(Mi) = Mi® (mod N).
Tap cac s6 nguyén {Ci, Ca,...,C«} 1a ban ma dé giri dén ngudi nhan B.

e Giai ma:
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Dé thuc hién qué trinh giai m4, khdi phuc lai noi dung cua thong diép M tir
ban ma C nhan dugc, nguoi nhan B s€ thuc hién cac budc nhu sau:
e Thyc hién giai ma lan luot cho tirng s6 nguyén Ci— M; bang cach tinh:
Mi = D(Ci) = Ci¥ (mod N) véi 0 < M;i < N, (d la khoa bi mat cua B).
e Thuc hién phép bién déi nguoc lai tir cac s& M; thanh cac chudi ky tu
tuong tng, dé khdi phuc lai ndi dung thong diép M ban dau.

Bang 3: Bang tom tdr cdc burdc tao khod, ma hod, gidi ma cia hé RSA

Tao khoa: M4 hoa: khéi ban r6 M <N

e Tao 256 nguyén tb I6n p va g e Tinh: C=M®mod N

e TinhN=p=«qva Gui khbi ban ma (sb nguyén)
Tinh p(N) = (p-1) = (g-1). C dén nguoi nhan

e Chon 1<e<p(N): gcd(dp(N), ) =
1.
e Tinhd=e'mod d(N)

Giai ma: khdi ban mi C <

N
(dung thuat toan Euclidean mo

e Tinh: M =CYmod N

khdi phuc lai khéi ban r (s6

rong).

e Khoa cdng khai: ke = (e, N)
e Khoa riéng: ke = (d, N)

nguyén) M ban dau

3.2.2. Ham bam

Ham bam (hash), 1a mot thuat toan dung dé bién mot thong diép M ¢ dau vao
(input) c6 chiéu dai thay doi bat ky, thanh maot gia tri h & dau ra (output) c6 chiéu
dai ¢ dinh, h duoc goi 1a gié tri hash. Ham bam duoc sir dung trong rat nhiéu linh

vuc tinh todn, mat ma 1a mot trong sé do.
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Input Output
( do dai thay doi ) ( do dai co dinh )

Ham Bam
|

Hinh 2.5: So' dé minh hoa ham bam (HASH)

& Hai tng dung phd bién nhét ctia ham hash trong linh vuc mat ma Ia:

e Nén thong diép thanh mét khbi nho c6 chiéu dai xac dinh, phuc vu cho cac
luge dd chir ky dién tar, khdi dix liéu nho nay goi 1 thong diép thu gon (Message
Digest). Vi du nhu chir ky dién tor DSA (Digital Signature Algorithm) dung ham
bam SHA-1 dé tao thong diép thu gon dai 160-bits.

e Kiém tra tinh toan ven dir liéu (Data Integrity), nghia 1a kiém tra xem di
licu ¢ bi thay doi trén duong truyén hay khong, bang cach tao ma chang thuc
thong diép MAC (Message Authentication Code).
3.2.2.1. Y&u cau cua mét ham bam

& Ham hash dung trong linh vuc mat ma phai thoa céc tiéu chuan sau:

e Thong diép (Message) ¢ dau vao cd chiéu dai bat ky.

e Thong diép thu gon (Message digest) dau ra c6 chiéu dai cé dinh (da nho).

e Ham bam H(x) dé dang tinh toan cho moi thong diép x

e Ham bam H(x) 12 ham mot chiéu (one-way-function): cho trudc mot gia tri
hash h thi khoé tinh toan dé tim ra thong diép ¢ dau vao x sao cho H(x) = h.

e Dung do (collision-free): ham bam H(x) c¢6 hai cip dung do Ia:

e Dung do cip d6 yéu (Weakly collision-free): cho truéc thong diép X,
khong thé tinh toan tim ra mot thong diép y khac x ma H(x) = H(y).

e Dung do cap do manh (Strongly collision-free): khong thé tinh toan dé tim
ra hai thong diép bat ky x va y khac nhau, ma c6 ciing gia tri hash, nghia 1a H(x) =
H(y).
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3.2.2.2. Ung dung ham bam

Céac ham bam dugc ung dung trong nhiéu linh vuc, chung thudng duoc thiét
ké pht hop véi tirng tng dung. Vi du, cac ham bim mat ma hoc gia thiét sy ton tai
ctia mot ddi phuong — ngudi ¢6 thé ¢d tinh tim cac dir liéu vao vai cing mot gia tri
bam. M6t ham bam tbt 13 mot phép bién d6i “mot chiéu”, nghia 1a khong c6 mot
phuong phap thuc tién dé tinh toan duoc dir liéu vao nao d6 twong @ng véi gia tri
bam mong mudn, khi d6 viéc gia mao s& rat kho khan. Mot ham mot chiéu mat ma
hoc dién hinh khong c6 tinh chat ham don anh va tao nén mot ham bam hiéu qua;
mot ham trapdoor mat ma hoc dién hinh 1a ham don 4nh va tao nén mot ham ngau
nhién hiéu qua.

Bang bam, mdt ing dung quan trong cua cac ham bam, cho phép tra cuu
nhanh mot ban ghi dit liéu néu cho trudc khoa cia ban ghi d6 (Luu ¥: cac khoa nay
thuong khong bi mat nhu trong mat ma hoc, nhung ca hai déu duoc ding dé “mé
khoa” hodc dé truy nhap thdng tin.) Vi du, cac khda trong mot tir dién dién tar Anh-
Anh c6 thé 1a cac tir tiéng Anh, cac ban ghi twong @ng véi ching chaa cac dinh
nghia. Trong truong hop nay, ham bam phai anh xa cac xau chir cai tai cac chi muc
cua mang noi bo cua bang bam.

Cac ham bam danh cho viéc phat hién va sira 15i tap trung phan biét cac
truong hop ma dir liéu da bi lam nhiu boi cac qua trinh ngau nhién. Khi cac ham
bam dugc dung cho cac gia tri tong kiém, gia tri bam tuwong dbi nho c6 thé dugc
dung dé kiém chang rang mat file dit liéu c¢6 kich thuéc tly ¥ chua bi stra d6i. Ham
bam duoc dung dé phat hién 15i truyén dir liéu. Tai noi guri, ham bam dugc tinh cho
dit liéu duoc gui, gia tri bam nay dwoc gui cung dit liéu. Tai dau nhan, ham bam lai
duoc tinh 1an nira, néu cac gia tri bam khong tring nhau thi 16i da xay ra & dau do
trong qua trinh truyén. Viéc nay duoc goi la kiém tra du (redundancy check).

Céc ham bam con dugc wng dung trong viéc nhan dang am thanh, chang han
nhu xac dinh xem mot file MP3 cé khaop véi mot file trong danh sach moét loai cac

file khac hay khéng.
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3.2.3. Chi# ky so

Trong giao dich dién tur ndi chung va thuwong mai dién tur ndi riéng, qua trinh
trao d6i thong tin tuong tac gitta cac thanh vién, doi hoi phai c6 mét co ché hay hé
thdng xac dinh ngudn goc chu so hitu cua théng tin. Gidng nhu trong linh vuc tai
licu thong thuong, néu nhu chir ky viét tay 1a dé ching minh tac gia hay ngudi cong
nhan noi dung cua tai liéu, thi linh vuc tai liéu dién tir cling c6 mot tiéu chuan nhu
vay vé “chir ky”, goi la chit ky dién tir (digital signature).

Chir ky dién tir 12 mot doan dit liéu ngan dinh kém véi vian ban goc dé ching
thuc tac gia cua vin ban va gitp ngudi nhan kiém tra tinh todn ven cua ndi dung
van ban gbc. Vé nguyén tic cua chix ky dién tir cling gan nhu chit ky thong thuong,
vi dy nhu néu nguoi A mudn gui thong diép cho nguoi B, thi A s& gui chit ky cung
Vi thong diép ciia minh cho B. Khi nhan dugc thong diép va chit ky, bang cach nao
d6 dé B c6 thé xac dinh chit ky kém theo thong diép c6 phai cua ngudi A hay
khong. Diém khéc biét giita chir ky dién tir va chit ky thong thuong 1a: chir ky thong
thuong thi ndm bén trong thong diép, va chit ky ciia mot ngudi 1a ludn giong nhau ¢
moi thong diép, con chir ky dién tir thi dugc giri kém véi thong diép nhung tach
biét, va chit ky cia mot nguoi cho cac thong diép khac nhau la hoan toan khac
nhau.
3.2.3.1. Yéu cdu cia mét hé thong chir ky dién ti

& Haé thong chir ky dién tir can thoa man cac yéu cau sau :

« Tinh an toan (security): chit ky khdng thé lam gia duoc néu khdng biét
thong tin bi mat (private key) dé tao ra chit ky.

« Tinh hiéu qua (performance): ky va xac nhan chir ky nhanh, dé dang.

« Chéng nhan ban chit ky: chit ky khéng thé sao chép dé dung lai sau nay. Vi
du A ky chang nhan cho phép B rit mot sb tién, can phai c6 cach nao d6 dé B
khong thé dung chitng nhan nay lai lan thi hai.

« Tinh khong thé phii nhan (non-repudiation): ngudi ky khong thé phi nhan

chir ky ciia minh khi da ky vao tai liéu.
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3.2.3.2. Luoc do chung cua chir ky dién tir

Mot luoc d6 chir ky dién tir bao géom 2 thanh phan: thuat toan ky, va thuat
toan xéac nhan chir ky. Nghia 13, néu ngudi A mudn giri cho ngudi B mot thong diép
X, thi A ding mot thuat toan va khoé bi mat ciia minh dé tao chit ky y = signkda(X),
roi guri ca thong diép x 1an chit ky y cho B. Sau khi nhan duoc thong diép x va chit
ky y. B s& dung thuat toan cing véi khoa cong khai cua A dé xac nhan chit ky y ¢6

phai la chir ky cua A cho thong diép x nay hay khéng verifykea(X, y) = {true, false}.

Kinh Al s Kinh e s
ol Thong diép ; g:,"; Théng diép
Message
digest
Ham —’ Ham :
HASH Chupén HASH &
qua 7
l N s sanh
—r—v [y N — J —
Message Private  Chi Chit  Public Message
digest key ky k key digest

Hinh 2.6: M6 hinh tong qudt ciia chiv ky dién tiv
& Cac buac thuc hién tao chir ky dién ta:
e Ngudi gui st dung mot ham bam, dé bién doi thong diép x thanh mét thdng
diép thu gon (message digest) h c6 chiéu dai ¢ dinh: h = Hash(x).
e Ngudi gui ding khod riéng kg caa minh mé hoa chudi h: y = Exa(h), két qua
y thu duoc chinh 1a chit ky dién tir (digital signature) ddi véi thong diép .
e Cudi cuing chir ky y cd thé duoc ndi vao cubi thong diép x hoic luu vao mot
file giri kém v&i thong diép. Sau khi di ky nhan moi sy thay do6i cia thong diep s&
dugc phat hién trong qué trinh kiém tra xac nhan chir ky. Piéu nay dam bao cho
ngudi nhan tin rang thong diép ho nhan duoc dich thuc 13 cua ngudi giri va noi

dung théng diép hoan toan khéng bi thay doi.
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Théng diép gbc
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Hinh 2.7: So' do6 minh hoa cdc buwéc tao chir ky dién tiv
& Cac budc thuc hién kiém tra tinh dung cua chit ky dién tir:
— Nguoi nhan dung khoa cong khai (key public) ke ctia nguoi giri dé giai ma
chir ky dién tur y vira nhan, khoi phuc lai thong diép thu gon: hi = Die(y).
— Nguoi nhan st dung ham bam gidng nhu ngudi gui dé bién doi thong diép
X nhan dugc thanh thong diép thu gon: h = Hash(x).
— So sanh két qua, néu hy = hz thi chap nhan chix ky 1a cua ngudi gui. Nguoc

lai, chir ky trén thong diép khong dugc chap nhan.

Théng diép Théng Hambim | Thiong diép thu gonh;
' < T| (HASH)
Kinh gii diep goc
v |
Public key So sanh
E’"'&"EJ (compare)

w92 3ika o *

Chit k difn tir M

hing diép thu gon hy

Hinh 2.8: So dé minh hoa cdc buwdc kiém tra chir ky di¢n tir
Nhan xét: Lugc do chit ky dién tir theo kiéu nay, cho phép xac dinh duoc
cha nhan dich thyc cua théng diép, dong thoi dam bao nodi dung cua théng diép
khong bi stra d6i hay lam gia mao boi ngudi khac trong qué trinh truyén di trén
mang. Nhung ndi dung cua théng diép co thé doc duoc, do trong luoc dd nay chi
thuc hién ma héa mot khéi dir liéu nho dat trung cho thong diép ma khong ma hoé

toan bo thong diép, diéu nay khong ph hop véi nhu cau trao dbi cac thong tin bi
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mat thdng qua internet. Vi vay dé c6 thé dam bao duoc bi mat cua noi dung, ngudi
giri can thyc hién qua trinh ma hoa thong diép bang khoa cong khai cia ngudi nhan,
trude khi thuc hién ky xac nhan vao tai liéu, va nguoi nhan phai thuc hién thém mot
buéc giai ma thong diép bang khoa riéng cua minh sau khi kiém tra dang chit ky

Cta nguoi gui.

Thing diép  ban ma bén m Private 1
&
Kinh sish i ey By [y
ne , ’ Sl B
gm—I—**m g m—;‘ qui:
...... . g;“ E-“.E - awsana,
...... Public | *- ;
key l l Message | Thang diép
B . digest
Ham ‘O" Him | So sanh
HASH intelnet HASH {tlu& 'alse}
e L)

Message Private  Chi Chil  Public Message
digest kzy ky kj key  digest
A

Hinh 2.9: M6 hinh chir ky dién twr dung qud trinh ma hoa va gidai ma
& Cac budc thuc hién mé hoa va tao chir ky cho thong diép
e Nguoi giri A mé hoa thong diép x bang khéa cong khai cua ngudi nhan B:
C = Ekes(X). (kes la khoa cong khai cua nguoi nhan B)
e Nguoi gui A thyuc hién budc tao chir ky dé xac nhan ban ma C véi khoa
riéng caa minh: y = Sigkda(C).
e Gtri chit ky y va ban ma C dén nguoi nhan B.
& M0 ta cac budc kiém tra chir ky va giai ma thong diép
e Nguoi nhan kiém tra chir ky trén thong diép bing khoa cong khai cua
nguoi gui A: verkea(C, y) = {true, false}.
o Néu budc kiém tra & trén 1a ding (true), thi nguoi nhan tiép tuc thuc hién
qua trinh giai ma C vai khoa riéng ctia minh: X = Digs(C), dé khoi phuc lai thong

diép x. Nguoc lai chir ky cua A ddi véi tai liéu x 1a khong hop 18.
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3.2.3.3. Ung dung chi ky dién tir

Mot e-mail c6 thé dugc Ky bang chix ky dién tir va dam bao nguoi nhan cé
thé chic chin rang email d6 ding 1a cta ngudi giri, chir khong phai e-mail gia mao.
Pé dam bao dugc yéu té nay, ngudi gui va ngudi nhan déu phai st dung ciing mot
hé thdng chimg thu sd.

Vy vai tro trong chix ky dién tir cia chimg thu s 1a gi? Dich vu ching thu

s6 thuong duoc st dung nhiéu trong cac hoat dong giao dich thuong mai dién ti,
dic biét trong thanh toan tryc tuyén cua ngan hang.
Nguoi ding, ngoai cach bao mat thong thuong bang mat khau, ciing can ding mot
chtng thu s6 ca nhan dé xac dinh danh tinh caa minh, xac nhan céc hoat dong giao
dich cua minh tai ngan hang. Ching thuc sb s& gitip ngan hang dam bao cac khéch
hang khong thé chéi bo cac giao dich cua minh.

Cac hoat dong lién ngan hang nhu thanh toan, chuyén khoan...trong giao
dich dién tr cling déu phai sir dung chiing thuc sé dé xac dinh rd danh tinh cua céc
bén tham gia, trdch nhiém cua cac bén trong tirng loai giao dich. Pay la quy trinh
bao mat quan trong, 14 co s¢ phap 1y dé cin ca khi thuc hién céc hoat dong giao
dich truc tuyén.

Khong chi nim trong linh vuc thuong mai dién tir, chimg thu sé hién con
duoc st dung nhu mot dang ctia chirng minh thu nhan dan. Tai cac nudc phat trién,
chang thu s6 (CA ) dugc tich hgp vao cac con chip nhg nam trong thé tin dung dé
tang kha ning bao mat, chéng gia mao, cho phép chu thé xac minh danh tinh cua
minh trén cac hé thong khac nhau nhu xe bus, thé rut tien ATM, ho chiéu dién ti tai
cac ctra khau, kiém soat hai quan ...

Chir ky dién tir dwong nhu da 1a mot phan khdng thé thiéu cua cac doanh
nghiép hién dai, mudn phat trién nhanh va xa hon
3.2.3.4. Lwoc dé chir ky dién tir RSA

Hé mat ma khoa cong khai RSA ciing ¢6 thé duoc st dung dé cung cap mot
hé thdng chit ky dién tir bang cach ddo nguoc vai trd cua qua trinh mé hda va giai

ma. Mudn thuc hién luoc dd chir ky dién t RSA, mdi ngudi st dung phai tao mot

36



cap khoa, bao gém khoa cong khai va khéa riéng gidng nhu trong luoc do6 ma hoa
va giai mi RSA, dong thoi théng nhat sir dung ciing mot ham bam H(x). Gia st dé
tao chir ky cho thong diép (tai liéu) m nguoi stir dung A thuc hién nhu sau :

e Tinh thong diép thu gon M = H(m) ( M 1a duy nhat d6i véi thong diép m).

e Tinh S = Signkd (M) = MY mod N (véi d la khéa bi mat ciia ngudi ky A).

e Két qua S thu dugc chinh 1a chir ky cua A dbi voi théng diép m.

Khi kiém tra chix ky cua tai liéu nhan dugc nguoi st dung B thuc hién nhu sau:

o Lay khoa cong khai dich thuc cua nguoi ky A (N, e) (¢ tai thu muc chung).

« Kiém tra chit ky S < N; néu khong thi tir chéi chit ky.

e Tinh M’ = S* mod N.

e Tinh M = H(m).

« Chap nhan chix ky 1a dung cua ngudi guri, néu va chi néu M 0 M”.

Néu qua trinh kiém tra chir ky dung (Verk(m, S) = true) thi ngudi nhan B
chic chin rang thong diép m dich thuc 12 cia nguoi A giri va ndi dung thong diép
khong bi thay doi hay bi 1am gia mao bai ngudi khac khi truyén di trén mang.
3.2.3.5. Tom tat va két ludn ing dung

Lugc db chit ky RSA 1a luge d6 duoc dung phd bién nhat trong cac ung
dung bao mat do c6 do an toan va hiéu qua thuc hién tét nhat hién nay. Cac thuat
toan ciing don gian, va dé hién thyc.

Luoc d6 chir ky dién tir RSA duogc chon dé tich hop vao hé thong bao vé an toan
thu dién tir ciia dé tai. Kém theo véi luoc do chir ky RSA la thuat bam MD5 ciing
dugc chon dé phd hop cho yéu ciu tao thong diép thu gon (message digest ) dai
128-bits tir thong diép dau vao c6 chiéu dai bat ky, phuc vu cho hé thdng chir ky.
3.3. M ta hé thong

Nguoi ban cung cip san pham téi khach hang théng qua mot may cha ban
hang. Khéch hang lya chon san pham can mua, lua chon hinh thic thanh toan théng
qua trinh duyét Web phia nguoi mua. Qud trinh thanh toan sé do mét may chu thanh
toan thuc hién. Ca ngudi ban va ngudi mua déu phai ding ky tai khoa n véi may

cha thanh toan. Khi khach hang chap nhan mua san pham, mét yéu cau thanh toan

37



s& duoc chuyén toi may chu thanh toan. Néu thanh toan thanh cong, may chu thanh
toan guiri mot chung chi xac nhan tai khach hang. Khach hang gui xac nhan téi may
cha ban hang cua ngudi ban, khi d6 khach hang nhan san pham d3 mua. Qu4 trinh
truyén thdng gitra cac bén tham gia duoc bao dam bang céch sir dung chit ky sb trén
cac thong diép truyén di. Cu thé, lugc dd chit ky sé duoc sir dung trong hé thdng
nhu sau:
- User sau khi dang ky tai khoan thanh céng, sé dugc cap khoa cong khai (eq,
Ni) va khoa bi mat (d1, N1) dd dugc ma hoa va luu trong co s& dit lieu cia moi
nguoi dung.
- Server str dung ham bam SHA-1 dé bam thong diép X. X & day la thong tin
dit hang caa User bao gom: thong tin c& nhan, thong tin san pham da dat.
Khi hoan tat cac thao tac thém san pham vao gio hang, dién cac thong tin dat
hang. Hé thdng s& tu dong thuc hién cac cong viéc sau:
1. Thu gon thong diép X bdi ham bam: Y = H(X)
2. User giai ma khoa bi mat va ding n6 dé ky 1én thong diép da bam Y
(thong diép rat gon) dé tao ra chit ky sé trén Y bang cach tinh S = modN1
3. User gui cap (X, S) la chix ky S cho Server. Sau khi nhan duoc cap (X,
S), Server tién hang kiém tra chit ky nhu sau:
= Dung ham bam H dé rit gon thong diép X thanh Y = H(X)
= Server sir dung cap khoa cong khai (e1, N1) cua User dé tinh Y =
modN1. Néu Y! = Y thi Server chap nhap chit ky S trén thong diép X cua
User la ding. Ngugc lai Y! # Y thi Server khong thira nhan S la chit ky
cua User trén thong di¢p X vi cho day 1a chir ky gia mao hoac thong diép
da bi thay doi.
3.3. Phén tich hé thong
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3.3.1. M hinh h¢ théng
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Hinh 4.1: M6 hinh hé thong

M6 hinh hé théng dugc thé hién trong hinh 6.1. Mé hinh gédm 3 node tham gia
la Client, Server ban hang va Server thanh toan.. Trudc khi tham gia mua bén, ca
nha cung cap va khach hang déu phai ding ky tai khoa n va dich vu thanh toan véi

Server thanh toan.
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+ Server ban hang — VendorServer: Cung cip dich vu mua ban hang qua
mang. Nha cung cap s& théng qua Server may chu ban hang dé phan phdi mau san
pham dén ngudi mua, nhan vé yéu cau mua cua khach hang va chuyén san pham da
duoc thanh toan téi ngudi mua.

+ Server thanh todn — Payment Server: Cung cip dich vu thanh toan. Viéc
thanh toan gitra nguoi ban va nguoi mua s€ do server thanh toan dam nhiém. Viéc
chuyén tac vu thanh toan cho may cha thanh toan thyc hién s& giam dwoc ganh ning
cho may chi ban hang va ting mac do an toan cho hé thong. Khi xay ra tranh ci
gitra nguoi ban va nguoi mua thi may chua ban hang sé dong vai tro bén thir ba tin
cay dé giai quyét. Sau khi thuc hién thanh toan, may chu thanh toan giri mot xéac
nhan 1am bang ching thanh toan cho ngudi mua.

+ Client — Customer: Khach hang tuwong tac véi hé théng thong qua mot giao
dién (trinh duyét Web) dugc cung cap boi node Client. Client nhan yéu cau mua
hang tir phia khach hang, gai yéu cau thanh toan tgi may chu thanh toan, nhan vé
xé&c nhan thanh toan tir may cha thanh toan, sau d6 gui yéu cau chuyén hang cing
xé&c nhan thanh toan tgi may chu thanh toén va nhan vé san pham tir may chu thanh
toan.

3.3.2. C4c chife ning chinh ciia hé thong

« Dang ky thanh vién

Chtrc nang nay cho phép mot khach hang mai dang ky 1a thanh vién sir dung
hé thong.

% Dang nhdp hé théng.

Khach hang dang nhap hé théng s dung username / password di ding ky
Vv6i hé thdng. Sau khi dang nhap khach hang c6 thé thuc hién dang ky tai khoa n voi
Server thanh toan va thuc hién mua hang.

% Dang ky tai khoa n.

Chure ning nay dugc thyc hién dong thoi khi nguoi dung dang ky thanh vién.
Cho phép khéch hang va nha cung cép ding ky mot tai khda n véi mot nha cung cap

dich vu thanh to4n — may chu thanh toan, tai khoa n ndy duoc dung dé thanh toan
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giita hai bén mua va ban. Sau khi yéu cau dang ky tai khoa n dwoc thyuc hién, may
chu thanh toan s& guri lai 1D va s tién hién co trong tai khoa n cua bén diang ky va
khoa cong khai ciia Payment Server ding cho viéc trao ddi thdng tin sau nay.

% Thanh toan.

Chirc nang nay do Payment Server thuc hién khi c6 mot khach hang
(Customer) chap nhan mua hang, vd mét yéu cau thanh toan duoc g tir khach
hang toi Server thanh toan. Trong yéu cau thanh toan chtra s6 1D cua ngudi mua, 1D
ctia ngudi ban va tong sb tién can thanh toan. Payment Server s& chuyén sé tién can
thanh toan tir tai khoa n cua khach hang sang tai khoa n caia nha cung cap. Sau do,
Payment Server gui mot ching thyc x&c nhan da thanh toan cho khach hang
(Customer). Chiing thuc nay sé& dugc khach hang gui toi nha cung cip lam bang
chtng cho viéc thanh toan dé nhan san pham.

% Nhdn san pham.

Chtic nang nay dugc khach hang dung dé nhan san pham di dugc thanh toan.
Sau khi kiém tra chiing thuc thanh toan, nha cung cap sé giri mot théng bao téi
khach hang. Mt hang dugc chuyén giao téi cho khach hang.

Céc thong diép trao doi gitra cac thanh phan tham gia c4c chic ning trén déu
duogc ky sé bang khoa bi mat cua bén gui va bén nhan kiém tra bang khoa cong khai
tuong ung cua bén gui sir dung thuat toan DSA.

3.3.3. Kién tric module cia hé théng
MJi module cta hé thdng s& thuc hién chirc ning cua mot node trong mo
hinh hé théng trong hinh 5.1
Toan b hé théng c6 thé dugc chia 1am ba module chinh sau:
e VendorServer — Module nay gém hai thanh phan 1a Payment Handler va
Information Provider

e Customer — Module nay gom ba thanh phan la Payment Listenner,
Receiver va Receiver GUI.

e Payment Server — Module ndy gdom hai thanh phan la Vendor Service va

Customer Servive
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Qud trinh twong tac giita cdc module dé thuc hién mét giao dich thanh toan

trong mo hinh nhu sau:

2. Information Provider giri hang mau (vi du thumbnail cia mét anh, thong
tin ctia sch...) téi Receiver.

3. Nguoi dung chon mit hang mudn mua théng qua mot GUI.

4. Khi ngudi dung chip nhan mua hang, yéu cau mua hang dugc gui toi
Receiver.

5. Receiver tao thdng tin thanh todn chuyén téi Payment Listenner.

6. Payment Listenner lién lac véi Payment Server, gui yéu cau thanh toan téi
Payment Server.

7. Payment Server gui lai cho Payment Listenner mot chirng thuc da thanh
toan va thdng tin vé tai khoa n sau khi thanh toan cua khach hang.

8. Payment Listenner guri xac nhan lai cho Receiver.

9. Receiver gui yéu cau chuyén hang va chang thuc thanh toan cho
Information Provider.

10. Information Provider gui chirng thuc cho Payment Handler.

11. Payment Handler kiém tra chiing thyc thanh toan, néu la dung thi giri
thdng bao cho Information Provider yéu cau chuyén giao san pham cho Receiver.

12. Information Provider chuyén mat hang tgi Receiver

13. Théng qua GUI khéach hang nhan san pham (thuc hién download file
hoac xem).
3.3.4. Cac module ciia hé thong

e Module Customer

Pay 1a module do khach hang dung dé nhan thong tin, nhuw mau san pham,
san pham chuyén giao tir phia nha cung cap. Customer c6 hai chuc ning:

+ Ding ky nguoi dung véi hé thng

+ Ding nhap hé thong.

« Thyc hién mua hang.
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Dé dang ky nguoi dung voi hé théng, Customer can phai giri mot sb thong tin
trong do co:

- Username: Pinh danh cho nguoi sir dung

- Password: Mat khau.

Hai thong tin nay duoc ngudi dung dua vao khi dang nhap hé théng. Customer
s& dong goi yéu cau ding nhap dé giri 1&n Vendor.

Dé thuc hién mua hang, Customer phai giri yéu cau thanh toan toi Payment
Server. Y&u cau thanh toan bao gém céc théng tin sau:

- CustomerID: ID cua khéch hang

- VendorlD: ID cua nha cung cap

- Value: Tong sé tién thanh toan

Module nay gom cac thanh phan sau:

Payment Listenner — Thanh phan nay cung cip dich vu thanh toan cho phia
ngudi mua va hd tro cac hoat dong sau:

- DBang ky tai khoa n va dich vu thanh todn véi mot Payment Server.

- Tao va chuyén yéu cau thanh toan téi Payment Server.

- Nhan ching thyc thanh toan tir Payment Server va chuyén ti cho Vendor.

Receiver — Thanh phan nay thuc hién chirc ning truyén thdng véi Vendor va
hd tro cac hoat dong sau:

- Tao thong tin ding ky tir nguoi dung va gui yéu cau dang ky t6i Vendor.

- Tao thong tin dang nhap va gui yéu cau ding nhap téi Vendor

- Nhan théng tin mau san pham tir phia Vendor

- Giri yu cau chuyén hang va chang thyc thanh toan téi Vendor

- Nhan mat hang da thanh toan do Vendor chuyén t6i.

Receiver GUI — Thanh phan nay thuc hién chirc niang giao tiép véi khéch
hang, hd tro cac hoat dong sau:

- Hién thi thdng tin vé san pham cho ngudi ding

- Nhan yéu cau ngudi ding.

- Hién thi cé4c thdng bao.
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e Module VendorServer

Pay 1a module duoc dung bai nha cung cap théng tin hay ngudi ban dé phan
phdi san pham. Vendor c6 cac chic ning:

' Xur ly cac yéu cau guri 18n tir Customer

+ Quan ly cac Customer.

«/ Thuc hién ban hang.

Cac yéu cau gui Ién tir Customer duge dong goi thanh cac thong diep —
message. C4c yéu cau bao gom:

- Thong diép yéu cau ding ky

- Thong diép yéu cau dang nhap

- Thong diép yéu cau chuyén giao san pham.

DI véi mot Vendor, co rat nhidu Customer do d6, Vendor quan ly céc
Customer theo ting tién trinh twong tmg. Dé quan ly cac Customer, Vendor sé ghi
lai thoi diém dang nhap va thoat khoi hé thdng cua mdi Customer. Khi c6 mot
Customer ding nhap hé thong, Vendor s& liy va chuyén cho Customer nay thoi gian
dang nhap hé théng lan cudi ciing twong (ng véi username.

Dé thyc hién ban hang, Vendor kiém tra tinh hop 18 cua ching thuc bang céach
kiém tra chit ky ciia Payment Server diing khda cong khai ciia Payment Server.

Module nay gém cac thanh phan sau:

Payment Handler — Thanh phan nay cung cap dich vy thanh toan cho phia
nha cung cap va hd trg cac hoat dong sau:

- Dang ky tai khoa n va dich vy thanh toan véi mot Payment Server.

- kiém tra chung thuc do Payment Server tao ra va Receiver giri d¢én lam bang
chung cho viéc thanh toan.

Information Provider — Thanh phan nay thuc hién chitc ning truyén thong
véi Receiver va hd tro cac hoat dong sau:

- Xir Ii yéu cau dang ky: kiém tra trong CSDL di ¢ username nhu ngudi ding
dang ky chua.

- Xir 1i théng tin ddng nhap: kiém tra Username va Password nhap vao.
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- Chuyén mau san pham t6i Receiver.

- Nhan yéu cau mit hang tir phia Receiver.

- Chuyén mit hang da dugc thanh toan toi Receiver.

e Module Payment Server

Diy 1a module thyc hién chic ning thanh toan. Module nay gdm hai thanh
phan sau:

Vendor Service: Thanh phan nay thuc hién cac dich vu thanh toan phia nguoi
ban, hd trg cac hoat dong sau:

- Pang ky tai khoa n cho nguoi ban.

- Trao do6i khoa cong khai gitra nguoi ban va Payment Server nham kiém tra

tinh toan ven caa chiing thuc thanh toan do khach hang gui dén.

Customer Service: Thanh phan nay thuc hién cac dich vu thanh toan phia
ngudi mua, ho tro cac hoat dong sau:

- Pbang ky tai khoa n tai khoa n cho ngudi mua.

- Thuc hién thanh toan theo yéu cau cua khéach hang.

- Guri chung thuc thanh toan cho khach hang.
3.3.5. Cdc théng diép dwoc Ky s6

Thong tin trao doi giita cac module dugce dong goi dudi dang cac thong diép.
Tinh bao mat cua cac thong diép duoc bao dam bang cach gui thong diép d6 kém
theo chir ky cua nd. Chir ky nay duogc tinh bang cach sir dung ham bam bao mat
SHA dé thu duoc ban tin thu gon (Message Digest) va thuat toan ma chir ky dién tir
DSA dé ma hoa Message Digest nay thu dugc chir ky.

Don vi dit liéu truyén di c6 dang sau:

Protocol Data Unit PDU = message + DSA [SHA(message)]

Bén nhan c6 thé xac minh chit ky sir dung khoa cong khai caa bén gii.

Trong hé thong thanh toan dugc xay dung, ta chi thyc hién ky sé 1én cac thong
diép quan trong bao gom:

+ Thong diép yéu cau thanh toan tir Customer dén Payment Server

46



« Thong diép tra loi chira chung thuc thanh toan tir Payment Server dén

Customer

+ Thong diép yéu cau chuyén giao san pham chira chitng thyc thanh toén tir

Customer dén Vendor.

Dé mo hinh hoa céac thong diép, ta sir dung céc ky hiéu sau:

Muc dir liéu — Data ltem
Gi4 tri bam — Hash Value
Chir ki

Phép toan méa hoa

Cac chir viét tit sau dugc sir dung:

Ky hiéu viét tat M0 ta
Sv Chir ky cua nguoi ban hay Vendor
Scp Chit ky cua Customer dung trong trao ddi VGi
Scv Payment Server
Chit ky cua Customer ding trong trao d6i voi Vendor
Sp Chir ky cua Payment Server
Vip ID duy nhat caa Vendor
Cio ID duy nhat caa Customer
PKc khoa cong khai cua Customer
SKc khoa bi mat cua Customer
PKv khoa cong khai cua Vendor
SKv khda bi mat caa Vendor
PKp khoa cong khai cua Payment Server
SKp khoa bi mat cia Payment Server
Oid ID duy nhat cia mot mau chao hang — Offer
ID duy nhat caa mot chirng thuc thanh toan (Receipt)
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rid

do Payment Server tao ra cho phép xac dinh mét giao dich

thanh toan
value Tong sb tién phai chuyén tir tai khéa n cua Customer
sang tai khéa n cua Vendor
tyC Nhén thoi gian do Customer tao dé nhan biét khoa
txp duoc dung dé ky tai mot thoi diém cuy thé
Nhén thot gian tao bai Payment Server
Propsve Théng tin tly chon trao ddi gitra Vendor va Customer

nhu thong tin mo ta san pham, thdng tin giao hang...

Ta chi xem xét viéc trao d6i thong diép dé thuc hién mot qua trinh thanh toan.

Do d6 ta gia thiét cac bude sau di dugc thyuc hién:

1. Khach hang di dang ky véi hé thong, di trao doi khoa cong khai véi

Vendor va Payment Server. Customer c6 Cip hop 1é va biét dugc Vip.

2. Tai khoa n cua Customer du dé thuc hién thanh toan.

3. Customer nhan duoc mot mau chao hang tr Vendor chira oid va value, da

lya chon mua san pham.

4. Vendor di ding ky dich vu thanh todn véi Payment Server va trao d6i khoa

cong khai vai nhau.

e Yéu cau thanh toan [Customer]:Dé thyc hién thanh toan cho mét san

pham d chon, Customer tao thong diép yéu cau thanh toan, ky sé 1én thdng

diép va gui cho Payment Server:

PaymentRequest = [(txc + Cip + Vip + o0id + value) + S¢)]
Scv = DSA [ SHA (txc + Cip + Vip + oid + value)]
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e Cip Vi oid value

[CustomerSign] SKc

[PaymentRequest]

tC Cip Vip oid value

Hinh 4.3:Théng diép yéu cau thanh todn [Customer Payment Server]

e Xac nhan thanh toan [Payment Server]: Sau khi thuc hién mot thanh toan,
Payment Server tra lai cho Customer mot xac nhan thanh toan chaa chir ky
cua Payment Server:

PaymentResponse = [( typ + rid + value + Cip + Vip + oid) + Sp]
Sp = DSA [ SHA (typ + rid + value + Cip + Vip + 0id)]
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Hinh 4.4: Thong diép xdc nhan thanh todan [Payment Server Customer]

e Yéu ciu chuyén hang [Customer]: Customer nhan dugc PaymentResponse tir
Payment Server, thuc hién kiém tra chit ky Sp st dung khoa cong khai cua
Payment Server. Néu chit ky duoc kiém tra 1a dung, Customer tao mot yéu cau
chuyén hang chtra Cip, txc, oid mot s6 thdng tin phu propsye va thdng tin tir xac
nhan thanh toan (txp, rid, value, Sp) gui cho Vendor.

ShipmentRequest = [(txc + Cip + oid + propsyc + txp+ rid + value + Sp) + Scv]

Scv = DSA [ SHA (txc + Cip + oid + propsyc + txp +rid + value + Sp)]

|txc||C|||oi ||propsvc||txp||rid||valu |-

1
1 HashValue 1
-——— - .‘—4— SKC

DS

[ShipmentRequest]

|th||C|||oi ||props\,c||txp||rid||valu |-

Hinh 4.5: Théng diép yéu ciu chuyén hang [CustomerVendor]
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3.4. Cai dit hé théng
3.4.1. M4t s6 ham phwong thirc dwoc sit dung:

e Ham tao cip khoa riéng/khéa cong khai Taokhoa ():

Khi nguoi diung dang ky tai khoan, hé théng sé& ty dong Random hai s6 p va q
16n (Trong doan code minh hoa 14 X va y), dé tao khong gian khéa 16n. Hai sb nay
s& phai thoa mén diéu kién 1a hai s6 nguyén t6 phan biét (kich c& mdi sé khoang
512 bits — 1024 bits).

Tiép theo tinh s6 ham Modulo ciia hé théng N theo hai s6 nguyén t6 da tim
dugc. Hai s6 nguyén t6 ndy chinh 1 thira s nguyén t6 ctia N, nghia 1a N = p¢!,
p2%2, ...pk , véi pi la nhitng s nguyén t6 phan biét vaei > 1 (véi i =1,..., k). Trong
bai toan RSA, cu thé N = p * . Tiép tuc tinh toan ham sb Euclide ¢(N) = (p — 1) «
(@-1).

Sau khi tinh dwoc ham sé Euclide ¢(N), chon mét s6 ngau nhién E (Trong
doan code minh hoa la e) trong khoan tir 17 < E < ¢(N) voi diéu kién E va d(N) la
hai s6 nguyén té cing nhau cé cing wdc chung 16n nhat bang 1. Bé dap ung luong
ngudi dung Ion, tranh trang lap cap khoa céng khai, kiém tra lai cap khoa cong kha
giita cac nguoi dung. Néu tring thi tién hang Random lai khoa.

// ham tao cap khoa riéng — khoa céng khai

public List<long> Taokhda ()

{

ReRadom://Radom dé chon lai khoa

//Radom dé chon khoda

Random r = new Random();
r.Next(1001,9997);
long y = r.Next(1001,9997);
while (CHECK_SNT(x) == false || CHECK_SNT(y) == false)

{
Random rr = new Random();

X = rr.Next(1001,9997);

long x
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y = rr.Next(1001, 9997);

}

List<long> khoa = new List<long>(); // khai bdao mang chira
khéa 1,2 PriKey 3,4 PubKey

long N = x * y; //Tinh s6 ham modulo cua hé théng

long phi = (x - 1) * (y - 1); //Tinh gia tri ham s6 O-le

long E = 0;

for (long i = 17; i < phi; i++) //Tim s6 nguyén tdé cung
nhau cla E vs phi trong khéa ng tir 1 <= E <= phi

{

if (UOC_CHUNG_LON_NHAT(i, phi) == 1)

//kiém tra cé 1lap khda coéng khai khong.
if (!CheckKeyPublic(N, E))

goto ReRadom;

//long k = nd(soE, phi);

//Tinh khéa giai ma D sao cho D*E = 1(mod phi(n))
long k = 1;

while (((phi * k + 1) % E != 9))

{ k++; }

long soD = (phi * k + 1) / E; //tinh s6 D
khoa.Add(soD);

khoa.Add(N);

khoa.Add(E);

khoa.Add(N);
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return khoa ;
}
Tiép dén 1a tinh khoa bi mat d (trong doan code minh hoa 1a soD). d duoc tinh
13 nghich d4o cta e modulo N), cu thé: E «~d =1 mod &(N). Cap s6 (E, N) la khoa
coéng khai, con (D, N) la khéa bi mat
e Ham tao chir ky TINHA(long, long, long)
Trong doan code bén dudi,
- a la mdi ky tu trong chudi Message da dugc bam bdi ham Hash.
- b 1a Private key d di duoc tao sin trong qua trinh ding ky tai khoan va ma
hoa.
- p 1a N di duogc tao boi hai s nguyén t6 p va q.
// dung PublicKey ky lén Message dung thuat toan DSA va SHA
public long TINHA(long a, long b, long p)

{
long ret = 1;

a %= p;

b %=p - 1;

while (b > @) //vong lap phan tich b thanh co s6 2
{

if (b %2 >0) //&vi tri cé s6 1 thi nhan véi ar(271)
tuong tng. Tat cad cac phép nhan déu cé phép mod p theo sau.

ret = ret * a % p;

a=a*a%p; //tinh tiép a~(2"(i+1)), a1l -> ar2 ->

a4 -> a8 -> a”l6 v.v...

b /= 2;

}

return (long)ret;
}
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e Ham kiém tra chir ky bang khoéa coéng khai CheckSignal(string, string,

long, long)

- message: thong diép da dugc bam va ma hoa.

- signal: chit ky da duogc tao tir thong diép message va cap khoa bi mat d

-50_n, s0_e: Cap khoa cong khai dé giai ma chir ky sb.

Thong diép message s& duoc kiém tra xac thue cung chit ky. Giai ma thong
diép da dugc ma hoda trudc do6 ra duge thong di€p da bam descrypt message (ban
tom luoc 1). Chit ky s6 signal duoc giai ma cing véi khoa cong khai tao ra ban tom
lugc Decrypt_signal (ban tom lugc 2). So sanh ting Ky tu ¢ ca hai ban tom luoc:
néu cd bat ky su thay doi nao ¢ ca hai ban tom lugc thi thong diép giri di khong
duoc bao toan.

// kiém tra chiv ky bang khéa cong khai

//Xac thuc chit ky

public int CheckSignal(string message, string signal,
long so_n, long so _e)

{

List<long> Mangl

new List<long>();

List<long> Mang2 = new List<long>();

//Giai ma ban tin thanh ham bam tao ra ban tém lugc 1
string decrypt _message = sig.Decrypt MD5(message);
//Xac thuyc chir ky

string[] chuoi = signal.Split(' ');

for (int i = @; i < chuoi.Length; i ++)

{

if(chuoi[i] == "")

continue;
Mangl.Add(long.Parse(chuoi[i]));
}
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//Xac thuc chir ky

foreach (long i in Mangl)

{

long tam;

//Giai ma chitr ky sé cung vdi khéa cong khai va tao ra
ban tém lugc 2

tam = sig.TINHA(i, so_e, so n);

Mang2.Add(tam);

}

//Chuyén thanh chudi dé so sanh

string Decrypt_signal = String.Join(
int k = 0;

, Mang2);

if(decrypt message.Length == Decrypt signal.Length)
{

for(int i = @; i < decrypt message.lLength; i ++)
{

if (Decrypt _signal[i] != decrypt_message[i])

{

kK++;

break;

}

}

}

else

{

k++;

}

if (k == 0)

return 1; //Ban tin dc bao toan
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else
return @;//Ban tin da bi thay doi
}
3.4.2. Mt sé giao dién cai dat
Hinh 4.6, 4.7, 4.8, 4.9, 4.10, 4.11, 5.12 trinh bay mdt $b giao dién cai dat cua
hé théng. Vi diéu kién khach hang da dang ky tai khda n va dang nhdp trong hé

thdng. Cac budce dé khach hang tién hanh mua sam nhu sau:

/ °
U!/J!f"ljll/(;/y Nhap tir khod tim kiém n Gié hang =

TRANG CHU CUA HANG GIO1 THIEU TIN TUC - SU KIEN LIEN HE

iPhone Xr Xs, Xs Max

©19.990.000¢

0000

Hinh 3.6: Giao dién trang WEB

MJdi ngudi mua hang sé c6 san 100.000.000 trong tai khoan. Ung dung cua
chit ki dién tir s& duoc &p dung trong chirng thuc thanh toan. Mdi khach hang khi
tao tai khoan s& duoc cap mot khoa riéng ngau nhién va khda nay sé duoc luu trix
trong co so dir liéu va s& dugc st dung khi khach hang muédn thanh toan mot mat
hang nao d6. Hoa don sé& la mét ban tin va chir ki sé duoc tao tir hda don va khoa
riéng tu cua khach hang. Sau d6 dwgc chuyén vé server dé xir li don hang. Tai
server don hang s& duoc Xé&c thuc chir ki cia nguoi dung. Néu chinh xac thi hoa
don s& duoc chap nhan va khi d6 s6 du tai khoan cua nguoi ding méi bi trir va
thong bao dén don hang di dugc thanh toan thanh céng. Con néu khong don hang

s& bi hay bo.
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Céc budc dé mua hang trén trang WEB:

Pau tién thém san pham ban mubn mua vao gié hang:

% THONG TIN

Samsung Galaxy S10 Samsung Galaxy Note 9 Samsung Galaxy Note 9
512GB 512GB 21,100,000d
30,000,000d 29,000,000d

Hinh 3.7: Giao dién thém sin phim
Trong gi6 hang, click vao nat dit hang dé di ¢én muc thanh toén:

TRANGCHD  CUAWANG  GIOITHED  TNTUC-SUMEN  LIENHE

Gio Hang

Hinh anh Tén sin pham Gia tién(VND) $0 g Tong gia(VNB)
[
¥ ; Samsung Galaxy Note 9 512GB 29,000,000 D 29,000,000 n
Tong céng 28,000,000 vnd

Coupon:  Coupon code PHIEUKHUYENMAI | DAT HANG

Hinh 3.8: Giao dién ddat hang

Nhan nut dat hang. Hé thong sé hién thi thong bao dang xir 1y giao dich: nhan

hang roi thanh toan hodc thanh to4n online.
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B Thanh toén

€ C  ® localhost

7 I (o ap a ~ om0 Ty ”

TRANG CHU CUA HANG G THIEU TIN TUC - SUKIEN LIEN HE

Thanh toén khi nhan hang Thanh toén online

Chi tidt dat hang

Ngw&i nhan

B34 Cang Hung

Dién thoai

Dia chi

E-Mail

L&i nhan:

Hinh 4.9: Giao dién dat hang

Khi thyc hién thanh todn online, thong tin chu tai khoa n va chu thé sé tu

dong duoc dién vao thanh input

B Thanh toin

& C @ localhost

TRANG CHU clA HANG GId1 THIEY

TIN TUC - S KIEN LIEN HE
Thanh toan khi nhan hang Thanh toan online

12345678910576

$6 tai khoan

Tén chu tai khoan

B CONG HUNG

THANH TOAN

Heaven Thoéng Tin

Heaven ludn cung cap cac mét hang 16t, ré, chat
Irong nhét dén véi khach hang va la mét trang
weh han hana online uv tin_Cana fv Inén chii frona

Shop Heaven

Dia chi- 475A, Bién Bién Phil, Tp. HO Chi Minh

Bang tin

Dang ky nhan ban tin cda chang i va nhan cac
théa thudn doc quyén ma ban khdng thé tim thiy &
bt cif nei nAa khac trona hap thir dén ciia han!

Hinh 4.10 : Giao dién thanh todn online
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Khi nhan ndt thanh toan, hé thong s& giri xac nhan yéu cau thanh toan cho
khach hang bao gém: théng tin the, s6 du tai khéa n, tong tién thanh toan va sé tién

con lai trong thé.

B *ic nhn thanh todn

= C @ localhost

TRANG CHU cirA HANG GIOI THIEU TIN TUT - SUKIEN LIEN HE

Xac nhan thanh toan

@l Samsung Galaxy Note 9 Séthé 12345678910576
| 512GB

Tén chd the DO CONG HUNG
29,000,000 vnd
6 Irong: 1 S8 du tal knodn 71,000,000 vnd
Téng tién thanh toan 29,000,000 vnd

Téng tién : 29,000,000 vnd 36 tién con lai 42,000,000 vnd

XAC NHAN THANH TOAN

_ 1032am
= 7 QNG e o

Hinh 3.11 : Giao dié¢n xdc nhdn thanh todn

VendorServer (Server nha cung cap) giri théng diép yéu cau thanh toan cho
PaymentServer (Ngan hang). PaymentServer sau khi kiém tra thiy thong diép 1a
hop 1&, né sé trir tién trong tai khoa n cua khach hang va guri thong bao xac nhan.
Thong diép nay ciing dugc ma hoa. Sau khi kiém tra tinh hop 1& ciia thong diép
nhan duogc, Vendor Server ghi yéu cau mua hang cua khach hang vao co s¢ dir liéu
ctia minh. Cac thong diép déu duoc ky bang thuat toan RSA

Sau khi x&c nhan thanh toan. VendorServer thong bao da thuc hién giao dich
thanh céng.

‘ : L)
.’/’I/[;AA’/{;]] Nhap tir khoa tim kiém n Gid hang =

TRANG CHU CUFA HANG GIO THIEU TIN TUT - SUKIEN LIEN HE

Thanh toan thanh coéng.

Tiép tuc xem mét hang khac

Hinh 3.12: Xdc nhdn thanh todn thanh cong
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3.5 Két luan

Hé thong duoc xay dung nham muc dich ung dung chir ky dién ti trong qua
trinh truyén thong gitta cac dbi tac tham gia mot giao dich mua — ban qua mang.
Giao thurc dung trong chuong trinh da dugc don gian hda so véi giao thic dang
dugc dung trong cac hé thong thuwong mai dién tir thuc té trén Internet. Diém mau
chét trong giao thirc nay do 1a viéc st dung mét chieng thuc dién tir - Receipt 1am
bang ching cho mot qué trinh thanh toan thanh cong. Pay 14 co sé dé nguoi ban
chuyén giao san pham cho nguoi mua. Chuong trinh dugc xay dung bang ngén ngi

C#, sir dung Kién triic ma hoa C# dé thuc hién ma hoa va ky s6 1én cac thong diép.
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KET LUAN

Hién nay, Pang va Chinh pht Viét Nam rat quan tdm va di c6 nhiéu viéc
lam thiét thuc nham thiét 12p co s6 ha tﬁng cho Thuong mai dién tir nhu chit ky dién
tir, thanh toan dién tir... Trong thoi gian gan day, nhiéu hé thong ung dung chir ky
dién tir da ra doi1 nhu:(i1) St dung chit ky dién tir trong thanh todn li€én ngan hang,
(ii) Hé théng khai bao hai quan dién tir, (iii) Cac Website Thuong mai dién tir nhu
http://www.tienphong-vdc.com.vn, http://vdcsieuthi.vnn.vn, http://yes.com ... Tuy
nhién thuc té cho thiy cac Website nay con thiéu mot khiu rat quan trong cua
Thuong mai dién tir theo nghia hoan chinh ctia n6 1a Thanh todn dién tr - mot ing
dung can dén hé théng chirng thyc dién tur.

Qua mdt thoi gian 1am viéc nghiém tic va khan truong clng véi sy giup do
tan tinh cua thay giao TS. Hd Vin Canh. Pén nay, d an cta toi dd hoan thanh ding
han va dam bao dugc ndi dung, yéu cau dé ra theo ké hoach. P6 an da giai quyét
duoc mot s6 van dé sau:

Thir nhat: Tim hiéu tong quan vé an toan thong tin va thyc trang an toan
thong tin trong tinh hinh hién nay

Th hai: Tim hiéu cac co s& toan hoc duoc st dung trong céac thudt toan ma
hoa, cac hé ma hoa khoa cong khai va chir ky sb.

Thir ba: Xay dung luge dd chit ky sé méi dua trén bai toan ma khoa cong
khai RSA.

Mot sb van dé tiép tuc nghién ctru va dé xuat:

® M¢ rong chirc nang ctuia chung thuc, ngoai xac nhan thanh toan con xéc

dinh mot s6 quyén cho chi s¢ hitu chimg thuc nhu quyén truy nhap téi
mot tai nguyén...v.v.

e Khach hang va nha cung cdp dang ky voi hai hé thong thanh toan khéac

nhau.

e Trong thyc té cac hé thong thanh toan dung giao thic HTTP. Chuong

trinh duoc cai dit bang C#, ching thuc thanh toan 1a mot d6i tuong C#.
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Dé nang cao kha ning twong tac can chuyén sang XML cho viéc trao dbi
dir ligu.

Do thoi gian va ning luc ban than con han ché nén d6 an khéng tranh khoi
nhimng thiéu sét, rat mong dugc sy gop ¥ va giup d& cia cc thdy va cac ban dé do
&n cua toi dugc hoan thién va c6 tinh tng dung thuc tién hon. Trong thoi gian tiép
theo, to1 s€ tiép tuc hoan thién, nang cao hi¢u qua thuat toan. Va té6i mong thuat toan

s€ dugc g dung rong rai hon nira vao cac thanh todn dién tu.
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