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1. Noi dung va cac yéu cau can giai quyét trong nhiém vu dé tai tot nghiép
a. Noi dung:
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- Tim hiéu cac van dé co ban v€ an ninh mang may tinh.
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- Cau hinh mdt s6 dich vu co ban trén pfsence dé taing cuong an ninh mang.

2. Céc s liéu can thiét dé thiét ké, tinh toan

3. bia diém thuc tap



CAN BO HUONG DAN PE TAI TOT NGHIEP

Nguoi huéng dan thi nhat:
Ho va tén: Ngb Truong Giang
Hoc ham, hoc vi: Tiénsi.
Co quan cong tac: Khoa Cong nghé Thong tin
No6i dung huéng dan:

- Tim hiéu tong quan vé an toan an ninh mang

- Tim hiéu phan mém ngudn mo pfsense

- Trién khai mot s6 dich vu co ban trén pfsence dé ting cuong an ninh.
Nguoi huéng dan tha hai:
HoO VA 1N o,
HoC ham, hOC V...
CO QUAN CONEZ tAC: ..ottt

NOi dung hUGNE QAN ...t

Pé tai tot nghiép duoc giao ngay 01 thang 7 nam 2019
Yéu cau phai hoan thanh trudc ngay 21 thang 9 nam 2019

ba nhan nhiém vu: B.T.T.N ba nhan nhiém vu: . T.T.N
Sinh vién Céan bo huong dan B.T.T.N
Tran Vian Quyét Ng6 Truong Giang
Hai Phong, ngay ............ thang......... nam 2019
HIEU TRUONG

GS.TS.NGUT Tran Hiru Nghi



CONG HOA XA HOI CHU NGHIA VIET NAM
Dboc 1ap — Tu do — Hanh phuc

PHIEU NHAN XET CUA CAN BO HUONG DAN TOT NGHIEP

Ho va tén: Ngo6 Truong Giang
Co quan cong tac: Khoa Cong nghé Thong tin
Ho tén sinh vién: Tran Vin Quyét
Nganh: Cong nghé Thong tin
No6i dung huéng dan:
- Tim hiéu tong quan vé an toan an ninh mang

- Tim hiéu phan mém ngudn mé pfsense

Trién khai mot s6 dich vu co ban trén pfsence dé ting cuong an ninh.

1. Tinh than thai d6 cta sinh vién trong qua trinh 1am d@é tai tétnghiép:

- Sinh vién tich cyuc, chi dong tim doc céc tai liéu lién quan to1 dé tai

Chép hanh nghiém tic ké hoach, tién do dé ra.

2. Panh gia chit luong ctia d6 4n (so v&i ndi dung yéu cau di dé ra trong
nhiém vu d¢ tai tt nghiép trén cac mat 1y luan, thyc tién, tinh toan sé lidu..):

- Vémat Iy thuyét: D6 an di trinh bay tong quan vé an ninh mang mdy tinh, mot
sO giai phap ting cuong an ninh mang may tinh.

- Vé mit thuc nghi¢m: D6 4an di trién khai cdu hinh mot sé dich vu tang cuong
an ninh mang nhu: giéi han truy cap, Gi6i han téc do download/upload cho
timg client, Chung thuc user truy cap web, hé thong backup Firewall, mang
riéng ao Site — to — site va Client — to site.

- V& hinh thirc: Bao céo trinh bay sang sta, bd cuc hop 1y.

- Do an dap ung dugc yéu cau dé ra.

3. Y kién cua can by huéng dan:

DPat Khong dat DI e,

Ngay 30 thdng 9 ndm 2019

Can bo huéng dan

TS. Ngb Truong Giang
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PHIEU NHAN XET CUA GIANG VIEN CHAM PHAN BIEN
Ho va tén giang vién: Phung Anh Tuin
Pon vi cong tac: khoa Cong nghé Thong tin - truong DPHDL Hai Phong
Ho va tén sinh vién: Tran Vin Quyét - Nganh: Cong nghé Théng tin
D& tai tot nghiép: Nghién ctru trién khai giai phap dam béo an ninh mang trén nén
PFSENSE.
1. Phan nhan xét clia giang vién cham phan bién
- An ninh mang 1a van dé nong trong linh vuc quan tri mang do d6 viéc ting cudong an
ninh cho h¢ thong mang 1a di€u can dugc quan tam.
- Noi dung d6 an c6 tinh tmg dung thuc té t6t.
- Pap ung dugc yéu cau cia mot dd an tot nghiép nganh CNTT.
2. Nhirng mit con han ché
- Kién thtrc nén chi trinh bay Iy thuyét va chua c¢6 vi du minh hoa.
- Hinh anh minh hoa cai dit ciu hinh pfsense mo chua rd nét
- Két qua thyc nghiém budc dau mai chi thye hién trén may tinh ao.

3. Y kién cia gidng vién cham phan bién

Puoc bao vé Khong dugce bao vé biém:.................

Hai Phong, ngay 08 thang 10 nam 2019
Giang vién chAm phan bién
(Ky va ghi ré ho tén)




Nghién ciru trién khai giai phap dam bao an ninh mang trén nén Pfsense D6 an tot nghiép

LOI CAM ON
Sau hon ba thang nd luc tim hiéu va thyc hién, dd an “Nghién ctru va
trién khai hé thong firewall m3 ngudén mé cho doanh nghiép vira va nho” da
duoc hoan thanh, ngoai su cd géng hét minh cta ban than, em con nhéan duoc

nhiéu sy dong vién, khich I¢ tir gia dinh, théy cO va ban be.

Em xin bay to long biét on sdu sic t6i thdy Ngo Truong Giang di tin
tinh huéng dan, chi bao va danh rit nhiéu thoi gian quy bau cua thdy cho em

trong thoi gian qua, di gitp em hoan thanh d6 4n ding thoi han.

Em xin cam on céc thiy c6 gido khoa Coéng nghé thong tin truong Dai
hoc Dan 1ap Hai Phong da giang day, trang bi cho em nhiing kién thtrc chuyén

nganh, chuyén mon, chuyén sau trong suot 4 ndm qua.

Mic di em d3 c¢d gang hét sic dé hoan thanh do 4n tot nghiép nay,
nhung vi tham khdo & nhiéu nguon tai liéu khac nhau, cong thém kién thirc
con nhiéu han ché, do d6 khong thé tranh khoi nhitng thiéu sét. Em rt mong
nhan duoc sy thong cam va dong gop, chi bao tan tinh ciia quy thay cd va cac

ban dé d6 an ngay cang hoan thién hon.

Em xin chan thanh cam on!
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MO DAU
Ngay nay, mdy tinh va mang internet di dugc phd bién rong rii, cac to
chtrc, ca nhan déu c6 nhu cau sit dung may tinh va mang may tinh dé tinh
toan, luu trir, quang ba thong tin hay sir dung cic giao dich truc tuyén trén
mang. Nhung ddng thoi v6i nhitng co hdi dugc mé ra lai c6 nhitng nguy co
khi mang may tinh khong duoc quan 1y s& d& dang bi tdn cong, gdy hau qua

nghiém trong.

Xac dinh dugc tim quan trong trong viéc bao mat hé théng mang cua
doanh nghiép nén em da chon va nghién ctru dé tai “Nghién ciru trién khai
giai phap dam bao an ninh mang trén nén Pfsense” v&i muyc dich tim hiéu
sau sic vé co ché hoat dong cuia n6 ciing nhu phat hién ra nhitng nhugc diém
tim giai phap khiac phuc nhing nhugc diém nay dé hé thdng mang trong
doanh nghiép ludn duoc van hanh tron tru, an toan va han ché sy ¢ xay ra.

D6 an duge chia thanh 3 noi dung chinh :

- Chuong 1 : An ninh mang may tinh.
- Chuong 2 : Giai phap tang cudong an ninh mang.

- Chuong 3 : Giai phap proxy server trén Pfsense.
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CHUONG 1: AN NINH MANG MAY TINH

1.1 Céc nguyén tic nén tang cta an ninh mang
An ninh mang mdy tinh (network sevurity) 13 tong thé cac giai phap vé

mat to chuc va k¥ thuat nhdm ngan can moi nguy co ton hai dén mang.
C4c ton hai c6 thé xay ra do:
- Loi cua nguoi st dung.

- Céc 16 hong trong cac hé diéu hanh ciing nhu cac chuong trinh ing

dung.
- Céc hanh dong hiém doc.

- Céc 161 phan cung.

Céc nguyén nhan khac tir ty nhién.

An ninh mang may tinh bao gém vo sd cac phuong phap duoc sir dung

de€ ngan can céc su kién trén, nhung trude hét tap trung vao viéc ngan can:
- Loi cua nguoi st dung.
- Céc hanh dong hiém ddc.

S6 lwong cac mang may tinh tang 1én rat nhanh. Ngay cang tro thanh

phtrc tap va phai thuc hién cac nhi€ém vu quan trong hon.

Mang lai nhitng thach thirc méi cho nhiing ai st dung va quan ly ching.
Su can thiét phai héi nhap cac dich vu vao cung mot ha téng CO sO mang tat ca
trong mot 1a mot diéu hién nhién, 1am phat sinh nhanh chéng viéc cic cong
nghé dua vao cac san pham c6 lién quan dén an ninh con non nét. Do cac nha
quan 1y mang phai ¢6 ging trién khai nhiing cong nghé méi nhat vao ha tang
co s& mang cua minh. Nén an ninh mang trd thanh mot chirc nang then chét

trong viéc xay dung va duy tri cac mang hién dai ctia moi to chue.

Tran Van Quyét — CT1901M 7
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Céc nguyén tic nén tang :
- Tinh bi mat.
- Tinh toan ven.
- Tinh san sang.

Tuy thudc vao tng dung va hoan canh cy thé, ma mot trong ba nguyén
tic nay s& quan trong hon nhiing cai khac.
1.1.1 Mo hinh CIA

Confidentiality (tinh bdo mat), Integrity (tinh toan ven), Availability
(tinh sdn sang), duoc goi 1a: M6 hinh bd ba CIA. Ba nguyén tic ¢t 16i nay
phai dan dudng cho tit ca cac hé thong an ninh mang. Bo ba CIA ciing cung
cAp mot cong cu do (tiéu chuan dé danh gid) ddi v6i cac thuc hién an ninh.
Moi vi pham bat ky mot trong ba nguyén tic ndy déu co thé gdy hau qua

nghiém trong ddi véi tat ca cac thanh phan c6 lién quan.

Mo hinh
an toan

Hinh 1-1 M6 hinh CIA
1.1.1.1 Tinh bi mat
Bi mat 1a sy ngan ngira viéc tiét 16 trai phép nhiing thong tin quan trong,
nhay cam. D¢ 1a kha nang ddm bdo mirc do bi mat can thiét duoc tuan thu va

thong tin quan trong, nhay cam d6 duogc che gidu v6i ngudi dung khong duoc
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cap phép. P6i voi an ninh mang thi tinh bi mat rd rang 13 diéu dau tién duoc
n6i dén va né thudng xuyén bi tin céng nhit.
1.1.1.2 Tinh toan ven
Toan ven 1a sy phat hién va ngin ngira viéc sira doi trai phép vé dit licu,
thong tin va hé théng, do d6 dam bao dugc sy chinh xac cua thong tin va hé
théng.
Co6 ba muc dich chinh cua viéc dam bao tinh toan ven:
- Ngin can su 1am bién dang noi dung thong tin ctia nhirg ngudi sir
dung khong dugc phép.
- Ngin can su 1am bién dang n6i dung thong tin khong dwgc phép hoic
khong chu tam ctia nhitng nguoi st dung dugc phép.
- Duy tri su toan ven dir li¢u ca trong ndi by va bén ngoai.
1.1.1.3 Tinh sin sang
Tinh sin sang bao dam cac ngudi st dung hop phap cua hé thong
c6 kha ning truy cap dung lac va khong bi ngit quing téi cac thong tin trong
hé théng va t6i mang. Tinh san sang c6 lién quan dén do tin ciy cta hé thong.
1.1.2 M6 hinh b6 ba anninh
Mot md hinh rat quan trong c6 lién quan truc tiép dén qua trinh phat
trién va trién khai cia moi to chirc 1a mo hinh bd ba an ninh (security trinity).
Ba khia canh ctia m6 hinh bg ba an ninh 1la:
- su phat hién (Detection).
- su ngan chan (Prevention).
- su phan tng (Response).

Chung két hop thanh cac co s cua an ninh mang.
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Su ngian chan

Hinh 1-2 Mo hinh bd ba an toan

1.1.2.1 Su ngan chan

Nén tang cua bd ba an ninh 1a sy ngin chdn. N6 cung cép muc do an
ninh can thiét nao d6 dé thuc hién céc bién phap ngan chan sy khai théac cac 16
hong. Trong khi phat trién cac giai phap an ninh mang, cac to chirc can phai
nhan manh vao cac bién phap ngin chin hon 13 vao sy phat hién va sy phan
mg vi s& 1a d& dang, hiéu qua va c6 gia tri nhiéu hon dé ngan chin mot su vi
pham an ninh hon 1a thuc hién phat hi¢n hodc phan tng véi no.
1.1.2.2 Sy phat hién

Can c6 cac bién phap can thiét dé thuc hién phat hién cac nguy co hoic
su vi pham an ninh trong trudong hop cac bién phap ngan chan khong thanh
cong. Mot su vi pham dugce phat hién sém s¢€ dé dang hon dé lam mat tac hai
va khic phuc n6. Nhu vay, su phat hién khong chi dugc danh gia vé mat kha
ning, ma con vé mit téc do, tirc 13 phat hién phai nhanh.
1.1.2.3 Su phan Urng

Phai phat trién mot ké hoach dé dua ra phan Gng phu hop dbi v6i mét sd
16 hong an ninh. Ké hoach d6 phai dugc viét thanh van ban va phai xac dinh
ai 12 nguoi chiu trach nhiém cho cac hanh dong nao va khi thay dbi cac phan

g va cac mircdd can ting cuong. Tinh ning phan (mg ctia mot hé thong an
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ninh khong chi 1a nang lyc, ma con la van dé toc d§.Ngay nay cac cudc tan

cong

mang rat da dang, s& khong thé doan chic dugc chung s& xay ra khi

nao, & dau, dang nao va hau qua cua ching. Vi vay dé dam bao an ninh cho

mot mang thi can:

Phat hién nhanh.
Phan ung nhanh.
Ngin chin thanh cong moi hinh thirc tn cong.

bay 1a mot nhiém vu hét stc kho khan cho cac nha quéan 1y va cac nha

cung cap dich vy mang.

1.2 Céc nguy co mat an ninh mang

121

Cac nguy co

Cac nguoi bén ngoai va cac hacker.
Céc nguoi dang lam viéc trong cong ty.

Céc ung dung ma can bd va nhan vién cta cong ty st dung dé thuc hi¢n

cac nhiém vy thuong mai cta ho.

Céc hé diéu hanh chay trén cdc may tinh c4 nhan, cadc may chu, cling

nhu céc thiét bi khac.

Ha tang co s& mang duogc sur dung dé truyén tai dir liéu qua mang, nhu
la cac bd dinh tuyén (router), cac bo chuyén mach (switch), cac by tap

trung (hub), cac btrc tuong lta (firewall) va cac thiét bi khac.

Str dung cach tiép can phan chia va chinh phuc (divide-and-conquer).
Cac diém yéu trong viéc hoach dinh chinh sach.

Céc diém yéu trong cac cong nghé may tinh.

Céc diém yéu trong cac cu hinh thiét bi.
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1.2.2 Céc diém yéu trong giao thirc mang
- Cac diém yéu trong giao thirc mang c6 lién quan dén céac 16 hong trong
cac giao thirc mang dang van hanh va cac ung dung st dung cac giao

thirc nay.

- Mot bd giao thirc phé bién va duoc sur dung nhiéu nhat trén mang la
TCP/IP. TCP/IP 1a mét bd cac giao thirc, bao gém céac giao thirc IP,
TCP, UDP, ICMP, OSPF, IGRP, EIGRP, ARP, RARP, ....

1.2.3 Céac diém yéu trong hé diéuhanh

Mdi mot hé diéu hanh dang st dung déu c¢6 mot hodc nhiéu cac 15 héng
an ninh trong d6. Pay la mot sy that hién nhién cta cac hé diéu hanh duoc su
dung rong rii, vi thé cac hacker hudng vao cac 16 hong nay dé tan cong.
1.2.4 Céac diém yéu trong thiét bimang

Cac diém yéu trong cac thiét bi mang dugc xem 1a cac nguy co an ninh
dé bi ton thuong (bi tin cong) d6i véi cac thiét bi mang nhu 1a cac router, cac
switch, céc firewall, ..., chung cling hoat dong dua trén cac h¢ diéu hanh.
1.2.5 Cac diém yéu trong cac cau hinh thiét bi

Cac diém yéu trong cac cau hinh thiét bi 1a mot trong cac van dé an ninh
kho giai quyét nhat, bai vi cac diém yéu nay c6 lién quan truc tiép dén cac 15i
do con ngudi vo tinh giy ra khi cdu hinh thiét bi hoic khong hiéu dugc thiét

bi can phai cau hinh nhu thé nao. Phai quan tAm téi cac mat khau:
- Cac mat khau c6 dé dang doan ra khong ?
- Cac mat khau c6 thudng xuyén duoc thay doi khong ?
- Céac mat khau c6 truyén qua mang trong dang ban rd khong ?

1.3 Giai phap k¥ thuat trong 1ap ké hoachan ninh mang
1.3.1 St dung cac nén tang khac nhau
Mot trong cac van dé kho khan nhat ma s& phai doi mat khi thiét ké mot

giai phap an ninh 1a khi ¢ gang tim kiém mat giai phap “mot phu hop cho tat
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ca” (one-sizefits-all), hay n6i mot cach khac 1a viéc cb ging tich hop tit ca
cac san pham an ninh mang chi tir mot nha cung cp, v6i hé théng quan 1y ma
n6 dé dang cho phép thuc hién cac chinh sach an ninh thong qua tit ca cac san
pham an ninh cua minh. Vi thé, giai phap an ninh phai chira dung nhiéu dang
thiét bi phan cimg, ciing nhu cic tmg dung phan mém. Sau diy dua ra mot
danh sach nho cta mot vai dang thiét bi ma giai phap an ninh c6 lién quan

dén:

- Cac may tinh dé ban va cdc may tinh xach tay chay cac hé diéu hanh
Windows 2000, 2003, XP, Vista, 7, cling nhu cac hé diéu hanh UNIX,

Macintosh....

- Céc may chu chay cac hé diéu hanh Windows NT, 2000, 2003,
NetWare, Linux, Solaris, HP-UX, .... - Cac may tinh 16n (Maiframe)
chay Multiple Virtual Storage (MVS) va Vitual Machine (VM);

- Cac thiét bi dinh tuyén cua cac hang Cisco, Juniper, Nortel,

Lucent,....

- Céac thiét bi chuyén mach cta cac hing Cisco, Foundry, Extreme,

1.3.2 St dung cac m6 hinh an ninh mang

Mot budc quan trong nhét trong thiét ké va phan tich cac hé thong an
ninh 14 mé hinh an ninh, boi vi né tich hop chinh sach an ninh ma bat budc
phai tuan thu trong hé théng. Mot mo hinh an ninh 13 mot sy miéu ta tuong
trung cia mot chinh sach an ninh. N6 anh xa céc yéu cau ctia chinh sach an
ninh tao thanh céc luat va cac quy tdc ctia mot hé théng mang. Mgt chinh sach
an ninh 13 mot tdp hop cac muc tiéu tong quan va cic yéu cau mic cao, con
mo hinh an ninh s€ thyc hi¢n n6. Cac mé hinh an ninh c¢6 ba phuong an co

ban dugc str dung dé phat trién mot mo hinh an ninh mang. Thong thuong,
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céc to chire thuc hién mot sy két hop nao do cua ba phuong an dé dam bao an
ninh mang. Ba phuong an thyc hién la:
- MO hinh an ninh nhd sy mu mo (Security by obscurity model).
- M0 hinh bao vé vong ngoai (perimeter defense model).
- MBS hinh bao vé theo chiéu sau (defense in depth model).
1.3.3 Sir dung cac nguyén tic anninh
Quyén han tbi thiu: nguyén tic co ban nhat cua mot hé théng an
ninh mang 14 co ché dic quyén téi thiéu. Nguyén tic nay han ché phoi bay
cac yéu diém cta hé thong va giam cac rai ro ¢6 thé xay ra va rii ro do bi tan
cong.
Phong thu theo chiéu sau: ttc 1a phong thii cdn c6 nhiéu 16p, nhiéu

hé théng phong thii dé chung hd tro 13n nhau.

Nut thit: nat that dat tai cac céng vao/ra xac dinh, co ché nay bat budc
d6i phuong chi c6 thé thim nhap vao hé théng qua mot kénh hep (noi nay c6

thé giam sat va diéu khién dugc).

Diém yéu nhat: phai xac dinh duogc chd nao 1a diém yéu nhat cta hé
thong dé tang cuong an ninh, vi céc hacker thuong tim moi cach dé

phat hién ra nhitng diém yéu nay va tdp trung moi tan cong vao do.

Co ché ty dong ngat khi c¢6 su cd: trong nhitng trudng hop xau khi mot
phan hé bao v¢ cua toan hé¢ théng gap su cd, hé théng 6 thé ty tat hodc ngét
phan bi su ¢6 dé ngan chin su truy cap cua ddi phuong vao hé thong hodc cac

vung khac.

Moi thanh phan déu phai tham gia ché d6 an ninh: tit ca cac thanh
phan ciia h¢ théng déu phai két hop thanh mot hé théng bao vé hd trg va kiém
so4t 1an nhau. Néu c6 mot s6 phan hé khong tham gia ché do an ninh, thi toan

bo hé théng d6 coi nhu khong dugc an ninh.
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Tinh da dang ciia hé thong phong thu: muc do an ninh cta hé théng
s& tang 1én néu st dung nhiéu modun hodc nhiéu phwong 4n phong thii khac
nhau.

Tinh don gian: mot hé thong phirc tap thuong cé nhidu 1i va rat kho

kiém soat do d6 can phai don gian hoa mot hé théng bao vé.

1.3.4 St dung cac giai phap anninh

- Gidi phap phan manh mang.

@ Web DMZ
Network / VIAN
Network / VLAN
Extranet
Network / VLAN

Hinh 1-3 M6 hinh gidi phap an ninh mang
- Quan ly cac diém truy nhap.
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Hinh 1-4 M6 hinh quén 1y cac diém truy cap

- Cac bd dinh tuyén va chuyén mach.

Hinh 1-5 M6 hinh dinh tuyén va chuyén mach
- Giai phap buc tudong ltra.
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Hinh 1-6 M6 hinh btrc twong ltra
- Giai phap loc ndi dung.

Hinh 1-7 M6 hinh giai phap loc ndi dung
- Diéu khién truy nhap tir xa.

Hinh 1-8 M5 hinh diéu khién truy cép tir xa
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Mot sb giai phap khac:
- Cac chinh séach an ninh.
- Giai phap phong chong ma doc (AntiMalware)
- Piéu khién truy nhap mang (Network Admission Control — NAC).
- Cac dich vu xac thuc (Authentication Services).
- Quan Iy cac miéng va (Patch Management).
- Céc cong 16p tng dung (Application Layer Gateway).
- Giai phap phat hién va phong chéng xam nhap.
- Quan ly cac su kién an ninh.
- Quan Iy cac ton thuong.

- Giai phap mat ma.
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CHUONG 2: GIAI PHAP TANG CUONG AN NINH MANG

2.1 Hé thdéng tuong lira (Firewall)
2.1.1 Khai ni¢m vé Firewall

Tuong lta (Firewall) 14 mot hé thdng an ninh mang, c6 thé dua trén
phan cimg hodc phan mém, sir dung cac quy tic dé kiém soét luu lugng truy
cap vao, ra khéi hé théng. Tuong Itra hoat dong nhu mot rao chin gilta mang
an toan va mang khong an toan. No kiém soat cac truy cap dén ngudn luc cua
mang thong qua mot mo hinh kiém soat chii dong. Nghia 13, chi nhiing luu
lugng truy cap phu hop véi chinh sach dugce dinh nghia trong tuong Itra méi

duogc truy cap vao mang, moi luu lugng truy cap khac déu bi tir chdi.

@. rre——>
S

Modem

l/\} .
Allowed
Internet @ % Allowed

Modem i’*xﬂll“'\u’t)‘% WQ

PC

PC

Hinh 2-1 Firewall
2.1.2 Chtrc nang chinh cua Firewall
Chtrc ning chinh cua Firewall 13 kiém soat ludng thong tin tir giita

Intranet va Internet.

Thiét 1ap co ché diéu khién dong thong tin gifta mang bén trong
(Intranet) va mang Internet.

Cho phép hodc cAm nhitng dich vu truy nhdp ra ngoai (tir Intranet ra
Internet).

Cho phép hodc cam nhitng dich vu phép truy nhap vao trong (tir Internet

vao Intranet).
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Theo ddi ludng dit liéu mang giira Internet va Intranet. Kiém soét dia chi

truy nhap, cAm dia chi truy nhép.
Kiém soat ngudi st dung va viée truy nhdp cua ngudi st dung. Kiém
so4t ndi dung thong tin thong tin lwu chuyén trén mang.

2.1.3 Phan loai Firewall

Firewall duoc chia lam 2 loai gém: Firewall cing va Firewall mém.

2.1.3.1 Pic diém Firewall mém

Firewall mém duogc cai dit trén cac may tinh ca nhan trén mang. Khong
gidng nhu Firewall cing, Firewall mém c6 thé dé dang phan biét cac chuong
trinh trén mdy tinh, diéu nay cho phép dir liéu vao mot chuong trinh trong khi
chan mot chuong trinh khac. Firewall mém cling c6 thé loc dir liéu gui di,
cling nhu cac phan hdi tir xa cho cac yéu cau giri di. Nhuoc diém chinh cua
Firewall mém cho mot doanh nghiép 1a: yéu cau cai dat, cdp nhat va quan tri
trén mdi may tinh c4 nhan.

Firewall mém duogc cai dit trén cac may chu riéng 1¢ gitp chin mdi yéu
cau két ndi va sau d6 xac dinh xem yéu cau c6 hop 1¢ hay khong. Firewall xir

1y tat ca cac yéu cau bang cach st dung tai nguyén may chu.

Trong khi so sanh véi Firewall cing, Firewall mém hoic Firewall

Opensource (tuong lira ma nguén mé) dé& cdu hinh va thiét 1ap hon.

Firewall mém cung cip cho nguoi dung quyén kiém soat hoan toan luu
lugng truy cép Internet ciia hg thong qua giao dién than thién véi nguoi dung
yéu cau it hodc khong c6 kién thie.
2.1.3.2 Pic diém Firewall cting

Firewall cmg niam giita mang may tinh cuc bd va Internet, Firewall
climg s& kiém tra tat ca cac dir liéu dén tir Internet, di qua cac goi dit liéu an

toan trong khi chan cac goi dir liéu nguy hiém tiém an
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Hinh 2-2 Firewall cing
Pé bao vé diing mang ma khong can trd hiéu suét, twong lira firewall
cimg yéu cau ngudi thiét 1ap phai co kién thic chuyén sau va do d6 co thé
khong phai 1a giai phap kha thi cho cac cong ty khong c6 bo phan cong nghé
thong tin chuyén dung. Tuy nhién, dbi v6i cic doanh nghiép c6 nhiéu may

tinh, c6 thé ki€ém soat an ninh mang tr mét thiét bi don gian héa cong viéc.

Céac doanh nghiép thudng co tudng lira phan cimg chuyén dung c6 nhiéu
cong cu khac nhau dé gitp chian cac mdi de doa & ngoai vi cia mang. Bang
cach ndy, nguoi quan tri c¢6 thé loc email va luu luong truy cip web (trong s6

nhing thir khac) cho tat ca moi nguoi.

Tuong lira phan cimg duogc tich hop vao bo dinh tuyén nam giita may
tinh va Internet. Nguoi quan tri thuong st dung loc goi, c6 nghia 1a ho quét
tiéu dé goi dé xac dinh ngudn gdc, ngudn gbc, dia chi dich va kiém tra véi
quy tic nguoi ding hién cé duge xac dinh dé dua ra quyét dinh cho phép / tir
chdi.

Tudng lira phan cimg duoc thiét 14p cho thdi gian phan hdi nhanh hon
do phan cimg va phan mém duoc dong bd mét cach tbi da giup phat huy hét
hiéu ning cua tuong lira phan cimg gitip nd c6 thé xur 1y nhiéu luu lwong truy

cap hon.
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Tuong lira c6 hé diéu hanh riéng it bi tdn coéng hon, diéu nay lan lam
giam nguy co bao mat va ngoai ra, tudng lira phin cimg c6 cac didu khién bao
mat nang cao.

Tudng lira phan cing 1a mot thanh phan mang ndi bd, nd co thé duoc
quan 1y tot hon.

2.1.4 Kién truc co ban cuaFireWall
2.1.4.1 Kién triic Dual-homed Host

Intermnet w

[ J Remote User

Dual-homed

Firewall
host

Internal Network

@ @ g{
UserI User User

Hinh 2-3 Kién trac Dual-homed Host

Dual-homed Host 13 hinh thtc xuét hién dau tién trong viéc bao Vvé

mang ndi bd. Dual-homed Host 1a mdt mdy tinh c6 hai giao ti€ép mang
(Network interface): mot né1 vdi mang cuc bd va mot né1i véi mang ngoai

(Internet).

H¢ diéu hanh ciia Dual-home Host dugc sira doi dé chirc nang chuyén
cac goi tin (Packet forwarding) giita hai giao tiép mang nay khong hoat dong.
Pé lam viéc duge véi mot may trén Internet, ngudi dung & mang cuc bo trude

hét phai login vao Dual-homed Host, va tir d6 bat dau phién lam viéc. [2]
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Panh gia vé Dual-homed Host:

bé cung cap dich vu cho nhitng ngudi st dung mang ndi bd c6 mdt so

gidi phap nhu sau:
- Két hop voi cac Proxy Server cung cip nhitng Proxy Service.

- Cép cac tai khoan nguoi dung trén may dual-homed host nay va khi ma
nguoi st dung mudn st dung dich vu tu Internet hay dich vu tu

external network thi ho phai logging in vao may nay.

Phuong phép cap tai khoan nguoi dung trén may dual-homed host kha
phtc tap, vi mdi 1an nguoi ding mudn sir dung dich vu thi phai logging in vao
may khac (dual-homed host) khac v6i mdy cua ho, ddy 1a van dé rat khong

thuan tién vo1 nguodi st dung.

Néu dung Proxy Server: kho co thé cung cip dugc nhiéu dich vu cho
ngudi st dung vi phan mém Proxy Server va Proxy Client khong phai loai
dich vu nao ciing c¢6 san. Hodc khi s6 dich vu cung cap nhiéu thi kha ning dap
mg cua hé théng c6 thé giam xudng vi tat ca cac Proxy Server déu dit trén

cung mQt may.

2.1.4.2 Kién trac Screend Subnet Host

Intermet
Bastion Homt
%l xtenor Router

Pernnmeter Network
|
| |

Interior Router @

l

Imernal Network

USCT Uscr uscer

Hinh 2-4 Kién trac Screend Subnet Host
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Véi kién trac nay, hé théng nay bao gém hai Packet-Filtering Router va
mot may chu. Kién triic nay c6 d6 an toan cao nhit vi nd cung cp ca mirc bao
mat: Network va Application trong khi dinh nghia mdt mang perimeter
network. Mang trung gian (DMZ) déng vai tro cia mot mang nho, c6 1ap dat
gifra Internet va mang ndi bd. Co ban, mét MANG TRUNG GIAN dugc ciu
hinh sao cho cac hé théng trén Internet va mang nodi bd chi co thé truy nhap
duoc mot sb gi61 han cac h¢ théng trén mang MANG TRUNG GIAN, va su
truyén truc tiép qua mang MANG TRUNG GIAN la khong thé dugc.

Va nhiing thong tin dén, Router ngoai (Exterior Router) chong lai nhiing
su tn cong chuan (nhu gia mao dia chi IP), va diéu khién truy nhép t61 mang
trung gian. N6 chi cho phép hé thong bén ngoai truy nhap may chu. Router
trong (Interior Router) cung cap sy bao vé thtr hai bang cach diéu khién mang
trung gian truy nhap vao mang ndi bo chi voi nhimng truyén thong bat dau tir

Bastion Host (may chu).

Véi nhiing thdng tin di, Router diéu khién mang ndi bd truy nhap toi
mang trung gian. N6 chi cho phép cac hé théng bén trong truy nhap téi may
cht. Quy luat Filtering trén Router ngoai yéu cau st dung dich vu Proxy bang
cach chi cho phép thong tin ra bat ngudn tir May chu.

Panh gia vé kién triic Screend Subnet Host :

- Dai v6i nhitng hé thdng yéu cau cung cap dich vu nhanh, an toan cho
nhiéu ngudi sir dung dong thoi ciing nhu kha ning theo ddi luu thong
ciia mdi nguoi s dung trong hé théng va dir liéu trao ddi gilta céc
ngudi ding trong hé théng can dugce bao vé thi kién trac co ban trén
phu hop.

- Pé tang d6 an toan trong mang ndi bo, kién truc screened subnet & trén

sir dung thém mot mang DMZ (DMZ hay perimeter network) dé che
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phr:in nao luu thong bén trong mang nd1 bd. Tach biét mang ndi bo véi

Internet.

- St dung 2 Screening Router (b dinh tuyén loc): Router ngoai va

Router trong.

- Ap dung qui tic du thira c6 thé bd sung thém nhiéu mang trung gian

(DMZ va perimeter network) cang tdng kha nang bao v¢é cang cao.

- Ngoai ra, con c6 nhimg kién truc bién thé khac nhu: sir dung nhiéu
Bastion Host (may chu) (May chu), ghép chung Router trong va Router
ngoai, ghép chung Bastion Host (mdy chu) (May chu) va Router
ngoai.[2]
2.2 Mang riéng ao
2.2.1 Dinh nghia VPN

VPN duoc hiéu nhu 1a mét giai phap mé rong mot mang riéng thong
qua mdt mang chung (thudng 13 Internet). M&i VPN s& két ndi v6i mot VPN
khac, cac site khac hay nhiéu nguoi dung tir xa. Thay thé cho két ndi thuc nhu
leased — line, VPN sir dung cac két ndi 4o dugc din tir cic mang ndi bo tdi

cac site cua nguodi dung tir Xa.

Céc giai phap VPN dugc thiét ké cho nhiing t6 chirc ¢6 xu hudng ting
cudng thong tin tir xa vi pham vi hoat dong rong (toan qudc hay toan cau).
Tai nguyén ¢ trung tdm c6 thé két ndi dén tir nhiéu ngudn gitp tiét kiém chi
phi va thoi gian.

VPN duoc goi 1a mang 4o boi chung chi sir dung cac két ndi tam thoi.
Nhitng két nbi bao mat dugc thiét 1ap giita cac host, gitta host v6i mang hay

gitra hai mang v6i nhau.
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Hinh 2-5 M6 hinh mang VPN
2.2.2 Céc thanh phan tao nén VPN
2.2.2.1 VPN client
VPN client c¢6 thé 1a mot may tinh hodc mot bd dinh tuyén. Loai VPN

khach hang st dung cho mang ctia cong ty phu thudc vao nhu cau ca nhan cua

cong ty do.

Mat khac, néu cong ty c6 mot vai nhan vién thuong xuyén di cong tac
xa va can phai truy cdp vao mang cua cong ty trén duong di, may tinh xach

tay ctia nhan vién c6 thé thiét 1ap nhu VPN client.

Vé mat k¥ thuat, bat ky hé diéu hanh déu c6 thé hoat dong nhu mot
VPN Client mién 14 né c6 hd trg cac giao thirc nhu: giao thitc dudng ham
diém-diém PPTP (Point to Point Tunneling Protocol), giao thirc duong ham
16p 2 L2TP (Layer 2 Tunneling Protocol) va giao thitc bao mat Internet IPSec
(Internet Protocol Security). Ngay nay, voi cac phién ban Windows moi thi
kha ning truy cdp mang VPN cang duoc phat trién t6i wu hon, do d6 van dé
khong twong thich véi cac phién ban hé diéu hanh hién nay 14 khong ton tai.
2.2.2.2 VPN server

VPN server hoat dong nhu mot diém két ndi cho cac VPN client. Vé
mat k¥ thudt, mot may chu VPN co thé dugc cai dat trén mot sé hé diéu hanh

nhu Window Server, Linux ...
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VPN Server kha don gian. N6 1a mdt may chu duoc cai dat dich vu may
chu dinh tuyén va truy cép tir xa RRAS (Routing and Remote Access Server).
Khi mot két ndi VPN di duoc ching thuc, cic may chi VPN chi don gian 1a
hoat dong nhu mot bd dinh tuyén cung cap cho khach hang VPN c6 thé truy
cap dén mot mang riéng
2.2.2.3 Firewall

Céc thanh phan khic theo yéu cau cia mang riéng ao VPN (Virtual
Private Network) 13 mot tuong lira tt. May chi VPN chip nhan két ndi tir
mang ngoai, nhung diéu d6 khong c6 nghia 1a mang ngoai can phai c6 quyén
truy cap day du dén may chit VPN. Chiing ta phai sir dung mot tuong lira dé

chin bét ky cong nao khong sir dung.

Yéu ciu co ban cho viéc thiét 1ap két ndi VPN 1a dja chi IP cua may chu

VPN c¢6 thong qua tuong lira dé tiép can véi may chi VPN.

Chung ta c6 thé dat mot may cha ISA giira tudng lira va may cha VPN.
Y tudng 1a c6 thé cau hinh tudng lira dé didu chinh tat ca luu luong truy cap
VPN c¢6 lién quan dén ISA Server chir khong phai 1a mdy chii VPN. ISA
Server sau d6 hoat dong nhu mdt proxy VPN. Ca hai VPN Client va VPN
Server chi giao tiép vi may chit ISA ma khong bao gid giao tiép truc tiép véi
nhau. Piéu nay c6 nghia 1a ISA Server che chan cac VPN Server tir cic VPN

Client truy cap dén, vi thé cho VPN Server s& c6 thém mot 16p bao vé.

2.2.2.4 Giao thttc duong ham (Tunneling Protocol)

VPN client truy cip vao mdt may cha VPN qua mét dudng ham ao.
Puong hdm 4o nay 1a mot 16i di an toan qua moi truong coéng cong (nhur
Internet). Dé c6 duoc duong ham, cin phai st dung mot trong cac giao thirc
duong ham. Mot sd giao thirc dé lua chon dé tao duong hdm nhu: IPSec,
L2TP, PPTP va GRE. Nhung dé lya chon mot giao thirc dudng ham phu hop

cho mot mo hinh mang & mot cong ty hay mot doanh nghiép bat ky 1a mot
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quyét dinh quan trong khi 1ap ké hoach dé trién khai hé théng VPN cho doanh
nghi¢p, cong ty do.

Loi thé 16n nhat ma L2TP hon PPTP 1a n6 dua trén IPSec. IPSec mé hoa
dir liéu, cung cép xac thuc dir li€u, dit liéu ctia nguot gl s€ dugc ma hoa va

dam bao khong bj thay d6i ndi dung trong khi truyén.

Mic du L2TP ¢6 vé 1a c6 loi thé hon so voi PPTP, nhung PPTP ciing c6
loi thé riéng d6 1a kha ning twong thich. PPTP hoat dong tot voi cac hé didu
hanh Windows hon L2TP. [3]

2.2.3 Uu va nhugce diém cua VPN
2.2.3.1 Uu diém

VPN mang lai loi ich thuc su va tic thoi cho cac cong ty. C6 thé ding
VPN dé don gian hod viéc thong tin giira cic nhan vién 1am viéc & xa, nguoi
dung tlr xa, mé rong Intranet dén timg van phong, chi nhanh, khong nhing
chung ta c6 thé trién khai Extranet dén tan khach hang va cac ddi tac chi chot
ma con 1am giam chi phi cho cac cong viéc trén thap hon nhiéu so véi viée
mua thiét bi va duong diy cho mang WAN riéng. Nhiing lgi ich nay du truc
tiép hay gian tiép déu bao gom: tiét kiém chi phi, tinh mém déo, kha ning mo
rong va mot sé wu diém khac.
2.2.3.2 Nhuoc diem

Mic du phd bién nhung mang riéng 40 VPN (Virtual Private Network)

khi trién khai hé thong can luu y mot s6 han ché.

VPN doi hoi sy hiéu biét chi tiét vé van dé an ninh mang, viéc cdu hinh
va cai dat phai can than, chinh xac dam bao tinh an toan trén hé théng mang
Internet cong cOng.

Do tin cdy va hi¢u suat cia mot VPN dya trén Internet khong phai 1a
dudi su kiém soat tryc tiép ciia cong ty, vi vay giai phap thay thé 1a hay sur

dung mot nha cung cép dich vu Internet tot va chat luong.
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Viée sir dung cac san pham VPN va cac giai phap cua cac nha cung cip
khac nhau khéng phai luc nao ciing twong thich do cac van dé vé tiéu chuan
cong nghé VPN. Khi str dung pha tron va két hop cac thiét bi s& co thé gay ra
nhirg van dé k§ thuat hoic néu s dung khéng dung cach s& ling phi rat

nhiéu chi phi trién khai h¢ théng.

Mot han ché hay nhuoc diém rat kho tranh khoi cia VPN d6 1a van dé
bao mat ¢4 nhan, boi vi viée truy cdp tir xa hay viéc nhan vién két nbi v6i hé
théng vin phong bang mdy tinh xach tay, may tinh riéng, khi d6 néu cac may
tinh ctia ho thuc hién hang loat cic ung dung khéc, ngoai viéc két ndi toi vin
phong 1am viéc thi nhiing tin tic c6 thé loi dung yéu diém tir may tinh c4 nhan
ctia ho tin céng vao hé théng cua cong ty. Vi vay viéc bao mat ca nhan ludn
dugc cac chuyén gia khuyén cdo phai dam bao an toan.

2.2.4 Mang Site — to — Site VPNs

Bén canh Remote-acess VPN 1a site-to-site VPN, ddy la cach két ndi
nhiéu vin phong tru s& xa nhau thong qua cac thiét bi chuyén dung va mot
duong truyén duge ma hoa ¢ qui mé 16n hoat dong trén nén Internet. Site-to-

Site VPN gom 2 loai:

- Intranet-based: néu cong ty co cac tru s& xa nhau va mudn két ndi lai
thanh mot mang riéng duy nhat thi co thé tao intranet VPN va ndi két

Lan-to-Lan.

- Extranet-based: khi cong ty c6 quan hé mat thiét voi cong ty khac (vi
du nhu mot ddi tac, nha cung cip hay khach hang) ho c6 thé xay dung
mot extranet VPN nham két ndi Lan-to-Lan va cho phép cic cong ty
nay cung 1am viéc trao ddi trong mot moi trudng chia sé riéng biét (tat

nhién van trén nén Internet).

VPN c¢6 thé duge phat trién trén nhiéu moi truong khac nhau: X.25,

Frame Relay, ATM, Internet. Tuy nhién trén cdc moi trudong khac nhau thi sy
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phat trién ctia VPN ¢6 cac dic diém khac nhau vé mit k¥ thuat cling nhu vé

mat dap tng yéu cau cta khach hang.

2.2.5 Mang VPN cuc bd (Intranet-based VPN)

Céac VPN cuc bo duoc st dung dé bao mat cac két noi gitra cac dia di€ém

khac nhau ctia mdt cong ty. Mang VPN lién két try s& chinh, cic vin phong,

chi nhanh trén mét co so ha tang chung st dung cac két noi luén duge ma hoa

bao mat. Piéu nay cho phép tit ca cac dia diém c6 thé truy nhap an toan céc

ngudn dit liéu dugc phép trong toan bd mang ciia cong ty. Nhitng VPN nay

van cung cap nhiing dic tinh ctia mang WAN nhu kha ndng md rong, tinh tin

cdy va hd tro cho nhiéu kiéu giao thirc khac nhau véi chi phi thdp nhung van

dam bao tinh mém déo. Kiéu VPN nay thuong duoc ciu hinh nhu 13 mot

VPN Site- to- Site.

IPMAC Site A

ma!l pl nac.vn

lr! m.

SITE-TO-SITE VPN

IPMAC Site B

mail.ipmac.vn|

aiﬂ *

IB

www.ipmac.vn v.ipmac m‘
Hinh 2-6 M6 hinh VPN Site-to-Site (Intranet Based)
Nhitng vu diém chinh ctia mang cuc bo dua trén giai phap VPN bao
gom
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Céc mang ludi cuc bo hay toan bo c6 thé duoc thiét 1ap (v6i didu kién
mang thong qua mot hay nhiéu nha cung cip dich vu).

Giam duge s6 nhan vién k¥ thuat hd tro trén mang dbi véi nhiing noi
Xa.

B61 vi nhiing két ndi trung gian dugc thuc hién thong qua mang
Internet, nén nd ¢ thé d& dang thiét 1ap thém mot lién két ngang cap
moi.

Tiét kiém chi phi thu dugc tir nhitng 1oi ich dat duogc béng cach st dung
duong ngdm VPN thong qua Internet két hop v&i cong nghé chuyén
mach téc do cao. Vi du nhu cong nghé Frame Relay, ATM.

Tuy nhién mang cuc bd dua trén gidi phap VPN ciing c6 nhitng nhuoc

diém di cung nhu:

2.2.6

Béi vi dir liéu duge truyén “ngdm” qua mang cong cdng — mang
Internet — cho nén van con nhitng moi “de doa” vé muc d6 bao mat dir

lidu va mirc d6 chat luong dich vu (QoS).
Kha ning cac goi dit liéu bi mat trong khi truyén dan van con kha cao.
Truong hop truyén din khdi lwong 16n dir liéu, nhu 13 da phuong tién,

voi yéu cau truyén dan toc do cao va dam bao thoi gian thuc 1a thach

thirc 16n trong moi truong Internet.

Mang VPN mo rong (Extranet-based VPN)

Thyc té mang VPN mé rong cung cap kha nang diéu khién truy nhap t6i

nhitng ngudn tai nguyén mang can thiét d¢ mé rong nhiing ddi twong kinh

doanh nhu 1a cac ddi tac, khach hang, va cac nha cung cdp... . Cac VPN méo

rong cung cap mot duong ham bao mat gita cac khach hang, cac nha cung

cap va cac doi tac qua mdt co sé ha tang cong cong. Kiéu VPN nay sur dung

cac két ndi ludn ludn dugc bao mat va duoc cau hinh nhu mot VPN Site—to—
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Site. Sy khac nhau gitra mdt VPN cuc b va mdt VPN mo rong do6 1a sy truy

cap mang dugc cong nhan & mot trong hai dau cudi cia VPN.

G Main Site |11

Perimeter
" Router

Business partner
with Cisco router

At s PIX
: Firewall
VPN

Remote ofﬁcer o
with Cisco router . g oncentrato
R = Corporate

, Mobile worker with
Regional office " Cisco Secure VPN Client

with PIX firewall SOHO w.m Cisco ©n a laptop computer
ISDN/DSL router

Hinh 2-7 M6 hinh VPN Site-to-Site (Extranet-Based VPN)

Nhitng vu diém chinh cia mang VPN mé rong:

Chi phi cho mang VPN mé rong thap hon rat nhiéu so véi mang truyén

thong.

- D@ dang thiét 1ap, bao tri va d& dang thay ddi d6i véi mang dang hoat
dong.

- Vi mang VPN m¢ rong dugc xdy dung dua trén mang Internet nén cé
nhiéu co hoi trong viéc cung cap dich vu va chon lya giai phap phi hop
v6i cac nhu cau ctia mdi cong ty hon.

- B6i vi cac két ndi Internet dugc nha cung cip dich vu Internet béo tri,
nén giam dugc sb lugng nhan vién ky thuat ho tro mang, do vdy giam
dugc chi phi van hanh cta toan mang.

Bén canh nhimng vu diém & trén giai phap mang VPN mé rdng ciing con

nhing nhugc diém di cuing nhur:
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- Kha niang bao mat thong tin, mat dir liéu trong khi truyén qua mang

cong cong van ton tai.

- Truyén dan khéi luong 16n dit liéu, nhu 1a da phuong tién, véi yéu cau
truyén din tbc d6 cao va dam bao thoi gian thuc, 13 thach thic 16n
trong moi truong Internet.

- Lam tang kha ning rui ro ddi v6i cac mang cuc bo cua cong ty.

2.3 Heé thdng phat hién chéng xamnhap
2.3.1 Hé thdng phat hién xam nhap (IDS).

IDS (Intrusion Detection Systems) 14 mot hé théng phong chong nham
phat hién cac hanh dong tan cong vao mot mang muc dich ctia n6 1a phat hién
va ngan ngira cac hanh dong pha hoai ddi v6i van dé bao mat hé thong hoic
nhimg hanh dong trong tién trinh tan cong nhu suu tap, quét cic cong mot
tinh nang chinh cta hé thong nay 1a cung cdp thong tin nhan biét vé nhing
hanh dong khong binh thuong va dua ra cac bdo canh thong bao cho quan tri
vién mang khoa cac két ndi dang tin cong ndy thém vao d6 cong cu IDS ciing
c6 thé phan biét giita nhitng tin cong bén trong tir bén trong t6 chirc (tir chinh
nhan vién hodc khach hang) va tan cong bén ngoai (tan cong tir hacker).

2.3.2 Hé théng chéng xam nhap (IPS).
IPS (Intrusion Prevention Systems) 1a hé théng theo ddi, ngan ngira kip

thoi cac hoat dong xam nhap khong mong muén.

Chure nang chinh cua IPS 1a xac dinh cac hoat dong nguy hai, loju giir cac
thong tin nay. Sau d6 két hop vai firewall dé dimg ngay cac hoat dong nay, va
cudi cting dua ra cac bao céo chi tiét vé cac hoat dong xam nhap trai phép trén.

Hé théng IPS dugc xem 13 trudng hop mo rong cua hé thdng IDS, cach
thirc hoat dong ciing nhu dic diém ctia 2 hé théng nay tojong ty nhau. Diém

khac nhau duy nhat 13 hé thong IPS ngoai kha ning theo ddi, giam sat thi con

Tran Van Quyét — CT1901M 33



Nghién ciru trién khai giai phap dam bao an ninh mang trén nén Pfsense D6 an tot nghiép

¢6 chirc niang ngan chin kip thoi cac hoat dong nguy hai ddi véi hé thong. Hé

thong IPS str dung tap luat trong tw nhu hé thdng IDS.

Nguyén 1y hoat déng ciia mot hé théng phat hién va chdng xam nhap
dojoc chia lam 5 giai doan chinh: Gidm sit mang, Phan tich luu thong, Lién
lac giita cac thanh phan, Canh bdo vé cac hanh vi xAm nhap va cudi cung cé
thé tién hanh phan tng lai tiiy theo chirc nang cia timg IDS.
2.3.2.1 Giam sat mang (monotoring)

Giam sat mang 13 qué trinh thu thap thong tin vé luu thong trén mang.
Viéc nay thong thuong dojoc thuc hién bang cac Sensor. Yéu cau doi hoi doi
v6i giai doan nay 13 c6 dugc thong tin day di va toan ven vé tinh hinh mang.
Pay ciing 1a mot van dé kho khin, bai vi néu theo ddi toan bo thong tin thi s&
t6n kha nhiéu tai nguyén, dong thoi gy ra nguy co tic nghén mang. Nén can
thiét phai can nhic dé khong 1am anh hudéng dén toan bo hé thong. Co thé sir
dung phuong an la thu thip lién tuc trong khoang thoi gian dai hodc thu thap
theo ting chu ki. Tuy nhién khi d6 nhitng hanh vi bat dugc chi 1a nhitng hanh
vi trong khoang thoi gian giam sat. Hodc ¢ thé theo vét nhirng loju thong TCP
theo goi hodc theo lién két. Bang cach nay sé& thdy dugc nhitng dong dit liéu
vao ra duoc phép. Nhung néu chi theo ddi nhiing lién két thanh cong s& c6 thé
b6 qua nhimng thong tin ¢ gia tri vé nhitng lién két khong thanh cong ma day
lai thudng 1a nhitng phan quan tdm trong mot hé thong IDS, vi du nhu hanh
dong quét cong.
2.3.2.2 Phan tich lIuu thong (Analyzing)

Khi di thu thap dugc nhimng thong tin can thiét tir nhitng diém trén
mang. IDS tién hanh phan tich nhiing dit liéu thu thap duoc. Mdi hé thong can
c6 mot sy phan tich khac nhau vi khong phai méi trudng nao ciing giong
nhau. Thong thuong & giai doan nay, hé théng IDS s& do tim trong dong
traffic mang nhitng ddu hiéu dang nghi ngd dua trén k¥ thuat déi sanh méu

hoic phan tich hanh vi bat thuong.
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2.3.2.3 Canh béo (Alert)
Sau khi d3 phan tich xong dit liéu, hé théng IDS can phai dua ra duoc

nhitng canh bao. Vi du nhu:
- (Canh béo dia chi khong hop I¢€.

- Canh bao khi may c6 ging két ndi dén nhitng may nam trong danh sach
can theo ddi ¢ trong hay ngoai mang.
2.3.2.4 Phan Gng (Response)

Trong mot s6 hé thong IDS tién tién hién nay, sau khi cac giai doan trén
phat hién duoc déu hiéu tin cong, hé thong khong nhitng canh bao cho ngojoi
quan tri ma con dua ra cac hanh vi phong vé ngan chin hanh vi tin cong do.
Diéu nay giup ting cudng kha ning ty vé cia Mang, vi néu chi can canh bao
cho ngudi quan tri thi déi khi cudc tin cong s& tiép tuc xay ra gy ra cac tic
hai xdu. Mot hé théng IDS c6 thé phan tng lai trudc nhiing tin cong phai
duoc ciu hinh dé c6 quyén can thi€p vao hoat dong cua Firewall, Switch va

Router. Cac hanh dong ma IDS c6 thé dua ra nhu:

Ngét dich vu.

Gién doan phién.

Cam dia chi IP tn cong.

Tao log.

Tran Van Quyét — CT1901M 35



Nghién ctru trién khai giai phap dam bao an ninh mang trén nén Pfsense Do an tdtnghié

CHUONG 3: TRIEN KHAI PROXY SERVER TREN PFSENSE

gl

3.1 M5 hinh trién khai

Virtual| WAN

192.168.1.175

192.168.1.74 192.168.1.77
T 1 I S [ T
5 (T T ST 5 T O
Pfsense oo mon smmmmmes  Pfsense
Master s S Backu
R e 53 LT T [ 12 P
[Zur PranifrisJaecs] [ awrasn ]
192.168.181.10 152.168.181.6

Virtual LAN
192.168.181.8

]

LS 192.168.181.133
Hinh 3-1 Mo hinh trién khai Pfsense thuc nghi¢m

3.2 Pfsense
3.2.1 Gioi thiéu

PfSense 1a mot Gmg dung cd chic ning dinh tuyén, tudong lira va mién
phi, ing dung nay s€ cho phép ban mé rong mang cua minh ma khong bi thoa
hi¢p vé su bao mat. Bit diu vao nam 2004, khi mOnOwall mé&i bit dau chap
chitng — dy 13 mot du an bao mat tip trung vao cac hé thong nhung — pfSense
da c¢6 hon 1 tri¢u luot download va duogc st dung dé bao vé cac mang co tat
ca kich ¢&, tir mang gia dinh dén cac mang 16n cta cac cong ty/doanh nghiép.
Ung dung ndy c6 mot cong dong phat trién rat tich cuc va nhiéu tinh ning
dang duoc bd sung trong mdi lan phat hanh nham cai thién hon nita tinh bao

mat, sy on dinh va kha niang linh hoat cia né. Va 1a mét trong sd it nhiing
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firewall c6 tinh ning trang thai, chi thuong xuat hién ¢ nhiing firewall thuong

mai lén nhu Cisco ASA, Checkpoint, Juniper ...

PfSense bao gém nhiéu tinh nang dac biét 1a firewall trang thai ma ban
van thay trén cac thiét bi tuong ltra hodc router thwong mai 16n, chang han
nhu giao dién ngudi dung (GUI) trén nén Web tao sy quan Iy mot cach d&
dang. Trong khi d6 phan mém mién phi nay con c6 nhiéu tinh ning an tugng

do6i voi firewall/router mi€n phi, tuy nhién cting c6 mét s6 han ché.

PfSense ho trg loc boi dia chi nguff)n va dia chi dich, cé)ng nguén hoac
cong dich hay dia chi IP. N6 ciing hd trg chinh sach dinh tuyén va co ché hoat
dong trong ché d6 brigde hodc transparent, cho phép ban chi can dit pfSense
& giita cac thiét bi mang ma khong can doi hoi viéc cu hinh bo sung. PfSense
cung cap co ché NAT va tinh ning chuyén tiép cong, tuy nhién tng dung nay
van con mot s han ché véi Point-to-Point Tunneling Protocol (PPTP),
Generic Routing Encapsulation (GRE) va Session Initiation Protocol (SIP)

khi st dung NAT.

PfSense dugc dua trén FreeBSD va giao thic Common Address
Redundancy Protocol (CARP) cua FreeBSD, cung cip kha ning du phong
bang cach cho phép cac quan trj vién nhém hai hodc nhiéu tudng lira vao mot

nhom ty dong chuyén.

Vi n6 hd trg nhiéu két ndi mang dién rong (WAN) nén co thé thuc hién
viéc can béng tai. Tuy nhién c6 mot han ché v&i nd & chd chi co thé thuc hién
can bang luu lugng phan phdi gitta hai két ndi WAN va khong thé chi dinh

duogc luu luong cho qua mot két ndi.

3.2.2 Cai dat Pfsense
3.2.2.1 Phan cling yéu cau
- CPU Pentium II tré 1én.

- RAM 512 MB.
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- Disk drive (SSD, HDD, etc).
- PCI Network 2 céai : 1 duing WAN, 1 dung LAN.

3.2.2.2 Cai dat Pfsense trén PC

Vao trang chu cta Pfsense dé download :

https://www.pfsense.org/download/

Select Image To Download

Version: 2.44-p3
Architecture: | AMD64 (64-bit) ' (2]

Installer: CD Image (ISO) Installer v

Mirror: 'New York City, USA v

Supported by

0 netgate

Hinh 3-2 Download Pfsense
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Status / Dashboard +0
System Information F Q00 Netgate Services And Support (-Xx]
Name pfSense.localdomain
Contract type
User admin@192.168.181.1 (Local Database)
System VMware Virtual Machine
it " :
hetgate Device 10: bb0g4136d2976eb0m7b NETGATE AND pfSense COMMUNITY SUPPORT RESOURCES
BIOS Vendor: Phoenix Technologies LTD
Version: 6.00
Release Date: Fri May 19 2017 If you purchased your pfSense gateway firewall appliance from Netgate and elected
Community Support at the point of sale or installed pfSense on your own hardware,
Version 2.4.4-RELEASE-p3 (amd64) you have access to various community support resources. This includes the
built on Wed May 15 18:53:44 EDT 2019 NETGATE RESOURCE LIBRARY.
FreeBSD 11.2-RELEASED10 ,
You also may upgrade to a Netgate Global Support subscription. We're always on!
The o s Our team is staffed 24x7x365 and committed to delivering enterprise-
Version information updated at Mon Sep 16 9:34:41 -07 2019 &3 class, worldwide support aF a price point that is more than competitive
when compared to others in our space.
CPUT) i @
ype i:é;lfsl)gs;eg;gf'\fj:ﬁgaizs;: 2.30GHz * Upgrade Your Support « Community Support Resources
Netgate Global Support FAQ Official pfSense Training by Netgate
Kernel PT1 Enabled : 2 = Ppo 2 ’ ok - R
3 * Netgate Pr sional Se s e Visit Netgate.com
Uptime 00 Hour 48 Minutes 06 Seconds

Current date/time

DNS server(s)

Last config change

State table size

MBUF Usage

Load average

CPU usage

Memory usage

SWAP usage

Disk usage:
/

/var/run

Mon Sep 16 10:21:37-07 2019
If you decide to purchase a Netgate Global Support subscription, you MUST

* 127.001 have your Netgate Device ID (NDI) from your firewall in order to validate
* 192.168.1.1 support for this unit. Write down your NDI and store it in a safe place. You can
e 8868 purchase support here
* 8844
~
Mon Sep 16 10:07:11-07 2019 o
Interfaces F00
0% (8/46000) Show states o
a8a WAN 4 1000baseT <full-duplex> 192.168.1.174
0% (760/1000000) 83 LAN 4 1000baseT <full-duplex> 192.168.181.10
0.38,0.41,040
-
4%

37% of 463 MiB

0% of 1023 MiB

-
7% of 18GiB - ufs

a
3% of 3.4MiB - ufs in RAM

Hinh 3-3 Giao dién Status Dashboard

3.3 Giai phap proxy server trén Pfsense

3.3.1 Cau hinh Proxy Server
3.3.1.1 Cau hinh Squid proxy

- Budc 1 : Cau hinh Local Cache. Vao “Services” > Squid Proxy
Server > Local Cache. Muc Cache Replacement: Heap LFUDA,
Hard Disk Cache Size: 2048, Maximum Object Size: 512, Memory

Cache size: 512-> Click “Save” dé luu ciu hinh.
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General Remote Cache Local Cache Antivirus ACLs Traffic Mgmt Authentication Users Real Time Sync

Squid Cache General Settings

Cache Replacement | Héap LFUDA

Policy s CaoTe enTace ment palicy decidss whilch o bjects will ferfialiin cachis and which objeuts ais Teplased 1o'creats space for the ew objesta: Default
heap LFUDA ©
Low-Water Mark in % 90
The low-water mark for AUFS/UFS/diskd cache object eviction by the cache_replacement_policy algorithm. 0
High-Water Mark in % 95

The high-water mark for AUFS/UFS/diskd cache object eviction by the cache_replacement_policy algorithm. €

Do Not Cache

Enter domain(s) and/or IP address(es) that should never be cached. Put each entry on a separate line.
Enable Offline Mode [ Enable this option and the proxy server will never try to validate cached objects.

Offline mode gives access to more cached information than normally allowed (e.g., expired cached versions where the origin server should have been
contacted otherwise)

Hinh 3-4 C4u hinh Squid proxy

Hard Disk Cache Size

Amount of disk space (in megabytes) to use for cached objects

Hard Disk Cache System ufs -

This specifies the kind of storage system to use. €

Clear Disk Cache NOW  Hard Disk Cache is automatically managed by swapstate_check.php script which is scheduled to run daily via cron. €

If you wish to clear cache immediately, click this button once:

Level 1 Directories 16 ~

Specifies the number of Level 1 directories for the hard disk cache. €9

Hard Disk Cache Location /var/squid/cache

This is the directory where the cache will be stored. Default: /var/squid/cache €@

Minimum Object Size 0

Objects smaller than the size specified (in kilobytes) will not be saved on disk. Default: 0 (meaning there is no minimum)

Maximum Object Size
Objects larger than the size specified (in megabytes) will not be saved on disk. Default: 4 (M) €@

Squid Memory Cache Settings

Memory Cache Size
Specities the ideal amount of physical RAM (in megabytes) to be used for In-Transit objects, Hot Objects and Negative-Cached objects
Minimum value: 1 (MB). Default: 64 (MB) €

Maximum Object Size in 256

RAM| Objects greater than this size (in kilobytes) will not be attempted to kept in the memory cache. Default: 256 (KB)
Memory Replacement Heap GDSF =
Policy

The memory replacement policy determines which objects are purged from memory when space is needed. Default: heap GDSF €

Dynamic and Update Content

Cache Dynamic Content [ Select to enable caching of dynamic content.

With dynamic cache enabled, you can also apply refresh_patterns to sites like Windows Updates. €

Custom refresh_patterns

Enter custom refresh_patterns for better dynamic cache usage.
Note: These refresh_patterns will only be included if '‘Cache Dynamic Content' is enabled.

Hinh 3-5 Céu hinh Squid proxy
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- Bu6c 2: Chu hinh tich hop antivirus. Chon “Services > Squid
Proxy > Antivirus Tab” .Tich vao “Enable Squid antivirus check using

ClamAV” , Tich “Enable Google Safe Browsing support®, “ClamAV

Database Update : every 1 hour” -> Click “Save” dé luu c4u hinh.

Package/ Proxy Server: Antivirus / Antivirus Co=umPEe0e

General Remote Cache Local Cache m ACLs Traffic Mgmt Authentication Users Real Time Sync
1
S

ClamAV Anti-Virus Integration Using C-ICAP

Enable AV ¥ Enable Squid antivirus check using ClamAV.

Client Forward Options

oth client username and IP Info (Default) >

Enable Manual

Configuration
onfigs rectly Adva iFea
It conf I disal an nfig ir
sabl
Redirect URL http.//itlabvn.net
Exampl n/hbl !
RL
Google Safe Browsing
000 Ites that may be phishi i l
Waming: This option consumes significant amount of RAM
Exclude Audio/Video This option disables antivirus scanning of streamed video and audio
Streams
ClamAV Database Update 4 .
Optlonally, y schedule ClamAV definit jat £ t the desired frequency here 0
Important: 1 hour' If ant sing feature
ick the vonce 1o f he upda 1 ately, Note: This will take a while, Check freshclam log on the ‘Real Time' tab
for progress informatior
Regional ClamAV none .

Database Update Mirror

Select a regional database mirtor. Note: The default ClamAV database mirror performs extremely slow

It is strongly recommended to choose & mirror here and/or configure your own mirrors manually below.

Optional ClamAV
Database Update Servers

parate entries by semi-colons ()

not. (Replace XY with your country code

plSense Rubicon Communications, LLC (Netgate) view license

Hinh 3-6 CAu hinh Antivirus

ClamAYV la mdt ma nguén md (GPL), bd cong cu chéng virus, dac biét

la cho thu dién tor quét trén céng email. Phat hién hon 750.000 virus, worms,

trojan, bao gom ca Microsoft Office virus macro, phan mém doc hai di dong
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va mbi de doa khac.Mdaemon céc ban ciing s& thdy né dung ClamAV dé quét

mail.

3.3.1.2 C4u hinh Squid Guard

Squid Guard c6 tinh ndng chinh dé loc web den,web cam, facebook , dé
thue hién viée nay thi no tao ra access list roi két hop v6i Squid Proxy dé cac

user bén trong pfsense khong truy cap dugc cac website bi cam.

Truy cap Services -> SquidGuard Proxy Filter ->General
Settings bat Enable ->Apply

Package / Proxy filter SquidGuard: General settings / General settings Co=mE=eO

General settings Common ACL Groups ACL Target categories Times Rewrites Blacklist Log XMLRPC Sync

General Options

Enable [#] Check this option to enable squidGuard

Important: Please set up at least one category on the 'Target Categories' tab before enabling. See this link for details

The Save button at the bottom of this page must be clicked to save configuration changes

Ioact guidGuard configuration changes, the Apply button must be clicked.

SquidGuard service state: STOPPED

LDAP Options

Enable LDAP Filter Enable options for setup Idap connection to create filters with Idap search
LDAP DN
Configure your LDAP DN (ex: cn=Administrator,cn=Users,dc=domain)
LDAP DN Password

Logging options

Enable GUI log @ [Check this option to log the access to the Proxy Filter GUI

Enable log « [Check this option to log the proxy filter settings like blocked websites in Common ACL, Group ACL and Target Categories. This option is usually
sed to check the filter settings.

Enable log rotation # [Check this option to rotate the logs every day. This is recommended if you enable any kind of logging to limit file size and do not run out of disk
space
Miscellaneous
Clean Advertisina Check this antion ta disnlav a hlank aif imaae instead of the default hlock nane With this antion the tiser nets a cleaner wehnane

Hinh 3-7 Cu hinh Squid Guard
3.3.2 Gidi han gio truy cap web
- Budc 1: Chon menu Services, sau d6 chon SquidGuard Proxy Filter,
tiép tuc chuyén sang tab Times. DAy 1a tab cho phép ta cau hinh chin
loc ¢6 su can thi¢p cua thoi gian. Chon Add dé thém mé&i mot khoang

thoi gian.
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Package / Proxy filter SquidGuard: Times / Times CO=mE=0
General settings Common ACL Groups ACL Target categories Rewrites Blacklist Log XMLRPC Sync

Name Description

giolamviec S

Hinh 3-8 Tao mdéi mot khoang thoi gian

- Budce 2. Gia su, ta s€ thuc hién chan cac trang website dd quy dinh &
ndi dung trén véi nhitng yéu cdu dé ra nhu sau: Thuc hién chin truy
cap vao cac ngay lam viéc tir thir 2 cho dén thir 6. Thoi gian tir 8:00 dén
12:00 va 13:30 dén 17:30. Trong gio lam viéc, ta chi dugc phép truy
cdp cac trang website ngoai trr bongdaso.com, phienbanmoi.com,
google.com. Cac thoi gian khac, truy cap binh thuong.

General Options

Name giolamviec

Enter a unique name of this rule here
The name must consist between 2 and 15 symbols [a-Z_0-9]. The first one must be a letter.

Values Weekly v all EI 08:00-12:00
Weekly v all v 13:00-17:00
Time type Days Date or Date range Time range
N + Add
Description

You may enter any description here for your reference.

Note:

Example for Date or Date Range: 2007.12.31 or 2007.11.31-2007.12.31 or *.12.31 or 2007.*.31
Example for Time Range: 08:00-18:00

Hinh 3-9 Chan truy cap theo ngay gio
- Budc 3. Chuyén sang tab Target categories. Ta s& thyc hién tao ra mot
categories chua danh sach cac website bi chan. Thuc hién lya chon céac

gi tri va dién thong tin twong ty nhu sau:
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General Options

Name fime_working

Enter a unique name of this rule here.
The name must consist between 2 and 15 symbols [a-Z_0-9]. The first one must be a letter.
Order —_ v

Select the new position for this target category. Target categories are listed in this order on ACLs and are matched from the top down in sequence.

Domain List bongdaso.com phienbanmoi.com google.com faceb

Hinh 3-10 Tao danh sach cac web bi chan
- Buéc 4. Tiép tuc chuyén sang tab Groups ACL. Chon Add dé thém

moi mdt ACL (Access Control List). Thuc hién lya chon va dién cac

thong tin nhu sau:

General Options

Disabled [ Check this to disable this ACL rule.

Name giolamviec

Enter a unique name of this rule here
The name must consist between 2 and 15 symbols [a-Z_0-9]. The first one must be a letter.

Client (source) 192.1

Time giolamviec i

Select the time in which Target Rules' will operate or leave ‘none’ for rules without time restriction. If this option is set then in off-time the second
ruleset will operate.

Target Rules ftime_working all [ time_working all]

Target Rules List © @

ACCESS: 'whitelist' - always pass; 'deny’ - block; ‘allow’ - pass, if not blocked.
Target Categories Target Categories for off-time
If 'Time' not defined, this is column will be ignored

[time_working] access [time_working] access
[block1] access [block1] access
Redirect mode int error page (enter error message) 1

Select redirect mode here
Note: if you use 'transparent proxy', then ‘int’ redirect mode will not accessible.
Options:ext url err page , ext url redirect , ext url as ‘move’, ext url as ‘found'.

Redirect khong the truy cap trang web nay trong gio lam viec

Enter the external redirection URL, error message or size (bytes) here.

Hinh 3-11 C4u hinh Group ACL
- Budc 5. Thuc hién chuyén sang tab General settings. Ta chon Apply

dé chip nhan thay d6i cdu hinh:
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Enable v Check this option to enable squidGuard.
Important: Please set up at least one category on the Target Categories' tab before enabling. See this link for details.
The Save button at the bottom of this page must be clicked to save configuration changes.
To activate squidGuard configuration changes, the Apply button must be clicked.

¥ Apply
SquidGuard service state: STARTED
Hinh 3-12 X4c nhén thay doi cau hinh

Kiém tra két qua cua cau hinh :

- Khi truy cap vao trang web google.com :

Request denied by pfSense proxy: 403 Forbidden

Reason: khong the truy cap trang web nay trong gio lam viec

Client address: 192.168.181.19
Client name: 192.168.181.19
Client group: giolamviec
Target group: time_working
URL: http://google.com/

Hinh 3-13 Truy cép vao google.com
- Khi truy cap vao phienbanmoi.com

Request denied by pfSense proxy: 403 Forbidden

Reason: khong the truy cap trang web nay trong gio lam viec

Client address: 192.168.181.19
Client name: 192.168.181.19
Client group: giolamviec
Target group: time_working
URL: http://phienbanmoi.com/

Hinh 3-14 Truy cap vao phienbanmoi.com
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- Khi truy cap vao cac trang web khac:

@© Quantrimang.com: Kién Thie - X

<& C @ ® © & nttpsy//quantrimang.com w o e =

"
uontrlmong Tim kiém o] Bang nhap
thie - Kinh nghigm - Hi dsp

G % Lang Congnghé [ Cony ‘ iPhone ’il Android Lap trinh

~

Q Téncéng mang
‘ Chuyén cong nghé
cHIEN B) CHO CHI @ Congnghe moi

@ Titue nhantao A, trithon
Wﬂmﬂlm /2 Anh tai céng nghé

0 Binh luan cong nghé

Up to 9th Gen. Intel® Core™ i5 processor

i KIEM CO TAI TR 0 ?  Quiz cong nghé
( Quan tri mang
( Googlemapsapp ) [ cong nghe
m: Ungdung
META.vn @ Hé théng
bong Ho Nam Chinh Hang 4 Game 4 Tro choi '
iPhone
Gi =
L. gl || o TS v

Hinh 3-15 Khi truy cap vao trang web khac
3.3.3 Gidi han téc dd download/upload cho tirng client
- Buéc 1:Tao Alias chira danh sach cac IP cin giéi han toc do : Firewall

> Alias > Add :

Firewall / Aliases/ Edit (2]

Properties

Name Gioihantocdo

The name of the alias may only consist of the characters "a-z, A-Z, 0-9 and _°*

Description clientl

A description may be entered here for administrative reference (not parsed)

Type Host(s) v

Hint Enter as many hosts as desired. Hosts must be specified by their IP address or fully qualified domain name (FQDN). FQDN hostnames are periodically
reresolved and updated. If multiple IPs are returned by a DNS query, all are used. An IP range such as 192.168.1.1-192.168.1.10 or a small subnet such
as 192.168.1.16/28 may also be entered and a list of individual IP addresses will be generated.

|P or FQDN 192.168.181.19 Entry added Tue, 24 Sep 2019 00:18:30 -0700

Hinh 3-16 Tao alias chira danh sach IP
- Budc 2 :Tao Limiter dé qui dinh tde do duoc gi61 han. Chung ta s€ tao

2 limiter twong Gng véi 2 hudng upload va download.
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Enable

Name

Bandwidth

Mask

Description

A Enable limiter and its children

upload_512Kbps

Bandwidth Bw type Schedule
512 & Kbit/s  |wv none v
= Add Schedule
Source addresses v

If "source” or “destination” slots is chosen a dynamic pipe with the bandwidth, delay, packet loss and queue size given above will
be created for each source/destination IP address encountered, respectively. This makes it possible to easily specify bandwidth
limits per host

24 ha 128 v
IPv4 mask bits IPv6 mask bits
255.255.255.256/? FEEFFFEF FEFFFEFFFFFF FEFF:FFFF:FFFF/?

gioi han 512kbps upload

A description may be entered here for administrative reference (not parsed)

Hinh 3-17 Tao limiter upload

Enable

Name

Bandwidth

Mask

Description

Enable limiter and its children

download_1Mbps

Bandwidth Bw type Schedule
1 7 Mbit/s |v none v
=+ Add Schedule
Destination addresses v

If "source” or "destination’ slots is chosen a dynamic pipe with the bandwidth, delay, packet loss and queue size given above will
be created for each source/destination IP address encountered, respectively. This makes it possible to easily specify bandwidth
limits per host

24 v 128 v
1Pv4 mask bits IPv6 mask bits
255.255.255.255/2 FEFFFFEf e FFFf s FFFF s FFFf: FRFFFEFFFFFF/2

_gioi han 1mpbs download

A description may be entered here for administrative reference (not parsed)

Hinh 3-18 Tao limiter download

3.3.4 Chtng thuc user truy cap web str dung Captive Portal

Captive portal 14 mot trang Web trung gian, ding dé bao vé hé thong

mang. Khi ngudi dung muon tham gia vao h¢ thong mang sé dugc yéu cau

nhap tén va mat khau hop 1& ( doi khi chi can click tham gia ), chirc ning nay
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thuong duoc sit dung ¢ nhitg hé théng mang khong day. Chung ciing c6 thé
duge st dung trén két ndi c6 day cho trung tdm thuong mai, tiém internet
hoac ¢ nha.

Mot khi portal duge kich hoat thi bat ky may tinh nao trd dén pfSense
nhu 13 gateway s& dugce chuyén hudng ty dong t6i trang portal.Portal co ban

khong c6 xac thuc.

Captive portal pfsense mang dén mot giai phap cdu hinh dé& dang. St
dung mot trang trung gian dé yéu cau ngudi dung ching thuc, giup ning cao
kha ning bao mat. Trang Web trung gian nay co thé thiét ké don gian, véi
hudng dan va diéu khoan st dung, hodc st dung 6 Username va Password dé

dang nhéap.

Khi di cdu hinh captive portal pfsense, bat cir may tinh nao st dung

pfSense 1am gateway déu dugc chuyén hudng dén trang portal dich. [4]
Céac budce thue hién 1an luot duoc thue hién nhu sau:

- Budc 1: Thuc hién enable DHCP Server. Piéu nay la can thiét néu nhu
ta cung cap st dung tinh niang két hop v6i Wi-Fi cho céc thiét bj khong
day va tranh trudng hop cac thiét bi sir dung c6 dia chi IP giéng nhau
gdy phat sinh 13i. Tai giao dién Web Interface quan 1y cua pfSense. Ta
chon Services rdi chon DHCP Server. Hay thyc hién dién thong tin

tuong tu nhu hinh dudi sau d6 chon Save dé luu lai cau hinh.

Services / DHCP Server / LAN C® L @ @

Hinh 3-19 Enable DHCP
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- Budc 2: Tao tai khoan ngudi dung cung cip cho ngudi sit dung co thé
xac thuc dé truy cap internet. Cach thuc hién nhu sau: Chon System,

sau do chon User Manager > Add :

System / User Manager / Users

(2]
Users Groups Settings Authentication Servers
e
Username Full name Status Groups Actions
admin System Administrator v admins s

[} & guest guest v S

O & user2 user2 v S

= & uservpn James v S

o=

Hinh 3-20 Tao User
Buéc 3. Cau hinh Captive Portal béng cac thuc hién nhu sau: Chon
Services, tiép tuc chon Captive Portal sau d6 chon Add. Nhap thong

tin twong ty nhu hinh sau dé tao ra Captive Portal Zone: Chon Save &

Continue d¢é luu lai thong tin.

Services/ Captive Portal/ Add Zone W=

Add Captive Portal Zone

Zonename  cplan

Zone name. Can only contain letters, digits, and underscores (_) and may not start with a digit

Zonedescription  Captive Portal for LAN

A description may be entered here for administrative reference (not parsed)

Save & Continue

Hinh 3-21 Tao 1 Zone moi
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Budc 4 :Tiép tuc nhap thong tin twong ty nhu hinh duéi day:

Captive Portal Configuration
Enable @ble Captive Portal

Description Captive Portal for LAN
A description may be entered here for administrative reference (not parsed)

Interfaces @

Select the interface(s) to enable for captive portal

Maximum concurrent 5

comestions Limits the number of concurrent connections to the captive portal HTTP(S) server. This does not set how many users can be logged in to the captive
portal, but rather how many connections a single IP can establish to the portal web server.
Idle timeout (Minutes) =
Clients will be disconnected after this amount of inactivity. They may log in again immediately, though. Leave this field blank for no idle timeout

Hard timeout (Minutes) B
Chents will be disconnected after this amount of time, regardless of activity. They may log in again immediately, though. Leave this field blank for no

hard timeout (not recommended uniess an idle timeout is set)

Use custom captive p to use a custom captive portal login page
portal page TPEET3 portal.html page must be created and uploaded. If unchecked the default template will be used

ML Page Contents

Portal page contents

Upload an HTML/PHP file for the portal page here (leave blank to keep the current one). Make sure to include a form (POST to "SPORTAL_ACTIONS")
with a submit button (name="accept") and a hidden field with name="redirurl" and value="SPORTAL_REDIRURLS". Include the “auth_user" and
"auth_pass” and/or “auth_voucher” input fields if authentication is enabled, otherwise it will always fail
Example code for the form:
<form method="post" action="SPORTAL_ACTIONS">

<input name="auth_user” type="text">

<input name="auth_pass” type="password">

<input name="auth_voucher" type="text">

<input name="redirurl” type="hidden" value="SPORTAL_REDIRURLS">

<input name="zone" type="hidden" value="SPORTAL_ZONES">

<input name="accept” type="submit" value="Continue">

</form>

& Doricns

Current Portal Page

Auth error page contents H Cho ﬁép}in...‘j

The contents of the HTML/PHP file that is uploaded here are displayed when an authentication error occurs. It may include "SPORTAL_MESSAGES",
which will be replaced by the error or reply messages from the RADIUS server, if any.

The contents of the HTML/PHP file that is uploaded here are displayed on authentication success when the logout popup is enabled

Logout page contents H—chm e tn. |

Hinh 3-22 Upload giao di¢n trang Portal
Két qua thuc nghiém:
- Khi ta gd dia chi cia mot trang web bat ki nao d6 s& yéu cau phai xac

thuc

Login Form

N @

Hinh 3-23 Man hinh dang nhap Portal
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- Sau khi g username va password ching ta c6 thé truy cip web nhu

binh thuong:

£ Facebook - Ding nhip hodc & X | ==

< c @ 0] facebook.com

Email hoic dién thoai Mat khdu

facebook N R

Facebook gitip ban két néi va chia sé véi moi Bang ky
ngwdi trong cudc song cua ban. Nhanh chéng va dé& dang.
g 3 -.X
e - Iy 4

=
=
b=

Ngay sinh
17 |v| Thang9 |v| 1994 |v| @

Gioi tinh

ON& ONam OTuychinh @

[ ]| '
Pang ky

Hinh 3-24 Sau khi dang nhap

3.3.5 Xay dung hé thong 2 Firewall — failover dap g cac may trong
mang LAN luodn truy cap duogcinternet

3.3.5.1 Vai tro, chirc nang

- Vai trd ciia viéc cdu hinh pfSense Cluster 12 dam bao cho viéc cung cip
firewall & mirc Oon dinh nhat c6 thé. Phong truong hop khi phét sinh 16i
budc firewall ngirng hoat dong gy ra sy tri tré trong hé thong.

- Véi tinh ning dong bd va sao luu ciu hinh can thiét nhu cac rule,
pfSense Cluster 1a mot giai phap toan ven nhét tinh dén thoi diém hién
tai.

- Viéc d@)ng bd st dung giao thuc CARP, dir li¢u d@)ng bd duoc gui qua
http(s).
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3.3.5.2 M6 hinh

Mo hinh thuc hién cdu hinh c6 thé mé ta gidng nhu hinh sau:

192.168.1.75

192.168.1.74 182.168.1.76

WAN

Lan

152.168.181.10 192.168.181.6

192.168.181.8

wan

Backup

Hinh 3-25 M6 hinh hé thdng 2 firewall - failover

3.3.5.3 Thuc hién ciu hinh

- Budc 1: Thuc hién ciu hinh CARP trén pfSense master. Cach thuc hién

nhu sau: Chon menu System > High Avail. Sync > dién thong tin

tuong tu nhu hinh sau day:
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State Synchronization Settings (pfsync)

Synchronize states transfers state insertion, update, and deletion messages between firewalls.
Ch rirewall sends these messages out via multicast on a specified interface, using the PFSYNC protocol (IP Protocol 240). It also listens on that

interfa

similar messages from other firewalls, and imports them into the local state table.
This setting should be enabled on all members of a failover group.
Clicking "Save" will force a configuration sync if it is enabled! (see Configuration Synchronization Settings below)

Synchronize Interface v

If Synchronize States is enabled this interface will be used for communication

It is recommended 1o set this 1o an interface other than LAN! A dedicated interface works the best
An IP must be defined on each machine participating in this failover group

An IP must be assigned to the interface on any participating sync nodes

pfsync Synchronize P 192.168.181.6
P -

Setting s opuion will force pfsync to synchronize its state table to this IP address. The default is directed multicast

Configuration Synchronization Settings (XMLRPC Sync)

A 192.168.181.6

Enter the IP address of the firewall to which the selected configuration sections should be synchronized

Synchronize Config to |

XMLRPC sync is currently only supported over connections using the same protocol and port as this system - make sure the remote system’s port and

protocol are set accordingly
Do not use the Synchronize Config to IP and password option on backup cluster members!

Remote System
Usemname

Enter the webConfigurator username of t
Do not the Synchronize Config to IP and

ve for synchronizing the configuration.
n on backup cluster mem !

Remote System
Password

Er
synchronizing the configuration

Do not use the Synchronize Config to IP and password option on backup
cluster members!

r the webConfigurator password of the sy

tem entered above for

Select options to sync [#] User manager users and groups

Authentication servers (e.g. LDAP, RADIUS)

Certificate Authorities, Certificates, and Certificate Revocation Lists
[AFirewall rules

Firewall schedules

[AFirewall aliases
NAT configuration

Psec configuration

OpenVPN configuration (Implies CA/Cert/CRL Sync)
lz DHCP Server settings

[ Wol Server settings

Static Route configuration

oad Balancer configuration

Virtual IPs

Traffic Shaper configuration

g Traffic Shaper Limiters configuration
DNS Forwarder and DNS Resolver configurations

Hinh 3-26 C4u hinh CARP
- Budc 2. Tao Virtual IP WAN va Virtual IP LAN. Viéc thuc hién chi
can thuc hién trén pfSense master. Vi luc ndy, qua trinh dong bo d3 bit
dau xay ra. Céach thuc hién nhu sau: Chon Firewall > Virtual Ips > Add
dé thém méi mot Virtual 1P cho WAN. Nhép thong tin twong ty nhu

Sau:
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1

Edit Virtual IP

Type

Interface
Address type

Address(es)

Virtual IP Password

VHID Group

Advertising frequency

Description

Q1P Alias @ CARP O Proxy ARP O other
WAN v

Single address

192.168.1.175 /| 24 v
The mask must be the network's subnet mask. It does not specify a CIDR range.
ecccccee escsssse
Enter the VHID group password Confirm
1 ~
Enter the VHID group that the machines will share
1 v 100 3
Base Skew

The frequency that this machine will advertise. 0 means usually master. Otherwise the lowest combination of both values in the cluster determines the

master.

Virtual IP WAN

A description may be entered here for administrative reference (not parsed)

Hinh 3-27 Tao Virtual Ips WAN

Edit Virtual IP

Type

Interface
Address type

Address(es)

Virtual IP Password

VHID Group

Advertising frequency

Description

Q1P Alias @ CARP O Proxy ARP O other
LAN %
Single address

192.168.181.8 /| 24 v

The mask must be the network's subnet mask. It does not specify a CIDR range.

esccccce esccccce
Enter the VHID group password Confirm

2 v
Enter the VHID group that the machines will share.

1 v 100 ¥
Base Skew

The frequency that this machine will advertise. 0 means usually master. Otherwise the lowest combination of both values in the cluster determines the

master.

Virtual IP LAN

A description may be entered here for administrative reference (not parsed)

Hinh 3-28 Tao Virtual Ips LAN

- Budc 3: Kiém tra két qua. Pé kiém tra két qua ciia qua trinh thuc hién

céu hinh va qua trinh déng bd. Ta thyc hién nhu sau: Chon menu Status

sau d6 chon CARP (failover). Két qua:

0

Trén may chil pfSense master ta s& thay nhu sau:
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Status / CARP =l @

‘ ."'

CARP Interfaces

CARP Interface Virtual IP Status
WAN@1 192.168.1.175/24 © MASTER
LAN@2 192.168.181.8/24 © MASTER

pfSync Nodes

pfSync nodes:
—
bc76cafs
fas16ade
Hinh 3-29 Trén may pfsense master
© Trén may chu pfSense backup :
Status / CARP = Ll @

‘ M

CARP Interfaces

CARP Interface Virtual IP Status
WAN@1 192.168.1.175/24 BACKUP
LAN@2 192.168.181.8/24 BACKUP

pfSync Nodes

pfSync nodes:

3c702cac
c8282cae

Hinh 3-30 Trén may pfsense backup
7 Khi ta tait may chu pfSense master, ngay lap titc CARP status

may chu pfSense backup s€ tré thanh master:

ol
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pfSense.localdomain - Status x =1

< cC o #a hitps:y//192.168.18

Flisense

COMMUNITY EDITION

WARNING: The 'admin’ account password is set to the default value. Change the password in the
User Manager.

CARP

i

Lnl @

CARP Interfaces

CARP Interface Virtual IP

Status
WAN@1 192.168.1.175/24 © MASTER
LAN@2 192.168.181.8/24 © MASTER

pfSync Nodes

pfSync nodes:

864a3411d
c@282cae
c7e3e450

pfSense Netgate. View license.

Hinh 3-31 Man hinh CARP status ctia pfSense backup

7 Khi may chu pfSense master dugc bat lai:

pfSensellocaldomain - Status: - X | ==

S cC @ s : ¥ ® (o c @ @ fi httpsy//192.168.181.6/s

Rlisense B isense

COMMUNITY EDITION

COMMUNITY EDITION

WARNING: The ‘admin’ account password is set to the default value. Change the

WARNING: The ‘admin' account password is set to the default value. Change the password in the User
password in the User Manager.

Manager.
CARP =l @ CARP =l @
[ ]
C . |
| | ‘
CARP Interfaces CARP Interfaces
CARP Interface Virtual IP Status CARP Interface Virtual IP Status
WAN@1 192.168.1.175/24 © MASTER WAN@1 192.168.1.175/24 BACKUP
LAN@2 192.168.181.8/24 O MASTER LAN@2 192.168.181.8/24 BACKUP
pfSync Nodes pfSync Nodes

pfSync nodes: pfSync nodes:

@f9bgasl

46ee2659 864a411d
6d7as5df1

20702754
6e5e3329

c0282cae
9375807

v

Hinh 3-32 Man hinh CARP status ctuia 2 may chu

55834a5e
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3.3.6 Giai phap mang riéng ao trén Pfsense
3.3.6.1 VPN Clienttosite
Mo hinh thuc hién

Internet
Tunnel network Tunnel network
172.16.50.0/24 172.16.50.0/24
192.168.1.175
Virtual WAN
192.168.1.74 152.168.1.78
WAN WAN
---- (5 R [ - -~
Pfsense - a =0 Pfsense 192.168.153
master g = backup N Client
] e [ [T IR P e
Y] I R T ) B L5
LAN 192.168.181 8 LAN
192.168.181.10 Virtual LAN 192.168.181.6
[ EIBZJSSJBLJ!
-
AT

Hinh 3-33 MG hinh thuc hién

Cac budc thuc hién
- Budc 1: Tao nguoi dung cho phép sir dung tai khoan dé dang nhap
VPN. Thuc hién nhu sau: Chon System > User Manager > chon Add

roi nhap thong tin giéng nhu hinhsau:

Defined by USER
Disabled {2} This user cannot login

Passwor o : 1

Full name
user's full name, for administrative information only

Expiration date
Leave Dlank if the account shouldn't expire, otherwise enter the expiration date as MM/DD/YYYY
Custom Settings Use Individual customized GUI options and dashboard layout for this user

admins

Group membership

elect multiple items

Effective Privileges

Inherited from Name

Description Action

User Certificates

o
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Hinh 3-34 Tao user dang nhap VPN
- Budc 2: Cai dit package openvpn-client-export bang viéc thuc hién
nhu sau: chon System > Packet manager > Chon tab Available

Packages > nhap openvpn vao 6 tim kiém va chon Search > Install.

System / Package Manager/ Available Packages (2]

Installed Packages Available Packages

il

Enter a search siring or *nix regular expression to search package names and description

Name Version Description

openvpn-client-export 1.4.14  Allows a pre-configured OpenVPN Windows Client or Mac OS X's Viscosity configuration bundle to be exported directly from pfSense + |WI

Package Dependencies
Q openvpn-clientexport-24.4 Qopenvpn244 Nzip301 Y p7zip-16.02

Hinh 3-35 Cai dat goi openvpn-client
- Budc 3. Tao server VPN sur dung pfSense. Cach thuc hién nhu sau:

| Ta chon menu VPN sau d6 chon openVPN rdi chuyén sang tab
Wizards. Két qua nhan dugc nhu sau:

Wizard / OpenVPN Remote Access Server Setup / (2]

OpenVPN Remote Access Server Setup

This wizard will provide guidance through an OpenVPN Remote Access Server Setup

The wizard may be stopped at any time by clicking the logo image at the top of the screen.

Select an Authentication Backend Type
Local User s v

Type of Server

NOTE: If uns

(= ]
Hinh 3-36 Tao OpenVPN remote access

this set to "Local User Access

©  Chon mét CA va Certificate cho server openVPN str dung trong
qua trinh xac thuc:

Certificate Authority Selection

OpenVPN Remote Access Server Setup Wizard

Choose a Certificate Authority (CA)

Certificate Authority pfsense-ca v|
Choose a Server Certificate
Certificate pfsensecert ]

» Add new Certificate

Tran Van Quyét — CT1901M 58



Nghién ciru trién khai giai phap dam bao an ninh mang trén nén Pfsense D6 an tot nghiép

Hinh 3-37 Chon CA va Certificate

© Tiép tuc dién cac thong tin nhu hinh dudi:

Disabled

Server mode

Backend for

authentication

Protocol

Device mode

Interface

Local port

Description

[ Disable this server

Set this aption to disable this server without removing it from the list

Remote Access ( SSL/TLS + User Auth ) v

Local Database

TCP on IPv4 only ~

tun - Layer 3 lunnel Mode v

‘tun" mode carries IPv4 and IPv6 (OS5I layer 3) and is the most common and compatible mode across all platforms.
lap” mode is capable ol carrying 802.3 (0S| Layer 2.)

WAN oo

The interface or Virtual IP address where OpenVPN will receive client connections

1104 B

I he port used by UpenVPN to receive client connections.

openvpn

ryptographic Settings

TLS Configuration

TLS Key

TLS Key Usage Mode

Peer Certificate Authority

Peer Certificate
Revocation list

Server certificate

DH Parameter Length
Tunnel Set

gs

1Pv4 Tunnel Network

IPv6 Tunnel Network

Redirect IPv4 Gateway
Redirect IPv6 Gateway

IPv4 Local network(s)

Use a TLS Key

ATLS key enhances security of an OpenVPN connection by requiring both parties to have a common key before a peer can perform a TLS handshake.
This layor of HMAC authontication allows control channal packete without tho proper kay to ba droppad, protocting the poore from attack or

unauthorized connections The TLS Key does not have any effect on tunnel data

~

Paste the TLS key here

This key is used to sign control channel packets with an I IMAC signature for authentication when establishing the tunnel.

TLS Authentication v
In Authentication mode the TLS key is used only as 1 IMAC authentication for the control channel, protecting the peers from unauthorized connections.
Encryption and Authentication mode also encrypts control channel communication, providing more privacy and traffic control channel obfuscation.

pfsense-ca v

No Certificate Revocation Lists defined. One may be created here: System > Cert. Manager

pfsensecert (Server: Yes, CA: pfsense-ca, In Use) v

2048 bit B2

172.16.50.0/24

This is the IPv4 virtual network used for private communications between this server and client hosts expressed using CIDR notation (e.g. 10.0.8.0/24)
The first usable address in the network will be assigned to the server virtual interface. The remaining usable addresses will be assigned to connecting
clients.

This is the IPv6 virtual network used for private communications between this server and client hosts expressed using CIDR notation (e.g. fe80::/64)
The ::1 address in the network will be assigned to the server virtual interface. The remaining addresses will be assigned to connecting clients

[ Force all client-generated IPv4 traffic through the tunnel.
[ Force all client-generated IPv6 traffic through the tunnel.

192.168.181.0/24

IPv4 networks that will be accessible from the remote endpoint. Expressed as a comma-separated list of one or more CIDR ranges. This may be left
blank if not adding a route to the local network through this tunnel on the remote machine. This is generally set to the LAN network

Hinh 3-38 Dién cac thong sé cho VPN
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- Budc 4: Tir may client dé cai dit openVPN GUI, ta thuc hién két ndi

dén server vdi tai khoan nguoi dung 1a openvpn2 dé kiém tra két qua :

& Command Prompt - o x

pfSense-TCP4-1194-openvpn2-
config is now connected.

Assigned IP: 172.16.50.3
OpenVPN GUI for Windows

Hinh 3-39 Thuc hién ping dén 1 may trong mang Lan cua pfSense
3.3.6.2 VPN Site to site
Mo hinh thuchién

\ g Tunnel network
W 172.16.80.0/24

Tunnel network
172.16.80.024

Vi mmal‘ WAN

192.168.1.173

192.168.1.74 192.168.1.77 192.168.1.8%

] TR TR ST R R R T () D R
2 TR T O B VT AP [ & EIN D i) s =

Pfsense  mmmmom now nn o s e Pfsense IR [ N O
0T [ [ 2 R R [ EmmEmmns Pfsense

Master " - mmmmmm s Backup M [EET] RN B
efraesi] e 1 TR [ O G (S RO (AT
iﬂv 2zsiros]avugig) S0 BT RO

192.168.181.10

192.168.181.8

192.168.181.6

172.16.20.20

o it
Virtual LAN
L4 -
192.168.181.133 Ti 172.16.20.30
= > -

Hinh 3-40 Mo hinh VPN site to site

Cac budc thuc hién:
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- Buoc 1 : Tai pfSense Master, chon tab VPN > OpenVPN > Server ,

khai bao céc thong s6 nhu sau :

General Information

Disabled [ Disable this server

Set this option to disable this server without removing it from the list

Server mode Peer to Peer ( Shared Key ) =
Protocol TCP on IPv4 only i

Device mode tun - Layer 3 Tunnel Mode <

‘tun" mode carries IPv4 and IPv6 (OSl layer 3) and is the most common and compatible mode across all platforms.
tap" mode is capable of carrying 802.3 (OSI Layer 2.)

Interface WAN Z

The interface or Virtual IP address where OpenVPN will receive client connections.

Local port 17496 =

The port used by OpenVPN to receive client connections.

Description openvpn site to site

A description may be entered here for administrative reference (not parsed).

Tunnel Settings

1Pv4 Tunnel Network 172.16.80.0/24
This is the IPv4 virtual network used for private communications between this server and client hosts expressed using CIDR notation (e.g. 10.0.8.0/24)
The first usable address in the network will be assigned to the server virtual interface. The remaining usable addresses will be assigned to connecting

clients.

1Pv6 Tunnel Network
This is the IPv6 virtual network used for private communications between this server and client hosts expressed using CIDR notation (e.g. fe80::/64).
The =1 address in the network will be assigned to the server virtual interface. The remaining addresses will be assigned to connecting clients

IPv4 Remote network(s) 172.16.20.0/24
IPv4 networks that will be routed through the tunnel, so that a site-to-site VPN can be established without manually changing the routing tables

Expressed as a comma-separated list of one or more CIDR ranges. If this is a site-to-site VPN, enter the remote LAN/s here. May be left blank for non

site-to-site VPN

Hinh 3-41 Tao két ndi VPN trén pfSense Master
- Budc 2: Tai may chu pfSense 3, chon tab VPN > OpenVPN > Client >

dién cac thong s nhu sau:
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General Informat

Disabled

Server mode

Device mode

Interface

Local port

[ Disable this client

Set this option to disable this client without removing it from the list.

Peer to Peer ( Shared Key )

~
TCP on IPv4 only ~
tun - Layer 3 Tunnel Mode ~

“tun” mode carries IPv4 and IPv6 (OSI layer 3) and is the most common and compatible mode across all platforms.
“tap™ mode is capable of carrying 802.3 (OSI Layer 2.)

WAN

~

The interface used by the firewall to originate this OpenVPN client connection

Set this option to bind to a specific port. Leave this blank or enter 0 for a random dynamic port

192.168.1.74

The IP address or hostname of the OpenVPN server.

17496

The port used by the server to receive client connections.

unnel Settings

1Pv4 Tunnel
Network

1Pv6 Tunnel
Network

IPv4 Remote
network(s)

172.16.80.0/24

This is the IPv4 virtual network used for private communications between this client and the server expressed using CIDR
notation (e.g. 10.0.8.0/24). The second usable address in the network will be assigned to the client virtual interface. Leave
blank if the server is capable of providing addresses to clients.

This is the IPv6 virtual network used for private communications between this client and the server expressed using CIDR
notation (e.g. fe80::/64). When set static using this field, the ::2 address in the network will be assigned to the client virtual
interface. Leave blank if the server is capable of providing addresses to clients

192.168.181.0/24
IPv4 networks that will be routed through the tunnel, so that a site-to-site VPN can be established without manually

changing the routing tables. Expressed as a comma-separated list of one or more CIDR ranges. If this is a site-to-site VPN,
enter the remote LAN/s here. May be left blank for non site-to-site VPN

Hinh 3-42 Tao két ndi tai Pfsense 3

- Budc 3: Tao rule cho phép két nbi 2 dau VPN

Firewall / Rules/ OpenVPN

Floating WAN

Rules (Drag to C
] States

O ¢ 0/2KiB
O ¢ 0/08B

O ¢ 0/330MiB

= B0
LAN OpenVPN
—
e Order)
Protocol Source  Port Destination Port Gateway Queue Schedule  Description Actions
1Pv4 * % L ¥ ® & none ;L.I@Om
IPv4TCP  * * * 17496 * none KW A ml%])if
1Pv4 * =3 & = ik = none OpenVPN openvpn wizard .(L. SDom

Hinh 3-43 Tao rule cho OpenVPN

- Buéc 4: Kiém tra két qua

[ Tai site pfSense Master ta ping dén site pfSense 3:
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e CAWINDOWS\system32\cmd.exe

C:\Users\Admin>ping 172.16.20.30

g

/tes

wwwwE

Pinging 172.16.20.30
Reply from 172.16.20.

-+
-~ o
- w

m

Reply from 172.16.20.
Reply from 172.16.20.
Reply from 172.16.20.

00O ® H
= <
m m

)

U‘U‘EG‘
Saaan
m

Ping statistics for 172.16.20.30:
Packets: Sent = 4, Received =

of data:

time=1ms
time=1ms
time=1ms
time=1ms

4, Lost

TTL=126
TTL=126
TTL=126
TTL=126

= @ (0% loss),

|[Approximate

round trip times in milli-seconds:

Minimum = 1ms, Maximum = 1ms, Average = 1ms

C:\Users\Admin>

Hinh 3-44 Kiém tra két ndi

[ Tai site pfSense 3, ta ping dén site pfSense Master:

E¥ Command Prompt = O X

C:\Users\User>ping 192.168.181.133

Pinging 192.168.181.133 with 32 bytes of data:
Reply from 192.168.181.133:
Reply from 192.168.181.133:
Reply from 192.168.181.133:
Reply from 192.168.181.133:

TTL=126
TTL=126
TTL=126
TTL=126

Ping statistics for 192.168.

Packets: Sent = 4, Received = 4, Lo
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = 1ms, Average

C:\Users\User>

Hinh 3-45 Kiém tra két qua
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KET LUAN

D0 an “Nghién ctru trién khai giai phdp ddm bao an ninh mang trén nén

pfSense” da dat duoc nhirng két qua sau :

Vé Iy thuyét d6 an da trinh bay va hiéu duoc :

Téng quan vé an ninh — an toan thong tin mang. Cac phuong thirc tan

cong, cac bién phap giai phong tranh khi bi tin cong.
Néu 1én mdt s6 giai phap vé Firewall hién nay.
Hé thong phat hién chéng xAm nhap.

Tim hiéu vé Mang riéng a0 VPN, céc giao thirc cia VPN, uu diém va

nhuge diém caa VPN.
Vé thyc thi, d6 4n d tién hanh :
Gidi han gio truy cap web.
Gi6i han tc d6 download/upload cho timg client.
Churng thuc user truy cap web st dung Captive Portal.
Xay dyung hé thong backup Firewall.
CAu hinh VPN Site — to — site va Client — to site trén pfSense.

Vi thoi gian va di€u kién thuc t€ con nhi€u han ché, dé tai chi dung lai

0 kha nang nghién ctru va trién khai dugc nhitng chirc ndng can thiét. Em rat

mong nhan dugc su dong gdp ¥ kién cua thiy co dé cé thé khic phuc va hoan

thién noi dung dd an ciing nhu tiép tuc nghién ciru sdu hon phuc vu cho quéa

trinh 1am viéc vé sau.
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