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MO DAU

Ngay nay voi su phat trién ciia cac phuong tién truyén thong, cing voi
su bung nd thong tin, linh vyuc truyén théng mang mdy tinh di va dang phat
trién khong ngimg. Hién nay trén thé gidi c6 khoang 3,9 ty ngudi dang sir
dung Internet twong dwong mot nira din sé trén thé gisi va cac ung dung trén
Internet ngay cang phong phu. Céac dich vu trén mang Internet da xam nhap
vao hau hét cac linh vuc trong doi séng x3 hoi. Cac thong tin trao doi trén
Internet ciing da dang ca vé ndi dung va hinh thirc, trong d6 cé rat nhiéu
thong tin can bao mat cao béi tinh kinh té, tinh chinh xac va tin cay cua no.

Bén canh d6, nhitng dich vu mang ngdy cang c6 gia tri, yéu ciu phai
dam bao tinh 6n dinh va an toan cao. Tuy nhién, cac hinh thic phd hoai mang
cling tré nén tinh vi va phuc tap hon, do do ddi voi mdi hé théng, nhiém vu
béo mat dit ra cho nguoi quan tri 13 hét stic quan trong va can thiét.

Pé dap ung yéu ciu d6, ngdy nay di c6 rat nhiéu giai phap bao mat
duoc dit ra nhdm dam bao an toan thong tin khi trao doi thong tin thong qua
mang cong cdng Internet. Mot trong sd cac giai phap d6 1a Mang riéng ao
VPN. Vay Mang riéng a0 VPN Ia gi, cach thuc hoat dong cling nhu Uing dung
ra sao. Cac cau hoi s& dugc giai dap trong dd an nay nhim nam bat 1d vé k¥
thuat VPN.

Db 4n gdm 3 hang muc chinh:

- Chuong I: Tong quan vé an ninh mang
- Chuong II: Mang riéng 40 VPN
- Chuong III: Thuc nghiém cdu hinh VPN trén thiét bi Cisco
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DANH MUC TU VIET TAT

Tir viét tit

Tir day di

Y nghia

ATM Asynchronous Transfer Mode Cong nghé truyén tai khong dong bo

AH Authentication Header Giao thuc tiéu dé x4c thuc

CLI Command — line Interface Giao dién dong 1énh

ESP Encapsulation Security Payload Giao thire tai an ninh dong goi

GRE Generic Routing Encapsulation Giao thirc ma hoa dinh tuyén

IETF Internet Engineering Task Force Co quan chuan Internet

IKE Internet Key Exchange Giao thirc trao ddi khoa Internet

IP Internet Protocol Giao thtrc Internet

IPSec Internet Protocol Security Giao thirc bao mat Internet

ISAKMP Internet Security Association and | Hiép hoi bao mat Internet va giao thirc
Key Management Protocol quan ly khoa

ISP Internet Service Provides Nha cung cép dich vu Internet

L2F Layer 2 Forwarding Giao thirc chuyén tiép 16p 2

L2TP Layer 2 Tunneling Protocol Giao thire duong hdm 16p 2

LAC L2TP Access Concentrator B¢ tap trung truy cap L2TP

LNS L2TP Network Server May chii mang L2TP

NAS Network Access Server May chu truy cdp mang

NAT Network Address Translation Phan giai dia chi mang

oSl Open Systems Interconnection Két ndi hé théng mo

PAP Password Authentication Protocol | Giao thirc xac thuc mat khau

POP Post Office Protocol Giao thirc buu dién

PPP Point To Point Protocol Giao thic diém toi diém
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SA Security Association Két hop an ninh

SPI Security Parameter Index Chi s6 thong s6 an ninh

TCP Transmission Control Protocol Giao thuc diéu khién duong truyén
UDP User DataGram Protocol Giao thirc UDP

VPN Virtual Private Network Mang riéng ao

WAN Wide Are Network Mang dién rong
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CHUONG 1: TONG QUAN AN NINH MANG

1.1 An ninh mang la gi
1.1.1 Khai niém vé an ninh mang

An ninh mang c6 thé hiéu 1a cach bao vé, ddm bao an toan cho tit ca
cac thanh phﬁn mang bao gém dit liéu, thiét bi, co s& ha tﬁng mang va dam
bdo moi tai nguyén mang duoc st dung tuong ing véi mdt chinh sach hoat
dong duoc an dinh va chi voi nhitng ngudi c6 thim quyén tuong Gng.

An ninh mang bao gom:

_ Xac dinh cac kha ning, nguy co xAm pham mang, cic su ¢6 rai ro déi
véi thiét bi, dir liéu trén mang dé c6 cac gidi phap phu hop dam bao an
toan mang.

_ Panh gia nguy co tan céng cua Hacker dén mang. An toan mang 1a mot
van dé cuc ki quan trong trong cac hoat dong, giao dich di¢n tir va trong
khai thac, sir dung tai nguyén mang.

Tam quan trong cta linh vuc an ninh mang ngdy cang ting do sy phu
thudc ngdy cang nhiéu vao cac hé théng may tinh va Internet tai cic quéc
gia, cling nhu su phu thudc vao hé thong mang khong day nhu Bluetooth, Wi-
Fi, va su phat trién cua cac thiét bi thong minh, bao gém dién thoai thong
minh, TV va cac thiét bi khac két ndi vao hé théng Internet of Things.

Mot thach thire dbi v6i an ninh mang la xac dinh chinh xac cép do an
toan can thiét cho viéc diéu khién hé théng va cac thanh phan mang. Panh gia
cac nguy co, cac 16 hong khién mang c6 thé bi xdm nhap. Khi danh gia duoc
hét nhitng nguy co anh huéng téi an ninh mang thi méi ¢6 thé c6 duoc nhing
bién phap tot nhat dé dam bao an ninh mang.

Str dung hi¢u qua cac cong cu bdo mat (nhu Firewall ...) va nhitng bién

phap, chinh sach cu thé chit ché.
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1.1.2 Cac dac trung ky thuat cia an ninh mang
1.1.2.1 Tinh xac thuc (Authentication)

Cac hoat dong kiém tra tinh xac thyc 1a quan trong nhat trong cac hoat
dong clia mot phuong thire bao mat. Mot hé thong thong thuong phai thuc
hién kiém tra tinh xac thuc ctia mot thuc thé trude khi thuc thé d6 thuc hién
két n6i v6i hé thong. Co ché kiém tra tinh x4c thuc cta cic phuong thirc bao
mat dua vao 3 mo hinh chinh sau:

_ Pbi tuong can kiém tra can phai cung cap nhitng thong tin trude, vi du
nhu Password, hodc ma sd thong sb c4 nhan PIN (Personal Information
Number).

_ Kiém tra dwa vao mo hinh nhiing thong tin d3 c6, d6i tuong kiém tra
can phai thé hién nhiing thong tin ma chung sé hitu, vi du nhu Private
Key, hodc sb thé tin dung.

_ Kiém tra dwa vao mo hinh nhimng thong tin xac dinh tinh duy nhét, déi
tugng kiém tra cAn phai c6 nhitng thong tin dé dinh danh tinh duy nhat

ctia minh vi du nhu thong qua giong néi, diu van tay, chit ky ...

1.1.2.2 Tinh kha dung (Availability)

Tinh kha dung 1a dac tinh ma thong tin trén mang dugc céac thuc thé
tiép can va sir dung theo yéu cau, khi can thiét bat ctr khi nao, trong hoan canh
nao. Tinh kha dung néi chung dung ty 1é gitta thdi gian hé théng dugc su
dung binh thuong véi thoi gian quéd trinh hoat dong dé danh gid. Tinh kha
dung can dap tng nhitng yéu cau sau:

_ Nhan biét va phan biét thuc thé.
~ Khdng ché tiép can (bao gdm ca viéc khéng ché tu tiép can va khéng
ché tiép can cudng birc).

_ Khéng ché luu luong (chdng tic nghén...).
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- Khdng ché chon duong (cho phép chon duong nhanh, mach ndi 6n
dinh, tin cay).
_ Giam sat tung tich (tat ca cac sy kién phat sinh trong hé thdng duoc luu

giit ¢ phan tich nguyén nhan, kip thoi dung cac bién phap tuong tng).

1.1.2.3 Tinh bdo mat (Confidential)

Tinh bdo mat la dac tinh tin tirc khong bi tiét 10 cho cac thuc thé hay
qua trinh khéng dugce uy quyén biét hoac khong dé cho cac dbi tuong do loi
dung. Thong tin chi cho phép thuc thé dugc uy quyén sir dung. K¥ thuat bao
mat thudng 1a phong ngira do la thu thap (1am cho ddi tha khong thé do la thu
thap dugc thong tin), phong ngtra blrc xa (phong ngtra nhirng tin trc bi blrc xa
ra ngoai bang nhiéu dudng khac nhau), ting cudng bao mat thong tin (dudi su
khéng ché ctiia khoa mat md), bao mat vat 1y (st dung cac phuong phap vat 1y

dé dam bao tin tirc khong bi tiét 16).

1.1.2.4 Tinh toan ven (Integrity)

La dic tinh khi thong tin trén mang chua dugc uy quyén thi khong thé
tién hanh bién d6i dugc. Nhitng nhan té cha yéu anh hudng tdi su toan ven
thong tin trén mang gém: su ¢b thiét bi, sai ma, bi tac dong cua con nguoi va
virus may tinh.

Mot s6 phuong phap bao dam tinh toan ven thong tin trén mang:

_ Giao thirc an toan c6 thé kiém tra thong tin bi sao chép, stra doi. Néu
phat hién thi thong tin d6 s& bi v6 hi€u hoa.

- Phuong phap phat hién sai va stra sai. Phuong phép stra sai ma hoa don
gian nhét va thuong dung 1a phép kiém tra chan - 1¢.

_ Bién phdp kiém tra mat mi ngin ngira hanh vi xuyén tac va can tro
truyén tin.

- Chtr ky dién tu: bdo dam tinh xac thuc cua thong tin.
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- Yéu cau co quan quan ly hodc trung gian chimg minh tinh chan thyc
cua thong tin.
1.1.2.5 Tinh khéng ché (Accountlability)
La dic tinh vé ning lyc khong ché truyén ba va ndi dung von co cua tin

trc trén mang.

1.1.2.6 Tinh khong thé chdi cdi (Nonreputation)

Trong qua trinh giao luu tin tic trén mang, xdc nhan tinh chan thuc
ddéng nhat cua nhitng thuc thé tham gia, tirc 13 tit ca cic thyc thé tham gia
khong thé chdi bo hoic phu nhan nhiing thao tdc va cam két di duoc thuc
hién.

1.1.3 Céc 16 hong va diém yéu mang

Céc 16 hong bao mat hé théng 13 cac diém yéu co thé tao ra sy ngung
tré cta dich vu, thém quyén véi nguoi sit dung hodc cho phép céc truy cap trai
phép vao hé théng. Céac 16 hong ton tai trong cac dich vu nhu Web, Ftp ... va
trong cac h¢ diéu hanh nhu Windows NT, Windows 95, UNIX hodc trong cac
mg dyng. Gom c¢6 3 loai 16 hong bao mat:

L6 héng logi C: cho phép thuc hién cac phuong thic tin cong theo kiéu
tir chdi dich vu DoS (Dinal of Services). Mtic nguy hiém théap, chi anh hudng
chat lugng dich vu, ¢6 thé 1am ngung tré, gian doan hé thdng, khong pha hong
dir liéu hodc chiém quyén truy nhép.

L6 héng loai B: cho phép ngudi st dung ¢ thém cac quyén trén hé
thong ma khong can thuc hién kiém tra tinh hop 1. Mirc d6 nguy hiém trung
binh, nhitng 16 hong nay thudng co trong cac Gmg dung trén hé thong, c6 thé
dan dén 16 thong tin yéu cau bao mat.

L6 hong logi A: Cac 16 héng nay cho phép nguoi st dung & ngoai cho
thé truy nhap vao hé théng bat hop phap. L hong rat nguy hiém, co thé lam
pha hily toan bo hé thong,
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Hacker c6 thé loi dung nhitng 16 hong trén dé xam nhdp vao hé thong,
loi dung céc 16 héng hé théng, hodc tir chinh sach bao mat, hoac stir dung cac
cong cu do xét dé cudp quyén truy nhip. Sau khi xAm nhap c6 thé tiép tuc tim
hiéu céac dich vu trén hé théng, ndm bit duoc cac diém yéu va thuc hién cac

hanh dong pha hoai tinh vi hon.

1.2 Mot s6 phwong thire tin cong mang
1.2.1 Xem tr¢m thong tin (Release of Message Content)
Trong truong hgp nay Hacker ngan chdn céac thong di€p gitra ngudi guri

va nguoi nhan, va xem dugc ndi dung cua thong di€p do.

read contents of
message from Bob
to Alice

Internet or
other comms facility

Hinh 1-1 Xem trom thong di€p
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1.2.2 Thay d6i thong diép (Modification of Message)

Darth Darth modifies
message from Bob
to Alice

Internet or
other comms facility

Bob

Hinh 1-2 Thay d6i thong diép
Truong hop ndy Hacker chan cac thong di€p va ngan khong cho cac
thong diép nay t6i dich. Sau d6 thay d6i nodi dung cua thong diép va gui cho
nguoi nhan. Nguoi nhin khong hé biét noi dung thong diép da bi thay doi.
1.2.3 Mao danh (Masquerada)
Truong hop nay Hacker s€ gia 1a nguoi gui va gui di thong di€p cho
nguoi nhian. Ngudi nhan khong biét didu nay va nghi rang d6 13 thong diép tir

nguoi gui.

Darth Message from Darth
that appears to be
from Bob

Hinh 1-3 Mao danh va gui di thong diép
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1.2.4 Phat lai thong di¢p (Replay)

Truong hop nay Hacker sao chép lai thong di€p tir nguoi gui. Sau do
mot thoi gian Hacker gui lai ban sao chép nay cho ngudi nhan. Ngudi nhan
tin rang thong diép nay van tir phia ngudi giri, ndi dung cia thong diép 1a

gidng nhau.

Capture message from
Bob to Alice; later
replay message to Alice

Internet or
other comms facility

Hinh 1-4 Sao chép va gui di thong di€p gia
1.3 Mot s6 giai phap biao mat
1.3.1 Hé thong twong lira

Tuong ltra 13 hé thdng kiém soat truy cdp gitta mang ndi bd va mang
Internet. Mot k¥ thuat dugc tich hop vao hé théng mang dé chdng sy truy cap
trai phép, nham bao vé céc nguén thong tin ndi1 bd va han ché sy xam nhap
khong mong muén vio hé théng.

Firewalls cung cdp hai chtic niang chinh cho nha quan tri mang. Thi
nhit 14 chtrc ning kiém soat nhitng gi ma ngudi dung tir mang ngoai c6 thé
nhin théy duoc va nhitng dich vu nao dugc cho phép sir dung & mang ndi bo.
Th hai 1a kiém soat nhirng noi nao, dich vu nao cua Internet ma mot user
trong mang ndi bd co thé duoc truy cap, dugc str dung.

Firewalls ¢ hai loai va mdi loai ¢6 vu diém khac nhau. Firewall ciing

coO hi€u nang 6n dinh, khong phu thudc vao hé di€u hanh, virus, ma doc, ngan
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chin tét giao thirc & tAng mang trong mo hinh TCP/IP. Firewall mém rét linh

hoat trong nhiing cdu hinh & giao thirc ting ing dung trong mé hinh TCP/IP.

1.3.2 Hé thong phat hién va chong xam nhap IDS/IPS

Hé théng phat hién xam nhdp IDS (Intrusion Detect System) cung cip
thém cho viéc bdo v¢ thong tin mang & mic d cao hon. IDS cung cép thong
tin vé cac cudc tan cong vao hé thong mang. Tuy nhién IDS khong ty dong
cAm hoic 1a ngan chan cac cude tdn cong.

Hé théng ngan chédn xam nhdp IPS (Intrusion Prevent System) nham
muc dich bdo v€ tai nguyén, dir li€u va mang. Ching s€ 1am gidm bot nhirng
mdi de doa tin cong bang viéc loai bo luu lwong mang bat hop phap, trong
khi van cho phép cac hoat dong hop phap duoc tiép tuc.

IPS ngan chin cac cudc tin cong dudi nhitng dang sau:

_ Ung dung khéng mong muén va tdn cong kiéu “Trojan horse” nham
vao mang va tng dung ca nhan, qua viéc st dung cac nguyén tic xac
dinh va danh sach kiém soat truy nhép.

_ Céc tan cong tir chéi dich vu nhu tran cac goi tin SYN va ICMP boi
viéc dung cac thuat toan dua trén co sé “ngudng”.

~ Sy lam dung cac ing dung va giao thirc qua viéc sir dung nhimng qui tic
giao thirc rng dung va chir ki.

_ Nhiing tin cong qué tai hay lam dung tng dung bang viéc str dung gidi
han tai nguyén dua trén co sé ngudng.

Uu diém: phat hién cac cudc tan cong nhanh va chinh xéac, khong dua
ra cac canh bdo sai lam giam kha nang hoat dong cuia mang, gitip ngudi quan
tri xac dinh cac 16 héng bao mat trong h¢ théng cua minh.

Nhuwroe diém: Khong phat hién duogc cac tin cong khong ¢6 trong mau,

cac tan cong méi. Do do hé thong phai ludn cap nhat cac mau tan cong moi.
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Han ché: So voi Firewall, IDS/ IPS da thé hién dugce nhiéu tinh nang
wu viét. N6 khong chi c6 kha ning phat hién ra cac cudc tin cong, ma con
chéng lai cac cudc tan cong nay mot cach hiru hidu. Tuy vdy hé thong nay van
con nhiing han ché. Cac san ph:flm IPS khong thé nhan biét duoc trang thai
tang tng dung (chi c6 thé nhan biét duoc cac dong thong tin trén ting mang).
Do vay cac cudc tdn cong trén tang (mg dung s& khong bi phat hién va ngin
chan.

1.3.3 Cong nghé mang LAN 40 (VLAN)

Vé mit k¥ thuat, VLAN 1a mdt mién quang ba dugc tao boi cac switch.
Binh thudng thi router dong vai tao ra mién quang ba. VLAN 13 mot k¥ thuat
két hop chuyén mach 16p 2 va dinh tuyén 16p 3 dé giéi han mién dung d6 va
mién quang ba. VLAN con duoc st dung dé bao mat gitta cac nhom VLAN
theo chirc nang nhom.

VLAN la mot doan mang theo logic dua trén chirc nang, ddéi nhém,
hodc trng dung cuia mot td chirc chur khong phu thudc vao vi tri vat 1y hay két
ndi vat Iy trong mang. TAt ca cac tram va server duogc sir dung boi cung mot
nhom lam vi¢c s€ dugc dat trong cuing VLAN bat ké vi tri hay két ndi vat ly
cua chung.

Uu diém: VLAN cho phép nguoi quan tri mang t6 chic mang theo
logic chir khong theo vat 1y nita. Nhd' d6 nhitng cong viée sau thyc hién dé
dang hon:

_ C6 tinh linh dong cao: di chuyén may tram trong LAN dé dang.

_ Thém mdy tram vao LAN d& dang: Trén mot switch nhiéu cong, c6 thé
cu hinh VLAN khéc nhau cho tirng cong, do d6 d& dang két ndi thém
cac may tinh voi cac VLAN.

_ Tiét kiém bang thong ctia mang: do VLAN c6 thé chia nho LAN thanh

cac doan (Ia mot vung quan ba). Khi mot goi tin buang ba, n6 s€ dugc
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truyén di chi trong mét VLAN duy nhét, khong truyén di ¢ cac VLAN
khac nén giam luu lugng quang ba, tiét kiém bang thong dudng truyén.

Vlanl Vlan2 Vlan3

...............................................

...............................

Hinh 1-5 M6 hinh VLAN
1.3.4 Mang riéng d0 (VPN)

VPN cung cép kénh an toan cho cac két ndi, cac ca nhan cé thé dung
Internet truy cdp tai nguyén trén mang cuc bd mét cach bdo mat va thoai mai
khi ho & nha hoac di du lich mot cach nhanh chong va hiéu qua trén cd may
tinh hay thiét bi di dong.

Mang VPN dam bdo an toan va bao v€ su luu thong trén mang va cung
cﬁp su riéng tu, su chung thuc va toan ven dir liéu thong qua céac giai thuat ma
hoa.

Dé cung cap két ndi gilta cac may tinh, cac goi thong tin duoc dong goi
bang mot header c6 chira nhitng thong tin dinh tuyén, cho phép dit liéu co thé
guri tir may truyén qua méi trudng mang chia sé va dén duge may nhén, nhu
truyén trén cac duong ong riéng dugc goi 13 tunnel.

Khi truyén cac goi tin can phai ap dung cac co ché ma hoa va ching

thuc dé bao mat nhu SSL (Secure Socket Layer), IPSec (IP Security Tunnel
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Mode, PPTP (Point to Point Tunneling Protocol), L2TP (Layer 2 Tunneling

Protocol).
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CHUONG 2: MANG RIENG AO VPN
2.1 Mang riéng a0 VPN
2.1.1 Dinh nghia VPN

VPN dugc hiéu nhu 12 mot giai phap mo rong mdt mang riéng thong
qua mdt mang chung (thuong 13 Internet). M&i VPN sé& két ndi véi mot VPN
khac, cac site khac hay nhiéu nguoi dung tir xa. Thay thé cho két ndi thuc nhu
leased — line, VPN st dung cic két ndi 40 dugc dan tir cic mang nodi bo toi
cac site cua nguoi dung tur xa.

Céc giai phap VPN duoc thiét ké cho nhiing t6 chiic ¢6 xu hudng ting
cudng thong tin tir xa vi pham vi hoat dong rong (toan qudc hay toan cau).
Tai nguyén & trung tdm c6 thé két ndi dén tir nhiéu ngudn ginp tiét kiém chi
phi va thoi gian.

VPN duoc goi 1a mang 4o bdi chiung chi s dung céc két ndi tam thoi.
Nhitng két ndi bao mat duoc thiét lap gitta cac host, gitta host voi mang hay

gifra hai mang v61 nhau.

Internet

°
. ’ S

File Server
a

Firewall Office N

‘8

Remote Worker

Hinh 2-1 M6 hinh mang VPN
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2.1.2 Cac thanh phan tao nén VPN
2.1.2.1 VPN client

VPN client c6 thé 1a mot may tinh hodc mét bo dinh tuyén. Loai VPN
khach hang str dung cho mang cua céng ty phu thudc vao nhu cau c4 nhan
cua cong ty do.

Mit khac, néu cong ty c6 mot vai nhan vién thudng xuyén di cong tac
Xa va can phai truy cip vdo mang cla cong ty trén duong di, may tinh
xach tay ciia nhan vién c6 thé thiét 1ap nhu VPN client.

Vé miat ki thuat, bat ky hé diéu hanh déu co6 thé hoat dong nhu mot
VPN Client mién 1a nd c6 hd tro cac giao thirc nhu: giao thirc duong him
diém-diém PPTP (Point to Point Tunneling Protocol), giao thirc dudng ham 16p
2 L2TP (Layer 2 Tunneling Protocol) va giao thirc bdo mat Internet IPSec
(Internet Protocol Security). Ngay nay, vdi cac phién ban Windows méi thi
kha ning truy cdp mang VPN cang dugc phat trién t6i wu hon, do d6 van dé
khong tuong thich v&i cac phién ban hé diéu hanh hién nay 1 khong ton tai.
2.1.2.2 VPN server

VPN server hoat dong nhu mét diém két ndi cho cac VPN client. Vé
mat k¥ thuat, mot may chu VPN c6 thé duoc cai dit trén mot s6 hé diéu hanh
nhu Window Server, Linux ...

VPN Server kha don gian. N6 1a mot may chu duoc cai dat dich vu
may chu dinh tuyén va truy cép tir xa RRAS (Routing and Remote Access
Server). Khi mot két ndi VPN da dugc chiing thuc, cac may chi VPN chi
don gian 1a hoat dong nhu mot bo dinh tuyén cung cap cho khach hang VPN
c6 thé truy cap dén mot mang riéng.
2.1.2.3 IAS server

Mot trong nhirng yéu cau bd sung cho mot may chi VPN 1a can c6 mot

may chu dich vu xic thuc nguoi dung truy cdp tr xa RADIUS (Remote
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Authentication Dial in User Service). RADIUS 14 mot server sir dung quay sb

xac thuc tir xa. RADIUS 1 co ché ma cac nha cung cip dich cu Internet

thudng sir dung dé xac thuc cac thué bao dé thiét 1ap két ndi Internet.
Microsoft cling c6 phién ban riéng cia RADIUS dugc goi 1a dich vu

xac thuc Internet IAS (International Accounting Standards).

2.1.2.4 Firewall

Cac thanh phan khic theo yéu cau cua mang riéng ao VPN (Virtual
Private Network) la mot tuong lta tot. May chit VPN chap nhan két néi tir
mang Nngoai, nhung diéu d6 khong c6 nghia 1a mang ngoai can phai co quyén
truy cap day du dén may cha VPN. Chung ta phai st dung mét tuong lira dé
chin bat ky cong nao khong st dung.

Yéu cau co ban cho viéc thiét 1ap két néi VPN 1a dia chi IP cua may
chu VPN c6 thong qua tudng lira dé tiép can vai may chi VPN.

Ching ta c6 thé dat mot may cha ISA giia tuong lra va may cha
VPN. Y tuéng 13 c6 thé cdu hinh twong lta dé diéu chinh tat ca luu luong
truy cap VPN c6 lién quan dén ISA Server chir khong phai 14 may chi VPN.
ISA Server sau d6 hoat dong nhu mdt proxy VPN. Ca hai VPN Client va
VPN Server chi giao tiép vdi may chi ISA ma khong bao gid giao tiép truc
tiép voi nhau. Diéu nay c6 nghia 1a ISA Server che chin cac VPN Server tir
cac VPN Client truy cap dén, vi thé cho VPN Server s& c6 thém mot 1op bao

A

VeE.

2.1.2.5 Giao thirc dwong hAm (Tunneling Protocol)

VPN client truy cap vao mdt may cha VPN qua mot dudng ham ao.
Puong ham 4o nay 13 mot 161 di an toan qua mdi truong cong cdng (nhu
Internet). Bé c6 dugc duong ham, cin phai sir dung mdt trong cac giao thirc
duong ham. Mot sb giao thuc dé lya chon dé tao dudng him nhu: IPSec,
L2TP, PPTP va GRE. Nhung dé lya chon mét giao thirc duong ham phu hop
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cho mot mo hinh mang & mot céng ty hay mot doanh nghiép bat ky 1a mot
quyét dinh quan trong khi 1ap ké hoach dé trién khai hé thong VPN cho doanh
nghiép, cong ty do.

Loi thé 16n nhat ma L2TP hon PPTP 1a né dya trén IPSec. IPSec ma
hoa dit liéu, cung cap xac thuc dit liéu, dir liéu cua nguoi giri s& duge ma hoa
va dam bao khong bi thay d6i noi dung trong khi truyeén.

Mic du L2TP ¢6 vé 1a c6 loi thé hon so vi PPTP, nhung PPTP ciing
c6 loi thé riéng do 1a kha nang tuong thich. PPTP hoat dong tdt v6i cac hé
diéu hanh Windows hon L2TP.

2.1.3 Loiich cia VPN
% VPN givip giam ddng ké chi phi dwong truyén
VPN tiét kiém chi phi cho viéc thué duong truyén va giam chi phi phat
sinh cho nguoi dung tir xa, ho ¢ thé truy cip vao mang ndi bo thong qua céc
diém cung cip dich vu & dja phuong POP (Point of Presence) han ché thué
duong truy cdp ctia nha cung cp. Gia thanh cho viéc két nbi Lan — to — Lan
giam dang ké so voi viée thué duong Leased — line, hay céc giai phéap truyén

tin truyén thong nhu Frame Relay, ATM hay IDSN.

% Giam chi phi quan Ii va hé tro
Vi¢ce st dung dich vu nha cung cép chung ta chi can quan ly cac két ndi
dau cudi tai cac chi nhanh mang ma khong phai quan 1y cac thiét bi chuyén
mach trén mang. Béng thoi co thé tan dung co sé ha téng cua mang Internet

va doi ngii k¥ thuat cua nha cung cap dich vu.

s Ddm bdo an toan thong tin
Dit liéu truyén trén mang dugc ma hoa va phan quyén sir dung cho timg
ngudi dung (user) khac nhau, dong thdi duoc truyén trong cac dudng ham

(Tunnel) nén thong tin c6 dJ an toan cao.
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% Dé dang két noi
Hién nay, mot cong ty thudng s& c6 rat nhiéu cac chi nhanh tai nhiéu
qudc gia khac nhau. Viéc quan 1y, truy cdp thong tin tai cac chi nhanh 13 can
thiét. Str dung VPN c¢6 thé dé dang két ndi hé thdng giita cac chi nhanh thanh
mdt mang LAN véi chi phi thip.

¢ Bao mat dia chi IP
Thong tin gui di trén VPN da dugc ma hoa cac dia chi bén trong mang

riéng (private) va chi st dung cac dia chi bén ngoai (public) internet.

% Hiéu sudt bang théng
Sy lang phi bang thong khi khong c6 két ndi nao duogc kich hoat. Trong
ki thuat VPN thi cac duong hdm chi dugc hinh thanh khi ¢6 yéu cau truyén tai
thong tin. Bing théng mang chi duoc st dung khi c6 kich hoat két ndi

Internet. Do d6 han ché rat nhiéu sy ling phi bang thong.

2.1.4 Cac yéu ciu co ban d6i véi mot giai phap VPN

Khi xay dung mdt mang ri€ng 4o can dap ung cac yéu cau:

s Tinh twong thich (compatibility)

Cac mang ndi bo ciia cic cong ty, doanh nghiép khéng thé két ndi truc
tiép v6i mang Internet bi khong theo chuan TCP/IP. Muén st dung dugc IP
VPN thi cac hé thong mang ndi bd can phai duoc chuyén sang mot hé thong
dia chi theo chuan duoc str dung trong Internet va bd sung tinh ning can thiét
cho viéc tao kénh két ndi ao. Ciling nhu cai dat céng két ndi Internet co chire
ning trong viéc chuyén doi cac thi tuc khac nhau sang chuan IP. Vay nén cac
nha cung cdp dich vu phai tuong thich véi cac thiét bi hién c6 clia nguoi

dung.

< Tinh bdo mdt (security)
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Bao mat thong tin khach hang 1a mot yéu té quan trong ddi voi mot giai
phap VPN. Cac dit liéu ctia nguoi dung can duoc dam béo, dat dugc muac do
an toan gidng nhu mot hé thong mang dung riéng.

Cung cép tinh ning bao dam an toan cAn dam béao giita cung cap tinh
nang an toan thich hop nhu cung cdp mat khau cho nguoi dung trong mang,
mi hoa dir liéu déng thoi don gian trong viée duy tri quan 1y, st dung. Poi

héi thuén tién va don gidn cho ngudi st dung cling nhu nha quéan tri mang.

s Tinh kha dung (availability)
Mot giai phap VPN can thiét phai cung cip duoc tinh bao dam vé chat

lwong, hiéu suat sir dung dich vu ciing nhu dung lugng truyén.

% Tiéu chudn chdt leong dich vu (Q0S)
Tiéu chuan danh gia ctia mdét mang ludi co6 kha ning dam bao chat
lwong dich vu cung cap dau cubi dén dau cudi. QoS lién quan dén kha ning
dam bao do tré dich vu trong mdt pham vi nhét dinh hodc lién quan dén ca hai

van dé trén.

2.2 Uu va nhuoc diém ciia VPN
2.2.1 Uudiém

VPN mang lai lgi ich thuc su va tirc thoi cho cac cong ty. Co thé dung
VPN dé don gian hod viéc thong tin giita cac nhan vién lam viéc ¢ xa, nguoi
dung tir xa, mé rong Intranet dén tig van phong, chi nhanh, khong nhiing
chung ta co thé trién khai Extranet dén tdn khach hang va cac d6i tac chii chét
ma con 1am giam chi phi cho cac coéng viée trén thdp hon nhiéu so véi viée
mua thiét bi va dudng diy cho mang WAN riéng. Nhitng loi ich nay du truc
tiép hay gian tiép déu bao gdm: tiét kiém chi phi, tinh mém déo, kha ning mé

rong va mgt so uu di€m khac.
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2.2.2 Nhuoc diém

Mic du phé bién nhung mang riéng ao VPN (Virtual Private Network)
khi trién khai hé théng can Iuu y mot s6 han ché.

VPN doi hoi sy hiéu biét chi tiét v& van dé& an ninh mang, viéc ciu
hinh va cai dit phai can than, chinh xac dam bao tinh an toan trén hé théng
mang Internet cOng cong.

Do tin cay va hiéu suat cia mot VPN dua trén Internet khong phai 1a
dudi su kiém soat truc tiép ctia cong ty, vi Vay giai phap thay thé 1a hay su
dung mdt nha cung cap dich vu Internet tot va chat luong.

Viéc st dung cac san pham VPN va cac giai phap cia cac nha cung
cap khac nhau khéng phai luc nao ciing twong thich do cac van dé vé tiéu
chuan cong nghé VPN. Khi sir dung pha tron va két hop cac thiét bi s& co thé
gay ra nhitng van dé k¥ thuat hodc néu sir dung khong dung cach sé& 1ang phi
rat nhiéu chi phi trién khai hé thong.

Mot han ché hay nhuoc diém rat kho tranh khoi ctia VPN d6 1a van dé
bao mat c4 nhan, bdi vi viée truy cap tir Xa hay viéc nhan vién két ndi voi hé
théng van phong bang may tinh xach tay, may tinh riéng, khi d6 néu cac may
tinh ctia ho thyc hién hang loat cac tng dung khac, ngoai viéc két ndi toi van
phong lam viéc thi nhimng tin tic c6 thé loi dung yéu diém tir may tinh ca
nhan cua ho tin cong vao hé théng ciia cong ty. Vi vay viéc bao mat ca nhan
ludn duge cac chuyén gia khuyén cao phai dam bao an toan.

2.3 Cac cong nghé VPN

Cac cong nghé VPN nham dép ung cac yéu cau co ban:

_ C6 thé truy cap hé théng bat cr lic ndo bang cac thiét bi théng minh
nhu dién thoai, may tinh ..., va li€n lac gitta cac nhan vién ctia mot to
chtrc to1 cac tai nguyén trén mang.

- Keét ndi thong tin gitta cac van phong tir xa cia mot to churc.
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~ Piéu khién, quan 1y truy nhap tai nguyén mang khi can thiét cta khach
hang, nha cung cap va cac dbi tuong quan trong ctia cong ty.
Duya theo nhiing yéu cdu d6, ngay nay VPN di phat trién va phan chia
ra 2 loai cong ngh¢ VPN chinh:
- Site —to — Site VPNs
- Remote Access VPNs

2.3.1 Site —to — Site VPNs
2.3.1.1 Intranet VPNs (VPN ni bg)

VPN ndi by duogc str dung dé két ndi cac chi nhanh van phong to1
Corporate Intranet (Backbone router) stt dung campus router. Cach thiét 1ap
nay rat ton chi phi bai phai sir dung 2 router dé thiét 1ap dugc mang, cing véi
d6 1a chi phi trién khai, quan 1y va bao tri mang Intranet Backbone s& rat ton
kém.

VPN nodi bd dugc st dung dé bao mat cac két ndi gitra cac dia diém
khac nhau ctia mot t6 chic. Cho phép tat ca cac diém co thé truy cdp céc
ngu@)n dir liéu dugc cho phép trong toan bd mang. Cac VPN ndi b lién két
cac phong, cac chi nhanh trén mot co sé ha ting chung va sir dung cac két ndi

luon ludén duoc ma hoa.

Remote Sites Central Site

—

‘el ( - L — |_ —
PDF.:— Internet J—‘*f ‘*i
L
F

Intranet

S

Intranet

=

L

Hinh 2-2 M6 hinh VPN ndi bd
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% Thuan loi cua Intranet dwa trén VPN
Giam chi phi hon do giam s lugng router duoc sir dung theo mé hinh
WAN Backbone.
Internet hoat dong nhu mot két ndi trung gian nén né dé dang cung cap
nhitng két néi méi ngang hang.
Két ndi nhanh hon do chi can két ndi dén cac nha cung cép dich vu,

loai bo cac van dé vé khoang cach dia li.

% Mot 56 bat loi chinh

Dit liéu van con tunnel trong sudt qua trinh chia sé trén mang cong
cdng nén van ton tai cdc nguy co tin céng, dién hinh 1a tan cong tir chdi dich
vu DoS.

Kha ning mat dit liéu trén duong truyén kha cao.

Mot s6 trudng hop trao doi dir liéu s& rat cham khi dir liéu 13 loai high-
end hay multimedia do truyén thong qua Internet.

Két ndi dya trén Internet nén tinh hiéu qua khong lién tuc, QoS khong

duoc dam bao.

2.3.1.2 Extranet VPNs (VPN mé rong)

Khong gidng nhu Intranet, Extranet khong hoan toan cach li tir bén
ngoai, Extranet cho phép truy cip nhiing tai nguyén mang can thiét ciia khach
hang, nha cung cap hay nhitng ddi tac gilt vai trd quang trong trong mot to
chue.

Mang Extranet rat ton kém do c6 nhiéu doan mang riéng biét trén
Intrenet két hop lai v6i nhau dé tao nén mot mang Extranet. Piéu nay khién
cho viéc trién khai va quan 1y gap kho khin vi ¢6 nhiéu cic mang con, ddng
thoi cling gdy kho khan cho cong tac bao tri va quan tri. Mang Extranet cling
rat kho dé mo rong boi sé co nhitng van dé gip phai khi thém mdi mot két ndi

mang Intranet.
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Su khac nhau gitta mdt VPN ndi by va mot VPN mao rong do 1a su truy

cap mang ma dugc cong nhan & mot trong hai dau cudi cia VPN.

Remote Sites Central Site
DsL J— ‘
—
Interneat —ﬁ ﬁ
—
b
Telecommuter
Intranet
™ % Extrane!
Intranet J Business-to-buginess

N
Hinh 2-3 M6 hinh mang VPN mé& rong
% Mot 56 thudn loi
Extranet hoat dong trén Internet nén cé thé lya chon nha phan phéi va
dua ra cac giai phap giai quyét tiiy theo nhu cau cua t6 chic.
Giam b6t chi phi cho nhan vién béao tri boi nha cung cip s& bao tri mot
phan Internet-connectivity.

D@ dang trién khai, quan 1y va chinh stra thong tin.
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% Mot 56 bat loi
Do truyén thong qua Internet nén trao d6i dit liéu sé rat cham khi dir
liéu 1a loai high-end hay multimedia.
Két ndi dya trén Internet nén tinh hiéu qua khong lién tuc, QoS khong

duoc dam bao.

2.3.2 Remote Access VPNs (VPN truy cap)
Remote Access VPN cho phép truy cép bat ctr ltic nao bang cac thiét bi

truyén théng ctia nhan vién két nbi dén tai nguyén mang cua td chirc. Pac biét
13 nhitng ngudi dung thudng xuyén di chuyén hodc céc chi nhanh vin phong
nho ma khong c6 két nbi thudng xuyén dén mang Intranet.

Cac VPN truy cdp thuong sé& yéu cdu mot phan mém client chay trén

may cua nguoi st dung. Puoc goi 1a VPN truy cap tir xa.

“Vin phong"
i gia

P o T —
."/ poP
2, I 3
f- - T _\ / = "‘%.‘h
& , .L., ~ ~ \’h-\/ A ‘\
\ AT - - N
\ ~ S '
\‘—\_‘ o 1 e 4 ! i\ ¢
";.’«.ﬂ“"‘\\/"—f- 4 \“\ \"\- - —
Vinphéng - S -pgg—( POP
tir xa . S N z Van phdng chinh
' ) -~ |
\~ ~_ ./ =

s i .
Déi téc kinh doanh k Nhén vién di ddng

-—

Hinh 2-4 M6 hinh VPN truy cap tur xa
* Mot s6 thudn loi
HOb tro cho ngudi dung ca nhan duoc loai trir boi két ndi tir xa da duoc

tao diéu kién thuan lgi boi ISP,
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Viéc quay sb tir khoang cach xa dugc thay thé bang nhitng két ndi cuc

Giam gia thanh chi phi cho cac két ndi v6i khoang cach xa.

Tbc do két ndi s& cao hon so vdi két ndi truc tiép dén nhitng dia diém
xa do day la két ndi mang tinh cuc bo.

VPNs cung cap kha ning truy cap dén trung tdm t6t hon béi vi nd hd
trg dich vu truy cap ¢ muirc do tdi thiéu nhét cho du co su tang nhanh chong

cac két nd1 dong thoi dén mang.

* Mot 56 bat loi

Kha nang mat dit liéu van kha cao, cac phan doan cua goi dir li€u c6 thé
di ra ngoai va bi thét lac.

Thuit toan mi hoa phtic tap, protocol overhead ting dang ké gy kho
khan cho qua trinh xac nhan. Cung vdi do 1a viéc nén dir liéu IP va PPP-based
dién ra cham.

Do truyén thong qua mang Internet, nén khi trao d6i cac géi dit liéu 16n

nhu cac goi dit li¢u truyén thong, media, am thanh s€ rat cham.

2.4 Cac giao thirc trong VPN

Giao thic dudng him 1a nén tang trong VPN. Giao thic dudng ham
dong vai trd quan trong trong viéc thuc hién dong goi va van chuyén cac goi
tin dé truyén di trén dudng mang Internet.
2.4.1 Giao thirc dwong him diém téi diém (PPTP)
2.4.1.1 Gi6i thi¢u PPTP

Giao thuc PPTP (Point — to — Point Tunneling Protocol) la mét giao

thirc mang cho phép chuyén giao an toan dit liéu tir mot Client dén may chu
bang cach tao ra duong ham 4o trén TCP/IP dya trén mang lu6i dit liéu. PPTP
hd trg theo yéu cau, da giao thirc, mang riéng 4o trén cdc mang cong cong nhu

Internet.
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Giao thirc PPTP duoc phat trién bai cac cong ty chuyén vé thiét bj cong
nghé vién thong, xay dung dwa trén nén tang cia PPP, PPTP c6 thé cung cip
kha ning truy nhap tao dudng ham thong qua Internet dén cac site dich. PPTP
st dung phuong thirc dong géi tin dinh tuyén chung GRE dugc mo ta dé dong
va tach cac goi PPP.
2.4.1.2 Nguyén tic hoat dong

PPTP lam viéc & 16p lién két dir liéu trong moé hinh OSL, bao gdm cac
phuong thitc dong goi, tach goi tin IP va truyén goi tin tir may nay sang mdy
khac.

PPTP déng cac gobi tin va khung dir li¢u cua giao thicc PPP vao trong
mot IP datagrams dé truyén thong qua mang Internet trén nén IP. Két ndi TCP
(cong 1723) duoc sir dung dé khai tao, duy tri dwong ham va GRE (Protocol
47) dugc dung cho vi¢c dong goéi nhitng goi tin PPP cho dir li¢u trong kénh.
Phan tai cta khung PPP c6 thé dugc ma héa va nén lai.

Co ché xac thuc ngudi dung thudng duge cung cip boi ISP, viée xac
thie trong qua trinh thiét 1ap két ndi PPTP st dung cac co ché xac thuc cia
két ndi PPP. Mot sb co ché duoc sir dung:

- Giao thic xac thuc mé rong EAP
_ Giao thirc xac thyc c6 thir thach bat tay CHAP
~ Giao thttc x4c dinh mat khau PAP

Giao thirc PAP 12 mot co ché xac thuc hoat dong dua trén nguyén tac
mat khau dugc guri qua cac két ndi va khong bao mat. CHAP 1a mot giao thirc
xac thuc manh hon, sir dung phuong phap bat tay ba chiéu dé hoat dong va
ngin chin cac cudc tin cong bang cach sir dung cac gia tri bi mat duy nhat va
khong thé doan dugce. Phuong thic ma hoa diém téi diém MPPE dugc s

dung dé mi hoa phan tia tin PPP trén duong truyén. MPPE chi cung cip ma
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khoa trong lc truyén dit liéu trén dudng truyén ma khong cung cip ma khoa
tai cac thiét bi dau cudi.

Khi PPP duogc thiét 1ap két ndi, PPTP sir dung quy ludt dong goi cua
PPP dé dong gbi cac goi truyén thong trong dudng ham. PPTP dinh nghia hai
loai goi tin 1a diéu khién va dir liéu, sau do ching dugc gan vao cac kénh
riéng biét. PPTP tach cac kénh diéu khién va kénh dir liéu thanh nhiing ludng
diéu khién véi giao thire diéu khién truyén dit liéu TCP va ludng dit liéu véi
giao thtrc IP.

Dir liéu 1a cac dit liéu théng thudng ctia nguoi ding. Cac goi diéu khién
duoc dua vao theo chu ki dé 1iy thong tin trang thai két ndi va quan 1y bao
hiéu giita may khach PPTP va may chu PPTP. Céc goi tin dicu khién ciing
dung dé giri cac thong tin quan 1y thiét bi va thong tin cau hinh giita hai dau
duong ham.

Kénh diéu khién duoc sir dung cho viéc thiét 1ap mot dudng ham gitra
may khach va may cha PPTP. May chu PPTP 1a mot Server c6 sir dung giao
thirc PPTP v&1 mot giao dién dugc ndi v6i Internet va mot giao dién khac ndi
v6i Intranet, con phan mém client c6 thé nim & may nguoi dung tir xa hodc
tai cdc may chu ISP.
2.4.1.3 Uu nhwrge diém va kha ning ing dung

Uu diém ciia PPTP 1a duoc thiét ké dé hoat dong & 16p 2 trong khi
IPSec chay ¢ 16p 3 ctia md hinh OSI. Viéc hd trg truyén dit liéu & 16p 2, PPTP
c6 thé lan truyén trong dudng ham bang céc giao thirc khac IP trong khi IPSec
chi c6 thé truyén cac géi tin IP trong duong ham.

PPTP 1a mot giai phap tam thoi thich hop cho viée quay sé truy nhap
v6i s6 lwong nguodi dung gidi han. Mot van dé cua PPTP 1a viée xac thuc
ngudi dung thong qua hé diéu hanh. May chu PPTP ciing qua tai néu nhu c6

mot sd luong 16n nguoi dung truy nhap hay mot luu luong 16n dit liéu truyén
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qua, day 12 mot trong sd nhitng yéu cau ctia mang LAN — LAN. Tinh bao mat
ctia PPTP khong manh nhu IPSec, nhung quan 1y bdo mat trong PPTP lai dé
dang hon nhiéu.

Kho khin 16n nhat ma PPTP gip phai 1a co chét bao mat yéu kém boi
PPTP str dung méd hoa dong bd trong khoa duoc xuat phat tir viée sir dung ma
hoa ddi xtmg clia giao thirc niy 1a cach tao ra khéa tir mat khau ctia nguoi
dung. Hon thé nita, mat khau con dugc giri khon bao mat trong qua trinh xac

nhan.

2.4.2 Giao thirc dwong ham l6p 2 L2TP
2.4.2.1 Giéi thi¢u
Giao thirc L2TP 1a sy két hop cua hai giao thic PPTP va L2F. Puoc

phat trién boi IETE, L2TP két hop nhitng dic diém tét nhat ctia PPTP va L2F.
Vi vy, L2TP ¢6 tinh linh déng, c6 thé thay d6i va hiéu quéa chi phi cho giai
phap truy cép tir xa cia L2F va kha ning két ndi diém diém nhanh cua PPTP.

Céc dic tinh ctia L2TP bao gom:

~ L2TP hd trg da giao thic va da cong nghé mang, nhu IP, ATM, FR, va
PPP.

_ L2TP khong yéu ciu viéc trién khai thém bét ctr phin mém nao, nhu
diéu khién va hé diéu hanh hd trg. Do d6, ca ngudi dung va mang riéng
Intranet ciing khong can trién khai thém cac phan mém chuyén biét.

- L2TP cho phép nguodi dung tir xa truy cap vao mang tur xa thong qua
mang cong cdng voi mot dia chi IP chua dang ky (hoac riéng tu).

Qua trinh xac nhan va chung thuc cua L2TP duoc thuc hién bdi céng
mang mdy cha. Do d6, nha cung cap dich vu khong can dit liéu xac nhan hodc
quyén truy cip cua ngudi dung tir xa, mang riéng Intrnet ciing c6 thé ty dinh
nghia nhitng chinh sach truy cdp riéng. Khién cho quy trinh xir 1i thiét lap

dudng ham nhanh hon so voi giao thiic tao dudng ham trude day.
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L2TP thiép 1ap dudng him PPP khong gidng nhu PPTP, khong két thiic
& gan vung cua ISP, nhitng dudng ham dugc md rong dén cong cua mang
may chu (dich).

L2TP (Layer 2 Tunneling Protocol)

Mang Intranct cia Mang néng
Dial up connection ISP - ' . .
3 fl i E E 17 . ’,___l\:_/] & -~
b v9e—
)

Dueimg him 1271
o -
Két nn PPP

Duwong ham L2TP

Hinh 2-5 Pudng ham L2TP

Khi géi tin PPP duoc gui thong qua duong ham L2TP, ching dugc
dong gobi nhu thong di¢p User Datagram Protocol (UDP). L2TP dung nhitng
thong diép UDP cho viéc tao duong ham dit liéu ciing nhu duy tri dwong him.
2.4.2.2 Cac thanh phan cia L2TP

L2TP bao gom 3 thanh phin co ban, mot Network Access Server
(NAS), mt L2TP Access Concentrator (LAC) va mot L2TP Network Server
(LNS).

L2TP NAS la thiét bi truy cap diém téi diém dugce cung cip dya trén
yéu cau két ndi Internet dén ngudi dung tir xa. NAS phan hoi lai xac nhan
ngudi ding tir xa ¢ nha cung cap ISP cudi va xac dinh néu c6 yéu cau két ndi
0. L2TP duogc dit tai ISP site va c6 vai tro nhu client trong qua trinh thiét 1ap
L2TP Tunnel. NAS c6 thé hd trg ddng thdi nhiéu yéu cau két ndi va co thé hd
tro mdt pham vi rong cac client (nhu cac san phém mang cua Microsoft,
Unix, Linux, VAX — VMS).

L2TP LACs la mot by tap két truy cap L2TP co6 vai trd thiét lap mot
duong ham thong qua mot mang cong cong (nhu PSTN, Internet) dén LNS &

diém cubi ciia mang chi. LACs nhu diém két thiic cia méi truong vat 1y giita
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client va LNS cua mang chu. LACs thuong dugc dat tai ISP site, tuy nhién
ngudi dung tir xa ciing c6 thé hoat dong nhu LAC trong trudng hop dudng
ham L2TP tir nguyén.

LNS duogc dat tai cudi mang chu, chung dung dé két thac két ndi L2TP
& cudi mang chu. Khi LNS nhan dugc yéu cau cho két ndi a0 tir LAC, no thiét
lap duong him va xic nhan ngudi dung, 14 ngudi khai tao yéu cau két nbi.
Néu LNS chép nhan yéu cau két ndi, no tao giao di¢n do.
2.4.2.3 Dir li¢u dwong ham L2TP

Tuong ty nhu PPTP, L2TP dong goi dit liéu théng qua nhiéu ting dong

goi.

Data

l Bong gé1 PPP

PPP Data
Header

l bong goi L2TP

L2TP PPP Data
Header | Header

Bong go1 [PSec

ESP L2TP PPP Data |AH Trailer
Header | Header | Header

l bong gé1 IP

P ESP L2TP PPP Data |[AH Trailer
Header | Header | Header | Header
i Bong g61 Data Link
Data Link P ESP L2TP PPP Data [AH Trailer||Data Link
Header Header | Header | Header | Header Trailer

Hinh 2-6 Quy trinh dong gbi goi tin L2TP
Pau tién, mot PPP Header s& dugc thém vao dit lidu géc, dir liéu khong

ma hoa trudc khi dong goi.
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L2TP dong goi khung cua PPP, mot L2TP Header dugc thém vao sau
khi dir liéu dugc dong gbéi bén trong mot PPP packet.

Ké tiép, goi dir liéu duoc dong goi thém bén trong mot UDP frame, tirc
la mot UDP header dugc thém vao L2TP frame da dong goi.

UDP frame nay dugc ma hoa, mdt phﬁn dau IPSec ESP duoc thém vao.
Mot phﬁn dudi IPSec AH ciing dugc chén vao goi dir liéu da dugc ma hoa.

Phan dau IP cudi cing dugc thém vao géi dit liu IPSec da dugc dong
g6i. Phan dau IP chira dia chi IP ctia L2TP server (LNS) va ngudi dung tir xa.

Cudi cung phan dau va cudi cta tang Data Link duoc thém vao goi dit
liéu IP. Hai phan nay sé& gitip goi tin di di dén nut dich.

Quy trinh xtr 1i de — tunneling nhitng gbi dir li¢u L2TP da tunnel thi

nguoc lai véi quy trinh dudng ham.

Diata Link P ESP L2TP PPP Data |AH Trailer| Data Link
Header Header Header | Header | Header Trailer

Dy go1 Data Laink

P ESP L2TP PPP Data (AT Trailer
Header Header | Header | Header

D& go1 IP
¥
ESP L2TP PPP Diata | AH Trailer
Header | Header | Header
l D& go1 IPSec
L2TP PPP Data
Header | Header
D& gs1 L2TP
¥
PPP Data
Header
l D& goi PPP

Hinh 2-7 Qua trinh xr 1y de — tunneling goi tin L2TP
L2TP hd tro 2 ché do dudng him 1a ché d6 duong ham béit budc

(Compulsory Tunnel Mode) va ché do dudng him tu nguyén (Voluntary
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Tunnel Mode). Nhitng dudng ham nay dong vai trd quan trong trong bao mat
dir ligu.
2.4.2.4 Nhirng thuan loi va bt loi

Nhitng thuin lgi ma mdt gidi phdp L2TP mang lai:

~ L2TP 13 mdt nén tang doc 1ap, né hd tro nhiéu cong ngh¢ mang khac
nhau. Ngoai ra L2TP con hd trg giao dich qua két ndi WAN non — IP
ma khong can mot IP.

_ L2TP khong doi hoi bat ki cAu hinh nio tir phia ngudi dung hay ISP.

_ Véi su hd tro cta IPSec trong sudt qué trinh tao ham, L2TP cung cip
mdt trong nhiing k¥ thuat ma hoa an toan nhat.

_ L2TP cung cip chiic ning diéu khién cap thip co thé giam cac goi dix
lidu xudng tuy y néu dudng ham qua tai. Piéu nay lam cho qua trinh
giao dich bang L2TP nhanh hon so vdi qua trinh giao dich bang L2F.

_ Viéc trién khai L2TP cling gap mot sb bt loi nhu:

_ L2TP cham hon so v6i PPTP hay L2F bai vi né dung IPSec dé xac
nhan moi géi dit liéu nhan dugc.

- Mac du PPTP duoc luu chuyén nhu mot giai phap VPN dung san, mot
Routing and Remote Access Server (RRAS) can c6 nhitng cau hinh mo
rong.

2.4.3 Giao thirc bao méat IP (Internet Protocol Security)
2.4.3.1 Giéi thi¢u

IPSec — Internet Protocol Security c6 quan h¢ t&i mét sb6 bod giao thuc
(AH, ESP, FIP — 140, ...) duoc phat trién bai Internet Engineering Task Force
(IETF). Muc dich cua viéc phat trién IPSec 13 cung cip mdt co ciu bao mat &
tang 3 (Network Layer) ctia mo hinh OSI.

Moi giao tiép trong mot mang trén co so IP déu dya trén cac giao thic

IP. Do d6 khi mét co ché bao mét cao dugc tich hop véi giao thuc IP, toan bo
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mang dugc bao mat bai vi cac giao tiép déu di qua ting 3. Vi vay IPSec duoc
phat trién & 16p 3 thay vi 16p 2. IPSec st dung cac dich vu dugc dinh nghia
trong IPSec dé dam bao su xéac thuc dit liéu, tinh toan ven dit liéu va sy tin
cdy cua dit lidu khi trén ha ting mang cong cong.

IPSec 13 mot phuong phap dé bao vé IP datagram. IPSec c6 thé bao vé
g6i tin gifra cac host, gitta cong an ninh mang, hodc giira cac host va cong an
ninh. IPSec ciing thuc hién dong goi dir liéu va xur 1y cac thong tin dé thiét
1ap, duy tri, va hiy bé dudng ham khi khong dung dén nita. Cac géi tin truyén
trong duong ham c6 khuon dang giéng nhu cac goi tin binh thudng khac va
khong 1am thay doi céac thiét bi, kién tric cling nhu cac ung dung hién c6 trén
mang trung gian, qua d6 cho phép giam dang ké chi phi dé trién khai va quan
ly.

Encapsulating Security Payload (ESP) va Authentication Header (AH)
13 hai giao thirc dugc sir dung dé cung cp tinh toan ven cho cac goi tin IP. Co
ché hoat dong trong IPSec gdm c6 IPSec Transport Mode va IPSec Tunnel
Mode va cac dich vu cua no.

¢ IPSec Transport Mode

Transport mode bao vé giao thirc ting trén va cic tng dung va vin
chuyén dia chi IP ngudn & dang “clear”. Dija chi IP ngudn duoc sir dung dé
dinh tuyén cac goi dir liéu qua mang Internet. Trong Transport mode, chi ma

hoa phan payload ctia mdi géi tin.
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Original IP datagram

IP Header Payload

Datagram with IPSec (AH or ESP)in Transport Mode

AH or ESP ’ ESP
IP Header Header Payload ESP Trailer Authentication

» Encrypted |

Authenticated (ESF)

)

Authenticated (AH)

-

Hinh 2-8 Transport mode packet
Kho khan 16n nhat khi trién khai Transport mode 13 cho phép céc thiét

bi trong mang nhin thay dia chi ngudn va dich cua goi tin va c6 thé thyc hién
mot s6 xir Iy (nhu phan tich luu luong) dua trén cac thong tin cta tiéu dé IP.
Do su phuc tap trong viéc trién khai trong thuc té, nén nguoi ta s€ su dung
mot VPN gateway dé bao vé dir liéu tir tit ca cac site dén mot site ngang
hang.
% IPSec Tunnel Mode

[PSec VPN str dung Transport mode va co ché dong goéi GRE 1a nhiing
cach str dung pho bién tai céc site trong mot mang site - to - site VPN. Nhung
vi mot 1y do ndo d6 mot site lai khong hd tro GRE nhung lai doi hoi thiét lap
IPSec VPN véi cac site khac. Trong truong hop nay van dé s& dugc giai quyét
nhanh chong néu sir dung IPSec Tunnel Mode.

Trong ché d6 Tunnel Mode ca phan header va payload déu duoc ma
hoa dé ting cuong tinh bao mat trong viéc truyén tai dir liu. Goi tin IP s&
duogc dong goi thém mot IP Header méi va cac IPSec Header (ESP hoac AH)
s€ dugc chén gitra IP Header cili va moi.

Cac giao thirc bao mat trong IPSec gdm hai giao thic chinh 1a ESP va
AH. ESP st dung IP Protocol number 50 va AH st dung IP Protocol number
51.
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Khi hoat dong & Transport mode thi IP Header van duoc giit nguyén va
lic nay giao thue ESP sé duge chen vao gitra tai (Payload) va IP Header cua
g01 tin. Con & Tunnel mode thi sau khi dong géi dir li¢u thi giao thirc ESP sé&
ma hod payload va sé chén mot I[P Header mdi vao goi tin trude khi duge
truyén di.
2.4.3.2 Giao thirc dong goi tdi tin an toan ESP

¢ Gidi thiéu

Giao thirc ESP ddm nhin cong viéc ma hoa, xac thuc va dam bao tinh
toan ven dit liéu. Sau khi dong géi bang giao thuc ESP, moi thong tin ding
ma hod va giai ma goi tin s& nam trong ESP Header. Cac thut toan mi hoa
duogc dung trong giao thirc nay 1a DES, 3DES, AES, MDS5, SHA, ... ESP cling
6 thé duogc sir dung dé ma hoa toan bo IP datagram hoac phan doan tﬁng van
chuyén (TCP, UDP, ICMP, IGMP). Sy mi hoé ctia ESP ¢6 thé bi v6 hiéu hoa
thong qua thuit toan ma hoa Null ESP Algorithm. Vi vay ESP chi c¢6 thé cung
cép ma hoa dir li€u hoac dam bao tinh toan ven dir liéu hoac ma hoa va dam
bao tinh toan ven dir li€u.

ESP hoat dong duoc & hai ché d6 Transport Mode va Tunnel Mode.
Viéc xu 1y ESP phu thudc vao ché do hoat dong cua IPSec va phién ban st
dung cua giao thirc IP.

ESP thém mot header va trailer vao xung quanh ndi dung ctia mdi goi
tin. ESP Header dugc ciu thanh boi hai truong 1a: SPI va Sequence Number.

% Chu tric goi tin ESP
Cac trudng trong cau trac mot goi tin ESP dugc thé hién trong hinh

Sau.
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0- 7bit 8 - 15 bit [16 - 23 bit 24 - 31 bit
. Security parameters index (SPI)

Sequence number
Payload data (variable)
| [Padding (0-255 bytes) |

| Il HPad Length i‘Next Header

Authentication Data (variable)

Hinh 2-9 Khu6n dang g61 ESP

SPI (chi s6 théng sé an ninh): La mot sb bat ki co do dai 32 bit, mdi
dau cudi cua mdi két ndi IPSec duogc tuy chon gia tri SPI. Cung voi dia chi IP
dich va giao thirc an ninh ESP cho phép nhan dang duy nhat chinh sach SA
(Security Associate) cho géi tin. SPI 13 trudng bat budc va thuong duogc lua
chon bai phia thu khi thiét 1ap SA.

Sequence Number (s¢ thiz t): Pay 1a trudng 32 bit khong dau chira
mot gia tri ma khi mdi goéi duoc gui di thi ting mot don vi. Thudng duoc
dung cung cap dich vu anti - replay. Khi SPI duoc thiét 1ap, chi s6 nay 1a 0.
Trude khi mdi goi tin dugc gui, chi s6 ndy ludn ting 1én 1 va duge dit trong
ESP header.

Payload Data (dir liéu tdi tin): Day 1a truong bat budc, bao gdm mot sd
luong bién d6i céac byte dir li¢u s hodc mét phﬁn dir liéu yéu cau bao mat da
duoc mo ta trong truong Next Header. Truong nay dugc ma hoa cung voi
thuat toan ma hoa da lya chon trong subt qué trinh thiét lap SA. Thuat toan
thudng duoc dung dé ma hoa ESP 1a DES-CBC.

Padding (dém): C6 d6 16n trong khoang 0 — 255 bit, 1a truong duoc
thém vao cho du kich thudc mdi géi tin.

Pad length (d6 dai dém): Chiéu dai cua padding, day 13 trudng bat budc

co tac dung xac dinh so6 byte dém dugc thém vao.
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Next Header (tiéu dé tiép theo): La trudng bit budc cd d6 dai 8 bit, nd
xac dinh kiéu dir liéu chira trong phan tai tin. Trong Tunnel mode, Payload 1a
goi tin IP, gia tri Next Header dugc cai dat 1a 4. Trong Transport mode,
Payload luén 1a giao thirc 16p 4. Néu giao thirc 16p 4 13 TCP thi gid tri Next
Header 13 6, 1a UDP thi gi4 tri Next Header 1a 17. Mdi ESP Trailer luon chtra
mot gid tr1 Next Header.

Authentication Data (diF liéu xdc thiec): Truong ndy c6 do dai bién doi,
chtra mot gia tri kiém tra tinh toan ven Intergrity Check Value (ICV) tinh trén

dir li€u ctia toan b goi1 ESP trir truong Authentication Data.

2.4.3.3 Giao thirc xac thue tiéu dé AH

Authentication Header (AH) 13 mdt giao thic khoa trong kién truc
IPSec. AH khong ma hod bat ki thanh phan nao cta géi tin va cung cép tinh
xac thuc va tinh toan ven cho IP datagram.

AH c6 thé chdng phat lai bang cach yéu cau host dit bit replay trong
phan header dé chi ra goi tin dd duoc nhin thiy. Chirc ning AH duogc 4p dung
cho toan bd datagram trir bat ky truong IP header ndo thay d6i tir trang thai
ndy sang trang thai khac. AH khong cung cAp mi hoa va boi vay khong cung
cAp tinh bao mat va tinh riéng tu.

Cau tric tiéu d& AH duoc md ta boi hinh sau:

0 8 16 31
Next Header Payload Length RESERVED

Security Parameter Index (SPI)

Sequence Number

Authentication Data (Variable)

Hinh 2-10 AH Header
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Next Header (tiéu dé tiép theo): C6 d6 dai 8 bit dé nhan dang loai dit
liéu cuia phan tai tin theo sau AH. Trong Tunnel mode, payload 1a goi tin IP,
gia tri Next Header dugc dat 1a 4. Trong Transport mode, payload luén dugc
xac dinh boi giao thic cta 16p Transport. Néu giao thirc 16p Transport 1a TCP
thi gia tri Next Header 1a 6, con UDP 1a 17.

Payload Length (36 dai tdi tin): Co d6 dai 8 bit chira d6 dai cta tiéu dé
AH.

Reserved (dy trit): Truong 16 bit nay duoc dung dé dy trit cho céc tng
dung trong tuong lai. Thudng ¢ gia tri bang 0 va tham gia trong viéc tinh dit
liéu xac thuec.

Security Parameters Index (SP1-chi sé théng s6 an ninh): Co d6 dai 32
bit, chira gia tri ngdu nhién dung dé xac dinh chinh sach Security Association
(SA) dung dé bao mat géi tin. Néu gia tri nay dat 1a 0 thi géi tin khong duoc
bao vé. Gia tri ngau nhién tir 1-255 déu duoc bao vé.

Sequence Number (s6 thir tir): La trudng 32 bit khéng ddu chua gia tri
khi mdi goi tin duoc giri di thi ting 1én 1 don vi. Gid tri ban dau 1a 1, khong
bao gio duoc dit gid tri 0. Vi khi host gti yéu ciu kiém tra ma gid tri nay
khong tang 1én va no s& thoa thuan mot SA méi néu SA nay dugc thiét lap.
Host nhan sé& dung chudi sé dé phat hién replayed datagrams. Bén nhan c6 thé
khong kiém tra chudi sd, nhung bén giri phai c6 dé ting gia tri nay va gui
chudi sb.

Authentication Data (di# liéu xdc thiwc): Chaa két qua cioa gia tri
Integrity Check Value (ICV). Trudng niy c6 d6 dai thay doi va ludn 1a boi sb
ctia 32 bit (d6i v6i [Pv4) hay 64 bit (d6i voi Ipv6). Cé thé chira thém dém néu
chiéu dai ctia ICV trong céc bytes chua day.
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2.4.3.4 Giao thirc trao déi khéa IKE (Internet Key Exchange)
Cac giao thic trao d6i khoa cua IPSec déu dua trén Internet Security

Association and Key Management Protocol (ISAKMP). ISAKMP tao va quan
1y lién két an toan. Qua trinh ndy yéu cau hé théng IPSec ty xac thyc voi nhau
va thiét 1ap ISAKMP khoa chia sé.

Internet Key Exchange (IKE) 1a sy két hop cua ISAKMP va giao thic
trao doi khoa Oakley.

IKE SA 13 qua trinh hai chiéu va cung cdp mot kénh giao tiép bao mat
giita hai bén. Chirc ning chu yéu cua IKE 1a thiét 1ap va duy tri cac SA. IKE
thuc hi€én qué trinh do tim, qué trinh xac thuc, quan 1y va trao doi khoa. IKE
s& do tim giira hai ddu cudi IPSec va sau d6 SA sé& theo ddi tit ca cac thanh
phan ctia mot phién lam viéc IPSec. Sau khi dd do tim thanh cong, cac thong
sb SA hop 1€ s€ duogc luu trir trong co s& dir li¢u cia SA.

Mot phién lam vi¢c cua IKE dugc tao nén boi 2 phase, phase I va Il.
IKE gdm c6 4 ché d6 chinh:

_ Ché 6 chinh (Main mode)

_ Ché @6 linh hoat (Aggressive mode)

_ Ché @6 nhanh (Quick mode)

~ Ché d6 nhém méi (New Group mode)
2.4.3.5 Quy trinh hoat dong

IPSec doi hoi nhiéu thanh phan cong nghé va phuong phap ma hoa.
Muc dich chinh cta IPSec 1a dé bao vé luéng dir liéu mong mudn véi cac dich
vu bao mat can thiét. Qua trinh hoat dong cua IPSec dugc chia thanh nam
budec:

_ Xac dinh ludng traffic cdn quan tim
- IKE budc 1: Mot tap dich vu dugc thoa thuan va cong nhan gitra cac

d6i tuong ngang hang.
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~ IKE budc 2: IKE thoa thuan cac tham sé SA IPSec va thiét lap
“matching” cac SA IPSec trong cac dbi twong ngang hang. Két qua cubi
cung cua hai budc IKE 1a mdt kénh thong tin bdo mat dugc tao ra gitra
céc d6i tugng ngang hang,
_ Truyén dir liéu: Dit lidu duogc truyén qua cac d6i twong ngang hang trén
co sO cac thong sb bao mat va cac khoa di dugc luu trir trong SA
database.
~ Két thuc dudng ham: Két thiic cac SA IPSec bang cach x6a hay timing
out.
2.4.3.6 Nhirng han ché ciia IPSec

IPSec van con & trong giai doan phat trién dé hudng téi hoan thién vi
vay van ton tai mot sO van dé can phai giai quyét dé hd tro thuc hién VPN tét
hon:

- Céc goi tin dugc xu 1i theo IPSec s€ bi tang kich thudc do phai thém
vao céc tiéu dé. Bang cach nén dir 1iéu khi ma hoa c6 thé khic phuc van
dé d6 nhung cac ki thuat ndy van con dang nghién ctru va chua dugc
chuan hoéa.

~ IKE van 1a cong nghé chua thuc su khéng dinh dugc kha nang cua
minh. Phuong thirc chuyén khoa thu cong lai khong thich hop cho mang
c6 6 lugng 16n cac dbi tuong di dong.

_ IPSec dugc thiét ké chi dé hd tro bao mat cho luu luong IP, khong hd
tro cac dang Iuu lugng khac.

_ Viéc tinh toan nhiéu giai thuat phiic tap trong IPSec van con 1a mot van

de khé doi voi cac tram lam viéc va may PC cau hinh thap.
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2.4.4 SSL/TSL
2.4.4.1 Giao thirc SSL (Secure Socket Layer)

Giao thirc SSL nhiam muc dich bao vé thong tin trao ddi giita Client va
Server trong cac mang may tinh. La giao thtrc tan phién sir dung cac phuong
phap mat ma cho viéc bao v€ thong tin. Dt li¢u khi truyén dugc gilt bi mat
béng viéc ma hoa, trong khi viéc tao va kiém tra chit ki s dam bao tinh xac
thuc va toan ven thong tin.

Trong giao thitc SSL c6 két hop mat ma ddi xtmg va bat doi ximg. Cac
thuat toAn mat ma bat doi xting nhu RSA va thuat toan Diffie — Hellman. Céc
ham bam nhu MD5, SHA1. Cac thuit toan mat ma dbi xtng dugc hd tro 1a
RC2, RC4 va 3DES. SSL hd tro cac chtng chi s6 théa man chuan X.509.

Thua thuc tham do trudc (ba‘it tay) dugc thuc hién trudc khi bao vé truc
tiép su trao d6i thong tin.

Cac cong viéc dugc hoan tat khi thuc hién thu tuc nay bao gém:

Xac thuc Client va Server

- Céc diéu kién cua thuat toan mat ma va nén duoc st dung

Tao mot khoa chinh bi mat

- Tao mot khoa phu bi mat dua trén khoa chinh

2.4.4.2 Giao thwce TLS
Puogc phat trién nho st dung SSL, TLS cho phép cac Server va Client

cudi lién lac mot cach an toan qua cac mang cong cong khong an toan. Thém
vao cac kha ning bao mat dugc cung cdp boi SSL, TLS ciing ngin chin nghe
trom, gia mao, chan bét g01 tin.

Trong khi trién khai VPN, SSL va TLS c6 thé duoc thuc thi tao Server
VPN ciing nhu tai Client diu cudi. Qua trinh tao mang riéng 4o trén tang

phién, téng cao nhit thuoc md hinh OSI, n6 c¢6 kha nang dat hi¢u suét cao va
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cac tham s vé mit chirc ning cho viée trao doi thong tin, kiém soat truy cip
1a dang tin cay va dé dang quan 1y.

Ngoai viéc st dung bd sung thém sy bao vé bang mat mi trong qua
trinh tao mang riéng 4o trén tang phién, nd ciing c6 kha ning thyc thi cac
cong nghé Proxy. Hai giao thirc SSL va TLS 13 hai giao thirc thong dung nhét

hién nay.
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CHUONG 3: THUC NGHIEM CAU HINH VPN TREN THIET BI
CISCO

3.1 Phat biéu bai toan

Cong ty A hoat dong trong linh vuc thuong mai. Véi nhu cdu mo rong
thi truong, cong ty mudn mo thém chi nhanh tai mot s6 thanh phd trong nude.
Tuy nhién, cic chi nhanh déu truy xudt chung co so dit liéu tir may chii duoc
dat tai tru s¢ chinh. Cung véi d6 1a yéu cau dam bao an toan thong tin khi
ching duoc trao doi gitta cac chi nhanh.

Bai toan dat ra cho bd phan IT do6 1a dua ra mét giai phap dé cac chi
nhanh méi co thé truy cap truc tiép t&1 co so dir liéu duoc dat tai tru so chinh.
Mit khac, mot s6 nhan vién cua cong ty thudong xuyén phai di cong tic mong
mudn truy cap dén co sé dit liu dé 1am viée.

Xuat phat tir cac nhu cu ndi trén, bd phan IT dd dua ra giai phép trién
khai hé théng Mang riéng 40 VPN. Trong d6, mé hinh VPN Site — to — Site
dugc dé xuét trién khai cho cac chi nhanh méi va md hinh VPN Remote

Access dugc trién khai cho nhan vién tir xa.
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3.2 Trién khai thuc nghiém
3.2.1 M4 hinh trién khai thwe nghiém

Internet

10.10.10.2 ;-;f__ 11.11.11.2

Public 11.11.11.1

Se D.-’,’DJD
5 ’

&
a1y Fa0/0
511 192.168.10.1
RCRCTR pAT ran
192.168.10.0/24
172.16.1.0/24 Tru séechinh ———
Chi nhanl
Fa0/24 192.168.10.2
Fal
172.16.1.2 .
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Server-FT [ 29:“_30.-" a0

DHCP 5V1 i Fa/2
. F‘aD Fau/t Server-PT

DHCP 5VZ2
Server-FT
DNS
Fal

5 PC- r
Server-PT  garvarpr BC1 PC-PT
wwwHQ.com  cgpp 172.16.1.10 Pz

152.168.10.10

Hinh 3-1 M6 hinh VPN Site — to — Site

Internet

odb
—
N i

Fa0/ol11
192.168.10.1 I

192.168.10.0/24 Fal/1

172.16.1.0/24

203.162.1.0/30 2 —
—— +2
——————— — FaD.v’li

24 Fao/o
172.16.1.1

by ohs,____raor,

-
. 2960-24TT
WRTS00N Switch0
Wireles&Routerl

Tru s& chinh

e o o —

Fal

A A X : Server-PT
biem truy cép mién phi 172.16.1.2

Laptop-PT
Laptop0

Hinh 3-2 M6 hinh VPN Remote Access
3.2.2 Giai thich mo6 hinh

% M6 hinh VPN Site — to — Site
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Vung “Tru s& chinh”: noi ddt cac may chu co s¢ dir liu cua cong ty
nhu Web Server, DNS Server ... va cdc may tinh cua cac phong ban trong
cong ty.

Ving “Chi nhanh”: gdm c6 cac may tinh ctia chi nhanh méi

Ving “Internet”: 1a viing ngoai cong ty, cung cip dich vu Internet cho
cong ty, quan 1y bai nha cung cap dich vu.

Dé dap ng yéu cau bai toan dit ra 1 cac may tinh tai Chi nhanh c6 thé
truy cap truc tiép dén Server clia cong ty dit tai Tru sd chinh va cac may tinh
c6 thé truy xuit cho nhau, chung ta tién hanh cau hinh VPN Site — to — Site
cho router dugc dat tai Try s chinh (Router HQ) va router dat tai Chi nhanh
(Router Branch). M6t s6 yéu cau kém theo khi ciu hinh la:

- Céc may tinh tai Tru s& chinh c6 dia chi IP nam trong dai 172.16.1.0/24
duoc cip dong qua DHCP Server (dia chi IP: 172.16.1.2).
_ DNS server (dia chi IP: 172.16.1.3) dung dé phin giai tén mién cho

Webserver (dia chi IP: 172.16.1.4).

_ Céic may tinh tai Chi nhanh c6 dia chi IP nam trong giai dia chi
192.168.10.0/24 duoc cap dong qua DHCP Server (IP: 192.168.10.2).
¢ M6 hinh VPN Remote Access

Vung “Tru sé chinh”: noi dat mdy chu co s¢ dir li€u cua cta cong ty.

Ving “Piém truy cdp mién phi”: cac diém wifi cong cong noi ma nhan
vién cong ty dén cong tac.

Vung “Internet”: cung cap dich vu Internet, quan 1y boi nha cung cap
dich vu.

Pé dap tng yéu cau bai toan 1a cac nhan vién cua cong ty khi di cong
tac xa van co thé truy cap vao co so dir li¢u tai tru sé chinh dé 1am viéc,
ching ta can cdu hinh VPN Remote Access cho router dit tai Tru s& chinh

(router HQ). Mot sb yéu cau kém theo khi c4u hinh:
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_ May tinh c4 nhin cua nhan vién tir xa dugc cdp IP dong thong qua
Router Wireless ndm trong dai IP 192.168.10.0/24.
- May chu co s& dir li¢u dat tai Try sé chinh c6 dia chi IP: 172.16.1.2.

3.2.3 Cau hinh thuc nghiém
St dung phan mém Cisco Packet Tracer dé xay dung mo hinh gia lap

cho hai bai toan VPN Site — to — Site va VPN Remote Access.
3.2.3.1 M6 hinh VPN Site — to — Site

Tién hanh ciu hinh co ban cho router HQ, router Branch va router ISP
cua mo hinh.

Céu hinh VPN Site — to — Site cho router HQ:

- Assign Router cho router HQ
Router(config)#hostname HQ
HQ(config)#int fO/0
HQ(config-if)#ip address 172.16.1.1 255.255.255.0
HQ(config-if)#no shutdown
HQ(config-if)#int s0/0/0
HQ(config-if)#ip address 10.10.10.1 255.255.255.0
HQ(config-if)#no shutdown

- Configure Default Router
HQ(config)#ip route 0.0.0.0 0.0.0.0 10.10.10.2

- Tao Internet Key Exchange (IKE) key policy.
HQ(config)#crypto isakmp enable
HQ(config)#crypto isakmp policy 20
HQ(config-isakmp)#authentication pre-share
HQ(config-isakmp)#encryption 3des
HQ(config-isakmp)#hash md5
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HQ(config-isakmp)#group 1

HQ(config-isakmp)#lifetime 3600

HQ(config-isakmp)#exit

HQ(config)#crypto isakmp key ciscol23 address 11.11.11.1
- Configure VPN Site to Site

Configure ISAKMP policy:

HQ(config)#crypto isakmp enable

HQ(config)#crypto isakmp policy 20

HQ(config-isakmp)#authentication pre-share

HQ(config-isakmp)#encryption 3des

HQ(config-isakmp)#hash md5

HQ(config-isakmp)#group 1

HQ(config-isakmp)#lifetime 3600

HQ(config-isakmp)#exit

HQ(config)#crypto isakmp key ciscol23 address 11.11.11.1
- Define IPSec Transform Set:

HQ(config)#crypto ipsec transform-set myset esp-3des esp-md5-hmac
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- Create Accesslist:

HQ(config)#acces-list 100 permit ip 172.16.1.0 0.0.0.255 192.168.10.0
0.0.0.255

- Create Crypto map for IPSec:
HQ(config)#crypto map mymap 20 ipsec-isakmp
HQ(config-crypto-map)#set peer 11.11.11.1
HQ(config-crypto-map)#set transform-set myset
HQ(config-crypto-map)#match address 100
HQ(config-crypto-map)#exit

- Apply the crypto map:
HQ(config)#int s0/0/0
HQ(config)#crypto map mymap

- Testing and Verity VPN:
HQ#show crypto isakmp sa
HQ#show crypto ipsec sa

CAu hinh tuong tu cho router Branch.
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3.2.3.2 Két qua
_ Hinh anh cua router HQ sau khi cdu hinh day du:

HOfshow run
Building configuration...

Current configuration : 1130 bytes

!

wersion 12 _4

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption

[

hostname HQ

no ip cetf

no ipwvec cetf

!

!

!

!
ceypto isakmp policy 20

encr 3des

hash md5

authentication pre-share

lifetime 300

!
crypto isakmp key ciscol23 address 11.11.11.1
!

!

!
crypto ipsec transform-set myset esp-3des esp-mdS-hmac
!

Hinh 3-3 C4u hinh Router HQ
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crypto map mymap 20 ipsec-isakmp
set peer 11.11.11.1

set transform-set myset

match address 100

.........

duplex auto

speed auto

I

interface FastEthernetl/1l
no ip address

duplex auto

speed auto

shutdown

I

interface Seriall/0/0
clock rate 2000000
CIYypto map mymap

!

Hinh 3-4 C4u hinh Router HQ
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interface Seriall/0/1
no ip address
clock rate 2000000
shutdown
!
interface Vlanl
no ip address
shutdown
I
ip classless
ip route 0.0.0.0 0.0.0.0 10.10.10.2
!
ip flow-export wversion 3
!
!
access-1list 100 permit ip 172.1€.1.0 0.0.0.255 192 1€8.10.0 0.0.0.255

line con 0O
|

line aux 0

!

line wty 0 4
login

I

!

!

end

A

Hinh 3-5 C4u hinh Router HQ
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_ Hinh anh router Branch sau khi cau hinh day du:

Branchi#show run
Building configuration...

Current configuration : llle bytes

!

version 12.4

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption

I

hostname Branch

no ip cetf

no ipwe cef

!

!

!

!

crypto isakmp policy 20

encr 3des

hash mds

authentication pre-share

lifetime 300

!

crypto isakmp key ciscol23d address 10.10.10.1
!

!

!

crypto ipsec transform-set myset esp-3des esp-mdi-hmac
!

Hinh 3-6 CAu hinh Router Branch

Hoang Van Hanh CT1901M 57



Tim hiéu vé mang riéng 4o va trng dung Do an tot nghiép

crypto map mymap 20 ipsec-isakmp
set peer 10.10.10.1

set transform-set myset

match address 100

.........

duplex auto

speed auto

!

interface FastEtherneti/l
no ip address

duplex auto

speed auto

shutdown

!

interface Seriald/0/0

.........

Crypto map mymap
!

Hinh 3-7 C4u hinh Router Branch
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interface Seriald/0/1

no ip address

clock rate 2000000

shutdown

!

interface Vlianl

no ip address

shutdown

!

ip classless

ip route 0.0.0.0 0.0.0.0 11.11.11.2
!

ip flow-export wversion S

!

!

access-list 100 permit ip 192.1€8.10.0 0.0.0.255 172.1e.1.0 0.0.0.255

line con O
[

line aux 0
I

line wty 0 4
login

!

!

!

end

Branchi

Hinh 3-8 CAu hinh Router Branch

Hoang Van Hanh CT1901M 60



Tim hiéu vé mang riéng 4o va g dung Do an tot nghiép

_ Hinh anh router ISP sau khi cau hinh day du:
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interface FastEthernetd/s0
noe ip address

duplex auto

speed auto

shutdown

!

interface FastEthernetl/1
no ip address

duplex auto

speed auto

shutdown

!

interface Seriald/sas0

ip address 10_.10.10.2 255
]

55._255.10

[a3

interface Seriald/ 071

ip address 11.11.11.2 255_.255_255.0
clock rate 2000000

I

interface Vlanl

no ip address

shutdown

!

ip classless

ip route 172_1c.1.0 255
ip route 1592 _1c2_.10.0 2
]

-255.0 10.10.10.1
255.255.0 11.11.11.1

ip flow-—export wvwersion 5

line con O
I

line aux 0O
I
line vty 0 4

login

Hinh 3-9 CAu hinh Router ISP
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- Hinh anh PCO & Tru sé chinh ping t61 PC1 & Chi nhanh thanh cong:

B pcp — O >

Physical Config Desktop Attributes Software fServices
Command Prompt

Command Limne 1.0
-10.10

Hinh 3-10 Ping thong gitra cac may Client
_ Hinh anh PC1 & Chi nhanh két ndi thanh cong t6i Server ¢ Tru sé chinh

va lay duogc gitr li€u tir Server ndi bo:
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[ Eopg - o X

i

Physical  Config  Services  Desktop  Attrbutes  Software/Services Physical  Config  Desktop  Attributes  Software/Services

(Command Prompt iCommand Prompt

rmand Line 1.0

File transfer in p

[Transfer complete -

|:| Top |:| Top

Hinh 3-11 Truy xuét dit liéu thanh cong
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¥ pc3 - O X

Physical Config Desktop Attributes Software/Services

Command Prompt

named file successfully from Han._txt to Test.txt]
ad Test.tHt
alid or non Eu]_::-]_::-n::rte::l cormarnd .

O opopon

oo

Z b
moet

guit
CEName
frprrename Test.txt HO. txt
naming Test.txt
e successfully from Test._txt to HO_txt]

2.16.1.5: fop=>

> successfully ]

Hinh 3-12 Thao tac voi dir li¢u tai may chu
3.2.3.3 Mo hinh VPN Remote Access

Céu hinh co ban cho router ISP va HQ.
C4u hinh Remote Access cho router HQ:
_ Cép ching thuc AAA trén router HQ theo phuong thirc local:
HQ(config)# username cisco password cisco
HQ(config)# aaa new-model
HQ(config)# aaa authentication login default local none
~ Tao IP pool cho VPN client sir dung dé két ndi VPN:
HQ(config)# ip local pool VPNCLIENTS 172.16.1.10 172.16.1.20
_ Céu hinh Group Authorization (nhém tham dinh véi VPN Server):
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HQ(config)# aaa authorization network VPNAUTH local

_ Tao IKE Policy va Group (st dung pre-share key va diung AES dé ma
hoa véi 256 bit):
HQ(config)# crypto isakmp policy 10
HQ(config-isakmp)# authentication pre-share
HQ(config-isakmp)# encryption aes 256
HQ(config-isakmp)# group 2

- Tao ISAKMP group 1a ttggroup va password 123:
HQ(config)# crypto isakmp client configuration group ttggroup
HQ(config-isakmp-group)# key 123
HQ(config-isakmp-group)# pool VPNCLIENTS
HQ(config-isakmp-group)# netmask 255.255.255.0

_ CAu hinh IPSec Transform sit dung thuat toan 3DES va SHA-HMAC:
HQ(config)# crypto ipsec transform-set mytrans esp-3des esp-sha-

hmac

- Tao 1 Dynamic Crypto Map:
HQ(config)# crypto dynamic-map mymap 10
HQ(config-crypto-map)# set transform-set mytrans
HQ(config-crypto-map)# reverse-route
HQ(config)# crypto map mymap client configuration address respond
HQ(config)# crypto map mymap isakmp authorization list VPNAUTH
HQ(config)# crypto map mymap 10 ipsec-isakmp dynamic mymap

_ Céu hinh user chig thuc:
HQ(config)# aaa authentication login VPNAUTH local
HQ(config)# username hanh password 123
HQ(config)# crypto map mymap client authentication list VPNAUTH
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_ Khoi tao két ndi VPN tai may Remote Access:

Physical Config Desktop Attributes Software/Services

WPMN Configuration

VPN
GroupMame: |ttggr0up
Group Key: |123

Username |har|h

|
|
Host IF (Server IF): [203.162.1.2 |
|
|

Password |...|

Connect

Hinh 3-13 Khoi tao két néi VPN Remote Access
Thong tin khai tao két néi VPN:
- Tén nhom (GroupName): ttggroup
- Khoa nhém (Group Key): 123
- Dia chi may chu (Host IP): 203.162.1.2
- Tén nguoi dung (Username): hanh

~ Mat khau (Password): 123
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3.2.3.4 Két qua
- Router HQ sau khi cdu hinh:

interface FastEthernetl/s;0
ip address 172.16.1.1 2Z55_.255.
duplex auto

speed auto
I

o
[}

5

[ud

interface FastEthermetd/
ip address Z03.1g2.1.2
duplex auto
speed auto

CEYPLTO Mmap mymap
|

I3

interface Vlianl
no ip address

shutdown
1

ip local pool VENCLIEMNTS 172.1€.1.10 1720

ip classless

ip route O0.0.0_.0 0.0_.0.0 FastEtherneti/s1

]
ip flow-export wersion 9
]
]

access—1list 100 permit ip 172 _1s_1_.0 O_0._

line comn 0O
1

linme aux O

I

line wty O 4
!

!

!

erd

Hinh 3-14 CAu hinh Router HQ
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_ Router ISP sau khi cAu hinh:

inmterface FastEthermnetcds 0

ip address 192 .1€3.10.1 Z55.255.255.0

duplezr auto
speaed auto
1
imterface FastEthermnetd/s1
ip address 203 _ 12 _1_1 =2
duplex auto
spaeaed auto
1
interface Wlanl
no ip address
shutdown
!
ip classless
I
ip flow—export wersion 9
1

lime —com O

!

lime aux O

!

lime vty O 4
lowginm

!

!

!

ernd

Hinh 3-15 CAu hinh Router ISP

~ Khei tao két néi VPN thanh cong:
B LaptopC

Physical Config Desktop Attributes Software fServices

WPMN Configuration

WPMN
SroupMame: ttggroup
Group Key: 123

Host IP (Serwver IP): 203.162.1.2

Username hanh

Password T
WPM is connected.

Connect
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Hinh 3-16 Khéi tao két ndi VPN
- Ping thanh cong tir mady Remote Access td1 Server tai HQ:
B2 I_apt;:lpﬂ = O >
FPhysical Config Desktop Attributes Software fServices

Command Prompt

1.1
le.1
1.1
le.1

Hinh 3-17 Ping thanh cong tr mdy Remote Access to1 Server
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KET LUAN

Db an “Tim hiéu vé mang riéng do va g dung” da dat duoc nhiing
két qua nhu sau:

Vé Iy thuyét, d6 4n da trinh bay va hiéu duoc:

_ Téng quan vé an ninh mang, cac 16 hong bao mat, mot sé phuong thirc
tan cong mang va mot s6 giai phap bao mat.

~ Tim hiéu vé Mang riéng a0 VPN, céac giao thic cua VPN, wu diém va
nhuge diém cta VPN.

Vé thuc nghiém, do 4n d3 tién hanh:

_ Cau hinh thyc nghiém VPN Site — to — Site va VPN Remote Access
trén thiét bi Cisco thong qua phan mém Cisco Packet Tracer.

Tuy nhién, trong qué trinh thuc hién dd an, do nang luc con han ché,
thoi gian cling nhu kha ning doc hiéu tiéng Anh trong qua trinh nghién ctu
cac tai liéu. Ciing nhu cac chirc ning cta phin mém Cisco Packet Tracer con
han ché nén trong dd 4n van con ton tai nhiéu thiéu sot. Em rt mong nhan
duoc su dong gdp ¥ kién cua thay co dé c6 thé khic phuc va hoan thién noi
dung dd an ciing nhu tiép tuc nghién ctiru sdu hon phuc vu cho qua trinh 1am

viéc V€ sau.
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