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LOI MO DAU
Ngay nay, viéc duy tri hé théng mang ndi bo hoat dong 6n dinh, nhanh
chong, an toan va tin cdy dang 1a van dé duoc cac t6 chic va doanh nghiép
dac biét quan tam.Trong do, yéu td an toan mang ludn dugc dat 1én hang dau.
Nim bit dugc nhu ciu cua cac to chic va doanh nghi¢p, mot $6 tap doan
cong nghé thong tin va truyén thong hang dau trén thé gidi da dua ra nhiéu
giai phap bao mat ciing nhu cac Firewall (ca phan ctng lan phan mém) dé bao

v€é mdi truong mang dugce trong sach va an toan.

Hién nay, cac td chtrc va doanh nghi¢p chon cho minh cach bao v¢ hé
thong mang cua ho bang nhiéu cach khac nhau nhu st dung Router Cisco,
dung tuong lira Microsoft nhu ISA .... Tuy nhién nhiing thanh phan ké trén
tuong ddi tén kém. Vi vay dé tiét kiém chi phi va c6 mot tuong Ira bao vé hé
théng mang bén trong (mang ndi bd) khi ma chung ta giao tiép véi hé thong
mang bén ngoai (Internet) thi Firewall md ngudn mo 13 mot giai phap twong
dbi hiéu qua ddi véi ngudi dung.

Do 4n t6t nghiép d3 “tim hiéu giai phap an ninh mang véi FireWall”
nham muc dich tim hiéu sau sic vé co ché hoat dong cua no6. Sau d6 4p dung
vao thyc tién gitip ting cuong an ninh mang ndi bd cho cac cong ty, doanh
nghiép. Gitp dit liéu ca nhan cta cic nhan, cong ty luén ndm trong ving an
toan. Quan 1i diéu tiét luu luong mang mot cach hop 1i dé tranh ling phi tai

nguyén va giam chi phi vé an ninh mang mét cach tdi da.
Db 4n gdm 3 ndi dung chinh:
Chuong 1: Téng quan vé an toan théng tin va an ninh mang
Chuong 2: Tong quan vé Firewall va Pfsense

Chuong 3: Thyc nghi¢m Firewall trén Pfsense
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CHUONG 1: TONG QUAN VE AN TOAN THONG TIN VA AN NINH
MANG

1.1 An toan thong tin mang

Ngay nay v6i su phat trién bung nd cua cong nghé, hau hét cac thong
tin cua doanh nghi¢p nhu chién lugce kinh doanh, cac thong tin vé khach hang,
nha cung cip, tai chinh, mtc luong nhan vién déu dugc luwu trit trén hé thong
may tinh. Cung v&i su phat trién ctia doanh nghiép 13 nhitng doi hoi ngay
cang cao ctia moi truong kinh doanh yéu cau doanh nghiép can phai chia sé
thong tin ctia minh cho nhiéu d6i twong khac nhau qua Internet hay Intranet.
Viéc mat mat, r0 ri thong tin c6 thé anh hudng nghiém trong dén tai chinh,
danh tiéng ctia cong ty va quan hé khach hang.
1.1.1 Mot s6 khai niém

An toan thong tin: Bado mat + toan ven + kha dung + chiing thuc.

An toan may tinh: tdp hop cac cong cu dugc thiét ké dé bao vé dir liéu

va chéng hacker.
An toan mang: cic phuong tién bao vé dir liéu khi truyén chung.

An toan Internet: cac phuong tién bao vé dir liéu khi truyén ching trén
tap cac mang lién két v&i nhau. Muc dich ciia mén hoc 1a tap trung vao an
toan Internet gém cac phuong tién dé bao vé, chéng, phat hién, va hiéu chinh

céc pha hoai an toan khi truyén va luu trit thong tin.

1.1.2 Nhu ciu an toan thong tin

An toan thong tin da thay dbi rat nhiéu trong thoi gian gan day. Trudc
kia hdu nhu chi ¢6 nhu cau an toan thong tin, nay doi hoi thém nhiéu yéu cau
md&i nhu an ninh may chu va trén mang.

Céc phuong phap truyén thdng duoc cung cip boi cac co ché hanh
chinh va phuong ti¢n vat 1y nhu noi luu trir bdo vé céc tai li¢u quan trong va

cung cap gidy phép duoc quyén sir dung céc tai liéu mat do.
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May tinh doi hoi cac phuong phap ty dong dé bao vé cac tép va cac
thong tin luu trr. Nhu cau an toan rat 16n va rat da dang, c6 mat khép moi noi,
moi lac. Do d6 khong thé khong dé ra cac qui trinh tw dong hd trg bao dam an

toan thong tin.

Viéc sir dung mang va truyén thong doi hoi phai co cac phuong tién
bao vé dir liéu khi truyén. Trong d6 c6 ca cac phuong tién phan mém va phan
ctrng, doi hdi co nhitng nghién ctru m&i dap tmg cac bai toan thuc tién dit ra.
1.2 An ninh mang

Luat an ninh mang dinh nghia: An ninh mang la sy ddm bdo hoat dong
trén khong gian mang khong giy hai dén an ninh qudc gia, trat ty, an toan x

hoi, quyén va loi ich hop phép cia to chiic, ¢4 nhan.
Muc dich chinh an ninh mang
- Bao dam an toan thong tin tai may chu
- Bao dam an toan cho phia may tram
_ An toan thong tin trén duong truyén

1.3 Phén loai tin cong pha hoai thong tin

1.3.1 Tén cong vao may chii hoic may tram ddc lap (Standalone
workstation or server)

Cach don gian nhét dé tin cong mot hé diéu hanh 13 lgi dung mot may
tinh dang & trang thai dang nhép (logged-on) cia mot nguoi ndo dé khi ngudi
dé bd ra ngoai hodc ban lam vi¢c khac. Mdy tram hodc may chu khong duoc
bao vé theo cach nay la muc tiéu dé nhat dé tan cong khi khong co nguoi
xung quanh. Doi khi cdc mdy chi ciing 13 cic muc tiéu tin cong, vi quan tri
vién hodc ngudi didu hanh mdy chu ciing c6 thé di ra ngoai bo lai may chu
trong trang thai ding nhap v4i mot tai khoan cé dic quyén cta quan trj vién
ma bét cir ai ciing c¢6 thé str dung. Thadm chi ca nhitng may chi dit trong céac

phong médy dugc khoa cin than, thi may chii ndy ciing tré thinh mot muc tiéu
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tan cong cho bt ctr ai vao duoc phong d6, nhitng ngudi nay cé thé 1a nhing
1ap trinh vién, nhitng nha quan 1y, thg dién, nhan vién béo tri, ...
1.3.2 TAin cong bang cich pha mat khau.

Qua trinh truy trap vao mot hé diéu hanh c¢6 thé duge bao vé béng mot
tai khoan nguoi dung va mat khau. Nhitng ké tdn céng c6 rat nhiéu cach khac
phtic tap hon dé tim mat khau truy nhap. Ké tin cong c6 trinh do déu biét
rang ludn c6 nhiing tai khoan ngudi dung quan tri chinh, vi du nhu tai khoan
Administrator trong cac h¢ diéu hanh Windows, tai khoan root trong cac h¢
diéu hanh Unix va Linux, tai khoan Admin trong NetWare va cac tai khoan
dic quyén Admin trong hiéu hainh Mac OS X(MacOS). Nhitng ké tin cong s&
cd gang ding nhdp bang cac tai khoan nay mét cach cuc bd hodc tir trén
mang, bang chuong trinh Telnet chang han. Telnet 1 mot giao thirc trong ting
tmg dyng ctia md hinh TCP/IP cho phép truy nhap va cdu hinh tir xa tir trén
mang hodc trén Internet. Néu mét ké tin cong tim kiém mot tai khoan dé truy
nhap, thi ké d6 phai str dung hé thdng tén mién DNS trong mot mang két ndi
v6i Internet dé tim nhitng ra dugc nhitng tén tai khoan c¢6 thé. Sau khi tim ra
duoc tén tai khoan ngudi dung, ké tin cong ndy sé sir dung mot phan mém
lién tuc tht cac mat khiu khic nhau cé thé nhu (Xavior, Authforce va
Hypnopaedia). Phin mém nay s& tao ra cac mat khau bang cach két hop cac
tén, cac tir trong tlr dién va cac sb
1.3.3 Virus va worm

Virus 1a mot chuong trinh gan trong cac 6 dia hodc cac tép va c6 kha
nang nhan ban trén toan hé théng. Mot sd virus c6 thé pha hoai cac t&€p hoac b
dia, con mot s6 khac chi nhan ban ma khong gy ra mot su pha hoai thuong
truc ndo. Mot sb virus hodc e-mail chura cac huéng dan cach xoa mot tép duogc
cho 13 mot virus nguy hiém — nhung thuc chét tép nay lai 1a mot tép hé thong.
Néu 1am theo “canh bao” nay co thé s& mic phai cac 15i hé théng hodc c6 thé

cai dit lai tép do.
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Worm (sdu mang) 1a mot chuong trinh nhan ban khong ngung trén
cing mot may tinh hodc giri chinh né dén cac may tinh khac trong mang. Su
khac nhau giita Worm (sdu mang) va Virus 13 Worm (siu mang) tiép tuc tao
cac tép mdi, con virus thi nhiém 6 dia hodc tép rdi 6 dia hodc tép d6 s& nhiém
cac 6 dia hodc cac tep khac. Worm (sau mang) 1a mot chuong trinh co vé la
hiru ich va vo hai, nhung thuc té lai gay hai cho may tinh cua ngudi dung.
Worm (sdu mang) thuong duogc thiét ké dé cho phép ké tan cong truy nhap
vao mdy tinh ma né dang chay hoic cho phép ké tan cong kiém soat may tinh
d6. Vi dy, cac Worm (sdu mang) nhu Trojan.Idly, BO2K va NetBus 1a cac
Worm (sdu mang) duoc thiét ké dé cho phép ké tin cong truy nhap va diéu
khién mot hé diéu hanh. Cu thé, Trojan.Idly duoc thiét ké dé chuyén cho ké
tan cong tai khoan ngudi dung va mat khau dé truy nhap mdy tinh nan nhan.
1.3.4 Tan cong bd dém (buffer attack)

Rt nhiéu hé diéu hanh st dung bo dém (buffer) dé luu dir liéu cho dén
khi né san sang duoc sir dung. Gia str, mot may chu vdi mot két ndi toc do
cao dang truyén dir liéu da phuong tién tdi mot may tram trén mang, va may
chu truyén nhanh hon may tram c6 thé nhan. Khi 6 giao dién mang ctia may
tram s€ s dung phﬁn mém luu tam (dém) thong tin nhan dugc cho dén khi
may tram san sang xu 1y nd. Cac thiét bi mang nhu switch ciing st dung bo
dém dé khi lvu lugng mang qua tai nd s& co chd dé luu dir liéu cho dén khi
chuyén tiép xong dir liéu dén dich. TAn cong bo dém 13 cach ma ké tin cong
lira cho phan mém dém luu trir nhiu théng tin trong bé dém hon kich c& cia
nod (trang thai nay goi 1a tran bo dém). Phan thong tin thira d6 c6 thé 1a mot
phan mém gia mao sau d6 sé& truy nhap vao may tinh dich.

1.3.5 Tén cong tir choi dich vu.

Tan cong tir chdi dich vu (DoS) duoc sir dung dé can thiép vao qua

trinh truy nhap dén mot may tinh, mot trang web hay mét dich vu mang bang

cach lam tran dir liéu mang bang cac thong tin vo ich hoac bang cac frame

Cu Thé Huy- CT1901M 11



Giai phap an ninh mang véi FireWall Do an tot nghiép

hay packet chira cac 16i ma mét dich vu mang khong nhan biét dugc. Vi du,
mot tan cong dich vu co thé nhdm vao cac dich vu truyén thong dung giao
thitc HTTP hoic giao thirc FTP trén mot trang web. Muc dich chinh cua tin
cong DoS 1a chi 1am sap mot trang cung cip thong tin hodc lam tit mot dich

vu chtr khong 1am hai dén thong tin hodc cac hé thong.

Nhiéu khi mét tin cong DoS vao mdt hé diéu hanh duogc thuc hién
trong chinh mang ndi bd ma h¢ diéu hanh d6 duoc cai dat. Ké tan cong gianh
quyén truy nhap véi tai khoan Administrator cia Windows 2003 Server va
dirng cac dich vu trén may tram va mdy cha, 1am cho ngudi dung khong thé
truy nhdp vao may cha do. T¢ hai hon, ké tAn cong cé thé gd bo mdt dich vu
hodc cAu hinh dé cam dich vu d6. Mot cach khac d6 13 1am déy b dia trén céc
hé théng khong cai dit chirc niang Disk quota (han ngach dia) 1am cho cac 6
dia bi tran bdi cac tép. Van dé nay trudc ddy thudng xdy ra dbi véi cac hé

théng mdy chu khong cé cac tuy chon quan 1y han ngach dia.

Mot ké tan cong tir xa (khong khoi tao tin cong tir trong mang cuc bo)
6 thé thuc hién mot dang tAn cong don gian do 1a l1am tran dir 1i€éu mang mot
hé théng bang nhiéu goi tin. Vi du, chuong trinh Ping of Death sir dung tién
ich Ping c6 trong cac hé diéu hanh Windows va Unix dé lam tran dit liéu
mang mot hé thong bang cic goi tin qua ¢&, ngin chin truy nhap téi hé thong
dich. Ping 1a mdt tién ich ma nguoi dung mang va cac quan tri vién thuong su
dung dé kiém tra két n6i mang. Trong mot so loai tan cong, may tinh khoi tao
tan cong co thé lam cho rat nhidu may tinh khac gui di cac goi tin tin cong.
Céc gbi tin tin cong c6 thé nham vao mot trang web, mot may dich hay nhiéu
may tinh c6 thé tan cong nhiéu may dich. Kiéu tan cong nay duoc goi 1a tin

cong tir chéi dich vu phan tan DdoS.
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1.3.6 Tan cong dinh tuyén ngudn (source routing attack).

Trong dinh tuyén ngudn, ngudi gui godi s& xac dinh chinh xac tuyén
dudng ma goi sé di qua dé dén duoc dich. Thuc chat, dinh tuyén ngudn chi su
dung trong cac mang token ring va dé g& rdi cac 16i mang. Vi du, tién ich g&
roi Traceroute trong cac hé diéu hanh Windows, UNIX, Mac OS va NetWare
st dung dinh tuyén ngudn dé xac dinh tuyén duong ma géi tin di tir mot diém

té1 mot di€m khéc trén mot mang.

Trong tin cong dinh tuyén ngudn, ké tan cong sira doi dia chi nguon va
thong tin dinh tuyén lam cho goéi tin c6 vé nhu dén tir mét dija chi khac, vi du
mot dia chi tin cdy dé truyén thong trén mdt mang. Ngoai vi¢c dong gia lam
mot ngudi tin cdy trong mang, ké tin cong con c6 thé str dung dinh tuyén
nguén dé tham do thong tin cia mot mang ri€éng, vi du mot mang dugc bao vé
boi mot thiét bi mang s dung chic ning chuyén doi dia chi (NAT).
NAT(Network Address Translation) c6 thé chuyén doi dja chi IP cta goi tin
tor mOt mang riéng thanh mot dia chi IP khac duogc st dung trén mang cong
cong hay mang Internet — day 1a k¥ thuat vira dé bao vé dinh danh cua céc
mAy tinh trong mot mang riéng vira dé bo qua yéu cau st dung cac dia chi IP

duy nhat trén toan cau trén mang riéng.

* Chu ¥: Nhirng ké tAn cong c6 thé lach duge mot thiét bi NAT bang
cach str dung mdt dang dinh tuyén nguén goi la lam sai 1éch ban ghi dinh
tuyén ngudén (LSRR — Loose Source Record Route). Dang dinh tuyén nay
khong xac dinh mot tuyén déy du cho goi tin, ma chi mot phﬁn — vi duy, mot
hodc hai ching (hop) hay thiét bi mang trong tuyén di qua thiét bi NAT.

1.3.7 Tén cong gia mao.

T4n cong gia mao 1am cho dia chi ngudn cta gbi tin bi thay doi 1am cho

¢6 vé nhu duoc xuat phat tir mot dia chi (may tinh) khac. Sir dung tin cong

gid mao, ké tan cong co thé truy nhap dugc vao mot hé théng duoc bao vE.
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T4n cong dinh tuyén ngudn ciing duoc coi 13 mot dang tin cong gid mao.
Ngoai ra, tan cong DoS lam tran dir liéu mang mot may dich béng cac goi tin
c6 dia chi ngudn gia mao ciing 13 mot dang tin céng gia mao.
1.3.8 TAin cong sir dung e-mail

M&dt cudc tin cong e-mail c6 vé nhu Xuét phat tr mot nguén than thién,
hodc tham chi 1a tin cady nhu: mot cong ty quen, mot nguodi than trong gia dinh
hay mot dong nghiép. Nguoi gui chi don gian gia dia chi ngudn hay sir dung
mat tai khoan e-mail mdi dé giri e-mail pha hoai dén ngudi nhan. Doi khi mot
e-mail dugc giri di véi mot tiéu dé hap dan nhu “Congratulation you’ve just
won free software. Nhitng e-mail pha hoai c6 thé mang mét tép dinh kém
chtra mot virus, mgt Worm (sdu mang) hay mdt trojan horse. Mot tép dinh
kém dang vin ban word hodc dang bang tinh c6 thé chira mot macro (mot
chuong trinh hodc mot tap céac chi thi) chira ma doc. Ngoai ra, e-mail cling co

thé chira mot lién két t&i mot web site gia.

Tén cong cb tén Ganda duogc thuc hién dudi dang mdt e-mail va tép
dinh kém duoc gui di dudi rat nhiéu dang khac nhau, nhung né luén mang
mot thong bao kéu goi mot hanh dong nhu “Stop Nazis” hoac “Save kittens -
Hay ctu liy 16 méo con”. Khi ngudi ding mé tép dinh kém, Worm (sdu
mang) Ganda s€ dugc kich hoat. Ngoai viéc tao ra cac t€p, Worm (sau mang)
nay con can thiép vao cac tién trinh da khoi dong, vi du cac tién trinh cia
phﬁn mém diét virus va bic tuong ltra. Mot vi du khac la mét e-mail gia dugc
giri cho cac nguoi dung cua modt cong ty diang ky web site noi tiéng trén
internet, yéu cau nguoi nhan cung cip tén, dia chi va thong tin thé tin dung
liy c& 13 cdp nhat cac ban ghi ctia cong ty. Nhung muc dich thuc ctia nd 13 bi

mat thu thap dit liéu vé thé tin dung.
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1.3.9 Quét cong
Truyén thong bang giao thitc TCP/IP sir dung cac cong TCP hodc cong

UDP néu giao thitc UDP dugc st dung cung v6i giao thirc IP. Céng TCP
hodac UDP 1a mdt con dudong dé truy nhap hé théng dich, thong thuong no lién
quan dén mot dich vy, mot tién trinh hay mdt chirc nang nhét dinh. Mot céng
tuong tu nhu mot mach ao két ndi gifta 2 dich vu hodc 2 tién trinh truyén
thong vo1 nhau gifra 2 may tinh hodc 2 thiét bi mang khac nhau. Cac dich vu
nay c6 thé 1a FTP, e-mail, ... C6 65535 cong trong giao thitc TCP va UDP. Vi
duy, dich vu DNS chay trén céng 53, FTP chay trén céng 20.

Port Purpose Port Purpose
No No
1 Multiplexing 53 DNS server
application
5 RJE applications 79 Find active user
application

9 Transmission discard | 80 | HTTP web browsing

15 Status of network 93 Device controls

20 FTP data 102 | Service access point
(SAP)

21 FTP commands 103 Standadized e-mail
service

23 Telnet applications 104 Standadized e-mail

exchange
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25 SNMTP e-mail 119 | Usenet news transfers

applications

37 Time transactions 139 | NetBIOS applications

Mot s6 cong TCP/IP va muc dich

Sau khi mot ké tin cong da biét dwoc mot hodc nhiéu dia chi IP cua céac
hé théng dang sdng (ton tai) trén mang, ké tin céng s& chay phan mém quét
cong dé tim ra nhitng cong quan trong nao dang md, nhitng cong nao chua
duoc sir dung. C6 2 phadn mém quét cong thong dung d6 13 Nmap va Strobe.
Nmap thuong dugc st dung dé quét cac mdy tinh chay hé diéu hanh
Unix/Linux, ngoai ra con mdt phién ban dugc st dung cho cac may chu va
may tram Windows. Mot cach dé ngin chin truy nhap thong qua mot cong
mo 1a dung cac dich vu hodc céac tién trinh hé diéu hanh khong str dung hoac
chi cAu hinh khé&i dong cac dich vu mot cach thu cong bé“mg chinh hiéu biét
ctuia minh.

1.3.10 Tén cong khong day

Cac mang khong day thuong rat d& bi tin cong, vi rat kho dé biét duoc
ngudi ndo d6 di xam hai dén mang nay. Poi khi cic tdn cong trén mang
khong day con dugc goi 14 war-drives, vi ké tin cong c6 thé 1ai xe long vong
quanh mot khu vye, ding mot may tinh xach tay dé thu thap cac tin hiéu
khong day. Tuy nhién, ké tin cong ciing c6 thé lam diéu dé bang cach di bo

hodc & mdt noi nao doé véi chiéc may tinh xach tay cia minh.

Hai thanh phan quan trong dugc sir dung trong cac tin cong khong day
14 mot card mang khong day va mot ang ten da hudng, co thé thu tin hiéu tur
tat ca cac hudng. Mot thanh phan khac d6 1a phan mém war-driving dugc sir
dung dé bat va chuyén ddi cac tin hiéu tir ing ten qua card mang khong day.
Céc tan cong khong day thuong duoc thuc hién béng cach quét rat nhiéu kénh

st dung cho céc truyén thong khong day.
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1.4 Cac bién phap phat hién khi bi tan cong

Khong c¢6 mot hé thong ndo ¢ thé dam bao an toan tuyét di, mdi mot
dich vu déu c6 nhirng 16 hong bao mat tiém tang. Nguoi quan tri hé thong
khong nhitng nghién ctru, xac dinh cac 16 héng bao mit ma con phai thuc hién
cac bién phap kiém tra hé thdng c6 du hiéu tin cong hay khong. Mot sd bién

phap cu thé:

_ Kiém tra cac dau hiéu hé thong bi tAn cong: Hé thong thuong bi treo
bang nhiing thong bao 15i khong 1d rang. Khé xac dinh nguyén nhan do
thiéu thong tin lién quan. Trude tién, xac dinh cac nguyén nhan cé phai
phan cimg hay khong, néu khong phai nghi dén kha ning mdy tinh bi

tan cong.

_ Kiém tra cac tai khoan ngudi ding mdi la, nhat 13 cac tai khoan c6 ID
bang khong.

_ Kiém tra sy xut hién ctia céc tap tin la. Nguoi quan tri h¢ théng nén co
thoi quen dit tén tap tin theo mau nhit dinh dé d& dang phat hién tap tin
la.

_ Kiém tra thoi gian thay d6i trén hé thong.

_ Kiém tra hiéu nang cua hé théng: Str dung cac tién ich theo doi tai
nguyén va cac tién trinh dang hoat dong trén hé thong.

_ Kiém tra hoat dong cta cac dich vu hé thdng cung cap.

_ Kiém tra truy nhap hé théng bang céac tai khoan thong thuong, dé phong
truomg hop cac tai khoan nay bi truy nhép trai phép va thay doi quyén
han ma nguoi str dung hop phap khong kiém soat dugce.

_ Kiém tra céc file lién quan dén cAu hinh mang va dich vy, bé cac dich

vu khong can thiét.
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- Kiém tra cac phién ban cua sendmail, ftp, ... tham gia cac nhém tin vé

bao mat dé co thong tin v€ 16 hong bado mat cua dich vu sir dung.

Céc bién phap nay két hop voi nhau tao nén mét chinh sach vé bao mat
d6i v6i hé thong.
1.5 Cong cu an ninh mang
1.5.1 Thue hién an ninh mang tir cong truy nhap dung twong lira

Tuong lra cho phép quan trj mang diéu khién truy nhap, thuc hién
chinh sach déng v hodc tur chéi dich vu va luu lugng di vao hoac di ra khoi
mang. Tuong lira c6 thé duoc sir dung dé xac thuc nguoi st dung nham dam
bao chic chan rang ho dung 1a ngudi nhu da khai bao trudc khi cap quyén

truy nhap tai nguyén mang.

Tudng lira con duoc sir dung dé phan chia mang thanh nhitng phan
doan mang va thiét 1ap nhiéu ting an ninh khic nhau trén cic phan doan mang
khac nhau dé co6 thé dam bao rang nhiing tai nguyén quan trong hon s& duoc
bao vé tdt hon, déng thoi tuong Ira con han ché luu lugng va diéu khién luu
lwong chi cho phép chiing dén nhitng noi chiing duoc phép dén.

1.5.2 Ma héa thong tin

M3 héa (Cryptography) 1a qua trinh chuyén dbi thong tin gbc sang dang

ma hoa. C6 hai cach tiép can dé bao vé thong tin bang mat ma: theo dudng

truyén va tir nt-dén-nat (End-to-End).

Trong cach tht nhit, théng tin duge mi hoa dé bao vé ludng thong giira
hai nut khong quan tdm dén ngudn va dich cia thong tin ¢6. Uu diém cua
cach nay 13 c6 thé bi mat duoc ludng thong tin gira ngudn va dich va co thé
ngin chian duoc toan bd cac vi pham nham phan tich thong tin trén mang.
Nhuoc diém 13 vi thong tin chi duge mé hoa trén dudng truyén nén doi hoi

cac nut phai dugc bao vé tot.
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Nguoc lai, trong cach thur hai, thong tin dugc bao v¢ trén toan duong di
tur nguén to1 dich. Thong tin duge ma hda ngay khi dugc tao ra va chi duoc
giai mi khi dén dich. Uu diém cua tiép can nay la nguoi st dung c6 thé dung
n6 ma khong anh hudng gi t6i nguoi str dung khéc. Nhuoe diém cia phuong
phap nay 1a chi c6 dir liéu nguoi st dung dugc mi hoa, con thong tin diéu
khién phai giit nguyén dé co thé xir 1y tai cac nut.

1.6 Giai phap k¥ thuit trong 1ap ké hoach an ninh mang
C6 thé noéi nhiém vu khoé khin nhat c6 lién quan dé an ninh mang 1a
giai doan lap ké hoach, ma trong d6 can phai phat trién cic giai phap dé dap
mg céac chinh sach thuong mai ctia cong ty, cling nhu cac nhu cau an ninh
phai giai quyét. Khi khao sat mot hé thong mang dé xac dinh céc thanh phan
va cac ving khong an ninh, can tiép cdn mot chinh sach an ninh tir cic nhan
thirc khac nhau:
_ Céhc muc tiéu thwong mai va cic nhu ciu cta nguoi sir dung.
_ Con ngudi va quan diém cua nguoi khao sat.
_ Céac van dé k¥ thuat.

1.6.1 Sir dung cac nén tang khac nhau

Mot trong cac van dé kho khin nhat ma s& phai doi mat khi thiét ké mot
giai phap an ninh 13 khi c6 gang tim kiém maot giai phap “mot phu hop cho tat
ca” (one-sizefits-all), hay néi mot cach khac 1a viéc c6 gang tich hop tat ca
céc san pham an ninh mang chi tir mot nha cung cap, voi hé thong quan Iy ma
n6 dé dang cho phép thuc hién cac chinh sach an ninh thong qua tat ca cac san
pham an ninh ctia minh. Vi thé, giai phap an ninh phai chtra dung nhiéu dang
thiét bi phan cing, ciing nhu cac Gmg dung phin mém. Pay 1a mot sb

thiét bi ma giai phap an ninh c6 lién quan dén:
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_ Céc may tinh dé ban va cdc may tinh xach tay chay cac hé diéu hanh
Windows 2000, 2003, XP,nVista, 7, cling nhu cac hé diéu hanh UNIX,

Macintosh....

- Céc may chu chay cic hé diéu hanh Windows NT, 2000, 2003,
NetWare, Linux, Solaris, HP-UX, ....

- Cé4c may tinh lon (Maiframe) chay Multiple Virtual Storage (MVS) va
Vitual Machine (VM).

_ Céc thiét bi dinh tuyén cta cac hang Cisco, Juniper, Nortel, Lucent,. ...
_ Céc thiét bi chuyén mach cta cac hang Cisco, Foundry, Extreme, ....

1.6.2 Sw dung cac mo hinh an ninh mang

Mot budc quan trong nhat trong thiét ké va phan tich cac hé thong an
ninh 13 moé hinh an ninh, boi vi né tich hop chinh sach an ninh ma bat budc
phai tuan thu trong hé théng. Mot md hinh an ninh 1a mét sy miéu ta tugng
trung ctia mdt chinh sach an ninh. N6 anh xa céc yéu ciu cta chinh sach an
ninh tao thanh cac luat va cac quy tdc ctia mot hé théng mang. Mt chinh sach
an ninh 13 mot tp hop cac muc tiéu tong quan va cac yéu cdu muc cao, con
moO hinh an ninh s€ thuc hién no.
1.6.3 Cac mo hinh an ninh

C6 ba phuong an co ban duoc stt dung dé phat trién mot mo hinh an
ninh mang. Thong thuong, cac t6 chic thuc hién mot su két hop nao d6 cua

ba phuong an dé dam bao an ninh mang. Ba phuong an thyc hién la:
- MO hinh an ninh nh¢ sy mu mo (security by obscurity model).
- MO0 hinh bao v¢ vong ngoai (perimeter defense model).

MO hinh bao vé theo chiéu sau (defense in depth model).
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1.6.3.1 M6 hinh an ninh nh¢o' sy mu mo

Mo hinh an ninh nho sy mu mo dua trén su che giéu dé bao vé mang.
Quan niém dung sau cia md hinh nay 1a néu ké tin cong khong cé thong tin
vé hé théng mang thi s& khong thé thuc hién tin cong. Hi vong chinh trong
viéc che gidu mang hodc it nhit khéng quang ba su ton tai clia nd s& gidng
nhu viéc dam bao an ninh thanh cong. Van dé chinh v&i phuong 4n nay la
mang khong thé hoat dong trong mot thdi gian dai ma khong bi phét hién va
khi bi phat hién thi mang s& bi ton thuong hoan toan.
1.6.3.2 M0 hinh bdo vé vong ngoai

Mo hinh bao vé vong ngodi giéng tuong ty nhu mot phao dai duge bao
quanh bdi1 mot dudng hao. Khi sit dung mo hinh nay trong ddm bao an ninh
mang, céac to chirc s& gia cb hodc ting cudng sitc manh cua cac hé thong vong
ngoai hodc co thé “che gidu” hé théng mang sau mét birc twong lira dung dé
phan cach giita mang dugc bao vé va mang khdéng an ninh. Cac to chirc khong
thuc hién nhiéu bién phap dé dé bao vé cac hé théng trén mang. Vi gia thiét 1a
mo hinh bao vé vong ngoai di du hiéu qua dé ngin chin bat ky kiéu tham
nhap nao va vi vy cac hé thong bén trong s& an ninh.

Han ché ctia mé hinh nay 13 khong thyc hién bat ky bién phap nao dé
béo vé cac hé thong bén trong d6i véi cac tAn cong ndi bo. Ma cic tan cong
ndi bd c6 thé 13 nguy co nghiém trong nhat trong mang ctia moi to chic.
1.6.3.3 M6 hinh béo vé theo chiéu sau

Phuong 4n an ninh nhat dé st dung 13 mé hinh bao vé theo chiéu sau.
Phuong 4n bao vé theo chiéu sdu c¢b ging thuc hién bao vé an ninh nhd sy gia
cd va giam sat moi hé théng, moi hé théng s€¢ 1a mdt vung dugc tu bao vé¢.
Cac bién phap bén ngoai ciing st dung cic hé thong bao vé vong ngoai,
nhung su an ninh ciia cac hé théng bén trong khong chi dua hoan toan vao
vong bao vé bén ngoai. Phuong an nay 1a kho hon dé dam bao rang tit ca cac

h¢ thong va cac nguoi quan tri déu la thanh phan cua n6. Tuy nhién, vdi mo

Cut Thé Huy- CT1901M 21



Giai phap an ninh mang véi FireWall Do an tot nghiép

hinh nay cac hé théng bén trong c6 kha ning phat hién bat ky su tAn cong tir

ca hé théng doc hai. Phuong an nay cling hd tro su bao vé tdt hon chéng lai
cac ké tan cong bén trong. Hanh dong cia cac ké tdn cong bén trong cling d&

dang dugc phat hi¢n hon.
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CHUONG 2: TONG QUAN VE FIREWALL VA PFSENSE

2.1 Tong quan vé FireWall
2.1.1 Khai niém vé Firewall

Firewall (Tuong ltra) 14 mot hé thdng an ninh mang, c6 thé dya trén
phan ctng hodc phdn mém, sir dung cac quy tic dé kiém soat luu lugng truy
cap vao, ra khoéi hé théng. Tuong lra hoat dong nhu mdt rao chin gifta mang
an toan va mang khong an toan. N6 kiém soat cac truy cap dén ngudn luc cia
mang thong qua mot md hinh kiém soat chii dong. Nghia 13, chi nhiing luu
lugng truy cap phu hop véi chinh sach dugc dinh nghia trong tudng Itra maéi

duogc truy cap vao mang, moi luu luong truy cap khac déu bi tir chdi.

Anything S
Internet @ -} Anything @

Internet /\
X

Modem

Hinh 2-1 FireWall
2.1.2 Chirc nang chinh cta Firewall
Chtic niang chinh cta Firewall 1a kiém soat ludng thong tin tir giita

Intranet va Internet.

Thiét 14p co ché diéu khién dong thoéng tin gifra mang bén trong
(Intranet) va mang Internet.

Cho phép hodc cAm nhitng dich vu truy nhdp ra ngoai (tr Intranet ra
Internet).

Cho phép hodc cdm nhing dich vu phép truy nhap vao trong (tir

Internet vao Intranet).
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Theo ddi ludng dit liéu mang giita Internet va Intranet. Kiém soéat dia

chi truy nhap, cAm dia chi truy nhap.
Kiém soat ngudi st dung va viée truy nhip cua ngudi sit dung. Kiém
so4t ndi dung thong tin thong tin luvu chuyén trén mang.

2.1.3 Phan loai Firewall

Firewall duogc chia lam 2 loai gém: Firewall cung va Firewall mém.

2.1.3.1 Pic diém Firewall cirng
Firewall crng nam giita mang mdy tinh cuc bo va Internet, Firewall
climg s& kiém tra tit ca cac dit liéu dén tir Internet, di qua cac goi dit liéu an

toan trong khi chan céc goi dit liéu nguy hiém tiém an.

Hinh 2-2 Firewall cung

Pé bao vé ding mang ma khong can trd hiéu suat, tuong lira firewall
cing yéu cau nguoi thiét 1ap phai c6 kién thirc chuyén sdu va do d6 co thé
khong phai 1a giai phdp kha thi cho cac cong ty khong c6 bd phan cong nghé
thong tin chuyén dyng. Tuy nhién, d6i v6i cic doanh nghiép c6 nhiéu may

tinh, c6 thé ki€m soat an ninh mang tir mdt thiét bi don gian hoa cong viéc.

Céac doanh nghiép thuong c6 tudong Ira phan cung chuyén dung co
nhiéu cong cu khac nhau dé giup chin cac moi de doa ¢ ngoai vi ciia mang.
Bang cach nay, nguoi quan tri co thé loc email va luu luong truy cdp web

(trong s& nhitng thir khac) cho tit ca moi nguoi.
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Tudng lira phin ctng dugce tich hop vao bd dinh tuyén nim giita may
tinh va Internet. Nguoi quan tri thuong s dung loc goi, co6 nghia 1a ho queét
tiéu dé goi dé xac dinh ngudn gdc, ngudn goc, dia chi dich va kiém tra v6i
quy tic ngudi dung hién c6 duge xac dinh dé dua ra quyét dinh cho phép / tir
chéi.

Tuong lra phan cing duoc thiét 1ap cho thoi gian phan hdi nhanh hon
do phan cing va phan mém duoc dong bd mot cach toi da giup phat huy hét
hiéu ning cta tuong lira phan cung gitp nod ¢ thé xir Iy nhiéu luu luong truy

cap hon.

Tuong ltra c6 hé di€u hanh riéng it bi tan cong hon, di€u nay lan lam
giam nguy co bao mat va ngoai ra, tuong ltra phan cing c6 cac di€u khién bao

mat nang cao.

Tuong Itra phﬁn cung 12 mot thanh phén mang ndi by, nd co thé duoc
quan 1y tét hon.
2.1.3.2 Pic diém Firewall mém

Firewall mém duoc cai dit trén cac may tinh ¢4 nhan trén mang. Khong
gidng nhu Firewall ctng, Firewall mém c6 thé d& dang phan biét cac chuong
trinh trén mdy tinh, diéu ndy cho phép dit liéu vao mot chuong trinh trong khi
chan mét chuong trinh khac. Firewall mém cling co thé loc dit lieu gui di,
cling nhu cac phan hdi tir xa cho cac yéu cau gui di. Nhugc diém chinh cua
Firewall mém cho mdt doanh nghiép la: yéu cau cai dat, cap nhat va quan tri
trén moi mdy tinh c4 nhan.

Firewall mém duoc cai dit trén cic mdy chu riéng 1¢ giup chin mdi yéu
cau két ndi va sau d6 xac dinh xem yéu cau c6 hop 1& hay khong. Firewall xur

1y tat ca cac yé€u cau bang cach sur dung tai nguyén may chu.

Trong khi so sanh voi Firewall cung, Firewall mém hoic Firewall

Opensource (tudng lira mi ngudén mé) dé ciu hinh va thiét 1ap hon.
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Firewall mém cung cip cho nguoi ding quyén kiém soat hoan toan luu

lugng truy cap Internet ciia ho thong qua giao di€n than thién véi1 nguot dung
yéu cau it hodc khong co kién thirc.

2.1.4 Kién tric co ban ctia FireWall

2.1.4.1 Kién trac Dual-homed Host

i '\
( Internet @@
)
]" T— Remote User

Dual-homed

Firewall { .
@ﬁ host

I

Internal Network

&8 &

user user user
Hinh 2-3 Kién trac Dual — homed Host

Dual-homed Host 13 hinh thic xuit hién dau tién trong viéc bdo vé

mang ndi bd. Dual-homed Host 1a mdt mdy tinh c¢é hai giao ti€p mang
(Network interface): mdt ndé1 voi mang cuc by va mdt ndéi voi mang ngoai

(Internet).

Hé diéu hanh cta Dual-home Host duoc sira d6i dé chirc nang chuyén
céc goi tin (Packet forwarding) giita hai giao tiép mang nay khong hoat dong.
Dé 1am viéc dugce voi mot may trén Internet, ngudi dung ¢ mang cuc b trudce
hét phai login vao Dual-homed Host, va tir d6 bat dau phién lam viéc.

% Uu diém cua Dual-homed Host:

Cai dat d& dang, khong yéu cau phan cting hodc phan mém dic biét.

Cut Thé Huy- CT1901M 26



Giai phap an ninh mang véi FireWall Do an tot nghiép

Dual-homed Host chi yéu cau cdm kha ning chuyén cac géi tin, do vay,
thong thudng trén cac hé Unix, chi cdn cau hinh va dich lai nhan (Kernel) ctia
hé diéu hanh la du.

% Nhuoc diém ctua Dual-homed Host:

Khong dap tng duoc nhitng yéu cau bao mat ngay cang phiec tap, ciing

nhu nhirng hé phan mém méi duoc tung ra thi trudng.

Khong ¢6 kha ning chdng d& nhitng dot tdn cong nhim vao chinh ban
than no, va khi Dual-homed Host d6 bi dot nhap, no sé trd thanh dau cau ly

tudng dé tn cong vao mang ndi bd
< Panh gia vé Dual-homed Host:

D¢ cung cap dich vu cho nhitng ngudi st dung mang ndi bd cé mét s

giai phép nhu sau:
_ Két hop vdi cac Proxy Server cung cdp nhitng Proxy Service.

_ Cép cac tai khoan ngudi dung trén may dual-homed host ndy va khi ma
nguodi st dung mudn st dung dich vu tur Internet hay dich vu tir external

network thi ho phai logging in vao may nay.

Phuong phap cép tai khoan ngudi dung trén may dual-homed host kha
phuc tap, vi mdi lan nguoi ding mudn st dung dich vu thi phai logging in vao
may khac (dual-homed host) khac v6i may cia ho, day 1a van dé rat khong

thuan tién voi nguoi st dung.

Néu dung Proxy Server: kho ¢6 thé cung cip duoc nhiéu dich vu cho
ngudi st dung vi phan mém Proxy Server va Proxy Client khong phai loai
dich vu ndo ciing c6 san. Hodc khi s6 dich vu cung cp nhiéu thi kha ning dap
rmg cua hé théng c6 thé giam xudng vi tit ca cac Proxy Server déu dit trén

cung mot may.
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Mot khuyét diém co ban ciia hai mo hinh trén nira 14 : khi ma may dual-
homed host néi chung ciing nhu cac Proxy Server bi dot nhap vao. Nguoi tin
cong (attacker) dot nhap dugc vao hé théng s& hiéu céc dich vu trén hé théng
d6, nam bat duoc cac diém yéu va thuc hién cac hanh vi pha hoai tinh vi hon.
Trong cac hé thong mang dung Ethernet hodc Token Ring thi dir liéu luu
thong trong hé thong co thé bi bat ky may niao ndi vao mang danh cap dit lidu

cho nén kién truc nay chi thich hop voi mot s6 mang nho.

2.1.4.2 Kién trac Screend Subnet Host

Internet
Bastion Host

% Exterior Router

Perimeter Network

Ll
Interior Router %

566 b

Internal Network
user user user user

Hinh 2-4Kién tric Screened Subnet

Véi kién tric nay, hé thong nay bao gom hai Packet-Filtering Router va

mot may chu. Kién tric ndy c6 d6 an toan cao nhét vi nd cung cip ca muc bao
mat: Network va Application trong khi dinh nghia mdt mang perimeter
network. Mang trung gian (DMZ) dong vai trd cia mot mang nho, co 1ap dat
gitra Internet va mang ndi bd. Co ban, mot MANG TRUNG GIAN duoc cAu
hinh sao cho cic hé thong trén Internet va mang ndi bo chi co thé truy nhap
duoc mot sb gid1 han cac hé théng trén mang MANG TRUNG GIAN, va su
truyén truc tiép qua mang MANG TRUNG GIAN 1a khong thé duoc.

Va nhitng thong tin dén, Router ngoai (Exterior Router) chong lai

nhitng su tan cong chudn (nhu gia mao dia chi IP), va diéu khién truy nhap t6i
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mang trung gian. N6 chi cho phép hé thong bén ngoai truy nhip may chu.
Router trong (Interior Router) cung cp su bao vé tht hai bang cach diéu
khién mang trung gian truy nhap vao mang ndi bd chi v4i nhirng truyén thong

bét dau tir Bastion Host (may chu).

V&1 nhitng thong tin di, Router diéu khién mang nd1 b truy nhip to1
mang trung gian. N6 chi cho phép cac hé théng bén trong truy nhip tdi may
cht. Quy luat Filtering trén Router ngodi yéu cau sir dung dich vu Proxy bang

cach chi cho phép thong tin ra bat ngudn tir May chil.
% Uu diém:
_ Batang bao vé: Router ngoai, My chu, va Router trong.

_ Chi c6 mét sb hé théng da dugc chon ra trén mang trung gian 1a dugc
biét dén bai Internet qua bang thong tin dinh tuyén va trao doi thong tin

dinh tuyén DNS (Domain Name Server).

_ Pam bao rang nhitng user bén trong bat budc phai truy nhap Internet

qua dich vu Proxy.
< Panh gia vé kién tric Screend Subnet Host

_ Pbi voi nhitng hé théng yéu cau cung cap dich vy nhanh, an toan cho
nhiéu ngudi st dung ddng thoi ciing nhu kha ning theo déi luu thong
ctia mdi ngudi st dung trong hé théng va dir liéu trao ddi giita cac
ngudi dung trong hé théng can duoc bao vé thi kién trac co ban trén
phu hop.

_ Pé ting do an toan trong mang ndi bo, kién tric screened subnet & trén
stt dung thém mot mang DMZ (DMZ hay perimeter network) dé che
phan nao luu thong bén trong mang ndi bo. Tach biét mang ndi bd vai

Internet.
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_ St dung 2 Screening Router (b dinh tuyén loc): Router ngoai va

Router trong.

_ Ap dung qui tic du thira c6 thé bd sung thém nhiéu mang trung gian

(DMZ va perimeter network) cang tang kha nang bao vé cang cao.

~ Ngoai ra, con c6 nhitng kién trac bién thé khac nhu: st dung nhiéu
Bastion Host (may chu) (May chu), ghép chung Router trong va Router
ngoai, ghép chung Bastion Host (may chu) (May chu) va Router ngoai.

2.1.5 Cac thanh phin co ban ciia Firewall
2.1.5.1 Packet Filtering — B loc goi tin

Bo loc goi tin cho phép hay tir chdi goi tin ma nd nhan duoc. N6 kiém
tra toan bod doan dit liéu dé quyét dinh xem doan dir liéu d6 c6 thoa man mot
trong cac sb cac luat hay khong. Cac ludt nay dua trén cac thong tin & packet

header( tiéu dé goi tin) bao gdm céc thong tin sau:
_ Pia chi IP ngudn (IP Source Address).
- Dia chi IP dich (IP Destination Address).
- Protocol (TCP, UDP, ICMP, IP tunnel)
- TCP/UDP source port
- TCP/UDP destination port
- Dang thong bao ICMP (ICMP message type)
~ Cong goi tin dén (Incomming interface of packet)

_ Cong goi tin di (Outcomming interface of packet)

Security Perimeter
i

Can. 2 E

Packet- 1
fillering « = = s s — e == - = =l
routes
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Hinh 2-5 Packet Filtering

Néu cac luat loc goi duoc théa min thi packet duoc chuyén qua

firewall, néu khong packet s& bi bo di. Nho vay ma firewall co thé ngin can
duoc cac két ndi vao cac may chu hodc mang nao dé dugc xac dinh, hodc
khoa viéc truy cap vao hé théng mang ndi bd tur nhitng dia chi khong cho
phép. Ngoai ra, viéc kiém soat cac cong 1am cho firewall c6 kha ning chi cho
phép mot sb loai két ndi nhat dinh vao céc loai may chu nao dé hodc nhiing
dich vu nao do6 (SSH, SMTP, FTP...) dugc phép mdéi chay dugc trén hé théng

mang cuc bo.
Uu diém:

_ Pa sb cac hé thé)ng firewall déu duoc st dung bd loc gobi tin. Mot trong
nhirng vu diém cta phuong phap dung bd loc gbi 1a chi phi thap vi co

ché loc go1 da co san trong cac router.

- Ngoai ra, b0 loc goi la trong sudt déi véi nguoi st dung va cac ung

dung vi vay n6 khong yéu cau ngudi stt dung phai thao tac gi ca.
Nhuoc diém:

- Viéc dinh nghia cac ché d6 loc gbi la mot viéc kha phirc tap, ndé doi héi
ngudi quan tri mang can cé hiéu biét chi tiét vé cac dich vu internet, cac
dang packet header. Khi yéu cau vé€ loc goi tin cang lon, cac rules cang

tr& nén phirc tap do d6 rat kho quan 1y va diéu khién.

~ Do lam viéc dya trén header ctia cac packet nén bo loc khong kiém soat
dugc ndi dung thong tin ciia packet. Cac packet chuyén qua van co thé
mang theo nhitng hanh dong vdi ¥ dd an cap thong tin hay phéd hoai ctia

ké xau.
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2.1.5.2 Application Gateway — Cong rng dung

Day la mot loai firewall duoc thiét ké dé tdng cuong chic nang kiém
soat cac loai dich vy, giao thac truy cap vao hé théng mang. Co ché hoat dong
cua no6 dya trén cach thirc goi 1a proxy service. Proxy service la cadc bd code
dic biét cai dat trén cong ra (gateway) cho ting tng dung. Néu ngudi quan tri
mang khong cai dat proxy service cho mét rng dung nao do, dich vu tuong
tmg s& khong dugc cung cap va do d6 khong thé chuyén thong tin qua
firewall. Ngoai ra, proxy code c6 thé duoc dinh ciu hinh dé hd trg chi mot sb
dic diém trong Gmg dung ma nguoi quan trj cho 14 chdp nhan duoc trong khi

tir chéi nhitng dic diém khac.

< | r4 >

[ — —
——— -

Destination Host — 347 Source Host

Application Gateway

Hinh 2-6 Application Gateway
Mot cong tng dung thudng duoc coi nhu 1a mot Bastion Host (may
cht)) (May chu) boi vi né duoc thiét ké dat biét dé chong lai sy tdn cong tir
bén ngoai.
Nhiing bién phap ddm bio an ninh cia mot Bastion Host (mdy chu)

(may chu) la:

- Bastion Host (may chu) Iudén chay cac phi€n ban an toan (secure
version) cua cac phan mém hé didu hanh (Operating system). Cac
version an toan ndy dugc thiét ké chuyén cho muc dich chéng lai su tan
cong vao hé diéu hanh (Operating system) ciing nhu 1a dam bao su tich

hop firewall.
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_ Chi nhirng dich vu ma ngudi quan tri mang cho 1a can thiét méi duoc
cai dat trén may chu, don gian chi vi néu mot dich vu khong dugc cai
dat, n6 khong thé bj tin cong. Thong thuong, chi mot sb gi61 han cac
ung dung cho cac dich vu telnet, DNS, FTP, SMTP va xac thuc tai
khoan nguoi dung la duoc cai dat trén may chu.

- May chu c6 thé yéu cau nhiéu mirc d6 khac nhau vi du nhu tai khoan va
mat khau hay thé thong minh (thé tu).

_ MBbi proxy duogc cai dit ciu hinh dé cho phép truy nhap chi mot sd céac
may chu nhét dinh. Diéu nay c6 nghia réng bo 1énh va dic diém thiét
1ap cho mdi proxy chi diing véi mot sé may chu trén toan hé thong.

~ MQi proxy duy tri mot quyén nhat ky ghi chép lai toan bo chi tiét ciia dix
liéu mang di qua né. Piéu ndy c6 nghi 1a bo 1énh va dic diém thiét lap
cho mdi proxy chi diing v6i mot sé may chu trén toan hé thong.

_ MBOi proxy déu doc 1ap véi cac proxy khac trén Bastion Host (may chu).
Diéu nay cho phép dé dang cai dit mot proxy mdi hay thdo g& mot
Proxy.

Uu diém:

_ Cho phép ngudi quan tri hoan toan diéu khién duoc ting dich vu trén
mang, bdi vi img dung proxy han ché bo 1énh va quyét dinh nhitng may
c4 nhan nao co thé truy cap boi cac dich vu.

_ Cong tng dung cho phép kiém tra d6 xac thuc rat tt va no co nhdy ky
ghi chép lai thong tin vé truy cap hé thong.

_ Céc tap luat loc cho cong tng dung dé dang cau hinh va kiém tra hon so
v61 b loc goi.

Nhuoc diém:
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- Can phai ¢6 su cau hinh trén may user dé user truy cap vao cac dich vu

proxy. Vi du telnet

2.1.5.3 Circuit Level Gate — Cong mach
Circuit Level Gateway 1a mot chirc ning dic biét co thé thuc hién boi
mdt cong tmg dung. Céng mach don gian chi 13 chuyén tiép cac két néi TCP

ma khong thue hién bat ki mot hanh dong xir 1y hay loc goi nio.

Hinh sau minh hoa mdt hanh dong st dung két ndi telnet qua céng
mach. Cong mach don gian chuyén tiép két ndi telnet qua firewall ma khong
thuc hién mot sy kiém tra, loc hay diéu khién cac thu tuc telnet ndo. Céng
mach 1am viéc nhu mot soi day, sao chép céc byte gifta két ndi bén trong va
cac két ndi bén ngoai. Tuy nhién vi su két ndi nay xuat hién tir hé théng

firewall nén n6 che dau thong tin vé mang ndi bo.

Clrcuil-kevel
galewnay

s e
connecliom

milsdle Iwinl

Hinh 2-7 Circuit Level Gateway
Cong vong thudng duge st dung cho nhirng két ndi ra ngoai. Uu diém
16n nhat 14 mot Bastion Host (may chil) ¢6 thé dugc cdu hinh dé cung cap
cong ung dung cho nhirng két ndi dén va cong vong cho cac két ndi di. Pidu
nay lam cho hé thong firewall dé dang st dung cho ngudi ding trong mang
n6i bd mudn truc tiép truy cap ti cac dich vu internet, trong khi van cung cép

chirc nang bao v€ mang ndi bd tir nhiing su tan cong bén ngoai.
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2.2 PFSENSE
2.2.1 Giéi thiéu PFSENSE

PfSense 13 mot tng dung cé chirc ning dinh tuyén va tudng lira manh
va mién phi, tmg dung nay s& cho phép ngudi dung mé rong mang ctia minh
ma khong bi thoa hiép vé su biao mat. Bat dau vao nim 2004, khi mOnOwall
méi bat dau chip chiing — day 1a mdt du an bao mat tap trung vao cac hé
théng nhung — pfSense da c¢6 hon 1 tri€éu download va dugc sir dung dé bao vé
cac mang O tat ca kich ¢, tir cdc mang gia dinh dén cac mang 16n clia cla cac
cong ty. Ung dung nay c6 mot cong dong phat trién rat tich cuc va nhiéu tinh
nang dang duoc bo sung trong mdi phat hanh nham cai thién hon nita tinh bao

mat, sy on dinh va kha nang linh hoat cta no.

Pfsense bao gdm nhiéu tinh ning ma nguoi dung van thiy trén cac thiét
bi tuong Itra hodc router thuong mai, chéng han nhu GUI trén nén Web tao su
quan 1y mot cach dé dang. pfSense duoc dua trén FreeBSD va giao thirc
Common Address Redundancy Protocol (CARP) ctia FreeBSD, cung cip kha
ning du phong bang cach cho phép cic quan tri vién nhom hai hodc nhiéu
tudng lira vao mot nhom ty dong chuyén doi du phong. Vi nd hd tro nhidu két

nd6i mang dién rong (WAN) nén c6 thé thuc hién viéc can bang tai

Pic diém kha quan trong 13 cdu hinh dé cai dit st dung phin mém
Pfsense khong doi hoi cao. Ching ta chi cdn mot may tinh Ram 128MB,
HDD 1GB ciing du dé dung dugc tudng lira Pfsense. Tuy nhién dic thu
Pfsense la tuong lra ngan cac nguy hai gitta mang WAN va mang LAN nén

may cai dat Pfsense y€u cau toi thiéu 2 card mang.
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2.2.2 Mot so chirc ning chinh ciia FireWall PFSense
2.2.2.1 Aliases

V6i tinh ning nay ching ta c6 thé gom nhém céac ports, host hodc
Network(s) khac nhau va dit cho chiing mot cai tén chung dé thiét lap nhiing
quy tic duoc dé dang va nhanh chong hon. Bé vao Aliases cua pfSense, ta

vao Firewall = Aliases.

0o < G @ Knongbiom B o [

Hinh 2-8 Thiét 1ap Firewall: Aliases
Céc thanh phan trong Aliases:

- Host: tao nhém cac dia chi IP
- Network: tao nhém cac mang

- Port: Cho phép gom nhém céc port nhung khong cho phép tao nhém

cac protocol. Cac protocol dugc st dung trong céc rule
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2.2.2.2 Rules

Noi luu cac rules (Luat) ctia Firewall. Bé vao Rules ctia pfSense, ta vao
Firewall = Rules.

(3 coc coc | (10 T -
o

o X
¢ G @ Knong bio mat | 192.168.2082 B o g

Fisense

WARNING: The ‘admin’ account

Firewall / Rules/ LAN Ew=0

States Protocol | Source  Port  Destination Port Gateway Queue Schedule  Description Actions

v 4/62KiE * . . AN Address 80 - * Anti-Lockout Rule o

Hinh 2-9 Chute nang Firewall: Rules

Mic dinh pfSense cho phép moi luu lugng truy cép ra/vao hé thong.

Ngudi quan tri phai tao cac rules dé quan 1y mang bén trong Firewall.

Mot s6 lya chon trong Destination va Source.

_ Any: Tatca

- Single host or alias: Mot dia chi ip hodc 1a mdt bi danh.

- Lansubnet: Buong mang Lan

- Network: dia chi mang

_ Lan address: Tat ca dia chi mang ndi bd

~ Wan address: Tét ca dia chi mang bén ngoai

_ PPTP clients: Cac clients thyc hién két ndi VPN st dung giao thic
PPTP

Cut Thé Huy- CT1901M 37



Giai phap an ninh mang véi FireWall Do an tot nghiép

_ PPPOE clients: Cac clients thuc hién két ndéi VPN sir dung giao thirc
PPPoE

2.2.2.3 Schedule
Céac Firewall rules ¢6 thé duogc sép xép dé noé chi hoat dong vao céc thoi
diém nhat dinh trong ngdy hodc vao nhiing ngay nhat dinh cu thé hodc céc

ngdy trong tuan.

Pay 1a mot co ché rat hay vi n6 thyc t€ véi nhitng yéu cau cua céc

doanh nghiép mudn quan li nhan vién sir dung internet trong gio hanh chinh.
Pé tao mot Schedules méi, ta vao Firewall > Schedules: Nhan dau +

Vi du:

I Facebook X [ piSenselocaldomain - Fir: X 4 - X

[ @ (@ Khong bdo mét | 192.168.208.2 firewall_schedule_edit.php G a

Date May_2019

Click individual date to select that date only. Click the appropriate
weekday Header to select all accurrences of that weekday.

Configured Ranges

Hinh 2-10 Thiét lap chirc ning Firewall Schedules
2.2.3 Cai dat PfSense trén may do

Dau tién chuin bi dé cai PfSense cin phai chuin bi:
Dowload va cai dat Vmware Workstation 12 tai dia chi:

http://www.mediafire.com/file/71ui47fpf7h3ujn/\VMware+Workstation

+12.rar

Tai pfsense.iso tai https://www.pfsense.org

Cut Thé Huy- CT1901M 38


http://www.mediafire.com/file/71ui47fpf7h3ujn/VMware+Workstation+12.rar
http://www.mediafire.com/file/71ui47fpf7h3ujn/VMware+Workstation+12.rar
https://www.pfsense.org/

4

Giai phap an ninh mang véi FireWall D6 an tot nghiép

Tién hanh cai dit
Thiét lap lai “Virtual Network Editor” bang cach chon “Edit -> Virtual
Network Editor”

file [Edit] View VM Tabs Help | - - | oo G B e e
Cut Ctri+X
ﬁ"‘ Copy Ctri+C

i ] S) O

Create a New Open a Virtual Connectto a Connect to
Virtual Machine Machine Remote Server

vmware

Hinh 2-11 Cai dt ban dau
Thém Vmnet0 va thiét lap & ché d6 “Bridged” véi card mang

“Wireless” cua Laptop that

Chinh lai Vmnet1 thiét 1ap ¢ ché do “NAT”

Library x

| o B My Computer |
(5] Cent0S 6 64-bit
() PFSENT
{5) vx9000 8 virtusl Network Editor x
() PFSENSEbackup
{5 Windows 7
() Windows 7 (2)

WORKSTATION 14 PRO™

Host Connection  DHCP. Subn

(531 PFSENSEthunghiem in
1 Shared Vis Er

Add Network... Remove Network Rename Network...
Mnet Information
Bridged (connect YMs directly to the external netnork)

Bridged to: ~ | | Automatic Settings...

NAT (shared host's [P address with VVs) NAT Settings...

& Netork Adapter VMnetd

ite TP address to VMs DHCP Settings. .

SubnetIP: [ 192,168,103, 0 |  Subnetmask: [ 255.255.255. 0 |

8y Administrator privieges are required to modify the network configuration. | €Change Settings
Resere b o =

vmware

Hinh 2-12 Thiét lap card Vmnetl
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Tao 1 may 4o mé1 ( New Virtual Machine Wizard (Ctrl+N) ). Chon

“Typical” -> “Next”

New Virtual Machine Wizard lﬁ

Yy

Welcome to the New Virtual
Machine Wizard

VMWARE What type of configuration do you want?
WORKSTATION:
PRO "f 3 (@) Typical (recommended)

Create a Workstation 12.0 virtual
machine in a few easy steps.

") Custom (advanced)

Create a virtual machine with advanced
options, such as a SCSI controller type,
virtual disk type and compatibility with
older VMware products.

Back Next > H Cancel

Hinh 2-13 Tao may do Pfsense

Chon “Add” va thém 2 card mang “Vmnet0”, “Vmnetl” cho may ao

pfSense -> chon “Close”

Device status
Device Summary
] C ted
W Memory 2.6 GB b Connec
I Processors 1 Connect at power on
L= Hard Disk (5CSI) 20GB
“)CD/DVD (IDE) Using file C:\Users\Huy\Deskto. . Network connection
ENEt‘A‘DFk Adapter Custom (YMnetD) (D) Bridged: Connected directly to the physical netwark
s Network Adapter 2 Custom (VMnet1) Replicate physical network connection state
USB Controller Present
@) sound Card Auto detect (O NAT: Used to share the host's IP address
!Disp\ay Auto detect () Host-only: A private network shared with the host
(®) Custom: Spedfic virtual network
VMnet1 (NAT) “
() LAN segment:
LAMN Segments... | | Adwanced...
Add... Remove
oK Cancel Heln

Hinh 2-14 Thém card mang cho Pfsense
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Chon “Finished” dé két thiic qua trinh cai dat pfSense

New Virtual Machine Wizard “03'-

Ready to Create Virtual Machine

Click Finish to creaste the virtual machine. Then you can install FreeBSD
64-bit.

The virtual machine vall be created with the following settings:

Name: Fisenss
Location: D:\LINUX\Ffsanse
Version: Workstation 12,0

Operating System: FreeBSD 64-bit

Herd Disk: 20 GB, Split

Memory; 512 MB

Network Adapter:  Custom (VMnet8), Custom (VMnet9), Custom (VMnet10)
Other Devices: CD/DVD, USE Controller, Sound Card

Customize Hardvare...

e 1’ e

Hinh 2-15 Két thic cai dit co ban

Pfsense s€ tu chon mode khéi dong

Pfsense - VMware Workstation

File Edit View VM Tabs Help

i , Pfsense ‘

e lcome
. Boot Multi |
B

t [Sling
clape to It

futoboot in 2 seconds. [Spacel to pause

Q™Y

f
To direct input to this VM, click inside or press Ctrl+G.

Hinh 2-16 Giao dién khoi dong
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Bim OK dé Install pfSense

pfSense Installer

Uelcome
Welcome to pfSenset

Install Install pfSense

Rescue Shell Launch a shell for rescue operations
Recover config.xml  Recover config.xml from a previous install

<Cancel>

Hinh 2-17 Cai dat PFSENSE
Chon Select

pfSense Installer

Keymap Selection
The system console driver for pfSense defaults to standard "US"
keyboard map. Other keymaps can be chozen belou.

>>> Continue with default keymap

—>— Test default keymap
) Armenian phonetic layout

Belarusian Codepage 1131
Belarusian Codepage 1251
Belarusian I150-8859-5
Belgian I1S0-8859-1
Belgian 150-8859-1 (accent keys)
Brazilian 275% Codepage 858
Brazilian 275 I50-8859-1
Brazilian 275 I50-8859-1 (accent keys)
Bulgarian (BDS)

Kielect>| <Cancel>

[Press arrows, TAB or ENTERI]

Hinh 2-18 Chon kiéu ban phim
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Budc tiép theo bam OK dé pfSense cai dat

pfSense Installer

Archive Extraction
Extracting distribution files...

base.txz... -,
Overall Progress:

1%

176 files read @ 176.8 files-sec.

Hinh 2-19 Qua trinh cai dat
Chon No

pfSense Installer

Manual Configuration
The installation is now finished.
Before exiting the installer, would
you like to open a shell in the new
system to make any final mManual

modifications?

Cves > ENIER

Hinh 2-20 Xac nhan cai dat
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Cubi cung chon Reboot

pfSense Installer

Complete
Installation of pfSense
complete?! Hould you like
to reboot into the
installed system noW?

GRATIRE <Shell >

Hinh 2-21 Khoi dong may chii

Cu Thé Huy- CT1901M
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CHUONG 3: THUC NGHIEM FIREWALL TREN PFSENSE

3.1 Phat biéu bai toan

Hién nay cic doanh nghiép vira va nho dugc thanh 1ap rit nhiéu dé giap
nén kinh té nudc nha phat. Doanh nghiép phat trién kéo theo nhu cau vé cong
nghé phat trién rit manh, kéo theo d6 1a nhu cau vé an ninh mang cang duogc

thac day.

Bai toan dat ra 1 doanh nghiép vira va nhé kinh té con rat han ché,
quan tri khong tot din dén nguoi dung c6 thé truy cip tdi bat cir trang web
nao, hoac nhan vién str dung mang ndi b mang cua cong ty xem phim, nghe
nhac, choi game. Hé qua dé lai co thé dan dén nang suit lam viéc khong hiéu
qua.

Giai quyét van dé trén dd an da st dung Squid & SquidGuard trén
Pfsense. Véi md hinh ndy giai quyét duoc tat ca nhitng van dé néu trén va dic
biét giam chi phi mot cach toi da cho doanh nghiép.

3.2 Mo hinh thyc nghiém

Mo hinh trén duoc trién khai gém c6 mdt Firewall Pfsense su dung
card Vmnet0 dugc két ndi véi card vat 1i ciia may tinh dong vai tro 1a card
WAN va card Vmnetl dong vai tro la card LAN. Pfsense duoc cAu hinh dich
vu Squid Proxy dé xu 1i loc, ngan chan cac website dua theo danh sach tén
mién ngudi quan tri da théng ké. Mot may tinh Win7 dong vai tro lam client

trén Pfsense.
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HUYPC

192.168. 208.100

0

192.168.208.5/24

5505

-

e

-

- -
YMMNet1Used Card NAT & 2960-24TT Sy

~
- ""h-.‘- 192.168.208.0/24

“h..'.‘
‘\“
»

— .

DHCP

3.3 Céhu hinh Pfsense

3.3.1 Phin cirng yéu ciu
CPU Pentium II tro 1én

Ram: 256MB

2 Card mang gom: Lan vda WAN

VYMMetD Bridged to Wireless 192.168.1.0

Cut - Internet

Hinh 3-1 M5 hinh trién khai

Luu ¥: Vi Pfsense yéu ciu bat budc phai sir dung 2 Card mang, mot

dung cho Wan va mot dung cho Lan.

3.3.2 CAu hinh co ban Pfsense
Sau khi khoi dong lai pfSense. Tai muc menu chon “Enter an option:

27 dé thiét 1ap IP address cho interface LAN

Cu Thé Huy- CT1901M
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Generating RRD graphs...done.

Starting syslog...done.

Starting CRON... done.

pfSense (pfSense) 2.3.3-RELEASE amd64 Thu Feb 16 86:59:53 CST 2617
Bootup complete

FreeBSD/amd64 (pfSense. localdomain) (ttyuB)
»xx Welcome to pfSense 2.3.3-RELEASE (amd64 full-install) on pfSense xxx

WAN (wan) > emB > v4/DHCP4: 172.16.28.14/24
LAN (lan) > eml >

Logout (SSH only) pfTop

Assign Interfaces Filter Logs

Set interface(s) IP addre ) Restart webConfigurator
Reset webConfigurator pas PHP shell + pfSense tools
Reset to factory defaults Update from console

Reboot system ) Enable Secure Shell (sshd)
Halt system 5) Restore recent configuration
Ping host Restart PHP-FPM

Shell

Enter an option: 2Jj

Hinh 3-2 Thiét lap IP
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Chon “2 — LAN interface” -> thiét 1ap ip address: 192.168.208.5 ->
subnetmask: 24 -> va Click Enter

8) Shell
Enter an option: 2
Available interfaces:

1 - WAN (emB - dhcp, dhcpB)
2 - LAN (eMl - static)

Enter the number of the interface you wish to configure:[2

Entgeetire=forw=liH IPvd4 address. Press <ENTER> for none:
» 192.168.288.2

Subnet masks are enteped as bit counts (as in CIDR notation) in pf3ense.
e.g. 255.255.255.8 24

255.255.8.8 %

255.8.8.8 8

Eniar the new LAN IPvd4 subnet bit count (1 to 31):
>l 24

For a WAN, enter the.pew LAN IPv4 upstream gateway address.
For a LAN, press{ENTER> ¥or none:
|

Hinh 3-3 Dat dia chi va subnetmask
Phan IPv6 “Click Enter ” dé bé qua -> Chon “n” khong thiét lap
DHCP cho LAN -> Chon “y” ( revert to HTTP) -> Sau do6 truy cap pfSense
tai dia chi http://192.168.208.5

255.8.8.8 =8
r the new LAN IPv4 subnet bit count (1 to 31):

For a WAH, er - the new LAN IP ] am gateway ad
For a LAN, press <ENTER> for none:

Enter the new LAN [Pub address. Press <ENTER> for wone:

Do you want to enable the DHCP server ow LAN? (usn)

wait while the changes are saved to LANM...
ng filte .
ing routing configuration...

The 1Pv4 LAN addr S n set to 192.1
Y n noW ac i ator by i following URL in your weh

{ENTER> to UHH[iHHH.I

Hinh 3-4 Thiét lap DHCP
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Truy cép pfSense trén trinh duyét web http://192.168.208.5. Dang
nhap véi username: admin & password: pfsense

"lg Hudng din céi dgt Pisen: X | @ (388) Vit Mix2012| @) X [ Facebook X % Logi x + - 8 x
a € C @ Kndngblo mt | 192.168.2082 o~ B g ¢

[isense

SIGN IN

Hinh 3-5 C4u hinh trén giao dién Web

Bué6c 1: BAm Next

[.’j 1 Focebook X MG pSenselocaldomain - W' X 4+ - X
o € G ® Knéng bdo mat | 192.168.208.2/wizard.php?xmi=setup_wizard.xml B W a L

WARNING: The 'admin’ account password is set to the default value. Change the password in the User Manager.

Wizard / pfSense Setup / Netgate® Global Support is available 24/7 (2]

Step10f 9

Netgate® Global Support is available 24/7

Our 24/7 worldwide team of support engineers are the most qualified to diagnose your issue and resclve it quickly, from branch office to enterprise —
on premises ta cloud,

We offer several support subscription plans tailored to fit different environment sizes and requirements. Many companies around the world choose
Netgate support because:

- Support is available 24 hours a day, seven days a week, including holidays

+ Support engineers are located around the werld, ensuring that no support call is missed

« Our support engineers hold many prestigious network engineer certificates and have years of hands-on experience with networking

n &

& cauhinhcoband.png ~ Hién thititcd X

Hinh 3-6 Bét diu cAu hinh trén Web
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Budc 2: Khai bao Hostname, domain ... ro1 bam Next

mﬁ Facebook X [ pisenselocal X+ = X
[m] < @G  (® Khéng bdo mat | 192.168.208.2/wizard.php?x B g 4
Wizard / pfSense Setup/ General Information 2]

Step 2 of 9
General Information
On this screen the general pfSense parameters will be set

Hostname pfSense

EXAMPLE: myserver

Domain localdomain

EXAMPLE: mydomain.com

The default behavior of the DNS Resolver will ignore manually configured DNS servers for client queries and query root DNS servers directly. To use the
manually configured DNS servers below for client queries, visit Services > DNS Resolver and enable DNS Query Forwarding after completing the wizard

Primary DNS Server
Secondary DNS Server

Override DNS @

Allow DNS servers to be

cauhinhcoband.png ~ Hiénthititca X

erridden by DHCP/PPP on WAN

Hinh 3-7 Khai bao thong s co ban
Budce 3: chon Time Zone GMT+7 bAm Next

[.'.j [ Facebook X [ pfSensclocaldomain-W X 4 - X
[m] € @ (@ Khéng bio mat | 192.168.208.2/wizard.php?xm! B 1 a !

WARNING: The 'admin’ account passwerd is set to the default value. Change the password in the User Manager.

Wizard / pfSense Setup/ Time Server Information (2]

Step 3 of 9

Time Server Information

Please enter the time, date and time zone.

Time server hostname [ 0 pfsense pool ntp.org

Enter the hostname (FQDN) of the time server

Timezone Ete/UTC -

pfSense Netgate. View license.

Hinh 3-8 C4u hinh mui gio
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Budc 4: Cau hinh WAN interface:

Tai buéc nay pfsense cung cdp nhiéu phuong thirc cAu hinh mang
WAN khac nhau — static / dhcp / pppoe

mn Facebook X [ pfSenselocaldomain-W: X 4

o < @ @ Khéng bio mat | 192.168.208.2/wizard.php?xml=setup_y

Wizard / pfSense Setup/ Configure WAN Interface

Configure WAN Interface

On this screen the Wide Area Network information will be configured.

SelectedType DHCP v

General configuration

MAC Address
This field can be used to modify ("spoof”) the MAC address of the WAN interface (may be required with some cable connections). Enter a MAC address

in the following format: xocxx:xxoxacxx:xx or leave blank

MTU
e MTU of the WAN interface. If this field is left blank, an MTU of 1492 bytes for PPPoE and 1500 bytes for all other connection types will be

0 (TCP/IP header size) will be in effect. If
ssumed. This should match the above

is left blank, an MSS of 1492 bytes for PPPoE and 1500 bytes for all other connection types will b

MTU value in most all cases.

Static IP Configuration

IP Address

Ot Ml -

Hinh 3-9 C4u hinh card WAN
Budc5: cdu hinh cong LAN — IP 13 192.168.208.5

[O‘j I Facebook X P pisenselocaldomain- Vi X 4 - X
[m} & CG A Khéngb3o mat | 192.168.208.2/wizard php?xmi=setup_wizardxml Bl tr g 3

sjgsense
COMMUNITY EDITION

WARNING: The ‘admin’ account password is set to the default value. Change the passwerd in the User Manager.

Wizard / pfSense Setup/ Configure LAN Interface

Step 5.0f 9

Configure LAN Interface

On this screen the Local Area Network information will be configured.

LAN IP Address 192.168.208.2

Type dhep if this interface uses DHCP to obtain its IP address.

SubnetMask | 74

pfSense Netgate. View license.

Hinh 3-10 CAu hinh Card LAN
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Budc 6: Thay d6i mat khau tai khoan admin

—mﬁ Facebook X M pfSenselocaldomain - W X 4 = X

[ G (@ Khongbdo mat | 192.168.208.2/wizard.php?xml=setup_wizard.xml o B g ¢

Plisense  spem vh O Status - Diag

COMMUNITY EDITION

WARNING: The "admin’ account password is set to the default value. Change the password in the User Manager.

Wizard / pfSense Setup/ Set Admin WebGUI Password (7]

Set Admin WebGUI Password

On this screen the admin password will be set, which is used to access the WebGUI and also SSH services if enabled

Admin Password ‘

‘Admin Password AGAIN

pfSense Netgate. View license.

Hinh 3-11 Dit lai mat khau

Budc 7 bAm Reload

t.f coc coc | i X 1 pfSenselocaldo

[m] < G  (® Knéngbdo mat | 192.168.208.2

lisense i : Srme

COMMUNITY EDITION

WARNING: The ‘admin’ account password is set to the default value. Change the passward in the User Manager
Wizard / pfSense Setup/ Reload configuration (2]
Step 7 of 9

Reload configuration

Click Reload' to reload pfSense with new changes

» Reload

pfSense Netgate. View license.

Hinh 3-12 X4c nhan cau hinh
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Budc cudi sau khi Reload xong s€ vao giao di¢én Dashboard cua

Pfsense

Mﬁ Facebook X [ pfsenselocaldomain- W X 4 = x

o € C @ Knhong bao mat | 192.168.208.2/wizard.php?xmi=setup wizard.xm|&stepid=9 B vy g

Wizard / pfSense Setup / Wizard completed. (2]

L Seoofo ]
Wizard completed.

Congratulations! pfSense is now configured.

We recommend that you check to see if there are any software updates available. Keeping your software up to date is one of the most important
things you can do to maintain the security of your network.

Check for updates

Remember, we're here to help.

Click here to learn about Netgate 24/7/365 support services

Useful resources.

+ Learn more about Netgate's product line, services, and pfSense software from our website

« To learn about Netgate appliances and other offers, visit our store

+ Become part of the pfSense community. Visit our forum

+ Subscribe to our newsletter for ongoing product infermation, seftware announcements and special offers.

Hinh 3-13 Két qua c4u hinh
3.4 Cau hinh Squid va SquidGuard trén Pfsense

Pam bao Pfsense két ndi duge ti internet
Cai Squid va SquidGuard trén Pfsense

Chon “System > Package Manager > chon Tab Available Packages”,

g0 “squid” vao 6 tim kiém -> Nhan “Install” dé cai dit “squid & squidGuard”
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System / Package Manager / Available Packages @

Installed Packages Available Packages
———
I Search term Squid I Both v

Enter a search string or *nix regular expression to search package names and descriptions

Name Version Description

Lightsquid 3.0.6_4  LightSquid is a high performance web proxy reporting tool. Includes proxy realtime statistics (SQStat). Requires Squid package. m

Package Dependencies:
R lighttpd-1.4.48_1 % lightsquid-1.8_5

squid 0.4.43_1 High performance web proxy cache (3.5 branch). It combines Squid as a proxy server with its capabilities of acting as a HTTP / HTTPS reverse PRI
proxy. It includes an Exchange-Web-Access (OWA) Assistant, S5L filtering and antivirus integration via C-ICAP.

Package Dependencies:
L3 squidclamav-6.16 D squid_radius_auth-1.10 L) squid-3.5.27_3 B cap-modules-0.4.5

squidGuard  1.16.4 High perfarmance web proxy URL filter <= install

Package Dependencies:
%ﬁ squidguard-1.4_15

Hinh 3-14 Cai dat Squid va SquidGuard
3.4.1.1 Cau hinh Squid Proxy
Buéc 1: CAu hinh Local Cache. Vao “Services”>Squid Proxy

Server>Local Cache. Muc Cache Replacement: Heap LFUDA, Hard Disk
Cache Size: 2048, Maximum Object Size: 512, Memory Cache size: 512->

Click “Save” dé luu ciu hinh

Package / Proxy Server: Cache Management / Local Cache = =0

General Remote Cache Antivirus ACLs Traffic Mgmt Authentication Users Real Time Sync
1
e ——

Squid Cache General Settings

!
!

!

!

!

!

!

!

!

!

!

!

!

!

!

Cache Replacement 2 v :
i !

Policy cement policy decides which objects will remain in cache and which objects ire replaced 1o create space for the new objects. Default: | 1

!

!

!

!

Low-Water Mark in % 90 N
!

The | r mark { de by ache_replacement_policy algorithm, € '

!

!

!

High-Water Mark in % 95 '
!

he high-water ma FS/U n by the cach (i} ]

!

!

Do Not Cache !

!

!

!

!

!

!

!

Enter domaln(s) and/or IP address(es) that should never be cached. Put each entry on a separate line ]

!

Enable Offline Mode Enable this option and the proxy server will never try to validate cached objects. :
1 ¢s access to more cached information than normally allowed ( vers :

2) 1

!

!

!

External Cache Managers '
!

!

!

Enter the IPs

ache Managers to be granted access to this proxy. Separate e

Hinh 3-15 Céu hinh Squid Proxy
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Squid Hard Disk Cache Settings

Mard Disk Cacha Siae 3 o

Mard Dink Cache System
o
Cloar Disk Cache NOW Hard (Vi Cocke 1 aairma oy maraped by twaostee (hech oho 4 gl = -« som O
- 1w weenadately < e
Laved T Directories .
0
Fard Ok Coche Location
o
Mooy Objamc | 520

Maswmm Object Sae & O o

Squid Memaory Cache Settings
Marsory Cothe Site ¢ o

0
MNas vvnam Obgoct Lae in

AN

Merwcry Repiscement
Policy

Dynamic and Update Contemt

Cathe Dynamic Content bt 30 enabie cathing of dynare cindent

Cuntomn reliesh paniorns

Nine Thase sobiowh sanarns il anly bu ichufod # Cathe Opnams Commaef is enabind

Hinh 3-16 CAu hinh Squid Proxy
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Tiép theo cau hinh tich hop antivirus. Chon “Services > Squid Proxy >
Antivirus Tab” .Tich vao “Enable Squid antivirus check using ClamAV?”,
Tich “Enable Google Safe Browsing support“, “ClamAV Database

Update : every 1 hour” -> Click “Save” dé luu cdu hinh

Enable AV & ¥ Enable Squid antivirus check using ClamAV,

Client Forward Options  Send both client usemame and P info (Defaul) v

Select what client info to forward to Clamay,

Enable Manual disabled Y
Configuration . . .

Warning: Only enable this if you know what you are doing. 0

When enabled, the options below no longer have any effiect. You must edit the configuration files directly in the ‘Advanced Features’

After enabling manual configuration, click the button below once to load default configuration files. To disable manual configuration again, select

disabled’ and click ‘Save’

Redirect URL

When a virus is found then redirect the user to this URL. Example: htp.//proxy.example.comy/blocked html
Leave empty to use the default Squid/pfSense WebGLI URL.

Google Safe Browsing nables Google Safe Browsing support.

Google Safe Browsing database includes information about websites that may be phishing sites or possible sources of malware.

Wamning: This option consumes significant amount of RAM.

Bitclude AudiofVideo This option dizables antivirus scanning of streamed video and audio.
Streams

ClamAY Database Update

every 1 hour
Can schedule ClamAV definitions updates via cron, Select the desired frequency here. 0

Impertant: Szt o 'every 1 hour' if you want to use Google Safe Browsing feature
Click the button below once to force the update of AV databases immediately. Note: This will take a while. Check freshclam log on the Real Time' tab
for progress information.

2% Update AV

Regional ClamAY nane 1]
Natahaze Unelate Mirrar

Hinh 3-17 CAu hinh diét virus
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Tiép theo Enable Squid Proxy. Chon “Services > Squid Proxy >

General Tab” .Tich vao “Check to enable the Squid Proxy”, Proxy

interface(s): LAN, Tich vao “Allow Users on Interface”, Tich vao

“Transparent HTTP Proxy®, Transparent Proxy Interface(s): LAN, Tich

“Enable Access Logging®“, Log Store Directory: /var/squid/logs -> Click

“Save” dé Ivu ciu hinh

Package / Proxy Server: General Settings / General

l

Squid General Settings

Ol @O

Erable Squid Preary

¥eep Sestings/Data

Proxy Interface(s)

Prory Pert

ICP Pert

i 0 rver will send and recetve IC2 queries t 3
Allow Usars on interface ‘O‘ln.—tw.- sier s coonected to the interisce(s) svlected In e Proay Ime
. © pdd 1 erfacr's '

Patoh Captive Portad

Resolve DNS IPvd Firet

Dizable ICMP

Use Alternate DNS
Sarvers for the Proxy
Server

Important: | urnchack

od. AL Soud

zarvices wil be deastlod and stopped

£ Wenabied the senngs logs cache, AV defs and other data will be presenved amoss package rersials
Important: If dsabled all settings and data will be ed o bag t grad

LAN 3
s

Transparent Proxy Settings

Transparent HTTP Proxy Ii Enatie Yanspensnt mode 30 formard all 1egurits 100 desunation port 8010 the ¢
wit? 2 { )
t
!

Travsparent Proxy
Anterface(s)

Dypass Proxy for Privase
Addresa Destinaticn

Bypeas Praxy for These
Seurce Py

594 for details!

Important: Irancparent me

Hist:
LAN J ©
oW
ADS
he pr
[ f and tratho to Prvat

Hinh 3-18 Kich hoat dich vu Squid Proxy
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Prory Pert b1 |

ICP Port

fie port the proxy server wil gend and recels

Allow Users on Interface ‘O"""" the users connecied to the inserface(s) are

Patoh Captive Portal S0 Sug A55% for decals!
Resolve DNS 1Pvd First Enable this to force DNS 1P lookup fres
T anl - selul il y
Disable ICMP Check this 1o dissble Sguaid ICMP pinger helper
se Ahernate DNS
Servees for the Proxy
ther than those configured in Syste Jerer Setud, eier U ' ¢ Leparnie ot

Server

Transparent Proxy Settings

Teasparent HTTP Proxy & Enabie Varapaent modke 10 formand o reguesta for Sestnation port 50 10 The oy senver I s

15t parert xy v Withou! arry sdditice of ath ing n wary horrt
Iimportant: Trancparom mode wil fitor SSL (port 443} # you enadle
His: I o w0p ’ ' and HTTPS protocsis withowt mtercepling SSL comnections dgurs WPAL/SFA
Transparent Prexy LAN ) 6
Interface(s) AU
Al
he prosy seevwr will tran ntly mtetce .cpim r e CTHL « k 20 webect mrultipie nlerfs
Dypass Proxy for Private Do not forwand tratho to Privato Addeess Spaco (RFC 1918) decanatione
Address Destinsticn De tors i Address Space (RFC 19 somted clrectly through the fiem t 1
Bypeas Proxy for These
Seurce Ps

ralfe ¥ SOuWse P CIOR rets, Poatr . adanes through tt . i

Applies ondy o teansparent mode. Sepr #e snties by serre-ockons ()

Hinh 3-19 Kich hoat quét port 80

3.4.1.2 Cau hinh SquidGuard
Truy cip Services> SquidGuard Proxy Filter> General Setting bat

Enable> Apply
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Enable

Check this option to enable squidGuard.
Important: Please set up at least one cate on the ‘Target Categories’ tab before enabling. See this link for details
The Save button at the bottom of this page must be clicked to save configuration changes.

To activate squidGuard cenfiguration changes, the Apply button must be clicked.

SquidGuard service state: STARTED

LDAP Options

Enable LDAP Filter Enable aptions for setup Idap connection to create filters with [dap search

LDAP DN

Configure your LDAP DN (ex: cn=Administrator,cn=Users dec=domain)

LDAP DN Passward
Password must be initialize with letters (Ex: Change123), vali
Strip NT domain name Strip NT domain name compenent from user names [ or % separated).
Strip Kerberos Realm Strip Kerberes Realm compaonent from user names (@ separated).
LDAP Version Version 3 r

Logging options

eCk this option to log the access to the Proxy Filter

Enable GUI log

ke in Commeoen ACL, Group ACL and Target Categories. This option is usually

Enable log heck this option to lo

g the proxy filker settings like blocked'y
SE1TiNgs.

P=nded if you enable any kind of logging to limit file size and do not run out of disk

Enable log rotation ¥ Check this option to rotate the logs every day. This is recon

Hinh 3-20 Kich hoat SquidGuard
Enable BlackList va nhép dia chi:

http://www.shallalist.de/Downloads/shallalist.tar.gz

vao 0 Blacklist URL. Pay la dia update cai list web khiéu dam, bao luc,

nhac, dowload ....

USTU W GITEUR UIE HIET STWHYS

Enable log rotation # Check this option to rotate the logs every day. This is recommended if you enable any kind of logging to limit file size and do not run out of disk
space

Miscellaneous

Clean Advertising

Blacklist options

Enable Blacklist

[ Blacklist Check this option to enable blacklist ] Check vao 6 nay dé

Do NOT enable this on NanoBSD installs!

Blacklist proxy

v.shallalist. de/Downloads/shallalist.tar gz
icklist chan cac thé loat WEB

nk. The LOCAL path could be

Blacklist URL

vad |

vath to the blacklist (blacklist.tar.gz) here. You can use FTP, HTTP or L lacklist archive or leav

Hinh 3-21 Nhap dia chi dudng dan
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Tiép theo Services -> SquidGuard Proxy Filter -> Target

categories->ADD. Tai day thém tén mién mudn chin

Proxy filter SquidGuard: Target categories / Edit / Target categaries C®=|H=e

General zettings Common ACL Groups ACL Target categories Times Rewrites Blacklist Log XMLRPC Sync

General Options

Block-weh

Enter a unigue name of this rule hare
Tha name must consist between 2 and 15 symbaols [&-Z_0-8]. The first one maest be a letter
QOrder — v

Salect the new position for this target categaery. Target categories are listed in this ondar on ACLs an

facebook. com fir. com youtube.com phimmel.com nhaccuwatul . com

mp3. Zing. v,

d are matched from the top down in sequence

Enter destination domains or IP-addresses here. To ¢

Example: mail.ru e-mail.ru yahoo.com 192.168.1.1

Hinh 3-22 Thém web chan

Regular Expression

Enter word fragments of the destination URL. To separate thern use | . Example: maillcasinoigame]\, redfl3

Redirect mode ink arros page (enler error rmessage) b4

Selact rediract made hers
Miote: if you use Transpe

Optionaext url e page , exd wi redirect |, ext url as ‘move’ | ext url as Tound

Web bl cam, xin mod quay lai

Enter the extemal redirection URL, error message or size (bytes) here

arent proxy then int’ redirect mode will not aceessible

Dascription

fou may enter any description hera for vour reference

# Check this opticn to enable logging for this ACL

[QE-WE

Hinh 3-23 Két thic

Cu Thé Huy- CT1901M 60
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3.4.1.3 Két qua bai thue nhiém
Facebook da bi chan

squidGuard Error page X ‘

& ¢ @ © @& https://www.facebook.com {l 4
Request denied by pfSense proxy: 403 Forbidden

+ Reason: Web bi cam, xin mo1 quay lat

Client address: 192 168 208.100
Client name: 192.168.208.100
Client group: default

Target group: Block-web

URL: https://www.facebook.com/

Hinh 3-24 Chéan cac web phim

Trang xem phim youtube cling da bi chdn

squidGuard Error page X

€= C @ () & httos: fiwwyoutubeom w @

Request denied by pfSense proxy: 403 Forbidden

Reason: Web bt cam, xin mot quay las

Client address: 192.168 208 100
(lient name: 192.168 208 100
Client group: default

Target group: Block-web

URL: https:/fwww.youtube. con/

Hinh 3-25 Chéan cac web ca nhac
DPéi voi nhitng nhu cau vé tim kiém, doc tai liéu dé phuc vu cho cong

viéc van luon dugc md cho nhan vién
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| @ Quantrimang.com: Kién Thic X ’

E <« cC @ @ & nhttps;//quantrimang.com

E .

~ @)vantriman Tim ki E3
i Kién thix - Kinh nghiém - Hoi ddp

@ Trangchi W Lang Congnghé [l Congnghé &8 Khoahoc &% Cudc son i 2 Ungdung @ iPhone ! Android

Enterpreneurs
International
StartUp 360° MBA

Get an edge >

TiM KIEM CO TAI TRQ' = ©
(__caidatphanmém )

@V".E*_. T, DX C Quan ri mang ) |
Hinh 3-26 Trang web cho phép di qua
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KET LUAN

D6 4n “Tim kiéu giai phap an ninh mang v&i FireWall” da dat dugc

nhitng két qua sau:
Vé Iy thuyét d6 an da trinh bay va hiéu duoc:
_ Tong quan vé an ninh — an toan théng tin mang. Cac phuong thirc tin
cdng, cac bién phap giai phong tranh khi bi tdn cong.
~ Trinh bay duoc Firewall 1a gi, chiic niang cta Firewall ddi véi mang
may tinh....
~ Néu lén mét so giai phap vé Firewall hién nay
Vé thyc thi, d0 4n tién hanh:
_ Trién khai thuc thi diéu tiét muc dich s dung luu luong mang cua
doanh nghiép nhé moét cach hop li
Tuy nhién trong qué trinh thuc hién, do ning lyc con nhiéu han ché,
cung nhitng nguyén nhan khach quan khac nhu, co sé vat chat, kha nang dich
hiéu tiéng Anh trong qua trinh trao d6i trén cac dién dan cong nghé nén chic
chan trong dd 4n con nhiéu sai sét. Em rdt mong nhan dugc su dong gop ¥
kién ctia cac Thady Co va céc ban dé em c6 thém kién thirc va kinh nghiém
tiép tuc hoan thién ndi dung nghién ciru trong dé tai. Em xin chin thanh Cam

on!
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TAI LIEU THAM KHAO
[1].https://quantrimang.com/

[2].https://lib.hpu.edu.vn/
[3].https://pfsense.org/

[4].https://tailieu.vn/
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