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LOI CAM ON
Trong qua trinh lam dd 4n vira qua, duoc sy giup d& va chi bao nhiét
tinh cia TS. Ngb Truong Giang — Truong DPai hoc Dan Lap Hai Phong, do an
cia em dd dugc hoan thanh. Mic du di cb ging voi su tdn tdm cia thay
huéng dan song do thoi gian va kha ning con nhiéu han ché nén d6 an khong

tranh khoi nhimg thiéu sot.

Em xin bay to 1ong biét on siu sic ti thady Ngo Truong Giang di tan
tinh hudng dan, chi bao va danh rit nhiéu thoi gian quy bau ctia thdy cho em
trong thoi gian qua, di gitip em hoan thanh d6 4n dang thoi han.

Em xin cam on cic thdy cd giao bd mon khoa Cong nghé thong tin da
giang day, trang bi cho em nhiing kién thirc chuyén nganh, chuyén mon,
chuyén sau trong sudt 4 nim qua.

Xin cam on gia dinh va ban bé d3 ¢6 vii va dong vién cho em trong sudt
qué trinh hoc tap cling nhu thoi gian lam d6 an, da giup em hoan thanh khoa
hoc, d6 4n theo quy dinh.

Em xin chan thanh cam on!
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MO DAU

Thé gi6i dang bit dau budc vao cudc cach mang cong nghiép lan thu
tu, mot cudc cach mang san xuat moi gan lién voi nhitng dot pha chua ting
cd vé cong nghé, lién quan dén két ndi Internet, dién toan dam may, in 3D,
cong nghé¢ cam bién, thuc té 4o... Cudc cach mang san xuat méi nay duoc du
doan s& tic dong manh mé dén moi qudc gia, chinh phu, doanh nghiép va
ngudi dan khip toan cau, cling nhu lam thay dbi can ban cach ching ta sng,
lam viéc va san xuét. Bén canh sy phat trién d6 ciing tiém an nhiing nguy co
de doa dén moi mat cua doi séng xa hoi nhu viée danh cip thong tin, truy cap
hé thong trai phép, tin cong tir chdi dich vu... La nguy co ma nguoi dung

Internet phai dwong dau.

Rét nhiéu cac giai phap an ninh mang d3 dugc dua ra va ciing di co
nhitng dong gop to 16n trong viéc dam bdo an toan thong tin, vi du nhu:
Firewall ngin chin nhiing két ndi khong dang tin cdy, ma hoa lam ting d6 an
toan cho viéc truyén dir li€u, cac chuong trinh di¢t virus voi co s¢ dir liéu
duoc cap nhat thuong xuyén...

Tuy nhién thuc té cho thiy chung ta van ludn thu dong trude cac cude
tan cong dac biét 1a cac tan cong kiéu moi vi vay yéu cau dat ra 1a can c6 mot
hé théng phat hién va canh bao sém trude cac cudc tin cong. Hé thdng phat
hién xdm nhap dugc xem nhu 1a mét lya chon tdi wu.

Do an nay trinh bay vé Hé thong phat hién canh bao nguy co tin cong
mang va tim hiéu cong cu phat hién canh bdo nguy co tin cong mang ma
ngudén mé SNORT. Noi dung ctia ¢ 4n bao gdm:

_ Chuongl: Tim hiéu téng quan giam sat an ninh mang.
~ Chuong2: Tim hiéu hé thong phat hién va chong xdm nhap mang.
~ Chuong3: Ung dung phan mém mi ngudn md SNORT trong phat hién

xam nhap mang.
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CHUONG 1: TONG QUAN VE GIAM SAT AN NINH MANG.
1.1 Giam sat An ninh mang.

Giam sat An ninh mang la hé théng duoc xay dung nham muc dich thu
thap, theo doi, phan tich cac su kién, dit liéu ra vao mang tir d6 phét hién céc
tan cong mang va dua ra canh bao cho hé thong mang duoc giam sat. Vé ban
chét day 1a hé thong phan tich sy kién, ludng dir liéu ma khong tich hop céc
giai phap ngan chin vao trong d6. Hé thong nay hoat dong doc 1ap va chi thu
thap nhat ky hé thdng cua cac thiét bi, tng dung hay cac ludng dit liéu cha

khong anh huéng dén chung.

Trong cac hé théng thong tin, viéc khéc phuc céc su cd thuong ton mot
chi phi rat 16n. vi vay, giai phap gidm sat mang dé phat hién som cac su ¢ 1a
mét su lya chon dugc nhiéu nguoi ua thich nham mang lai hi€u qua cao vdi
chi phi vira phai.

1.2 M5 hinh h¢ thong va chirc ning chinh.

Vé co ban hé théng Giam sat an ninh mang (GSANM) tuan thu theo
mod hinh SIEM (Security Information and Event Management). Pay 1a mo
hinh chung cho hé thong GSANM duoc sir dung rat nhiéu trén thé gidi va cac
nha san xuét cac thiét bi GSANM cling dua trén mo hinh chuéan nay.

1.2.1 Céc thanh phin chinh.

Hé théng Giam sat an ninh mang bao gdm céc thanh phéan chinh sau:

Hinh 1-1: Thanh phan ctia GSANM
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CONSOLE:

La noi xu 1y, luu trlt cdc sy kién an ninh dugc canh bao, cac sy kién
nay dugc gui 1én tir Event Processor va Flow Processor. Ngoai ra tai day con
chtra cac tap luat xur ly cac dit liéu, CONSOLE co6 kha nang hoat dong doc
1ap.

CONSOLE c¢6 hai giao dién, giao dién command line giip ngudi quan
trj cAu hinh, xtr 1y cac 156i hé thong, ... va giao dién web 1a noi hién thi cac canh
bao cling nhu cac su kién thu thap dugc. Cac canh bao sé dugc luu trir tuy vao

ciu hinh quan trj trong bao 1au, thudng 1a mot nim cho mdi hé thong.

Nang luc hoat dong cia CONSOLE tuy thudc vao nhiéu yéu t6 nhu:
Puong truyén mang, cdu hinh phan cing, ... thong thuong hé théng hoat
dong voi cong suat 1000EPS va 100000FPM. Khi hé théng GSANM duoc
thiét 1ap va cdu hinh thi CONSOLE sé& tu dong cau hinh tuong Gng cho céc
thiét bi khac mot cach chu dong sau khi két ndi vao cac thiét bi thong qua
cong 22. Tir d6 cac viée cau hinh cac thiét bj trong hé thong GSANM c6 thé
duoc thuc hién thong qua CONSOLE bﬁng hai céch dé 1a qua giao dién Web

v&i cong 443 hodc qua giao dién command line.

EVENT PROCESSOR (EP):

bay la noi1 xtr 1y cac su kién duoc gui vé tir Event Collector. Cac su
kién nay s& duoc xir 1y thong qua cac tap luat tai ddy. Néu 1a canh bao hoic
cac su kién tur cac thiét bi an ninh dua ra canh béo thi n6 sé dugc gui théng
tryc tiép 1én CONSOLE dé xur 1y. Néu 1a cac sy kién khong dua ra canh bao
s& dugc luu trit tai ddy ma khong chuyén 1én CONSOLE.

Cac sy kién dugc luu trit tuy theo cu hinh cua quan tri, thuong la ba
thang cho cac su kién khong dwa ra canh bao. Cac nhat ky hé théng khong

dua ra canh bao no s€ dugc quan ly qua giao dién web cia CONSOLE.

FLOW PROCESSOR (FP):
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Pay 14 noi xtr Iy ludng dit lidu, FP nhan dir liéu tir Flow Collector va xtr
Iy dya trén cac tap luat cua FP. Sau dd, cic canh bao s€ dugc no gui Ién
CONSOLE con cac su kién khong dua ra canh bao sé duoc luu trir tai FP va
duogc quan ly dua trén giao dién web cua CONSOLE. Thoi gian luu trir cac su

kién nay tiy thudc vao ciu hinh thudng 13 ba thang.

EVENT COLLECTOR (EC):

La noi thu thap nhat ky hé thong, tiép nhan cac nhat ky hé théng tir cac
thiét bi, hodc cac ung dung gui vé. Tai day nhat ky hé théng s€ duoc ma hoa,

nén va gui vé EP qua cong 22. Sau d6 né s& dugc EP phén tich va xtr 1y .

Pbi voi EC c6 rat nhiéu phuong phéap 1ay nhat ky hé théng khac nhau
VD: Cai dit agent 1én cac may tinh can thu thap va gui nhat ky hé thong da
dugc chi dinh vé cho EC. Tai CONSOLE nguoi quan tri s€ cAu hinh cho EC
thu nhan cac nhat ky hé théng tir cac agent ndy. Sau d6 cac nhat ky hé thong
nay s€ dugc quan ly dua trén giao dién web cua CONSOLE. EC chi c6 kha
nang thu thap cac su kién ma khong c6 kha ning thu thap céac ludng dit liéu.
V&i mot thiét bi, dich vu nhu IIS, thudng c6 khoang 20 su kién trén gidy (20
EPS).

FLOW COLLECTOR (FC):

Pay 1a noi thu thap cac ludng dir liéu tir mang dugc giam sat. FC
thuong thu nhan ludng dir liéu tir cac switch c6 chirc ning span port cia
Cisco. Sau d6 dit liéu ciing dugc nén, mi hoa va chuyén vé FP xir Iy thong
qua cong 22. CONSOLE sé& cau hinh cho FC lang nghe ¢ cong Ethernet duoc
két ndi vai span port dé thu thap dir liéu. Kha nang xa 1y hi¢n tai trén hé

théng GSANM dbi voi FC 1a 220000FPM.

Céc thiét bj phan cing EC va FC ctia hé thong GSANM c6 chirc nang
thu thap nhat ky hé théng ¢ dang “thd” 13 dang chwa dugc phén tich. D6i véi

mdi thiét bi ndy ngudi quan tri hé théng can cung cap dia chi IP tinh public,
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sau do viéc trao doi dit liéu qua hé théng s€ dugc ma hoa, nén lai va gui to1
EP, FP dé phan tich va xtr Iy thong qua cong 22. CONSOLE sé& hién thj dir
liéu 16n giao dién web dé ngudi quan tri ¢d thé s& xem cac canh bao nay thong
qua con g443.

1.2.2 Phan loai
M6 hinh GSNAM duoc trién khai c6 hai dang chinh sau:

- Dang phan tan (Distributed):

"
EVENT O O CPINT COLLLCION
P e
o MANG DU GEANM 0L NANG DU GEANM 02 3

Hinh 1-2: M6 hinh GSANM phan tan

La mo hinh ma trong d6 c6 hé théng xir Iy duoc dit ¢ trung tim
GSANM va moi hoat dong ctua h¢ théng nhu: Cac su kién, luéng dir li€u, ...s€
duoc xtur 1y tai trung tam sau d6 duoc hién thi 1én giao di¢n Web site. DPéi voi
md hinh nay thudng doi héi mot sy dau tu quy mo va luc luong con ngudi
phai nhiéu méi du kha nang dé van hanh hé thong nay.

- Dang hoat dong doc lap (All in one):

Pham Quang Tuyén _CT1802 11
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ALL ™ ONhE

Hinh 1-3: M6 hinh GSANM tap trung.

Pay 13 m6 hinh ma hé théng dugc xay dung riéng 1¢é cho cac don vi, va
khong lién quan t6i nhau, c6 nghia 13 hé thong hoat dong doc 1ap. Cac nhat ky
hé théng va ludng dir liéu duoc truc tiép thu thap tai mang con, sau d6 day vé
thiét bi GSANM va tai day ludng dir lidu s& dugc xur Iy. Tuy nhién, mo hinh
nay phu hop cho cac ngan hang va don vi nhé va yéu cau vé dau tu va luc
lugng con nguodi khong cao.

1.2.3 Chirc ning

Pbi voi hé théng GSANM chirc ning chinh cta né 1a s& thu thap cac
thanh phan sau:

- Céc sy kién an ninh (Securtity Event): Puogc sinh ra tir cac ing dung
hodc thiét bj nhu: Nhat ky hé théng IIS, Firewall, VPN (Virtual Private

Network), IDS (Intrusion Detection System), IPS (Intrusion Prevention

System), ...

_ BGi canh hoat dong mang (Network activity context): Tang 7 bdi canh

ung dung tir luu lwong mang va luu luong céc ing dung.

- Thong tin h¢ di€u hanh: Tén nha san xuat va chi ti€t vé s6 phién ban.
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_ Cac nhat ky hé thong tng dung: Ké hoach nguén lyc doanh nghiép
(Enterprise Resource Planning — ERP), quy trinh lam viéc, co s¢ dit liéu

mg dung, nén tang quan 1y,...

Vi moi dong nhat ky hé théng sinh duogc tinh 1a mdt su kién, cac su
kién dugc tinh trén gidy (EPS), va xur 1y cac ludng dir liéu nay duoc tinh trén
phut (FPM) sau do6 hé théng s& tién hanh phan tich bﬁng cac bd luat va duara
cac canh bdo can thiét toi nha quan tri hé théng.

1.3 Phat hién va chong xAm nhip mang
1.3.1 H¢ thong phat hi¢n xAm nhap (IDS).

IDS (Intrusion Detection Systems) 1a mot hé thong phong chéng nham
phat hién cac hanh dong tin cong vao mot mang muc dich cta n6 14 phat hién
va ngin nglra cac hanh dong pha hoai ddi voi van dé bao mat hé thong hoic
nhitng hanh déng trong tién trinh tdn céng nhu swu tip, quét cac cong mot
tinh nang chinh cia hé théng nay 1a cung cip thong tin nhan biét vé nhiing
hanh dong khong binh thuong va dua ra cadc bao canh thong bdo cho quan tri
vién mang khoéa cac két ndi dang tan cong nay thém vao d6 cong cu IDS ciing
c6 thé phan biét giita nhitng tdn cong bén trong tir bén trong t6 chire (tir chinh
nhan vién hodc khach hang) va tin cong bén ngoai (tan cong tir hacker).

1.3.2 He¢ thong chong xaim nhap (IPS).
IPS (Intrusion Prevention Systems) 1 hé thdng theo ddi, ngan ngira kip

thoi cac hoat dong xam nhap khong mong mudn.

Chtrc nang chinh cua IPS la xac dinh céc hoat dong nguy hai, luu
giit cac thong tin nay. Sau d6 két hop véi firewall dé dimg ngay cac hoat dong
nay, va cudi ciing dua ra cac bao cdo chi tiét vé cac hoat dong xAm nhap trai
phép trén.

Hé thdng IPS duoc xem 1 truong hop mo rong cua hé théng IDS, cach
thirc hoat dong ciing nhu dic diém cua 2 hé théng nay tuong tu nhau. Diém

khac nhau duy nhat 12 hé thng IPS ngoai kha niang theo ddi, giam sat thi con
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c6 chtrc nang ngan chin kip thoi cac hoat dong nguy hai ddi voi hé thong. Hé
théng IPS st dung tap luat twong tu nhu hé théng IDS.
1.3.3 Nguyén ly hoat dong hé thong

Nguyén Iy hoat dong ciia mot hé thdng phat hién va chdng xam nhap
duogc chia lam 5 giai doan chinh: Gidm sat mang, phan tich luu thong, Lién
lac giira cac thanh phan, Canh bao vé cic hanh vi xdm nhap va cudi cling
c6 thé tién hanh phan wng lai tuy theo chiic ning cua timg IDS.
1.3.3.1 Giam sat mang (monotoring)

Giam sat mang 1a qué trinh thu thap thong tin vé luu thong trén mang.
Viéc nay thong thuong duoc thuc hién bang cac Sensor. Yéu cau doi hoi ddi
v6i giai doan nay 13 c6 dugc thong tin ddy du va toan ven vé tinh hinh mang.
Pay ciing 1a mot van dé kho khan, boi vi néu theo ddi toan bo thong tin thi s&
tén kha nhiéu tai nguyén, dong thoi giy ra nguy co tic nghén mang. Nén can
thiét phai can nhac dé khong lam anh hudng dén toan bo hé thong. Co thé sir
dung phuong an 1a thu thap lién tuc trong khoang thoi gian dai hodc thu thap
theo timg chu ki. Tuy nhién khi d6 nhimg hanh vi bat dugc chi 1a nhimg hanh
vi trong khoang thoi gian gidam sat. Hodc c6 thé theo vét nhitng luu thong
TCP theo goi hoic theo lién két. Bang cach nay s& thdy duoc nhimng dong dit
liéu vao ra duoc phép. Nhung néu chi theo ddi nhiing lién két thanh cong s&
c6 thé bo qua nhitng thong tin c6 gia tri vé nhiing lién két khong thanh cong
ma day lai thuong 1 nhiing phan quan tim trong mot hé théng IDS, vi du nhu
hanh dong quét cong.
1.3.3.2 Phén tich luu thong (Analyzing)

Khi di thu thap dugc nhiing thong tin can thiét tir nhitng diém trén
mang. IDS tién hanh phén tich nhitng di liéu thu thap dugc. Mdi hé thong can
c6 mdt sy phan tich khac nhau vi khong phai méi trudng nao ciing giong

nhau. Thong thuong ¢ giai doan nay, hé théng IDS s& do tim trong dong
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traffic mang nhiing dau hiéu dang nghi ngod dua trén k¥ thuat d6i sanh mau
hoic phan tich hanh vi bat thuong.
1.3.3.3 Lién lac

Giai doan nay giitr mot vai trd quan trong trong hé thong IDS. Viéc lién
lac dién ra khi Sensor phat hién ra d4u hiéu tan cong hoac B xtur 1y thuc hién
thay dbi cau hinh, diéu khién Sensor. Thong thuong cac hé théng IDS su
dung cac bo giao thic dac biét dé trao doi thong tin gitta cac thanh phén. Cac
giao thitc ndy phai dam bao tinh tin cdy, bi mat va chiu 16i tdt, vi du: SSH,
HTTPS, SNMPv3...Chang han hé théng IDS cua hing Cisco thudng sir dung
giao thirc PostOffice dinh nghia mot tip cac thong diép dé giao tiép giira cac
thanh phan.
1.3.3.4 Canh bao (Alert)

Sau khi di phan tich xong dit liéu, hé théng IDS can phai dua ra dugc

nhirng canh bdo. Vi du nhu:
- Canh bao dia chi khong hop 1¢.

_ Cénh bao khi may cb ging két nbi dén nhitng may nam trong danh sach
can theo ddi & trong hay ngoai mang.
1.3.3.5 Phan trng (Response)

Trong mot s hé théng IDS tién tién hién nay, sau khi cac giai doan
trén phét hién duoc dau hiéu tan cong, hé thong khong nhiing canh béo cho
ngudi quan tri ma con dua ra cac hanh vi phong vé ngan chin hanh vi tin
cong d6. Pidu nay giup ting cudng kha niang tu vé ciia Mang, vi néu chi can
canh béo cho ngudi quan trj thi d6i khi cudc tan cong sé& tiép tuc xay ra giy ra
cac tac hai xdu. Mot hé thong IDS c6 thé phan tng lai trudc nhiing tn cong
phai dugc cdu hinh dé co quyén can thiép vao hoat dong cta Firewall, Switch

va Router. Cac hanh dong ma IDS c6 thé dua ra nhu:

- Ngit dich vu.
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- Gién doan phién.
_ Cam dia chi IP tan cong.

- Tao log.
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CHUONG 2: HE THONG PHAT HIEN XAM NHAP MANG

Néu nhu hiéu Firewall 1a mot hé théng “khoa” chét chin & cua ngo
mang, thi hé théng IDS ¢6 thé duoc coi nhu cac “cam ung giam sat” dugc dat
khip noi trong mang dé canh béo vé cic cudc tin cong dd “qua mat” duoc
Firewall hodc xuét phat tir bén trong mang. Mot IDS c6 nhi¢ém vu phan tich
cac gbi tin ma Firewall cho phép di qua, tim kiém cac dau hiéu tan cong tur
cac ddu hiéu di biét hoac thong qua vi¢c phan tich cac su kién bat thuong, tu
d6 ngan chin cac cudc tan cong trude khi nd co thé gay ra nhirng hiu qua xiu
v6i to chc.

Céch day khoang 25 nam, khai niém phat hién xam nhap xuét hién qua
mot bai bao ciia James Anderson khi d6 ngudi ta can IDS v6i muc dich 1a do
tim va nghién ctru cac hanh vi bat thuong va thai do ctia nguoi st dung trong
mang, phat hién ra cac viéc 1am dung dic quyén dé giam sat tai san hé thong
mang. Céac nghién ctru vé hé thong phat hién xam nhap duoc nghién ctu
chinh thirc tir ndm 1983 dén nam 1988 trudc khi duoce st dung tai mang may
tinh ctia khong lyc Hoa Ky. Cho dén tan nam 1996, cac khai niém IDS van
chua duoc phé bién, mot sd hé théng IDS chi duoc xuét hién trong cac phong
thi nghiém va vién nghién ctu. Tuy nhién trong thoi gian ndy mot sé cong
nghé IDS bét dau phat trién dua trén sy bung nd caa cong nghé thong tin dén
nam 1997 IDS méi duoc biét dén rong rai va thuc sy dem lai loi nhuan véi su
di dau cua cong ty ISS, mot nam sau d6, Cisco nhén ra tim quan trong cua
IDS va da mua lai mot cong ty cung cap giai phap IDS tén 1a Wheel. Hién tai,
cac thong ké cho thdy IDS/IPS dang 1a mot trong céc cong nghé an ninh duoc
str dung nhiéu nhat va vin con phat trién.

2.1 Phat hién xam nhap.

Phat hién xam nhép 1a tdp hop céc k¥ thudt va phuong phap duogc st

dung dé phat hién cac hanh vi dang ngd ca & cdp d6 mang va may cha hé

théng phat hién xAm nhap phan thanh hai loai co ban:
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- H¢ théng phat hién dua trén d4u hiéu xam nhap.
_ Hé thong phat hién cac dau hiéu bat thudng.

Ké tin céng co nhitng dau hiéu, gidng nhu 1 virus, c¢6 thé dugc phat
hién bang cach sir dung phadn mém bang cach tim ra dir liéu cta goi tin ma c6
chtra bat ki dau hiéu xam nhap hodc di thudng duoc biét dén dua trén mot tap
hop cac ddu hiéu (signatures) hoidc cac qui tic (rules). Hé théng phat hién c6
thé do tim, ghi lai cic hoat dong déng ngd nay va dwa ra cic canh bao.
Anomaly-based IDS thuong dya vao phan header giao thic cua goi tin duoc
cho 13 bt thuong Trong mét sb truong hop cac phuong phap c6 két qua tot
hon voi Signature-based IDS thong thudong IDS sé& bat 1dy cac goi tin trén
mang va ddi chiéu vdi cac rule dé tim ra cac d4u hiéu bat thudng clia goi tin.
2.1.1 Chinh sach ctia IDS.

Trude khi cai dat mot hé thong IDS 16n hé théng thi cAn phai c6 mot
chinh sach dé phat hién ké tan cong va cach xu 1y khi phat hién ra cac hoat
dong tin cong bang cach nao d6 chung phai duoc ap dung céc chinh sach can

chtra cac phan sau (co thé thém tiy theo yéu cau cua timg hé thong):

~ Al s& giam sat hé thong IDS? Tuy thudc vao IDS, c6 thé co co ché canh
bao dé cung cip thong tin vé cac hanh dong tin cong. Cac canh bao nay
c6 thé ¢ hinh thirc vin ban don gian (simple text) hodc ching c6 thé ¢
dang phirc tap hon c6 thé duoc tich hop vao cic hé thong quan 1y mang
tap trung nhu HP Open View hoic My SQL database can phai c6 nguoi
quan tri dé giam sat cac hoat dong xam nhap va cac chinh sach can co
nguodi chiu trach nhiém céc hoat dong xam nhap cod thé duoc theo doi va
thong bao theo thdi gian thuc bing cach st dung cira s6 pop-up hoic
trén giao dién web cac nha quan tri phai c6 kién thirc vé& canh bao va

murc do an toan cuia h¢ thong.

~ Ai s& diéu hanh IDS? Nhu voi tit ca cac hé thong IDS can dugce duoc

bao tri thuong xuyén.
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2.1.2

Ai s€ xur 1y cac su cO va nhu thé nao? Néu cac sy ¢6 khong dugc xtur 1y

thi IDS xem nhu v6 tac dung.

Céc béo cdo co thé dugc tao va hién thi vao cudi ngay hodc cudi tuan

hodc cuoi thang.

Cap nhat cac dau hiéu. Cac hacker thi ludn tao ra cac ky thuat méi dé
tan cong hé théng. Cac cudc tan cong nay duoc phat hién bai hé thong

IDS dya trén cac du hiéu tan cong.

Cac tai liéu thi rat can thiét cho céc du an. Céc chinh sach IDS nén
duoc mo ta dudi dang tai liéu khi cac cudc tAn cong dugc phat hién.
Céc tai lidu co thé bao gdm céc log don gian hodc cic van ban. Can
phai xay dung mot sé hinh thic dé ghi va luu trir tai lidu. Cac bao cdo
cling l1a cac tai li¢u.

Kién tric hé thong phat hién xAm nhap.

Kién tric ctia mot hé théng IDS bao gom cac thanh phan chinh sau:

Thanh phan thu thap géi tin (information collection), thanh phan phan tich géi

tin (detection) va thanh phan phan hoi (response). Trong ba thanh phan nay,

thanh phan phan tich géi tin 13 quan trong nhat va b cam bién (sensor) dong

vai tro quan quyét dinh nén can dugc phan tich dé hiéu ro hon vé kién trac

cia mot hé théng phat hién xam nhap.

i Event _ Response
Set of event.

: (syslogs, |

: System .

: status,

i network

' | Information packets) | S
| collection - ystem Res::ﬂ;:mse
' policy : policy

_______ f 4 A

Information Collection Detection Response

policy

‘ Detection

Hinh 2-1: Kién tric cia mot hé théng phat hién xam nhap.
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Bo6 cam bién dugc tich hop véi thanh phan suu tap dir lidu bo tao su
kién cach suu tap nay duoc xac dinh bdi chinh sach tao sy kién dé dinh nghia
ché do loc thong tin su kién bo tao su kién (hé diéu hanh, mang, ung dung)
cung cép mét sb chinh sach thich hop cho cac su kién, co thé 1a mot ban ghi
cac su kién cua hé théng hoac céac goi mang s6 chinh sach nay cung vdi thong

tin chinh sach c6 thé duoc luu trong h¢ théng dugc bao v€ hoac bén ngoai.

Vai tro ciia bd cam bién la dung dé loc thong tin va loai bd dir licu
khong tuong thich dat dugc tur cac sy kién lién quan véi hé théng bao vé, vi
vay c6 thé phat hién duoc cac hanh dong nghi ngd bo phén tich st dung co
sO dir lidu chinh sach phat hién cho muc ndy. Ngoai ra con ¢6 cac thanh phan:
dau hiéu tin cong, profile hanh vi thong thuong, cic tham s can thiét (vi du:
cac ngudng) thém vao do, co s dir liéu giit cac tham sd cau hinh, gdm c6 céac
ché d6 truyén thong voi module dap tra bo cam bién ciing ¢6 co sé dit liéu cua
riéng no, gém dit liéu luu vé cac xAm pham phtc tap tiém an (tao ra tir nhiéu

hanh dong khac nhau).

IDS c6 thé duoc siap dat tap trung (vi du nhu duge tich hop vao trong
tuong lira) hodc phan tan. Mot IDS phan tan gdm nhiéu IDS khac nhau trén
mot mang 16n, tit ca ching truyén thong véi nhau nhiéu hé thong tinh vi di
theo nguyén 1y ciu tric mot tac nhan, noi cac module nhé duoc t6 chire trén

mot host trong mang dugc bao v¢.

Vai trd cla tac nhan 1a dé kiém tra va loc tat ca cac hanh dong bén
trong vung dugc bao v¢ va phu thudc vao phuong phép dugc dua ra tao phan
tich budc dau va tham chi dam trach ca hanh déng dap tra mang cac tac nhan
hop tac bio cdo dén may chu phén tich trung tdm 13 mot trong nhitng thanh
phan quan trong cia IDS DIDS c6 thé sir dung nhiéu cong cu phan tich tinh
vi hon, dac bi¢t dugc trang bi su phat hién cac tan cong phan tan. Cac vai tro
khac cuia tac nhan lién quan dén kha nang luu dong va tinh roaming cua né

trong cac vi tri vat 1y thém vao do, cac tac nhan c6 thé dac biét danh cho viéc

Pham Quang Tuyén _CT1802 20



Heé thong phat hién canh bao nguy co tdn cong mang

phat hién dau hiéu tdn cong da biét nao d6 day 1a mot hé sé quyét dinh khi noi

dén nghia vu bao v¢ lién quan dén cac kiéu tan cong mai.

Giai phap kién tric da tac nhan dugc dua ra nam 1994 1a AAFID (cac
tac nhan tu tri cho viéc phat hién xam pham) N6 st dung cac tdc nhan dé
kiém tra mot khia canh nao d6 vé cac hanh vi hé théng & mot thoi diém nao
d6. Vi du: mot tac nhan co thé cho biét mot sé khong binh thudng céc telnet
session bén trong hé thong né kiém tra tac nhan c6 kha ning dua ra mot canh
bao khi phat hién mot sy kién kha nghi cac tac nhan co thé duoc nhai va thay
d6i bén trong cac hé thdng khac (tinh ning ty tri). Mot phan trong cac tac
nhan, hé théng c6 thé co cac bd phan thu phat dé kiém tra tit ca cac hanh
dong duoc kiém soat boi cac tdc nhan & mot host cu thé nao d6 cac bd thu
nhan ludn ludn giri cac két qua hoat dong cua chung dén bo kiém tra duy nhat
cac bo kiém tra nhan thong tin tir cac mang (khong chi tir mot host), diéu do
c6 nghia 1 chiing co thé twong quan véi thong tin phan tan. Thém vao d6 mot

s6 bo loc c6 thé dugc dua ra dé chon loc va thu thap dir liéu.

g% | Transceiver i :
| Transceiver 4—"’

!

Monitor  [g—-—"®| Transceiver Monitor  [®= | User Interface

Host A

------- + Verification flow

- Information flow

Host C

Hinh 2-2: Giai phap kién tric da tac nhan
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2.1.3 Phan loai hé thong phat hién xAm nhép.
Céch thong thudng nhat dé phan loai cdc hé thong IDS 1a dua vao dic
diém cua ngu@)n dir li¢u thu thap dugc. Trong truong hop nay, cac hé théng

IDS duoc chia thanh cac loai sau:

- Network-based IDS (NIDS): Str dung dir liéu trén toan bo luu thong
mang, cung voi dir liéu kiém tra tir mot hodc mot vai may tram dé phat

hién xam nhap.

- Host-based IDS (HIDS): Sir dung dir liéu kiém tra tir mot may tram don
dé phat hién xam nhap.
2.1.3.1 Giam sat toan b mang NIDS (Network based I1DS)

NIDS 12 mét hé théng phat hién xdm nhép bang cach thu thap di liéu
ciia cac goi tin luu thong trén cac phuong tién truyén dan nhu (cables,
wireless) bang cach st dung cac card giao tiép. Khi mot goi dir liéu phu hop
vo1 qui tic cua hé théng, mét canh bao duoc tao ra dé thong bao dén nha quan

tri va cac file log duogc lIuu vao co so dir liu.

Trong hinh thirc ndy NIDS xéac dinh céc truy cdp trai phép bang viéc
giam sat cac hoat dong mang duogc tién hanh trén toan bd cac phan mang cua
hé théng, NIDS str dung bo do va by cam bién cai dat trén toan mang. Nhitng
bo do nay theo ddi trén mang nham tim kiém nhing luu luong tring véi
nhimg mb ta so luoc dugc dinh nghia hay 1a nhitng dau hiéu. Khi ghi nhan
duoc mot mau luu luong hay dau hiéu, bd cam bién giri tin hiéu canh béo dén
trung tdm diéu khién va c6 thé duoc cAu hinh nham tim ra bién phap ngin
chan nhiing xam nhap xa hon. NIDS 1a tap nhiéu sensor duoc dit & toan mang
dé theo ddi nhitng goi tin trong mang, so sanh véi cac mau da duoc dinh

nghia dé phat hién d6 13 tin cong hay khong.
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Web Server DNS Server

Jgh-

Hinh 2-3: M6 hinh trién khai hé thong NIDS

Il

1

°f,

/4

NIDS thudng bao gém c6 hai thanh phan logic:

_ B0 cam bién — Sensor: dit tai mot doan mang, kiém soat cac cudc luu
thong nghi ngo trén doan mang do.

- Tram quan 1ly: nhan céc tin hi¢u canh bao tir bd cam bién va thong bao

cho mot diéu hanh vién.

Momitoring _

Station — "% IDS Sensor
o
5

Firewall

Internal
Metwiork

qq

IDS Sensor

User - Ir":_:—]' H—;__l
- —_— 2

Web Serwver

Hinh 2-4: M6 hinh NIDS
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Mot NIDS truyén thoéng v6i hai b cam bién trén cac doan mang khéc

nhau cung giao tiép véi mdt tram ki€m soat.

Uu diém
~ Chi phi thap: Do chi can cai dat NIDS & nhiing vi tri trong yéu 1 c6 thé
giam sat luu luong toan mang nén hé théng khong can phai nap cac

phan mém va quan 1y trén cac may toan mang.

~ Phat hién duoc cac cudc tin cong ma HIDS bé qua: Khac véi HIDS,
NIDS kiém tra header ctia tt ca cac géi tin vi thé no khong bo sot cac
dAu hiéu xuét phat tor day. Vi du: nhiéu cudc tin cong DoS, TearDrop
(phan nho) chi bi phat hién khi xem header cua cac goi tin luu chuyén

trén mang.

~ Khé x04 bo dau vét (evidence): Cac thong tin luu trong log file c6 thé bi
ké dot nhap sua d6i dé che dau céc hoat dong xam nhap, trong tinh
hubng nay HIDS khé c6 du thong tin dé hoat déng. NIDS sir dung luu
thong hién hanh trén mang dé phat hién xam nhap. Vi thé, ké dot nhap
khong thé xo04 bé duoc cac dau vét tin cong. Cac thong tin bat duoc
khong chi chira cach thirc tin cong ma ca thong tin hd tro cho viée xéc

minh va budc tdi ké dot nhap.

~ Phat hién va ddi pho kip thoi: NIDS phat hién cac cudc tan cong ngay
khi x4y ra, vi thé viéc canh bao va ddi phé c6 thé thuc hién dugc nhanh
hon. VD: Mét hacker thuc hién tin cong DoS dua trén TCP c¢6 thé bi
NIDS phat hién va ngin chin ngay bang viéc gui yéu cau TCP reset
nham cham dit cudc tan cong trude khi nd xam nhap va pha v& may bi
hai.

_ C6 tinh doc 1ap cao: Ldi hé thong khong c6 anh hudng dang ké nao dbi
v6i cong viée ciia cic mdy trén mang. Ching chay trén mot hé théng

chuyén dung dé dang cai dat; don thuan chi mé thiét bi ra, thuc hién
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mot vai su thay doi cau hinh va cam ching vao trong mang tai mot vi tri

cho phép no kiém soét cac cudc luu thong nhay cam.

Nhuoc diém
- Bi han ché v6i Switch: Nhiéu loi diém cua NIDS khong phat huy dugc
trong cac mang chuyén mach hién dai. Thiét bi switch chia mang thanh
nhiéu phan doc 1ap vi thé NIDS kho thu thap duoc thong tin trong toan
mang. Do chi kiém tra mang trén doan ma né truc tiép két ndi téi, nd
khong thé phat hién mot cudc tin cong xdy ra trén cac doan mang khéc.
Vén dé nay dan t6i yéu cau to chic can phai mua mot lugng 16n cac bo
cam bién dé c6 thé bao phii hét toan mang giy tén kém vé chi phi cai

dat.

~ Han ché vé hiéu niang: NIDS sé& gip kho khan khi phai xtr 1y tat ca cac
g0i tin trén mang rong hodc c6 mat do luu thong cao, dan dén khong thé
phat hién céc cudc tan cong thuc hién vao lac "cao diém". Mot sb nha
san xuat da khac phuc bang cach cimg hod hoan toan IDS nham ting
cuong toc o cho nod. Tuy nhién, do phai dam bao vé mit toc do nén

mdt sb goi tin duoc bo qua c6 thé gay 16 hong cho tan cong xam nhap.

_ Tang thong luong mang: Mot hé théng phat hién xam nhép ¢ thé can
truyén mot dung luong dit liéu 16n tro vé hé théng phan tich trung tam,
c6 nghia la mot gbi tin duogc kiém soét s& sinh ra mot luong 16n tai phan
tich. Pé khic phuc ngudi ta thuong sir dung cac tién trinh giam dir lidu
linh hoat dé giam b6t sb luong cac luu théng duge truyén tai. Ho cling
thudng thém céc chu trinh tu ra cac quyét dinh vao cac bo cam bién va
su dung cdc tram trung tdm nhu mot thiét bi hién thi trang thai hodc
trung tAm truyén thong hon 1a thuc hién céc phan tich thuc té. Diém bat
loi 1 né s& cung cap rat it thong tin lién quan cho cac bd cam bién; bat

ky b cam bién nao s€ khong biét dugc viéc mot bd cam bién khac do
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dugc mot cude tan cong. Mot hé théng nhu vay s¢ khong thé do duoc

cac cudc tin cong hiép dong hodc phtc tap.

~ Mot hé thong NIDS thuong gip kho khin trong viée xir Iy cac cudc tan
cong trong mot phién duge ma hoa. L3i ndy cang tré nén tram trong khi

nhiéu cong ty va to chtc dang ap dung mang riéng 40 VPN.

~ Mot sb hé théng NIDS ciing gip kho khan khi phat hién cac cudc tan
cong mang tur cadc gobi tin phan manh. Cac goi tin dinh dang sai nay co

thé 1am cho NIDS hoat dong sai va do vo.

2.1.3.2 Giam sat may tinh don 1€ HIDS (Host based IDS)

HIDS Ia hé théng phat hién xadm nhap duoc cai dat trén cac may tinh
(host) HIDS cai dit trén nhiéu kiéu may chu khac nhau, trén may tram lam
viéc hodc may notebook HIDS cho phép thuc hién mot cach linh hoat trén céc
phan doan mang ma NIDS khong thuc hién dugc. Luu luong da giri dén host
duoc phan tich va chuyén qua host néu chung khong tiém an cic mi nguy
hiém HIDS cu thé hon véi cac nén ung dung va phuc vu manh mé cho h¢ diéu

hanh. Nhiém vu chinh caa HIDS 1a giam sat su thay doi trén hé thong.

Host-based IDS tim kiém d4u hiéu cta xam nhap vao mot host cuc bo;
thuong str dung céc co ché kiém tra va phan tich cac thong tin duoc logging.
N6 tim kiém cac hoat dong bat thuong nhu login, truy nhap file khong thich

hop, budc leo thang cic dic quyén khong duge chap nhan.

Kién trac IDS nay thuong dya trén cac luat (rule-based) dé phan tich
cac hoat dong. Vi du dic quyén ctia nguoi sit dung cap cao chi ¢ thé dat
duoc thong qua 1énh su-select user, nhu vay nhitng cb ging lién tuc dé login
vao account root ¢ thé dugc coi 1a mot cudc tan cong.

Bang cach cai dat mot phan mém trén tat ca cac may tinh chu, IDS dwa
trén may chil quan st tat ca nhiing hoat dong hé théng, nhu céc file log va

nhiing luu lvgng mang thu thap duoc.
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Hé thong dua trén may cha ciing theo ddi OS, nhing cudc goi hé
théng, lich str s6 sach (audit log) va nhitng théng diép bao 15i trén hé thong
may chu. Trong khi nhitng dau do ctia mang c6 thé phat hién mot cudc tin
cong, thi chi c6 hé théng dua trén may chu moi céd thé xac dinh xem cudc tin

cong co thanh cong hay khong.

HIDS thuong duoc cai dat trén mot may tinh nhat dinh. Thay vi giam
sat hoat dong cia mdt Network segment, HIDS chi gidm sat cac hoat dong
trén mot may tinh. N6 thuong dugc dit trén cac Host xung yéu cua t6 chirc,
va cac server trong ving DMZ. thuong 13 myc tiéu tin céng dau tién. Nhiém
vu chinh cta HIDS 1a giam sat cac thay d6i trén hé thong, bao gom:

~ Céc tién trinh.
- Céc entry cua Registry.

- Murc do sir dung CPU.

~ Chéc thong s6 nay khi vugt qua mot ngudng dinh trudc hodc nhiing thay

d6i kha nghi trén hé théng file s& giy ra bao dong.

Web Server DNE Server

s 52

HIDS HIDS

Hinh 2-5: M6 hinh hé théng HIDS
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Uu diém

_ Xac dinh duoc két qua cua cudc tin cong: Do HIDS sir dung dir liéu log
luu céc sy kién xay ra, no co thé biét duogc cudc tan cong la thanh cong
hay thét bai vdi do chinh xac cao hon NIDS. Vi thé, HIDS c6 thé bo
sung thong tin tiép theo khi cudc tdn cong duoc som phat hién véi

NIDS.

- Giam sat dugc cac hoat dong cu thé cua hé théng: HIDS c6 thé giam sat
cac hoat dong ma NIDS khong thé nhu: truy nhap file, thay ddi quyén,
cac hanh dong thyc thi, truy nhap dich vu dugc phan quyén. Pong thoi
no cling giam sat cac hoat dong chi dugc thuc hi¢n bd1 ngudil quan tri.
Vi thé, hé théng host-based IDS c6 thé 1a mot cong cu cuc manh dé
phan tich cic cudc tin cong co thé xay ra do nd thudng cung cap nhiéu

thong tin chi tiét va chinh xac hon mot hé network-based IDS.

~ Phat hién cac xAm nhap ma NIDS bo qua: chang han ké d6t nhap st

dung ban phim xam nhdp vao mot server s€ khong bi NIDS phat hién.

- Thich nghi tdt v&i moi truong chuyén mach, ma hoa: Viéc chuyén mach
va ma hod thuc hi¢n trén mang va do HIDS cai dat trén mdy nén no
khong bi anh hudng boi hai ky thuat trén.

- Khong yéu cau thém phan cimg: Puoc cai dat truc tiép 1én ha tang
mang c6 san (ETP Server, WebServer) nén HIDS khong yéu cau phai
cai dat thém céc phan cimg khac.

Nhuoc diém

- Kho quan tri: cac hé théng host-based yéu cau phai duoc cai dat trén tat
ca cac thiét bi dic biét ma ban mudn bao vé. Pay 1a mot khéi luong
cong viéc 16n dé céu hinh, quan li, cap nhat.

_ Thong tin ngudn khong an toan: mét vin dé khac két hop voi cac hé

théng host-based 1a né huong dén viéc tin vao nhat ky mac dinh va
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nang luc kiém soét ciia server. Cac thong tin ndy co thé bi tan cong va
dot nhap dan dén hé théng hoat dong sai, khong phat hién duoc xam

nhap.

~ Hé théng host-based twong d6i dit: nhiéu to chirc khong c6 du ngudn
tai chinh dé bao vé toan bod cac doan mang cua minh st dung cac hé
théng host-based. Nhiing to chue do phai rat than trong trong vi¢c chon
cac hé théng nao dé bao vé. N6 ¢o thé dé lai cac 16 hong 16n trong mirc
do bao phu phat hién xam nhap. Vi du nhu mot ké tn cong trén mot hé
théng lang giéng khong dugc bao vé c¢6 thé danh hoi thiy cac thong tin
xéac thyuc hodc cac tai liéu dé bi xAm pham khéc trén mang.

~ Chiém tai nguyén hé théng: Do cai dat trén cic mdy can bao vé nén
HIDS phai sir dung céc tai nguyén cia hé thong dé hoat dong nhu: bo vi
Xt 1i, RAM, bg nhé ngoai.

- HIDS khong c6 kha nang phat hién cac cudéc do queét mang (Nmap,
Netcat...)

2.1.3.3 So sanh giira NIDS va HIDS:
Bang 2-1: So sanh, danh gia giira NIDS va HIDS

Chirc nang HIDS NIDS Cac danh gia

Ca hai déu bao vé khi user hoat dong
Bao vé trong mang LAN Fhkk | Akkk
khi trong mang LAN
Béo v€ ngoai mang LAN folaiala N Chi c6 HIDS
N ) ) Tuong duong nhu nhau xét vé bdi
D¢ dang cho viéc quan tri Fhkk | Hkkk
canh quan tri chung
Tinh linh hoat falaiaiad wx HIDS la hé théng linh hoat hon
, HIDS la hé thong wu tiét kiém hon
Gia thanh *xx * . .
néu chon diing sdn pham
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D& dang trong viéc b sung

xakdk | xxxx | (C4 hai tuong duong nhau
HIDS yéu cau viéc dao tao it hon
*khk *x NIDS
Dao tao ngin han can thiét
Téng gi4 thanh e HIDS tiéu ton it hon
Bing tAn cin yéu cau trong NIDS sir dung bang tin LAN rong, con
0 2 HIDS thi khong
LAN
NIDS can 2 yéu cau bang tan mang
1 2 do1 voi bat ky mang LAN nao
Network overhead
Bing tAn cin yéu cau (Inter- Ca hai déu can bang tan Internet dé
ok i cap nhat kip thoi cac file mau
net)
NIDS yéu cau phai kich hoat m¢ rong
cong dé dam bao Iuu lugng LAN cua ban
Cac yéu cau v€ cong mo rong |- *xxx  |dugc quét
Chu ky nang cép cho cac cli- HIDS nang cép tat ca cac client v6i mot
rkkk | file mau trung tim
ent
Kha nang thich nghi trong NIDS c6 kha nang thich nghi trong
*k **x%* cac nén ng dung hon
cac nén ung dung
Ché d6 quét thanh ghi cuc bo Chi HIDS méi c6 thé thuce hién cac kiéu
' T ekkx | quét nay
Ca hai hé thong d& c6 chirc ning ban ghi
*xk EaEa 3
Ban ghi
Ca hai hé thong déu co chirc ning canh
bao cho tirng ¢4 nhan va quan tri vién
Churc nang canh bao ek ke ey
Chi c6 HIDS quét cac ving mang ca nhan
rkkx | cua ban
Quét PAN
Eakax ke

Loai bo goi tin

Chi céc tinh nang NIDS méi c6
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phuong thirc nay

Can nhieu kién thirc chuyén mon khi cai
dat va st dung NIDS doi véi toan bd van

Kién thie chuyén mon ko **x*x% |d€ bao mat mang ctia ban

Quan ly tap trung ol iniael NIDS c6 chiém uu thé hon

Kha ning vo hiéu hoa cac hé NIDS c6 h¢ so6 rui ro nhi€u hon so voi
’ Y *xx%x%x  |HIDS

sO rui ro

RG rang kha ning nang cap phan mém la
de€ hon phan cing. HIDS ¢6 thé dugc nang
cap thong qua script dugc tap trung

HIDS c6 kha ning phat hién theo nhiéu

Céc nut phat hién nhi¢u >
hkkk ok doan mang toan dién hon

doan mang LAN

2.2 Tong quan vé snort.
2.2.1 Gidi thi¢u

Snort 1a mot NIDS dugc Martin Roesh phat trién dudi md hinh ma
ngudn mé. Tuy Snort mién phi nhung né lai c6 rat nhiéu tinh ning tuyét voi
ma khong phai san pham thuong mai nao ciing c¢6 thé co duoc. Vi kién tric
thiét ké theo kiéu module, ngudi dung c6 thé ty ting cudng tinh ning cho hé
théng Snort cia minh bang viéc cai dit hay viét thém méi cac module. Co s&
dwr li¢u luat ctia Snort da Ién t&i 2930 luat va dugc cap nhat thuong xuyén boi

mot cong dong nguoi sir dung.

Bén canh viéc ¢6 thé hoat dong nhu mot tmg dung thu bat goi tin thong
thuong, Snort con co thé duoc cu hinh dé chay nhu mot NIDS. Snort hd tro
kha nang hoat dong trén cac giao thirc sau: Ethernet, 802.11,Token Ring,
FDDI, Cisco HDLC, SLIP, PPP, va PF cta OpenBSD.

2.2.2 Kién truc cua snort
Snort bao gdm nhiéu thanh phan, v6i mdi phan c6 mdt chirc ning riéng.

Céc phan chinh d6 la:
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- Modun gidi ma goi tin (Packet Decoder)

_ Modun tién xir 1y (Preprocessors)

- Modun phat hién (Detection Engine)

- Modun log va canh bdo (Logging and Alerting System)
_ Modun két xuat thong tin (Output Module)

- Kién trc cua Snort dugc mo ta trong hinh sau:

TN

N ] —= .
Network | ——» | Sniffer | Preprocessor DETG‘T"’" illert.s/ —
— ngine | Logging -
Backbone | — Y Log Files/
_ Packets \}& fif Databose

Hinh 2-6: M hinh kién tric hé théng Snort

Khi Snort hoat dong n6 s& thuc hién viéc léng nghe va thu bét tat ca cac
61 tin nao di chuyén qua né. Céc goi tin sau khi bi bat duoc dua vao Modun
Giai ma goi tin. Tiép theo goi tin s& dugc dua vao moédun Tién xu 1y, rdi
mdédun Phat hién. Tai day tuy theo viéc cd phat hién dugc xdm nhip hay
khong ma goi tin ¢ thé dugc bé qua dé luu thong tiép hoic duoc dua vao
mddun Log va canh bdo dé xir 1y. Khi cac canh bao dugc xdc dinh modun Két
Xuét thong tin s€ thuc hién viéc dua canh bdo ra theo ding dinh dang mong
muodn. Sau day ta s& di sdu vao chi tiét hon vé co ché hoat dong va chtic ning
ctia timg thanh phan.
2.2.2.1 Modun gidi ma goi tin.

Snort st dung thur vién pcap dé bt moi goi tin trén mang luu thong qua

hé thong. Hinh sau mo ta viéc mot goi tin Ethernet sé dugce gidi ma thé nao:
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Decode IPVE
IFVE

Fcap, ip-gueue

|

DecodeEthPkt

Ethernet

Heé thong phat hién canh bao nguy co tdn cong mang

Decode PPPoEPKE
FPPP over Ethernet

Dacode ARP Decode IPX
ARP IPX
Decode IPOptions Decode TCP Decade UDF Decade ICMP
IPOptions TCP upp ICMP
Decade (POnly Decode TCPOptions
Embedded IP TCPOptians

Hinh 2-7: Xtr Iy mot goi tin Ethernet
Mot gobi tin sau khi dugc giai ma s€ duoc dua tiép vao modun tién X
ly.
2.2.2.2 Modun tién xir ly
Modun tién xtr Iy 1a mot modun rat quan trong ddi voi bat ky mot hé
théng IDS nao dé co6 thé chuan bi goi dir liéu dua va cho modun Phat hién

phan tich. Ba nhi¢m vu chinh cua cdc médun loai nay la:

Két hop lai cac goi tin: Khi mdt lugng dir li¢u 16n duoc gui di, thong
tin s€ khong dong goi toan by vao mdt goi tin ma phai thyc hién viéc phan
manh, chia goi tin ban dau thanh nhiéu goi tin rdi méi gui di. Khi Snort nhan
duoc cac goi tin nay nd phai thuc hién viéc ghép néi lai dé c6 duoc dir liéu
nguyén dang ban dau, tr d6 mai thue hién duoge céc cong viéc xu ly tiép. Nhu
ta d3 biét khi mét phién lam viéc cua h¢ théng dién ra, s& co rat nhiéu g0i tin

dugc trao doi trong phién do. Mot goi tin riéng 1é s& khong co trang thai va
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néu cong viéc phat hi¢én xam nhap chi dua hoan toan vao goi tin do6 s€ khong
dem lai hiéu qua cao. Module tién xt 1y stream gitip Snort c¢é thé hiéu duoc
cac phién lam viéc khic nhau (no61 cach khac dem lai tinh c6 trang thai cho
cac gobi tin) to d6 giap dat duoc hi€u qua cao hon trong vi¢c phat hién xam

nhap.

Giai ma va chuan hoa giao thuc (decode/normalize): cong viéc phat
hién xam nhép dua trén dau hiéu nhan dang nhiéu khi bi that bai khi kiém tra
cac giao thirc co dit liéu co thé dugc thé hién dudi nhiéu dang khac nhau. Vi
du: mot web server co thé chép nhan nhiéu dang URL nhu URL dugc viét
du6i dang ma hexa/Unicode, URL chip nhéan ca du \ hay / hodc nhiéu ky tur
nay lién tiép cung lic. Chang han ta c6 ddu hiéu nhan dang “scripts/iisadmin”,
ké tAn cong c6 thé vuot qua dugc bang cach tiy bién cac yéu cau giri dén web

server nhu sau:
“scripts/./lisadmin”
“scripts/examples/../iisadmin”
“scripts\iisadmin”
“scripts/.\iisadmin”

Hodc thyc hién viéc ma hoa cac chudi nay dudi dang khac. Néu Snort
chi thuc hién don thuan viéc so sanh dit liéu v&i ddu hiéu nhan dang s€ xay ra
tinh trang bd sot cac hanh vi xam nhap. Do vay, mot sb modun tién xur ly cua
Snort phai c6 nhiém vu giai ma va chinh stra, sip xép lai cac thong tin dau
vao nay dé thong tin khi dua dén modun phat hién c6 thé phat hién dugc ma
khong bo sot. Hién nay Snort da hd trg viée giai ma va chuan hoa cho cac
giao thuc: telnet, http, rpc, arp.

Phat hién cac xAm nhap bat thudng (nonrule /anormal): cac plugin tién
xur ly dang nay thuong dung dé abi pho vé1 cac xam nhap khong thé hodc rat

kho phét hién duoc bang cac luat thong thuong hodc cic dau hiéu bat thuong
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trong giao thirc. Cac modun tién xir Iy dang nay cé thé thuc hién viéc phat
hién xdm nhap theo bat ¢t cach nao ma ta nghi ra tir d6 ting cuong thém tinh
nang cho Snort. Vi du, mot plugin tién xir Iy c6 nhiém vu thong ké thong
lvong mang tai thoi diém binh thudng dé roi khi co théng lugng mang bt
thuong xay ra no cd thé tinh toan, phat hién va dua ra canh bao (phat hién
xam nhap theo mo hinh théng ké). Phién ban hién tai cta Snort ¢6 di kém hai
plugin gitip phat hién cac xam nhap bat thuong d6 1a portscan va bo
(backoffice). Portcan dung dé dua ra canh bao khi ké tdn cong thuc hién viéc
quét cac cong cua hé théng dé tim 16 hong. Bo dung dé dua ra canh bao khi hé
théng dd bi nhiém trojan backoffice va ké tin cong tir xa két ndi téi

backoffice thuc hién cac 1énh tir xa.

2.2.2.3 Modun phat hién

bay 1a médun quan trong nhat cia Snort. N6 chiu trach nhiém phat
hién cac dau hiéu xam nhap. Modun phat hién st dung cac luat dugc dinh
nghia trudc dé so sanh vai dit liéu thu thap duoc tir d6 xac dinh xem c6 xam
nhap xay ra hay khong. Roi tiép theo méi c6 thé thuc hién mot sb cong viéc

nhu ghi log, tao thong bao va két xuét thong tin.

Mot van dé rat quan trong trong modun phat hién 1a van dé thoi gian xu
Iy cac goi tin: mot IDS thudng nhan dugce rat nhiéu géi tin va ban than no
cling ¢6 rat nhiéu cac luat xtr y. C6 thé mat nhimg khoang thoi gian khéc
nhau cho vi¢c xtr Iy cac goi tin khac nhau. Va khi thong lugng mang qua 1én
c6 thé xay ra viéc bo sot hodc khong phan hoi duoce dung lac. Kha ning xur 1y
ciia modun phat hién dya trén mot sb yéu t6 nhu: sb lugng cac luat, tbc do cua
hé théng dang chay Snort, tai trén mang. Mot sb thu nghiém cho biét, phién
ban hién tai cia Snort khi duoc tdi wu hoa chay trén hé théng ¢6 nhiéu bo vi
xtr Iy va cau hinh mdy tinh tuong d¢6i manh thi c6 thé hoat dong t6t trén ca cac

mang cd Giga.
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Mot modun phat hién cling c6 khéa nang tach cac phan cua goéi tin ra va

ap dung cac luat 1én timg phan nao caa gbi tin d6. Cac phan d6 co thé 1a:
- IP header
- Header ¢ téng giao van: TCP, UDP
- Header o tﬁng ung dung: DNS header, HTTP header, FTP header, ...

~ Phan tai cia goi tin (ban ciing c6 thé 4p dung cac ludt 1én cac phan dir

lidu dugc truyén di cua goi tin)

Mot van dé nita trong Modun phat hién do 1a viéc xu 1y thé nao khi mot
g61 tin bl phat hién bdi nhiéu luat. Do cac luét trong Snort cling dugc danh
thr tu uu tién, nén madt goi tin khi bi phat hién bdi nhiéu luat khac nhau, canh
bao dugc dua ra s€ 1a canh bdo img véi luat c6 muc uu tién 1on nhat.
2.2.2.4 Modun log va canh bao.

Tuy thudc vao viéc médun Phat hién c6 nhan dang dugc xam nhap hay
khong ma goi tin co thé bi ghi log hodc dua ra canh bao. Cac file log la cac
file text dir liéu trong d6 c6 thé duoc ghi dudi nhiéu dinh dang khac nhau
chang han tcpdump.
2.2.2.5 M6 dun két xuat théng tin.

Mo6dun nay co thé thuc hién cac thao tic khac nhau tuy theo vi¢c ban
mudn luu két qua xuét ra nhu thé nao. Ty theo viéc cAu hinh hé thong ma n6

6 thé thuc hién cac cong viéc nhu 1a:
- Ghi log file

_ Ghi syslog: syslog va mot chuan luu trit cic file log dugc sir dung réat

nhiéu trén cac h¢ thong Unix, Linux.
- Ghi canh bao vao co s¢ dir liéu.

- Tao file log dang xml: viéc ghi log file dang xml rat thuén tién cho viéc

trao doi1 va chia sé dir licu.
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_ CAu hinh lai Router, firewall.

- QGui cac canh bao dugc goi trong goi tin st dung giao thirc SNMP. Céc
go1 tin dang SNMP nay s& duge gui td1 mot SNMP server tor d6 giup
cho viéc quan 1y cac canh bao va hé théng IDS mot cach tap trung va

thuan tién hon.

- Gui cac thong diép SMB (Server Message Block) té1 cac mdy tinh

Windows.

Néu khong hai long véi cac cach xuat thong tin nhu trén, ta co thé viét

cac modun két xudt thong tin riéng tuy theo muc dich sir dung.

2.2.3 B{ luat cua snort.

Ciing giéng nhu virus, hdu hét cic hoat dong tin céng hay xdm nhap
déu c6 cac dau hiéu riéng. Cac thong tin vé cac dau hiéu nay sé duoc sir dung
dé tao nén cac luat cho Snort. Thong thudng, cac bay (honey pots) duogc tao ra
dé tim hiéu xem cac ké tin cong 1am gi ciing nhu cac thong tin vé cong cu va
cong nghé chang st dung. Va nguoc lai, cling ¢6 cc co so dit lidu vé cac 15
hoéng bao mat ma nhimg ké tan cong muodn khai thac. Cac dang tan cong da
biét nay duogc dung nhu cac dau hiéu dé phat hién tan cong xam nhap. Céc
dau hiéu d6 c6 thé xuat hién trong phan header ciia cic goi tin hodc nam trong
phan nodi dung cia chung. Hé théng phét hién ctia Snort hoat dong dya trén
cac ludt (rules) va cac luat nay lai dugc dua trén cac dAu hiéu nhéan dang tan
cong. Céc ludt co thé duoc 4p dung cho tat ca cac phan khac nhau cia mot goi
tin dir liéu.

Mot luat co thé dugc st dung dé tao nén mot thong diép canh bao, log

mot thong diép hay co thé bo qua mot géi tin.

Cau truc luat cua Snort.

Hay xem xét mot vi du don gian:
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alert tcp 192.168.2.0/24 23 -> any any (content:”confidential”’; msg:
“Detected confidential™)

Ta théy cAu trac ctia mot ludt co dang nhu sau:

Rule Header Rule Option

Hinh 2-8: Céu tric luat ctia Snort
Dién gidi:
Tét ca cac Ludt ciia Snort vé logic déu gém 2 phﬁn: Phan header va

phan Option.

- Phan Header chtra thong tin vé hanh dong ma luat d6 sé thuc hién khi
phat hién ra c6 xdm nhap nam trong gobi tin va no cling chura cac tiéu

chuan dé ap dung luat véi goi tin do.

~ Phan Option chira mot thong diép canh bao va céc thong tin vé cac phan
ctia goi tin dung dé tao nén canh bio. Phan Option chita cac tiéu chuin
phu thém dé ddi sanh luat voi goi tin. Mot luat c6 thé phat hién duoc
mot hay nhiéu hoat déng thim do hay tin cong. Céc lut thong minh c6
kha nang ap dung cho nhiéu dau hiéu xam nhap.
2.2.3.1 Phan ti¢u dé (Header).

Duéi day l1a cau tric chung cua phan Header ctia mot luat Snort:

Action |Protocol | Address Port |Direction| Address Port

Hinh 2-9: Header luat cua Snort

Nhu phan trén da trinh bay, Header cua luat bao gdm nhiéu phan. Sau
day, 1a chi tiét cu thé ctia timg phan mot.

Action

La phén qui dinh loai hanh dong nao dugc thuc thi khi cac diu hiéu cua
g61 tin dugc nhan dang chinh xac bé‘mg luat d6. Thong thuong, cac hanh dong

tao ra mot canh bao hoac log thong diép hoac kich hoat mot luat khac. Action
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chi ra hanh dong nao duoc thuc hién khi ma cac diéu kién cta luat dugc thoa
man. Mot hanh dong dugc thuc hién khi va chi khi tat ca cac diéu kién déu
phu hop. C6 5 hanh déng da duge dinh nghia nhung ta c6 thé tao ra cac hanh
déng riéng tuy thudc vao yéu cau cua minh. Di voi cac phién ban trude cua
Snort thi khi nhiéu luat 1a phu hop vo1 mdt gbi tin nao do thi chi mot luat
dugc ap dung. Sau khi ap dung luat dau tién thi cac luat tiép theo s& khong ap
dung cho goi tin ay nita. Nhung d6i vdi cac phién ban sau ctia Snort thi tat ca

cac luat s€ dugc ap dung goi tin do.

~ Pass: Hanh dong nay huéng dan Snort bd qua goi tin nay. Hanh dong
ndy dong vai tro quan trong trong viéc ting cuong toc ¢ hoat dong cua
Snort khi ma ta khong muén ap dung cac kiém tra trén cac goi tin nhat
dinh. Vi du ta sit dung cac bay (dit trén mot may nao do) dé nhtr cac
hacker tan cong vao thi ta phai cho tat ca cic goi tin di dén dugc may
d6. Hodc 1a dung mot may quét dé kiém tra d6 an toan mang ctia minh
thi ta phai b qua tat ca cac goi tin dén tir may kiém tra do.

- Log: Hanh dong nay dung dé log géi tin. C6 thé log vao file hay vao co

s¢ dir liéu tuy thudc vao nhu cau ctia minh.

- Alert: Gui moét thong diép canh bao khi d4u hiéu xam nhap dugc phat
hién. C6 nhiéu cach dé guri thong diép nhu gui ra file hoic ra mot
Console. Tat nhién la sau khi giii thong diép canh bao thi géi tin sé
duoc log lai.

- Activate: st dung dé tao ra mot canh bao va kich hoat mot luat khac
kiém tra thém cac diéu kién cua g1 tin.

- Dynamic: chi ra day 1a luat dugc goi bdi céac luat khac ¢c6 hanh dong la
Activate.

Céc hanh dong do nguoi dung dinh nghia: mot hanh dong méi dugce

dinh nghia theo cu triic sau:
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ruletype action_name

{

action definition
by
ruletype la tir khoa.
Hanh dong duoc dinh nghia chinh xac trong ddu ngodc nhon: co thé 1a
mot ham viét bang ngdn ngir C chang han.
Vi du nhu:

ruletype smb_db_alert

{

type alert
output alert_smb: workstation.list
output database: log, mysql, user=test password=test

dbname=snort host = localhost

b

Pay 1a hanh dong c6 tén 1a smb_db_alert dung dé gui thong diép canh
bao dudi dang cira s6 pop-up SMB t&i cac may co tén trong danh sach liét ké
trong file workstation.list va t&1 co s& dir licu MySQL tén 1a snort.

Protocols

La phan tht hai ctia mot luat c6 chirc nang chi ra loai goéi tin ma luat s&
duoc ap dung. Protocols qui dinh viéc ap dung luat cho cac packet chi thudc

mot giao thire cu thé nao d6. Hién tai Snort hi€u dugc cac protocol sau:
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_ TCP
_ UDP

Néu 1a IP thi Snort s& kiém tra header cua 16p lién két dé xac dinh loai
g6i tin. Néu bt ki giao thirc nao khic duoc sir dung thi Snort str dung header
IP dé xac dinh loai protocol. Protocol chi déng vai tro trong viéc chi rd tiéu
chuan trong phﬁn header cua luat. Phan option cua luat co thé c6 cac diéu kién

khong lién quan gi dén protocol.

Address

La phﬁn dia chi nguén va dija chi dich. Cac dia chi co thé 1a mot may
don, nhiéu may hodc ctia mdt mang nao d6. Trong hai phan dia chi trén thi
mot s€ 1a dia chi nguf“m, mot s€ 1a dia chi dich va dia chi nao thudc loai nao sé
do phan Direction “->” qui dinh. C6 hai phan dia chi trong mot lut ciia Snort.
Céc dia chi nay dugc dung dé kiém tra ngudn sinh ra va dich dén cua goi tin.
Dia chi c6 thé 1a dia chi cia mot IP don hodc 1a dia chi ctia mot mang. Ta cé
thé dung tur any dé ap dung luat cho tat ca cac dia chi.

Pia chi duoc viét ngay theo sau mot ddu gach chéo va sd bit trong
subnet mask. Vi du nhu dia chi 192.168.2.0/24 thé hién mang lép C

192.168.2.0 v41 24 bit cua subnet mask. Subnet mask 24 bit chinh la
255.255.255.0. Ta biét rang:

Néu subnet mask 1 24 bit thi d6 1a mang 16p C

Néu subnet mask 1a 16 bit thi ¢6 1a mang 16p B

Néu subnet mask 14 8 bit thi d6 1a mang 16p A

_ Néu subnet mask 1a 32 bit thi d6 1a dia chi IP don.
Trong hai dia chi cua mdt luat Snort thi c6 mot dia chi 1a dia chi nguén
va dia chi con lai 1a dia chi dich. Viéc xac dinh dau la dia chi nguén, dau la

dia chi dich thi phu thudc vao phan huéng (direction).
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Vi du nhu luat:
alert tcp any any -=>192.168.1.10/32 80 (msg: “TTL=100"; ttl: 100;)

Luat trén s€ tao ra mdt canh bao doi1 véi tat ca cac goi tin tur bat ki

ngudn nao c¢6 TTL = 100 di dén web server 192.168.1.10 tai cong 80.

Ngan _chan dia chi hay loai trie dia chi

Snort cung cép cho ta ki thuat dé loai trir dia chi béng cach su dung dau
phu dinh (dau !). Dau phu dinh nay dung trude dia chi sé& chi cho Snort khong
kiém tra céc g061 tin dén tur hay di t61 dia chi d6. Vi du, luat sau s€ ap dung cho
tAt ca cac goi tin ngoai trir cic goi c6 ngudn xudt phat tir mang 16p C
192.168.2.0.

alert icmp![192.168.2.0/24] any

->any any (msg: “Ping with TTL=100; ttl: 100;)

Danh sach dia chi

Ta c6 thé dinh rd ra danh sach cac dia chi trong mot luat cia Snort. Vi
du néu ban mudn 4p dung luat cho tit ca cac géi tin trir cac gbi xudt phat tir

hai mang 16p C 192.168.2.0 va 192.168.8.0 thi luat duoc viét nhu sau:
alert icmp![192.168.2.0/24, 192.168.8.0/24] any
-=>any any (msg: “Ping with TTL=100"; ttl: 100;)
Hai d4u [] chi can dung khi c6 dau ! dimg trudc.

Céng (Port Number)

Xac dinh cac céng nguén va dich cua mot goi tin ma trén do luat dugc
ap dung. S6 hiéu cong dung dé ap dung luat cho cac géi tin dén tir hodc di dén
mot céng hay mot pham vi céng cu thé nao do. Vi du ta co thé st dung sb
céng nguén 1a 23 dé ap dung luat cho tat ca cac gb1 tin dén tir mot server

Telnet. Tir any ciing dugc dung dé dai dién cho tat ca cac cong. Chu ¥ 1a sb
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hiéu cong chi c6 ¥ nghia trong cac giao thic TCP va UDP thoi. Néu protocol
ctia luat 1a IP hay ICMP thi s hiéu cong khong dong vai trod gi ca.
Vi du:

alert tcp 192.168.2.0/24 23 -> any any (content: “confidential”; msg:

”Detected confidential™;)

S6 hiéu cong chi hiru dung khi ta muén ap dung mot luat chi cho mot
loai gbi tin dir liéu cy thé nao d6. Vi dy nhu 1a mot luat dé chong hack cho

web thi ta chi can sir dung cong 80 dé phat hién tan cong.

Diy céong hay pham vi cong:

Ta c6 thé 4p dung luat cho ddy cic cong thay vi chi cho mdt cong nao

€,

d6. Cong bat dau va cong két thic phan cach nhau boi dau hai chdm “:”.
Vi du:
alert udp any 1024:2048 -> any any (msg: “UDP ports™;)

Ta cling co thé dun céng theo kiéu can trén va can dudi, tire 1a chi st
dung cong bat dau hoic cong két thuc ma théi. Vi du nhu 1a “1024:” hodc 1a

“:2048”

Dau phu dinh ciing duoc 4p dung trong viée str dung cong. Vi du sau s&

log tat ca cac gbi tin ngoai trir cac goi tin xuat phat tir cong 53.
log udp any 153 -> any any log udp

Sau day la mot s cong thong dung hay 13 cac cong cua cac dich vu

thong dung nhat:
- 20 FTP data
- 21 FTP

22 SSH

23 Telnet
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24 SMTP

53 DNS Server
80 HTTP

110 POP3

161 SNMP
443 HTTPS

3360 MySQL

Huwdng — Direction

Chi ra dau 13 ngudn dau 1a dich, c6 thé 1a -> hay <- hodc <>. Trudng

hop <> 1a khi ta mudn kiém tra ca Client va Server.

Vi du:

“alert icmp any any -> any any (msg: “Ping with TTL=1007;ttl: 100;)”

Phan dung trudc dau mé ngodc 1a phan Header cua luat con phéan con

lai 1a phan Option. Chi tiét ciia phan Header nhu sau:

Hanh dong cua luat ¢ day la “alert”: mot canh bdo s€ duogc tao ra néu
nhu cac diéu kién cua goi tin 14 phu hop v6i ludt(géi tin ludn duoc log

lai méi khi canh bao duoc tao ra).

Protocol cua luat ¢ day la ICMP tic 1a ludt chi 4p dung cho céc goi tin
thudc loai ICMP. Boi vay, néu nhu mot go1 tin khong thudc loai ICMP

thi phan con lai cua luat s€ khong can doi chiéu.

Pia chi ngudn ¢ ddy 1a “any™: tic 13 luat s& ap dung cho tat ca cac goi
tin dén tir moi ngudn con cong thi ciing 1a “any” vi dbi v6i loai goi tin
ICMP thi céng khong c6 ¥ nghia. S6 hiéu cong chi co ¥ nghia véi cac
g61 tin thudc loai TCP hoac UDP thoi.
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_ Con phan Option trong ddu dong ngodc chi ra mot canh bao chtra dong

“Ping with TTL=100" s& duogc tao khi tim thay diéu kién TTL=100.

TTL 1a Time To Live 1a mgt truong trong Header IP.
2.2.3.2 Cac tuy chon (Option).

Phan Rule Option nim ngay sau phan Rule Header va dugc bao boc
trong ddu ngoic don. Néu c6 nhiéu option thi cac option s& duoc phan cach
v6i nhau bang ddu cham phay ”,”.Néu nhiéu option duoc st dung thi cac
option nay phai dong thdi duoc thod man tic 13 theo logic cic option nay lién

két v6i nhau bﬁng AND.

Moi option dugc dinh nghia bang cic tir khoa. Mot sé cac option con
chtra cic tham s6. Noi chung mét option gom 2 phan: mot tir khoa va mot

tham sd, hai phan nay phan cach nhau bang d4u hai cham. Vi dy di dung:
msg: “Detected confidented”;
msg 1a tir khod con “Detected confidented” 14 tham sd.
Sau ddy la chi tiét mot s6 cac option cua luat Snort.

Tw khoa ack

Trong header TCP c6 chtura truong Acknowledgement Number véi do
dai 32 bit. Truong nay c6 y nghia 1a chi ra sé thi tu tiép theo goi tin TCP cia
bén gui dang duoc chd dé nhan. Truong nay chi ¢ y nghia khi ma co ACK

duoc thiét lap.

Céc cong cu nhu Nmap sir dung dic diém nay ping mdt may. Vi dy, n6
c6 thé giri mot goi tin TCP t6i cong 80 v6i co ACK duge bat va sé thir ty 14 0.
Boi vdy, bén nhan s& thdy goi tin khong hop 1& va s& gii trd lai goi tin RST.
Khi ma Nmap nhan duoc goi tin RST thi tic 1a dia chi dich dang “song”.
Phuong phap ndy van 1am viéc t6t d6i voi cac may khong tra 101 goi tin thudce
dang ping ICMP ECHO REQUEST.

Vay dé kiém tra loai ping TCP nay thi ta c6 thé dung luat nhu sau:
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alert tcp any any -> 192.168.1.0/24 any (flags: A; ack: 0; msg:
“TCP ping detected”)

Tuw khoa classtype

Céc luat c6 thé duoc phan loai va gdn cho mot s6 chi do vu tién nao do
dé nhom va phén biét chung voi nhau. Pé hiéu rd hon vé tir khoa nay ta dau
tién phai hiéu duoc file classification.config (dugc bao gdom trong file
snort.conf sir dung tir kho4 include). Mdi dong trong file classification.config

c6 cu phap nhu sau:

config classification: name, description, priority
trong do:

- name: 13 tén dung dé phan loai, tén nay s& duoc dung voi tir khoa
classtype trong cac luat Snort.

- description: mo ta vé loai 16p nay

_ priority: 1a mot s6 chi d6 wu tién mac dinh cua 16p nay. D6 vu tién nay
c6 thé duoc diéu chinh trong tir khoa priority ctia phan option trong luat

cua Snort.

Vi du:

config classification: DoS, Denial of Service Attack, 2
va trong luat:

alert udp anyany -> 192.168.1.0/24 6838 (msg:”DoS”; content:

“server”; classtype: DoS;)

alert udp anyany -> 192.168.1.0/24 6838 (msg:”DoS”; content:

“server”; classtype: DoS; priority: 1;)

Trong cau I¢nh thtr 2 thi ta da ghi dé 1én gid tri priority mac dinh cua

16p da dinh nghia.
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T khoa content

Mgt dac tinh quan trong ctia Snort 1a n6 c6 kha nang tim mot mau dit
liéu bén trong mot goi tin. Mau nay c6 thé dudi dang chudi ASCII hoic la
mdt chudi nhi phan dudi dang cac ki tu hé 16. Giéng nhu virus, cdc tin cong
cling c¢6 cac dau hiéu nhan dang va tir khoa content nay dung dé tim cac dau
hi¢u do6 bén trong goi tin. Vi du:

alert tcp 192.168.1.0/24 any -> 1[192.168.1.0/24] any (content: “GET”;
msg: “GET match”;)

Luat trén tim mau “GET” trong phan dir lidu cta tat ca cac goi tin TCP
co nguén di tor mang 192.168.1.0/24 va di dén céc dia chi khong thudc mang
d6. Tir “GET” nay rat hay duoc dung trong cac tan cong HTTP.

Mot luat khac cling thuc hién dang nhiém wvu giéng nhu lénh trén
nhung mau dit liéu lai dudi dang hé 16 la:

alert tcp 192.168.1.0/24 any -> 1[192.168.1.0/24] any (content: “|47 45
54)”; msg: “GET match™;)

Pé y rang s6 47 & hé 16 chinh 1a bang ki tw ASCII: G va tuong tu 45 13
E va 54 1a T. Ta c6 thé dung ca hai dang trén trong cing mot luat nhung nhd
1a phai dé dang thap luc phan giita cip ki tu ||.

Tuy nhién khi sir dung tir khod content ta can nhé rang:

- Pébi sanh ndi dung s& phai xtr 1y tinh toan rat 16n va ta phai hét sic can
nhéc khi st dung nhiéu luat c6 doi sanh ndi dung.

_ Ta c6 thé sit dung nhiéu tir khoa content trong cting mot luat dé tim
nhiéu diu hiéu trong cing mot gbi tin.

~ Pbi sanh ndi dung 1a cong viée rat nhay cam.
C6 3 tir khoa khac hay duoc dung cung véi tir khoa content dung dé bo

sung thém cac diéu kién dé tim kiém la:
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~ offset: dung dé xac dinh vi tri bat dau tim kiém (chudi chua trong tir
khoa content ) 12 offset tinh tir ddu phan dir liéu cua géi tin. Vi du sau sé
tim chudi “HTTP” bat dau tir vi tri cach dau doan dir liéu ctia goi tin 1a
4 byte:

- alert tcp 192.168.1.0/24 any -> any any (content: “HTTP”; offset: 4;
msg: “HTTP matched”;)

- dept: dung dé xé4c dinh vi tri ma tir d6 Snort s& dung viéc tim kiém. Tur
khod nay cling thuong dugc dung chung véi tir khoa offset vira néu
trén.

Vi du:
alert tcp 192.168.1.0/24 any -> any any (content: “HTTP”; offset:
4; dept: 40; msg: “HTTP matched”;).
Tir khoa nay s& gitp cho viéc tiéu ton thoi gian tim kiém khi ma doan
dir li€u trong goi tin 1a kha 16n.

- content-list: dugc st dung cung vé1 mot file. Tén file (dugce chi ra trong
phan tham s6 cua tir khoa nay) 1a mot file text chtra danh sach cac chudi
can tim trong phan dir lidu cua goi tin. Mdi chudi nam trén mot dong

riéng bi¢t. Vi du nhu file test c6 dang nhu sau:
“test”

“Snort”

“NIDS”

va ta c¢6 luat sau:

alert tcp 192.168.1.0/24 any -> any any (content-list: “test”;msg: “This
is my Test”;).
Ta ciing c6 thé dung ki ty phu dinh ! trudce tén file dé canh bao dbi véi

cac goi tin khong tim thdy mot chudi nao trong file do.
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Tir khod dsize

Dung dé d6i sanh theo chiéu dai cua phan dir liéu. R4t nhiéu tin cong
str dung 13i tran bd dém bang cach giri cac goi tin cd kich thudc rat 16m. St
dung tir khoa nay, ta c¢6 thé so sanh do6 16n ctia phan dit liéu cua goi tin voi
mot sd nao do.

alert ip any any -> 192.168.1.0/24 any (dsize: > 6000; msg: “Goi tin co
kich thuoc lon™;)

T khod flags

Tir khod nay duoc dung dé phat hién xem nhing bit co flag nao duogc
bat (thiét 1ap) trong phan TCP header cua goi tin. Mdi ¢d ¢ thé duogc sir dung
nhu mot tham s trong tur khoa flags. Sau day la mot s6 cac co st dung trong

tur khoa flags:

Bang 3-1 Cac co sir dung véi tir khoa flags

Ki tu tham s dung trong

luat ciia Snort

FIN (Finish Flag) F
SYN - Sync Flag S
RST — Reset Flag R
PSH — Push Flag P
ACK Acknowledge Flag A
URG Urgent Flag U
Reserved Bit 1 1
Reserved Bit 2 2
No Flag set 0
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Ta co6 thé st dung cac ddu +, * va ! dé thuc hién cac phép toan logic
AND, OR va NOT trén céc bit c& mudn kiém tra. Vi du luat sau day s€ phat
hién mdt hanh dong quét dung goi tin TCP SYN-FIN:

alert tcp any any -> 192.168.1.0/24 any (flags: SF; msg: “SYNC-FIN
packet detected”;)

Tu khod fragbits

Phan IP header ctia goi tin chtra 3 bit dung dé chéng phan manh va tong

hop cac goi tin IP. Cac bit do la:
_ Reserved Bit (RB) dung dé danh cho tuong lai.

_ Don’t Fragment Bit (DF): néu bit nay duoc thiét 1ap thi tic 13 goi tin do
khong bi phan manh.

_ More Fragments Bit (MF): néu duoc thiét lap thi tirc 1a cac phan khac
(g6i tin bi phan méanh) cta goi tin van dang con trén duong di ma chua
t6i dich. Néu bit nay khong dugc thiét 1ap thi co nghia 1a ddy 1a phan
cudi cung ctia goi tin (hodc 1a goi duy nhat). Didu nay xuat phat tir
nguyén nhan: Noi giri di phai chia goi tin IP thanh nhiéu doan nho do
phu thudc vao Pon vi truyén dit liéu 16n nhit cho phép (Maximum
Transfer Units - MTU) trén duong truyén. Kich thudc cia goi tin khong
dugc phép vuot qua kich thudce 16n nhit nay. Do vdy, bit MF nay giup
bén dich c6 thé tong hop lai cac phan khac nhau thanh mot géi tin hoan

chinh.

Poi khi céc bit nay bi cic hacker st dung dé tan cong va khai thac
thong tin trén mang cua ta. Vi duy, bit DF c6 thé duoc dung dé tim MTU 16n
nhat va nho nhat trén dudng di tir ngudn xuat phat dén dich dén.

Str dung fragbits, ta co thé kiém tra xem cac bit trén c6 duogc thiét 1ap
hay khong. Vi du luat sau s€ phat hién xem bit DF trong goi tin ICMP c6
dugc bat hay khong:
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alert icmp any any -> 192.168.1.0/24 any (fragbits: D; msg: “Dont
Fragment bit set”;)

Trong luat nay, D dung cho bit DF, R cho bit du trit va M cho bit MF.
Ta ciing c6 thé dung dau phu dinh ! trong luat nay dé kiém tra khi bit khong

duoc bat:

alert icmp any any -> 192.168.1.0/24 any (fragbits: !'D; msg: “Dont

Fragment bit not set™;)

2.2.4 Ché 40 ngin chin cia Snort: Snort — Inline
2.2.4.1 Tich hgp kha nang ngan chan vao Snort
Snort-inline 14 mot nhanh phét trién caa Snort do William Metcalf

khoi xudng va lanh dao. Pén phién ban 2.3.0 RC1 cua Snort, inline-mode da
duoc tich hop vao ban chinh thirc do snort.org phat hanh. Su kién nay da bién
Snort tir mdt IDS thuan tuy tréd thanh mot hé théng c6 cac kha nang cia mot

IPS, mic du ché do nay van chi 14 tiy chon chit khong phai mic dinh.

Y tudng chinh cia inline-mode 1a két hop kha ning ngin chin cua
iptables vao bén trong snort. Piéu ndy duoc thuc hién bang cach thay doi
modun phat hién va médun xtr 1y cho phép snort turong tac véi iptables. Cu
the, viéc chin bat cac gbi tin trong Snort dugc thuc hién thong qua Netfilter
va thu vién libpcap s& duoc thay thé bang viéc sir dung ipqueue va thu vién
libipq. Hanh dong ngan chin cia snort-inline s& duoc thuc hién bang devel-

mode cua iptables.

2.2.4.2 Nhirng bd sung cho cau tric luit ciia Snort hd tro Inline mode

Pé hd tro tinh ning ngin chin cta Snort-inline, mot s thay doi va bod
sung da dugc dua vao by luat Snort. D6 1a dua thém 3 hanh dong DROP,
SDROP, INJECT va thay d6i trinh tu vu tién cta cac luat trong Snort.

_ DROP: Hanh doéng DROP yéu cau iptables loai bo goi tin va ghi lai
thong tin nhu hanh dong LOG.
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- SDROP: Hanh dong SDROP ciing tuong ty nhu hanh déng DROP, diéu
khac biét 1a & chd Snort s& khong ghi lai thong tin nhu hanh dong LOG.

- REJECT: Hanh dong REJECT yéu cau iptables tir chéi goi tin, c6 nghia
1a iptables s& loai bo va guri lai mot thong bao cho ngudn gui goi tin do.

Hanh dong REJECT khong ghi lai bat cir thong tin gi.

Trinh tu vu tién cua cac luat:

Trong céc phién ban gdc, trinh tu wu tién cua cac hanh dong trong

Snort 1a:
activation->dynamic-> alert->pass->log
Trong inline-mode, trinh ty vu tién nay duoc thay dbi nhu sau:

activation->dynamic->pass->drop->sdrop->reject->alert->log
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CHUONG3:  THUC NGHIEM PHAP HIEN XAM NHAP MANG VOI
SNORT

3.1 Mo hinh thir nghiém

L 49

Client
192.168.10.1

WEB Server

E 192.168.10.12

Switch

[
e
A o

1|

Attacker
192.168.10.13 192.168.10.11

Hinh 3-1: M6 hinh thur nghiém

3.2 Thiét 1ap cAu hinh, chuin bi méi trudng cai dit:

Moi truong gia lap: Vmware Workstation Pro 14

Snort: CentOS 6.5 — Vmnet: 192.168.10.11

Web Server: Windows Server 2012 — Vmnet: 192.168.10.12

Attacker: Windows 7 — Vmnet: 192.168.10.13

- Client: Windown 7 — 192.168.10.1 (Cai dat PuTTy va WinSCP)

3.3 Caidat SNORT
Buére 1: Sir dung PuTTy két nbi dén may chu Linux CentOS 6.5

Buée 2: Tai vé cac goi sau va stir dung WinSCP tai cac goi cai dit nén
may chu Linux CentOS 6.5
- Libdnet-1.12.tgz
- libpcap-1.0.0.tar.gz

- dag-2.0.0.tar.gz
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- snort-2.8.4.1.tar.gz
- adodb519.zip
- base-1.3.9.tar.gz
- Snortrules-snapshot--2953.tar.
Buéc 3: Cai dat
~ Cai dit thém cac goi hd trg cho Web

# yum install -y mysql-server mysql-bench mysql-devel httpd php php-
mbstring php-devel php-mysql php-pear gcc pcre-devel php-gd gd glib2-devel

gcc-c++ libpcap libpcap-devel flex bison
- Gidi nén va cai dat Libdnet-1.12.tgz
# tar -zxvf libdnet-1.12.tgz
# cd libdnet-1.12
#./configure --prefix=/usr/local/snort --bindir=/usr/local/bin/
# make && make install

- Chuyén vé thw muc /root. Gidi nén va cai diat géi libpcap-

1.0.0.tar.gz
#cd
# tar -zxvf libpcap-1.0.0.tar.gz
# cd libpcap-1.0.0
#./configure --prefix=/usr/local/snort/ --bindir=/usr/local/bin/
# make && make install
~ Chuyén vé thw muc /root, giai nén va cai dit goi daq-2.0.0.tar.gz
# tar -zxvf dag-2.0.0.tar.gz

# cd dag-2.0.0
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#./configure --prefix=/usr/local/snort/ -bindir=/usr/local/bin/ --with-
libpcap-includes=/usr/local/snort/include/ --with-libpcap-

libraries=/usr/local/snort/lib/ --enable-static
# make && make install
- Tao ngwoi dung va nhom ngwoi dung cho Snort
# groupadd snort
# useradd -g snort -d /etc/snort -M -s /shbin/nologin snort

- Chuyén veé thu muc /root va tien hanh gidi nén, cai dat snort-

2.8.4.1tar.gz

# cd

# tar -zxvf snort-2.8.4.1.tar.gz
# cd snort-2.8.4.1

#./configure --with-mysql-libraries=/usr/lib64/mysql --enable-

sourcefire
# make && make install
_ Khéi tao link lién két cho tép tin snort téi thw muc sbin
# In -s /usr/local/bin/snort /usr/sbin/
- Copy kich ban khéi dong cuia snort t¢i thuw muc /ete/init.d/
# cp rpm/snortd /etc/init.d/
# cp rpm/snort.sysconfig /etc/sysconfig/snort
- Cf’lp quyén véi tép tin khéi dong cua Snort
# chmod 755 /etc/init.d/snortd
- Tao cac thuw muc chira cac file cai dat va thue muc chira cac file log

# mkdir /etc/snort
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# mkdir /var/log/snort
~ Thay d6i quyén s6 hiru ciia thu muc /var/log/snort
# chown snort:snort /var/log/snort/

~ Chuyén vé thu muc /root va copy tit ca cac file cAu hinh cia Snort

toi thu muc /etc/snort
# cp snort-2.8.4.1/etc/* /etc/snort/

# rm -rf /etc/snort/Makefile* (tép tin hd tro cho viéc bién dich cic

chuong trinh viét bang ma nguon C)
# mkdir -p /usr/local/lib64/snort_dynamicrules

- Copy toan by thw muc Snortrules-snapshot--2953.tar.gz vao thw

muc /etc/snort
# cp snortrules-snapshot-2953.tar.gz /etc/snort/

_ Chuyén dén thw muc /etc/snort tién hanh gidi nén va cai dit

Snortrule
# cd /etc/snort/
# tar -zxvf snortrules-snapshot-2953.tar.gz

# cp /etc/snort/so_rules/precompiled/Centos-5-4/x86-64/2.9.5.3/*.s0

lusr/local/lib64/snort_dynamicrules/
# cat /etc/snort/so_rules/*.rules >> /etc/snort/rules/so-rules.rules
_ Chuyén dén thuw muc /etc/snort va tién hanh cau hinh Snort
#cd /etc/snort
# vi snort.conf
- Dong 110 tré duwong din téi thu muc chira Rules

var RULE_PATH /etc/snort/rules
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~ Dong 111 tré duong din téi thu muc chira thu vién
var PREPROC_RULE_PATH /etc/snort/preproc_rules
_ Dong 688 tién hanh bé diu # va dién thong tin vé database

output database: log, mysql, wuser=snort password=123456
dbname=snort host=localhost

- Luu file cdu hinh
# vi letc/sysconfig/snort
_ Dong 69, 75, 81 thém dau # vao diu dong
Budc 4: Tao Database cho snort
- Khéi dong dich vu MySQL, va cho phép khéi dong cung hé thf'mg
# service mysqld start
# chkconfig mysqld on
- Tao CSDL cho Snort véi MySQL

# echo "set password for root@Ilocalhost=password('123456"; " | mysql
-U root

# echo "create database snort;" | mysgl -u root -p
_ Gan toan quyén cho User snort trén database snort

# echo "grant all privileges on snort.* to snort@localhost with grant

option;" | mysql -u root -p
- Set password cho User snort truy cap database

# echo "set password for snort@localhost=password('123456%; " |

mysql -u root -p
- Import CSDL

# cd snort-2.8.4.1/schemas/
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# mysql -u root -p < create_mysqgl snort
Budc 5: Cai dat giao dién quan tri

Giai nén goi adodb519.zip

# unzip adodb519.zip

Di chuyén toan b the muc adodb vira gidi nén vao

Ivar/www/adodb

# mv adodb5 /var/www/adodb
Giai nén goi base-1.3.9.tar.gz
# tar -zxvf base-1.3.9.tar.gz

Di chuyén toan bd thw muc base-1.3.9 vira giai nén vao thu muc

Ivar/www/html/base

# mv base-1.3.9 /var/www/html/base

Thay d6i quyén s& hiru ciia thu muc base

# chown apache:apache /var/www/html/base/
Stra file php.ini

# vi [etc/php.ini

Bé tat ca dau ; diu dong, tir dong 112 - 115
Stra file httpd.conf

# vi [etc/httpd/conf/httpd.conf

Tai dong 276 b6 dau # dau dong

Khéi dong dich vu httpd, va cho phép khéi dong cing hé thong
# service httpd start

# chkconfig httpd on

Cai dat goi Epel
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# rpm -ivh epel-release-6-8.noarch.rpm
- Cai dat thém cac goi sau
# yum -y install pcre pcre-devel php-pear php-pear-Number php-pear-

Number-Words php-pear-Image-Color php-pear-Image-Canvas php-pear-
Image-Graph

— Saa file snort.conf
# vi /etc/snort/snort.conf

~ Tirdong 810 - 862 tién hanh thém dau # vao dau tit ca cac dong tro

dwong din t6i cac Rules

_ Khéi dong dich vu Snort va cho phép khéi dong cing hé thong
# service snortd start
# chkconfig snortd on

_ Sang may Client ding nhip vao Base dé kiém tra véi dia chi

http://192.168.10.12/base Chon Continue dé tiép tuc

Basic Analysis and Security Engine (BASE) Setup Program

The following pages will prompt you for set up informatian to finish the install of BASE.
If any of the options below are red, there will be a description of what you need to do below the chart.

| Settings
| Config Writeable: ‘Yes
|
|

PHP Version: ‘5.3.3
PHP Logging Level:

Continue

Hinh 3-2: Hudng dan cai dat SNORT - Thiét 1ap
- Tré duong din téi adodb
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Security Engine (BASE) Setup Program

| Step 1 of 5

‘ Pick a Language: | english * 7

Paif t ADODE: | varviadod @
P& trinh Truy van

Hinh 3-3: Huéng dan cai diat SNORT - Buéc 1

- Nhap cac thong tin vé database, username, password ctia Username

quan tri database

and Security Engine (BASE) Setup Program

[ Step 2 of 5
Pick a Database type: | MySQL - 1?1

Database Mame: | snort

Database Host | localhost

Database Port:
Leave Dlank for default!

Database User Name: [ snort

Database Password: | 123456

| |Use Archive Database[?]

Archive Database MName: | snort

Archive Database Host: | localhost

Archive Database Port:
Leave blank for default!

Archive Database User Mame: | snort

Archive Database Password: | 123456

B& trinh Truy van

Hinh 3-4: Huéng dan cai dat SNORT - Budc 2

- Nhép Username va password quén tri

Security Engine (BASE) Setup Program

Step 3 of 5

[TJUse Authentication System [?]

Password: | ......

Full Name: | snort IDS]|

|
|
|
| Admin User Name: | snort

Bé trinh Truy wan
Hinh 3-5: Huéng dan cai d¢at SNORT - Buéce 3

_ Chon Continue dé vao budéc tiép theo
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Stepdof§

Operation Description Status
BASE tables Adds tables to extend the Snort DB to support the BASE functionalty DONE

The underlying Alert B is confiqured for usage with BASE.

Additional DB permissions
In order to support Alett purging (the selective abilty to permanently delete alers fiom the detabase| and DNS/whois lookup caching, the DB user "snot” must have the DELETE and UPDATE pivlege on the database
"snor@localhost’

Now continug to step 5...

Hinh 3-6: Huéng dan cai dat SNORT - Buéc 4
- Trang quan tri Snort

o olchlo noalo)

LR L)
o olcelonoalo) | \
boirecau Jusye (0g)

o ______________|

o 200LC6 houe: )

o (UIdnG | [uge §

o D9 b 9092 § ICb (100s¢)
» 200 |5 3002 | ‘
nob (0:)
1019] JnuwpsL of y6L: §
cuedouse: | | ‘
nuidne yysue: | 106 {os)
26U2012) | 0f9]: | | | 1lagic pLopjs pA plojoco]

Hinh 3-7: Trang quan tri Snort
3.4 Thiét 1ap mot s6 luét co ban:
3.4.1 Tao luat canh bao PING véi kich thuéc lon:
- Tao Rules icmp.rules: # vi /etc/snort/rules/icmp.rules

- Tai day tién hanh soan 1 rules méi vé1 nd1 dung nhu sau:

alert icmp any any -> 192.168.10.0/24 any (msg:"He thong dang bi tan
cong bang PING goi dung luong cao"; dsize: >500; sid:1111;)

- Tré duong dan téi Rules vira khéi tao
# vi /etc/snort/snort.conf

~ Bo dau # trude dudng dan t6i Rules icmp vira khai tao
include SRULE_PATH/icmp.rules

- Khéi dong lai dich vu Snort

service snortd restart
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- Tao lénh ping ¢ may Client nhu sau:
ping -1 1000 -f 192.168.10.13 —t

M ti tinh hudng:

Kiéu tin cong dung giao thirc ICMP. C6 2 phan quan trong trong ICMP
packet la ICMP ECHO REQUEST va ICMP ECHO RESPONSE datagrams
va thong thuong dung PING command dé thi hanh cac hoat dong cua ICMP.
Khi 1 mdy tinh giri ICMP ECHO REQUEST dén 1 may nao d6, néu may d6
dang hoat dong thi n6 s€ gt trda laa ICMP ECHO_ RESPONSE.
Hacker dung PING program dé tao nén kich thudc 16n cho géi tin ICMP (géi
gon trong 1 IP packet), c6 nhiéu cach dé gii ICMP datagrams ma packet ma
chi bao gém 8 bits ICMP header infomation, Hacker thuong dung PING
program dé giri nhitng packet 16n hon 65536 bytes ( vuot qua su cho phép cia
TCP/IP)

Thuc nghiém: May Attacker giri g61 ICMP Ping t6i Webserver “ping -l
1000 -f192.168.10.12 —t”. Snort phat hién va dua ra canh bdo tai trang quan
tri Snort.

- Két qua tai Trang quan tri Snort nhu sau:

Basic Analysis and Security Engine (BASE)

Home | Search

[ Back]

Added & aleri(s) to the Alert cache

Warning: strftime() [function.strftime]: It is not safe to rely on the system’s timezone settings. You are “required” to use the R

date.timezone setting or the date_default_timezone_set() function. In case you used any of those methods and you are still N 39[150'5

getting this warning, you most likely misspelled the imezone identifier. We selected 'Asia/Krasnoyarsk' for +07/7.0/no DST' + Unique i.”.e"s.

instead in ivar/wwwihtml/base/base_qry_common.php on line 509 . C|ﬂ§SIfICaIIDHE. ) A
Queried on : Fri April 05, 2019 03:18:45 + Unique addresses: Source | Destination
« Unigue IP links

« Source Port: TCP | UDP

1P Criteria any + Destination Port: TCP | UDP

ICMP Criteria any

Meta Criteria any

« Time profile of alerts

Payload Criteria  any

Displaying alerts 1-48 of 108 total

1D < Signature > < Timestamp > < Source Address > < Dest. Address » < Layer 4 Proto >
#0-(3-1170) [local] [snort] He theng dang bi tan ceng bang PING goi dung luong cac 2019-04-05 03:18:44 192.168.10.12 192.168.10.13 ICMP
#1-(3-1169) [local] [snort] He thong dang bi tan cong bang PING goi dung luong cac 2019-04-05 03:18:44 192.168.10.13 192.168.10.12 ICMP
#2.(31168) [local] [snort] He thong dang bi tan cong bang PING goi dung luong cac 2019-04-05 03:18:43 192.168.10.12 192.168.10.13 ICMP
#3-(3-1167) [local] [snort] He theng dang bi tan ceng bang PING goi dung luong cac 2019-04-05 03:18:43 192.168.10.13 192.168.10.12 ICMP
#4-(3-1166) [local] [snort] He thong dang bi tan cong bang PING goi dung luong cac 2019-04-05 03:18:42 192.168.10.12 192.168.10.13 ICMP
#5.(3-1165) [local] [snort] He thong dang bi tan cong bang PING goi dung luong cac 2019-04-05 03:18:42 192.168.10.13 192.168.10.12 ICMP
#6-(3-1164) [local] [snort] He thong dang bi tan cong bang PING goi dung luong cac 2019-04-05 03:18:41 192.168.10.12 192.168.10.13 ICMP
#7-(3-1163) [local] [snort] He theng dang bi tan ceng bang PING goi dung luong cac 2019-04-05 03:18:41 192.168.10.13 192.168.10.12 ICMP
#8-(3-1162) [local] [snort] He thong dang bi tan cong bang PING goi dung luong cac 2019-04-05 03:18:40 192.168.10.12 192.168.10.13 ICMP
#9.(3-1161) [local] [snort] He thong dang bi tan cong bang PING goi dung luong cac 2019-04-05 03:18:40 192.168.10.13 192.168.10.12 ICMP
#10-(3-1160) [local] [snort] He thong dang bi tan cong bang PING goi dung luong eao 2019-04-05 03:18:39 192.168.10.12 192.168.10.13 ICMP
#11-{3-1159) [local] [snort] He thong dang bi tan cong bang PING goi dung luong cac 2019-04-05 03:18:39 192.168.10.13 192.168.10.12 ICMP
J 1 #12.{3-1157) llocall[snort] He thona dana bi tan cona bana PING goi dung luona cao 2019-04-05 031838 192.168.10.13 1921681012 ICMP

Hinh 3-8: Canh bao PING véi kich thude 16n
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3.4.2 Tao luat canh bao truy cap Web:
- Tao Rules icmp.rules: # vi /etc/snort/rules/tcp.rules

- Tai day tién hanh soan 1 rules méi véi ndi dung nhu sau:

alert tcp any any -> 192.168.10.0/24 any (content: "'; msg:"Phat hien
xam nhap website trai phep"; sid:2222; rev: 1;)

~ Tro duong dan téi Rules vira khéi tao
# vi /etc/snort/snort.conf

_ B0 dau # trude duong dan t6i Rules icmp vira khoi tao
include $SRULE_PATH/icmp.rules

- Khoi dong lai dich vu Snort
service snortd restart

M0 ti tinh hudng:

Thong thuong, tAn cong DoS xay ra khi hacker thuc hién cac hoat dong
nham muc dich "flood" (Iam Iut) network véi mot khéi lwong thong tin khong
16. Khi nguoil dung nhap mot URL cua website nao do6 vao trinh duyét, tuc la
dang giri mot request dén server may tinh cua website d6. V& co ban, mdi
Server s& chi c¢6 kha ning xir Iy mot sé reqquest nhét dinh dwoc giri dén trong
cung mot lac. Loi dung dac diém nay, ké tan cong s€ khuéch dai sb request
lén v6i khéi luong khong 16 khién cho sever mat kha niang xu li lugng
reqquest nay. Day chinh 13 hinh thae "tir chéi dich vu", nguoi dung khong thé

truy cdp trang web do.

Thyc nghiém: Cung mot thoi diém may Attacker va may Client truy

cap lién tuc nhiéu 1an vao website d3 duogc tao https://192.168.10.12. Snort

phat hién va dua ra canh bdo tai trang quan tri Snort.

- Két qua tai Trang quan tri Snort nhu sau:
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Added & alert(s) o the Alert cache

Security Engine (BASE)

Warning: strftime() [function.strftime]: Itis not safe to rely on the system's timezone settings. You are “required” to use the
date timezone setting or the date_default_timezene_set() function. In case you used any of those methods and you are still
getting this warning, you most likely misspelled the imezone identifier. We selected 'AsiafKrasnoyarsk' for +07/7.0/ino DST'
instead in ivar/wwwihtml/base/base_qry_commeon.php on line 509

Queried on : Fri Apri
Meta Criteria

IP Criteria

TCP Criteria
Payload Criteria

105, 2019 03:28:04
any
any
any
any

Displaying alerts 1-48 of 43761 total

[ Back]

Summary Statistics

« Sensors

« Unique Alerts

« (classifications )

« Unique addresses: Source | Destination
.

Unique IP links
Source Port TCP | UDP
Destination Port: TCP | UDP

« Time profile of alerts

D
#0.(31253)
#1{3-1252)
#2{34251)
#3.(31250)
#4.(31249)
#5-(3-1248)
#6-(31247)
#7.(3-1246)
#3.(31245)
#9-(3-1244)

#10-(3-1243)

#11 121240

< Signature »

[local] [snort] Phat hien xam nhap website trai phep
[lecal] [snort] Phat hien xam nhap website trai phep
[local] [snort] Phat hien xam nhap website trai phep
[local] [snort] Phat hien xam nhap website trai phep
[local] [snort] Phat hien xam nhap website trai phep
[lecal] [snort] Phat hien xam nhap website trai phep
[local] [snort] Phat hien xam nhap website trai phep
[local] [snort] Phat hien xam nhap website trai phep
[local] [snort] Phat hien xam nhap website trai phep
[lecal] [snort] Phat hien xam nhap website trai phep
[lecal] [snort] Phat hien xam nhap website trai phep

Tarall Tennrt] Phat hian vam nhan waheita trai nhan

< Timestamp >

2019-04-05 03:28:01
2019-04-05 03:28:01
2019-04-05 03:26:00
2019-04-05 0327 59
2019-04-05 0327 58
2019-04-05 03:27:58
2019-04-05 03:27:40
2019-04-05 0327 40
2018-04-05 03.27 40
2019-04-05 03:27:40
2019-04-05 03:27:39
N1ANANE N7-2G

< Source Address > < Dest. Address > < Layer 4 Proto >
192.168.10.13:49163 192.168.10.12:80
192.168.10.13:49163 192.168.10.12:80 cP
192.168.10.13:49163 192.168.10.12:80 TCP
192.168.10.13:49163 192.168.10.12:80 TCP
192.168.10.13:49162 192.168.10.12:80 CcP
192.168.10.13:49162 192.168.10.12:80 cP
192.168.10.1:50956 192.168.10.12:80 TCP
192.168.10.1:50956 192.168.10.12:80 TCP
192.168.10.1:50956 192.168.10.12:80 TCP
192.168.10.1:50956 192.168.10.12:80 cP
192.168.10.1:50956 192.168.10.12:80 TCP
107 1RR 10 1 ENARA 102 1RR 1N 1280 TP

Hinh 3-9: Canh béo truy cap Web
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KET LUAN
Trong khudn kho d6 4n, vé mit 1y thuyét dd an d3 trinh bay nhimg van
dé co ban nhét cua mot hé théng phat hién xam nhap va hé théng ngan chan
xam nhap. Bén canh d6 dua ra giai phap xdy dung mot hé thong phat hién
xam nhap mang (IDS). Cac ndi dung nghién ctru ma dé tai da dat ra va giai

quyét dugc cac van dé sau:

- Tim hiéu co ban vé h¢ thong giam sat an ninh mang, cic thanh phan va

chtc nang chinh cua h¢ thong gidm sat an ninh mang.

- Nghién cuu, tim hiéu hé théng phat hién xam nh3p mang IDS va ngan

chan xam nhap mang IPS.

~ Cai dat va thtr nghiém thanh céng ung dung phan mém ma ngudén mo

SNORT phat hién xam nhap mang.

_ Két hop xay dung duoc giao dién quan tri tng dung SNORT tryc quan
v61 nguoi st dung.

Song song voi két qua ma em dat dugc thi em nhan thay dd an van con
mot sb diém han ché. D6 an méi chi & muc cai dit va tha nghiém, dé co thé
dua vao thuc nghiém va st dung trong thuc té, can phai tich hgp hoan chinh,
bd sung thém cac chirc nang va d6 ciing 1 hudng phat trién nghién ctru cta dé

tai, cu the la:
_ Phat hién thém nhiéu kiéu tin cong khac.
~ €6 thém chirc nang tu dong phan tng trudc cac cudc tan cong.

- Tich hop thém nhiéu phan mém khac vo1i nhiéu tinh ndng hon, giap cho
hé thong gidm sat an ninh mang co6 thé gidm sat dugc hé thong chat ché
hon.

- Hién tai Snort vd1 kha nang phat hién xam nhap dua vao cadc mau san
cd. Vi thé doi voi cac kiéu tan cong madi s€ khong thé phat hién ra. Do

vay can xay dyng thém chirc nang phan tich dua vao sy kién bat thuong
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va phan tich dya trén giao thic dé c6 thé phat hién tdn cong mot cach
chinh x4c nhat.
Hy vong trong thoi gian sip t6i, em c6 thé nghién ctru sau hon nita dé

hoan thién va phat trién dé tai thanh san pham duoc Gmg dung vao thuc tién.
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