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LOI CAM ON
Thot gian 4 ndm hoc tap tai truong dai hoc da sép hét, dd dén lac em can
tong hop va hoan thién cac kién thirc ma em di hoc duoc tir cac thay co trong

nganh Cong nghé thong tin Truong Pai hoc dan 1ap Hai Phong.

Nhiing thang ngay viura qua la nhiing thang ngay duogc su tan tinh chi bao
day dd ctia timg thay timg cd,em di cb ging hoc tap va khong ngimg tiép thu
nhitng kién thirc quy bau d6. Pé hém nay ddy em dugc ngdi 1am d6 4an tét
nghiép véi thanh qua ctia qué trinh 4 nam hoc tap. Trong thoi gian 1am t6t nghiép
nay em da nhan dugc su tan tinh cua théy cO gido bd mon, va quan trong nhét 1a
em dugc thady H6 Van Canh — nguoi truc tiép truyén dat nhiing kién thie quy
bau gip em hoan thanh t6t do an nay. Em rat cam on thdy da tin tinh chi

bao,diu dit, danh thoi gian hudng dén cho em.

Nhitng kién thirc em can phai hoc hoi cling con rat nhiéu, vi vy trinh do ly
thuyét cling nhu céc kinh nghiém thuc t€ con han ché nén d6 an chac sé con
nhiing thi€éu x6t ma em chua nhan ra.Vi vay em kinh mong thay c6 chi bao dé

em hoan thién hon vé d6 4n va cac kién thirc chuyén mén.
Em xin chan thanh cam on!
Hai Phong, thang 7 nam 2015
Sinh vién

Vi Ngoc Anh
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PHAN MO PAU
Cac hé mat ma co dién chinh 1a dang caa hé mat ma khoa ddi xung.

Mai khoéa dbi xting dugc dung dé chi cac hé ma ma trong d6, khi biét khoa
lap mi ta c6 thé tim dugc khoa giai md mot cach dé& dang (vi vay ngudi ta
thuong coi chling 1a mot), ddng thoi viéc giai mé ciling doi hoi thoi gian nhu viée
lap ma. Cac hé ma thuoc loai nay c6 thoi gian 1ap ma va giai ma twong doi
nhanh vi thé cac hé ma ddi ximg thuong dugc sir dung dé ma hoa nhiing dir ligu
l6n. Nhung cac hé ma ddi xang yéu cau phai gitr bi mat hoan toan vé khoa lap
ma. Néu ddi phuong biét khda 1ap ma thi coi nhu that bai.

Sau day em xin gi6i thiéu d6i nét vé viéc can thiét dé ma hda thong tin:

Hién nay tin hoc da duogc ap dung vao hau hét cac linh vuc trong cudc song
va c6 mot anh huong rat 16n d6i vai su ton tai va phat trién caa cac nganh khoa
hoc khac. Trong moi hé théng tin hoc, théng tin ludn Ia thanh phan co ban nhat
va quan trong nhat. Ching ta khdng ai ma khong gap phai nhitng truong hop khi
may tinh bi mat hét nhitng théng tin quan trong do nhiéu nguyén nhan khéac nhau
nhu bi virus, bi hu hong thiét bi, do khdng biét sir dung, bi danh cip hay xoé
thong tin... Néi chung van dé an toan va bao mat thong tin rat da dang va phu
thudc vao nhiéu yéu té chu quan va khach quan khac nhau nhu: con nguoi, moi
truong, cong nghé... Hién nay cd rat nhiéu cong cu va phan mém hd tro an toan
cho hé théng may tinh. Tuy nhién van dé danh gia va chon lya mot hé théng an
toan rat phuc tap va chi mang tinh twong ddi boi vi mot hé théng duoce danh gia
la rat an toan hdm nay c6 thé khdng con an toan nira vao ngay mai. Néu ching ta
thuong xuyén theo ddi cac thdng tin bao mat trén Internet, ching ta cd thé thay
thong tin vé nhiing 16 hong bao mat caa cac hé diéu hanh, cac phan mém bao
mat, cac dich vu... Vi vay an toan va bao mat thong tin la mot trong nhiing
thanh phan quan trong nhat can dwgc quan tdm trong viéc duy tri va phat trién

cua hé thong.
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Mat m& va van dé an toan thdng tin ?

Mat mi (Cipher) di xuat hién cach day khoang 4000 niam tai Ai cap. Khi
ma cac cudc chién tranh xay ra giira cac dé ché. Thong tin cia bén A dudi dang
chix cai (letter), chit sé (number) hay loai nao do trude khi duoc gui di s& dugc
ma ho&. Bén B nhan dugc théng tin ma hoa nay thuc hién viéc giai ma dé hiéu
duoc noi dung. Mot nguoi ldy dugce ban ma ciing khé ¢6 thé hiéu dugc noi dung
cua thong tin vi chi co6 A va B mai ¢6 cach giai ma. Thoi Ki nay cac thong tin
dugc bao mat bang cac phuong phap khac nhau, hay con goi la cac hé mat ma
co dién. Cac hé mat ma sém nhét duoc biét dén nhu mat ma Ceazar - ma dich
chuyén (Shift Cipher), ma thé (Substitution Cipher)... Cac hé mat ma nay duoc
st dung trong mét thoi gian dai. Cho dén khi toan hoc phat trién. Cac hé ma méi
duoc xay dung trén cac ly thuyét vé toan hoc hién dai. Mot thé hé mat ma duge
xay dung dua trén d6 phuc tap tinh toan, cac hé mat ma nay duoc goi la cac hé
mé hién dai. Cac ung dung cuia cac hé mat ma ngay cang duoc ap dung trong
nhiéu linh vuc x& hoi. Gilp giai quét hang loat cac vin dé vé an toan théng tin
trén cac kénh thong tin khdng bao mat.

Mat ma cung cap mot giai phap nhim muc dich thyc hién bién mét thong
tin cy thé dé hiéu thanh mot dang khac (khé hiéu) c6 quan hé chat ché véi thong
tin goc. Gio day ta goi théng tin chwa ma hoa (tudng minh) 1a “ban ré”, va
thong tin sau khi dugc ma hoa la “ban ma”. Vay mat ma la gi ? Tai sao no lai
bao vé duoc bi mat théng tin ?

Cosocuanolagi?

DPinh nghia : Mat ma hoc la su nghién ctru cac phuong phap toan hoc lién

quan dén mot s khia canh cta théng tin nhu sy an toan, sy toan ven dit liéu, su

x&c nhan ton tai va su xac nhan tinh nguyén ban caa thdng tin.

Sau day em xin lan luot gigi thiéu 6 mat ma cd dién :
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CHUONG I : CAC HE MAT MA CO PIEN
1.1. Mé dau :

Mong muébn dugc trao d6i théng tin mot cach bi mat 1a mot trong nhiing
doi hoi cia con ngudi Xuat hién tir rat sém trong lich st. Vi thé lich st cua viéc
trao doi théng tin mat rat phong phi va bao gdm nhiing phat minh doc dio mang
day tinh giai thoai. Nganh hoc nghién cau cach thicc che dau thong tin d6i véi

nhiing doi tugng khéng mong mudn goi la mat ma hoc ( cryptography)

Mat ma (cipher) duoc dung dé bao vé bi mat cua théng tin khi thong tin
duoc truyén trén cac kénh thdng tin bao mat nhu thu tin ,dién thoai,mang truyén

thong may tinh ...

- Ngudi A mubn gui cho ngudi B mot vian ban bang tiéng Viét ( goi 1a “ban
16 ), mudn duoc bao mat thi A phai 1ap mat ma cho “ ban 13” d6 goi 1a “ban
ma” va giri ban ma nay cho B. A va B c6 mot khoa mat ma chung, vira dé A lap
“ban ma” , vira dé B giai “ban ma” thanh “ban rd” . Mot ngudi khac khdng co
khoa d6 thi du co lay duoc “ban ma” tir kénh truyén tin ciing khong thé bién
thanh “ban r&” dé hiéu dugc noi dung théng bdo ma A gui cho B.

- C4c hé mat ma co dién thuc hién viéc bao mat do6 déu dung mét khao
chung cho viéc lap ma va giai m&, cac ban rb va ban ma thuong dung co so la
ban chir ty nhién, cu thé 1a ta s& dung 26 chit cai trong ban chit cai tiéng Anh.

Dé hiéu r6 hon em s& ding quan niém toan hoc dé md ta hinh thizc hon

Dinh nghia 1 :

Mot hé mat md 1a mot bo nam (P, C, K, E, D) théa mén cac diéu kién

sau day:

e P la mét tap hitu han céc ban rd.
e C lamot tap hiru han cac ban ma.

e K la mot tap hitu han cac khoa.
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Vi moi k € K, c6 mot ham 1ap mé e, € E ,sa0 cho e, : P -> C, va mot

ham giaima dy, € D, di: C -> P sao cho dy(ex(X)) = X véi moi x € P.

Trong thuc té , P va C thuong 1a bang chi cai ( hoic tap cac day chir cai co
d6 dai cd dinh)

Néu ban rd 1a (mot xau chir céi):

X = X1XoX3...X, (Xi € P), va khod la k € K thi ban mé s¢ la:

Y = Y1YaYs...yn (¥i € C)

Trong d6 yi = e(Xi) (1 <i<n). Nhan dugc ban ma y, biét khoa k, s& tim
duogc ban rd x, vi x; = dw(y;)

Sau day thay cho bang chit cai A, B, C,....X, Y, Z ta s& dung céc con s6 0,
1,2,..., 24, 25 va dung cac phép toan sé hoc theo modulo 26 dé dién ta cac phép

bién doi trén bang chir céi.

A|/B|C|D|E|F |G|H|I |J |[K|L |M|N

o112 |3 (4 |5 |6 |7 |8 |9 [10/11|12]|13

14115116 17|18 |19 |20 (21|22 |23 |24 |25

1.2. Ma dich chuyén

Ki hiéu Z m 12 tap céc s6 nguyén tir 0 dén (m-1), ky hiéu do ciing ding cho
vanh céc sé nguyén tir 0 dén (m-1) véi cac phép cong va nhan véi modulo m.
Nhu vay, bang chit cai tiéng Anh cd thé xem 1a mot vanh Z, Vi sy twong wng

ké trén.
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Pinh nghia : M dich chuyén (P, C, K, E, D)

P=C=K=Z% voi kK, dinh nghia
ex(x) = (x + k) mod 26;

di(y) = (y - k) mod 26;

(trong d6 x,y Zo)

Vi du : Dung khoa k = 9 ¢é ma hoa dong thu :
“hentoithubay”
Dong thu d6 ta s& quy ra twong (ng véi dong s6 nhu ¢ bang trén(trang 5):

B1: Talan luot lap ting ki tu ban rd vao trong bang sau

Kite |h e |n |t [o |iI |t |[h |u |b |a |y

S6 7 |4 (13|119|14|8 (19|7 (20|11 |0 |24

B2: Véikhdak =9, tasé lan lugt cong cac con sb véi 9 sau d6 rat gon

m&i tong véi modulo 26 (tac 1a qua phép mé hda ey, ta co

S6 16 (132212 |23|17|2 |16|3 |10|9 |7

Kite |g |[n |w |c |xX |r |c |g |d |k []J |h

B3: LAy cé4c ki tu lan luot trong bang d3 qua ma hoa eq,t s& duoc ban ma
la :

“gnwcexrcqdkjh”
*) Giai ma: Khi B nhan duoc “qnwexreqdkjh” thi s& dung dg dé giai
ma,cu thé 1a

B1l: Lan luot quy doi ting Ki ty ban mé ra s6

Kite |q |n |w|c |x |[r |c |g |d |k [j |h

S6 16 113222 |23|17|2 |16|3 |10|9 |7
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B2: Thuc hién phép trir véi 9,sau d6 rat gon hiéu vai modulo 26, t sé

co:

SH 7 14 (13|119|14/8 (19|7 (20|11 |0 |24

Kite [h e |n |t |o |i [t |h |u |b|a |y

B3: Lay céc ky tu vira chuyén d6i s& thu duoc ban rd ma A da giri

“hentoithubay”

*) Nhdn xet :
Cach day 2000 nam ma dich chuyén da dugc Julius Ceasar su dung, véi
khoa k=3 ma dich chuyén dugc goi 1a ma Ceasar.
Tap khoa phu thudc vao Z ,, voi m 1a sé khoa c6 thé.
Trong tiéng Anh tap khoa chi c6 26 khoa c6 thé, viéc tham ma c6 thé

duoc thuc hién bang cach duyét tuan tu 26 khoa do

= R& rang mat ma dich chuyén khong an toan vi nguoi ra c6 thé tim duoc khoa
k bang céach tha toan bo cac khoa co thé cho dén khi nhan dugc thong bao co

nghia .

1.3. M4 thay thé

Dinh nghia : M4 thay thé nghia 14 thay thé ting ki tu caa ban rd bang céc ki
tuy khac ma cac ky tuy nay déu thudc bang chir cai.Nhu vay khda cua ma nay
chinh Ia mot hoén vi ctaa bang chir cai.

M4 thay thé (P, C, K, E, D)
P=C=2Zy, K=S(Zsx)—S(E) latap cac phép hoan vi cac phan tir cia E

V&i moi € K, tire 1a mot hodn vi trén Z ,, ta Xac dinh :
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ex(x) = 1(x) ;
du(y) = 1(y) ;
VGi X,y € Zye, 1 12 nghich dao cua i

Vi du : 1 duoc cho badi hoan vi cia cac chir cai thudc Zy-

SE)|x |n |y |a |h |p|o|g |z |g |w|b |t

E (n o [(p |q |r |[Ss |t |Uu |V |W]|X |y |zZ

SE)|s |f |I |r |c v m|lu e [k |]j |d[|i

Vi bang trén, ta c6 thé @i chiéu twong @ng tirng ki tu trong ban rd sau:
“hentoithubay”
Nhuh->g,e->h,n->s,t->m....

Thanh ban ma “ghsmfzmgunnxd”

*) Giai ma ta s& dung khéa 1™ 1am nguoc lai ,nghia 4 :
g->h,h->e,s->n...

Ta sé€ thu duoc ban 16 : “hentoithubay”

*) Nhdn xet :
M4 thay thé c6 tap hop khoa khé Ién - bang sb cac hoan vi trén bang chit céi,
tirc s6 cac hoan vi trén Z , (hay 1a 26!)
= Viéc duyét toan bd cac hoadn vi dé tham ma 14 rat kho, ngay ca di véi
may tinh. Tuy nhién, ta s& thiy c6 nhitng phuong phap tham ma khac dé dang

thuc hién, va do d6 ma thay thé ciing khdng thé dugc xem 1a “an toan”.
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1.4. Ma Apphin
Phép l1ap ma duoc cho bai mot ham Apphin dang:
e(x) = ax + b mod 26
trong d6 a, b € Zys (chl ¥: néu a = 1 ta c6 ma dich chuyén)
Dé c6 duoc phép giai ma twong ung, tic dé cho phuong trinh
ax + b =y mod 26
c6 nghiém x duy nhat (voi bat ky y € [ 26 cho trudc), hay noi cach khac
ham Apphin phai 14 don anh. Theo mét dinh Iy s6 hoc, diéu kién can va du la a
nguyén té véi 26, tic 1 (a, 26) = 1.
O day (a, 26) ky hiéu cho udc sé chung 16n nhat cia a va 26.
Khi (a, 26) = 1 thi cd sé a* € Z,ssao choa.a® =a*.a = 1 mod 26, va do
do, néu:
y = ax + b mod 26
< ax=y—bmod 26
o atax=a’.(y—b) mod 26
o (@ata)x =a™.(y—b) mod 26
o x=a'.(y—b) mod 26

— d(x) =a™.(y —b) mod 26

Dinh nghia : Ma Apphin((P,C, K, E, D)
P=C=2Z;K={(ab) € ZyxZy:(a,26) =1}
Véi mdi k = (a, b) € K ta c6 dinh nghia :
ex(X) = ax + b mod 26
de(y) =a* (y—b) mod 26
Trong do X,y € Zy
Dé thtr tinh chat xem khéa c6 hop 16 khong, ta can phai c6 nhiing thuat toan
thr (8, m)=1,vatinha* mod mkhi (a,m)=1.
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Nhung véi m = 26 ta d& thir rang cac sé asao cho (a,26) =1 1a:
a |1 (3 |5 (7 |9 |11|15|17/19(21(23|25
at|1 |9 |21]15(3 [19]7 |23]11|5 [17]|25

Taldy vi du: Voik=(5,6) vabanrd:
“hentoithubay”
Budc 1 : ta quy doi cac Ki tu ban rd thanh sé theo quy udc (a->1, b ->2 c-
>3 ..)

y =5x + 6 mod 26

Budc 2 : sau khi chuyén doi cac sé qua cong thiic,a anh xa nguoc lai tir s6
ra Ki tu trong urng ,va ban ma sé la :

“patxyuxpclgw

*) Giai ma : Khi B nhan duoc ban ma tir A,s€ tién hanh giai ma:

K=(5,6)taclaa=>5,b=6;

a=5=> a'=21I (nhu trong bang d3 néu)

Gio cong thac giai ma sé la :

de(y) =21 (y—6) mod 26

Budc 1 : ta quy doi cac ki ty ban ma thanh sé theo quy wdc (a->1,b -

>2 ,c->3...)

Vidu:x=21(15-6) mod26=7....
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p |a [t |[x |y |u|[x [p|c |l |g |w
y [15/0 [19]23|24|20|23|15(2 |11|6 |22
=21(y — 6) mod 26
X |7 |4 (1319|148 |19|7 |20|1 |0 |24
h |e [n |t (o |i |t |[h |u b |a |y

Budc 2 : Ta lay cac ki tu quy doi sé thu duoc ban r
“hentoithubay”

*)_Nhdn xét :

Véi ma Apphin, s6 cac khoa co thé c6 bang (sb cac sé < 26 va nguyén to
Véi 26) x 26, tirc 12 12 X 26 = 312. Viéc thir tit ca céc khoa dé tham ma trong
truong hop nay tuy kha mat thi gio néu tinh bang tay, nhung khong kho khan gi
néu ding may tinh.
=> Do vay, md Apphin ciing khéng phai Ia m& an toan.
1.5. Ma Vigenere

M4 Iy tén cua Blaise de Vigengre, sng vao thé ky 16. Khac véi cac ma
truagc, ma Vigenére khong thuc hién trén ting ky tu mot,ma duoc thuc hién trén

ting bo m ky tu (m 12 s6 nguyén duong).

1.5.1. bi nh nghia: Ma Vigenere((P,C,K,E, D)
P=C:K2226m Vi méik:(kl,kz,...,km)eKtaCé .
ek(X1, Xo,.. 0y Xm) = (X1 + Ky, X0+ Ko, ..., X + Kyy) modulo 26

dk(yl ’ y29°'°9 Ym) = (Yl' kl,yZ' kz,...,Ym' km) mOdUIO 26

1.5.2. Vidu : Cho Khoéa k 1a tte CIPHER,,

= Do dai khoa 12 6 ( m =6) — va ta s& quy d6i khoa k theo quy tic ddi ki tu sang
sb,nghia la k = (2,8,15,7,4,17)

= Banro: “hentoithubay”

Bud6c 1: Chuyén ban 1 va khoa sau khi quy ddi vao bang sau :
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h |e [n |t o |i |t |[h |u b |a |y
X |7 |4 113|19(14|8 |19|7 (20|11 (0 |24
K|2 |8 |15(7 |4 |17|2 |8 |15|7 |4 |17
Y |9 |12|2 |0 [18|25|21|15|9 |8 |4 |15

J |mijc (a |s |z |v |p |[] |I |e |p

Budc 2 : Cong lan luot cac sb cua ban rd véi khoa ( 1dy theo modulo 26) ta

s& thu dugc cai chir s ban ma
Budc 3: Lay céc ki ty da chuyén ddi nguoc,ta dugc ban ma 13
“jmcaszvpjiep”
*) Quy tac giai ma :
Vi ban ma : “jmcaszvpjiep”
Ta s& ding ham dy lan luot gii theo cac budc :

Budc 1: Chuyén ban ma va khoa sau khi quy d6i vao bang sau :

j Imjc |a |s |z |v |p|] |[i e |p
y |9 |12|/2 |0 |18|25[21|/15(9 |8 |4 |15
k |2 |8 [15|7 |4 |17 |2 |8 |15|7 |4 |17
X |7 |4 113|19(14|8 |19|7 (20|11 |0 |24
h |e |n |t |o |i |t |h |u|b |a |y

Budc 2 : Trir lan luot céc s6 cua ban rd véi khoa ( 1ay theo modulo 26) ta

s& thu dugc cai chir s6 ban rd
Budc 3: Lay céc ki ty da chuyén doi nguoc,ta dugc ban rd 12 :

“hentoithubay”
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*) Nhdn xét :
M4 Vigengre v6i m = 1 s& tré thanh ma Dich chuyén.

Tap hop cac khoa trong ma Vigengre mai m > 1 ¢6 tat ca 12 26™ khoa c6
thé c6. Vi m = 6, s6 khoa dé 1a 308.915.776, duyét toan bo ching dy khoa dé

tham ma bang tinh tay thi kho, nhung véi may tinh thi van 1a diéu dé dang.

1.6. Ma Hill
M3 nay dugc dé xuat boi Lester S.Hill nim 1929. M3 ciing dugc thuc hién
trén tirng bo m ky tu, mdi ky tu trong ban ma 1a mot t6 hop tuyén tinh (trén vanh
Z,) ciia m Ky tu trong ban r3. Nhu vay, khoé s& duoc cho bai mot ma tran cép
m, tac 1a mot phan ti caa Z™,* ™. Dé phép bién d6i tuyén tinh xac dinh bai ma
trank € Z M ™ c6 phép nghich dao, ma tran k ciing phai c6 phan tir nghich
dao k-1 € Z™6* ™. Diéu kién can va du ¢é ma tran k c6 ma tran nghich do 1a
dinh thuc cua né - ky hiéu det(k),- nguyén té véi m.
Pinh nghia : M& Hill((P,C, K, E, D)
Cho m 1a s6 nguyén duong.
P=C=2Z"
K={k €Z ™™ (det(k), 26) = 1}
voi méi k € K dinh nghia:
ex(X1, X2,..., Xm) = (X1, Xo,..., Xm)-K

Y1, Y25 s Ym) = (Y1 Yoo o sym) K

11 3

V|’d1_1:Léym=2;vélk=[8 7

Vi bo 2 ky tu (x1, x2), ta co mi 1a (1, y2) = (x1, x2). k duoc tinh

boi
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y1 = 11.%X; + 3.X
Vo= 8X1+7.X
Gia strtacd banrd: “tudo” , tach thanh tirng bo 2 ky tu, va viét dudi
dang s6 ta duoc 19 20 | 03 14 , 1ap ban ma theo quy tac trén, ta dugc ban ma
dudi dang s6 1a: 09 06 | 23 18, va duéi dang chit 1a

<« ngS” .

Pé don gian cho viéc tinh toan, théng thudng chon ma tran vudng 2x2. Khi
d6 c6 thé tinh ma tran nghich dao theo cach sau :

Giast: k= [Ccl Z] ta c6 ma tran nghich dao k™ = [CC" Z]l

—C a

d -b
Duoc tinh : [Z Z]l = [ad‘bc ad"’c]
ad—bc ad-—bc
Mot chi y 1a dé phép chia ludn thuc hién dugc trén tap Z,e thi nhat thiét
dinh thirc cua k : det(k) = (ad — bc) phai c6 phan tir nghich dao trén Z, nghia Ia
(ad — bc) phai la mot trong cac giatri: 1, 3,5,7,9, 11, 15, 17, 19, 21, 23, hoac
25. bay ciing la diéu kién dé ma tran k ton tai ma tran nghich dao.

Khi d6: k*.k = 1 1a ma tran don vi (dudng chéo chinh bang 1)

[‘;l Z]*[‘; Z-lz[ad_d—cbc ad_;bbc *[? Z]: (1) (1)]

ad—bc ad—-bc

: . ..[11 8l1_[7 -8
Bmhthu:CCua[3 ; —[_3 11]mod26

Pay 1a mot vi du dic biét vi ma tran cé dinh thic bang 1, ching ta s& xem
xet mot vi du tim nghich dao cia ma tran 2x2 khéc.
Vidu:

binh thitc cua [g ;L] la 9x 7 —-5Xx4=43 mod 26 =17;
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7 —_
o [9 4la_ |17 17
Khi @6 [5 N EE mod 26
17 17
Vi 17 mod 26 sé tuong dwong vdi nghich dao cua 17 mod 26.Trong bang

nghich dao ta d& thay nghich dao cua 17 trong Zy 14 23. Nén :

7 -4
17 17 _[7X%X23 —4 X 23 161 -92
-5 9| Mod26 = [—5><23 9 x 23 ]m°d26‘[—115 207
17 17
5 12 £ . [9 411 5 12
= => =
mod 26 [15 25] mod 26 Ketha[5 7 ic 25]

Ta khong c6 cong thic dé danh gia sé khoa k ¢6 thé c6 voi m cho trudc.

Trong muyc sau ta s& xét mot phuong phap tham ma d6i voi ma Hill.
1.7. Ma chuyén vi

Khéc v6i cac mi trudc, mé hoan vi khong thay doi cac ky tu trong ban rd
ma chi thay d6i vi tri cac ky tu trong tirng bd m cac ky tu caa ban ré. Ta ky hiéu
S 12 tap hop tat ca cac phép hoan vi cua {1, 2,..., m}.

1.7.1. Bi nh nghia
Cho m 14 s6 nguyén duong. P=C =Z",, K=S,, véimdéik=n € S,
ta co:

(X1, X2,- ., Xm) = (Xu(1), Xz(2)s- - -» Xae(m))

Okt Vooroos Ym) = (Yo (1) 2 Y (2) veens Yo (m))

trong d6 = 1a hoan vi nghich dao cua
*) Ma hoa :

SVTH: Vii Ngoc Anh- CT1501 Trang 14



Trwong Pai hoc Dan lap Hai Phong

1.7.2. Vidu :

Gia srm = 6, va khoa k dwoc cho béi hoanvi caamn

Nghia la : cac thir ty khda s€ bi x40 tron theo 1 trat tu do ngudi ma hoa dat
ra

Ngudi gui gui ban rd c6 ndi dung :
“hentoithubay”
Budc 1 : tao bang dé day lan luot céc ki tu theo 1 trat ty:

Trong day ta can nam duogc cac thong tin : d6 dai khoa(o day 1a 6) , do dai
ban rd( & day 1a 12) -> thir tu khoa s& duoc 13p lai tir 1 dén 6 cho dén du d6 dai
ban r6 thi thoi

| &
R

12‘3‘4‘
NN N

Nghiala:1->3,2->5,3->1,4->6,5->4,6->2;

Budc 3. Chuyén dbi twong ung theo quy tic khoa,ta dugc hoén vi cua cac
ki tu ( chit h xuéng tht 3, chit e xudng thi 5 ...)
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Gio ta lay 1an luot céc Ki tu trong bang nay s& dugc ban mi 1a:
“nohiteuatybh”
*) Giai ma:
Budc mé hoa sau khong thé dung khoa ma bén A dwa ra nita,ma ta s& phai
tim khda nghich dao ciia khoa bén A dua ra,cu thé 1a ta s& tim phép hoan vi
nghich d4o cua x - ki hiéu : =
Tré lai voi khéa n

| °

Ta gior s& sap xép lai khoa « theo thi ty tang dan tir 1 -> 6 khi sap xép lai

thi chi s6 i s& duoc sap lai twong (ng,lic ndy chi s6 i d6 s& chinh 1a khda 7™

Buéc 1 : Bén B nhan duoc ban ma :
“nohiteuatybh”

Tht tu cac budc & lan luot 12 ;
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ylnjolh|i|t]jeluja|t|y|b|h
i|1/2[3]4]5|6|1]2[3|[4]|5]6
n|3|6[1]5|2|4]3[6[1|5]2]4
Xl hle|n|tjo|i|t|hju|blal|y

Budc 2 : lay céc ki tu ciia hang X ta s& thu dugc ding ban rd twong tng

“hentoithubay”
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CHUONG 2 : Hé mat ma Vigenege va hé mat ma
chuyén vi
2.1. Hé mat ma Vigenere
2.1.1. Dinh nghia
- N6 duogc phat minh vao thé ky thtr 16 va duoc viét dau tién boi nha ngoai
giao Phéap Blaise de Vigenére.
- Ma Vigenere((P,C,K,E,D)
P=C=K=2Z," V& mdi k=(kyks,.. kn) € Ktaco :

ek(Xl y X2gee 'y Xm) = (X1+ kl,X2+ kg, e, Xm t km) modulo 26
de(Y1, Y2,-..r Ym) = (Y1- Ki,Y2- Ko,...,ym- Kn) modulo 26
Giai thich :

C : ban rd, thuong ki hiéu la ban rd X = X1,X»,X3...Xn;
D: ban ma,thuong ki hiéu lay =vy1,¥5,Ys,...,yn;
K: khoa,thuong ki hiéu k= ky,kz,Ka, ... .km;
Xi € {ab,c,...z} , y; € {ab,c,...z}
2.1.2 Phwong phap ma hoa :

C6 ban rd va khéa ta s& biét duoc n : do dai ban o, va m : d6 dai khoa

(m <=n)
Cac buoc :
Budc 1: Chuyén ban rd va khoa tir chix céi sang sé {0, 1,2,3,4,... 25}
Theo quy tic di néu (a->0, b->1 ,c->2... z->25)
Budc 2 : Cong lan luot cac s dung theo thir tu cua ban rd véi s cua khoa

da quy doi
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Truong hop 1 : néu m = n, ta tién hanh cong theo thi ty binh thuong tur tréi
sang phai.

Truong hop 2 : néum < n, ta s& can thém khda: m = m + (n-m)

h e [n |t o |i |t |[h |u b |a |y
X |7 |4 |13/19(14|8 |19|7 |20|1 |0 |24
Kl|l2 (8 [15|/7 |4 (172 |8 [15|7 |4 |17
Y |9 |12|2 |0 [18]25|21|15/9 |8 |4 |15

J |mijc (a |s |z |v |p |[] |I |e |p

x1,x2,x3 ...Xn
+
k1, k2,Kk3, ..., km

yl,y2,y3,...,yn

Budc 3 : Chuyén d6i nguoc lai tir s thanh chir cai dé co duoc ban ma
Vidu: Chobanrd : “hentoithubay” vakhoak 1a : “cipher”

= Po dai khoa 12 6 (m =6) — va ta s& quy do6i khoa k theo quy tic doi ki tu
sang sb,nghia la k = (2,8,15,7,4,17)

= Truong hop nay la truong hop 2: nghia la @6 dai m=m + (n —m)
m=6+(12-6)=12

= Banmala “jmcaszvpjiep”
2.1.3 Phwong phap giai ma :
C6 ban rd va khoa ta s& biét duoc n : d6 dai ban ma , va m : do dai khoa
(m <=n),budc nay sé lam nguoc lai cia pp ma hoa

Cac buoc :
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Budc 1: Chuyén ban ma va khoa tir chir cdi sang sé {0, 1,2, 3, 4,... 25}
Theo quy tic dd néu (a -> 0, b->1 ,c->2... z->25)

Budc 2 : Trir an luot c4c sé ding theo thir tu cua ban rd vai s6 caa khoa da

quy doi
yl,y2,y3,...,yn

k1,k2,k3, ..., km
x1,x2,x3, ...,Xn

Budc 3 : Chuyén d6i nguoc lai tir s6 thanh chit cai dé co duoc ban rd

Vi dy: Ban ma ta vira nhan duoc 13 : “jmcaszvpjiep” va da biét khda k =

“cipher” gio ta s& tién hanh giai ma.viéc thuc hién duoc 1am qua bang sau :

j |mijc |a |s |z |v (p |]j |i |e |p
y |9 |12|/2 |0 |18|25(21|/15(9 |8 |4 |15
k |2 |8 [15|7 |4 |17 |2 |8 |15|7 |4 |17
X |7 |4 113|19(14|8 |19|7 (20|11 |0 |24
h le |[n |t (o |i [t |h |u|b |a |y

2.1.4 Phan tich,danh gia :
Do an toan caa mat ma :

> Ma Vigengre véi m = 1 s& tro thanh ma Dich chuyén.

> Néu d6 dai khda ma rat nho so voi do dai ban ré( m << n) thi ¢ thé tham
ma duoc. Tap hop cac khoé trong ma Vigenare véi m > 1 ¢6 tat ca 1a 26™
khod cd thé c6. Duyét toan bo ching ay khoa dé tham ma bang tinh tay thi
kho, nhung véi may tinh thi van 1a diéu d& dang.Phuong phap tham ma cu
thé :
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Khi nguoi thim ma da xac dinh dugc ma phap ma Vinegere thi viéc tiép

theo 13 tim d¢ dai khéa( c6 thé dung phép thir Kasiski)

Viéc xac dinh do dai khoa dung sé gilp viéc xac dinh ban rd qua bang ma

tran phép thu,vai sé cot 1a d6 dai khoa.
Gia st v&i vi du trén: khoa ( CIPHER) c6 d6 dai la 6.

Budgc 1: Ké tham ma s& 1ap bang cd sb cot 1a 6,va lan lugt day tiung Ki tu

ban mé vao hang theo tha ty cua ma tran.

Budc 2: Xac dinh tan suat cua cac ki tu xuat hién trong ban ma theo thi tu

giam dan

Budc 3 : Béi chiéu voi tan sé dic trung ctia ngdn ngit tiéng Anh ty nhién

Kity | Xacsuat | Kite | Xacsuat | Kite | Xac suat
A .082 J .002 S .063
B .015 K .008 T .091
C .028 L .040 U .028
D .043 M .024 V .010
E .0127 N .067 W .023
F .022 @) .075 X .001
G .020 P .019 Y .020
H .061 Q .001 Z .001
I .070 R .060

Tu bang trén, Beker va Piper ph&n 26 chit cai thanh 5 nhém nhu sau:

E: ¢6 x4c suat khoang 1,120
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T,A, O, 1,N, S, H, R : mdi ky tu c6 xac suat khoang 0,06 d¢én 0,09

D, L : mdi ky tu c6 xac suat chung 0,04

C,U M, W, F,G,Y,P, B: mdi ky tu cd x4c suat khoang 0,015 dén 0,023
V, K, J, X, Q, Z mdi ky tu c6 x&c suat nho hon 0,01

Viéc xem xét cac day gébm 2 hoac 3 ky tu lién tiép ( dwoc goi 1a bo doi -
diagrams va bo ba - Trigrams )ciing rat hitu ich. 30 bo d6i thong dung nhat
( theo hir tw giam dan ) 1a: TH, HE, IN, ER, AN, RE, ED, ON, ES, ST, EN, AT,
TO, NT, HA, ND, OU, EA, NG, AS, OR, TI, IS, ET, IT, AR, TE, SE, HI va OF.
12 bo ba théng dung nhat (theo thi ty giam dan ) 1a: THE, ING, AND, HER,
ERE, ENT, THA, NTH, WAS, ETH, FOR va DTH.

Viéc tinh toan d6i chiéu lan luot cac ki tu ¢ tan suét cao ting véi cac ki tu
ban ma duoc lan luot,sao cho kha ning tao ra ban rd c6 nghia hiéu duoc
> Néu m = n thi mat ma 1 an toan.Nhung d¢ dai ban rd cang dai thi do dai
khoa ciing cang dai => diéu nay gy kho khan cho viéc trao d6i khoa ma
1 rat 16n.
= Do d6 thay vi ting do dai khoa ta sé& cai tién no bang céach két hop véi mat
ma chuyén vi nham chéng lai kha nang tin cdng nham vao khoa.
= V&i viéc két hop nhu vay ta sé tao duoc an toan boi qua hai lop khoéa , viéc
tim ra sy két hop 2 mi phap da gay rat nhiéu kho khan véi viéc chi can dua
vao mot mat ma da biét.
= Ké tham ma lic nay dé tim duoc chinh xac 2 khoa khac nhau ciing 1a diéu

khong thé.

SVTH: Vii Ngoc Anh- CT1501 Trang 22



Trwong Pai hoc Dan lap Hai Phong

2.2 Hé mat ma chuyén vi
2.2.1 Pinh nghia :

- M4 Chuyénvi((P,C,K, E, D)
P=C=2Z" K=S,véimdik=n €S, taco
ek(X1, X2,.- ., Xm) = (Xe(1), Xa(2)s- - > Xr(m))

dk(yll Y2,..., ym) = (yft(l) y Yr(2) 1o yn(m))
Giai thich :

C : ban rd, thuong ki hiéu la ban rd X = X1,X2,X3...Xn;
D: ban ma,thuong ki hiéu lay = y1,¥,,Ys,...,Vn;
K: khoa,thuong Ki hiéu k= ky,Ko,Ka,.. .. Km;
Xi € {ab,c,...z} , y; € {ab,c,...z}
2.2.2 Phuwong phap ma héoa

C6 ban rd va khda ta s& biét dugc n : d6 dai ban 15 , va m : d6 dai khoa
(m <=n) . Cac budc :

Budgc 1 : Lap bang ma tran c6 s cot 1a do dai khoa k

Budc 2 : Lay %

TH1 : Néun % m =0 ( n chia hét cho m) thi s6 dong cua bang l1a %
TH2 : Néun % m =0 thi s6 dong cua bang la % +1

Budc 3 : Lap bang ma tran theo s hang va sé cot & bude 1 va budc 2
Chi sb cot s& lan luot 1a cac s6 xuat hién trong khoa

. , ., n n
Chi s6 hang s& dugc danh sé tir 0 d&én — ( hoic —+ 1)
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Budc 4 : Viét ban rd vao bang ma tran vira 1ap theo tht tu tu nhién

Budc 5 : Nhit céac ki tu trong ma tran vira 1ap theo cot tir trén xudng va tur
cot bé nhat dén cot 16n nhat theo quy udc cua khda.Két qua thu dugc d6 chinh 1a

ban ma

Vidu:Cho Banrd “HENTOITHUBAY?” ¢6 khoa k = “240531”
Tacd m= 6, va khoa k dugc cho baoi hoan vi ctia n (nghia 1a : cac thir tu

khda s€ bi x40 tron theo 1 trat tu do ngudi ma hoa dat ra)

Ta dé dang xac dinh dugc s6 hang ciamatran a2 (n/m =12/ 6) va sé
cotlae (m==6)

Ta c6 bang ma tran sau:

Chi sb 2 4 0 5 3 1
1 H E N T 0 |
2 T H U B A Y

= Nhit cac ki tu trong ma tran vira 1ap theo cot tir trén xudng va tir cot bé nhat
dén cot 16n nhat theo quy wdc cua khoa nghia 1a ta 1ay tir cot ¢6 gia tri 0 -> 1
> . .->h
NU IY HT OA EH TB
= Hop lai ta cd ban ma : “NUIYHTOAEHTB”

2.2.3 Phwong phap giai ma
C6 ban rd va khoa ta s& biét duoc n : d6 dai ban ma , va m : do dai khoa
(m <=n) . Cac budc :

Budc 1: Lap bang ma tran c6 s cot 1a do dai khoa k
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Budc 2 : Lay %

TH1 : Néun % m = 0 ( n chia hét cho m) thi s dong cua bang la

, , n
TH2 : Néun % m !=0 thi s6 dong cua bang Ié; +1

Budc 3 : Lap bang ma tran theo sb hang va sb cot & budce 1 va buéc 2
Chi s6 cot sé lan luot 1a cac s6 xuat hién trong khoa
s A 1aa ~ . A px o n .. n
Chi s6 hang sé dugc danh so tir 0 dén - ( hoic —+ 1)
Budc 4 : Viét cac ki ty trong ban mé theo cot tir trén xudng va tir cot bé
nhat dén cot 16n nhat theo quy wdc cua khoa.

Budc 5 : Viét ban ma vao bang ma tran vira lap theo thu ty tu nhién

Két qua ta s& thu duoc ban rd
Vi du : Ta s& ldy ban ma vira thu dugc & phan ma hoa
X = “NUIYHTOAEHTB” va khoa k="240531” dé giai ma

Ta dé dang xac dinh dugc s6 hang ciamatran a2 (n/m =12/ 6) va sé
cotlae (m=6)

Ta c6 bang ma tran sau:

Lan luot ta s& chon cot ¢6 gia tri 1a 0( cot thir 3) dé dién ki ty ban ma theo
tha ty tir trén xuéng -> NU dugc dién, tiép do s& 1a cot co gia tri 1(cot sd

6)...dén hét cot co gia trilas
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Chisd i 2 4 0 5 3 1
1 H E N T 0O [
2 T H U B A Y

= L4y cé4c ki ty tht tu ty nhién cua ma tran ta dugc ban rd
“HENTOITHUBAY”

2.2.4 Phan tich , danh gia

Thuc chat ma chuyén vi la gitr cac ky tu cua ban rd khong thay d6i nhung

s& thay ddi vi tri cua chiing bang cach sap xép lai cac ky tu nay.

Piéu nay c6 nghia la tan s6 xuat hién cua 1 chir cai trong ban rd va trong

ban ma 13 nhu nhau,khong thay doi tan suét
Véi d6 dai khoa 1a m , thi s6 khda cé thé co chinh 1a m!
Véi m = 26 ,nghia 1a s6 khoa co thé cd 1a 26! ( ma thay thé).

Viéc thadm ma ma chuyén vi khi ké tham ma biét dugc d6 dai khoa sé& do tat

ca s6 khoa cd thé c6 => chi rieng ma chuyén vi 1a s& khong an toan

= Giai phap : Ta dem ma chuyén vi két hop véi mat ma Vigenere, tac 1a ban
mi thu dugc sau khi chuyén vi s& 1a ban rd caa ma vigenere,lic nay ban ma
thuc sy s& di qua hai 1an mé hoa

= Véi viéc két hop nhu vay ta s& tao dugc an toan bai qua hai 16p khoa , viéc
tim ra sy két hop 2 mi phap da gay rat nhiéu kho khan véi viéc chi can dua
vao mot mat ma da biét.

= Ké tham ma lic nay dé tim duoc chinh x4c 2 khéa khac nhau ciing 1a diéu

khong thé.
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Chuong 3 : Pé xuat Hé mat ma két hop giira Vigenere

va chuyén vi

3.1. Sw két hgp hai ma chuyén vi va ma Vigenere
3.1.1. Ly thuyét :

Dé thuc hién viéc két hop nay,bén A va bén B phai thng nhét dugc hai cap
khoa trudc méi c6 thé ma hda va giai ma.

Trong nay em s& chon thong diép chi ¢d cac chir sé trong tap 26 chit.Chudi
nay 1a cac chit cai lién nhau,khéng cd khoang tréng

Li do : Néu chon thong diép c6 cac khoang trong thi sé tao diéu kién cho keé
tham ma,bai ki tu khoang tréng(dau cach) s& xuat hién tan sé 16n,day chinh 1a 15
hong dé ké tan céng co thé doi chiéu tham ma dya vao tan s xuat hién va doan
nghia duoc ban 16 nhu thé nao

Trong trudng hop mudn gd thong diép bang tiéng viét dé gui thi ta s& gd
theo kiéu g6 TELEX viét lién khong dé dau cach.

3.1.2 Ma héa
Buac 1 : Em sé dung mot thong diép ban ré va khoa xac dinh ma hoa theo

Vigenere trudc ( thir ty ma hoa theo 5 budc chuong 2).

Budc 2 : Sau khi thu duoc ban ma 1an 1, ta s& ding ban ma 1 nay va khoa

chuyén vi tién hanh ma hoa tiép lan nira ( thir ty ma hoa theo 5 bude chuong 3)

Budc 3 : Bang ma tran cudi cung thu duoc ta s& nhit cac chit cai theo thir

ty tw nhién ra s& dugc ban ma hoan chinh do su két hop cia 2 mat ma tao nén

3.1.3 Gidi ma
Bén giai ma luc nay ciing dd dam bao la biét duoc ding 2 khoa chuyén vi

va Vigenere.tht tu giai ma cling theo 3 budc sau:

SVTH: Vii Ngoc Anh- CT1501 Trang 27



Trwong Pai hoc Dan lap Hai Phong

Budc 1 : Em s& diung mot thong diép ban ma vira dugc nhan tién hanh giai

ma theo mat ma chuyén vi( thi t giai ma theo 5 budc chuong 3).

Buéc 2 : Sau khi thu duoc ban rd lan 1, ta s& dung ban rd 1 nay va khoa

Vigenere tién hanh giai ma tiép lan nita ( tht tu giai ma theo 5 budc chuong 2)

Budc 3 : Bang ma tran cudi cung thu duoc ta s& nhit cac chir céi theo thir

tu tu nhién ra sé dugc ban rd hoan chinh ma bén A da gi

3.2 Chwong trinh Demo
Chuong trinh nay em viét bang ngdn ngi 1ap trinh Java,demo vé ma hoa va

giai ma dya vao hai thuat toan trén.
) Chuang trinh ma hoa va giai ma théng tin -

MA HOA THONG DIEP KET HOP MAT MA VIGENERE VA MAT MA CHUYEN VI

mwmmhp‘
&/

'wmnﬂhlmhyqi
&/

Mai hoa Giai ma

T]lﬁ']lg tin Thoat

Chuong trinh c¢6 4 menu:

Ma hoa : Ma hoéa thong digp

SVTH: Vii Ngoc Anh- CT1501 Trang 28



Trwong Pai hoc Dan lap Hai Phong

HENTOITHUBAY

Khéa Vigenere  CIPHER

Khéa chuyén vi 240531

| Mi héa | . Xéa
| Mahoa |

CETZAMIEVPIP

Giai ma : Giai ma thong diép

CSJTZAMIEVPIP

Khéa Vigenere CIPHER

Khéa chuyén vi 240531

| Gidimi | . Xéa |
| Giaima |

HENTOITHUBAY

Ban ro
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Thong tin: Tén tac gia,tai liéu tham khao,khoa da dung....

Sw két hop gitta mat mi Vigenere va mit mi chnyén vi

Phit trién béi : Vii Ngoc Anh

Trudng Dai hoc Dan lap Hai Phong

Tat lidu tham khao:

1: Nhip mon Phin tich thong tin cd bao mat - TS.Hb Vin Canh,.\*guyén Vigt T
2: Mit md va An toan thong tin

<

Thoéat: Chitc nang dong chuong trinh

3.3. Mi ngudén
Em xay dung chuong trinh gdm 4 form, 1 form giao dién chinh va 3 form

giao dién phu thyc hién tirng chirc nang.
M4 ngudn form 1 : Cipher.java

package DO_AN_TOT_NGHIEP;

import javax.swing.JOptionPane;

public class Cipher extends javax.swing.JFrame {
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public Cipher() {
initComponents();
¥
private void initComponents() {
Button_mahoa = new javax.swing.JButton();
Button_giaima = new javax.swing.JButton();
Button_info = new javax.swing.JButton();
Button_exit = new javax.swing.JButton();
jLabel2 = new javax.swing.JLabel();
jLabell = new javax.swing.JLabel();
jLabel3 = new javax.swing.JLabel();
jLabel4 = new javax.swing.JLabel();
jLabel5 = new javax.swing.JLabel();
setDefaultCloseOperation(javax.swing.WindowConstants.EXIT_ON_CLOSE);
setTitle("Chuong trinh ma hoa va giai ma thong tin");
setBounds(new java.awt.Rectangle(500, 200, 0, 0));
setResizable(false);
Button_mahoa.setFont(new java.awt.Font("Times New Roman", 1, 14)); // NOI18N
Button_mahoa.setForeground(new java.awt.Color(0, 0, 204));

Button_mahoa.setlcon(new
javax.swing.Imagelcon(getClass().getResource("/DO_AN_TOT_NGHIEP/lock.png™))); I
NOI18N

Button_mahoa.addActionListener(new java.awt.event.ActionListener() {
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public void actionPerformed(java.awt.event.ActionEvent evt) {

Button_mahoaActionPerformed(evt);

H:

Button_giaima.setFont(new  java.awt.Font("Times New Roman”, 1, 14));

Button_giaima.setForeground(new java.awt.Color(0, 0, 204));

Button_giaima.setlcon(new

javax.swing.Imagelcon(getClass().getResource("/DO_AN_TOT_NGHIEP/unlock.png™)));
Button_giaima.addActionListener(new java.awt.event.ActionListener() {

public void actionPerformed(java.awt.event.ActionEvent evt) {

Button_giaimaActionPerformed(evt);

H;

Button_info.setFont(new java.awt.Font("Times New Roman", 1, 14));
Button_info.setForeground(new java.awt.Color(0, 0, 204));

Button_info.setlcon(new

javax.swing.Imagelcon(getClass().getResource("/DO_AN_TOT_NGHIEP/about.png

Button_info.setMaximumSize(new java.awt.Dimension(209, 137));
Button_info.addActionListener(new java.awt.event.ActionListener() {
public void actionPerformed(java.awt.event.ActionEvent evt) {

Button_infoActionPerformed(evt);
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H:

Button_exit.setFont(new  java.awt.Font("Times New  Roman", 1, 14));

Button_exit.setForeground(new java.awt.Color(0, 0, 204));

Button_exit.setlcon(new
javax.swing.Imagelcon(getClass().getResource("/DO_AN_TOT_NGHIEP/exit.png"))); I
NOI18N

Button_exit.addActionListener(new java.awt.event.ActionListener() {
public void actionPerformed(java.awt.event.ActionEvent evt) {

Button_exitActionPerformed(evt);

¥
});
jLabel2.setFont(new java.awt.Font("Times New Roman", 1, 14)); // NOI18N
jLabel2.setForeground(new java.awt.Color(0, 0, 204));

jLabel2.setText("MA HOA THONG PIEP KET HOP MAT MA VIGENERE VA MAT
MA CHUYEN VI");

jLabell.setFont(new java.awt.Font("Times New Roman", 1, 16)); // NOI18N
jLabell.setForeground(new java.awt.Color(0, 0, 204));

jLabell.setText("Ma héa");

jLabel3.setFont(new java.awt.Font("Times New Roman", 1, 16)); / NOI18N
jLabel3.setForeground(new java.awt.Color(0, 0, 204));
jLabel3.setText("Giai ma");

jLabel4.setFont(new java.awt.Font("Times New Roman", 1, 16)); // NOI18N
jLabel4.setForeground(new java.awt.Color(0, 0, 204));

jLabel4.setText("Thoat™);
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jLabel5.setFont(new java.awt.Font("Times New Roman", 1, 16)); // NOI18N
jLabel5.setForeground(new java.awt.Color(0, 0, 204));
jLabel5.setText("Thong tin™);

javax.swing.GroupLayout layout = new javax.swing.GroupLayout(getContentPane());

getContentPane().setLayout(layout);

private void Button_mahoaActionPerformed(java.awt.event.ActionEvent evt) {
new Mahoa().setVisible(true);

}

private void Button_giaimaActionPerformed(java.awt.event. ActionEvent evt) {
new Giaima().setVisible(true);

¥

private void Button_exitActionPerformed(java.awt.event.ActionEvent evt) {

int chon = JOptionPane.showConfirmDialog(this,"Ban muén thoat ??? ", "Théng bao ",
JOptionPane.YES_NO_OPTION);

if(chon == JOptionPane.YES_OPTION)
System.exit(0);
¥
private void Button_infoActionPerformed(java.awt.event.ActionEvent evt) {
new About().setVisible(true);

¥

public static void main(String args[]) {

try {

for(javax.swing.UIManager.LookAndFeelInfo info

javax.swing.UlManager.getInstalledLookAndFeels()) {
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if ("Nimbus".equals(info.getName())) {
javax.swing.UIManager.setLookAndFeel(info.getClassName());

break;

}

} catch (ClassNotFoundException ex) {

java.util.logging.Logger.getLogger(Cipher.class.getName()).log(java.util.logging.Level. SEV
ERE, null, ex);

} catch (InstantiationException ex) {

java.util.logging.Logger.getLogger(Cipher.class.getName()).log(java.util.logging.Level. SEV
ERE, null, ex);

} catch (lllegal AccessException ex) {

java.util.logging.Logger.getLogger(Cipher.class.getName()).log(java.util.logging.Level. SEV
ERE, null, ex);

} catch (javax.swing.UnsupportedLookAndFeelException ex) {

java.util.logging.Logger.getLogger(Cipher.class.getName()).log(java.util.logging.Level.SEV
ERE, null, ex);

b
java.awt.EventQueue.invokeLater(new Runnable() {
public void run() {

new Cipher().setVisible(true);
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}
H:
}

private javax.swing.JButton Button_exit;
private javax.swing.JButton Button_giaima;
private javax.swing.JButton Button_info;
private javax.swing.JButton Button_mahoa;
private javax.swing.JLabel jLabell;

private javax.swing.JLabel jLabel2;

private javax.swing.JLabel jLabel3;

private javax.swing.JLabel jLabel4;

private javax.swing.JLabel jLabel5;

/I End of variables declaration

M4 ngudn Mahoa.java

package DO_AN_TOT_NGHIEP;
import javax.swing.JOptionPane;
public class Mahoa extends javax.swing.JFrame {
public Mahoa() {
initComponents();
b
private String chuoi="ABCDEFGHIJKLMNOPQRSTUVWXYZ";

public String getChuoi() {
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return chuoi;
}
public void setChuoi(String chuoi) {

this.chuoi = chuoi;

public int[] mang_chiso(String s){
char[] s_s = s.toCharArray();
int[] x = new int[s.length()];
for (inti=0; i <s.length(); i++) {
X[i] = getChuoi().indexOf(s_s[i]);
¥

return X;

public String chiso_chuoi(int[] a){
Strings =",
char[] chuyen_chuoi = getChuoi().toCharArray();
for (inti=0; i <a.length; i++) {
s += chuyen_chuoi[a[i]];
b
return s;
¥
public String mahoa_vigenere(String banro,String khoa){
banro = banro.toUpperCase();
khoa = khoa.toUpperCase();

Stringy ="",;
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int[] x = new int[banro.length()];

int[] k = new int[banro.length()];

int[] kg = new int[banro.length()];

X = mang_chiso(banro);

k = mang_chiso(khoa);

intij;

for(i=0,j=0;i<banro.length();i++ ){
kali] = (x[i] + k[j]) % getChuoi().length();
J = ++j % k.length;

}

y = chiso_chuoi(kq);

return y;

—

public static String mahoa_chuyenvi(String banro,String khoa){
banro = banro.toUpperCase();
int sohang =0;
char[] mang_banro = banro.toCharArray();
/I chuyen doi khoa tu String sang int[]

int[] chuyen_khoa = chuyen_khoa(khoa);

System.out.printIn(khoa.length());

if(banro.length() % khoa.length() == 0){

sohang = banro.length()/khoa.length();

}else {
sohang = banro.length()/khoa.length() + 1;
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}
char[][] a = new char[sohang][khoa.length()];

char[] mang_daydu = new char[sohang*khoa.length()];
System.arraycopy(mang_banro, 0, mang_daydu, 0, mang_banro.length);
for (inti =0; i <sohang; i++) {
for (int j = 0; j < khoa.length(); j++) {
a[i][j] = mang_daydu[i * khoa.length() + j];

char[][] b = new char[sohang][khoa.length()];
for (inti = 0; i < sohang; i++) {
for (int j =0; j < khoa.length(); j++) {

bi][j] = afil[chuyen_khoa[j]];

¥
¥
Jfemmmnmenen in chuoi ma hoa----------------
String st =",

for (inti = 0; i <sohang; i++) {
for (int j =0; j < khoa.length(); j++) {
st+= b[i][i];

}

Il st =st.trim();

return st;
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public static int[] chuyen_khoa(String khoa){
int[] chuyen_khoa = new int[khoa.length()];
/I chuyen doi khoa tu String sang int[]
for (inti =0; i < khoa.length(); i++) {
chuyen_khoa[i] = khoa.toCharArray()[i] - 48;
¥

return chuyen_khoa;

public static int[] khoa_dao(int[] khoa){

int[] a = new int[khoa.length];

for (inti=0;i<a.length; i++) {

a[khoa[i]] = i;

¥

return a;
}

private void initComponents() {

jTextFieldl = new javax.swing.JTextField();
jLabel3 = new javax.swing.JLabel();
jScrollPanel = new javax.swing.JScrollPane();
ta_banro = new javax.swing.JTextArea();
jScrollPane2 = new javax.swing.JScrollPane();
ta_banma = new javax.swing.JTextArea();
tf_vigenere = new javax.swing.JTextField();
tf_chuyenvi = new javax.swing.JTextField();
bt_mahoa = new javax.swing.JButton();

bt_xoa = new javax.swing.JButton();
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bt_thoat = new javax.swing.JButton();
jLabell = new javax.swing.JLabel();
jLabel2 = new javax.swing.JLabel();
jLabel4 = new javax.swing.JLabel();

jLabel5 = new javax.swing.JLabel();

jTextFieldl.setText("jTextField1™);

jLabel3.setText("jLabel3");

setTitle("Ma hda thong tin");
setBounds(new java.awt.Rectangle(500, 200, 0, 0));

setResizable(false);

ta_banro.setColumns(20);
ta_banro.setFont(new java.awt.Font("Times New Roman", 0, 14));
ta_banro.setRows(5);

jScrollPanel.setViewportView(ta_banro);

ta_banma.setColumns(20);

ta_banma.setFont(new java.awt.Font("Times New Roman", 0, 14));
ta_banma.setForeground(new java.awt.Color(204, 0, 0));
ta_banma.setRows(5);

jScrollPane2.setViewportView(ta_banma);

tf_vigenere.setFont(new java.awt.Font("Times New Roman", 0, 14));
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tf_chuyenvi.setFont(new java.awt.Font("Times New Roman", 0, 14

bt_mahoa.setFont(new java.awt.Font("Times New Roman", 1, 14));

bt_mahoa.setForeground(new java.awt.Color(0, 0, 204));

bt_mahoa.setText("Ma hda");

bt_mahoa.addActionListener(new java.awt.event.ActionListener() {
public void actionPerformed(java.awt.event.ActionEvent evt) {

bt_mahoaActionPerformed(evt);

}
H;

bt_xoa.setFont(new java.awt.Font("Times New Roman", 1, 14)); // NOI18N
bt_xoa.setForeground(new java.awt.Color(0, 0, 204));
bt xoa.setText("Xda");
bt xoa.addActionListener(new java.awt.event.ActionListener() {
public void actionPerformed(java.awt.event.ActionEvent evt) {

bt_xoaActionPerformed(evt);

}

b
bt_thoat.setFont(new java.awt.Font("Times New Roman", 1, 14)); // NOI18N

bt_thoat.setForeground(new java.awt.Color(0, 0, 204));

bt_thoat.setText("Thoat");

bt_thoat.addActionListener(new java.awt.event.ActionListener() {
public void actionPerformed(java.awt.event.ActionEvent evt) {

bt_thoatActionPerformed(evt);

¥
b
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jLabell.setFont(new java.awt.Font("Times New Roman", 1, 14)); // NOI18N

jLabell.setForeground(new java.awt.Color(0, 0, 255));

jLabell.setText("Khda Vigenere™);

jLabel2.setFont(new java.awt.Font("Times New Roman", 1, 18)); // NOI18N

jLabel2.setForeground(new java.awt.Color(0, 0, 255));

jLabel2.setText("Ban ma");

jLabel4.setFont(new java.awt.Font("Times New Roman", 1, 18)); // NOI18N

jLabel4.setForeground(new java.awt.Color(0, 0, 255));

jLabel4.setText("Ban rd");

jLabel5.setFont(new java.awt.Font("Times New Roman", 1, 14)); // NOI18N

jLabel5.setForeground(new java.awt.Color(0, 0, 255));

jLabel5.setText("Khéa chuyén vi"):

javax.swing.GroupLayout layout = new javax.swing.GroupLayout(getContentPane());

getContentPane().setLayout(layout);

layout.setHorizontalGroup(
layout.createParallelGroup(javax.swing.GroupLayout. Alignment. TRAILING)
.addGroup(layout.createSequentialGroup()

.addGroup(layout.createParallelGroup(javax.swing.GroupLayout.Alignment.LEAD
ING)

.addGroup(layout.createSequential Group()

.addGroup(layout.createParallelGroup(javax.swing.GroupLayout.Alignment.L
EADING)

.addGroup(layout.createSequential Group()
.addGap(15, 15, 15)

.addGroup(layout.createParallelGroup(javax.swing.GroupLayout.Alignm
ent. LEADING)

.addComponent(jLabell, javax.swing.GroupLayout. DEFAULT_SIZE,
javax.swing.GroupLayout. DEFAULT_SIZE, Short. MAX_VALUE)
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.addComponent(jLabel5, javax.swing.GroupLayout. DEFAULT_SIZE,
javax.swing.GroupLayout. DEFAULT_SIZE, Short. MAX_VALUE)

.addGroup(layout.createSequentialGroup()

.addComponent(jLabel4,
javax.swing.GroupLayout.PREFERRED _SIZE, 79,
javax.swing.GroupLayout.PREFERRED_SIZE)

.addGap(0, 0, Short MAX_VALUE)))

.addPreferredGap(javax.swing.LayoutStyle.ComponentPlacement. UNRE
LATED))

.addGroup(layout.createSequential Group()
.addGap(18, 18, 18)

.addComponent(jLabel2, javax.swing.GroupLayout.PREFERRED_SIZE,
79, javax.swing.GroupLayout. PREFERRED_SIZE)

.addGap(28, 28, 28)))

.addGroup(layout.createParallelGroup(javax.swing.GroupLayout. Alignment.L
EADING, false)

.addGroup(layout.createSequentialGroup()
.addComponent(jScrollPane2)
.addGap(6, 6, 6))

.addComponent(jScrollPanel)

.addComponent(tf_chuyenvi, javax.swing.GroupLayout. DEFAULT _SIZE,
340, Shortt MAX_VALUE)

.addComponent(tf_vigenere)))
.addGroup(layout.createSequentialGroup()
.addGap(29, 29, 29)
.addComponent(bt_mahoa)
.addGap(97, 97, 97)

.addComponent(bt_xoa, javax.swing.GroupLayout.PREFERRED_SIZE, 75,
javax.swing.GroupLayout.PREFERRED_SIZE)
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.addPreferredGap(javax.swing.LayoutStyle.ComponentPlacement. RELATED,
109, Short. MAX_VALUE)

.addComponent(bt_thoat, javax.swing.GroupLayout.PREFERRED_SIZE, 78,
javax.swing.GroupLayout.PREFERRED_SIZE)))

.addContainerGap())
);

layout.setVerticalGroup(

layout.createParallelGroup(javax.swing.GroupLayout.Alignment. LEADING)
.addGroup(layout.createSequentialGroup()

.addGroup(layout.createParallelGroup(javax.swing.GroupLayout.Alignment.LEAD
ING)

.addGroup(layout.createSequential Group()

.addContainerGap()

.addComponent(jScrollPanel, javax.swing.GroupLayout.PREFERRED_SIZE,
107, javax.swing.GroupLayout.PREFERRED _SIZE))

.addGroup(layout.createSequentialGroup()
.addGap(52, 52, 52)

.addComponent(jLabel4)))
.addGap(18, 18, 18)

.addGroup(layout.createParallelGroup(javax.swing.GroupLayout.Alignment.BASE
LINE)

.addComponent(tf_vigenere, javax.swing.GroupLayout.PREFERRED_SIZE,
javax.swing.GroupLayout. DEFAULT_SIZE, javax.swing.GroupLayout.PREFERRED_SIZE)

.addComponent(jLabell))
.addGap(18, 18, 18)

.addGroup(layout.createParallelGroup(javax.swing.GroupLayout.Alignment. LEAD
ING, false)

.addGroup(layout.createSequentialGroup()
.addGap(1, 1, 1)
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.addComponent(jLabel5, javax.swing.GroupLayout. DEFAULT _SIZE,
javax.swing.GroupLayout. DEFAULT _SIZE, Short. MAX_VALUE))

.addComponent(tf_chuyenvi, javax.swing.GroupLayout.PREFERRED_SIZE,
javax.swing.GroupLayout. DEFAULT _SIZE,
javax.swing.GroupLayout.PREFERRED_SIZE))

.addGap(18, 18, 18)

.addGroup(layout.createParallelGroup(javax.swing.GroupLayout.Alignment. LEAD
ING)

.addGroup(layout.createParallelGroup(javax.swing.GroupLayout.Alignment.BA
SELINE)

.addComponent(bt_mahoa)
.addComponent(bt_thoat))
.addComponent(bt_xoa))

.addPreferredGap(javax.swing.LayoutStyle.ComponentPlacement. RELATED, 18,
Short. MAX_VALUE)

.addGroup(layout.createParallelGroup(javax.swing.GroupLayout. Alignment.LEAD
ING)

.addGroup(javax.swing.GroupLayout.Alignment. TRAILING,
layout.createSequentialGroup()

.addComponent(jScrollPane2, javax.swing.GroupLayout.PREFERRED_SIZE,
107, javax.swing.GroupLayout. PREFERRED _SIZE)

.addContainerGap())

.addGroup(javax.swing.GroupLayout.Alignment. TRAILING,
layout.createSequentialGroup()

.addComponent(jLabel2)
.addGap(56, 56, 56))))
);
pack();
Y/ </editor-fold>
private void bt_mahoaActionPerformed(java.awt.event.ActionEvent evt) {

try {
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String banro = ta_banro.getText();
String khoal = tf_vigenere.getText();
String khoa2 = tf_chuyenvi.getText();
String banmal = mahoa_vigenere(banro, khoal);
String banma2 = mahoa_chuyenvi(banmal, khoa2);
ta_banma.append(banma2);

} catch (NumberFormatException e) {

JOptionPane.showMessageDialog(null, "Dt liéu dau vao khong dung", "LAi",
JOptionPane.ERROR_MESSAGE);

¥
catch(Exception el1){

JOptionPane.showMessageDialog(null, "D liéu ban rd khong hop l&", "L&i",
JOptionPane.ERROR_MESSAGE);

¥
¥

private void bt_xoaActionPerformed(java.awt.event.ActionEvent evt) {
ta_banro.setText(null);
ta_banma.setText(null);
tf_chuyenvi.setText(null);
tf_vigenere.setText(null);
¥
private void bt_thoatActionPerformed(java.awt.event.ActionEvent evt) {

int chon = JOptionPane.showConfirmDialog(this,"Ban mubn thoat ??? ", "Théng béo ",
JOptionPane.YES_NO_OPTION);

if(chon == JOptionPane.YES_OPTION){
dispose();
¥
¥
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public static void main(String args[]) {

try {

for (Jjavax.swing.UIManager.LookAndFeelInfo info
javax.swing.UlManager.getInstalledLookAndFeels()) {

if ("Nimbus".equals(info.getName())) {
javax.swing.UIManager.setLookAndFeel(info.getClassName());

break;

¥
} catch (ClassNotFoundException ex) {

java.util.logging.Logger.getLogger(Mahoa.class.getName()).log(java.util.logging.Level. SEV
ERE, null, ex);

} catch (InstantiationException ex) {

java.util.logging.Logger.getLogger(Mahoa.class.getName()).log(java.util.logging.Level. SEV
ERE, null, ex);

} catch (lllegal AccessException ex) {

java.util.logging.Logger.getLogger(Mahoa.class.getName()).log(java.util.logging.Level. SEV
ERE, null, ex);

} catch (javax.swing.UnsupportedLookAndFeelException ex) {

java.util.logging.Logger.getLogger(Mahoa.class.getName()).log(java.util.logging.Level. SEV
ERE, null, ex);

}
java.awt.EventQueue.invokeLater(new Runnable() {
public void run() {

new Mahoa().setVisible(true);
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H:
}

I/ Variables declaration - do not modify
private javax.swing.JButton bt_mahoa;
private javax.swing.JButton bt_thoat;

private javax.swing.JButton bt_xoa;

private javax.swing.JLabel jLabell;

private javax.swing.JLabel jLabel2;

private javax.swing.JLabel jLabel3;

private javax.swing.JLabel jLabel4;

private javax.swing.JLabel jLabel5;

private javax.swing.JScrollPane jScrollPanel;
private javax.swing.JScrollPane jScrollPane2;
private javax.swing.JTextField jTextFieldl,;
private javax.swing.JTextArea ta_banma;
private javax.swing.JTextArea ta_banro;
private javax.swing.JTextField tf_chuyenvi;
private javax.swing.JTextField tf_vigenere;

/l End of variables declaration

M4 ngudn Giaima.java
package DO_AN_TOT_NGHIEP;
import javax.swing.JOptionPane;
public class Giaima extends javax.swing.JFrame {
public Giaima() {

initComponents();
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}

private void initComponents() {
tf_vigenere = new javax.swing.JTextField();
tf_chuyenvi = new javax.swing.JTextField();
bt_giaima = new javax.swing.JButton();
bt xoa = new javax.swing.JButton();
bt_thoat = new javax.swing.JButton();
jLabell = new javax.swing.JLabel();
jLabel2 = new javax.swing.JLabel();
jScrollPanel = new javax.swing.JScrollPane();
ta_banma = new javax.swing.JTextArea();
jScrollPane2 = new javax.swing.JScrollPane();
ta_banro = new javax.swing.JTextArea();
jLabel4 = new javax.swing.JLabel();

jLabel5 = new javax.swing.JLabel();

setDefaultCloseOperation(javax.swing.WindowConstants.DISPOSE_ON_CLOSE);
setTitle("Giai ma thong tin™);

setBounds(new java.awt.Rectangle(500, 200, 0, 0));

setResizable(false);

tf_vigenere.setFont(new java.awt.Font("Times New Roman", 0, 14)); // NOI18N
tf_chuyenvi.setFont(new java.awt.Font("Times New Roman", 0, 14)); // NOI18N
bt_giaima.setFont(new java.awt.Font("Times New Roman", 1, 14)); // NOI18N
bt_giaima.setForeground(new java.awt.Color(0, 0, 204));

bt_giaima.setText("Giai ma");

bt_giaima.addActionListener(new java.awt.event.ActionListener() {

public void actionPerformed(java.awt.event.ActionEvent evt) {
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bt_giaimaActionPerformed(evt);

}

b
bt_xoa.setFont(new java.awt.Font("Times New Roman", 1, 14)); // NOI18N

bt_xoa.setForeground(new java.awt.Color(0, 0, 204));

bt _xoa.setText("Xo6a");

bt xoa.addActionListener(new java.awt.event.ActionListener() {
public void actionPerformed(java.awt.event.ActionEvent evt) {

bt_xoaActionPerformed(evt);

}

b
bt_thoat.setFont(new java.awt.Font("Times New Roman", 1, 14)); // NOI18N

bt_thoat.setForeground(new java.awt.Color(0, 0, 204));

bt_thoat.setText("Thoéat");

bt thoat.addActionListener(new java.awt.event.ActionListener() {
public void actionPerformed(java.awt.event.ActionEvent evt) {

bt_thoatActionPerformed(evt);

}

b
jLabell.setFont(new java.awt.Font("Times New Roman", 1, 14)); // NOI18N

jLabell.setForeground(new java.awt.Color(0, 0, 255));

jLabell.setText("Khoa Vigenere™);

jLabel2.setFont(new java.awt.Font("Times New Roman", 1, 18)); // NOI18N
jLabel2.setForeground(new java.awt.Color(0, 0, 255));
jLabel2.setText("Ban ma");

ta_banma.setColumns(20);
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ta_banma.setFont(new java.awt.Font("Times New Roman", 0, 14)); // NOI18N

ta_banma.setRows(5);

jScrollPanel.setViewportView(ta_banma);

ta_banro.setColumns(20);

ta_banro.setFont(new java.awt.Font("Times New Roman", 0, 14)); // NOI18N

ta_banro.setForeground(new java.awt.Color(204, 0, 0));

ta_banro.setRows(5);

jScrollPane2.setViewportView(ta_banro);

jLabel4.setFont(new java.awt.Font("Times New Roman", 1, 18)); // NOI18N

jLabel4.setForeground(new java.awt.Color(0, 0, 255));

jLabel4.setText("Ban rd");

jLabel5.setFont(new java.awt.Font("Times New Roman", 1, 14)); // NOI18N

jLabel5.setForeground(new java.awt.Color(0, 0, 255));

jLabel5.setText("Khda chuyén vi™):;

javax.swing.GroupLayout layout = new javax.swing.GroupLayout(getContentPane());

getContentPane().setLayout(layout);

layout.setHorizontal Group(
layout.createParallelGroup(javax.swing.GroupLayout.Alignment.LEADING)
.addGroup(layout.createSequentialGroup()

.addGroup(layout.createParallelGroup(javax.swing.GroupLayout.Alignment.LEAD
ING)

.addGroup(javax.swing.GroupLayout.Alignment. TRAILING,
layout.createSequential Group()

.addContainerGap(javax.swing.GroupLayout. DEFAULT_SIZE,
Short MAX_VALUE)

.addComponent(jLabel2, javax.swing.GroupLayout.PREFERRED_SIZE, 79,
javax.swing.GroupLayout.PREFERRED_SIZE)

.addPreferredGap(javax.swing.LayoutStyle.ComponentPlacement. UNRELAT
ED)
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.addComponent(jScrollPanel, javax.swing.GroupLayout.PREFERRED _SIZE,
340, javax.swing.GroupLayout.PREFERRED_SIZE))

.addGroup(javax.swing.GroupLayout.Alignment. TRAILING,
layout.createSequential Group()

.addContainerGap()

.addComponent(jLabell, javax.swing.GroupLayout. DEFAULT_SIZE,
javax.swing.GroupLayout. DEFAULT _SIZE, Short. MAX_VALUE)

.addPreferredGap(javax.swing.LayoutStyle.ComponentPlacement. UNRELAT
ED)

.addComponent(tf_vigenere, javax.swing.GroupLayout.PREFERRED_SIZE,
340, javax.swing.GroupLayout.PREFERRED_SIZE))

.addGroup(layout.createSequentialGroup()
.addContainerGap()

.addComponent(jLabel5, javax.swing.GroupLayout. DEFAULT _SIZE,
javax.swing.GroupLayout. DEFAULT _SIZE, Short. MAX_VALUE)

.addPreferredGap(javax.swing.LayoutStyle.ComponentPlacement. UNRELAT
ED)

.addComponent(tf_chuyenvi, javax.swing.GroupLayout. DEFAULT _SIZE,
340, Short. MAX_VALUE))

.addGroup(layout.createSequentialGroup()
.addGap(18, 18, 18)

.addGroup(layout.createParallelGroup(javax.swing.GroupLayout.Alignment.L
EADING)

.addGroup(layout.createSequential Group()
.addComponent(bt_giaima)

.addPreferredGap(javax.swing.LayoutStyle.ComponentPlacement. RELA
TED, javax.swing.GroupLayout. DEFAULT_SIZE, Short MAX_VALUE)

.addComponent(bt_xoa, javax.swing.GroupLayout.PREFERRED_SIZE,
75, javax.swing.GroupLayout. PREFERRED_SIZE)

.addPreferredGap(javax.swing.LayoutStyle.ComponentPlacement.RELA
TED, javax.swing.GroupLayout. DEFAULT _SIZE, Short MAX_VALUE)
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.addComponent(bt_thoat, javax.swing.GroupLayout.PREFERRED_SIZE,
78, javax.swing.GroupLayout.PREFERRED_SIZE))

.addGroup(layout.createSequential Group()

.addComponent(jLabel4, javax.swing.GroupLayout.PREFERRED_SIZE,
79, javax.swing.GroupLayout.PREFERRED_SIZE)

.addGap(18, 18, 18)
.addComponent(jScrollPane2)))))
.addContainerGap())
);
layout.setVertical Group(

layout.createParallelGroup(javax.swing.GroupLayout.Alignment.LEADING)

.addGroup(layout.createSequentialGroup()

.addGroup(layout.createParallelGroup(javax.swing.GroupLayout.Alignment.LEAD
ING)

.addGroup(layout.createSequentialGroup()

.addContainerGap()

.addComponent(jScrollPanel, javax.swing.GroupLayout.PREFERRED_SIZE,
107, javax.swing.GroupLayout. PREFERRED _SIZE))

.addGroup(layout.createSequential Group()
.addGap(50, 50, 50)
.addComponent(jLabel2)))

.addGap(18, 18, 18)

.addGroup(layout.createParallelGroup(javax.swing.GroupLayout.Alignment. BASE
LINE)

.addComponent(tf_vigenere, javax.swing.GroupLayout.PREFERRED_SIZE,
javax.swing.GroupLayout. DEFAULT _SIZE, javax.swing.GroupLayout.PREFERRED_SIZE)

.addComponent(jLabell))

.addPreferredGap(javax.swing.LayoutStyle.ComponentPlacement. RELATED, 15,
Short. MAX_VALUE)
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.addGroup(layout.createParallelGroup(javax.swing.GroupLayout.Alignment. LEAD
ING, false)

.addGroup(layout.createSequentialGroup()
.addGap(1, 1, 1)

.addComponent(jLabel5, javax.swing.GroupLayout. DEFAULT _SIZE,
javax.swing.GroupLayout. DEFAULT _SIZE, Short. MAX_VALUE))

.addComponent(tf_chuyenvi,  javax.swing.GroupLayout.PREFERRED_SIZE,
javax.swing.GroupLayout. DEFAULT _SIZE,

javax.swing.GroupLayout.PREFERRED_SIZE))
.addGap(28, 28, 28)

.addGroup(layout.createParallelGroup(javax.swing.GroupLayout.Alignment.LEAD
ING)

.addGroup(javax.swing.GroupLayout.Alignment. TRAILING,
layout.createParallelGroup(javax.swing.GroupLayout. Alignment.BASELINE)

.addComponent(bt_giaima)
.addComponent(bt_thoat))
.addComponent(bt_xoa, javax.swing.GroupLayout.Alignment. TRAILING))

.addGroup(layout.createParallelGroup(javax.swing.GroupLayout.Alignment.LEAD
ING)

.addGroup(layout.createSequentialGroup()
.addGap(18, 18, 18)

.addComponent(jScrollPane2, javax.swing.GroupLayout.PREFERRED_SIZE,
107, javax.swing.GroupLayout. PREFERRED _SIZE))

.addGroup(layout.createSequential Group()
.addGap(52, 52, 52)
.addComponent(jLabel4)))

.addGap(57, 57, 57))
);
pack();
}I </editor-fold>
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private String chuoi="ABCDEFGHIJKLMNOPQRSTUVWXYZ";
public String getChuoi() {
return chuoi;
¥
public void setChuoi(String chuoi) {

this.chuoi = chuoi;

public int[] mang_chiso(String s){
char[] s_s = s.toCharArray();
int[] x = new int[s.length()];
for (int i = 0; i <s.length(); i++) {
x[i] = getChuoi().indexOf(s_s[i]);
¥

return Xx;

public String chiso_chuoi(int[] a){
Strings ="";
char[] chuyen_chuoi = getChuoi().toCharArray();
for (inti=0; i <a.length; i++) {
s += chuyen_chuoi[a[i]];
¥

return s;

public String giaima_vigenere(String banma,String khoa){
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banma = banma.toUpperCase();
khoa = khoa.toUpperCase();
String x="";

int[] y = new int[banma.length()];
int[] k = new int[banma.length()];
int[] kq = new int[banma.length()];
y = mang_chiso(banma);

k = mang_chiso(khoa);

inti};
for(i=0,j=0;i<banma.length():i++ ){
ka[i] = (¥[i] - k[il) % getChuoi().length();
if(kq[i] < 0){
kq[i] = (y[i] + (getChuoi().length() - k[j])) % getChuoi().length();

}
j = ++j % k.length;
¥
x= chiso_chuoi(kq);
return Xx;
}
[[=mmmmmmmmmm e e

public static String giaima_chuyenvi(String banma,String khoa){
banma = banma.toUpperCase();
int sohang =0;
char[] mang_banma = banma.toCharArray();
int[] chuyen_khoa = chuyen_khoa(khoa);

int[] khoa_dao = khoa_dao(chuyen_khoa);
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if(banma.length() % khoa.length() == 0){
sohang = banma.length()/khoa.length();

}else {
sohang = banma.length()/khoa.length() + 1;

¥
char[][] a = new char[sohang][khoa.length()];
char[] mang_daydu = new char[sohang*khoa.length()];
System.arraycopy(mang_banma, 0, mang_daydu, 0, mang_banma.length);
for(int il = banma.length() ; il < (banma.length() - sohang); i1++){
mang_daydu[il] = (Character) null;
}
for (inti=0; i <sohang; i++) {
for (int j = 0; j < khoa.length(); j++) {
a[i][j] = mang_daydu[i * khoa.length() + j];

char[][] b = new char[sohang][khoa.length()];
for (inti = 0; i <sohang; i++) {
for (int j =0; j < khoa.length(); j++) {
b[i][j] = a[i][khoa_dao[j]];

¥
b
Jf-mnmmmmenen in chuoi ma hoa-----------------
String st=""",

for (inti = 0; i < sohang; i++) {
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for (int j =0; j < khoa.length(); j++) {
st += b[i][il;

}

return st;

public static int[] chuyen_khoa(String khoa){
int[] chuyen_khoa = new int[khoa.length()];
/I chuyen doi khoa tu String sang int[]
for (inti = 0; i < khoa.length(); i++) {
chuyen_khoa[i] = khoa.toCharArray()[i] - 48;
¥

return chuyen_khoa;

public static int[] khoa_dao(int[] khoa){
int[] a = new int[khoa.length];
for (inti=0;i<a.length; i++) {
a[khoal[i]] = i;
¥

return a;

}

private void bt_giaimaActionPerformed(java.awt.event.ActionEvent evt) {
try {
String banma = ta_banma.getText();

String khoa_vigener = tf_vigenere.getText();
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String khoa_chuyenvi = tf_chuyenvi.getText();
String banrol = giaima_chuyenvi(banma,khoa_chuyenvi);
String banro2 = giaima_vigenere(banrol.trim(), khoa_vigener);
ta_banro.append(banro2);

} catch (NumberFormatException e) {

JOptionPane.showMessageDialog(null, "Dt liéu dau vao khong dung", "LAi",
JOptionPane.ERROR_MESSAGE);

}
catch(Exception e1){

JOptionPane.showMessageDialog(null, "Dir liéu ban ré khéng hop 18", "L&i",
JOptionPane.ERROR_MESSAGE);

¥
¥

private void bt_xoaActionPerformed(java.awt.event. ActionEvent evt) {
ta_banma.setText(null);
ta_banro.setText(null);
tf_chuyenvi.setText(null);
tf_vigenere.setText(null);
}
private void bt_thoatActionPerformed(java.awt.event.ActionEvent evt) {

int chon = JOptionPane.showConfirmDialog(this,"Ban muébn thoat ??? ", "Théng bao ",
JOptionPane.YES_NO_OPTION);

if(chon == JOptionPane.YES_OPTION)
dispose();
b

public static void main(String args[]) {

try {
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for (javax.swing.UIManager.LookAndFeelInfo info
javax.swing.UlManager.getInstalledLookAndFeels()) {

if ("Nimbus".equals(info.getName())) {
javax.swing.UIManager.setLookAndFeel(info.getClassName());

break;

}

} catch (ClassNotFoundException ex) {

java.util.logging.Logger.getLogger(Giaima.class.getName()).log(java.util.logging.Level. SEV
ERE, null, ex);

} catch (InstantiationException ex) {

java.util.logging.Logger.getLogger(Giaima.class.getName()).log(java.util.logging.Level. SEV
ERE, null, ex);

} catch (lllegal AccessException ex) {

java.util.logging.Logger.getLogger(Giaima.class.getName()).log(java.util.logging.Level. SEV
ERE, null, ex);

} catch (javax.swing.UnsupportedLookAndFeelException ex) {

java.util.logging.Logger.getLogger(Giaima.class.getName()).log(java.util.logging.Level. SEV
ERE, null, ex);

¥

java.awt.EventQueue.invokelLater(new Runnable() {
public void run() {

new Giaima().setVisible(true);

H
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Il Variables declaration - do not modify

private javax.swing.JButton bt_giaima;

private javax.swing.JButton bt_thoat;

private javax.swing.JButton bt_xoa;

private javax.swing.JLabel jLabell;

private javax.swing.JLabel jLabel2;

private javax.swing.JLabel jLabel4;

private javax.swing.JLabel jLabel5;

private javax.swing.JScrollPane jScrollPanel,;

private javax.swing.JScrollPane jScrollPane2;

private javax.swing.JTextArea ta_banma;

private javax.swing.JTextArea ta_banro;

private javax.swing.JTextField tf_chuyenvi;

private javax.swing.JTextField tf_vigenere;

/Il End of variables declaration
}
3.4 Hudng phét trién
- Hudng phat trién : Tir xay dung mot hé mat mé két hop giira Vigenere va
chuyén vi dé ma héa/giai md mot thong diép ngin, ta s& mé rong ra thanh mé
hoa/giai ma mot file 16n bat ki,véi cac file bat ki,nhdm che gidu di thong tin trén

mot phuong dién lon nham muc dich ddm bao an toan thong tin.
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Két lugn
Nhu vy trén ddy em d trinh bay xong do an t6t nghiép véi tén dé tai la :

“Nghién ciru va xdy dung mot thudt toan ma hoa thong diép nho két hop giira
mdt mad Vigenere va mdt ma chuyén vi”’

V61 ndi dung 1a di sdu nghién ctru cac hé mat truyén thong , trén co s& d6 chon

hai H¢ mat khac nhau va két hop voi nhau dé tao nén mot Hé mat moi, dong

thot thuc hanh ma hoa, phan tich, danh gia thuat toan va két luan.

Vay véi viée thay vi ding mot mat ma don gian cb dién d¢é ma hoa thong tin ma
ké tham ma c6 kha ning tin cong,ta s& ding cac mat mi don gian dan xen két
hop lai s& thanh mot hé mad maoi khién ké tdn cong khéng ngo téi va rat khé co
thé phat hién sy két hop cua nhitng mat mi nao voi nhau. Diéu nay hudng t6i su

an toan thong tin theo mong muodn ctia ngudi ma hoa.
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Danh muc tai liéu tham khao

[1] H6 Vian Canh,Nguyén Viét Thé : Nhap mon Phan tich thong tin c6 bao mat

[2] Bai giang An Toan va bao mat thong tin- Truong Dai hoc dan lap Hai Phong
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