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MO PAU

Trong nhimg nim gan day, thuong mai dién tir d3 duoc tiép cn siu
hon vao cac doanh nghi¢p Viét Nam.Tuy nhién,viéc ing dung né vao hoat
dong san xuét kinh doanh van con dang & thoi ki so khai va phai d6i mit véi
nhiéu khé khin dang ké. Do 1a co sé ha ting cong nghé thong tin con thap,
khung phap ly cho thuong mai dién tr chua dugc xay dung, thoi quen mua
ban cuia nguoi dan, thiéu hé théng thanh toan dién tu tu dong, thiéu an toan,
bao mat. Cac doanh nghiép con qua than trong khi quyét dinh tham gia
thuong mai dién tir. Ngoai ra ty 1& nguoi tham gia st dung Internet con rat
thap, luong nguoi str dung thé tin dung it ciing 14 nhiing can tré cho viéc trién

khai thuong mai di¢n tor & Viét Nam .

No6i dén cong nghé thong tin & nudc ta, phai thira nhan rang vai nim
gan day hé thong cong nghé thong tin & nudc ta dang duoc phat trién manh
mé nhit 1a & cac thanh phd 16n nhu Ha noi, Hai Phong, Thanh phd Ho Chi
Minh..., mdt loat cac trung tam dao tao k¥ su cong ngh¢ thong tin cling nhu
mét loat cac dich vu Internet ra doi nham phuc vu cho nhu cau phat trién cong
nghé thong tin. Nhung d6 van chi 1a sy phat trién chua dong déu, chua c6 hé
théng. Rat nhiéu trung tam dao tao khong co bai ban, chat lugng khong cao
dan dén dao tao ra nhitng k¥ su cong nghé thong tin co trinh do thap. Pi déi
voi nd, chat luong cac dich vu mang & Viét Nam ciling khong duoc tdt cho
lam, van thuong xuyén xdy ra tinh trang mang bi ket do dudng truyén cta cac
nha cung cip dich vu khoéng du chit lugng dé dap tmg nhu cdu cho nguoi
dung. Hon nira, 3 mudén phat trién thuong mai dién tir thi khong thé khong
nhéc t6i van dé bao mat. O nudc ta doi ngii hacker phat trién kha manh, tiéc
thay doi ngli bao mat thi thi lai khong dugc quan tam va boi dudng, hién tai
cac doi ngil bao mat déu 1a nhitng hacker nhan thirc dugc van dé quay ra lam
bao mat. Diéu nay din dén cac doanh nghiép khong dam liéu linh thuc hién

thuong mai dién tir vi ho so bi mat thong tin quan trong vao tay cac hacker.
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Luong ngudi str dung thé tin dung ciing khéng nhiéu 1am cho hinh thirc thanh

todn cua thuong mai di¢n tir rat phtrc tap va kém uu viét.

Mic du c6 nhitng khé khin néu trén song can phai khang dinh rang su
phat trién cta thuong mai dién tir & nudc ta khong ndm ngoai xu thé chung
cta thé gidi. Cac doanh nghiép mudn phat trién va ton tai trong méi trudng
canh tranh ngay cang gay git, diéu tat yéu phai tng dung thuong mai dién tir
dé tiép can v6i khach hang va cic doi tac trén toan thé giéi ma khong phai
phu thudc vao thoi gian va dia diém. C6 thé ndi thwong mai dién tir trd thanh
mot cong cu séng con cua cac doanh nghiép trong moi trudng canh tranh cua
nén kinh té hién nay. Chinh vi 1y do nay nén em da chon “Thuong mai dién
ta” lam d¢é tai tot nghiép cua em va muc dich thuc tdp cia em ciing khong

nam ngoai 1y do phat trién “Thuong mai dién tir”.
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LOT CAM ON

Trudc hét em xin gui 10i cam on dén thady DS Van Chiéu, nguoi da
huéng dan em rat nhiéu trong suét qua trinh tim hiéu nghién ciru va hoan
thanh khoa luan nay tir Iy thuyét dén ung dung. Su huéng dan cua thiy di
gitip em c6 thém nhiing kién thirc vé thuong mai dién tir. Qua nhimg chi dan
an can cua thy gitp em hiéu sau hon vé nhiing kién thuc di duogc hoc.

Pong thoi em ciing xin chan thanh cam on cac thay c¢d trong bo mon
cling nhu cac thay ¢ trong truong da trang bi cho em nhitng kién thic co ban
can thiét dé em c6 thé hoan thanh tét khoa luan nay .

Em xin guri 161 cdm on dén gia dinh, ban b¢ da tao moi diéu kién dé em

xay dung thanh cong khoa luén nay.
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Céc thuat ngir viét tat.

Tt viét tat Y nghia

TTDT Thanh toan dién tu
TMDT Thuong mai dién tu
TTTT Thanh toan truc tuyén
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CHUONG 1: NHUNG LY LUAN CO BAN VE HE THONG THANH
TOAN TRUC TUYEN

1.1 MOT SO KHAI NIEM CO BAN

Thanh todn dién ti: TTDT (electronic payment) la cac phuong thirc
thanh toan thong qua cac ing dung trong cong nghé thong tin ma trong d6 cac
thong diép dién ttr, chtng tir dién tir lién quan duoc gii di qua may tinh c6 két
ndi Internet, gitip cho qua trinh thanh toan tré nén nhanh chong hon réat nhiéu
so voi cach thanh toan truyén thdng. Nhu vay, TTPT la phuong thic thanh

toan bang cac thong diép dién tir thay cho tién mit.

Thanh toan truc tuyén: TTTT la viéc tra tién va nhan tién hang cho cac
dich vu mua ban hang hoa, dich vu dugc ban trén mang Internet thong qua
cac thong diép dién tr ,chimg tir dién tir thay cho viéc trao d6i tién mit cia

phuong thirc truyén thong. Mua ban truc tuyén st dung PSP va IMS.

PSP (Payment Service Provider) 13 nha cung cp dich vu thanh toan.
Trong thanh todn qua mang internet, cic co s& ban hang thuong khong sur
dung thiét bj PDQ offline. Do d6 mot PSP s& 1am viéc cung cap phan mém dé
mo phong viée xir 1y cac thé thanh todn va thu thap cac chi tiét vé thé roi sau

d6 chuyén t6i don vi chap nhan thé.

IMS: (Internet Merchant Service) 1a dich vu hd tro ban hang qua mang.
Pay 1a mot dang gan gidng cua cach ban hang offline nhung 13 mot dich vu
truc tuyén voi nhitng tinh chat riéng. D6 1a: Khach hang khong c6 mit d¢é mua
ma dién vao cac thong tin hang truc tuyén cac san phidm cin mua, sau d6

thanh toan t&1 mot ctra ao.
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Mot PSP thu nhan cac chi tiét vé& thé va xéac dinh téng gia tri cua don
hang. Sau d6, mot ngan hang chap nhan thanh todn bang thé chimg thuc gidi
han cua thé tam thoi giam di mdt s6 tién bﬁng luong gia tri ctia nghiép vu.
Hang hoa duoc chuyén téi ngudi mua va sau do gia tri cua nghiép vu duoc
thuc hién. Mot lugng chi phi nhé dugc tinh trd cho PSP va ngan hang chép

nhan thé.

Tir d6 rat ra khai niém vé hé thong Thanh toan truc tuyén 1a hé thong
thanh toan dugc xdy dung trén nén tang ky thuat sd, doi tuong 1a nguoi ding
internet va muc dich 14 hoan thién hé théng kinh doanh thuong mai dién tir
v6i phuong thirc thanh toan k¥ thuat s6 thay thé hoan toan tién mat bang tién
dién tir hoac thé.

1.2 MQT SO LY THUYET VE HE THONG THANH TOAN
TRUC TUYEN

1.2.1 PAC PIEM CUA HE THONG THANH TOAN TRUC TUYEN

Hé théng TTTT la mot tap hop cac phan tir rat da dang, phong pht. Bao
g6m hé thong thanh toan dién tir trong cuing hé thong ngan hang hodc da ngan
hang, hé thong thanh toan lién ngan hang quéc té qua SWIFT, hé thong ngan

hang dién tr va e-banking.

Str dung hé thong TTTT, tién s€ dugc chuyén tur tai khoan ngudi mua
sang tai khodn ngudi ban thong qua céc tai khodn dugc mé & ngan hang
nguol mua va ngan hang nguoi ban. Qua trinh nay gobm 3 bén la ngudi mua,

nguoi ban va ngan hang (trung gian).

Kha ning c6 thé chip nhan duoc: Dé thanh toan thanh cong thi co s
ha ting cta viéc thanh toan phai duoc cong nhan rong rii, moi trudng phap li
day du, dam bao quyén loi cho ca khach hang va doanh nghiép, 4p dung dong

bo cac cong nghé ¢ cadc ngan hang cling nhu tai cac td chirc thanh toan.
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An toan va bao mat: Do cac dich vu thuc hi¢n trén mang Internet duoc
cung cip toan cau nén can dam bao kha niang chéng lai sy tin cong dé tim
kiém hay diéu chinh thong tin mat, thong tin ca nhan, cac thong diép duoc gui
di.

Kha ning c6 thé hoan d6i: Tién sd co thé chuyén thanh tién mat hay
chuyén tir quy tién dién tir vé tai khoan ca nhan hodc tir tién dién tir c6 thé
phat hanh séc di¢n tir, séc that. Tién s bﬁng ngoai t€ co thé dé dang chuyén

sang ngoai té khac véi ty gia tot.
Hiéu qua, tién loi va dé stir dung: Chi phi cho mdi giao dich rat nho.
Tinh linh hoat, hop nhat va tin cdy: Cung cp nhiéu phuong thirc thanh
toan cho moi ddi tuong vdi giao dién thong nhat dé sir dung theo timg ng
dung va tranh nhitng sai so6t khong dang co.

1.2.2 CAC YEU TO CAU THANH MQT HE THONG TTTT
a. Cac bén tham gia

Ngudi ban: C6 thé ban hang hoa dich vu theo 2 cach: C6 thé ban hang
dich vu qua mdt website lién két, c6 thé ban hang dich vu trén chinh website
cia minh. Doanh thu ban hang hoa trong hai trudng hop 1a khac nhau. Néu
ban hang héa qua website khac thi doanh thu khong dat dugc 100% vi phai
mat phi dang ky va phi giao dich vu.

Nguoi mua: Bao gom doanh nghiép va c4 nhén, hinh thirc duoc ap
dung trong hai truong hgp nay la khac nhau.
- Nguoi mua la ca nhan: gia tri giao dich nho, phuong thirc thanh toan:
thé ca nhan, vi dién tr.
- Nguoi1 mua la doanh nghiép: Gia tri giao dich 16n, phuong thuc thanh

toan la chuyén khoan, sec dién tur.
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Cac ngan hang: Pong vai tro 1a bén thir 3 dam bao vé tinh chinh xé4c, do
tin cdy cho viéc xac thuc, xur 1y cac giao dich va cac thong tin vé phuong ti¢n

thanh toan vadi khach hang.

Céc t6 chuc phat hanh thanh toan 13 nhiing t6 chtc chuyén cung cip
cac phuong tién thanh toan dién tir cho khach hang nhu Onepay, Mastercard.
Céc nha cung cap dich vy thanh toan trung gian d6 13 cac t6 chtic chuyén
cung cip cho nhitng ngudi ban hang su chp nhan cac thanh toan dién tr nhu
thanh toan bﬁng thé tin dung, thé ghi no, sec di¢n tu, chuyén khoan dién tir.
Tai khoan do t6 chitc phat hanh phuong tién thanh toan dugc két ndi véi mot
tai khoan ngan hang ctia nguo1 ban hang.

b. Céac cong cu str dung

La nhitng thiét bi dién tor duoc st dung dé tiép nhan, tuyén tai, xtr 1y
cac thong tin dé thanh toan nhu 1a ATM, Website, POS...

c. Cac phuong tién thanh toan di¢n tur

Phuong tién thanh toan dién tir 1a nhitng phuong tién do cac to chuc tin
dung phat hanh hodc nha cung cip dich vu trung gian dugc s dung trong

thanh toan dién tir. C6 2 dang nha cung cap thanh toan (PSP).
- Do céc to chic tin dung bao gdm ngan hang cung cap dich vu thanh
toan, Visa, Mastercard.
~ Do cac nha cung cap dich vy thanh toan trung gian: Onepay, Ngan

lugng, Bao kim.
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1.2.3 CAC KHAI NIEM VE MA HOA
1.2.3.1 KHAI NIEM MA HOA

Theo tai liu “Giai Phap Thanh Toan Truc Tuyén” cia tic gia Vi
Hoang Nam. Trao doi thong tin trén mang rat dé bi lay cip. Dé dam bao viéc
truyén tin an toan ngudi ta thuong ma hoa thong tin trude khi truyén. Viéc ma
hoa theo quy tdc nhét dinh goi la hé mat ma. Hién nay c6 hai loai h¢ mat ma
d6 12 mat ma c6 dién va mat ma khoa cong khai. Vi mat ma ¢ dién dé hiéu,
dé thuc hién nhung d6 an toan khong cao. Vi gidi han tinh toan chi thuc hién
trong pham vi bang chit cai sir dung van ban caAn mi hoa (vi du Z26 néu dung
cac chir cai tiéng anh, Z256 néu dung bang chir cai ASCIL...). Vi cac hé ma
co dién, néu biét khoa 1ap ma hay thuat toan lap ma, ngudi ta c6 thé dé dang
tim ra dugc ban rd. Ngugc lai cac h¢ mat ma khoa cong khai cho biét khoa 1ap
ma K va ham 1ap ma Ck thi ciing rat kho tim dugc cach giai ma.
1.2.3.2 HE MA HOA

Hé mi hoa 1a hé bao gom 5 thanh phan ( P, C, K, E, D ) théa mén cac

tinh chét sau:
P (Plaitext): La tap hop hitu han cac ban 16 co thé
C (Ciphertext): La tap hitu han cac ban ma c6 thé
K (Key): La tap hop cac ban khod c6 thé
E (Encrytion): La tap hop cic quy tic ma hoa c6 thé
D (Decrytion): La tap hop cac quy tic giai mi c6 thé.

Chung ta da biét mot thong bao thuong duge xem 1a ban rd. Nguoi giri
s& ma hod ban 1, két qua thu dugc goi 1a ban ma. Roi giri ban ma cho ngudi

nhdn qua duong truyén. Nguoi nhan giai ma dé tim hi€u nd1 dung ban ro.

Ek(P) =C va Dk(C) =P

Tran Hai Nam _ CT1201



Po an tot nghiép Truwong PHDL Hii Phong

1.2.3.3 NHUNG KHA NANG CUA HE MAT MA

Cung cép tinh bao mat & mot murc cao, tinh toan ven, chéng chdi bo va
tinh xac thuec.

Tinh bao mat: Bao dam bi mat cho dir liéu béng viéc che dau thong tin
nho cac k¥ thuat ma hoa.

Tinh toan ven: Bao dam véi cac bén rang ban tin khong bi thay doi trén
duong truyén tin.

Chdng chéi bo: C6 thé xac nhan rang tai liéu di dén tir ai 4o, ngay ca
khi ho ¢ gang tir chdi no.

Tinh xéc thuc cung cép hai dich vu:

Nhén dang ngudn gdc ciia mot théng bao va cung cap cach chimg minh
rang thong tin d6 1a thuc.

Kiém tra dinh danh cta ngudi dang dang nhap mot hé thng, tiép tuc
kiém tra diac diém cta ho trong truong hop ai d6 gia danh dang ¢ ging

két noi.

1.2.4 CAC PHUONG PHAP MA HOA
1.2.4.1 MA HOA POI XUNG

H¢ ma hod doi xung: 1a hé ma hoa ma khoa ma hoa c6 thé dé tinh toan

ra dugc tir khod giai ma va nguoc lai. Trong nhiéu truong hop, khoa mi hoa

va khod gidi ma la giong nhau. Thuét todn nay yéu cau ngudi gui va nguoi

nhan phai st dung mot khoa trudc khi thong bao dugce guri di va khod nay

phai dugc dugc gilt bi mat. By an toan cua thuat toan nay phu thudc vao

khod, néu dé 1o ra khoa nay thi bat ki nguoi nao cling c6 thé ma hod va giai

ma thong bao trong h¢ thong ma hoa. Sy ma hod va gidi ma cua hé ma hoa

d6i xtng biéu thi boi:

EcP->C va Di:C->P
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Cic van dé d6i véi Hé ma hoa dbi xing

Phuong phap mai hoa d6i xtmg yéu ciu nguoi ma hoa va ngudi giai ma
phai cing chung mot khoa. Khoa phai duogc giir bi mat tuyét ddi. "DE dang"
xac dinh mot khoa néu biét khoa kia va nguoc lai. Van dé quan 1y khoa kho
khan, phirc tap khi st dung hé ma hoa dbi xung. Ngudi giri va nguoi nhan
phai ludn thdng nhat voi nhau vé khoa. Viée thay d6i khoa 1a rat kho va dé bi
16 .C6 xu hudng cung cip khoa dai ma n6 phai duoc thay doi thudng xuyén
cho moi ngudi, trongkhi van duy tri ca tinh an toan 1an hiéu qua chi phi, s&
can trd rt nhiéu téi viéc phat trién hé mat ma.
1.2.4.2 MA HOA PHI POl XUNG (MA HOA CONG KHAI)

Van theo “Giai Phap Thanh Toan Truc Tuyén” Hé mi hoa khoa cong
khai 1a H¢ ma hoa trong d6 khoa ma hoa va khoa giai ma 1a hai ma khac nhau.
Khoa giai ma kho tinh todn duoc tir khoa ma hod va nguogc lai. Khoa ma hoa
goi la khoa cong khai (Public key). Khoa giai ma duogc goi l1a khod bi mat
(Private key).

Cic diéu kién ciia mot hé mi hoa cong khai:

Vi¢c tinh toan ra cdp khod cong khai KB va bi mat kB phai duogc thuc

hién mot cach dé dang theo cic co sé diéu kién ban dau, nghia 1a thuc hién

trong thoi gian da thuec.

Nguoi gt A c6 dugce khoa cong khai cia nguoi nhan B va c6 ban tin P
can gui B, thi co thé dé dang tao ra dugc ban ma C.

C= EKB (P) = EB (P)

Ngudi nhan B khi nhan dugc ban ma C véi khoa bi mat kB, thi co thé
gidi ma ban tin trong thoi gian da thue.

P= DKB (C) = DB [EB(P)]
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Néu ké dich biét khoa cong khai KB c¢b ging tinh toan khoa bi mat thi

chung phai duong dau véi trudng hop nan giai, d6 13 gip bai toan "kho".
1.2.5 MOQT SO HE MA HOA CU THE
1.2.5.1 HE MA HOA RSA
Theo tai liéu “Ma Hoéa Luong Tir Va Ung Dung” cua tac gia Nguyén
Thanh Tung c6 viét:
Cho n=p*q véi p, q 1a s6 nguyén t6 1én. Pit P=C = Z,
Chon b nguyén t6 véi @(n), @(n) = (p-1)(g-1)
Ta dinh nghia: K={(n,a,b): a*b = 1(mod(n))}
Gia tri n va b 1a cong khai va a 1a bi mat
Vi mdi K=(n, a, b), mdéi x € P,y € C dinh nghia
Ham ma héa: y = ex(x) = x” mod n
Ham giai ma: d(X) = y* mod n
1.2.5.2 HE MA HOA ELGAMAL
Hé ma hoa v6i khoa cong khai ElGamal c6 thé tuy ¥ dwa trén cac nhom

nguoi dung ma véi ho bai toan 16garit ro1 rac duge xem la kho giai duoc.

Thong thudng ngudi ta ding nhém con Gq (cap q) cua Zp; 6 d6 p, q l1a
cac sd nguyén t6 16n thoa man q(p-1). O day gidi thiéu cach xay dung nhom
Zp, v6i p 1a mot sé nguyén t6 16n.

So do:
Chon s6 nguyén td 16n p sao cho bai toan logarit roi rac trong Zp 1a khé

19). Chon g 1a phan ti sinh trong Zp* :

(it nhatp =10
Lay ngau nhién mot s6 nguyén a thoa mdn 1 < a <P-2 va tinh toan

h = g mod p. Khoa céng khai chinh 1a (p, g, h), va khoa bi mat la a.
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Ma hoa:
khoa cong khai 13 (p, g, h) mudn ma hod thu tin m (0 < m < p)
Lay ngau nhién mot sd nguyénk, 0 <k < p-2.
Tinh toan x = g“mod p , y = m * h* mod p.
Giii ma.
Pé phuc hoi duoc ban gbe m tir ¢ = (x, y) ta lam nhu sau:

Str dung khoa riéng a , tinh toan r = x"**

(Chu ¥ rang r = x" "= x* = (gk) * =g™).

Phuc hdi m bang cach tinh toan m = y*r mod p
Ma hoa df“)ng ciu.

Xét mot so d6 ma hoa xac suat. Gia stir P 1a khong gian cac vin ban
chua ma hoa va C la khong gian cac van ban mat ma. C6 nghia l1a P 1a mdt
nhom véi phép toan 2 ngo6i + va C 1a mot nhoém véi phép toan * . Vi du E cua
so 0 mi hod xé4c suat dugc hinh thanh boi sy tao ra khod riéng va khoé cong
khai ctia né. Gia st E(m) 1a sy ma hod thu tin m str dung tham s6 (s) r ta noi
rang so d6 ma hoa xéc suat 1a (+*) dong cau. Néu véi bat ky vi du E cua so do
nay, ta cho ¢, = E;;(m1) va c2 = E»(m2) thi ton tai r sao cho:

cl*c2 = E,(m1+m2)

Chang han, so d6 ma hoa Elgamal 1a dong ciu. O day, P la tap tat ca
cac s6 nguyén modulo p (P =Z,), con C = {(a,b) | a,b € Z, }. Phép toan + la
phép nhan modulo p . Pdi v6i phép toan 2 ngdi * duoc dinh nghia trén céc

van ban mat m3, ta dung phép nhan modulo p trén mdi thanh phan.
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Hai van ban géc mO0, m1 duoc ma hoa:

Exo(Mo) = (Gkor o)
Exa(mMy) = (Gku, h* m;)

O 6 ko.k1 1a ngiu nhién.
Tir d6: Eio(Mo) Exa(my) = (9,0 m°) (g, " my) = Ex(mo my)
voi k =ko + ki

Boi vy, trong hé thong bi mat ElGamal tir phép nhan cac vin ban mat
mi chiing ta s& c6 duoc phép nhan da dugc ma hoa cia cac van ban gbc tuong
ung.
1.2.5.3 MA NHI PHAN
Van theo “Ma Hoa Luong Tt Va tmg Dung” Gia sir rang Alice mudn
gui cho Bob 1 chit sé nhi phan b. C6 ta khong mudn tiét 16 b cho Bob ngay.
Bob yéu cau Alice khong dugce doi ¥, tirc 1a chit s6 ma sau do Alice tiét 16
phai giéng voi chir s6 ma cb ta nghi bay gid. Alice mé hoa chit s6 b bang mot
cach nao d6 roi giri sy ma hoa cho Bob. Bob khong thé phuc hdi duge b téi
tan khi Alice gt chia khoa cho anh ta. Sy ma hoé ctua b dugc goi 1a mot blob.
Mot cach tong quat, so d6 mi nhi phan 1a mot ham : {0, 1} x X Y, trong d6
X, Y 1a nhiing tap hiru han. Mdi ma hoa cta b 1a gia tri (b, k), k X. So d6 ma
nhi phan phai thoa man nhiing tinh chat sau:
_ Tinh che day (Bob khong thé tim ra gia tri b tir (b, k))
_ Tinh mu (Alice sau d6 c6 thé md (b, k) bang cach tiét 16 b, k thi dugc
dung trong cach xay dung né. Co ta khong thé mé blob boi 0 hay 1).
Néu Alice mudn ma hoa mot xau nhiing chir s6 nhi phan, c6 ta ma hoa
ting chit sé mot cach doc 1ap. So d6 ma hoa sb nhi phan ma trong d6 Alice c6
thé md blob bang 0 hay 1 dugc goi 1a ma hoa nhi phan ctra 14t .M4 hoa s6 nhi

phan co thé duoc thuc hién nhu sau:
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Gia st mot s6 nguyén té 16n p, mot phan ti sinh g Z,vaG Z,da biét
logarit r0i rac co sd g ciia G thi ca Alice va Bob déu khong biét (G co thé

chon ngiu nhién). Su ma ho4 nhi phan @ : {0,1} x Zp-> Zp la:

Pit logy G = a. Blob c6 thé dugc md béi b bang cach tiét 16 k va mo
boi -b bang cach tiét 16 k-a néu b=0 hoic k+a néu b=1. Néu Alice khong biét
a, cO ta khong thé mé blob bing —b. Tuong tw, néu Bob khong biét k, anh ta
khong thé xac dinh b véi chi mét dir kién @ (b, k) = g*G®
So dd ma ho4 chir s6 nhi phan cira 1at dat dugc trong truong hop Alice
biet a.

Néu Bob biét a va Alice md blob cho Bob thong qua kénh chdng dot
nhap dudng truyén (untappable channel) Bob c¢6 thé s& noi dbi voi ngudi thi
ba vé sy ma hoda chit s6 nhi phan b. Rat don gian, anh ta néi rang anh ta nhan
duogc k-a hodc k+a (ma thuc té 1a k). So d6 ma hoa s6 nhi phan ma cho phép
ngudi xac minh (Bob) néi doi vé viéc mé blob, duoc goi 1a su mai hoa nhi

phén chameleon .

Thay vi mi hoa timg chitr s6 nhi phin trong sdu s mét cach doc lap,
Alice ¢6 thé ma3 hoa mot cach don gian 0 <s <p bang @ (b, k) = G°g"

Hon nita, nhitng théng tin vé s a s& cho Alice kha ning mo @ (5,k)
boi bat ki s¢, k¢ thoa mén as + k = as® + k*.
1.3 KHAI NIEM VE CHU KY PIEN TU
1.3.1 PINH NGHIA

Mbét so do chir ky gém bo 5 (P, A, K, S, V) thod man céc diéu kién
dudi day:

P 13 tap hiru han céac birc dién (thong diép) co thé

A 1a tap hitu han céc chit ki c6 thé

K khong gian kho4 14 tap hitu han cac khoa c6 thé

Sigk 1a thuat toanky P -> A

Tran Hai Nam _ CT1201

18



Po an tot nghiép Truwong PHDL Hii Phong

X e P-> y=SigX)

Verk 1a thuat toan kiém thir: (P, A) -> (Dung, sai)
Ver(x,y) = ..

Pung : Néu y = Sigu(x)

Sai : Néu y # Sigy(X)

1.3.2 PHAN LOAI SO PO CHU KY PIEN TU
Chtr ky dién tir dugc chia lam 2 16p.

Chtr ky kem thong diép (message appendix). Va 16p khoi phuc chir ky

thong diép (message recovery).

Chit ky kém thong diép: Thong diép ban dau 1a dau vao cua thuat toan
kiém tra. Vi du: chit ky Elgamal.

Khéi phuc chir ky thong diép: Khéi phuc dugc thong diép ban dau sinh
ra tir ban than chit ky. Vi du: chit ky RSA.

1.3.3 MOT SO SO PO KY SO CO BAN
1.3.3.1 SO PO CHU KY ELGAMAL

Chon p 12 s6 nguyén t6 sao cho bai toan log roi rac trong Zp 1a kho.
Chon g 13 phan tir sinh € 2%, ae Z*p

Tinh = g® mod p.

Chonr ngﬁu nhién € Z*p_l

Ky trén x: Sig(x) =(y,d ),

Trong d6 y=g“mod p , & =(x - ay ) r* mod (p-1).

Kiém tra chit ky:

Ver(x,y , 8 )=True <=> B'y*= g"mod p

Vi du:

Chon p=463; g=2; a=211; 2211
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p=2** mod 463=249;

chon r =235; r'=289

Ky trén x =112

Sig(x,r) = Sig (112,235)=(y ,6 )=(16,108)
v=2%*mod 463 =16

&= (112-211*16)*289 mod (463-1)=108
Kiém tra chit ky:

Ver(x, v ,8 )=True<=> f'y’= g*mod p
B'y°= 24916* 16108 mod 463 = 132

g* mod p = 2" mod 463 = 132

1.3.3.2 SO PO CHU KY RSA
Chon p, q nguyén t6 16n .

Tinh n=p.q; O (m)=(p1)(g-1).
Chon b nguyén té cung 1 (n).
Chon a nghich dao véi b; a=b-1 mod [] (n).
Ky trén x:
Sig (x) =x*mod n
Kiém tra chit ky:
Ver (x,y)= True <=> x =y" mod n
Vi du:
p=3; 0=5;
n=15; [1 (n)= &; chon b=3; a=3
Ky x =2:
Chtr ky :
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y =x’mod n = 2° mod 15=8
Kiém tra:
x = y’mod n = 8* mod 15 =2 (chit ky diing)

1.3.3.3 SO PO CHU KY SCHNORR
Chuén bi:

Lay G 1a nhom con cdp q ctua Z ', , v6i q 1a s6 nguyén t5. Chon phan tir
sinh ge G sao cho bai toan logarit trén G 1a kho giai. Chon x # 0 1am khoa bi
mat, x € Zy. Tinh 'y = g* 1am khéa cong khai. Lay H la ham bim khong va
cham.

Ky trén thong diép :

Chon r ngiu nhién thuc Z,

Tinh ¢ =H(m, ¢")

Tinhs=(r-cx) modq

Chtr ky Schnorr 1a cé@p (c, s)

Kiém tra chir ky:

V61 mdt vin ban m cho trudc, mot cdp (c, s) dugc goi la mot
chir ky Schnorr hop 1é néu théa man phuong trinh:

¢ =H(m, g™y’

bé y rang ¢ day, ¢ xuat hién & ca 2 vé cua phuong trinh.
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1.4 VAN PE XAC THUC
1.4.1 KHAI NIEM XAC THUC
Xac thyc 1a viéc kiém tra mot thong tin 1a dang chinh xac hoac bac bo
tinh hop 1¢ cua thong tin d6. Xac thuc can c6 su tin ciy, ludn 13 yéu cdu quan
trong trong cac giao tiép. Dé don gian xét mo hinh giao tiép gébm hai ddi
tugng trao doi thong tin A va B, ho cing muc dich trao d6i thong tin M nao
do.
Khi do6 viéc xac thuc bao gém:
_ A cin xac minh B dung 1a B va nguoc lai.
~ Ca A va B can x4c minh tinh an toan cua thong tin M ma ho trao doi
Nhu vay, xac thuc bao gém hai viéc chinh:
_ Xac thuc tinh hop 18 ctia cac dbi tugng tham gia giao tiép.
- Xac thuc tinh bdo mat va toan ven cua thong tin trao doi.

Theo phuong phap truyén thdng viéc thuc hién xac thyc d6i tugng
dugc thuc hién bang cac gidy to nhu: chimg minh thu, gidy phép lai xe...

Viéc xac thuc tinh an toan ctia thong tin thuong dya trén chit ky, con dau...

1.4.2 KHAI NIEM XAC THUC SO (PIEN TU)

Xac thyc dién tir 1a viéc chimmg minh béng phuong ti¢n dién tu, su tdn
tai chinh xac va hop 1€ cua moét chu thé khi tham gia trao doi thong tin di¢n tur
nhu: cdc nhan, to chic, dich vu... hodc mot 16p thong tin nao d6 ma khong
can biét cac thong tin d6 nhu thé ndo, thong qua thong tin dic trung dai dién
cho chu thé d6 ma van dam bao dugc bi mat cta chu thé, hodc 16p thong tin

can chimg minh.

Xac thuc dién tir 1a viéc can thuc hién trude khi thuc su dién ra cac

cudc trao doi thong tin dién tr chinh thirc.
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Viéc xac thuc dién tir trong hé théng trao doi thong tin dién tor dugc uy
quyén cho bén tht ba tin cdy. Bén thir ba iy chinh 1a CA (Certification
Authority), mt co quan ¢ tu cach phap nhan thudng xuyén tiép nhan ding
ky céc thong tin dai dién cho chu thé: Khod cong khai va luu trir khoa cong
khai cung 1y lich cua chu thé trong mot co s¢ dir li¢u dugc bao vé chat ché.
CA khong nhat thiét 13 co quan nha nudc. Piéu quan trong nhat cia mot CA
la uy tin dé khéng dinh sy that,co trach nhiém trude phap luat.

Muc dich cua viée xac thuc dién tir: chdng gia mao, chéng chdi bo,
dam bao tinh toan ven, tinh bi mat, tinh xac thuc ctua thong tin va muc dich
cudi cung 12 hoan thién cac giai phap an toan thong tin.

Co s tmg dung dé xay dung cic giai phap an toan cho xac thuc dién
tr 1a cac hé mat ma.

Ung dung: Thuong mai dién tir trong cac hé thong thanh toan truc
tuyén.

Hién nay, xac thuc dién tir duoc st dung trong kha nhiéu tmg dung.
Theo s6 liéu diéu tra cong bd vao thang 8/2003 ciia to chirc OASIS

(Organization for the Advancement of Structured Information
Standard):

24,1% st dung trong viéc ky vao céc dir li€u dién tir;

16,3% st dung dé dam bao cho e-mail;

- 13,2% dung trong thuong mai dién ti;

- 9,1% st dung dé bao vé WLAN;

- 8% st dung dam béo an toan cho cac dich vu web;
- 6% str dung bao dam an toan cho Web Server;

- 6% str dung trong cac mang riéng 4o...
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C6 nhiéu phuong phap xéac thuc dién tir d3 dugc phat trién va st dung.

Tuy nhién c6 3 phuong phap xac thyc chinh sau day:

a. Phuong phap thr nhat: Xac thuc dua vao nhing gi ma ta biét.
Phuong phap nay thudng st dung mat khau, ma PIN dé xac thuc chu thé. Khi
can xac thuc, hé théng yéu cau cha thé cung cap nhitng thong tin ma chu thé

biét (mat khau, ma PIN, ...).

b. Phuong phap thir hai: Xac thyc dua vao nhitng gi ma ta c6. Phuong
phéap nay doi hoi ngudi dung phai s¢ hitu mot thir gi d6 dé co thé xac nhan,
chang han nhu ching chi s6, thé¢ ATM, thé SIM.

c. Phuong phap thtr ba: Xac thyc nhitng gi ma ta dai dién. Phuong
phép nay thudng sir dung viéc nhan dang sinh hoc nhu du van tay, mau vong

mac, mau giong noai, ... dé xac thyuc .

Xac thuce bﬁlng mét khau, ma PIN c6 vu diém la tao 1ap va st dung don
gian, nhung c¢6 nhuoc diém 16n 1a nguoi dung thuong chon mat khau dé nhd,
do vay d& doan nén d& bi tan cong. Ké tan cong ciing c6 nhiéu phuong phap

tAn cong dé dat dugc mat khau.

1.4.3 CONG CU XAC THUC CHUNG CHI SO
1.4.3.1 KHAI NIEM CHUNG CHI SO (DIGITAL CERTIFICATE)
Chimg chi sd 13 cong cu dé thuc hién bao toan va bao mat trong hé
théng thong tin. Nhw dd trinh bay, viéc st dung hé ma hoa khoa cong khai
trong bao mat thong tin 13 rat quan trong. Tuy nhién, c6 van dé nay sinh 14
néu hai ngudi khong biét nhau, nhung mudn tién hanh giao dich, thi 1am sao
ho ¢6 thé c6 khoa cong khai ciia nhau. Gia stir 6ng A mudn giao tiép véi ong
B, 6ng ta s& vao website ciia ong B dé liy khoa cong khai. Nhung khong may,
ké gia mao B’ lai nhan yéu cau cua A va tra vé trang Web cua B’ 1a ban sao
ciia B, hoan toan giéng trang web cua B, khién cho A khéng thé phat hién
duge. Liic nay A c6 khoa cong khai ctia B, chir khong phai 1a caa B. Ong A
mi hod thong diép bang khod cong khai ctia B’. Ké gian B’ giai mé thong
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diép, doc thong tin, mi hoa lai bang khoa cong khai ctia B, va giri thong diép
cho B. Nhu vy ca A va B hoan toan khong biét c6 ké thtr 3 1a B” di doc
dugc ndi dung cua thong diép. Trudng hop xdu hon, B’ sé& thay ddi ndi dung
thong diép ctua A trudce khi gui cho B.

Bai toan dit ra 13 phai c6 mot giai phap dé dam bao rang khoa cong
khai dugc trao ddi an toan, khong co gia mao. Dé giai quyét van dé ndy can
c6 mot to chirc cung cap chirng nhéan, nd xac nhan: khoa cong khai nay thudc
vé mot nguoi.

Cong ty, to chtic cung cip cac ching nhan khoa cong khai duoc goi 1a

CA (Certification Authority), va chimg nhan ndy goi 1a chimg chi sé.

Véi bai toan trén, 6ng B mudn cho phép A va nhitng nguoi khac giao
tiép v6i minh, ong ta phai dén mot t6 chirc CA dé xin gidy chimg nhan khoa
cong khai ctia 6ng ta. Nha cung cip s& phat hanh chimg nhén va chit ky sd.
Nha cung cdp CA gan két khoa cong khai v6i tén cuia ngudi dang ky sé hitu

khoa do.

Chimg chi s6 13 mot van ban dién tir dugc tao véi dinh dang nhét dinh,
dung dé xac thyc danh tinh mot ca nhan, mot cong ty, ...hay thuc thé nao d6
trén mang internet, cung voi khod cong khai ctuia ho trén Internet. Chirg chi
s6 phai do mot to chitc dimg ra chirng nhan nhimg thong tin cua ta da khai
bao 1a chinh xac, duoc goi 1a nha cung cdp chung chi sé (Certification
Authority, viét tit 1a CA). CA phai dam bao vé d tin cdy, chiu trach nhiém
vé d6 chinh x4c ciia chiig chi s6 ma ho cap. Trong chung chi sb c6 ba thanh

phan chinh:
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Thong tin c& nhan:

Day 1a cac thong tin dugc cép trén chimg chi sd, gdm tén, qudc tich, dia
chi, dién thoai, email, tén td chirc... Phan nay giéng nhu céc thong tin trén

chting minh thu ctia mdi ngudi.
Khoé cbng khai:

Trong mat ma, khoa cong khai 1a mot gia tri dugc CA ching thuc, do
1a khoa ma hod, két hop voi khoa bi mat duy nhéat duoc tao ra tir khoa cong

khai, dé tao thanh cap khoa mat ma bat dbi xung.
Chir ky s6 caa CA cip chung chi:

Day chinh la sy xac nhan cua CA, bao dam tinh chinh xac va hop 1€ cua
ching chi. Mudn kiém tra mot ching chi s6, trude tién phai kiém tra chir ky

s6 ctia CA ¢6 hop 18 hay khong .

Trong mat ma khoé cong khai(Public Key Infrastructure -PKI), CA sé&
kiém soat cing v&i nha quan 1y ding ky (Registration Authority - RA), dé xac
minh thong tin vé chimg chi s6 ma nguoi ta yéu cau xac thyc. RA xac nhan
thong tin clia ngudi can xac thuc, CA sau d6 s& cap ching chi.
1.4.3.2 PINH DANG X.509 CUA CHUNG CHI SO

Co so ha ting ctia mat ma khoa cong khai (PKI) dugc xay dung dé bao
dam an toan thong tin. Trong hé thong ndy sir dung mot thanh phan dir liéu
dugc goi 1a ching chi sb, nd gin thong tin vé nguoi s¢ hitu khéa vai khoa

cong khai tuong ing.

Hinh 1.1 mo ta ching chi ) phién ban 3, dugc dinh nghia theo chuan
X.509

Céc thanh vién tham gia hé théng, st dung h¢ mat ma khoa cong khai

hoan toan c¢6 thé tin rang: Khoa cong khai chira trong ching chi s6 1a thudc vé
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d6i tuong c6 thong tin trong truong ddi tugng duoc cap. CA sir dung chir ky

dién tir dé dam béo tinh toan ven va xac thuc céc thong tin.
Chtr ky duoc tao ra nhu sau:

Thiét 1ap dai dién cta thong tin trong chimg chi sé (gdm cac thong tin

co ban va phan mé rong).

CA su dung khoa riéng (private key) cia minh ky trén dai dién vira co

duoc, dé tao ra chi ky $0.

bong gobi cac thong tin cung véi chir ky trén, d6 1a chung chi .

Su tin tudng cua cac thanh vién chi cé thé c6 khi ho tin vao CA da tao
ra chimg chi d6. Mdi chtng chi sé déu c6 han sir dung. Viéc kiém tra chimg

chi s6 duoc thue hién doc l1ap véi hé théng cép ching chi.

Cac truwong co ban cua mdt ching chi so

Private key o . ..
cia CA ‘ Phién ban (Version)
i Ma sé (Serial Number)
]
" Thong tin cua chit ky dién tur
]
! Nguoi cﬁp (Issuser)
M ' Han sir dung ( Validity)
Tao o — .. —
chirkysé | ~S<HASH Nguoi so hitu (Subject)

Théng tin vé khoa cong khai

Chi danh ngudi cdp (Issuser Unique 1D)

Chi danh ngudi so hitu (Subject Unique ID)

Cac thanh phan mo réng, tuy chon (Extensions)

' Chir ky sé (Digital Signature)

Hinh 1.1: Chitng chi sé theo chudn X.509
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1.4.4 UUPIEM VA NHUQC PIEM CUA HE THONG TTTT
1.4.4.1 UU PIEM
Poi voi thwong mai dién tir

Thuac déy phat trién thuong mai di¢én tir: Mot hé théng thuong mai di¢n
tr phat trién ding sau 1a mot hé théng thanh toan tryc tuyén manh mé&. Noéi
cho cung, thuong mai chinh 1a giao dich dudi goc do img dung dién tu. TTTT
chinh 1a diéu khac biét dem lai cho TMDT so véi céac ung dung khac. Do
vay, viéc phat trién TTTT s& hoan thién héa TMPT, nguoi mua chi can thao
tac trén may tinh dé mua hang, cac doanh nghiép c6 nhimng hé thong xu 1i tién
sb tu dong. Mot khi thanh toan trong TMDPT an toan, tién lgi, viéc phat trién

TMBDT trén toan cau 1a xu thé tat yéu.

Tang qué trinh luu thong tién té va hang héa: Thanh toan trong TMPT
day manh qua trinh luu thong tién té va hang hoa. Nguoi ban c6 thé nhan tién
thanh toan qua mang ttrc thi, do d6 c6 thé tién hanh giao hang mot cach sém
nhat, nhanh, an toan... Thanh toan dién tir giup thuc hién thanh toan nhanh,
an toan, dam bao quyén loi cho cac bén tham gia thanh toan, han ché rai ro

so voi thanh toan bang tién mat.

Hién dai hoa hé théng thanh toan: Thanh toan dién tir tao ra mot loai
tién s hda méi hoan toan co thé dung dé mua hang hoa thong thuong. Qua
trinh giao dich don gian va nhanh chéng, chi phi giao dich bét dang ké va
giao dich s& tr& nén an toan hon. Tién sd héa khong chiém mot khong gian
hiru hinh ndo ma c6 thé chuyén nhanh chéng cho du ban & bat ctr dau. Pay 1a
mot mang tai chinh hi¢n dai gén lién voi mang Internet.

Poi véi ngan hang
Giam chi phi, tang hiéu qua kinh doanh:
Giam chi phi van phong do thoi gian tac nghiép duoc rit ngan, chuan

hoa céc thu tuc, quy trinh, nang cao hi¢u qua tim kiém va xu li chiing ttr.Giam
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chi phi nhan vién: mot may rat tién ty dong co thé lam viée 24/24 gio va

tuong dwong mot chi nhanh ngan hang truyén thong .

Cung cip dich vu thuin tién cho khach hang: thong qua Internet/web
ngan hang c6 kha ning cung cdp dich vu méi (internet banking) va thu hit
thém nhiéu khach hang giao dich thudng xuyén hon, giam chi phi ban hang
va tiép thi. M6 rong thi truong thong qua Internet: thay vi mé nhiéu chi nhanh
& cac nude khac nhau c6 thé cung cép dich vu Inetrnet banking dé mé rong

pham vi cung cap dich vu.
Pa dang hoa dich vu va san phém:

“Ngan hang dién tu” véi su trg gitp cua cong nghé thong tin cho phép
tién hanh nhing giao dich ban 1¢ véi toc dd cao va lién tuc. Cac ngan hang co
thé cung cdp thém cac dich vu mdi cho khach hang nhu “phone banking”,

99 ¢

“home banking”, “Internet banking”, chuyén, rat tién, thanh toan tu dong...

Nang cao nang luc canh tranh va tao nét riéng trong kinh doanh:
“Ngan hang dién tir” giup cac ngan hang tao va duy tri mot hé thong khach
hang rong rii va bén viing. Thay vi phai xép hang rat lau chd rat tién tai chi
nhanh mot ngan hang, khach hang c6 thé t6i mot may rat tién tu dong ciia mot
ngan hang khac va thuc hién giao dich trong vai phat. Do do, thé manh vé
dich vu ngan hang dién tir co thé 1a mot dic diém dé cac ngan hang hién dai

tao dung nét riéng ctia minh.
Thuc hién chién lugc toan cau hoa:

Mot loi ich khac ma ngan hang dién tir mang lai cho ngan hang, do la
viéc ngan hang cé thé thuc hién chién lugc “toan cau héa”, md rong kinh
doanh ma khong can phai mé thém chi nhanh. Vira tiét kiém chi phi lai c6 thé
phuc vu nhiéu khach hang hon. Theo cach nay cac ngan hang 16n dang vuon
canh tay khong 16 va dan dan thiét 1ap co so ctia minh, thau tom nén tai chinh

toan cau.
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Poi voi khach hang

Tiét kiém chi phi:

Phi giao dich ngan hang dién tir & mic thap nhét so véi cac phuong
phap giao dich khac. Diéu nay 1a bdi cac ngan hang c6 thé trién khai tao ra
cac hé théng 4o (chi hoat dong trén Internet ma khong can téi van phong, tru
s0), C4c chi phi ma khach hang phai tra theo d6 ma giam di rat nhiéu.

Tiét kiém thoi gian:

Dbi véi cac giao dich ngan hang tir Internet duoc thuc hién va xu i
mot cach nhanh chong va hét sitc chinh xac. Khach hang khong can phai toi
tdn noi va tén thoi gian doi thanh toan. Vo1 dich vu ngan hang dién tir ho co
thé tiép can voi bat ¢ mot giao dich ndo ctiia ngan hang vao bat ctr thoi diém
nao hoic ¢ bat ctr dau ma ho mudn.

Thong tin lién lac véi ngan hang nhanh hén va hi¢u qua hon:

Khi sir dung ngan hang dién tur, ho s€ nam dugc nhanh chong nhiing
thong tin vé tai khoan, ty gia, lai suat. Mat khac, thong qua may vi tinh duogc
nbi mang v6i ngan hang, khach hang c6 thé giao dich truc tiép v4i ngan hang
dé kiém tra sd du tai khoan, chuyén tién, thanhtoan héa don dich vu cong
cong, thanh toan thé tin dung, mua sec du lich, vay ng, mé va diéu chinh,
thanh toan thu tin dung va ké ca kinh doanh chung khoang voi ngan hang...
1.4.4.2 NHUQC PIEM

Rui ro cho nguoi st dung dich vy thanh toan dién tu:
Do tinh chét cua thé tin dung 1a rut tién dua trén viéc kiém tra sb PIN
trén thé nén chu thé d& bj lira 1dy mat thé va sé PIN. Bén canh d6 chu thé con

gdp rui ro khac do tinh trang lam gia thé tin dung ngay cang tinh vi.
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Rui ro di v6i ngan hang thanh toan:

Céac ngan hang nay s& gap rui ro néu ho c6 sai sot trong viéc cap phép
cho cac khoan thanh todn c6 gia tr1 16n hon han mirc quy dinh. Bén canh do,
néu khong kip thoi cung cdp cho cac don vi chap nhan thé danh sach cac thé
bi mét hodc bi vo hiéu trong thoi gian cac thé ndy van duoc sir dung thi cac
ngan hang phat hanh sé tir chéi thanh toan cho nhitng khoan nay.

Riii ro cho cac don vi chap nhin thé:

Céac don vi nay s& phai d6i mit véi rai ro bi tir chdi thanh toan cho sb
hang hoa cung Umg vi li do thé hét hiéu luc nhung don vi khong phat hi¢n ra.

Rui ro v&1 ngan hang phat hanh:

Rui ro thir nhét 1a viéc chi thé sir dung thanh toan nhiéu 1an don hang
thanh toan c6 gia tri thip hon han mutc nhung tong s tién thanh toan lai cao
hon han murc ctia thé. Thir hai, chu thé loi dung tinh nang thanh todn quéc té
ctia thé dé théng dong voi ngudi khac chuyén thé ra nude ngoai dé thanh toan
ngoai qudc gia chu thé cu tru.

- Khé kiém soét chi tiéu.

~ Nguy co bj tiét 10 cac thong tin tai chinh c4 nhan
1.45 PHAN LOAI CAC HE THONG TTTT
1.4.5.1 PHAN LOAI THEO THOI GIAN THUC

Thanh toan truc tuyén: 1a cac giao dich thanh toan dugc thuc hién trén
cac hé thong web TMPT noi ma khach hang c6 thé thanh toan theo thoi gian
thue.

Thanh toan ngoai tuyén: 1a cac hinh thirc thanh toan dién tir khac thong
qua cac thiét bi dién tir nhu ATM, POS. Loai hinh thanh toan nay chiu anh
hudng boi cac gidi han khong gian va thoi gian, qué trinh thanh toan khong

duoc dién ra theo thoi gian thuc .
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1.45.2 THEO BAN CHAT CUA CAC GIAO DICH
Thanh toan trong B2B:

La loai hinh thanh toan di¢n tir dugc thuc hién gitra cac doanh nghi¢p
v6i nhau hodc gitta doanh nghiép vdi cac to chirc kinh doanh khéac. Céac giao
dich nay thuong cé gia tri 16n, vi vdy ma cac phuong tién thanh toan dugc su
dung trong cac giao dich 1a chuyén khoan dién tir va SEC dién ti.

Thanh toan trong B2C:

La loai hinh thanh toan di¢n tir dugc thuc hién gilra ca nhan nguoi ti€u
dung voi cac doanh nghiép kinh doanh truc tuyén. do khdi luong giao dich
nho nén cac phuong tién thanh toan dugc st dung trong cac giao dich la cac

thé thanh toan, vi dién tu.

1.45.3 PHAN LOAI THEO CACH THUC TIEP NHAN PHUONG
TIEN THANH TOAN

Thanh toan trén web: 1a loai hinh thanh toan dién tir ma khach hang chi
can khai bao thong tin trén website ma khong can xuat trinh phuong tién

thanh toan mot cach vat 1y.

Thanh toan thong qua cac phuong tién dién tir khéc: 1a khach hang
thanh todn budc phai st dung phuong tién thanh toan (ATM ,POS) tiép xtic
mot cach vat Iy véi cac thiét bi dién tir nay thi méi co thé thanh toan.

1.4.5.4 PHAN CHIA THEO PHUONG TIEN THANH TOAN
- Thé thanh toan.

- Thé dién tu.

- Vi thanh toan dién tu.

~ Chuyén khoan dién tir.

_ Thanh toan bang xuét trinh hoa don dién tu.

- Séc dién tu.
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CHUONG 2: CAC PIEU KIEN THANH TOAN TAI WEBSITE
ONEPAY.COM.VN

Trong qua trinh thu thap dit liéu phuc vu dé tai khoa luan, em di sir
dung céc phuong phap thu thap dir li¢u sau:
2.1 PHUONG PHAP THU THAP DU LIEU SO CAP

Phiéu diéu tra: Gui cho cac khach hang ctia Onepay.vn théng qua
email. Cu thé phwong phap phiéu diéu tra nhu sau:

Noi dung diéu tra: Tinh hinh ¢mg dung va trién khai cac dich vu TTDT

cua cong ty Onepay website www.Onepay.com.vn

Chét luong dich vu TTDT ma cong ty dang cung cap, ¥ kién ciia nguoi

st dung trén website www.Onepay.com.vn

Céch thirc tién hanh: Cac khach hang sau khi tra 1oi phiéu diéu tra sé
dugc dua vao co so dit liéu dé xir Iy va phan tich. Str dung cach thuc nay 1a
bién phép thu thap thong tin mot cach nhanh chong, tiét kiém va xir Iy mot
cach chinh xac dé c6 thé dua ra nhiing danh gia va két qua chinh xac nhat.

Uu va nhuoc diém cta cach thirc diéu tra nay :

~ Uu diém: nhanh chéng, tién loi, hi€u qua cao.

_ Nhuoc diém: khach hang c6 thé khong tra 10i hodc khong khai bao
chinh xac.
Déi twong mau nghién ciru: Khach hang di va dang la khach truc tuyén

ta1 website www.Onepay.com.vn
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S6 luong phiéu diéu tra:
~ S6 phiéu dua ra: 50 phiéu.
_ S phiéu nhan vé: 20 phiéu.
2.2 PHUONG PHAP THU THAP DU LIEU THU CAP

No6i dung: La két qua tong hop bao cdo vé tinh hinh hoat dong kinh

doanh cua cong ty.

Uu nhugce diém: Nhiing s6 liéu théng ké vé doanh nghiép cho ta co
dugc cai nhin truc quan va hiéu qua vé hoat dong kinh doanh cua doanh

nghiép.

Céc nguodn khac: Cac dir li¢u khac dugc khai thac tir cac tr nguon nhu
bao cao TMPT qua cac nim cua Bo Cong Thuong, cac hdi thao va dién dan

vé TTDT, bao chi trong nudc, quoc té va tir nguodn internet.

Noi dung: La cac thong tin s6 liéu vé tinh hinh phat trién chung cia
TTDT trén Thé gio1 va Viét Nam: danh gid, nhan dinh va dy bao vé tbe d6
phat trién trong thoi gian ti cia TTDT va TMDT .

Uu nhuoc diém: Tim kiém nhanh chéng, dé dang, s6 liéu da dang. Tuy
nhién mirc do chinh x4c va cap nhat cta cac s6 liéu thi kho co6 kha nang kiém
ching.

2.3 PHUONG PHAP PHAN TiCH DU LIEU
2.3.1 PHUONG PHAP PINH LUQONG

SPSS 14 phan mém hé théng quan 1y dir liéu va phan tich thong ké, str
dung cac trinh don mo ta va cac hop thoai don gian dé thuc hién hau hét cac
cong viéc théng ké phan tich sé liéu cho nguoi ding.Nguoi dung dé dang sir

dung SPSS dé phan tich hdi quy, théng ké tan suat, xay dung db thi...
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2.3.2 PHUONG PHAP TONG HQP VA PHAN TICH SO LIEU THEO
GIA TRI TRUNG BINH

Két qua cac phiéu diéu tra sau khi thu vé duoc tong hop trén SPSS va
phan tich theo gia tri trung binh va chi s6 théng ké. Cac s6 liéu théng ké tir
két qua hoat dong cua cong ty duoc xtr Iy bang hai phuong phap phan tich chi
tiét va biéu d6 minh hoa .

2.3.3 PHUONG PHAP PINH TiNH

Phén tich dang gia thong tin thong qua cau hoi phong van. Cac cau hoi
phong van duoc xay dung tir tong quat toan nghanh dén chuyén sau vé cong
ty. Phuong phap phan tich tong hop theo hinh thirc quy nap, danh gia cac van
dé khéc nhau rdi tong hop dua ra cac nhan dinh chung va dic trung .

2.4 DPANH GIA TONG QUAN TINH HINH VA ANH HUONG CUA

NHAN TO MOI TRUONG PEN QUY TRINH THANH TOAN
TRU'C TUYEN TAI WEBSITE WWW.ONEPAY.COM.VN

2.41 THUC TRANG CHUNG

Hién nay véi su phat trién cua Internet, thi viéc phat trién ctia cong
ngh¢ thong tin va thuong mai dién tu tai Viét Nam la mot diéu tat yéu. Cung
v6i sy phét trién cua thuong mai dién tir ngay cang phat trién cta cac hinh
thirc thanh toan truc tuyén. Tuy nhién, v61 mot nudc méi phat trién Viét Nam

con c6 rat nhicu bat cip ve€ cac yéu to ha tang va quy mo.

Téc do phat trién Internet ctia Viét Nam ludn dat mirc cao trong nhing
nam gan day. Tuy nhién, xét vé ty 1& nguoi dung internet/dan sd, Viét Nam
con it. Mac du s6 lugng ngudi dan s dung Internet ting nhanh trong thoi
gian qua nhung thyc té ngudi sir dung thanh toan truc tuyén chi chiém 4%,
cac hinh thtic thanh toan khong dung tién mat dudi 20%. Nguoi tiéu dung

chua quen thudc véi dich vu TTDT ctia ngan hang.
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Viét Nam 1a 1 qudc gia méi phat trién hé thdng quan 1y, thanh toan con
non kém cong thém véi thoi quen ctia ngudi tiéu dung st dung tién mit trong

thanh todn da hinh thanh by lau nay thi viéc TTTT con gip nhiéu kho khén.

Cung voi sy phat trién ctia Internet, thoi gian danh cho viéc di mua sim
truc tiép ngdy cang it di va viéc mua ban online ngdy cang nd ro thi nhu cau
cta viéc TTTT Ia ngay cang cap thiét. Trong 10 nam tré lai ddy cac dich vu
nhu thé phat trién ram rd. Tir cac ngan hang, dén cic cong thanh toan truc

tuyén nhu:

Ngan luong, bao kim, Onepay, Vnpay... Pén cac cong ty thanh toan

qudc té nhu paypal ciing dd bat dau phat trién manh mé & Viét Nam.

Tuy nhién hoat dong thanh toan tryc tuyén tai Viét Nam van con gap
rat nhiéu khé khan va phat trién chua tuong xing véi tiém nang ciia minh .
2.4.2 THUC TRANG VA GIOI THIEU CONG TY ONEPAY

OnePAY 1a dai dién ctia MaterCard trong cung cip giai phap thanh
toan dién tir cho cac doanh nghiép tai Viét Nam. Hé théng cong thanh toan
ctia OnePAY dugc tin ding boi cac ngan hang 16n trén thé gidi nhu ANZ ,
HSBC, ICICI... Cong thanh toan OnePAY dam bao céc tiéu chuin cua hé
théng tai chinh qubc té nhu PCI DSS cua PCI Security Standards Council,
3D-Secure cua Visa, MasterCard va JCB.... OnePAY ciing dang hop tac cung
6 ngan hang nha nudc va cd phan 16n nhat Viét Nam dé trién khai da dang

kénh thanh toan khong tién mat.

La mdt trong nhitng don vi cung cép dich vu thanh toan tai thi truong
Viét Nam, OnePAY hién dang dan dau trong thi trudng cung cap dich vu
thanh toan truc tuyén. Tu dich vu xtr Iy giao dich truc tuyén cho cac loai thé
quoc té, OnePAY dang dan mé rong kénh TTPT bao gom thanh todn qua
Internet, thanh toan qua ATM, POS, Internet banking, SMS banking... bang

cac két ndi voi tit ca cac ngan hang tai Viét Nam. OnePAY khong ngimg mé
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rong dich vu dé cung cap hoan thién cac cong cu, giai phap kinh doanh
thuong mai di¢n tir cho thi truong Viét Nam va Bong Duong .
Str ménh hoat dong

OnePAY co6 nhiém vu gitp nguoi ti€u dung thanh todn cac giao dich
trén Internet bang viéc két ndi cac nha cung cip, cac ngan hang va ngudi tiéu
dung. Ttr khi c6 OnePAY, thuong mai di¢n t&r Viét Nam khong chi 1a viéc
gi61 thiéu hang hoa va dich vu trén Internet ma hoan thién dén khau thanh

toan truc tuyén.

OnePAY sinh ra dé cung cip cac dich vu thanh toan truc tuyén va mo
rong l1a cac giai phap thanh toan dién tir da dang. Dich vu cuia OnePAY
chuyén nghiép va dam bao cac yéu cau cong nghé khit khe cia cong nghiép
thanh toan trén thé gidi dé dam bao tdi da loi ich khach hang. Véi kinh
nghiém va loi thé ctia minh, OnePAY cam két sat canh cung khach hang cua
minh dé ciing thanh cong trong thuong mai dién tir .

Nguyén tic hoat dong

Su thanh cong trong kinh doanh ctia khach hang 1a ton chi cho céac hoat
dong ctia OnePAY. Nhu cau cia khach hang ddi v6i cong nghé thanh toan
huéng ddn OnePAY trong cac hoat dong nghién ctru va phat trién dich vu.

Dich vu chuyén nghiép, dap tmg yéu cau trong hién tai va tinh dén nhu
cau trong tuong lai, dam bao an toan bang viéc quan 1y tét rai ro trong thanh
toan 14 1oi thé ciia OnePAY.

Pa dang va linh hoat trong giai phap dé giam thiéu chi phi hoat dong
cho khéach hang.

Moi hoat dong theo chuan qudc té dé giup cac doanh nghiép dé dang

ti€p can vai kinh doanh quy mo toan cau.
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TAm nhin chién lwec

La don vi tién phong va sé& ludn dan dau tai Viét Nam trong linh vuc
thanh toan dién tir v6i nhiing tiéu chuin bao mat qudc té va do an toan cao
2.4.3 GIOI THIEU VE CAC HINH THUC THANH TOAN PIEN TU

VA THUC TRANG HE THONG THANH TOAN ONEPAY
PANG SU DUNG

OneCOM danh cho c4c don vi kinh doanh thuong mai dién tur an toan.
Viéc dang ky st dung OneCOM khong doi hoi cac chimg chi vé bao mat
thong tin thé. Trach nhiém bao mat va xu 1y thong tin thudc vé cong thanh
toan. Goi dich vu OneCOM c6 nhitng dac diém co ban sau:

Cung cap kha niang chdp nhan thanh toan truc tuyén bang thé quéc té
mang thuong hi¢u: Visa, MasterCard, AmEx, JCB

Cung cip kha ning chap nhan thanh toan truc tuyén bang thé ndi dia
mang thuong hiéu: Vietcombank, Vietinbank, DongA, Techcombank.

Tich hop cong thanh toan vao website ma khong can cac chimg chi vé
bdo mat. Thong tin thé dugc nhdp tai OnePAY va bdo v€ boi OnePAY va
MasterCard.

Tich hop cong thanh toan vao email, cho phép guri hoa don dién tir c6

chtc nang thanh toan téi khach hang .
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2.4.4 TONG QUAN DICH VU THANH TOAN ONEPAY

OneCOM cho phép doanh nghiép chap nhan thanh toan thé qua Internet
. Giai phap ctia OnePAY chép nhan thanh toan bang céc loai thé sau:

Thé thanh toan qudc té: bao gom cac thé tin dung, thé ghi no, thé tra

trudc mang thuong hi¢u: Visa, MasterCard, American Express, JCB

Thé ndi dia: Bao gém cac loai thé tin dung, ghi ng ndi dia mang thuong

hi€u cua cdc ngan hang Viét Nam
Ngan hang TMCP Ngoai thuong Viét Nam - Vietcombank
Ngéan hang Cong thuong Viét Nam - Vietinbank
Ngan hang TMCP Péng A - DongA Bank
Ngéan hang TMCP Quéc té Viét Nam - VIB
Ngan hang TMCP K§¥ thuong Viét Nam — Techcombank
Ngan hang TMCP phat trién nha TP HCM — HDBank
Ngéan hang TMCP Tién Phong — Tienphongbank
Ngéan hang TMCP quén d6i — MB
Ngan hang TMCP Viét A- VietA Bank
Ngan hang TMCP Hang Hai Viét Nam- Maritime Bank
Ngan hang TMCP Xuat nhap khau Viét Nam — Eximbank
Ngéan hang TMCP Sai Gon Ha Noi — SHB
Ngéan hang TMCP Sai Gon Thuong Tin — Sacombank

Ngan hang TMCP Nam A— NamA Bank
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M6 hinh thanh toan thé quoc té :

Holder Payment Association
Goteway 4
: «
", «— Vetcombank - =g L B
VISA

el -
Bank account at Acquirer

Vietcombank Bank lssuer B
Bank
"

F\.zchw‘ recuest
Tvansas]ion respondng

Batching for funding
—

Setleng

Hinh 2.1 M6 hinh thanh toan qudc té
Yéu ciu thanh toan
Chu thé chon hang hoa, dich vu trén website ciia doanh nghi¢p va lya

chon thanh toan

Chu thé nhap thong tin thé trén cong thanh todn OnePAY va nhan nut

thanh toan

OnePAY chuyén thong tin giao dich cho ngan hang phéat hanh thong
qua mang 1uéi to chuc thé qudc té dé xin cip phép.
Tra 101 yéu cau

Ngéan hang phat hanh thuc hién cép phép giao dich .Ngan hang phéat
hanh thong bao két qua cip phép cho OnePAY. OnePAY thong bao két qua
thanh toan cho doanh nghiép. Dya vao két qua nay, doanh nghiép thong bao
tinh trang thanh todn cho khach hang .
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Tam wng doanh thu
Cubi ngay, OnePAY giri dit liéu thanh toan cho VCB

VCB tién hanh ghi c6 tai khoan dbi véi cac giao dich thanh toan thanh
cong
M6 hinh thanh toin ngi dia :

:ﬁ\‘
Qﬁ'—‘if’. :PAY?@—— ‘f

Card Local bank

Holder Websne Payment Local Bank PR
gateway

Purchase request Vietcombank
o

PLrchass responding VietinBank ™

e
Betching for funding TECHCOMBANK
A <

o

Toon Mhong Bask

Hinh 2.2 M6 hinh thanh toan noi1 dia

Yéu cau thanh toan

Chu thé chon hang hoa, dich vu trén website ciia doanh nghi¢p va lya
chon thanh toan

Chu thé nhap thong tin thé trén cong thanh toan OnePAY va nhan nit
thanh toan

OnePAY chuyén thong tin giao dich cho ngan hang ndi dia dé xin cap
phép .
Tra 101 yéu cau

Ngén hang thuc hién cap phép giao dich

Ngén hang thong bao két qua cip phép cho OnePAY. OnePAY thong
bao két qua thanh toan cho doanh nghiép. Dua vao két qua nay, doanh nghiép
thong bao tinh trang thanh toan cho khach hang .
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Tam wng doanh thu

Cubi ngay, OnePAY gui dir liéu thanh toan cho ngan hang dé thuc hién
d6i soat.

Ngén hang tién hanh ghi ¢ tai khoan chi dinh cua doanh nghiép d6i
vo1 cac giao dich thanh toan thanh cong. Tuy ting ngan hang ma doanh thu tu
giao dich dugc ghi c6 ngay lap tirc hodc sau mot khoang thoi gian cam két .
2.4.4.1 PHUONG PHAP THANH TOAN QUA WEBSITE

Thanh todn qua website trong géi dich vu OneCOM Pro 1a kénh thanh
toan chuyén nghiép trong thuong mai dién tir. Cong thanh toan duoc tich hop
vao website kinh doanh truc tuyén ciia doanh nghiép dé chip nhan thanh toan

truc tuyén.

V&1 mo hinh tich hop trén website, cac budc thanh toan dugc thuc

hién nhu sau:

Buwdéce 1: Khach hang truy cap vao website cia doanh nghi¢p va chon

hang hoa, dich vu phu hop.

Buéc 2: Khach hang tién hanh thanh toan cho cic mén hang hoéa, dich
vu vira chon dugc. Website ctia doanh nghiép tong hop va dua hoa don mua

hang cho khach x4c nhan.
Buéc 3: Khach hang nhap thong tin c4 nhan dé nhan hang héa, dich vu

Budce 4: Khach hang nhap thong tin thé trén website cia doanh nghiép.
Céng thanh toan OnePAY chép nhan thé Visa, MasterCard, Amex, JCB

Budéc 5: Website ctia doanh nghiép thong bao két qua giao dich cho
khach hang. Véi cac giao dich thanh cong, website s€ xac nhan don hang va
cung cap thong tin giao hang hay xac nhan dich vu.
2.4.4.2 PHUONG THUC THANH TOAN QUA EMAIL

Thanh toan qua email 1a viéc st dung thanh toan truc tuyén trong kinh

doanh truyén thdng song song voi hinh thic thanh toan khac nhu tién mat,
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chuyén khoan... Thanh toan qua email gitip cic doanh nghiép chdp nhan
thanh toan truc tuyén trong cac truong hop:

Chua co6 website thuong mai dién tir hoac website chi c6 chirc nang
gi6i thiéu san pham.

San pham khong c6 gia c¢b dinh

Giri nhanh hoa don dé khach hang thanh toan ngay Véi giai phap thanh
toan qua email, khach hang cta doanh nghiép c6 thé thanh toan nhanh ngay

sau khi nhan dugc email thong bao thanh toan. Cac budc thanh toadn dugc

thuc hién nhu sau:

EEN
Bon hang
N
Y
Si¥ dyng hé thbng cla
OnePAY dé tao hoa don
thu tién v gia trj da _ _ .
théa thudn trede véi KI_1 ach hang nl'_lan dutfl::_ ﬂ{)'!'l
khach hang. hang qua email, xem lai ndi
dung va gia tri dorn hang va
Giri hoa don thu tién thwre hign thanh toan trén
cho khach hang qua Internet,

email.

Hinh 2.3 Thanh toan qua email
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25 ANH HUONG CUA CAC YEU TO MOI TRUONG BEN NGOAI
DPEN THANH TOAN TRUC TUYEN CUA
WEBSITEwww.Onepay.com.vn

2.5.1 ANH HUONG CUA HA TANG CONG NGHE THONG TIN,
VIEN THONG

Ha tang cong nghé c6 vai tro rat 16n d6i voi téi sy phat trién cua TTDT,
d6i voi TTDT thi Internet va vién thong duoc coi nhu huyét mach giao thong
cia mot qudc gia. Viée phat trién cong nghé théng tin va cac phan mém tng
dung giup cho TTDT phat trién thé hién trong viéc giup khach hang nap tién,
rt tién mot cach thuan tién nhat va dam bao an toan, qua trinh quéan 1y cac
giao dich ciing trd nén dé dang hon .

2.5.2 ANH HUONG CUA HANH LANG PHAP LY

Hanh lang phép ly cho hoat dong thanh toan noi chung va thanh toan
dién tir noi riéng tiép tuc dugc hoan thién, nhiéu van ban quy pham phap luat
da duoc ra soat, chinh stra, bd sung va ban hanh ma&i dé hudéng dan va diéu
chinh céc hoat dong thanh todn, gitp cho viéc quan ly, van hanh, gidm sat

hoat dong thanh toan dap tmg yéu cau cta nén kinh té.

Moi trudng chinh tri - phap luat anh hudng rat 1on téi TMDT néi chung
va cac phuong thitc TTPT noi riéng. Cac qubc gia khong ngimg dau tu, tao
diéu kién va xdy dyung hanh lang phap 1y phuc vu cho cac hoat dong TMDT
dién ra thuan loi. Tai Viét Nam, Chinh phu cling rat quan tam té1 viéc hoan
thién.

Khung phap 1y quy dinh vé cac hoat dong TMDT v&i nén tang chinh 1a
nhiing van ban phap luat thudc hé théng Luat giao dich di¢n tir 2005 va Luat
cong nghé théng tin 2006. Vé chinh sach TTDT ciing nhan duoc sy quan tim
clia cac co quan chtc ning thé hién qua Nghi Dinh 92 vé thong tu khong

dung tién mat, cac nghi dinh vé chir ky s6 va dich vu chir ky s6, Internet. ..
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Thanh 14p 2 t6 chire 13 trung tdm Ching Thuce S6 Qudc Gia va trung tim Ung
Ctru Khan Cép May Tinh Viét Nam dé khac phuc céc su c6.
253 ANH HUONG CUA HE THONG BAO MAT TRONG THUONG

MAI PIEN TU

Tinh trang bdo mat cho cac website néi chung va cac website thuong
mai dién tir Viét Nam noi riéng hién nay 13 dang bao dong. Néu khong kip
thoi khic phuc thi s& nguy hiém cho nganh céng nghé con non tré niy cia dat
nuéc. Tinh trang dn cip va sir dung thé tin dung gia dé mua hang trén cac
website TMDT, virus xAm nhép vao hé théng an cip mat ma xdy ra ngdy cang
nhiéu, mdt sd vu tan cong cua cac Hacker Viét vao mgt vai website thuong
mai dién tir trong nudc thoi gian gan day, mot sb website cua cac to chirc bi
cac hacker nudc ngoai xam nhdp... tir 46 di thay van dé bao mat quan trong
té1 mirc nao.

Khi thiét 1ap mot dy an TMPT thuong vi do kién thirc clia ngudi quan
1y trong linh vuc bdo mat con han ché hodc do v mubn chu quan, clr thiét 1ap
website trudc, mot thoi gian sau do khi hoat dong hiéu qua méi dau tu tiép
cho hé théng bao mat. Hon thé nita, da 1a TMDT thi can phai thu hut that
nhiéu khach hang truy cap thi méi c6 co hoi kinh doanh hiéu qua dugc. Mot

khi d6 thi da gdp nhiing truy cap khong mong doi tir cac Hacker.

2.5.4 ANH HUONG CUA CAC YEU TO MOI TRUONG BEN TRONG
PEN TTPT CUA WEBSITE ONEPAY.COM.VN

2.5.4.1 ANH HUONG CUA CONG NGHE

Trang bi ddy du cac may tinh cho nhén vién. Hé théng mang dugc két
ndi lién tuc rong rii. Véi cac trudng bo phan duoc cong ty cung cap laptop dé
tién lam viéc cling nhu thuan loi cho viéc xur 1y va truyén thong tin cho doanh

nghiép.
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2.5.4.2 ANH HUONG CUA POQI NGU NHAN SU

Luc lugng nhén su cua coéng ty da sb 1a nhan vién tré, ning dong nhiét
tinh, ludn ludn sang tao trong cong viéc, co trinh do. Nhan thdy tim quan
trong cta ngudn nhan luc, cong ty dd dwa va dang dao tao, thu hat ngudn
nhan lyc ¢ tay nghé chuyén mén cao ti lam viéc tai cong ty. Poi ngil nhan
vién c¢6 chuyén mon cao, dugc dao tao bai ban, phong cach lam viéc chuyén
nghiép, phuc vu khach hang chuyén nghiép 1a yéu t6 khéng nho quyét dinh su
thanh cong ctia cong ty.
2.5.4.3 ANH HUONG CUA NGUON LUC TAI CHINH

Dé thanh 1ap mot doanh nghiép diéu dau tién ciing 14 quan trong nhat
d6 chinh 13 ngudn von. Bt ctr mdt oanh nghiép nao du 16n hay nho ciing can
ngudn luc tai chinh dé dau tu cho co sé ha tang, dau tu cho cong nghé va ca
dau tu dé thu hut va dao tao ngudn nhan lyc. Ngudn lyc tai chinh 13 nhan t6
thuc déy moi hoat dong san xuét, kinh doanh cua doanh nghiép .
2.6 KET QUA PHAN TiCH VA XU LY DU LIEU
2.6.1 KET QUA PHAN TICH VA XU LY DU LIEU SO CAP

Kha ning nhan biét website ctia khach hang qua cic phuong thuc .
Khach hang biét dén Onepay.com.vn cha yéu 1a ban bé giéi thiéu va mang xa
hoi Facebook. Ty 1 biét dén Onepay.com.vn qua ban bé gidi thiéu 1a 45% c6
dugc diéu nay 1a do Onepay.com.vn lam tt viéc thiét ké nhitng bai giang co

chat lugng véi doi ngili gido vién giang day noi tiéng .

Khach hang

m Ban be
= Facebook

® Tim kién trén mang
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Hinh 2.4 Phén tich di liéu so cap

Khi thanh toan véi www.onepay.vn, anh (chi) chii yéu lwa chon hinh thire
thanh toan nao?

inh thirc

® Chuyén khodn NH

® Mua thé

Hinh 2.5 Lua chon hinh thirc thanh toan

Hinh thirc thanh toan dugc st dung chu yéu khi mua hang tai website

www.onepay.com.vn 1a hinh thic thanh todn mua thé hoc qua cac dai ly

chiém dén 65% cao hon nhiéu so v&i thanh toan qua tai khoan ngan hang.
Hién tai Onepay dang khuyén khich khach hang tién hanh thanh toan truc
tuyén bang cach giam gia cho cac khach hang thanh toan truc tuyén. Trong
tuong lai gan thi Kién thic viét sé& trién khai tich hop thém mot s6 hinh thirc

thanh toan truc tuyén mai tién dung hon, an toan hon nhu vi dién tir. ..

Panh gia vé hé thong thanh toan truc tuyén trén website
www.Onepay.com.vn
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banh gia

m Da dang
H Binh thwdng

m Con it hinh
thtre TT

Hinh 2.6 Panh gia hé thong
Co6 mot ti 1¢ 16n khach hang nhan xét vé cac hinh thirc thanh toan truc

tuyén trén website www.onepay.com.vn 50% phan nan vé website con it hinh

thire thanh toan va 40% binh thuong. C6 10% cam thdy da dang. Diéu d6
chtng t6 hé thong thanh toan truc tuyén ctua Onepay con kha nhiéu diéu can
cai thién.
2.6.2 KET QUA PHAN TICH VA TONG HQP CAC DU’ LIEU THU
CAP
Panh gia chung vé tinh hinh TTPT
Co s& ha tAng va hanh lang phap 1y d3 c6 nhimg tin hiéu tt, nhung thoi
quen mua sam va viéc thiéu giai phap dong bo khién thuong mai dién tir Viét
Nam i ach b&i khiic mic & khau thanh toan.Nhiing nhan dinh trén dugc cac
chuyén gia dua ra tai Dién dan va Trién 1dm vé Phat trién TTTT trong
Thuong mai dién tr (Vietnam Online Payment—VVOP). Cung cac ngan hang

trong nudc cung cac chuyén gia nghién ctru kinh té.

Panh gia vé tiém ning thuong mai dién tir (TMDT) tai Viét Nam, hau
hét cac chuyén gia déu ddéng ¥ vé nhitng co hoi di bt dau xuét hién rd rét
hon. Piéu d6 thé hién qua su phat trién nhanh va manh cta Internet bang

thong rong va di dong.
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V& mit co sé ha tﬁng, ong Pham Héng Hai, Vu truéng Vu Vién thong
(Bo TT-TT), khang dinh hé thdng vién thong Internet cia Viét Nam dam bao
trién khai tot céc ung dung vé thanh toan dién tr, dic biét 1a khu vuc thanh
phd 16n. Thoi gian qua, Bo TT-TT da thanh 1ap 2 don vi hd trg phét trién
TMDT gdom Trung tdm Chung thuc Chit ky sé va Trung tim Ung ctru khan
cap sy ¢6 may tinh (VNCERT).

Hién nay, khoang 1/4 dan $6 (20 triéu nguoi) dugc tiép can voi Internet
va 50 triéu thué bao dién thoai di dong. Theo tinh toén, ) nguoi dung Internet
tai Viét Nam sé& ting khoang 1,5 lan trong mot vai nam t6i, du sdi dong dé
phat trién TMPT. Nhiéu don vi, t6 chtrc khong phai ngan hang ciing tham gia

vao qué trinh thanh toan.

"Thong ke, c6 dén 85% nguoi dung Internet tham gia vao cac hoat
dong mua ban trén mang. Chung t6i danh gia cao tiém ning tai thi truong
Viét Nam", 6ng David Chan, Pho Chu tich cip cao Master Card, chia sé vé

tiém nang thanh toan tryuc tuyén cua thi truong Viét Nam.

Thanh toan truc tuyén tai Viét Nam hira hen van 13 xu thé tat yéu 50
triéu thué bao di dong, hon 30% dan s6 st dung Internet, cting hé thong trén
40 ngan hang. Tuy nhién, nhan thtrc chung vé TTTT van con kha thap do thoi
quen chi tiéu tién mat va co s ha tang chua dap ung duoc nhu cau. Chinh vi
vy, 12 mot cong ty cung cap cac giai phap TTTT Onepay phai tim ra cach
dua cac phuong thirc TTTT ctia minh dén véi khach hag.
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1. Hé thong vi thanh toin dién tir
Vi thanh toan dién tir dugc hiéu 13 khai niém kinh doanh chi r& cach thu
tién tir mdi trang web dugce xem, mdi click, méi duong link dén déu phai tra
tién va bat ky hanh héa dich by nao dugc mua ban qua web ma gia tién hét
stc nho.
2. He¢ thong thanh toan bang chuyén khoén dién tir
Chuyén khoan dién tir duoc hiéu 1a giao dich thanh toan giira khéch
hang trong cung hé thong ngan hang hoic 1a khac hé thong ngan hang thong
qua mang may tinh hodc cac phuong tién dién tir khac(ATM ,SIM...).
3. He¢ thong thanh toan Séc dién tir
Séc dién tir 1a co ché thanh toan dién tir dau tién duge kho bac M7 lua
chon dé tién hanh thanh toan cho céc giao dich thanh toan gia tri 16n trén

Internet .

4. Hé thong thanh toan héa don dién tir
Thanh toan hoa don dién tir 1a giai phap cho phép cac nha cung cap va

khach hang tién hanh thanh toan ,trao ddi bang dir liéu dién tu.

2.6.3 LUA CHON
Thanh toan truc tuyén thudng ap dung cac hé thdng nhu:

Hé thong thé (thé tin dung), hé théng vi dién tur.

Pbi v6i website http://Onepay.com.vn thi qua nghién ctu thy rang,

ngodi cac giao dich mang tinh chat truyén thong theo thoéi quen cta nguoi
tiéu dung thi hé thong thanh toan vi dién tir va héa don dién tir s& 13 mot
huéng di méi cho cong ty. Tuy nhién, dé phu hop véi nhiéu déi twong khac
nhau, ciing c6 thé tich hop thém mat vai hé thong thanh toan khac néu né phu

hop.
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Trong trudng hop ndy phi hop nhat van 1a vi dién tir. Hé théng ngan
hang ¢ Viét Nam dang phat trién 16n manh, bat cir nguoi dung nao déu co thé
dé dang so hitu mot tai khoan trong moi ngan hang néu c6 diéu kién. Phuong
thire nay thich hop nhat cho dbi twong ma cong ty hudng t6i, ké ca nhirng cé
nhan khoéng c6 du cac diéu kién dé mé thé tin dung, chi can ¢6 tai khoan dién
tlr, ¢6 tai chinh dé thue hién mua ban thi giao dich s€ duoc chép nhan. Nhu
vay, diéu kién dé giao dich s& don gian hon nhiéu so véi viée tao thé tin dung
phtic tap & Viét Nam. Mit khéc, dé tich hop Onepay vao website clia cong ty
thi ciing kha don gian, va ngudi mua hang chi can tai khoan ngan hang lién
két véi Onepay 1a c6 thé mua hang duoc.

2.6.4 TICHHQP HE THONG TTTT VAO WEBSITE
Pé xay dung va tich hop cac hé théng TTTT vao website

http://Onepay.com.vn

Cén xem xét cac diéu kién nhuw sau :
_ Tai chinh: Trong bat ¢t trudng hop nao thi tai chinh ciing dong vai trd
quyét dinh dén su thanh bai ctia du 4n. Vi hudéng di tich hop cong

thanh toan st dung vi dién tur thi cong ty 1a c6 kha nang thuc thi.

_ Cong nghé: Mot doanh nghiép c6 co sé ha tang CNTT tbt, nén tang
cong nghé hién dai thi viéc 4p dung TMDT sé& khong gip nhiéu kho
khan va duoc trién khai déng bo dem lai hi€u qua cao. Viéc phat trién
cong nghé va cac phan mém tng dung gitp cho TTTT thé hién trong
viéc gitp khach hang nap tién, rat tién mot cach thuan tién nhat va dam

bao an toan nhat.
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- Nhan luec: yéu td vé nhan luc 1a yéu t6 quan trong nhit xem viéc hé
thong hoat dong c6 hiéu qua khong. Pam dwong diéu hanh va quan 1y
tat ca cac hoat dong dam bao cho hé théng hoat dong mdt cach thong
sudt va on dinh. Vi vy yéu cau vé nhan luc phai c6 hiéu biét sau sic vé

TMDT va vé hé thong TTTT.

2.6.5 PHAT TRIEN DICH VU HO TRG KHACH HANG TTTT TREN
WEBSITE

2.6.5.1 DICH VU HO TRQ
Cham séc khach hang 1a mot b phan cu thanh ciia san phadm cung cip

cho khéach hang. D6 chinh 14 vii khi canh tranh cua cong ty. Cac dich vu cham
soc khach hang ngay cang phong pht cung véi mirc d§ canh tranh trén thi
truong. Canh tranh hién nay khong chi 13 canh tranh vé san phdm ma con ca
vé ca cac dich vu gop phan lam cho san pham hoan chinh. Phat trién dich vu
can luu y:

_ Hiéu rd khach hang .

_ Pbi xtt nhi nhan .

- Khong tranh céi .

- Khong lang quén khach hang .

~ Ludn cung cp nhimg gi cam két .

- Gia dinh khach hang luon dung .

- Tap trung vao viéc tao ra khach hang .

- Bién viéc mua ban tr¢ nén dé€ chiu.
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2.6.5.2 PHAT TRIEN DICH VU GIA TRI GIA TANG

Dich vu gia tri gia tang chinh 1a dich vu ma doanh nghiép cho thém vao
dé gop phan chim séc khach hang ngoai nhitng gia tri ¢6 sin khi mua san
phém hoac dich vu tir website. La dich vu lam tang thém gia tr1 thong tin cia
nguoi st dung dich vu bﬁng cach hoan thi¢n loai hinh, ndéi dung thong tin
hodc cung cap kha nang luu trit, khoi phuc thong tin. Poi voi website

http://Onepay.com.vn c6 thé dé xuit cac phuong 4n nhu :

- Xay dung hé thong tra 10i ty dong .

~ Xay dung hé thong cham séc khach hang online .

- Quatang .

- Mua hang giam gia online .

_ Giam gia khi mua hang bang tai khoan ngan hang lien két v4i cong ty .

- Giam gia gio vang .
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CHUONG 3: PHUONG THUC TiCH HQOP ONEPAY VAO WEBSITE

3.1 TONG QUAN HE THONG
3.1.1 MUC PiCH
Két n6i thanh toan va cach thuc tich hop Website .
Hoic tng dung thuong mai dién tr voi cong thanh toan OnePAY theo

tiéu chuan cta T6 chuc thé Qubc Té va Cong ty OnePAY .
3.1.2 MO HINH CONG THANH TOAN

L PAY ‘.ﬁ

T

£X ¢ 5

Merchant Backend process

Hinh 1. M6 hinh cong thanh todn OnePAY

Buéc 1: Yéu cau thanh toan (FontEnd)
1.1 Merchant giri DO Request sang OnePay theo giao thirc https POST

dé thyc hién thanh toan (cac tham sb theo tai liéu )
1.2 Nhan két qua tra vé tir OnePay

Néu tham sd vpec_TxnResponseCode = 0 va check hash = CORRECT

va kiém tra Amount -> Thong béo cho khach hang giao dich thanh cong .
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Budc 2: IPN (BackEnd Confirm)
2.1 OnePay giri mot yéu cau Backend Request theo phuong thirc https

POST sang merchant url (dugc dang ky voi OnePAY) ngay sau khi OnePay
thuc hién thanh toan voi ngan hang. Cac tham sb theo Backend URL gidng

hét v6i tham sd tra vé phan FontEnd .

2.2 Merchant tra két qua cho OnePay .Merchant tra vé chudi String co

cau tric dang sau : responsecode=1&desc=confirm-Success .

3.1.3 THUAT NGU VIET TAT

STT Thuit ngir M ti
I | OnePAY Cdng thanh todn trire tuyén OnePAY
2 Ngdn hang Hé thfmg quan ly Thé/Ta1 khodn ngin hang va xa ly glao dich

3 PVCNT/Merchant Bon vi L'h:ip nhin the, website L'h:ip nhin thanh toan truc tuyf:n

4 URL Uniform Resource Locator, Bwong diin lién két website

One Time Password: Mt khau sir dung mat lin trong khodang

5 [OTP thiri gian nhét dinh do ngin hing cung cip dé xic nhin giao dich
thanh toan

6 | SSL Giao thirc mi héa va bao mét théng tin truyén qua mang internet

2 | ipn Instance Payment Notification: Théng bdo cho BVCNT giao

dich da duwge thue hién gqua OnePAY

3.2 TRIEN KHAI VA TiCH HQP DICH VU
3.2.1 CAC BUOC TRIEN KHAI VA TiCH HQP
3.2.1.1 CHUAN BI
DVCNT can chuan bi cac diéu kién sau, OnePAY s& tu van va hd trg
khi tich hop dich vu
_ DVCNT c6 Website dé ban hang hodc cung cép dich vu

_ Muc thanh toan c6 du théng tin don hang, gia tién...

- Website DVCNT c6 diéu khoan vé phan phdi san pham va thanh toan
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_ Website c6 day du logo va thong tin cong ty .
3.2.1.2 TICH HQP
OnePAY s¢€ cung cép thong tin, tai liéu va hd trg k§ thuat cho PVCNT
dé tién hanh tich hop cong thanh toan.

K¥ thut cia PVCNT can thuc hién nhitng budc sau dé tich hop :
~ Budc 1: Tai tai liéu va module mau tai website
https://onepay.com.vn , chon ngdén ngtt 1ap trinh phu hop.

- Budc 2: Tim hiéu cau truc ciia module mau va tién hanh tich hop cong

thanh toan.

3.2.1.3 KIEM TRA TICH HQP
Sau khi hoan thanh viéc tich hop. DPVCNT lap trinh vién can chu dong

kiém tra déy du mot giao dich theo kich ban OnePAY.

Viéc kiém tra céng thanh toan dugc thuc hién trén moi trudng test va

sir dung céc thong tin test OnePAY cung cap .

DVCNT, can bo ky thuat hodc 1ap trinh vién can xac nhan da kiém tra
day du trudce khi nghiém thu dich vu.
3.2.1.4 PUA HE THONG VAO HOAT PONG

Sau khi tich hop va kiém tra hé thong trén mdi truong test thanh cong.
DVCNT chinh thire yéu cau hoat dong dich vu trén moi truong that, OnePAY
s& cung cap cac thong sé hé thong that d& DPVCNT cap nhap va thong tin tai

khoan dé don vi kiém tra giao dich truc tuyén.

3.3 DPINH NGHIA DU LIEU TRUYEN NHAN
3.3.1 THAM SO TRUYEN SANG ONEPAY (URL REDIRECT)

Cong thanh toan sir dung phuong thirc http redirect dé nhan yéu cau tir
website, sau khi khach hang nhan nut thanh toan s& redirect sang url c6 dinh

dang sau:
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- http://mtf.onepay.vn/onecomm-
pay/vpc.op?[chudithamsd]&vpe_SecureHash=D1326...... 6B&...

_ Chu trac chudi tham sb c6 dang: [tham sd 1]=[gia tri 1]&[tham s
2]=[gia tri 2] .
~ vpc_SecureHash 1a chudi duoc ma héa tir [chudi tham s6] trén, dung dé
kiém tra tinh toan ven cua dir liéu khi truyén sang OnePAY.
Luuy:
Url redirect va chudi ma héa di duoc hd tro béng module mau cua

OnePAY, ngudi tich hop chi can chinh lai gia tri cac tham sé cho phu hop.

Tén doi1 so Mo ta Yéu cau Kiéu Do

giatri | dai

Céc tham sd tinh: Tai khoan OnePAY, thong s6 cong thanh toan

vpc_Version Version module céng | Bit budc Number | 2

thanh toan, ¢ dinh va

mic dinh 1a <27

vpc_Currency Loai tién thanh toan, | vpc_Version | String |3
mac dinh 1a VND
vpc_Command Chirc ning thanh toan | Bit budc String |16

gia tri cua doi sO nay
cO dinh va mac dinh 1a

(13 29

pay
vpc_AccessCode Cap tai khoancua mdi | Bit budc String |8
vpc_Merchant don vi do Onepay cép String | 12
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vpc_Locale Ngon ngit hién thi trén | Bit budc String |2
website. Gia tri co thé
la “en” hoac “vn”
Tiéng Viét gia tri 1a:
vn .Tiéng anh gi4 tri la:

en

vpc_ReturnUL Dia chi tré vao file DR | Bit budc String | 64

deé nhan két qua tra ve.

Cac tham sb web site gan gia tri dong: Price, Order ID,..

vpc_MerchTxnRef | Ma giao dich, bién s | Bit budc String | 34
nay yéu cau la duy
nhat mdi 1an giri sang

OnePay

vpc_Orderinfo Thong tin don hang | Bit budc String |32
thuong ma don hang
hodc md td ngan gon

vé don hang

vpc_Amount Khoan tién thanh toan | Bat budc String
gia tri chuyén vao 1
khong co6 dau. Cong
thanh toan ldy hai ky
ty cudi cung la phan
thap phan, nhan véi
100 trudc khi chuyén

sang cong thanh toan

vpc_TicketNo Pja chi IP khach hang | Bit budc String |15

thuc hién thanh toan —
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Khong duogc dat cd

dinh 1 IP

AgainLink Link trang thanh toan | Bit budc String |64
cua website truoc khi
chuyén sang Onepay

Title Tiéu dé& cong thanh | Bit budc String

todn trén trinh duyét

Tham so chuoi ma hoa, dugc ma hoa tir cac tham so trén.

vpc_SecureHash Chudi ma hoéa tir cac | Bit budc String | 64
gia tri chuyén sang
Onepay, kiém tra viéc
dam bao dir liéu khong
bi mit mat va chinh
sda trong qua trinh
redirect. Cach tinh gia
tri cta tham s nay
duoc hudng dan trong

file mau

Théng tin khach hang — Khong bt budc

vpc_SHIP_Street01 | Pia chi giri hang Ko bat bue | String | 64

vpc_SHIP_Provice | Quan Huyén (dia chi | Ko bat budc | String | 64
guri hang)

vpc_SHIP_City Thanh phd (dia chi gti | Ko bat buoc | String | 64
hang)

vpc_SHIP_Country | Ma nuéc (dia chi giri | Ko bat budc | String | 8

hang)
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vpc_Customer_Phone | S6 dia thoai khach | Ko bat budc | String | 16
hang

vpc_Customer_Email | Email ctia khach hang | Ko bat budc | String | 24

vpc_Customer_Id Ma khach hang Ko bét buc | String | 64
vpc_Customer_Name | Tén khach hang Ko bit budc 128
Luuy:

Gia tri cac tham sd véi font chir tiéng viét c6 dau va ky tu dat biét
khéng duoc chap nhan
~ vpc_MerchTxnRef s duy nhat mdi lan thanh toan ( ¢6 thé xdy dung
ham 14y theo thoi gian hodc tra vé sd tu ting)
- vpc_OrderInfo dé 1a thong tin ma don hang, vi du nhu: OR12345
_ vpc_Amount : s6 tién thanh toan ciia don hang gom ca phan thap
phan, can nhan voi 100 trude khi gdi qua cong thanh toan
VD: S6 tién don hang 1a 1000000 ( mot triéu dong) thi vpc_Amount =
1000000 * 100 = 100000000. Sb nay s& duoc gitt nguyén va tra vé DPVCNT
trong message response
- vpc_ReturnURL, déy 1a dja chi cong thanh todn s& Redirect vé, dia chi
nay dugc dan t6i file DR trong module .Vi Du http:// localhost.dr.php
~ Théng s6 hashcode (SECURE_SECRET) duoc khai bao trong 2 file
DO va DR, can thay ddi gia tri thong sé nay khi duoc cap nhap 1én moi

truong that .
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3.3.2 THAM SO ONEPAY TRA VE (URL RETURN) .
Cong thanh toan tra lai két qua dinh kém cac tham s6 vao url duoc gan

cho tham s6 vpc_ReturnURL c6 dinh dang sau:

Dinh dang URL Return
http://yoursite/return?[chudi tham s6]& vpc_TxnResponseCode=0&...

&vpc_SecureHash=D6...6B&

~ [chudi tham s6] c6 dinh dang [tham s& 1]=[gi4 tri 1]&[ tham sb 2]=[ gia
tri 2]

_ Tham s6 vpc_TxnResponseCode dé xac dinh mot giao dich thanh cong

(bang “0”) hay that bai (khac “0”)

~ Tham s6 vpc_SecureHash 12 chudi ma héa tir [chudi tham s6] trén, tham
$6 nay dé kiém tra tinh toan ven cua dit liéu tra vé tir OnePAY.
Kiém tra toan ven dir liéu
Dé kiém tra tinh toan ven dit liéu ciia mot giao dich can ma héa chudi
tham sb vira nhan vé roi so sanh v4i tham sb vpe SecureHash.néu CORRECT
la toan ven dir li€u.
Trang thai giao dich
_ Thanh cbng: Tham sé vpc TxnResponseCode = “0” va check hash =
CORRECT

~ Pending: Tham sb vpc_TxnResponseCode = “0” va check hash 1a IN
CORRECT

_ Thét bai: Tham s6 vpc_TxnResponseCode <> “0” .

Luuy:
Viéc kiém tra chudi mi hoa d3 duoc hd tro béng ham mau OnePAY

cung cép trong file DR.

_ Gia tri tham s6 vpc_TxnResponseCode 13 kiéu chudi khong phai 13 sb

nén khong dugce ép kiéu dit liéu khi so sanh.
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- Kiém tra lai s6 tién thanh toédn trén cong OnePAY va s tién can thanh

toan trén website.

_ Kiém tra trang thai giao dich cua mdt don hang trudc khi cdp nhat

trang thai giao dich cho don hang do .

Danh siach cac tham sé tra vé tir OnePAY .

Tén dbi so M6 ta Kicu | Do
gia tri | dai
vpc_Command Gia tri cua vpc_Command da gtri di | String | 3

trong file DO dugc tra lai trén file
DR

vpc_Locale Ngon ngit hién thi khi thanh toan. | String | 2-5
enTiéng Anh, vn- Tiéng Viét

vpc_MerchTxnRef Gia tri ciia ddi s vpc MerchTxnRef | String | 1-
g di tu file DO tra lai trén file DR 40

vpc_Merchant Gia tri ctia d6i s6 vpc_Merchant giri | String | 1-
di tur file DO duoc tra lai trong file 12
DR

vpc_Orderinfo Gia tri ciia d6i s6 vpe OrderInfo trén | String | 1-
file DO duoc tra lai trén file DR 34

vpc_Amount Gia tri cia dbi s6 vpc Amount trén | String | 1-
file DO duoc tra lai trén file DR 10

vpc_TxnResponseCode | M giao dich duoc sinh ra boi cong | String | 1
thanh toan dé chi trang thai giao
dich.Gia tri 1a “0” (zero) cho biét
giao dich di xtr Iy thanh cong. Tt ca
cac gia tri khac 1a giao dich thét bai.
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vpc_TransactionNo Mot s6 duy nhat duoc sinh ra tir cong | String | 1-
thanh toan trén giao dich. N6 dugc 12
lwu trén cong thanh toan nhu anh xa
cho phép nguodi st dung thuc hién

cac chic ndng nhu refund hay

capture,
vcp_Message Chi ra 18i giao dich c¢6 thé co khi | String | 1-
thanh toan 200
vpc_SecureHash Truong nay cho phép don vi kiém tra | String | 32

ban tin DR c6 hop 1€ hay khong.

3.4 CAC PHUONG THUC KHAC NHAN KET QUA GIAO DICH TU
ONEPAY

Ngoai viéc tra két qua vé trén website 14 bat budc, OnePAY con cung
cip cac phuong thirc khac @& DPVCNT c¢6 thé cap nhat dugc trang thai mot
giao dich néu viéc nhan két qua trén website gip su ¢6 nhu: internet khong 6n

dinh hodc khach hang tit trinh duyét.

_ Truy van giao dich — QueryDR: Sau mét khoang thoi gian néu PVCNT
chua cap nhat dugc trang thai, DPVCNT co6 thé chu dong tu dong truy
van toi OnePAY dé kiém tra trang thai mot giao dich, sau d6 cap nhat

vao hé thong.

~ IPN - Instant Payment Notification: Sau khi két thuc giao dich OnePAY
s& tra két qua truc tiép t6i server cia PVCNT song song véi website va
cach xur Iy giéng nhu trén website.

Luu y : Pay 1a nhirng chirc niing yéu ciu PVCNT bit budc phai trién
khai .

3.4.1 CHUC NANG TRUY VAN GIAO DICH - QUERYDR.
Muc dich .
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Ham vén tin giao dich 1a mot chtrc ning cho phép van tin lai nhiing

giao dich da thanh toan dé xem thong tin vé giao dich da thanh toan.
Yéu cau DVCNT trién khai ham QueryDR .

Trwong hop dwgce sir dung .
_ Pon vi chip nhan thé khéng nhan duoc két qua tra vé tir céng thanh

toan OnePAY .

- DPon vi chép nhan thé nhan duogc két qua tra lai tu céng thanh toan

OnePAY nhung budc kiém tra gia trj vpc_SecureHash dang 1a pending.
_ Kiémtra trang thai ciia mot giao dich nao do .

Cach thirc trién khai .
Phuong thtic 1a POST céc tham s sang URL query, sau khi c6 két qua
s& tra lai két qua 1a mot chudi trén trinh duyét, khong tra vé trén URL nhu

cong thanh toan.

Pinh nghia tham s6 .
URL Query hé théng that :

https://onepay.vn/onecomm-pay/Vpcdps.op

URL Query h¢ théng test :

https://mtf.onepay.vn/onepaycomm-pay/Vpcdps.oppcdps.op

Tén doi sb M ti
vpe_Command Mac dinh la “queryDR™
vpe_Version Mac dinh 1a 1

vpe_MerchTxnRef Gi tri cila d6i s6 vpe_MerchTxnRef giri

sang Onepay
vpe_Merchant Merchant ID Onepay cép ciing tai khoan
vpe_AccessCode Access code Onepay cip ciing tai khoan
vpe_User User Onepay cip cing tai khoan
vpe_Password Password Onepay cip cling tai khoan
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Xir 1y két qua tra vé
Két qua tra vé ham QueryDR c¢6 2 trudng hop:
1. Co giao dich thuc hién qua cong OnePAY nhung c6 thé da thanh

toan thanh cong hoac khong thanh cong.
2. Giao dich khong dugc thuc hién qua céng OnePAY .
Xac dich giao dich ton tai hay khong:
~ vpc_DRExists=N: Khong ton tai giao dich
~ vpc_DRExists=Y: C6 ton tai giao dich thanh toan

Xac dinh giao dich thanh cong hay khong:
- vpc_TxnResponseCode=0: Giao dich thanh toan thanh cong

- vpc_ TxnResponseCode#0: Giao dich khong thanh toan thanh céng

3.4.2 CHUC NANG IPN - INSTANT PAYMENT NOTIFICATION .
Muc dich

Tinh ning thong bao thanh toan IPN 1a mot tién ich ciia cong thanh
toan OnePAY. N6 cung cép tat ca cac dir liéu cua giao dich da thanh toén qua
cong thanh toan OnePAY.

IPN hoat dong theo cong ngh¢ server-to-server va nguoi st dung sé
khong thé nhin thdy két qua qua man hinh.

Cich thirc trién khai

DVCNT x4y dung mét Url (IPN_URL ) ¢6 chirc ning gidong nhu URL
dugc truyén trong bién vpc ReturnURL .

IPN s& gui dit liéu qua giao thirc GET t&1 mot dia chi IPN_URL cua
server don vi. Server ciia PVCNT luén lang nghe tai dia chi nay va xtr Iy yéu
cau .

Dt liéu GET cua IPN hoan toan giéng vo1 dir liéu nhan duoc cho file

DR xir Iy cu thé dudi dang FieldName/Value.
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M6 hinh xtt Iy IPN

1. Customer pays you

2. OnePAY posts IPN 1o your server

| 3. Process
Transaction  /

S— Your website OnePAY

Hinh 3. Md hinh IPN

Sau khi xur ly chinh x4c dir liéu tuong tu file DR, Qua trinh xu 1y &
server don vi giéng nhu file DR can kiém tra vpc_TxnResponseCode, secure

hash va amount dé kiém tra.

- vpc_TxnResponseCode=0 & hash_validated = correct & amount =

correct: Giao dich thanh todn thanh cong.

- vpc_TxnResponseCode#0: Giao dich khong thanh toan thanh cong Sau
khi nhan duoc két qua tir Onepay can phai hién thi ndi dung theo format

sau trén URL_IPN dé confirm 1a di nhan dugc két qua:

responsecode=1&desc=confirm-success
Responsecode = 1: received

Responsecode = 0: received and invalid hash
Cap nhat dir li¢u IPN
Pon vi cin lwu ¥ khi cip nhap dir liéu tir IPN vao hé thong .
- Khi mot giao dich da nhan dugc confirm backend lan 1 thi “danh dau”
lai, néu Onepay confirm lai thi khong cho update nita, tranh truong hop
update nhiéu 1an cho mot giao dich hodc tra két quanhiéu 1an cho khach

hang nhu ma vé, nap tién va topup...
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~ Kiém tra viéc update trang thai giao dich giita website (frontend) va

IPN-backend. Xem chi tiét & muc Kiém tra cong thanh toan.

3.5 THONG TIN KET NOI VA THE TEST .
3.5.1 DANH CHO MOI TRUONG TEST .

DVCNT sir dung thong tin két ndi va thé test sau dé thuc hién kiém tra
da mot qua trinh thanh toan.Thong tin két ndi Moi trudng Test cong thanh

toan Noi dia:

URL Payment test: http://mtf.onepay.vn/onecomm-pay/vpc.op

Loai tién té thanh toan: VND:

Merchant ID (vpc_Merchant): ONEPAY

Access code (vpc_AccessCode): D67342C2

Hash code :

(secure_secret) = ASBEFDFABA8653DF2342E8DAC29B51AF0

Thing tin thé test thanh cong:

Card Type | Card Name Card Number Date(MM/YY) | OPT

VCB NGUYEN HONG NHUNG | 6868682607535021 12/08 1234567890

3.5.2 DANH CHO MOI TRUONG THAT .

Sau khi BVCNT di du diéu kién va c6 yéu cau kich hoat, OnePAY s&
cung cap thong tin két nbi ki thuat trén moi truong tht.
Cic thong tin bao gom:

- URL Payment test: https://onepay.vn/onecomm-pay/vpc.op

_ Merchant ID (vpc_Merchant): Onepay cung cp
~ Access code (vpc_AccessCode): Onepay cung cap
_ Hash code (SECURE_SECRET): Onepay cung cip

Hién thi két qua va Chi thich Ma 15i giao dich .
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Sau khi két thuc giao dich DPVCNT can hién thi ddy du thong tin giao

dich trén website, co thé trinh bay nhu mot héa don thanh toan.

Théng tin théng bio don hang thanh toan thanh cong trén website gom:

- Trang thai giao dich

- Ma don hang, ma thanh toan

_ Sb tién thanh toan

_ Thong tin vé dich vu vira thanh toan

_ Théng tin hudng dan va lién hé dé khach hang hoan tat viéc thanh toan.

- Guri mail xac nhan don hang va trang thai giao dich

~ Néu giao dich that bai can hién thi thém chu thich ma 16i nhu bang ma
16i & dudi .

Bing mi 16i va chii thich

Ma Cha thich — Giao dién Tiéng Anh/Tiéng Viét

16i

0 Approved Giao dich thanh cong

1 Bank Declined Giao dich khong thanh cong, Ngan

Transaction hang tir ch6i giao dich

3 Merchant is not exist Giao dich khong thanh cong, Ma don

vi khong ton tai

4 Invalid access code Giao dich khong thanh cbng, Khéng

ding accesscode

5 Invalid amount Giao dich khong thanh cong, Sé tién

khonghop 1€
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6 Invalid currency code

Giao dich khong thanh cong, Ma tién té
khong ton tai

7 Unspecified Failure

Giao dich khong thanh cong, Lbi

khong xac dinh

8 Invalid Card number Giao dich khong thanh cong, S6 thé
khong dung

9 Invalid Card name Giao dich khong thanh cong, Tén chu

thé khong dung

10 Expired Card

Giao dich khong thanh cong, Thé hét
han/Thé bi khoa

11 Card not register service

(internet banking)

Giao dich khong thanh cong, Thé chua
dang ky sur dung dich vu

12 Invalid card date

Giao dich khong thanh cong, Ngay
phat hanh/Hét han khong ding

13 Exist Amount

Giao dich khong thanh cong, Vuot qua

han mirc thanh toan

21 Insufficient fund

Giao dich khong thanh cong, S6 tién
khong du dé thanh toan

99 User cancel transaction

Giao dich khong thanh cong, Nguoi su
dung huy giao dich

3.6 KICH BAN TEST GIAO DICH QUA CONG THANH TOAN .
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STT No6i dung Thuc hién Muc dich Két qua mong doi Két Trag
QUa | hj
thuc
té

1 Giao dich thanh cong Nhéap dung thong tin thé test | Kiém tra giao dich | Hién thi thong bao giao

va thanh toan. Chi tiét thong | thanh cong va hé | dich thanh cong.
tin thé & muc thong tin thé | thong update trang Thong tin trang thai
test. thai thanh cong nhu trong hé théng website
the nao update 1a thanh cong.
Gui mail thong bao
thanh cong t6i KH (néu
cO). V61 nhiing web
ban thé hay topup thi
hién thi s thé va topup
thanh cong
2 Giao dich thit bai Huy (cancel giao dich) Kiém tra giao dich | Thong bao giao dich
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Response coce = 99

that bai va hé thong
update trang thai
giao dich nhu thé

nao

thdt bai. Thong tin
trang thai trong hé
théng update 1a that
bai. Gui mail thong bao
that bai t6i KH (néu
c6). V61 nhiing web
ban thé hay topup thi
khong hién thi s6 thé

va topup.

Checkhash validated

Straresponse code

Thuc hién mot giao dich that
bai nhu & trén.Sua gia tri
vpc_TxnResponseCode trén
URL onepay tra vé thanh 0
roi chay lai URL nay trén
trinh duy¢t

Kiém tra viéc check
hash,dam bao dir
liéu tra vé 1a toan
ven, khong bi chinh
sita trén  duong

truyén

Thong bao giao dich
pending. Thong tin cua
giao dich that bai trén
hé théng khong bj thay
d6i sang thanh cong.

Khong giri mail (néu
c0).V61 nhitng web ban

thé hay topup thi khong
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Truwong DHDL Hai Phong

hién thi s6 thé va

topup.

Checkhash validated

Stra amount

Thyc hién mdt giao dich
thanh cong nhu & trén. Sta
gia tr1 vpc_Amount trén URL
onepay tra vé rdi chay lai

URL nay trén trinh duy¢t

Kiém tra viéc check
hash, dam bao dir
liéu tra vé 13 toan
ven, khong bi chinh
sua trén  duong

truyén

Thong bao giao dich
pending. Thong tin cua
giao dich thanh cong
trén hé thong khong bi
thay d6i  amount.
Khong giri mail (néu
c6). V61 nhiing web
ban thé hay topup thi
khong hién thi s6 thé

va topup.

Refresh trinh duyét hoac
chay lai URL return nhiéu

\
A

lan

Thuc hi¢n mdt giao dich
thanh cdng. Refresh trinh
duyét hodc chay lai URL

return nhiéu lan

Kiém tra mot giao
dich da thanh cong
chi duoc update
trang thai va tra két

qua modt lan duy

Khong update thdng tin
vao hé thdng nhiéu lan.
Khong giri mail nhiéu
lin (néu c6). Voi

nhitng web ban thé hay
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D an tét nghiép

Truwong DHDL Hai Phong

nhat

topup thi khong hién
thi sd thé va topup.

6 | Khong nhan duoc két qua

Khi Onepay dang tra két qua

Kiém tra trang thai

Do chua nhan duoc két

tra vé vé website thi tat trinh duyét | cia mot giao dich | qua trd vé nén trang
khi khong nhan |thai giao dich dé mic
duogc két qua tra vé | dinh 13 pending. Can
tor Onepay trien khai thém chuc
nang confirm-backend
va ham query dé
update trang théi giao
dich.
7 Kiém tra IP cua Thuc hién céac giao dich & cac Kiém tra xem gia | Gia tri cac tham s6 nay

khach hang

mang co [P khac nhau. Xem
cua tham s0

URL

cac gia tri
vpc_TicketNo  trén

chuyén sang Onepay

tri IP ¢6 tu dong léy
theo IP cua Khach
hang hay bi gan cd
dinh

khac nhau
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D an tét nghiép

Truwong DHDL Hai Phong

8 Loai tién té Kiém tra loai tién té Giéng nhu yéu cau
(currency) va 6 tidn va so tien trén cong
thanh toan d3 chuan
chua
9 Thong tin chuyén sang | Nhap thong tin thanh toantrén | Pam bao dit liéu | Trang thanh toan cia
Onepay website s& chuyén sang |chuyén sang OP |Onepay sé& thong bao
Onepay nhu mail, phone, dia | phai 1a tiéng viét | 16
chi... bang tiéng Viét c6 diu | khong dau.
Confirm backend — IPN Test case
10 |Ca Frontend va backend | Thuc hién mot giao dich |Kiém tra  viéc | Tra vé két qua chinh
cung cé confirm thanh cong. Pa enable IPN Update. Trang thai | xac,Update trang thai
giao dich khi cad | mot lan,néu xuit ma vé
frontend va | hoac cong tai khoan thi
backend déu nhén | chi cong mot 1an, tranh
duoc confirm update nhiéu lan
11 | Frontend khong nhan dugc | Thuc hién mot giao dich Kiém tra update Update dugc trang thai
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D an tét nghiép

Truwong DHDL Hai Phong

confirm Backend nhan

duoc confirm

thanh cong. Da enable
IPN.Sta lai url return dé
khong nhan duoc két qua tra
vé trén website hodc tat trinh

duyét khi dang redirect vé

trang thaigiao dich
khi frontend khong
nhan duoc confirm
va backend nhan

duoc confirm

giao dich. Confirm cho

khach hang

website
12 | Frontend nhan dugc | Thuc hién mdt giao dich Kiém tra  viéc | Tra két qua chinh xac,
confirm,backend khong | thanh cong .Sira lai url IPN dé | update trang | update dugc trang thai
nhan dugc confirm khong nhan confirm backend | thaigiao dich khi | giao dich. Confirm cho
frontend nhan dugc | khach hang
confirm va backend
khong nhan duoc
confirm
13 | Frontend,backendconfirm | Thyc hién mot giao dich | Kiém tra trang thai | Chi update trang thai

lap lai nhiéu 1an cho mot

thanh cong .Lay két qua tra

néu Onepayconfirm

cho lan confirm dau

giaodich vé IPN chay lai nhiéu 1an trén | nhiu 1an cho mét | tién, 1an sau confirm lai
trinh duyét. giao dich khong update nira
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Tim hiéu thanh toan truc tuyén OnePay va \rng dung trong thwong mai dién tir

3.7 THONG TIN VA YEU CAU KHAC .

3.7.1 LOAI TIEN THANH TOAN TREN CONG .

Loai tién sir dung trén cong thanh toan 1a VND.

3.7.2 LOGO VA TAI LIEU HUONG DAN.
DVCNT bit budc phai dua logo céac loai thé chap nhan thanh toan 1én

website. Logo va huéng dan tham khao :

- https://mtf.onepay.vn/developer/?page=logo

Vietnam local debit card (ATM bank card)

V 2 € A ve” HD _HB -

@ International Credit or Debit card

visa @S2 I3 B &

@ PAY Yourpaymentdatais encrypted and secure.
We use OnePay. one of Vietnam's leading payment processors.
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3.7.3 PIEU KHOAN THANH TOAN .

DVCNT bit budc phai dua diéu khoan thanh toan va mot check box dé
khach hang xac nhan véi diéu khoan cia DPVCNT. Hudng dén tham khéo :

http://mtf.onepay.vn/resource/documents/

PAYMENT METHODS *

& Via Credt Card

Via Bank Teansfer

-
I authorize online payment by credit card

(Visa and Mastercard only)

Seovsage i @ &
\

Via ATM card

P
| authorize online payment by ATM card

(Vietnam local bank)

@nv <
\

”

Bank Name : Bank Foreign Trade of Viotsam, Dist 5, branch §

Address: 20.2¢ Ly Thuong Kiet. Waed 12, Dist 5, TPHCM Cay

Swilt Code : BFTVWNVX

Account sumber : 007.1.00.057770.1 (VND)
007.1.37.056136.4 (USD)

Beneficiary : Bonh vien Dot Hoc ¥ Dwoc TPHCM

Bank charges will b2 borme by partcpants

Upioad your transier recet

Duyt. | Chwachontdptn  Fie pdt png pg Max INS
»

Term and codition®

All paricpants may registar va the onine registration system at the oficial webste of ASSR2014 Congress (wwwass201dw) &

Please note that we are unable 1o accept regstration wa email, tolephone or fax Alter submiting the regestration form. please

comgiete payment of the regitzation fee on the same day of the registration form submession, using the tegistrant name that you

have wiitten on the form

PAYMENT OPTION Payment of regstration fees may be made as follows

Crodit Card

e All credit cand-related sermce charges will be paid by the registrant

J Agree with the payment terms
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CHUONG 4: TRIEN KHAI UNG DUNG

4.1 CAU HINH HE THONG THU NGHIEM

Trong chuong trinh thtr nghiém nay, khoa luan st dung may tinh voi
céu hinh nhu sau:
Phin cirng:

Laptop core i3 .ram 2gb

Phan mém :
Web php ,localhost XAMPP ,web sever

4.2 CHUONG TRINH MO PHONG
Cai dat may cha Web XAMPP
_ Chay chuong trinh cai dat XAMPP Installer, khi xuat hién bang chon

ngodn ngit, chon English va nhan Ok.

Khi xuat hién bang Welcome to the XAMPP Setup Wizard, nhan Next.

_ Trong License Agrement chon | accept the Agreement, nhan Next.

- Trong Select Destination Location, chon noi cai dat XAMPP. Luu y &
budc nay chon 6 1a D:\XAMPP (cai trén thu muc XAMPP cua 6 dia D),

B3 XAMPP 1.6.1 win32 (Basic Package)

Choose Install Location =
Choose the folder in which ta install XAMPP 1.6.1. ~

Setup will install XAMPP 1,6.1 in the Following folder. To install in a different folder, click
Browse and select another folder. Click Next to continue.

Destination Folder

Space required: 210,1MB
Space available: 1.8GE

< Back ][ Next > J [ Cancel

nhan Next.
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_ Trong XAMPP Options, d& nguyén mic dinh ctua XAMPP va
nhan Install.

_ Chuong trinh s& tién hanh cai dat va sau cung nhan Finish dé két thuc
viéc cai dit, chuong trinh s€ héi ban co mubén mé bang diéu khién
ctia XAMPP hay khong, hdy chon No vi chung ta cin chinh thém mét
vai thong sb nita.

~ Thu muc gbc (Web root) dung dé chtra cac trang web mic dinh cia
XAMPP 1a: D\:XAMPP\htdocs tit ca cac Website hodc thu muc chia

Website déu phai duoc dit vao thu muc htdocs thi méi hoat dong dugc.

_ Nhan vao start & Apache va MySql dé bat dau chay trwong chinh .

&3 XAMPP Control Panel Application

m XAMPP Control Panel [ Service Settings... ]
Modules
Svc Apache hy @
= : strt b
[Csve MySql d N
- =
FileZilla
m
Mercur .
"

XAMPP Control Panel Version Z.4 (30. October, Z00§6)
Windows 5.1 Build 2600 Platform Z Serwvice Pack 2
Current Directory: D:\xampp

Status Check OR
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Trang chu

http://localhost/index.php

r
€ Zing.vn - Tin tic 24h, hinh .. % | [Z] Virtual Payment Client Exa... % E—

€ @ localhost/indexphp

| Payment Client

Example

URL c6ng thanh tosn - Virtual Payment Client URL: http://mif onepay.vnfonecomm-pay/vpc.op

Name

Merchant ID

Merchant AccessCode

Merchant Transaction Reference

Transaction OrderInfo

Purchase Amount

Receipt ReturnURL

Input

ONEPAY

D87342C2

2014111909580930148

JSECURETESTO1

1000

htip://localhostdr php

Chu thich
Bugc cap bii OnePAY
Buge cap bii OnePAY

ID giao dich, gia tri phai khac nhau trong
m&i [&n thanh(téi da 40 ki tr) todn

Tén héa dan - (t6i da 34 kj ty)

S& ti&n c3n thanh todn, D3 duac nhan Vi
1000. VD: 1000=1VND

Url nhan ket qua tré v& sau khi giao dich
hoan thanh.

Description

Provided by OnePAY

Provided by OnePAY

ID Transaction - (unique per transaction) - (max 40 char)

Order Name will show on payment gateway (max 34 char)

Amount,Multiplied with 1000, Ex: 1000=1VND

URL for receiving payment result from gateway

,

VPC Version 2 Phién ban modul (& dinh) version (fixed) L4
command Type pay Loai request (c& dinh) Command Type(fixed)

fj;’?:"fse"’e’ Display Language vn Ngn ngi hién thi trén céing (3 Language use on gateway (vn/en)

Currency code VND Loai tign t& (VND) Currency (VND)

Addition Infomation

IP address =1 1P khéch hang 1P Client

Shipping Address Hai Tan Bia chi gii hang Shipping Address =

Trang thanh toan cia Onepay.com.vn

Click “pay now”

| @ OnePAYPAYMENTGATE.. x | 4+

€ | @ hitps;//mtf.onepay.vn/onecomm-pay/vpcpost.op ¢

'A memmeg) @& ek FISHB

VIETABANK

\“’ VPBank ASBANKK  Sacombank

NGAN HANG NAM A

) OCEAN BANK BIDV@ SeABank U""ége‘f/
BACABANK" & <7
AGRIBANK scB
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Thong tin thé test Vietcombank

Chon thong tin thé test 12 Vietcombank va dién céac thong tin :
- Tén: NGUYEN HONG NHUNG
_ Sb thé: 6868682607535021

- Thang/Nam phat hanh: 12/08

2 Zingn - Tin tie 24h, hinh .. % | @ OnePAY PAYMENT GATE... 5 | [] Fwek: H8 trs | thust tich .. nT Thong tin tai khoan test cong t... % | + [E=ATal

€ | @ hitps://mif.onepay.vn/onecomm-pay/bank.op?bid=18tid=1475446 | |B - Google P BE ¥ A=
~
1

PAY

Vietcombank

bon hang: JSECURETESTO1 s6tién: 10.00 VND
Ll; Wi nhap théng tin thé va bam niit "Tiép tuc® dé thanh todn
Ténintrénthé:  |nguyen hong nhung

sétné: 6866682607535021

Ngayphathanh: [12 /|08 | (ThangMNam)

Sa the: Gom 16 hoac 19 so.
Khéng chira ddu cach hodc ddu "-"
Vi dy: 9704567800123456789
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Xac nhan cia ngan hang.

Nhép ma xac nhan r61 click “Thanh toan™ .

/| Home x\MFw«tHéhqk;-muaukhh... * | Thong tin tai khoan test cong t.. % ‘ + EIM

€ il ) A hitps/mtf. wnvonecomm-bank/pages/Lzul?transactionld=147561: 10&umerchantld=ONEPAY ¢

Vletcombankc Payment Service

Xac nhan thanh toan tai

Ban vi chap nhan thanh toan ONEPAY

S tién thanh toan 10.00 VND

Tén truy cip VCB-iB@nking 1234567489

Mét kh&u VCB-iB@nking cenene

Hinh thifc nhdn ma giao dich Qua SMS -

Nhép chudi sau 427167 AEFLHL

I

Diéu khoan thanh toan

HOP DONG SU DUNG DICH VU NGAN HANG DIEN TU ]
Piéu 1. Dich vu
Vietcombank cung cdp cha Khach hang dich vu Ngan hang dién tir bao gdm- dich vu Ngan hang truc tuyén

VCB-B@nking, dich wu Ngan hng qua dién thoai VCB PhoneB@nking, dich wi Ngan hang qua tin nhén di
déng VCB SMS-B@nking v céc dich vu Ngan hang dién ti khdc ma Vietcombank cung cap timg theri kj =

T6i chap nhin tat ca cac diéu khoan thanh toan cia Vietcombank

© Vietcombank

K¢ét qua giao dich

J [E hitp:/fiocal. 6FTDSETBE25D. % \M Fud: Htro kj thuat tich h... % | Thong tin tai khoan test congt.. % | + [EESIaRE=C

€ | @ localhost/dr.phpPvpe_AdditionData:

8 8vpc_Amount=10008tvpc_Command=payBivpe_CurrencyCode=VND&vpe_Locale=vnBuvpe_ MerchTxnRef=z 7 C || - Googie

Payment Client Example

Giao dich thanh céng

Name Value Description

Merchant ID ONEPAY Buoc cAp béi OnePAY

Merchant Transaction Reference 2014112000225912293 1D ciia giao dich gii tir website merchant
Transaction OrderInfo JSECURETESTO1 Tén hoa don

Purchase Amount 1000 56 tign dugc thanh todn

VPC Transaction Response Code 0 M3 trang thai giao dich tra v
Transaction Code Description Giao dich thanh céng - Approved Trang théi giao dich

Message Théing béo tir cdng thanh todn

Notice: Undefined variable: message in D:\xampp\htdocs\dr.php on linc 414

Transaction Number 1475615 1D giao dich trén cdng thanh todn
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KET LUAN
Thoéng qua qua trinh thyc hién D6 an t6t nghiép véi dé tai “Tim hiéu vé
thanh toan truc tuyén qua cong thanh toan Onepay va ng dung trong thuong
mai dién ti”, ban than em tu théy minh di thu duoc cac két qua sau:
_ Thém hiéu biét vé Thuong mai dién tir ndi chung va cac giai phap
Thanh toan dién tir néi riéng.
- Cosétoan hoc cua an toan va bdo mat thong tin.
- Céc khai niém va tng dung an toan, an ninh va bdo mat thong tin .

_ Xay dung duoc chuong trinh mé phong strdung tién dién tir trong thanh

toan truc tuyén trén Internet.

Thoi gian nghién ctu thuc hién ddan t6t nghiép nay da giup em co
nhitng hiéu biét vé linh virc an toan bao mat thong tin, gitp ich cho cong viée
clia em trong twong lai. Hudng phat trién cta dé tai, phat trién chuong trinh

thanh mgt tng dung hoan thién va trién khai dugc trong thuc té.

Bé“mg su nd luc cta ban than va sy huéng dan nhiét tinh cua Théy b6
Vin Chiéu em di téng hop lai thanh d6 4n tét nghiép nay. Kinh mong cac

thay dong gop vy kién dé d6an ctia em dugc hoan thién hon nita .

Em xin chan thanh cam on!
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