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Chuwong 1. CAC KHAI NIEM CO BAN VE AN TOAN THONG TIN

1. TONG QUAN VE BAO VE THONG TIN

1.1. Vai tro cua bio vé thong tin

Khi nhu ciu trao do6i thong tin dir liéu ngay cang 16n va da dang , cac tién bo vé
dién tir — vién thong va cong nghé thong tin khong ngimg duoc phat trién ung dung dé
nang cao chat lwong va luu lugng truyen tin thi cadc quan niém y tudng va bién phap
bao vé thong tin dit liéu cling dugc ddi mai . Bao vé an toan thong tin dit liéu 1a mot
chu dé rong, c6 lién quan dén nhiéu linh vuc va trong thuc té ¢6 rat nhiéu phuong phap
duoc thue hién dé bao vé an toan thong tin dir liéu:

+ Bao vé an toan thong tin bdng cdc bién phdp hanh chinh

+ Bao vé an toan thong tin bang cdc bién phdp ki thudt ( phan cu’ng)

+ Bao vé an toan thong tin bang cde bién phdp thudt todn ( pham mém)

Ba nhom trén c6 thé duoc tng dung riéng ré hodc phéi két hop. Méi truong kho
bao vé an toan théng tin nhat va cling 1a moi truong dbi phuong dé& xam nhép nhit do
1a méi truong mang va qua trinh truyén tin.

An toan thong tin bao gdm cac ndi dung sau:

+ Bado mdt : Bao vé tinh riéng tu cua thong tin.

+ Bdo toan : Bdo vé thong tin , phong trdnh sira doi trdi phép.

+ Xdc thiee : Bao gom xdc thwe doi tde ( bai todn nhdn danh), xdc thwc thong
tin trao doi.

+ Trdch nhiém : Pam bdo ngwoi giri thong tin khong thé thodi thdc trdch nhiém
vé théng tin ma minh dd giri.

Pé dam bao an toan thong tin dir liéu trén duong truyén tin va trén mang may
tinh c6 hi¢u qua, thi diéu trudce tién 1a phai luong trude hodc dy doan trude cac kha
ning khong an toan , kha ning xam pham, cac su ¢d rai ro c¢6 thé xay ra dbi véi thong
tin dir liéu duoc luu trit va trao doi trén dudng truyén tin va ciing nhu trén mang.

C6 hai loai hanh xi xdm pham thong tin dir li€éu do 1a : vi pham chu dong va vi
pham thu dong. Vi pham thu dong chi nhim muc dich cudi cing 1a nim bét dugc
thong tin (danh cip thong tin). Viéc 1am d6 c¢6 khi khong biét duoc ndi dung cu thé
nhung ¢6 thé do ra duoc ngudi giri, nguodi nhan nho thong tin diéu khién giao thirc
chura trong phan dau cac goi tin. Ké xam nhap c6 thé kiém tra duoc s6 luong, do dai va
tan s trao d6i. Vi vay vi pham thu dong khong lam sai I¢ch hoac huy hoai ndi dung
thong tin dir liéu dugc trao d6i. Vi pham thu dong thuong kho phat hién nhung co thé
¢ nhimg bién phap ngan chan hiéu qua. Vi pham chu dong la dang vi pham c6 thé
lam thay dbi noi dung, x6a bo, 1am tré, xap xép lai thir tw hodc 1am lap lai goi tin tai
thoi diém dé hodc sau d6 mét thoi gian. Vi pham chu dong c6 thé them vao mot sb
thong tin ngoai lai dé 1am sai 1éch ndi dung thong tin trao dbi. Vi pham cha dong dé
phat hién nhung dé ngan chan hiéu qua thi kho khan hon nhiéu.

Mot thuc té 1a khong co mot bién phap bao vé an toan thong tin dir liéu nao 1a
an toan tuyét doi. Mot hé thong du dugce bao vé chac chan dén dau cling khong thé
dam bdo la an toan tuy¢t doi.



1.1.2. Cac Phwong phap bao vé théng tin

1.1.2.1. Cac chién lwgc chinh
*Gi6i han quyén tdi thiéu ( Last Privilege)

Pay 1a chién luoc co ban nhat , theo nguyén tic nay bat ky mot ddi tuong nao
cling chi c6 nhitng quyén han nhit dinh déi véi tai nguyén trén mang, khi tham nhap
vao mang dbi tuong do chi dugce st dung mot sb tai nguyén nhét dinh.

*bao vé theo chiéu sau ( Defence In Depth)

Nguyén tic nay nhic nhd ching ta : Khong nén dya vao mot ché do an toan nao
dii cho chiing rat manh , ma nén tao nhiéu co ché an toan dé tuwong hd 14n nhau.

*Niit thit ( Choke Point)

Tao ra mdt “ ctra khau” hep, va chi cho phép thong tin di vao hé théng ctia minh
bang con dudng duy nhit chinh 1a “ctia khau” nay, nghia 13 phai td chirc mot co cu
kiém so4t va diéu khién thong tin di qua cira khau nay.

*Piém ndi yéu nhat (Weakest Link)

Chién luoc nay dua trén nguyén tic: “ Mot ddy xich chi chéc tai mat duy nhat,
mot birc twong chi cung tai diém yéu nhat” Ké pha hoai thuong tim nhitng chd yéu
nhat ctia hé thong dé tdn cong, do dé ta can phai gia ¢d cac diém yéu cua hé thong.
Théng thuong chung ta chi quan tim dén ké tin cong trén mang hon 1a ké tiép can hé
théng , do d6 an toan vat Iy duoc coi 1a yéu diém nhét trong hé thdng cta ching ta.
*Tinh toan cuc

Cac hé théng an toan doi hdi phai c6 tinh toan cuc cua cac hé¢ théng cuc bo. Néu
c6 mot ké nao d6 co thé bé gay mot co ché an toan thi chung ra c6 thé thanh cong bang
cach tan cong hé théng tu do cua ai d6 va sau do tin cong hé théng tir ndi bo bén
trong.

*Tinh da dang bao vé

Can phai st dung nhiéu bién phap bao vé khac nhau cho hé thdng khac nhau,

néu khong c6 ké tin cong vao duoc mot hé thong thi chung ciing dé dang tin cong vao

cac hé thong khéc.



1.1.2.2. Cdc miéc bao vé trén mang

Vi khong thé c6 mét giai phap an toan tuyét ddi nén nguoi ta thudng phai st
dung dong thoi nhiéu muirc bao vé khac nhau tao thanh nhiéu hang rao chan ddi véi cac
hoat dong xam pham. Viéc bao vé thong tin trén mang chil yéu la bao vé thong tin cét
giir trong may tinh , dic biét la cac sever trén mang. Boi thé ngoai mot sb bién phap
nham chdng thit thoat thong tin trén duong truyén moi cd ging tip trung vao viéc xay
dung cac mirc rao chin tir ngoai vao trong cho cac hé thong két ndi vao mang. Thong
thudong bao gdm cac murc bao vé sau:
*Quyén truy nhép

Lép bao vé trong cing 1a quyén truy nhdp nhim kiém soat cac tai nguyén cua
mang va quyén han trén tai nguyén do. Di nhién 1a kiém soat duoc cac ciu tric dir lidu
cang chi tiét cang tot. Hién tai viéc kiém soat thuong & mirc tép.
*Ping ky tén/mit khau

Thue ra ddy ciing 1a kiém soat quyén truy nhap, nhung khong truy nhap & mirc
thong thudng ma ¢ mirc ¢ hé théng. Pay 1a phuong phap bao vé phd bién nhat vi né
don gian it phi ton va ciing rat hiéu qua. Mdi ngudi st dung mubn duoc tham gia vao
mang dé sir dung tai nguyén déu phai c6 tén dang ky va mat khau trude. Nguoi quan
tri mang c6 nhi€ém vu quan ly, kiém soat moi hoat dong cia mang va xac dinh quyén
truy nhap cta nhitng nguoi st dung khac theo thoi gian va khong gian ( nguoi st dung
chi dugc truy nhap trong mdt thoi gian nao dé tai mot vi tri nhét dinh nao do).

Vé ly thuyét néu moi ngudi déu gitr kin dugc mét khiu va tén dang ky ctia minh
thi s& khong xay ra cac truy nhap trai phép. Song diéu dé khé dam bao trong thuc té vi
nhiéu nguyén nhan rt doi thuong 1am giam hiéu qua cta 16p bao vé nay. C6 thé khic
phuc bﬁng cach nguodi quan tri mang chiu trach nhiém dat mat khau hoic thay ddi mat

khau theo thoi gian.



*Ma hoéa dir liéu

Pé dam bao thong tin trén dudng truyén nguoi ta thuong st dung cac phuong
phap ma hoa. Dir liéu bi bién doi tir dang nhan thirc dugc sang dang khong nhan thirc
duoc theo mot thudt toan nao dé va s& dugc bién doi nguoc lai ¢ tram nhan ( gidi ma ).
Pay 1a 16p bao vé thong tin rat quan trong.
*Bao vé vat ly

Ngin can cac truy nhap vat Iy vao hé théng. Thuong ding cac bién phap truyén
théng nhu ngan cadm tuyét déi ngudi khong phan su vao phong dit may mang, ding 6
khoa trén may tinh hodc cac tram khong ¢ 6 luu trir ngoai nhu CD-ROM, USB disk. ..
*Twong lira

Ngan chin thdm nhép trai phép va loc bo cac géi tin khong mudn guri hodc nhan
vi cac ly do nao d6 dé bao vé mot may tinh hodc ca mang ndi bo (intranet).
*Quan tri mang

Trong thoi dai phat trién cua cong nghé thong tin, mang may tinh quyét dinh
toan bo hoat dong ctia mot co quan, hay mdt cong ty xi nghiép. Vi vay viéc bao dam
cho hé thdng mang may tinh hoat dong mot cach an toan, khong xay ra cac su cd la
mot cong viée cap thiét hang dau.
Mirc do bao vé

- Todan b hé théng hoat dong binh thirong trong gio lam viéc.

- C6 hé thong dw phong khi ¢6 sw ¢é vé phan citng hodc phdan mém xdy ra.

- Backup dir liéu quan trong dinh ki.

- Bao duong mang theo dinh ki.

- Bao mat dir liéu, phdn quyén truy cdp, té6 chitc nhom lam viéc trén mang.



1.1.2.3 An toan théng tin bang mdt ma

Mat ma 1a mot nganh khoa hoc chuyén nghién ctru cac phuong phép truyén tin
bi mat. Mt ma bao gdm: 1ap ma va pha ma. Lap ma bao gom hai qua trinh: mi héa va
giai ma.

Pé bao vé thong tin trén dudng truyén nguoi ta thuong bién doi nod tir dang
nhan thirc duge sang dang khong nhan thirc dugc trude khi truyén di trén mang, qua
trinh nay dugc goi la ma hoa thong tin (encryption), ¢ tram nhéan phai thuc hién qué
trinh ngugc lai, tuc la bién ddi thong tin tr dang khong nhén thirc duge (dit licu da
dugc ma hoa ) vé dang nhan thie duge (dang gdc), qua trinh nay dugc goi la giai ma.
Pay 1a mot 16p bao vé thong tin rat quan trong va duoc st dung rong rii trong méi
truong mang

Dé bao vé thong tin bang mat ma ngudi ta thuong tiép can theo hai hudng:

- Theo dwong truyén ( Link_Oriented_Security).

- Tir niit dén nuit (End_to_End).

Theo céc thtr nhét thong tin duge ma hoa dé bao vé trén dudng truyén giira hai
nat ma khong quan tdim dén ngudn va dich cta thong tin d6. O ddy ta luu ¥ rang thong
tin chi dugc bao vé trén dudng truyén, tire 1 ¢ mdi nut déu ¢ qua trinh giai ma sau dé
mi hoa dé truyén di tiép, do d6 cac nat can duogc bao vé tot.

Nguoc lai theo cac thtr hai thong tin trén mang dugce bao vé trén toan dudng
truyén tir ngudn dén dich. Thong tin s& dugc ma hoa ngay sau khi mdi tao ra va chi
duoc giai ma khi vé dén dich. Cach nay méc phai nhuoc diém 1a chi c¢6 dir liéu cua
nguoi ding thy méi c6 thé ma hoa duge con dir liéu diéu khién thy gitt nguyén dé c6

thé xir ly tai cac nit.



1.2. MOT SO KHAI NIEM CO BAN TRONG TOAN HOC

1.2.1. Khai niém trong s6 hoc
*S6 nguyén té va nguyén té cing nhau.
S6 nguyén 6 1a s6 chi chia hét cho 1 va chinh né.
Vidu:2,3. 5,7, 17,... 1a nhitng s6 nguyén td.
Hai s6 m va n duoc goi 14 nguyén t6 ciing nhau néu ude sb chung 16n nhét cia
chung bang 1.
Ky hiéu : gcd(m,n)=1.
Vi du: 9 va 14 12 nguyén td cung nhau.
*Pong duw thikc.
Dinh nghia
Cho a va b 1a cac sb nguyén , n 13 s6 nguyén duong thi a duoc goi 1a dong du
v6i b theo mod n néu n/(a-b) ( tirc (a - b) chia hét cho n, hay khi chia a va b cho n duoc
ciing mot s6 du nhu nhau ). S6 nguyén n duoc goi 1a mod ciia dong du.
Ki hiéu
a=b (mod n)
Vi du:
67 =11 (mod 7), boi vi 67 (mod 7)=4va 11 (mod 7) =4
Tinh chét cia ddng duw
Cho a, al, b, bl, ¢c € Z. Ta ¢ cac tinh chit sau;
a = b mod n khi vé chi khi a va b ¢é cimg sé dw khi chia cho n.

Tinh phan xq: a = a mod n.
Tinh déi xirng : Néu a = b mod n thi b = a mod n.
Tinh giao hodn: Néu a = b mod nva b = ¢ mod n thi a = ¢ mod n.

a=al modn, b=bl modnthia+b=al + bl modnvaab=albl modn.



Loép twong duwong dﬁng dw

Lép tuong duong ciia mot s6 nguyén a theo modulo n 1a tap hop cac sé nguyén
dong du voi a theo mod n.

MBbi 16p twong duong nhu vdy dugce dai dién béi mot sé duy nhat trong tap hop
z=10,1,2,3,....,n-1}, 1a sb du chung khi chia céac s6 do cho n. Vi vay, ta co thé déng
nhat Z, véi tap tat ca cac 16p twong duong cac sé nguyén theo mod n, trén tap do ta cé
thé xac dinh cac phép tinh cong, trir va nhan theo mod n.

Tap Z, = {0, 1, 2, 3,....n-1} duoc goi 1a tap thang du diy du theo mod n , vi
moi s6 nguyén bat ki déu c6 thé tim dc trong Z, mot sé dong du v6i minh ( theo mod
n).

Tap - ={aeZ,:ged (a,n)= 1}, tlrc Z 12 tAp con ctia Z, bao gom tat ca cac
phén tir nguyén t6 v6i n. Ta goi tap do 1a tap cac thang du thu gon theo mod n.

*Phdn tir nghich dio

Dinh nghia

Cho a e Z, . Nghich dao ctia a theo modulo n 12 mot sé nguyén x e Z, sao cho
ax = 1 ( mod n ). Néu ton tai thi d6 1a gia tri duy nhat va a duoc goi 1a kha nghich, ki
hiéu x la a™.

Tinh chat

Choa, b € Z,. Phép chia ctua a cho b theo mod n 1a tich ciia a va b™ theo mod n,
va chi dugc xac dinh khi b ¢6 nghich d4ao theo mod n.

Cho a e Z,, a kha nghich khi va chi khi ged(a, n) = 1.

Gia sir d = ged(a, n). Phuong trinh dong du ax = b mod n ¢ nghiém x khi va
chi khi d chia hét cho b , trong trudng hop cac nghiém d nim trong khoang 0 dén n — 1
thi cac nghiém dong du theo modulo n/d.

Vi du:

47=7(mod9)vi4.7=1 (mod9)



1.2.2. khai niém trong dai s6
* Khdi niém nhom
Khai niém
Nhém 14 bd phan cac phan tir ( G, * ) thoa man céac tinh chét sau:
Tinh chatkéthop : (x*y)*z=x*(y*2z)
Tinh chét ton tai phan tir trung gian:
eeGe*x=x*e=X,¥XEG
Tinh chét ton tai phan tir nghich dao:
X €EG:x Fx=x*x"=¢e
Cép ciia nhém
Ta goi sd cac phan tir trong 1 nhém 1 cdp ciia nhém do.
Ta ki hiéu @(n) 1a cac s6 nguyén duong bé hon n va nguyén té cing v6i n. Nhu vay,
nhom Z' ¢ cap @(n) va néu p 1a s6 nguyén t6 thi nhom Z; cocapp—1.
CAp ciia phan tir
Ta n6i mot phan tr g € Z. ¢co cap m, néu m 1a s6 nguyén duong bé nhét sao
cho g"=1mod n .
*Khdi niém nhom con
Nhém con 1a bd phén cac phan tir (S, *) théa man cac tinh chit sau:
S € G, Phan tir trung gian e € S
X, YES=>X*YES
*Khai niém nhom Cyclic
Nhom Cyclic 1a nhom ma moi phﬁn tr X cua no duoc sinh ra tir mot phén tr dac
biét g € G. Phan tir nay dugc goi 12 phén tir sinh ( nguyén thuy) , tic 13 :
Vé6i¥x € G:3n € Nma g" = X.

Vidu: ( Z*,+)1a mot nhém cyclic ¢6 phan ti sinh 1a 1.



1.3. VAN PE MA HOA

1.3.1. Giéi thi¢u vé mat ma

Mat ma dugc st dung dé bao vé tinh bi mat cua thong tin khi thong tin dugc
truyén trén cac kénh thong tin cong cong nhu cac kénh buu chinh dién thoai, mang
internet v.v... Gia sir mot nguoi giri A mudn giri dén nguoi nhan B mot van ban
(ching han mét birc thu) p, dé bao mat A 1ap cho p mot ban mat ma c, va thay cho
viéc gui p, A gui cho B ban mat ma ¢, B nhan dugc ¢ va “giai ma” ¢ dé lai dugc van
ban p nhu A dinh gti. Pé A bién p thanh ¢ va B bién nguoc lai ¢ thanh p, A va B
phai thdéa thuan trudc voi nhau céc thuat toan 1ap ma va giai ma, va dac biét mot
khéa mat ma chung K dé thyc hién cac thuat toan do.

Nguoi ngoai, khong biét cac thong tin d6 (dic biét khong biét khoa K), cho
du ¢6 1y trom dugc ¢ trén ciing kho tim duoc vian ban p ma hai nguoi A va B mudn
guri cho nhau.

1.3.1.1. Khdi niém mat ma

“Mat ma” co 1€ 1a k¥ thuat dugc dung lau doi nhét trong viéc bao dam
“An toan thong tin”. Trudc ddy “mat m3” chi dugc dung trong nganh an ninh qudc
phong, ngay nay viéc dam bao “An toan thong tin” 12 nhu cau cia moi nganh, moi
ngudi (do cac thong tin cha yéu duoc truyén trén mang cong khai), vi vay k¥ thuat
“mat ma” 14 cong khai cho moi ngudi dung. Diéu bi mat nam ¢ “khoa” mat ma.

Hién nay c6 nhiéu k¥ thuat mat ma khac nhau, mdi k¥ thuat c6 vu, nhuoc diém
riéng. Tuy theo yéu ciu ciia mdi truong tng dung ma ta ding k¥ thuat nay hay
k¥ thuat khac. Co nhitng mdi trudng can phai an toan tuyét ddi, bat ké thoi gian va
chi phi. C6 nhitng méi trudng lai can giai phap dung hoa gitta bao mat va chi phi
thuc hién.

Mat mi c6 dién chu yéu dung dé “che gidu ” dir liéu. Vi mat ma hién dai,
ngoai kha nang “che gidu” dir liéu, con dung dé thuc hién: Ky s6 (ky dién tir), tao dai
dién thong di€p, giao thirc bao toan dir li€u, giao thirc xac thuc thuc thé, giao thure xac
thuc tai liéu, giao thirc chirng minh “khong tiét 16 thong tin”, giao thirc thoa thuan,
giao thurc phan phéi khoa, chéng chdi cai trong giao dich dién tir, chia sé bi mat,...

Theo nghia hep, “mat ma” chu yéu dung dé bao mat dir liéu, quan niém: Mat
ma hoc 1a khoa hoc nghién ctru mat ma( Tao ma va phan tich ma)

Phan tich ma 1a k¥ thuat , nghé thuat phan tich mat ma, kiém tra tinh bao mat
cua n6 hodc phéa vo su bi mat ciia n6. Phan tich ma con goi 1a thdm ma.

Theo nghia rong, “mat ma” 1a mdt trong nhirng cong cu hi¢u qua bao dam An
toan thong tin n61 chung: bao mat, bao toan, xac thuc, ché)ng chdi cai, ...



1.3.1.2.Cac bwéc ma hoa

1/. MA hoa: 1a qua trinh chuyén thong tin c6 thé doc dugc (goi 1a ban rd) thanh
thong tin “kho” thé doc duoc theo cach théng thudng (goi 13 ban mai).

D6 12 mot trong nhitng ky thuat dé bao mat thong tin.

2/. Giai ma: 1a qua trinh chuyén thong tin nguoc lai tir ban ma thanh ban r5.

3/. Thuat todn ma hoa hay giai ma 1a thi tuc dé thue hién ma héa hay giai ma.

4/. Khéa ma hoa 1a mot gia tri lam cho thut toan ma héa thyc hién theo céach riéng
biét va sinh ra ban rd riéng. Thong thuong khoa cang 16n thi ban ma cang an toan.
Pham vi cdc gid tri c6 thé c6 cua khoa duoc goi 1a Khong gian khoa.

5/. H¢ ma hoa la tap céac thuat toan, cac khoa nham che giéu thong tin, cling nhu
lam r6 no.

1.3.1.3. So' dé mé héa

Mot so dd hé thong mat ma 14 bo nim

S=(P,C, K, E, D) théa man cac diéu kién:

P: 1a mot tap hitu han cac ky tu ban 0.

C: 1a mot tap hitu han cac ky tu ban ma.

K: 1a mot tap hiru han cac khoa.

E: 1a mot anh xa tir KxP vao C, dugc goi 1a phép 1ap mat ma.

D: 1a mgt anh xa tir KxC vao P, duoc goi 1a phép giai ma.

Voi k € Ktadinhnghiaece E, e: P> C,dge D, di¢ C—o>P; e dgduoc goi
la ham 1ap mava ham giai ma twong tng vdoi khdéa mat ma k. Cac ham d6 phai
thoa man h¢ thirc: dy (ex(x)) =X, V x e P.

1.3.1.4. Nhirng tinh ndng ciia hé ma hoa

Cung cép mot murc cao vé tinh bao mat, toan ven, chéng chdi bé va xac thue.
+ Tinh bao mat: Bao dam bi mat cho cac thong bao va dit liéu bang viéc che gidu
thong tin nho cac k¥ thuat ma hoa.
+ Tinh toan ven: Bdo dam véi cac bén rang ban tin khong bi thay ddi trén dudng
truyén tin.
+ Chéng chbi bo: C6 thé xac nhan rang tai liéu di dén tir ai d6, ngay ca khi ho cb
ging tir chdi no.
+ Tinh x4c thyc: Cung cép hai dich vu:

Nhéan dang nguén géc cua mQt thong bao, ddm bao réng no6 la dung su thuc.

Kiém tra dinh danh cua nguoi dang dang nhap hé théng, tiép tuc kiém tra dic
diém ciia ho trong trudng hop ai d6 c¢b gang két ndi va gia danh 1a ngudi sir dung
hop phép.
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1.3.2. Cac phwong phap ma héa

Hién nay c6 2 loai ma héa chinh: ma hoa khoa dbi ximg va ma hoa khoa
cong khai. Hé ma hoa khéa ddi ximg c6 khoa lap mi va khoa giai ma “giéng
nhau”, theo nghia biét dugc khoa nay thi “d&” tinh duoc khoa kia. Vi vdy phai gitr
bi mat ca 2 khoa. Hé ma hoa khoa cong khai thi c6 khoa 1ap ma khac khoa giai ma
(ke kd), biét duoc khoa nay ciing “khé” tinh duge khoa kia. Vi vy chi can bi
mat khoa giai ma, con cong khai khoa 1ap ma.

1.3.2.1. H¢ mad hoa khoa doi xirng
1/. Khai niém

Hé ma hoa khoa ddi xtng 1a hé ma hoa ma biét duoc khoa 1ap ma thi co thé
“dé” tinh duoc khoa gidi ma va nguoc lai. Pac biét mot s6 hé ma hoa c6 khoa 1ap
mi va khoa giai ma triung nhau (K, = Kq), nhu hé ma hoa “dich chuyén” hay DES.
Hé ma hoa khéa ddi xtng con goi 1a Hé ma hoa khoa bi mat, hay khoa riéng, vi
phai giit bi mat ca 2 khéa. Trudce khi dung hé ma héa khéa ddi xting, ngudi giri va
ngudi nhan phai théa thuan thuat toan ma hoa va khoa chung (1ap ma hay gidi ma),
khoéa phai dugc bi mat.

DJ an toan cua HE ma hoda loai nay phu thudc vao khoa, néu dé 16 ra khoa
nay nghia 12 bat ky ngudi ndo ciing c6 thé ma hoa va giai ma thong bao trong hé
théng ma hoa.

Sy ma hoa va giai ma cia hé thong ma hoa khoa ddi xing biéu thi bai:

Ei. P>C, D¢ C>P

2/. Vidu:

+ Hé ma hoa ¢ dién 1a Ma hoa khoa ddi xing: dé hiéu, dé thuc thi, nhung c6 do an
toan khong cao. Vi gioi han tinh toan chi trong pham vi bang chir cai, sir dung trong
ban tin can ma, vi du Zz néu dung céc chir cai tleng anh. Vi hé ma hoa co dién,
néu biét khoa lap ma hay thuat toan lap ma, cé thé “d&” xac dinh duoc ban rd, vi
“dé&” tim duoc khoa giai ma.

+ H¢ ma hoa DES (1973) 1a Ma hoa khoa doi xtng hién dai, c6 dd an toan cao.

3/. Dic diém.

Uu diém:

Hé ma hoa khoa ddi xtrng ma hoa va giai ma nhanh hon Hé mi hoa khoa cong khai.
Han ché:

(i). M4 hoa khoa d6i xtmg chua that an toan véi 1y do sau:

Nguodi ma hoa va nguoi gidi ma céd “chung” mot khoa. Khoa phai dugce gitr bi mat
tuyét doi, vi biét khoa nay “d&” xac dinh duoc khoa kia va nguoc lai.

(ii). Van dé thoa thuan khoa va quan 1y khoa chung 1a khé khin va phirc tap. Nguoi
gui va ngudi nhan phai ludn thong nhat v4i nhau vé khoa. Viée thay d6i khoa 1a rat
kho va dé bi 16. Khoa chung phai dugc giri cho nhau trén kénh an toan.

Mit khac khi hai ngudi (1ap ma, giai ma) cung biét “chung” mot bi mat, thi cang
kho gitt dugc bi mat!

4/. Noi str dung hé ma hoa khoa d6i xtmng.

Hé ma hoa khoa ddi xtng thudng dugce st dung trong méi truong ma khoa
chung co thé dé dang trao chuyén bi mat, chéng han trong cung mot mang ndi ba.
Hé ma hoa khoa d6i xtimg thuong dung dé ma hoa nhing ban tin 16n, vi toc d6 ma
hoa va gidi ma nhanh hon h¢ ma hoa cong khai.

11



1.3.2.2. H¢ ma héa khéa phi déi xirng (hé ma héa khéa cong khai)
1/. Khai ni€ém

Hé ma hoa khoa phi ddi xtmg 13 Hé ma hoa c6 khoa 1ap m3 va khoa giai ma khéc
nhau (ke # Kg), biét dugc khoa nay ciing “khé” tinh dugc khoa kia.

H¢ ma hoéa nay con dugc goi la H¢ ma hoa khoa cong khai vi:

+ Khoa 1ap ma cho cong khai, goi 1a khoa cong khai (Public key).

+ Khoa giai ma gitr bi mat, con goi 1a khoa riéng (Private key) hay khoa bi mat.
Mot ngudi bat ky ¢ thé dung khoa cong khai dé ma héa ban tin, nhung chi

nguoi nao c6 dung khoa giai ma thi mai co6 kha nang doc dugce ban ro.

Hé mia hoa khoa cong khai hay Hé ma hoa phi ddi xing do Diffie va Hellman

phét minh vao nhiirng nam 1970.

2/.Vidu

Hé ma hoa RSA, hé ma héa ELGAMAL,....

3/. Dic diém.

Uu diém:

(i). Thuat toan duoc viét mot 1an, cong khai cho nhiéu lan ding, cho nhiéu nguoi
dung, ho chi can gitt bi mat cho khoa riéng ciia minh.

(ii). Khi biét cac tham sb ban ddu cta hé ma hoa, viéc tinh ra cip khoa cong khai va
bi mat phai 1a “dé” , tic 13 trong thoi gian da thirc.

Ngudi giri ¢6 ban rd P va khéa cong khai, thi “dé” tao ra ban ma C.

Nguodi nhan c6 ban ma C va khéa bi mat, thi “d&” gidi duogc thanh ban ro P.

(ii1). Nguoi ma hoa dung khoa cong khai, nguodi giai ma gitt khéa bi mat. Kha nang
16 khoa bi mat kho hon vi chi c6 mdt nguoi gilr gin.

Néu tham ma biét khoa cong khai, c6 ging tim khoa bi mat, thi chung phai duong
dau véi bai toan “kho”.

(iv). Néu tham ma biét khoa cong khai va ban ma C, thi viéc tim ra ban rd P ciing 1a
bai toan “kh6”, s6 phép thir 1a vo cung 16n, khong kha thi.

Nhuoc diém:

Hé ma hoa khoa cong khai: ma hoa va giai ma cham hon hé ma hoa khoa dbi xing.

4/. Noi st dung hé ma hoa khoa cong khai.

Hé ma hoa khoa cong khai thuong dugc sir dung chit yéu trén cac mang cong
khai nhu Internet, khi ma viéc trao doi chuyén khoa bi mat twong dbi kho khan.

Dic trung ndi bat ctia hé ma hoa cong khai 1a khoa cong khai (public key) va
ban ma (ciphertext) déu c6 thé guri di trén mot kénh truyén tin khong an toan.

C6 biét ca khoa cong khai va ban ma, tham ma ciing khong dé kham pha
duoc ban ro.

Nhung vi c6 tdc d6 ma hoa va giai ma cham, nén h¢ ma hoa khoa cong khai
chi dung dé ma hoa nhirng ban tin ngin, vi du nhu ma hoa khoa bi mat giri di.

H¢ ma hoéa khoa cong khai thuong duogc st dung cho cdp ngudi dung thoa
thuan khoa bi mat cia h¢ ma hoa khoa riéng.
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1.4. VAN PE CHU KY SO
1.4.1. Khai niém “chir ky s6”

1.4.1.1. Gigi thigu “chir ky sé”

bé ching thuc nguén géc hay hi¢u luc cua mot tai liéu (vi du: don xin hoc,
gidy bao nhap hoc, ), ldu nay ngudi ta dung chit ky “tay”, ghi vao phia dudi cua
mdi tai liéu. Nhu vy ngudi ky phai truc tiép “ky tay” vao tai liéu.

Ngay nay cac tai liéu duoc s6 hoa, nguoi ta ciing ¢6 nhu cau chimg thuc
ngudn gdc hay hiéu lyc cia cac tai lidu ndy. R& rang khong thé “ky tay” vao tai liéu,
vi chung khong duoc in 4n trén gidy. Tai liéu “sd” (hay tai liéu “dién tir”) 1a mot
xau cac bit (0 hay 1), xau bit c6 thé rt dai (néu in trén gidy c6 thé hang nghin
trang). “Chir ky” dé chimg thuc mot xau bit tai liéu ciing khong thé 1a mot xau bit
nho dit phia dudi xau bit tai liéu. Mot “chir ky”” nhu vay chic chan s& bi ké gian sao
chép dé dat dudi mot tai liéu khac bat hop phap.

Nhirng nam 80 ciia thé ky 20, cac nha khoa hoc di phat minh ra “chit ky s6”
dé chimg thuc mot “tai liéu s6”. D6 chinh 12 “ban ma” ciia xau bit tai liéu.

Nguoi ta tao ra “chir ky s6” (chit ky dién tir) trén “tai liéu s6” gibng nhu tao
ra “ban ma” cua tai liéu vdi “khoa 1ap ma”.

“Chir ky s6” khong duoc sir dung nham bao mat thong tin ma nham bao vé
thdng tin khong bi ngudi khac ¢b tinh thay doi dé tao ra thong tin sai léch. Noi cach
khac, “chit ky s6” gitip xac dinh duoc ngudi di tao ra hay chiu trach nhiém déi véi
mot thong di¢p.

Nhu vay “ky s6” trén “tai liéu s6 1a “ky” trén timg bit tai liéu. Ké gian kho
thé gia mao “chit ky s6” néu n6 khong biét “khoa 1ap ma”.

Dé kiém tra mot “chir ky s6” thude vé mot “tai lidu sb6”, nguoi ta gidi ma
“chir ky s6” bang “khéa giai ma”, va so sanh véi tai liéu goc.

Ngoai ¥ nghia dé chimg thuc ngudn gbe hay hiéu luc cua cac tai liéu sb hoa.
Mit manh ctia “chir ky s6” hon “chir ky tay” 1a & chd ngudi ta co thé “ky” vao tai
lidu tir rat xa trén mang cong khai. Hon thé nita, c6 thé “ky” bang céc thiét bj cAm
tay (VD dién thoai di dong) tai khip moi noi (Ubikytous) va di dong (Mobile), mién

1a két n61 dugc vao mang. BJ ton bao thoi gian, strc luc, chi phi.
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1.4.1.2. So do chir ky s

So db chit ky la by ndm (P, A, K, S, V), trong do:
P: 1a tap hitu han cac van ban co thé.
A: 1a tap hiru han céc chit ky c6 thé.
K: 1a tap hiru han cic khoa c6 thé.
S: 1a tap cac thuat toan ky.
V: 1a tap cac thuat toan kiém thu.
Véi moi khoa k e K co:
Thuat toan ky Sigy € S, Sigy: P— A,

Thuat toan kiém tra chir ky Ver, € V, Ver «: P x A— {dung, sai}, thoa man

dieu kién sau véimoi X e P, ye A

Pung, néu y = Sigy(X)

Ver(x,y)= —

Sai, néu y # Sigy(X)

Chuy
Thudng ding hé ma hoa khoa cong khai dé 1ap “So d chir ky s6”. O day,
khoa bi mat a dung lam khoa “ky”, khoa cong khai b dung lam khoa kiém tra “chir
ky”. (Nguoc lai véi ma hoa, dung khoa cong khai b 1ap ma, khoa bi mat a gidi ma.)
Diéu nay 13 hoan toan ty nhién, “ky” cin giit bi mat nén phai dung khoa bi
mat a dé “ky”. Con “chit ky”” 1a cong khai cho moi nguoi biét, nén ho dung khoa

cong khai b dé kiém tra.
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1.4.1.3. Phén logi “Chit ky s4”

1.4.1.3.1. Phdn loai chit ky theo ddc trung kiém tra chit ky
1). Chir ky khoi phuc thong diép:
La loai chit ky, trong d6 ngudi gl chi can gui “chit ky” , ngudi nhan c6 thé
khoi
phuc lai dugc thong di¢p, da duoc “ky” bdi “chir ky” nay.
2). Chit ky di kem thong di€p:
La loai chir ky, trong d6 nguoi gt chi can gui “chit ky”, phai giri kém ca thong
diép da duoc “ky” bai “chit ky” nay. Nguoc lai, s& khong co dugc thong diép goc.
Vi du:Chir ky Elgamal la chir ky di kém thong di¢p, s€ trinh bay trong muc sau.

1.4.1.3.2. Phan loai chit ky theo murc an toan
1). Chir ky “khong thé pha nhan”:

Nhim tranh viéc nhan ban chit ky dé sir dung nhiéu lan, t6t nhat 1a ngudi giri
tham gia truc tiép vao viéc kiém thir chir ky. biéu d6 dugc thuc hién béng mot giao
thirc
kiém thtr, dudi dang mot giao thirc moi hoi va tra 10i.

Vi du: Chir ky khong phu dinh (Chaum- van Antverpen), trinh bay trong muc sau.
2). Chir ky “mét 1an”:
Dé bao dam an toan, “Khoa ky” chi ding 1 1an (one - time) trén 1 tai liéu.

Vi du: Chir ky mét 1an Lamport. Chit ky Fail - Stop (Van Heyst & Pedersen).

1.4.1.3.3. Phan loai chit ky theo trng dung dac trung
Chir ky “mu” (Blind Signature).

Chir ky “nhém” (Group Signature).

Chit ky “b6i” (Multy Signature).

Chir ky “mu nhém” (Blind Group Signature).

Chir ky “mu bdi” (Blind Multy Signature).
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Chwong 2. CAC KHAI NIEM CO BAN VE THUONG MAI PIEN TU
2.1. TONG QUAN VE CAC HOAT PONG THUONG MAI PIEN TU

2.1.1 Khai niém thwong mai dién ti.

Theo Uy ban Chau Au: Thuong mai dién tir dwoc hiéu \a viéc thuc hién
hoat dong kinh doanh qua cac phuong tién dién tu. NO dwa trén viéc xur ly va
truyén dir liéu dién tir dudi dang text, &m thanh va hinh dnh.

Theo Té chirc Thuong mai Thé giéi: Thirong mai dién tir bao gom viéc
sdn xudt, quang 4o, ban hang va phan phéi san pham dwge mua béan va thanh
toan trén mang Internet, nhung dwroc giao nhdn mét cach hitu hinh ca cac san
pham dwoc giao nhdn ciing nhuw nhitng thdng tin sé hda thong qua mang Internet.

Vai tro tac dong

Cung véi sy phat trién cua Internet va world wide web, TMBT ra doi va ngay cang
phat trién, ngay cang khang dinh vi thé ctia n6 trong doi sdng xa hoi. Va n6 ngiy cang
¢6 nhiing tac dong to 16n trong doi song ciia con ngudi. Trong hoat dong thuong mai,
TMBT gbp nhing vai tro dang keé:

Voi doanh nghiép:

TMDT xuét hién va phat trién, gitip cho cac doanh nghiép c6 thé tuong tac véi
nhau hay tim kiém khach hang nhanh hon, tién lgi hon v&i mot chi phi thdp hon nhiéu
so voi thuong mai truyén thong. TMPT lam cho viée canh tranh toan cau phat trién, va
su tién loi trong viéc so sanh giad ca khién cho nhitng nguoi ban 1é huong chénh 1éch
gia it hon. Tir khi TMPT ra doi, no tao diéu kién cho cac doanh nghiép vira va nho va
cac doanh nghiép ¢ cdc nudc moi phat trién cé thé canh tranh véi cach doanh nghiép
16n. N6 gitp cach doanh nghiép co6 thé gidi thiéu hang hoa dén khach hang mot cach
tu dong, nhanh chong nhat, n6 gitp giam chi phi lién lac, giao dich, chi phi marketing.

Voi ngwoi tiéu dung:

TMBT gitp ngudi mua ¢ thé tim hiéu, nghién ciru cac thong sd hang hoa va céac
dich vu kém theo san phém mot cach tién 1gi nhit, nhanh nhat. Ho c6 thé so sanh hang
hoéa ciing nhu gia ca cua hang hoa dé dwa ra quyét dinh lya chon hop 1y nhét, & d6, ho
c6 thé mua hang hoa voi gia ca thap nhat hop 1y nhit c6 thé.

TMDT gitp nguoi tiéu dung ¢ thé dé dang dua ra nhiing yéu cau dic biét cta
minh cho cac nha doanh nghiép dap tng, ho co thé giam gia dau gid truc tuyén trén
toan cau hay ciing c6 thé lién lac v6i nhiing nguoi tiéu dung khac c6 ciing nhu cau véi
minh dé mua hang theo 16 véi gia ré hon. Internet cach mang hoa marketing ban 1¢ va
marketing truc tiép. Ngudi tiéu dung c6 thé mua sdm bat cir san phdm nao cta nha san
xuat va nhitng nha ban 1é trén khap thé gioi.... Tat ca déu dugc thuc hién ngay tai nha.
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Voi nganh ngdn hang va cdac nganh dich vu khac:

Khi TMBT phat trién, nganh ngan hang, nganh gido duc, tu van, thiét ké,
marketting va rit nhiéu nhitng dich vu trong tng d va dang thay d6i rat nhiéu vé cach
thirc, chat luong dich vu. Nganh ngan hang tir giit tién truyén thong, da chuyén sang
Iuu trit, giao dich va quan 1y dong tién s dua vao internet va TMDT ...

Ngay cang nhiéu doanh nghiép va ngudi tiéu dung tir nhiéu qudc gia khac nhau tham
gia vio TMDT, Doanh thu tr TMDT ngay cang chiém ty trong 16n trong doanh thu
thwong mai.... Nganh quang cdo truc tuyén mang lai nhitng loi nhuan khéng 16 cho
doanh nghié€p cling nhu cho chinh phu. TMPT ngay cang c6 nhirng tac dong to 16n.
Thir nhat, n6 pha v& gidi han khong gian va thoi gian kinh doanh.

Thit hai, TMPT tao mdi quan hé tryc tiép giita nha cung cap véi ngudi tiéu dung.

Thir ba, TMDT lam giam déng ké sy phong doan: Thuong mai trong xa hoi cong
nghiép truyén thdng thuong duoc xdy dung trén mot thé gidi — sy phong doan.
No6i mot cach khac dai 1y va ngudi ban 1é déu tham gia vao viéc phong doan: khach
hang muén cai gi?

Thit tir, tao 1én mot sy lua chon phong phu, va cac yéu cau phong phi da dang hon:
Khach hang c6 thé dua ra yéu cau nhitng cai ma ho mudn co, va nhitng yéu cau d6 co
thé duoc dap tng.

Thir nam, tac dong ciia bat dong san ddi v6i kinh doanh giam dang ké: Voi TMPT,
ching ta da chuyén vao xa hoi mang, Céc giao dich s€ dya vao h¢ théng giao nhan tryc
tiép va sd lwong nhitng ngudi trung gian s& giam di rat nhiéu.

Thit sdu, thuong mai qudc té gilta cac c4 nhan ngay cang phat trién hon.

Thir bay, Cudc cach mang tiép thi ctia cac san pham va dich vu sé hoa ngay cang phat
trién manh.

Thir tam, TMDT tao strc manh cai to gdy ra bién d6i cia ngan hang truyén thong.

Thir chin, Cudc vién thong sé& 12 khoan thu 16n nhét ciia chinh phi.

Thit mwoi, TMDT phat trién, cac luat méi ciling can duoc phat trién va ban hanh.

2.1.2 Cac dac trung ciia Thwong mai dién tir.

1) Céc bén tién hanh giao dich khéng tiép xdc truc tiép v6i nhau va
khong doi hoi phai biét nhau tir trude.

2) Puoc thyc hién trén thi trudng khong c6 bién gidi (thi trudng thong
nhat todn cau) va truc tiép tac dong téi moi trudng canh tranh toan cau.

3) Trong hoat dong giao dich c6 su tham gia cua it nhat ba chi thé, mot
bén khdng thé thiéu dugc 12 nguoi cung cap dich vu mang, va cac co
quan chung thuc.

4) P6i v6i thuong mai dién tir, thi mang ludi thdng tin chinh 12 thi
truong.
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2.1.3 Cac mo6 hinh thwong mai dién ti.

M® hinh B2C (Business—To—Customer: Nha cung cdp t&i khach hang):
B2C Ia hinh thtre giao dich gitra mdt doanh nghiép va nguoi tiéu dung tai
c4c ctra hang trén Internet thuong 14 cAc Website Internet, bao gom viéc hd tro
khach hang tric tuyén va ban 1é hang hoa tryc tuyén. Thudong khdng doi hoi hda
don ching tr. M6 hinh nay con goi 1a mo hinh luén ban dién tr (E — Business).
M6 hinh B2B (Business to Business: Nha cung cdp téi nha cung cdp):
B2B la loai hinh cho phép thuc hién giao dich gitra cAc doanh nghiép vai
nhau hay giita cac chi nhanh véi tong cong ty. Cac hoat dong c6 thé gom dam
phan ky két hop dong, dat hang qua hé thdng catalog truc tuyén, quan ly diéu
phéi hang hoa gifta cac chi nhanh, tim kiém d6i tac, dau gia goi thau va bao gom
ca viéc béan 1¢ hang hoa truc tuyén. Giao dich B2B phai c6 hda don ching tir
dién tir ddy du gia tri phap ly. M6 hinh nay con goi 1a mé hinh TMPT (E —

Commerce).

M6 hinh P2P (Peer to Peer: ca nhan ¢gi ca nhan):
P2P la viéc kinh doanh TMBT gilra ngudi ti€u dung va nguoi tiéu dung
(hai nhém dbi twong trong d6 ngudi ban va ngudi mua déu la ca nhan.
M6 hinh B2G (Business To Government—-doanh nghiép véi Chinh phu):
B2G gdom moi giao dich giita c4c doanh nghiép véi co quan chinh quyén.
Bén canh viéc mua ban hang hoa, chinh phu c6 thé cung cap cac dich vu cia

minh cho doanh nghiép qua mang nhu thu thué, tra tién, dang ky kinh doanh.
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2.2. MOT SO BAI TOAN VE AN TOAN THONG TIN TRONG GIAI

POAN THOA THUAN KY KET HQP PONG PIEN TU

2.2.1. GIOI THIEU

Quy trinh TMDT khéng khac nhiéu so v6i throng mai truyén théng. D6 1a mot
qua trinh mua ban hang hoa, hay quy trinh cua mot thuwong vu thwong mai thong qua
cac phuong tién dién tir. Quy trinh thuong mai néi chung va TMPT ndi riéng déu co
cac giai doan sau:
1/.Quang b, gi6i thiéu san pham (Marketing).
2/.Théa thuin va Ky két hop dong.
3/.Thanh toan va chuyén giao sin pham.

Mot trang TMDT an toan, trudc hét nd phai dam bao nhitng yéu cau an toan
thong tin nhu di trinh bay trong chuong I. Ngoai nhirg yéu ciu an toan thong tin va
phuong phap giai quyét chung trong giao dich dién tir, trong TMBDT ¢6 nhiing yéu cu
an toan thong tin riéng dic trung va nhitng phuong phap giai quyét riéng.

Trong mdi qua trinh thurong vu TMDT déu c6 nhitng van dé thach thirc, nhitng
bai toan dit ra trong an toan thong tin, an toan TMDT: nhu ban quyén, bao mat thong
tin, toan ven thong tin, chéng tr choi dich vu, tranh gian 1an trong giao dich, trong
thanh toan... O mdi qua trinh thuong vu TMDT déu c6 nhitng bai toan riéng ctia no,
trong chuong nay ta s€ nghién ctru cac bai todn an toan thong tin dac trung dat ra trong

mdi quy trinh thuong vu TMDT.
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2.2.2. MOT SO BAI TOAN TRONG THOA THUAN VA KY KET
HOP PONG

Viéc thoa thuan hop dong thuong mai gém hai giai doan 1a dam phan hop dong
va ky két hop ddng. bam phan hop dong 1a thuc hién mot hodc nhiéu cudc dbi thoai,
thuong luong gitta 2 bén hoic nhiéu bén c¢6 ¥ mudn quan hé d6i tac voi nhau, nhim
tién dén mot thoa thudn chung, dap img yéu cau ca nhan hoic yéu cau hop tac kinh
doanh cua cac bén tham gia dam phan.

Ky két hop dong 13 ky xac nhdn cac ndi dung dd dam phan thoa thudn & trén, tir
d6 ban hop dong c6 hiéu luc.

Véi Internet viéc thoa thuan hop dong giam dugc nhiu thoi gian trao ddi gitra
doanh nghiép v6i doanh nghiép d6i tic cling nhu cac khach hang cta ho. Ciing gidng
nhu thoa thuan hop dong thuong mai truyén thong cac van dé dam phan, thoa thuan,
ky két déu phai tuan theo luat thuong mai.

Ngoai nhirng véan de nay sinh nhu trong thoa thuén hop dong thong thuong, thoa
thuan hop dong truc tuyén con co _nhing van dé khac nhu nhitng van dé an toan thong
tin trong giao dich: xdc minh nguon goc giao dich, dam bao bi mat, toan ven thong tin
thoa thuan ky két hop ddng, chéng chdi bo giao dich. Ngoai ra trong thoa thuan hop
dong con c6 mot sb bai toan dic trung riéng, trong phan nay s& dé cap dén.

2.2.2.1. Bdo dam tinh toan ven thong tin hgp dong truc tuyén
Bai toan:

Trong thoa thuan hop dong truc tuyén giita A va B vé dat mua va cung cip mot
loai mat hang hay dich vu nao do, gia sir A 1a ngudi soan hop ddng va gui dén B xem
xét va thoa thuan, néu B dong ¥ véi cac didu khoan cua hop dong thi B s& ky 1én hop
dong d6. Van dé dat ra 1a lidu c6 mot ké thir ba trdi phép nao d6 da chin xem va sta
ban hop dong d6, ndi dung ban hop déng B nhan duoc co dung véi ndi dung ma A da
soan thao?

Khi B nhan duogc ban hop dong tor A, gia st trén dudng truyen ban hop dong khong bi
sira doi, B dong Y voi cac diéu khoan trong ban hop dong va B ky chap nhan hop
dong, hay néu B khong dong ¥ voi tat ca cac diéu khoan, B bd xung mot sb diéu khoan
dé thoa thuan lai va giri lai cho A. Trong qua trinh ban hop dong da duoc B ky giri vé
A, lidu ban hop dong d6 c6 ding nhu ban hgp dong ma B da giri hay da bi sira doi - bi
xam pham tinh toan ven thong tin ctia ban hop dong nay.

Gidi phap:

Pé dam bao tinh toan ven cia ban hop ddng truc tuyén trong khi ching dugc
truyén di trén mang trudc hét ta can mot kénh truyén an toan, véi cac phuong phap
dam bao tinh toan ven trong giao dich n6i chung, mot ky thuat dic trung quan trong dé
dam bao tinh toan ven hop dong giao dich 1a dung chit ky sé va chtng chi dién ti.

Khi ndi dung ctia ban hop ddng bi thay doi, thi chir ky trén ban hop dong do ciing
phai thay doi theo. Chir ky dién tir nham dam bao tinh toan ven, duy nhat va khong bi
stra d6i dir liéu gdc boi nguoi khac. Chir ky 1a bang ching xac thuc nguoi gui chinh 1a
tac gia ciia thong diép ma khong phai 1a mot ai khac. Khong nhiing thé, khi chir ky
dién tir dugc gan voi thong diép dién tir thi dam bao rang thong tin trén dudng chuyén
di s& khong bi thay d6i. Moi sy thay doi du nho nhét s& déu bi phat hién d& dang.
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2.2.2.2. Bdo dam tinh xdc thuc
Bai toan:

Xac thue 1a mot thu tuc nham kiém tra cac thong bao nhan dugc, xem chung c6
dén tir mot ngudn hop 18 va ¢ bi sira doi hay khéng. Xac thuc thong bao ciing c6 thé
kiém tra tinh trinh ty va tinh dang lic. Chir ky s6 1a mot k§ thuat xac thuc. N6 ciing
bao gém nhiéu bién phap dé chdng lai viéc chdi bo da giri hay di nhan thong béo cia
hai bén gtri va bén nhan.

Khi nhan duoc don dit hang, hay giao dich nao d6, chu doanh nghiép phai biét
16 thong tin d6 ¢ phai da dén tir mot ngudn tin ciy hay khong? Khach hang ciing nhu
doanh nghiép cin phai biét chinh xac rang ho dang giao dich véi ai, va ddi tac giao
dich cta ho c6 dang tin cdy khong, c6 an toan khong?

Doi khi khach hang, hay céc nha giao dich khong biét dugc minh dang giao
dich v6i ai. Rat nhiéu cong ty ma, hay cac dja chi 40, cac website gia mao website clia
doanh nghiép dé lira gat khach hang, gay thiét hai khong nho cho khach hang giao
dich, hay cac doanh nghiép tham gia TMDT ...

Xac thyc thong bao s& bao vé hai thanh vién (trao d6i thong bao qua thanh vién
thir ba). Tuy nhién hai thanh vién khong bao v¢ 14n nhau. Gia thiét, John glri mat
thong béo di xac thuc cho Mary. C6 thé xay ra tranh chap gilta hai thanh vién nhu sau:

Mary c6 thé 1am gia mot théng bao khac va tuyén bd rang thong bao nay co
ngudn gdc tir John. Mary c6 thé tao mot thong béo va gin mi xac thuc bang khoa
chung cua ho.

John c6 thé chdi bo da giri thong bao. Vi Mary c6 thé lam gia théng bao va vi vay
khong ¢ cach nao dé chimg minh John da gtri thong béo.
Giai phap:

Céc tranh chap xdy ra gilta ngudi gui va nguoil nhén khong co s tin cay tuyét
d01 C6 nhiéu giai phap cho van dé xac thue nhu ham bam, chimg chi dién tw, chir ky
s6. Giai phap thuong dung 13 chit ky sb. Chit ky sd, twong tu nhu chit ky bing tay, né
phai c6 mot sd tinh chat sau:

— (Co6 kha nang xac thuc tac gia va thoi gian ky.
— €6 kha ning xac thyc ndi dung tai thoi diém ky.
— Céc thanh vién thir ba c6 thé kiém ta dé giai quyét tranh chp.

Vi chure nang ky s6 bao ham ca churc nang xac thuc, dua vao céc tinh chat co ban
nay ta dua ra mdt sO yéu cau sau cho chit ky so:

— Chir ky sb phai 1a mot mau bit phy thudc vao thong bao duge ky.

— Chit ky phai dung thong tin duy nhat nao d6 tir ngudi giri, nhim ngin chin
tinh trang gid mao va chdi bo.

— Tao ra chit ky s6 dé dang.
— Dé nhan ra va dé kiém tra chit ky.

— Kho lam gia chit ky sb bang cach tao ra mot thong bao méi cho mét chir ky so
hién c6, hodc tao ra mét chir ky gia cho mdt thong bao ¢ trude.

— Trong thyc t€, can phai luu gitt ban sao cua chir ky so.
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2.2.2.3. Chéong chéi bé hop dong giao dich
Bai toan:

Véi hop dong thong thuong, d6i tac hai bén biét mit nhau, cing nhau truc tiép
ky két hop dong vé6i su chimg kién cua nhiéu ngudi voi ludt giao dich rd rang minh
bach. Giao két hop ddong TMDT dugc thuc hién trong méi trudng Internet ..., cic bén
tham gia ky két hop dong xa nhau vé dia 1y, tham chi ho c6 thé khong biét mat nhau,
thi van dé chéi bo hop déng c6 thé x4y ra rit cao, mat khac, luat phap cho TMDT chua
du, gay ra thiét hai 1on cho cac bén tham gia ky két hop dong.

Vidy 6ng A mudn dit mua mot mat hang cua cong ty X ¢ nudc ngoai. Sau khi
thoa thuin ky két hop dong, Cong ty X chuyén hang dén 6ng A (kém theo d6 1a chi phi
van chuyén, thué hai quan), khi san pham dén, ong A thay doi y kién, khong mudn
mua san pham nay nita, va 6ng A di chdi bo nhiing gi minh da thoa thuan (khong co
bén thir 3 thuc nao xac nhan cudc théa thuan hop dong mua hang giita ong A va cong
ty X) ... Viéc nay gay thiét hai cho cong ty X.

Truong hop cong ty X mang hang dén cho 6ng A, nhung mit hang khong ding
nhu trong thoa thudn, ma cong ty X cir mot myc khéng dinh réng ong A da dat mua
san pham nay. Diéu nay gay thiét hai cho 6ng A.

Nhu vay, chéi bo thoa thuan hop dong gay thiét hai cho cac dbi tuong tham gia
TMDT. Chéng chdi bod giao dich 1a bai toan quan trong trong qué trinh thoéa thuin
hop dong trong TMDT.

Giai phap:

Dé chéng chdi bo hop dong giao dich TMPT trudc hét can c6 mdt hanh lang
phap ly cho giao dich TMDT. Vé mat k¥ thuat, giai phap théng dung dé dam bao
chdng chéi bo thoa thuin hop dong TMDT, d6 1a chir ky s va chung thuc dién tir. Vi
du chir ky khong thé phu nhan duoc, d6 1a chit ky c6 thé ching minh xac thuc rang
anh A c6 tham gia vao mot giao dich di¢n tir nao hay khong, chit ky trén van ban giao
dich c6 dung dich thyc ctia anh A hay khong, néu d6 1a chir ky cia A ma A chdi bo, s&
c6 giao thic chimg minh, budc A khong duoc chdi bo giao dich hop dong di thoa
thuan. Chuong trinh thir nghiém sé moé phong ung dung cia chit ky khong thé phu
nhan trong quy trinh dat don hang tryc tuyén.

22



Chwong 3. MOT SO PHUONG PHAP QUAN LY KHOA MAT MA
DUNG TRONG THOA THUAN KY KET HOP PONG

3.1. GIOI THIEU KHOA VA MOQT SO KHAI NIEM LIEN QUAN

Trong mot mang lién lac dir li¢u, gia st réng mot user & mot terminal dang lién
lac v61 mot chuong trinh ting dung hay mot user & mot terminal khic ¢ trong cung mot
vung hay & mdt vung khac, cac user nay dung chung mot khod (khod chinh K). Khoa
K nay co thé 1a mot khoa bi mat duoc cung cép va duoc chép nhan trudc boi cac user

hoic mot khoa dugc cip phat dong boi hé thdng va gan cho cac user nay, duoc goi 1a

Uzerl - Ueer 2

(hink 1,17

khoa ma hod dit li¢u hodc khoa giai ma dir ligu.

Mot khoa chinh dugc dung dé bao mat lién lac dugc goi 12 khoa giao tiép chinh
(primary communication key - KC). Khoa ma hoa dir li¢u chico tac dung trong khoang
thoi gian ctia mot phién lién lac va dugc goi 1a khoa phién (session key - KS).

Dbi véi bao mat file, khoa ma hoa dir liéu dung dé bao vé file goi 1a khoa file
(file key - KF). Khoa file dugc tap boi nguoi ding cudi hodc bdi hé thong. File di ma
hod c6 thé duoc gidi ma & mot terminal hodc mot host bat ky nao c6 chura san khoa KF
nay.

Khoa phu (secondary key - KN) trong d¢6 N biéu dién nit, 1a mét loai khoa ma
hod khod dugc dung dé bao vé cac khoa chinh. Khi mot khoa phu duoc dung dé bao vé
khod trong moéi trudng giao tiép thi duwoc goi 1a khoa giao tiép phu (secondary
communication key - KNC), con khi ap dung trong mdi truong co sé dir li€u thi dugc
goi la khoa tap tin phu ( secondary file key - KNF).

Trong mdt moi trudng giao tiép, mot khoa chinh chi ton tai trong khoang thoi
gian hai ngudi dung cudi trao d6i dir liéu v6i nhau. Thong thuong khoa sé& chi ton tai
trong khoang vai phut hodc vai gid, it khi ton tai hon mot ngay. Nguoc lai khoa chinh
dugc dung dé bao vé dir lidu luu trir c6 thé ton tai trong khoang vai nim hodc trong
sudt thoi gian ma tap tin dugc luu trir. Con khoa phy thong thuong duoc dua vao hé
théng lic c6 yéu cau cai dit théng qua bo tao khod, cac khoa phu duogc luu trir 1au dai

(vai thang hodc vai nam) va khong dugc thay doi.
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DPdi voi bao mat lién lac, cac khoa phién lién lac dugc tao ra ¢ host va sau do
duge truyén dén mot nit nhan (terminal hodc host) thong qua mot mang lién lac( gia
st 1a khong an toan). Khoa phién lién lac dugc bdo mat béng cach ma hoa né bo1 mot
khoa khac (khoa ma hoa khoa ) ma duoc cai san & nit nhan. Mdi nit nhan c6 mot khoa
ma hoa khoa duy nhat. Do d6 néu khoa nay bi hong thi chi anh hudng dén tinh an toan
& tai terminal nay ma khong 1am anh huéng dén tinh an toan au toan b mang.

Trong mot s6 hé thong riéng biét, mot tap cac khoa ma hod khoa duoc dung dé
mi hoda cac khoa phién lién lac dugc truyén tir host nay dén host khac va mot tip cac
khoa ma hoa khoa khic dugc ding dé ma hod cac khoa phién lién lac duoc truyén tir
host dén terminal. Vi viy mdi hos phai chira khoa mi hoa dén host va terminal ma no
lién lac dén (dugc goi 1a khoa chu ciia host — KM — key master ), trong khi mdi
terminal chi can chira mdt khoa m3 hoa dén host ma né lién lac (duoc goi la khoa chu
cua terminal — KTM — key terminal master ).

Hé mat ma chira thudt toan ma hoa (nhu 13 DES) va mdt bd nhé c¢d dinh dé
chtra cac khoa chu (nhu 1a KM, KTM & host hoic KTM & terminal). N6 chi c6 thé
dugc truy xuat thong qua céc giao tié hop phap. Vi mot sb luong 16n cac khoa ma hoa
dugc dung ¢ bo xur ly cua host nén can phai c6 cac thu tuc tu dong tao ra va quan ly
cac khoa nay. B0 tao khoa s€ tao ra cac khoa ma hoa khoa ma ching duoc yéu cau boi
host hodc ¢6 thé duoc chi dinh bai cac user. No ¢ dic quyén thém vao, thay ddi va
huy bo cac khod. BO quan 1y khoa c¢6 nhiém vu ma hoé lai mot khoa tir viéc ma hoa
bé1 mot khoa khac.

Céac nut ma ¢ d6 doi hoi ma hoa dir li€u thi phai chira cac thuit toan ma hoa
giong nhau va mdi nut phai c6 mot ban sao ctia cing mot khoa ma hoa K. Hai nut phai
luén ludn st dung mdt khod ma hoa dir li€u chung dé cho phép lién lac an toan véi

nhau. Nho vay s& giam thiéu hu hong néu mot khoa bi pha hong.
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Pé bao mat khi truyén thong, nguoi ta str dung cic giai thuat ma hod ddi ximg
(hé thong khoa bi mat) va ma hoa khong ddi xtimg (hé thong khoa cong khai). Hé
thong khoa cong khai ¢ wu diém hon hé thdng khoa bi mét ¢ chd khéng can c6 kénh
an toan dé troa doi khoa mat. Tuy nhién, déng tiéc 1a hau hét cac hé thong ma hoa
khoé cong khai déu cham hon nhiéu so véi cac hé théng khod bi mat nhu DES. Vi vy
trong thyc t& hé théng khoa bi mat thuong dugc ding dé ma hoa cac birc dién dai.

Nhung khi d6 chung ta phai giai quyét bai toan trao d6i khoa mat
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3.2. VAN PE QUAN LY KHOA CONG KHAI

3.2.1.Gidi thiéu vé PKI

1). Co s ha tang vé M4t ma khoa cong khai (Public Key Infrastructure — PKI).

PKI c6 thé hiéu 1a: Tdp hop cdc cong cu, phwong tién cUng cdc giao thirc bao
dam an toan truyén tin cho cac giao dich trén mang may tinh cong khai. D6 1a nén
mong ma trén dé cac ung dung, cac hé thong an toan bao mat thong tin duoc thiét 1ap.

Theo nghia day du, PKI gdm 3 phan chinh:

Phan 1: Tap hop cac cong cy, phuong tién, giao thirc bao dam an toan thong tin.
Phan 2: Hanh lang phap 1y: Luat giao dich dién tir, cac Qui dinh dudi lut.
Phan 3: Cac t6 chire diéu hanh giao dich dién tr (CA, RA, LRA,...).
Ba thanh phén trén thiét 1ap mot Hé thong tin cdy trén mang mdy tinh cong khai.
2).Hé thong cé cdc kha nang sau:
e Bio dam bi mdt C4c thong tin truyén trén mang: thuc thé khong duoc cip quyén
khoéng thé xem trom ban tin.
e Bio dam foan ven cac thong tin truyén trén mang: thuc thé khong duogc cap
quyén khong co thé sira doi ban tin.
e Bio dam xdc thuc cac thong tin truyén trén mang: thuc thé nhan ban tin c6 thé
dinh danh dugc thuc thé gtri ban tin va nguoc lai.
e Bao dam h tro cac yéu cau chong chéi cdi.

Nho nhitng khéa nang do, trén hé théng nay, cac thyc thé khong biét mit nhau, 72r
xa c6 thé tién hanh cdc giao dich trong niém tin cdy lan nhau.
3).Xdy dung PKI 1a cong viéc cla mdi nudc, khong ai thay thé ta duoc. Néu dung
hé thong sin co cua nudc ngoai thi khong liy gi 1am bao dam an toan, bi mét cua riéng
ta. Mat khac khi co su b an toan truyen thong chung ta khong c6 co ¢ khoa hoc dé
xtr 1y, khong phai moi lan gap su co lai phai moi nudce ngoai.

* Khéc voi cac phan mém thong thuong, day la phan mém bao mat, chiing ta phai ty
lam hé thdng bao mat cho riéng minh. Diéu d6 tin cdy hon. Mit khac khi nim ving
co che bao mat ctiia minh, chung ta s& khic phuc dugc hau qua khi xay ra cac su cb
truyén thong.
* Mbi nganh nghé, mdi linh vuc ¢ yéu cau “an toan va bao mat” riéng, vi vy hién
nay nguoi ta thu:orng xay dung PKI cho riéng minh.
* Ciing c6 ¥ kién cho rang nén dung PKI chung cho moi nganh nghé, moi linh vuc.
Quan diém nay cling giong nhu dung phan mém quan 1y chung cho moi nganh nghg,
moi linh vuc! Thyc té da khong xay ra nhu vay.
* O nude ta mot s6 co sé cd nghién ciru van dé trén nhung moi & muc st dung cong
nghé clia nudc ngoai. Ho chua du lyc luong dé 1y giai mot cach khoa hoc cac giai
phap, cong nghé nay.
* Mot s0 co so khac chi nghién ctru ly thuyét, chua nghién ctru giai phap, cong nghé.
4). Nudc ta da co nhu cau xay dung Co s6 ha tang vé Mat ma khoa cong khai (PKI):
- 2002, chung ta da chuyén cac dé thi vao dai hoc qua mang may tinh t6i mots6  dia
diém thi mot cach an toan. Tuy vay chwa c6 hé théng thuc hién thuong xuyén.
- Ngay 2-5-2002, di c6 Quyét dinh s6 44/2002/QD-TTg ctia Thi tudéng Chinh phu:
“Vé viée sur dung ching tir dién tir lam ching tur ké toan”.
- Ngay 29/11/2005, Qudc hoi da thong qua “Luit giao dich dién tu”.

Ngay 1/3/2006, “Luat giao dich di¢n t” tai Viét nam da c6 hi¢u luc
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3.2.2. N¢i dung PKI

3.2.2.1. Cac thanh phan ky thudt co ban cua PKI
Néi dung nghién ciru  (Ma hoa, Ky s, Chung chi s6)
Ma hoa.

Ma hoa la cong cu co ban cua viéc dam bdo an toan dir liu. O thoi ky so khai,
con nguoi di st dung nhiéu phuong phap dé bao vé cac thong tin bi mat, nhung tat ca
cac phuong phap d6 chi mang tinh nghé thuat hon 1a khoa hoc. Ban dau, mat ma hoc
duge st dung phd bién cho quan doi, qua nhiéu cudc chién tranh, vai tro cua mat ma
ngdy cang quan trong va mang lai nhiéu thanh qua khong nhé nhu cc hé mi c6 dién
Caeser, Playfair,...Chung di 13 nén tang cho mat ma hoc nay nay.

Ngay nay, khi toan hoc duogc ap dung cho mat ma hoc thi lich sir cia mat ma
hoc d3 sang trang moi. Viéc ra doi cac hé ma hoa ddi xing khong 1am mat di vai tro
clia cac hé mat ma cd dién ma con bd sung cho nganh mat ma nhiéu phuong phap ma
hoa moi. T nam 1976, khi hé mat ma phi dbi xung (mat ma khoa cong khai) ra
doi, nhiéu khai niém moi gan voi mat ma hoc da xuat hién: chir ky s6, ham bam, ma
dai dién, chiing chi s6. Mat ma hoc khong chi 4p dung cho quan sy ma con cho cac
linh vuc kinh té xa hoi khac (giao dich hanh chinh, thuong mai dién tir).

Hién nay c6 nhiéu phuong phap mé hoa khac nhau, mdi phuong phap co uu,
nhugce diém riéng. Tuy theo yéu cau cua méi trudng ung dung nao, nguoi ta co thé
dung phuong phap nay hay phuong phap kia. C6 nhiitng moi truong can phai an toan
tuyét d6i bat ké thoi gian va chi phi. C6 nhitng méi trudng lai can giai phap dung hoa
gilta bao mat va chi phi.

Céac thong diép can chuyén di va cin dugc biao vé an toan goi 1a ban rd
(plaintext), va duoc ky hiéu 1a P. N6 ¢6 thé 1a mot dong cac bit, cac file, am thanh  s6
hoa,... Ban rd dugc dung dé luu trit hodc dé truyén dat thong tin. Trong moi trudng
hop ban 13 13 thong diép cAn ma hod. Qua trinh xur Iy mot thong diép trude khi giri
duoc goi l1a qua trinh ma hoa (encryption). Mot thong di¢p da dugc ma hod dugc goi la
ban ma (ciphertext), va dugc ky hié¢u la C. Qua trinh xtt Iy nguoc lai tir ban ma thanh
ban ro dugc goi la qua trinh gidi ma (decryption).

Hé mat ma 1a tap hop cac thuat toan, cac khoa nham che dau thong tin tin cling
nhu lam rd nd.

H¢ mat ma dugc dinh nghia 1a bo nam ( P,C,K,E,D), trong do:

- P la tap hitu han cac ban 13 co thé
- C la tap hitu han cac ban mi c6 thé
- K 1a tap hitu han khoa c6 thé

- Elatip cadc ham 1ap ma

- D la tip cac ham gidi ma. Vi mdi ke K c6 mot ham 1ap ma EeE (E:P— C)
va mot ham giai ma Dy €D (Dy: C —» P) sao cho Dy (Ex (X)) =x, V X €P.
Hién nay cac hé mat ma duoc phan lam hai loai chinh la: H¢ mat ma dbi xung va
hé mat ma phi d6i xtimg (hay con goi 1a hé mat ma khoa cong khai).
Mot $6 hé mat ma ddi xung la: Caesar, IDEA, DES, Triple DES.
Mot $6 hé mat ma cong khai la: RSA, Elgamal, ECC.
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* Hé Ma héa khéa doi xirng

Secret key
PN

\
Encryption X Decryption

Plaintext Ciphertext Plaintext

N v /
Sender Recipient

* Uy diém:

\

- Toc d6 ma hoa nhanh.

- St dung don gian: chi can dung mdt khoa cho ca 2 budc ma va giai ma.

* Nhwoce diem:

- Cac phuong ma hod cd dién doi héi nguoi ma hoa va ngudi giai ma phai cung

chung mot khoa. (Chinh xac 13 biét khoa nay “dé dang” xac dinh khoa kia).

Khi d6 khoa phai duoc gitr bi mat tuyét doi. Mat khac 2 ngudi cung giit chung

mot bi mat thi “kho” “bi mat”.

- Van dé quan 1y va phan phdi kho4 1a kho khin va phirc tap khi str dung hé ma

hoé c6 dién. Nguoi giri va nguoi nhin phai luon ludn thong nhat véi nhau ve

van dé khoa. Viéc thay ddi khod 1a rat “khé” va dé bi 16.

- Khuynh huéng cung cip khod dai, lai phai duoc thay doi thudng xuyén cho moi

nguoi, trong khi van duy tri ca tinh an toan va chi phi, sé can tré rat nhiéu toi

viéc phat trién hé mat ma c6 dién.
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* Hé Md hoa khoa cong khai

& SFY

Plaintext Recipient's Ciphertext Recipient’s Plaintext
public key private kev

OO )
) 1/
Senders Recipient

* Un diém:

i
<

[

- Dung cap khoa dé ma hoa nén khong can bao mat khoa ma hoa, chi can bao
mat khoa giai ma.
- €06 thé ding mi hoa khoa cong khai dé tao chir ky dién tir, ching chi s6.
* Nhueoe diém:
- Téc 36 ma hoa / gidi ma cham, “khé” thuc hién viéc ma hoa cac ban tin dai.
Ky so.

Véi thoa thuan thong thuong trén gidy, hai di tic xac nhan sy dong ¥ bang
cach ki tay vao cudi cac hop dong. Bang cach nao d6 nguoi ta phai thé hién do6 1a chir
ki ctia riéng ho va ké khac khong thé gia mao. Moi cach sao chép chir ki trén gidy
thuong dé bi phat hién, vi ban sao co thé phan biét dugc voi ban géc.

Cac giao dich hop tac trén mang cling dugc thuc hién theo cach twong tu, nghia
1a hai dbi tac trén hai nit mang ciing phai ki vao Ban thoa thuan. Chi khéc 1a vian ban
truyén trén mang duoc biéu dién dudi dang “s6” (chi dung chit s6 0 va 1), ta goi nd
nay 13 “van ban s6” (dién ttr). Do d6 chit ki trén “vin ban s6” khac véi chir ki trén van
ban gidy thong thuong.

Viéc gia mao va sao chép lai ddi voi “van ban s6” 1a viéc hoan toan dé dang,
khong thé phan biét dugc ban gdc voi ban sao. Nhu vay “chit ki” & cudi “van ban s6”
khong thé chiju trach nhiém dbi vé6i toan bod nodi dung van ban loai nay. Do d6 Chir ki
thé hién trach nhiém dbi v6i toan bo “vin ban s6” phai 1a “chir k7 dwoc ki trén timg
bit ctia vin ban loai nay. Ban sao ctia “chit ki s6” c6 tu cach phap Ii.

Chir ki thong thudng duoc kiém tra bang cach so sanh né véi chir ki gbe. Vi dy,
ai d6 ki mot tim séc dé mua hang, ngudi ban phai so sanh chit ki trén manh gidy véi
chir ki gbc ndm & mit sau cua thé tin dung dé kiém tra. Di nhién, ddy khong phai 1a
phuong phép an toan vi né dé dang bi gia mao.

“Chit ki s6” ¢6 thé dugc kiém tra chinh xac nhd dung mot thuét toan kiém tra
cong khai. Nhu vay, bat ky ai ciing c6 thé kiém tra duoc chit ki s6. Viéc dung mot  so
d6 chir ki an toan c6 thé s& ngin chin duoc kha ning gia mao.
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* Dai dién thong diép
Vi “Chir ki so > dugc ki trén tung bit cia “van ban s6”, nén d dai cua nd it nhat
cling bang van ban can ki. Nhu vay s€ ton kém cho nhd cling nhu thot gian “ki” va

-i‘}l-?l
.I':I ] |
=_ ¥ .| x —C
o= | AT
“ } o o o~
(I_} Sender . Digital et Recipient j» )
Sender's L Sender's H_r’)

private key sgnaiure public key

thoi gian truyén “Chir ki s6 ”. Trén thuc té thay vi ki trén “van ban s6”, ngudi ta ki
trén “Dai dién” (Digest) ctia no.

bé ky trén “van ban s6” dai, dau tién phai tao “dai dién” ctia van ban nho
“Ham bam ”. Mot thong diép duoc dua qua ham bam s& tao ra Xau bit véi do dai ¢b
dinh va ngin hon duoc goi 1a “Pai dién” (Digest). Mdi théng diép di qua 1 ham bim
chi cho duy nhat 1 “Pgi dién”. Nguoc lai, “kho” tim duoc 2 thong diép khac nhau
ma c6 cung mot “Dai dién” (ing voi cung 1 ham bam).

Ham bam két hop V01 “chir ky s0” ¢ trén s€ tao ra mot loai “chir ky dién tur”
vira an toan (khong thé cat / dan), vira c6 thé dung dé kiém tra tinh todn ven clia thong
diép.

1). Nguoi giri: ~ Tao ra “chit ky s6”.

* Pua thong diép can glri qua ham bam tao ra “BPgi dién”.

* Ma hoa “Paqi dién” bang khod riéng (private) ciia ngudi giri dé tao ra “chit ky s6”.
* M4 hoa thong diép va chit ky bang khoa cong khai (public) ctia ngudi nhan, gui di.

2). Nguoi nhan: Pinh danh nguwoi ky, kiém tra tinh toan ven cia thong diép.

€ "' Encrypt with
—_— Private Key .-———~”1
. Mess?ue g(a :
Document W[ T | Digest | "'--\ \ 15\9“5“”5 |
il /‘ \ i |
5""‘|
< \ ™
\
o I /
T B - >
i I i
Dighat " | :
¥
Document '\ signatt
o et
..‘—)‘___,__':vl e S —
: Slgned document .

* Giai ma thong dlep bang khoa rleng cia minh, giai ma chit ky bang khoa cong khai
clia nguoi gui dé 1ay “Pai dién” ra.

* Cho thong diép qua ham bam dé tao ra “Pai dién” méi.

* So sanh “Pai dién” maéi vo1 “Dai dién” nhan duoc.

Néu chung giéng nhau thi ngudi nhan c6 thé vira dink danh duge ngudi gi,

vira kiém tra tinh toan ven cua thong diép.
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Viéc sir dung ma hoa hay ky s6 chi giai quyét duoc van dé bao mat va xac thuc
thong diép. Tuy nhién “kh6” thé dam bao rang ngudi ky 1a ddi tac that. Trong nhiéu
truong hop can thiét phai “chitng minh” bang phuong tién dién tr danh tinh cia  ai
d6. Vi du phai “chitng minh” rang ngudi ngudi ky 13 “chii dich thwe” hién thoi cua
chia khoa ky.

Mot cach giai quyét 1a dung “Chitng chi s6” dé xac nhan “chu dich thuc” hién
thoi cua khéa cong khai.

Chitng chi sé 1a mot tép tin dién tir dung dé nhdn dién mot c4 nhan, mot may
dich vu, mét thuc thé nao do6. N6 g'fm dinh danh cua ddi tuong d6 vo1 mot khoa cong
khai, gidng nhu bang lai xe, ho chiéu, chimg minh thu.

Chung chi s6 1a két qua cta du an phét trién chuan thu muc X.500 cua ITU-T
phat trién vao cudi nhitng nam thap nién 90. Ching chi s6 duoc ITU-T dic ta trong tai
liéu X.509 va dan dugc thay doi qua cac phién ban cho phu hop véi thuc té.  Hién
nay Chumg chi X.509 phién ban 3 duoc sir dung trong cac hé théng xéc thyc.

Mot noi c6 thé ching nhan cac thong tin cua mdt thuc thé 1a ding, n6 dugc goi
13 co quan xdc thue chitng chi (Certificate Authority - CA). D6 1a mot don vi ¢6 tham
quyén xac nhan dinh danh va cép cac chimg chi s6. CA c¢6 thé 1a mot d6i tac thu ba
ddc 1ap hoac t6 chirc tu van hanh mot hé théng tu cép cac chung chi cho ndi bg.

Cac phuong phap dé xac dinh dinh danh phu thudc vao cac chinh sach ma CA
dit ra. Chinh sach 1ap ra phai dam bao viéc cip chimg chi s6 phai dung dan, ai duoc
cap va myc dich dung vao viéc gi. Thong thuong, trude khi cAp mot ching chi sd, CA

s€ cong bo céc thu tyc can thiét phai thuc hién cho céac loai chung chi $0.
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Chung chi sé chtra khoa cong khai, duge gin voi mot tén duy nhét ciia mot dbi
tuong (nhu tén ciia mot ca nhan hay may dich vu). Chtng chi s giup ngin chin viéc
st dung khoa cong khai cho viéc gid mao. Chi c6 khoa cong khai dugce chiing thyc boi
chtng chi s6 s& 1am viéc voi khoa bi mat twong tng. N6 duge s¢ hitu boi dbi
tugng v4i dinh danh da dugc ghi trong chimg chi sd.

Ngoai khoa coéng khai, ching chi s6 con chira théng tin vé ddi twong nhu tén
ma nd nhan dién, han dung, tén cua CA cép ching chi s6, ma sb ... Quan trong nhat 13
chtng chi sb phai co “chir ky s6” ctia CA da cap chung chi d6. Gibng nhu ching chi
da dugc “dong daw”, dé cho nguoi dung khoa cong khai co thé kiém tra.

Mot nguoi mudn st dung Hé ma héa khoa cong khai dé ma hoa théng béo va
guri cho ngudi nhan, nguodi g phai cd ban sao khda cong khai cua ngudi nhan.

Mot ngudi mudn kiém tra chir ky sé ctia nguoi khac, ho phai c6 ban sao khoa
cong khai cia nguoi ky.

Chung ta goi ca hai thanh vién (m3 hoa thong bao va kiém tra chit ky s6) 1a
nhitng nguoi st dung khoa cong khai.

Khi khoa cong khai dugc giri dén nguoi str dung khoa cong khai, thi khong can
thiét phai giir bi mat khéa cong khai nay. Tuy nhién, ngudi sir dung khoa cong khai
phai dam bao rang khoa cong khai duoc sir dung diing 13 cua dbi tac. Néu ké pha hoai
dung khoa cong khai khac thay thé cho khoa cong khai hop 18, thi ndi dung thong bao
d3 ma hoa c6 thé bi 16, chit ky s6 ¢6 thé bi 1am gia.

R0 rang khda cong khai can phai dwoc xdc thuee triede khi ding.

DP6i v6i nhém thanh vién nho, yéu cau trén co thé dugc thoa man dé& dang.
Vi du trwong hop hai nguoi quen biét nhau, khi nguoi nay muén truyén thong an toan
vo1 nguoi kia, ho co thé c6 duoc ban sao khoa cong khai cua nhau b'fmg céch trao ddi
céc dia nhé co ghi cac khoéa cong khai cua ting ngudi. Nhu vdy dam bao rang cac
khoa cong khai duoc lru giit an toan trén mdi hé thdng cuc b cia timg ngudi.  Pay
chinh 14 hinh thitc phdn phéi khéa cong khai thii céng.

Phan phdi khoa cong khai thu cong nhu trén 1a khong thyuc té hoidc khong thoa
dang khi s6 lugng nguoi ding 1a qua 16n va noi lam viéc phan tin. Hé thdng cap
ching chi khoa cong khai gitip cho viéc phan phdi khoa cong khai co hé théng va

chuan muc.
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* Hé thong cdp chitng chi khéa cong khai

CA phat hanh cac ching chi cho nhitng nguoi nam giit cip khoa cong khai va
khoa riéng. Chtng chi gdm c6 khoa cong khai va thong tin ding dé nhan dang duy
nhat chi thé (subject) cua chimg chi. Cha thé cta ching chi c6 thé 1a mot ngudi, thiét
bi, hodc mdt thuc thé c6 ndm gilt khoa riéng tuong trng. Khi chu thé cua chiing chi 1a
mot nguoi hodc mot thuc thé nao do, chu thé thuong dugc nhéc dén nhu 1a mot thuc
thé (subscriber) ciia CA. Céc chimg chi dugc CA ky, bang khoa riéng ciia CA.

Mot khi cac ching chi s6 duoc thiét 1ap, cong viéc cua nguoi st dung khoa
cong khai rat don gian. Gia thiét rang, ho di c6 khoa cong khai ctia CA mot cach bi
mat (vi du: théng qua phan phéi khéa cong khai thu cong) va tin cdy CA phat hanh céac
chung chi hop 1&. Néu nguoi dung can khoa cong khai cia mot thué bao nao do cua
CA, anh ta c6 thé thu duoc khoa cong khai cia thué bao bang cach tim trong ban sao
chtng chi cua ho, 1dy ra khoa cong khai. Tat nhién trudc d6 anh ta phai  kiém tra chir
ky trén ching chi c6 ding la cia CA khong.

Hé thdng cap ching chi nhu trén 14 don gian va kinh té khi duoc thiét 1ap trén
dién rong va tu dong, boi vi mdt trong cac dac tinh quan trong cia ching chi la:

“Céac ching chi c6 thé duoc phat hanh ma khong can phai bao vé théng qua cac  dich
vu an toan truyén thong dé dam bao xac thuc va toan ven”.

Chung ta khong can gitr bi mat khéa cong khai, nhu vay ching chi khong phai
12 bi mat. Hon nita, & day khong doi hoi cac yéu cau vé tinh xac thuc va toan ven do
cdc chitng chi tw bao vé. Chit ky ciia CA trong chung chi da cung cip tinh xéac thuc va
toan ven. Nguoi dung khoéa cong khai trong céc ching chi nhu trén dugc goi 1a
thanh vién tin cdy.

K¢ truy nhép trai phép dinh lam gid ching chi khi chung chi nay dang luu hanh
cho nhitng ngudi sir dung khéa cong khai, ho s€ phat hién ra viéc lam gia, bdi vi  chir
ky ctia CA c6 thé duoc kiém tra chinh x4c. Chinh vi thé cac chung chi khoa cong
khai dugc phat hanh theo cach khong an toan, vi du nhu thong qua céac may chu,
céc hé thong thu muyc, cac giao thirc truyén thong khong an toan.

Loi ich co ban cua hé thong cip ching chi 1a: nguoi sir dung khoa cong khai
c6 duoc s6 lugng 16n cac khoa cong khai ciia nhidu nguoi ding mét cach tin ciy, nho
khoa cong khai ctia CA. Luu y rang ching chi s6 chi ¢6 nghia khi CA phat hanh cac
chung chi hop 1€.
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3.2.2.2. Cong nghé va giao thirc thir nghi¢m phdn ky thudt ciia
PKI

Noi dung nghién ciru

+ Cong nghé OpenCA.
+ Cong ngh¢ SSL.
+ Giao thirc truyén tin an toan tang lién két dir liéu.

+ Giao thirc truyén tin an toan tang Gmg dung.

Cong nghé OpenCA.

OpenCA 1a du an d6 so, c6 myc dich xay dung PKI hoan chinh, chuyén nghiép,

OpenCA dugc phat trién lién tuc tir nam 1999. Tir nim 2001, OpenCA d3 bat dau
duoc st dung cho cac don vi ¢d vira va 1on.

OpenCA sir dung giao dién web, hd trg hau hét cac web Browser chinh, hd trg

san phim ma ngudn mo.
* Cac Module chuong trinh trong OpenCA.

Giao tiép cong cong: Giao dién web dé nguoi str dung c6 thé truy cip qua Internet.
Nguoi dung c6 thé dang ki xin cdp chirng chi truc tiép qua Module nay.

Giao tiép LDAP: Danh ba cdc khod cong khai, ngudi dung lay khoa cong khai tir
Module ndy dé ma hoa tai liéu, trudc khi gtri dén don vi ding openCA.

Giao tiép RA: Pon vi diéu hanh RA sir dung Module nay dé cap nhat cac thong tin
ca nhan cla nguwoi xin cdp chimg chi.

Giao tiép OCSP: Module hd trg kiém tra chitng chi con hiéu luc hay khong. OCSP
co tac dung nhu viéc cong bd CRL, nhung tinh ndng vu viét hon CRL.

Giao tiép CA: Module ki s6 riéng 18, cho phép CA 1am theo nguyén tic an ninh -
tach biét khoi mang cong cong, dé bao vé tdi da khoa bi mat. Piéu nay khién cho
openCA tré nén an toan hon cac phan mém CA khéc c6 trén thi truong hién nay.

* Cdc tinh nang wu viét khdc ciia OpenCA, ngodi tinh ning thiét yéu ciia PKI.

e Ding nhép bang chung chi.

e Hg¢ thdng quan Iy mém déo.

e St dung dugc céc tinh nang cua X.509 mo rong.

e OpenCA la phan mém ma ngudn mé mién phi, c6 tai lidu chi tiét day di.
OpenCA dugc thiét ké cho mot ha tang phan tan. N6 c6 thé khong chi

didu khién mot CA offline va mot RA online, ma con gilp ta xdy dung mot

ciu tric thtr bac voi nhidu muc khiac nhau. OpenCA khong phai 1a mot giai phap

nho cho cac nghién ciru vira va nho. N6 hd trg toi da cho céc t6 chirc 16n nhu céc

truong dai hoc, cac cong ty 1on.
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* Cdc van dé chinh trong cong nghé OpenCA.

- Thiét ké, cai dat mot ha téng.

- Cac hoat dong dugc thuc hi¢én mdt cach offline bdi ngudi quan tri.

- Céc thao tac phia nguoi dung.
- Cac mo ta k¥ thuat ciia OpenCA.

o= Login to OpencCa - Mozilla
Y File Edit Wiew Go Bookmarks Tools Window Help

Please enter your credentials,

|: Login |
Password |
DK, | Reset |

Login Open CA

QO &G @& E & pone  — =Y

[=][o] (]

v -
@@ @ |% https#127.0.0.1/cgi-binfcafca¥ocmd=getStaticPage&name=index @| @ .@o

Y @Home @Bookmarks @Uvsec @&HU @&Fs @DocBook @oOpenca @ Google & German <-=En..

Dang nhap OpenCA

[=][o] ]

¥ Flle Edit Miew Go Eookmarks Tools Window Help

A —
) |% https://127.0.0.1/cgi-hinfcadsca ® O
@, @ 0 Q @,

T @Home (@ Bookmarks @Uvsec @HU @FS @ DocBook @Opencas @ Google @ German <-

OpenCA Init

This page is used to initialize your PKI. Please complete carefully every phase
until wou continue with the next phase. All phases are reguired If you start
initializing a new CA. If youwant to recover from a crash please use the

|: functions on the page Input and Qutput.

Phase 1
Initislize the Certification Authority
Phase 2
Create the initial administrator
Phase 3

Create the dinitial RA certificate

= S

© G & G G nittpsur27 001 fogi-binica. . cmo=getStaticPage;nama=init
ATE - SA—E- A

Str dung OpenCA
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+ Certification Authority - Mozilla
File Edit Miew Go Bookmarks Tools Window Help

v Q@ = @ O [% hitps:#127.0.0 1/cgi-bin/calca @] @ @@o

T @Home  @Bookmarks @Uvsec @HU @&F5S @DocBook @ oOpenca G Google @G German <-= En..

gpeum

Please use one of the following links, WATCH OUT, you can delete the CA
secret key that will be impossible to recover, so be careful and knowr
what ¥ou are going to do.

rActive
CSRs

gement Logout

"Usual
Operations

tion Configuration  MNode

"General

Initia,

“Information

Please note that the dB inidalization is required only once just after CA installaton,

DB Setup

*

Initialize Datahase

Key pair Setup

Generate new Ch secret key

Request Setup

*

Generate new CA Certificate Request (use generated secret key)

Certificate Setup

*

Selfsigned CA-Certificate
o Generate Self Signed CA Certificate {from altready generated
est
Signed by another CA
< Export CA Certificate Request
© Import CA certificate { approwved by Root CA

*

Final Setup

*

Eebnild ca Chain
Export Configuration

QG F & G oo — (-

J2i—~ Certification Authority - Mozilla
Y File Edit Wiew Go Bookmarks Tools Window Help

v ®® . @ O [% hitps#/127.0.0.1/cgi-bin/calca @] @ @Qo

T @Home  @Bookmarks @Uvsec @HU @&FS @DocBook @Opencs @ Google @ German <-

OpenCA Init First User

This page is intended to be used when you run OpenCA for the first time.

Please use the following links to create the first user of the PKI. This user should
be an administrator.

. Lreate a new request

. Edit the request
Issue the certificate

. Handle the certificate

oy =

Q‘@@@@Done [ ] == &

Budc 2
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1=+ Certification Authority - Mozilla [=][a][x=
Eile Edit ¥iew Go Bookmarks Tools Window Help

'@,0.@ © @.0
{ ») % hitps:#4127.0.0.1/cgi-bhinfcalca ®
@.0.@ 0! 0@,

T @Home @Bookmarks @Uvsec @HU @F5 @DocBook @OpenCs @ Google @ German <

"General

Initialization Configuration MNode Management Logout

"Information

OpenCA Init First RA

This page is intended to be used when you run OpenCA for the first time.

Please use the following links to create the first server-certificate of the PEI This
certificate should be used for the RA.

Create & new request

Edit the request
Issue the certificate

Handle the certificate

0=

;o@@@@am . SN

Budc 3
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Cong nghé SSL.

SSL 1 giao thirc da muc dich, duge thiét ké dé tao ra cac giao tiép giita hai
chuong trinh g dung trén mot céng dinh trudc (Socket 443), nham ma hoa toan bo
thong tin guri / nhan. Giao thirc SSL dugc hinh thanh va phat trién dau tién nim 1994
b6i nhom nghién ctru Netscape, dan dit boi Elgamal va nay dé tro thanh chuidn ~ bao
mat cai dat trén Internet.

SSL dugc thiét ké doc 1ap voi tang ung dung, dé dam bao tinh bi mat, an toan
va chdng gia mao ludng thong tin qua Internet giita hai tng dung bat ky, thi du gitta
Webserver va cac trinh duyét (Browsers), do d6 dugc st dung rong rii trong nhiéu tng
dung khac nhau trén méi truong Internet.

Toan bd co ché va hé théng thuat todn ma hod trong SSL duogc phé bién
cdng khai, trir khoa phién (Session key) dugc sinh ra tai thoi diém trao d6i giira hai
mg dung 13 ngau nhién va bi mat ddi vi nguoi quan sat trén mang may tinh.  Ngoai
ra, giao thirc SSL con doi hoi ngudi dung phai dugc ching thyuc boi ddi twong thir ba
(CA) théng qua chung chi s6 (Digital Certificate) dua trén mat ma cong khai (vi du
RSA).

HTTP NNTP

iyt iL i—
|

TCP

1 |

IP

Vi tri SSL trong m6 hinh OSI

SSL dugc thiét ké nhu 1a mot giao thuc riéng cho van dé bao mat, co thé hd tro
cho nhiéu tng dung. Giao thitc SSL hoat dong bén trén TCP / IP va bén dudi cac tng
dung tang cao hon nhu 12 HTTP (HyperText Transfer Protocol), LDAP (Lightweight
Directory Access Protocol) hodac IMAP (Internet Messaging Access Protocol). Hi¢n
nay SSL duoc st dung chii yéu cho cac giao dich trén Web.

SSL cho phép mot Server (co hd tro SSL) tu xéac thuc véi mét Client (cling hd
trg SSL), nguoc lai cho phép Client tu xac thuc vdi Server. SSL cho phép ca hai may
thiét 1ap mot két ndi duoc ma hoa.

* Chung thuc SSL Server: cho phép Client xac thuc dugce Server mudn két ndi.

Trinh duyét str dung k¥ thuat ma héa cong khai dé chac chan rang ching chi va public
ID ciia Server 14 ¢6 gia tri, dugc cAp phat boi mot CA (trong danh sach cac CA tin ciy
cua Client).

* Chung thuc SSL Client: cho phép Server xac thuc dugce Client mudn két ndi.

Server cting st dung ky thuat ma hoa khoa cong khai dé kiém tra chimg chi cua Client
va public ID la ding, dugc cip phat boi mot CA.

* Ma hoa ket nbi: tit ca cac thong tin trao doi gitra Client va Server dugc ma hoa trén
duong truyén, nham nang cao kha ning bao mat. Piéu nay rat quan trong dbi véi ca
hai bén, khi ¢ cac giao dich mang tinh riéng tw. Ngoai ra, tat ca cac dir liéu duoc giri
di trén mot két ndi SSL d3 duge ma hoa, con dugc bao vé nhd co ché tu dong phat
hién cac xéo tron, thay doi trong dir lig¢u.
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* Hai tang trong Giao thirc SSL.
Record Protocol 14 tang thap nhit cia SSL N6 duoc dung dé déng géi mot sb
giao thirc & mirc cao hon. Mot trong nhiing giao thirc dugc dong goi1 1a SSL
Handshake Protocol 1a giao thirc cho phép Server va Client X4c thuc 1an nhau.
Chung thoa thuan thudt toan ma hoa va cac khoa mat ma trudc khi thyc hién gui hodc

nhan dir lidu.

* Thach thirc vé khéa bao mdt ciia SSL.

Trong cong dong nhitng ngudi 1am bao mat, mot trong cac phuong phap dé kiém
tra d0 an toan cua cac thuat todn bao mat, ngoai co s¢ ly thuyét cua thuat toan, la dua
ra cac “thdach thire” (Challenge) véi sb tién thuong twong trung, nham kiém tra tinh
thuce tién cta thudt toan. Sau day 1a mot s6 thong tin tham khao:

* Ngay 14 / 7/ 1995, Hal Finney dit mot thach thirc SSL dau tién mot ban ghi phién
lam viéc cua trinh duyét Netscape dung thuat toan RC4-128-EXPORT-20. Ngay
16 /8 /1995, David Byers, Eric Young, Adam Back da pha thach thtrc nay trong vong
2 gi0, chi phi udc tinh 10,000 USD.

* Ngay 19 / 8/ 1995, Hal Finney dit mot thach thirc SSL thir hai cho cong ddng nhiing
nguoi lam mat ma mot “Key Cracking Ring”. Sau d6 bi pha trong 32 gio.

* Ngay 17 /9 / 1995, Ian Goldberg va David Wagner da pha duoc thuat toan sinh sd
gia ngau nhién (co sd cho viéc sinh ra s6 nhan dang phién SSL - session ID) ctia phién
ban Netscape 1.1 trong vong vai gid trén mot may tram. Piéu ndy din dén viéc
Netscape phai nhanh chong dua ra phién ban dé sira “156 hong” ciia bao mat trong trinh
duyét cia minh. Hién nay phién ban mdi nhat ctiia Netscape c6 kha ning bao mat an

toan cao nhung chi dugc phép dung trong pham vi nuéc My.
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* Un diém va han ché ciia SSL.
Uu diém:

Tinh ning manh nhit caa SSL / TLS 1a chung xdc dinh dwoc méi quan hé véi
cdc tang giao thirc khdc trong hé théng kién tric mang OSI. Tai mirc cao nhit 1a
phan mém tng dung hoic cac trinh duyét. Chay phia dudi cac tng dung nayla  giao
thirc tang mg dung, bao gdm Telnet, FTP, HTTP...Bén dudi nita 1a giao thirc SSL va
cac thuat toan ma hod dugc st dung dé két ndi. Bén dudi SSL 1a téng giao van.
Hau hét cac trudng hop d6 1a TCP / IP.

Giao thirc SSL 1a duy nhat khdng phu thuéc vao giao thirc mang. SSL khong
phu thudc vao cic tang giao thiic, cho nén SSL tré thanh mot nén tang doc lap hay 1a
mét thuc thé mang doc 1ap.

Giao thuc SSL ngdn chédn cdach thirc tan céng tir dién. Cach thiic nay sir dung
tir dién dé ph4 khoa trong hé mi hoa. SSL khic phuc duoc diéu nay bai cho phép
khong gian khoa 1a rat 16n dbi v6i hé ma hoa duoc str dung. SSL cung cap hai muc do
tin cay: 40 bit va 128 bit tuy thuoc kha nidng cua browser. SSL 128 bit va SSL 40 bit: y
ndi do dai clia khoa phién ding dé ma hod dit liéu sau khi da dinh danh va duoc thiét
lap bang giai thuat ma hoa khoa cong khai (RSA hoic Diffie-Hellman). Do dai cua
khoé phién cang 16n thi d6 bao mat cang cao. SSL 128 bit c6 do tin cay lon, theo
RSA phai méat hang ti nim méi c6 thé giai ma duoc bang cac k¥ thuat hién nay. Cach
thire tAn cong tir dién c6 thé bi ngin chin boi sir dung phuong phéap sb nonce (nonce
number). S6 nay dugc sinh ngau nhién, duoc Server sir dung, nonce number 1a mot )
khong thé bi pha khoa.

Giao thitc SSL bdo vé chinh né véi d6i tac thir 3. D6 1a cac Client xAm nhap bat
hop phap dit liéu trén duong truyén. Client xdm nhap niy cé thé gia mao Client hodc
Server, SSL ngin chin gia mao nay bing cach dung khoa riéng cia Server va st
dung chimg chi s6. Phuong thirc “Bat tay” trong TLS ciing twong ty. Tuy nhién, TLS
ting cuong su bao mat bang cach cho phép truyén phién ban giao thtrc, sd hiéu phién
lam viéc, hé ma hod va cach thirc nén dugc st dung. TLS bo xung thém hai thudt toan

“bam” khong cé trong SSL.
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Han ché:

Giao thirc SSL, gidng nhu bat ky cong nghé nao, cling co nhiing han ché. Vi
SSL cung cap cac dich vu bao mat, ta can quan tam toi cac gioi han cua n6.Gioi han
cia SSL thudng nim trong ba trudng hop sau:

Dau tién 13 do nhitng rang budc co ban cia ban than giao thirc SSL. Dy 1a hé
qua cua viéc thiét ké SSL va ung dung chiu sy tac dong cua n6. Thir hai la giao thic
SSL ciing thira ké mot vai diém yéu tir cac cong cu ma no su dung, cu thé 1a cac thuat
toan ky va ma hod. Néu céc thuit toan nay sin c6 diém yéu, SSL ciing khong thé khic
phuc chung. Thir ba 1a cdc mdi trudng, trong d6 SSL duoc trién khai ciing ¢6 nhing
thiéu sét va gi6i han.

Mic du trong thiét ké cua n6 da xét dén mdi quan hé vé6i rat nhidu tng dung
khac nhau, SSL r0 rang dugc tap trung vao vi¢c bao mat cac giao dich Web. SSL  yéu
cdu mot giao thirc van chuyén tin cady nhu TCP. D6 1a yéu cau hoan toan hop 1y trong
cac giao dich Web, vi ban than HTTP ciing yéu cau TCP. Tuy nhién, diéu nay ciing c6
nghia 12 SSL khdng thé thuwc thi ma st dung mot giao thirc van chuyén khéng két noi
nhu UDP. Vi viy, giao thitc SSL ¢6 thé hoat dong hiéu qua véi phan 16n céc tng dung
thong thudng. Va thuc té 13 hién nay SSL dang duoc str dung cho rat nhiéu tng dung
bao mat, bao gdm truyén file, doc tin trén mang, diéu khién truy cap tir xa...

SSL b; I6i khi hd tro dich vu bao mat dic biét 1a “non-repudiation” (khong thé
chdi bo). Non-repudiation két hop chir ky sb twong tmg vé6i dir liéu, khi dugc sir dung
mot cach hop 1y, nd ngin ngira bén tao va ky dir liéu tir chdi hay phu nhan diéu do.
Giao thitc SSL khéng cung cdp Cac dich vu “non-repudiation”, do d6 s& khong phu
hop véi cac tng dung yéu cau dich vu nay.

SSL ¢O phién lam viéc ton tai qud ldu trong qué trinh “Bit tay”, khoa phién
dugc khoi tao gitta Client va Server sir dung trong sudt qué trinh két ndi. Khi khoa nay
con ton tai, mdi khi thong diép dugc giri, xuat hién 16 héng bdo mdt trong két ndi, cho
phép ké la xAm nhap. Giao thitc TLS khic phuc duoc 15i nay bang cach thay doi khoa
cho mdi phién lam viéc.

Céc giao tiép thyuc giita Client va Server ciing 1a myc tiéu tan cong boi chiing
luu trir cac thong di€p gitra hai diém dau cubi. Thong diép trong SSL dugc mi hoa, tuy
nhién tai mdi diém dau cudi théng diép duoc giai ma, SSL khong co co ché duy tri sw
ma hod trong bo nhd dém ctia hé thong tuong tng.

Han ché khac nita cia SSL 13 khd nang sw dung khoa ma hoa. Mac du moét vai
Client tai cac nude khac ¢6 hd trg SSL, nhung van ¢6 han ché vé ranh gi¢i khi ~ mé
hoa. Ranh gi¢i nay do chinh phtt My dua ra, gidi han sé lugng bit dugc sir dung trong
cac h¢ ma hoa. SSL ¢ hd trg ma hoa 128 bit trong cac phién giao dich toan céu,
nhung thuc té chi duoc st dung hé ma hod 40 bit. Cac han ché nay cang cho phép ké
tan cong c6 nhiéu co hoi hon khi tim cach bé khoa hé thong.

Mot vai y kién cho rang han ché 16n nhét ciia SSL khong chi ¢ giao thirc “Bat
tay” , ma con ton tai trong giao thirc “Ban gh1 Trong qua trinh “Bat tay”, viéc Xxac
thuc gitra Client va Server dugc thuc hién rat nghiém ngit do st dung chung chi s6
khod cong khai. Tuy nhién, trong ting “Ban ghi”, viéc xdc thuc khong dwoc thuc hién
trong giai doan két nbi con lai, do d6 ké pha hoai c6 thé mao danh Client hodc Server
trong qué trinh két ndi.

Nhiéu y kién cho ring SSL chi gi6i han véi cac tmg dung thuong mai dién ti.
Diéu nay 1a khong ding. Céc to chirc tai chinh c6 thé sir dung SSL dé truyén sd PIN.
Céc cong ty bao hiém sir dung SSL dé truyén dit liéu cho khach hang.
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Giao thirc truyén tin an toan tang lién két dir liéu (DataLink).

Trong md hinh OSI, tang lién két dir liéu 1 ting dau tién co thé can thigp vao
dugc bang phan mém (thong qua trinh diéu khién thiét bi cua hé diéu hanh). Vi vdy, nd
dang duoc khao sat trude tién - dé dam bao an toan thong tin & muc thap nhat. Tat
nhién tang vat 1y trong mo hinh OSI con thap hon, nhung nhin chung né nam ngoai
pham tru cua mat ma hoc, vi mat ma hoc v1 muc dich dam bdo an toan  thong tin
trong truong hop thong tin da bi truy cap trai phép & muc vat ly.

Trong mang riéng cua mot t6 chuc, dai da sd két ndi & téng lién két dit liéu déu
dung chuan Ethernet, hoic twong thich Ethernet, nén chuyén dé nay tip trung vao
Ethernet nhu dai dién cua téng lién két dit liéu.

* Cdc nguy co de doa an toan truyén tin trén mang Ethernet.

e MAC flooding
Mdi Switch ¢6 bd nhé dé luu trit danh sach cac dia chi MAC tuong tng véi mdi
cong ciia Switch. Ké tan cong c6 thé tao ra nhiéu dia chi MAC gia, vuot qua gidi han
cho phép ciia Switch, khién cho no phai quang ba (Broadcast) moi thong tin t4i tat ca
cac cong thay vi chi guri dén diing cong can giri. Nhu vay ké pha hoai c6 thé nghe trom

toan bd thong tin guri trén mang Ethernet.

e Port stealing
Ké tan cong nhan dia chi MAC trung voi dia chi cua nan nhan, do d6 thong tin co

thé khong duoc gui t6i nan nhan, ma lai giri cho ké tin cong.

e ARP spoofing
Goi tin ARP gia mao c6 thé sira d6i bang quy ddi giira dia chi ting mang va
dia chi ting lién két dir liéu — sira doi hoan toan theo y ciia ké tin cong. Nhu vay,
thong tin ting mang c6 thé bi trung chuyén cho ké tin cong, trude khi téi nguoi nhén,

D6 1 hinh thirc tan cong nguy hiém - MITM.

* Cac giai phap an ninh cho mang Ethernet.

e Switch thdng minh

Céac Switch thong minh c6 kha ning hiéu cac Header cua dit liéu di qua va co thé
diéu khién cac hoat dong tir xa. Néu dugc chinh cdu hinh phu hop, cac Switch nay co
thé ngin chin hoan toan cac cudc tin cong kiéu MAC flooding va Port stealing.
Nhitng cudc tAn cong loai ndy chi ¢ thé ngin chin dugc bang cach d6. Vi thé, mudn

mang Ethernet dugc an toan, st dung cac Switch thong minh la diéu bat budc.
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e Phin mém bao vé

Céac Switch du cao cAp dén mirc nao ciing khong du dé hoan thién an ninh cho
mang Ethernet. Nguyén nhan 1a c6 cac thong tin dugc gilr riéng ¢ Client, cac Switch
khong nam dugc cac thong tin ndy. Hon nita, sau nay IPSec dugc 4p dung rong rai thi
cac thong tin déu dugc ma hoa trude khi truyén di va Switch s& khong cd cach nao
phan tich dugc nhiing dir li¢u tir tﬁng mang trd 1én. Vi du nhu khi bdo vé ARP tai
Switch, thiét bi loc cac goi ARP trai phép can phai hiéu duoc su phan bo dia chi IP
dong trong giao thitc DHCP. Khi giao thirc nay dugc ma héa qua IPSec thi Switch s€
c6 duoc thong tin can thiét dé phan biét goi ARP trai phép véi goi ARP hop 1¢.

Vi vy, bén canh Switch thong minh, trién khai cac hé théng phén mém bao vé
trén cac may tram ciing 1a diéu bat budc.

* An ninh cho giao thirc ARP.

Giao thitc ARP c6 thé xem 1a thanh phan co ban cap thap nhat cia mang
Internet. ARP dugc hoan thanh tir naim 1982 va cong bd trong RFC-826. Trong 20
niam qua, nganh cong nghé thong tin da thay doi rat nhiéu. Cac phan mém “khai thac
16i” ra doi, khién cac diém yéu tiém an trong ARP trd nén cyc ki nguy hiém. Giao
thirc ARP d4 tr thanh miéng mdi ngon cho tin tic khai thac.

Hién nay chi ton tai duy nhat mot giai phap, d6 1a cac Switch méi cia Cisco.
N6 dugc quang céo 1a co thé ngan chin dugc mot phan cic cudc tan cong vao ARP,
néu toan mang trién khai viéc phan phéi dia chi IP qua DHCP. Tuy nhién trong céc
mang LAN khong dung DHCP thi gidi phap nay khong thuc hi¢n dugc. Hon nira, gidi
phap nay khong twong thich véi IPSec, han ché viéc xiét chit hon nita an ninh mang
khi can thiét. Vi vay, dé dam bao an ninh Ethernet, ta phai cdi tién giao thirc ARP chix
khong thé tiép tuc chung séng véi mot giao thirc khong an toan.

Trong cic phuong an cai tién ARP, c6 phuwong 4n dang quan tam, 1 cong trinh
dugc tai trg bo1 Bo Gido Duc va Nghién Ctru Italia, mang tén "S-ARP: a Secure
Address Resolution Protocol” (http://www.acsac.org/2003/papers/111.pdf). Tuy nhién
giao thire dugc dé xuit trong so dd nay co diém khong hop 1y, ddn dén hiéu suit tinh
toan thép, hon nfra, lai khong duoc chuin héa vao mét ha téng mat ma nao, nén it co
kha nang dugc dua vao ung dung.

Mot phuong 4n méi duge dé xuat - Committed Address Resolution Protocol
(http://selab.edu.ms/). Pay 1a phuong 4n nang cap ARP hiéu qua hién nay. Hon nita,
CARP con sir dung X.509, phii hop véi PKI ma dé tai lya chon. Phuong 4n nay khong
can ngudi gui ky vao thong diép mdi khi giri di, ma ngudi chiu trach nhiém cho mang
Ethernet s& tao san mot vin ban xac thuc, cho phép 1 dia chi vat 1y st dung 1 dia chi
mang trong thoi gian nhat dinh, tuy chon. Van ban xac thuc nay duogc tai st dung subt
trong thoi gian d6, giam nhu cau tinh toan, cho phép mot may cé thé tra 10 thay céc
may khac khi can thiét, rat hitu dung cho cac thiét bi chua kip nang cép tir ARP  thong
thuong 1én CARP. Piéu nay khién cho viéc trién khai CARP d& dang hon.
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Giao thirc truyén tin an toan tiang ing dung (Application).

Tang ung dung 14 ting cao nhat theo mo hinh OS], cac ing dung sir dung  dich
vu do cac téng dudi cung cép, vi thé duoc thira ké tat ca dic tinh an toan cia cac téng
dudi. Néu ké tin cong khong thé pha ma duogc ting dudi, thi dir liéu cua cac tang trén
cling dugc dam bao.

Vi tinh thira k&, nén hau hét cac tng dung chi can str dung giao thitc TLS ~ bén
dudi, 1a viéc truyén tin tang ing dung di trd nén an toan:

* Céc tng dung trao d6i voi nhau bang dia chi IP: CARP két hop véi IPSec du dé dam
bao an toan truyén tin cho ing dung.

* Céc tng dung trao d6i voi nhau bang tén mién: két hop CARP va SSL, hoic két hop
CARP, IPSec va DNSSEC, du dam bao an toan truyén tin cho tng dung.

Vi ¢6 thé tan dung cac giao thirc thap hon, nén hau hét cac giao thuc truyén tin
tang tng dung khong ap dung mat ma vao bao vé, ma don gian 13 yéu cau cac giao
thirc tang thap hon phai sir dung mat ma.

Ciing c6 ngoai 1é trong cac truong hop sau, giao thirc truyén tin ting tmg dung
khong thira ké dugc nhitng dic tinh an toan cua cic giao thirc tang thap hon:

* Ung dung c6 nhu cau “Quang ba” (Broadcast): Ung dung can phai giri thong diép
quang ba, vi khong ma hod thong diép quang ba nén ké tn cong co6 thé doc duoc
thong diép. Khi quang ba, ing dung khong biét trudc ai c6 thim quyén tra 1oi thong
diép, nén ké tin cong co thé tu nhan 1a nguoi co thim quyén.

Truong hgp nay xdy ra ¢ cac giao thuc ty dong nhu DHCP, Router Discovery...

* Ung dung c6 nhu cau “Tiép sic” (Relay): Thong diép can phai trung chuyén qua
cac tram trude khi dén dich. Ung dung c6 thé dya vao cac ting dudi dé dam bao thong
diép dugc chuyén an toan dén tram trung chuyén, nhung néu tram trung chuyén bj ké
tan cong kiém soat, thi thong diép s& bi 19. Truong hop
nay xay ra ¢ cac giao thirc nhu DHCP, Email...

Bao vé DHCP

Hién nay du an Ethsec c6 dé xuét vé viéc tmg dung mat ma khoa cong khai dé
bao vé DHCP, nhung chua dugc chuan hoa nén tam thoi chua trién khai duoc
Bao vé cac giao thirc Router Discovery

Hién nay chua co bién phap bao vé bang mat mi khod cong khai, néu mubn
dam bao an ninh, ngudi van hanh mang cé thé cau hinh bang tay cic bo dinh tuyén

thay vi st dung cac giao thtc ty dong.
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Bao vé E-mail

SMTP la giao thirc truyén thu dién tr duoc sir dung dé van chuyén cac Email
trén thé gigi. SMTP phai dung cac tram trung chuyén dé gui thu, nén cac ting bao vé
bén dudi khong thé dam bao an toan viéc truyén Email.

Thé giéi dang st dung dong thoi 2 phuong thirc dam bao an toan cho Email 13
PGP va S/MIME. PGP khong sir dung X.509 nén ta chi quan tim dén S/MIME.
SIMIME

PKI va S/MIME gitip cho nguoi dung dé dang phat hién duoc sy gia mao thu
dién tir. SMIME c6 2 van dé tach roi la ki va ma hod.

Nguoi giri ¢6 thé ki thong diép bang khoa riéng cua ho, moi ngudi déu co thé
biét dugc buc thu khong bi mao danh bdi mdt ké khac.

Nguoi giri ¢6 thé ma hoa thong diép bang khoa cong khai cua ngudi nhan,
do @6 chi dich than ngudi nhan méi cé thé doc dugc thong diép do.

Phwong phap thuc hién

e Thu thap va nghién ctru tai liéu.

e Nghién clru giai phap cong nghé: tim hiéu cac cong nghé dé xay dung hé thong,
kién tric bdo mat mang theo cidc chudn chung trén thé gidi, cdc phan mém
ma ngudn mo san co.

e Thtr nghi¢m cac phan mém khac nhau dé€ co6 sy so sanh va danh gia.

e Xemina trao doi nham danh gid cac cong cu, giap cho viéc lya chon giai phap

dugc chinh xac va hop 1y.

7
A

Keét qua: 4 bao cao chuyén dé:
e (Cong nghé OpenCA
e (Cong nghé SSL
e Giao thic ARP (tang DataLink)
e Giao thuc S/MIME (tang Application)
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3.2.2.3. Mgt sé giai phdp céng nghé bdo mdt va an toan théng
tin trén thé gigi

Pé trién khai mot Ha tz‘ing co s& vé mat mi khoa cong khai, trude hét phai co6 h¢
thdng cip chimg chi sé CA, hién nay phin mém CA c6 nhiéu, cic nha cung cip ching
chi s hang dau trén thé gidi déu co hé thdng CA riéng, sin sang cung cip cho khach
hang. Nhung gia thanh cua nhiing san phdm thwong mai nay rat cao, vi du nim 2002,
gia chinh thtrc cua Verisign, hé théng cho 250-1000 ngudi dung cé gia 50 000 — 78
000 USD mdi nam.

Nhuoc diém 16n nhat ciia phan mém thuwong mai khong phai 1a gid ca ma la
cong nghé, nguoi dung khong thé ty kiém tra tinh an toan ciia phan mém, khong thé ty
stra phan mém hoat dong theo y minh. Nhuogc diém vé cong nghé nay khién cho cac
cong ty da qudc gia hodc cac don vi 16n nhu cdp thanh phd tré 1én phai tu xay

dung hé théng CA cho riéng minh.

Néu dua trén céac cong ngh¢ mé dugce cong nhan rong rai, ty xay dung hé théng
CA la trong tam tay. Dé xay dung phan mém CA cho 1000 ngudi ding, c6 chat lugng
tuong duong nudc ngoai, phat trién 1an dau wéc tinh can 18 - 24 thang va khoang 20
000 - 40 000 USD. Gia thanh van hanh thap hon vi lam chu duoc céng nghé, khong
phai thué chuyén gia nudc ngoai (1 chuyén gia My c6 thé thu nhap 100 000
USD/nim). Tuy nhién ty xay dung c6 hai kho khin chinh 1a thoi gian chuan bi lau

hon va phai c6 mot nhom chuyén gia gioi trong nudc.

Dé danh gia chi tiét, don vi c6 nhu cu thuong thir nghiém mot hé thdng CA
day du dé hiéu sau hon cac nhu cu cta chinh don vi d0, trudc khi lya chon giai phap
va cong nghé. Trong truong hop nay, hang nghin don vi da Iya chon Openca - mot

phan mém tu do cta cac nha khoa hoc Ptrc va Y hop tac phat trién.

Thoi gian gan ddy, mdi thang co khoang 9000 luwot download phan mém
Openca. Nhiéu don vi sau khi thir nghiém thanh cong d chinh thirc sir dung Openca
cho muc dich lau dai. Mot ph'ém hé théng PKI cta lién minh chau Au s& st dung
Openca: http://pki.unimo.it/ .

Hoa ky ciing xem xét viéc st dung Openca cho chinh phu dién tr:

http://www.it.vt.edu/organization/isc/irm/projects/PKI and Smart Card Technologie
s.html
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Trén thé gi6i hién nay chua c6 nhiéu giao thirc mat ma dwgc chuan hoa sir dung
PKI. Xin liét ké mot s6 giao thirc ¢6 thé gop phan hinh thanh mot ha tang co sé truyén
tin an toan:

o WPA - d3 hoan thién va duoc trién khai kha rong rai.

« Ethsec - dang phat trién.

e IPSec - gan hoan thién, co thé bit dau thir nghiém.

e SSL/TLS - da duoc ing dung rat rong rai.

« S/MIME - d3 hoan thién va duoc trién khai rong rai.
* WPA: (Cong nghé mat ma trén mang khong day.

Trong twong lai, cong nghé mat ma nay s& dugc hd trg boi tat ca cac thiét bi
khong day. WPA phu thudc vao phan cing két ndi mang khong day, nén chi khi nao
d3 lya chon phan cting méi c6 thé di sau nghién ctru chi tiét.

* Ethsec: Cong nghé mat ma trén mang Ethernet.

Ethsec 1a hé thong méi, dang phat trién, nhung né 13 giai phap duy nhat
ung dung mat ma cho viéc dam bdo an toan truyén tin trén mang Ethernet. Cac hé
théng quan trong can phai xem xét nghiém tuc cac diém yéu ciia mang Ethernet.

* IPSec:

Cong nghé dam bao an toan truyén tin ting mang nay 1 thanh phan bét budc
trong mang thé hé tiép theo - IPv6, va ciing duoc sir dung cho IPv4, chii yéu cho VPN.
Tang mang 13 tang co s trong truyén tin nén thuong duge kém sin trong cac hé diéu
hanh. Tuy tinh nang ctia IPSec chua hoan thién, nhung céc h¢ diéu hanh chinh déu hd
trg IPSec, nén ta s& khong gap nhiéu kho khan khi trién khai IPSec trén  dién rong.

* SSL/TLS:  Giao thitc thé h¢ méi.

TLS la giao thtrc thé hé méi do IETF phat hanh, thay thé SSL cua Netscape.
TLS c6 nhiéu diém wu viét hon han nén tuong lai s& hoan toan thay thé SSL. Hién tai
thu vién OpenSSL hd tro ca SSL cling nhu TLS, day la thu vién tdt nhat hién nay,
dong thoi ciing 12 phan mém ma ngudn mé. Viéc sir dung TLS phu thude vao ting tng
dung nghiép vu cu thé cua don vi.

* SIMIME:  Giao thirc thu dién tur.

Giao thirc an toan thu dién t¢ S/MIME hién dugc hd tro bai tat ca cac phﬁn
mém thu dién tir chinh. Vi thé s& khong gip trd ngai gi khi dua vao sir dung. Trong céc
phan mém thu dién tir chinh, Thunderbird
(http://www.mozilla.org/products/thunderbird/)  1a phan mém mi nguén md mién
phi, c6 hd trg S/MIME  va chay trén hau hét cac hé diéu hanh. Céc nghién ctru so bd
danh gia Thunderbird c6 d tinh nang phui hop cho hé théng truyén tin an toan.
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3.3.VAN PE QUAN LY KHOA Bi MAT

Béi vi nhiéu nguoi déu biét cac thuat toan bao mat, do d6 mirc do an toan cta
hé théng mat ma phu thudc vao cac khoa ma hoa dugc luu trir bi mat nhu thé nao. Nhu
vay, muyc tiéu cua quan 1y khoa 1a bao dam cac khod ma hoa khong bao gio ¢ dang ban
r0 khi chiing & bén ngoai h¢ mat ma, ngoai trir dudi cac diéu kién an toan trong khi cac
khod duoc khoi tao 1an dau tién, hodc khi dugce luu trir nhim dam bao an toan khi c6
hu hong.

Trong cac hé mat ma khoa cong khai, chi can bao mat khoa tai noi di tao ra no.
Khi mdt cap khoa cong khai / bi mat bi 1 thi co thé tinh toan mot cap khoa khac dé
dang.

Trong cac hé mat ma khoa bi mat, c6 nhiéu kiéu khoa bi mat khac nhau, song
c6 thé xép chung vao 2 16p chinh:

+ Céac khoa duogc dung trire tiép dé ma hoa céac buc dién.

+ Céc khoa dung dé ma hoa cac khoa khac.
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3.3.1. Phan phoéi khoa va thoa thuin khoa

- Su phan phdi khoa (key distribution) duoc dinh nghia 1a co ché mot nhém chon khoa
mat va sau d6 truyén n6 dén cac nhom khac.

- Thoa thuén kho4 (key agreement) 1 giao thtrc dé hai nhom(hozc nhiéu hon) lién két
v6i nhau cung thiét 1ap mot khoa mat bang cach lién lac trén mot kénh truyén thong
cong khai.

- TA (Trust Authority) c6 nhiém vu xac minh danh tinh cta user, chon va giri khoa
dén user.

- Pdi phuong bi dong (passive adversary) nghia 1a hoat dong cta anh ta chi han ché &
muirc nghe trom birc dién truyén trén kénh.

- P6i phurong cha dong (active adversary) c6 thé lam nhiéu hanh vi xau nhu:

+ Thay d6i btrc dién ma anh ta quan sat khi n6 dang dugc truyén trén mang.

+ Luu burc dién cho viée stir dung lai & lan sau.

+ Cb ging gia dang 1am user khac trén mang.

- Muc tiéu ctia ddi phuong cha dong la:

+ Lira user U va V chip nhan 1 khoa “khéng hop 16” nhu 1a mot khoa hop 18 ( khoa
khong hop 18 ¢6 thé 13 khoa cii da hét han str dung hoic khoa do ddi phuong chon).

+ Lam cho U va V tin rang ho c6 thé trao d6i khoa voi nguoi kia khi ho khong c6
khoa.

- Muc tiéuctia phan phdi khoa va giao thirc thoa thudn khoa 13 tai thoi diém két thic
thu tuc, hai nhém déu co cing khoa K song khong nhom nao khac biét dugc( ngoai trir
TA c6 kha niang). Chic chin, viéc thiét ké giao thic kiéu nay kho khan hon nhiéu
trude dbi phuong chii dong.

- Su phan phdi khod trude: voi mdi cip user {U,V}, TA chon mot khoa ngiu nhién
Kuv=Ky yva truyén “ngoai dai ” dén U,V trén kénh an toan (nghia la viéc truyén khoa
khong xdy ra trén mang do mang khong an toan). Bién phap nay goi la an toan
khongdiéu kién song né doi hoi mot kénh an toan gitta TA va nhimng nguoi sir dung
trén mang. M&i user phai luu trit (n-1) khoa va TA can truyén n(n-1) khoa. Trong mot
mang tuong d6i nho, didu niy tré nén qua ton kém va nhu vay giai phap hoan toan
khong thyc té.

- Mot céch tiép can thyc té hon 1a TA phan phdi khoa tryc tiép. Trong so do nhu vay,
TA 1am viéc nhu 12 mdt server khoa. TA tham gia khoa bi mat Ky v&i mdi ngudi dung
U trén mang. Khi U muén lién lac véi V, c6 ta yéu cau TA cung cip cho mot khoa
phién lién lac, TA s€ toa ra khod phién lién lac K va gtri n6 dudi dang ma hoa cho U
va V dé giai ma. Hé thong ma Kerboros dua trén bién phap nay.

- Néu nhu cam thdy van d& phan phoi khoa qua TA khong thuc té hodc khong nhu
mong muén thi bién phap chung 1a ding giao thirc thoa thuan khoa. Trong giao thirc
thoa thuan khoa U va V két hop chon mét khoa béng cach lién lac vdi1 nhau trén kénh
cong khai. Y tuong dang chii y nay do Martin va Diffie dua ra doc 1ap véi Merkle. Hai
giao thuc ddng quan tam nira 1a MTI va Girault.
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3.4.MOT SO SO PO THOA THUAN KHOA BI MAT

3.4.1. So do théa thuin khéa BLOM

- Dbi voi mang ngudi user, TA phai tao va truyén n(n-1) khoa. Néu n 16n, giai phap
nay rat khong thuc té vi phai dam bao luong thong tin duoc truyén mot cach an toan
va luong thong tin ma mdi user phai luu trit mot cach bi mat (tén, khod bi mat cua n-1
user khac). So d0 phan phdi khoa trude ciia Blom cho phép giam luong théng tin can
dé truyén va luu trix, trong khi vin cho phép mdi cip user U va V ¢6 thé tinh mot cach
doc 1ap khoa bi mat Ky .

- Gia st mang c6 n user, khoa duogc chon thudc mién xac dinh Z, v6i1 phan phéi 1a sb
nguyén té (p >= n).

- k 12 mot s6 nguyén 1<=k<=n-2 biéu thi cho kich thudc 16n nhat chong lai su lien két
ctia k user ma so d0 van con bao mat.

- TA s& truyén k+1 phan tir cia Z, 101 mdi user qua kénh an toan (trong so d6 phin
phéi khoa trudc co ban la n-1). Mdi cip user U va V co thé tinh khoa Kuv =Kyyv -
Diéu kién an toan nhu sau: tip bat ky gdm nhiéu nhat k user khong lién két tir {U,V}
khong thé xac dinh bét ky thong tin nao vé khoa Ky v.

- X¢ét truong hop dic biét ctia so d6 Blom khi k=1. TA s& truyén hai phan tir thudc Zy
cho mdi nguoi ding qua kénh an toan va bat ky nguoi sit dung riéng W sé khong thé

xac dinh bat ky thong tin nao vé Kuv néu W khac U, V.
So d6 phan phéi khod truéc Blom (k=1)

1. Sé nguyén t p duoc chon cong khai, con voi mdi nguoi st dung U chon
mot phan tir ry € Z, 1a cong khai. Cac phan tir ry phai khac biét nhau.

2. TA chon3 phﬁn tir ngau nhién,bi mat a, b, c € Z, (khong can khac biét) va
thiét 1ap da thirc bi mat:

f(x,y) = a+ b(x+y)+cxy (mod p).

3. Vi mdi user U, TA tinh: gy(x) = f(x,r,) mod p va truyén gy(x)dén nguoi ding
U trén kénh an toan. Vi gy(x) 1a da thtrc tuyén tinh theo x nén c6 thé duoc viét
nhu sau: gy(X)=ay + by x (mod p)
trong d6 : ay =a + bry mod p

by=b+ crymod p
4. Néu U va V muén lién lac v6i nhau, ho s& dung khoa chung:
Kuyv = Kyu = f(ry,rv) =a + b(ry + ry) + cryry (mod p)
U tinh Ky v nhu sau: f(ry,rv) = gu(ry)
Con V tinh Ky y nhu sau: f(ry,rv) = gv(ru)
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- Vidu:
Gia str c6 3 nguoi str dung U, V va W, p = 7, cac phan tir cong khai 1a ry = 12,
rv =7, =1
Gia su rfmg TA chona=8,b=7,c=2.Khido6 da thitrc f nhu sau:
f(x,y) =8 + 7(x+y) + 2xy
gu(x) =7 + 14x
gvX) = 6+ 4x
gw(X) = 15+ 9x
Kuv =3 Kyw=4, Kyw=10
+ U tinh Ky ynhu sau: Kyyv = gu(ry) =7 + 14*7 mod 17 =3
+V tinh Ky y nhu sau: Ky y=gy(ry) =6 +4*12 mod 17 = 3
- Khi c6 sy lién két ciia hai user {W,X} thi c6 thé xac dinh bat ky khoa Kyy ma
{W,X}khac {U,V}. Béi vi W va X cung biét:
aw =a+ brymodp by=b + cry mod p
ax =a+ brymodp byx=b + crxy mod p
Véi 4 phuong trinh 3 an trén ta c6 thé d& dang tinh a, b, c. Mot khi biét a, b, ¢ ho cb
thé thiét 1ap da thirc f(x,y) va tinh khoa Ky bat ky ma ho mudn.
Dé tao so dd van con an toan chéng lai sy lién minh cua k user, TA s€ st dung ham

f(x,y) c6 dang:

f(x)y) = ai,in y' mod p

k k
=0 j=0
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3.4.2 So do théa thuian khéa DIFFE HELLMAN

So db phan phbi khoa trude cua Diffie — Hellman

1. S6 nguyén té p va phan tir nguyén thuy o € Zp* cong khai
2. Vtinh:
Kuv = o mod p = by* mod p
nho dung gidi tri by cong khai nhan tir dau x4c nhan cua U va gia tri ay mat
riéng cua anh ta.
3. Utinh:
Kuv = o™ mod p = by* mod p
nho dung gia tri by cong khai nhan tur diu x4c nhan cua V va gia tri ay mat

riéng cua anh ta.

- So d6 phan phéi khod trude cua Diffie — Hellman an toan vé mat tinh toan vi n6 lién
quan bai toan logarithm ro1 rac kho giai.

- So dd xét trén Zyvoipla s6 nguyén td, o 12 phan tir nguyén thuy thudc Zy, gia tr1 cua
p va a 1a cong khai v6i moi ngudi trong mang, ID(U) 1a thong tin dinh danh cho mdi
nguoi st dung U trén mang (vi du tén, dia chi email, s6 dién thoai ...). Mdi ngudi sir
dung U c6 mot s6 mil mét ay(0< ay < p-2) (TA khong biét gia tri nay) va gia tri cong
khai twong tng by = o™ mod p.

- TA s& c6 mdt so d6 chit ky véi thuat toan xac minh (cong khai ) verra va thuét todn
ky mat sigra
- Mbi nguoi st dung U khi tham gia mang s€ ¢ mot dAu xé4c nhan:

C(U) = (ID(U),by, sigra (ID(V),by))

Cac diu xé4c nhéan c6 thé duoce luu trit trong co so dir li¢u cong khai hoac mdi nguoi
dung ty luu ddu xac nhan cta chinh minh. Chit ky ctia TA trén ddu xac nhan cho phép
bat ky ai trén mang déu cé thé xac minh duoc thong tin trén no.

U va V rat d& dang tinh ra khoa chung:

Kyv=o*mod p
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Vi du:
p= 25307, a = 2 1a nhitng tham s6 cong khai.
Gia st U chon ay = 3578 va tinh:
by = o® mod p = 2%*" mod 25307 = 6113
sau d6 U dit by vao dau xac nhan cua ¢b ta.
Gia str V chon ay = 19956 va tinh:
by = o® mod p = 2'%°® mod 25307 = 7984
sau d6 V dit by vao dau xac nhan cua anh ta.
Bay gio U c6 thé tinh khod:
Kuv = by® mod p = 7984%" mod 25307
= 3694
Con V ciing c6 thé tinh khoa:
Kuv =by® mod p = 6113"%® mod 25307
= 3694
Nho chit ky ctia TA trén dau xac nhan ciia nguoi stir dung nén ngan can mot cach hiéu
qua sy xam nhdp ctia nguodi st dung khac W.
Cau hoi dat ra 1a: liéu W ¢6 thé tinh Ky néu W khac U, V hay khong? Hodc néu W
biét by, by thi c6 thé xac dinh Ky, hay khong? Bai toan nay dugc goi l1a bai toan
Diffie — Hellman.

Bai toan Diffie — Hellman.

Bai toan: I = (p, a, B, y) trong d6 p 1a s6 nguyén t6, o € Z, 1a phan tir nguyén thuy, con B,
yer
Muc tiéu: tinh 9 of mod p( = y"? o mod p)

So d6 Diffie — Hellman 14 an toan véi dbi phurong bi dong néu va chi néu bai toan
Diffie — Hellman 1a kho giai. Tuy nhién, gia dinh cho riang thuat toan bat ky giai duoc
bai toan Diffie — Hellman thi ciing c6 thé giai duoc bai toan logarithm van chua duoc

chung minh.
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Chwong 4. THU NGHIEM CHUONG TRINH

4.1. BAITOAN LAP TRINH VA CHUONG TRINH

4.1.1. Mo ta

Diffie—Hellman thiét 1ap bi mat chung dé sir dung cho trao ddi dir liéu an toan trén mot
kénh truyén thong cong cong khong an toan. So do sau ddy minh hoa y tudéng co ban

cua viéc trao doi khoa thong qua vi du vé mau son.

4.1.2.Y tuéng co ban

Piém chu chét cta ¥ twong nay 1a Alice va Bob trao doi mau son bi mat thong qua hdn

hop son.

. Pau tién Alice va Bob tron mau di biét chung (mau vang) voi mau bi mat riéng
ctia mdi nguoi.

. Sau d6, mdi ngudi chuyén hdn hop ciia minh t6i ngudi kia thong qua mot kénh
van chuyén cong cong.

. Khi nhan dugc hon hop ciia nguoi kia, mdi ngudi sé tron thém véi mau bi mat

ctia riéng minh va nhan dugc hon hop cudi cung.

Hdn hop son cudi cung 14 hoan toan giéng nhau cho ca hai ngudi va chi c6 riéng hai
ngudi biét. Mau chdt ¢ day 1a doi véi mot ngudi ngoai s& rat kho (vé mat tinh toan)
cho ho dé tim ra dugc bi mét chung cua hai ngudi (nghia 1 hdn hop cubi cung). Alice
va Bob s& sir dung bi mat chung nay dé ma hoa va giai ma dit liéu truyén trén kénh
cong cong. Luu ¥, mau son dau tién (mau vang) co thé tuy ¥ luya chon, nhung duogc
thoa thuan trudc giita Alice va Bob. Mau son nay ciing c6 thé duoc gia sur 1a khong bi

mat doi v6i nguoi thir ba ma khong 1am 16 bi mat chung cudi cing ctia Alice va Bob.
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Giao thtrc duoc dién giai dudi dang toan hoc nhu sau:

Giao thuc s dung nhém nhan s nguyén modulo p, trong dop s nguyén té,
va g la can nguyén thuy mod p. Trong vi du dudi day, gia tri khong bi mat dugc viét
bang mau Xanh, va gia tri bi mat viét bang mau dé:

Alice Bob

Bi mat Cong khai Tinh Gui Tinh Cong khai Bi mat

a P 9 p.g— b
a P,g,A g°modp=A A— P, g b
a | pgA +B ¢ modp=B p,gA B b
a,s p,g,A B B*modp=s A"modp=sp, g AB bs

1. Alice va Bob thoa thuan sir dung chung mot s6 nguyén té p=23 va cian nguyén
thuy g=>5.
2. Alice chon mét sd nguyén bi mat a=6, va giri cho Bob gia tri A = g* mod p
« A=5"mod23
. A =15,625 mod 23
° A=8
3. Bob chon mot s& nguyén bi mat b=15, va giri cho Alice gia tri B = g° mod p
« B=5"mod23
. B =30,517,578,125 mod 23
° B=19
4. Alice tinhs =B *mod p
e s=19°mod 23
. s =47,045,881 mod 23
. s=2
5. Bobtinhs = A" mod p
e s=8"mod23
. s = 35,184,372,088,832 mod 23
. s=2
6. Nhu vay Alice va Bob cung chia sé bi mat chung 1a s6 2 vi 6*15 ciing
bang 15*6.
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Ca Alice va Bob déu c6 duoc gid tri chung cudi cong vi (g%)° = (g°)* mod p. Luu y
rang chi coa, bvag® = g™modpla duge gitt bi mat. Tt ca cac gia tri khac
nhu p, g, g?mod p va g° mod p dugc truyén cong khai. Sau khi Alice va Bob tinh duoc
bi mat chung, ca hai c6 thé str dung né 1am khoéa md héa chung chi c6 hai ngudi biét

dé giri dit liéu trén kénh truyén théng mo.

Trong thuc t& dé giao thirc duoc an toan, ngudi ta sit dung gia tri 1én hon nhiéu
cho a, b, va p, vi trong vi du trén chi co6 téng cong 23 két qua khac nhau cho n mod 23
(do d6 ké tin cong chi can thir hét 23 truong hop 13 tim ra khoa bi mat). Néu sd
nguyén t6 p c¢6 it nhat 300 chit s, con a va b c¢é it nhat 100 chit sd, thi ngay ca nhiing

may tinh hi¢n dai nhat hién nay cling khong thé tim dugc anéu chi

biét g, p, g° mod p va g® mod p. Bai toan nay, goi 1a bai toan Logarit rdi rac, hién chua

c6 cach giai hiéu qua bang may tinh (vi vay duoc str dung dé tao khoa cong khai).

Luu v, g khong can thiét 1a mot can nguyén thuy cé gia tri 16n. Trong thuc té nguoi ta

hay stir dung cac gia tri 2, 3 hoac 5.
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4.1.3. Mo ta giao thirc

Sau day la mo ta khai quat cua giao thuec.
4.1.3.1 Thiét 1ap khoéa

1. Alice va Bob thoa thuan str dung chung mot nhom cyclic hiru han G va
mot phan tir sinh g ctia G. Phan tir sinh g cong khai véi tat ca moi nguoi, ké ca
ké tan cong. Duédi ddy chung ta gia sir nhom G 1a nhém nhan.

2. Alice chon mét sd tu nhién ngau nhién a va giri g* cho Bob.

3. Bob chon mét sb ty nhién ngau nhién b va giri gb cho Alice.

4. Alice tinh (")

5. Bob tinh (g%)".

Vi gié tri (g°)% va (g %P 1 bang nhau (do nhom G c6 tinh két hop), ca Alice va Bob déu
tinh duoc gia tri g° ® va c6 thé st dung n6 cho khoa bi mat chung.

4.1.3.2. Md hoa

Thong di¢p m trude khi dugc gui di boi Alice (hodc Bob) s€ duge ma hoa thanh mgab :

4.1.3.3 Giai ma

Pé giai ma thong diép m, giri dudi dang mgab, Bob (hoac Alice) phai tinh dugc gia
tri (). Gia tri (g®)" duoc tinh nhu sau: Vi Bob biét |G|, b, vag?, mat khac
theo dinh 1y Lagrange trong ly thuyét nhém ta ¢6 XI° = 1 véi moi X thuoc G, nén Bob
tinh duoc (ga)|G|-b — ga(|G|-b) — ga|G|-ab — galGlg (glGI)a ab_la ab_g ab_(gab)

Viéc giai ma bay gio tré nén dé dang: Bob st dung (g*°)” da tinh va phuc hdi thong
diép nguyén thiy bang cach tinh: mg®(g™)™* = m(1) =
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4.1.4. Chwong trinh C don gidn

#include <stdio.h>
#include <math.h>
#include <stdlib.h>
#include <time.h>
#include <conio.h>
int prime(int num) {
inti;
for (i = 2; 1" <= num; ++1)
It (num % i==0)
return O;
return 1;
}
int mod(int base, int expo, int num) {
intres=1;
inti;
for (i = 1; i <= expo; ++i)
res = (res * base) % num;

return res;
¥
void main() {
intp,g,a b i, j rl r2, ki, k2, k3;
srand(time(NULL));
D:

printf("\nNhap p va g: "); scanf("%d %d", &p, &Q);
T ("prime(p) || 'prime(g)) {
printf(*\nCac gia tri nhap khong phai nguyen to... Vui long nhap lai...");
goto p;
} else {
srand(time(NULL));
a = rand() % 50;
b = rand() % 50;
printf("\nSo tao ngau nhien(khoa rieng cua Alice va Bob): %d %d", a, b);
rl = mod(g, a, p); / g"a mod p
r2 = mod(g, b, p); // g"b mod p
printf("\n Khoa cong khai cua Alice: R1= %d\n Khoa cong khai cua Bob: R2 =
%d\n", rl, r2);
k1 =mod(r2, a, p); // r2”a mod p
k2 = mod(rl, b, p); // r1”b mod p
printf("\nKhoa bi mat chung tinh duoc boi Alice: %d", k1);
printf(*\nKhoa bi mat chung tinh duoc boi Bob: %d", k2);
k3 =mod(g,a * b, p); // g"a*b mod p
printf("\nKiem tra Khoa bi mat chung: %d", k3); // phai giong k1 va k2

b
getch(); // Dung man hinh de xem ket qua

}
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4.1.5.So do

Trong giao thirc ndy, hai bén trao doi khoa 1a Alice va Bob. Ké nghe 1én Eve c6 thé
quan sat duoc thong tin truyén giita Alice va Bob nhung khong thay dbi noi dung
thong tin (tAn cong bi dong). So d6 sau diy tom tit moi nguoi biét gi trong mo hinh

cua giao thtrc.

. bat s = khoa bi mat duoc chiasé. s =2

. bit g = can nguyén thuy cong khai. g = 5

. Pit p = s6 nguyén té cong khai. p = 23

. bit a = khoa riéng tu cia Alice. a =6

. Dit A = khoa cong khai cua Alice. A=g*mod p =8
. bat b = khoa riéng tu ciia Bob. b = 15

. Dit B = khoa cong khai cuia Bob. B = g° mod p = 19
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Alice

biét

p=23
baseg=5
a==o6

A=5"mod23=8

B =5"mod 23 =19

s=19°mod23=2

s=8"mod23=2

s =19° mod 23 = 8° mod 23

s=2

khong
biét

b="?

Bob

biét

p=23
baseg=5
b=15

B =5 mod 23 =19

A=5"mod23=8

s=8"mod23=2

s=19"mod23=2

s = 8" mod 23 = 19% mod 23

s=2

khong
biét

a="?

Eve
iy khonc
biet biét
p=23 a="?
baseg=5 b="?
s=7?

A=5"mod23=8

B =5"mod 23 =19

s =19 mod 23

s =8"mod 23

s =19% mod 23 = 8° mod 23

Luu y: Viéc Bob giai dugc khoa riéng tu cua Alice, va Alice giai dugc khoa riéng tu
cua Alice phdi 1a bai toan kh doi v6i ca hai. Néu bai ton tim khoa riéng tu ciia Bob
khong kho dbi voi Alice (hoac ngugc lai), thi Eve chi can thay thé cap khoa riéng tu /
cong khai ctia minh, gin khoa cong khai ctia Bob vao khoa riéng tu clia minh, tao ra
khoa bi mat chia sé gia, va giai ra khéa riéng tu ctia Bob, sau d6 str dung né dé tim ra
khoa bi mat chia sé giira Bob va Alice. Eve ciling ¢6 thé tim cach chon cip khoa cong
khai / riéng tw nao d6 gitip Eve giai dugc khoa riéng tur ctia Bob mot cach dé dang.
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4.2. CAU HINH HE THONG

Chuong trinh da dich thanh file c6 dudi .exe co thé chay trén moi may co6 cai hé
diéu hanh Window.

4.3. HUONG DAN SU DUNG CHUONG TRINH

Chi can nhép 2 sb nguyén t6 p va g thi chuong trinh s& tu chay va cho ra két

qua tuong Ung .
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