Db an tét nghiép Truong Dai hoc Dan Lap Hai Phong

LOT CAM ON!

Trudc hét em xin bay té 10ng biét on sdu sdc nhat téi ¢é gido huéng dan Tién
si Ho Thi Huwong Thom da tén tinh givip d& em rdt nhiéu trong suét qué trinh tim
hiéu nghién cizu va hoan thanh bao céo tat nghiép.

Em xin chan thanh cam on cdc thay ¢6 trong bé mén tin hoc — trirong DHDL
Hai Phong ciing nhw cdc thdy cé trong trwong da trang bi cho em nhing kién thirc
co ban can thiét @é em c6 thé hoan thanh béo céo.

Xin giti 161 cam on dén ban bé nhitng nguwoi luén bén em da déng vién va tao
diéu kién thudn loi cho em, tdn tinh givip dé chi bao em nhiing gi em con thiéu sot
trong quéa trinh 1am béo céo tét nghiép.

Cudi cling em xin bay té 16ng biét on sdu sdc téi nhitng nguwoi than trong gia
dinh da gianh cho em sw quan tdm dac biét va luén dong vién em.

Vi thoi gian c6 han, trinh dé hiéu biét cia ban than con nhiéu han ché. Cho
nén trong dé an khong tranh khéi nhing thiéu sét, em rat mong nhdn duoc si déng
gop ¥ kién cua tat cd cac thay cé gido ciing nhir cdc ban bé dé do &n ciia em dwoc

hoan thién hon.

Em xin chan thanh cam on!

Hai phong, ngay... thang...nam 2013

Sinh vién thyc hién
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LOI MO PAU

Cudc cach mang thong tin k§ thuat sé di dem lai nhitng thay doi sau sic
trong x3 hoi va trong cudc séng cua chung ta. Nhitng thuin loi ma thong tin k¥
thuat s6 mang lai cling sinh ra nhimng thach thirc va co hdi méi cho qua trinh d6i
méi. Voi viée sir dung mang internet toan cau dé thong tin, lién lac ngay cang ting
trong moi linh vuc chinh tri, quan su, qudc phong, kinh té, thwong mai... Van dé
duogc dat ra do 1a su an toan cua dir li€u. Mgt cong nghé phén nao giai quyét duoc
van dé trén 1a gidu tin mat, n6 cho phép gidu thong tin mat vao trong cac ngudn
thong tin khac, 1am an di su ton tai cia thong tin mat. Trong d6 4n nay em di tim
hiéu k¥ thuat gidu tin trén bién cua anh nhi phan.

Chuong 1. Khai niém téng quan: Trinh bay tong quan k¥ thuat giau tin trong
anh, cdu trac anh BITMAP va phuong phap danh gia PSNR (peak signal-to-noise
ration) anh trude va sau khi giau tin, k¥ thuat nén anh Jpeg.

Chuong 2. K¥ thuat giau tin trén bién cua anh nhi phan.

Chuong 3. Cai dit thir nghiém: Trinh bay mét sb giao dién cta chuong trinh
va thir nghiém k¥ thuat giu tin trén bién caa anh nhij phan.
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Chuwong 1. KHAI NIEM TONG QUAN

1.1. Téng quan k¥ thuit gidu tin trong anh

1.1.1. Khai niém

- Gidu tin 1a k¥ thuat nhdng (giau) mot luong thong tin nao d6 vao trong mot doi
tuong dit liéu s6 khac.

- Gidu tin s6 1a gidu nhiing thong tin sé vao trong mot ddi twong dir liéu sé khac
(goi 1a méi trudng dau tin) sao cho mdi truong trudc va sau khi gidu tin gan nhu
khong c6 su khéc biét, dong thoi ¢ thé khoi phuc lai chinh xéac cac thong tin da
giau.

1.1.2. Phén logi ky thudt gidu tin

- CO thé chia k¥ thuat giau tin ra 1am 2 loai I16n d6 1a thiy van (watermarking) va
gidu tin mat (steganography).

Information hiding

Giau thong tin

Steganography Watermarking

Gidu tin mat Thay phan sé

Robust Watermarking FragileWatermarking

Thuy van bén viing Thuy van dé vo
ImperceptibleWatermarking VisibleWatermarking
Thuy van an Thuy van hién thi

Hinh 1. 1. So do phan loai k¥ thuat giau tin.

< Thiy van s6 (Watermarking): gidu mau tin ngin, nhung doi hoi do
bén viing cao cua thong tin can gidu (trudc cac bién ddi thong thuong
cua tép dit liéu moi truong).
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Thay van bén viing: thuong dugc tng dung trong bao vé ban quyén. Thay van
duoc nhing trong san pham nhu mot tng dung trong bao vé ban quyén. trong
truong hop ndy, thiy van phai ton tai bén viing cing véi san pham nham chéng
viéc ty x6a, l1am gia hay bién d6i pha hay thay van.

Thuay van dé va: 1a ky thuat nhing thay van vao trong mét doi tuong (san pham)
sao cho khi phan b san pham (trong méi trudng mé) néu cd bat ky phép bién
d6i nao lam thay d6i san pham gdc thi thuy van da duoc gidu trong ddi tuong sé
khong con nguyén ven nhu trude khi dau.

Thay van an: Ciing gidng nhu gidu tin, bang mat thuong khéng thé nhin dugc
thay van an.

Thay van hién: 1 loai thuy van hién ngay trén san pham va moi nguoi déu co
thé nhin thay duoc.

< Giau tin mat (Steganography): Che giau ban tin (d6i hoi do mat cao
va dung luong cang 16n cang tét) vao méi truong (d6i twong) goc.

Bang 1. 1. So sanh gitta gidu tin mat va thay van s6

Giau tin mat

Thay van s6

- Tap trung vao viéc gidu duoc cang
nhiéu tin cang tét, ung dung trong
truyén dir liéu mat.

- C6 gang 1am anh huoéng it nhat dén
chat lwong cua ddi twong gbc dé
khong bi chii y dén dir liéu da duoc

gidu trong do.

- Thay d6i dbi twong gbc ciing lam
cho dix liéu gidu bj sai léch (ang dung
trong xac thuc thong tin).

- Bao mat cho dit liéu can giau. Khia
canh nay tap trung vao ky thuat gidu
tin mat, tac 1a gidu tin sao cho giau
duoc nhidu va ngusi khac kho phat

hién ra thong tin dwoc gidu trong do.

- Khong can gidu nhiéu théng tin, chi
can lugng thong tin nho dic trung cho
ban quyén cta ngudi s hitu.

- Trong truong hop thay van nhin thay
thi thay van s¢€ hién ra.

- Thuy van phai bén viing véi moi tan
cong cO cha dich hoac khéng cé chu
dich vao san pham.,

- Thay van s danh diu vao chinh ddi
tugng, nham khing dinh ban quyén so
hitru hay phat hién xuyén tac thong tin.
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1.1.3. M6 hinh ky thudt gidu tin va tdch tin co bin
C4c thanh phan chinh ciaa mot hé gidu tin va tach tin trong anh sé gom:

- Ban tin mdt (Secret Message): c6 thé 13 van ban hozc tép anh hay bat ky mot tép
nhi phan nao, vi qua trinh xt Iy déu chuyén ching thanh chudi céc bit.

- Anh phi (hay anh géc) (Cover Data): la anh duoc ding dé 1am méi truong
nhung tin mat.

- Khoa bi mdt K (Key): khoa bi mat tham gia vao qué trinh gidu tin dé ting tinh
bao mat.

- B¢ nhang théng tin (Embedding Algorithm): Nhimg chuong trinh, thuat toan
nhung tin.

- Anh mang (Stego Data): 14 anh sau khi da nhtng tin mat vao do.

- Kiém dinh (Control) : kiém tra thong tin sau khi duoc giai ma.

M0 hinh cua ky thuat gidu tin va tach tin co ban dugc mo ta nhu sau:

— )

Ban tin mat

Secret Message

-
I1

. ) Phuong tién
Phuong tién chira chira d gidu
(audio,anh,video) B4 nhlng théng til tin
Cover Data EmbeddingAlgoritl Stego Data
-/
Khoéa
Key

Hinh 1. 2. Lugc do chung cho qué trinh giau tin.

- Hinh 1. 2 biéu dién qua trinh gi4u tin co ban. Phuong tién chira bao gom cac ddi
tugng dugc dung lam méi trudng gidu tin nhu: text, audio, video, anh, ban tin
mat 1a mot lugng thdng tin mang mot y nghia nao d6 nhu anh, logo, doan van
ban... tuy thuoc vao muc dich cua ngudi str dung. Théng tin s& duoc giau vao
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trong phuong tién chtra nhd mét bo nhang, bo nhdng la nhitng chuong trinh,
trién khai cac thuat toan dé gidu tin va dugc thuc hién voi mot khoa bi mat giéng
nhu cac hé mat ma co dién. Sau khi gidu tin, ta thu dugc phuong tién chia ban
tin da gidu va phan phdi sir dung trén mang.

Khoa
KEY
Phuong tién
Phuong tién chira
chia B tach tin (audio,anh,
da gidu tin video)
./

Ban tin mat

Kiém dinh ma
tin

Hinh 1. 3. Lugc do chung cho qué trinh tach tin.

- Hinh 1.3 md ta viéc tach thong tin di giau. Sau khi nhan duoc d6i twong phuong
tién chira cO giau thdng tin, quéa trinh tach tin dugc thuc hién théng qua bo
nhing thong tin cing véi khod caa qua trinh nhing. Két qua thu duoc gom
phuong tién chira goc va ban tin mat da duoc giau. Budc tiép theo ban tin mat
thu dugc s& duoc xtr Iy Kiém dinh so séanh véi thong tin gidu ban dau.

1.1.4. Cdc dic tinh ciia gidu tin trong dnh

- Tinh an (tinh v6 hinh): Khi quan sat anh mang bang mat thuang khong phét hién
duoc thong tin gidu va khong gay nghi ngd cho ngudi xem.Tinh an phu thudc
vao mirc do bién ddi ciia anh mang so véi anh gdc trong qua trinh giau tin.

- Tinh bén vitng: Anh mang c6 thé phai chiu mot tac dong nao d6 tir bén ngoai
nhu loc anh, 1am sic nét,... dan dén mau tin tach duoc M’ # M. Ti [é M’/ M thé
hién tinh bén virng cua thuat toan giau tin.

- Dung lrong ddu tin: La ti 1¢ gitra s6 byte ti da thong tin co thé gidu duoc so Vi
kich thudc cua file anh (tinh bang byte). Cung maét thuat toan gidu tin voi cac
file anh khac nhau c6 thé cho ti 1& khac nhau. Théng thuong cac phwong phap
giau tin trong anh déu cb lam ting dung lwong giau tin, tuy nhién viéc ting dung
lwong gidu tin s& anh huéng téi cac dic tinh an va tinh bén viing.
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- Tinh an toan: La kha ning chéng lai sy tin cdng hoic gia mao tir bén ngoai. Mot
hé giau tin tét phai dam bao bi mat khdng bi tin cdng maot cach cé chu dich trén
co s& nhitng hiéu biét vé phuong phéap gidu tin nhu c6 anh mang, ¢ anh mang
va anh géc, ¢6 bo giai ma (nhung chua ¢ khoa), ...

- B¢ phirc tgp tinh toan : Chu yéu tinh bang cac phép toan thuc hién trong viéc
gidu tin va giai ma (tach tin). Y&u cau vé& d6 phuc tap tinh toan tly thuoc ting
ung dung

1.1.5. Méi triwong gidu tin
1.1.5.1. Gidu tin trong anh

Hién nay giau théng tin trong anh 1a mot bo phan chiém ty Ié I6n trong cac
chuong trinh tng dung, cac phan mém, hé thdng gidu tin trong da phuong tién boi
luong thong tin dwoc trao ddi bang anh 14 rat Ion va hon nita gidu théng tin trong
anh cling dong vai trd hét stic quan trong trong hau hét cac tng dung bao vé an toan
thong tin nhu: xac dinh xuyén tac thdng tin, bao vé quyén tac gia...Thong tin s&
duoc gidu cung dit liéu anh nhung chat luong anh it thay doi va chang ai biét duoc
dang sau anh d6 mang nhiing thdng tin c6 y nhia. Ngay nay khi anh sé duoc st
dung rat phd bién thi gidu théng tin trong anh di mang lai nhiéu nhiing ung dung
quan trong trén céac linh vire doi séng xa hoi. Vi du nhu cac nude phat trién chix ky
tay da duoc s6 hoa va luu trir st dung nhu 13 hd so ¢4 nhan cua céc dich vu ngan
hang tai chinh. Phan mém WinWord caa Microsoft ciing cho phép ngudi dung luu
trit chir Ky trong anh nhi phan rdi gan vao vi tri ndo dé trong tép van ban dé dam
bao tinh an toan cua théng tin.

1.1.5.2. Gidu tin trong audio

Giau théng tin trong audio mang nhiing dic diém riéng khac véi giau thdng
tin trong cac ddi twong da phuong tién khac. Mot trong nhitng yéu cau co ban cua
gidu thong tin 1a dam bao tinh chat an cua thong tin dwoc gidu dong thoi khong lam
anh huong t6i chat luong cua dir liu. Pé dam bao yéu cau nay ta luu y rang Ky
thuatgiau thong tin trong anh phy thudc vao hé thong thi giac cia con ngudi — HSV
(Human Vision System) con k§y thuat giau thdng tin trong audio lai hé phuc thuoc
vao hé thdng tinh giac HAS (Human Auditory System). Mot van dé kho khan ¢ day
la hé théng thinh gi4c cua con nguoi nghe duoc céc tin hiéu o cac giai tan rong va
cong suat Ion nén da giy kho dé ddi véi cac phuwong phap giau tin trong audio.
Nhung tai con nguoi lai kém trong viéc phat hién su khéc biét cua cac giai tan va
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cdng suat, c6 nghia 1a cic 4m thanh to, cao tan cé thé che giadu dugc cac am thanh
nho thap mot cach dé dang.

Vén d& kho khin thr hai d6i véi giau tin trong audio 1a kénh truyén tin, kénh
truyén hay bang théng cham s& anh huéng t6i chét luong thong tin sau khi giu.
Gi4u thong tin trong audio doi hoi y8u cau rat cao vé tinh dong bo va tinh an toan
cua thong tin. Cac phuong phap gidu thong tin trong audio déu lgi dung diém yéu
trong hé théng thinh giac cua con nguoi.

1.1.5.3. Gidu tin trong video

Ciing gidng nhu gidu thdng tin trong anh hay audio, giau tin trong video
cling dugc quan tdm va phat trién manh mé cho nhiéu tng dung nhu diéu khién truy
cap thong tin, nhan thuc thdng tin, ban quyén tac gia... Mot phuong phéap gidu tin
trong video duoc dua ra boi Cox 1a phuong phap phin bd déu. Y tudng co ban cua
phuong phép 1a phan phdi théng tin giau dan trai theo tan sb caa dir lieu goc. Nhiéu
nha nghién ctu da dung nhitng ham cosin riéng va cac hé s truyén song riéng dé
giau tin. Trong cé4c thuat toan khoi ngudn thi thuong cac ki thuat cho phép gidu cac
anh vao trong video nhung thoi gian gan day cac k¥ thuat cho phép gidu ca am
thanh hinh anh vao video.

1.1.5.4. Giau tin trong dang vén ban text

Gi4u tin trong vin ban dang text khd thuc hién hon do c6 it cac thong tin du
thira, dé 1am duoc diéu nay nguoi ta phai khéo 1éo khai thac cac du thira tu nhién
caa ngbn ngir. Mot cach khac la tan dung cac dinh dang van ban (ma hda théng tin
vao khoang cach gitra cAc tir hay cac dong van ban).

K thuat giau tin dang duoc ap dung cho nhiéu loai ddi tuong chir khéng
riéng gi dit liéu da phuong tién nhu anh, video, audio. Gan day da c6 mot sé nghién
ctru gidu tin trong co s& dit liéu quan hé, cac goi IP truyén trén mang, chic chin sau
nay con phat trién tiép cho céc moi truong dir liéu s khac.

1.1.6. Ung dung kj thudt gidu tin trong dnh

- Lién lgc bi mat : Giau tin trong anh roi giri di trén mang it gay su cha ¥ hon so
véi str dung mat ma. Ngoai ra viéc str dung céng nghé ma hoa co thé bi han ché
va cam st dung. C6 thé dung dé lién lac bi mat trong ca thuong mai dé giri di
mot bi mat thwong mai trong quan su, ngoai giao dé gui di mot ban vé hay mot
thong diép nhay cam.
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- Bdo vé ban quyén tac gi: Mot thong tin ndo d6 mang ¥ nghia quyén s hiru tac
gia (vi du nhu logo cua cong ty) dugc bi mat nhiing vao trong cac san pham dé
x&c nhan quyén s& hiru khi ban hodc phan phdi san pham, thém vao dé co thé
gan mot nhan thoi gan dé chdng gia mao.

- Diém chi s¢: Thay van duogc sir dung dé nhan dién nguoi gui hay ngudi nhan
ciia mot thdng tin ndo dé trong tng dung phan phdi san pham. Dung dé xac dinh
ngudi nhan san pham, vé mit nao d6 cd y nghia nhu s se-ri san pham.

- Gan nhan : C4c cha giai, minh hoa c6 thé duoc nhing vao trong anh, khi dé néu
sao chép thong thuong thi thdng tin nhung ciing dugc sao chép va chi co chu so
hitu hoic nguoi dugc cap phép méi c6 thé tach ra duoc cac chd giai nay.

- DPiéu khién truy nhap: Céc thiét bi phat hién thay van (¢ day sir dung phuong
phap phat hién thuy van da gidu ma khong can thong tin géc) duoc gan sin vao
trong cac hé thdng doc ghi, tlly thudc vao viéc cd thiy van hay khong dé diéu
khién (cho phép / cam) truy cap. Vi du nhu hé théng quan 1y sao chép DVD da
duoc tng dung ¢ Nhat.

1.1.7. Tinh chdt, diic trung ciia gidu tin trong dnh

1.1.7.1 Phuong tién chura cO dir ligu tri gidac tinh

Dir lidu goc & day 1a dit liéu anh tinh, du da gidu théng tin vao trong anh hay
chua, thi khi ngudi xem anh bang thi giac, dit liéu anh khéng thay d6i theo thoi
gian. Khac véi dit liéu audio hay video, khi xem hay nghe, thi di liéu goc s& thay
d6i lién tuc véi tri giac caa con nguoi theo cac doan hay cac bai , cac anh,...
1.1.7.2 Gidu tin phy thugc anh

Ky thuat giau tin phu thudc vao céc loai anh khac nhau. Chang han dbi véi
anh den trang, anh xam hay anh mau, ta c6 nhitng ky thuat riéng do cac loai anh véi
dic trung khac nhau. Anh nén va anh khong nén ciing ap dung nhiing ki thuat giau
tin khac nhau, vi anh nén c6 thé 1am mat théng tin khi nén anh ...
1.1.7.3 Giau tin lgi dung khd ndng thi gidc con nguoi

Gidu tin trong anh ciing gy ra nhiing thay doi trén dir liéu anh géc. Dir liéu
anh duoc quan sat bang hé thdng thi giac con ngudi, nén cac ky thuat gidu tin phai
dam bao yéu cau gay ra nhitng th ban 1a nhirng thay doi trén anh phai rat nho, sao
cho biang mét thuong khong thé nhan ra dwoc su thay d6i do, vi c6 nhu thé thi moi
dam bao dugc do an toan cho thdng tin giau.

1.1.7.4 Gidu tin khéng lam thay doi kich thwéc anh
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Cac phép toan gidu tin s& duoc thuc hién trén di liéu cua anh. Dir liéu anh
bao gém ca phan header (14 noi luu thong tin vé tép, kich thude, va dia chi offset vé
viing dit liéu), bang mau (c6 thé c6) va dit liéu anh. Khi gidu tin, cac phuong phap
gidu déu bién ddi gia tri cua céc bit trong dit liéu anh true hay sau khi gidu tin, 12
nhu nhau
1.1.7.5 Bdm bdo chdt lirong anh sau khi gidu tin

Diy 1a yéu cau quan trong d6i véi gidu tin trong anh. Sau khi gidu tin bén
trong, anh phai dam bao yéu cau khdng bi bién doi, dé c6 thé khong bi phat hién dé
dang so vai anh géc.

1.1.8 Cdc hwdng tiép cén ciia gidu tin trong dnh
1.1.8.1 tiép can trén mién khong gian cua anh

Pay 1a hudng tiép can co ban va ty nhién trong s6 cac ky thuat giau tin. Mién
khong gian anh 1a mién dix liéu anh géc, tac dong Ién mién khdng gian anh chinh la
tac dong 1én cac diém anh, thay doi truc tiép gia tri cac diém anh. Pay 1a hudng tiép
can tu nhién, boi vi khi noi dén viéc giau tin trong anh ngudi ta thuong nghi ngay
dén viéc thay doi cac diém anh nguon. Mot phuong phap pho bién cua hudng tiép
can nay la phuong phép tac dong dén bit it quan trong nhat cia mdi diém anh.

Y tudng co ban ciia phuong phap tac dong dén bit it quan trong nhat (LSB —
Least Significant Bit) cua cac diém anh Ia chon ra tir mi diém anh cac bit it c6 y
nghia nhat vé mit tri giac, dé st dung cho viéc gidu tin. Viéc bit nao dugc coi 14 it
tri giac nhat va bao nhiéu bit c6 thé dugc lay ra dé thay thé déu phu thudc vao kha
nang hé thdng thi giac ciia con nguoi va nhu cau vé chét lugng anh trong cac ung
dung.

1.1.8.2 Tiép cdn trén mién tan sé cua anh

Trong mot sb truong hop cach khao sét truc tiép & trén cling gap phai kho
khan nhét dinh hoic rat phac tap va hiéu qua khong cao, do d6 ta co thé dung
phuong phap khao sét gian tiép thong qua cac k¥ thuat bién doi. Cac bién d6i nay
lam nhiém vu chuyén mién bién s doc 1ap sang mién khac, va nhu vay tin hiéu va
hé thdng roi rac s& dugc biéu dién trong mién méi véi cac bién sé mai.

MJi cach bién ddi s& c6 nhirng thuan loi riéng, ty ting trudng hop ma st
dung bién d6i nao. Sau khi khao sat, bién d6i xong cac tin hiéu va hé thdng roi rac
trong mién cac bién sé méi nay, néu can thiét c6 thé dung céc bién doi nguoc dé
dua chung vé mién bién sb doc lap.
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Phuong phap khao sat gian tiép s& lam don gian rat nhiéu cac coéng viéc gap
phai khi dung phuong phap khao sat truc tiép trong mién bién sé doc Iap tu nhién.
C6 nhiéu phép bién doi, trong d6 phd bién 1 bién d6i Fourier DFT, bién dbi Cosin
roi rac DCT, bién d6i séng nhé DWT...

1.2. CAu tric 4nh BITMAP
Bang 1. 2. CAu trdc anh bitmap.

Bitmap Header (54 byte)

Color Palette

Bitmap Data

Mai file anh Bitmap gom 3 phan theobang sau:

1.2.1. Bitmap header
Thanh phan bitcount (Bang 1. 3 Thdng tin vé Bitmap header) cua ciu tric
Bitmap header cho biét s6 bit danh cho mdi diém anh va sb luong mau 16n nhat

cua anh.
Bang 1. 3. Thong tin vé Bitmap header.
Byte thir Y nghia Gia tri
1-2 Nhan dang file ‘BM’ hay 19778
3-6 Kich thuéc file Kiéu long trong Turbo C
7-10 Du trix Thuong mang gia tri 0
11-14 Byte bit d¢au ving dit liéu Offset cua byte bat dau ving di lidu
15-18 S6 byte cho viing théng tin 4 byte
19-22 Chiéu rong anh BMP Tinh bang pixel
23-26 Chiéu cao anh BMP Tinh bang pixel
27-28 S4 Planes mau Codinhlal
29-30 S6 bit cho 1 pixel (bitcount) Cothélal, 4, 8, 16, 24 tly theo loai
anh
31-34 Kiéu nén di liéu 0: Khong nén

1: Nén runlength 8bits/pixel
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2: Nén runlength 4bits/pixel
35-38 Kich thudc anh Tinh bang byte
39-42 Do phan giai ngang Tinh bang pixel/metter
43-46 Do phan giai doc Tinh bang pixel/metter
47-50 S6 mau sir dung trong anh
51-54 S6 mau dugce sir dung khi hién
thi anh

1.2.2. Palette mau
- Bang mau cta anh, chi nhitng anh nho hon hoic bang 8 bit mai ¢ bang mau.

Bang 1. 4. Bang mau cua anh Bitmap.

Pia chi (Offset) Tén Y nghia
0 RgbBlue Gia tri cho mau xanh Blue
1 RgbGreen Gia tri cho mau xanh Green
2 RgbRed Gia tri cho mau do
3 RgbReserved Du trix

1.2.3. Anh nhj phan

Anh nhi phan 1a anh k¥ thuat sé ma chi cé hai gia tri c6 thé cho mdi pixel.
Thong thudng hai mau sic dugc st dung cho mot anh nhi phan 13 hai mau den va
tring mac du c6 thé st dung bat ki hai mau sic khac. Cac mau sic duoc su dung
cho d6i tugng trong hinh 1a mau nén trudc khi phan con lai cua hinh anh 1a mau
nén.

Anh nhi phan dugc goi 1a nhi cap hoic hai cap. Diéu nay c6 nghia 1a mdi
diém anh duogc luu giit nhu 1a mot bit (0 hoac 1).

Ung dung chinh caa anh nhj phan duoc dung theo tinh logic dé phan biét dbi
tugng anh véi nén hay dé phan biét diém bién véi diém khac.

Anh nhj phan thuong dugc luu trix trong bo nhd nhu 1 moét anh bitmap, mot
mang dong goi cua Cac bit.

Anh nhi phan duoc luu trit nhu 13 mét anh dinh dang bitmap hay anh dinh
dang IMG.
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Sy don gian coa dinh dang tép tin BMP, va su phd bién cua né trong
windows va céc hé diéu hanh khéc, ciing nhu thuc té 13 dinh dang nay ciing twong
dbi tét, 1am cho né tré thanh mot dinh dang hinh anh rat phd bién, chuwong trinh xu
If tir nhiéu hé diéu hanh c6 thé doc va viét.

Bang 1. 5. CAu trdc anh bitmap cua anh nhj phan.

Header(1)
Info header(2)

Optional palette (3)
IMAGE DATA(4)

(1). BITMAPFILEHEADER(14 byte): 1a phan chira cac thong tin vé kiéu anh, kich
thudc, do phan giai, s6 bit dung cho mét pixel, cach ma hda, vi tri bang mau ...

(2). BITMAPINFOHEADER: 1a noi luu trit thong tin chi tiét vé cac hinh anh
bitmap, ma s& duoc st dung dé hién thi hinh anh trén man hinh.

(3). OPTINAL PALETE: Ia mét khéi byte (mot bang) danh sach cac mau cé san dé
st dung trong chi muc mau sac cu thé cua anh.

(4). IMAGE DATA: 14 noi luu trir mo ta dir liéu cia anh. Piém anh duoc luu trit
"nguoc lai" d6i véi hinh anh binh thuong bang raster, bat dau ¢ goc trai bén dudi, tir
trai sang phai, va sau do lién tiép boi hang tir day 1én dinh cua hinh anh.

1.3. Phwong phap danh gia PSNR(peak signal-to-noise ratio)

PSNR 1a phuong phap danh gid do nhidu cua anh trude va sau khi gidu tin,
don vi do 1a logarithm decibel. Thong thuong PSNR cang cao thi d6 nhiéu cua anh
trude va sau khi gidu tin cang thap. Gia tri PSNR duoc coi 12 tot ¢ vao khoang 35dB
va nhé hon 20dB 1la khong chép nhan dugc. Hién nay PSNR dugc dung rong rai

trong k¥ thuat danh gia chat luong hinh anh va video.

Cach don gian nhat 1a dinh nghia thong qua trung binh 13i binh
phuong (MSE — mean squared error) dwgc dung cho anh 2 chidu co kich

thude mxn trong d6 | va K 13 anh gdc va anh duoc khoi phuc twong tng:

1 _ _ . ..
MSE = — S Sli(i, ) — K(i,j))
PSNR dugc dinh nghia bdi:

: MAX,

PSNR = 10+l0g35( st ) = 20+logso( et

MSE VMSE
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O day, MAX(]) 1a gia trj toi da cua diém anh trén anh 1. Khi cac diém anh
dugc biéu dién boi 8 bit, thi gia tri ctia nd 13 255. Trudng hop tong quat, diém anh
dugc bidu dién boi Bbit, MAX(1)1a 2°-1. Véianh maubiéu dién 3 gia
tri RGB trén 1 diém anh, cac tinh toan cho PSNR tuong tu ngoai trir viéc tinh MSE
1a tong cua 3 gia tri (tinh trén 3 kénh mau RGB) chia cho kich thudc cia anh va
chia cho 3.

Véi anh nhi phan cac diém anh trén anh nhi phan duoc biéu dién baéi 2 bit 0
hodc 1, nén gia tri cuia MAX(I) = 1.

1.4 Ky thuat nén anh JPEG

Mot tinh chat chung nhat cua tat ca cac anh sé d6 1a twong quan giita Cac
pixel & canh nhau 16n, diéu ndy dan dén du thira thong tin dé biéu dién anh. Du thira
thong tin s& 1am cho viéc ma hoé khéng téi wu. Do d6 cong viéc can lam dé nén anh
la phai tim duoc cac biéu dién anh véi tuong quan nho nhat dé giam thiéu do du
thira thong tin caa anh. Thuc té, c6 hai kiéu du thira thong tin dugc phan loai nhu
sau:

- D thiva trong mién khéng gian: twong quan giita cac gia tri pixel caa anh,
diéu nay c6 nghia rang cac pixel 1an can cua anh c6 gia tri gan giéng nhau (trir
nhitng pixel & giap duong bién anh).

- Du thira trong mién tan sé: Twong quan gitra cA&c mat phang mau hoac dai
phd khac nhau.

Trong tdm cua cac nghién ciu vé nén anh 1a tim cach giam so bit can dé biéu
dién anh bang viéc loai bo du thira trong mién khong gian va mién tan sé cang
nhiéu cang tot.

1.4.1 Cac ky thudt nén anh dwoc s dung

- Nén anh khong méat thong tin : v&i phuong phap nay sau khi giai nén ta
khdi phuc dugc chinh xac anh gdc. Cac phuong phap nén ndy bao gdbm ma hoa
Huffman, ma hoa thuat toan. ..

- Nén anh c6 mat thdng tin: anh giai nén c6 mot su sai khac nho so véi anh
gbc. Cac phuong phap nay bao gom:
o Luong ttr hoa vo huéng: PCM va DPCM

. Luong tu hoa vector
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e M4 hoa bién dbi: bién doi cosin roi rac (DCT), bién doi Fourier

nhanh (FFT)
. Ma hoé bang con
——{ Bign déi » Lirgng tr o Mihod |—
anh chira nén anh 1eén

Hinh 1.5. So @6 khéi mot hé thong nén anh dién hinh.

Noi dung cua dé tai nay sé thao luan vé phuong phap nén anh ding bién doi
cosin roi rac DCT (Discrete Cosin Transform): dang duoc ding trong chuan nén
anh JPEG hién nay.

1.4.2 Ma hod bién d6i DCT
Nguyén tac chinh cua phuong phap ma hoa nay la bién doi tap cac gia tri
pixel ciia anh trong mién khdng gian sang mot tap cac gia tri khac trong mién tan sb

sao cho cac hé sb trong tap gia tri méi nay c6 tuong quan gilta cac diém anh gan

nhau nho hon.
| [
Bang Béng
anh gfic l
__, | Bindéi Lirgng M4 hod
DCTthoan | | tithes | | Bntrepy > 10011010..,
Gidi ma Gii Bién déi
10011010.., | mons [ Lusore tis [ Do ngase [
»..T ] anh khii phue
Bang Bang
| I

Hinh 1.6. So 6 ma hda va giai ma dung bién d6i DCT.

1.4.3 Bién doi DCT thudn va nghich

Vi anh géc ¢ kich thudc rat 16n cho nén trude khi dua vao bién dodi DCT,
anh duoc phan chia thanh cac khéi vudng, mdi khdi nay thuong co kich thudc 8 x 8
pixel va biéu dién cadc mic xam cua 64 diém anh, cac mic xam nay la cac sb
nguyén duong co gia tri tir 0 dén 255. Viéc phan khdi ndy s& 1am giam dugc mot
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phan thoi gian tinh toan céc hé sé chung, mat khac bién ddi cosin ddi vai cac khoi
nho s& lam ting do chinh xéac khi tinh toan véi dau phay tinh, giam thiéu sai sé do
[am tron sinh ra.

Bién d6i DCT 1a mét cong doan chinh trong cac phuong phap nén sir dung
bién ddi. 2 cdng thirc & ddy minh hoa cho 2 phép bién d6i DCT thuan nghich doi
v6i mdi khdi anh co kich thudc 8 x 8. Gid tri x(ny, ny) biéu dién cac mirc xdm cua
anh trong mién khong gian, X(ky, k,) 1a cac hé sb sau bién d6i DCT trong mién tan

SO.

LI 2m + 1)k 2, + 10k
AL RN Ekfm sz(ﬂh?ﬂzjﬁos( ”116:' i COS( 1 16) 2 (l 1)
3 1=l 2= .

L 2u + 1Dk 2n, + N
xix, 0 = -5';;14-5'5;2 2 ZX(h,h}EOS( A 16) % o 27, 1; 2% (12)
wl=ll e 2=d) .

S = :{%ﬁmf':'

Ey =
Vi {D khi 1<k <8 3 0 ktn 1<k, <8

Mdi khdi 64 diém anh sau bién d6i DCT thuan s& nhan duoc 64 hé sb thuc
DCT (bang 1.6). Mdi hé sé nay cd chira mét trong 64 thanh phan tan sé khong gian
hai chiéu. Hé sb véi tan s bang khong theo ca hai hudng (twong ung véi k1 va k2
bang 0) duoc goi 1a hé s6 mot chiéu DC, hé sé nay chinh 1a gia tri trung binh cua 64
diém anh trong khdi. 63 hé sé con lai goi la cac hé s6 xoay chiéu AC. Hé sé mot

chiéu DC tap trung phan 16n nang lugng cia anh.

Bang 1.6. Cac budc ctia qua trinh ma hoa bién d6i DCT ddi véi 1 khbi.
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Cac he 58 san liwgrg ti hod

Chu y rang ban than bién d¢6i DCT khdng lam mat théng tin vi DCT 1a mot
bién doi tuyén tinh chuyén céc gia tri ciia diém anh tir mién khong gian thanh cac hé
s6 trong mién tan s6. Néu bién d6i DCT thuan va nghich duoc tinh toan véi do
chinh xé&c tuyét d6i va néu cac hé sé DCT khdng phai qua budc luong tir va mé

hod thi anh thu duoc sau bién d6i DCT nguoc sé& giéng hét anh géc.

1.4.4 Lwong tw va gidai lwong tir

Sau khi thyc hién bién di DCT, 64 hé s6 s& dugc lwong tir hoé dua trén mot
bang lwong tir gém 64 phan tir Q(u,v) V&i 0<u, v<7. Bang nay duoc dinh nghia boi
ting ¢ng dung cu thé (hinh 1.7 1a vi du ma tran luong ti hay sir dung). Cac phan tir
trong bang luong tir ¢6 gia tri tir 1 dén 255 duoc goi 1a cac bude nhay cho cac hé sé
DCT. Qua trinh lugng tir dwgc coi nhu 14 viéc chia cac hé s6 DCT cho budc nhay
lwong tir trong tng, két qua nay sau d6 s& dugc lam tron xudng sb nguyén gan nhat.
Cong thuc (3) thé hién viéc luong tir véi F(u,v) 1a cac hé s DCT, F2(u,v) 14 cac hé

s6 sau luong tir, cac hé s6 nay s& duoc dua vao bo ma hoa Entropy.
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(16 11 10 16 24 40 51 61
12 12 14 19 26 58 60 55
14 13 16 24 40 57 69 56
14 17 22 29 51 87 80 62
18 22 37 56 68 109 103 77
24 35 55 64 381 104 113 92
49 64 78 87 103 121 120 101
(72 92 95 93 112 100 103 99 |

Hinh 1.7. Ma tran lugng tir.

F(u,v)J
owv)) (3)

FE{u.v) = IntegerRound (

Muc dich cua viéc lugng tir hod 1a giam sb luong bit can dé luu trir céc hé sé
bién doi bang viéc giam do chinh xac cua cac hé sé nay cho nén luong tir 1a qua

trinh xir ly c6 mat théng tin.

Qua trinh giai luong tir ¢ phia bo giai ma dugc thuc hién ngugc lai. Cac hé
s6 sau bo giai ma entropy s& nhan vai cac budc nhay trong bang lugng tir (bang
lugng tir dugc dit trong phan header cua anh JPEG). Két qua nay sau do s& dugc

dua vao bién d¢6i DCT nguoc.

1.4.5 Ma héa va gidai ma Huffman
M3 hoa 1a budc cudi cung trong hé théng nén anh dwa trén bién d6i DCT.
Chuan nén anh JPEG hién nay ding phuong phap ma hoa Huffman, ddy Ia phép ma

ho& khéng lam mét thong tin.

Phuong phdp ma hoa Huffman 1a phuong phap dya vao mé hinh thong ké.
Dua vao dit lidu gdc, nguoi ta tinh tan suat xuat hién cua cac ky tu. Viéc tinh tan
xuat dugc thuc hién bang cach duyét tuan tu tép gdc tir dau dén cudi. Viéc xir ly ¢
day tinh theo bit. Trong phwong phap ndy, ngudi ta gan cho cac Ky tu cd tan suit
cao mot tir ma ngan, cac ky tu c6 tan xuat thap tir ma dai. N6i mot cach khac, cac
Ky tu c6 tan xuat cang cao dugc gan ma cang ngin va nguoc lai. R rang véi cach
thire nay, ta da lam giam chiéu dai trung binh cua tir m& hoa bang cach dung chiéu
dai bién d6i. Tuy nhién, trong mot s6 tinh hudng khi tan suat 1a rat thap, ta c6 thé

khong duoc lgi mét chut nao, tham chi con bi thiét mot it bit.
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Thuat todn ma hoa bao gém 2 budc chinh:

-Giai doan tinh tan suit cua cac ky tu trong dit liéu goc: Duyét tép géc mot
cach tuan ty tir dau dén cubi dé xay dung bang ma. Tiép sau d6 1a sap xép lai bang

ma theo tht ty tan suat giam dan.

-Giai doan th hai: ma ho&. Duyét bang tan suat tir cudi 1én dau dé thuc hién
ghép 2 phan tir c6 tan suat thip nhat thanh mot phan tir duy nhat. Phan tir ndy cd tan
Xuat bang téng 2 tan suat thanh phan. Tién hanh cap nhat lai bang va duong nhién
loai bo 2 phan tir 3 xét. Qua trinh duoc 13p lai cho dén khi bang chi c6 mét phan
tar. Qua trinh nay goi 1a qué trinh tao cdy ma Huffman vi viéc tap hop duoc tién
hanh nhod mot cay nhi phan véi 2 nhanh. Phan tir ¢6 tan suat thap & bén phai, phan
tir kia & bén trai. V6i cach tao cay nay, tat ca cac bit dir lieu/ ky tu 1a nit 14; cac nat
trong 1a cac nat tdng hop. Sau khi cay da tao xong, ngudi ta tién hanh gan méa cho
cac n(t 14. Viéc ma hoa rat don gian: mdi 1an xudng bén phai ta thém 1 bit "1" vao
tir ma; mdi 1an xudng bén trai ta thém 1 bit "0". T4t nhién co thé 1am nguoc lai,
chi c6 gia tri ma thay doi con tong chiéu dai 1a khong do6i. Ciing chinh do ly

do nay ma cay cd tén goi la cdy ma Huffman nhu trén da goi.

Qua trinh giai nén tién hanh theo chiéu nguoc lai kha don gian. Nguoi ta
cling phai dya vao bang mé tao ra trong giai doan nén (bang nay dugc gitr lai trong
ciu trac dau cua tép nén cing voi dit liéu nén). Thi du, véi mot tép dir liéu ma tan

suit cac ky tu cho bai:

Kyte  Tansuat Ky tu tan suat X4cC suat

"1 152 "o" 1532 0.2770

2" 323 "6" 602 0.1088

"3" 412 " 536 0.0969

4" 226 " 535 0.0967
"5" 385 "3 112 0.0746
"6" 602 "5 385 0.0696
" 92 "2" 323 0.0585

"g" 112 " 315 0.0569
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"9 87
"0" 1532
536
M+ 220
" 315
n 535

Bang tan xuat

Truong Pai hoc Dan Lap Hai Phong

g
g
-
-

226
220
152
112
92
87

0.0409
0.0396
0.0275
0.0203
0.0167
0.0158

Bang tan suit siap theo thir tw giam dan

Luu y rang, trong phung phap Huffman, ma cta ky tu la duy nhat va khong

m4 nao la phan bit dau cua ma khac. Vi vay, khi doc tép nén ting bit tir dau dén

cudi ta co thé duyét cidy ma cho dén mot 14, tac 1a ky tu da duoc giai nén.

Cay ma Hufman tuong trng

2
L%
/N, ,;../\x,l

1/0 /\{

Hinh 1.8. Cay ma Huffman .

/_\

Bang tir ma gan cho cac ky tu boi ma hod Huffman

"0" 10
"6" 010
001
n 000
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"3" 1110
"5" 1100
2" 0111

"8

Truong Pai hoc Dan Lap Hai Phong

|l7ll

"9"

111110

110101

110100

Ap dung phuong phap trén ngudi ta tinh tan suat xuat hién cac hé sd. Viéc

tinh tan suat duoc thuc hién bang cach duyét tuan ty tir dau khdi dén cudi khdi, sau

d6, nhitng hé s6 c6 tan suit cao duoc gan cho mot tir ma ngén, cac hé sé c6 tan suat

thip duoc gan mot tir ma dai. Véi cach thirc nay chiéu dai trung binh cua tir ma da

giam xuéng.

Bang 1.7. Bang zigzag cua cac thanh phan anh JPEG

2

|

ANy

2

Sl S

N NN Y

s
¥
i'

NN

)

Wi
i
i

N

7|

/

,

NAAAAN

AN 4

4
/]
/

e

Cac hé sé thu dugc sau khi luong tir hod s& dugc sip xép thanh mot chudi

cac ky hiéu theo kiéu “zig-zag” (theo duong zig-zag trong bang 1.7) dé dat cac hé

s6 ¢0 tan sb thap 1én trudc cac hé s tan sé cao. Cac hé sé ndy s& dugc ma hod dua

trén bang ma Huffman sao cho chiéu dai trung binh cua tir ma 12 nhé nhat. Bang ma

nay ciing s& dugc dit trong phan mao dau cua anh dé thuc hién giai nén anh.
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Chwong 2. GIAU TIN TREN ANH NHI PHAN

2.1. Gi6i thiéu vé gidu tin trong dnh nhi phan

Déi tuong lam moi truong chia tin cua thuit toan nay 1a anh nhi phan den
trang dang bitmap. Anh nhi phan den tring bao gom cac diém anh chi c6 mau den
hoic tring (trong tng véi bit 0 hodc bit 1). Dé gidu dit liéu, ta s& tich ma tran diém
anh (pixel) thanh ma tran bit F kich thuéc mxn roi nhau, va gidu tin trén mdi ma
tran d6, Bai vay cac thudt toan chi can quan tdm ti phuong phéap gidu dir liéu trén

ma tran F.

Mot sb thuat toan gidu tin trén anh nhi phan néi tiéng hién nay nhu:Wu-
Lee[2], CPT[3], CPTE[4]. Cé4c thuat toan nay déu duya trén thao tac bién d6i ma tran
bit.

2.2. Mot s6 ky thuit gidu tin trén anh nhi phan
2.2.1. Giéu tin theo khoi bit

Y tudng co ban cua ki thuat nay Ia chia anh géc thanh cac khdi nho va trong
mdi khbi nho sé& giau 1 bit thong tin [1].

Qua trinh giau tin:

- V&i mot anh gdc kich thugc MxN, chia phan thng tin anh thanh céc khéi nho
c6 kich thudc mxn, sé cac khéi nho sé 1a (MxN)/(mxn) khdi. Vi anh 1a den trang
nén mdi khéi 1a mot ma tran hai chiéu m dong, n cot cac phan tir ¢6 gia tri 0
hoac 1.

- Chon céc khéi chua gidu tin dé thuc hién gidu tin, cac khéi duoc chon cho dén
khi gidu hét cac thong tin can giau hodc khi di chon hét cac khoi.

- V&i mdi khdi anh F kich thudc mxn va bit dang can giau b, tién hanh bién doi F
thanh F” dé giau bit b sao cho: SUM (F’) mod 2 =b

- Nhu vay, mdi lan gidu mot bit, c6 thé xay ra hai truong hop: SUM (F) mod 2 =
b, khi d6 ta gitr nguyén khdi anh. Nguoc lai chon ngau nhién mét bit trong khoi
F va tién hanh d4o gia tri cia bit nay dé duoc khéi anh mai F-.

Qua trinh tach tin: Khi nhan duoc anh da gidu tin, viéc tach tin s& thuc hién
theo cac budc:

- Chia anh thanh céc khéi c6 kich thugc gidng kich thudc khéi da sir dung khi
thuc hién gidu, ddy chinh 13 khoa dé giai ma.
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- V6i mdi khdi anh da gidu tin F> duoc chon theo tha ty nhu qua trinh gidu tin,
thuc hién tach lay bit thong tin di gidu theo cong thirc: b = SUM (F’) mod 2.

- Nhu vy, sau khi xét hét cac khéi da gidu, ta thu dugc mot chudi bit, chudi nay
la thdng tin nhi phan d3 gidu can phai lay ra.

- Luogc do gidu tin CB c¢6 thé gidu duoc 1 bit thong tin vao mot khéi kich thuse
mxn bit ma chi thay ddi téi da 1 bit trong do.

2.2.2. Thudt toan Wu-Lee

La mot thuat todn giau tin kha phd bién caa M. Wu va J. Lee [2]. Trong thuat
toan Wu-Lee, moi truong giau tin 1a mot anh nhi phan (c6 thé duoc coi nhu 1a mot
ma tran nhi phan — m4i phan tir caa ma tran 1a mot bit) duoc chia ra thanh cac khoi
m X n bit, mdi khdi gidu dugc mot bit thdng tin bang cach thay d6i nhiéu nhat 1a
mét bit trong khdi. Khéa K 1a mét ma tran kich thudc m x n.

2.2.2.1 Ngi dung thugt toan Wu-Lee
Buéc 1 : chia anh F thanh cac ma tran nho F; kich thugc m x n.
Budc 2 : V&i mdi Fi nhan duoc & bude 1, kiém tra diéu kién
0 <SUM (F; ~ K) < SUM (K) c6 ding hay khong?

Néu dung thi chuyén sang budc 3 dé gidu mét giir lidu vao F;, nguoc lai thi
khong c6 dir liéu ndo gidu vao F; & F; s& duoc giir nguyén.

Budc 3 : giau bitb vao F; :

If (SUM (Fi * K) mod 2 = b) then

Giir nguyén Fi khong d6i ;

Else if (SUM(F;* K) then

Chon mét bit [Fi];  bat ki thoa :( [Fi]jx = 0 ma [Kljx = 1);
Thay [Filjk =1;

Else if (SUM (F; * K) = SUM (K) — 1) then

Chon mét bit [Fi];« bat ki ma [Fi]jx=1;

Thay [Fi]jx = 0;

Else
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B sung [Filix;
Else If

- Sau khi géin dit liéu thi F; duoc chuyén thanh Fy’ va gitr duoc tinh chét bat bién

sau day ;
0<SUM (F *K)<SUM (K) >  SUM (F; ~K)=b (mod 2)
2.2.2.2 Phan tich va danh gia thudt toan

- Thuat toan sir dung K nham lam ting d6 mat cho thuat toan gidu tin. Dé tim
duoc ma tran khoa K thi da biét m, n céc thuat toan tham ma phai duyét O(2™")
treong hop khac nhau.

- Theo dinh nghia phép toan ®, va noi dung thuat toan Wu-Lee s& bién doi F
thanh F’ sao cho SUM(F’ ® K) cling tinh chén Ié véi b. Do vay, néu b khéng
clng tinh chan 1é voi SUM(F’ ® K) thi thuat toan s& thuc hién dao gia tri cua
phan tir Fijung voi Kjj=1 dé dat dugc bt bién. Nhu vay, khoa K duoc xem nhu
mot mat na, tao ra khung nhin cho thuat toan.

- Piéu kién 0 < SUM(F’ ® K) < SUM(K) quy dinh, néu moi vi tri (i,j) cia F tai
cac vj tri Ki;= 1 ma F;;déu bang = 0 hoic déu bang 1 thi khong nén giau tin vi
néu thyc hién gidu dé bj 16 khoa K.

- Uu diém cua thuat toan nay 1a twong dbi don gian. Nhuoc diém cua thuat toan
nay la ti 1 gidu tin thap vi mdi khéi chi gidu duoc mot bit thong tin, va do an
toan chua cao, néu ddi phuong da biét anh giau tin str dung thuat toan WL thi
chi can xac dinh duogc m, n va ma tran khda 1a s& tim ra tin giau.

2.2.3 Thudt toan Chen-Pan-Tseng

Trén co so thuat toan cua Wu-Lee nhu da trinh bay, cic tac gia Yu Yan
Chen, Hsiang Kuang va Yu Chee Tseng di phat trién mot ky thuat gidu tin méi,
thuat toan giau tin CPT [4]. K¥ thuat nay st dung mot ma tran khoa K va mot ma
tran trong sé W trong qua trinh giau tin va tach thong tin.

- Quaé trinh bién d6i khdi anh F thanh F” kich thudc mxn dé giau r bit théng tin b
= byb,...b, dugc thuc hién sao cho :

SUM((F’® K) ® W = b mod (2" (2.1)
- Cong thirc (1) duoc str dung dé tach chudi bit b = byb,...br tir khéi anh F’.
2.2.3.1 T6m tat ngi dung thugt toan CPT
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- Durliéu vao:
+) Xét trén mot ma tran nhi phan F = (Fjj)mxn
+) Két hop 1 ma tran khoa nhi phan cap mxn : K = (Fij)mx
+) W Ia ma tran trong s6 tu nhién cap mxn : W = (Wi
+) b 12 dy r bit can gidu vao ma tran Fry, : b = bib,...b,
- O day, ta sir dung b theo hai dinh nghia : day bit va sb tu nhién dang nhi phan
+) Bat r = [log,(N + 1)],mxn = N.
Sao cho :{{Wj;,1 <i<m,1 <j<n}={1,2,..2"-1}

- Hay néi céach khéc, ma tran trong sé W can thoa man : mdi gia tri cua tap {1,
2,...2" - 1} phai xuat hién trong W it nhat 1 lan.

- Céac ma tran khoa K va ma tran trong s6 W kich thuéc mxn duoc st dung nhu
cac thanh phan khda bi mat : nguoi st dung K, W trong qué trinh gidu va nguoi
nhan can phai c6 K, W dé khoi phuc lai tin d3 giau.

- Duliéura:

+) Ma tran nhi phan F’ da duoc ma hda thong tin day r bit b, ma ching ta c6 thé lay
lai duoc théng tin b tur F.

Thudt toan gidu tin

Buoc 1:
TinhT=F® K
Var = [loga(mxn + 1)]

Buoc 2:
Tinh S = Y'Y T X W;; mod2". (2.2)
Hay S = SUM[T ® W]. Suyra:0<S<2"-1.

Buoc 3:

- Taxem b = byb,...b, 12 gi4 tri dit liéu can giau dudi dang so s 2. Suyra 0<S <
2'- 1. Myc dich cua thuat toan nay la thay doi nhiéu nhat hai vi tri trong F dé
duoc matran F’ ma S’ twong tng tinh dugc theo cong thic (2.2) thoa man :

S’ =b mod 2", (2.3)
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Tinha=b—-S mod2".
Buwoc 4:

- Tacan tim cac 6 Fij sao cho S ting dung mot lugng a khi ta dao gia tri ¢ 0 Fy;.
Khi d6 ta duoc :

S’=b=S+amod 2"

- Tagoi S, la tap cac 6 Fij can dao sao cho S’ =b. S, théa man diéu kién d6 khi
va chi khi :

So={Fij (Ti; =0, W;; = amod 2') or (T;; =1, W;; = 2" — a mod 2')} (2.4)

- Tinh S, theo cbng thic (2.4).

Buoc 5:

- Xay ra mot trong 3 truong hop sau :

Néu S = b (hay o = 0) thi di nhién ta khong can thay d6i ma tran F.

Néu a # 0 va S, # @ ta chi can dao mot 6 bat ki Fy; thuoc S, . Thuat toan ding. Néu
o #0va S, = ta chuyén budc 6.

Buwoc 6:

- Tatim sé nguyén h > 1 va nho nhat sao cho Sy, # & VA Sy ho # .Sy ton tai cua
h dwogc chitng minh trong [10]. Khi d6 ta dao mot 6 bat ki thuoc Fy thuge Sp, va
mot 0 bélt Ki Fij thU@C So- ho-

2.2.3.2 Phan tich va danh gia thudt toan

- Thuat toan cé thé gidu duoc r bit vao trong mot khdi mxn véi didu kién 1a 2" <
mxn

- Va chi can thay ddi nhiéu nhat 1a 2 bit 1én mot khéi. Nhu vay, thuat toan nay da
c6 cai tién rat 16n so voi nhitng thuat todn khac chi gidu duoc mot bit vao mdi
khi.

- Po an toan cua thuat toan ciing rat cao thong qua hai ma tran dung lam khoa dé
giai tin d6 1a ma tran trong s6 va ma tran khoa. Nhu vdy do bao mat cua thuat
toan la :

Can * (27— D (27 — )™ 7Y
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- Thuat todn Chen-Pan-Tseng str dung mot ma tran trong sé6 nham gidu dugc mot
ddy nhiéu bit vao trong mdi khéi, va ma tran trong s nay ciing chinh 1a mot
thanh phan bi mat clng véi ma tran khda, do viy do an toan cua thuat toén
Chen-Pan-Tseng s€ cao hon thuat toan Wu-Lee.

- Thuat toan nay duwong nhién c6 thé ap dung cho anh mau va anh da cap xam. Ta
cling s& str dung k¥ thuat chon ra bit quan trong nhat cua méi diém anh dé xay
dung ma tran hai chiéu cac bit 0,1 nhu trong thuét toan véi anh den tring.

- Néu ap dung tét thuat toan nay cho anh mau thi cd thé néi thuat toan da dat yéu
cau co ban cia mot ung dung gidu tin mat dé 1a dam bao tinh an cua théng tin
giau, sb luong thdng tin giau cao.

N

. 3. Ki thuit giau tin trén anh bién

N

. 3. 1. Y twéng ciia ki thugt

Thuat toan gidu tin dugc Hongxia Wang, Gouxi Chen, Meng Zhang dé xuat
vao thang 5 nam 2013 [5]. Muc dich cta thuat toan 1a dé cai tién do bén viing cua
thuat toan giau tin trong hinh anh nhi phan bang phuong phéap két hop phép bién doi
hinh thai hoc (tach bién) va thuat toan F5. Dau tién anh duoc st dung phép bién doi
hinh thai hoc co gién va tach canh dé duoc anh bién, sau d6 anh nay duoc giau tin
bang thuat toan F5.

2.3.2. Mt s6 khdi ni¢m
2.32.1. Gian ng anh

Phép toan hinh thai hoc dugc dé xuat cia Tién si J. Serra la gido vién Mather
Wing vao nim 1964. Hinh thai toan hoc dya trén Iy thuyét toan hoc chit ché va
hinh hoc, tap trung vao céc hinh hoc va médi quan hé cuaa hinh anh. Mét sé hoat
dong cuaa hinh thai toan hoc :

Gian n¢ anh: ky hiéu phép gidn né la @, X dugc gian ra boi B 1a X @ B, n6 dugc
dinh nghia nhu sau:

X®B={x|[(E)«NA]#®D} (2.5)
Trong c6ng thtc (2.5): B 1a cac ban d6 cua B, né duoc dinh nghia 1a:
(B) ={xx=-b,b e B) (2.6)

(B)x c6 nghia la thay d6i B theo x bit, n6 dugc dinh nghia 1a :
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(M)« ={yly =a+x,a e M} 2.7)

Trong cong thirc (2.7): quéa trinh cta su gidn né cua B boi X 1a: Thay doi cac
diém anh trung tdm cua B lan dau tién, sau d6 thay doi cac gia tri cua B cho X, giao
cua X va B khdng phai 14 tap rong. Néi cach khac, tdng hop céc gia tri cia B véi X
1a, mot tap hop cac diém anh trung tam cua B, khi c6 it nhat mot yéu t khac khong
giao nhau gitra ciia B va X. Do d6 , cong thtc (2.5) ¢ thé duoc viét nhu sau:

X ® B ={X|[(B)x N X = X]} (2.8)

Cong thuc (2.8) c6 thé gilp ching ta hiéu cac hoat dong gidn no cua khéi
niém vé chap. Néu nhu B mau cua chap, c6 nghia 1a sy gidn nd lam cac tach xa cua
B vé cac diém anh trung tam, va sau d6 di chuyén ban do lién tuc trén X.

- Erode — phép toan cua x6i mon la ®, X bi x4i mon bagi B 1a X ® B, n6 dugc dinh
nghia la:

XOB={x(B)xcX} (2.9)
Cong thire (2.9) giai thich rang két qua cua B x6i mon X la tong hop cua tat ca cac
X, trong d6 B 1a dich x van con trong X. N6i cach khéc, tong hop ma B x6i mon X
la tong hop cta vi tri ban dau cua B khi B 1a hoan toan nam trong X.
2.3.2.2. Lira chon yéu té cdu tric

Viéc diéu chinh hinh thai toan hoc cho anh duoc dya trén khai niém dién day
dwa trén cac yéu té cau tric, lya chon yéu t ciu trdc va cac thong tin caa anh co
mbi quan hé chat chg, ching ta c6 thé hoan thanh phan tich hinh anh khac nhau
thong qua xay dung khac nhau co cau hoan chinh, va c6 dugc két qua thuc nghiém
khéc nhau.

Dich céc yéu t6 cau tric S cho x duoc Sy, néu S, va X giao nhau 13 khoéng c6
san pham nao, ching ta ghi lai diém x, tong hop d6 duoc diéu chinh bai x dap tng
cac diéu kién trén dugc goi 1a két qua 1a S gian X. Cong thuc la:

X®S={Kx S, Ux=D) (2.10)

Hinh 2.1 1a vi du minh hoa cho anh gidn tir anh ban dau X, ma tran cau tric S.
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of I X 1 ] Joleoje 209000000 CO
ojo I X 1 J Jole X Ce0000000
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O00000000O y 000000000
y y

X S X®S

Hinh 2.1. Vi du gién anh

Phuong phap gidn anh 1a so sanh diém ban dau cia S va diém ban dau cia X
tirng nguoi mot, néu mot diém S nam trong pham vi cua X, thi cac diém tuong wng
véi diém ban dau cua S 12 anh két qua bén phai hinh 2.1 1a anh két qua gidn. N6 cho
thay, n6 co chua tat ca cac pham vi cia X, nhu X duoc gidn ra mot vong. Va néu ma
tran cau tric khac nhau két qua cua sy gian no cling khac nhau.
2.3.2.3.Tim bién cua danh

Ching ta c6 thé nhin thdy tir md ta ¢ trén, néu anh dwoc gidn bang mot ma
tran yéu t6 cau trlc, noi dung anh s& gidn ra mot vong. Sau do, néu chung ta dé cho
anh gian trir di anh ban dau, ta s& nhan duoc bién cua anh trong anh nhi phan bién
cua anh xuat hién nhu hinh thire dot bién caa gia tri mau xam. Khi yéu tb cau tric co
cling mot gia tri (gia tri cing mot mau xam), vi sy khac biét vé gia tri 1a 16n, gia tri
cua hinh anh dau ra dugc thay doi 1a thap hon so v6i hinh anh ban dau. Vi vay, néu
chiing ta dé cho anh gidn trir di cac anh ban dau, cd thé nhan duoc bién caa anh.

Biéu thirc tach bién duoc biéu dién qua phép toan hinh thai hoc nhu sau:
(X®B)-X=X N (X®B)° 2.11)

O day chon ma tran ciu tric kich ¢& 3 x 3 yéu t6 ciu tric cho céc thu
nghiém.

Hinh 2.2 1a két qua cta anh nhi phan duoc mé phong trong hinh thai toan
hoc. Trong d6, anh ban dau Hinh 2.2 (a) 1a anh thudc so hitu cua ca ngudi guri va
ngudi nhan, dugc s dung dé so sanh anh nguoi nhan duoc gidn véi yéu tb cau tric
kich c¢& 3 x 3, chung ta duoc anh bién hinh 2.2 (c) anh nay duoc sir dung dé giau tin

A

mat.
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1!

(a) Hinh @nh nhj phan ban dau (b)Hinh anh dwoc gidn (c) Hinh anh canh

Hinh 2.2. Tach canh trén anh nhi phan

2.3.2.4. Khoi phuc dnh bang phan manh dnh va dinh danh diéu chinh

Sau khi tach canh cta anh ban dau, chung ta nén diéu chinh nd théng qua
phuong phap phan vung anh va dinh danh. Chia anh bién hinh 2.2 (c) thanh cac mé
dun anh kich ¢ 3 x 3. Fy, Fy, ..., F5 tong cong 2.

Cho F; (i = 1,35 ... 2t-1) 1a md-dun dinh dang, thi F; Ia tong hop caa module
ma céc thdng tin c6 thé dugc nhang.

Trong F; thi c&c mé-dun co diém anh trung binh tir 0,3 dén 0,7 ki hiéu F, (F,
c F) thi cac md dun twong ung F, + 1 (Fysy < Fj) 1a md-dun hinh anh ¢ thé duoc
nhing vao cac théng tin. Ghép cac md-dun co6 thé nhing vao anh T, T 14 hinh anh
thuc su c6 thé duoc nhing thdng tin.

2.3.3. Thudt toan gidu tin F5

Thuat toan F5 dugc d& xuat bai nha khoa hoc nguoi Puc Pfitzmann va
Westfeld vao nam 2001 [6]. Thuat toan nay nhing thong diép vao LSB cua cic hé
s6 DCT theo budc di gia ngau nhién thong qua tat ca cac hé sé DCT cua anh cover
trong d6 nd bod qua cac hé sé DC va céc hé sb biang 0. Néu LSB cua hé s6 DCT
khong phl hop voi bit thong diép, gia tri tuyét d6i cua hé sé giam di 1. Néu phép trir
dan dén 0 thi bit thong diép phai nhing vao hé sé tiép theo, boi vi & phia nguoi
nhan, théng diép chi dugc 13y ra ¢ cac hé s6 DCT khac 0. Bic biét F5 s dung ma
tran ma hoa (matric encoding) dé giam thiéu sb thay do6i can thiét khi giau thong
diép. Vi céch thirc ndy n6 co thé giam thiéu téi da duoc khoang trén 50% thay doi
trén anh so vai Jsteg. Theo miéu ta caa thuat toan F5 phién ban 11, chuong trinh
yBu cau cac thong tin vao gébm c6

. Yéu tb chat luong Q cua anh stego
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e Anh vao (dang TIFF, BMP, JPEG, hoic GIF)

. Tén tép dau ra

° Tép chira thong diép bi mat

o Mat khau nguoi dung dugc st dung cho b tao gia ngau nhién PRNG

. Ch thich chén vao phan header cta anh (thuong 1a d6 dai thong diép)

Matrix encoding c6 3 tham sé (c, n, k) véi ¢ 1a sé thay dbi trén mot nhom
gom n hé s6 DCT, k la sb bit duoc nhung. Trong [3] tac gia sir dung mot matrix
encoding don gian (1, 2%1, k), st dung mot ham bam dé dua ra k bit khi ap dung
cho 2% —1 hé sd.

Vi du, néu ching ta muén nhing 2 bit xy, X, (k=2) vao nhém 3 hé s (2%-1=3)
ay, ay, ag & chi thay doi mot vj tri. Chlng ta c6 thé bat gap 4 trudong hop xay ra sau:

Xi=ay ®@az, X=ada; = khéng thay dél gi

Xi#a; D ag, Xo= a, ® a; = thay doi a;

Xi=ay @az, Xpza,daz = thay dé)l do

Xi#a, @ ag, Xo# a, D a3 = thay doi as

Tir d6 ta c6 thé lay ra dugc Xy, X, dua vao cac trudng hop trén.

Truong hop tong quat, ching ta c6 mot tir ma a véi n vi tri bit ¢d thé thay doi
cho k bit thong diép mat x. Dat f 1a mot ham bam dung dé lay ra k bit tir mot tir ma.
Matrix encoding c6 thé gitp ching ta tim ra mét thay d6i phd hop a thanh a” déi véi
moi a va x vai x=f(a’) sao cho khoang cach Hamming

d(a, 37) <= dmax

vi matrix encoding gom ba phan (dmax. N,K) cho nén mot tir ma véi n vi tri s&
thay d6i khdng qua dpmay Vi tri dé nhdng k bit. F5 thuc hién maxtrix encoding V6i
dmax =1. D3I V6i (1, n, k) tir ma c6 do dai 1a n=2% — 1. Khi d6 bo qua diém hoi tu
(tic hé s6 DCT bang 0) ching ta s& nhan dugc mat do thay doi la

1 1
D)= -1
() n+l 2*
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Vatilé nhing

k 1
RKK)====1d(n+1) =
(k)="=ld(n+1) =7

Str dung mat do thay d6i va ti 1é nhing ching ta c6 thé dinh nghia hiéu suat
nhing W(K). N6 c6 thé chi ra gié tri bit trung binh ching ta c6 thé nhing trén su
thay doi d6

W(k):w = 2 k
D(k) 2-1

Hiéu suat nhang cua (1, n, K) ludn ludn 16n hon k. Bang 2.1 chi ra ti I¢ nhing
giam trong khi hiéu suat nhiing ting. Tuy nhién chung ta c6 thé dat duoc hiéu suét

cao chi véi thong diép rat nho.

Bang 2.1. Mai lién hé gitra mat do thay doi va ti Ié nhing.

k| N Mat do thay doi Ti I nhang (R(K)) Hiéu suat
(D(K)) nhiing W(K)

1l 1 50.00% 100.00% 2
2| 3 25.00% 66.67% 2.67
3| 7 12.50% 42.86% 3.43
4| 15 6.25% 26.67% 4.27
5/ 31 3.12% 16.13% 5.16
6| 63 1.56% 9.52% 6.09
7| 127 0.78% 5.51% 7.06
8| 255 0.39% 3.14% 8.03
9| 511 0.20% 1.76% 9.02

Bang 2.2 dua ra su phu thudc gitra bit théng diép x; va vi tri bit duoc thay doi
a’j. Chung ta chia phan phu thudc voi ma nhi phan cua j toi cot a’j vay nén ching ta

¢ thé tim ra ham bam rat nhanh.

Khi d6 f(a) =@". a. i
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Bdng 2.2. Sy phu thugc (x) gitra bit thong diép X; va cac bit tir ma a’;.

f(a’) [a’y|a’p|a’3|a’y|a’s|ag|a’y

f(a’) |a’y [’y | a’3

X1 X X X X
X1 X X

Xo X X X X
Xo X X

X3 X X X X

Chuing ta ¢ thé tim ra vi tri bit s = x ® f(a)

Khi d6 tir mi duogc thay doi trong a’ :{(ai:il.l..s, a:_s(,)..(.j:)(:gi;i)lai

Chung ta c6 thé tim ra mot tham s6 k tot nhat cho moi thong diép dé nhing
vao moi vat mang cung cip du kha ning nhing thong diép sao cho thong diép vira
du trong vat mang. Vi dy, néu chiing ta muén nhing maét thong diép 1000 bit vao
mot vat mang cd kha niang nhing 50000 bit thi ti & nhing can thiét la
R=1000:50000=2%. Gié tri nay nam gitra R(k=8) va R(k=9) trong bang 2.1. Chlng
ta chon k=8 va c6 thé nhling 50000:255=196 tir ma véi d6 dai n=255, hay matrix
encoding 1a (1,255,8) c6 thé nhiing 196.8=1568 bit. Néu ching ta chon k = 9 ching
ta khong thé nhiing dugc thong diép.

Thudt todn F5 bao gom cdc buéc sau:

1. Lay phan thé hién RGB cua anh dau vao (lay dir liéu cua anh).

2. Bién d6i mién dix liéu cua anh sang mién tan s6 DCT sau d6 luong tir hoa
cac hé s6 DCT theo Q ta dugc céc hé s6 DCT da lugng ta.

3. Tinh kha ning c6 thé nhang khi khdng sir dung matrix encoding C = hpcr
— hper /64 —h(0) —h(1)+ 0.49h, trong d6 hper 1 tong sé hé sé DCT, h(0) la
s6 hé s6 AC DCT bang 0, h(1) 1a s6 hé sé AC DCT c6 tri tuyét ddi bang 1,
hpct/64 14 s6 hé s6 DC, —h(1)+0.49h(1) = —0.51h 1a uéc lwong mic do hao
hut.

4. Mat khau nguoi dung duoc sir dung dé tao ra bo khoi tao gia ngau nhién
PRNG céi ma quyét dinh nhiing cac bit théng diép vao cé4c vi tri ngau nhién.
PRNG ciing thudng duoc sir dung dé phét sinh mot dong bit gia ngau nhién
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bang phép XOR véi thong diép tao ra né mot dong bit ngau nhién. Trong qua
trinh nhdng, hé sé6 DC va céc hé s6 = 0 thudng duoc bé qua.

5. Théng diép duoc chia thanh cac doan gdm K bit, mdi doan nhiing vao mot
nhém hé sé DCT 2*-1 theo budc di gia ngau nhién. Néu gia tri bam cua
nhom khéng phi hop véi cac bit thong diép, thi gia tri tuyét d6i cua mot
trong nhitng hé sb trong nhém bi giam di 1 cho phu hop. Néu hé s tré thanh
0 (hé s6 nay duoc goi 1a diém héi tu - shrinkage), va khi d6 k bit thong diép
nay s& duoc nhing trong nhém hé sé DCT tiép theo (luu ¥ LSB(d) = d mod 2
véi d > 0, va LSB(d) =1-d mod 2 vai d < 0).

6. Néu d6 dai thong diép phu hop vé6i kha ning c6 thé gidu trong anh thi qua
trinh gidu thanh cong, nguoc lai s& thong bao 15i va cho biét do dai 16n nhat
ctia anh c6 thé gidu dé diéu chinh thong diép gidu hodc thay d6i anh dung dé

gidu thong diép.
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Input parameters

&5
o>
>

'

'

‘

}

Opticn = E

Embedded module

Opticn— P
Password handing

Option = ¢
Quality factor

Optien =
Mot Tunction

!

!

!

!

Obtain Nlename

Password=getpass( )

Qualiy=intergerpar
sclnb{args 1)

Comment = nofe )

v

Input file File=inFileMamei )
Image=bmpeetlmagal )
Image=Toolkit getDefaulToolkin )
getlmageiinFileMName)

'

Ipeg Image coding
IpegEncodetmage.QualitvdataCutoomment)

v

Jpeg Image
COmpression

v

Stego image

Hinh 2.3. So d6 thuat toan F5 [5].
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2.3.4. Thudt todn gidu tin va tach tin trén bién bang F5
2.3.4.1. Thugt toan gidu tin

Thuat toan giau tin trén anh bién nhu sau :
Pau vao : anh nhi phan X, thong diép giau M.
Dau ra : anh di gidu tin S.
Cac buac thuc hién :
Budc 1 : Tir anh nhi phan X thuc hién gidn anh theo cdng thac (2.1) véi phan ta cau
tric B dugc anh da gian 1.
Budc 2 : Tur anh | tim bién theo cong thirc (2.7) duoc anh E .
Budc 3 : Thyc hién gidu tin trén anh E bang thuat toan F5 duoc anh di gidu tin Y.
Budc 4 : Thuc hién khoi phuc lai anh nhi phan bang céng thuc :

S=1-Y
Budc 5 : Luu trit anh két qua S
Vi du minh hoa

Str dung anh nhi phan baboon.jpg, kich ¢& 512x512 pixel (hinh 2.4 a). Thuc hién
gian anh (hinh 2.4 b) va tim bién (hinh 2.4 ¢). Thuc hién giau tin bang thuat toan F5 vdi
ndi dung trong hinh 2.4. d), ta dugc anh bién da giau tin 2.4 ¢). Khoi phuc lai anh nhi

phan ban dau ta dugc anh nhi phan da giau tin trén vung bién 2.4 f).
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" thongdiep.txt - Notepad SRR X |

File Edit Format View Help |
chieu nay bo bom

d) e "
Hinh 2.4. Qua trinh gidu tin: a) anh nhj phan ban dau b) anh da gidn c) anh
bién d) thong di€p e)anh bién da giau tin, f) anh nhi phan da giau tin.

2.3.4.2. Thugt toan tach tin

Thuat toan tach tin trén anh bién nhu sau :

Pau vao : anh nhi phan X da giau tin

Pau ra : thong diép da giau

Cac buac thuc hién :

Budgc 1 : Tir anh nhi phan X thuc hién gidn anh theo cdng thac (2.1) véi phan ta cau
tric B duoc anh da gian L.

Budc 2 : T anh | tim bién theo cong thuc (2.7) dugc anh E .

Buéc 3 : Thuc hién tach tin trén anh E bang thuat toan tach tin F5 dugc thong diép
da giau M

Vi du minh hga

Str dung anh nhi ph&n baboon.jpg, kich c& 512x512 pixel (hinh 2.5 a). Thuc
hién gian anh (hinh 2.5 b) va tim bién (hinh 2.4 c). Thuc hién tach tin bang thuat
toan F5 t duoc thong diép da gidu M (hinh 2.5 e)

txt - Notepad =

[ File Edit Format View Help |
chieu nay bo bom

a) b) c) d)
Hinh 2.5. Qua trinh tich tin: a) &nh nhj phan ban ddu b)anh di gidn c) &nh
bién d) théng diép.
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Chwong 3. KET QUA THUC NGHIEM

3.1. Méi trudong thir nghiém
-Ngbn ngtr cai dat: Ngbn ngir 1ap trinh Matlab phién ban 7.7

-M6i treong soan thao: Matlab phién ban 7.7
-Moi truong chay chuong trinh: Moi truong giao dién Matlab phién ban 7.7
-C4u hinh téi thiéu dé cai dat Matlap:

+Intel hoac AMD x86 processor supporting SSE2

+Dung lugng 6 cting tir 16GB toi 32GB

+B6 nhé RAM téi thiéu 1GB

3.2. Giao dién chwong trinh
3.2.1 Giao dién chwong trinh chinh

Sau day 13 mot sb giao dién chuong trinh chinh. Trong d6 chwong trinh F5
duoc tai vé tir [6], ban dau chwong trinh dugc xdy dung tir Java chay trén moi

truong DOS, sau d6 sinh vién di phat trién giao dién than thién hon.

Chwong trinh  Thoat

Ky THUAT GIAU TIN TREN BIEN BANG THUAT TOAN F5 CUA ANH

Sinh vién thwc hién :Bui Dirc Anh
Giao vién hiréng dan :Ho Thi Hrong Thom

Hinh 3.1. giao dién chinh chuong trinh.
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Day 1a gido dién chinh chuong trinh, tir ddy ta c6 thé goi cac giao dién
khac théng qua cac menu.

giananh | = | |i‘3-|

GIAN VA TACH ANH BIEN

Mhap anb goc

EFSoutput jpg Open
Luu anh kien E:\F5lkg_hien jpg Save
Gian anh Tach kien

anh gisn anh bien

Hinh 3.2. Giao dién chirc nang tach va gidn anh bién.

3.2.2 Giao di¢n chwong trinh gidu tin
Chuong trinh xay dung khi thuc hién theo dong 1énh danh vao tir Dos c6

dang nhu sau:
java Embed [tuy chon] <ten anh Cover> [ten anh ket qua]
Trong do:

+ Tuy chon gom ¢

-e <file to embed> : cho biet tép chira thong diép can giau tin (néu khdng c6

thanh phan nay s& 1a nén anh Jpeg thong thuong
- q <quality 0...100> : cho biét ti I&¢ nén theo Q (mac dinh Q=80)

- ¢ <comment>: dién thém chi thich vao phan dau tép Jpeg
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+ <Inputlmage> 1 tén anh can nén hoic dung dé chira thong diép (anh 24 bit mau

gom céc dang Gif, Tif, Bmp hoic Jpeg)

+ [Outputlmage] : cho biét tén anh nén Jpeg néu khong c6 thanh phan nay thi tén

anh két qua sé& gidng nhu tén anh cover chi khac phan mé rong (méc dinh 13 .jpg).
Néu danh cl phap java Embed thi trén man hinh s& hién ra cha thich cau

lénh ddy du cua chuong trinh. Chi tiét theo hinh v& 3.3.

AWINDOWSsystem 3 2emd. exe

E:~f5_ Jstego>java Embhed
F5.-JpegEncoder for Javadtm)

Program uzage: java Embed [Options] "InputlImage_ "ext" ["OutputFile"[.jpgll

You have the following options:

—e <file to embed> default: embed nothing

—g <gquality @ ._. 188> default:- 80

—c <comment> default: “"JPEG conpresssion "

"InputImage' iz the name of an existing image in the current directory.
("InputImage may specify a directory, too.?> "ext" must be .tif, .gif.
or . jpg-

Quality iz an integer (A to 18B> that specifiesz how similar the compressed
image is to “"InputImage.” 188 iz almost exactly like "InputImage' and B is
most dissimilar. In most cases, 78 — 88 gives very good results.

"OutputFile" is an optional argument. If "OutputFile" disn’'t specified. then
the input file name is adopted. This program will NOT write over an existing
file. If a directory is specified for the input image. then "OutputFile™
will be written in that directory. The extension ] may automatically he
EL LT

Steganography added by Andreas Westfeld, westfeldlfinf.tu—dresden.de
E:~f5 Jstego>

Hinh 3.3. Giao dién chuwong trinh nhiing Embed

Sau khi xay dung giao dién (v6i chat luong mic dinh Q=80) ta duoc:
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(&)

{ |

5 |-

Anh goc
Tén théng diép

Két qua

Gidu tin

Chuang trinh gidu tin bang thuét toén F5

open

open

Restart

Sdave

Anh hién thi

Hinh 3.4. Giao dién chtic ning giau tin.

Tir giao dién chinh ciia chuong trinh ching ta chon anh can giau tin bang

cach nhan vao button “Open”.Khi d6 chuong trinh s& ma ra hop thoai duyét anh.
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Mo anh JPG

Look in:
’L -
P

Recent Places

-

' giananh.m ketqua.jpg ketqufa,jpg kq_bien.jpg
Desktop
- :l?
Libraries
LY
-~
Computer
Network =
File name: || $ | \ Open ‘
Files of type: QVAII Files (*.%) s | ] Cancel ,j

Hinh 3.5. Hop thoai chon anh nhi phan can giau tin.

Chung ta s& chon anh nhi phan bt ki dé thuc hién giu tin vao anh d6. Sau
khi chon anh nhi phan xong, ta nhap thdng diép vao tir ban phim hoic liy thong
diép tir tép *.txt bt ki dé giu tin.

Sinh Vién Bui Btc Anh — Lép CT 1201 Trang 44



Db an tét nghiép Truong Dai hoc Dan Lap Hai Phong

e
Mo tep van ban -5
Loaok in: | thong diep | @ E-
I Mame - Date modified Type
"'ﬁ || thongdiep.td 2001172013 8:39 AM  Text Docu

Recent Places

-
Desktop

=
Libraries
A

Computer
i
Metwork
Cpen

4k

File name:

Files of type: Al Files ) Cancel

L1

Hinh 3.6. Hop thoai chon tép thong diép.

Ching ta can chon noi s& luu thong diép sau khi di giu tin vao bang céch
chon “Save as” tir giao dién
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Luu anh ket qua

Savein: I Jy anhkg

e

Recent Places

L

Desktop

output.jpg

$ | Save ’

Libraries

Ay

Computer

o
Network
File name: output jpg

g
i

Save as type: ’/_W Files (*.%)

Hinh 3.7. Hop thoai cho biét tén anh sau khi da gidu tin.
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r = | B

Chudng trinh giéu tin bang thuét toén F5 Anh hida thi

L r——
' Ténthong diép  [thongdiep.td |
Két qua [ka3.ipg ]

D3 giau tin xong

Hinh 3.8. Hop thoai cho biét tén anh sau khi da giau tin.

Sau khi da lya chon xong dau vao va dau ra cho chuong trinh, chung ta chon nit
“thic hién gidu tin”. Chuong trinh s& thuc hién va dua ra két qua anh da gidu tin
ngay trén giao dién ctia chuong trinh

3.2.3 Giao dién chwong trinh tach tin
Chuong trinh tach thong diép Extract viét bang Java chay trén Dos duoc thuc

hién theo ci phap nhu sau:

java Extract [tuy chon] <ten anh stego.jpg>

Trong do:

Tuy chon la —e <tep ket qua> : cho biét tén tép s& chtra ndi dung thong diép
tach ramic dinh 1a tép output.txt néu ngudi sir dung khdng go chi tiét.

Néu ngudi st dung g6 java Extract chwong trinh s& hién ra chu thich day du
¢l phép cau lénh. Chi tiét theo hinh 5.8.
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et CiAWINDOWSsystem32\emd. exe

E:\f5_Jstego>java Extract
java Extract [Options] "image.jpg"
Options:
-e extractedFileName (default: output.txt>

E:\fo_Jstegor

Hinh 3.9. Giao dién tach thong diép Extract.

Sau khi xay dung giao dién ta dugc:

—e | B (.|

IEI

| Chuing trinh téch tin bing thuét todn F5
Anh giau tin [ || Open

|
Théng diép tach tin | || save

I Trang thai

i Tach tin Reset
Anh hién thi

Hinh 3.10. Giao dién chuc nang tach tin.

Budc dau can cho biét anh mang tin bang céch chon “open” dé Iy gia tri dau
vao cua anh. Sau d6 ta tién hanh tach tin bang cach nhin button “Thuc hién tach

2

tin”.
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Sau khi di tach tin xong, ching ta tién hanh luu lai thong diép bang céch
chon button “Luu thong diép”

“—_
uu anh ket qua - "‘ﬂ
Save in: | thong diep | @ F £ @
= Mame . Date modified Type
e 2 | |thengdiep.td 25/11/201317:58 ...  Text Docu

Recent Places

L
Desktop
=

Libraries

A
e

Computer

&

Metwaork

L13

File name: | | Save

Save as type: All Files =) % Cancel

Hinh 3.11. Hop thoai chon Iuu thong diép.
Ching ta gd tén cua tép thong diép can luu lai va chon “Save” dé tién
hanh luu lai trén may tinh.
3.3. Két qua thwe nghiém va nhan xét

3.3.1. Két qud thwc nghiém
Thuc nghiém nay s& dwa ra kha niang giau tin khi sir dung ky thuat giau tin
trén bién cua anh nhi phan.
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..... —— EE

Eile Edit Format Miew Help

Hiding from the rain and snow Trying to forget but I won't Tlet ?0 Loocking at a crowded street
Listening to my own heart beatSo many people all around the world

Tell me where do I find someone 1ike you girl Take me to your heart take me to your soul
Give me your hand before I'm old Show me what Tove is - haven’'t got a clue

Show me that wonders can be true They say nothing lasts forever

wWe're only here today Love is now or never

Ering me Tar away Take me to your heart take me to your soul

Give me your hand and hold me Show me what love is - be my guiding star

It's esasy take me to %our heart standing on a mountain high

Looking at the moon through a clear blue sky I should go and see some friends

But they don't really comprehend Don't need too much talking without saying anything
All I need is someone who makes me wanna sing

Hinh 3.12. Chudi thong diép can giau.

38.bmp 43.bmp 69.bmp a.bmp b.bmp

Hinh 3.13. Tap anh trudc khi giau tin.
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1-b.jpg 2b.jpg 3bJpg 4b.jpg Sijpg

Bb.jpg 7b.jpg &b.jpg 8b.jpg 10b.jpg

11b.jpg 12jpg 13b.jpg 14b.jpg 15b.jpg

16,pg 17b.jpg 18b.jpg 18b.jpg 20b.jpg

Hinh 3.14. Tap anh bién.
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Hinh 3.15. Tap anh thi nghiém.

Danh gia PSNR don vi do 1a dB

Bang 3.1. Két qua danh gia PSNR cua anh sau khi giau tin.

Tén anh (kich co anh) Panh gia PSNR (dB)
1.bmp (293x349) 22.7441
8.bmp (700x525) 23.4497
10.bmp (647x619) 23.4916
11.bmp (700x525) 18.5448
12.bmp (700x525) 19.4293
13.bmp (777x624) 23.4113
14.bmp (512x512) 22.2758
15.bmp (746x619) 22.4526
17.bmp (732x510) 18.3116
18.bmp (731x515) 22.4037
19.bmp (700x479) 21.4827
20.bmp (700x525) 20.4215
22.bmp (749x603) 24.457
24.bmp (762x581) 23.501
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34.bmp (700x501) 23.4926
38.bmp(788x647) 23.4529
43.bmp (640x480) 23.4688
69.bmp (700x525) 23.4567
a.bmp (512x512) 23.4318
b.bmp (512x512) 23.5084
Gia tri trung binh 21.4094

3.3.2. Nhdn xét

Véi két qua thir nghiém thu dugc, néu quan sat bang mét thuong thi co thé
phan biét dugc dau 1a anh di gidu tin va chua giau tin. Gia tri PSNR trung binh dat
duogc 1 binh thuong khi giau luong bit thong diép twong ddi lon.

Két qua thir nghiém trong bang 3.1 cho thay kha niang giau tin ctia mdi anh
khac nhau l1a khac nhau. Nhitng anh ciing kich ¢& kha ning gidu cia nhiing anh d6
nam trong mot khoang gia tri va xap xi bang nhau. Piéu d6 ching té kha nang giau
phu thudc vao gia tri diém anh caa anh.

Qua thtr nghiém em nhan thay k§y thuat giau tin trén bién cua anh nhi phan co
nhitng vu nhuoc diém sau:

- Uu diém:

+ Kha nang bao mat cao.

+ Khéng anh huong nhiéu dén noi dung cua anh.
- Nhuoc diém:

+ Do dai théng diép phai phd hop véi kha ning c6 thé gidu trong anh thi
qua trinh gidu mai thanh céng.
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KET LUAN
Ky thuat gidu thdng tin trong anh 13 huéng nghién ctu chinh cua thuat toan
giau thdng tin hién nay va da dat dugc nhitng két qua kha quan. D6 4n di trinh bay
mot s khéi niém lién quan dén viéc che giau thdng tin trong anh sé ciing nhu trinh
bay k¥ thuat giau tin trén bién cua anh nhi phan.

Véi ky thuat giau tin trén bién caa anh nhi phan thi tinh vé hinh cua théng tin
sau khi gidu duoc dam bao. V& mat Iy thuyét thi sau khi dd c¢6 lwong thong tin dwgc
giau vao trong ang géc, no sé dé lai di nhiéu, du it nhitng dau vét khac vai anh goc
ban dau. Tuy nhién sau khi thyuc hién ky thuat gidu tin, quan sat bang mat thuong thi
kho c6 thé phan biét dau 1a anh gdc dau 1a anh mang tin. Dung phuong phap déanh
gia PSNR dé danh gia chat luong anh trudc va sau khi giau tin két qua PSNR dat
duoc 1a ¢ thé chap nhan duoc, diéu d6 cho thdy sy bién dang cua anh hau nhu
khong c6. Nhu vay K§ thuat gidu tin da cho nhiing két qua rét trién vong.

Tuy nhién, gidu tin mat 1a van dé phuc tap, cong véi kha ning va kinh
nghiém con han ché nén em con gap mot sé6 kho khin trong viéc tim hiéu nghién
ctru cac ki thuat giau tin trén bién caa anh nhi phan.

Vi vay em rat mong nhan duoc sy dong gop v kién quy bau cua cac thay co
gido ciling nhu ban bé dé bao ciia em dugc hoan thién hon.

Em xin chan thanh cam on!
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