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VAN PE AN TOAN BAO MAT THONG TIN

Ngay nay internet cung vdi cac dich vu phong phtl cua n6 c6 kha nang cung
cap cho con ngudi cac phuong tién hét sirc thuan tién dé chao doi, to chire, tim kiém
va cung cip thong tin. Tuy nhién, cling nhu trong cic phuong thirc truyén thong,
viéc trao doi, cung cip thong tin dién tir trong nhiéu linh vuc doi hoi tinh bi mat,
tinh toan ven, tinh x4c thuc cling nhu trach nhién vé cac thong tin dugc trao doi.
Bén canh d6, toc do xir Iy ciia may tinh ngay cang dugc nang cao, do d6 cung véi
su tro giup cua cac may tinh tdc do cao, kha ning tan coéng cac hé thong thong tin
c6 d6 bao mat kém rat d& xay ra. Chinh vi vay nguoi ta khong ngirng nghién ctru
cac van dé bao mat va an toan thong tin dé bao dam cho cac hé théng thong tin hoat
dong an toan. Cho dén ngay nay véi su phat trién cia cong nghé ma hoa phi ddi
xung, nguoi ta dd nghién ctru va dua ra nhiéu k¥ thuat, nhiéu moé hinh cho phép
chung ta ap dung xay dung céc ting dung doi hoi tinh an toan thong tin cao.

Trong vin ban phép luat cia Qudc hoi méi ban hanh d3 cong nhan luét giao
dich dién tor - Ngay 29/11/2005. Quéc hoi da thong qua luat giao dich dién tr
51/2005/QH11. Pham vi diéu chinh chu yéu la giao dich dién tir trong hoat dong
cua cac co quan nha nudc, trong linh vuc dan su, kinh doanh, thuong mai... Luat
cong nhan va bao vé hop dong dién tir. Trong giao két va thuc hién giao dich dién
tir, thong bao dudi dang thong diép “s6” co gia tri phap 1y nhu thong bao truyén
théng.

Viéc doi hoi an toan trong giao dich ciing nhur trao d6i thong diép duoc dat 1én
hang dau vi vay viéc xac thuc thong diép 1a mot van dé rat quan trong trong giao dich
hién nay, dac biét 1a trong giao dich truc myén. Khi nhén dugc mot thong di€p nhu
thu, hop déng, dé nghi,.. .van dé dit ra 1a 1am sao dé xac dinh dugc dung ddi tac giao

dich. Vi vdy dd 4n nay nghién ctru mét sé phuong phap xac thuc thong diép.



Chuong 1. MQT SO KHAI NIEM CO BAN
1.1. CAC KHAI NIEM TRONG TOAN HQC
1.1.1. Khai niém trong s6 hoc
1.1.1.1. Khai niém s6 nguyén 16
1/. Khai niém
S6 nguyén t6 1a sé ty nhién 16n hon 1 va chi ¢6 hai w6c 1a 1 va chinh né.
2/. Vidu:
Cacs62,3,5,7,11,13,17, 19,23, 29, 31, 37 1a s6 nguyén to.
S6 2 1a s6 nguyén té chdn duy nhat.
Sb nguyén té co vai trd va ¥ nghia to 16n trong s6 hoc va 1y thuyét mat ma. Bai
toan kiém tra tinh nguyén t6 cia mot s6 nguyén dwong n va phan tich mét s6 n ra
thira s6 nguyén t6 1a cac bai toan rat duoc quan tim.

Vi du: 10 56 nguyén t6 lén da dwoc tim thdy [33]

rank | Prime Digits Who ' when | reference

1 2 32582657 _ 1 9808358 G9 2006  Mersenne 44??
2 2 30402457 _ 1 9152052 G9 2005 | Mersenne 43??
3 2 2% _q 7816230 G8 2005 Mersenne 42??
4 2 24096563 _ 1 7235733 G7 2004  Mersenne 41??
5 220096011 _ 9 6320430 G6 2003 Mersenne 40??
6 13406917 _ 1 4053946 G5 2001 Mersenne 39?7
7 19249, 213%% + 1 | 3918900 SB10 | 2007

8 27653. 291 + 1 2759677 SB8 | 2005

9 28433. 277 +1 | 2357207 SB7 | 2004

10 33661. 27%%% +1 2116617 SB11 | 2007



1.1.1.2. Uéc s6 va béi so.

1/. Khai niém

Cho hai s6 nguyén a va b, b = 0. Néu c6 mot sb nguyén q sao cho a = b*q, thi ta noi
rang a chia hét cho b, ki hiéu b\a. Ta ndi b 12 wéc cua a, va a 1a bji cta b.

2/. Vidu:

Choa=6,b=2,taco 6=2%3, ky hié¢u 2\6. O day 2 1a udc cua 6 va 6 1a bdi cua 2.
Cho céc s nguyén a, b # 0, tn tai cip s6 nguyén (q, r) (0 < r < /b/) duy nhét sao
cho a = b*q + r. Khi d6 q goi 1 thwong nguyén, r goi 1a s6 dw ctia phép chia a cho
b. Néu r = 0 thi ta c6 phép chia hét.

Vi du:

Choa=13,b=5,tacd 12 =5*2 + 3. O diy thuong 1a q=2, sé du la r = 3.

1.1.1.3. Uéc s6 va bgi sé6 chung

1/. Khai niém

S6 nguyén d duoc goi 14 wéc chung cua cic s6 nguyén a,,a,,..,a,, néu no 1a wéc
clia tat ca cac so do.

S6 nguyén m duoc goi 1a bgi chung cia cac sd nguyén a,,a,,...,a,, néu né 1a bgi cua
tat ca cac so do.

Mot uéc chung d > 0 cia cac sd nguyén a,,a,,...a,, trong d6 moi udc chung cta
a,,a,,..,a, déu 1a udc cua d, thi d dugc goi 13 wdc chung Ién nhit (UCLN) cua
a,,a,,.,4a,. Ky hitcud =gecd (a,,a,,..,a,) hayd = UCLN(4a,,a,,..,a,).

Mot boi chung m > 0 ciia cac s6 nguyén a,a,,...a,, trong d6 moi bdi chung cia
a,,a,,..,a, déu 1a boi cia m, thi m duoc goi 13 bdi chung nhé nhit (BCNN) cua
a,,a,,.,4a,. Ky hitcu m=Icm(a,a,,.,a,) hay m =BCNN(a,,a,,..,a,).

2/. Vidu:
Choa=12,b=15, gcd(12,15) =3, Icm(12, 15) = 60.



1.1.1.4. $6 nguyén t6 clng nhau.

1/. Khai niém

Néu gcd(a,,a,,..,a,) =1, thi cac sb a,,a,,.., a, dugc goi 1 nguyén té ciing nhau.
2/. Vidu:

Hai s6 8 va 13 1a nguyén té cing nhau, vi gcd(8, 13) = 1.

1.1.1.5. Pong duw

1/. Khai niém

Cho hai s6 nguyén a, b, m (m > 0). Ta néi rang a va b “déng dw” véi nhau theo
modulo m, néu chia a va b cho m, ta nhan duoc ciing mot sd su.

Ky hiéu: a=b (mod m).

2/. Vidu:

17 = 5 (mod 3) vi chia 17 va 5 cho 3, dugc cung s6 du 1a 2.

1.1.2. Khai niém trong dai so

1.1.2.1. Nhom

1/. Khai niém

Nhom 1a mét boi (G, *), trong do6 G = I, * 1a phép toan hai ngdi trén G thoa méan
ba tinh chat sau:

+ Phép toan c6 tinh két hop: (x*y)*z =x*(y*z) véimoix,y, z € G.

+ C6 phan tir trung ldp e € G: x*e=e*x=x véimoix € G.

+ Véimoi x € G, co phﬁn to nghich ddo x* € G: x*x’ =x"*x =e.

Cip ciia nhém G duoc hiéu 13 s6 phan tir ciia nhém, ky hiéu 1a |G.

Cép ciia nhém c6 thé 14 oo néu G ¢6 v6 han phan tir.

Nhom Abel 1a nhom (G, *), trong d6 phép toan hai ngoi * c6 tinh giao hoan.
Tinh chat:  Néu a*b = a*c, thi b =c.

Néu a*c = b*c, thia=b.



2/. Vidu:

Tap hop céc sé nguyén Z cung v6i phép cong (+) thong thuong 14 nhom giao hoan,
6 phan tr don vi 14 s6 0. Goi 1a nhém cfng cic s6 nguyén.

Tap Q" céc s6 hiru ty khic 0 (hay tap R” cac s6 thuc khéac 0), cing véi phép nhan
(*) thong thuong 1a nhém giao hoan. Goi 1a nhom nhan cac sé hitu ty (s6 thuc)
khac 0.

Tap cac vecto trong khong gian vdi phép toan cong vecto la nhém giao hoan.

1.1.2.2. Nhom con ciia nhém (G, *)

1/. Khai niém

Nhom con ctia G la tdp S © G, S # ¢, va thoa min céc tinh chét sau:

+ Phan tir trung 14p e cia G nam trong S.

+ S khép kin d6i voi phép tinh (*) trong G, tirc 1a x*y € S véimoix,y € S.

1

+ S khép kin d6i voi phép 1ay nghich dao trong G, tic x * € S véimoix € S.

1.1.2.3. Nhom Cyclic

1/. Khai niém

Nhom (G, *) duoc goi 1a Nhém Cyclic néu nd duge sinh ra boi mot trong cac phan

tor cua no.

Tuc 1a c6 phan tr g € G ma voi mdia € G, déu ton tai n € N dé g"=g*g*...*g = a.
(Chay g*g*...*g la g*g véi n lan).

NOGi cach khac: G duogc goi 1a Nhém Cyclic néu ton tai g € G sao cho moi phan tir

trong G déu 1a mot liy thiva nguyén nao dé cua g.

2/. Vidu:

Nhom (Z*, +) gdbm cac sb nguyén duong 1a Cyclic véi phan tir sinh g = 1.



1.1.2.4. Tap thang dw thu gon theo modulo

1/. Khai niém

KihiéuZ ={0,1, 2, ..., n-1} 1a tip cac sb6 nguyén khong 4m < n.

Z . va phép cong (+) 1ap thanh nhém Cyclic c6 phan tir sinh 1a 1, pt trung 1ap e = 0.
(Z,,+) goi 1a nhém cong, @6 13 nhém hitu han c6 cap n.

KihiéuZ® ={x e Z,, xlanguyén tb cing nhau vdin}. Tic 1a X phai = 0.

Z" duoc goi 1a Tdp thing dw thu gon theo mod n, c6 sb phan tir 1a ¢(n).

Z' v6i phép nhan mod n 14p thanh mdt nhoém (nhoém nhan), pt trung lap e = 1.

Téng quat (Z~, phép nhan mod n) khong phai 1a nhém Cyclic.

Nhom nhan Z* 1a Cyclic chi khi n c6 dang: 2, 4, p*hay 2p* véi p 1a nguyén t6 1é.
2/. Vidu:

Chon=21,Z; ={1,2,4,5,8, 10, 11, 13, 16, 17, 19, 20}.

1.1.2.5. Phan tir nghich ddo déi vi phép nhén

1/. Khai niém

Choae Z,,néutontaib € Z, sao cho ab =1 (mod n), ta néi b 1a phin i
nghich dio cta atrong Z, vakyhiéua™.

Mot phan tir ¢6 phan tir nghich ddo, goi la kha nghich.

2/. Vidu:

Tim phan t nghich dao cta 3 trong Z,

Ttre 1a phai giai phuong trinh 3 X =1 (mod 7), x s& 1a phan tir nghich dao cua 3.

I g; u; V; y
1 7 1 0

1 3 0 1 2
2 1 1 -2 3
3 0

Vit=v,=-2<0dodox=a" =t+n=-2+7=5.

Vay 5 1a phan tir nghich ddo cua 3 trong Z, .

10



1.1.3. Khai ni¢m D¢ phirc tap cua thuat toan

1.1.3.1. Bai toan

Bai toan duoc dién dat bang hai phan:

Input:  Céc dit liéu vao cua bai toan.

Ouput: Céac dit liéu ra cta bai toan (két qua).

Khong mat tinh chit tong quat, gia thiét cac di liéu trong bai toan déu 1a s6 nguyén.
1.1.3.2. Thudt toan

“Thudt todn” dugc hiéu don gian 1a cach thic dé giai mot bai toan. Ciing c6 thé
duogc hiéu bang hai quan niém: Truc giac hay Hinh thtrc nhu sau:

1). Quan niém trwe giac vé “Thuit toan”.

Mot cach truc giac, Thuat toan dugc hiéu 1a mot day hiru han cac qui tac (chi thi,
ménh 1énh) mo6 td mot qua trinh tinh toan, dé tr dir liéu da cho (Input) ta nhan dugc
két qua (Output) cta bai toan.

2). Quan niém toan hoc vé “Thuit toan”.

Mot cach hinh thirc, nguoi ta quan niém thuat toan 1a mot may Turing.

Thudt todn dugc chia thanh hai loai: Pon dinh va khong don dinh.

Thuit toan don dinh (Deterministic):

La thuat toan ma két qua ctia moi phép toan déu duge xac dinh duy nhat.

Thuit toan khong don dinh (NoDeterministic):

La thuat toan c6 it nhat mot phép toan ma két qua ctia nd 1a khong duy nhat.

1.1.3.3. Hai mé hinh tinh toéan

Hai quan niém vé thuét toan ing véi hai mo hinh tinh toan.

Ung v6i hai md hinh tinh toan c6 hai cach biéu dién thuat toan.

1). M6 hinh vng dung: Thuat toan duoc biéu dién bang ngdn ngit tya Algol.

+ Pon vi nhd: Mot 6 nhd chira tron ven dir li€u.

+ Pon vi thoi gian: Thoi gian dé thuc hién mot phép tinh co ban trong sd hoc hay
logic nhu cOng, trtr, nhan, chia,...

2). M6 hinh 1y thuyét: Thuat toan dugc biéu dién bang ngon ngit may Turing.

+ Don vi nhdo: Mot 6 nhé chira mot tin hi€u. Véi ma nhi phan thi don vi nho 1a 1 bit.

+ Pon vi thoi gian: Thoi gian dé thuc hién mét budc chuyén tinh trang.

11



1.1.3.4. D) phirc tap cua thudt todn

1). Chi phi cia thuat toan (Tinh theo mt b dir li¢u vao):

Chi phi phai tra cho mdt qua trinh tinh toan gdm chi phi vé thoi gian va bo nhd.

Chi phi thoi gian ciia mot qua trinh tinh toan 1a thoi gian can thiét dé thuc hién mot
qua trinh tinh todn. Véi thuat toan tya Algol: Chi phi thoi gian 1a s6 cac phép tinh
co ban thuc hién trong qua trinh tinh toan.

Chi phi bg nhé ciia mot qua trinh tinh toan 13 sb 6 nhé can thiét dé thuc hién mot
qua trinh tinh toan.

Goi A 1a mot thuat toan, e 1a dir liéu vao cua bai toan da dugc ma hoa béng cach
nao do. Thuat toan A tinh trén dit liéu vao e phai tra mot gia nhét dinh. Ta ky hi¢u:
t, (e) 1a gia thoi gian va | , (e) 1a gia bd nhd.

2). P phitc tap vé bd nhé (Trong trwomg hop xau nhat):

L, (n) =max{ |, (e), véi|e| < n}, n 1a “kich thudc” dau vao cua thuat toan.

3). Do phire tap thoi gian (Trong trudng hop xiu nhat):

T,(n) =max{t,(e), voi |e| < n}.

4). Do phire tap tiém cin: Do phirc tap PT(n) dugc goi la tiém can téi ham {(n) ky
hiéu O(f(n)) néu 3 cac s n,, ¢ ma PT(n) < c.f(n), Vn>n,.

5). D¢ phirc tap da thire:

Do phtrc tap PT(n) duoc goi da thive, néu né tigm cén téi da thirc p(n).

6). Thuat toan da thirc: Thuat toan dugc goi 1a da thirc, néu do phtrc tap vé thoi
gian (trong trudng hop xau nhat) ctia né 1a da thirc.

Noi cach khac:

+ Thuét toan thoi gian da thirc 1a thuat toan c6 do phirc tap thoi gian O(n'), trong
d6 t 14 hang sb.

+ Thut toan thoi gian ham mii 13 thuat toan c¢6 do phuc tap thoi gian O(t'™),

trong d6 t 1a hing s6 va f(n) 1a da thtrc cta n.
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Thoi gian chay cua cdc l6p thudt todan khdac nhau:

Do phc tap S6 phép tinh (n=10°) Thoi gian (10 ptinh/s)
0() 1 1 mocro gidy

O(n) 10° 1 giay

0O(n?) 10%2 11,6 ngay

o(n?%) 107 32 000 nam

0o@2") 1030020 10%%% tydi ctia vil tru
Chuy

C6 nguoi cho rang ngdy nay may tinh véi toc do rat 16n, khéng can quan
tam nhiéu t6i thuat todn nhanh, chung t6i xin din mét vi du di dugc kiém ching.
- Bai toan xtr Iy n ddi tuong, c6 ba thuat toan vai1 3 mirc phuc tpa khac nhau s€ chiu
3 hau qua nhu sau: Sau 1 gio:
Thuét todn A c6 do phuc tap O(n) © 3,6 triéu ddi tuong.
Thuat toan B ¢6 d6 phirc tap  O(n log n) : 0,2 triéu ddi tuong.
Thuat toan C ¢6 do phuc tap O(2") 21 dbi tuong.
1.1.3.5. Ham m{t phia va ham cva sap mot phia
1). Ham f(x) dugc goi 13 ham mét phia néu tinh “xuéi” y = f(x) thi “dé”, nhung
tinh “nguwec” x = £ (y) lai rat “khé”.
Vi du:
Ham f(x) = g* (mod p), voip la sO nguyén t6 16m, (g 1a phan tir nguyén thity mod p)
la ham mot phia.
2). Ham f(x) duoc goi 1a ham ciia sdp mét phia néu tinh y = f(x) thi “dé”,
tinh x = (y) lai rat “khé” . Tuy nhién c6 cira s6 sap z dé tinh x = f(y)la“ é”.
Vi du:
Ham f(x) = X* (mod n) (v¢i n 1a tich cta hai s6 nguyén t6 16n n = p*q) 1a ham mot
phia. Néu chi biét a va n thi tinh x = £ (y) rat “khé” , nhung néu biét civa sdp p va

q,, thi tinh duge £ (y) 1a kha “dé”.
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1.2. VAN PE MA HOA
1.2.1. Gi6i thiéu vé ma héa

Mat ma dugc su dung dé bao vé tinh bi mat cua thong tin khi thong tin duoc
truyén trén cac kénh thong tin cong cong nhu cac kénh buu chinh dién thoai, mang
internet v.v... Gia sit mot nguoi gri A mudn giri dén ngudi nhan B mot vin ban
(ching han mot bire thu) p, dé bao mat A 1ap cho p mot ban mét mi ¢, va thay cho
viéc gui p, A gui cho B ban mat ma ¢, B nhan dugc c va “giai ma” ¢ dé lai duoc van
ban p nhu A dinh gti. D& A bién p thanh ¢ va B bién nguoc lai ¢ thanh p, A va B
phai théa thuan trude voi nhau cac thuat toan 1ap ma va gidi ma, va dac bi¢t mot
khéa mat ma chung K dé thuc hién cac thuat toan do.

Nguoi ngoai, khong biét cac thong tin d6 (dic biét khong biét khoa K), cho
du ¢6 1y trom dugce ¢ trén ciing khé tim dugc vin ban p ma hai nguoi A va B mudn
guri cho nhau.
1.2.1.1. Khai niém mdt ma

“Mat ma” c6 18 1a ky thuat duoc dung lau doi nhat trong viéc bao dam
“An toan théong tin”. TruGc ddy “mdt ma” chi duoc dung trong nganh an ninh qudc
phong, ngay nay viéc dam bao “An toan théong tin” 1a nhu cau cia moi nganh, moi
nguoi (do cac théng tin chi yéu duoc truyén trén mang cong khai), vi vay k¥ thuat
“mdt ma” la cong khai cho moi ngudi dung. Diéu bi mat ndm & “khda” mat ma.

Hién nay co nhiéu k¥ thuat mat ma khac nhau, méi ky thuat cé vu, nhugc
diém riéng. Ty theo yéu ciu cia moi trudng ing dung ma ta dung k¥ thuat nay hay
ky thuat khic. C6 nhitng méi trudng can phai an toan tuyét doi, bat ké thoi gian va
chi phi. C6 nhitng méi trudng lai can giai phap dung hoa giita bao mat va chi phi
thuc hién.

Mat ma co dién chi yéu dung dé “che gidu ” dit liéu. Vi mat ma hién dai,
ngoai kha ning “che gidu” dir liéu, con dung dé thuc hién: Ky s6 (ky dién tr), tao dai
di¢én thong di€p, giao thurc bao toan dir li€u, giao thirc xac thuc thuc thé, giao thirc xéac
thuc tai li€u, giao thirc ching minh “khong tiét 16 thong tin”, giao thirc thda thuan,

giao thurc phan phéi khoa, chéng chdi cai trong giao dich dién tur, chia s¢ bi mat,...
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Theo nghia hep, “mat ma” chu yéu dung dé bao mat dit liéu, quan niém: Mat
ma hoc 1a khoa hoc nghién ctru mat ma( Tao ma va phan tich ma)

Phan tich ma 1a k¥ thuat , nghé thuat phan tich mat ma, kiém tra tinh bao mat
cua no hodc pha vo su bi mat cua né. Phan tich ma con goi 1a thdm ma.

Theo nghia rdng, “méat ma” 1a mot trong nhiing cong cu hi¢u qua bao dam

An toan thong tin n6i chung: bao mat, bao toan, xac thuc, chong choi cai,...

1.2.1.2.Khai niém md hoa (Encryption)

1/. M& hda: 1 qua trinh chuyén thong tin c6 thé doc dugc (goi 1a bdn ré) thanh
thong tin “khé” thé doc duoc theo cach thong thudng (goi 12 bdn ma).

D6 1a mot trong nhitng k¥ thuat dé bao mat thong tin.

2/. Gidi ma: 1a qua trinh chuyén thong tin nguoc lai tir bdn md thanh bdn ré.

3/. Thudt todn ma hoa hay gidi ma 1a thu tuc dé thyc hién ma hoa hay giai ma.

4/. Khéa ma hoa la mot gia tri lam cho thuét toan ma hoa thuc hién theo cach riéng
biét va sinh ra ban rod riéng. Thong thuong khda cang 16n thi ban ma cang an toan.
Pham vi céc gia trj c6 thé c6 ctia khoa duoc goi 1a Khong gian khoa.

5/. Hé md héa 13 tap cac thuat toan, cac khoa nham che gidu thong tin, cling nhu

lam rd né.

1.2.1.3. Khdi niém hé mdt ma

Mot so dd hé théng mat ma la b nam

S=(P,C,K, E, D) théa man cac diéu kién:

P: 1a mot tap hitu han cac ky tu ban ro.

C: 1a mét tap hiru han cac ky ty ban ma.

K: 1a mdt tap hiru han cac khoa.

E: 1a mot anh xa tir KxP vao C, dugc goi 1a phép 1ap méat ma.

D: 1a mét anh xa tir KxC vao P, dugc goi 1a phép gidi ma.

Vi ke K ta dinh nghia ¢ € E, e: P — C ; dkeD, dy: C — P; ey, di dugc goi la
ham 13p ma va ham gidi ma tuong tng voi khdéa mat ma k. Cac ham do phai thoa

man hé thae: dy(ex(x)) =x véi V xeP.
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1.2.1.4. Nhitng tinh nang cua hé ma hoa
Cung cép mot murc cao vé tinh bao mat, toan ven, chéng chdi bo va xac thue.
+ Tinh bao mat: Bao dam bi mat cho cic thong bao va dit lidu bang viéc che gidu
thong tin nho céc k¥ thuat ma hoa.
+ Tinh toan ven: Bao dam vdi cac bén rang ban tin khong bj thay doi trén duong
truyén tin.
+ Chéng chdi bo: C6 thé xac nhan rang tai lidu da dén tir ai 46, ngay ca khi ho ¢b
gang tir chdi no.
+ Tinh x4c thyc: Cung cép hai dich vu:
Nhén dang ngudn gdc ctia mot thong bao, dam bao rang no 1a dung sy thyc.
Kiém tra dinh danh ctia nguoi dang ding nhap hé thong, tiép tuc kiém tra dic
diém cua ho trong trudng hop ai d6 cb gang két ndi va gia danh 13 ngudi str dung

hop phap.

1.2.2. Cac phwong phap ma hoa

Hi¢én nay c6 2 loai ma hoéa chinh: ma héa khoa ddi xtmg va ma hoa khoa
cong khai. Hé ma héa khéa ddi xing co khoa ldp mi va khoa giai ma “gidng
nhau”, theo nghia biét duoc khoa nay thi “dé” tinh dugc khoa kia. Vi vay phai giir
bi mat ca 2 khoa. HEé ma héa khoa cong khai thi c6 khoa 1ap ma khac khoa giai ma
(ke = kd), biét dugc khoa nay ciing “khé” tinh dugc khoa kia. Vi vay chi can bi
mat khoa gidi ma, con cong khai khoa 1ap ma.
1.2.2.1. H¢ ma héa khéa déi xirng
1/. Khai niém

H¢ ma héa khéa déi xieng 13 hé ma hoa ma biét dugc khoa 1ap ma thi c6 thé
“dé&” tinh dugc khoa giai ma va nguoc lai. Pic biét mot s6 hé ma héa c6 khoa lap
ma va khoa giai ma tring nhau (ke = kd), nhu hé mi héa “dich chuyén” hay DES.
Hé ma hoa khoa ddi xtmg con goi 14 Hé ma héa khéa bi mdt, hay khoa riéng, vi
phai git bi mat ca 2 khoa. Trude khi dung hé mi héa khoa ddi xtmg, nguoi giri va
ngudi nhan phai théa thuan thuat toan ma hoa va khoa chung (1ap ma hay giai ma),

khoéa phai dugc bi mat.
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D6 an toan cua Hé mé héa loai nay phu thudc vio khéa, néu dé 16 ra khoa
nay nghia 1a bat ky nguoi nio ciing c6 thé ma hoa va giai ma thong bao trong hé
thong ma hoa.

Sy ma hoa va giai mi cta hé thong ma hoa khoa ddi xing biéu thi bai:
ExP—>CvaD;:C—P

2/. Vidu:

+ Hé ma héa cé dién 1a Ma hoa khoa dbi xing: dé hiéu, dé thyc thi, nhung c6 d6 an
toan khong cao. Vi gidi han tinh toan chi trong pham vi bang chit cai, sir dung trong
ban tin cAn ma, vi du Z,s néu dung cac chir cai tiéng anh. V&i hé ma hoa cd dién,
néu biét khoa 1ap ma hay thuat toan l1ap ma, c6 thé “d&” xac dinh duogc ban 13, vi
“dé&” tim duoc khoa giai ma.

+ Hé ma héa DES (1973) 1a Ma hoa khoa ddi xang hién dai, c6 do an toan cao.

3/. Pic diém.

Uu diém:

Hé ma hoa khoa d6i xtirng ma héa va giai ma nhanh hon Hé ma hoa khoa cong khai.
Han ché:

(i). M4 hoa khoa d6i xtimg chua that an toan véi 1y do sau:

Nguoi ma hdéa va nguoi gidi ma co “chung” mdt khoa. Khoa phai duge gilt bi mat
tuyét doi, vi biét khoa nay “d&” xac dinh duoc khoa kia va ngugc lai.

(ii). VAn dé thoa thuan khoa va quan 1y khoa chung 1a kho khin va phirc tap. Nguoi
gui va ngudi nhan phai ludn thong nhat véi nhau vé khoa. Viéce thay doi khoa 1a rat
khé va dé bi 16. Khoa chung phai dugc giri cho nhau trén kénh an toan.

Mit khac khi hai nguoi (Iap ma, giai ma) cung biét “chung” mot bi mat, thi cang
kho gitt dugc bi mat!

4/. Noi sir dung hé mi hoa khéa ddi xirng.

Hé mi hoa khoa d6i xtng thudng duoc sir dung trong méi truong ma khoa
chung c6 thé dé dang trao chuyén bi mat, chéng han trong cung m{t mang ndi bg.
Hé ma hoa khoa ddi xtimg thuong dung dé ma hoa nhimng ban tin 16n, vi tbc do ma

hoa va giai ma nhanh hon hé¢ ma hoéa cong khai.
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1.2.2.2. H¢ md hoa khoa phi doi xung (hé ma hoa khoa cong khai)

1/. Khai niém

H¢ ma héa khoéa phi d6i xtng 12 Hé ma hoa co khéa 1ap ma va khoa giai ma khac

nhau (ke = kd), biét dugc khoa nay ciing “khé” tinh duoc khoa kia.

Hé ma hoa nay con dugce goi l1a Hé méa héa khoa cong khai vi:

+ Khoa ldp ma cho cong khai, goi 1a khoa cdng khai (Public key).

+ Khoa giai ma gitt bi mat, con goi la khéa riéng (Private key) hay khéda bi mit.
Mot nguoi bat ky co thé dung khoa cong khai dé ma hoa ban tin, nhung chi

nguoi nao c¢6 dung khoa gidi ma thi méi c6 kha ndng doc duge ban rd.

H¢ ma héa khéa cong khai hay Hé mé héa phi déi xieng do Diffie va Hellman

phét minh vao nhiitng nam 1970.

2/. Vidu

Hé ma hoa RSA, hé ma hoa ELGAMAL,....

3/. Pic diém.

Uu diém:

(1). Thuat toan duoc viét mot 1an, cong khai cho nhiéu 1an dung, cho nhiéu nguoi

dung, ho chi can gilt bi mat cho khoa riéng cua minh.

(ii). Khi biét cac tham s6 ban dau ctia hé ma héa, viéc tinh ra cip khoa cong khai va

bi mat phai 1a “dé” , tic 1 trong thoi gian da thirc.

Ngudi gtri ¢6 ban rd P va khéa cong khai, thi “dé” tao ra ban ma C.

Nguodi nhan c6 ban ma C va khéa bi mat, thi “d&” gidi dugc thanh ban ro P.

(ii1). Nguoi ma hoa dung khoa cong khai, nguoi gidi ma gitr khoa bi mat. Kha nang

16 khoa bi mat kho hon vi chi c6 mdt nguoi gilr gin.

Néu tham ma biét khoa cong khai, c6 gang tim khoa bi mat, thi chung phai duong

dau vé6i bai toan “kho”.

(iv). Néu tham ma biét khoa cong khai va ban ma C, thi viéc tim ra ban rd P ciing la

bai toan “kh6™, s6 phép thir 1a vo cung 16n, khong kha thi.

Nhuwoe diém:

H¢ ma hoa khoa cong khai: ma hoa va giai ma chdm hon h¢ ma hoa khoa doi xang.
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4/. Noi sir dung hé¢ ma hoa khéa cong khai.

Hé ma hoa khoa cong khai thudng duogc st dung chil yéu trén cic mang cong
khai nhu Internet, khi ma viéc trao d6i chuyén khoa bi mat twong di kho khan.

Dic trung ndi bat ciia hé ma hoa cong khai 1a khoa cong khai (public key) va
ban ma (ciphertext) déu c6 thé gui di trén mot kénh truyén tin khéng an toan.

C6 biét ca khoa cong khai va ban m3, thAm mi ciing khoéng d& kham pha
duoc ban ro.

Nhung vi ¢6 toc d6 ma hoa va giai ma chdm, nén hé mi hoéa khoa cong khai
chi dung dé ma hoa nhirng ban tin ngin, vi du nhu ma hoa khoa bi mat giri di.

H¢ ma hoa khoa cong khai thuong duoc st dung cho cap nguoi dung thoa

thuan khoa bi mat cua hé¢ ma hoéa khoa riéng.
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1.3. VAN PE CHU KY SO
1.3.1. Khai niém “chir ky s6”
1.3.1.1. Gidi thi¢u “chiv ky s6”

bé ching thuc nguén géc hay hiéu luc cua mdt tai liéu (vi du: don xin hoc,
gidy bdo nhap hoc, ...), lau nay ngudi ta dung chit ky “fay”, ghi vao phia dudi cia
mdi tai liéu. Nhu vay ngudi ky phéi trwee tidp “ky tay” vao tai liéu.

Ngay nay cac tai liéu duoc sé hoa, nguoi ta ciing c¢6 nhu cau ching thuc
ngudn gdc hay hiéu lyc cila cac tai liéu nay. RS rang khong thé “ky tay” vao tai licu,
vi chung khong duogc in 4n trén gidy. Tai lidu “sd” (hay tai lidu “dién ti”) 13 mot
xau cac bit (0 hay 1), xau bit c6 thé rat dai (néu in trén gidy c6 thé hang nghin
trang). “Chir ky” dé chung thuc mot xau bit tai lidu cling khong thé 1a mot xau bit
nho dit phia dudi xau bit tai lidu. Mot “chit ky” nhu vay chéc chin s& bi ké gian sao
chép dé dat dudi mot tai liéu khac bat hop phap.

Nhitng ndm 80 cua thé ky 20, cac nha khoa hoc di phat minh ra “chi ky s6”
dé chung thue mot “sai liéu s6”. D6 chinh 13 “bdn ma” cua xau bit tai liéu.

Nguoi ta tao ra “chir ky s6” (chit ky dién tir) trén “tai ligu s6” gidng nhu tao
ra “bdn ma” cua tai li¢u voi “khoa 1ap ma”.

“Chir ky s6” khong duoc st dung nham bao mat thong tin ma nham bao vé
thong tin khong bi nguoi khac ¢d tinh thay doi dé tao ra thong tin sai 1éch. Néi cach
Khac, “chii ky s6” giup xac dinh dugc nguoi di tao ra hay chiu trach nhiém dbi véi
mot thong di¢p.

Nhu vay “ky s6” trén “tai liéu s6” 12 “ky” trén ting bit tai liéu. Ké gian kho
thé gia mao “chit ky s6” néu n6 khong biét “khoa 1ap ma”.

Dé kiém tra mot “chii ky s6” thudc vé mot “tai ligu s6”, nguoi ta giai ma
“chir ky s6” bang “khéa giai ma™, va so sanh véi tai liéu gdc.

Ngoai y nghia dé chimg thuc ngudn gbc hay hiéu luc cta cac tai liéu sé hoa.
Mit manh cta “chi ky s6” hon “chit ky tay” 1a & chd nguoi ta c6 thé “ky” vao tai
lidu tir rat xa trén mang cong khai. Hon thé nira, c6 thé “ky” bang cac thiét bi cAm
tay (VD dién thoai di dong) tai khip moi noi (Ubikytous) va di dong (Mobile), mién

1a két n61 dugc vao mang. BJ ton bao thoi gian, strc luc, chi phi, ...
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1.3.1.2. So db chiv ky 56

So dd chit ky 1a bo nam (P, A, K, S, V), trong d6:
1a tap hitu han cac vin ban co thé.

13 tap hitu han céc chir ky c6 thé.

1a tap hitu han cac khoa cé the.

1a tap cac thuat toan ky.

< » X >» 7T

1a tap céc thuat toan kiém thir,

V6i mdi khoa k e K, co thudt toan ky Sig, € S, Sig,: P — A,
c6 thuat toan kiém tra chitky Ver, € V, Ver, : P x A — {ding, sai},

thoa man di€u ki¢n sau voimoi X € P, y € A:

Pung, néu y = Sig, (X)

Sai, néu y= Sig, (X)

Thudng dung hé mi hoa khoa cong khai dé 1ap “So dé chir ky s6”. O day,
khoa bi mat a ding lam khoa “ky”, khda cong khai b dung lam khéa kiém tra “chir
ky”. (Nguoc lai voi ma hoa, dung khoa cong khai b 1ap ma, khoa bi mat a giai ma.)

Diéu nay 14 hoan toan tu nhién, “ky” can gitt bi mat nén phai dung khéa bi
mat a dé “ky”. Con “chir ky” 13 cong khai cho moi ngudoi biét, nén ho dung khéa

cong khai b dé kiém tra.
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1.3.2. Phén loai “Chir ky s6”

1.3.2.1. Phén loai chiv ky theo dic trung kiém tra chir ky

1). Chir ky khoi phuc thong di€p:

La loai chit ky, trong d6 ngudi gui chi can giri “chi ky” , ngudi nhin co thé khoi
phuc lai dugc thong diép, da dugc “ky” boi “chir ky” nay.

2). Chir ky di kém théng diép:

La loai chit ky, trong d6 ngudi giri chi can giri “chi ky”, phai giri kém ca thong
diép da duoc “ky” boi “chir ky” nay. Nguoc lai, s& khong c6 dugc thong diép goc.
Vi du:Chir ky Elgamal la chit ky di kém thong di€p, s€ trinh bay trong muc sau.

1.3.2.2. Phdn logi chii ky theo mirc an toan

1). Chir ky “khéng thé phii nhan”:

Nham tranh viéc nhan ban chir ky dé sir dung nhiéu lan, tot nhat 1a nguoi giri tham
gia tryc tiép vao viéc kiém thir chi ky. Piéu do6 duge thuc hién béng mot giao thirc
kiém thtr, dudi dang mot giao thirc moi hoi va tra 10i.

Vidu: Chit ky khong phu dinh (Chaum- van Antverpen), trinh bay trong muc sau.
2). Chir ky “mét 1an”:

Pé bao dam an toan, “Khoa ky” chi dung 1 1an (one - time) trén 1 tai lidu.

Vidu: Chit ky mot 1an Lamport. Chit ky Fail - Stop (Van Heyst & Pedersen).

1.3.2.3. Phan logi chir ky theo vrng dung dic trung
Chir ky “mu” (Blind Signature).

Chit ky “nhém”  (Group Signature).

Chit ky “boi” (Multy Signature).

Chit ky “mu nhém” (Blind Group Signature).
Chirky “mubdi” (Blind Multy Signature).
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1.4. KHAI NIEM HAM BAM

1.4.1. Van dé “Pai dién tai liéu” va “Ham bim”
1.4.1.1. Mt sé vin dé véi “chir ky s6”

Vin dé 1:

“Ky s6” thyc hién trén timg bit tai liéu, nén do dai cua “chik ky sé ” it nhat
cling bang d6 dai cua tai liéu. Mot sd chit ky trén ban tin c6 kich thudc gip d6i ban
tin gbc. Vi du khi ding so dd chit ky DSS dé ky vao ban tin c6 kich thudc 160 bit,
thi chit ky s6 nay sé co kich thudc 320 bit.

Trong khi d6 trén thuc té, ta can phai ky vao cac ban tin co kich thude rat
16n, vi du vai chuc MegaByte (twong Gng hang nghin trang tin trén gidy). Nhu vay
phai ton nhiéu bd nhé dé luu trir “chir ky”, mat khac ton nhiéu thoi gian dé truyén
“chir ky” trén mang.

Vindé2: V&i mot sb so do chir ky “an toan”, thi tbc do ky lai cham vi ching
dung nhiéu phép tinh sb hoc phuc tap nhu sé mii modulo.

Vin dé 3:  Thuc thé co thé xay ra truong hop: V&i nhidu ban tin ddu vao khac
nhau, st dung hé mi héa hay so d6 ky s gidng nhau (c6 thé khac nhau), nhung lai
cho ra ban ma hay chit ky giéng nhau (d6 13 anh xa nhiéu — mot), nhu hinh dudi.

Diéu nay s& dan dén phirc tap cho viéc xac thyc thong tin.

Thoéng
diép x
A 4
> Théng ‘( He rﬁlg ma
diép y So dd ky sb

A

Ngudn bich
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1.4.1.2. Gidi quyét vin dé
Céach 1:

Mot cach don gian dé giai quyét cac van dé trén véi thong diép co kich thude
16n 13 “chdt” ban tin thanh nhiéu doan nhé (VD 160 bit), sau d6 ky 1én cac doan dé
doc 1ap nhau. Nhung bién phap nay gip cac van dé trén.

Hon thé nita con gip van dé nghiém trong hon. D6 1a két qua sau khi ky, noi
dung cua thong di€p co thé bi x4o tron v4i nhau, hodc mot sd doan trong chung co
thé bi mat mat. Ta can phai bao vé tinh toan ven cua ban tin géc.

Céch 2:

Thay vi phai ky trén tai lidu dai, nguoi ta thuong diung “ham bam” dé tao
“dgi di¢n” cho tai lidu, sau d6 méi “Ky s6” 1én “dai di¢n” nay.

Céc tai liéu (ban tin) co thé dudi dang van ban , hinh anh, am thanh,...va
Kich thudc ciia chung tiy y (vai KB dén vai chuc MB), qua cac thudt toan bam:
MD4, MD5, SHA, cac dai dién twong tng cua chung cé kich thudce ¢é dinh, vi du
128 bit v&i dong MD, 160 bit voi dong SHA.

“Dai dién” cia tai liéu chinh 1a gia tri cia “ham bam” trén tai liéu, ndé con
duoc got 1a “tom lugce” hay “ban thu gon” cua tai liu.

Véi mdi tai liéu (dau vao), qua “ham bam” chi c6 thé tinh ra dugc mot

Al ) ]

“dgi dign” — gia tri bam twong tng — duy nhat. “Pai di¢n” cau tia lliéu dugc xem 1a
“dgc thi” cua tai liéu (théng diép), gidng nhu ddu van tay cau mdi nguoi.

Trén thyuc té, hai tai liéu khac nhau c6 hai “dai dién” khac nhau. Nhu vay khi
d3 co6 “dgi dién” duy nhat cho mot tai lidu, thi viéc “ky” vao tai liéu, dugc thay
bang “ky” vao “dgi dién” cta no 13 hoan toan hop 1y. D6 1a chua ké viée tiét kiém
bao nhiéu thoi gian cho viéc “ky s6” , bo luu giit “chit ky”, thoi gian truyén
“chir ky” trén mang,...

Co ché giri tai liéu cung “chit ky” trén né str dung ham bam dugc md ta theo

cac hinh sau.
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Do dai tuy ¥ Do dai cd dinh 128

bit vo1 MD hoac
160 bit véi SHA
v
Thong diép (ban rd) Bam thong diép Bén bam
X —» (sudungthudt |5  (vin ban dai
(vén ban, ém toan MD hodc dién)
thanh, hinh dnh...) o z=h(x)
Bam thong diép
Ban bam (sfrlcii]nsocéc Ban ky s6
(vin ban dai —> ng ca » Dan Ky SO
dién) so do ky so y=sigk(2)
‘ RSA,
Elgamal,
A
Khoa bi
mat cua
Ky trén ban bam thong diép
Thong diép, Ban ky s6
() . _
Nguoi gt (A) > Nguoi nhan (B)

Truyén théng diép va chiv ky
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1.4.2. Tong quan vé Ham bim
1.4.2.1. Pt vin dé

Trén thuc té, cac thong diép st dung chit ky dién tir c6 do dai bat ky, tham chi 1én
dén vai Megabyte. Trong khi d6, thuit toan ky dién tir lai 4p dung trén cac thong diép co
d6 dai cb dinh va thudong twong ddi ngan, chang han nhu phuong phép DSS sir dung chit
ky 320 bit trén thong di¢p 160 bit.

Pé giai quyét van dé ndy, chiing ta c6 thé chia nho thong diép can ky thanh
cac doan nhd c6 do dai thich hop va ky trén ting manh thong di¢p nay. Tuy nhién,
giai phap nay lai ¢6 nhiéu khuyét diém va khong thich hop ap dung trong thuc té:

+ Néu vin ban can duoc ky qua dai thi s6 lugng chir ky duoc tao ra s& rét
nhiéu va két qua nhan dugc la mét thong di€p cé kich thudc rat 16n. Chéng han nhu
khi str dung phuwong phap DSS thi théng diép sau khi dugc ky s& co do dai gap doi
vian ban nguyén thily ban dau.

+ Hau hét cac phuong phap chir ky dién tir c6 d6 an toan cao déu doi hoi chi
phi tinh toan cao va do do, tbe do xir ly rit cham. Viéc ap dung thuat toan tao chir
ky dién tu nhiéu 1an trén mot vin ban s& thuc hién rat cham.

+ Tung doan vin ban sau khi dugc ky c6 thé d& dang bi thay doi thir ty hay
b6 bot di ma khong lam mat di tinh hop 18 cua vin ban. Viéc chia nho van ban sé

khong thé bao dam duoc tinh toan ven cia thong tin ban dau can duogc ky.

1.4.2.2. Ham bam
1). Khai niém Ham bam

Ham bam 13 thuat toan khong dung khéa dé ma héa (6 day dung thuat ngir
“bam” thay cho “ ma héa ” ), nd c6 nhi¢m vu ““ loc ” (bam) tai li€u (ban tin) va cho
két qua 1a mot gia tri “bam” c6 kich thudc c¢d dinh, con goi 1a “dai dién tai ligu”
hay “dai dién ban tin”, “dai di¢n thong diép”.

Ham bam 1a ham mgt chiéu, theo nghia gia tri cia ham bam 13 duy nhit, va
tir gid tri bdm nay, “khé thé” suy ngwoc lai duoc ndi dung hay do dai ban dau cia

tai li¢u goc.
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2). Dac tinh cia Ham bam
Ham bam h 1a ham mét chiéu (One — way Hash) véi cac dic tinh sau:
1/. Véi tai liéu dau vao (ban tin gbe) X, chi thu dugc gia tri bam duy nhit z=h(x).
2/. Néu dit liéu trong ban tin X bi thay ddi hay bi x6a dé thanh ban tin x°, thi gia tri
bam h(x’) # h(x).

Cho du chi 1a mot su thay doi nho, vi du chi thay dbi 1 bit di liéu cta ban tin
gdc X, thi gid tri bam h(x) clia né ciing van thay doi. Piéu nay c6 nghia la: hai thong
di€p khéc nhau, thi gia tri bam cua chung cling khac nhau.

3/. Noi dung ctia ban tin gdc “khé” thé suy ra tir gia tri bam cua nd. Nghia 1a: véi
thong diép x thi “dé&” tinh duoc z=h(x), nhung lai “kho” tinh nguoc lai duoc X néu

chi biét gia tri bam h(x) (Ké ca khi biét ham bam h).

3). Ung dung ciia Him bim

1/. Vi ban tin dai X, thi chir ky trén X ciing s& dai, nhu vay ton thoi gian “ ky ”,

t6n bo nhé dé luu giit “chit ky”, ton nhiéu thoi gian dé truyén “chit ky” trén mang.
Nguoi ta dung ham bam h dé tao dai dién ban tin z=h(x), n6 c6 d6 dai ngan

(vi du 128 bit). Sau d6 ky trén z, nhu vay chit ky trén z s& nho hon rat nhiéu so véi

chir ky trén ban tin goc X.

2/. Ham bam dung dé xéac dinh tinh toan ven dit liéu.

3/. Ham bam dung d¢ bao mat mot so dit lidu ddc biét, vi du bao vé mat khau, bao vé

khoa mat ma,...

1.4.2.3. Céu tricc ciia ham bam
Hau hét cac ham bam mat ma déu co cau tric giai thuat nhu sau:

Cho trudc mot théng diép M c6 do dai bat ky. Tuy theo thuat toan dugc sir
dung, ching ta c6 thé cAn bd sung mot sd bit vao thong diép nay dé nhan duoc
thong diép co do dai 1a boi sd ciia mot hang s6 cho trude. Chia nho thong diép thanh
tirng khoi o kich thude bang nhau: My, M,, ..M

Goi H la trang thai c6 kich thude n bit, fla “ham nén” thyc hién thao tac

tron khoi dit liéu voi trang thai hién hanh
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o Khoi gan Hy bing mot vector khéi tao nao do.
(@) Hi = f(Hi'].’ M,) i=1,2,3,...,S
H; chinh 13 thong diép rat gon cua thong diép M ban dau.

1.4.2.4. Cdc tinh chit ciia Ham bam
Tinh chdt 1: Him bam h 12 khéng va cham yéu.
Vi du: Xét kiéu tan cong nhu sau: Kiéu tan cong theo tinh chat 1.

*Hinh a: Cach di ding cta thong tin : thong tin dugc truyén dung tir A dén B.

(x,y)=sigk(h(x))
Nguoti ,  Nguoi
gui A nhan B

*Hinh b: Thong tin bi ldy trdm va bi thay d6i trén duong truyén:

(x,y) = sigk(h(x))
Nguoi > »  Nguoi

v A

gui A nhan B

Tén nghe 1én lay trom
tin

* Kiéu tin cong theo tinh chit 1:

+ Nguoi A g cho nguoi B ban tin (X, y) voi y= Sigk (h(x)). B khong nhan dugc (X, )
vi: trén duong truyén, tin bi léy trom. Tén trom, béng cach nao do tim duge mdt ban tin
x’# x nhung lai c6 h(x”) = h(x). Han thay thé x bang x’, va chuyén tiép (x’, y) cho B.

+ Nguoi B nhan duoc (x°, y) va van xac thuc duoc thong tin dung dan. Do do, dé

tranh kiéu tan cong nhu trén, ham h phai thoéa man tinh chéat: khéng va cham yéu.
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* Khai ni¢m: Ham bam khong va cham yéu.
Ham bam h duogc goi 1a khong va cham yéu, néu cho truge buc dién x, “khé”

thé tinh toan dé tim ra birc dién x’# x ma h(x’) = h(x).

Tinh chét 2: Haim bam h 12 khéong va cham manh.

Vi du: Xét kiéu tAn cong nhu sau: Kiéu tdn cdng theo tinh chdt 2.

+ Pau tién, tén gia mao tim duoc hai thong diép khac nhau x’ va x (x’ #X) ma co
h(x) = h(x’). (Coi btrc thong di€p X 1a hop I¢, x’ 1a gid mao).

+ Tiép theo, han thuyét phuc ong A ky vao ban tom luge h(x) dé nhan dugc y.

Khi d6 (x°, y) 1a birc dién gia mao nhung hop 1€ vi h(x) = h(x’).

Dé tranh tin cong kiéu ndy, ham h phai théa man tinh chat: khéng va cham manh.

* Khdi ni¢m: Ham bam khong va cham manh.
Ham bam b dugc goi 1a khong va cham manh néu “kh6” thé tinh toan dé

tim ra hai buc thong diép khac nhau x’ va x (x’ # x) ma c0 h(x’) = h(x).

Tinh chét 3: Him bam h 12 ham mét chiéu.

Vi du: Xét kiéu tan cong nhu sau: Kiéu tdn cong theo tinh chdt 3.

+ Nguoi A gui cho B thong tin (X, z, y) véi z = h(X), y = Sigk(z)

+ Gia st tén gia mao tim duoc ban tin x’°, dugc tinh ngugc tir ban tom luge z = h(x).
+ Tén trom thay thé ban tin X hop 1é bang ban tin x” gia mao nhung lai ¢6 z = h(x’).
Hin ta ky s6 trén ban tom luoc z ciia X bang dung chit ky hop 16. Néu 1am nhu vay
thi (x’, z, y) 1a birc dién gia mao nhung hop 1¢.

Dé tranh dugc kiéu tn cong ndy, ham bam h can thoa man tinh chit mgt chiéu.

* Khdi ni¢gm: Ham bam mét chiéu.

Ham bam h duoc goi 14 ham mét chiéu néu khi cho trudec mot ban tom luoc thong

bao z thi “kho thé” tinh toan dé tim ra thong diép ban dau x sao cho h(x) = z.
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1.4.2.5. Tinh an toan ciia ham biam déi véi hién twong dung do

Ham bam duoc xem 1a an toan d6i véi hién tuong dung do khi rat kho tim
duoc hai thong di€p c6 cung gia tri bam.

Nhén xét: Trong mot tdp hop ma cc phin tir mang mot trong N gid tri cho
trudc voi xac suat bang nhau, chung ta can khoang N phép thir ngiu nhién dé tim ra
mot cip phan tir co cung gid tri.

Nhu vdy, phuong phap ham bam dugc xem 1a an toan d6i véi hién tugng
dung do néu chua c6 phuong phap tan cong niao cd thé tim ra cip thong diép co
clng gi4 tri ham bam véi s lwong tinh toan it hon dang ké so véi ngudng 2'/2, (n 14
kich thudc (tinh bang bit) ciia gia tri bam.)

Phuong phap tan cong dya vao dung do:

+ Tim ra 2 thong di¢p c6 ndi dung khac nhau, nhung cung gia tri bam.

+ Ky trén mdt thong diép, sau do, nguoi ky s€ khong thira nhan day 1a chit ky
clia minh ma noi ring minh da ky trén mot thong diép khac.

+ Nhu vay, can phai chon 2 thong diép “dung d6” v6i nhau trude khi ky.
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1.4.3. Cac loai Ham bam.

Ham bam mat ma 1a ham toan hoc chuyén doi mot thong diép co do dai bat
ky thanh mot day bit c6 do dai ¢ dinh (tuy thudc vao thuat toan bam). D3y bit nay
duoc goi l1a thong di€p rut gon (message digest) hay gid tri bam (hash value), dai
dién cho thong diép ban dau.

D& dang nhan thiy ring ham bam h khong phai 1a mét song anh. Do dé, véi
thong diép x bat ky, ton tai thong diép X* # x sao cho h(x)= h(x’). Lic ndy, ta noi
rang “c6 su dung do xay ra”.

Ham bam h duoc goi 1a an toan (hay “it bi dung d9”), khi khong thé xac dinh
dugc (bang cach tinh toan) cip thong diép x va x’ théa man X # X* va h(x) = h(x).
Trén thuc té, cac thuat toan bam 1a ham mot chiéu, do d6, rat kho dé xay dung lai
thong diép ban dau tir thong diép rat gon.

Ham bam giup xac dinh tinh toan ven di liéu cta thong tin: moi thay doi, du
1a rat nho, trén thong diép cho trude, vi du nhu doi gia tri 1 bit, déu 1am thay dodi
thong diép rut gon twong Ung. Tinh chat nay hitu ich trong viéc phat sinh, kiém tra
chit ky dién tir, cac doan ma chig nhan thong diép, phat sinh s6 ngau nhién, tao ra
khoa cho qua trinh ma hoa...

Ham bam 1a nén tang cho nhiéu tng dung ma hoéa. Co nhiéu thuat todn dé
thue hién ham bam, trong s6 d6, ham bam SHA-1 va MD35 duoc st dung kha phd
bién tir thap nién 1990 dén nay.

1/. Ham bam MD4 (Message Digest 4) va MD5 (Message Digest 5)

Ham bam MD4 duoc Gido su Ron Rivest dé nghi vao nam 1990. Vao nam 1992,
phién ban cai tién MD5 cta thut toan ndy ra doi. Thong diép rat gon ¢ do dai 128 bit.

Nam 1995, Hans Dobbertin da chi ra sy dung do ngay chinh trong ban than
ham nén cua giai thuat (mac du chua that sy pha v& dugc giai thuat). Nam 2004, nhém
tac gia Xiaoyun Wang, Dengguo Feng, Xuejia Lai va Hongbo Yu di cong bd két qua
vé viée pha v thuat toan MD4 va MDS5 bang phuong phap tan cong dung (162 [49].
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2/. Ham bam SHS (Secure Hash Standard)

Ham bam SHS do NIST va NSA xiy dung duoc cong bd trén Federal
Register vao ngay 31/ 1/ 1992, va sau d6 chinh thirc trd thanh phuong phap chuin
tor ngay 13/ 5/ 1993. Thong di€¢p rat gon c6 do dai 160 bit.

Ngay 26/08/2002, Vién Tiéu chuan va Céng nghé qubc gia ctia Hoa Ky
(National Institute of Standard and Technology - NIST) di dé xuét hé thng chuin
ham bam an toan (Secure Hash Standard) gém 4 thuét toan ham bam SHA-1, SHA-
256, HA-384, SHA-512. Dén 25/03/2004, NIST da chap nhan thém thut todn ham
bam SHA-224 vao hé thong chuan ham bam. Cac thuat toan ham bam do NIST dé
xuat dugc dic ta trong tai liéu FIPS180-2 [24].
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Chuong 2. TONG QUAN VE XAC THUC PIEN TU
2.1. VAN PE XAC THUC PIEN TU
2.1.1. Khai niém xac thuc
2.1.1.1. Xdc thuc theo nghia thong thuwong
Xac thuce 1a mot chirng thuc mot cai gi d6 (hodc mot nguoi nao do) dang tin
cdy, c6 nghia 14, nhitng 161 khai bao do ngudi dé dua ra hoac vé vat do 1a sy that.
Xac thue mot ddi twong con c6 nghia 1 cong nhan ngudn gdc (provenance)
ctia ddi tuong, trong khi, xac thuc mot ngudi thuong bao gom viéc tham tra nhan
dang ho. Viéc xéc thuc thuong phu thudoc vao mot hoac nhiéu nhan t6 xac thuc

(authentication factors) dé minh chimg cu thé.

2.1.1.2. Xdc thuc dién twr

Xéc thyc trong an ninh may tinh 1a mot quy trinh nham cd ging xac minh
nhan dang s (digital identity) cua phan truyén gui thong tin (sender) trong giao
thong lién lac chang han nhu mot yéu cau dang nhap. Phan guri can phai xac thyc c6
thé 1a mot nguoi dung mot may tinh, ban than mot may tinh hodc mdt chuong trinh
may tinh (computer program).

Nguoc lai sy tin cdy mu quang (blind credential) hoan toan khong thiét 1ap
sy doi hoi nhan dang, song chi thiét lap quyén hodc dia vi hep hoi cia nguoi dung
hodc cua chuong trinh ing dung ma thoi.

Trong mot mang ludi tin nhiém, viéc "xac thuc" 1a mot cach dé dam bao
rang ngudi dung chinh 13 ngudi ma ho noi ho 13, va ngudi dung hién dang thi hanh
nhirng chirc nang trong mot hé théng, trén thuc té, chinh 1a nguoi da duoc uy quyén

deé l[am nhiing viéc do.
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2.1.2. Phan loai xac thuc dién tir

2.1.2.1. Xac thwce dir liéu

1). Xac thuc thong diép (Message Authentication)
2). Xac thuce giao dich (Transaction Authentication)
3). Xac thyc khoa (Key Authentication)

4). Xac thuc ngudn gde dir liéu (Source cuia Data)

5). Xac thyc bao dam toan ven dir li¢u (Data Integrity)

2.1.2.2. Xdc thuc thuc thé
1). Xéc thuc dya vao thuc thé: Biét cai gi (Something Known)
2). Xac thuc dua vao thuc thé: So hitu cai gi (Something Possessed)

3). Xéc thyuc dua vao thuc thé: Thira hudng cai gi (Something Inherent)
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2.2. XAC THUC DU LIEU
2.2.1. Xac thuc thong diép
1). Khai niém

Xdc thwc théong diép hay Xdc thwc tinh nguyén bdn cua ditr liéu (Data
Origin Authentication) 1a mot kiéu xdc thwe dim bdo mgt thue thé dugc chiung
thue 14 ngudn gde thwe s tao ra dit liéu ndy ¢ mot thoi diém nao do.

Xac thuc thong diép bao ham ca tinh toan ven dir li€u, nhung khong dam

bdo tinh duy nhat va su pht hop vé thoi gian cia no.

2.2.2. Xac thuc giao dich
1). Khai niém
Xéc thuc giao dich 14 Xdc thwe thong diép cong thém viéc dam bao tinh duy nhit
(Uniqueness) va sy phil hop vé théi gian (Timeliness) ciia no.

Xac thuc giao dich lién quan dén viéc sir dung cac tham sé thoi gian (TVB-
Time Variant Parameters).
Transaction Authentication = Message Authentication + TVB

Xéc thyc giao dich “manh hon” Xdac thuc thong diép.

2) Vidu

Mot thong diép gui di co thé da bi chin va phat lai (twong tu nhu viéc doi
tién bang mot ban sao ctia Séc). Pé ngan chan tinh hudng nay, nguoi gui va ngudi
nhan c6 thé gan vao thong diép nhin thoi gian hoic sé théng diép.

So6 thong diép 1a mot con sb dugce gin vao thong diép. N6 c6 thé chi dung
mot lan duy nhét, gia tri khong 1dp lai, hodac dung dudi dang day s6 tuan tu
(Sequence Numbers).

Tham ma khong c6 cach nao dé biét dugc cac bit cua sd ndy nim & vi tri ndo
trong thong diép, hoic khong thé biét cach thay d6i cac bit dé tao ra dang mi hoa
ctia s6 tiép sau, hodc khong thé biét cach thay ddi cac bit nay ma khong lam gian

doan vi¢c gidi ma phan con lai cia thong bao.
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Sb thong bao nay kho thé bj thay thé, thay doi hodc gid mao. Nguodi nhin
phai duy tri viéc dém céac sb thong bao da nhan dugc. Néu hai nguol st dung mat
tap cac s6 thi ngudi nhan co thé biét dugc co thong bao nao trude thong bao hién
thoi da bi mat hodc bi cham tré, vi s6 dugc ma hoa cua thong bao hién thoi phai 16n
hon s6 dugc ma hoa cia thong bao trude.

Néu ngudi giri c6 nhiéu thong béao thi c6 thé sé thong bao s& qua dai. Vi thé,
nguoi ta thuong dat lai bo dém sb thong bao trude khi né dat toi gia tri 16n nao do.
Luc nay tat ca bén thu phai duoc thong bao rang, sd thong bao duoc gui tiép theo s&
duoc dit lai vé mot s6 nho (chéng han 1a 0).

Nhin thoi gian (TimeStamp) 14 ddu hiéu vé thoi gian va ngay thang lay tir
dong ho hé thong hoic dong ho dia phuong. Bén giri: gui dit lidu gin TimeStamp
di. Bén nhan: nhan dugc dit liéu, tién hanh lay TimeStamp tai thoi diém hién thoi,
trtr di TimeStamp nhan dugc. Dt liéu nhan duoc sé dugc chép nhén néu:

Do 1éch gitra 2 TimeStamp nam trong khoang chap nhan duoc.

Khong ¢6 thong bao nao c6 cung TimeStamp dugc nhén trude do tir cung
mot ngudi gui. Diéu nay dugc thyc hién bé“mg cach bén nhan luu gitt danh sach cac
TimeStamp tir ngudi giri dé kiém tra hodc ghi lai TimeStamp gan nhat va chi chap
nhan TimeStamp c6 gia tri 1én hon.

Nhu vay, bén nhan phai déng bd va bao mat vé thoi gian rat chit chd voi bén

guri, ngoai ra phai luu gilr cac TimeStamp.

2.2.3. Xac thuc khoa

+ Xdc thuc khong twong minh khéa (Implicit Key Authentication):

Mot bén duoc dam bao rang chi c¢6 bén thir hai (va c6 thé co thém cac bén tin cay-
Trusted Parties) 1a cé thé truy cap dugc khoa mat.

+ Khang dinh (Xdc nhén) khéa (Key Confirmation):

Mot bén duge dam bao réng bén tht hai chdc chéin d3 so hitu khoa mat.

+ Xdc thuc twong minh khoa (Explicit Key Authentication)

Bao gom ca 2 yéu t0 trén, n6 chung té dugce dinh danh ctia bén c6 khoa da cho.
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Xac thyc khoa tap trung vao dinh danh bén thir hai c6 thé truy cap khéa hon
1a gia tri ctia khoa. Khang dinh khoa lai tap trung vao gia tri ctia khoa.

Ta goi ngin gon Explicit Key Authentication 1a Key Authentication.

Xac thuc dir li€u da bao gém tinh toan ven dit liéu. Nguoc lai thi khong.
+ Pam bao xac thuc nguén géc dir liéu=>» phai dam bao tinh toan ven dir lidu.

+ Dam bao tinh toan ven dir liéu //=» dam bao xac thuc nguén géc dir liu

2.2.4. Xac thwe nguon goc dir liéu

Cong cy: Dung chit ky s6, ham bam, thay van ky.

2.2.5. Xac thuc bao dam toan ven dir li€u

Cong cu: Dung chit ky s6, ham bam, thay van ky, ma xéac thuc.
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2.3. XAC THUC THU'C THE

Xac thue thwe thé (hay Pinh danh thue thé) 1a xac thyc dinh danh ciia mot
d6i twong tham gia giao thirc truyén tin.

Thuce thé hay ddi tuong cé thé 1a ngudi dung, thiét bi dau cudi, ...

Tuc 1a: Mot thuc thé dugc xac thuc bang dinh danh ctia n6 ddi véi thuc thé thir hai
trong mot giao thirc, va bén thir hai da thuc sy tham gia vao giao thuec.
2.3.1. Xiac thue duwra vao thue thé: Biét cai gi (Something Known)

Chang han, mat khau, mat khau ngir (pass phrase) hoic sé dinh danh c4 nhan
(personal identification number - PIN)

Pinh danh ca nhan (PIN- Personal Identifier Number) thudng gin véi
Something Possessed dé tiang tinh bao mat.

Chu y:
“Biét cai gi” duoc dung trong Giao thirc dinh danh, d6 13 co ché héi — ddp
(Challenge-Response):

Mot thuc thé (Claimant) ching té dinh danh cua n6 ddi vai thuc thé khac
(Verifier) bang cac biéu 16 hiéu biét vé mot thong tin mat lién quan nao do cho
Verifier, ma khong boc 16 bi mat cuia nd cho Verifier trong subt giao thuec.

Co ché @6 goi 1a “Chirng minh khéng tiét 16 thong tin”.

Trong co ché hoi — dap thuong ding mot nguoi duge uy quyén co tin nhiém
TA (Trusted Autherity) dé tao cac tham s chung, cac thuét toan ky, kiém tra chir
ky va céc chudi dinh danh, diu xac nhan cho cic bén tham gia.
2.3.1.1 .Xdc thuc dwa trén User name va Password

Su két hop cua tén nguoi dung va mat khau 1a cach xac thuc co ban nhit.
Véi kiéu xac thuc nay, ching tir iy nhiém nguoi ding dugc ddi chiéu véi ching tir
dugc luu trit trén co s¢ dir liu hé théng, néu trung khép tén nguoi ding va mat
khau, thi ngudi dung duoc xac thuc va néu khong nguoi dung bi cidm truy cap.
Phuong thirc nay khong an toan 1dm vi ching tir xac nhan ngudi dung duoc gii di
xéac thuc trong tinh trang “plain text”, tirc 1a khong duwgc ma hoa va co thé bi tom

trén dudng truyén.
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2.3.1.2. Giao thitc Chitng thuwc bdt tay thdch thire - Challenge Handshake
Authentication Protocol (CHAP)

Giao thirc Chtng thuc “Bit tay Thach thirc” cling 12 mo hinh xac thuc dya
trén tén nguodi dung/ mat khau. Khi ngudi dung ¢ ging ding nhdp, server dam
nhi€ém vai tro xac thuc sé& gui mot thong di€p thir thach (challenge message) tré lai
may tinh ngudi dung. Lic ndy mdy tinh ngudi dung s& phan hoi lai tén ngudi dung
va mét khau dugc ma héa. Server xac thuc s& so sanh phién ban xac thuc nguoi
dung dugc luu giit voi phién ban ma hoa vira nhan. Néu tring khdp, nguoi ding sé
dugc xac thye. Ban than mat khau khong bao gid duoc giri qua mang. Phuong thirc
CHAP thuong dugc st dung khi nguoi dung dang nhip vao cac “remote servers”
cua cong ty chéng han nhu RAS server. Dir liéu chira mat khau duoc mé héa goi la

mat khau bam (hash password).

2.3.2. Xac thwe dua vao thue thé: Sé hiru cai gi (Something Possessed)

Vi du nhu so hitu khéa bi mat dé ky dién tir

Vi du nhu sé& hitu thé tir (Magnetic-striped Card), thé tin dung (Credit Card),
thé thong minh (Smart Card), chirng minh thu (ID card), chirng chi an ninh (security

token), chirg chi phan mém (software token) hoic dién thoai di dong (cell phone)

2.3.2.1. Phwong phdp xdc thuc Kerberos (Kerberos authentication)

La phuong phap dung mot Server trung tdm dé kiém tra viéc xac thuc ngudi
dung va cap phat thé thong hanh (service tickets) dé ngudi ding c6 thé truy cap vao
tai nguyén. Kerberos 13 mot phuong thirc rt an toan trong xac thuc boi vi ding cap
d6 ma hoa rit manh. Kerberos cling dua trén do chinh xac cua thoi gian xéac thuc
gifta Server va may khach, do d6 can dam bao c6é mot “time server” hoic
“authenticating servers” duoc déng bo thdi gian tir cac “Internet time server”.

Kerberos 1a nén tang xac thuc chinh ciia nhiéu OS nhu Unix, Windows.
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2.3.2.2. Phwong phap Tokens

La phuong tién vat Iy nhu cac thé thong minh (smart cards) hoac thé deo cua
nhan vién (ID badges) chira thong tin xac thuc. Tokens c6 thé luu trit sé nhan dang
ca nhan - personal identification numbers (PINs), thong tin vé ngudi dung, hodc mat
khau.

Cac thong tin trén token chi cé thé duoc doc va xur 1y bdi cac thiét bi dac
dung, vi du nhu thé smart card dugc doc bdi dau doc smart card gén trén may tinh,
sau d6 thong tin nay dugc giri dén “authenticating server”. Tokens chtra chudi text
hoic gia tri s6 duy nhat thong thuong mdi gia tri nay chi str dung mot lan.

Vi du vé Smart cards:

Smart cards 1a vi du dién hinh vé xic thuc tokens (token - based
authentication). Mot smart card 1a mgt thé nhua cé gfln mot chip may tinh luu trit
cac loai thong tin dién tir khac nhau. N§i dung thong tin ctia card dugc doc voi mot

thiét bi dic biét.

2.3.3. Xac thwe dua vao thuwe thé: Thira hwéng cai gi (Something Inherent)

Chéng han, vét 13n tay hoac mau hinh vOng mac mét, chudi DNA (c6 du loai
dinh nghia vé cai nao 1a cai thich hop va diy di1), mau hinh vé giong ndi (ciing c6
vai dinh nghia & day), sy xdc minh chir ky, tin hi¢u sinh dién dac hiru do co thé
song tao sinh (unique bio-electric signals), hoic nhiing biét danh sinh tric
(biometric identifier).
2.3.3.1. Phwong phdp Biometrics (phwong phdap nhdn dang sinh tric hoc)
M hinh x4c thuc dya trén dic diém sinh hoc cta tung ca nhan:

+ Quét dau van tay (fingerprint scanner)

+ Quét vdng mac mit (retinal scanner)

+ Nhan dang giong noi (voice-recognition)

+ Nhan dang khuén mat (facerecognition)

Vi nhan dang sinh tric hoc hién rat ton kém chi phi khi trién khai nén chua

dugc st dung rong rai nhu cac phuong thire xac thuc khéac.
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Trong lich s, vét lin tay 1a mot phuong phap xac minh dang tin nhét, song
trong nhimg vu kién tda an (court cases) gan ddy & My va ¢ nhiéu noi khac, ngudi
ta d3 c6 nhiéu nghi ngod vé tinh déng tin cdy cua dau lan tay. Nhitng phuong phap
sinh tric khac dugc coi 1a kha quan hon (quét vong mang mét va quét vét lan tay 1a
vai vi du), song c6 nhitng bang chimg chi ra rang nhitng phuong phap nay, trén thuc

te, dé bi gid mao.
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Chuong 3. PHUONG PHAP XAC THUC THONG PIEP

3.1. XAC THU'C THONG PIEP BANG CHU KY SO

3.1.1. Y twéng chinh ciia phwong phép xic thue bang chir ky s6

1/. An gti cho Thu cip tin (X, Y), trong d6 X 1a ban tin, Y 1a chit ky sb ctia ban tin
X. Tacla'Y = Sigy (X) , Sigkla thudt toan ky voi khoa k.

2/. Khi nhan dugc (X, Y), Thu tién hanh kiém tra chit ky bang thuat toan Ver (X,Y).
Néu Very (X, Y) = dting thi Thu chic chin ring X duoc bao toan.

Co6 hai kha nang:

+ An sit dung chit ky khoi phuc duoc thong diép gde (chit ky RSA)

+ An str dung chir ky khong khoi phuc duge thong diép gdc (chir ky ELGAMAL,
chit ky DSS).

Ta lay chit ky RSA va chit kf ELGAMAL lam vi du cho hai kha nang trén.

3.1.2. Phwong phap chir ky dién tir RSA

3.1.2.1. So do chir ky

1/.S0dd  (dé xuit naim 1978)

* Tao cap khoa (bi mdt, cong khai) (a, b):

Chon bi mét sb nguyén té 16n p, q, tinh n=p * q, cong khain, dit P=C= Z,
Tinh bi mat ¢(n) = (p-1).(g-1). Chon khoa cong khai b < ¢(n), nguyén t6 véi (n).
Khoa bi mat a 1a phan tir nghich dao cia b theo mod ¢(n): a*b = 1 (mod ¢(n)).
Tap khoa (bi mat, cong khai) K= {(a, b)/a,b € Z,, a*b = 1(mod ¢(n))}.

* Ky so: Chirky trén x € P lay = Sig, (x)= x* (mod n), y € A. (R1)
* Kiém tra chit ky: Ver (x,y)=dung < x = y° (mod n). (R2)
2/.Chay:

- Viée ky chéng qua la ma hoa, viéc kiém thtr lai chinh 1a viée gidi ma:

- Viée “ky s6” vao x tuong Gmg véi viéc “ma hoa” tai lidu x.

- Kiém thir chir ky chinh 14 viéc giai ma “chit ky”, dé kiém tra xem tai liéu da giai
mi c6 ding 13 tai liéu trude khi ky khong. Thuat toan va khoa kiém thir “chit ky” 1a

cong khai, ai ciing c6 thé kiém thir chit ky dugc.
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3.1.2.2. Vidu
1/. An mudn giri cho Thu ban rd x = 2. An tién hanh ky trén x = 2 nhu sau:
* Tao cap khoa (bi mat, cong khai) (a, b):
Chon bi mat s6 nguyén té p =3, q = 5, tinh n = p*q = 3*5 = 15, cong khai n.
bat P=C= Z,. Tinh bi mat ¢(n) = (p-1).(g-1) = 2*4 = 8.
Chon khoa cong khai b = 3 < ¢(n), nguyén t6 v6i ¢(n) = 8.
Khoa bi mat a =3, 1a phan tir nghich dao ctia b theo mod ¢(n): a*b = 1 (mod ¢(n)).
* Ky s6: Chitkytrénx=2 € P la
y = Sig, (x)= x*(mod n) = 2°(mod 15) =8, y € A.

An s& giri cho Thucabanrd x =2 vachit ky y =8

2/. Thu sau khi nhan duoc ban rd x = 2 va chir ky y = 8 s& thyc hién kiém tra chir ky
* Kiém tra chir ky: Ver, (x,y)=ding < x = y°(mod n)

& 2= 8°(mod 15).
Néu két qua Ver, (x,y)ding bang 2 nhu ban rd thi Thu co6 thé x4c dinh chir ky 1a

dang cua ban ro An guri.
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3.1.3. Phwong phap chir ky dién tir EIGamal

Chtr ky dién tr ElGamal dugc gigi thi¢u vao ndm 1985. Sau do, Vién Ticu
chuan va Cong nghé Qudc gia Hoa Ky (NIST) di stra d6i bd sung phuong phap nay
thanh chuan chir ky dién ttr (Digital Signature Standard— DSS).
3.1.3.1. Bai todn logarit roi rac

Bai toan logarit roi rac: Cho sb nguyén to p, goi o € Zy 1a phan tir sinh
(generator) va B € Z,*. Can xéc dinh s6 nguyén duong a € Z,,; sao cho

o’ =B (mod p)

Khi d6, a dugc ky hi¢u 1a log, B

Trén thyc té, bai toan logarit roi rac thudc nhom bai toan NP, néi cach khac,
chua c6 thuat toan thoi gian da thirc ndo giai quyét duoc van dé nay. Véi p c6 t6i
thiéu 150 chir s6 va p — 1 c6 thira s6 nguyén t6 da 16n, phép toan liy thira modulo p
c¢6 thé xem nhu 12 ham 1 chiéu hay viéc giai bai toan logarit rdi rac trén Z, xem nhu

khong thé thuc hién duoc.

3.1.3.2. So do chir ky

1/.S0dd  (Elgamal dé xuat nim 1985)

* Tao cdap khoa (bi mdt, cong khai) (a, h):

Chon s6 nguyén t6 p sao cho bai toan logrit roi rac trong Z , 1a “kho” giai.
Chon phan tr nguyén thiy g € Z,. DatP=27,, A=2,X Z,.

Chon khoa bi mat1a a € Z . Tinh khda cong khai h = g*mod p.

Dinh nghia tap khoa: K={(p,g,a h):h=g*mod p}.

Céc gié tr1 p, g, h dugc cong khai, phai gilr bi mat a.

* Ky s6: Dung 2 khoa ky: khoa a va khéa ngdu nhién bi matr e Z

*

p-1>

(Vir e Z',, nénnguyén to cung p -1, do d6 ton tai r* mod (p-1)).
Chirky trénx € P la y = Sig, (x,r)=(y,8),y € A (E1)

Trongdd vye Z,

p?

= Z,,:

y= g"mod p va 8= (Xx—a*y)*r*mod (p-1)
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* Kiém tra chiv ky:

Ver, (x,7,8)=ding < h”*y° =g*modp. (E2)
2/. Cha y: Néu chit ky duoc tinh dung, kiém thtr s& thanh cong vi
h *y° =g¥*g"™ modp=g®*"" modp=g*modp.
Do d&=(X—-a*y)* r* mod(p-1) nén

(@*y+r*8)=@*y+r(x-a*y)*rH)=@*y+x-a*y)=xmod (p-1).

3.1.3.3. Vidu
1/. An gwri cho Thu bdn ro x =112
* Tao cap khoa (bi mdt, cong khai) (a, h):
Chon sé nguyénto p=463. DitP=7,, A= Z,XZ .
Chon phan tir nguyén thity g=2¢€ Z;.
Chon khoa bi méatla a=211¢€ Z_.
Tinh khda cong khai h = g* mod p = 2** mod 463 = 249.
Dinh nghia tap khoa: K= {(p, g, a, h): h=g*mod p}.
Céc gia tr1 p, g, h dugc cong khai, phai gilr bi mét a.
* Ky s6: Chon ngu nhién bi matr =235 e Z, . Khdaky la (a, r).
Vir e Z;_,, nénnguyén tb cing p-1, do d6 ton tai r* mod (p-1). Cu thé:
UCLN(r, p-1) = UCLN(235, 462) = 1, nén r~* mod (p-1) = 235" mod 462 = 289.
Chit ky trén dit lidu x = 112 1a (y, 8) = (16, 108), trong d6:
y= g"mod p = 2**mod 463 = 16
8= (x —a*y)*r*mod (p-1) = (112 — 211 * 16) * 289 mod 462 = 108
2/. Thu nhén dwge va tién hanh xac thue
* Kiém tra chit ky: Ver, (x,7,6)=ding <  h’*y° =g*modp.
h” *y° = 249" *16'%® mod463=132
g* mod p = 2" mod463=132.

Hai gia tri d6 bang nhau, nhu vay chir ky 1a dang.
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3.2. XAC THU'C THONG PIEP BANG HAM BAM

3.2.1. Y twéng chinh ciia phwong phap xac thue bing ham bim

1/. A g cho B cap tin (X, Y), trong d6 X 1a ban tin, Y la dai dién ban tin X,
tc la Y=h (X), hla ham bam.

2/. Khi nhéan dugc (X, Y), B tinhlai h(X) = Z.

Néu Z =, thi B chic chin ring X duogc bao toan, khong bi sira dbi trén dudng

truyén.

3.2.2. Ham bam MD4

3.2.2.1. Khai niém “Thong diép dém”

“Théng di¢p dém” (Message Padding) 1a xau bit c6 do dai chia hét cho 512.
“Thong diép dém” dugc luu trong mang M = M[1] M[2] ... M[N-1].

Trong d6 M[i] 1a xau bit c6 do dai 32 bit, goi la word

N=0 mod 16. (32 x 16 = 512)

M dugc xay dung tir Ban tin gbc a bang thuét toan:

1.d =447 —(Jajmod 512).  (=512néu |a| mod 512 > 447)
2. Gia sir | 1a ki hiéu biéu dién nhi phan cua |a| mod 2%, tl:| 1| =64

3.M=al1]0%] I

*Podaicoaxau al[1]|0° 1aa] + 1 +d =448 mod 512.
* Py dai cta “Thong diép dém” M la:
448 mod 512 + | | | = 448 mod 512 + 64 = 512 mod 512

Chay:ViM=al| 1] 0% I nén
d=M|-(Ja]+1+1)=

512 -(|a| + 1 + 64) =512 —(|a| + 65) = 447 — ( |a| mod 512)
Vi du
Xau dau vao la a=“ABC”, xay dung M nhu sau:
a: =“ABC” =01000001 01000010 01000011”. (Chuay: ‘A’= 65).

* P§ dai tinh theo bit cua xau a : |a| = 24 bit
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=>d =447 — (Ja| mod 512) = 423
la] + 1 + d = 24 +1 + 423 = 448 mod 512
* Biéu dién nhj phan cua d6 dai xau a la l:
| = |a] mod 2% = 24 mod 2°* = 24 = 16 + 8 = (00......0011000),
59%6
= Do dai cual1a |1 =100......0011000| = 59 +5 = 64
59%5
M=a| 10!

M =M[0] M[1] ... M[N-1], N=0mod 16
M[0] = 01000001 01000010 01000011 10000000
M[1] =M[2]=.....=M[13] =M[14] =,00.....00,
32's6

M[15] = 00000000 00000000 00000000 00011000

Trong viéc x4y dung M, ta gin s6 | don 1¢ vao sau a, sau d6 thém tiép cac sb
0 vao du dé do dai cia M dong du v6i 448 modulo 512. Cudi cung ndi thém 64 bit
(chinh 1a |I]) chira biéu dién nhi phan vé do dai ban dau cua x (duoc rat gon theo
modulo 2** néu cén).

Xau két qua M ¢6 d6 dai chia hét cho 512. Vi thé khi chit M thanh cac word
32 bit, s6 word nhan duogc 12 N s& chia hét cho 16.

Muc dich viéc tao ra mang M — “thong diép dém” — 1a dé cac ham bam xir 1y

trén timg khéi (block) 512 bit, tic 1a 16 word, cting mét luc.
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3.2.2.2. Thudt todan
INPUT : Thong diép la mot xau a co6 do dai b bit.
OUTPUT: Ban bam c¢6 d6 dai ¢6 dinh 128 bit dai dién cho thong diép gdc a.
1) Tém tit thuit toan
Buwoc 1: Khdi tao cac thanh ghi
Co 4 thanh ghi dé tinh toan nham dua ra céc doan ma : A, B, C, D. Ban tom
lugce cua thong diép dugc xay dung nhu sy két ndi cua cac thanh ghi. Mbéi thanh ghi

c6 do dai 32 bit. Cac thanh ghi nay dugc khdi tao gia tri hecxa.

word A:=67 45 23 01 word B:=ef cd ab 89
word C:=98 ba dc fe word D:= 10 32 54 76
Bwoc 2:

Xir Iy thong diép a trong 16 khbi word, nghia 1a xir Iy ciing mét lic 16 word = 512 bit.
Chia mang M thanh cac khdi 512 bit, dua timg khéi 512 bit vao mang T[j].
MG&i 1an xtr Iy mot khoi 512 bit. Lap lai N/16 lan.

2). Thuat toan MD4
Budc 1/. A:=67 45 23 01 B:=ef cd ab 89
C:=98 ba dc fe D:=10 32 54 76

Budc 2/. FOR i:=0 TO N/16-1 DO
for ;=0 to 15 doT[j]=M[16i + j];
AA =A; BB :=B;
CC :=C; DD :=D;
MG&i 1an xtr Iy 16 tir, mdi tir 32 bit, tl: 512 bit
Budc 3. Vong 1
\Vong 2
vong 3
Buoc 4/. A=A+AA; B=B+BB; C=C+CC; D=D+DD;
Gan gia tri cho 4 bién AA, BB, CC, DD bﬁng 4 thanh ghi A, B, C, D tuong ung.
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3). Cac phép tinh va cac ham dung trong Thuit toan MD4
* Cdc phép todn logic dwgc sw dung trong ba vong.

X A Y la phép toan AND theo bit gitta X va Y

X vY la phép toan OR theo bit gitta X va Y

X @ Y la phép toan XOR theo bit gifta X va Y

— X chi phép bu cua X

X +Y 1a phép cong theo modulo 2*

X <<<s laphép dich vong trai di s vi tri (0< s<31)
* Ba ham F, G, H dung twong 1rng trong vong 1, 2, 3
Mobi ham nay 12 mot ham boolean tinh theo bit.

FOXLY,Z)=(X AY) v (X)) A 2Z)

GX,Y,2)=(XA YY) vIXA2D v (Y AZ

HX Y,Z)=X@VY & Z

Ba vong trong MD4 [a hoan toan khac nhau. Mdi vong gdm mét trong 16
word trong T dugc xur 1y. Cac phép toan dugc thuc hién trong ba vong tao ra cac
gia tri mai trong bon thanh ghi. Cudi cung, bon thanh ghi dugc cap nhat ¢ bude 4
bang cach cong nguoc cac gia tri luu trude d6 & bude 2, budc3. Phép cong niy

duge xéac dinh 1a cong cac sb nguyén duong, duge rat gon theo modulo 2%.
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4). Ba vong “bam”

vong 1

A=(A+F(B,C,D)+T[0]) <<<3
.D=(D+F (A B,C)+T[1]) <<< 7
.C=(C+F (D, A, B)+T[2]) <<< 11
.B=(B+F(C,D,A) +T[3]) <<< 19
A=(A+F(B,C,D)+T[4]) <<<3
.D=(D+F (A, B,C)+T[5]) <<<7
.C=(C+F(D, A, B)+T[6]) <<< 11
.B=(B+F(C,D,A) + T[7]) <<< 19
A=(A+F(B,C,D)+T[8]) <<<3
10.D=(D+F (A, B,C)+T[9]) <<< 7
11.C=(C+F (D, A, B) + T[10]) <<< 11
12.B=(B +F (C, D, A) + T[11]) <<< 19
13. A=(A+F(B,C,D)+T[12]) <<< 3
14.D=(D +F (A, B, C) + T[13]) <<< 7
15.C=(C+F (D, A B)+T[14]) <<< 11
16.B = (B + F (C, D, A) + T[15]) <<< 19

© 00 N o o B~ W N B

Két qua “bam” a sau khi dwoc xit Iy qua vong 1.

1. 64B3DA82 5. 3D5E5934 9. 59798D5E 13. 7551AAC6
2. 34D8EBO03 6. 489D5140 10 D206302D 14. 789B984F
3. B7BCB118 7.CCD14D6C 11. 753D6134 15. F55A1F31
4.6D91B115 8. 454D14D6C 12. F52AEDOQ8 16. ABA71E22
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vong 2
.A=(A+G (B, C,D)+T[0] + 5A827999) <<< 3
.D=(D+G (A, B,C)+T[4] + 5A827999) <<< 5
.C=(C+G (D, A, B)+T[8] + 5A827999) <<< 9
.B=(B+G(C,D,A)+T[12] + 5A827999) <<< 13
.A=(A+G (B, C,D)+T[1] + 5A827999) <<< 3
.D=(D+G (A, B, C)+T[5] + 5A827999) <<< 5
.C=(C+G (D, A, B)+T[9] +5A827999) <<< 9
.B=(B+G(C,D,A)+T[13] + 5A827999) <<< 13
.A=(A+G (B, C,D)+T[2] + 5A827999) <<< 3
10.D=(D + G (A, B, C) + T[6] + 5A827999) <<< 5
11.C=(C+G (D, A, B) + T[10] + 5A827999) <<< 9
12.B=(B + G (C, D, A) + T[14] + 5A827999) <<< 13
13.A=(A+G (B, C, D)+ T[3] + 5A827999) <<< 3
14.D=(D + G (A, B, C) + T[7] + 5A827999) <<< 5
15.C=(C+G (D, A, B) + T[11] + 5A827999) <<< 9
16.B=(B +G (C, D, A) + T[15] + 5A827999) <<< 13

© 00 N O O B~ W N PP

Gia tri 5A827999 1a mot hang s ¢ dang hecxa co do dai 32 bit

Két qua “bam” a sau khi dwoc xit 1y qua vong 2.

1. 558C2E28 5. 558C2E28 9. 31E9FE4A 13. B60A11EG6
2. SAOEO8F9 6. SAOEO8F9 10. 6F68E462 14. 2DED6D8E
3. F6A9B390 7. F6A9B390 11. D745F88A 15. A2870B31
4. 7876BC8F 8. 71876BC8F 12. 7050BC10 16. 4384D17/8
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vong 3

.A=(A+H(B,C,D)+T[0] + 6ED9EBA1) <<< 3
.D=(D+H(A, B,C)+T[8] + 6EDIEBAL) <<< 9
.C=(C+H (D, A, B)+T[4] + 6ED9EBA1) <<< 11
.B=(B+H(C,D,A)+T[12] + 6EDI9EBA1) <<< 15
.A=(A+H(B,C,D)+T[2] + 6ED9EBAL) <<< 3
.D=(D+H(A, B,C)+T[10] + 6EDIEBA1) <<< 9
.C=(C+H(D, A, B)+T[6] + 6BED9EBA1) <<< 11
.B=(B +H(C,D,A) + T[14] + 6ED9EBAL) <<< 15
.A=(A+H(B,C,D)+T[1] + 6ED9EBAL) <<< 3
10.D=(D +H (A, B, C) + T[9] + 6ED9EBA1) <<< 9
11.C=(C+H (D, A, B) + T[5] + 6ED9EBA1) <<< 11
12.B=(B+H(C, D, A) + T[13] + 6ED9EBA1) <<< 15
13. A=(A+H (B, C, D) + T[3] + 6ED9EBA1) <<< 3
14.D=(D +H (A, B, C) + T[11] + 6ED9EBA1) <<< 9
15.C=(C+H (D, A, B) + T[7] + 6ED9EBA1) <<< 11
16.B=(B+H (C, D, A) + T[15] + 6ED9EBA1) <<< 15

© 00 N O o A W N -

Gia tri 6ED9EBA1 1a mot hang s6 ¢ dang hecxa c6 d6 dai 32 bit

Két qua “bam” a sau khi dwoc xit Iy qua vong 3.

1. 98A7C489 5. F3031C80 9. CO2E826B 13. 03477E5E
2. E70B031C 6. 7D7A371B 10. F38DC78B 14. 77509F0A
3. A96B2FFA 7.1C2487DE 11. E3C7F63B 15.FB3D792D
4. 58BE9F94 8. F7767709 12. 81AB0OOF 16. 23D73C06
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5). Két qua “bim”

Két qua ra la doan ma c6 do dai 128 bit, dugc thu gon tir thong diép a cd do
dai b bit. Poan ma nay thu duoc tir 4 thanh ghi A, B, C, D: bit dau tir byte thap nhat
ctia thanh ghi A cho dén byte cao nhit cua thanh ghi D.

Véi a=“ABC”, Pai dién van ban a la thong tin trén 4 thanh ghi lién tiép: A, B, C,
D, trong do:
Thanh ghi A = 6A8CA15F
Thanh ghi B = 671E4A93
Thanh ghi C = 93F85626
Thanh ghi D = 3409907C
Chuy: A=A + AA=03477E5E
67452301

=6A8CA15F
3.2.2.3. Vidu
Dé hiéu dugc cach xac thuc thong diép béng ham bam, ta s€ xem sét vi du sau:

An mudn gui cho Thu xau a = “ABC”, An tién hanh tao dai dién cua xau
“ABC” bing ham bam MD4 va dugc gia tri Pai di¢n van ban 1a 4 thanh ghi trén.

An tién hanh giri cho Thu xau “ABC” va ban Pai dién trén.

(ABC, 6A8CA15F, 671E4A93, 93F85626, 3409907C )
An » Thu

Trong d6 “ABC” 1a x4u dau vao a

6A8CAI15F, 671E4A93, 93F85626, 3409907C lan luot 1a gia tri ciia cac
thanh ghi A, B, C, D.

Thu sau khi nhan dugc thong di¢p cua An, s€ tién hanh xac thuc béng cach
cling tao dai dién ciia x4u a bang cung phuong phap MD4. Néu két qua ra 1a bén
thanh ghi c6 gia tri trung khdp voi Pai dién ma An da gai kém thi ban rd ma An gui
la ding, néu khong tring 1ap thi Thu s& loai b vi ching t6 di c6 sy gia mao hoic

thay thé cua ai do d6i vdi ban ro.
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Gia sir Minh 13 ké gian muén thay d6i thong tin cua An dé giri lai cho Thu,
c6 hai truong hop xay ra:

+ Minh biét dugc ban rd a = “ABC” nhung khong ndm duoc cach An tao dai
dién nén s& guri cho Thu mat dai dién khac.

(ABC, 6A8CB15F, 671C4A93, 92F85626, 3409906C )
Minh » Thu

Thu sau khi nhan dugc ban tin gia mao ma Minh guri sé tién hanh xac thuc
bang cach bam xau “ABC” bang ham bim MD4, sau d6 tién hanh so sanh véi cac
thanh ghi dai dién gti kém. Thu c6 thé thiy rd sy sai 1éch & ting thanh ghi va dua
ra két luan thong diép ma An gui da bi thay doi.

+ Minh khong biét duoc ban 5 a = “ABC” nhung lai tinh co biét duoc dai
dién cua a la 4 thanh ghi A, B, C, D. Minh s€ gui Thu mot thong diép véi xau a’ =
“MINH” va dai di¢n trén, mong mudn duoc Thu chép nhan.

(MINH, 6A8CA15F, 671E4A93, 93F85626, 3409907C)
Minh » Thu

Thu sau khi nhan dugc ban tin gid mao ma Minh guri sé tién hanh xac thuc
bang cach bam xau “MINH” bang ham bam MD4, sau d6 tién hanh so sanh véi cac
thanh ghi dai dién gui kém. Thu c6 thé thay su sai khac giita 2 dai dién va dua ra két

luan thong diép ma An guri da bi thay do6i
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3.2.3. Ham bam MDS5
3.2.3.1. Gioi thi¢u MD5

Ham bam MD4 (Message Digest 4) duoc Gido su Rivest dé nghi vao nim
1990. Vao nim sau, phién ban cai tién MD5 cua thuit toan nay ra doi. Cung véi
ham bam SHS, déy 1 ba phuong phap c6 uu diém tc d6 xir Iy nhanh nén thich hop
ap dung trong thuc té d6i voi cac thong diép dai.

Thong diép ban dau x s& dugc mé rong thanh day bit X co6 do dai 1a boi sb
clia 512. Mot bit 1 dugc thém vao sau ddy bit x, tiép dén 1a ddy gom d bit 0 va cudi
cuing 1a day 64 bit | biéu dién do dai cua thong diép x. Diy gdm d bit 0 dugc thém

vao sao cho day X c6 do dai 1a boi s6 512. Quy trinh nay dugc thé hién:

Thuat toan 3.2.3.1 Thudt toan xdy dung day bit X tu day bit x
d=(447 -|x|) mod 512
Goi diy 64 bit | 1a biéu dién nhi phan cua gié trj | x | mod 2%
X=x[]1]10%]1
Pon vi xir Iy trong MD5 1 céc tir 32 - bit nén ddy X s& dugc biéu dién thanh diy
cac tir X[i] 32 bit: X = X[0] X[1] ... X[N—1] v&i N 12 boi s6 cia 16.
Thuét toan 3.2.3.2 Ham bam MD5

A = 0x67452301;

B = Oxefcdab89;

C = 0x98badcfe;

D = 0x10325476;
fori=0 to N/16 -1
forj=0 to 15
M[j] = X[16i-j]

end for

AA=A

BB=B
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cc=C
DD=D
Roundl
Round2
Round3
Round4
A = A+AA
B =B+BB
C=C+CC
D =D+DD

end for

Pau tién, bdn bién A, B, C, D duoc khoi tao. Nhitng bién nay duoc goi 1a
chaining variables.

Bon chu ky (Round) bién d6i trong MD5 hoan toan khac nhau va lan luot
str dung cac ham F, G, H va I. M&i ham c6 tham s X, Y, Z 1a cac tir 32 bit va két
qua 1a mét tur 32 bit.

FOGY,Z2)=(X AY) v ((-X) A 2)
GX,Y,2)=(XAZ) Vv (Y A (=2))
HXX,Y,2)=X®Y®Z (3.2.1)
1 (X,Y,2)=Y ® X Vv (-2)
Véi quy udce:
X MY 1a phép toan AND theo bit gitta X va Y
XVvY la phép toan OR theo bit gitta X va 'Y
X@ Y la phép toan XOR theo bit gitta X va Y
— X chi phép bu cua X
X +Y 1a phép cong theo modulo 2*
X <<<s laphép dich vong trai di s vi tri (0< s <32)
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Pinh nghia cac ham:

FF (A, B, C, D, Mj, s, tj):

A=B+((A+F(B,C,D)+Mj+t)<<<s)

GG (A, B, C, D, Mj, s, t):

A=B+ ((A+G(B,C,D)+ Mj+t)<<<s)

HH (A, B, C, D, Mj, s, t;):

A=B+ ((A+H(B, C, D)+ Mj+t) <<<5s)

I (A, B, C, D, Mj, s, t):

A=B+ ((A+I(B,C,D)+Mj+t)<<<ys)

Véi Mj 1a M[j] va hang s6 t; xac dinh theo cong thuc:

£i =[2"]|sin() | ], i tinh bang radian.

Bang 3.2.3.1. Bon chu ky bién do6i trong MD5.

Chuky 1

Chu ky 2

FF(A, B, C, D, M0, 7, Oxd76aa478)
FF(D, A, B, C, M1,12, 0xe8c7b756)
FF(C, D, A, B, M2 ,17, 0x242070db)
FF(B, C, D, A, M3 ,22, Oxclbdceee)
FF(A, B, C, D, M4, 7, Oxf57c0faf)
FF(D, A, B, C, M5 ,12, 0x4787c62a)
FF(C, D, A, B, M6, 17, 0xa8304613)
FF(B, C, D, A, M7 ,22, 0xfd469501)
FF(A, B, C, D, M8, 7, 0x698098d8)
FF(D, A, B, C, M9 ,12, 0x8b44f7af)
FF(C, D, A, B, M10, 17, Oxffff5bbl)
FF(B, C, D, A, M11, 22, 0x895cd7be)
FF(A, B, C, D, M12, 7, 0x6b901122)
FF(D, A, B, C, M13, 12, 0xfd987193)
FF(C, D, A, B, M14, 17, 0xa679438¢)
FF(B, C, D, A, M15, 22, 0x49b40821)

GG(A, B, C, D, M1, 5, 0xf61e2562)
GG(D, A, B, C, M6, 9, 0xc040b340)
GG(C, D, A, B, M11, 14, 0x265e5a51)
GG(B, C, D, A, M0, 20, 0xe9b6c7aa)
GG(A, B, C, D, M5, 5, 0xd62fl05d)
GG(D, A, B, C, M10, 9, 0x02441453)
GG(C, D, A, B, M15, 14, 0xd8ale681)
GG(B, C, D, A, M4, 20, Oxeid3fbc8)
GG(A, B, C, D, M9, 5,0x21elcde6)
GG(D, A, B, C, M14, 9, 0xc33707d6)
GG(C, D, A, B, M3, 14, 0xf4d50d87)
GG(B, C, D, A, M8, 20, 0x455al4ed)
GG(A, B, C, D, M13, 5, 0xa9e3e905)
GG(D, A, B, C, M2, 9,0xfcefa3f8)
GG(C, D, A, B, M7, 14,0x676f02d9)
GG(B, C, D, A, M12, 20,0x8d2a4c8a)
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Chu ky 3

Chu ky 4

HH(A, B, C, D, M5, 4, 0xfffa3942)
HH(D, A, B, C, M8, 11, 0x8771f6811
HH(C, D, A, B, M11, 16, 0x6d9d6122)
HH(B, C, D, A, M14, 23, 0xfde5380c)
HH(A, B, C, D, M1, 4, Oxa4beead4)
HH(D, A, B, C, M4, 11, Ox4bdecfa9)
HH(C, D, A, B, M7, 16, 0xf6bb4b60)
HH(B, C, D, A, M10, 23, 0xbebfbc70)
HH(A, B, C, D, M13, 4, 0x289biec6)
HH(D, A, B, C, MO, 11, Oxeaal27fa)
HH(C, D, A, B, M3, 16, 0xd4ef3085)
HH(B, C, D, A, M6, 23, 0x04881d05)
HH(A, B, C, D, M9, 4, 0xd9d4d039)
HH(D, A, B, C, M12, 11, 0xe6db99e5)
HH(C, D, A, B, M15, 16, 0xlfa27cf8)
HH(B, C, D, A, M2, 23, Oxc4ac5665)

II(A, B, C, D, MO, 6, 0xf4292244)
(D, A, B, C, M7, 10, 0x432aff97)
11(C, D, A, B, M14, 15, 0xabh9423a7)
11(B, C, D, A, M5 ,21, 0xfc93a039)
II(A, B, C, D, M12, 6, 0x655b59¢3)
11(D, A, B, C, M3 ,10, 0x8f0ccc92)
11(C, D, A, B, M10, 15, Oxffeff47d)
11(B, C, D, A, M1, 21, 0x85845ddl)
lI(A, B, C, D, M8, 6, 0x6fag7e4f)
11(D, A, B, C, M15, 10, Oxfe2ce6e0)
11(C, D, A, B, M6, 15, 0xa3014314)
11(B, C, D, A, M13, 21, Ox4e0811al)
II(A, B, C, D, M4 , 6, 0xf7537€82)
11(D, A, B, C, M11, 10, Oxbd3af235)
11(C, D, A, B, M2, 15, 0x2ad7d2bb)
11(B, C, D, A, M9, 21, Oxeb86d391)
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3.2.3.2. Nhan xét

Ham bam MD5 ¢6 nhitng wu diém cai tién so véi phuong phap MD4 [45]:

+ MD#4 chi ¢ ba chu ky bién dél, trong khi MD5 duoc bo sung thém chu ky thir tu
gitp tang muc do an toan.

+ MJdi thao tac trong timg chu ky bién d6i cia MD5 st dung cac hing sé tj phan
biét, trong khi MD4 sir dung hiang sb chung cho moi thao tac trong cing chu ky
bién d6i (Trong MD4, hing sb t; st dung trong mdi chu ky lan luot 1a 0,
0x5a827999, Ox6ed9ebal).

+ Ham G ¢ chu ky hai cia MD4: G(X, Y, 2) = (X A Y) v X A Z) v (Y A 2))
duogc thay thé bang (X A Z) v (Y A Z)) nham giam tinh d6i ximg.

+ Mbi budc bién doi trong timg chu ky chiu anh hudng két qua cua bude bién doi
truéc d6 nham ting nhanh téc d6 cta hidu tng lan truyén (avalanche).

+ Cac hé sé dich chuyén xoay vong trong mdi chu ky dugc téi wu hoéa nham ting
tbc d6 hiéu ung lan truyén. Ngoai ra, mdi chu ky sir dung bén hé sé dich chuyén

khac nhau.
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3.2.4. Ham bam Secure Hash Standard (SHS)

Ham bam SHS do NIST va NSA xdy dung duoc cong bd trén Federal
Register vao ngay 31 thang 1 nam 1992 va sau d6 chinh thirc tr& thanh phuong
phép chuén tir ngdy 13 thang 5 nim 1993.

Nhin chung, SHS duoc xay dung trén cung co s& voi phuong phap MD4 va
MD5. Tuy nhién, phwong phap SHS lai 4p dung trén hé thong big-endian thay vi
little-endian nhu phuong phap MD4 va MD5. Ngoai ra, thong diép rat gon két qua
cua ham bam SHS c6 dd dai 160 bit (nén phuong phap nay thuong dugc sir dung
két hop vé6i thuat toan ky DSS).

Tuong ty MDS5, thong diép ngudn X s& dugc chuyén thanh mot day bit co do
dai 12 boi s6 ctia 512. Ting nhém gdm 16 tir-32 bit X[0], X[1]...., X[15] s& dugc mé
rong thanh 80 tur-32 bit W[0], W[1], ..., W[79] theo cong thirc:

)= xle] 0<t<15
“lx[/-3lex|j-sle x|/ -14]® x[/-1616 < r < 79

(3.2.2)

Trong phién ban cai tién cuia SHS, cong thirc trén duoc thay bang:

vl x el 0<t<15
x|y =3le x|y -sle x| -14|@ x| -16]) <<< 116 < < 79

(3.2.3)
Tuong ty MD5, ham bam SHS st dung bdn chu ky bién ddi, trong d6, mdi
chu ky gom 20 budc bién doi lién tiép nhau. Chung ta c6 thé xem nhu SHS bao
gdm 80 budc bién dbi lién tiép nhau. Trong doan mi chuong trinh dudi day, ham

f[t] va hang sé K[t] duoc dinh nghia nhu sau:
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(X AY V(=X )AZ),

XOrez,
flekx.r.z)= |
XOrez,
(3.2.4)
0%x52827999,0<¢<19

Ox6edY9ebal20 <t <39
Ox8flbbcdc40<t <59
Oxca6eZcldeod <t <79

K=

(3.2.5)

0<t<19

20t <39

(XAYV(XAZ)vFAZ) 40<t<59

60<t<79

A = 0x67452301;

B = Oxefcdab89;

C = 0x98badcfe;

D = 0x10325476;

E = 0xc3d2elf0;
fori=0  toN/16-1

for t=0 to 15 do
WI[t] = X[16 * t-j]
end for

for t=16 to 79

WI[t] =(W[t-3] xor W[t-8] xor W[t-14] xor W[t-16])<<<1

a=A
b

o o
] 1 ]
m g O @

D
1
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for t=0 to 79

TEMP = (a<<<5) + f[t] (b, ¢, d) + e + W[t] + K[{]
e =d

d =c

c =b<<<30
b =a

a =TEMP
end for
A=A+a
B=B+D
C=C+c
D=D+d
E=E+e

end for
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3.2.4.1. Nhan xét

Ham bam SHS rat gibng véi MD4 nhung thong diép rat gon dugc tao ra co
d6 dai 160-bit. Ca 2 phuong phap nay déu 1a su cai tién tir MD4. Dudi day 1a mot
s6 dic diém so sanh gitta MD5 va SHS:

+ Tuong ty nhy MD35, ham bam SHS ciing bo sung thém chu ky bién doi thi
tu dé ting mirc d6 an toan. Tuy nhién, chu ky the tu caa SHS st dung lai ham f cta
chu ky tht 2.

+ 20 budc bién doi trong cung chu ky ctia ham bam SHS sir dung hang sb
chung K[t] trong khi mdi budc bién d6i cua ham bam MD5 lai dung cic hing sb
khac nhau.

+ Trong ham bam MDS5, ham G & chu ky thir hai cia MD4:

GX, Y, ) =((X AY) v X A2 v (Y A Z)) duogc thay thé bang
((XAZ)v (Y AZ)) nham giam tinh d6i xtmg. Ham bam SHS van sir dung ham G nhu
trong MDA4.

+ Trong MD5 va SHS, mdi buéc bién ddi chiu anh huong boi két qua cua
budc bién d6i trude d6 dé ting nhanh hiéu tng lan truyén.

Hién tai van chua c6 phuong phép tin cong nao cé thé ap dung duoc dbi véi
ham bam SHS. Ngoai ra, do thong diép rat gon ciia ham bam SHS c6 d6 dai 160 bit
nén c6 do an toan cao hon dbi v4i phuong phap tan cong brute-force (ké ca phuong

phép birthday attack) so véi ham bam MDS5.
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3.2.5. Ham bam SHA

3.2.5.1. Y twéng ciia cdc thudt todan ham bim SHA

Céc thuat toan ham bam SHA gdm 2 budc: tién xir Iy va tinh toan gia tri bam.
+ Bude tién xir Iy bao gém cac thao tac:

- M& rOng thong diép

- Phan tich théng diép di mé rong thanh cac khdi m bit

- Khéi tao gia tri bam ban dau
+ Budc tinh toan gia tri bam bao gdm cac thao tac:

- Lam N 1an cac cong viéc sau:

o Tao bang phin bd théng diép (message schedule) tir khdi thir i.
o Dung bang phan b6 thong diép clung véi cac ham, hang s6, cac thao
tac trén tir dé tao ra gia tri bam i.

- Sir dung gié tri bam cudi cung dé tao thong diép rut gon.

Thong di¢p M dugc md rdng trudce khi thuc hién bam,nham dam bao thong
di€p mé rong co6 do dai la bdi sb cua 512 hodc 1024 bit tuy thudc vao thuat toan.
Sau khi thong diép dd md rong, thong diép can duoc phén tich thanh N khbi m-bit
trudce khi thuc hién bam.

Po6i voi SHA-1 va SHA-256, thong diép mo rong duoc phan tich thanh N
khéi 512-bit M™, M@,..., M. Do d6 512 bit ciia khéi dit lidu ddu vao co thé dwoc
thé hién bang 16 tir 32-bit, Mo(i) chira 32 bit dau cua khdi thong diép i, M; ¥ chua
32 bit ké tiép,...

Dbi v6i SHA-384 va SHA-512, thong diép mé rong duge phan tich thanh N
khéi 1024-bit MY, M@, M™. Do d6 1024 bit ciia khéi dit ligu ddu vao c6 thé
duoc thé hién bang 16 tir 64-bit, Mo chira 64 bit diu cua khéi thong diép i, M,
chtta 64 bit ké tiép,...

V&i mdi thuét toan bam an toan, gia tri bam ban dau H© phai dugc thiét 1ap.

Kich thudc va sd luong tir trong HO tuy thudc vao kich thudc thong diép rat gon.
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Cac cap thuat toan SHA-224 va SHA-256; SHA-384 va SHA-512 cd céac
thao tac thyc hién giéng nhau, chi khac nhau vé s6 lugng bit két qua cua thong diép
rit gon. No6i cach khic, SHA-224 st dung 224 bit dau tién trong két qua thong diép
rat gon sau khi ap dung thuét toan SHA256. Tuong ty SHA-384 st dung 384 bit
dau tién trong két qua thong diép rat gon sau khi 4p dung thuat toan SHA-512.

3.2.5.2. Khung thudt toan chung ciia ham bam SHA
Trong ham bam SHA, ching ta cin sir dung thao tac quay phai mot tir, ky

hi€u l1a ROTR, va thao tac dich phai mot tu, ky hiéu la SHR.

Hinh 3.2.5.1. Khung thudt toan chung cho ham bam SHA

fori=1toN
fort=0to 15
Wi = M (i)
end for
fort =16 to scheduleRound
W= o1 (Wi2) + Wiz + 0o (Wris) + Wese
end for
a =Ho"
b=H,"Y
¢ =H,"
d=H,"Y
e=H,"
f=Hs"
9= He"Y
h = H,"

fort=01t0 63
Tl:h+21(e)+Ch(ei f! g)+Kt+Wt
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T>=20(a) + Maj(a, b, c)
h=g
g=f
f=e
e=d+T;
d=c
c=b
b=a
a=T,+T,

end for
Ho® = a + H,Y
H,® = b + H,
H,O) = ¢ + H,Y
Hy® = d + HyD
H,O = e + H,D
Hs® =f + Hg
H® =g + H
H,O =h + H,(D

end for

M&i thuét toan c6 bang hang s6 phan b thong diép twong ung. Kich thudce
bang hang s théng diép (scheduleRound) cuia SHA-224 va SHA-256 1a 64, kich
thude bang hing sb thong diép cia SHA-384 va SHA-512 14 80.

Trong ham bam SHA-224 va SHA-256, chiing ta can sir dung cac ham:

Ch(x, y.z)=(xn y)®(=x A z)

Maj(x. y.z)=(x A »)® (x A 2)® (y A 2)

> (x)=ROTR*(x)® ROTR " (x)®ROTR *(x)
> (x)=ROTR"(x)® ROTR "'(x)® ROTR ** (x)
o, (x)=ROTR(x)® ROTR"®(x)® SHR * (x)

o, (x)=ROTR" (x)® ROTR"(x)® SHR" (x)
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Trong ham bam SHA-384 va SHA-512, chiing ta can sir dung cac ham sau:

Ch(x,y,:)= (xn y)® (—Lx AZ)

I*uIaj(x, y,z)= (x AY)® (x AZ)® (yn z)
> (x)=ROTR *(x)® ROTR*(x)® ROTR *(x)

> (x)=ROTR "(x)® ROTR"(x)® ROTR *(x)

(x

3.2.5.3. Nhdgn xét

,(x)=ROTR'(x)® ROTR *(x)® SHR " (x)
(x)=ROTR"(x)® ROTR ' (x)® SHR °(x)

Chuan SHS dic ta 5 thuét toan bam an toan SHA-1, SHA—2243, SHA-256,
SHA-84 va SHA-512. Bang 3.2.5.2 thé hién cac tinh chét co ban cua bdn thuat toan

bam an toan.

Su khac biét chinh cta cac thuit toan 1a sb lugng bit bdo mat cua dir licu

dugc bam — diéu nay c6 anh hudng truc tiép dén chicu dai cia thong diép rat gon.

Khi mot thuat toan bam dugc st dung két hop v6i thuat toan khac doi hoi phai cho

két qua sb luong bit twong tng. Vi du, néu mot thong diép duoc ky voi thuat toan

chit ky dién tir cung cAp 128 bit thi thuat toan chit ky d6 co thé doi hoi sir dung mot

thuat toan bam an toan cung cap 128 bit nhu SHA-256.

Ngoai ra, cac thuat toan khac nhau vé kich thudc khéi va kich thude tir dugce

su dung.

Bang 3.2.5.2. Cdc tinh chdt ciia cdc thudt toan bam an toan

Kich thuérc (bit) B3 an toin?
Thuit toin A - s . Thong diep ERR
Thong diép| Khoi Tir , : (dom vi: bit)
* rut gon
SHA-1 = 2" 512 32 160 80
SHA-224 =2 512 32 224 112
SHA-256 <™ 512 32 256 128
SHA-384 <2t 1024 64 384 192
SHA-512 <2 1024 64 512 256
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3.3. XAC THU'C THONG PIEP BANG MA XAC THUC
3.3.1. Pinh nghia ma xac thuc thong di¢p

Thong diép duoc xac thuc bang mé xac thwe thong diép di theo ban ma. Ma
xac thuc thong di¢p thuc chét 1a mot gia tri bam cua ban rd, hoac ban ma duogc tinh
theo thuat toan khac han véi thuat todan ma hoa thong diép, rdi duoc ma hoa bang
mot khoa khac v6i khoa ma hoa théng diép. Néu ma nay xac thuc ndi dung ban rd,
thi né cling gian tiép xac thuc khoa diang.

Muc dich cua phan nay la phai c¢6 dugc kha ning xac thuc ngay ca khi ¢o
mot ddi phuong tich cuc - Minh 13 nguoi co thé quan sat cac ban tin trong kénh.
Muc dich nay c6 thé dat duoc bang cach thiét 1ap mot <’khoa riéng”” K bang cach dé
An va Thu chung mét khoa bi mat trudc khi mdi ban tin dugc gui di.

Trong muc nay ta s€ nghién ctru ddm bao xac thuc, chir khong phai cdc ma dam
bao d6 mat. Trong mi nay, khoa s& dugc dung dé tinh mot ma xéac thuc cho phép Thu
kiém tra duoc tinh xac thuc cla thong bao ma anh ta nhan dugc. Mot ung dung khéc
clia ma xac thuc 13 kiém tra cac sb liéu trong mot file 16n cé bi can thi¢p vao mdt cach
hop phap hay khong. Nhan xac thuc s& dugc luu cing véi sd liéu: khoa duoc ding dé
tao va kiém tra dau xéac thue duge luu mdt cach tach bach trong mot “vung” an toan.

Vé nhiéu khia canh mi xéc thuc ciing trong tu nhur mot so d6 chit ki hodc twong
tu nhu mot ma xac thyc thong bao (MAC). Su khac bi¢t chinh 1a sy an toan ciia mot ma
xac thuc 1a khong diéu kién trong khi so' d6 chir ki va MAC lai dugc nghién citu theo
quan diém do an toan tinh toan. Ciing vay, khi mot xac thuc (hodc MAC) dugc dung,
mdt ban tin chi c6 thé dugc kiém tra béi nguoi nhan hop phéap. Trong khi d6 bat ctr ai
cling co thé x4c minh duoc chir ki, béng cach dung mot thuat toan xac minh cong khai.
Dinh nghia 3.3.1

M3 xac thuc 12 mot bo 4 (S, A, K, E) thoa man cac diéu kién sau :

1. S 1a tap hiru han cac trang thai ngudn co thé.

2. A latap hop cac nhin xac thuc cé thé.

3. K 1a mot tap hiru han cac khoa co thé (khong gian khoa).
4. Véimbik € K co6 mot quy tic xac thuc e : S— A

Tap ban tin dugc x4c dinh bang M = S— A
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3.3.2. Y tuéng chinh ciia phwong phap xac thue bang ma xéc thue

Cht ¥ mot trang thai ngudn twong duong véi mot ban rd. Mot ban tin gdm
ban rd véi mot nhin xac thue kém theo, mot cach chinh xac hon co thé coi dé 1a
mot ban tin da dugc xac nhan. Mot quy tac xac thuc khong nhét thiét phai 1a ham
don anh.

Dé phat thong bao (dd duoc ki). An va Thu phai tuin theo giao thirc sau.
Trudce tién ho phai chon mot khoa ngau nhién keK. Diéu nay duoc thuc hién mot
cach bi mat nhu trong hé mat khoa bi mat. Sau do6 gia su réng An mudn glri mot
trang thai nguon se€S cho Thu trén kénh khong an toan, An s& tinh a= e(s) va gui
ban tin (s, a) cho Thu. Khi nhan dugc (s, a) Thu tinh a’=e(s). Néu a=a’ thi Thu

chép nhan ban tin 14 xac thuc, ngugc lai Thu s€ loai bd no.

69



3.3.3. Phuwong phap

Ta s& nghién ciru hai kiéu tin cong khiac nhau ma Minh cé thé tién hanh.
Trong ca hai loai nay, Minh s€ 1a “ké xam nhap vao gitra cudc”.
Gia mao

Minh dwa ra ban tin (s, a) vao kénh, va hi vong nd s& dwoc chap nhan.

Phuong phap nay dugc mo ta trong hinh 3.3.1.

Hinh 3.3.1. Vi¢c gia mao béi Minh
Minh (s, @) Thu

v

Thay thé

Minh quan sat mot ban tin (s, a) trén kénh, sau d6 anh ta bién d6i n6 thanh
(s’, a’), trong d6 s’ = s va hi vong dugc Thu chép nhan nhu modt ban tin xac thuec.
Boi vdy anh ta tin s& lai duoc Thu di téi trang thai ngudon mdi nay. Phuong phap

nay dugc mo ta nhu hinh 3.3.2

Hinh 3.3.2. Phép thay thé ciia Minh

An (s, a) Minh (s’,a’) Thu
Vidu3.3.1
Gia stir K=A=Z
va K:Z3 X Zg

Véimdi (i, j) € K vamdi se S, xac dinh
ex(s)=(i.s+]j) mod 3
An giri cho Thu ban 13 s va khoa k, dong thdi giri ma tran xac thuc (ma tran
nay tao bang tat ca cc gia tri ey(s)). Vi mdi khoa k €K va véi mdi se S ta dat
nhan xac thyc ey(s) vao hang k va cdt s cia mgt ma tran M kich thudc K xac Suét.

Mang M dugc mo ta trén hinh 3.3.3
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Hinh 3.3.3. Ma trdn xdc thuc

Banrs | O 1 2
Khéa
(0,0) 0 0 0
(0,1) 1 1
0.2) 2 2 2
(1,0) 0 1 2
(1,1) 1 2 0
(1,2) 2 0 1
(2,0) 0 1 2
(2,1) 0 2
(2,2) 2 1 0

Véikhoéak=(1,j)=(0,0) vabanrd s =0
Ta c6 ma xac thuc ey(s) = (i.s +j) mod 3=(0.0+0) mod 3=0

Khi nhan dugc ban 16 s va khoa k (khoa bi mat chi An va Thu biét) Thu s&
tién hanh 14p ma trin xac thyuc theo cong thirc e (s) = (i.s +j ) mod 3 ((i, j) € K va
se S). Sau d6 tién hanh so sanh véi ma trdn ma An da g, néu trung khép thi xac
thuc dung, néu ton tai mot nhin e, nao do khong khép véi ma tran xac thuc An da

gul chimg to dd c6 sy gia mao hodc thay thé thong tin trén dudng truyén.

* Tdn cong biang phwong phdp “Gid mao”

Trudce tién xét cach tan cong gid mao, Minh s€ chon ra mdt trang thai ngué)n S
va cb géng phong dodn mdt nhan xac thyc “dang’’. Ki hi¢u kg 1a khod dang sir dung
(ma Minh khong biét). Minh s& thanh cong trong viéc danh Iira Thu néu anh ta

phong doan ag= e, (s). Tuy nhién voi bat ki seS va acA ta thiy rang, chi c6 ding

3 (chir khong phai 1 9) quy tac xac thuc keK sao cho ey(s) =a. Noi cach khac mdi
ki hiéu chi xuat hién 3 1an trong mdi cot clia ma trdn xac thuc. Boi vay din téi
Pd,=1/3.
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* Tén cong bang phwong phdp “Thay thé”

Gia st Minh da quan sat dugc trén kénh 1 ban tin (0,0). Nho d6 anh ta da biét

mot thong tin nao d6 vé kho4, anh ta biét rang :
koe{(0, 0), (1, 0), (2, 0)}

Bay gio, gia sir Minh thay ban tin (0,0) bang ban tin (1,1). Khi d6 anh ta s&
Iira bip thanh céng khi va chi khi ke=(0, 1), x4c suét dé ko 1a khoa bang 1/3 vi khoa
nam trong tap {(0, 0), (1, 0), (2, 0)}.

C6 thé thuc hién mot phan tich twong ty dbi v6i bat ki mot phép thay thé nao
ma Minh tién hanh. N6i chung néu Minh quan sat mot ban tin (s, a) va thdy né bang
mot ban tin bat ki (s, a’) trong d6 s’ #s thi anh ta s& danh lira dugc Thu véi xac suat
1/3. Ta c6 thé théy 1o diéu nay nhu sau. Viéc quan sat duoc (s, a) s€ han ché khoa
va mot trong ba kha nang. Trong khi d6 vo1 mdt phép chon (s’, a’) chi c6 mot khoa

chtr khong phai ba khoa c6 thé theo quy tic a 1a nhan xé4c thuc cia s’
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KET LUAN

+ Viéc doi hoi an toan trong giao dich cling nhu trao doi thong diép duogc dat lén
hang dau vi vay viéc xac thuc thong diép 12 mot van dé rat quan trong trong giao
dich hién nay, dac biét la trong giao dich truc tuyén. Khi nhan dugc mdt thong diép
nhu thu, hop dong, dé& nghi,...van dé& dat ra 13 1am sao dé xac dinh duoc ding d6i
tac giao dich va ngudn gdc cua thong diép. Vi viy dd 4n nay nghién ctru mot sb
phuong phéap xéac thuc thong diép.
+ Két qua chinh cua do an tot nghiép 1a: Tim hiéu va nghién ctru qua tai lidu dé hé
thong cac van dé sau:

1/. Trinh bay mot s6 khai niém co ban trong toan hoc, khai niém vé mi hoéa
dir liéu, chit ky s6 va ham bam.

2/. Trinh bay tong quan vé xac thuc dién tir.

3/. Trinh bay mot s6 phuong phap xac thuc thong diép.
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