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LOI MOI PAU

Su phat trién nhanh chéng cua khoa hoc cong nghé, dac biét la sy phat trién cta
cong nghé may tinh va k¥ thuat tinh todn di 1am thay d6i rat nhiéu cac hoat dong xa hoi
trén thé gi61. Thuong mai dién tir da ra doi trong bdi canh do, tinh hiéu qua va thuan loi
cua hoat dong thuong mai dién tor ngay cang duoc khﬁng dinh. Nho thé ma cac hoat
dong thuong mai dién tir ngay cang dwoc mé rong va dan phd bién & nhiéu noi trén thé
gidi. Nén tang cong nghé cua thuong mai dién tir chinh 12 mang toan cau - Internet.
Song, Internet cling chinh la mbi de doa dén an toan cta hoat dong thuong mai dién tir.

Pé tai nay s& “ tim hiéu vé cic van dé bao mat thong tin trong thuong mai dién
tr va giai phap ”. Pong thoi tim hiéu mot sé website ciia mot sd cong ty thuong mai

dién t& nhu chodiéntir.vn va ebay.vn
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Chuong I: GIOI THIEU THUONG MAI PIEN TU

1.1 Hoat dong thwong mai dién tir ¢ thé giéi va Viét Nam hién nay:
1.1.1 Hoat déng thwong mai di¢n tiv trén thé gidi hi¢n nay:

"Thuong mai dién tir dang dan chiém vi tri cha dao", chuyén gia Jeffrey Grau
ctia eMarketer thét 1én. "Ngay cang c6 nhiéu ngudi chuong hinh thirc mua sam nay hon.
Sb hang ho mua va s tién ho bo ra nhiéu chua timg c6 trong lich st

bi xa hon, hang dau tu Cowen dyu doan r?mg doanh thu tr thwong mai dién tir c6
thé dat t6i cot moc 225 ty USD vao nam 2011. "Con tai My, doanh thu ciing s& ting
truong 20% trong nim 2007, nhd vao tic dong cua ba yéu td: sy phd cip cua bing
thong rong, mirc gia hoi ciia cac kénh ban hang truc tuyén va sy tién loi ngdy cang cao
cua thuong mai dién ta".

"Cac hing ban 1¢ can chd y nghiém tuc dén xu hudng nay, néu nhu ho khong
muén tut lai phia sau", Cowen két luan. "Thuong mai dién tir dang & giai doan hoang
kim va chua hé c6 dau hiéu ngung lai. No s€ tiép tuc vuon minh véi te do bo xa cac
hang ban 1¢ offline".

Thoi gian qua, cac dich vu mua sdm qua mang da cai tién va diéu chinh rat nhiéu
dé mang dén su thoai mai, tién loi cao nhat cho khach hang. Nguoi tiéu ding gid day co
thé an tAim mua sam du moi hang hoa tir Internet.

Trén thé gi61 hién nay c6 nhiing hinh thirc hoat dong thuong mai dién tor nhu
Sau:

- Email: thuc hién céac giao dich mua ban ( quang co, chao hang ) bang cach giri
thu dién tr to1 khach hang quen thudc hodc gt thong tin quang ba téi moi ngudi co su
dung thu dién tu.

- Thanh toan dién tir

- Trao d6i dit liéu tai chinh dién ta: thuc hién trao ddi cac thong tin vé tai chinh

cua doanh nghi¢p theo mdt hinh thuc dac biét, cac thong tin vé tai chinh caa doanh
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nghiép va khach hang tham gia vao thuong vu TMDT duoc trao d6i, kiém tra va xac
nhan dé dang ma khong c6 bat ky su xuat hién cia tién mit.

- Tién dién t: 1a tién mat duoc chuyén ddi sang tién dién tu. Qua trinh nay duoc
thuc hién b?mg k¥ thuat s6 hoa. Do do, tién nay con dugc goi la tién sd hod. Nhu vay,
tién dién tir duoc mua bé‘lng ngoai t¢ sau do tra cho nguoi ban hang hoa dich vy thong
qua internet. Dic diém: c6 thé dung thanh toan cic moén hang gia tri nhd, tat ca cac giao
dich 1a v6 danh, chdng duoc tién gia.

- Vi tién dién tir: 13 thu muc hay tai khoan dé nguoi st dung luu trir tién dién tr.

- Giao dich s0 hoa.

- Trao ddi dir liéu dién ti: 1a trao doi thong tin tir may tinh nay sang may tinh

khac trong mang bang phuong tién dién tor va d6 1a mot chuan dé ciu tric thong tin.
Trao ddi dién tir gém: Giao dich dén két ndi, dat hang, gtri hang, thanh toan.

- Bén 1¢ hang hoa hitu hinh: Ngudi ban s& xdy dung ctra hang ao trén mang. Dé

c6 thé thuc hién mua ban hang hoa khach hang phai tim dén trang web cia cira hang,

xem thir mdt hang mdi mua roi tra tién mua ban bang thanh toan dién tu.

Internet phat trién manh mé sé& 1a dong luc dé thic day su ting truong budn ban trén
pham vi toan cau. Cac nude trén thé giéi di va dang sin sang nhap cudc. Dy béo trong
thot gian té1, thuong mai dién tr s€ dem lai cho cac doanh nghi€p mat ngu@m lo1 nhuan

khéng 16.

Béan hang qua mang Internet khong mat nhiéu thoi gian di tré nén pho bién gitra
khach hang va cac nha kinh doanh trong nhiing nim gan day, dic biét 1a trong ky
nguyén t6i. Thuc té cho thdy nim 1999, doanh thu ban hang tir thwong mai dién tir da
chiém mot phan quan trong trong tong doanh thu tai hau hét cic cong ty trén thé gidi.
Qua dot khao sat gén day, cac giao dich thuong mai dién tir chiém 9% doanh thu hﬁng
nam tai 300 cong ty. Con s6 nay dugc thay doi tir 6% tai cac cong ty ¢d qui mo vira va
nho téi 13% tai cac cong ty 1on. Ciing trong nam 1999, sé ngudi My da tién hanh céac

thii tuc giao dich, mua hang trén mang 1a 39 triéu nguoi (ting gip doi so v6i nim
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1998), 34% sb ho gia dinh ngudi My da ndi mang Internet va 17% trong s6 d6 di tién
hanh mua hang qua mang.

Theo cac chuyén gia trong linh vuc cong nghé thong tin, doanh thu tir ban hang
qua mang Internet s& tiép tuc ting trong nam téi va sé gilt muc On dinh trong vai nim

tiép theo.

Mic du ban hang qua mang Internet dang phat trién mot cach nhanh chong
nhung ciing phai cin nhiéu thoi gian dé co thé dat dugce doanh thu cao cua hau hét cac
cong ty. P co nhitng lo ngai vé sy canh tranh vé&i thuong mai dién tir cta cac d6i tha
trong thé giGi kinh doanh truyén thong. Tuy ting nganh coéng nghiép khac nhau s& phai
d6i dau véi nhitng thach thirc khac nhau trong nim 2000 trong nganh céng nghiép may
tinh, 60% chuyén gia cong nghé thong tin lo ling vé cac hoat dong thuong mai dién tir
clia cac d6i thu canh tranh hon cac phuong thirc kinh doanh truyén thong xua nay. Tuy
nhién, cac nganh san xuat va dich vu khac thi chi c6 khoang 30% lo ngai vé dang kinh

doanh qua thuong mai dién tir cuia d6i thu.

Mic du ban hang qua mang Internet dang phét trién mot cach nhanh chong
nhung ciing phai can nhiéu thoi gian dé c6 thé dat dugce doanh thu cao cua hau hét cac
cong ty. D3 c6 nhitng lo ngai vé sy canh tranh véi thuong mai dién tir ciia cac doi thu
trong thé gidi kinh doanh truyén thong. Tty timg nganh cong nghiép khac nhau s& phai
d6i dau véi nhitng thach thirc khac nhau trong nim 2000 trong nganh cong nghiép may
tinh, 60% chuyén gia cong nghé thong tin lo ling vé cac hoat dong thuong mai dién tir
clia cac d6i thu canh tranh hon cac phuong thirc kinh doanh truyén thong xua nay. Tuy
nhién, cac nganh san xuat va dich vu khéc thi chi c6 khoang 30% lo ngai vé dang kinh

doanh qua thuong mai dién tir cua dbi th.

1.1.2 Hoat dong thwong mai dién tir 6 Viét Nam hién nay:
Thuong mai dién tir & Viét Nam (TMBT-VN) chi thuc su phat trién trong nim
2008. Song, so v&i nhu cau can thiét dbi voi cac doanh nghiép Viét Nam (DN-VN),
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hién trang TMDT-VN con rat khiém ton, cu thé 1a sy hién dién va hoat dong cua cac
website thuong mai. Ca Hiép hoi TMPT-VN chi c¢6 trén 100 thanh vién du noi 1én diéu
nay.

Nim 2009, TMDT-VN s& c¢6 co hoi dé cat canh va dot pha vé téc do ting
truong. Hién DN bo chi phi quang cdo trén truyén hinh hay bao chi rat dit, nhung néu
c6 website riéng dé quang ba cho dich vu, san phim cta minh, chi phi s& ré hon rat
nhiéu. Trong bdi canh thi truong tut giam do khing hoang kinh té toan cau, chi phi cho
mot website DN hoat dong tai VN tir 5 triéu - 20 tridu dong/thang, trong khi 30 gidy
quang cdo trén truyén hinh co thé toi vai chuc triéu dong. Dit logo va banner trén mot
website thuong mai thuan tay chi mat vai triéu dong/thang, nhung hiéu qua quang ba
khong hé thap. Thong ké tir cac nudc phat trién cho thiy téc d6 ting truong doanh thu
quang cao TMPT ting rat nhanh so véi cac hinh thirc khéc.

Bén canh d6, VN da gan nhu hoan chinh hé thong phép 1y va co quan quan Iy
Nha nuéc vé TMDT. Viét Nam chinh thirc md ctra thi truong ban 1é ciing 12 tién dé dé
TMDT phat trién.

Nim bét dugc didu do, hién nay ¢ Viét Nam, cic cong ty TMDT dang ting 1én
vé sb luong. Nghia 1a cac cong ty ndy chil yéu 13 cac cong ty nho, ban 1¢ hang hoa véi
cac hinh thirc thanh toan van con don gian va chu yéu bang tién mat. Khach hang cua
ho khéng & pham vi 16n, chu yéu trong ndi thanh phd hay dén 1 vai tinh 1an can. Hang
hoa ciia ho dé dén tay cac khach hang & tinh khac thuong thong qua duong buu dién
chtr sd it cac cong ty nay cod dich vu van chuyén riéng. Diéu d6 dan dén khach hang
phai chiu phi van chuyén cua buu dién, lam giam di loi ich cua khach hang. Song, nho
su phat trién ctia cic cong ty ndy ma nguoi tiéu ding Viét Nam lam quen dan véi viée
mua hang qua mang va ting s6 lugng sir dung hinh thirc thanh todn qua thé, gop phan
xay dung 1én nén moéng cho sy phat trién cia TMPT & nudc ta trong twong lai. Mt
khac, cac cong ty nhu thé ciing chi tip trung & mot sd tinh, thanh phd 16n nhu : Ha Noi,
thanh phé H6 Chi Minh...Tuy s6 lugng c6 tang 1én, nhung nhin chung 1a TMBDT & Viét

Nam dén gio van chi ¢ giai doan ti€p can véi TMDT.
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Mot trong nhitng phuong tién dé phat trién thuong mai dién tir d6 1a: website
thuong mai (website-TM). Website thuong mai 1a noi dé cac doanh nghiép quang cao
hang hoa dén khach hang ma khach hang cua ho khong nhét thiét phai dén tin noi trung
bay méi tiép can dugc v6i san pham. Diéu nay ciing nho viéc mang internet ngay cang
dugc md rong hon & Viét Nam.

C6 nhiéu nguyén nhan dan dén tinh trang o udt vé sb luong va chat luong cua
website-TM . Trudc hét, DN-VN con thiéu co s ha ting, con ngudi dé dau tu TMDT.
Thi hai, chwa danh gia hét tinh hiéu qua cia TMPT trong san xuit kinh doanh. Ngoai
ra, DN-VN ciing khé nhin nhéan, hay n6i mdt cach chinh xé4c 1a sy hi¢u qua tot TMDT
chua thé hién 16 rét dé cac DN nhan biét.

DPé mot website DN dén dugc véi ngudi tiéu dung (NTD) va c¢é duoc niém tin
ctia ho thi ban than no cling phai duoc quang ba. Pay ciing 13 bai todn ma DN can
nghién ctru mdt cach nghiém tic. Ngoai ra, con mét rao can quan trong dbi véi TMPT
la thoi quen thanh toan bang tién mat ciia NTD va hé thong thanh toan giao dich TMDT
chua thuc su thuan tién.

Do vay, dé phan déng DN tu xoay x& lam website thi s& rat kho khian va kho
thuc hién trén dién rong. Hién Hiép hoi TMDT VN da cd géng van dong cac nguén tai
trg dé hd tro kinh phi dao tao d6i ngii nhan luc xay dung va quan 1y website cho cac
DN.

1.1.3 Xu hwdng phdt trién ciia thwong mai dién tir Viét Nam hi¢n nay:

Xu huéng phat trien TMPT-VN hién nay 1a mo rong TMBT trong nudc ca vé sb
luong va chét luong.

Ngay 9/12/2005, Vu truéng Vu Thuong mai Dién tir (Bo Thuong mai) Nguyén
Thanh Hung cho biét, ban K& hoach phat trién tong thé thuong mai dién tir giai doan
2006-2010 vira duoc chinh thic phé duyét theo Quyét dinh 222/QD-TTg cua Thu tuéng
Chinh phii. Theo d6, 4 muc tiéu 1én cho phat trién thuwong mai dién tir dén nam 2010

phai dat duoc 1a: 60% doanh nghiép 16n bao gém cac tap doan kinh té, hé thdng cac
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téng cong ty... ung dung thuong mai dién ttr, cu thé 13 hinh thirc giao dich B2B (giita
doanh nghi€p v&1 doanh nghiép); 80% cac doanh nghi¢p nhd va vira tng dung thuong
mai dién tir theo hai hinh thitc B2B va B2C (doanh nghiép véi khach hang); 10% s6 ho
gia dinh tham gia céc loai hinh thuwong mai dién t&r mua ban 1€ nhu B2C va C2C (khach
hang v&1 khach hang); muyc tiéu thr 4 1a dua cac loai hinh dich vu cong nhu khai bao
hai quan, thué, han ngach... vao giao dich dién tir.

C)ng Tran Thanh Hai, Phé Vu truéong Vu Thuong mai Dién tir cho biét, mic du 4 muc
ti€u trén khong that sy cao bdi hi¢n mot s6 nudc trong khu vuc nhu Thai Lan, Singapo,
Brunei, Malaixia... hién ciing dang hodc di vuot qua muc nay, song dé dat dugc cac
muc ti€u do6 phai can su nd luc rat cao.

Céc giai phap duoc tap trung nhim dua 4 muc tiéu trén thanh hién thyc 13 cong tac
tuyén truyén va dao tao, hoan thién hé théng vin ban phap quy, cung cip cac dich vu
cong va mua sam cong truc tuyén, phat trién cong nghé, ting cudng hop tac quic té va

hd trg doanh nghiép duéi nhiéu hinh thirc.

1.2 Ung dung cong nghé thong tin trong thwong mai dién tir:

Trong thwong mai dién tir khong thé thiéu nhiing ing dung cia cong nghé thong
tin. Tir khau quang cdo san pham cho dén thanh toan va bao mat thong tin ciia thuong
mai dién tr ludn c6 nhiing tng dung cua cong nghé thong tin.

Quang cdo 12 ¥ dinh phan phét thong tin dé tac dong 1én cac giao dich mua ban.
V& gia ca, quang céo truc tuyén ré hon quang cio trén phuong tién khac. Quang céo
tryc tuyén c6 thé cap nhat ndi dung lién tuc véi chi phi thap. Vé hinh thic dit lidu
phong phu: co thé st dung van ban, am thanh, dd hoa, hinh anh, video. Ngoai ra, co thé
két hop tro choi giai tri v6i quang céo tryc tuyén. Dé quang cdo san pham dén véi
nguoi tiéu dung, cac cong ty thuwong mai di¢n tir xay dung cac website thuong mai. Céac
website nay nhu nhimng ti trung bay san phim cta doanh nghiép. Trén dé, cac hinh anh,
tinh ning, cong dung, gia ca... clia san pham duoc trinh bay chi tiét. Ngoai ra, con co

muc hd trg online dé giai dap nhiing thiac méc cua khach hang. Mat khac, dé khach
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hang co thé biét va tiép can cic website quang c4o ndy thi con can nhitng Gng dung
khac cua cong nghé thong tin nhu: email. Cac email c6 thong tin vé website quang céo
dugc giri toi tin email cua khach hang. Hay, thiét 14p cac dudng dan t6i cac cac website
tuong thich v4i website ctia doanh nghiép. Chang han nhitng website vé cting mot thi
truong dinh huéng gidng nhu doanh nghiép va khong canh tranh véi website ciia doanh
nghiép. Ciing c6 thé 1a cac website ¢o tén tudi, c6 sb lwong ngudi truy cap 16n.

Céac website thuong mai khong chi dé quang céo san phim, ma tai ddy khach
hang c6 thé dit mua hang ( v6i hinh thirc ban 1¢ hang hoa — giao dich giita khach hang
v6i doanh nghiép ), ky hop dong ( véi hinh thire giao dich gitra doanh nghiép v6i doanh
nghiép ).

T6i khau thanh toan trong thwong mai dién tir ciing ko thé tach roi Gmg dung

cong ngh¢ thong tin.
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Chuwong II: CAC VAN PE BAO MAT THONG TIN TRONG
THUONG MAI PIEN TU

2.1 Cac loai tdi pham trén mang va van dé bao mit co ban dit ra trong TMPT
Van dé bao mat, an ninh trén mang 1a mét trong nhiing van dé néng hoi trong hoat dong
thyc tién ciia Thuong mai dién tir. Liéu khach hang c6 tin twong khi thuc hién cac giao
dich trén mang khong? Va liéu nhitng nha cung cdp dich vu giao dich truc tuyén ciing
nhu cac ISP ¢6 bao dam dugc nhitng thong tin cuia khach hang giao dich trén mang
dugc an toan khong? Chiing ta s& 1am sang t6 mot sd van dé sau dé tra 10i cho cac cau
hoi trén

2.1.1 Cac logi tpi pham trén mang

Trén mang may tinh internet hién nay hang ngay c6 rat nhiéu van dé toi pham tin
hoc da va dang xay ra. C6 mot s6 loai toi pham chinh sau:

Gian 1an trén mang 1a hanh vi gian 1an, lam gia dé thu nhap bét chinh. Vi du st
dung s6 thé VISA gia dé mua ban trén mang.

Tan cong Cyber 1a mot cudc tin cong dién tir dé xAm nhap trai phép trén internet
vao mang muc tiéu dé 1am hong dir lidu, chuong trinh, va phan ctng cta cic website
hoac may tram.

Hackers (tin tic): Hackers nguyén thuy 1a tién ich trong hé diéu hanh Unix giup
xay dung Usenet, va World Wide Web... Nhung, dan dan thuét ngit hacker dé chi nguoi
1ap trinh tim cadch xam nhap trai phép vao cac may tinh va mang may tinh

Crackers: La nguoi tim cach bé khod dé xam nhap trai phép vao mdy tinh hay
cac chuong trinh Céc loai tin cong trén mang:

1, T4n cong k¥ thuat 1a tn cong bang phan mém do cac chuyén gia co kién thirc

hé thong gidi thuc hi¢n

2, Tan cong khong k¥ thuat 1a viéc tim cach lura dé léy dugc thong tin nhay cdm

3, Tan cong lam tir chdi phuc vu (Denial-of-service (DoS) attack) 1a sir dung

phém mém dic biét lién tuc guri dén may tinh muc ti€u lam né bi qua tai, khong

thé phuc vu duogc
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4, Phan tan cudc tdn coéng lam tir chdi phuc vu (Distributed denial of service
(DDoS) attack) 1a su tin cong lam tir chdi phuc vu trong d6 ké tan cong co
quyén truy cép bat hop phap vao vao nhiéu may trén mang dé guri sb liéu gia dén
muc tiéu

5, Virus la doan ma chuong trinh chén vao may chu sau do lay lan. N6 khong
chay doc lap

6, Sdu Worm 1a mgt chuong trinh chay doc 1ap. Str dung tai nguyén ctia may chu
dé lam truyén thong tin di cac may khac

Céc cudc tin cong tin tic trén mang ngdy cang ting trén mang Internet va ngay
cang da dang vi trén mang hién gio 1a thong tin va tién. Cac nhan t6 tac dong dén
su ra ting tin tic 1a su phat trién manh cia TMPT va nhiéu 16 hong cong nghé

cua cac website.

Hinh 4: Mo hinh tin tic phan tin cudc tan cong lam tir chéi phuc vu

Exhibit 9.3 Using Zombies in a DDoS Attack

Hacker
Computer
< 7~ - ~ S
Zombies A /S W -
- / Y
'Y )

Academic Home Government
Computer Computer Computer
N Academic\ /" ISP ~
~._Computer ™\ Computer _~
SN N } # =
N WV -

A . — - i
‘\‘ & -~
Target
System

Source: Scambray et al., 2000.
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2.1.2 Céc vin dé an toan bio mdt co ban dit ra trong TMPT

Tu gbc do nguoi st dung: lam sao biét dugc Web server duge so hitu boi mot
doanh nghiép hop phap? Lam sao biét dugc trang web nay khong chira dung nhitng ndi
dung hay ma chuong trinh nguy hiém? Lam sao biét duoc Web server khong iy thong
tin cia minh cung cap cho bén thir 3

Tir gbc do doanh nghiép: Lam sao biét duoc ngudi st dung khong c6 ¥ dinh phé
hoai hoac lam thay doi noi dung cua trang web hodc website? Lam sao biét duoc lam
gian doan hoat dong cua server.

Tt cé hai phia: Lam sao biét duoc khong bi nghe trdm trén mang? Lam sao biét
dugc thong tin tir may chii dén user khong bi thay d6i? Mot s khai niém vé an toan bao
mat hay dung trong TMDT

Quyén dugc phép (Authorization): Qua trinh dam bao cho nguoi cd quyén nay
dugc truy cap vao mot so tai nguyén clia mang

Xac thuc(Authentication): Qua trinh xac thuc mdt thuc thé xem ho khai bao véi

co quan xac thyc ho 1a ai

Auditing: Qua trinh thu thip théng tin vé cac ¥ dd6 mudn truy cip vao mot tai
nguyén nao do6 trong mang bang cach sir dung quyén uu tién va cac hanh dong ATBM
khac

Su riéng tu: (Confidentiality/privacy) la bao v¢ thong tin mua ban ctia nguoi ti€u

dung Tinh toan ven (Integrity): Kha niang bao vé dit liéu khong bi thay doi

Khong thoai thac (Nonrepudiation): Kha ning khong thé tir chdi cac giao dich da

thue hién
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Exhibit 9.2 General Security Issues at E-Commerce Sites

Web Browser CGlI Programs
(Forms, 3 Server-Side Scripts
Java Applets, web ColdFusion
Active X Components Server  Owher Components
Chent-Side Scripts) =N | Database
) — O
-« — =, B O E—
o ‘ LI
4 | L v —~ Y A
{ » N * . P ’
~ ! ” g
| . | -
Authentication Privacy/ Authentication Privacy/
Integrity Authorization Integrity
Audit

Nonrepudiation
Source: Scambray et al.. 2000

Hinh 5: Cac van dé bao mat cia mot website TMDT

Céc van dé an toan bao mat ciia mot website TMDT Co6 rat nhiéu giai phap cong
nghé va khong cong nghé dé dam bao an toan bao mat trén mang. Mot trong giai phap
quan trong ung dung trong TMDPT la st dung k¥ thuat mat ma va cac giao thic bao

mat.

2.2 Cac giai phap dam bdo an toan thong tin trong thwong mai dién ti:

Dé bao mat thong tin trong thuong mai dién tir, hién nay ta c6 nhiing cong cu
nhu: Chimg chi sé (digital certificate), chit ky sé (digital sign), xac thuc
(authentication), bao mat web (web security), vung an ninh (DMZ) va Firewall. Cac
cong cu bao mat nay duoc st dung két hop, bod sung cho nhau trong qua trinh dién ra
cac giao dich ctua thwong mai dién tir.

2.2.1 Chirng chi so :

Vi sao phai dung ching chi s6?
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Ngay nay, viéc giao tiép qua mang Internet dang tré thanh mot nhu cau cip thiét. Cac
thong tin truyén trén mang déu rat quan trong, nhu mi sé tai khoan, thong tin mat...

Tuy nhién, v6i cac thu doan tinh vi, nguy co bi an cép thong tin qua mang ciing ngay
cang gia tang.

Hién giao tiép qua Internet chu yéu st dung giao thitc TCP/IP. Pay 1a giao thirc cho
phép cac thong tin dugc guri tir may tinh ndy té1 may tinh khac thong qua mét loat cac
may trung gian hodc cdc mang riéng biét. Chinh diéu nay di tao co hoi cho nhiing "ké
trom"cong nghé cao cé thé thyc hién cac hanh dong phi phap. Cac thong tin truyén trén
mang déu c6 thé bji nghe trom (Eavesdropping), gia mao (Tampering), mao danh
(Impersonation) .v.v. Cac bién phap bao mat hién nay, chang han nhu ding mat khau,
déu khong dam bao vi ¢ thé bi nghe trom hoic bi do ra nhanh chéng.

Do viy, dé bao mat, cac thong tin truyén trén Internet ngdy nay déu c6 xu hudng dugc
mi hoa. Trudc khi truyén qua mang Internet, ngudi giri ma hoa thong tin, trong qué
trinh truyén, du c6 "chin" duoc cac thong tin nay, ké trom ciing khong thé doc dugc vi
bi ma hod. Khi téi dich, nguoi nhan s€ st dung mot cong cu dac biét dé gial ma.
Phuong phap ma hoa va bao mat phd bién nhat dang duogc thé gii ap dung 1a chimg chi
s6 (Digital Certificate). Vi ching chi sd, ngudi sir dung c6 thé ma hod théng tin mot
cach hiéu qua, chdng gia mao (cho phép ngudi nhin kiém tra thong tin c6 bi thay d6i
khong), xac thyc danh tinh cta nguoi giri. Ngoai ra ching chi s6 con 13 bang ching
gitip chong chdi cdi ngudn gbc, ngin chin ngudi giri chdi cdi ngudn goc tai liéu minh
da gui.

Ching chi b 1a gi?

Chung chi s6 1a mot tép tin dién to dung dé xac minh danh tinh mot c4 nhan, mot may
cht, mot cong ty... trén Internet. N6 giéng nhu bang 1i xe, hd chiéu, chimg minh thu
hay nhiing gidy t& xdc minh ca nhan. Dé c6 ching minh thu, ban phai duoc co quan
Cong An s tai cap. Chimg chi sd ciing vay, phai do mot to chirc dimg ra ching nhan
nhimg thong tin cta ban 1a chinh x4c, dugc goi 14 Nha cung cip ching thuc sb

(Certificate Authority, viét tit 1a CA). CA phai dam bao vé dd tin ciy, chiu trach nhiém
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vé do chinh xac cua ching chi s6 ma minh cip. Trong chimg chi sb c6 ba thanh phan
chinh:
Thong tin c4 nhin cua ngudi duge cap
Khoa cong khai (Public key) ctia ngudi dugc cp
Chir ky s ctia CA cap chimg chi

Thong tin ca nhan:
Pay 1a cac thong tin cua d6i tuong dugc cip chimg chi sd, gdm tén, qudc tich, dia chi,
dién thoai, email, tén t6 chtrc .v.v. Phin ndy giéng nhu cac thong tin trén ching minh
thu ciia mdi ngudi.

Khoa cong khai
Trong khai niém mat mé, khoa cong khai 1a mét gia tri duoc nha cung cap ching thuc
dua ra nhu mot khoa ma hoa, két hop cung vo1 mdt khoa cd nhan duy nhét duoc tao ra
tir khoa cong khai dé tao thanh cip ma khoa bat doi xing. Nguyén 1y hoat dong cua
khod cong khai trong chung chi s6 13 hai bén giao dich phai biét khoa cong khai ciia
nhau. Bén A muén giri cho bén B thi phai dung khoé cong khai ciia bén B dé mi hoa
thong tin. Bén B s& dung khoa c4 nhan cta minh dé mo thong tin d6 ra. Tinh bat d6i
xtng trong ma hoa thé hién & chd khoa c4 nhan c6 thé giai ma dir liéu dugc ma hoa
bang khéa cong khai (trong cung mot cip khod duy nhit ma mét ca nhan sé hiru),
nhung khoé cong khai khong c6 kha ning giai ma lai thong tin, ké ca nhimng thong tin
do chinh khoé cong khai d6 di ma hoa. Pay 1a dic tinh can thiét vi c6 thé nhiéu ca nhan
B,C, D... cung thuc hién giao dich va c¢6 khoé cong khai cia A, nhung C,D... khong thé
giai ma dugc cac thong tin ma B gii cho A du cho da chin bat dugc cac goi thong tin
guri di trén mang.
Mot cach hiéu ném na, néu ching chi s6 1a mot chimg minh thu nhan dan, thi khoa
cong khai déng vai trd nhu danh tinh cua ban trén gidy ching minh thu (g0m tén dia
chi, anh...), con khod c4 nhan 1a guwong mit va ddu vén tay cta ban. Néu coi mot buu

phém la thong tin truyén di, duoc "ma hoa" bﬁng dia chi va tén nguoi nhan cia ban, thi
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du ai d6 c6 dung ching minh thu cia ban v6i muc dich 14y buu pham nay, ho ciing
khong dugc nhan vién buu dién giao buu kién vi anh mit va du véan tay khong gidng.

Chit ky s6 ctia CA cép ching chi:
Con goi 1a chimg chi gbc. Pay chinh 1 sy xac nhan cua CA, bao dam tinh chinh xac va
hop 18 ctia ching chi. Mudn kiém tra mot chimg chi sb, trudc tién phai kiém tra chit ky
s6 ctia CA c6 hop 18 hay khong. Trén chimg minh thu, day chinh 1a con ddu x4c nhan
cua Cong An Tinh hodc Thanh phé ma ban truc thude. V& nguyeén tac, khi kiém tra
chtng minh thu, dung ra dau tién phai 1a xem con diu nay, dé biét ching minh thu co
bi lam gia hay khong.

Loi ich ctia ching chi s6 Ma hoa
Loi ich dau tién cta ching chi s 13 tinh bao mat thong tin. Khi nguoi giri di ma hoa
thong tin bang khoa cong khai ctia ban, chic chin chi c6 ban méi giai ma dugc thong
tin dé doc. Trong qué trinh truyén thong tin qua Internet, dui ¢6 doc duoc cac gbi tin da
mi hod nay, ké xau ciing khong thé biét dugc trong goi tin c6 thong tin gi. Pay 1a mot
tinh ning rit quan trong, giup ngudi sit dung hoan toan tin cdy vé kha ning bao mat
thong tin. Nhiing trao d6i thong tin cin bao mat cao, chang han giao dich lién ngan
hang, ngan hang dién ti, thanh toan bang thé tin dung, déu can phai c6 ching chi s6 dé
dam bdo an toan.

Chéng gia mao
Khi ban giri di mot thong tin, c¢6 thé 1a mot dir liéu hodc mot email, c¢6 sir dung chimg
chi sb, ngudi nhian s& kiém tra duoc thong tin cia ban co bi thay d6i hay
khong. Bat ky mot su sira doi hay thay thé noi dung cua thong diép gbc déu sé
bi phat hién. Pia chi mail ctia ban, tén domain... déu c6 thé bi ké x4u lam gia dé
danh Ira nguoi nhan dé lay lan virus, dn cap théng tin quan trong. Tuy nhién,
chung chi s6 thi khong thé 1am gia, nén viéc trao ddi thong tin c¢6 kém chimg chi s6

ludn dam bao an toan.
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Xac thuc
Khi ban gtri mot thong tin kém ching chi s6, ngudi nhan - ¢ thé 1a ddi tac kinh doanh,
t6 chic hoic co quan chinh quyén - s& xac dinh rd dugc danh tinh cua
ban. C6 nghia 1a du khéng nhin thdy ban, nhung qua hé thdng chimg chi sé ma ban va
nguoi nhan cung st dung, nguoi nhadn s€ biét chic chin d6 1a ban cht
khong phai 1a mot nguoi khac. Xéc thue 1a mot tinh ning rat quan trong trong viée thuc
hién cac giao dich dién t0¢ qua mang, cling nhu cac thi tuc hanh chinh véi
co quan phap quyén. Cac hoat dong nay can phai xac minh rd ngudi giri thong tin dé st
dung tu cach phap nhan. Pay chinh 1a nén tang cua mdt Chinh phu dién
tlr, moi trudng cho phép cong dan co thé giao tiép, thuc hién cac cong viéc hanh chinh
v6i co quan nha nudc hoan toan qua mang. C6 thé ndi, chung chi sb 1a mot
phan khong thé thiéu, 12 phan cbt 16i ciia Chinh phu dién tir.

Chéng chéi cai nguodn goc.
Khi stt dung mot chung chi sb, ban phai chiu trach nhiém hoan toan vé nhitng thong tin
ma ching chi s6 di kém. Trong trudng hop ngudi giri chdi cai, phi nhan Mot thong tin
nao d6 khong phai do minh guri (chang han mot don dit hang qua mang), chtng chi sb
ma ngudi nhan c¢é dugc sé 1 bang chimg khang dinh nguoi giri 1a tic gia cta thong tin
d6. Trong trudong hop chdi cdi, CA cung cdp chimg chi s6 cho hai bén s& chiu trach
nhiém x4c minh ngudn gdc théng tin, chimg to ngudn gde thong tin dugc giri.
2.1.2 Chir ky sé (CKS)
CKS duoc phat trién va ung dung rong rai hién nay dua trén thuat todn RSA (Tén viét
tat cia ba tic gia: Rivest, Shamir va Adleman), 13 co s quan trong dé hinh thanh ha
tang khoa cong khai (PublicKey Infrastructure) cho phép ngudi sir dung cia mot mang
cong cong khong bao mat nhu Internet trao doi dit liéu va tién mot cach an toan, thong
qua vi¢c sir dung mdt cdp ma khéda cong khai va bi mat dugc cép phat, st dung qua mdt
nha cung cdp ching thuc CA (Certificate Authority) dugc tin nhiém. Viéc thira nhan
CKS thudc quyén s& hitu cia mot ca nhan nao do, can phai dugc mdt td chicc CA chung

thie. Va CA chtng nhén phai duoc thira nhan vé tinh phap 1y va k¥ thuat.
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Tinh phap 1y ciia “Chir ky s6”?

Theo quyét dinh s6 25/2006/QD-BTM vé quy ché st dung CKS cua bd Thuong Mai,
moi vin ban dién tir dugc ky bang CKS c6 gia tri phap 1y twong duong vin ban gidy
dugc ky va dong dAu. Ngoai ra, nghi dinh 26 vé CKS va dich vu chting thuyc CKS da
dugc Thu Tudng Chinh Phu ban hanh ngay 15/2/2007, qua d6 cong nhan CKS va
chtng thue s ¢ gia trj phap 1y trong giao dich dién tir, budc dau thic day su phat trién
cua thuong mai dién tir tai Viét Nam.

Pon vi nao cung cap giai phap “chir ky s6”?

Cung cdp chimg chi sd tai Viét Nam hién nay c6 VASC-CA vé6i cac giai phap:
- Chung chi s6 ca nhan VASC-CA: Gilip ma héa thong tin, bao mat e-mail, sir dung
chir ky dién tr ca nhan, chirng thuc vd1 mot web server thong qua giao thirc bao mat
SSL.

- Chung chi s6 SSL Server VASC-CA: Gitp bao mat hoat dong trao do6i thong tin trén
website, x4c thyc ngudi dung bang SSL, xac minh tinh chinh théng, chéng gia mao, cho
phép thanh toan bang thé tin dung, ngan chin hacker do mat khau.

- Chung chi s6 nha phat trién phan mém VASC-CA: Cho phép nha phat trién phan
mém ky vao cac chuong trinh applet, script, Java software, ActiveX control, EXE, CAB
va DLL, dam bao tinh hop phap cta san pham, cho phép nguoi st dung nhan dién duoc
nha cung cdp, phat hién duoc sy thay d6i ctua chuong trinh (do hong, bi hacker hay

virus pha hoai).

Tuong tu nhu vay, sé lugng don vi cung cip giai phap tng dung c6 dung CKS & Viét
Nam hién nay ciing chua nhiéu. Cac cong ty nhu Giai Phap Thé Minh Thong
(www.tomica.vn), MI-SOFT(www.misoft.com.vn)... 13 nhimg céng ty cung cip tich
hop giai phap chit ky s6 HSM (Hardware Security Module) vao thé thong minh va USB
Token vao cac ung dung va giao dich cAn bao mat nhu: Internet Banking, Money

Tranfer, VPN hay e-Signing.
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bé CKS duogc sur dung rong rai tai Viét Nam, viéc quan trong la can ¢ mot to churc cap
CA dugc thtra nhan, va duogc su ung ho manh mé cua Nha Nudc trong viéc rng dung

thuong mai dién tir va hanh chinh dién tu.

Ung dung “Chir ky s6” tai Viét Nam

Kha nang img dung cia CKS kha 16n, do ¢6 tac dung twong tu nhu chir ky tay, nhung
ding cho moéi truong dién tr. Thuong CKS dugc sir dung trong giao dich can an toan
qua mang Internet, nhu giao dich thuong mai dién t, tai chinh, ngan hang. Thu 2 la
dung dé ky 1én eMail, van ban tai liéu Soft-Copy, phdn mém... module phin mém va
viéc chuyén chung thong qua Internet hay mang coéng cong. Tuy nhién, sir dung hay
khong str dung CKS van con tiy vao su lya chon ciia nguoi dung.

Hién nay nhiéu ngan hang Viét Nam d3 timg dung CKS trong cac hé thong nhu Internet
Banking, Home Banking hay hé théng bao mat ndi bo. Ngoai ra cic website ctia cac
ngan hang, cong ty cAn bao mat giao dich trén duong truyén, mang riéng ao VPN da ap
dung CKS. C6 thé néi, cang ngay cang nhiéu su hién dién cia CKS trong cc hé thong,

ung dung CNTT bao mét cua DN, td chtre & Viét Nam.

Loi ich “Chir ky s6”

Ung dung CKS gitip giai quyét tot hon cac giai phap xac thuc va bao mat. CKS giai
quyét van dé toan ven dir lidu va la bang ching chdng chdi bo trach nhiém trén nodi
dung d3 ky, gitp cho cac t6 chirc, c4 nhan yén tAm véi cac giao dich dién tir cia minh

trong moi truong Internet.

Déi v6i linh vuc trao d6i thong tin, véi sy phd bién hién nay cua e-mail nho tinh nhanh
chong linh hoat, viéc str dung CKS s& gitp cho viéc trao doi van ban ndi dung tré nén
dé dang va dam bao. Vi du: Hé thong quan 1y vin ban, hop dong sb s& duoc luu trit, tim
kiém bang hé théng may tinh. Céac giao dich, trao d6i vin ban giita ca nhan - t6 chirc

nha nuéc (C2G), DN - Nha Nudc(B-G), DN-DN(B2B) hay giita cic to chirc co quan
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nha nudc v6i nhau s& nhanh chéng va dam bao tinh phap 1y, tiét kiém rat nhiéu thoi

gian, chi phi gidy t& va van chuyén, di lai.

Dic biét, ting cudng ung dung CKS s& thuc day viéc ung dung thuong mai dién tu,
chinh phu di¢n tir, hanh chinh dién tir va kinh doanh dién tir, déng thot cling bao v¢ ban

quyén cac tai san so hoa.

2.2.3 Bdo mdt Website
Khi Website ctia ban str dung cho myc dich thuong mai dién tir hay cho nhitng muc
dich quan trong khac, nhitng thong tin trao do6i giita ban va khach hang cta ban c6 thé
bi 16. D¢ tranh nguy co ndy, ban c6 thé dung chimg chi sé SSL Server dé bao mat cho
Website ctia minh. Chtng chi s6 SSL Server s& cho phép ban lap cau hinh Website ciia
minh theo giao thirc bao mat SSL (Secure Sockets Layer). Loai chimg chi s6 nay s&
cung cip cho Website ctia ban mot dinh danh duy nhat nhim dam bao véi khach hang
clia ban vé tinh xac thyc va tinh hop phap ciia Website. Ching chi s6 SSL Server ciing
cho phép trao d6i thong tin an toan va bao mat giita Website voi khach hang, nhan vién
va ddi tac cta ban théng qua cong nghé SSL ma ndi bat 1a cac tinh nang:
+ Thuc hién mua ban béng thé tin dung
+ Bdo v¢ nhitng thong tin c4 nhan nhay cam cta khach hang
+ Dam bao hacker khong thé do tim dugc mat khiu

Pam bao phan mém
Néu ban 12 mot nha san xuat phan mém, chiac chin ban s& can nhiing "con tem chong
hang gia" cho san pham cta minh. Pay 1a mot cong cu khong thé thiéu trong viéc ap
dung hinh thtrc s¢ hitu ban quyén. Ching chi s6 Nha phét trién phan mém s& cho phép
ban ky vao cac applet, script, Java software, ActiveX control, cac file dang EXE, CAB,
DLL... Nhu vy, thong qua chimg chi s6, ban s& dam bao tinh hgp phap ciing nhu
ngudn gdc xuat x{r ctia san pham. Hon nita ngudi ding san pham c6 thé xac thuc duoc
ban 14 nha cung cip, phat hién dugc su thay doi cuia chuwong trinh (do vé tinh hong hay

do virus phé, bi crack va ban 1au...)
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2.3 Thu tuc thanh toan qua mang
Pé tim hiéu tha tuc thanh toan qua m ang trude hét ta xem cac cong doan cia mot giao
dich mua ban trén mang:

Gom cé 6 cong doan sau:

1. Khéch hang, tr m0t may tinh tai mot noi nao do, dién nhitng thong tin thanh
todn va dia chi lién hé vao don dat hang (Order Form) ciia Website ban hang
(con goi 1a Website thuong mai dién tir). Doanh nghiép nhan duoc yéu cdu mua
hang hoa hay dich vu cta khach hang va phan hoi xac nhan tom tat lai nhiing
thong tin can thiét nh mat hang da chon, dia chi giao nhan va s6 phiéu dat hang...

2. Khach hang kiém tra lai cac thong tin va kich (click) vao nut (button) "dit hang",
tir ban phim hay chudt (mouse) ctia may tinh, dé gai thong tin tra vé cho doanh
nghiép.

3. Doanh nghiép nhan va luu trit thong tin dat hang dong thoi chuyén tiép thong tin
thanh toan (s6 thé tin dung, ngay dao han, chua thé ...) dd duoc ma hoa dén may
chu (Server, thiét bi xir 1y dir liéu) cuia Trung tdm cung cép dich vu xir 1y thé trén
mang Internet. V&1 qué trinh ma hoda céc thong tin thanh toan cua khach hang
duoc bao mat an toan nham chdng gian 1an trong cac giao dich (chang han doanh
nghiép s& khong biét dugc thong tin vé thé tin dung cta khach hang).

4. Khi Trung tam Xt ly thé tin dung nhan dugc thong tin thanh todn, s€ giai ma
thong tin va xur 1y giao dich dang sau burc tuong lia (FireWall) va tach roi mang
Internet (off the Internet), nham muc dich bao mét tuyét ddi cho céc giao dich
thuong mai, dinh dang lai giao dich va chuyén tiép thong tin thanh todn dén ngan
hang cua doanh nghi¢p (Acquirer) theo mdt duong day thué bao riéng (mot
duong truyén sd liéu riéng biét).

5. Ngan hang cia doanh nghiép goi thong diép dién tir yéu cau thanh toan

(authorization request) dén ngan hang hodc cong ty cung cip thé tin dung cua
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khach hang (Issuer). Va to chirc tai chinh nay s& phan hoi 1a ddng ¥ hodc tir chdi
thanh toan dén trung tam xir Iy thé tin dung trén mang Internet.

6. Trung tim xir Iy thé tin dung trén Internet sé tiép tuc chuyén tiép nhitng thong tin
phan hoi trén dén doanh nghiép, va tuy theo d6 doanh nghiép thong bio cho
khach hang dugc 10 1a don ddt hang s€ dugc thuc hién hay khong.

7. Toan bo thoi gian thuc hién mét giao dich qua mang tir budc 1 -> budc 6 duoc

xu ly trong khoang 15 - 20 gidy.

Van dé quan trong cua mdt hé théng thuong mai dién tr 1a c6 mot cach nao do
dé nguoi mua kich vao phim mua hang va chap nhan thanh toan. Thuc té dang ding
3 cach thanh toan: bang tién mat, bang séc va bang thé tin dung. Cac co ché twong
tu ciing duoc sir dung cho kinh doanh tric tuyén. Ching ta s& 1an luot xem xét timg
hinh thtrc thanh toan trén va bat dau bﬁng hinh thirc d& nhat dé thuc hién thanh toan

tryc tuyén 14 thé tin dung.

2.3.1 Thé tin dung

Thé tin dung d3 duogc xir Iy dién tr hang thap ky nay. Chung duoc st dung dau
tién trong cac nha hang khach san, sau do6 1a cac ctra hang bach hod. Ca mét nganh cong
nghiép 16n dang ton tai trong linh vuc xtr Iy cac giao dich thé tin dung truc tuyén véi
cac cong ty nhu: First Data Corp, Total System Corp, va National Data Corp, chi tiét
hoa cac giao dich phia sau mdi quan hé giita nha hang, ngudi ban hang va ngudi sir
dung thé tin dung. Hang tri¢u céc ctra hang bach hod trén toan nudc My dugc trang bi
cac tram dau cudi ( Hewlett-Package Verifone 1a nha san xuat hang dau cua thiét bi nay
) thong qua do thé tin dung dugc kiém tra, nhap s6 thé va bién lai nay dé xac thuc viéc
mua hang.
Trudce khi nhan sb thé tin dung ctia ngudi mua qua Internet ta can c6 mot ching nhan
ngudi ban. Néu ta da hoat dong kinh doanh thi don gian 1a yéu cau cung cap ching
nhan. Néu chua co bat ¢t cai gi thi ta c6 thé thuc hién viéc nay nhanh chong tai mot

nha bing ndo d6 hoic truy nhap vao mot WEB site c6 cac mau dang ky truc tuyén. Sir
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dung thé tin dung truc tuyén ngdy hom nay, tuy nhién, gidng nhu viéc st dung chung
v6i mot \"operating standing by\". S4 thé va chi tiét cia giao dich dugc luu lai va xtr 1y,
nhung khong co6 su xuét hién cua nguoi mua va khi c6 mot vy thanh toan bi 16 thi no
van duoc luu lai trén hé thdng. Bdi 1y do nay cac chi phi xir 1y thé tin dung truc tuyén
nhiéu ngang bang véi chi phi dé xir Iy mét giao dich chir khong ngang bang véi mot
murc phi nhu dién thoai va thong thuong 1a vao khoang 50 xen. (Céac giao dich duoc xu
Iy thong qua cac tram dau cudi dd dugc hop dong chi mat khoang tir 3 dén 5 xen).
Ngoai cac khoan trén, phi dugc gidm nho viéc st dung cac dich vu cua Visa va
MasterCard, 13 céc to hop cua cac nha bang, hodc American Express Co. Va Discover
1a cac cong ty riéng ré xtr 1y va quan 1y cac giao dich thé tin dung. Piéu d6 c6 nghia la
ta s& phai tra tir 2 dén 3 xen cho mot d6 la khi st dung Visa hay MasterCard, va it hon
mot chit véi Discover, ddi véi American Express phi ndy vao khoang 5 xen cho mét do
la. Céc thoa udc giita cac cong ty cung cap thé va cac chu doanh nghiép giup cho khach
hang khéng phai tra cac chi phi nay. Viéc chiét khau ciing khac gitta ngudi st dung tai
tram dau cudi noi ma thé tin dung ton tai mot cach vat 1y, va moi truong WEB noi ma
thé khong hién dién. Trong qua trinh chuyén d6i dé chiét khau ngudi ban duoc dam bao
thanh toan. Nguoi mua dugc dam bao vé viéc s& nhan duoc hang hoa va mot s6 dam
bao ¢ gii han khac chdng lai viéc bi lira hodc mét thé. (Bao hiém thé duoc ban bai
cac nha bang phat hanh thé va céc rui ro s& duoc thanh toan). Cira hang trén WEB cin
phan mém nao dé c6 thé xtr 1y thé tin dung? & mirc don gian nhat, phai c6 san mot sd
biéu mau c6 kha ning ma hoa bao mat, thong thuong 1a Sercure Socket Layer (SSL),
mot tiéu chudn ddi voi ca cac trinh duyét ciia Microsoft va Netscape, va diéu d6 ciing
c6 nghia 13 may chtl phai c6 mot khoa ma hoa. Tiép theo ta phai c6 mot chuong trinh
dong vai tro 1 mot gié mua hang, cho phép nguoi sir dung thu thap cac mat hang can
mua, tinh gia va thué sau d6 dua ra mot hoa don cudi cing dé phé chuin. Cudi cung
néu nhu khong mudn xtr 1y cac tép giao dich bing tay hodc xu Iy mot goi cac tép thi

phai can mot co ché giao dich dién tur.
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2.3.2 Pinh danh hay ID sé hod (Digital identificator)

Céc khoda ma bao mat trén may chu, dugc biét dén nhu 1a cac ID sd hod, duoc
cung cip boi mot sé cac co quan chimg nhan thim quyén, 13 noi cap phép va bao dudng
céc ban ghi dién bién trén cac ID s6 hoa nay. T chie ching thyc thim quyén 16n nhat
dugc didu hanh boi VeriSign Inc., mot cong ty duoc thanh 1ap vao nam 1995 chuyén vé
linh vuc quan 1y cac chimg nhan sé hoa. Cong ty xir Iy cac yéu cau ID sé hoa cho cac
cong ty nhu American Online, Microsoft, Netscape, tuy nhién ta ciing c6 thé truc tiép
c¢6 cac ID s6 hoa trén WEB site cua cong ty. Vao mua hé nim 1998, VeriSign thu phi
349 USD cho may chu ID dau tién ma mot cong ty mua va 249 USD cho thém mdi may
chu ID tiép theo. Mot May chu ID toan cuc - Global Server ID, 128 bit c6 mic chi phi
695 USD. Coéng nghé nén tang cho cac ID s6 hoa cta VeriSign 1a SSL dugc xay dung
dau tién boi RSA Technologies inc., nay 1a mot don vi cia Sercurity Dynamics. Mdi
thong diép, duoc ma hoa bang hai ma hoic khod 1a mot chudi cac bit lam thay doi gia
tri d3 duoc sd hoa cac cua dit liéu duoc dua vao hay léy ra khodi chuong trinh. Mot khoa
cong cong duge ding dé ma hoa cac thong diép, trong khi khoa riéng thtr hai dugc dung
dé giai ma nod. Tinh thdng nhét va xac thuc ciia cac khoa riéng duoc dam bao boi mot
co quan chiing nhan thim quyén nhu VeriSign. Mot may chii ID sé hoa cho phép ta ky
vao cac van ban dién tir va chung thuc chitr ky ciia minh v1 mot co quan chimg nhéan

tham quyeén.

2.3.3 Gio mua hang dién tir

Mercantea SoftCart Version 3.0 1a mot chuong trinh c6 chirc nang cia mot gio
mua hang dién tir truc tuyén hién dang sin co trén thi truong. Sau khi mot phan mém
nhu trén dugc cai dat trén may chi WEB thi ta chi can dat mot két néi HTML trén trang
WEB m6 ta san pham dén vi tri cia chuong trinh ndy véi cac biéu mau dé nguoi mua
c6 thé dién cac thong tin vé san pham, thay doi s6 lwong va chung loai mat hang roi
hoan thanh giao dich d6 va chuyén dén mot co ché xur 1y giao dich dé thuc hién hoan tat

mot qua trinh mua hang. Néu nhu kho hang nam trong mot co s& dir li€u thi can co

Sinh vién: Pham Minh Huyén Khoa CNTT-DHDLHP Trang 26



Béo cdo tot nghiép Céc van dé bao mat thong tin trong TMDT va giai phéap

thém céc k¥ ning can thiét dé viét cac ham goi dén co s dir liéu nay dudi dang .d1l dbi
v6i méi truong Windows . Noi chung cac phan mém dang nay s& cung cap mot sb tinh
ning cin ban sau ddy: Lién két cac yéu cau ban hang dén mot biéu mau dit hang ma
khach hang c6 thé — truy nhap qua WEB. Hoan thanh biéu mau dit hang sau khi da lya
chon hang hoa va ) luong, roi cap — nhat thém cac thong tin vé thé tin dung. Xtr Iy cac
biéu mau dit hang, thong thudng 1a chuyén doi cac dit liéu & d6 thanh — dang mot tép
dé xir Iy theo goi (s& can thém mot chuong trinh riéng ré& néu nhu ¢ nhu cau xir 1y cac
giao dich mot cach truc tuyén). Gui thu bién lai hoan chinh dén khach hang qua thu
dién tir va kiém tra xac thuc — viéc mua ban. HS tro kha ning mém déo trong xtr Iy don
dat hang sao cho hang hoa cé thé duoc — giao nhanh nhét, viéc xu 1y co thé duoc thuc
hién boi bd phan ban hang hodc bat ky mot nguoi nao d6 duoc uy quyén. Mot sb
chuong trinh con cung cdp thém cac tinh nang b tro sau: Co sdn mot co ché tim kiém
cho céc san pham trong co sé dir liéu. — H) tro cac ddi twong HTML dong sao cho gia
ca c6 thé thay doi nhanh chong phu — thudc vao sb luong dit hang. HS tro cac biéu mau
thu thap thong tin bo trg nhu thong tin tim hiéu vé khach — hang, danh sach dia chi e-
mail cta cic khach hang duoc xdp xép theo nhom quan tdm dén mét san phim hoic
mot dich vu méi nao d6. Ho trg EDI cho viée xir Iy cac don dit hang dién tir trong moi
truong doanh — nghié¢p-tdi-doanh nghi¢p (B2B). Cac cong viéc nay dugc xu 1y trong
mot moi trudng an toan bao mat (SSL). Phan mém gié mua hang dién tir duoc lién két
v6i mot khod ma bao mat SSL sao cho tat ca cac dit liéu duoc truyén gitra may chu va
trinh duyét WEB ctia khach hang (gia s 1a trinh duyét nay hd tro bao mat SSL) duoc

ma hod bao méat khdi nhirng tay rinh trdm trén mang.
2.4 Firewall giai phap
2.4.1 Dinh nghia

Thuat ngit Firewall c6 ngudn gbc tir mot ky thuat thiét ké trong xay dung dé

ngan chan, han ché hoa hoan. Trong cong nghé thong tin, Firewall 1a mot ky thuat duogc
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tich hop vao hé thong mang dé chéng sy truy nhdp trai phép nhdm bao vé cac ngudn
thong tin ndi bo cling nhu han ché sy xAm nhap vao hé thong ctia mot s thdng tin khéac
khéng mong mubn.

Internet Firewall 1a mot thiét bi ( phan cing + phan mém) giita mang ctia mot to
chirc, mot cong ty hay mot qudc gia ( Internet ) va Internet. N6 thuc hién vai trd bao
mat cac thong tin Internet tir thé gidi Internet bén ngoai.

2.4.2 Chirc nang

Internet Firewall ( goi tit 1a Firewall ) 13 mot thanh phan dit giita Internet va
Internet dé kiém soat tat ca cac viéc luu thong va truy cap giita ching v6i nhau bao
gom:

Firewall quyét dinh nhitng dich vu nao tir bén trong duoc phép truy cap tir bén
ngoai, nhitng nguoi ndo tir bén ngoai duge phép truy cap dén cac dich vu bén trong, va
ca nhirng dich vu nao bén ngoai dugc phép truy cip bdi nhitng ngudi bén trong.

Dé Firewall 1am viéc hiéu qua, tat ca trao d6i thong tin tir trong ra ngoai va
nguoc lai déu phai thuc hién thong qua Firewall. Chi ¢ nhitng trao d6i nao dugc phép
bdi ché d6 an ninh cua hé théng mang ndi bé méi duoc quyén luu thong qua Firewall.

So d6 chuc nang hé thong cia Firewall duge md ta nhu trong hinh 1.

firewall

Hinh 1: So db chiic ning hé théng cua Firewall.
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2.4.3 Céu tric

Firewall bao gom:

Mot hodic nhiéu hé thdng may chu két ndi véi bo dinh tuyén ( router )
hodc ¢ chic ning router. Cac phin mém quan 1y an ninh chay trén hé théng may chu.
Thong thuong 13 cac hé quan tri xac thuc ( Authentication ), cdp quyén ( Authorization)
va ké toan ( Accounting ). Chiing ta s& dé cdp k¥ hon cac hoat dong ctia nhirn hé nay &
phan sau.

2.4.4 Cdc thanh phdn ciia Firewall va co ché hoat dong

Mot Firewall chudn bao gdm mot hay nhiéu cac thanh phan sau day:
B0 loc goi tin ( packet-filtering router )
Cong tng dung ( application-level gateway hay proxy server)
Cong mach ( circuite level gateway )

Bé loc goi tin ( packet-filtering router )

a, Nguyén ly

Khi néi dén viéc luu thong dir liéu giita cic mang v6i nhau thong qua
Firewall thi diéu d6 c6 nghia rang Firewall hoat dong chit ché véi giao thirc lién mang
TCP/IP. Vi giao thirc nay lam viéc theo thuat toan chia nho cac dit liéu nhan dugc tur
cac ung dung trén mang hay noi chinh xac hon 1a céc dich vu chay trén céc giao thuc (
Telnet, SMTP, DNS, SMNP, NFS...) thanh céc géi dit liéu ( data packets ) réi gan cho
cac packet nay nhiing dia chi dé c6 thé nhan dang, tai 1ap lai & dich can gui dén, do d6
cac loai Firewall ciing lién quan rat nhiéu dén cac packet va nhiing con sb dia chi cua
ching.

Bo loc packet cho phép hay tir chéi mdi packet ma né nhan duge. N6 kiém tra
toan b doan dix liéu dé quyét dinh xem doan dir li¢u d6 c6 thod man mdt trong s6 cac
luat 1€ cua loc packet hay khong. Cac luat 1€ loc packet nay la dua trén cac thong tin &
dau mdi packet ( packet header ), dung dé cho phép truyén cac packet d6 ¢ trén mang.
bo la:

Dia chi IP noi xuat phat ( IP Source address )
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bia chi IP noi nhan ( IP Destination address )
Nhitng thi tuc truyén tin ( TCP, UDP, ICMP, IP tunnel )
Cong TCP/UDP noi xuét phat ( TCP/UDP source port )
Cong TCP/UDP noi nhan (TCP/UDP destination port )
Dang thong bao ICMP ( ICMP messenger type )
Giao dién packet dén ( incomming interface of packet )
Giao dién packet di ( outcomming interface of packet )
Néu packet thoa man cac yéu cau cua luat loc thi packet dwgc chuyén qua firewall. Néu
khong, packet s& bi bo di. Nho vay ma Firewall co thé ngin can dugc cac két ndi vao
cac may chu hodc mang ndi bo tir nhitng dia chi khong cho phép. Hon nita, viéc kiém
soat cac céng lam cho Firewall c6 kha nang chi cho phép mdt s6 loai két ndi nhét dinh
vao cac loai may chu nao d6 hoac chi c6 nhiing dich vu nao dé dugc phép mai chay
duoc trén hé théng mang cuc bd.

b, Uu diém

Pa s6 cac hé thong Firewall déu str dung bd loc packet. Mot trong s6 nhimng wu
diém cua phuong phap dung bd loc packet 1a chi phi thap vi co ché loc packet di dugc
bao gdm trong mdi phan mém router.

Ngoai ra, bd loc packet 13 trong sudt dbi véi nguoi sir dung va cac tng dung, vi
vay no khong yéu cau sy huin luyén dac biét nao ca.

¢, Han ché

Viéc dinh nghia cac ché do loc packet 1a mdt viéc kha phtrc tap, n6 doi hoi nguoi
quan tri mang can c6 hiéu biét chi tiét vé cac dich vu Internet, cac dang packet header
va cac gia tri cu thé ma ho c6 thé nhan trén moi truong. Khi doi héi vé su loc cang 16n,
cac luat vé loc cang trd nén dai va phuc tap, rat kho dé quan ly va diéu khién.

Do lam viéc duya trén header cia cac packet, rd rang 1a bo loc packet khong kiém
soat duge ndi dung thong tin cua packet. Cac packet chuyén qua van c6 thé mang theo

nhing hanh dong véi y do an cap thong tin hay pha hoai ctia ké x4u.
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Cong ting dung ( application-level gateway )

a, Nguyén ly

Diy 12 mét loai Firewall dugc thiét ké dé ting cuong chirc ning kiém soét cac
loai dich vy, giao thirc dugc cho phép truy cap vao hé théng mang. Co ché hoat dong
cua no dya trén cach thire goi 1a Proxy service ( dich vu dai di¢én ). Proxy service 1a cac
bd chuong trinh dic biét cai dit trén gateway cho ting tng dung. Néu nguoi quan tri
mang khong cai dit chuong trinh proxy cho mot rng dung nao do, dich vy tuong tng sé
khéng duoc cung cdp va do d6 khéng thé chuyén thong tin qua Firewall. Ngoai ra,
proxy code co thé dugc dinh ciu hinh dé hd tro chi mot s6 dic diém trong ung dung ma
ngudi quan tri mang cho 1a chap nhan duoc trong khi tir chdi nhitng dic diém khac.

Mot cong ung dung thuong dugc coi nhu 1a mot phao dai (bastion host), béi vi
né dugce thiét ké dic biét dé chéng lai sy tAn cong tr bén ngoai. Nhitng bién phap dam
bao an ninh cua mot bastion host 1a:

Bastion host luén chay cac version an toan ( secure version ) ctia cdc phan mém
hé théng ( Operating system ). Cac version an toan nay duoc thiét ké chuyén cho muc
dich chdng lai su tAn cong vao Operating System, ciing nhu 13 dam bao su tich hop
firewall.

Chi nhiing dich vu ma nguo1 quan tri mang cho la can thiét méi duoc cai dat trén
bastion host, don gian chi vi néu mot dich vu khong dugc cai dat, nd khong thé bi tn
cong. Thong thuong, chi mot ) gi61 han cac img dung cho cac dich vu Telnet, DNS,
FTP, SMTP va xac thuc user la duoc cai dat trén bastion host.

Bastion host c6 thé yéu cau nhiéu muc dd xac thuc khac nhau, vi du nhu user
password hay smart card.

M3di proxy dugc dat cau hinh dé cho phép truy nhap chi mot s6 cac may chu nhat
dinh. Diéu nay c6 nghi rang bo 1énh va dic diém thiét 1ap cho mdi proxy chi ding véi

mot s6 may chu trén toan hé thong.
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MG&i proxy duy tri mot quyén nhat ky ghi chép lai toan b chi tiét giao théng qua
n6, mdi sy két ndi, khoang thoi gian két ndi. Nhat ky nay rat c6 ich trong viéc tim theo
déu vét hay ngin chin ké pha hoai.

Mdi proxy déu doc lap vai cac proxies khac trén bastion host. Piéu nay cho phép
dé dang cai dat mot proxy méi, hay thao g& mot proxy dang c6 van dé.

Vi du: Telnet Proxy

Vi du mot nguoi ( goi 1a outside client ) mubn st dung dich vu Telnet dé két ndi
vao hé thdng mang qua mot bastion host c6 Telnet proxy. Qu4 trinh x4y ra nhu sau:
Outside client telnet dén bastion host. Bastion host kiém tra password, néu hop 1& thi
outside client dugc phép vao giao dién cua Telnet proxy. Telnet proxy cho phép mot tap
nhé nhitng 1énh cia Telnet va quyét dinh nhirng may chu ndi bg nao outside client dugc
phép truy nhap. Outside client chi ra may cha dich va Telnet proxy tao mot két ndi cua
riéng no téi may chi bén trong va chuyén cac Iénh t6i may chu dudi sy uy quyén cia
outside client. Outside client thi tin rang Telnet proxy la may chu that & bén trong, trong
khi may cht & bén trong thi tin rang Telnet proxy la client that.

b, Uu diém

Cho phép ngudi quan tri mang hoan toan diéu khién dugc ting dich vu trén
mang, boi vi ing dung proxy han ché bo 1énh va quyét dinh nhitng may cha nao co thé
truy nhap duogc boi cac dich vu.

Cho phép ngudi quan tri mang hoan toan diéu khién duoc nhitng dich vu nao
cho phép, béi vi sy ving mit cta cac proxy cho cic dich vu twong tmg c6 nghia 13 cac
dich vu ay bi khoa.

Cong tmg dung cho phép kiém tra do xac thuc rat tot va né cé nhat ky ghi chép
lai thong tin vé truy nhap hé thng.

Luat 18 filtering ( loc ) cho cong ting dung 1a dé dang cau hinh va kiém tra hon so
vai1 bd loc packet.

¢, Han ché
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Yéu cau cac user bién doi ( modify ) thao tac hoic modify phan mém da cai trén
may client cho truy nhap vao cac dich vu proxy. Vi du, Telnet truy nhap qua cong tng
dung doi hoi hai bude dé ndi v6i may chu chir khong phai 1 mét bude. Tuy nhién, nd
cling dd c6 mot s6 phan mém client cho phép ung dung trén cong mg dung la trong
sudt, bang cach cho phép user chi ra may dich chtr khong phai cong tmg dung trén 1énh

Telnet.

Cong vong ( circuit-1 evel Gateway )

Céng vong 1a mdt chirc nang dac biét co thé thuc hién dugc bdi mot céng ung
dung. Cong vong don gian chi chuyén tiép ( relay ) cac két néi TCP ma khong thuc
hién bat ky mot hanh dong xir 1y hay loc packet nao.

Hinh 2 minh hoa mot hanh dong sir dung ndi Telnet qua cong vong. Cong vong
don gian chuyén tiép két nbi Telnet qua Firewall ma khong thuc hién mot su kiém tra,
loc hay diéu khién céac thu tuc Telnet nao. Céng vong lam viéc nhu mdt soi day, sao
chép cac byte giita két ndi bén trong ( inside connection ) va cac két nbi bén ngoai (
outside connection ). Tuy nhién, vi su két ndi nay xuét hién tir hé théng Firewall, n6 che
dau thong tin vé mang noi bo.

Cong vong thuong duoc sir dung cho nhirng két ndi ra ngoai, noi ma cac quan trj
mang that su tin tudong nhitng ngudi ding bén trong. Uu diém 16n nhéat 1a mot bastion
host ¢6 thé duoc ciu hinh nhu 12 mot hdn hop cung cip. Cong Gng dung cho nhiing két
nbi dén va cong vong cho cac két ndi di. Piéu nay lam cho hé théng buc tuong lira dé
dang str dung cho nhitng ngudi trong mang ndi bd mudn truc tiép truy nhap téi cac dich
vu Internet, trong khi van cung cip chtrc ning birc tuong lira dé bao vé mang ndi bo tir

nhitng sy tan cong bén ngoai.
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outside host Inside host

Circuit-level Gateway

Hinh 2: Céng vong

2.4.5 Nhitng han ché ciia Firewall

Firewall khong du thong minh nhu con ngudi dé c6 thé doc hiéu timg loai thong
tin va phan tich ndi dung t6t hay xau. Firewall chi c6 thé ngan chan sy xAm nhép cia
nhing ngudn thong tin khéng mong mudn nhung phai xac dinh rd cac thong sb dia chi.

Firewall khong thé ngan chin mot cudc tin cong néu cudc tan cong nay khong
di qua “ n6. M{t cach cu thé, firewall khong thé chéng lai mot cude thn cong tor mot
duong dial-up hodc su do ri thong tin do dit liéu bi sao chép bat hop phap 1én dia mém.

Firewall ciing khong thé chéng lai cac cudc tan cong bang dit lidu (data-driven
attack). Khi ¢c6 mdt chuong trinh dugc chuyén theo thu dién tir, vuot qua firewall vao
trong mang duoc bao vé va bat dau hoat dong ¢ day.

Mot vi du 13 cac virus may tinh. Firewall khong thé 1am nhiém vu ra quét virus
trén cac dir liéu duoc chuyén qua nd, do tdc do lam viée, su xuét hién lién tuc cia cac
virus méi va do ¢6 rat nhiéu cach dé ma hoa dit liéu, thoat khoi kha nang kiém soat cla

firewall.
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Chwong IIl: TIM HIEU MOT SO WEBSITE CUA MOT SO
CONG TY THUONG MAI PIEN TU

3.1 Hoat dong website chg dién tir ( http://chodientu.vn)

3.1.1 Céu triic website:

Phén dau:

) CholvenTu, ¥ - San giao doch mua ban, dou gid tieh hop thanh tedn troc tuycn hang dou Vict Nam - Mozilla Firefox

Fle Edt Wew Hstory Bockmarks Took  Help

@ b4 c B Lt bt I_j x o= J

| FresHotmal | | Saga -Darh sdch bal . W' Nha cung clip chimg £ %, L dich céc bal it BE

Toggle - &~ wodenty v | [ search [ Loon ) Softwere+  Games~ §p tusic- @kt B [ i #55 (3141 »

Hatline: HN: D46.2512484 (109) HCM: 0862920045 | o (¥ ] A nhap | Biang by Bidng nhip e
M n Ganhang Cirgding Troglp  Site map
c [ San phdm thwifn  ShneBay  Chng ding
ehY

CHODIENTU VA

GIA SHOCE MOT NGAY, Kim cuiong, trag st bac PN, Toshiba detelite,
o, Sony Handycam, Mec versa, kem defng da, vol, dép thdl trang, FOA, bl camera..

Tro gitp online Tim kiém lf)éng nhap, délng ky tai Menu
Tro gitp online:

Trong d6 co6 2 nick chat dé khach c6 thé dit cac cau hoi va duoc tra 10 truc tiép
-chodientu_vn: cac van dé lién quan dén chodientu

-cai_tien_chodientu: 1a nhirg dong gop ctia khach hang dé cai tién chodientu dugc tot

hon.
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Lifin hié Ban quan tri ChoBidnTo A

n vl |ang KHONG ool =30 pham tal din

hguidl i (1
Bia ci:
Ernal [*):
BiEn thoai: {
Medch  [khen gl Bng Ve
&t [Hai han - Thao mac
NAUMA °F b ndn - kgl |2 = = 5 3 B 49 FontSize an Famih
Bhat tnén kinh doarh
B surg carh s
B0 154 ChoEsniTor “
B30 g wibc kil
Than phign vé g3
Bdng gap thing tn
cé0 ik gid wiu
ac I do khac...,

-Email: Khach c6 thé guri email khi mudn khiéu nai hodc héi han thic méc...
Toan bd danh muc thi dugc dé & dang thu gon, khi click vao miii tén toan by danh muc

s€ duoc dua ra.

San d4u gia Coupon San Ebay Giao dich bao mat & an toan
Toin bo danh mu| © | San dau gia 4 v Frncid T
Paén thow d ding & FO r.’«' Qui ting & Hoa ’ .

98 tir téu ding Sich, &3, Van hda pham

P chol Sdc khde, Lam dep & ezt ; s hi:a Chdo mimg ban dén
au gia Kim Cuong dac biét
§3 o6, 65 k3, 85 9 tip Thé thao )5 6 04 ' ChgbiénTu

1AT 1 NGAY 30/06/2009 P
g ky nharh vé dé ding

Gia dnh Thil cfeg, MY nghé&, Nghé thudt

HANG HIEU CAO CAP Thife phé, Hing tiu ding 'Qt Nam 3 xinbit & tal dly
May &h, May quay, May ghe 3m Trang sufc, BEng hd, Mit kich N ZJA .V{,.ﬁ Mua dé dang

Miy tnh & Mang Trd chad Video Ban midn phi

ML THU KHAC Vén phing

Quin do, Giy dix, P trang Xe o PAU GIA HAP DAN

SO LT R
The thao

HANG HIEU CAO CAP
Ga dnh

Win rhien
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-Coupon: 1a chuong trinh dac biét gidm gid danh cho khach hang cua chodiéntur. No 1a
mot hinh thire cong diém cho hoat dong cua khach hang trén website cua chodiéntu.
M&i thé Coupon c6 hiéu luc giam gia cho 01 san pham.

Chodién tir d3 lién két voi Ebay, ta s& néi rd hon van dé nay trong phan sau.

-Giao dich bao mat & an toan: 1a muc huéng dan khach hang giao dich an toan, dam

bao quyén loi cho khach hang. Pong thoi tao 1ong tin noi khach hang.

Danh muc yéu thich dugc chodiénti thé hién ngay trén trang chinh

Toan bd danh muc Sandau gia Coupon

‘ w, w b1 4 - s 4B
g}/y ;‘,‘”",,".‘ viffe M (F i cs g, & ,7:;]5 wifan {4 qp

Danh muc yéu thich

fen thoz d dong & FOA

DiEn tir Hi8u dung

My tinh & Mang

MP3 & Lirh - Phu kén

QuiEn d0, Gy dép, Phu trang
Quin do (NI)

May drh, May quay, My ght 3m
Trarg aic, Dérg hd, Mét kinh
S khde, Lam dap

ThE thao

HANG HIEU CA0 CAP

Ga dnh

Vvin phong

Xe cd

QU3 t3ng & Hoa ‘
Bup bé, Thi bang

Quid LAy réém

XpressMusic

| Nokia E71

Samsung
Omnia 16GB

Nokia 5800 |

Qs

x’o"t’

HTC Touch
Diamond 2

Tem, Tién, Buu thép

Yo N N
Chao mimg ban dén
ChgbiénTd

Biing ky nharh vi o ding
<> Xin bat dau ta day
Mua dé dang

Ban mién phi

PAU GIA HAP DAN

Son mbi ngoc  Blackberry
storm 9500

trad

Batcivang  Loa di dgng

0 cf, PO I3, BY a.u tip vanphbng Mayanh-KIS 08cd  Gladinh
Sich, Bia, Vi hoa pham 22 il
06 chal —
Trd chat Video eh ﬂ
rhf!c ma-n Hag tE«{ dJ.'q 2 & Eee pc 1008HA
Thd cing, MY nghs, Nghs - ¥
thst My chifis KET SAT Model - Miy chim cing ; Sl 7556218 Ve
MO THUS 144C OFTORMA. ok :
1uouso 16,600,000 VND 4653000\1ND
Xern tat cd
May nghe nhac
e ; Pod

a0} i

ynuun » 723653 VNB

G559 méy dém 18n KX Optoma Ep 771 Gidy cao cip
388,000 VND 720 USD

2,350,000 YND

3 &

Con lai 1a quang céo cac san pham.

w 416,142 VN
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Phan cuoi:

Danh muc cac loai mat hang trén chgodiéntir

Blackberry | Laptop | Jphore  Mobile  VE My bay taiHA NG Tpod shuffle | Tovotawos | Cufic sBng 24n | Iphone 365 | Thilp | Div chuvén | Bép
by | LGKS20  odrige  Noka 2600 | Kmiduong | TrangmicBac | Miychaybd | AocAnhdol | Blackbery 8800 | GEycaogit | Delmini | Blackbemy
Pexl | MNokigf120  AcerExtersa  Virem  Baid | Sonyoybershal | Quintat | Clptde  Acer Aspire One | Thitking | Mkon Coopix | Khuvén ta
Mobiado Professional  Moka ¥pressMusic | Méy nh Obmnpus Méy nghe rinac Cowon | My tao &n Quat treo tuing WTC touch Backbery Bold | Chuit
Quag  Aobd | Quattichdén | Denpn  Tddubh  BfngheRoex | Quinyem | D&y budctdc | BAmthdtrang | Taygame | Cinsdc khbe

Muzhang | Bénhang Bauga | Ganhdg Quy dinky Chinh sach Cong dong Trggup | 50c0 website Top tim kiém L trif

PaaceSaft Nat By vl NgarLuang, i dirna, i Adnat. WM

@ 2005-2008 ChobidaTws, mde akn phi Ua PeacaSole Selution
Slay phip =6 e3GP-BC (BG WHTT) wi FZ1GP-BRCYT (Bf BOYT em Tht mhit bing FireFos @ mdn hinh 10248762
Trw st chimh Hi Bigaz Thng 1, tés nhi 1 FT10, kb 88 thi mdi Trung Hias - Mhin Chink, quin C5u Sy, TeliFan: 04-8251-2404
YPOD tad TP.HOM: 438 Trdn Khic Chin: phedsg 15, guln Phi Heubn: Tel/Fax: 08-6292-0945
ChaBEnTL WM - 53 giao dich mua bén, d5.: gia tich hp tharkh todn trt fuySn hing dau Vgt Ham, O~ ah'
Espmh R e

Céc thong tin vé gidy phép, dia chi ctia cong ty chodiéntlr va cac to chirc, cong ty lién

két vé6i chodiéntu.

3.1.3 Giao dich:
Hb tro khach hang

Néu khach hang c6 bat ky thic méc hay gip phai sy s6 khi giao dich tai ChoDiénTr, s&
lién hé truc tiép voi bd phan hd tro truc tuyén ciia chodiéntir theo cac cach thie dudi

day:

« Hotline: 1900 585 888

e Dién thoai: (HN) 04.6251 2484 hodc (Tp.HCM) 08.6292 0945
o Email: support@chodientu.vn

e Y!M & Skype: chodientu_vn
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Giao dich an toan

An toan khi mua ban tryc tuyén 12 mot trong nhitng méi quan tdm hang dau ciia ngudi
dung. Vi vy, chodiéntr cam két khong ngimg nd luc xay dung mot moi trudng giao

dich that sy an toan, tién ich va binh dang do1 véi moi thanh vién.

Hau hét cac giao dich tai ChobiénTu déu thanh cong tbt dep. Tuy nhién, van cé nhiéu
ri ro tiém an va dé dam bao quyén loi cua minh khi giao dich tai ChoDiénTur, khach

hang can tuan thi cac huéng dan giao dich an toan cua chodiéntir.

A. Giao dich qua NganLwong.vn

NganLuong.vn 1 cong thanh todn mic dinh dugc 4p dung d6i véi cac giao dich thong
qua ChobiénTu. La nguoi Mua, ban dugc bao v€ hoan toan véi Chinh sach “Béo hiém
nguwdi mua”. Pay 1a chuong trinh bdi hoan lai toan bd s tién (100% sb tién) ma ban

da thanh toan cho ngudi Ban théa man céc dicu kién sau:

1. Chon ché d¢ thanh toan v6i phuong thirc “Thanh toan tam gitt”

2. Nguoi mua khong nhan duoc san pham hodc san pham khong dung nhu md ta c6
bién ban md hang va xac nhan ctua buu dién hoac don vi chuyén phat.

3. Tai khoan NganLuong.vn cua ngudi Mua phai da duoc NganLuogng.vn chiing

thue.
B. Giao dich truc tiép

Giao dich tryc tiép véi ngudi Béan 1a phuong thirc giao dich nhanh chéng va tién loi
nhung 4n chtra nhiéu rui ro vé gian 14n, lira dao xuét phat tir ca ngudi mua 13n ngudi
ban. Trong trudng hop khich hang gip phai sy cd hay thiét hai khi giao dich véi déi
tac, khach hang phai nhanh chéng lién lac véi doi ngii hd trg ctia chodiéntir dé nhan

dugc sy tro gitp can thiét.
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bé c6 thé giam thiéu céc su cb tiém an khi giao dich truc ti€p, chodiéntir khuyén céo:

1. Doi voi ngwoi mua:

Pam bao ngudi mua di tim hiéu k¥ théng tin nguoi ban. Hiy xem xét diém uy
tin, tham khao céc ddnh gia ma nhiing ngudi mua trudec do da danh gid nguoi
ban nay. Ngoai ra, nhiitng danh hiéu nguoi ban nay da dat truéc dd6 (nhu nguoi
ban Danh tin, ngudi ban tiéu biéu cua thang..) cling thé hién muc do uy tin cta
nguoi ban.

Trude khi dit 1énh mua hodc dau gia, khach hang can can trong va tham thao k¥
cac diéu khoan ban hang, tinh trang san pham, diéu khoan thanh toan va vén
chuyén do ngudi ban dua ra. Néu can thiét hiy dat cau hoi hodc lién lac truc tiép
v6i ngudi ban dé co thong tin day di va tin cay hon.

Hay can trong néu ngudi mua nhan dugc yéu cau tir ngudi ban yéu cau nguoi
mua chuyén tién trude, trude khi nguoi ban chuyén hang, dic biét khi nguoi mua
va nguoi ban nay ¢ 2 dia phuong cach xa nhau.

Khong nén giao dich v6i nhitng ngudi ban chua c6 hodc ¢ phan traim diém uy
tin thap ngoai trir 46 12 Ngudi ban da duoc chiing nhan Pam bao tir ChoDiénTu
hodc ngudi mua da giao dich nhiéu 1an voi nguoi ban nay trude do.

Chi nén giao dich truc tiép khi ngudi mua va nguoi ban co thé gip nhau truc

tiép, xem k¥ mon hang giao dich trudc khi thanh toan tién mua hang.

2. Déi véi ngwoi bin:

Hiéu 1d ngudi mua: diém uy tin, tiéu st giao dich, cac hoat dong cong dong
tham gia da va dang tham gia tai ChoDiénTu. Cac thong tin nay s€ giup nguoi
ban xac dinh dugc mirc d9 tin cay khi giao dich vdi thanh vién nay.

St dyung hinh thirc Chuyén phat nhanh c6 khai gia (san pham duoc don vi
chuyén phat nhanh xac nhan) nhdm tranh truong hop ngudi mua da nhan hang

nhung pht nhan san pham d6 khong diing san pham ma ngudi ban da chuyén di.
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e Hay mo ta chi tiét va chinh xac cac dic tinh, hién trang thuc té cla san phém
cung nhimg diéu khoan vé thanh todn, van chuyén, hoan tra hang kém theo. Pay
1a nén tang gitip ngudi ban giam thiéu moi sy ¢ tiém tang khi giao dich véi
ngudi mua dong thoi ciing 13 co s& quan trong giup ngudi ban khic phuc sy ¢b

khi bi nguo1 mua gian lan.

3.2 Hoat dong website ebay ( http://ebay.chodientu.vn)

3.2.1 Gidi thi¢u tap doan ebay:

Tap doan eBay la mot cong ty cia Hoa Ky, quan ly website: eBay.com , mot website
dau gia tryc tuyén, noi ma moi ngudi khap noi trén thé gidi co thé mua hoic ban hang
hoa va dich vu. Ngoai tru s¢ tai My, eBay con c6 chi nhanh tai mét ) quéc gia khac.

Tap doan eBay ciing so hiru hai thuong hiéu ndi tiéng khac 1a Paypal 1a Skype.

Loi nhuin Ngudn thu cia eBay dén tir nhiéu phia. Dau tién 1a phi dang tai dau gia thu
clia ngudi ban du san pham c6 ban dugc hay khong. Sau d6, eBay thu phi khi san pham
dugc giao dich thanh cong, cong thém mat s6 loai phi phu khac. Thém vao d6, eBay thu
loi tor hé théng tra tién Paypal mdi khi c6 mot thanh toan duoc thong qua bdi dich vu

nay.

Chién lugc thuong mai ciia eBay 1a mo rong giao dich qudc té trong hé théng ctia minh.
Hién nay eBay di mo rong dén hau hét cac nude Bac My, Tay Au, Uc va mét s6 nudc

chau A nhu Trung Qudc va An Dé.

Hang triéu cac dung cu, thiét bi, may tinh, do g5, va hang tri¢u mat hang khac dugc dua
1én, mua va ban mdi ngay. Mot s6 mat hang rat hiém va c6 gia tri, tuy nhién ciing c6 rat
nhidu mat hang ma chung ta khong thé tudong tuong ndi, mot cai ring gia chang han,
cling duoc hang ngan dan cu trén mang tra gia rat séi noi. Piéu d6 ching t6 eBay la
mot cai cho rat 1on, noi ma ta thiy moi ngudi ¢ gang ban bat cir thir gi. Cong bang ma

noi, eBay da Iam mdt cudc cach mang vé chg mua ban, tdp trung ngudi mua va nguoi
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ban trén toan cau lai voi nhau, thanh mét cai cho khong 16, noi buén ban va dau gia

khong bao gid két thuc.

Céc van dé gay tranh cii bat dau xudt hién va lan rong trén eBay khi sb mit hang dugc
rao ban ngdy cang nhiéu. Vao cudi nim 1999, mot nguoi dan ong ding tin ban dau gia
1 qua than cua minh trén eBay mong tim dugc mdt khach hang tir thi trudng nudc ngoai
do hanh vi nay 14 bat hop phap tai M. Vao nam 2004, eBay phat hién c6 nhig miu
tin nghiém tic rao bao cac cd gai Viét dén Dai Loan. Piéu nay lam bung 1én tranh ci
vé tinh hop phap cua cac thuong vu du gia trén eBay. Thong thuong, eBay chi bo di
cac d4u gia vi pham céc diéu khoan str dung sau khi nghe dugc t6 cdo hay phan nan tir
mot phia thir 3, con ban than cong ty khong co nhiéu bién phéap cu thé dé kiém soat tat
ca thuong vu trén hé théng cua minh. Log1 dung so ho nay, rat nhiéu bon xau da su dung
eBay dé kinh doanh hang nhéi, hang gia, hodc lira ddo nguoi mua 1an ngudi ban. Rét
kho khin dé phat hién va ngin chin bon ching vi da sé déu xuat phat tir nhitng nude co

hé théng an ninh thwong mai dién tir kém phat trién.

3.2.2 Ebay lién két véi chodigntiv:
M4t nim sau ngay ra mat rim ré thi truong trong nwéc, eBay.vn vin khong giai

quyét dwge cong cu thanh toan hop 1y cho ngudi Viét

Thuong vu gitta eBay.vn vé1 ChobiénTu.vn ching té thuong mai dién tir & Viét Nam
¢6 nhiéu tiém nang. Tuy nhién, n6 ciing phan nao khang dinh su “bat lyc” cia “gia

lang” eBay véi cac thuong nhan mang ban xu.
PayPal vin lic diu

- Con s6 18 triéu nguoi s dung Internet tai Viét Nam, chiém 21% téng dan s dang
khién cho nhirng don vi kinh doanh trén mang danh gi rat cao tiém ning cua thi truong
tryc tuyén ndy. Lién tuc cac “6ng 1on”, tir eBay, Yahoo! dén méi diy nhét 1a

Friendster... hoach dinh Viét Nam 1a dia ban chién lugc.
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Mot nam trudce, sy hién di€n cua eBay tai Viét Nam thong qua viéc ra mat eBay.vn da
khién ngudi tham gia ngd rang thuong nhan mang Internet & Viét Nam s& dugc huong
loi tir san thwong mai truc tuyén toan cau nay. VAy ma, ngoai viéc binh ding trong tu
do tham khao, d4u gia va mua hon 115 triéu hang héa trung bay tai bat ctr thoi diém
nao trén eBay, kha ning ban hang ra nuéc ngoai cta ngudi Viét vo cung han ché.
PayPal, cong cu thanh toan trén eBay, chi chdp nhan thanh toan chiéu di tai Viét Nam.
Diéu nay dong nghia véi viée ngudi Viét co thé tra tién cho ngudi ban & cac nudc
nhung khach hang cua ho, du c6 tra tién diy du, ho ciing khong thé nhan lai tién tir

PayPal tai Viét Nam.

Thi trudng toan cau eBay ciing chua chip nhan cac giao dich mang tinh ban dia, dién ra
gilta nhiing nguoi thudc cac dia phuong khic nhau trong pham vi ca nudce. Ngoai gioi
han nay, phuong tién giao tiép Skype ma eBay st dung ciing chua pho bién tai Viét
Nam so v6i Yahoo! Messenger. Day ciing 1a rao can khién cho viéc ngudi Viét tham
gia thi treong eBay han hep hon. Nhan dinh vé thuong mai dién tu tai nudc ta, 6ng Dan
Neary, Pho Chu tich Tép doan eBay, thtra nhan: “Qua that, chung t61 chua giap duogc
ngudi Viét giao dich voi nhau”. Ong cling khang dinh, st vu cua eBay.vn chi 1a canh
cong, tao diéu kién cho ngudi Viét tiép can hang hoa va mua hang véi gia thip chu

chua thyc sy 1a san giao dich tryc tuyén”.
Khép lai “ctra ngd”

- Ngay 17-6, eBay chinh thirc thiét 1ap quan hé ddi tac véi ChoPiénTir.vn. Theo thoa
thuan nay, ChoDiénTir.vn s& chuyén ddi thanh website dong thuong hiéu, giit nguyén
dia chi www.chodientu.vn. Trang web nay c6 két nap thém thuong hiéu cua eBay va
dugc ting cuong cac chirc nang cho phép cac ¢4 nhin va doanh nghiép trén toan qudc
thuc hién cac giao dich thuong mai trong ciing nhu ngoai nuéc thong qua viée két ndi
v6i cac website toan cau cua eBay. Cac chuyén gia eBay chi 1am nhiém vu tu van. Vé
s6 phan cta “canh cong” eBay.vn, 6ng Nguyén Hoa Binh, Téng Giam ddc PeaceSoft,

don vi chu quan ciia ChoPiénTir.vn tiét 16: “Cham nhat 1a 3 thang nita, cong thuong
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mai xuyén bién gi6i, thanh lap trong su hop tac giita ching t6i s& thay thé cho eBay.vn

hién nay”. Nhu viy sau mot ndm hoat dong, eBay.vn s€ cham dit sit mang ciia minh.

Theo cam két cta hai don vi nay, khi website déng thuong hiéu ra mit, Viét Nam duge
xem la thi truong thir 40 danh d4u sy c6 mit va van hanh chinh thtc cua eBay. Vay ma,
“van dé thanh toan chua nim trong thoa thuan. Ching t6i s& xay dung nhung thoi gian

thi chwa thé xac dinh”- 6ng Dan Neary cho biét.

Phia déi tac cua eBay, ChobiénTtr.vn, trung tAm mua sam truc tuyén noi1 dia dugc danh
gia 13 co luong truy cép cling nhu hang héa cao nhat nhi hién nay, dén thoi diém nay
van chua thu phi cac giao dich ciia thanh vién. Pay 1a diéu khién ngudi tham gia thuong
mai dién tir trong nudc kha hai 1ong. Tuy nhién, cai bat tay ndy cua eBay va
ChobiénTur.vn, mau chdt 1a viéc chia sé quyén loi, lai dat ra van dé phi giao dich, von
di di duoc ap dung trén eBay kha 1au. Ong Nguyén Hoa Binh khing dinh: “Thoi gian
t6i, chiing t6i s& thu phi mdi thuong vu thanh céng”. Du rang, theo 6ng Binh, khoan phi
giao dich nay sé& tuwong d6i nho nhung van khién nhiing nguoi dang tham gia giao dich

dién tr khong khoi ban khodan.

“Ong 16n” nhiéu kinh nghiém eBay manh dan bat tay “chang trai tré” ChoPiénTir.vn
hiéu thi truong ban xu. Su hop tic nay c6 thé thuc day thuong mai dién tir va mang lai
loi ich cho thuwong nhan Viét Nam hay khong? Cau tra 101 ¢ phia trudc. Khi ma cd hai
xdy dung dugc cong cu thanh toan thong nhat, chir khong phai trat vudt, mot chiéu hay

cac thanh vién tham gia mua ban trén mang phai “ty Xt véi nhau nhu bay gio.

3.2.3 Quy trinh mua hang va thanh toan nhw thé niao?
Ban mudn mua hang qua ChoDiénTir-eBay, trude hét ban phai ding ky thanh vién cua
ChobiénTu. Tai day, trong qua trinh dang ky, ban phai cung cap mot sd thong tin ca

nhan chinh xac nhu dia chi, dién thoai....
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Ban mudn mua hang qua ChoDiénTir-eBay, trude hét ban phai ding ky thanh vién cia
ChoPiénTur. Tai dy, trong qua trinh ding ky, ban phai cung cdp mot sd thong tin ca
nhan chinh x4c nhu dia chi, dién thoai.... d¢ dam bao ching t6i giao hang dwgc cho ban.
Néu cung cip thong tin sai, chiing toi s& khong co trach nhiém giao hang cho nguoi
mua c6 thong tin sai 1éch d6. Sau khi hoan tit viéc ding ky va trd thanh thanh vién cia
ChobiénTu, ban c6 thé thuc hién cac bude tiép theo nhu sau:

Tim hang: Ban c6 thé thuc hién viéc tim kiém nhitng mén hang ma ban muén mua
bang hai cach:

+ Dung cong cu tim kiém (search san pham)

+ Hodc duyét san pham qua danh myc

Néu ung ¥ san phim nao, ban Click vao dé xem thong tin vé san pham d6, dong thoi
biét duoc gia san pham ma ban phai tra khi nhap hang dén Viét nam (bao gém céc loai
thué cong véi phi tra cho ching toi).

Tra tién: Sau khi ban da quyét dinh mua, ban Click vao ntit "Mua hang", xem ndi dung
hoa don.

Luu y: Hoa don nay co gia tri trong 24 gio, chung toi khong co trach nhiém luu hoa
don néu quad 24 gio, do vy néu khéng thanh todn trong thoi han dé, ban sé khéng mua
dwoc hang do ngueoi khdc dia mua hodc san pham da hét han.

Trén héa don, s& cho phép ban thanh toan bang cach:

+ Thanh toan qua NganLuong.vn, tai khoan NganLuong bat budc ban phai co s6 du
trong tai khoan 16m hon gia tri hoa don ban mua hang;

Ghi chi: Pé mua hang trén ChoDiénTir-eBay, chiing t6i khuyén ban cé tai khodn
NgdnLwong va cé sé dw trong do, cu thé ban xem Nganluong.vn

Nhan hang: Sau khi di thanh toan, cac khau con lai nhu mua hang, thanh toan qudc té,
chuyén hang dén tay ngudi mua 13 trach nhiém cua chung t6i. Ban chi cAn ngdi & nha

va cho doi trong mot khoang thoi gian hop 1y.
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KET LUAN

Qua qua trinh thyc lam tot nghié¢p tai truong Pai hoc cong nghé - Pai hoc quéc
gia Ha Noi, em da tim hiéu dugc nhitng co s 1y thuyét phuc vu cho dé tai. Trong thoi
gian 1am tét nghiép tai truong Pai hoc cong nghé em di duoc trang bi thém nhiéu kién
thirc bd ich bd sung cho nhitng kién thire tiép thu duoc trong nha trudng ma em di duoc
trang bi.

Bao cao cuia em da dua ra duoc:

- Cac van dé vé bao mat thong tin trong thuong mai dién tir

- Tim hiéu mdt s6 website cua mdt s6 cong ty thuong mai dién tir.

Em xin chan thanh cam on thay gido TS. Lé Phi D6 ciing cac ban hoc di bao ban

gitp do tan tinh em trong thoi gian thuc tap nay.

Ha Noi, thang 6 nam 2009.
SINH VIEN.

Pham Minh Huyén.
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CAC TAI LIEU THAM KHAO

[1] Gido trinh thuong mai dién tir - thay Tran Ngoc Thai ( Giang vién trudng Dai hoc
dan lap Hai Phong ).

[2] Trang web http://chodientu.vn

[3] Trang web http://ebay.chodientu.vn

[4] Kién thirc thuong mai dién tr ctia Ts.Nguyén Dang Hau trén

http://www.slideshare.net/tdtrung/kin-thc-thng-mi-in-t-1321516
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