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Loi noi dau

Ngay nay, cung v6i su phat trién manh mé& cia nganh khoa hoc cong nghé
thong tin, internet da tré thanh mot nhu cdu, phuong tién khong thé thiéu dbi véi moi
ngudi, nhu cau trao d6i thong tin qua mang ngay cang 16n. Va véi luong thong tin 16n
nhu vay dugc truyén qua mang thi nguy co dit liéu bi truy cap trai phép ciing ting 1én
vi vay van d& bao dam an toan va bao mat thong tin cho dir liéu truyén trén mang 13 rit
can thiét. Nhiéu k¥ thuat di dugc nghién ciru nhim giai quyét van dé nay. Mot trong
nhimg k¥ thudt quan trong nhat 1a mi héa thong tin. Tuy nhién mot thong diép bi
ma héa dé gy ra su chi y va mot khi cic thong tin ma hoa bi phat hién thi cac tin tic
s& tim moi cach dé giai ma.

Mot cong nghé moi phan nao giai quyét dugc nhiing khé khan trén 1a
gidu thong tin trong cac ngudn da phuong tién nhu cac ngudén am thanh, hinh anh ...
Xét theo khia canh tong quat thi gidu thong tin cling 1a mot dang mat md nham
dam bao tinh an toan cua thong tin, nhung phuong phap nay vu diém & cho 1a giam
dugc kha nang phat hién ra sy ton tai ctia thong tin trong cac ngudn mang.

Gidu thong tin 13 mot k¥ thuat con tuong ddi méi va dang phat trién rat nhanh,
thu hut duogc ca sy quan tAm ctia gigi khoa hoc va gidi cong nghiép va cling con nhiéu
thach thic. Ngi dung ciia bdo cdo nay chii yéu nghién citu vé kj thudt gidu tin

noi chung va giau tin trong van ban noi riéng



CHUONG1 TONG QUAN VE KY THUAT GIAU TIN

1.1 Gié6i thiéu chung vé gidu tin .
1.1.1 Vai nét vé lich sir gidu tin

Tir Steganography bét ngudn tir Hi Lap va duoc sir dung cho téi ngdy nay, nd
c6 nghia 13 tai liéu dugc phu (covered writing). C6 nhiéu cdu chuyén lich sit xoay
quanh k¥ thuat gidu tin duoc luu truyén. Co 1& nhitng ghi chép sém nhat vé k¥ thuat
gidu tin thudc vé sir gia Hy Lap Herodotus. Khi bao chia Hi Lap Histiacus bi vua
Darius bit giit & Susa vao thé ky thit nim trudc Cong Nguyén, 6ng ta da giri mot thong
béo bi mat cho con ré cua minh 1a Aristagoras ¢ Miletus. Histiaeus da cao troc dau cua
mot nd 16 tin cdy va xdm mot thong bao trén da dau cua ngudi nd 18 dy. Khi toc cia
ngudi nd 1¢ du dai ngudi nod 1€ dugce guri td1 Miletus.

Mot cau chuyén khac vé thoi Hi Lap co dai cling do Herodotus ghi lai.
Demeratus, mot nguoi Hi Lap, can thong bdo cho Sparta rﬁng Xerxes dinh xam chiém
Hi Lap. Dé tranh bi phat hién, anh ta dd boc 16p sap ra khoi cac vién thube va khac
thong bao 1én bé mit cac vién thude nay, sau dé boc lai vién thude béng mot 16p sép
moi.

Y tuong vé che gidu thong tin dd co tir hang nghan nam vé trude nhung ky
thuat nay duoc dung chi yéu trong quan ddi va trong cac co quan tinh bao. Ngay nay,
k¥ thuat gidu tin duoc nghién ctru dé phuc vu cac muc dich nhu bao vé ban quyén, hay
giéu tin mat vé quan sy va kinh té.

1.1.2 Khai niém gidu tin

- Gi4u tin 13 k¥ thuat nhiing mét leong thong tin sé nao dé vao trong mot dbi

tugng dir liéu sb khac.

- Trong qué trinh giu tin dé ting bao mat, c6 thé phai dung khoa viét mat. D6
1a loai gidu tin c6 xir ly. Néu khong dung khoa viét mat dé Gidu tin, tirc 14 chi dau tin

don thuan vao mdi trudng phu. D6 13 loai Gidu tin don thuan.



- Yéu cau co ban cua gidu tin 13 dam bao tinh chit 4n cua thong tin dugc gidu
dong thoi khong anh huong dén chat luong cua dir lidu gdc.

- Su phat trién ciia cong nghé thong tin di tao ra nhirng moi trudng gidu tin
m&i rat tién loi va phong pht nhu vin ban, hinh 4nh, 4m thanh,cac phan mém tién ich
hay ciing c¢6 thé gidu tin ngay trong cac khoang tréng, phan ving an cia dia ctng, dia
mém.

Céac phuong phap gidu tin dugc tién hanh theo nhiéu cach khac nhau tiy vao
muc dich va moi trudng giau tin. Mdi k¥ thuat gidu tin gom :

- Thuat toan gidu tin

- B0 giai ma thong tin

Thuét toan gidu tin duoc ding dé gidu thong tin vao mot phuong tién mang

béng cach str dung mot khéa bi mat duge dung chung boi nguoi ma va nguoi

gial ma.
] Thong tin Thong tin
Khoa gidu gidu
Nhung Phan B¢ giai
Phuong tién thong tin phoi ma
mang i Vao trén
phuong mang ﬂ
tién chira Khoa

Lwoc d6 chung cho gidu tin

Hinh vé trén biéu dién qué trinh gidu tin co ban. Phuong tién chira bao gdm
cac ddi tuong dugc dung lam moi trudng dé giéu tin nhu text, audio, video,
anh,...théng tin gidu 1a muc dich ctua nguoi st dung. Thong tin gidu 1a mot luong
thong tin mang mét y nghia nao do nhu anh, logo, doan van ban ...tuy thudc vao muc
dich cua nguoi sir dung. Thong tin s& dugc gidu vao trong phuong tién chira thong qua
chuong trinh. Sau khi giau tin ta thu duoc phuong tién chira ban tin da gidu va phan
phdi trén mang. Sau khi nhan dugc dbi tuong phuong tién co gidu tin, qua trinh giai
ma dugc thuc hién thong qua chuong trinh gidi ma tuong tmg véi chuong trinh ma hoa
cung véi khoa cua qué trinh ma hoa. Két qua thu duge gdbm phuong tién chira gbc va



thong tin d3 gidu. Budc tiép theo thong tin gidu s& dugce xtr 1y kiém dinh so sanh véi
thong tin giau ban dau.

Tom lai, giéu thong tin 1a nghé¢ thuat va khoa hoc cua truyén thong, muc dich
ctia Steganography 1a che gidu nhitng thong bao bén trong nhitng thong bao khic ma
khéng 1am anh huong dang ké dén thong bao ndy, va bang mot cach thirc nao dé sao
cho nguoi khong c6 tham quyén khong thé phét hién hodc khong thé phé hity ching.

1.1.3 Mt s6 tinh chét gidu tin
Mot ky thuat giéu tin dugc danh gia dua trén moét s6 dic diém sau :
- Tinh v6 hinh cua thong tin duoc gidu
- Dung lugng gidu
- Tinh bén viing

Tinh v hinh : thé hién muc d6 bién d6i moi trudng gidu tin. Mot phuong
phap t6t s& lam cho thong tin mat tré nén vo hinh trén maoi truong gidu tin, ngudi ding
khong thé phat hién trong d6 c6 an chita thong tin. Tuy nhién khong phai lac nao
nguoi ta cling ¢ gang dé dat dugc tinh vo hinh cao nhat. Vi du trong bao vé ban
quyén.

Dung lwong gidu : dung luong gidu dugc tinh bang ty 18 cia luong tin gidu so
v6i kich thude méi trudng gidu. Vi tin mat duoc giri ciing voi moi truong gidu mang
qua mang nén day ciing 13 mot chi tiéu quan trong. Cac phuong phap déu cb 1am sao
gidu duogc nhiéu tin trong khi van gitt duoc bi mat. Tuy nhién trong thuc té nguoi ta
ludn phai can nhic giita dung luong va cac chi tiéu khac nhu tinh vo hinh, tinh bén
virng.

Tinh bén vitng : Sau khi gidu tin vao mdi trudng gidu, ban than chinh nhiing
moi truong gidu d6 6 thé phai trai qua cac khau bién d6i khac nhau. Tinh bén vimng 1a
thude do sy nguyén ven ciia thong tin mat sau nhitng bién doi.

1.2 Phén loai cac k§ thuat gidu tin.
Muc dich cua viéc giéu tin 1a dam bdo an toan va bao mat thong tin. Co6 2

khia canh can dugc quan tam d6 la:
+ Bao mat cho dir liéu dugc dem giéu .
+ Bao mat cho chinh ddi tuong dugc dem giéu thong tin .

Hai khia canh khac nhau nay din dén 2 khuynh huéng k¥ thuat chu yéu cua

gidu tin : steganography va watermarking.



Infomation
hiding
Giau thong tin

Watermarking
Steganograph > Az
Giu tin r%étp ’ Thuy van ST
| |
Robust Fragile
Copyright marking Watermarking
Thuy van bén virng Thuy van “dé v&”
|
| |
Imperceptible Visible
Watermarking Watermarking
Thuy van an Thuy van hién

1.2.1 Gi4u tin mat
( Steganography ) quan tdm t6i viéc gidu céc tin sao cho thong tin gidu dugc
cang nhiéu cang t6t va quan trong 1a nguoi khac kho phat hién duge mot d6i twong co

bi giu tin bén trong hay khong bang k¥ thuat thong thudng.
1.2.2 Thiy vén s6

( Watermaking ) danh gidu vao ddi tugng nham khang dinh ban quyén sé hitu
hay phat hién xuyén tac thong tin. Thuy van sé duoc phan thanh 2 loai thuy van bén
vitng va thuy van dé v&.

- Thuy vdn bén viing: thudng duogc tmg dung trong cac tng dung bao vé  ban
quyén. Thuy van dugc nhing trong san pham nhu mdt hinh thic dan tem ban quyén.
Trong trudng hop ndy, thuy van phai ton tai bén viing cing v6i san pham nhim chng
viéc tay xo4, lam gia hay bién d6i pha huy thuy van.

+ Thuy vdn dn: cling giong nhu giau tin, bang mat thudng khong thé nhin thay

thuy van.



+ Thuy vdn hién: 1a loai thuy van duoc hién ngay trén san phidm va ngudi
dung c6 thé nhin thay duoc.

- Thity vdn dé vé: 1a k¥ thuat nhing thuy van vao trong anh sao cho khi phan
bd san pham trong méi trudng mé néu c6 bat ¢t mot phép bién doi nao 1lam thay doi
d6i tuong san pham goc thi thuy van da duoc gidu trong dbi tugng sé& khong con

nguyén ven nhu trude khi dau nita (dé va).

So sanh gitra steganography va watermarking

Steganography Watermaking
- Che gidu sy hién hitu cuia -Thém vao théng tin
Muyc dich [thong diép ban quyén
- Thong tin che gidu doc 1ap véi -Che giau thong tin gan voi
vO boc dbi tuong vo boc
Yéu ciu Khoéng phat hién dugc thong Tiéu chuan bén viing

diép bi che gidu

Dung lugng tin dugc dau

Tén cong Phat hién ra thong diép bi mat bi Watermaking bi pha v&
thanh céng [che gidu

1.3 Mot s6 ing dung.

- Lién lgc bi mdt - trong nhiéu truong hop sir dung mat mi co6 thé giy ra sy chi y
ngoai mong mudn. Ngoai ra viéc sir dung cong nghé ma héa co thé bi han ché hoic
cam str dung. Nguoc lai viée gidu tin trong moi truong nao do6 roi gii di trén mang it
gay su cht y. C6 thé dung n6 dé giri di mot bi mat thwong mai, mot ban vé hodc cac
thong tin nhay cam khac.

- Bdo vé ban quyén : mot biéu twong bi mat duoc nhung vao trong anh dé xac nhan
quyén so hitu. Biéu tugng thuy an (Watermark) c6 thé c¢é cau triic phuc tap duoc dinh
1én anh khi ban hodc phan phdi, thém vio dé co thé gan mot nhin thoi gian ( time
stamp) dé chong gia mao. Mot Watermark ciing dugc dung dé phat hién xem cac anh
c6 bi stra doi hay khong? Viéc phat hién cac Watermark dugc thuc hién boi phép



thong ké, so sanh do twong quan bang cach do dac xac dinh chit lugng cia Watermark
trong anh phu.

- Gan nhan : tiéu dé, chu giai va nhén thoi gian cling nhu cac minh hoa khac ¢ thé
dugc nhing vao anh, vi du dinh tén nguoi 1én danh cua ho hodc dinh tén vung dia
phuong 1én bang d6. Khi d6 néu sao chép anh thi cling s& sao chép ca cac dir liéu
nhlng trong né. Va chi khi c6 chu s¢ hitu cua tic pham, ngudi co6 duoc khoa mat
(Stego-Key) méi co thé tach ra va xem céac chu giai ndy. Trong mét co so dit liéu anh,
ngudi ta cé thé nhung cac tir khoa dé cac dong co tim kiém c6 thé tim nhanh mét bt
anh. Néu anh 12 mot khung anh cho cd mot doan phim, ngudi ta c6 thé gan ca thoi
diém dién ra su kién (timing) dé dong bo hinh anh véi Am thanh. Nguoi ta ciling c6 thé
gan s6 1an anh duoc xem dé tinh tién thanh toan theo so lan xem.



CHUONG 2 VAN BAN VA GIAU TIN TRONG VAN BAN

Trude kia dé an toan thong tin truyén di nguoi ta chi ma hoa thong tin diéu nay
1a kha an toan tuy nhién d& bj bon tin tic nghi ngd, nhung gio diy dé an toan hon
nguoi ta két hop viéc ma hoa thong tin roi sau d6 gidu tin vao trong anh viée gidu tin
vao trong anh nham muc dich 12 khong nhin thay dbi voi nhitng ké khong 1a nguoi
nhan hop phap.

Ban hiy tuéng tuong xem trong cac ky thi tot nghiép, ky thi dai hoc ctia qudc
gia dé giri dé thi vé cho cac don vi bang duong buu dién thi nhanh ciing phai mat 24
gid nhung néu dé thi bi 16 thi s& anh hudng t6i thoi gian thi cia don vi bi 16 dé do6 va
s& gdy ra rat nhiéu tén kém vAy tai sao ta khong giri qua Internet diéu nay vira nhanh
lai vira an toan.
Pé c6 thé 1am dugc nhu trén thi ching ta can phai hiéu ré vé cdc loai vin bdn va
bang ma dwoc sir dung trong van ban d6 dé c6 thé thuc hién giau tin trong do.

2.1 Cac loai bang ma tiéng Viét
2.1.1 Bang ma TCVN3

Trude hét ta tim hiéu cac khai niém vé diém ma, don vi ma, bang ma.

- Vé ban chat, may tinh chi 1am viéc véi cac con so, do d6 dé bicu dién cac
ky tu trén may tinh can phai c6 mot quy udc nhat quan gitta cac ky tu can biéu dién va
cdc con sO tuong ng ma may tinh xir 1y. Quy udc nay duoc thé hién qua cac budc:

+ Chon tap cac ky tu can ma hoa.

+ Gan cho mdi ky tu can ma hoa mot gia tri nguyén khong am, goi 1a
diém ma.

+ Chuyén cac diém ma thanh ddy cac don vi ma dé phuc vu cho viéc
luu trit va mi hoa. Cac diém ma khong nhat thiét phai co cung s6 don vi ma.

- Tap hop nhitng di€ém ma ctia mot tap cac ky tu duoc goi la bang ma. Nhu
vay khi n6i vé mot bang ma, chung ta quan tdm dén hai diéu s6 lugng cac ky tu duoc

ma hoda, va cach ma hoa chung thanh cac don vi ma.
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VD : bang md ASCIL, tip ky tu cAn méd hoa c6 128 ky tu. Cac diém mai co
gia tri ndm trong khoang tir 0-127. M&i diém mi dugc méi héa bang ding mot don vi
ma 8 bit

- TCVN 14 bang mi dung 16 bit dé biéu dién cic diém ma, c6 gia tri nim
trong khoang tir 0000 dén FFEF, biéu dién cac tap ky tu co ban va tap ky tu mé rong
bao gém cac nhom chir cai, du thanh, ddu nguyén am, chit sd, ky hiéu,ddu cau va ky

tu nguyén 4m mang diu thanh.

2.1.2 Bang ma Unicode

- Unicode ra doi nham théng nhat chung cac ky tu cia moi ngodn ngit trong
mot bang mad duy nhat. Phién ban dau tién xudt ban vao nim 1991 boi hiép hoi
Unicode. Cac phién ban médi duoc viét dua trén cac phién ban da co, nho vay dam bao

duogc tinh tuong thich.
- Khi dé cap dén thuat ngit Unicode thi nguoi ta thuong quan tdm hai van dé :
+ Tép ky tu ma Unicode biéu bién: tap ky tu va cach anh xa cac ky tu
bang cac diém ma twong Gng.
+ Céach ma héa cac diém ma thanh cac don vi ma.
- Unicode ding 16 bit dé biéu dién cac diém ma, do d6 nd c6 thé biéu dién
dugce dén 65536 ky tu.

- M cho phép tir 0 dén FFFF. M4 nh6 nhat 0 dung cho NULL.

- Do hau hét cic may tinh hién nay van con ding bé ma ASCII nén ching
khoéng nhan ra cac ma 16n hon 7F. Mit khac hé ASCII von chi xt ly dir li€u theo tung
chudi 8bit, ma Unicode duwoc mi hoéa dudi dang 16bit nhu vay s& gay ra nham 1an khi
xir ly cac ky tu . Vay dé giai quyét van dé thi nguoi ta di sang ché ra cac cach ma hoa.
M&i cach mid héa nhu vay dugc goi la mdt dang bién ddi cua Unicode
(UTF — Unicode Transformation Format ). Thong dung nhét hién nay 1a UTF_16,

UTF-8 dung day cac don vi ma c6 do dai khac nhau dé€ ma hoa cac di€ém ma.
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+ UTF-16 : 1 1 kiéu ma hoa Unicode trong d6 mdi ky tir duoc biéu dién
dudi dang 1 chudi 16bit twong duong véi gia tri cia ma. UTF-16 duoc dung trong cac
hé théng nhu Windows 2000/XP, Java, ...

VD : trong UTF-16 chit “4” duoc méd hoa thanh chudi 16 bit 0001

1110 1010 0111(=1EA7) twong dwong voi md gbc cia “4” trong bang
Unicode.

+ UTF-8 : 1 1 kiéu ma héa khac cho céac ky ty Unicode,trong d6 mdi  ky tur

dugc biéu dién dudi dang 1 hay nhiéu chudi 8bit dé hé ASCII ¢ thé nhan dién,cé thé

ko tuong duong véi mi goe. UTF-8 thuong duoc dung trong cac Gmg dung web

12



Cach ma hoa cua UTF-8

- 128 ky tu dau tién ciia Unicode tir diém ma U+0000 dén U+007F,
dugc ma hoa thanh 1 byte.

- Tir diém ma U+0080 dén U+07FF, duoc ma hoa thanh 2 byte.
- Tur diém m3 U+0800 dén U+FFFF, dugc ma hoa thanh 3 byte.

VD : trong UTF-8 chit “4” dugc mi thanh 3 chudi 8 bit
1110 0001 1011 1010 1010 0111(=E1BAAY)

- Cach hoan chuyén UTF-16 qua UTF-8 va nguoc lai dugc lam theo bang.

Ma UTF-16 UTF-8
0-7F byte 1 byte 2
00000000  OXXXXXXX OXXXXXXX
80-7FF byte 1 byte 2 byte 1 byte 2
00000yyy  YYXXXXXX 110yyyyy L1OXXXXXX
800-FFFF byte 1 byte 2 byte 1 byte 2 byte 3
z77zyyyy YYXXXXXX | 1110zzzz 10yyyyyy 1OXXXXXX

VD : M3 héa ky ty Unicode tiéng Viét “4” (mad = 1EA7) dung UTE-8:
- Viét mi thanh 1 chudi 16 bit (UTF-16): 0001 1110 1010 0111
tuong duong voi 1EAT.

Chia chudi 16 bit thanh 2 byte : byte 1 la: 0001 1110
byte 2 la: 1010 0111.

7FF < 1EA7 < FFFF. Theo bang trén, chuyén ddi cho ky tu “4” s& co
3 chudi 8 bit.

DPbi chiéu véi byte 1 va byte 2 trong cot UTF-16, ta s& co:
zzzz = 0001; yyyyyy = 111010; va xxxxxx = 100111.

Péi chiéu vai byte 1, byte 2, byte 3 trong cot UTF-8, ta s& c¢6 dang
UTF-8:

13



Byte 1 1a: 1110zzzz = 11100001. (=E1)
Byte 2 1a : 10yyyyyy = 10111010. (=BA)
Byte 3 Ia : 10xxxxxx = 10100111. (=A7)

Toéng hop lai, ky ty “4” dd duwoc mi hoéa dudi dang UTF-8 Ia:
E1BAA7

66)‘”
a

Luu y : bay gio ta c6 3 byte cho ky tu , khac véi ky tu gbe 1a 2 byte

Hau hét cac trang web tiéng Viét sir dung cach ma hoéa UTF-8 dé dam bao tinh
tuong thich, tuy nhién mot sd trang web van con gitt cach ma hoa theo chuan cil. Céc
trinh duyét hién nay nhu Mozilla Firefox ¢6 chirc niang tu dong chon cach ma hoa
thich hop néu nhu may tinh da duoc cai dat mot font thich hop.

2.2 Cac loai van ban
2.2.1 Vian ban text

- ASCII (American Standard Code for Information Interchange) 1a bo ma dau
tién lac may tinh dugc phat minh. ASCII quy dinh mdi twong quan gitra cac kiéu bit s6
v6i ky hiéu/ biéu tuong trong ngdn ngir viét, vi vy cho phép cac thiét bi s6 lién lac véi
nhau va xu 1y, luu tri, trao d6i théng tin hudng ky tu.

- ASCII duoc cong bd 1am tiéu chuan 1an dau tién vao nam 1963 bai Hiép hoi
tiéu chuan Hoa Ky.

- ASCII 12 ma 7 bit, trc 12 n6 dung 7bit biéu dién 128 ma , phan 16n 1a cac ky
sé,ky tur tiéng Anh, nhiing ky tu dic bi¢t va thong dung khac nhu céc diu cong, tru,
phﬁn tram ... Mac du don vi dit li€u 1a 8 bit nhung chi ¢6 7 bit dugc dung, bit thir tam
thudong dugce dung bit chin-1¢ dé kiém tra 15i trén cac duong thong tin hodc kiém tra
chirc ning diac hiéu theo thiét bi. Cac may tinh khong dung chin-1¢ thuong thiét lap bit
thr tam 14 zero, nhung mot sb thiét bi nhu may PRIME chay PRIMOS thiét 14p bit thir
tam 1a mot.

- Ma cho phép tir 0 dén 7F

Mai nhé nhat 0 ding cho ky tw NULL,ma 16n nhat 7F dung cho phim DEL

32 ky tu dau tién 1a cac ky tu diéu khién khong in dugc nhu ky tu Enter (ma
13), ky tu ESC (ma 27).
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Céc ma ASCII 32-47, 58-64, 91-96 va 123-127 la cac ky tu dic biét nhu dau

cham, dau phay, dau cach, dau ngoac, dau moc, dau hai, ...

Cac ma ASCII 48-57 14 10 chit sb
Céac ma ASCIIl 65-90 1a céac chir cai hoa tir A dén Z
Céc ma ASCII 97-122 14 céc chit cai thuong tir a dén z

1 ky tu dugc ma hoa thanh 1 byte

Bang ma ASCII
Dec Hx Oct Char Dec Hx @ct Html Chr  |Dec Hx Oct Himl Chr| Dec Hx Oct Himl Chr
0 0 000 NUL (rmull) 32 20 040 «#32; Space| 64 40 100 «#64; [ 96 60 140 &#96;
1 1 001 S0H (start of heading) 33 21 041 &#33; ! 65 41 101 &#65; 4 97 61 141 «#97; 2
2 2 002 3TH (start of text) 34 22 042 &#3d: 7 66 42 102 &«#b6; B 95 62 142 &#98; b
3 3 003 ETx (end of text) 35 23 043 #3557 # 67 43 103 «#67: C 99 53 143 &#99; C
4 4 004 EOT (end of transmission) 36 24 044 #3567 § 65 44 104 «#68; D (100 64 144 &#100; d
5 5 005 ENOQ jengquiry) 37 25 045 370 % 69 45 105 #6597 E |101 65 145 &#101;
& 6 006 ACE [acknowledge) 38 Z6 046 #3587 & 70 45 106 s#70; F (102 66 145 &#102; €
7 7 007 BEL (bell) 39 27 047 &#359; ! 71 47 107 «#71; G |103 67 147 &#103; O
& & 010 ES (backspace) 40 25 050 &40 | 72 45 110 &#72; H |104 68 150 «#104; h
9 9 0ll TAE (horizontal tah) 41 29 051 &#4l: ) 73 49 111 s#73; I (105 69 151 &#105; 1
10 A 012 LF (NL line feed, new line)| 42 24 052 &#42Z; * 74 4 112 «#74; J (106 64 152 &#l06; J
11 B 013 VT (wertical tah) 43 2B 053 &#43; + 75 4B 113 &#75; K |107 6B 153 «#107: k
12 C 014 FF (NP forw feed, new page)| 44 2ZC 054 &#44d; 76 4C 114 s#76; L (108 6C 154 &#108; 1
13 D 015 CR (carriage return) 45 2D 055 e#dh; - 77 4D 115 &#77; M |109 6D 155 &#109; m
14 E 016 30 (shift out) 45 ZE 056 &$467 . 78 4E 116 &#78; N |110 6E 156 &#110; n
15 F 017 3T (shift in) 47 ZF 087 &#Fd7: S T3 4F 117 «#79;: 0 |111 &F 157 &#l11; ©
16 10 020 DLE (data link escape) 45 30 060 &#45: 0 G0 50 120 &#50; P |112 70 le0 &#l1l1z2; D
17 11 021 DCL1 (device control 1) 49 31 06l &$45: 1 81 51 121 «#51; 0 113 71 lel &#113; O
15 12 022 DCZ (device control Z) 80 32 0RZ &#50: 2 G2 52 122 &#582: R |114 72 162 &#l14; ¢
19 13 023 DC3 (device control 3) 51 33 063 &#51; 3 83 53 123 &#53; 5 |115 73 163 &#115; 5
20 14 024 DC4 (device control 4) 52 34 064 &«#52; 4 84 54 124 &#54; T |116 74 lag &#ll6; ©
21 15 025 NAE inegative acknowledge) 83 35 0A5 &#537 0 G5 55 125 &#83; U |117 75 165 &#117; 1
22 16 026 3YN (synchronous idle) 54 36 066 #5476 §6 56 126 #5867 V |118 76 leg &#115; v
23 17 027 ETE (end of trans. block) 85 37 087 &#55; 7 §7 57 127 &#G87; W |119 77 la7 &#119; W
24 18 030 CAN (cancel) 86 35 070 &#50: 8 G5 558 130 «#583: X |120 73 170 &#1lz20; X
25 19 031 EM  jend of medium) 87 39 071 &#57: 9 59 59 131 &#59; V¥ |1z1 79 171 &#121; ¥
26 14 032 SUE [substitute) 83 34 072 &#56; 90 5S4 132 &#90; Z |12Z TA 172 &#liz; 2
27 1B 033 EAC [escape) 89 3B 073 &#59: a9l 5B 133 s#91; [ (123 7B 173 &#123:; |
28 1C 034 F5 (file szeparator) G0 3C 074 &#60; < 9z BC 134 «#92: % |124 7C 174 «#l:z24;
29 1D 035 G5 (group separator) g1 30 075 &#6l; = 93 5D 135 &#93; 1 (125 7D 175 &#125; }
30 1E 036 RS (record separator) 62 3E 076 &#02; = 94 5E 136 &«#24; ~ |12a TE 176 &#lza; -
31 1F 037 U3  (unit separator) 63 3F 077 &#63; 7 a5 5F 137 &#35; _ |127 7F 177 «#127; DEL
Source: www.LookupTables .com
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Bang md ANSI la bang ma ASCII m¢ rong, dung 8 bit dé biéu dién 256 ma.
Ma cho phép tir 0 dén FF. Ma nho nhat 1a 0, dung cho ky tu NULL, ma 1én nhat 1a FF.
ASCII la tap con cua ANSIL.

Bang ma ASCII m¢ rong

122 ¢ 144 E 161 i 177 193 L 209 + 25 B M+
120 145 = 162 & 172 B 14 - o0 ¢ 2% T 42 =
130 ¢ 146 E 163 u 179 | 195 211 L 137 g 243 <
131 i 147 & 164 £ 120 4 9% — 212 L 1 % 244 T
132 4 148 @ 165 181 4 197 4+ 213 129 o 245 ]
133 & 149 & 166 * 122 L . S S« | TR . S
134 3 150 4 167 = 183 199 b 215§ 31 ¢ 247 =
135 ¢ 151 o 168 124 4 200 L 2:MEe + 0 232 0 242 -
136 & 152 169 185 4 M 27 233 @ 249
137 ¢ 153 O 1m0 188 | 02 L g - 234 o 2500
138 & 134 0 171w 187§ 203 + 29 P 235 & 251 o
139 i 156 & 172 % 1gg 4 04 | 220 g 23 w252
140 % 157 % 173 189 4 nms = 221 | 57 253 2
141 i 158 174 « o0 A W06 4L 222 ] 213 = 254 =
142 A 159 g 175 = 191 4 07 L 223 W™ 7300 255
143 A 160 4 176 55 192 L Mmg L 224 5 240 =

B Source: www.lLookupTables.com

2.2.2 Siéu van ban HTML

- Khéi niém HTML (HyperText Markup Language): 1a ngon ngit danh dau
siéu van ban duoc thiét ké ra dé tao nén cac trang web.file HTML 1a 1 van ban chua
cac thé,cac thé nay gitp cac trinh duyét web hiéu duogc cach trinh bay va hién thi 1

trang web .

- Trong file HTML céc phan tir duge danh déu bang cac th¢ HTML. Céc thé
nay dugc bao boi diu < va dau > . Thong thuong cac thé HTML duoc dung theo mot
cap <tén thé> (thé bat ddu) va </tén thé> (thé két thiic), van ban nam giita cip thé nay
1 noi dung cta phan tir. Cac th¢ HTML khong phan biét chir hoa chir thudng.

- C6 thé tao tai litu HTML béng bat ky trinh soan thdo nao Notepad, Worpad,

Prontpage, DreamWeaver, Jereator.
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- Uu va nhuoc diém cua trang web khi viét bang HTML

+ Uu diém : - thiét ké db hoa dep
- Téc do truy cap nhanh vi khong mat thoi gian truy van
CSDL.
- Chi phi dau tu thap vi khong phai xay dung CSDL, chi phi
cho thué chd, chi phi yéu cau hé diéu hanh tuong déi it.
+ Nhuoc diém : - kho khin trong viéc thay doi va cap nhat thong tin
- thdng tin khéng c0 tinh linh hoat, khéng than thién vdi
nguoi dung.
- kh6 thich hop nang cap mé rong.
- Céc trang Web khac nhau, té nhat hay sinh dong, v6 nghia hoac rat can thiét,

thi tat ca déu co cung mdt cau triic co so.
- Cau truc co ban cua 1 trang web

<HTML >
< Head > < Title > tiéu dé cia trang web< / Title >
</head >
< Body >
Ndi dung cua trang web
</ Body >
</HTML >

Céc tap tin HTML ludn bat dau bang thé <HTML>. Thé nay lam nhiém vu
bao cho trinh duyét Web biét rﬁng n6 dang doc mot tai liéu c6 chira cac ma HTML.
Tuong tu, dong cudi trong tai liéu ludn ludn 1a the </HTML>, twong duwong nhu Hét.

Dé xac dinh phan dau, dua thém thé <HEAD> va thé </HEAD> vao ngay
sau the <HTML>. Mic du c6 thé dit mot sd chi tiét bén trong pham vi phén dau nay,
nhung pho bién nhat 1a tén trang. Néu c6 ai d6 xem trang nay trong browser, thi tén

trang s€ xuat hién trong dai tén cua cua so6 browser.

Pé xac dinh tén trang, dat doan van ban tén do gitra cac thé <TITLE> va

</TITLE>.
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Phén than 13 noi nhip vao cic vin ban s& xuit hién trén trang Web 13n cac
thé khac quy dinh dang vé cua trang. Noi dung s€ duoc dat trong cac thé¢ <BODY> va
</BODY> sau phan dau (dudi </HEAD>).

- M{t s6 thé dinh dang
+ dinh dang font chir : chon kiéu chit hién thi

<font cdc thuoc tinh>van ban hoac doan van ban</font>

+Cac thudc tinh :  face =" tén font ”
Size=“n”
Color = mau

+ thé xudng dong : < Br > Thé nay khong c6 thé dong, nd co tac dung
chuyén sang dong méi.

+ thé dinh dang in ky tu : cac thé nay quy dinh thudc tinh in dam,in nghiéng,
gach chan, ... cho ky tu, van ban khi duogc thé hién trén trinh duyét.

thé in chit ddm : < B > chudi van ban </ B >

thé in chit nghiéng <1 > chudi vin ban </1>

thé in chit gach chan < U > chudi vin ban </ U >
thé in chir bi gach ngang < S > chudi vin ban </ S >

+ cén 1€ van ban : mudn cdé mot trang web vdi bo cuc dep thi phai chi y tdi
viéc can le.

< P align="kiéu cin chinh’> doan vin ban < /P>
Kiéu can chinh : left : can 1& trai
Center : can giua trang

Right : cin 1& phai
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Ngoai ra, c6 thé ding < CENTER >doan vin ban</CENTER>
+ thé tao bang
<table cdc thuoc tinh ><Tr><Td>...</Td></Tr></table>
Céc thudc tinh : BgColor =mau
Border=n :d6 day duong vién
BorderColor = mau
< Tr></Tr> tao dong trong bang
<Td></Td > tao 6 trong dong
+ thé chén am thanh
<Embed src = “Tén file &m thanh”
AutoStart=True/False With=n Hieght=m Loop>
+ thé chén hinh anh <Img src="tén file anh™>

src 1a viét tat cia source (ngudn) va tén tap tin 1a tén va duong dan
clia tap tin anh ma ban mudn hién thi (dung dang GIF hoic JPG)

+ thé tao lién két < a href ="URL” > Nhan dinh danh </ a>

URL : dia chi ctia 1 website hodc duong dan cua 1 trang can lién két
dén

href 12 viét tat cua hypertext reference (tham chiéu siéu van ban). Chi
can thay tir dia chi bang dia chi thyc cuia trang Web ma ban muén dung d¢ lién
két
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Thé tao form
<Form cdc thuoc tinh > Céac loai Form </Form>
+ Cac thuoc tinh :
Action =URL cho biét cac thong tin dua vao Form sé& giri di ddu
Method : Post/Get phuong thitc nhan dir li¢u
+ Cac loai Form :
Hop van ban :
Nhan dinh danh <Input type="text” name=tén hop
size =n value = “gia tri ban dau (néu co)”>
Hop Password :
<Input type ="Password” name=tén hop size=n value= “gi4 tri ban dau”>
Hop vén ban 4n :
<Input type = “hidden” name =tén hop size=n value = “gi4 tri ban dau™>
Hop vén ban 16n :
<Textarea name= tén hdp rows=n
cols=m wrap>gia tri ban dau(néu c) </Textarea>
Hop lya chon :

<Input type="radio” name=tén hdp value=gia tri>nhan dinh danh
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Hop kiém :
<Input type="check box” name=tén hop
Value =gia tri checked>nhan dinh danh
Danh sach lua chon :
<Select name=tén hop size=1 multiple>

<Option value=gia tri 1> Nhan dinh danh 1

<Option value=gia tri n> Nhan dinh danh n

</ Select>
Trong do : size=1 :combo box khong c6 multiple

Size >=2 listbox,sd multiple ko cho phép chon nhiéu gié tri cung lic

Hop d¢ trinh :

<Input type “submit” size=n value=gia tri>
Hop nat 1énh :

<Input type="button” size=n value =gia tri>
Hop chon file :

<Input type="file” name =tén hop>
- Mau sic trong thiét ké web

Mau sic c6 thé duoc xac dinh qua thudc tinh bgcolor= hay color= . Sau dau

“ =70 thé 1a gia tri RGB hay tén tiéng Anh cta mau (vdi tén tiéng Anh co 16 mau,
gia tri RGB ¢6 256 mau ).
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Mau sic Gia tri Tén tiéng anh
Do #FF0000 RED
D6 sam #8B0000 DARKRED
Xanh la cay #00FF00 GREEN
Xanh nhat #90EE90 LIGHTGREEN
Xanh nuée bién #0000FF BLUE
Vang #FFFFOO YELLOW
Vang nhat #FFFFEO LIGHTYELLOW
Tring H#FFFFFF WHITE
Pen #000000 BLACK
Xam #808080 GRAY
Nau #A52A2A BROWN
Tim #FFOOFF MAGENTA
Tim nhat #EES2EE VIOLET
Hong #FFCOCB PINK
Da cam #FFA500 ORANGE

2.2.3 Vin ban theo chuin Microsoft Word (.doc)

Microsoft Word, con duoc biét dén voi tén khac la Winword, 13 mot cong cu
soan thao vin ban kha pho bién hién nay cua coéng ty phan mém ndi tiéng Microsoft.
N6 cho phép ngudi dung lam viéc vdi van ban tho (text),cac hi€u ing nhu phong chir,
mau sic, cing v4i hinh anh d6 hoa va nhiéu hiéu tng da phuong tién khac nhu am
thanh, video khién cho viéc soan thao vin ban dugc thuan tién hon. Ngoai ra cling c6
cac cong cu nhu kiém tra chinh ta, ngit phap cua nhiéu ngon ngit khac nhau dé hd tro
nguodi st dung.

Cac phién ban cia Word thuong luu tén t€p tin voi dudi la .doc hay .docx
doi véi Word 2007.

Phién ban Word dau tién chay trén hé diéu hanh MS-DOS duoc gidi thi¢u vao
11/1983. Va phién ban gin diy nhat dugc dua ra gisi thidu vao nam 2006 la
Office Word 2007

23 Gia?iu, tin trong van ban
2.3.1 Giau tin trong HTML

Muén giau thong tin trén mot trang HTML ta khdng thé chén thém théng tin
vao chinh trang HTML béi ¢ thé hodc thong tin s& dugc hién Ién trong trinh duyét
hodc dugc nhin thay trong ma nguon.

Tuy nhién, cd thé théng qua su thay d6i thu tu cua cac thudc tinh dé c6 thé giau
thong tin ma khong 1am thay doi, anh hudéng dén tép HTML
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Viduy:

<Span class = "bigText" style = "color: # 0088ff">

</ Span>

<Span style = "color: # 0088ff" class = "bigText">

</ Span>

Véi mdi sy két hop caa céc class va style ta c6 thé quy udc va giau thdng tin qua
d6. Nhu vay can 80 cap thé Spans dé an 10 ky ty cia mot bi mat van ban. Ngoai cap
thé Spans, HTML con cung cap rat nhiéu dinh dang thé. Dudi day 1a mot vai vi du.
Thudc tinh khoa dau tién c6 thé c6 nghia 1a "1", twong (ng thudc tinh dau tién cé thé

c6 nghia 1a "0".

Cap thudc tinh
width - height
src - alt
align -valign

href - target

Bit dau

Cap thuoc tinh
Height - width
Alt - src
Valign - align

Target - href

Bit dau

o o o o
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Dé hiéu rd hon van dé nay ta xem xét vi du sau

Canaries

The Finches who got their Name from Islands which got their Name from Dogs
The most canaries are yellow, even
though they can have all thinkable

patterns of INIe red and grey. click
here to see photos.

Male birds are great singers. click

here to listen to a sample. : i

You cannot keep canaries in a cage Another big mistake is to keep one

all day long. They can get sick, if canary alone. Every bird needs at least

you don't let them fly. one partner, loneliness can cause bad
disorders.

To be continued with more well known stuff about well known hirdies...

O trén, ta s& thay d6 1a mot trang web gidi thiéu vé loai chim fanatic.

<Html>
<Head>
<Title> Canary Birds </ title>
<Meta name = "author" content = "Peter Miller">
<Style>
. bigText (font-size: 1l4px; font-weight: bold;)
</ Style>
</ Head>

<body text = "# 000000" bgcolor = "# FFFFFF" link = "# FF000O0"
alink = "# FF0000" wvlink = "# FF0000">

<Div align = "center" width = "50%">
<H1> Canaries </ hl>
<Span class = "bigText" style = "color: # 0088ff">

The Finches who got their Name from Islands
which got their Name from Dogs
</ Span>
</ Div>
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C6 nam cac cap thudc tinh hiru ich:

Cap thudc tinh Bit dau Cap thuoc tinh Bit dau
name - content 1 Content - name 0
text - bgcolor 1 Bgcolor - text 0
alink - vlink 1 Vlink - alink 0
align - width 1 Width - align 0
class - style 1 Style - class 0

MBbi cip thudc tinh chi xdy ra mot lan, do d6, phan dau cta tai lidu chi c6 thé an nim
bit. Ta xét tiép phan con lai cua trang web:

<Table width = "60%" height = "100" cellpadding = "4" cellspacing = "0O"
bgcolor = "while" align = "center">
<Tr>
<Td align = "right" valign = "middle">
<Img src = "examplelImage.jpg" width = "164" height = "116"
alt = "Yellow Bird" title = "Yellow Bird" border = "0">

</ Td>
<Td align = "left" walign = "top">

The most canaries are yellow, even though they can have
all thinkable patterns of

<Span class = "bigText"
style = "color: # ffffff; nén: # 000000">white</ span>,
<Span class = "bigText" style = "color: # bb0000">red</ span>
and
<Span class = "bigText" style = "color: # 888888">grey</
span>.
<A href = "#" target = " blank">click here to photos </ A>
</ Td>
</ Tr>
<Tr>
<Td align = "right" wvalign = "top">
Male birds are great singers.
<A href = "#" target = " blank">click here to listen to a
sample. </ A>
</ Td>
<Td align = "left" wvalign = "middle">
<Img src = "examplelImage2.jpg" width = "164" height = "176"
alt = "Singing Bird" title = "A Canary is singing"
border = "0">
</ Td>
</ Tr>
<Tr>
<Td align = "left" walign = "top">

You cannot keep canaries in a cage all day long.
They can get sick, if you don’t let them fly.
</ Td>
<Td align = "left" wvalign = "top">
Another big mistake is to keep one canary alone.
Every birds need at least one partner,
Loneliness can lead to bad disorders.
</ Td>
</ Tr>
<Tr>
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<Td colspan = "2">

<Img src = "exampleImage3.jpg" width = "194" height = "35"
alt = "feather" title ="A Canary Feather" border = "0">
</ Td>
</ Tr>
</ Table>
</ Body>
</ Html>

Trong phan ndy cua cac tai liéu, ta thém duoc cac cap thudc tinh :

Cap thudc tinh Bit dau Cap thudc tinh Bit dau
width - height 1 Height - width 0
src -alt 1 Alt - src 0
title - border 1 Border - title 0
Cellspacing-cellpadding 1 Cellpadding -cellspacing 0
bgcolor - align 1 Align - bgcolor 0
align -valign 1 Valign - align 0
href - target 1 Target - href 0

Sy két hop cua width va height xdy ra bon lan, do d6 co thé ,étn tai 4 bit. src va alt
xuat hién 3 lan, do d6 c6 thé an téi 3 bit. Twong tu 3 bit tiép tur title va border,
cellpadding / cellspacing 1 bit, bgcolor / align 2 bit. align / valign 6 bit, href / target
cho biét thém 3 bit. Cung véi 5 bit tir ¢ trén, tai liéu da co thé tdi an 26 bit, tuong
duong voi 3 ky tu .

Ba ky ty khong phai 1a di cho mot 14 thu dai, nhung da dé noéi "nol™, trong bang
ma ASCII thi c6 gid tri ", 110 111 033" ( "01101110 01101111 00100001" ~ 6E 6F
21). Thyc hién an thong tin (nhi phan) tai cac cap tr khoa.

<Meta name = "author" content = "Peter Miller">

Quy udc : name/content la "1", content/name la "0".
pdi lai thtt tu cdc thudc tinh, d& &n mbét gid tri "O0":

<Meta content = "Peter Miller" name = "author">

Mot bit da duoc an. bit tiép theo, ...

"# FFFFFEF" link = "# FFO0000"
"# FF0000">

<body text = "# 000000" bgcolor =
alink = "# FFO0000" wvlink =

text/bgcolor la "1", bgcolor/text la "0".

alink/vlink la "1", vlink/alink la "O0".

"1" va "1" 14 mad cdn 4n, vi thé khéng cé6 thay dbdi dbi voi cac dong .

< body text = "# 000000" bgcolor = "# FFFFFF" link = "# FF0000"
alink = "# FF0000" vlink = "# FF0000">
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<Img src = "examplelmage.]jpg" width = "164" height = "116" alt = " Yellow Bird "

title = " Yellow Bird " border = "0">

M& cadn &n "010".

Thudéc tinh khéa ddu tién trong thé nay la "src",

tim thudc tinh tuong tng "alt".

Cac bit can &n 14 "0", 1la su két hop cua "O0" 1a alt / src,
do dbé ta dat thudc tinh "alt" trudc thudc tinh "src".

<Img alt = "Yellow Bird" src = "exampleImage.jpg" width = "164" height = "116"
title = " Yellow Bird " border = "0">

Cac thudc tinh khoéa tiép theo 1a "width", thudc tinh tuong Gng 1a& "height".
Bit cdn 4n 1a "1", do &6, d&t "height" sau "width".

Thudc tinh khdéa la "title", va thudc tinh tuong ung cta ndé la "border".

P& &n moét "0", thudc tinh "title" didt phia sau "border".

<Img alt = "chim vang" src = "examplelImage.jpg" width = "164" height = "116"
border = "0" title = "chim vang">

Panh gia : V&i cac cap thudc tinh trén ta c6 nhan xét sau :

Trang HTML Cap thudc tinh Sélanlap | S6bitdau | Tilé giau
Canary
name — content 1 1 11
text — bgcolor 1 1
alink - vlink 1 1
align - width 1 1
class — style 1 1
width — height 4 4
src —alt 3 3
title - border 3 3
Cellspacing-cellpadding 1 1
bgcolor —align 2 2
align - valign 6 6
href - target 3 3
30(cap tt) 12 27 27
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2.3.2 Giau tin trong DOC
Gidu tin bang cdch nao?

Ta s& thay ddi cac thudc tinh khong nhin thay cta van ban. Cac thudc tinh nay
rat nhiéu va may tinh khong thé theo doi tat ca. C6 rat nhiéu phuong phap gidu tin va
s& lang phi rat 16n thoi gian va tién vao viée xr 1y gidu tin ma lai cho két qua bap bénh.
Gidu tin s& hiéu qua hon khi dugc str dung trong mi hoa ding cach. Va chung t6i s&
chon cach thay thé ky tu trong bang ma Unicode va thay doi ché d6 mau sic.

thay thé ky tw trong bang md Unicode

Trong ché do nay, chiing t6i s& thay thé cac ky tu trong van ban duoc giu tin.
Bit 0 duoc thé hién br?mg su xuat hién cua ky tu ban dau. Bit 1 duoc thé hién béng su
xut hién cta ky tu thay thé . Trong bang ma Unicode biéu dién rat nhiéu ky tu ciia cac
ngodn ngit ctia cac dan toc khac nhau trén thé gidi, vi thé viéc ldy mot ky tu khong dung
dén thay d6i va thay thé vao ky tur can dau tin 13 viéc khong kho.

Khong phai tit ca cac phong chir déu hd tro diéu nay, vi thé chuong trinh s&
khuyén ban nén giai ma tin nhin cua ban trudc khi ban giri n6 dé dam bao rang d6
dung 13 cac thong diép ban can gtri di. Nguoi nhan phai co cing mot font chit ma ban
st dung cai dat trong mdy tinh ctia minh. Piéu nay sé& c6 18 khong duoc coi 1a mot van
dé cho ban bai vi c6 mét loat cac font Unicode phd bién trong cac phién ban cho hé
diéu hanh Windows. Nguoi nhan ciing phai biét lya chon khdéa ma ban sir dung cho
viéc gidi ma.

Vi du : vin ban dé gidu thong diép sir dung font Time New Roman

X

\

a

AN

Tao thém (y)

Chtacovitri(ma)lax->bit0,y->hitl
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Viéc tao thém nay chi khi ta xem xét ma cua cac chir thi mai théy co su khac
biét. Va ta chi thuc hién giau cac bit trén cac nguyén am va 8 bit dau sé dugc dung dé
danh cho d¢ dai thong diép dau.

Ky tu M4 Bit dau Ky tu thay thé Ma Bit dau
a 61 0 a 05E4 1
a 00E2 0 a 062A 1
a 00E1 0 a 05D1 1
A 41 0 A 0636 1
A 0102 0 A 0680 1
e 0065 0 e 069F 1
é 00EA 0 é 0663 1
e 00E8 0 e 05EA 1

I 0069 0 i 05E1 1
i 00ED 0 i 0631 1
0 006F 0 0 06D6 1
0 O0F4 0 0 0692 1
o 01A1 0 o 06A2 1
0 00F5 0 0 FB97 1
u 0075 0 u FB73 1
Vidu: thong tin can an 13 "no!", va 4n trong doan vin ban dudi day

“ Pa bao gio ban ty hoi thanh cong 1a gi ma bao ké bo ca cugc doi minh theo
duoi? Phai ching d6 1a két qua hoan hao trong cong viéc, su chinh xac dén timg chi
tiét? Hay do 1a cach noi khéc cua tur thanh dat, nghia 1a ¢6 dugc mdt cudc séng giau
sang, duoc moi ngudi né phuc? Vay thi ban hiy danh chut thoi gian dé ling minh suy
ngam. Cudc séng sé chi cho ban c6 nhitng nguoi dat duoc thanh cong theo mot cach

gian di dén bat ngo. «
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Chudi bit can 4n 1a "00000011 01101110 01101111 00100001". 8 bit dau la

d6 dai thong tin an

D3 bao gio ban tw hoi thanh cong 14 gi ma bao ké bo ca cudc doi minh theo dudi?

Bit can diu 700000011

Quyudc:a/61/0,0/006F/0,i/0069/0,i/0069/0,6/00F4/0, ...

Phai ching d6 1a két qua hoan hao trong cong viéc, sy chinh xac dén ting chi tiét?

Bit can diu 711107

Quyudc:i/05E1/1,0/06D6/1, 0/06D6/1,6/00F4/0, ...

Hay d6 1a cach noéi1 khac cua tir thanh dat, nghia 1a c6 dugc mot cudc séng giau
sang, dugc moi nguoi né phuc? Vay thi ban hay danh chut thoi gian dé lang minh
suy ngam. Cudc song s& chi cho ban c6 nhitng ngudi dat dugc thanh cong theo mot

cach gian di dén bat ngo.

Danh gia : gia st voi bang khoa nhu trén

Trang van ban

S6 lugng tir

S4 bit dau

Ti 1 dau

Kho A4,
font Time New Roman,
cd chir 13

720

370
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Ché dj thay déi Mau sdc

Ché d6 nay rat 6n dinh va an toan. Trong ché d6 nay, ta s& thay d6i mau sic
ctia cac ky tu trong cac van ban duoc gidu tin theo chudi bit ddu. Ta s& tim kiém mau
sdc gr:in nhét véi mau sic da lua chon ma véi mat thuong thi khong thé nhén ra duoc
su khac biét . Bit 0 duoc thé hién béng su xuit hién cta cac ky tu c6 mau sdc ban dau.
Bit 1 duoc thé hién b:?mg su xuat hién cta cac ky tu c6 mau sdc gﬁn véi mau sic ban
dau nhét. Nguodi nhan phai biét vé mau sic ma ban d3 chon cho viéc ma hoa. Va cling
gidng v6i ché do thay thé ky tu trong bang ma Unicode thi ché d6 thay ddi mau séc
cling danh 8 bit dau cho d6 dai thong diép dau.

Vi du : ta chon mau den dé an thong tin can dau
255 255 255 ->hit 0
thi 255 255 254 ->hitl
Dé hiéu rd hon vé ché do thay d6i mau sic thi ta xét vi du sau :
thong tin can an 13 "no!", va an trong doan vin ban dudi day
“ P3 bao gid ban tu hoi thanh cong 1a gi ma bao ké bo ca cude doi minh theo dudi?
Phai chang d6 la két qua hoan hao trong cong viéc, su chinh xac dén tumg chi tiét? Hay
do la cach noi khac cua tir thanh dat, nghia la c6 duge mot cude song gidu sang, dugc
moi nguoi né phuc? Vay thi ban hay danh chit thoi gian dé ling minh suy ngdm. Cudc

song sé& chi cho ban c6 nhitng ngudi dat duoc thanh cong theo mot cach gian di dén bat
ngo. “

Chudi bit can an 1a "00000011 01101110 01101111 00100001". 8 bit dau 1a do dai
thong tin 4n

D3 bao gid ban tu hoi thanh cong 14 gi ma bao ké bo ca cude doi minh theo dudi?
Bit can dau 00000011”

Quy uée : B /255255255/0,a/255255255/0,b/255255255/0 ...

Phai ching d6 1a két qua hoan hao trong cong viéc, sy chinh x4c dén ting chi tiét?
Bit can dau 7001

Quy udc : P/255255255/0,h/255255255/0,4/255255254/1 ...

Hay d6 1a cach néi khac cua tir thanh dat, nghia 1a c6 dugc mot cudc sdng giau
sang, dugc moi ngudi né phuc? Vay thi ban hiy danh chut thoi gian dé ling minh
suy ngam. Cudc song s& chi cho ban c6 nhitng ngudi dat dugc thanh cong theo mot
cach gian di dén bat ngo.



Danh gia : gia sir vé1 bang khoa nhu trén

Trang van ban

S6 luong chir

S4 bit dau

Ti 1& dau

Kho A4,
font Time New Roman,
c® chir 13

2280

2280

1:1
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CHUONG 3 CHUONG TRINH MO PHONG

Moi truong lam viéc :  Window XP
Ngoén ngir thuc hién thuat toan :

Microsoft Visual C#
Chuong trinh dugc thiét ke, cai dat véi muc dich thé hién thuat toan giau tin trong van

ngdén ngir 1ap trinh C# voi trinh bién dich

ban
3.1 M6 ta thuat toan:

- Input:
Thong diép du: Mot chudi cac bit .

MGt van ban.

- Output:
Vin ban gdc.
Thong diép giau.

Khod dé giai ma.
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3.2 Qua trinh thyuc hién cia chwong trinh

Chuyén

Thong diép
giau

Dang nhi phan

Khoba

Ma héa

\ 4

Khoa

v

File van ban

\ 4

Van ban da duoc
giau tin

3.3 Giao di¢n chwong trinh giau tin trong HTML

Khéa gidi ma

Trang HTML dé thuc hién giéu tin

v

Lay tin tir van ban
da giau

Gidi ma

dang nhi phan

Thong diép
giau
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2 Canary Birds - Microsoft Internet Explorer

File Edit ‘Wiew Favorites Tools  Help

The tmost canaries are vellow,
even though they can hawve all
thinkable patterns of white,
red and grey. click here to

photos

Ifale birds are great singers.
chck here to histen to a

sarnple.

Tou cannot keep cananes in Another big mustalee 1= to

| ﬂ My Cormputer
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Thuc hién gidu tin

E® HTML Steganography Example

Carrier Document C:A\Documents and Settingz\wanhiephD ezktopgiautinhcanany, hitm |[ Browse. .. ]

K.ey Attributes
firstAttribute seconditribute #| | Load from File
4 height
Save To File
[ alt
zhyle clasz =
cellzpacing cellpadding
nare cantent
temt bgcolor B
alink, wlink,
align width Finiched -
Hide | Extract|
Save as |E:'\Dacuments and SettingshvanhiephD eskiophcanary "_ Browse. .. ]
Message u
1 Characters
[ Hide: |
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Trang HTML sau khi gidu tin

2 Canary Birds - Microsoft Internet Explorer

File Edit ‘iew Fawvorites Tools  Help

Qs © [ (A G Lo Forowen @ 32 @ - =l 3

Address @ Ci\Documents and Settingshispvan|Deskioplcanary . htm

The most canaries are yellow,
even though they can have all
thinkable patterns of white,
red and grey. click here to
photos

Iale birds are great singers.
click here to hsten to a

sample.

Tou cannot keep canaries i Another big mistake is to

| | | | | | ﬂ My Computer
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KET LUAN
Db an da trinh bay mot sd khai niém lién quan t&i viée che gidu thong tin noi
chung, cu thé hon la nghién ctru giau tin trong van ban.

Véi thuat toan gidu tin trong vin ban thi tinh v6 hinh cua thong tin sau khi
gidu dugc dam bao véi nhitng bién dbi khong giy ra su chu ¥ dang ké ndo. Trang
HTML va vin ban DOC sau khi gidu tin s& it ¢6 sy thay doi va quan trong hon 13 véi
thi gic ctia con ngudi thi khong thé phan biét duoc su khac nhau do.

Tinh bén viing & day duoc hiéu la trang HTML hay van ban DOC sau khi da
gidu thong tin boi mot hé thong gidu tin hay mot chuong trinh gidu tin nao d6 ¢ chiu
duogc cac cudce tan cong cd chi dich hay khong? Poi v6i cach gidu thong tin & day, thi
trang HTML c6 bi 160 ma nguén hay khong thi phy thudc vao may chu Web co duoc
bao mat t6t hay khong? Con d6i véi vian ban DOC thi hoan toan khong cé tinh bén
vitng boi khi vin ban dugc gidu tin chuyén di ma may tinh ctia ngudi nhan khong c6
font chir nhu nguoi giri thi font chit sé€ bi hong.

Con dung luong gidu ti 1& véi moi trudng gidu, trong trang HTML cang nhiéu

cap thudc tinh hiru ich thi cang gidu duoc nhiéu thong tin, trong van ban DOC ciing
tuong tu. Tuy nhién trong khi giau tin thi nguoi ta ludn can nhac gitra cac chi tiéu.
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PHU LUC
CAC THU TUC CHINH CUA CHUONG TRINH
Gifu tin trong HTML

Trudc tién ta can téi class dé luu trit cac thé HTML va cac thudc tinh ctia ching.

public class HtmlAttribute (
private String name;
private String value;
private bool handled;

public String Name (
get ( return name;)

)

public String Value (
get ( return this.value; )
set ( this.value = value; )

)

public bool Handled ({

get ( return handled; )

set ( this.handled = wvalue; )
)

public HtmlAttribute (String name) (
this. name = name.ToLower ();
this. value = String.Empty;
handled = false;

Phuong thirc Hide liét ké tat ca cac thé HTML, va sau do 1ap trén cac thé va

cac thudc tinh. Thudc tinh d6 dd duoc xir 1y thi bo qua. Néu mét thudc tinh khong sir

dung t&1, phuong thure s€ luu nd vao trong bang khoa ...

public void Hide (String SourceFileName,
String destinationFileName,
Stream message,
DataTable keyTable)

/ / Boc tai liéu

StreamReader reader = new StreamReader (Sourcefilename, Encoding.Default);

String htmlDocument = reader.ReadToEnd () ;
reader.Close ();

message.Position = 0;

/ / Danh sdch cdc the HTML
HtmlTagCollection tags = FindTags (htmlDocument) ;

StringBuilder insertTextBuilder = new StringBuilder ();
DataRow [] rows;

HtmlAttribute secondAttribute;

int offset = 0;

int bitIndex = 7;



int messageByte = 0;
foreach (HtmlTag tag int tags) (

insertTextBuilder.Remove (0, insertTextBuilder.Length) ;
insertTextBuilder.AppendFormat ( "<(0)", tag.Name);

foreach (HtmlAttribute attribute int tag.Attributes) (

if (! attribute.Handled) (/ / thubéc tinh did khéng duoc sir dung, nhung
van

/ / Tim khdéa cho cdc thubc tinh nay

rows =
keyTable.Select (String.Format ( "firstAttribute = '(0)'",
attribute.Name)) ;

Lay lai tin dd an

bi qua cac thé va cac thudc tinh, tim mot thude tinh khoa chinh, va thudc tinh
tuong rng cua nd, va so sanh cac vi tri.

public void Extract (String Sourcefilename, Stream message, DataTable keyTable) (
doc tai 1iéu

/
/ ... danh sdch cdc the HTML
/ khai bdo

NN

foreach (HtmlTag tag in tags) (
foreach (HtmlAttribute attribute in tag.Attributes) (

if (! attribute.Handled) (/ / thubéc tinh did khéng duoc sir dung, nhung

/ / Tim khéa cho cdc thubc tinh nay

rows =
keyTable.Select (String.Format ( "firstAttribute = '(0)'",
attribute.Name)) ;

if (rows.Length> 0) (

/ / Tim thdy thubc tinh tuong ung

secondAttribute = FindAttribute (
rows [0] [ "secondAttribute"]. ToString (),
tag.Attributes) ;

if (secondAttribute! = null) (

attributePosition = htmlDocument.IndexOf (
attribute.Name,
tag.BeginPosition) ;

secondAttributePosition = htmlDocument.IndexOf (
secondAttribute.Name,
tag.BeginPosition) ;

/ / So sdnh vi tri cdc thubéc tinh
messageByte = ExtractBit (
attributePosition,
secondAttributePosition,
messageByte,
bitIndex,
message) ;
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