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GIOI THIEU PE TAI

Khoa hoc mat ma tir khi ra doi téi nay da trai qua nhiéu giai doan phat trién,
tr mot mon khoa hoc thuc nghi¢ém da nhanh chéng tré thanh moén khoa hoc logic
dinh cao va ngay cang hoi tu nhiing kién thirc tinh tay ctia loai nguoi. Sy phat trién
ctia khoa hoc mit ma di gop phan thuc ddy xa hoi loai ngudi ngdy cang tién lén.
bdc biét trong thoi dai ngay nay dudi tac dong cia cudc cach mang tin hoc hoa toan
cau, khi cac hoat dong kinh té - xa hoi trong md hinh kinh té m& va bién dong
khong ngung, dac biét 1a voi cac dy an xay dung chinh phu dién tir thi khoa hoc mat
mi chiém vi tri ngdy cang quan trong, va c6 nhitng déng gop khong nho trong viée
bao dam an ninh cho cic qubc gia, an toan cho thong tin kinh té - xa hoi.

Nhu chung ta da biét, ndm 1949 C.Shannon da dua ra mé hinh hé mat ma
khoa d6i xtg an toan vo diéu kién dua trén co so 1y thuyét thong tin. Trong thoi
dai ngay nay nhiéu bai todn mat ma trong thuc té duoc dit ra 1a « Chi can gilt bi mat
trong mot thoi gian nao d6 cho mot thong tin ndo d6 ma thoi”.

Véi muc dich giai quyét van dé trén, vao nam 1976 W.Diffie M.E.Hellmam
d3 dé& xuat mo hinh hé mat ma khoa phi ddi xtmg hay con goi 1a hé mat ma khoa
cong khai, an toan vé mat tinh todn dua trén co s& 1y thuyét do phuc tap tinh toan.

Song song v4i viée chiing ta ludn tim ra cac giai phap ma hoa t6t nhat dé dam
bao an toan cho cac thong tin dugc truyén di, thi cac ké tham ma cling khong nging
nd lyc tim ra cac so ho, cac diém yéu cia nhitng hé ma hoa d6 dé pha dugc ban ma
khi chung “bat” dugc mot ban ma nao do.

Véi 1y do trén em chon dé tai: « Nghién ctru mdt s6 loai tAn cong ban ma”, dé
biét dugc nhimng diém yéu ciing nhu nhimng so hd ciia mot sé hé ma hoa chung ta sir
dung, ma theo d6 ké tham ma co thé loi dung dé “tan codng” vao cac h¢ ma hoa, biét
duogc cac thong tin bi mat. Tir d6 giup ta tim cach phong tranh, dua ra cac giai phap

toi wu nhat, d€ dam bao an toan cao nhat khi str dung cac h¢ ma hoa.



Chuwong 1: CAC KHAI NIEM CO BAN
1.1. CAC KHAI NIEM TOAN HQC
1.1.1. Mot s6 khai niém trong s hoc
1.1.1.1. Khdi niém sé nguyén t6
10. Khai niém
S6 nguyén t6 1a sé ty nhién 16n hon 1 va chi ¢ hai w6e 1a 1 va chinh né.
20. Vidu:
2,3,5,7,11,13, 17,19, 23, 29, 31, 37.
1.1.1.2. Pinh Iy vé s6 nguyén t6
1/. Pinh ly: vé s6 nguyén duong > 1.
Mot s6 nguyén duong n > 1 déu c6 thé biéu dién duoc duy nhdt dudi dang:

— pn n
n= 11. 22...

M, trong do:
k, nj (=1, 2,..., k) 1a cac sb tu nhién, P; 1a cac sb nguyén td, tirng d6i mot khac nhau.
2./ Pinh ly: Mersenne.
Cho p =21, néu p 1a s6 nguyén t, thi k phai 1a s6 nguyén td.
Chtrng minh
Bang phan chimg, gia st k khong 1a s6 nguyén t6. Khi d6 k = a.b véi
1<a, b<k. Nhu viy p=2¢-1=2"_1=(2%"-1=(2*-1).E
(Trong d6 E 1a mot biéu thirc nguyén — ap dung cong thirc nhj thirc Niu-ton).
Diéu nay mau thuin gia thiét p 1 s nguyén t6. Vay gia sir sai, hay k 1a s6 nguyén to
3/. Ham Euler
Cho sé nguyén duong n, s6 lirong cac s6 nguyén duong bé hon n va nguyén
t6 ciing nhau véi n duge ky hiéu @(n) va goi 1a ham Euler.
Nhin xét:  Néu p 1a s6 nguyén to, thi ¢(p) = p — 1.
Vi du:
Tap cac sb nguyén khong am nhé hon 71a Z,={0, 1, 2, 3, 4, 5, 6}.
Do 7 1a s6 nguyén t6, nén tap cac sd nguyén duong nhoé hon 7 va nguyén 6 cing
nhau véi71aZ; ={1,2,3,4,5,6}. Khid6 /Z/ = ¢(p)=p-1=7-1=6.
Pinh ly: Néu n 1a tich ctia hai s6 nguyén td n = p.q, thig(n) = #(p).¢ (q) = (p-1)(q-1).



1.1.1.3. khdi ni¢m sé nguyén té ciing nhau
1/. Khai niém

Hai s6 nguyén a va b dugc goi 13 nguyén té cting nhau néu ged(a, b) = 1.
2/. Vidu:

ged(1,3)=1, ged(2,7) =1, ged(3, 10) =1, ged(5, 13) =1...

1.1.1.4. Khdi niém dong duw
1/. Khai niém
Cho n 12 mot sé nguyén duong. Néu a va b 13 hai s6 nguyén, khi d6 a duoc
goi 1a dong du vé6i b theo modulo n, duoc viét a = b (mod n) néu n | (a—Db),van
dugc goi 1a modulo ciia dong du.
2/. Vidu:
24 =9 (mod 5), 17=5 (mod 3)
3/. Tinh chit:
(1) a="b (mod n), néu va chi néu a va b déu tra sé6 du nhu nhau khi dem chia
ching cho n.m | (a-b).
(i)  a=a(mod n)(tinh phan xa).
(iii) Néua=b (mod n) thi b =a (mod n).
(iv) Néua=b (modn)vab=c (modn) thia=c (mod n).
(v)  Néua=a; (modn)vab=b; (modn) thia+b=(a; +b;) (Mod n)

va a.b = a;.b; (mod n).



1.1.2. Mot s6 khai ni¢ém trong dai s6
1.1.2.1. Khai ni¢m Nhom
1/. Khai niém

Nhom 1a mot boi (G, *), trong d6 G = &, * 1a phép toan hai ng6i trén G thoa
mén ba tinh chat sau:
+ Phép toan c6 tinh két hop: (x*y)*z = x*(y*z) véimoix,y, z € G.
+ C6 phan tir trung ldp e € G: x*e=e*x=x véimoix € G.
+Véimoix € G, ¢cod phén tor nghich ddo x’ € G: x*x’ =x"*x =e.
Cip ciia nhém G duoc hiéu 1a s6 phan tir ciia nhom, ky hiéu 1a |G.
Cép cta nhom co thé 13 oo néu G ¢6 v6 han phan tir.
Nhom Abel 1a nhom (G, *), trong d6 phép toan hai ngdi * co tinh giao hoén.
Tinh chat:  Néu a*b = a*c, thi b =c.

Néu a*c = b*c, thia=b.

2/. Vidu:
* Tap hop cac sd nguyén Z cung véi phép cong (+) thong thuong 1a nhém giao
hoan, c6 phan tir don vi 1a s6 0. Goi 1a nhém céng cac sd nguyén.
* Tap Q" cac s hitu ty khac 0 (hay tdp R” céc sb thuc khéc 0), cing v6i phép nhan
(*) thong thuong 12 nhom giao hoan. Goi 1a nhém nhan cac s6 hitu ty (sb thuc).

* Tap cac vecto trong khong gian voi phép toan cdng vecto 1a nhém giao hodn.

1.1.2.2. Khai niém Nhom con ciia nhom (G, *)

Nhom con ctia G la tdp S © G, S # ¢, va thoa min céc tinh chét sau:

+ Phan tir trung 14p e cia G nam trong S.

+ S khép kin dbi voi phép tinh (*) trong G, tirc 1a x*y € S véimoix,y € S.

1

+ S khép kin d6i véi phép 1ay nghich dao trong G, tic x * € S vdi moi x € S.



1.1.2.3. Khai niém Nhom Cyclic
1/. Khai niém

Nhom (G, *) dugc goi 14 Nhém Cyclic néu né duoc sinh ra boi mot trong cac
phan tir cua né.

Tac 13 c¢6 phan tr ¢ € G ma v6i mdi a € G, déu ton tai n € N dé
g"=g*g*..*g=a. (Chay: g*g*...*g 12 g*g véi n lan).

No6i cach khac: G duoc goi 1a Nhom Cyclic néu ton tai g € G sao cho moi
phan tir trong G déu 1a mot liiy thiva nguyén nio d6 cia g.
2/. Vidu:

Nhom (Z*, +) gdbm cac sd nguyén duong 1a Cyclic véi phan tir sinh g = 1.

1.1.2.4. Khai niém Tap thang dw thu gon theo modulo
1/. Khai niém

Kihiéu Z,={0, 1, 2, ..., n-1} 1a tap cic s6 nguyén khong am < n.
Z . va phép cong (+) lap thanh nhom Cyclic ¢ phan tir sinh 1a 1, pt trung 1ap e = 0.
(Z,,+) goi 1a nhém cong, d6 1a nhom hitu han 6 cap n.

Kihi¢uZ’ ={x € Z,, xIlanguyén tb cung nhau véin}. Ttc 1 X phai # 0.
Z" duoc goi 1a Tdp théing dw thu gon theo mod n, c6 s phan tir 1a ¢(n).
Z' v6i phép nhan mod n 14p thanh mdt nhoém (nhdém nhan), pt trung lap e = 1.
Tong quat (Z,, phép nhan mod n) khdong phai 13 nhoém Cyclic.
Nhom nhan Z* 1a Cyclic chi khi n c6 dang: 2, 4, p“hay 2p* véi p 1a nguyén t6 1é.
2/. Vidu:
Chon=21,Z ={1,2,4,5,8,10, 11, 13, 16, 17, 19, 20}.



1.1.2.5. Phén tir nghich dio
1/. Khai niém
Cho a e Z,, néu ton tai b e Z, sao cho a.b = 1 (mod n), ta ndi b 1a phan tr
nghich ddao cua a trong Z, va ky hiéu a™.
Mot phan tir ¢6 phan tir nghich ddo, goi la kha nghich.
2/. Vi du: Xét trong tap Z-

Phan tir kha nghich 1 2 3 4 5

Phan tir nghich dao 1 4 5 2 3

3/. Pinh Iy:

UCLN (a,n) =1 <Phantira e Z, ¢ phan tir nghich dao.
4/. H¢ qua:

Moi phan tir trong Z, déu c6 phan tir nghich dao.

1.1.2.6. Cdp ciia mét phén tir
1/. Dinh nghia
Choa e Z,, khi d6 cép cua a, ky hiéu ord(a) 1a s nguyén duong t nho nhét
sao cho a' = 1 (mod n) trong Z, .
2/.Vidu: Z,, ={1,2,4,5,8, 10, 11, 13, 16, 17, 19, 20}.

aeZy 1 |2 [4 |5 |8 |10 1123 |16 17 |19 |20

Cap cua a 1 /6 [3 [6 |2 |6 |6 |2 |3 |6 [6 |2

10



1.1.2.7. Phén tir nguyén thiiy
1/. Khai niém
Néu n 12 mot s6 nguyén 6, thi p(n) =n—1, taco véimoi o € Z,
o =1 (mod n)
Néu o c6 cap n — 1, tirc n — 1 14 s6 mii bé nhat thoa man cong thirc trén, thi
2

cac phan tir o, o, ..., " déu khac nhau va theo mod p, chung lap thanh Z,". Khi d6

ta n6i Z, 1a nhom cyclic va a la phan tir sinh hay phan tir nguyén thity ciia nhom do.

2/. Vi du:

V6i s6 nguyén t6 n = 2357, phin tr sinh cta tip Z 57 14 0 = 2.

3/. Tinh chat:
(i) Vi moi sd nguyén té n, Z, 1a nhdm cyclic, ¢6 ¢(n — 1) phan tir nguyén thay.

2 \ . R ’ < o \ A
*...ng" la khai trién chinh tac cuan — 1, va néu:

(i) Néun-1=n".n,
a"™"™ =1 (mod n)...., a" "™ = 1(mod n), thi a 1a phén tir sinh cta Z, theo mod p.
(iii) Néu g la phin tir nguyén thuy theo mod n, thi p = ¢' mod n véi moi i ma

ged(i, n - 1) = 1, ciing 1 phan tir sinh theo mod n.

11



1.1.3. Khai niém D¢ phirc tap cia thuit toan
1.1.3.1. Khai ni¢m bai todn

Bai toan duoc dién dat bang hai phan:

Input:  Céc dit li¢u vao cua bai toan.

Ouput: Céac dit liéu ra cta bai toan (két qua).

Khong mat tinh chit tong quat, gia thiét cac dir liéu déu 1a sé nguyén duong.

1.1.3.2. Khai ni¢m Thudt toan

“Thudt todn” duoc hiéu don gian 1 cach thic dé giai mot bai toan. Ciing co
thé dugc hiéu bang hai quan niém: Truc giac hay Hinh thirc nhu sau:
1/. Quan niém trwe giac vé “Thuit toan”

Mot céach tryc giac, thuat toan duogc hiéu 1a mot day hiru han cac qui tac (chi
thi, ménh 1énh) mé t4 mdt qua trinh tinh toan, dé tir dir liéu da cho (Input) ta nhan
dugc két qua (Output) ctia bai toan.

2/. Quan niém toin hoc vé “Thuit toan”

Mot cach hinh thirc, nguoi ta quan niém thuét toan la mot may Turing.

Thudt todn dugc chia thanh hai loai: Pon dinh va khong don dinh.
Thuat toan don dinh (Deterministic):

La thuat toan ma két qua ctia moi phép toan déu dugc xac dinh duy nhét.
Thuat toan khong don dinh (NoDeterministic):

La thudt toan co it nhat mot phép toan ma két qua cua n6 1a khong duy nhat.

1.1.3.3. Khai ni¢m D¢ phirc tap ciia thudt toan

1/. Chi phi cia thuit toan (Tinh theo mot bo dir li€u vao):

Chi phi phai trd cho mdt qua trinh tinh toan gdm chi phi vé thoi gian va bd nhd.

Chi phi thoi gian cia mot qua trinh tinh toan 13 thoi gian can thiét dé thuc hién mot
qua trinh tinh toan. Vi thuat toan tya Algol: Chi phi thoi gian 14 s6 cac phép tinh co
ban thyc hién trong qué trinh tinh toan.

Chi phi b$ nhé ciia mot qua trinh tinh toan 1a sb 6 nhd can thiét dé thyc hién mot

qua trinh tinh toan.

12



Goi A 1a mot thuat toan, e la dir liéu vao cua bai toan da duoc ma hoa bﬁng
cach nao d6. Thudt toan A tinh trén dit li¢u vao e phai tra mgt gia nhét dinh.
Ta ky hiéu:

t, (e) 1a gia thoi gian va | , (e) 1a gia bo nho.
2/. Po phire tap vé bd nhé (trong trudng hop xau nhat):

L, (n) = max{1, (e), véi |e| < n}, n 1a “kich thudc” dau vao ciia thuat toan.
3/. Po phirc tap thoi gian (trong truong hop x4u nhat):

T ,(n) =max{t,(e), voi |e| < n}.
4/, Dy phirc tap tiém can: D9 phuc tap PT(n) dugc goi 1a tiém can téi ham {(n),
ky hiéu O(f(n)), néu 3 cac sé n,, c ma PT(n) <c.f(n), vn>n,.
5/. Do phirc tap da thire:

Do phuc tap PT(n) dugc goi da thive, néu né tiém cdn tdi da thire p(n).
6/. Thuat toan da thirc: Thuat toan dugc goi 1a da thirc, néu do phtrc tap vé thoi
gian (trong trudng hop xau nhét) cua né 1a da thikc.
Noi cach khac:
+ Thuét toan thoi gian da thirc 1a thuat toan c6 d6 phic tap thoi gian O(n'), trong
d6 t 1a hang sb.
+ Thuat toan thoi gian ham mi 13 thuat toan c¢6 do phuc tap thoi gian O(t'™),
trong d6 t 1a hing s6 va f(n) 1a da thtrc cta n.

* Thoi gian chay ciia cdc I6p thudt todan khdac nhau:

Do phirc tap S6 phép tinh (n = 10°) Thoi gian (10°ptinh/s)
0(1) 1 1 micro giay
O(n) 10° 1 giay
O(n?) 10* 11,6 ngay
o(n?) 10 32 000 ndm
o(2") 10 %0100 1009 46 ctia vil tru
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Chuy:

- C6 nguoi cho riang ngay nay may tinh véi téc do rat 16n, khong can quan tdm
nhiéu t&i thuét toan nhanh, ching to1 xin dan mot vi du d3 duoc kiém ching.

- Bai toan xtr 1y n d6i twong, c6 ba thuat toan v6i 3 murc phire tap khac nhau s& chiu
3 hau qua nhu sau: Sau 1 gio:

Thuat toan A c6 do phuc tap O(n) : xtr Iy duoc 3,6 triéu ddi tuong.

Thuat toan B ¢6 d phitc tap  O(n log n) : xir 1y duogc 0,2 tridu ddi tuwong.

Thuat toan C c6 d phuc tap O(2") - xtr Iy duoc 21 dbi tuong.

1.1.3.4. Khdi niém “ddn vé dwoc”

Bai toan duoc goi l1a “Ddn vé dwoc” bai toan A moét cach da thirc , ky hiéu:
B o A, néu c6 thuat toan don dinh da thirc dé giai bai toan A, thi ciing c¢6 thuat toan
don dinh dé giai bai toan B.

Nghia la: Bai toan A “kho hon” bai toan B, hay B “dé” hon A, B dugc dién
dat bang ngdn ngir cua bai toan A, hay c6 thé hiéu B 13 trudong hop riéng cua A,

Vay néu giai duoc bai toan A thi cling s& giai dugc bai toan B.

Quan hé o ¢6 tinh chat bic cau: Néu C o« Bva B o« A thi C o« A.

1.1.3.5. Khdi niém “kho twong dwong”
Bai toan A goi la “kh6 tuwong duong” bai toan B, ky hi¢u A ~ B,

néu: A « BvaB « A.

1.1.3.6. Khdi niém Iop bai toan P, NP.

Ky hiéu:

P 1a 16p bai toan giai dugc b%lng thuat toan don dinh, da thirc (Polynomial).

NP 1a 16p bai toan giai dugc bang thuat toan khong don dinh, da thirc.
Theo dinh nghia ta c6 p < NP.

Hién nay ngudi ta chua biét duge P = NP ?
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1.1.3.7. Khai niém lép bai toan NP — Hard

Bai toan A duoc goi 1a NP - Hard (NP - kho) néu VL € NP déu la L o< A.
L6p bai toan NP - Hard bao gom tit ca nhitng bai toan NP - Hard.

Bai toan NP - Hard c6 thé nam trong hodc ngoai 16p NP.

1.1.3.8. Khdi niém lop bai toan NP — Complete

Bai toan A dugc goi 12 NP - Complete (NP-day du) néu A 1a NP - Hard va A € NP.
Bai toan NP - Complete | bai toan NP - Hard nam trong 16p NP.

L6p bai toan NP - Complete bao gom tat ca nhirng bai toan NP - Complete .

Lop NP — Complete 13 ¢6 thyuc, vi Cook va Karp da chi ra BT dau tién thudc 16p
nay, do 1a bai toan “thda dugc”: SATISFYABILITY.

1.1.3.9. Khai ni¢m ham mot phia va ham cira sap mot phia

1/. Ham f(x) duoc goi 1a ham mét phia néu tinh “xuéi” y = f(X) thi “dé”, nhung
tinh “nguwoc” x = 7 (y) lai rat “khé”.

Vi du:

Ham f(x) = g* (mod p), v6i p 1a sb nguyén t6 16n, (g 1a phan tir nguyén thay mod p)
1a ham mot phia.

2/. Ham f(x) duoc goi 12 ham ciia sdp mot phia néu tinh y = f(x) thi “dé”,

tinh x = £ (y) lai rt “khé” . Tuy nhién co cira s sap z dé tinh x = f* (y) 1a “dé”,
Vi du:

f(x) = x*(mod n) (n 14 tich cta hai s6 nguyén t6 16n, n = p*q) 1a ham mot phia. Néu
chi biét a va n thi tinh x = f*(y) rat “khé” , nhung néu biét cira sdp p va q, thi tinh

duoc £ (y) 1a kha “dé”.
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1.2. VAN BPE MA HOA
1.2.1. Gi6i thiéu vé ma hoa

M4 hoa duoc str dung dé bao vé tinh bi mat cia thong tin khi thong tin duoc
truyén trén cac kénh thong tin cong cong nhu cac kénh buu chinh dién thoai, mang
internet v.v... Gia st mot ngudi giri A mudn giri dén ngudi nhan B mot vin ban
(chdng han mot bire thu) p, dé bao mat A 1ap cho p mot ban ma ¢, va thay cho viée
gui p, A gui cho B ban ma ¢, B nhan dugc ¢ va “gidi ma” ¢ dé lai duoc van ban p
nhu A dinh giri. Pé A bién p thanh ¢ va B bién nguoc lai ¢ thanh p, A va B phai
thoa thuan truede védi nhau cac thuat toan 1ap ma va giai ma, va dac biét khoa mé hoa
chung K dé thyc hién cac thuét toan do.

Nguoi ngoai, khong biét cac thong tin d6 (dic biét khong biét khoa K), cho
du ¢6 lay trom duoc ¢, ciing kho tim duoc van ban p ma hai nguoi A va B mudn giri
cho nhau. Sau déy ta s& dinh nghia hinh thtrc vé so d6 ma hoa va cach thirc thuc

hién dé 1ap ma va giai ma.

1.2.1.1. Khdi ni¢m mat ma

“Mat ma” c6 18 1a k¥ thuat duoc dung lau doi nhét trong viéc bao dam “An
toan théng tin”. Trudc day “mdt ma” chi dugc dung trong nganh an ninh qudc
phong, ngay nay viéc dam bao “An tean théng tin” 13 nhu cau cua moi nganh, moi
nguoi (do cac thong tin chil yéu duge truyén trén mang cong khai), vi vay k¥ thuat
“mdt md” 1a cong khai cho moi nguoi dung. Diéu bi mit naim ¢ “khda” mat ma.

Hién nay co nhiéu k¥ thuat mat ma khac nhau, moi k¥ thuat c6 wu, nhuogc
diém riéng. Tuy theo yéu ciu ctia méi truong tmg dung ta dung k¥ thuat nay hay k¥
thuat khac. C6 moi trudng can phai an toan tuyét ddi, bat ké thoi gian va chi phi. Co
moi truong lai can giai phap dung hoa giita bao mat va chi phi thyc hién.

Mat mi cb dién chu yéu dung dé “che gidu” dir liéu. Voi Mat ma hién dai,
ngoai kha niang “che giau” dir liéu, con dung dé thyuc hién: Ky s6 (ky dién tir), tao
dai dién thong di¢p, giao thurc bao toan dir li¢u, xac thuc thyuc thé, xac thuc tai liéu,
giao thirc chimg minh “khéng tiét 16 thong tin”, giao thirc thoa thuan, giao thic

phan phdi khoa, chdng chéi cii trong giao dich dién tir, giao thic chia sé bi mat, ...
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Theo nghia hep, “mat ma” dung dé bao mat dit liéu, ngudi ta quan niém:
Mat ma hoc 1a khoa hoc nghién ctru mat ma: Tao ma va phan tich ma.
Phan tich ma la k¥ thuat, ngh¢ thuat phan tich méat ma, kiém tra tinh bao mat ctia nd
hodc pha v& su bi mat cia n6. Phan tich ma con goi 1a tham ma.

Theo nghia rong, “mat ma” 1a mot trong nhiing cong cu hi¢u qua bao ddm An

toan thong tin ndi chung: bao mat, bao toan, xac thuc, chéng chdi cai, ...

1.2.1.2.Khdi ni¢m md hoa (Encryption)

1/. M& héa: 1a qua trinh chuyén thong tin c6 thé doc duoc (goi 13 bdn ré) thanh
thong tin “khé” thé doc duoc theo cach thong thudng (goi 12 bdn ma).

D6 1a mot trong nhitng k¥ thuat dé bao mat thong tin.

2/. Gidi ma: 13 qua trinh chuyén thong tin nguoc lai tir bdn ma thanh bdn ré.

3/. Thudt todn ma héa hay gidi ma 1a thu tuc dé thyc hién ma hoa hay giai ma.

4/. Khéa md hoa la mot gia tri lam cho thuat toan ma hoa thuc hién theo cach riéng
biét va sinh ra ban ro riéng. Thong thuong khoa cang 16n thi ban ma cang an toan.
Pham vi céc gia trj c6 thé c6 cta khoa duoc goi 1a Khong gian khoa.

5/. Hé md héa 1a tap cac thuat toan, cac khoa nham che gidu thong tin, cling nhu

lam rd né.

1.2.1.3. Khdi niém hé ma hoa
Mot so dd md hoa 1a bo ndm
S=(P, C, K, E, D) théa man cac diéu kién:
P: 1a mot tap hiru han céc ky tu ban 10.
C: 1a mét tap hiru han cac ky ty ban ma.
K: 1a mét tap hitu han cac khoa.
E: 1a mot anh xa tir K X P vao C, duogc goi la phép 1ap ma.
D: la mdt anh xa tir K x C vao P, dugc goi 1a phép giai ma.
Vi ke Ktadinhnghiaeg e E, e P— C; deeD, di: C — P; e, d¢ duoc goi la ham
lap ma va ham giai ma tuong ung vdi khdéa mat ma k. Cac ham d6 phai thoa man hé¢

thie: dk(ek(X)) =X vo1 V XeP.

17



1.2.1.4. Nhirng tinh nang cia hé¢ ma hoa

* Cung cép mot muc cao vé tinh toan bao mat, toan ven, chéng chéi bé va xac thue.
* Tinh bao mat: Bao dam bi mat cho cac thong bao va dir liéu bang viéc che gidu
thong tin nho céc k¥ thuat ma hoa.

* Tinh toan ven: Bao dam véi cic bén rang ban tin khong bi thay ddi trén duong
truyén tin.

* Chéng chdi bo: Co thé xac nhan rang tai liu da dén tir ai d6, ngay ca khi ho ¢b
gang tir chdi no.

* Tinh xac thue: Cung cap hai dich vu:

+ Nhan dang ngudn gbc ctia mot thong bao, dam bao rang né 1a ding su thuc.

+ Kiém tra dinh danh cua nguoi dang dang nhap hé thong, tiép tuc kiém tra dic
diém cta ho trong trudng hop ai d6 cd ging két ndi va gia danh 1a ngudi str dung

hop phap.
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1.2.2. Cac phwong phap ma hoa

Hién nay c6 2 loai mi hoa chinh: ma hoa khoa ddi xtng va ma hoa khoa
cong khai.

Hé ma héa khéa ddi xing co khoa 1ap ma va khoa giai ma “giéng nhau”,
theo nghia biét dugc khoa nay thi “dé” tinh duoc khoa kia. Vi vy phai giit bi mat
ca 2 khoa.

Hé ma héa khoéa cong khai thi c6 khoa 1ap ma khac khoa giai ma (ke = kd)
biét dugc khoa nay ciing “khé” tinh dugc khoa kia. Vi vay chi can bi mat khoa giai

ma, con cong khai khoa lap mé.

1.2.2.1. H¢ mi héa khéa doi xirng
1/. Khai niém

H¢ ma héa khéa déi xirng 13 hé ma hoa ma biét duoc khoa l1ap ma thi c¢6 thé
“d&” tinh duoc khoa giai mi va nguoc lai. Pic biét mot sé hé ma hoa co khoa lap
ma va khoa giai ma tring nhau (ke = kd), nhu hé ma hoa “dich chuyén” hay DES.

Hé ma héa khoa ddi xtmg con goi 1a H¢ ma héa khéa bi mat, hay khda
riéng, vi phai gilr bi mat ca 2 khoa.

Trude khi ding hé ma hoa khoa dbi xing, nguoi glri va ngudi nhan phai thoa
thuan thuat toan ma hoa (1ap ma hay giai ma) va khoa chung (phai gitt bi mat).

Do an toan cia Hé ma hoa loai nay phu thuéc vao khéa, néu dé 16 ra khoa
nay nghia 13 bat ky ngudi nao ciing c6 thé ma héa va giai ma thong béo trong hé
théng ma hoa.

Sy ma hoa va giai mi cta hé thong ma hoa khoa ddi ximg biéu thi boi:

ExxP—>CvaD:C—P
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2/. Vi du:

+ Hé ma héa cé dién 13 M3 hoa khoa d6i xtmg: dé hiéu, dé thuc thi, nhung c6 d6 an
toan khong cao. Vi gidi han tinh toan chi trong pham vi bang chir cai, st dung trong
ban tin cAn ma, vi du Zy néu dung cac chir cai tiéng anh. V&1 hé ma hoa ¢ dién,
néu biét khoa 1ap ma hay thudt toan 1ap ma, co thé “d&” xac dinh duoc ban rd, vi
“dé&” tim duoc khoa giai ma.

+ Hé ma héa DES (1973) 1a Ma hoa khoa ddi xang hién dai, c6 do an toan cao.

3/. Pic diém
* U diém:
Hé ma hoa khoa ddi xirng ma hoa va giai ma nhanh hon hé ma hoa khoa cong khai.
* Han ché:
(i). M4 hoa khoa d6i xtig chua that an toan véi 1y do sau:
Nguoi ma héa va nguoi gidi ma c¢6 “chung” mot khoa. Khoa phai dugce gitr bi mat
tuyét dbi, vi biét khoa nay “dé” xac dinh duoc khoéa kia va nguoc lai.
(ii). VAn dé thoa thudn khoa va quan 1y khoa chung 1a kho khan va phirc tap. Nguoi
gui va ngudi nhan phai ludn thong nhét v6i nhau vé khoa. Viéc thay dbi khoa 1a rat
khé va dé bi 10. Khoa chung phai dugc gtri cho nhau trén kénh an toan.

Mit khac khi hai nguoi (1ap ma, giai ma) cung biét “chung” mot bi mat, thi

cang kho gitr dugc bi mat !

4/. Noi sir dung hé mi hoa khéa doi xirng

Hé mi hoa khoa dbi xtimg thudng dugc st dung trong méi truong ma khoa
chung c6 thé d& dang trao chuyén bi mat, chfmg han trong cung mdt mang noi bo.
Hé ma hoa khéa d6i xing thuong ding dé ma héa nhiing ban tin 16n, vi téc do ma

hoa va gidi ma nhanh hon h¢ ma hoa cong khai.
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1.2.2.2. H¢ ma hoa khoa phi déi xirng (hé ma héa khoa cong khai)
1/. Khai niém
Hé ma héa khéa phi ddi xing 1a Hé ma hoa c6 khéa lap ma va khoa giai ma
khéc nhau (ke # kd), biét dugc khoa nay ciing “khé” tinh duoc khoa kia.
Hé ma hoa nay con dugce goi l1a Hé méa héa khoa cong khai vi:
+ Khoa ldp ma cho cong khai, goi la khoa cdng khai (Public key).
+ Khoa gidi ma gitr bi mat, con goi la khoa riéng (Private key) hay khda bi mdt.
Mot ngudi bat ky co thé dung khoa cong khai dé ma héa ban tin, nhung chi
nguoi nao c¢6 dung khoa gidi ma thi méi c6 kha ndng doc duge ban rd.
H¢ ma héa khéa cong khai hay H¢ ma héa phi doi xieng do Diffie va Hellman
phét minh vao nhiitng nam 1970.
2/. Vi du:
Hé ma hoa RSA, hé ma hoa ELGAMAL,....
3/. Pic diém
* Uu diém:
(1). Thuat toan duogc viét mot 1an, cong khai cho nhiéu 1an dung, cho nhiéu nguoi
dung, ho chi can giir bi mat cho khoa riéng ctia minh.
(ii). Khi biét cac tham sb ban dau ciia hé ma hoa, viéc tinh ra cip khoa cong khai va
bi mat phai 1a “dé” , tic 1 trong thoi gian da thirc.
Nguoi giri ¢6 ban 1d P va khoa cong khai, thi “dé” tao ra ban ma C.
Nguodi nhan c6 ban ma C va khéa bi mat, thi “d&” gidi dugc thanh ban ro P.
(ii1). Nguoi ma hoa dung khéa cong khai, nguoi gidi ma gitr khoa bi mat. Kha nang
16 khoa bi mat kho hon vi chi c6 mdt nguoi gilr gin.
Néu tham ma biét khoa cong khai, cd gang tim khoa bi mat, thi chting phai
duong dau v6i bai toan “kho”.
(iv). Néu tham ma biét khoa cong khai va ban ma C, thi viéc tim ra ban 15 P ciing 1a
bai toan “kh6™, s6 phép thir 1a vo cung 16n, khong kha thi.
* Nhwoe diém:

H¢ ma hoa khoa cong khai: ma hoa va gidi mé chdm hon h¢ ma hoa khoa doi xiang.
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4/. Noi sitr dung hé ma héa khéa cong khai

Hé ma hoa khoa cong khai thudng duge sir dung cha yéu trén cac mang cong
khai nhu Internet, khi ma viéc trao d6i chuyén khoa bi mat twong di kho khan.

Dic trung ndi bat ciia hé ma hdéa cong khai 1a khoa cong khai (public key) va
ban mi (ciphertext) déu c6 thé guri di trén mot kénh truyén tin khéng an toan.
Biét ca khoa cong khai va ban ma, tham ma cling khong d& kham phé dugc ban rd.

Nhung vi ¢6 toc d0 ma hoa va giai ma chdm, nén hé ma hoa khoa cong khai
chi dung dé ma hoa nhing ban tin ngin, vi du nhu ma hoa khoa bi mat giri di.

H¢ ma hoa khoa cong khai thuong dugc s dung cho cap nguoi dung thoa

thuan khoa bi mat cua h¢ ma hoa khoa riéng.
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1.3. MOT SO BAI TOAN TRONG MAT MA

Trong phan nay s& xét ba bai todn c¢6 vai trd quan trong trong 1y thuyét mat
mi, d6 1a ba bai toan: Kiém tra sé nguyén td, phan tich mot sé nguyén thanh tich
ctia cac thira s nguyén td, tinh logarit roi rac ctia mét sd theo modulo nguyén t6. O
day ta mic dinh rang cc s6 nguyén t6 14 rat 16n.

1.3.1. Bai toan kiém tra s6 nguyén t6 16m

Cho n 14 s6 nguyén bat ky. Lam thé nao dé biét n 1a s6 nguyén té hay khong?
Bai toan dugc dat ra tr nhiing budi dau cua sd hoc, va tra qua hon 2000 nam dén
nay van la mot bai toan chua c6 duge nhiing cach giai dé dang. Bang nhiing phuong
phap don gian nhu phuong phép sang Eurratosthéne, tir rat som ngudi ta di xay
dung duoc cic bang sd nguyén to dau tién, roi tiép tuc bang nhiéu phuong phap
khac tim thém duoc nhiéu sé nguyén té 1on.

Tuy nhién chi dén giai doan hién nay cta ly thuyét mat ma hién dai, nhu cau
st dung cac nguyén t6 va thir tinh nguyén t cua cac sé méi trd thanh mot nhu cau
to 16n va pho bién, doi hoi nhiéu phuong phap méi c6 hiéu qua hon.

Trong muc ndy sé& luge qua vai tinh chét cta sé nguyén té va mot vai
phuong phap thir tinh nguyén té cia mot sé nguyén bat ky.
1/. Tiéu chuin Euler-Solovay-Strassen:

a) Néu n la s0 nguyén td, thi voi moi s6 nguyén duong a < n-1:

(Sj =a"?modn.

b) Néu n 13 hop sb, thi:

a _
}(a:lsasn—l,(bJsa(“‘l)’z modn){snTl

2/. Tiéu chuin Solovay-Strassen-Lehmann:
a) Néu n 14 s6 nguyén t0, thi v&i moi s6 nguyén duong a < n-1:
a" "% =+1modn

b) Néu n 12 hop sb thi

}{a ‘1<a<n-1a"?? =+1mod n}{ snT_l
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3/. Tiéu chuan Miler-Rabin:
a) Cho n 1a s nguyén 1é, ta viét (n-1) = 2°.u, v6i u 1a s6 1&. Néu n 1a s6 nguyén tb,
thi voi moi s6 nguyén duong a < n-1:

(@" =amodn)v 3k <e(@”* = -1modn).

b) Néu n 1a hop sd, thi
u 2*u n-1
}{a:lsasn—l,(a =1modn)v Ik <e(a s—lmodn)}{gT

Céc tiéu chuan ké trén 13 co s dé ta xdy dung cac thuat toan xac suat kiéu Monte-
Carlo thtr tinh nguyén t6 (hay hop sd) cua cac sb nguyén.

Thuit toan Euler-Solovay-Strassen.

Dit liéu vao: s6 nguyén dwong n va t s6 ngiu nhién a, ..., a,

()@<a <n-1),

1. fori=1totdo

2. if (a/n)=al""?*modn, then

3. answer “n 13 s6 nguyén t&”

4. else

5. answer “n 13 hop s6” and quit
Néu thuat toan cho tra 10i “n 1a hop s6” thi ding n 13 hop sd. Néu thuat toan cho tra
10 “n 1a s6 nguyén t6”, thi tra 15i 6 c6 thé sai voi xac suat Monte-Carlo thién vé ¢,
néu xem no 13 thuat toan thir tinh 12 hop s6. Thuat toan xac sudt thién vé khong, néu
n6 13 thuat toan thtr tinh nguyén t6 ciia cac s6 nguyén.

Tuong tu, dua vao céc ti€u chuan 2 va 3, nguoi ta da xay dung cac thuat toan
xéc suat Solovay-Strassen-Lehmann va Miler-Rabin kiéu Monte-Carlo d¢ thir tinh
nguyén t6 (hay hop sd) ctia cac sé nguyén.

Hai thuat toan d6 chi khéc thuat toan Euler-Solovay-Strassen & chd cong thirc
trong hang 1énh 2 can duoc thay twong tng boi:

a"?"? = +1modn

Hay }{(au =1modn)v 3k <e(a’* = —1mod n)){

trong d6 u va e dugc xac dinh boi: (n-1) = 2°.u, u la s 1é.
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Xac suét sai 1am € khi nhan dugc két qua “n 14 s6 nguyén t6” trong cac thuat
toan trén dugc tinh nhu sau: Gia st n 13 s6 1é trong khoang N va 2N, ticc N < n <
2N. Goi A 1a su kién “n 1a s6 nguyén t6”, va B 1a su kién “thuét toan cho két qua tra
161 n 13 s6 nguyén t6”. Ta phai tinh x4c sut € = p(A[B). Theo tinh chat (b) cua tiéu

chuén Euler-Solovay-Strassen, néu n 1 hop sd, thi sy kién

(Zj =a"Y"2modn

d6i v6i mdi a ngau nhién (1 <a < n-1) co xac suat < 1/2, vi vay ta co:

1
p(B/A) < >
Theo cong thirc Bayes ta co:
o(A/B) - PBIADA) _ p(AIB).p(A)
p(B) P(B/A).p(A).p(B/ A).p(A)

Theo dinh 1y vé sé nguyén t6, sb cac s6 nguyén td gitra N va 2N xép xi
N/ InN ~ n/ In n, s6 cac s6 1¢ 1a N/2 ~ n/2, do d6 p(A) = 2/ Innva p(A) ~ 1-2/In n.

Di nhién ta c6 p(B/ A) = 1. Thay cac gia tri d6 vao cong thirc trén, ta duoc:

2
2'(1-)
| Inn-2
P(A/B) < > 2 Timn—252 (1)
21"+ —
Inn” Inn

Chay:
Pénh gia d6 ciing ding ddi v4i thuat todn Solovay-Strassen-Lehmann. Doi
vo1 thudt toan Miler-Rabin, ta dugc mot danh gia tot hon, cu thé la:

Inn-2

A/BY=———M—
P( ) Inn—2+2*

(1.2)

Chu y rang khi t = 50 thi dai luong ¢ vé phai cua (1.1) ~ 107 , va vé phai
cia (1.2) ~ 10%; do d6 néu chon cho dit liéu vao nim muoi sé ngiu nhién a, thi
cac thuat toan Euler-Solovay-Strassen va Solovay-Lehmann s& thir cho ta mot s6
nguyén to voi xac sudt sai 1am < 10 va thuit toan Miler-Rabin véi xac suit sai

lam 1a < 1073,
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C6 thé tinh dugc do phirc tap tinh toan vé thoi gian cia cac thudt toan xdc
suat ké trén vao ¢& log ., tirc 1a da thire theo d6 dai biéu dién cua dit liéu vao (s6 n).
Tuy nhién cac thuat toan do6 chi cho ta thir tinh nguyén tb ciia mot sb v6i xac sudt sai
14m € nao d6, du e 1a rit bé. Trong nhiéu ing dung ta mudn c6 duoc sb nguyén tb
v6i do chic chan 100% 1a s6 nguyén t6. Khi dé ta c6 thé dung cac thuét toan xéac
suat nhu trén va sau d6 tim kiém nhiing thuat toan tat dinh dé thur tinh nguyén té véi
ddé chinh xac tuyét ddi. Adleman, Pomerance va Rumely da dé xuit mot sd thuat
toan kiéu nhu vay, trong do ndi bat 1a thuat toan thir téng Jacobi, sau d6 duoc don
gian hoa bo1 Cohen va Lenstra. Gold Wasser, Kilian, Adleman va Hoang dé xuit
thuat toan thir bang duong cong Elliptic, va duoc tiép tuc hoan thién boi Atkin va
Morain. Céc thuat toan ndy di dugc dung dé tim nhiéu sé nguyén té 1on.
4/. Thuat toan Agrawal-Kayal-Saxene

Thang 8-2002, cac nha toan hoc An d6 Agrawal, Kayal va Sexena dua ra
thuat toan tat dinh thir tinh nguyén t6 c6 d6 phirc tap thoi gian da thirc, kha don gian
Thuat toan Agrawal-Kayal-Saxena:

Input: integern > 1

1. If (nis of the form a°, b > 1) output COMPOSITE;
2. r=2;

3. While (r<n){

4, if (gcd(n, r) = 1) output COMPOSITE;

5 if (r is prime)

6 let g be the largest prime factor of r -1 ;

7. if (0 =>4 ~r log n) and (nrq_1 #1(modr))

8. break;

9. r<—r+1;

10. }

11. fora=1to 2+/r logn
12.if (x—a)" = (x" —a)(modx" —1,n) output COMPOSITE;
13. output PRIME;
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Thuat toan nay da dugc mot s6 nha toan hoc kiém nghi¢m, danh gia cao va
xem 13 thuat toan tot, co thé dung cho viéc kiém thir tinh nguyén té cua cac sd
nguyeén.

Trong thuc tién xay dung cc giai phdp mat mé, c6 ngu ciu cac sd nguyén tb
rat 16n. Pé tim dugc sb nhu vay, nguoi ta chon ngﬁu nhién mot sd n rat 16n, dung
mot thuat todn x4c suét, chéng han nhu thuat toan Miller-Rabin. Néu thuét toan cho
két qua “n 13 s6 nguyén t6” v6i mot xac sudt sai € nao do, thi dung tiép mot thuat
toan tat dinh (chang han thuat toan Thuat toan Agrawal-Kayal-Saxena) dé dam bao
chic chian 100% rang s6 n 1a nguyén to.

Thuat toan Agrawal-Kayal-Saxena dugc chung to 1a c6 do phuc tap thoi gian
da thire ¢& O ((logn)*?) khi thir trén sé n. Néu sd nguyén td duge thir c6 dang Sophie

Gerrmain, tirc dang 2p—+1, thi dd phtrc tapk thoi gian s& chi ¢d O ((logn)®).

1.3.2. Bai toan phén tich thanh thira s6 nguyén tb

Bai toan phan tich mot s6 nguyén thanh thira sé nguyén t6 ciing duoc xem la
bai toan kho, thuong duoc sir dung trong 1y thuyét mat ma. Biét s6 n 1a hop s thi
viéc phan tich n thanh cac thira s§, méi 13 c6 nghia; do d6 dé phan tich n thanh cac
thira s6, ta thir trudce n c6 phai 1a hop sb hay khong.

Bai toan phan tich n thanh céc thira s6 c6 thé din vé bai toan tim mgt wéc sé
ciia n. Vi biét mot udce sb d cua n, thi tién trinh phan tich n dugc tiép tuc thuc hién
bang cach phan tich d va n/d.

Bai todn phan tich thanh cac thua 30, hay bai toan tim udc s6 ciia mot sb
nguyén cho trudc, da duoc nghién ciru nhidu, nhung ciing chua c6 thuat toan hiéu
qua nao dé giai no trong trudng hop tong quat. Do d6 ngudi ta ¢6 khuynh hudng tim
thuat toan giai n6 trong nhirng truong hop dac biét, chéng han khi n ¢6 méot udc sb
nguyén to p voi p — 1 12 B-min, hoic khi n ki sé Blum, tirc 1a s6 c6 dang tich ciia
hai s nguyén t6 16n ndo dé n =p.q.

Mot s6 nguyén n duge goi 1a B-min néu tat ca cac wdc sd nguyén td ctia nd

déu < B v61 mot can B > 0 nao do.
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1/. Trwong hop 1
Giai st n 1a B-min. Ky hiéu Q 12 boi chung bé nhét cua céc lily thira cta cac

s6 nguyén td < B ma ban than chung < n. Néu ¢' <n thi I In(q) < In n, ttc 1< “n_nJ
nq

(LxJ 14 s6 nguyén bé nhét 16n hon x).

Taco Q= Jale-

9<B
trong d6 tich l4y theo tat ca cac sb nguyén t6 khac nhau q < B.
Néu p 1a thira s6 nguyén to ciia n sao cho p-1 1a B-min, thi p-1|Q, va do d6
v6i moi a bat ky thoa man ged(a, p) = 1. Theo dinh Iy Fermat ta ¢c6 a® =qmod p
Vi vay néu lay d = ged(a®-1, n) thi p|d.
Néu d = n thi coi nhu thuat toan khong cho ta diéu mong mudn, tuy nhién diéu
d6 chac khong xay ra néu n c6 it nhét hai thira s6 nguyén t6 khac nhau.
(p-1)-Thudt todn Pollard phén tich thanh thira sé:
INPUT: Mot hop s6 n khong phai 13 lity thira cia mot s6 nguyén t6.
OUTPUT: Mt thira s6 khong tam thuong cua n.
1. Chon mdt can cho d6 min B.
2. Chon ngau nhién mot sd nguyén a, 2 < a < n-1, va tinh d = gcd(a, n).
Néu d > thi cho ra két qua (d).
3. V6i mdi sé nguyén t6 q < B thuc hién:
3.1. Tinhl= “E—EJ :
3.2. Tinha <« a% modn
4. Tinh d =gcd(a-1, n).
5. Néu 1 <d <n thi cho két qua (d).

Néu nguoc lai thi coi nhu khong c6 két qua.
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2/. Trwong hop 2

Xét truong hop sé nguyén Blume, tirc 13 s6 c6 dang n = p.q, tich cta hai s6
nguyén t6 16n. Chi y rang néu biét hai s6 nguyén khic nhau x va y sao cho
x2 = y2(modn) thi d& tim duoc mot thira s6 cia n. Thyc vdy, tir X2 = y2(modn) ta c6
thé suy ra rang x> —y? = (x+y)(x—y) chia hét cho n, do n khong 1 wdc sb cia x +y
hodc x — Y, nén gcd(x-y, n) phai 1a mot uwéc sé cua n, tirc bang p hoic q.

Ta biét néu n = p.q 12 s6 Blume, thi phwong trinh déng du x? =a?(modn) ¢6
4 nghiém, hai nghiém tam thuong 1a x = a va x = -a. Hai nghiém khong tam thuong
khac 14 +b, ching 1a nghiém ctia hai hé phuong trinh dong du bac nhat sau:

X =a(mod p) x =—a(mod p)

{x =-—a(mod q)} {x =a(modq) }

Bang 1ap luan nhu trén, ta thay rang n 1a s6 Blume, a 1a s nguyén t véi n,
va ta biét mot nghiém khong tam thudng cta phuong trinh x? =a?(modn), tirc 1a
biét x = +a sao cho x* =a?(modn) thi gcd(X-a, n) s& 1a mot udc sb cua n.

Ttr nhirng diéu rat ra ¢ trén, ngudi ta dd tim ra mot s6 phuong phap tim ude
s6 nguyén té ciia mot sd nguyén dang Blum. Cac phuong phap dé dwa vao viée tim
mot nghiém khong tam thuong cia phuong trinh x? =1(modn). Ta gia thiét a.b =
2% 1 v6irla s 1é. Ta phat trién mot thuat toan xac suat kiéu Las Vegas nhu sau:
Chon mdt s6 ngau nhién v (1 < v < n-1). Néu v may mén 1a boi sé caa p hay q, thi ta
dugce ngay mot wde s cua n 1 ged(v, n). Néu v nguyén tb véi n, thi ta tinh cac binh
phuong lién tiép ké tir v, duoc v', v¥', v*, ... cho dén khi dugc v¥" =1(modn) véi
mot t ndo d6. SO t nhu vy bao gio ciing dat duoc, vi o 2°.r =0(modg(n)) nén co
vZ" =1(modn) . Nhu vay ta d tim duoc s6 x =v? " sao cho x? =1(modn). T4t nhién
c6 X # 1 mod n. Néu ciing cé x # -Imod n thi x 1a nghiém khong tim thudng cia
x? =1(modn), tir d6 ta c6 thé tim wdc s6 cia n. Néu khong thi thuat toan cho két qua
khong dang. Nguoi ta co thé udc lugng xac suat cho két qua khong ding véi mot
lan thir véi mot sd v 1a < %, do d6 néu thiét ké thuat toan véi m sd ngﬁu nhién

V,,Vy,...,V,, , thi s& dat duoc xac sut két qua khong dung la < 1/2™.
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1.3.3. Bai toan tinh logarit roi rac theo modulo

Cho p 13 s nguyén t6 va a 1 phan tr nguyén thuy theo mod p. Bai toan tinh
logarit ro1 rac theo mod p la bai toan tim, véoi mdi sb B e Z;, mot sb a (1 <a<p-1)
sao cho = «®*mod p, tirc 1a a=1log, S(modp-1).

Mot thuat toan tam thuong dé giai bai toan nay 1a duyét toan bd cac sb a tir q
dén p-1, cho dén khi tim dugc a thoa min p = «* modp.

Tuy nhién thuit toan ndy sé& khong hiéu qua néu p 1a sb rat 16n. Mot bién
dang cua thuat todn do vai it nhiéu hiéu qua hon la thuat toan Shanks.

1/. Thuat toan Shanks

bat m:L/p7—1_ . Tatimadudi danga=mj+1,0<1i,j<m-1.

RG rang B = «®* mod p khi va chi khi «™ = o' modp.

Ta 1ap hai danh sach gdm c6 cac cip (j, &™) va (i, Ba™) véi i, j chay tir 0
dén m-1. Khi phat hién hai cdp tir hai danh sach d6 c6 phan tir thtr hai biang nhau 1a
ta dugc két qua a = mj + i, d6 chinh 1a gia tri log, # ma ta can tim. Thuat toan
Shanks c6 do phirc tap ¢& O(m) phép toan nhan va O(m) bd nhé (chir ké O(m?))
phép so sanh).

2/. Thuat toan Polig-Hellman
Puoc dung c6 hiéu qua trong trudng hop p-1 chi co céc thira sé nguyén to bé.

Gia thiét rang p-1 c6 dang phan tich chinh tac la:

Dé tim a = log, 8 (mod p-1), ta tim cac s a, sao cho a, =a mod P% voii=1,...k.
Sau khi tim duogc cac a;, thi h¢ phuong trinh x =a,mod P% (i = 1,..., k), duogc

giai theo dinh 1y sé du Trung qudc, s& cho 10 giai x = a (mod p-1) can tim.

Vian dé 1a x4c dinh cac s6 a,mod PS (i = 1,..., k). Van dé nay phat biéu nhu sau:

Gia str q 1a mot wdc sd nguyén t6 ciia p-1, va q°| p-1, nhung khong con q°*|p-1. Ta

can tim x =modq°.
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Ta bi€u dién x dudi dang sau:

c-1
XZZXiQi (0< x<0-1)
i=0
Vi x = mod q°nén a viét dudi dang a =x +q°.svavi «"* =1(mod p), nén ta co
g
ﬂ(p—l)/q = (P = (a p—l)a/q = (P D%/a (mod p)
Tadit y =a®™®'%, va tinh 1an lugt »°,7%,72,..., dong thoi so sanh véi AP *modp .
Talays6idola x,, tic x,= .
Néu ¢ =1 thi x = x,, ta tim xong x. Néu ¢ > 1 thi dit g' = g™

Twong ty nhu trén, tinh 14n luot °,7*,77,.... ddng thoi so sanh véi BT
ta tim dugc X, .

Cu lam nhu vay, ta tim duoc dan céc giatri x, vo11=0, 1, ..., c-1, trc tinh duogc X.

Sau khi tim duoc tat ca cac gia tri ciia x Ung véi moi s6 nguyén t6 q cia p, thi
theo mot s nhan xét & trén, chi can giai tiép mot hé phuong trinh dong du bac nhat
theo cac modulo ting cip nguyén td v6i nhau (bang phuong phap sé6 du Trung
qudc), ta tim dugc s a can tim, a = log, A theo mod p.

Thuat toan Polig-Hellman cho ta cach tinh logarit ro1 rac kha hiéu qua, nhung
chi khi p-1 chi c6 cac thira s nguyén t6 bé. Néu p-1 c6 it nhat mot thira s6 nguyén
t 16n, thi thuat toan d6 khé hiéu qua, trong trudng hop do6 bai toan tinh logarit rdi
rac theo mod p van 1a bai toan kho.

Mot 16p cac sé nguyén t& p ma p-1 co it nhat mot thira sé nguyén td 16n va
16p céc s6 nguyén td dang p = 2q+1, trong d6 q 1a s6 nguyén t6. Do goi 12 s6 nguyén
tb dang Sophie Germain, cé vai trd quan trong trong vi¢c xay dung cac hé mat ma
khoa cong khai.

Nguoi ta da nghién ctru phat trién kha nhiéu thuat toan khac, ca thuat toan tat
dinh, ca thudt toan xac suit, dé tinh logarit ro1 rac, nhung chua cé thudt todn nao

dugc ching to 1a c6 do phure tap thoi gian da thic.
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1.4. VAN PE AN TOAN CUA HE MA HOA
1.4.1. Cac phuong phap tham ma

Mat ma dugc st dung trudce hét 1a ¢é dam bao tinh bi mat cho cac thong tin
duge trao d6i, va do d6 bai toan quan trong nhit ciia thim mi ciing 1a bai todn phé
bo tinh bi mat d6, tic 13 tir ban mat ma co thé thu duge dé dang (trén cac kénh
truyén tin coéng cong), tham ma phai phat hién duoc ndi dung théng tin duoc che
gidu trong ban mat ma d6, ma t6t nhat 1a tim ra duoc ban rd gbc clia ban mat ma do.

Ngay nay ta c6 thé phan loai bai toan thim ma thanh cac bai toan tham ma
thanh cac bai toan cu thé sau:
1/. Chi biét ban ma:

Khi thaim ma chi biét mot ban mat ma Y.
2/. Biét duoc céa ban rd:

Khi thim ma biét mot ban mat ma Y va ban rd twong tmg X.
3/. Ban rd duoc lua chon:

Tham ma c6 thé chon mot ban 13 X, va biét ban mat ma tuong ing Y. Diéu
nay co thé xay ra khi tham ma chiém duogc (tam thoi) may 1ap ma.
4/. Ban ma duoc lua chon:

Tham ma c6 thé chon mot ban mat ma Y, va biét ban rd trong ung X. Diéu

nay cd thé xay ra khi tham ma chiém duoc (tam thoi) may giai ma.
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1.4.1.1.Thdm ma chi biét bin ma

Tham ma chi biét ban ma (Ciphertext only attack) (COA) 13 mé hinh tham
mé, trong d6 gia sir rang tham ma chi biét duy nhat tip cac ban ma.

Xay ra truong hop nay khi (nhu thoi xua) bit duoc ké dua thu, hodc (thoi
ngay nay) chin duogc théng tin truyén trén mang.

Tham mai 13 thanh c6éng hoan toan néu nhu cac ban rd tuong tng co thé duoc
suy ra, hay t6t hon 1a c6 thé tim dugc khoa giai ma. Kha ning dé tim dugc bt ki
thong tin gi vé ban 13 co sd ciing duoc xem 1a thanh cong.

Nhitng hé mi héa trudc day thuc hién bang but va gidy, thudng bi pha boi
viéc dung ban ma don doc. P61 voi hé ma c6 dién don gian, nha 1ap ma phat trién k§
thuat thong ké cho viéc tin cong ban ma nhu “phan tich tan s6” (frequency analysis)

Céac hé ma hién dai c6 ging cung cap kha ning bao vé chdng lai tin cong
dang nay, bang cach sir dung gia thuyét giai ban mi tuong Gng vdi viéc giai bai toan
“kh¢”, qué trinh kiém tra kha ning ctia hé ma méi thuong kéo dai nhidu nim, bao
gém viéc kiém tra toan bd moi khia canh ciia mot s6 luong 16n cac ban ma tir bat ki
mot su théng kén ngau nhién nao.

Vi du nhu hé ma RSA, dé tim ra ban rd tir ban ma thi phai giai bai toan “kho” 1a

bai toan RSA.
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1.4.1.2. Tham md biét bin ré

Tham ma biét ban r6 (Known plaintext attack) (KPA) 1a mot mo hinh tn
cong dé giai ma, trong d6 tham ma biét ca ban rd va ban ma, va ty do dung ching dé
tim kiém nhiing thong tin khac vé& hé m3, dic biét 1a khoa bi mat.

Tuy nhién ban ma va ban rd 1a biét dugc mot cach ngiu nhién ngoai ¥ mudn
cua tham ma, vi dy thong tin duoc cit thanh nhiéu ban rd dé ma hoa thanh nhiéu ban
mi tuong ng, nhiéu ngudi dua thu khac nhau mang dén mot dich nao d6, tham ma
vo tinh bat duoc ké dua thu cdm mot ban ma va mot ban rd tuong rng voi no, su bét
dugc nay la hoan toan vo tinh, thdm ma khong thé lua chon trude duoc.

Nhiéu hé mi héa cb dién d& bi tin cong ddi voi tham ma loai ndy. Vi du nhu
d6i voi hé ma dich chuyén (shift cipher) (hé ma Caesar), néu biét mot cap ban ma va
ban rd bat ki, tirc 13 biét dugc khoang chuyén dich hay sé& biét duoc khoa K, lac do
ta s€ gia ma dugc toan by h¢ ma.

Nhiing file luu trir dang ZIP ciing dé bi tdn cong theo kiéu nay. Vi du, tham
ma véi file ZIP di dugc ma hoa chi can biét mot file ZIP chua ma hoa (duoc hiéu 1a
biét ban 1d (Known plaintext)), sau d6 dung mot s phan mém sén ¢, ho ¢ thé tinh
ngay duoc khoa dé giai ma toan bo.

DPé tim duoc file chua mai hoa nay, tham ma cé thé tim kiém trén Website
mot file thich hgp, tim kiém né tir mot kho luu tritu, hodc ¢b géng xay dyng lai mdt

file ro (plaintext file) véi nhitng tri thirc cta tén file tir kho luu trir da dugc ma hoa.
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1.4.1.3. Tham ma véi ban ro dwoc chon

Tham ma véi ban rd dugc chon (Chosen Plaintext attack) (CPA) la md hinh
tan cong dé giai ma, trong d6 rang tham ma c6 kha niang chon mot ban 13 tiy ¥ va
biét ban mé twong Gmg. Diéu nay c6 thé xay ra khi thAm m3 chiém duoc tam thoi
may 1ap m3, v6i hé ma hoa cong khai diéu nay 1a hién nhién, vi biétduoc khoa cong
khai thi thim ma c6 thé ma hoa bit ky ban rd nao ma ho chon. Déi véi cac hé mi
d6i xtng thi nhur mo hinh trén, tham ma c6 “quyén” bat dugc bat ky ké dua thu nao
ma ho mubn, ta dimg hiéu theo nghia 1a tham ma bat tat ca cac ké dua thu c6 cip
ban rd ban mi tung Gng, hop lai s& dugc ban rd day du, ma phai hiéu 13 néu tham
mi c6 mot ban rd bat ky nao d6 thi c6 thé “bat” dugc ké dwa thu mang ban ma tung
ung voi ban rd do.

Ta thay thAm mi ¢ truong hop nay c6 “ning luc manh” hon han tham ma
omuc trén, vi & trén chi biét dugc cip ban rd ban md mot cach ngau nhién, con &
day co thé biét duogc do thAm ma chon trude.

Mot cach hinh thirc, tham ma c6 mot plaintext checking oracle (may tu van
kiém tra ban rd) nhan dau vao 1a cip (m, ¢) va tra 10i c6 phai 13 ban m3 cia m
khong. Trong truong hop x4u nhét, tham ma véi ban rd duge chon ¢ thékham pha
ra khoa bi mat cua hé ma.

Tham mi v&i ban rd duge chon trd nén rit quan trong trong cic hé mi hoa
cong khai, tai vi cac khéa ma hoa da duoc cong bd va tham ma c6 thé ma hoa bat ki
ban r6 nao ma ho chon.

Bat ki hé mi nao an toan ddi véi “tham ma véi ban rd duge chon”, thi cling
an toan v6i “tham m3 biét ban r&” (Known plaintext attack) va “tham ma chi biét
ban ma”(Ciphertext only attack), day 1a van dé an toan kéo theo.

Co hai kiéu phan bi¢t “thdm ma v&i ban ré duge chon™:

+ “Tham ma véi ban rd duge chon” theo khdi, trong d6 thdm ma chon tat ca
céc ban rd trude, roi sau d6 méi ma hoa.

+ “Tham ma véi ban rd dugc chon” thich hop, trong d6 thdm ma tao ra mot
chudi cac ban rd (queries) lién quan 1an nhau, viéc chon cac ban 15 tiép theo dua

trén thong tin vé nhig ma héa trudc do.
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Nhitng giai thuat ma hoa khoa cong khai khong ngiu nhién (tit dinh) (vi du
nhu RSA dung thuat toan mi héa tat dinh, mot ban 1d c6 duy nhat mot ban ma) dé
bi xAm pham béi cac kiéu tham ma “tir dién” don gian. D6 1a tham mi xay dung
mot bang cic ban rd va ban mé tuong tng c6 thé, biét ban ma dé tim ra ban rd twong
g, tham ma chi can tim kiém trén bang ban mi, anh xa sang ban rd tuong tng, tat
nhién 1 véi yéu ciu ring khong gian ciia cac ban rd 1a “du nho”, hic thAm mi co
thé doan trudc dugc tip ban 1d nam trong khoang du nho ndo, ma nguoi 1p ma sé
st dung.

Vi vay viéc dinh ngia bi mat hoan toan cho h¢ ma héa cong khai dudi “su
tham ma véi ban rd dugc chon” yéu cau hé ma phai 13 hé ma xac xuat (vi du ma hoa

ngau nhién).
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1.4.1.4. Tham ma voi ban ma dwoc chon
1/. Kiéu tan céng CCA

Tham ma véi ban ma dugc chon (Chosen ciphertext attack) (CCA) 1a mo
hinh tin coéng dé giai mi, trong d6 thim mi chon ban ma giai mad ban ma d6 voi
khoa chua duoc biét. Dicu nay dat duoc khi thim ma gianh dugce quyén kiém soat
tam tho1 may giai ma.

Hai dang cu thé cua loai tn cong nay con duoc goi 1 tin cong “lunchtime”
(CCAI) va tan cong “midnight” (CCA2). Thiét bi cung cap kha ning giai ma cac
ban ma duoc chon (ngﬁu nhién hay co6 chu dinh), goi la thiét bi gidi ma hodc may tu
van giai ma (decryption oracle).

Ké dich c6 thé gidi ma cac ban ma da chon trudc (st dung mdt vai thiét bi
gidi ma(decryption oracle)), thi co thé danh bai su an toan cua mét luge dd ma héa.
Tuy nhién tham ma v&i ban mi duoc chon c6 thé kéo theo nhiéu ¥ nghia hon d6i voi
mét s6 so dd ma héa. Vi du trong truong hop ddc bi¢t tham ma co thé khoi phuc lai
duoc khoa giai ma cua lugc do, béng cach dua ra nhitng ban ma chon trudc mot
cach phu hop va phan tich nhirng két qua di duoc giai ma. Thanh cong ctia thAm ma
v6i ban mi dugc chon 13 ¢6 thé gdy mat an toan téi luge d6 ma hoa, ngay khi thiét
bi giai ma (decryption oracle) tré nén khong con hiéu lyc. Vi thé tan cong dang nay
¢6 thé c6 hiéu luc trong ca nhirng truong hop ma thiét bi giai ma (decryption oracle)
khong thé duoc dung dé giai ma mot cach truc tiép cic ban ma muc tiéu.

Mot s6 luge d6 an toan khac cé thé khong con tac dung trudce kiéu tin cong
nay. Vi du nhu lugc d6 Elgamal 1 “an toan ngita nghia” (semantically secure) trudc
mo hinh tin cong CPA nhung khong con “an toan ngit nghia” trude tdn cong nay.

Nhirng phién ban trudc day cuia h¢ RSA, dung giao thirc an toan SSL (Secure
socket layer) d& bi xdm pham béi tdn cong véi ban ma chon trudc thich hop
(Adaptive chosen ciphertext attack), cich tdn cong nay kham phéd ra khéa phién
SSL. Nha thiét ké ra thé thong minh (Smart card) phai ¢ hiéu biét cy thé vé loai tan
cong ndy, nhitng thiét bi nay hoan toan c¢6 thé nim dudi sy diéu khién cta ké dich
néu chiing dua ra mot so luong 16n cac ban ma chon trude dé cd gang khodi phuc lai

khoa bi mat.
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Khi mot hé ma hoa dé bi xdm pham v&i CCA, thi khi thuc hién nén tranh
nhimg trudng hop dé cho ké dich giai cac ban ma di chon trude (vi du nhu tranh
cung cap cho ké dich may giai mi (decryption oracle). Poi khi con khé khan hon
nita, khi chi can giai mot phan nhitng ban md duogc chon trude (khong can hoan
toan), cling co thé cho co hoi tin cong h¢ ma mdt cach khon ngoan. Hon nita mot
vai hé ma hoa (nhu RSA) dung cung mdt ky thuat dé ky va giai ma nhitng thong
b4o. Viéc nay cho co hoi tin cong khi viéc “bam” (hashing) khong duge dung trén
thong bao da duoc ky. Vi thé nén dung nhitng hé ma, ma c6 thé 13 an toan trudc tan
cong ciia CCA, bao gdbm RSA-OAEP va Cramer-Shoup.

Hién tai hai hé duoc quan tdm nhat 1a OAEP va Cramer-Shoup:

- OAEP hiéu qua hon, dua trén gia thuyét todn hoc manh hon 1a ham mot phia.
Cramer-Shoup dung gia thuyét toan hoc DDH (Decisionnal Diffie-Hellman)
nhung phai coi ham bam nhu moét may tu van ngau nhién(RO-Random Oracle)
trong ching minh tinh bao mat.

- Mot sb nghién ctru chi ra nhugc diém cua RO, do vay Cramer-Shoup duogc

wra chudng hon trong mot sb truong hop.

2/. Kiéu tan cong CCAl

Trong kiéu tin cong véi ban md dugc chon trudc bat ky (Non-adaptive
chosen ciphertext attack), hay con goi 13 tdn céng c6 ban ma chon truéc khong phan
biét (indifferent chosen ciphertext attack) hodc tan cong “lunchtime” (CCA1), trong
d6 ké dich chi c6 thé chiém dugc may tu van giai ma trude khi chon ban ma cy thé
dé tan cong.

Muc tiéu tan cong la thu thap du thong tin dé lam giam do an toan cta hé
ma. Néu thanh cong thi c6 thé khdm pha ra khéa bi mat va do dé co thé pha v& sy an

toan cua hé ma.
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3/. Kiéu tin cong CCA2
al. Khdi niém kiéu tdn cong CCA2

Kiéu tin coéng voi ban ma duoc chon thich hop (adaptive chosen ciphertext
attack) hay con goi 13 tin cong “Midnight” (CCA2), 12 mo rong cua kiéu tdn cong
trén, cho phép ké dich dung may tu van giai ma, tham chi sau khi ho d& hon ban ma
dé tan cong. Nghia 13 khi biét duoc ban ma muc tiéi dé tdn cong, thi van con kha
nang sir dung mdy tu van giai ma, tit nhién voi gioi han raing khong giai ma truc
tiép ban ma muc tiéu trén may giai ma, vi nhu thé thi khong con gi dé noi.

Muc dich ctia tin cong nay 1a 1dy duoc cac thong tin c¢6 ich dé giai ma ban
mi muc tiéu. Tan cong kiéu ndy co6 thé duoc nang 1én chdng lai nhiéu luoc do6 ma
hoa khac nhau (RSA, Elgamal,...). Chung c6 thé bi ngin can thong qua cach dung
dung din hé ma c6 thém cac thong sb an toan hon hodc nhing kiém soat du thira.

Trong kiéu tan cong nay, thim ma gii mot s6 ban ma dé giai ma, sau do
dung chinh két qua cua su giai ma nay, dé chon nhitg ban ma tiép theo.

Ddi v6i cac hé ma hoa cong khai, CCA2 dugc dung chi khi tham ma c¢o tinh
chdt mém déo cua ban md (ciphertext of malleability). D6 14 ban mi c6 thé dugc
thay doi trong nhiing cach cu thé, dé ma c6 thé dy doéan trude duge hiéu qua trén su
giai ma chinh thong tin d6. Vi du ban ma ¢ hé ma RSA 1a co tinh chdt mém déo ciia
ban md, vi ta c6 thé thay doi ban ma ¢ = m® thanh ban ma ¢’ = ¢.2°, do ta di dy doan
trude duge két qua cta phép giai ma ban ma ¢,

Nghe hoi khé tudng tuong ra truong hop chiém duoc may giai ma, nhung cé
thé xét truong hop la thim ma mudn giai ma ban ma, va dong gia 1a ddi tac giao tiép
v6i ngudi giai ma, sau d6 gia vo dén nha ngudi giai ma choi, va “vo tinh” nhin thay
ban giai ma dé trén ban lam viéc.

Hoic 1a trong hé thong c6 ké phan boi tiép tay cho tham ma.
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Hoic 1a vi du d& hiéu: Trude ky thi vin dap, sinh vién (chwa biét dé thi- tat
nhién) c6 thé hoi tuy y gido su bat ki cAu hoi ndo, va tit nhién 1a gido su s& tra 10
két qua cta cau hoi d6. O day cau hoi xem 13 ban ma va cau tra 10 1a ban o gido su
12 may tu van giai m, sinh vién 13 thim m4, va dé thi 13 ban m3 muc tiéu ma tham
mi (sinh vién) mudn pha. Po 14 giai doan sinh vién chua biét dé thi hay tham ma
chua biét ban ma muc tiéu.

Sau khi sinh vién “an cap” duoc dé thi (ban mad muyc tiéu di duoc xac dinh),
trong mo hinh tin cong CCA1 sinh vién (tham ma) khong duoc quyén hoéi gido su
(méy tu van giai ma) tiép nira, trong mo hinh tan cong CCA2 thi sinh vién van c6
quyén hoi tiép gido su (may tu van giai mi), tat nhién 1a khong duoc phép hoi trén
chinh d¢ thi (ban ma muc tiéu). VI nhu vay thi gido su s& biét 1a dé thi da bi an cap.
Diéu nay ciing pht hop thyc té, vi sinh vién khon ngoan s& khong 1am nhu vay dé

gido su biét va doi dé thi.

bl. Tén céng kiéu CCA2 thuec té

CCA2 duogc quan tim mdot cach rong rai va trd thanh mot van dé vé 1y thuyét
cho téi nam 1998, khi Daniel Bleychenbacher cua phong thi nghi¢ Bell da thu
nghiém thanh céng mot tn cong thuc té.

Dé ngin can tAn cong CCA2, can thiét phai dung luoc d6 ma héa ma gisi han
tinh mém déo ciia ban ma (malleability). Mot sd luwong 16n luoc d6 ma hoa
da duoc dé xuét, nhung hi¢u qua va dé cai dat trong thuc té 1 hai lugc @6 Cramer-

shoup va OAEP.

cl. Kiéu tin cong CCA mé réng: (i, j) — CCA

K¢ dich (Adversary) duoc goi la (i, j) chosen-ciphertext adversary ((i, j)-
CCA), néu né c6 thé truy vin may tu van giai ma (decryption oracle) i lan trude khi
ban md muc tiéu dugc biét, j 1an sau khi ban ma muc tiéu duoc biét, va tat nhién 1a

van c6 gioi han 1a khong duoc truy van trén chinh ban ma muc tiéu.
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Kiéu tAn cong nay chi khac kiéu tAn cong CCA?2 13 gidi han mot cach chinh
xéc s6 lan ké dich c6 thé truy van trén may giai ma (v6i CCA2 so lan ké dich truy
van co thé 1a tiy y).

Két luan

M6 hinh tan cong CCA2 la manh nhat hién nay, hé ma nao ma dat dwoc an
toan trude tan cong nay, thi cing dat an toan trude cdc kiéu tan cong con lai. Ddy
la van d@é an toan kéo theo.

Mo hinh tdn cong ban chat 1a ta gia sir cho tham ma c6 duoc “niang luc” gi,
chi biét ban ma (COA), biét ban rd (KPA).... “ning luc” con hiéu 1a “tinh hudng xau
nhat” co thé xay ra trong thuc té.

Cho dén nay “tinh hudng xau nhat” c6 thé xay ra ma cac nha lap mi c6 thé
nghi dén, d6 13 thAm ma chiém duoc tam thoi “may giai ma” twong dwong véi mod
hinh tin cong CCA2. Vi vay néu hé ma ma an toan voi “hinh hudng xau nhat ”, thi

hién nhién cling an toan v&i cac “tinh hudng tot hon™.
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1.4.2. Tinh an toan cia m¢t hé miat ma
1.4.2.1. An toan mét chiéu (One - \Wayness)

Pay 1a yéu cau co ban vé tinh an toan ciia hé ma hoa khoa cong khai. Khi
Bob dung khoa cong khai cua Alice ma hoa thong tin cia minh va gui cho Alice,
tham m3 bang cach nao d6 1dy duoc ban ma, thi ciing “kho” thé giai duoc ban ma
(viéc giai ban ma 1a khong thé thyc hién duge trong thoi gian chip nhan), néu khong
biét khoa bi mat ma Alice nim gii.

Mot cach hinh thirc v6i bat 1y tham ma A trong viéc tim ra ban rd tir ban ma
cho truéc, ma khong co khoa bi mat, thi xac suat thanh cong 1a “khéng ding ké”
trén khong gian xac xuat M x Q, trong d6 M 1a khong gian cta cic ban rd (message)
va Q 1a khong gian nhitng thanh phan ngiu nhién .

Ki héu Succ®™ (A) 1a x4c xuit thanh coéng cua ké tham mi A st dung giai
thuat thoi gian da thic dé tim ra ban rd m.

Gy la giai thuat tao ca khoa cong khai va bi mat (py va sy), co dau vao 1a chudi
z <{0,1}%, c6 nghia z 14 chudi c6 do dai k bit, mi bit ¢6 thé 1 bit 0 hodc bit 1.

E la giai thuat ma hoa, Ey(m) la ban ma cua m. A 1a ké tham ma dung gia
thuat thoi gian da thire c6 hai dau vao 1a khoa cong khai py va ban ma Epk(m).

Succ™(A) = Pr{(G(z) — (p ), M "— m): A(py, Epk(m)) =m] <e¢, trong
d6 ¢ 1a lwong khong dang ké.

Néu giai thuat ma héa 1a don dinh (mot dau vao duy nhat c6 mot dau ra), thi
Q =®. Néu Q = ® thi dé dam bao tinh an toan, khong gian M phia 16n. Doi khi M
16n, nhung néu tham ma doan trudc duoc tan suat cua khong gian con trong M, hay
duoc dung 1am ban rd, thi ciing dé gay nguy hiém.

Thuc té nhitng hé ma c6 Q = ® (khong phia 12 hé ma xac xuét), thi c6 tinh an

toan khong cao, va it duoc dung trong thuc té.
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1.4.2.2. An toan ngir nghia (Semantic Security)

Mot cach khong hinh thirc, mot hé théng duge goi 1a an toan ngir nghia
(Semantic Security), néu bat ctr khi nao tham ma c6 thé tinh toan ban rd véi nan ma
cho trude, thi ciing c6 thé 1am viéec d6 ma khong can biét trude ban ma. No6i cach
khéc, viéc biét ban ma cling khong dua lai du chi la mét bit thong tin cho tham ma.

Sematic Security cing twong dwong voi khai niém an toan da thirc
(Polynomial Security).

An toan da thirc ¢ nghia 1a cho trudc ban ma, khong thé tinh toan dugc bat
ctr thir gi vé ban 6 trong thoi gian da thiec.

Goi f 1a mot ham bat ki duoc dinh nghia trén khong gian cac ban tin M.
Chung ta néi f(m) 1a bao gém nhing thong tin vé ban tin m e M. nhiing ham f dién
hinh dugc quan tam nhu ham bam, ham xac thyec,...

Chung ta mudn rang viéc trich rut bat ki thong tin nao cta nhimng ban tin tir
su mi hoa cua ching 1a “kh6”, tham chi ngay ca khi x4c xuit phan bd cta khong

gian ban tin duoc biét.

Véitat cam e M, ddt Pry, = Prob(x = m | x € M) 14 xdc xudt ma x =m véix e M,

M
Xét tap V = fQM), dinh nghia PT = Max( Zl Pr.) vawia gia ui
me f ) (v)

thuoc V= f(M) ma & d6 dat xac xuit 16n nhat Pr'™. Goi E 1a giai thuat ma hoa. Xét
ba trudng hop sau véi E 13 cong khai dugce tham ma biét trude.

Trwong hop I: Chon ngiu nhién m € M (mdi x € M c6 xé4c xuat 1a Pry).
Trong trudng hop nay tham ma phai du doan f(m) (thong tin vé ban & m) ma khong
dugc biét m.

Néu tham ma ludn ludn du doan f(m) = v™ thi dy doan d6 s& luén dung véi
xac xuét 1a Pr', va theo dinh nghia & trén ta thiy ring s& khong ¢ cach nao khac
cho thdm ma c6 thé du doan véi xac xuit cao hon.

Truwong hop 2: Chon ngau nhién m € M. Tinh ban mi a € E(m). Cho tham

ma biét a. Bay gid tham ma phai du doan f(m).

43



Truong hop 3. Cho thdm ma chon ham fg dugc dinh nghia trong M. Chon
ngau nhién m e M. Tinh ban ma a € E(m). Cho tham mi biét 0. Bay gid tham ma
phai dy doan f(m).

O day f(m) 1a tap hop nhitng “thong tin” vé ban rd m, ¢ truong hop tt nhat
do6 chinh 1a ban rd m.

Ky hiéu Gy 1a giai thuat tao khéa cong khai va bi mat, E 1a giai thuat ma hoa,
D la giai thuat giai ma.

Mot cach khong hinh thire, chung ta néi rang luoc dd IT = (G, E, D) 1a luogc
d6 ma hoa khoa cong khai an toan ngit nghia, néu thim ma trong trudng hop 3 du
doan gia tri f(m) v6i xac xuat khong 16n hon trong truong hop 1.

Két lugn:

Mot hé thong an toan ngiv nghia la mét hé thong ma cho ké tham md biét ban
md thi ciing khong dem lai du chi mét bit thong tin cho ké tham ma.

Vi du trong mét chién dich quan sie ban ré bao gom: thong tin vé sé qudn,
gio danh, vi tri danh, vii khi hang nang co nhitng gi.

An toan ngit nghia cé nghia la cho ké tham md biét ban ma ciia ban ré trén,
thi ciing khéng thé tim ra mot chit thong tin gi vé ban ré, vi du nhw khong thé biét
dwrpc vé s6 qudn chang han.

Théng thuong rong dinh nghia an todn cé dién, hé ma dwoc goi la an toan
néu cho trwde ban ma khéng tim dwoc ban ré twong vng. Nhung & day dinh ngia
chdt hon la, chang nhitng khéong tim dwoce bdn ré tuwong g ma chi mét phan nho
(mét bit), thong tin ciia ban ré twong g ciing khéng thé tim dwoc, nhie & truong

hop trén chi thong tin vé sé quadn ciing khéng biét dwoc.
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1.4.2.3. Tinh khéong phdn biét dwoc (Indistinguishability: IND)

Muc tiéu ciia ma héa 1a duy tri tinh bi mat cta thong tin: Tham ma s& khé thé
dung ban ma dé biét duoc thong tin vé ban rd twong tng ngoai trir dd dai cua ban
ma dé. Chung ta dinh nghia nhu sau:

Gia st A = (A1, Ay) la hai giai doan tan cong cua tham ma. Giai thuat A
chay trén dau vao 1a khoa cong khai py, cho dau ra 1a bo ba (xo, X3, S), hai thanh
phan dau tién xoVa X, 1a nhiing thong tin ¢6 cing do dai, va thanh phan cudi cing 14
s 1a thong tin vé trang thdi ma thdm ma muén duy tri (c6 thé bao gdm py). Chon
ngau nhién x, hodc x4, goi 1 x,. M hoa X, diing khda cong khai py ta thu duoc ban
may.

Giai thuat A, v&i dau vao la Yy, S, Xg, X1 cho diuralab (c6 nghia la xac dinh
xem bit b [a 1 hay la 0).

Cho don gian, ta dinh nghia dong thoi cac kiéu tin cong CPA, CCA1 va
CCA2. Sy khac nhau duy nhit nim & chd c6 hodc khong A; va A, dugc cho trude
nhirng mdy tu van giai ma (decryption oracles).

Ta dit chudi atk (Viét tat cla tir attack), la dai dién cho ca cpa, ccal, cca2,
trong khi ATK tuong ung dai di¢n cho CPA, CCA1l, CCA2.

Khita néi O;=¢,1 e {1,2}, c6 nghia O; 1a ham, trong do trén bat ki dau vao
nao déu tra vé chudi rdng &, tirc 1a khong c6 tu van (ham O; & ddy chang qua la dai
dién cho viéc c6 hodc khong may tu van giai ma).

Ky hiéu Adv* (A) 1a x4c xuit thanh cong dé du doan gia tri cua b cia ké
thdm ma A dung giai thuat thoi gian da thic, cung véi phuong phap thaim ma atk
(nhu ta ky hiéu & trén néu atk 1 cpa thi d6 1a phuong phap thAm m3 cpa, twong tur
néu atk 1 ccal thi ké tham ma d6 dung phuong phap tham ma ccal,...).

Ky hiéu Gy 1a giai thuat tao cap khoa cong khai va bi mat (p va sy), c6 dau
vao 1a chudi z e {0,1}*, ¢6 nghia z 1a chudi c6 do dai k bit, mdi bit c6 thé 1a bit 0
hoac bit 1.

E 1a giai thuat ma hoa, D 1a giai thuat giai ma, Pr[...] 12 x4c xuat ma A cho ra
du doan b 1a bang 0 hodc bang 1.

Nhu ¢ treong hop dudi Azoz(xo, X1, 8, y) = b 1a su kién cta xac suét Pr.
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Hay hiéu theo mot cach khac Prf... : Azoz(xo, X1, S, y) = b] chinh la xac suét
cta su kién A,%%(Xo, X1, S, y) = b.

Con ky hi¢u A202(X0, X1, S, Y) = b c0 nghia la thim ma A chay trong giai doan
hai (dung giai thuat A, nhu trén ta d dinh nghia), c6 dau vao 1a chudi z, va dung
ham tu vén Oy, c6 ddurala b.

Két lugn:

An toan IND co nghia la viéc du doan tung bit mot cua chudi ban ré dé ciia
ké tham ma A ding gidi thudt thoi gian da thivc chi ¢é xdc xudt la % + ¢, trong dé €
la mot lwong “khong dang ké”.

Néu ké tham md diing phwong phép tham md atk (véi atk la ky hiéu ciia cpa,
ccal,cca2), ma hé ma van dat an toan IND, thi ta néi hé ma dat an toan IND truée
phwong phap tham ma atk.

Mirc an toan (i j,t) — IND:

Chung ta quan tdm dén truong hop cu thé hon bang viéc dua ra muc do an
toan (i,j)- IND, trong d6 tham ma c6 thé héi may tu van giai ma (decryption oracle)
nhiéu nhét i (j twong tmg) ciu hoi trude khi (sau khi twong tmg) nhan ban ma muc
tiéu (0 day lay).

Co nghia 1a trudce khi nhan ban ma muc tiéu, dugc hoi t6i da 1a i cau hoi, sau
khi ban md muc tiéu, thi chi duoc hoi tdi da 13 j cau hoi toi may tu van giai ma, tat
nhién 13 khong hoi mdy tu van giai ma ban ma muc tiéu. Rd rang 1a trong tin cong
CCA1 thi j =0, va trong tan cong CPA thii=j=0.

MJi cau hoi dé ¢ vai trd khac nhau, khong thé thay thé cau hoi trude khi
nhan ban ma muc tiéu br:?mg caun hoi sau khi nhan ban ma muc tiéu duoc.

Cu thé hon nita, nguoi ta dua ra khai niém (i,j,t)- IND, trong d6 ké tham ma
chi c6 thé thyc hién mot cach chinh xac i (j tuong tmg) cau héi giai mi trudc khi
(sau khi tuong rng), nhan ban ma muc ti€u trong pham vi thoi gian t.

Goi A 1a ké tham m4, ta ky hidu Adv®™(A,t) 1a loi thé 16n nhat (max) trén tat
ca cac ké tham ma A chay trong thoi gian gi6i han t.

Ta ndi luge dd IT 14 an toan (t, €)- IND néu Adv*™ (A.t) <.
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1.4.2.4. An toan ngir nghia twong dwong voi IND
Hé ma RSA ¢ so dd sau:
Chon sé nguyén t6 p, q.
n=p.g. O()=(p-1)(q-2).
(e,d) 1a cap khoa (cong khai va bi mat).
ed =1 mod @ (n).
ma héa ¢ = m® mod n.
Giai ma m = ¢ mod n.

RSA 14 don dinh, do d6 né khong thé an toan ngir nghia. Ta di biét an toan
ngir nghia 13 viéc biét ban ma ciing khong mang lai du chi mot bit thong tin cho ban
ma. Nhung RSA 14 ham don dinh, tirc 12 mot ban rd chi c6 duy nhat mot ban ma,
nén néu thAm ma biét trudc cip ban mi va ban rd, thi sau nay néu thiy mot ban ma
giong hét nhu vdy, né dé dang suy ra ban rd. Mau thudn véi khai niém an toan ngi
nghia.

Hé ma xéac xuat do ngau nhién chon r, nén mot ban rd co thé c6 nhiéu ban
mi. Do tinh ngiu nhién cta viéc chon r nén viéc c6 hai ban ma gidng hét nhau cua
cing mot ban 1 trong hai 1dn ma héa khac nhau 1a rat kho xdy ra (xac xuat khong
dang keé).
Mot luge 6 mé hoa cong khai xac sudt bao gom:
* Gy giai thuat tao khoa, 1a mot giai thuat xac xudt ma trén dau vao 1a mot
chudi bit 0 hodc 1 c6 do dai n (c6 nghia la: {0,1}"), n 1a tham sd an toan, dau ra 1a
cap (P Sk) (P« 1a khda cdng khai va sy 1a khoa bi mat).
* E: ham m3 hoa, nhan ba du vao: thir nht 1a khoa cong khai p, tht hai la
b e {0,1}, mot chudi ngiu nhién r c6 d6 dai p(n) (r € {0,13*™), véi p 1a mot da
thirc nao d6. Epy(b, r) c¢6 thé tinh toan trong thoi gian da thirc.
* D: ham giai ma, nhan hai dau vao: ¢ 12 ban ma va khoa bi mét s,.
* sk duoc tao ra boi Gy, Dsy(c) co thé tinh toan trong thoi gian da thirc.
* Néu dau ra ctia Gy 14 (py, Si) thi

vbe {01}V ire {0,1}™  taco: Dsy (Epk(b,r)) =b
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*

Hé théng c6 tinh chit khong phan biét (indistinguishability): Vi tat ca giai
thuat thoi gian da thic M, véi tit ca ¢ >0, 3 jo dé cho V j > jo va

Pr [M( px, Ep(0, 1)) = 0] < %2 +1/°.

C6 nghia 1a xac xuit dé cho ra du doan dung gia tri cua ban rd, tir ban mai va
khoa cong khai 1a bé hon V2 + 1/ |°.

1/ j° 12 bé khong dang ké.

bay la lugc dd m3 hoa bit, mot lwge do cu thé cua dang nay dugc dung trong
thuc té 1a luge do ma héa xac xuat ciia Goldwasser-Micali dé xuat naim 1984([1]).
Két lugn:
Hai khai niem an toan ngit nghia va tinh khong phdan biét duoc la twong

dwrong voi nhau.

1.4.2.5. Khdi niém an toan manh nhét IND-CCA

Chung ta bat dau bang viéc mé ta kich ban cac giai doan tin cong:

Giai doan 1. Giai thuat sinh khoéa tao ra khoa cong khai va khda bi mat cho
hé ma. Tham ma biét khoa cong khai, nhung khong biét khoa bi mat.

Giai doan 2: Tham mi tao ra mot chudi cac truy van tiy y t6i may tu van
giai ma (decryption oracle), mdi truy van 1a mot ban ma, s& dugc giai ma boi may tu
van giai ma (dung khéa bi mat). Két qua giai ma cua may tu van s& dugc dua cho
tham ma. O day tham ma c6 thé ty do xay dung nhimng ban ma, dé truyén t6i may tu
van giai ma.

Vi du: Trude mot ky thi van déap, sinh vién (chua biét dé thi — tat nhién) c6
thé hoi tiry ¥ gido su bat ki cdu hoi nao, va tat nhién 14 gido su sé& tra 16i két qua cua
cau hoi d6. O day cau hoi ta xem 14 ban ma va cau tra 16i s& 1a ban 1o, gido su 1a
may tu van giai ma, va dé thi 1 ban ma ma tham ma (sinh vién) muén pha.

Giai dogn 3: ThAm mi chuyén hai message xq V& X; cho may tu vAn mi héa
(encryption oracle), may tu van ma héa s& chon b e {0,1} ngiu nhién, sau d6 ma
héa X, va chuyén két qua ma hoa 12 ban ma y* cho tham mi, tham ma c6 thé chon

tly Y Xo V& X1, nhung véi didu kién xo va X; phai c6 cing do dai.
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Giai dogn 4: Thdm ma c6 quyén tao cac try van (ban mi y) ty ¥ toi may tu
van giai ma va nhan cau tra 101, tat nhién gidi han rang truy van (ban mi y) phai
khac y* (Trong IND-CCA2 c6 giai doan nay, trong IND-CCA1 khong cé giai doan
nay).

Giai dogn 5: Tham ma cho dau ra 1a mot gid tri u e {0,1} 1a két qua dy doan
b cia tham ma.

“Loi thé” (Advantage) cuia tham ma trong kich ban tAn cong trén dugc dinh
nghia la: | Pr[b=u]-1/2 | .

“Loi thé” ¢ day 13 bang tri tuyét d6i xac suat dé ké tham ma cho ra du doan

dung gia tri cta b, trir di % , ¢6 nghia “Loi thé” dung bang luong 1/ j°.

Dinh nghia:

Mot hé ma duoc goi la an toan IND- CCA, néu bat ki tham ma CCA ndo (tiec
la tham ma c6 ning lwe CCA), dimg gidi thudt thoi gian da thire dé phd hé mad, déu
c6 “loi thé” la khéng dang ké.

Hay hé md ma cho phép ké tham ma c6 dwoc ning lyc CCA, van dat an toan IND
thi ta noi hé ma do dat an toan IND-CCA.

Khai niém an toan IND-CCA con dugc goi 14 an toan chéng lai tan céng voi

ban ma dwoc chon trudc (SEcurity against chosen ciphertext attack).

Két lugn:

Day la khai niém an toan manh nhat trong cac khai niém an toan co hién nay.
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Chuwong 2: TAN CONG BAN MA
2.1. TAN CONG HE MA HOA RSA
2.1.1. H¢ m& hda RSA
1/. So dd
* Thuat toan sinh khoa:
+ Chon bi mat hai sb nguyén té 1én p va q c6 gié tri xp xi nhau.
+ Tinh n=p.q. Bat P = C = Z,. Va tinh bi mat ®(n) = (p - 1).(q - 1).
+ Chon mdt s6 ngau nhién b, 1 <b < ®(n), sao cho ged(b, ®(n)) = 1.
+ Str dung thuét toan Euclide dé tinh s6 a, 1 <a < ®(n),
sao cho a.b = 1(mod ®(n)).
+ Khéa cbng khai 1a K’ = (n, b), Khoa bi mat la K” = a.
* Thuat toan ma héa RSA
(1). Lap ma:
+ LAy khoa cong khai K’ = (n, b) theo thuét toan trén.
+ Chon mot ban 16 X € P.
+ Tinh ban mi y = e,(x) = x” mod n.
(ii). Giai ma:
Véibanmay € C
Str dung khoa bi mat K*” = a, dé giai ma: x = di(y) = y* mod n
2/. Vidu:
* Sinh khoa:
+ Chon bi mat s6 nguyén to p = 2357, q = 2551.
+ Tinhn=p*q=6012707, va tinh bi mat ®(n) = (p - 1).(q - 1) = 6007800.
+ Chon ngiu nhién b, 1< b < ®(n) 1a s6 nguyén t6 véi ®(n) tic UCLN(b, d(n)) = 1,
vi du chon b = 3674911.
+ Tinh a 1a phan t nghich dao ctia b theo modulo ®(n): a.b = 1(mod ®(n)). Ta dugc
a=422191.
+ Khoa cong khai K’ = (6012707, 3674911). Khoa bi mat K” = (422191).
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* Ma héa:

(i). Lap ma

+ Cho ban o X = 5234673.

+ Tinh duge ban ma y = x° mod n = 3650502.
(ii). Giai ma

T ban ma y, tinh duoc ban rd x = y* mod n = 5234673.

2.1.2. Céc loai tin cong vao hé ma hoa RSA.
2.1.2.1. Tén cong logi 1: Tim cdch xdc dinh khéa bi mat
1/. Trwong hop 1: Khi tham ma chi biét ban ma

Khi biét duoc n, ké thim ma s& tim cach tinh gid tri cta p, q theo thuét toan
phan tich thanh thira s nguyén 4, tir d6 ching s& tinh ®(n) = (p -1)(q - 1). Khi da
tinh dugc ®@(n) chung s¢€ tinh dugc khda bi mét a theo cong thure: a.b = 1(mod ®(n)).
Khi da tinh dugc khoa bi mat thi ching sé giai ma dugc ban ma va tim ra ban rd.
— Gidi phap phong tranh:

Chon s nguyén t6 p,q 16n, dé viéc phan tich n thanh tich 2 thira s6 nguyén t6
la khé c6 thé thuc hién duoc trong thoi gian thuc. Thudng sinh ra cac s 16n

(khoang 100 chit s6) sau d6 kiém tra tinh nguyén té cta né.

2/. Trwong hop 2: Khi thim ma biét ban ma va ca ban ré

Ké tham ma biét mot ban ma Y cung véi ban rd twong Gng X. Vi di biét
duoc ban rd roi nén viée chinh cia tham ma 1a phai xac dinh dugc khoa bi mat K”
dang sir dung, dé giai md cac goi tin dd ma héa ma n6 bat dugc sau nay.

Ké tham mi s& dya vao bai toan tinh logarit thong thuong dé tinh ra khoa bi
mat K = a theo cong thire: K” = log,“(mod n — 1).
Tir ddy toan bd thong tin duge ma hoa bang khoa K’ déu bi tham ma bat duoc.
— Gidi phap phong tranh:

Str dung khoa khac nhau & mdi 1An ma hoa, dé néu ké tham ma biét duogc
khoa giai ma & 1an ma héa nay, thi khi bat duoc cac goi tin & 1an ma hoa sau, ching

cling khong thé str dung khoa d6 dé giai ma tiép duogc nira.
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3/. Trwong hop 3: Khi tham ma c6 ban ro dwgce chon trudc

K¢é thAm m3 c6 thé chon mdt ban rd X, va biét ban ma Y tuong ung (khi ké
tham ma chiém duoc (tam thoi) may 1ap ma), viée xac dinh khoa bi mat lai quay vé
truong hop thi hai.
— Gidi phap phong tranh:

Str dung khéa khac nhau & mdi lan ma hoa, dé néu ké tham ma biét duoc
khoa giai ma & 1an ma hoa nay, thi khi bit dugc cac goi tin & 1an ma hoa sau, chling

cling khong thé str dung khoa d6 dé giai ma tiép dugc nira.

4/. Trwomg hop 4: Khi tham ma c6 ban ma dwgc chgn truwéc
Ké tham ma co thé chon mot ban mat ma Y, va biét ban rd tuong tng X.
Trong truong hop ndy viéc xac dinh khoa bi mat lai quay vé trudng hop thir hai.

— Gidi phap phong tranh: nhu truong hop 2.
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2.1.2.2. Tin cong dang 2: Tim cdch xdc dinh bdn ré
1/. Dung modul n chung

Gi4d str c6 hai nguoi tham gia A va B cung st dung mdt modul chung n trong
khoa cong khai ciia minh, ching han A chon khéa cong khai (n, ¢) va giit khoa bi
mat d, B chon khoa cong khai (n, a) va gilt khoa bi mat b. Mot nguoi tham gia tho
ba C giri mot vin ban cin bao mét x dén ca A va B thi dung cac khoa cong khai noi
trén dé giri dén A ban mat ma y = x° mod n va giri dén B ban mat ma z = x* mod n.
Ta s& chiing t6 rang mot nguoi tham ma O ¢6 thé dya vao nhiing thong tin n, e, a, v,
z trén duong cong khai ma phat hién ra ban rd x nhu sau:

(). Tinhc=e'mod a,

(if).  Saudo6 tinh h = (ce - 1)/ a,

(iii). Vata duwoc x = y° (z")* mod n.

Thuc vay theo dinh nghia trén, ce — 1 chia hét cho a, va tiép theo ta co:

a(ce-1)/a ce-1

y® (2" mod n = x®.(x )  mod n = x®.(x*) ™ mod n = x — ban rd can tim.
Nhu vay, trong trong trudng hop nay viéc truyén tin bao mat khong con an toan nira.
— Gidi phap phong tranh:

Duing modul n khac nhau cho méi ngudi tham gia.

2/. Dung s6 mii 1dp ma bé

Pé cho viéc tinh toan ham 14p ma duoc hiéu qua, ta dé c6 xu hudng chon sb
mil b ctia ham 1ap ma 12 mot s6 nguyén bé, ching han b = 3. Tuy nhién, néu trong
mot mang truyén tin bao mat ding cic hé ma RSA, néu c6 nhiéu ngudi cing chon
s6 mil 14p mi b bé giéng nhau thi s& c6 nguy co bi tdn cong boi tham mai nhu sau:
Gia str ¢c6 ba nguoi tham gia chon ba khoa cong khai 1a (ng, b), (ny, b), (n3, b) véi
cung s6 mil b = 3. Mot ngudi tham gia A mubn giri mot thong bao x cho ca ba ngudi
d6, va dé bao mat, giri ban mi y; = x> mod n;, cho nguoi tht i. Ba modul n; 13 khéc
nhau, va c6 phan chac 1a timg cip nguyén t6 voi nhau. Mot ngudi tham ma c6 thé

dung dinh 1y sé du Trung Qudc dé tim mot s6 m (0 < m < nyn,N3) thoa man:
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m =Yy modnp,
m=Yy modp,
m =Yy modp,
Vi x <, nén x° < nynyng, do d6 it c6 m = x°. Vay 1a tham ma di dwa duoc bai toan
tim cin bc ba theo nghia ddng du modn; vé bai toan tim cin bac ba theo nghia sd
hoc thong thuong: tim can bac ba ciia m tham ma duoc ban ro x.
— Gidi phap phong tranh:
Chon céc s6 1ap ma va giai ma: b va a 1a nhiing s6 nguyén 16n, ¢6 kich ¢ 16n

gan nhu ban than s n.

3/. Loi dung tinh nhan cia ham 1ap ma

Ta chi y rang ham 1ap ma f(x) = x*modn c6 tinh nhan (multiplicative
property), nghia 1a f(x.y) = f(x).f(y). Dua vao tinh chét do, ta thay rang néu y 1a mat
mi ciia banrd x , thi y = y.uemodn s& 1a ban mat ma cua ban rd Xu. Do d6, khi lay
dugc ban mat ma y, dé phat hién ban rd X nguodi thdim ma co thé chon ngﬁu nhién
mot sb U rdi tao ra ban ma 9 , va néu nguoi tham ma c¢é kha nang tham ma theo kiéu
(c6 ban ma duoc chon), tirc c6 kha ning véi y duge chon tim ra ban rd tuong (ng
la x = xu, thi ban rd gbc can phat hién s& 14 x = x.u™ modn. T4t nhién, kha ning
ngudi tham ma cd ning lyc giai quyét bai toan tham ma theo kiéu c6 ban mi duoc
chon 1a rat hiém, nhung dau sao ddy ciing 13 mot trudng hop ma van dé bao mat dé
bi tAn cong, ta khong thé khong tinh dén dé tim céch tranh.
— Gidi phap phong tranh:

Khong dé tham ma c6 kha nang thdm ma theo kiéu c6 ban ma dugc chon.
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2.2. TAN CONG HE MA HOA ELGAMAL
2.2.1. H¢ m& hoa ELGAMAL
1/. So db
* Thuat toan sinh khoa:
+ Sinh ngiu nhién s6 nguyén t 16n p va o 1a phan tir sinh cta Z,.
+ Chon ngiu nhién s nguyén a, 1 <a <p-2, tinh h = o mod p.
+ Khda cong khai la (p, a, o). Khoéa bi mat la (a).
* Thuat toan ma hoa:
(1) Lap ma:
+ Lay khoa cong khai (p, a, o) theo thuat toan trén.
+ Chon mét ban 6 X, trong khoang [0, p-1].
+ Chon ngiu nhién s6 nguyén k, 1 <k <p-2.
+ Tinh y = o* mod p va & = x.(h)* mod p.
+ Nhéan dugc ban ma 1a (y, 9).
(i1) Giai ma:

+ Str dung khoa bi mét (a) va tinh y**?

mod p.
+ LAy ban r3: x = 8.(y%)™ mod p.
Vi ((v).8 = (0™).x.(a™) = x (mod p)).
2/. Vi du:
Chon sb nguyén tb p = 2357 va mot phﬁn tor sinh o = 2 ctia tap Z *2357. Chon khoa bi
mat a = 1751 va tinh o® mod p = 2®*mod 2579 = 949.
Khda cong khai (p = 2579, o = 2, o’ = 949).
(i) Lap ma: Ma hoa ban 18 x = 1299, chon s nguyén k = 853.
vy = 2%°¥ mod 2579 = 453.
8 = 1299 * 949%°° mod 2579 = 2396.
Ban ma la: (453, 2396).
(i1) Giai ma:

X = (4537%%) * 2396 mod 2579 = 1299.
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2.2.2. Céc dang tan cong vao hé mi hda ELGAMAL
2.2.2.1. Tin cong dang 1: Tim cdch xdc dinh khéa bi mdt
1/. Trwong hop 1: St dung modul p nhé

Khi sir dung s6 nguyén t6 p nho, thi tip Z*, nho, do do viéc tim duoc phan tu
sinh a eZ*, ciing khong kho khin 1am. Khi biét dugc a va biét duge gia tri o tir
khoéa cong khai tham ma s€ tinh duogc khoa bi mat a.
— Gidi phap phong tranh:

Chon modul p 1a s6 nguyén t6 sao cho p — 1 c6 it nhat mot ude sé nguyén t6
16n. Piéu d6 1a thuc hién duoc néu sé nguyén té p dugc chon 14 s nguyén té Sophie

Germain (tic c6 dang 2q+1, véi q ciing 12 s6 nguyén t6 16n).

2/. Truong hop 2: Bi 19 s6 k dwoe dung
Do cau tha trong viée str dung sd ngau nhién k, dic biét 1a khi dé 1 s6 k duwoc

dung. Thi khoa bi mat a duoc tinh ra ngay theo cong thirc:

-1
a=(x-k yz) Y, mod(p-1).
Nhu vy, mgt ké tham ma c6 kha nang tan cong theo kiéu “biét ca ban 167, ¢
thé phat hién ra khoa bi mat a néu biét k.
— Gidi phap phong tranh:

Can than trong viéc st dung s6 ngau nhién k, khong dé 16 sé k dugc dung.

2.2.2.2. Tin cong dang 2: Tim cdch xdc dinh ban ré

Diing ciing mét sé k cho nhiéu lan lgp ma: Gia sit dung cing mot sé ngau
nhién k cho hai 1an 1ap ma, mot 1an cho X5, mot 1an cho X,, va dugc cac ban ma
tuong tng (Y1, Y2) Va (21, Zo). Vi dung cing mot s6 k nén y; = z,. Va do d6 theo cong
thire 1ap ma ta co: 2,/y, = Xo/Xy, tirc la X, = X1.2o/y,. Nhu vay, mot ngudi tham ma,
mot 1an biét ca ban rd d& dang phat hién dugc ban rd trong cac lan sau.
— Gidi phap phong tranh:

MJi 1an 1ap ma thi st dung mot s k khac nhau.
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2.3. TAN CONG HE MA HOA: DICH CHUYEN
2.3.1. M dich chuyén
1./ So do

batP=C =K =2Zy. Ban ma y va ban rd x € Zy.

Véi khoa ke K, ta dinh nghia:

Ham maé hoa: y = ex(X) = (x + k) mod 26.

Ham giai ma: X = dk(y) = (y — k) mod 26.
2/. Vi du:
* Ban 10 chir: TOI NAY THA VIRUS
* Chon khoa: k=3
* Ban 10 s6: 19148 26 13024 26 1970 26 218172018
* V&1 phép ma hoa y = ey(x) = (x + k) mod 26 = (x + 3) mod 26, ta nhan dugc:
* Ban ma so: 221711 3 1631 3 22103 3 2411202321
* Ban ma chir: WRL D QDB D WKD DY LU XV

Vi phép giai ma X = dy(y) = (y - K) mod 26 = (y - 3) mod 26, ta nhan lai

duoc ban ro so, sau d6 1a ban rd chir.

2.3.2. Dang tin cong vao mi dich chuyén: Tim cach xac dinh khoéa k

Trong tiéng Anh khéa K = Z,. Do chi ¢6 26 khéa nén viéc thim ma c6 thé
thuc hién pha ma theo kiéu “biét ban ma” bang duyét tuan tu cac khoa cho téi khi
nhan dugc ban rd cd nghia.

Vi dy: Khi thdm ma cé trong tay mot ban ma la: “qnwcxrcqdkjh”. Tham ma
s& thuc hién duyét 1an luot tir k =1 — k = 26 dé tim ra ban 1
Vi k =1 dugc ban rd: “pmvbwqbpcjig” khong c6 nghia.
Tham ma tiép tuc tha véik =2, 3,.....8
Khi thtr &én k = 9 dugc ban rd: “hentoithubay” c¢6 nghia — thdm ma thanh cong.
— Gidi phap phong tranh:

M& rong ving khong gian khoa 16n. Vi du nhu bang chir cai tiéng Viét c¢6

thanh (gom 94 ky tu), thi viéc thir tit ca cac khoa ciling 1au hon bang tiéng Anh.
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2.4. TAN CONG MA THAY THE
2.4.1. M thay thé
1/. So db
bit P=C=Zy;. Binmayvabanrd X € Zy.
Tap khoa K 1a tdp moi hodn vi trén Zy.
Véi khoa k =JI € K, tlirc 1a mot hoan vi trén Zyg, ta dinh nghia :
Ma hoa : y = ex(x) = JI(x).
Giaimi:  x=dyx)=J7(y).
2/. Vidu:
* Ban 0 chir : TOI NAY THA VIRUS
* Chon khoa k = JI la hoan vi:

A/B|C|DIE|F|G|H|I|J|K|L|M|N|OIP|Q|R|S|T|U|V|X

Y[X[V]U|[T[s|[R[Q[P][O[N|[M|L [K|J|I|[H|[G|F|[E|[D|[C|[B|A]|Z
* Ma hoa theo cong thirc: y = ex(x) = J(X)

* Ban ma chir: EJPZKYV ZEQY ZCPGDF

* Giai ma theo cong thurc : X = dy(x) = JI'(y) ta nhén lai duoc ban 5 chit.

2.4.2. Dang tin cong vao mi thay thé: Tim cich xac dinh ban r6

Do dic diém cua ma thay thé 1a sy thay thé ki ty nay bang ki ty khac. Tham
mi s& sir dung phuong phép thong ké ngdn ngit dé xac dinh ra ban rd tir ban ma.

Vi du v6i bin ma tiéng Anh:

Dau tién tham ma xac dinh tan sut xuat hién cta cac ki tu trong ban ma. Sau
d6 dua vao tan sudt xuét hién cta tung ki tu, cia cac bd doi va bd ba trong ban ma
két hop vé6i tan sudt xuat hién cia cac ki tu trong tiéng Anh, cac bo doi va bo ba
thong dung dé dua ra cac gia thiét cia su thay thé. Tir d6 xac dinh duogc ban rd.

Tan suét xudt hién cua cac chit cai trong tiéng Anh:
E: c6 xac suat khoang 0,127
T,A O, 1IN, S, H, R: mdi ki tu co xac suat khoang 0,06 — 0,09

D, L: mdi ki tu co xac suat khoang 0,04
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C,U M, W, F,G,Y,P, B: mdi ki tu co xac suét khoang 0,015 — 0,023.
V, K, J, X, Q, Z: mbi ki tw ¢6 xac suat nho hon 0,01.
Viéc xét cac bo doi1 hodc b ba cling rat hitu ich.

30 bo d6i théng dung nhit theo thir tr giam dan 1a: TH, HE, IN, ER, AN, RE,
ED, ON, ES, ST, EN, AT, TO, NT, HA, ND, OU, EA, NG, AS, OR, TI, IS, ET, IT,
AR, TE, SE, HI, OF.

12 bo ba théng dung nhét theo thir ty giam dan 1a: THE, ING, AND, HER,
ERE, ENT, THA, NTH, WAS, ETH, FOR, DTH.

Vi du: Tham ma c6 ban ma nhan dugc tir mé thay thé:
YIFQFMZRWQFYVECFMDZPCVMRZWNMDZVEJBTXCDDUMJ
NDIFEFMDZCDMQZKCEYFCIMYRNCWJICSZREXCHZUNMXZ
NZUCDRJIJXYYSRMTMEYIFZWDYVZVYFZUMRZCRWNZDZJJ
XZWGCHSMRNMDHNCMFQCHZIMXJZWIEJYUCFWDJNZDIR

Béng tan so xuat hién ctia 26 chir cai trong ban ma.

Ki tu Tan s6 Ki tu Tan s6
A 0 N 9
B 1 @ 0
C 15 P 1
D 13 Q 4
E 7 R 10
F 11 S 3
G 1 T 2
H 4 U 5

I 5 \Y 5
J 11 W 8
K 1 X 6
L 0 Y 10
M 16 Z 20
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Do Z xuat hién nhiéu nht trong ban ma nén tham ma c6 thé phong doan rang
d(Z =e). C, D, F, M, R, Y mdi ki tu xuat hién it nhat 10 1an. Tham ma phong doan
r@ing chung co thé lami chacackitut, a,c,0,i,n, s, h, 1 nhung chi dva vao tan suat
xudt hién cia ting chir khong da dé c6 dugce phong doan thich hop. Luc nay tham
ma s& xem xét dén cac bo doi, dic biét 1a cac bo doi cd dang —z hoac z-. Cac bd doi
thudng gip nhit dang nay 1a DZ va WZ (4 1an mdi bo), NZ va ZU (mdi bé 3 lan).
RZ, HZ, XZ, FZ, ZR, ZV, ZC, ZD, ZI (mdi bd 2 1an). Vi ZW xuét hién 4 1an con
WZ khoéng xuat hién 1an nao, ndi chung W xudt hién it hon so véi nhiéu ki tu khac
nén phong doan di(W) = d. Vi DZ xuat hién 4 1an va ZD xuat hién 2 1an nén tham
ma phong doan rang di(D) e {r, s, t} nhung chua xac dinh chinh xéac ki ty ndo.

Néu tién hanh theo gia thiét d(Z) = e, di(W) = d thi ta phai nhin tro lai ban
mi va thay rang ca hai bo ba ZRW va RZW xuét hién ¢ gan dau clia ban ma va RW
Xuat hién lai sau d6. Vi nd 12 bd doi thuong gip, nén thir dy(R) = n c6 thé coi 1a
phong doan kha thi nhat.
YIFQFMZRWQFYVECFMDZPCVMRZWNMDZVEJBTXCDDUMJ

NDIFEFMDZCDMQZKCEYFCIJMYRNCWJICSZREXCHZUNMXZ
--------------- ST S \ R MR \ RS—  —
NZUCDRIXYYSRMTMEYIFZWDYVZVYFZUMRZCRWNZDZJJ
S SN  ——  ——— ED------E------E-----NE--ND---E--E--
XZWGCHSMRNMDHNCMFQCHZIMXJZWIEJYUCFWDJINZDIR

Tiép theo thtr d(N) = h vi NZ 1a mét bo doi thuong gip con ZN khong xuit
hién. Néu diéu gia sir nay dung thi goi ¥ rang d,(C) = a vi ne--ndhe. Bay gid xét t6i
M la ki ty thuong gap nhat sau Z. Tir doan md RNM ta dang giai mi thanh nh--. Dé
¥ rang sau h 1a mot nguyén am. Ta d4 st dung a va e nén phong doan rang d (M) = i

hodc o. Vi ai la bg do6i thuong gap hon so v6i ao nén thir dy(M) = i thu duogc:
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YIFQFMZRWQFYVECFMDZPCVMRZWNMDZVEIBTXCDDUMJ
---------- IEND-----------A--1---E------- NED HI----E-----------A---------
NDIFEFMDZCDMQZKCEYFCIMYRNCWJICSZREXCHZUNMXZ
H--------- I---EA---1---E--A----- A--1---NHAD--A-EN----A--E--HI----E
NZUCDRIXYYSRMTMEYIFZWDYVZVYFZUMRZCRWNZDZJJ
HE--A--N--------- NI----]-------- ED------- E------ E----INEANDHE--E--
XZWGCHSMRNMDHNCMFQCHZIMXJZWIEJYUCFWDJNZDIR
--ED---A-----INH[------ HAI------ A--E--l----ED--------- A--D---HE---N

Tiép theo thtr xac dinh rang chit ndo duoc ma thanh o. Vi o 1a chit thuong
gip nén gia dinh rang chir cai twong g trong ban ma 13 mot trong cac ki ty D, F, J,
Y. Trong d6 Y dugc xem 1a thich hop nhat. Vi thé gia thiét d(Y) = o. Ba ki tu
thuong gap nhat con lai trong ban ma: D, F, J ta phan dodn s€ gidi ma thanh: r, s, t
theo mot thtr tu ndo d6. Hai 1an xuat hién ctua bo ba NMD cho ké tham ma phan
doan rang dy(D) = s ing v6i bd ba his trong ban rd.

Poan md HNCMF c6 thé 13 ban ma cia chair, diéu nay s& cho dy(F) = r va
d(H) = ¢ va cd di(J) = t. Ttr @6 xac dinh ban r6 hoan chinh nhu sau:

Our friend from Paris examined his empty glass with surprise as if
evaporation had taen place while he wasn’t looking. I poured some more wine

and he settle back in his chair face tilted up towards the sun.

— Gidi phap phong tranh:

Mo rong ving khong gian khéa 16n. Vi du nhu bang chir cai tiéng Viét co
thanh (gém 94 ky ty). S5 ki tu nhiéu thi tan suit xuat hién cua cac chir céi, cic bd
d6i va bo ba ciing khong khac biét nhau nhiéu 1am, do d6 dé phat hién duoc ki ty

“noi bat” cling kho khan hon.
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2.5. TAN CONG HE MA HOA: AFFINE

2.5.1. Ma Affine

1/. So dd
bit P=C=Zy Binmayvabanrd X € Zy.
Tapkhoa K ={(a b),vdia, b e Zs, UCLN(a, 26) = 1}
Vi khoa k =(a, b) € K, ta dinh nghia:

Phép mé hoa: y = ex(X) = (a.x + b) mod 26.
Phép giai ma: x = di(y) = a*(y - b) mod 26.
2/. Vi du:
* Ban 10 chir : CHIEUNAYOVUONHOA
* Chon khoa : k=(a, b)=(3,6).
* Ban 16 so: Xx=2784201302414212014137140
Ma hoa theo cong thiic: Yy = e, (X) = (a.x + b) mod 26 = (3x +6) mod 26
* Ban ma so: y=12141814196022171422191226
* Ban ma chir: MBESOTGAWROWTBWG

Giai ma theo cong thuc:  x = di(y) = a™(y - b) mod 26
=3y - 6) mod 26 =9 * (y - 6) mod 26.

2.5.2. Dang tin cong vao ma Affine: Tim cach xac dinh khéa

Khoéa ma Affine c6 dang k = (a, b) vdi a, be Zy5 va ged(a, 26) = 1. Ky tu ma

y va ki tg ban r0 x tuong ting ¢6 quan h¢:

y =a.x + b mod 26.

Tham ma sir dung phuong phap sic xuét théng ké: dwra vao tan suit xuat hién

cua céc ki tu trong ban ma va tan suat xuat hi¢n cia céc ki tu trong tiéng Anh dua ra

cac gia thiét. Tir d6 biét dugc 2 cdp (x, y) khac nhau va c6 duoc hé phuong trinh

tuyén tinh hai 4n, giai hé d6 tim ra gia tri a, b tirc tim ra khoa k. Két hop v6i c6 12

sO thudc Zys nguyén to véi 26 nén sb khoa c6 thé co 12 x 26 = 312. Tham ma c6 thé

str dung may tinh thtr cac trudng hop dé tim ra khoa thich hop dung nhat.
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Vi du: Tham ma c6 ban mat ma:
FMXVEDKAPHFERBNDKRXRSREFMORUDSDKDVSHVUFEDKAPRKDLYEVLRHHRH

Bang tan s6 xuét hién ctia 26 chir cai trong ban ma.

Ki tu Tan s6 Ki tu Tan s6
A 2 N 1
B 1 O 1
C 0 P 2
D 7 Q 0
E 5 R 8
F 4 S 3
G 0 T 0
H 5 U 2

I 0 V 4
J 0 W 0
K 5 X 2
L 2 Y 1
M 2 Z 0

Béan ma c6 57 ki ty. Ki tu ¢6 tan suat cao nhat trong ban ma 1a R (8 lan), D (7
lan), E, H, K ( mdi ki tu xuat hién 5 1an) va F, V (mdi ki tu xuat hién 4 1an ).
+ Pau tién tham ma gia thiét ré“tng R 1a ki ty ma cua chir e va D la ki tur ma cua
chir t vi e va t tuong tng 13 hai chit cai thong dung nhat. Biéu thi bang s6 tham ma
ch: ex(4) =17 va e, (19) = 3.
Tir d6 ¢6 hé phuong trinh tuyén tinh hai 4n:

4a+b=17
19a+b=3

Giai ra dugc a =6, b= 19. Vi UCLN (a, 26) =2 # 1 nén (a, b) khong thé 1a khoa
duoc, gia thiét trén khong ding.
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+ Tham ma lai gid str: R 1a ki ty ma cua e va E 1a ki tu ma cua t. Lam tuong tu
nhu trén thi thu duwoc a = 13.

Vi UCLN(13, 26) = 13 # 1 nén gia thiét nay ciing khong hop 18.
+ Tham ma lai gia st: R 1a ki ty ma cta e va H 1a ki tu ma cua t. Thuc hién
tuong tu nhan dugc a = 8 — khong thoa man diéu kién UCLN(a, 26) =1.
+ Tiép theo tham ma lai gia thiét: R 1a ki tw ma cua e va K 1a ki tu ma cua t.
Theo gia thiét ndy tham ma c6 hé phuong trinh:

4a+b=17
19a+b =10

giai ra duoca=3,b=5. Vi UCLN(a, 26) = 1 nén k = (3,5) ¢ thé 1a khoa can tim.
Tham ma giai ma ban ma trén:
de(y) = a™(y - b) mod 26
Thay s6 :
9(5 - 5) mod 26 = 0 — ki tu 6 nhan dugc la a. Thyc hién twong tu tham ma
s€ nhan dugc ban 0 :
algorithmsarequitegeneraldefinitionsofarithmeticprocesses

Tham ma c6 thé két luan khoa dung 1a K = (3, 5) va dong trén 12 ban rd can tim.

— Gidi phap phong tranh:

M¢ rong ving khong gian khoa 16n. Vi du nhu bang chir cai tiéng Viét co
thanh (gém 94 ky tu). S6 ki ty nhiéu thi tan suat xuat hién cia cic chit céi ciing
khong khéac biét nhau nhiéu 1lam, do d6 dé phat hién dugc ki tu “ndi bat” ciing kho
khin hon. Va khi d6 sb khéa c6 thé c6 16n hon 312, viée thir tit ca cac truong hop

s€ lau hon.
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KET LUAN

Tim hiéu, nghién ciru qua cac tai liéu dé trinh bay c6 hé thng lai cac van dé sau:

+ Céc khai ni¢ém trong ma hoa: ma hda, tinh nang cua hé ma hoa, cac phuong phap
ma hoa.

+ Mot sd bai toan trong mat ma: kiém tra sb nguyén t6 16n, phan tich thanh thira sé
nguyén t6, tinh logarit rdi rac theo modulo.

+ Céac phuong phap tan cong chu yéu véi hé mi hién nay bao gom: KPA, COA,
CPA, CCA1, CCA2.

+ Céc khai niém an toan d6i véi mot hé mi hoa (an toan mot chiéu, an toan nglr
nghia, tinh khong phan bi¢t dugc, an toan nglr nghia tuong duong vaoi IND, IND-
CCA).

+ MOt s6 loai tan cong vao cac hé¢ ma hoa (RSA, ELGAMAL, dich chuyén, thay thé,
AFFINE). Tir d6 gitip ta c6 nhimng giai phap phong tranh khi sir dung dé cho hé ma

an toan hon.
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BANG CHU CAI VIET TAT

STT | Chir viét tit | Y nghia

1 COA Tham ma chi biét ban ma (Cyphertext only attack)

2 KPA Tham ma biét ban rd (Known plaintext attack)

3 CPA Tham ma véi ban ma dugc chon (Chosen plaintext attack)

4 CCA Tham ma vdi ban ma dugc chon (Chosen ciphertext attack)

5 CCA1l Tham ma véi ban ma duogc chon trude bat ky (Non-adaptive
chosen ciphertext attack)

6 CCA2 Tham ma véi ban ma dugc chon trudce thich hop (adaptive
chosen ciphertext attack)

7 IND Tinh khong phan biét dugc (Indistinguishability)

8 Pr Xéc suat
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