Khod ludn tét nghiép Tim hiéu ky thudt gidu tin mdt va thity van anh

LOI CAM ON
Trude hét, em xin g 161 cam on sau sic toi TS. HO Van Canh, ngudi
d3 goi mo va hudéng dan em di vao tim hiéu dé tai giau tin mat va thuy van
anh. Nguoi da hét 1ong gilp dd, tao diéu kién cho em hoan thanh khod luan

nay.

Em xin cam on céc thay, cb trong truong Pai hoc Dan lap Hai Phong
da day dd ching em, gilip d& dong vién chdng em tir nhimg ngay dau chap
chitng budc chan vao canh cong truong Pai hoc. Thay ¢d di tao cho ching
em mdi trudng hoc tap, nhimg diéu kién thuan loi cho ching em dugc hoc tap
tét, trang bi cho chidng em nhimng kién thic quy bau gilp ching em cé thé

viing budce trong tuong lai.

Cam onh cac ban d3 gilp d&, cung nghién ciru va chia sé trong sudt 4

nam hoc Dai hoc.
Ha Noi, 2009

L& Thi Hai Yén
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LOI MO PAU

Céc k¥ thuat dam bao an toan thong tin cho thong tin lién lac s6 dugc chia
thanh 3 loai (Categories). P6 1a mat mad (Cryptography), gidu tin mat
(Steganography) va thily van sb (watermarking). Mdi loai c6 nhing tng dung
va muc tiéu khac nhau nhung déu dam bao an toan cho viée truyén tin mat

trén kénh khong an toan.

Cac ky thuat Cryptography va steganography noi chung dugc ding dé
truyén nhitng thong tin nhay cam (confidential infomation) gitra hai hay nhiéu
thuc thé trong cting mdt nhom véi nhau. Tuy nhién giita chung c6 nhitng su

khac nhau.

Cryptography sir dung nhimg phép bién ddi toan hoc dé mi hoa ban thong
diép, bién mot thong diép doc dugc cd nghia thanh mot diy gia ngau nhién,
ma ngudi ta goi 1a ban ma, dé truyén trén mang cong cong dén ngudi nhan co
chu dich. D6 13 khi hai ngudi chang han 1a Alice va Bob lién lac mét véi nhau
thi mac du Wendy khong doc duoc ndi dung thong tin nhung Wendy r6 rang

1a biét dugc gitta Alice va Bob dang c¢6 y dd “den t6i” nao do.

Nguoc lai, véi steganography thi Wendy khong thé biét duoc gitra Alice
va Bob dang c6 su lién lac truyén thong tin mat cho nhau. Pé dam bao duoc
diéu nay, Alice va Bob st dung mdt vat trung gian $6 & day la audio, video,

hoac images...

Trong pham vi nghién ctru, ta gia thiét vat trung gian & day 1a anh sb(anh
den tréng, anh mau hoac anh da cép xam). Nguoi ta da lgi dung do “du thua”
trong anh dé nhung (embedding) cac bit thong di¢p mat vao do, do sy “du
thira” nay c6 thay do6i chut it s& khong 1am thay d6i dén anh. Bé dam bao bi
mat tuyét d6i nguoi ta s& ma hoa buc thong diép trude khi thuc hién nhing

chung vao anh.
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Con thuy van sé(watermarking) vé nguyén ly twong ty nhu steganography
nhung c6 khac nhau vé muc dich img dung. Muc tiéu ctia watermarking 13
nhitng thong tin dugc nhung trong anh phai dam bao sao cho watermark
khong thé bi dich chuyén ma khong pha huy chinh anh mang tin do.
Watermaking thuong dugc tng dung trong cac linh vuc nhu bao vé ban

quyén.

Hién nay ngoai mat ma hoc, steganography va watermaking dang phat
trién rat manh. Trén thé gidi cho dén nay da c6 nhiéu cong trinh nghién ctru
van dé nay va dang trd thanh mot hudng di méi trong linh vuc An toan thong
tin, chong gia mao. O trong nudc thi day 1a mot linh vuc méi duge nghién
ctru trong nhitng nam gan day cua thé ky 21, va ciing mdi duoc quan tim chu
yéu & mot sb vién nghién ctru khoa hoc, va mot $6 truong Pai hoc 16n nhu
vién cong nghé thong tin, truong Pai Hoc Cong nghé¢ thudc Pai Hoc Quéc
Gia Ha Noi va TP. HCM, Pai Hoc Pa Nang.

Tin rang linh vuc nghién ctru ndy c6 nhiéu htra hen trong twong lai gan va
dan tré thanh mot hudng di mdi trong linh vuc Bao Pam An toan thong tin rat
c6 hiéu qua. Chinh vi vay, em da chon dé tai : « im hiéu k§y thuat gidu tin mat
va thuy van anh » lam d6 &n tét nghiép cua minh. Do day I1a huéng méi cua
an toan thong tin vai lai do trinh d6 caa em c6 phan han ché nén két qua cua
n6 chic con nhiéu thiéu s6t, em kinh mong duogc su gop Y, chi bao cua thay
(c0).
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CHUONG 1: NHUNG KHAI NIEM CO BAN
1 Mo dau

Gidu tin mat 13 mot khoa hoc vé lién lac “khong nhin thiy duoc”. N6 khéc
v6i khoa hoc vé mat ma 1a & chd: Trong khoa hoc mat ma nguoi ta tim cach
bién d6i ban thong diép cd ¥ nghia thanh mot diy gia ngiu nhién dé lién lac
v6i nhau trén mang cong cong ma nguoi ngoai cude ( nguoi khong duoc phép
chia sé thong tin trong thong diép d6) co thé thu duoc su hién hiru cia diy
ngau nhién d6 nhung khé 1ong chuyén diy d6 thanh ban thong diép ban dau
néu khong co6 “khéa” trong tay. Trong lic d6 ky thuat gidu tin
mat(steganography) lai tim cach an gidu thong diép d6 vao trong mot phuong
tién s6 khac (nhu audio, video, images...) ma ngudi ngoai cudc kho co thé
phat hién duoc su hién hitu cta théng diép trong phuong tién sé d6, mic du
nguoi ta co thé co phuong tién d6 trong tay. Phuong tién dugce dung dé giau
tin trong d6 dugc goi 1a phuong tién gdc (Cover-objects). Con phuong tién
gbc d6 dd dugc chua thong tin can gidu trong d6 duoc goi 1a phuong tién

mang tin (Stego-Objects).

Viéc gidu thong tin mat cd y nghia quan trong dbi vai an ninh, théng tin c6
tinh chat Qudc gia. Hién nay bon khung bd Qudc té cling nhu cac co quan
tinh bao cac nudc di va dang tmg dung thanh cong k¥ thuat nay dé phuc vu

muc ti€u cua ho.

Mot hudng phét trién ciia ky thuat nay 1a Thuy van s6 (Watermaking).
Hudng nghién ctru nay phat trién rat nhanh, chii yéu phuc vu cho kinh té-x4
hoi (nhu dé bao vé ban quyén...). Do muc tiéu cta hai k¥ thuat nay khac nhau

nén yéu cau cua ching cling khac nhau.

Trong dé tai luin van, ca hai ky thuit nay (steganography va

watermarking) déu duoc tip trung nghién ctru tim hiéu. Hién nay ca hai
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truong hop steganography va watermarking déu phat trién rat manh trén thé
gidi. Tuy nhién trong pham vi d an tt nghiép, em chi tap trung tim hiéu cac
k¥ thuat gidu tin trong anh tinh cho ca hai truong hop 1 steganography va
watermarking.
1.2 Nhirng khai niém co ban
1.2.1 Nhirng quy wéec.

Anh moi trudng hay d6i khi con goi 13 anh gdc (cover image) 1a anh
(d6i tugng) chira mang thong tin nhing trong d6. N6 c6 thé 1a anh den tring,
anh mau hodc anh da cap xam. Trong nghién ctru ndy anh moi trudng s& duoc

ky hiéu 13 C. Néu c¢6 nhiéu anh méi trudng, ching 1a s& ky hiéu 1a Cy, C,...

Anh stego (stego image) 13 anh c6 chua thong tin mat trong d6. Ta
thuong goi 1a anh c6 chua thong tin an va dugc ky hiéu 1a S. Néu c¢6 nhiéu

stego image thi ta ky hi¢ula Sy, S,...

Pé tién cho viéc trinh bay, ta goi hai nguoi lién lac véi nhau 1a Alice va
Bob con nguoi thitr 3 Wendy khéng biét duoc sy hién hitu cta thong diép

trong 4nh ma Alice va Bob trao 61 voi nhau.

1.2.2 Nhirng tinh chat co ban ciia steganography va watermarking

1.2.2.1 steganography
e Kha ning khong thé nhan biét (impercetibility).
e Kha ning chira duoc nhiéu thong tin (capacity).
e Kha ning khong thé do-tim.

Kha ning khong thé nhan biét duoc, co nghia 1a véi nguodi quan sat
bang mit thuong khong thé phat hién dugc anh c¢6 chira théng tin an trong do.

Pay 1a mot tinh chat cuc ky quan trong ddi v6i k¥ thuét steganography.
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Kha ning chtra duoc nhiéu thong tin ciing 13 mot tinh chat quan trong
d6i voi ki thuat steganography. Tinh chét capacity c6 nghia 13 luong thong tin
can nhiing cang nhiéu cang tot nhung khong duoc vi pham tinh chat khac cua

ky thuat steganography.

Cubi cung tinh chat khong thé do tim dwoc hiéu & ddy 1a kha ning
chéng lai viéc xac dinh anh d6 c6 hay khong c6 thong tin an bang cac ky thuat

thong ké toan hoc thong thuong.

Tinh chét ndy cung véi tinh chat “khong thé nhan biét dugc” va do dai
thong diép can gidu dong mot vai trd quan trong va can thiét trong ki thuat

steganography.

Ngoai ra, toc do giau cling dugc tinh dén mac du né khong phai la tinh

chat can co.

1.2.2.2 Watermarking.

Do yéu cau bao vé ban quyén, xac thuc... nén gidu tin thuy van
c6 yéu cau khac v6i gidu tin bi mat. Yéu cau dau tién 13 cac ddu hiéu thiy van
phai du bén vitng trudc nhitng tin cong vo tinh hay ¢ y g& bo nd. Thém vao
d6 cac dau hiéu thuy van phai c6 anh huong téi thiéu(vé mat cam nhéan) doi

vO1 cac phuong tién chira. Vay céac thong tin can giau s€ cang nho cang tot.

Trong tam cua khoa luan 1a nghién ctru cac ky thuat giéu tin bi mat,
nhung dé c6 cai nhin day du hon vé cac linh vuc giau tin, trong phan tong
quan nay ching t6i gidi thiéu so luge vé thiy van, mot linh vuc hién nay dang

dugc nghién ctru phat trién manh va c6 nhiéu ting dung trong thyc té.
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Phén biét gidu thong tin mat va thuy van c6 thé mo ta tém lugc trong

bang sau:
Giau thong tin mat Thuy van sd
Muc tiéu | Tang hinh cac phién lién lac dé | Chu yéu phuc vu cho muc dich
bdo mat thong tin bao vé ban quyén
Dung trong cac lién lac xac | Chu yéu dung trong cac hoat
dinh dong xuét ban
Cach thyc | Khong 1am thay ddi phuong | Co thé thay d6i nho vé cam
hién tién chira nhan t&1 phuong tién chira

Yéucau | Gidu dugc nhiéu thong tin nhat | Chi can nhung it dit liéu

Dit liéu nhung can phai manh
bam bdo trudéc cac phuong
Khong can quan tdm t&i do bén | phap nén dir liu

cua phuong tién chira Dt liéu nhung c6 thé nhan

Khong thé quan sat dugc viéc | thay hay khong nhan thay

nhang thdng tin Khong kiém tra duoc néu
khong c6 khoa thich hop

Khong kiém tra duoc néu
khong c6 khoa thich hop

1.3 Mot s6 ing dung va xu hwéng phat trién

Che gidu thong tin néi chung co rat nhiéu ung dung tiy theo timg hoan
canh cu thé. Gidu thong tin bi mat gop phan “tang hinh” cac phién lién lac,
mot sy bod sung 1y tudng cho cong tac bao mat thong tin. Ngoai ra ciing véi
hinh thtrc ding vo boc nguy trang che gidu thong tin ndy, cac hacker c6 thé
thuc hién viéc phét tan cac vi rat, cac Trojan vao cac may tinh dé phuc vu
cho cac yéu ciu ctia minh. Do tinh chat d& sao chép stra ddi cua céc loai dir
li¢u ky thuat s6, cac ky thuat che giéu thong tin con duogc &p dung trong viéc
bao vé ban quyén, chdng lai cac sao chép bat hop phap, cac stra ddi thay d6i
lam sai léch noi dung thong tin, ddy 1a cac mg dung chinh va rt quan trong
ctia cac k¥ thuat gidu thong tin thily van. Ngoai ra con ¢ rat nhiéu cic ung
dung khac nhu tr dong kiém tra ban quyén theo cic méd quy dinh, diéu khién

sao Cchép...
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CHUONG 2: STEGANOGRAPHY SECURITY
(MU'C PO AN TOAN CUA GIAU TIN MAT)

2.1 Khéi quat chung
Pé danh gia mot thuat toan giéu tin nao do6 cé dat cac yéu cau dit ra

hay khong ching ta can dua ra d6 do (measure) chét lugng cua thudt toan do.

Ta ky hiéu phan bd xac suat ciia anh C 1a P, va phan bd xac suit cua
anh stego S la twong ing véoi mot thuat toan dugc s dung nao do la Ps. Khi
d6 kha nang phat hién hé stego dua trén entropy gitta phan bd xac suat cia

anh moi truong C va anh stego S duoc “do” dua trén cong thurc:

D(PP) = [Pelog 1)

Tir phuong trinh nay, chung ta thay rang D(P(||Ps) ting theo su ting
clia ty s % va do d6, d tin cay cia viéc phat hién ciing ting. Vi vy, k¥
S

thuat stego dugc goi 1a an toan tuyét d6i néu D(P(||Ps)=0 (tic P=P;) va nd

dugc goi 1a & -an toan néu D(P||Ps) < «

Vé 1y thuyét, ngudi ta di ching t6 duoc rang c6 ton tai thuit toan an
toan tuyét doi mic du ching khong xay ra trong thuc hanh.

O day ching ta gia thiét ring cover image va stego image 1a nhiing
vecto ngau nhién, doc lap cing phan b (independent, identically distributed-

iid).

Nhu vay dé kiém tra sy khac nhau gifta &nh goc va anh c6 gidu tin

tuong g, ngudi ta (Wendy ) s& kiém tra sy khac biét giira ty s6 ? :
S

Trong qua trinh kiém tra nay, Wendy s& méic phai hai sai lam loai 1
(type — I error) va sai 1am loai 2 (type —II error) véi xac xudt 1an luot 1a « va

p (0<a,p<l).
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Sai 1am loai mot 14 sai 1am say ra khi gia thiét 1a ding nhung anh ta lai
bac bd néd. Con sai 1am loai hai 14 sai 1am say ra do chap nhan gia thiét sai( tirc

gia thiét 13 sai nhung Wendy lai chap nhan no).

Chung ta khong thé dong thoi cuc tiéu hoéa ca hai sai lam. Thong thudng
nguoi ta cho cd dinh x4c suét sai 1am loai méot va xay dung bai toan lam cuc

tiéu hoa sai 1am loai hai (¢ day la cyc tiéu hoa B).

Taky hidu d(« , 8)=«a Iogﬁﬂl-a )|og1‘7“ 3)

Khi d6, Entropy giita hai phan b6 P; va P va entropy twong ddi cta hai
phan b v6i tham s6 (« ,1-a ) va (B,1-8) can thoa méan:
d(a, ) < D(P[Ps) (2)
Nhu vay, dbi v6i hé théng & -an toan ching ta co:

d(a,p)<e (4)
Khi £=0 hé thdng steganography duoc goi 1a an toan tuyét doi.

2.2 Dung lwong chira théng tin 4n(steganography capacity).

Pé dam bao tinh chat khong thé cam nhan dugc (impercepcity) mdi
pixel anh khong duoc gidu qua mot bit dir liéu. Nhu vay ty 18 gitta d6 dai (quy
ra bit) bic thong diép can nhing voi sd cic pixel anh moi truong 1a
%212,5%. Néu do dai thong diép can nhung so véi sd pixel anh mdi trudng
ma vuot qua con sd ndy thi kha ning vi pham tiéu chuan “imperceptibility” 1a

rat 16n.
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2.3 Cac ky thuit giau tin mat trong anh (image steganography )

Hién nay, da c6 mot s6 thuét toan giéu da duoc dé nghi. Céc thuat toan
nay duoc nhing trong hai mién: mién khong gian (Spatial Domain) va mién

bién doi (Transform Domain).

2.3.1 Nhiing tin trong mién khéong gian (Spatial Domain Embedding)

Viéc nhiing tin trong mién khong gian thuong duoc thuc hién véi ki
thuat giéu tin mat. Cac thuat toan giéu tin mat ndi tiéng nhét hién nay déu dya
trén su thay doi cac bit it y nghia nhat (Least Significant Bit-LSB) cua céc
diém anh va duoc goi 1a k§ thuat LSB. K§ thuat LSB c¢6 nhuoc diém 1a dé bi
phat hién khi truyén trén bang thong thap. Tuy nhién né c¢6 nhiéu wu diém 1a
nhing duoc nhiéu luong thong tin va it bi mat thong tin trong qué trinh
truyén.

Chinh vi vy, cac thuat toan steganography déu thyc hién trén mién

khong gian 1 cha yéu

2.3.2 Nhing thoéng tin trong mién bién do6i(Transform Domain
Embedding).

Nhitng thuat toan nhing trong mién bién d6i déu tan dung do du thura
trong mién DCT (Diserete Cosine Transformatio), chii yéu ddi véi anh nén

JPEG.

Viéc nhung tin trong mién DCT dugc thuc hién bang cach thay d6i

c4c hé s6, chang han nhu 1 thay d6i bit it ¥ nghia nhét ciia mdi hé sé.

Mot trong nhitng han ché cta viéc nhung théng tin trong mién DCT 1a
& chd c6 64 hé s bang 0 (zero) va viéc thay d6i hai hay nhiéu con zero thanh
hé s6 khac khong s& anh hudng dén ty 18 nén. Vi vay, sd cac bit 1 can thiét
nhung trong mién DCT s& it hon nhiéu so véi sb céac bit 1 dugc nhing bang

phuong phap LSB. Do d6 kha ning chtra dit liéu an d6i voi mién DCT phu
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thudc vao dang anh duogc sir dung trong truong hop nhung DCT, bdi vi nd
phu thudc vao cAu trac (texture) cua anh do sb cac hé s DCT khac 0 s& thay

dor.

Mic du viéc thay d6i cac hé sd DCT s& tao nén nhitng tiéu xao
(artifices) khong thé nhan thiy duoc nhung nd giy ra su thay doi ma cac k¥

thuat thong ké co thé do tim duoc.
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CHUONG 3: GIAU TIN TREN ANH TINH

3.1 Giu tin trong anh nhirng dic trung va tinh chit

Nhu da duoc trinh bay ¢ trén, gidu tin trong anh chiém vi tri cha yéu
trong cac k¥ thuat gidu tin chinh vi vay cac k¥ thuat gidu tin phan 16n ciing
tap trung vao cac k¥ thuat gidu tin trong anh. Cac phuong tién chira khac nhau
thi ciing s& co cac ky thuat gidu khac nhau. P4i tuong anh 1a mot d6i tuwong
dir liéu duoc tri giac tinh c6 nghia 1a dir lidu tri giac khong bién doi theo thoi
gian(khong gidng nhu audio va video) va c¢6 nhiéu dinh dang ciing nhu tinh
chat ciia cac anh khac nhau nén cac k¥ thuat gidu tin trong anh phai chi y

nhiing dic trung va tinh chit co ban sau day:

3.1.1 Phwong tién chira c6 giir liéu tri giac tinh

Dit liéu gdc ¢ day 1a anh tinh, du da gidu thong tin vao trong anh hay
chua thi khi ta xem anh bang thi giac, dit liéu anh khong thay ddi theo thoi
gian, diéu nay khac véi dir liéu audio hay video va khi ta nghe hay xem di
lidu gbc s& thay d6i lién tuc voi tri gidc con ngudi theo cac doan hay cac bai,
cac anh...Su khéac biét ndy s& anh hudng 16n ddi voi cac k¥ thuat giau thong

tin trong anh véi k¥ thuat gidu thong tin trong video hay audio.

3.1.2 K§ thuit gidu phu thudc vio anh

K¥ thuat giéu tin phu thudc vao cac loai anh khac nhau. Chéng han
nhu ddi véi anh den tring, anh xdm hay anh mau déu doi hoi nhiing k¥ thuat
riéng, anh nén hay anh khéng nén ciing c6 nhitng k¥ thuat gidu khac nhau vi

anh nén c6 thé mat mat thong tin anh do nén anh. ..

3.1.3 K§¥ thuit gidu tin loi dung tinh chat hé thong thi giac ciia con nguoi
(HSV)
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Gidu tin trong anh it nhiéu cling gay ra nhiing thay d6i trén dir liéu
anh gdc. Dir lidu anh dugc quan sat bang hé théng thi giac(HSV_ Human
Vision System)ctia con ngudi nén cac k¥ thuat gidu tin phai dam bao mot yéu
cau co ban nhiing thay ddi trén anh 1a rat nho sao cho bang mat thuong khong
thé nhan biét dugc sy khac biét vi c6 nhu thé thi méi dam bao do an toan cho
thong tin gidu. Rat nhiéu k¥ thut da loi dung tinh chét cta hé théng thi giac
dé gidu tin nhu ching han mat nguodi cam nhan vé do xam kém hon su bién
d6i vé mau hay sy cam nhan cuia mat vé mau xanh da troi (Blue) 12 kém nhat

trong ba mau co ban RGB.

3.1.4 Gidu thong tin trong anh tic dong lén dir liéu anh nhung khong

thay doi kich thwéc ciia anh.

Cac phép toan thuc hién viéc gidu thong tin s& dugc thao tac trén dir
liéu cua anh. Dit liéu anh bao gém ca phan thong tin anh(header), bang
mau(cé thé co) va dir liéu anh. Khi gidu thong tin, cic phuong phap gidu dé
bién ddi cac gia tri cta céac bit trong dit liéu anh chir khong thém vao hay bét
di dir liéu anh. Do vdy ma kich thudc anh truéc hay khi gidu thong tin 1a nhu

nhau.

3.1.5 Pam bao yéu cau chat lwgng anh sau khi giau thong tin.

Pay 1a mot yéu cau quan trong dbi v6i gidu thong tin trong anh. Sau
khi gidu thong tin bén trong, 4nh phai dam bao yéu cau khong bi bién doi dé
c6 thé bj phét hién dé dang so véi anh gdc. Yéu cau nay givdng nhu kha don
gian dbi v6i anh mau hodc anh xdm béi mdi pixel anh dugc biéu dién bai
nhiéu bit, nhiéu gia tri va khi ta thay d6i mot gia tri ndo d6 thi chat luong anh
khong thay dbi, thong tin gidu kho bi phat hién, nhung dbi véi anh den tring
thi viéc gidu thong tin phirc tap hon nhiéu, vi anh den trang mdi pixel anh chi
gém hai gia tri hodc tréng hodc den, va néu ta bién ddi mot bit tir den thanh

tring ma khong khéo rat dé bi phat hién. Do d6, d6i v6i yéu cau cac thuit todn
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gidu thong tin trong anh mau hay anh x4m va giau thong tin trong anh den
trang 1a khac nhau. Trong khi dbi v&i anh mau thi cac thuét toan chd trong
vao viéc 1am sao cho gidu duoc cang nhiéu théng tin cang tét thi cac thuat
toan ap dung cho anh den tring thi lai tp trung vao lam thé nao dé thong tin

gidu kho bi phat hién

3.1.6 Thong tin trong anh s& bi bién d6i néu c6 bat cir mot bién ddi nao

trén anh

Vi phuong phap giau tin trén anh dya trén viéc diéu chinh gié tri cua
cac bit theo mot quy tic nao d6 va khi giai ma sé theo cac gia trj 46 dé tim
duogc thong tin gidu. Theo d6, néu mot phép bién doi nao d6 trén anh lam thay
d6i gia tri ctia cac bit thi s& lam cho thong tin gidu sé& bi sai léch. Chinh dic
diém nay ma giéu thong tin trong anh c6 tic dung nhan thuc va xuyén tac

thong tin.

3.1.7 Cén thiét anh goc khi gidi ma anh?

Cac k¥ thuat gidu tin phai phan biét rd rang qua trinh giai ma anh dé
liy thong tin gidu c6 can anh gbc hay khong. Pa sb cac k¥ thuat gidu tin mat
thi khong can anh goc khi giai ma. Thong tin duoc gidu trong anh s& dugc
mang cung v6i dit liéu anh, khi giai ma chi can anh d& mang thong tin gidu
va khoa dé trich chon thong tin an ma khong can dung dén anh gbc dé so sanh

doi chiéu.

Tuy nhién, nhiéu k¥ thut gidu tin ciing st dung anh gdc khi mang
giai ma anh, phuong phap nay gitip cho viéc dong bd hoéa anh gidu va anh
gbc. Diu nay rét can thiét khi phai xt Iy di v6i cac tan cong trén anh. Gia sir
nhu phép tan cong xoay anh chang han, nho c6 anh gbc ta so sanh va dong bo
hoa va khoi phuc dang ban dau ciia anh thi co thé khoi phuc lai tin da giu.
Nhung phuong phép ndy ciing gip kho khan khi dir liéu goc 1on. Vi du nhu

gidu tin trong video, voi lugng dir ligu 1o6n néu nhu dé gidi ma ma dung
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phuong phéap nay thi khéi luong thao tic qua nhiéu va khong thé ap dung

duoc.

Trén day 1a nhimg tinh cht va nhimmg dic diém co ban chung cua giau
tin trong anh. Riéng ddi v4i tng dung gidu tin mat(steganography )thi céc tinh

chat an, lugng thong tin gidu va do an toan 1a ba tinh chit quan trong nhat.

3.2 Gidu thong tin trong anh den tring, anh mau va ianh da cip xam

Khai nguan cua gidu thong tin trong anh 1a thong tin duoc gidu trong
cac anh mau hodc anh xam trong d6 mdi pixel anh mang nhiéu gia tri, duoc
biéu dién bang nhiéu bit. Vi nhitng anh d6 thi viéc thay doi mot gia tri nhd &
mot pixel thi chat luong anh giuvong nhu van khong thay doi va kha ning bi
phat hién 1a rat thdp dudi sy quan sat ctia mat thuong, do d6 hé thdng thi giac
clia con nguoi cling déng mot vai trd quan trong trong viéc dam bao tinh an
ctia thong tin gidu trén anh. V4i nhitng anh ma mdi diém anh chi mang mot
gidi han nho cac gia tri thi viéc gidu thong tin trong anh dam bao tinh an cia
thong tin giau 1a mot cong viéc khé khin hon nhiéu dic biét dbi v6i anh den
trang, moi diém anh chi mang mdt trong hai gia tri trang hodc den. Vay thi khi
thay doi gia tri mot pixel tir den thanh tring hodc nguoc lai thi rat dé bi phat
hién. Va do d6 vé6i anh den trang thi sé luong thuat toan khong nhiéu va van
chua dat dugc két qua mong mudn. Co thuit toan giau duoc nhiéu thong tin
vao anh thi chat luong anh lai kém va rat dé bi phat hién. Mot sb thuét toan
khi gidu chat luong anh tot hon nhung luong thong tin gidu duge it va qua
don gian khong dam bao dugc do an toan thong tin. Bang sau sé lién két su

khac nhau co ban giita gidu thong tin trong anh den trang va anh mau.
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Gi4u thong tin trong anh den tring

Giau thong tin trong dnh mau hoac
anh xam

Thong tin giau it hon do6i véi anh cé
cung kich c& véi anh mau

Thong tin gidu nhiéu hon.

Khéa nang bi phat hién trong anh cé
giau thong tin cao hon anh mau

Kha ning bi phat hién thap

D6 an toan thong tin thip do dé& bi
phat hién c6 thong tin chira bén trong

Do an toan cao

Céc thuat toan giau it, phuc tap

Nhiéu thuat toan va c6 nhiéu huéng
m¢& rong phat trién. Nhu ap dung giai
thuat di truyén

Sw khdc nhau giiva gidu théng tin trong dnh den tring va anh mau

3.3 Chu tric anh BITMAP

Cac k¥ thuat gidu tin ¢ phan sau duoc thuc hién trén anh Bitmap, trén

phan nay ching ta cung tim hiéu cau triic anh dé ho trg cho viéc cai dat cac ky

thuat gidu tin.

Anh BMP (Bitmap) duoc phat trién boi Mcrosoft Corporation, dugc

luu trr duoi dang thiét bi doc 1ap cho phép Window hién thi dit liéu khong

phu thudc vao khung chi dinh mau trén bat ky phan ctng nao. Tén file mo

rong mac dinh ctia mot file anh 1la BMP. anh BMP duoc st dung trén

Mcrosoft Window va cac ing dung chay trén Windows tir version 3.0 trd 1én.

MGdi file &nh BMP gom 3 phan:

-BitmapHearder.
-Palette mau.
-Bitmapdata

Bitmapheader(54byte)

Bang mau (c6 thé cé hoiic khong)

Thong tin anh (Bitmap Data)
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Céu triic anh Bitmap

Cau truc cu thé cua anh Bitmap nhu sau:

Bitmapheader: dugc cho trong bang sau:

Byte Dit tén Y nghia Gia tri
1-2 ID Nhan dang file ‘BM’ hay 19778
3-6 File Size Kich thudc file Kiéu long trong Tuebo C
7-10 | Reserved Danh riéng Mang gia tri 0
11-14 | OffsetBit Byte bat dau vung | Offset ctia byte bat dau
dir liéu vung dir li¢u
15-18 | ISize S6 byte cho vung |40 byte
info
19-22 | Width Chiéu rong anh | Tinh bang pixel
BMP
23-26 | Height Chiéu cao anh | Tinh bang pixel
BMP
27-28 | Planes S6 planes mau C6 dinh 1a 1
29-30 | bitCount S6 bit cho mot| Cothéla1,4,8,16,24
pixel
31-34 | Compression Kiéu nén dir liéu 0: Khéng nén
1:Nén runlength
8bit/pixel
2:Nén runlength
4bit/pixel
35-38 | ImageSize Kich thudc anh Tinh bang byte
39-42 | XPelsPerMeter | Do phan giai ngang | Tinh bang pixel/meter
43-46 | YPelsPerMeter | Do phan giai ngang | Tinh bang pixel/meter
47-50 | ColorUsed S6 mau st dung
trong anh
51-54 | Colorsimportant | SO mau st dung

trong khi hién anh

Céu tric header cia file anh Bitmap

Palette mau: bang mau cta anh, chi nhitng anh nho hon hoic bang 8

bit mau madi co palette mau.
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Bitmap Data: Phan ndy nim sau phan palette mau cia BMP. Pay la
phan chua gia tri mau cua diém anh trong BMP. Céc dong anh dugc luu tir
dudi 1én trén, cac diém anh duoc luu tir trai sang phai. Gia tri cia moi diém

anh 13 mot sd trd toi phan tir mau twong Umg cua palette mau.

Thanh phan bitCount cta cu triic BitmapHeader cho biét s6 bit danh
cho diém anh va sd lwong mau 16n nhét cta anh. BitCount c6 thé nhan cac gia

tri sau

1: Bitmap 1a anh den tring, mdi bit biéu dién mot diém anh.
Néu bit mang gia tri 0 thi diém anh 14 den, bit mang gia tri 1 thi

diém anh la trang.

e 4: Bitmap la anh 16 mau, mébi diém anh duogc biéu dién boi 8

bit.

e 8: Bitmap 13 anh 256 mau, mdi diém anh duoc biéu dién bai

1byte

e 16: Bitmap 1a anh high color, mdi diy 2 byte lién tiép trong
bitmap biéu dién cuong d6 tuwong ddi cua mau do, xanh 14 cay,

xanh lo cia mot diém anh.

e 24: Bitmap 1a anh true color 2** mau, mdi diy 3 byte lién tiép
trong bitmap biéu dién cuong do twong ddi ctia mau do, xanh 14

cay, xanh lo cua mdt diém anh.

Thanh phan ColorUsed cua cau triic BitmapHeader xac dinh s6 luong
mau cua palette mau thuc sy dugc str dung dé hién thi Bitmap. Néu thanh
phan nay dugc dat 1a 0, Bitmap sir dung s6 mau 16n nhat twong (mg véi gié tri

cua BitCount.
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3.4 Mot s6 k¥ ning xir Iy anh trong k§ thuat giau tin.

Trong phan nay chiing ta s& mo ta mot s6 k¥ nang xu 1y anh sir dung
trong k¥ thuat giéu tin. Céc ky thuat dugc gioi thi€u va mo ta boi cau 1énh cta
ngdn ngit 1ap trinh C.

Poc Hearder anh Bitmap

Pé doc duge dir lidu anh, ching ta can doc dugc Hearder anh dé biét

thong tin anh va doc bang mau(néu c6 cua anh).

Ta khai bao céu triic ctia anh bitmap nhu sau, cu tric nay tuong ng
v6i nhimg thanh phén c6 trong hearder cta anh bitmap di gi6i thiéu & trén.

typedef struct{

unsigned int ID;

long File size; //kich thuoc toan tép anh(bytes)

long Reserved;

long OffsetBit;

long Isize, Width,Heingt;

ungsigned int Planes,Bitcount;

long Comperession, Imagesize;

long XpelsPerMerter,YpelsPerMerter;

long ColorsUsed, Colorsimportant;

}BitmapHearder;

Khi doc Hearder anh cta anh ta chi vi¢c dung cau 1énh doc mdt ciu
trac fread:

fread(&bmh,sizeof(bmh),1,pictute);

-bmh 12 mét bién c6 kiéu 12 kiéu cdu tric hearder da dinh nghia.
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-picture 14 bién file anh.

Sau khi doc xong hearder ctia anh thi nhiing thong tin vé tinh chét anh
sau day la can thiét.

-bmh.Height: Chiéu cao ctia anh.
-bmh.Bitcount: S4 bit cho mdi diém anh (nho thong sd nay ta biét anh

c¢6 bang mau hay khong). Bé doc dir liéu anh tiép theo

Doc bang mau cua danh
Chi c6 anh ma mdi diém anh biéu dién boi s6 khong 16n hon 8 bit thi
c6 bang mau, trong trudng hop d6 ta khai bao mot cau triic mau va doc bang

mau nhu sau:

typedef struct{singed char Red, Green, Blue,Reserved;}TRGB;
CAu trac bang mau gém bén thanh phﬁn: Red, Green, Blue,Reserved,
mdi thanh phan 13 1 byte. Khi d6 kich thudc ciia bang mau s& dugc tinh bang

cong thtrc:

Tablesize=power2(bmh.Bitcount)*sizeof(TRGB)

V6i power2(x) 1a ham tinh 2%, ham power2(bmp.Bitcount)sé cho ta
s6 mau dé biéu dién diém anh. Chang han néu mdi diém anh duoc biéu dién
boi 8 bit thi mau biéu dién anh 1a 2°=256 mau. M&i mau dugc biéu dién bang
1 byte nhu cau tric & trén nén kich thudc bang mau 1a 256%4=1024, néu c6 16
mau thi mang c6 16 phan tir hay néu anh den trang thi mang c6 hai phan tir.

Téng quat ta khai bao mang mau nhu sau:

TRGB *color;
Cubi cung, ta doc bang mau cua anh:
TabelSize=power2(bmh*Bitcount)*sizeof(TRGB);,

fread(color, TableSize,1,pictute);
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Chia anh thanh cac khéi mxn
Trong nhiéu k¥ thuat gidu tin, anh ban dau thuong duoc chia nho
thanh cac khdi co kich thuéc mxn. Pay chinh 13 phan xir 1y dit liéu sau khi ta

da doc mot hearder va bang mau.

Ta dinh nghia khéi anh mxn 13 mot ma tran hai chiéu, kich thudc
mxn, mdi phan tir cia mang hai chiéu c6 gia tri twong Gng 1a gia tri cac diém
anh.

Cac ky thudt gidu tin thuong chia nho anh ra thanh cac khdi, sau d6
gidu tin vao cac khoi, cudi ciing ghép cac khoi dé thu duoc anh ban dau.

pé léy ma trin diém anh ta nén dung mot ma tran hai chiéu chura toan
bd diém anh sau d6 1ay ting khéi nhé ra mot cach dé dang. Nhung mdi anh c6
kich thudc khac nhau va ta chua biét trudc kich thuéc anh nén néu ta ding
mang hai chiéu c¢6 kich thudc c¢b dinh thi s& c6 thé thira hodc thiéu khong gian
nhd dé chtra vi vay ta nén dung bién kiéu con tré cta con tré. Sau do, can bao
nhiéu khéng gian nhé thi xin cdp phat bdy nhiéu. Phan sau day sé& trinh bay

khai bao va thi tuc cap phat khong gian nhé cho mang hai chiéu.
e Khai bao dir liéu anh:
Byte ** imagedata; // néu la anh 256
Hoic long ** imagedata’ // néu 1a anh 16n hon 256
e Thil tyc xin cép phat khong gian nhé khi biét kich thudc anh
//tht tuc xin cap phéat khong gian nhé cho ma trén hai chiéu khi
biét s6 hang va sb cot
byte**alloc_grays(int cols , int rows)

{
byte**p;
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}

inti;
p=(byte**)malloc(rows*sizeof(byte*));
if(*p){
#ifdef DEBUG
fprintf(stderr, “alloc_gray()failed\n”);
exit(1);
#else
return NULL;
#endif
}
p[0]=(BYTE*)malloc(rows*cols*sizeof(Byte));
if(!p[0])
{
#ifdefDEBUG

[fprintf(stderr, “alloc_grays()faild\n”);
exit(1);
#else

free(p);
return NULL,;
#endif
}
for(l =0;i<rows;i++)
{
p[i1=&(p[O] [i(*cols]);
}

return p;

Sau khi 1ay dir liéu anh, ta sir dung cac ma tran c6 kich thudc m x n dé

doc dir li€u anh tir ma tran anh hai chiéu imagedata.

e KY¥ thuat ghép anh mdi.
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Sau khi gidu dir liéu xong ta ghép thanh anh méi theo thu ty sau:
-Ghi Hearder anh méi 1y tir anh cil.
-Ghi bang mau vao anh maéi sang anh cii.
-Dua dit liéu anh méi (d3 gidu tin) vao trong anh
Cic ky thuit xir Iy diém anh
Xt ly diém anh 1a mét k¥ thuat duoc stir dung thuong xuyén trong cac
k¥ thuat gidu tin trong anh. Céac gia tri diém anh duoc 13y ra rdi bién doi theo
thuat toan gidu tin. Tuy nhién, mién gia tri cia cac diém anh lai khac nhau
phu thudc vao cac loai anh, chinh vi thé ta can dung dén k¥ thuat tach bit

thong tin tir gia tri diém anh.

Kiéu anh | Pen trang | Anh 16 | Anh 256 | Anh Hing | Anh true

mau mau color color(hon
16  triéu
mau)
S6 1 4 8 16 24

bit/pixel

K¥ thuat nay dugc sir dung nhiéu trong k¥ thuat giau tin sir dung céc bit
it quan trong nhat ctia diém anh(LBS_Least Significant Bit). K§ thuat LSB la
k¥ thuat str dung céc bit it quan trong vé thi giac nhat trong cac bit mang gia
tri diém anh dé gidu tin. Vi du v6i anh 256 mau thi bit cudi cung trong 8 bit
biéu dién mot diém anh duogc coi 13 bit it quan trong nhat theo nghia 13 néu
thay doi bit nay thi anh hudng it nhat dén cam nhén ciia mat ngudi vé diém
anh. Hay ddi v6i anh 16 bit thi 15 bit biéu dién ba mau RGB cua diém anh
con bit cudi cung khong dung dén thi ta s& tach bit nay ra & mdi diém anh dé
gidu tin...Nhu vy, k¥ thuat tach bit trong xtr ly diém anh duoc xir dung rat
nhiéu trong quy trinh gidu tin, sau ddy ta s& khao sat mot sb k¥ thuat tach bit it

quan trong trén mot so loai anh pho bién.
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Tach bit cudi cung trong 8 bit biéu dién mdi diém anh ciia anh 256
maul.

10011100 10010101 11100010

" "

Trong phép tach ndy ta coi bit cudi cung 1a bit it quan trong nhat, thay

d6i gia tri cta bit nay thi s& thay doi gia tri cua diém anh 1én hodc xudng dung
mot don vi, vi du nhu gia tri diém anh 1a 234 thi khi thay di bit cubi cing nd
c6 thé mang gia tri mai 1a 235 néu doi bit cudi cung tir 0 thanh 1. Vi sy thay

d6i d6 ta hy vong 1a cip do mau cua diém anh s& khong bi thay doi nhiéu.

Ta thuc hién tdch nhu sau:

//doc mot gia tri cua diém anh

c=getc(picture);

cl=cé&l;

Sau hai cdu 1énh nay thi c1 s& mang gia tri 1 0 hodc 1 tmg véi bit cudi
cung cua bién c. That vay, ¢ la gia tri cia mot diém anh nao do, gia s
c=01100101(d6i v6i anh 8 bit), cl=c&1 day la phép toan nhan theo bit thong
thuong.

01100101
& 00000001 (gia tri cua 1 luu trén mot byte 8 bit)
c1=00000001(cl bang gid tri ciia bit cuéi cing)
Tach phan Blue trong RGB
Doi v6i dnh 24 bit mau, mdi mau duge bicu dién béi 8 bit theo thtr tu
R, G, B thi nguoi ta thuong dung ky thuat tach thanh phan Blue (B) trong
RGB dé gidu tin vi mit nguoi cam nhdn thanh phan blue kém hon so véi hai

mau con lai. Ky thuat nay dugc thyc hién nhu sau:
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M3i 1an doc diém anh, ta doc vao mot ciu tric ban ghi gém ba thanh
phan R,G,B sau d6 sé str dung thanh phan B va c6 thé lai st dung k¥ thuat
tach bit it quan trong ddi véi thanh phan B.

typedef struct{

byte R,G,B;

}pixel;

Bién d6i khong gian mau cho anh 24 bit mau

Pbi véi anh 24 bit mau, ngudi ta con hay sir dung mot k¥ thuat nira 1a
k¥ thuat bién d6i khong gian mau vi du nhu tir RGB sang YIQ, hay tir RGB
sang HSV... & phan nay, chi giéi thiéu mot bién doi RGB sang YIQ va nguoc
lai vi day 1a k¥ thuat thuong duoc dung nhat trong k¥ thuat gidu tin trong anh
v6i anh 24 bit mau. Ciing gidng nhu tach thanh phan B trong t6 hop RGB cua
diém anh, nguoi ta thuong dung bién d6i nay dé loi dung tinh chét cua thi
giac, trong ba thanh phan Y,LQ c6 thanh phan Y biéu dién do chéi cua anh,
hé thong mat nguoi cam nhan vé do chéi kém hon cam nhan vé mau chinh vi
thé k¥ thuit gidu tin thuong bién ddi khong gian mau tir RGB sang YIQ rdi
liy ra thanh phan Y d¢ gidu tin.

Cong thirc bién d6i khong gian mau tir hé RGB sang Y1Q

Y =0.299*R+0.587*G +0.144*B
I =0.596*R-0.247*G -0.322*B
Q=0.211*R-0.523*G +0.321*B

Cong thire bién ddi ngugce tir hé YIQ sang RGB

R=1.0*Y +0.956*1 +0.262*Q
G=10*Y -0.272*1 -0.647*Q
B=10*Y -1.106*1 +1.703*Q
Trong cong thic trén cac thanh phan RGB va YIQ nhén céc gia tri thuc

chtr khong phai gia tri nguyén nhu di khai bao. Diéu nay duoc hiéu nhu sau:
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ba mau co ban RGB dugc dung dé tao nén cac mau khac nhau nho sy phéi
hop ty 1& trong mdi thanh phan RGB. Vi du, dé biéu dién mau trang ti 18 phdi
mau cua ba mau tuong tmg 1a (255,255,255), mau den 1a (0,0,0)...
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CHUONG 4: MOT SO KY THUAT GIAU TIN
TRONG ANH DEN TRANG VA ANH MAU

4.1 Mot k¥ thuit giau tin don gian
4.1.1 Y twéng

Pay c6 18 1a k¥ thuat don gian nhit trong cac ky thuat gidu tin. Y tuong
co ban cua thuat toan 1a chia mot anh thanh cac khoi nhé va véi mdi khbi nho
d6 s& gidu 1 bit thong tin. Thuat todn nay dung cho ca anh xdm, anh mau va
anh den trang nhung dé d& trinh bay thuit toan ta s& sir dung anh den tring,
phan sau s& trinh bay phuong phép 4p dung thuat todn vao anh mau va anh

xam.
4.1.2 Thuit toan giiu tin
Input:
e Mot file anh Bitmap den tring F
e Mot file thong tin can giau.
Output:
e Mot file 4nh d3 gidu tin F’
e Mot khoa dé gidu va giai tin K
Cach thuc hién:
Tién xu y:

e Chuyén file théng tin can gidu P sang dang nhi phan.

Lé Thi Hai Yén Lép CT901 30



Khod ludn tét nghiép Tim hiéu ky thudt gidu tin mdt va thity van anh

e Doc header cua anh dé lay thong tin anh, doc bang mau. Sau do doc
toan bo dir liéu anh vao mot mang hai chiéu dé st dung cho viéc giau

tin.
Qua trinh thuc hién gidu tin:

Chia phan thong tin 4nh ( ma trén hai chiéu diém anh) thanh cac khdi
nhod co kich thudc mxn. Gia xu anh gé)c ban diu co6 kich thude 13 MxN, khi
d6, tong sd cac khdi nho s& 1a (MxN)/(mxn) khéi. Vi anh sir dung 13 anh den
tréng nén mdi khdi 1a mét ma tran hai chiéu chtra cac gid tri 0 va 1 nhu hinh

~

Ve.

1{fol1jp1p11o0j1{1f1ryof1y1p1(0}| 11
oj1yofofjoj1fojogop1jofojoj1{o|o0
ojoj1fojojof1jopojoj1{ojojof1|0
111101 1jp1foj1y1{1]0p1[1]1]0
1{fol1jp1p11o0j1f{1fryof1y1p1{0]1f1
oj1yofofjoj1fojogop1jofojoj1{o|o0
ojoj1fojojof1jopo0jo0j1{ojojof1|0
1111011 1foj1j1{1]0p1[1]1]0
1{fol1jp1gp1r1oj1f{1fryof11p1{0]1f1
oj1yofofjoj1fojogop1jofojoj1{o|o0
ojoj1fojojof1jopo0jo0j1{ojojof1|0
11101 1j1foj1j1{1j0p1{1]1]0

Mot vi du vé dir liéu anh dwoc chia thanh cac khéi kich thudc 4x4

Sau khi phan thanh cac khdi nho ta chon cac khéi dé gidu tin, ta co thé
chon ngiu nhién cac khdi nhung dé cho don gian ta coi nhu cac khdi duoc

chon tuan ty tir khéi dau tién cho dén khi hét thong tin giu.

M&i khdi nho nay s& duge dung dé gidu mot bit thong tin theo quy tic

sau: sau khi gidu thi tong sb bit 1 trong khoi va bit thong tin can gidu s& co
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cung tinh chén 1é. Nghia 13, néu gidu bit 1 vao mot khoi thi khdi d6 phai thoa
min tinh chat tong sb bit 1 trong khéi 1a sd 1. Nguoc lai néu can gidu bit 0
vao mot khéi thi khdi d6 phai thoa man tinh chat tong sb bit 1 trong khi 1a

chén.
Nhu vay, mbi lan gidu 1 bit ta c6 hai truong hop say ra sau déy:

-Khéi da thoa man tinh chat dé gidu mot bit thong tin: chang han nhu
khi can gidu bit 1 thi tong sb bit 1 da 1a 1& roi, hodc khi can gidu bit 0 vao khoi
thi khdi d6 da c6 tong sb bit 1 1a chan. Trong nhitng truong hop nhu thé, ta

khong can thay d6i va xem nhu mot bit thong tin da duoc giu.

-Trong truong hop nguoc lai, tinh chat cia khoi khong thoa man yéu
cau dé gidu tin nghia 1a khi can gidu bit 1 thi tong s bit 1 trong khdi 1 chin
hodc khi can gidu bit 0 thi tong s6 bit 1 trong khéi 1a 1é. Trong nhimng truong
hop nhu thé thi ta can phai thay doi khéi d6 sao cho thoa man diéu kién bang

cach ddo tri ngau nhién mot bit( tir 0 sang 1 hodc tir 1 sang 0).

Gia sir ta phai gidu bit 1 vao khdi B sau:

|0 |~
10|~ |0
[l Bl e T ]
O (O (O |k

Ta dém sb bit 1 trong khéi: truong hop ¢ trén khdi B ¢6 8 bit 1, nhu
véay khdi B khong théa méan yéu cau dé gidu bit 1, dé giau bit 1 vao khéi nay
ta can phai thay d6i khéi bang cach chuyén mot bit bat ky va ddi tir 0 sang 1

hoic tir 1 sang 0. Gia sir ta d6i nhu hinh v& sau:

110

Bit bi thay i tir 0 sang 1 — o

= =D =
O |0 O |-
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Con néu, cling v6i khbi ndy ma ta can phai gidu bit 0 thi ta khong phai

lam gi hét, vi ban dau khéi nay da thoa man tinh chat dé giau bit 0.

MGi 1an gidu 1 bit ta lai 1dy mot khoi dé gidu theo quy tic trén cho dén
hét luong thong tin can giéu. Sau khi giéu xong ta dugc mot ma tran dir liéu
hai chiéu anh méi. Buéde tiép theo, ta xay dung anh méi bang cach: Chép
header anh géc da doc ra tir luc dau vao file anh méi, chép bang mau da doc
vao file anh mai, cudi cung chép ndt dir liéu anh moi sau khi da giau thong tin

vao anh ta s€ thu dugc anh méi sau khi giau tin.

Trong thuat toan gidu tin nay khoa don gian chi 1a kich thudc cua khoi

thi dé dang giai ma theo quy tac sau:
-Doc header cua anh va bang mau cua anh dé biét cac thong tin cua anh
-Lay phan dir liéu a&nh vao mang hai chiéu.

Céc budc nay giong nhu qué trinh gidu tin. Sau khi di c6 dugc dit liéu
anh ta lai chia anh thanh cac khéi c6 kich thudc khdi giéng nhu khi gidu, day
chinh 1a khoa dé giai ma. Chon ra cac khéi dd gidu va giai tin theo quy tic:
dém sb bit 1 trong khédi, néu tong sd bit 1 1a 1& thi thu duoc bit 1, nguoc lai thu

dugc bit 0. Va ctr tiép tuc cho dén khi hét cac khoi da gidu tin.

Nhu vay, sau khi hét cac khéi di gidu, ta thu duoc mot chudi bit da

dem giau. Budc tiép theo ta chuyén tir file nhi phan sang file vin ban.
4.1.3 Phan tich thuat toan.

Day 1a thuat toan rat don gian thyc hién mot cach thuc giéu tin trong
anh, sau khi nghién ctru thuat toan nay ta co thé dua ra mot sb binh luin va

danh gia sau day:
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-Viéc chon kich thudc dé gidu tin tuy thudc vao kich thude cta anh va
khéi lwong thong tin can gidu sao cho gidu gian trai trén toan anh. Vi dy, néu
ta ¢c6 mot anh kich thude 512x512 pixel va c6 mot lugng thong tin can gidu 13
100 ky tu. Nhu vay, file nhi phan thong tin can gidu s& 1a 100*8=800 bit 0/1
vi mdi ky tw ma ASCII biéu dién boi mot byte. Ta co thé thiy dé gidu duoc
hét thong tin thi can it nhat 800 khdi nhu vay thi ta nén chia khbi nhu thé nao
dé du khéi gidu va gian trai rong trén anh. Lay 512%512 /800=327 du 544.
Véi két qua nay, kich thude khoi toi da 1a 327 vay thi ta co thé chon cac kich
thude phi hop v6i con sé nay ( pht hop theo nghia du 16n va khong vuot qua
327) chang han nhu 20x15, 16x16...

-S¢ di ta nén chon khéi c6 kich thudc 16n vi nhu vdy néu nhu trong
truong hop cac khéi bi thay do6i sé& xa nhau (thwa) 1am cho anh sau khi giau
kho bi nhan biét hon.

-V6i thuat toan nay viéc chon khéi kha don gian, ta bat dau tir khdi dau
tién va nhitng khéi lién tiép phia sau tuan ty. Tuy nhién, ta c6 thé lam kho
thuat toan hon béng cach chon ngau nhién mot khoi chua giéu & mdi lan giéu.
Khi do, ta da lam tang dugc do an toan cua thuét toan vi khoa bay gio con
thém ca chi s6 khoi di giau tin cho timg bit. Hodc ta ¢6 thé thay ddi kich
thude khoi & mdi lan gidu, chang han nhu lan mot c6 kich thudc khéi 1a 8*8,
lan 2 1a 8*12...trong trudong hop nay thi khoa s& 14 kich thudc khbi ctia mdi

lan giau.

-Mo6t nhan xét quan trong nira thong qua thuit toan ndy 1a ta phai hiéu
dugc ban chét cua gidu tin dugc thyc hién trong k¥ thuat nay. Ban chat ¢ day
1a cach thirc gidu chang qua chi 14 quy wdc ndo d6, néu thoa min thi gidu bit
1, nguoc lai thi gidu bit 0. Diéu nay khac han véi gidu cai but bi trong cai ban

vi thuc t€ 1a ta cé cai but bi thuc sy va phai giau né dau do trong cai ban con
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xét trong k¥ thuat gidu tin thi ban chét 14 ta khong c6 cai but bi ndo hét ma chi

1a thong tin vé but bi.

4.1.4 Cai dat
Pé thuc hién thuét toan trén ta can céc k¥ thuat sau day:
1) Boc header anh
2) Poc bang mau cua anh
3) Poc dit liéu vao mang hai chiéu
4) Tach anh thanh cac khéi nho
5) Giau tin trong mot khoi
6) Chuyén file van ban sang file nhi phan
7) Chuyén file nhi phan vé file van ban
8) K¥ thuat giai tin

9) K§¥ thuat so sanh hai file dé xem file gidu tin vao va file thong tin

dugc g ra ¢ giébng nhau hay khong.

Ky thudt gidu tin vao mét khéi

Pay 1a mot ky thuat don gian, ta chi viéc duyét khdi nhé va dém tong
s6 bit 1 va kiém tra diéu kién dé gidu tin. Néu nhu can phai thay d6i mot bit

nao do ta dung 1€nh sau:
X=x-1;

Véi x 12 gia tri cua mot phan tir bt ky ctia mang hai chiéu khéi diém

anh, sau cau lI¢nh nay bit x s€ bi lat ttir 0 thanh 1 hoac nguoc lai tir 1 thanh 0.
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K thudt chuyén file viin béin sang file nhi phin

Ta ldy mdi ky tu ctia vin ban va chuyén sang nhi phan theo tha tuc sau:

void Convert2Bin(char *text, char *bintext)

{
FILE *t,*bin;
int c,b,i;
if((t=fopen(text, “r”’))==NULL)
{
printf(“Khong mo duoc file %os ", text);
gertch();
exit();
}
if((bin=fopen(bintext, “wb”))==NULL)
{
printf(“Khong mo duoc file %s”, bintext),
gertch();
exit();
}
while((c=getc(t))=EOF)
for(i=7;i>=0;i--)
{
b=(c>>1)&J1; //dich trai de lay tung bit cua byte
putc(b,bim); //dua vao file nhi phan
}
fclose (t);
fclose(bin);
}

Trong do text 1a tén file van ban, bintext 1a tén file nhi phan cua van
ban.
Ky thuat chuyen doi ngwo'c twe file nhi phan sang file van ban.

Sau khi thu duoc file nhi phan, cong viéc chuyén nguoc sang file van
ban duoc thyuc hién qua thu tuc sau:

void Convert2text(char *bintext ,char *text)
{
FILE *bt,*kq;
int c,b,i;
if((bt=fopen(bintext, “rb”))==NULL)
{
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printf(“Khong mo duoc file %s”, bintext );
gertch();
exit();
}
if((kq=fopen(text, “w”’))==NULL)
{
printf(“Khong mo duoc file %s ", text);
gertch();
exit();
}
B=0;i=7;
while((c=getc(bt))!=EOF)
if (c) b<=(c<<i);
-1
if(i<0)
{
putc(c,kq); b=0;
=7,
}
fclose (bt);
fclose(kq);
}

Trong do6 bintext 1a tén file nhi phan, text la tén file van ban.

power2(int x)

{
int temp;

temp=1<<x; //dich trai bit 1 di x don vi nghia la 2"
return temp;

}

Ky thuat gidai tin:

K¥ thuat nay don gian né bao gém cac thil tuc nhu khi gidu tin nhung
chi khac nhau 1 khi 14y timg khéi anh ra ta chi viéc tinh tong s bit 1 rdi ghi

lai két qua.

Ky thuat so sanh hai file

Ta st dung thu tuc sau day:

void compare (char * fn, char *gn)

{

int cf,cg;
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}

Trong d6: fn va gn 13 hai file can so sanh, néu hai file khic nhau thi th

FILE *f, *g ;

long d=0;

if((f=fopen(fn, “r”))==NULL)

{
printf(“Khong mo duoc file %s”, fn);
gertch();
exit();

}

if((g=fopen(gn, “rb"))==NULL)

{
printf(“Khong mo duoc file %s”, gn );
gertch();

exit();

}

while (1)

{
cf=getc(f) ;
cg=getc(9) ;
if (cf==EOF || cg==EOF) break;
if (cf '=cqg) break;
++ d;

}

if (cf!=cQ)

printf (“\n sai o byte thu %d”,d),
else printf (“\n %s=%s\n ", fn,fg),
fclose(f);

fclose(g);

getch();

tuc s& thong bao vi tri byte sai dau tién.

4.1.5 Van d@é 4ap dung thuit toan trong anh den tring va dnh mau, anh da

cap xam.

Thuét toan nay mdc du ap dung cho anh den tring nhung né ciing c6
thé sir dung cho anh mau hozc anh da cip xam. Phan niy ching ta s& lam rd

viéc ap dung thuat toan vao cac loai anh va nhitng diéu quan trong khi ap

dung k¥ thuat cho ting anh.
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Ap dung thuit toan cho anh den trang

Thuét toan trén duoc trinh by cho anh den trang nén ta chi quan tim
dén nhiing van dé cbt yéu khi 4p dung cho anh den tring. Nhu ta di biét anh
den trang khé gidu hon do dic diém, mdi diém anh chi duoc biéu dién béi 1
bit hozc 0 hodc 1. Néu nhu ta thay d6i bit 0 sang 1 hay nguoc lai tir 1 sang 0
thi déu lam cho trén anh xuat hién nhitng diém den, diém tring la. Nhu vay
van dé ct yéu & day 1a 1am thé nao han ché t6i da cac diém den diém tring la
va lam thé ndo dé nhitng bit bi thay d6i d6 kho bi phat hién nhat. Ta s& nghién

ctru mot s6 k¥ thuat cai tién danh cho anh den tring sau day:

Y tudng cta phan cai tién nay dua vao mot nhan xét: véi cac anh den
trang thi viéc thay doi mot gia tri mot bit diém anh tir trang thanh den hoic
nguoc lai thi rat d& bi phat hién (bi nhiéu). Nhung néu ta dao bit & trén vién

anh gitra mién den va mién trang thi bit bi ddo s€ khé bi nhan biét hon.

Vi du: Gia st ta c6 mdt khdi anh va céac bit ¢ thé dao 1a hai bit duoc

danh gidu xam nhu trong hinh v& dudi day

1
g
1
1

D ([O\|O |O

1
1
1
1

O (O |0 |0

1
1
1
1

O 10|10 |~
O |0 |O |-
O~ |O |~
O |10 (O |0

1
1
0
0

O |O o (|~
O | (O (|-

a) Khoi bit ban dau b)dao & vi tri 1 ¢)Pao & vi tri 2

mod ta cac treong hop thay ddi bit

R rang ta nhan thay rang néu ta dao bit nhu trong hinh b thi bit bi ddo s&
kho bi nhan biét hon dao bit nhu trong hinh c.

Y tudng nay da dugc thuc hién nhd mot hé sé phan b bit D. Hé sé phan
bd bit D 1a mot dai luong dac trung cho muc do roi rac cua céc bit 0,1 trén

mot ma tran diém anh va dugc tinh theo cong thirc sau:
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Gia st ta ¢c6 mdt ma tran A chira cac diém anh 0,1, ¢& mxn;
D=Dy + Dy + D¢ + D,
Trong do:
Dp: 14 hé sb phan bd bit theo chiéu ngang.
n1

thzz (Ai,j Xor Ai,j+i)

i=1l j=

D, 1a h¢ s6 phan bo theo chiéu doc.
n m-11

DV: Z Z (Ai,j XOr Ai+1’j)

j=1 i=1

D, 14 hé sb phan bb bit theo dudng chéo 1.

>
LN

i

|
N

(Aij xor Ajgj+i)

1]
uN

i=2
D. 1 hé sb phan b bit dudng chéo 2.

-1 n-

3

Mz

Dh:

>, (AijXor Ais i)

]

1
uN
1]
aN

Véi xor 1a phép toan XOR logic x xor y=1 néu x # y, nguoc lai x xor y =0
néu x=y.

Thuc cht néu ta duyét cac ph?m tir ciia ma tran theo tung dong va dém
s6 1an chuyén mau (tir 1 sang 0 hodc tir 0 sang 1) thi phan b6 ngang Dy, chinh
1a s6 1an chuyén mau tinh theo cac dong, D, 1a tong s lan chuyén mau tinh
theo cot, D¢ 1a tong s6 1an chuyén mau tin theo dudng chéo 1, D, 1a tong sd

lan chuyén mau tinh theo dudng chéo 2.

A1-rr11*0 iloln]a 1140 |1 [ ol 1] 4]0
11 1™ IHEE 1A 4 | 1) B [
t1-rF 1> nlolonlo gl 4la AR
611 61" MR ol 1] 0] 1 04 |4
S6 1an chuyén mau S6 1an chuyén mau S6 1an chuyén mau  S6 1an chuyén mau
tinh theo hang Dy, tinh theo cot Dy tinh theo duong chéoltinh theo duong chéo2
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Vi du: cho mdt ma tran nhi phan B 4x4 nhu sau:

_= | =D |-

0
1
1
1

- |O |10 |~

1
0
0
0

Khi d6 ta c6 cac hé s phan b theo cac chiéu 1a:
o Di=2+2+3+2=9
e D=2+1+1+2=6
e D=1+2+2+1+1=7
e D,=1+1+4+2+1=5
Hé s6 phan bd bit trén B 1a
D=Dy+D,+D;+Dy;=9+6+7+5=27

Néu D cang nho thi mirc d6 roi rac cang thap tic 1a 46 két dinh giira
cac bit 0,1 cang 16n. Va ap dung trong thuat toan nay ta s€ chon cach chon

dao bit ndo c6 D nho nhat.

Mot phﬁn cai tién nita cua thuit toan 13 han ché cac khdi giéu tin vi
nhimg khoi cé ti 18 bit den rat thap hodc rat cao thi khi gidu thong tin thi rat it
kha ning dao bit. Bit ddo s& rat dé bi phat hién. Va trong mot sd truong hop
trén anh c6 nhiig khdi toan tring hodc toan den thi khong nén giau thong tin
vao cac khoi d6. Trong thuét toan nay da dung hai bién dé chan can ti 18 bit

den trén mot khdi 1a MinBlack va MaxBlack.
Ap dung thudt todn cho anh mau va anh da cdp xdm

Thuat todn & trén hoan toan co6 thé ap dung cho anh mau va anh da

cap xam. Cac loai anh nay c6 gia tri cua moi diém anh dugc biéu dién bang
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nhicu bit. Vay lam thé nao dé€ c6 dugc mot ma tran di€ém anh 0,1 dé thyuc hi¢n
viéc giau tin nhu thudt todn & trén? Ta chi viéc chon tir mdi diém anh dung
mot bit va luu vao ma tran hai chiéu cac bit 0,1. Viéc chon nay thuc hién chon

theo quy tac chon bit it quan trong nhat LSB (Least Significant Bit)

D61 voi1 anh mau va dnh da cap xdm ta khong can quan tam nhiéu dén
viéc chon diém can giau vi ta da dung nhiing bit it quan trong nhat dé giau roi.

Do vay, tai mdi budc gidu ta c6 thé chon mot bit bat ky dé thay doi.
4.2 Ky thuit giau WU_LEE

Muc nay gidi thiéu chi tiét mot thuat toan giéu tin trong anh den
trang. Thudt toan ndy duoc dwa ra boi M.Y. Wu va JH. Lee trong
proceedings of international Symposium on Multimedia Information

Proscessing 1999.

Goi a, b 1a hai bit tuy y, phép toan nhan bit AND, ky hi¢u la A trén
hai bit a va b cho gia tr1 1 khi va chi khi a=b=1, trong cac truong hop con lai

bang 0.

Phép toan cong loai trur (con goi la phép toan so khac) XOR, ky hi¢u

|4 @ trén hai bit a va b cho ta gia tri 1 néu a khac b va gia tri 0 néu a=b.

a b aAb|a®b
1 1 1 0
1 0 0 1
0 1 0 1
0 0 0 0

Cho A va B 13 hai ma tran bit cung cdp. Ta phat trién cac phép toan

AVa ® trén cac bit tuong ing ctia A va B nhu sau:
NéU A= (aij), B= (bij), C= (Cij), D= (dij)

Thi A AB=Cvoicij =aj A bj
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Va A @ B=D véid;=a; @ bj

Thi du:

Néu cho A= Néu cho B=
11701111 00110
1111 0] 1 o111 1
0Of1]10(0 11701110
11701111 1111011

Thi C= D=
O[O0l 1(0 1101011
o101 11701110
o000 1111110
171701 0] 1 0Of11 110

Ngoai ra, ta dinh nghia SUM (X) 1a téng céc gi tri 1 trén ma tran X. Ta
c6, theo thi du trén SUM(A) =10, SUM(B)=9, SUM(C)=5, SUM(D)=9. Bé y
rang néu X 12 mot ma tran bit thi SUM(X) chinh 1a tong s6 bit 1 trong X.
Quay trd lai thuat toan, gia str ta c6 mdt anh den tréng, ta s€ col anh
nhu mot ma tran diém anh gém nhing diém 0,1. Vi hai ma tran c6 cung kich
co B1,B2. Ta ky hi¢u:
e Bl1A B2laphép toan AND gitra cac cap bit cia hai ma tran
e Bl @ B2 la phép toan XOR gitra cac cap bit ctia hai ma tran
e V&i mot ma tran so nguyén thi B[ij] 12 phan tir cia ma tran B
nam & dong i cot j.
e SUM (B) la tong cta tit ca cac phan tir ctia B.
Thuat toan giéu thong tin s€ dugc thuc hi€n nhu sau. Chung ta c6 mdt

anh goc nhi phan F, mot khoa bi mat K va mot s6 cac bit dir liéu can giau.
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Khoéa K 1a mot ma tran nhi phan c6 kich thudéc mxn. Pé cho don gian chung
ta coi kich ¢ ciia anh F 1a boi ciia mxn. Viéc nhung thong tin gidu vio trong
anh s& duoc thuc hién bang cach thay ddi mot sb bit cta anh F theo quy tic:

S1: Chia anh F thanh c4c khéi nho, mdi khéi ¢6 kich thude 1a mxn.

S2: Véi mdi khdi anh nhé Fi thu duoc tir bude S1, ta kiém tra diéu
kién.

0<SUM(Fi A K) <SUM(K)

Néu ding thi chuyén dén budc 3 dé gidu thong tin vao trong khéi Fi,
con néu khong thi khong gidu dit liéu vao trong khdi Fi, khdi Fi duoc dir
nguyén.

S3: goi bit can gidu vao trong khdi Fi 1a b, thuc hién cac budc sau dé
thay dbi Fi.

If(SUM(FiK)mod 2 =b )then

giit nguyén Fi
else if (SUM (FiAK) =1) then

chon ngdu nhién mét bit (j,k) théa man dong thoi

[Filj =0 va [K]k =  sau do chuyén gid tri cua bit [Fi]j thanh 1
else if (SUM (Fi AK) = SUM (K)-1) then

chon ngdu nhién mét bit (j k) théa man dong thoi

[Filj =1 va [K] =1 sau do chuyén gid tri ciia bit [F]j thanh O;

else
chon ngdu nhién mét bit ma [K]i =1 chuyén gid tri cia bit [Fi]
tw 0 tro thanh 1, hoac tw 1 tro thanh 0.

end if

Ta tim hiéu so bd ¥ tudng cta thuat toan Wu_Lee

-Viéc chon khoa K nham lam tang do mat cua thuat toan. Néu trudce
day kich thudc khoi 1a mxn thi d6i phwong rat dé khai thac dugc ban tin mat,

nay ngoai kich thudc nay con phai biét gia tri cu thé ciia khéa K

-Phép toan Fi AK quy dinh thudt toan chi dugc phép stra cac bit trong
khdi Fi ung véi bit 1 trong khoa K. Nhu vay, khoa K dugc xem nhu mdt mat

na, tao ra khung nhin cho thuéat toan.
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Di nhién ta c6 thé thay phép toan A bang 1 phép toan khac, chang han

nhu phép XOR nhu cac thuat todn dugc cai tién s& duoc trinh bay & phﬁn sau.

-Diéu kién 0< SUM(FiA K)<SUM(K) quy dinh néu FiA K toan 0 hoic
gidng nhu khéa K thi khong dugc gidu tin dé tranh bi 1.

-Trong budc S3 ta thuc hi¢n t6i da mot phép ddo mot bit ctua Fi dé thu

duoc khdi Fi’nhim dam béo tinh bt bién.
SUM (Fi’ AK) mod 2 =b

-Viéc chon bit nao trong F dé ddo can tuan thu theo nguyén tic: Néu
Fi AK co6 nhiéu bit 1 thi chon bit 1, ngugc lai c6 qua it bit 1 thi chon bit 0.
Nguyén tac nay lam giam kha nang bit dao bi phat hién. C6 thé dé dang kiém
chtmg rang sau budc S3 ta thu duoc bat bién trén. Nho bat bién do, ta dé dang
giai mi dé lay lai thong tin da gidu nhu sau: Duyét 1an luot cac khdi Fi’ cua
anh dich F*. Néu Fi’ thoa man diéu kién 0< SUM (Fi’ A K)<SUM (K) thi tinh
bit b d3 duoc gidu vao trong khdi bang cong thic tinh b=SUM (FiA K) mod 2.

Vi khoa K 1a bi mat nén thong tin da dugc nhiing 1a bi mat. Thuat toan
nay lam thay d6i nhiéu nhat mot bit ctia khéi Fi khi gidu 1 bit thong tin vao
trong khdi nén véi mot khdi co kich thude mxn du 16n thi sy thay déi cua Fi

1a nho.

F1 F2 F1° F2’°
111] 0] 1] 1] 1] Thongtin gidu 1101 1]1
111011 1]1] 0] B=011 1011111
ol1/o0lololo > ol1]olololo
olol1|l0lolo 111] 0 olol1lolo]o
1110l 1]1]1 1 111] 0 111
ol1]1|o0l1]0 ol1]0 ol1]1lol1]0
F3 F4 K F3’ F4’
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M@ ti qud trinh ddo bit dé gidu tin ciia thudt todn trén 4 khoi
Chung ta s¢ léy mot vi du cho thuat toan trén. Gia st mot anh F co kich
thudc 6x6 va mot ma tran khoa K co kich thudc 3x3 nhu trong hinh vé. Ta
chia F thanh 4 khéi nho mbi khéi s& co kich thude 1a 3x3 ta thu duge F1, F2,
F3, F4.

Vi SUM (F1AK) = SUM(K) =5 nén khéng can giau dit liéu vao trong
F1.

-Vi SUM (F2 AK) = 3 nén mdt bit s& dugc gidu vao khdi 2. Theo vi du
trén thi bit dau tién dugc gidu 1a bit 0. Nén theo S3 ta s& chon mdt bit [F2];; =0
va [K];; = 1 va d6i gia tr [F2]; thanh 1, F2 chuyén thanh F2’ nhu trén hinh v&.

-Vé6i F3, SUM (F3 AK) =3 nhung bit can gidu 12 bit 1 nén theo S1 ta

giit nguyén F3 nhung thuc té F3 van gidu duoc mot bit 1.

-Tuong tu ddi véi F4, SUM(F4 A K)=4, va bit can gidu 1a bit 1 nén
theo S3 ta chon mét bit [F4];; =1 va [K];;=1 r6i chuyén [F];; =0.

4.2.2 Phan tich thuit toan

-Th{r nhét, vi phép toan AND dugc sir dung dé tinh FiAK, nén gia tri
16n nhit cia SUM( Fi A K) khong thé vuot qua SUM (K) va do tinh chat cua
phép toan AND, néu c6 mot khdi nao thay doi thi vi tri thay doi chi xay ra &
phan tir ¢6 gia tri 1 trong khoéa K. Vi thé, néu mot anh F hoan toan trang nao
d6 duoc truyén di thi ké thu khi bat duoc théng tin s& dé dang tim ra duogc vi
tri 1 cua khoa K, d6 1a 1y do ma ta khong dung truong hop SUM(FiA K) = 0.

Day 1a mot k& ho cua thuat toan dbi voi khoa.

-Thr hai, Véi truong hop SUM (FiA K) = SUM (K) ciing tuong tu néu
F hoan toan den thi vi tri ctia bit thay d6i ciing 1a vi tri ma bit twong Gng &

khoa la 1.
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Pé tranh nhimg trudng hop trén thuat toan da dua ra phu thudc
0<SUM (FiAK) <SUM (K). Nhung cho du nhu thé di ching nita thi vi tri
tuong tmg v4i bit bi thay doi ciing tuwong tmg véi bit ¢ vi tri d6 trong khoa K
c6 gia tri 1, va bit khong bao gio bi thay ddi tung Gmg sé& 12 bit 0 & vi tri d6
trong khoa K. Va nhu thé viéc chon khoa K nhu thé nao 13 mot cong viéc hét

suc quan trong.

-Thér ba, néu anh F duoc lya chon dé giéu thong tin c6 qua nhiéu diém

trang hodc c6 qua nhiéu diém den thi ti 1¢ bit gidu duoc sé& rat thap.

N6i chung thuat todn ndy van chua dat duoc nhimg yéu cu can thiét vé
kha ning giau, d6 an toan thong tin cling nhu chét luong anh. Tuy nhién, d6 1a
ap dung dbi voi anh den trang, néu ta ap dung k¥ thuat nay cho anh mau thi

cling thu duogc két qua kha quan.
4.2.3 Cai dat
Pé hién thyc hoa thuat toan nay chung ta cdn mét s6 k¥ thuét sau day:
1. K¥ thuat doc anh (doc header doc bang mau).

2. K¥ thuat tach bit it quan trong (dung trong truong hop anh mau

hodc anh da cip xam)
3. K¥ thuat doc dit liéu anh

4. Ky thuat tinh hé s6 phan bd bit D ap dung dé nang cao chat

luong anh.
5. K¥ thuat chuyén file vin ban sang file nhi phan va nguoc lai
6. K¥ thuat tinh toan trén ma tran hai chiéu

7. K¥ thuat giau tin st dung thuat toan
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8. K¥ thuat giai tin

Hé sb phan bd bit D duogc tinh theo thu tuc sau day

int getscore (int matrix[m][n])

{
int blachkbitcount =0,i,j;
int sum;
//Dem tong so bit 1 trong ma tran hai chieu
for (1=0; i< m; i++)
for ( =0;j<n;j++)
if (matrlx[l] [11==1) blackbitcount +=1,
/*neu khoi anh khong phit hop vi du nhir ¢6 qua nhzeu diém
trang hodc c6 qua nhiéu diém den thi ta phai cho no s6 diém
cao dé lai trir khéi nay ra khéng gidu niva*!
if((blackbitcount < = MinBlackBit)|| (blackbitcount > =
MaxBlackBit))
return MAXINT ;
else
{
for (1=0 ;i< m;i++)
for (j=0; j<n-1;j++)
if (matrix[i][j] '= matrix[i][j+1]) sum+=1;
for (1=0 ;i< n;i++)
for (j=0; j<m-1;j++)
if (matrix[i][j] '= matrix[i+1][j]) sum+=1;
/ftinh diem cho truong hop duong cheo
for (1=0 ;i< mi++)
for (j=0; j<nl;j++)
if (matrix[i][j] '= matrix[i-][j+1 sum+=1;
for (1=0 ;i<m-1;i++)
for (j=0; j<n-1;j++)
if (matrix[i][j] !'= matrix[i+1][j+1]) sum+=1;
}
return sum;
}

4.3 Ky thuit giau tin CHEN_PAN_TSENG(CPT)

Phin sau day trinh bay mot thuit toan gidu thong tin trong anh den
trang duoc phat trién tlr thuat toan gidu tin ciia Yu_Yuan, Hsiang_kuang Pan
va Yu__ Chee Tseng, Khoa cong nghé thong tin va Khoa hoc may tinh thudc

truong Pai Hoc quéc gia Pai Loan... Phuong phap ban dau nay sir dung mot
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ma tran khoa va mot ma tran trong sd dé gidu thong tin trong anh bang cach
thay d6i nhiéu nhét hai bit mdi khdi anh. Nhuoc diém ciia phwong phap nay 1a
chét luong anh chua cao, dé bi phat hién. DPdi vé6i anh den tréng thi thuat toan
nay chua dép tng dugc cac yéu cau néu trén. Thudt toan cai tién s& cai thién
duogc rat nhiéu chat lugng anh bang ky thuat chon hé s6 phan bd bit den tring
va s bit gidu tuong duong. Trude khi di vao phan chi tiét k§ thuat ta dinh

nghia mot s6 khai niém dung trong thuét toan.

4.3.1 Mot so khai niém dung trong thuit toan:
a)Khoa bi mat

Khoéa 1a mgt ma tradn nhi phan c6 cung kich thudc mxn véi kich thudce

cua khoi anh. Khoa dugc dung mdt cach bi mat gitra nguot giri va ngudi nhan.
b) Ma tran trong sO cap r:

Ma trén trong sO W cap r 1a mdt ma tran s6 nguyén c6 kich thudc bang

kich thudc cua khoi anh mxn va théa man diéu kién sau:

W ¢6 cac phan tr ndm trong khoang gia tri (0...2"") véi r cho trudc

thda man diéu kién 2" <m*n.
-V6i mdi phan tir ¢6 gid tri tir 1...2"" xuét hién it nhit mot 1an.

Vi du: xay dung m0t ma trén trong s6 kich thudc 4x4, ma tran nay co
cac gia tri nam trong khoang 0...15 va mdi gia tri tir 1 dén 2% =7 xuét hién it

nhat mot 1an.

Mot vi du ma tran trong soO W.

= 10N |= |

Ul |w ||
N AN w

1
5
?
4
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c) Phép dao bit

Phép dao bit 1a mot phép bién ddi trén cac bit nhi phan. Pao bit b twong
duong voi thay b boi 1-b, tirc 13 néu ban dau b nhan gia tri 0 thi sau khi dao
né sé nhan gia tri 1 va nguoc lai, néu ban dau b c6 gia tri 1a 1 thi sau khi dao

no s€ mang gia tri 0.
d) Cac phép toan trén ma tran dung trong thuat toan.
Phép toan XOR hai ma tran A® B

Phép toan nhan hai ma trin A A B 14 nhan cac phan tir tvong tmg ctia A

va B véi nhau.

Phép toan tinh tong gia tri trong ma train SUM (X)
4.3.2 Thuat toan

Intput:

-F 13 mot ma trdn anh goc dung dé gidu thong tin. F dugc chia thanh
cac khéi Fi, mbi ma tran diém anh Fi c6 kich thuéc 13 mxn, dé cho don gian ta

gia sir rang F 13 boi cua cac Fi.
-K 1a mot ma tran khoa cép mxn.
-W la m{t ma tran trong $6 cép mxn.
-r: SO luwong bit s& nhung trong mdi mot khdi anh mxn.
-B : 14 luong thong tin can gidu gom k*r bit, k s& 1a s6 khdi anh giau.
Output:

Anh dich F’ chta B. F’ duoc tao tir cac khéi Fi’, Mdi Fi’ thu duoc tir

khéi Fi trong tng sau khi d3 giau r bit thong tin tir B.
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Thuit toan:

Thuat toan s€ thuc hién viéc bién d6i moi Fi thanh Fi’ sao cho luon

thoa man diéu kién sau:
SUM (Fi’® K) ® W) =b;b,bs...b, mod 2",

Trong d6 byb,bs...b, 1a dang biéu dién ctia mot sé nhi phén tao tir ddy r
bit lién tiép trong B. Mdi Fi bi bién d6i nhiéu nhat 1a 2 bit. Qua trinh bién doi

gdm 4 budc sau day:
Budc 1: Tinh ma tran T=Fie K
Tinhmatran P=To®W
Budc 2: Tinh tong Sum = SUM(P)

Budc 3: V&i ma tran T va véi moi w=1,2,...,2"" ta xac dinh tap hop S,

nhu sau:
Sw={(,KI(WIi,j]=w A T[i,j]=0) v (W[j,K] =2" -w A T[j K]=1)}

Dé nhan théy Sw 1a tap hop céac toa dd (i,k) ciia ma tran Fi sao cho khi

dao bit Fi[i,j] thi Sum ¢ budc hai taing 1én w don vi. Thuc vay, ta co:
-Truong hop 1: Néu W[i,j]=w va T[i,j]=0
Khi d6 dao bit Fi[1,j] s€ 1am cho T[j,k]=1, do d6 Sum tang 1é€n w.
-Truong hop 2: Néu W[j.k] =2"—w va T[j,k]=1

Khi d6 do bit Fi[i,j] s& lam T[i,j]=0, do d6 Sum s& giam di 2™ %-w, tirc

14 ting 1én w theo mod 2",

Tu dinh nghia cua tap S,, ta co:
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Sw’ =Sw
Budc 4: Ky hidu d=(byb,...b,) ~SUM(P)(mod2").

Ta can thuc hién viéc dao bit trén Fi dé duge Fi’ sao cho téng Sum tinh

dugc ¢ budc 2 khi thay Fi béi Fi’ s€ tang 1én d.
-Néu d=0, khong can thay ddi Fi
-Néu d #0 ta thuc hién cac cong viéc sau:

1) Chon h bat ky thudc tap {1,2,3...,2"'} sa0 cho Spy = ® VA S.gr1yg

C ()
2)Chon phan tir (j,k) bat ky thudc Spg va dao bit Fi[j,k]
3)Chon phan tir (u,v) bat ky thudc S_(h-1)¢ va dao bit Fi[u,v]

R& rang 1a dé tang Sum 1én d, ta c6 thé chon hai tap khac tréng Spg Va
S_(n-1¢- That vay, hai tap nay chira cac vi tri bit trong khoi Fi ma ta 6 thé dao
dé tang Sum 1én dh va —(h-1)d mot cach tuong tng, két qua cudi cung 1a Sum

s€ tang lén hd+(-(h-1)d) =d;

Tuong ty nhu cac tap S,, khéc ta cling c6 thé coi tap So 13 tip chira céc
vi tri ma khi dao nhiing bit c6 vi tri ndy trén Fi, thi s& taing Sum 1én 0. Két qua
nay ciing dat duoc néu ta khong dao bat ky bit nao trén Fi. Vi vy, ta c6 thé
coi Sy 1a tap tréng va khi n6i dao 1 bit c6 vi tri thude tap So cd nghia la khong

can lam gi ca.
Vi du:

Gia sir ta co mot ma tran anh F 8x8 dugc chia thanh 4 ma tran khéi anh
F1, F2, F3, F4 cung c& 4x4, mot ma tran khoa K 4x4 va mot ma tran cung cd&

nhu sau:
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Ma tran anh F8x8

111]0]0
0110114011110

011010
110(0[{011]1]1]1 K=

111110
11o0({o0[{0p0] 0100

njoj1|10
opojojojorof1fa0
111101170100 112 3[4
ojoj1)1 1110010 W= 56| 7|1
111011001 1]1 21 34|58
1101110 1] 1] 1 6| 7172

Trong vi du nay, ta d3 chon m = n = 4. chon r=3 ta giéu 12 bit sau
B=001010000001 vao trong anh F. Nhu vay, doan bit 001 s& duoc giéu vao
khéi F1,010 s& duoc gidu vao khéi F2, 000 s& dugc gidu vao khéi F3, 001
trong F4.

Budc 1: Ta thuc hién phép toan XOR cua Fi v6i K. Két qua cho trong
bang sau:

Fl1eK F2eoK
11010111 0]1[0
11100011011
oj1y1{ofj1{1{1]0
IR
0joj1{ojoj1{o]o0
o)1y 1{1)1{1(1]0
Oloj1{1y1]10[0]1
1fofof1p0f1]0]1
F3®K FAD K

Budc 2: Ta thyc hién phép nhan ting khdi ma tran két qua trén v6i ma

tran trong so:
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FIOKOW F2ZoK®w

O |= === |= 1D |0

= | == 1DID|D|ID|=

= 1O |=]D2|= 1D |O

= DO |22 |O|—= |-
100|122 |=|= 12O
O |= =121 |=|=|=
DID|=1D1D|=|=|=

F3SoK&®w FAODK®WwW

V6i F1: Luu ¥ rang ta c6 2° =8
Tinh SUM(F1® K ® W)=0(mod 8). Vi chudi ba bit can gidu dau tién 1a
001 nén ta s& phai thay ddi dé tang trong s6 1én 1 (d = 1)

Ta xay dung tap S1: 7
h=1:S1={(2,2)} = ¢ ta chon ludén 6 nay dé dao bit. Khi d6 ma tran
khéi dnh F1” la:

F1°
011011
10| 0
110]10]0
0j0f0|0

*Véi F2’: i , o
Tinh SUM(F2® K®W)=2(mod8). Va vi chuoi 3 bit tiép theo can giau

14 010=2 nén khong can phai thay doi F2 nira.

*Vo1 F3: , ‘ ,
Tinh SUM(F3® K®W)= 2(mod 8). Va vi 3 bit tiép theo can giau la

000=0 nén ta can thay d6i F3 dé ting trong s 1én d=6

Ta can xay dung tp S6 q
h=1: S6 ={(4,4)} #¢ ta chon luén 6 nay dé dao bit. Khi d6 ma tran

khéi anh 1a:
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F3’

N =N e T =N

0

1

1
o]

O = |O |-
== | D= | =

*Voi F4:

Tinh SUM(FA® K®W)=4 (mod 8). Vi ba bit can gidu tiép theo 1a
001=1 nén ta s& thay doi dé ting trong sb 1én 5, (d=5)

Ta xay dung tap S5:

h=1:S5=¢

h=2: S10=S2={(2,2)}. S(-5)={(1,3),(2,1),(3,2),(3,4)}

Ta chon dao bit & hai 6 [F4],, va [F4]3,. Khi d6 ma tran khéi anh la:

Fa

0

= [~ [~ o

0
0
1
1

D10 |= |~

1

Anh tao thanh ma tran ghép 4 khoi diém anh F1°, F2°, F3’, F4’

FI F2’

ol1]{ol1]o]1]1]0
1100 H 11111
1{o|lojo]oflo]|o]n
nlololn]lo]lol1]n
111010l 1|0|n]|n
ofof1 1] 1]0
1110]1]0 1] 1
1001 - nl1]1]1

Nhu vay ta di gia F3’ in F4 ¢ khéi theo thuat toan.

Tiép theo phan sau day ta s& chirng minh tinh dtng dén cua thuat toan.

4.3.3 Chirng minh tinh ding diin ciia thuit toin
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pé ching minh tinh ding dén cua thuét toan trén, ta st dung cac bo dé
Sau:

Bo dé 1:
Véi moi w=1,2,...2"-1 théa man w=2'-1 ta co:
(Sw=¢)=(S2'w = ¢)

Chimg minh: véi w = 2" gia st Sy, =¢.

Tu dinh nghia ctia ma tran trong sb ta suy ra tdn tai it nhat mot phén tr
WIj,k]=w, do d6 ta phai c6 Fi[i,k]* K[Lk]=1 vi néu khong khi ta dao bit
Fi[i,k] s& dugc gia tri 1 dan dén tong SUM(F4® K®W) sé& tang 1én w va do
d6 S, khong tréng (trai gia thiét).

Do d6, Fi[i,k]* K[Lk]=1. Néu ta dao gia trj caa Fi[j.k] thi Sum s& giam
di w hay tang 1én 2-w(mod 2). = S,"., # ¢

B6 dé duoc ching minh.
Bo dé 2:

Tap Sw" khéc rong.
Ching minh:

Tir dinh nghia 1 ta suy ra ton tai it nhat mot phan tir W[j,k] ctia ma tran
W nhén gia tri 2"". Mt khéc ta lai c6 2" = -2"*(mod 2") nén néu ta dao gia
tri ctia F1[j.k] thi Sum sé& ting 1én hay giam di 2™ do d6 bd dé dugc chimg

minh.
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B6 dé 3:

Budc 4 ludn ludn dugce thue hién va nhiéu nhat hai bit ctia Fi bj dao dé
giéu dugc r bit dir li¢u. Tuc 1a ludn ludn tim dugce h sao cho Spg va S.p1yq

khac tréng véi moi d nhan gia tri tir 0 dén 2™

Chtrng minh:

Ap dung dinh 1y s6 hoc voi moi cap s6 nguyén td cung nhau dl, d2,
moi x=1,2...d2-1 ludn ton tai m,n sao cho md1=nd2+x hay mdl = x(mod d2)
ta suy ra tip hop {d mod 2", 2d mod 2',...} chtra tat ca va chi chira cac boi nhod
hon 2" ctia wéc s6 chung 16n nhat cua d va 2" (véi d=0,...,2"-1). Mit khac 2™
14 bdi cia udc chung 16n nhat ctia d va 2" nén t6n tai mot sd nguyén k sao cho

kd =2"" (mod 2") gia sir k 13 s6 nguyén nho nhét thoa méin diéu kién nay.

Ta tinh h thda man Shg # ¢ VA S.h1ya #¢. V6i h=1,néu Sq = ¢ thi h=1Ia
101 giai va bude 4 dugc thuc hién, néu khong thi S.q = ¢ (theo bd dé 1). Véi
h=2 néu Syq = ¢ thi h=2 13 10i giai, néu khong thi S.q = ¢ (theo bd dé 1)...Tiép
tuc nhu vay voi h=3.4...k-1 néu van chua tim duoc h thoa mén thi ta ¢ thé

khing dinh 1a h=k 12 10i gidi vi khi d6 Sq =S,"* khéc rdng.

Vay bo dé duoc chirng minh
4.2.4 D) an toan cua thuat toan

Dé danh gia do an toan cua k¥ thuat gidu thong tin trong anh trinh bay
& trén ta gia sur rang thuat toan 1a cong khai, ciing gia sir thém rang anh chira
F, gié tri r, va kich thudc khbi mxn khong con 14 bi mat. Hon nita ké dich cia
ta con c6 trong tay ca ban copy ctia anh két qua F’, nhung chwa biét khoa va
ma tran trong s0. Khi dé viéc tim ra thong tin ma ta gidu trong F bang thuat
toan da trinh bay voi cac tham sd ndy van gan nhu 1a khong thé duoc. That

vay, ta c6 thoi t;=2™ kha ning lya chon k va gan
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t=C 2t *( 2-1)1* (2-1)™ 6 Y

Kha nang lya chon W va do d6 c¢6 téi t;*t, cach két hop K voi W (ta
dung tir gan boi vi con sd ndy van chua chinh x4c hoan toan) Khi mxn da 16n

thi s6 Iya chon nay c6 thé 1am nan 10ng bat ky mot ké to mo nao.

Trong trudng hgp mott phan thong tin da bi 16 va ké dich di biét duoc
hai khéi anh Fi va Fj va hai khéi anh tvong tmg sau khi da 1an luot gidu Bi va
Bj vao la Fi’ va Fj’ thi kha ning giai ma duoc thong tin 14 co thé xay ra néu
c6 thém mot s diéu kién.

Néu Fi=Fj thi sy khac nhau giita Bi va Bj s& cho biét mbi quan hé cta
trong sO tai vi tri ma Fi khac Fi’ va vi tri Fj khac Fj’. Hon nita néu c6 thém

rang Fi=Fi’=Fj va chi c6 mét bit tai vi tri (a.b) trong Fj bi dao, thi khi d6 gia
tri cia W[a,b] 1a Bj-Bi (mod 2"). Piéu nay c6 thé dé dang thdy dugc néu ta dit

d; =Bi- SUM(Fi® K ® W)(mod 2) =0

d; =Bj- SUM(Fj® K ® W)(mod 2) =0

Néu mdi phan tir cia W déu c6 thé duoc xac dinh chi dugc nhan mot
trong hai gi4 tri nhu trén thi kha nang c6 thé cho W chi con 1a 2™. Giam di

dang ke so v&i ban dau.

Khi ma tran trong s6 W d3 duoc xac dinh thi viée tim khoa K tro 1én d&
hon. Chang han nhu véi gia thiét Fi=Fi’=Fj va Fj’ khac Fj tai duy nhat mot vi
tri (a,b) khi d6 K[a,b] c6 thé tinh dugc bang cach.

*Néu Bj-Bi=W[a,b] » 2" thi (Fj ® K)[a,b] =0 = K{[a,b] =Fj[a,b]

*Néu khong Bj-Bi=-W[a,b] = 2™ thi (Fj ® K)[a,b]=1 = K[a,b] = 1-
Fj[a,b]

T6m lai, viéc giai ma thong tin cang khé khan khi kich thude khdi mxn

da 16n va khoa K, ma tran trong s60 W duoc cat gitr an toan. Néu coi day la
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mot h¢ ma mat thi h¢ ma mat nay cé khoa bi mat giong nhu nhirng hé mat ma

cb dién. Hién nay ngudi ta cling dang nghién ctru viéc dung khoa cong khai.

4.3.5 Phan tich danh gia thuat toan

Sau khi nghién ctru thuét toan ching ta c6 thé dua ra mot sd tong két,

binh luan va danh gia sau day:

-Thuat toan c6 thé giéu dugc r bit vao trong mot khéi mxn véi diéu
kién 13 2"<m*n ma chi can thay doi nhiéu nhat 13 2 bit trén mot khéi. Nhu
vay, thut toan nay di c6 cai tién rat 16n so véi nhimg thuét toan khac chi

giau dugc mot bit vao moi khoi.

-0 an toan cta thuat toan ciing rat cao thong qua hai ma tran dung lam

khoa dé giai tin d6 1a ma tran trong s6 va ma tran khoa

-Pay 1a thuat toan gidu thong tin trong anh den tring nén ta c6 thé ap
dung cai tién hé sd phan bd bit D dé ting chat lwong anh sau khi gidu. Thuc té
1a néu két hop voi phan cai tién nay chat lugng anh sé dugc ting 1én dang ké.

C6 thé gidu trong cac anh text.

-Thuat toan ndy dwong nhién c6 thé ap dung cho anh mau va anh da cap
xam. Ta ciing c6 thé st dung k¥ thuat chon ra céc bit it quan trong nhat cua
mdi diém anh dé x4y dung ma trén hai chiéu céc bit 0,1 nhu trong thuat toan

v6i1 anh den trang.

Néu ap dung tbt thuat toan nay cho anh mau thi co thé noi thuat toan da
dat duoc nhiing diéu co ban cliia mot ing dung gidu tin mat (steganography)
d6 1a dam bao tinh an cta thong tin gidu, sb lugng thong tin gidu cao va do an

toan cua thuat todn ciing cao.
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CHUONG 5: THUY VAN SO TREN ANH TINH
5.1 Gi6i thiéu chung vé k¥ thuat thiiy vin
5.1.1 Watermarking va Steganography

Tinh ning an toan va bao mat thong tin cta k¥ thuat gidu tin duoc thé
hién & hai khia canh. Mot 1a bao vé cho dir liéu dem giéu va hai la bao vé cho
chinh ddi tugng dugc sir dung dé gidu tin. Twong tmg voi hai khia canh do
ching ta c6 hai khuynh huéng ky thuat rd rang d6 1a gidu tin mat

(steganography) va thily van sb (watermarking)

Trong k¥ thut gidu tin mat, thong tin can gidu dugc goi 13 théng diép
(message) con trong ky thuat thay van sé thi dwoc goi 1a thuy van
(watermark). Thily van s6 c6 thé 1a mot chudi cac ky tu, hay mot hinh anh,

mot logo nao do.

N6i dén thay van sb 1a noéi dén k¥ thuat gidu tin nham dén nhiing tng
dung bao dam an toan dir li€u cho doi tuong duoc st dung dé giéu tin nhu :
bao vé ban quyén, chéng xuyén tac, nhan thyc thong tin, diéu khién sao
chép...C6 thé thay rd 1a phan tng dung cua thay van rat 1én, mdi Gmg dung lai
c¢6 nhiing yéu cau riéng va tinh chat riéng, do d6 cac k¥ thuat thuy van ciing

c6 nhitng déc tinh khac bi¢t tuong Gng.
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Watermarking

Thuy van sd
I
I |
Robust Fragile _
Copyringt marking Watermarking
Thﬁy van bén Vﬁ’ng Thiiv van dé vo
[
I I
Imperceptible Visible
Watermarking Watermarking
Thiiv van an Thuy van hi¢n

Cac k¥ thuat thity van dugc phan biét nhau boi nhitng dic trung tinh chat
cta timg k¥ thuat va tmg dung nhitng k¥ thuat d6. Thity van “dé v&” (fragile)
la k¥ thuat nhiing thay van vao trong anh sao cho khi phan bd san pham trong
moi trudng mé néu cé bat cir mot phép bién d6i ndo lam thay ddi doi tuong
san pham gdc thi thity van da duoc gidu trong doi twong s& khong con nguyén
ven nhu trudc khi gidu nita (dé v&). Cac ki thuat thiy van co tinh chat nay
duoc st dung trong cac ing dung nhan thuc thong tin (authentication) va phat
hién xuyén tac thong tin (tamper detection). R4t r& hiéu vi sao nhiing tng
dung nay can dén k¥ thuat thuy van d& v&. Vi du nhu dé bao vé chéng xuyén
tac mot anh nao d6 ta nhiing mot thily van vao trong anh va sau d6 phan phdi,
quang ba anh d6. Khi can kiém tra lai anh ta sir dung hé thong doc thiy vén.
Néu khong doc dugc thuy van hodc thity van da bi sai 1éch nhiéu so véi thity
van ban dau da nhing vao anh thi c6 nghia 13 4nh d6 di bi thay d6i. Cai kho ¢
day 1a ta phai phan biét giita sai 1éch thuy van so xuyén tac va sai léch do 10i
duong truyén. Nguoc lai, voi ki thuat thay van dé v 1a k§ thuat thity van bén
vitng (robust). Cac k¥ thuat thay van bén viing thudng duoc ung dung trong
cac tng dung bao vé ban quyén. Trong nhiing tmg dung d6, thuy van dong vai
tro 1a thong tin s hiru cua nguoi chu hop phép. Thuy van dugc nhiing trong

san pham nhu mot hinh thirc dan tem ban quyén. Trong truong hop nhu thé,
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thily van phai ton tai bén vitng cing véi san phdm nham chéng lai viée tay
x6a, 1am gia hay bién doi pha huy thiy van. Mot yéu cau 1y tuong ddi véi
thty van bén vimg 13 néu mudn loai bo thiy van thi chi c6 mot cach duy nhét

1a pha hily san pham.

Thity van bén viing lai duoc chia thanh hai loai 1a thily van an va thay
van hién. Thay van hién 14 loai thuy van duoc hién ngay trén san pham va
nguoi dung co thé nhin thy dugc gidng nhu cic biéu tuong kénh chuong
trinh vo tuyén ma ching ta thudng thdy VTV3, CCTV, TV5...Céc thily van
hién trén anh thuong dudi dang chim, mo hodc trong sudt dé khong gay anh
huong dén chat luong anh gbc. Poi véi thuy van hién, thong tin ban quyén

hién thi ngay trén san pham.

Con dbi véi thily van an thi cling giéng nhu gidu tin, bang mat thudng
khong thé nhin thdy thiy van. Trong van dé& bao vé ban quyén, thay van an
mang tinh bat ngd hon trong viéc phat hién san phdm bi danh cép. Trong
truong hop nay, ngudi chu s¢ hitu hop phap sé chi ra bang chtng 1a thily van

da duoc nhung trong san pham bi danh cép.
5.1.2 Cac yéu cau co ban ciia hé thily van trén dnh

H¢ thiy van s6 trén anh ciling 1a mot hé giau tin nén cling c6 mot sé dac

diém va tinh chat gidng nhu gidu tin trong anh nhu:
-Phuong tién chtra 13 anh hai chiéu tinh

-Thily van trén anh tac dong lén dir liéu anh nhung khong lam thay doi

kich thudc anh.
-K¥ thuat giau phu thudc vao tinh chat ctia hé théng thi gidc con ngudi

-Khi giéi tin c6 thé can dnh goc.
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Ngoai mdt s6 dic diém chung ra, k¥ thuat thuy van s6 dugc phan biét véi

k¥ thuat gidu tin mat & nhitng dic trung sau day:

Thong tin trong anh s€ bi bién doi néu c¢6 bat ctr mot bién doi nao

trén anh.

Tinh chit ndy c6 trong k¥ thuat gidu tin mat nhung trong k¥ thuat thiy
van thi chi ¢6 trong thity van dé& v&. Con dbi véi loai thiy van bén viing thi ta

yéu cau chdng lai dugc nhitng phép bién ddi thong thudng trén anh.
Thiiy van an hay thiy van hién

Khong giong nhu giau tin mat v4i yéu cau 1a thong diép gidu phai an bén
trong anh sao cho mat thuong khong nhin thay duogc thi k§ thuat thuy van sb
lai ¢6 hai loai 13 thity van an va thuy van hién. Nghia 1a c¢6 loai thuy van cho
phép nhin thay dugc thong tin dem nhing vao va c6 loai thity van khong nhin
théy. Loai thuy van hién duoc st dung cho muc dich cong bd cong khai vé
chu quyén s& hitu, ngugc lai, loai thily van an dugce sir dung v6i muc dich gai

bi mat cac thong tin xac nhan chu quyén so hiru.
Tinh chat bén virng

Tinh chit nay 1 tinh chit quan trong nhat ctia mot hé thiy van bén vimg.
Nghia 13, hé thity van phai chdng lai duoc cac phép bién doi, hay cac tin cong

c6 chu dich hoac khong c6 chu dich 1én thuy van.
Thuy van cai gi?

Mot cau hoi dau tién ddi véi mot hé thiry van 1a thong tin gi s& dugc gidu
vao bén trong anh? Kiéu thay van hay dung nhéat 1a mot chudi ky tu, chudi ky
tu duoc nhiing truc tiép 1én 4nh mang nhiing thong tin nhu tac gia, tiéu dé hay

ngay thang, hay thong tin ban quyén...Tuy nhién st dung chudi ky tu lai bi
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mot han ché, d6 1a mdi ky tu duoc biéu dién bang nhiéu bit néu nhu vi mot 1y
do nio d6 mot bit bi 1i s& 1am sai ca ky tu va do d6 chi cin mot phép bién doi
don gian nhu phép bién d6i DCT ciing c6 thé 1lam cho thuy van bi sai 1éch rat
nhiéu. Chung ta ciing c6 thé dung anh dé gidu, khi do6 ta s& c6 anh trong anh.
Khi giai tin mot s diém anh co thé bi sai nhung hinh tong thé c6 thé giir
nguyén. Trong nhitng k¥ thuat gin day, nguoi ta st dung thiy van 1a mot
chudi bit sinh ngau nhién theo mot ludt phan phdi xac suit nao do. Va sau do

ap dung céac 1y thuyét xac suat thong ké dé chung thuc thay van.

Trong céc loai thily van thi thily van an va bén viing 13 loai dugc quan
tdm nghién ctru nhiéu nhat vi ¥ nghia tmg dung 16n ctia né nhu di néi & phan
trén. Do vay, hai tinh chat quan trong cta hé thay van ma cac nha nghién ctru
dang cd gang dat dugc 1a thudc tinh an va thudc tinh bén viing. Nhung day lai
1a mau chét cua su phire tap vi hai thudc tinh ndy mau thudn véi nhau. Néu
nhu dé dam bao duoc thudc tinh 4n, thity van phai dugc gidu ¢ nhing vi tri cO
it ¥ nghia tri giac nhat, it bi cha y nhét thi dé¢ dam bao thudc tinh bén viing,
thily van phai chiu dugc nhitng phép xir Iy anh pho bién nhu dich chuyén hay
nén JPEG. Vi du nhu nén JPEG loai bo ¢ anh nhitng thong tin c6 it ¥ nghia
tri giac dé lam giam kich thudc ctia anh ma van dam bao dugc chat luong cua
anh. Khi d6 thi nhimg dit liéu cua thily van nam trong ving nay s& bi mat di
hodc bi bién d6i sai 1éch hoan toan. Véi tinh phtc tap cua yéu cau cho mot hé
thiy van, phan sau ddy ta s& tim hiéu nhiing giai phap k¥ thuat di duoc dua ra

ctia cac nha khoa hoc trén thé gidi.
5.1.3 Nhirng tin cong trén hé thily van

Phuong phép thuy van nén chéng lai duge mot sé phép xir Iy anh thong
thuong va mot sd tin cong c6 chii dich. Cho dén nay van chua c6 mot hé
théng hoan hao va ciing khong rd rang viée liéu c6 ton tai hay khong mot hé

théng thily van an toan tuyét doi. Vi vdy, trong thuc té thi thily van phai can
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nhic gitta bén vimng voi cac thudc tinh khac nhu luong thong tin gidu, tinh
an... Dya vao yéu cau ctia mg dung ma s& anh huong dén phuong phap thuy
van. Dya vao nhitng bién d6i ¢6 chu dich hay khong c6 chu dich v6i hé thuy
van ma ta c6 thé phan biét thanh hai nhém xuyén tac sau: mot 1a bién do6i
dugc xem nhu 14 nhidu ddi voi dit liéu, hai 1a 1am mat tinh dong bo dé khong

thé 14y tin ra dugc.
-Bién d6i tin hiéu: 1am sac, bién d6i twong phan, mau, gamma. ..
-Nhiéu cong, nhiéu nhan. ..
-Loc tuyén tinh
-Nén mat thong tin
-Bién d6i affine cuc bd hodc toan cuc
-Giam dir liéu: cropping, stra histogram
-Chuyén ma (gif—> jpeg)
-Chuyén d6i tuong tu — sb
-Thuy van nhiéu lan

Nguyén tic co ban cua phuong phéap thily van 1a dam bao du tinh bén
vitng sao cho cac tan cong s& lam cho gia tri thwong mai ctia anh gbc sé bi anh

huong.
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5.2 Nhirng khuynh huéng tiép cén thiy van
5.2.1 Huéng tiép cin dwa trén miém khong gian anh

Pay 1a huéng tiép can co ban va ty nhién trong sé cac ky thuat thay
van. Mién khong gian anh 1a mién dit liéu anh gdc, tic dong 1én mién khong
gian anh chinh 1a tac dong 18n cac diém anh, thay doi gia tri truc tiép cia diém
anh. Pay 1a hudng tiép can tu nhién bai 18 khi ndi dén viée gidu tin trong anh
nguoi ta thudng nghi ngay dén viéc thay do6i gia tri cac diém anh ngudn. Mot
phuong phap pho bién cua cach tiép cin nay 1a phuong phap thay thé bit it

quan trong nhéat cia mdi diém anh.

Y tuong co ban cta phuong phap thay thé bit it quan trong nhat LSB
(Least Significant Bit) 1a chon ra tir mdi diém anh cac bit c6 it y nghia tri giac
nhat dé sir dung cho viéc gidu tin. Bit ndo duogc coi 1a it tri giac nhat va bao
nhiéu bit c6 thé duoc ldy ra dé thay thé thi phu thudc vao tinh chat hé thong
thi giac con nguoi va phu thudc vao nhu cau chit luong anh trong cac ng
dung. vi duy, trong anh 24 bit mau, mdi mau duge biéu dién boi 24 bit tuong
mg v6i 3 mau RGB, méi mau chiém 1 byte. Nguoi ta sir dung mot tinh chat
clia mat nguoi 1a sy cam nhan vé mau B (blue) kém hon so véi hai mau RG.
Chinh vi thé ma nguoi ta thuodng chon bit cudi cling trong 8 bit biéu dién mau
B ciia mdi diém anh dé gidu tin. Thay doi bit cudi cung trong 8 bit biéu dién
mau B chi lam cho gia tri biéu dién mau B ting hoic giam di 1 don vi. Do
vdy, cac bit it quan trong nhat trong trudng hop nay 1a bit tha 24 cta mdi
diém anh. Mot thuat todn mudn gidu nhiéu hon va chat luong anh thap hon
mot chut ¢ thé sir dung bit cudi ciing cia mdi byte biéu dién mdi mau RGB
lam bit it quan trong nhat. Trong truong hop nay thi mdi diém anh s& chon ra

duoc 3 bit LSB.

Lé Thi Hai Yén Lép CT901 66



Khod ludn tét nghiép Tim hiéu ky thudt gidu tin mdt va thity van anh

Tuy nhién, phuong phap ndy ciing c¢6 nhiéu han ché nhu khong dam
bao dugc tinh bén viing cua thiy van dbi véi cac thao tac nhu quay anh hay
nén anh jpeg chiang han. Piéu nay 1a d& hiéu vi céc thao tac noi trén ciing loai

bo hodc lam sai 1€ch cac bit it quan trong nhat.
5.2.2 Hudéng tiép cin dwa trén mién tin sé cia anh

Hudng tiép can dia trén mién khong gian anh nhu da trinh bay ¢ trén 13
cach tién hanh khao sat tin hiéu va hé théng ro1 rac mot cach truc tiép trén
mién gia tri ro1 rac cua cac diém anh goi la trén mién bién s6 doc 1ap tu nhién.
Nhung trong nhiéu trudng hop, cach khao st truc tiép nay gip phai nhiing

kho khin nhat dinh hodc rat phtc tap va hiéu qua khong cao.

Ngoai phuong phap khao sat truc tiép ndy ching ta ¢ thé dung nhiéu
phuong phép khdo sat gian tiép khac thong qua cac k¥ thuat bién d6i. Cac
bién d6i nay 1am nhiém vu chuyén mién bién s6 doc lap sang cac mién khac
va nhu vay tin hiéu va h¢ théng roi rac s& duge biéu dién trong mién méi nay
v6i cac bién sé méi. Phuong phap bién ddi nay ciing gidng nhu phuong phap
d6i bién trong tich phan hay phuong phap d6i hé toa do trong toan giai tich

clia toan pho thong quen thudc.

Moi mot cach bién do1 cd nhitng thuan loi riéng, tuy tung truong hop
ma chung ta dung bién doi ndo. Sau khi khdo sat xong céac tin hi¢u va hé
thong ro1 rac trong cac mién bién s6 mdi nay néu can thiét chung ta s€ dung

cac bién doi ngugc dé dua chiing vé mién bién s6 doc 1ap cii.

Phuong phap khéo sat gian tiép nay s& 1am don gian rat nhiéu céng viéc
ma ching ta gip phai khi dung phuong phap khdo sat tryc tiép trong mién
bién sb doc 13p tu nhién. DPdi véi ching ta, hé théng rOi rac can khao sat chinh
1a mién khong gian cic diém anh, c6 nhiéu phép bién doi cho dir liéu anh

trong d6 c6 mot sd phuong phap bién ddi duoc sir dung rit phd bién nhu
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Fourier, bién ddi cosin roi rac, Wavelet... Dy 1a nhimg phép bién d6i duoc st

dung nhiéu trong cac k¥ thuat xir Iy anh.

Trudce hét ta khao sat mot s phép bién ddi dang duwgc tng dung nhiéu

trong k¥ thudt thiy van.
5.3 Mot so ky thuat bo tro cho cac ky thuét thily van s6 trén anh tinh

Phuong phap thuy van sb 1a mot phuwong phap mdi va rat phirc tap, c6
thé n6i viéc nghién ctru van dang dién ra va dang duoc cac nha nghién ciru
dan hinh thanh khung 1y thuyét cho né. Nhung cho dén nay nhiing ky thuat
dua ra cling chi la nhiing thtr nghi€m, lac thi nguoi ta dung cac cong cu ly
thuyét mat ma hoc, ltic thi k¥ thuat truyén thong, khi lai st dung 1y thuyét
thong tin...cho nén nhiing k¥ thuat thuy van ciing hét stc phong phti. Va nhu
vay, khi lam vé thuy van ta phai biét nhiéu k§ thuat ¢ nhiéu linh vuc 1y thuyét
khac nhau. Tuy nhién, qua khao sat gan day cia gido su Deepa Kunder cua
truong dai hoc Toronto c¢6 hai khuynh huéng chii yéu da duogc hinh thanh d6

1a khuynh hudng str dung 1y thuyét thong tin va Iy thuyét truyén thong.

Theo gido su, khuynh hudng 1y thuyét truyén thong thuc té hon so voi
ly thuyét thong tin, va co thé str dung dé dang hon trong thiét ké thuat toan.
C6 mot vai su khac biét ddc trung gitra hai khuynh huong nay. Ky thuat thuy
van dya trén 1y thuyét truyén thong thuong sir dung nhiing co s& 1y thuyét
trong truyén thong dé thiét ké nhu viéc dung 1y thuyét phan tich thong ké dé
tao thity van va kiém dinh thay van Iy ra so vé6i thity van duoc nhiing vao, k§
thuat trai phé tin hiéu dé truyén tin hay ky thuét tao nhiéu cong va loc nhiéu.
Trong khi d6, khuynh hudng dung 1y thuyét thong tin lai st dung nhiing co s&
phan tich chung dé phan tich lam sao thu dugc hi¢u suét cao nhat, chién lugc
t6t nhat cho mot thuat toan cy thé hay kha ning chiu tan cong dbi véi mot ky

thuat thuy van. Mot sy khac biét nira trong hai khuynh hudéng k¥ thuat thuay
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van nay la su danh gia hé thong thuy van. Dbi v6i khuynh hudng sir dung ly
thuyét truyén thong thi thuong nhan biét thiy van va danh gia hé thong thuy
van thong qua do bén ving cta thuy van trude va sau khi gidu bang phép do
hé s6 twong quan giita thiy van duoc nhung vao va thiy van duoc 14y ra hay
ti 1& bit 16i (BER-Bit Error Rate). Con nhitng k¥ thuat thity van theo khuynh
huéng 1y thuyét thong tin thi chi yéu hé thong dugc danh gia thong qua kha
nang gidu. Nghia 1a tong s bit c6 thé duoc nhiing vao va dugc lay ra mot

cach dang tin cay.

Pé gitip cho nghién ciru va va co thé cai dit nhanh chong cac thuat toan
thuy van. Ching ta s& tim hiéu mot sd k¥ thuat thuy véan theo hai khuynh

hudng trén.
5.3.1 Cac phép bién d6i mién khong gian anh sang mién tan so.

Pé khao sat hé thong roi rac, trong nhiéu truong hop, chiing ta thuong
bién doi hé théng ro1 rac do sang mot mién bién sb khac. Co nhiéu phép bién
ddi khac nhau nhu bién ddi tin hiéu va hé théng r01 rac sang mién Z, bién d6i
sang mién tan s6 lién tuc hay sang mién tan sb roi rac. Mdi phép bién doi co
nhimg thuan loi riéng, tiy theo yéu cau khao sat ma ta s& lya chon phép bién
d6i phu hop. Trong trudng hop khdo sat mién khong gian anh ngudi ta
thuong bién d6i mién khong gian roi rac tin hiéu diém anh sang mién tan so
roi rac bang cac phép bién ddi nhu Fourier, Cosin ri rac hay wavelet (song

lan)...Cac phép bién ddi nay kha phtc tap vé y nghia ciing nhu cai dit.

5.3.1.1 Phép bién ddi Fourier roi rac.

Phép bién do6i Fourier roi rac viét tit 1a DFT (Discrete Fourier
Transform) 1a mot cong cu toan hoc dugc dung dé chuyén cich biéu dién tin
hiéu va hé thdng roi rac hodc lién tuc sang mién tan s6 roi rac. Thuc chét cua

cach biéu dién nay la lay tirng di€ém roi rac trén vong tron don vi trong mat
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phéng Z dé biéu dién. Viéc biéu dién trong mién tn sb roi rac dic biét hiéu
quéa khi xuat hién cac thuat toan tinh toan nhanh DFT ta goi la phép bién ddi

Fourier nhanh FFT(Fast Fourier Transform).

Pinh nghia phép bién doi Fourier roi rac cho tin hi¢u hai chiéu

(anh s)

Bién d6i Fourier roi rac ctia mot anh MxN:{u(m,n)} duoc dinh nghia

nhu sau:

=z
iR
z
iR

v(k,D= u((m nwy"w

3
I
o
=]
I
o

Véi 0<=1, k<=N-1

Va bién doi nguoc:

V61 0<=m,n<=N-1
5.3.1.2 Phép bién déi cosin roi rac

Bién d6i cosin roi rac viét tat 1a DCT (Discrete Cosin Transform) dugc
dua ra boi Ahmed va cac dong nghiép cua 6ng vao nam 1974. Tir d6 cho dén
nay, n6 dugc sir dung rat pho bién trong nhiéu k¥ thuat xur Iy anh sé noi riéng
va xur 1y tin hiéu s6 noi chung. Trong céac k¥ thuat thiy van anh dua trén phép
bién ddi dir liéu anh sang mién tan sd cho phép bién d6i DCT ciing duogc st
dung nhiéu nhat. Ly do & day 1a phép bién d6i DCT da duoc dung trong dang
chuén anh JPEG. Néu ap dung DCT thi ciing theo chuan cia JPEG va do d6
s& tranh duoc mat thiy van do phép nén JPEG.
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Pinh nghia bién doi cosin réi rac hai chiéu:

Bién d6i DCT hai chiéu tong quat 1a bién di trén khéi hai chiéu bat ky
M#*N, trong d6 cac khdi kich thudc 8x8, 16x16 dugc sir dung nhiéu nhit. Tuy
nhién, chling ta s& tim hiéu phép bién d6i DCT trén khdi 8x8 duoc sir dung

trong chudn nén anh JPG.

Phép bién d6i thuan DCT 8x8 dugc dinh nghia nhu sau:

Y ()I4\) L (2k +Dur @l +vrx
I(u,v) == kZ:(;IZ:O:X(k,I)cos( T )S0S 16

I(u,v) dugc goi 1a hé s6 DCT va 1 s6 thuc

Con bién d6i nguoc IDCT dugc dinh nghia nhu sau:

X(k,D)= g (U)4;’(V) ii 4 (U)f V), (V) co S((2k I 61)u7z)SOS (2l +1)vr

u=0 v=0 16

1 0

Oday 0 < k,luv < 7va cu)=42 u=
u=0

1
1 V>0
cwy =12 g
v=0

1
Pic diém ciia phép bién doi DCT trén anh hai chiéu:

-Thé hién vé dic tinh noi dung vé tan s6 cua thong tin anh. H¢ ) goc
trén 1a s6 1on dic trung cho gia tri trung binh, thanh phﬁn mot chiéu goi la hé
s6 DC, con céc hé s khac co gia tri nho hon biéu dién cho cac thanh phﬁn tan

s6 cao theo hudng ngang va theo hudng thiang dimg goi 1a cac hé s6 AC.
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-Ban than bién d6i DCT khong nén duogc dir liéu vi cling sinh ra 64 h¢

-Theo nguyén 1y chung, khi bién ddi chi tiét giita cac diém anh cang 16n
theo mot hudng nao d6 trong khéi cac diém anh, hudng ngang, hudng thing
dung hay theo hudng chéo, thi twong tng theo cac hudng do, cac hé sd bién
d6i DCT ciing 16n.

-Tém lai, DCT lam giam dd tuong quan khong gian cia thong tin trong
khéi anh. Piéu d6 cho phép biéu dién thich hop & mién DCT c6 cac hé sd
DCT c¢6 xu hudng cod phén du thtra it hon. Hon nita, cac hé sb DCT chitra
thong tin vé néi dung tan sd khong gian cua thong tin trong khéi. Nho cac
dic tinh tan s6 khong gian ctia hé théng nhin cta mét nguoi, cac hé sb DCT
6 thé duoc ma hoa phu hop, chi cac hé¢ s6 DCT quan trong nhat méi duge ma

hoa dé truyén di.

-Khdi hé s6 DCT ¢6 thé chia thanh 3 mién, mién tan sd thép, chtra cac
thong tin quan trong anh huong dén tri gidc, mién tan sd gilta va mién tan sb
cao. Cac thong tin trong mién tan s6 cao thudng khong mang tinh tri giac cao,

khi nén JPEG thi thudng loai bo thong tin trong mién nay.

Trong céac thuat toan thuy van, mién hé s6 DCT tan sd cao thudng
khong duoc sir dung do n6 thuong khong bén viing véi cac phép xir Iy anh;
hodc nén anh JPEG. Mién tan sb thap ciing kho duoc st dung do mot sy thay
d6i du nho trong mién nay ciing dan dén chét luong tri gidc cta anh. Vi vay,
mién tan sd & giira hay duogc str dung nhiéu nhét va ciing cho két qua tot nhat.

Trong thuat toan dé xuat cling sit dung mién tan s6 & gitra.
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5.3.1.3 Phép bién déi séng lin (Wavelet)

Pay la phép bién d6i mai nhat 4p dung cho anh s6. Y tudng cia DWT
cho tin hiéu mot chiéu nhu sau: Tin hiéu duoc chia thanh hai phﬁn, phﬁn tan
s6 cao va phan tan sb thip. Hau hét ning luong dugc tap trung & phan goc
canh hodc c6 két cAu va thudc thanh phﬁn c6 tan s6 cao. Thanh phﬁn co tan sb
thap lai dugc chia thanh hai phan c6 tan sd cao va tan sb thap. Véi cac bai
toan nén va thuy van ta chi can ap dung khong qua 5 1an budc phan chia trén.
Ngoai ra, tur cac h¢ s6 DWT, ta co thé tao lai anh ban dau béng qua trinh

DWT ngugc hay IDWT.
Ta c6 thé mo ta bang toan hoc DWT va IDWT nhu sau:

H(w) =3 hel”

k

Va G(o)=Y g™

k

La loc thong thap va loc thong cao tuong mg, ma thoa mian mot vai
diéu kién cho viéc tai xdy dyng anh ban dau. Mot tin hiéu F(n) c6 thé dugc

phan tich d¢é quy nhu sau:

(200 =3 Mnad; ()

Va f""(k) = Zn: On-2«fj (N)

Véi j=I+1.J,...Jy voi fi1(K)=F(),k € Z, J+1 1a chi s6 mac phan giai
cao con Jo 13 chi s6 muc phan giai thap. Cac hé so

fio (k). £5° (k). Fiom (k). f0% (k) ... £""(k) dugc goi la cac hé so cua tin

0 0 jo+1 jo+1 ]

hiéu F(n), véi f/2"(k) 12 phan phan giai nho nhat (xap xi) cia F(n) va " (k)
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1a phan chi tiét ctia F(n) tai cac giai tin khac nhau. Tin hiéu ban dau F(n) c6
thé dugc xay dung lai tir cac hé s6 DWT bang cach dé quy nhu sau:
fij(n): Z hn-2k fjk_1+ Z gn-2k fjh_ifh (k)
k k
Pé dam bao quan hé gitta DWT va IDWT thi H(») va G(e ) phai thoa

man diéu kién truc giao sau: [H(o )] +| G(o ) =1

Bién d6i DWT va IDWT cho mang hai chiéu MxN c6 thé duoc dinh
nghia twong tu bang cach thuc hién cac bién doi mot chiéu DWT va IDWT

cho moi chiéu tuong ung.
Bicn doi song c6 rat nhiéu lgi the so voi cac bién doi khac, do chinh la:

-Bién d61 song lan la mdt mo ta da do phan giai cia anh. Qua trinh giai

mi ¢ thé duogc xir Iy tudn ty tir &6 phan giai thap cho dén do phan giai cao.

-Bién d6i DWT gan gili voi hé thong thi giac ngudi hon bién doi DCT
vi vy, c6 thé nén vdi ti 1 cao bang DWT ma su bién d6i anh khé nhan thay

hon néu dung DCT véi ti 1€ tuong tu.

Bién do6i song tao ra mot cau tric dugce goi la biéu dién ti 1¢ khong gian
(scale-space representation). Trong bi€u dién nay, cac tin hi¢u tan so cao dugc
xac dinh chinh xac trong mién di€m anh (pixel), con cac tin hi¢u tan so6 thap

dugc xac dinh chinh xac trong mién tan sd.
5.3.2 K§ thuit sinh chudi gi ngiu nhién

Nhu di trinh bay ¢ phan trén, thay van c6 thé 1a anh, text hay mot
chudi bit duoc sinh ngau nhién. K§ thuat sinh chudi gia ngau nhién thuong
duogc str dung dé tao thuy van dua trén phuong phap thong ké. Tai sao lai 1a

gia ngu nhién (pseudo-random)? Vi khong co cach nao dé tao ra cac chudi
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ngau nhién thuc su tir mét may vi tinh. Mot khi chuong trinh d6 chiing ta viét
ra, thi chic chdn sd né tao ra cé thé suy luan dugc. Phuong phap tdt nhat
chung ta hy vong 1a viét cic chuong trinh dé tao ra cac chudi sé c6 duogc

nhiéu thudc tinh gidng nhu cac sé ngau nhién.
5.3.3 Cac k¥ thuit trai pho trong truyén thong

Mot diéu hét stc ky diéu cua tu duy di duoc ung dung trong ky thuat
gidu tin. Chung ta da biét giau tin 1 k¥ thuat nhiing mot luong thong tin sb
nao d6 vao trong mot ddi tugng thong tin sé khac. Va nhiing ngudi nghién
ctru di lién twong ngay dén mot ki thuat trong truyén thong ciing co nhiing
thao tac tuong tu va nguoi ta da ap dung thanh cong y tuong do. Ky thuat trai
pho trong truyén thong (spread-spectrum communication) c6 thé dugc mo ta

mot cach so lugc nhu sau:

Tir mot may phat A muén truyén mot thong tin M trén mot kénh truyén
dén may thu B, nguoi ta chia thong tin M ra thanh n géi thong tin nho
{s1,s2,...sn}, trudc khi dua 1én kénh truyén dan mdi g0b1 tin nho s; duoc trai
pho bang mot ma trai phd gia nhidu. M trai phd gia nhidu nay phai dugc xac
dinh va cung cdp cho bén thu dé bén thu nén phd dé 1ay tin ra. Két qua cua
viéc trai pho 1a phd cia tin hiéu duoc trai rong ra gap hang tram lan so voi
ban dau va mat 4o nang luong phd ciing thip xudng lam cho giéng nhiéu.

Cong viéc nay c6 mot so ich loi sau day:

-Thir nhat, théng tin thudng cé giai tan thap d& bi giao thoa voi song
khéc.

-Thtr hai, dam bao d6 an toan truyén tin tranh bi cdc may thu khéc

khong chu dich thu dugc tin hiéu.
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-Thir ba, trai phd co tic dung nhiéu nguoi ding chung mot giai bang

tan.

Pén dau thu, nho ¢6 ma gia nhiéu, may thu s& thuc hién viéc dé)ng bo
hoa. Viéc dong bd hoa bao gdm hai giai doan d6 1a giai doan bat chudi va
bam chudi dé tim ra dung pha cia ma trai phd gia ngau nhién. Sau khi tim
dugc dung ma trai pho gia ngiu nhién thi thue hién cong viéc nén phd dé thu
dugc goi thong tin ban dau. Cac gbi thong tin lai duoc két hop voi nhau dé

thu dugc thong di¢p M

Bay gid ta hiy dit bai toan gidu tin dudi goc nhin cia truyén thong.
Cac yéu cau chung nhat dbi voi thiy van s d6 13 thudc tinh an va thudc tinh
bén viing, nhung hai thudc tinh ndy nhu c6 mot cai gi 6 mau thuin nhau.
Thudc tinh 4n c6 nghia 13 n6i dén nhimg tin hiéu thily van phai ¢6 ning luong
nho dé tranh dugc nhiing tri gidc binh thuong trong khi d6 thudc tinh bén
viing lai n61 dén cac tin hi¢u phai da lon dé c6 thé phat hién ra sy ton tai cta
thiy van va ldy ra dugc tir nguon chira. Duéi nhitng diéu kién nay thi ban dau
Iy thuyét truyén thong trai phd (spread spectrum) 1a mot cach thich hop nhét
cho thuy van s6 vi no sé trai rong tin hi€u thuy van v&i mot bién do thép
nhung bing thong du rong dé c6 thé nam dugc ning luong ciia cac tin hiéu

danh cho vi¢c phat hién thuy van.

Ta c6 thé coi qua trinh truyén d6i tuong da duoc nhing thuy van dudi
su tic dong cua cac tan cong bén ngoai ciing giéng nhu truyén dit liéu trong
mdi trudng khong tin cdy. Tién trinh nhing thay van ciing gidng nhu tién
trinh mi kénh (chanel coding). Giai ma dé lay thuy véan ciing giéng nhu tién

trinh xtr Iy & bén nhéan thong tin trong mdt phién truyén thong.

Nhiéu k¥ thuat va céng cu dé nang cao truyén théng ciing co thé dugc ap

dung dé nang cao dd bén viing cua thuy van. S€ rat thuan tién néu ta s dung
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nhimg 1y thuyét truyén thong dé ap dung cho thiy van s6. Mic du nhimg 1y
thuyét nay cha yéu chi nham vao tinh bén vimg cua thiy vin va nhu vay
nghia 1a khéng ddy du. Tuy nhién, n6 rat hitu ich trong viéc thiét ké va danh

gia thuat toan cho watermarking.

5.3.4 Cac thuit toan kiém dinh thiy vén

Day 1a k¥ thudt con dugc su dung sau cung trong k¥ thuat thuy van.
Thuy van duoc nhiing sau khi giai mi s& dugc so sanh dé kiém dinh, chtng
thuc thiy van. C6 nhitng thily van nhin thdy duoc va mang ¥ nghia nhan biét
thi cong viéc trd nén qua don gian ching han nhu thity van 13 mot chudi ma
ASCII mang thong tin nao d6 nhu tén tac gia, ngay thang...thi khi giai ma
cling dé dang nhan biét thong tin. Hay nhu thiy van 12 mot anh nao d6 chang
han thi giai ma ra cling dugc mot cai anh tuong tu va ta co thé nhin théy sur

khéc biét gitra hai anh.

Tuy nhién, trong mdt s6 trudng hop thi thiy van 13 mot chudi bit nao
day, thay van chudi bit mang ¥ nghia théng ké nén né ciing thudng duoc sir
dung. Vay thi khi d6 cong viéc nhan di¢n thuy van s€ khong don gian. Hoac
ngay ca trong truong hop thily van 1 nhimg thong tin mang y nghia nhan biét
duogc thi ciing phai co k¥ thuat dé kiém dinh luong thiy van. Ky thuat don
gian nhat 13 tinh ti 1¢ dung sai timg bit, chang han ta nhiing mot thiy van c6
d6 dai 1a 1000 bit, khi giai ma thuy van bi sai léch mat 1 bit so v6i ban dau

vay thi ti 1& sai 13 1/1000=10"
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CHUONG 6: GIOI THIEU MOT SO KY THUAT
THUY VAN TREN ANH

Ta di tim hiéu mot sb khai niém co ban cua mot hé théng thuy van.
Mién tng dung cta thuy van rat 16n va mdi tng dung c6 nhimng yéu ciu vé
tinh ning khac nhau. Nghé thuét cua thay van s chinh 1a lia chon cong nghé
tly theo tmg dung. Ta phai can bang gitta cac yéu td. Co nhiéu cac yéu to
khac nhau lién quan dén viéc lua chon giai phap cho thily van sé nhu 1a: bao
mat, yéu to tri giac, d6 bén vimg, do phuc tap... Trong chuong ndy, chung ta
s& tim hiéu mot sd k¥ thuat thiy van trén anh, nhimg k¥ thut nay chu yéu

nham vao tng dung bao vé ban quyén anh.
6.1 Mot so ky thuat thuy van trén mién tan so
6.1.1 Ky thuat 1

Thuat toan dudi day sé st dung phuong phdp nhing thiy van trong
mién tan s cta anh, giai tan dugc st dung dé chua tin hiéu thuy van la mién
tan s6 ¢ gitta cia mot khéi DCT 8x8. Trong do, cac khéi DCT 8x8 1a nhiing
khdi anh cung kich thudc da dugce chon ra ngﬁu nhién tir anh ban dau va duoc
ap dung bién doi Cosin roi rac DCT dé chuyén sang mién tan s6. Mdi tin hiéu

thuy van s& duoc chtra trong mot khoi.

6.1.1.1. Mo ta thuat toan
— Input:
e Mot chudi cac bit thé hién ban quyén
e MOost anh
— Output:
e M0oGt anh sau khi thuy van.
e Khoa dé giai ma.
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6.1.1.2. Qué trinh Watermarking

— Chia anh c6 kich thuéc m x n thanh (mxn)/64 khbi 8x8, mdi bit s&
duogc gidu trong mot khéi.

— Chon mot khoi bat ki B va bién d6i DCT khdi d6 thu dugc B’

— Chon hai hé sb & vi tri bat ki trong mién tan s & gifra cua khdi DCT,

giase dolab’(ij)vab’'(p,q).

Ta tinh:

d=11b'(ij))- 1b'(p.q)|| mod a

trong d6 a 1a mot tham s thoa mén diéu kién: a=2(2t+1), t 1a mot s6

nguyén duong.
Bit s. s€ duoc nhung sao cho thoa méan diéu kién sau:
d>=2t+1néus =1

d<2t+1néus =0
— Néu d<2t+1 va s = 1 thi m{t trong hai hé s6 DCT b'(i,j) hodc b’(p,q)

c6 tri tuyét d6i 16n hon sé& bi thay doi dé d>=2t +1 theo cong thirc sau:

b’(i,)
Véi ham max(|b’(i,j)

max( b’(p,q)|) + (INT(0,75 *a) - d)

b

b

b’(p,g)|) 1a ham chon ra hé s co tri tuyét ddi

16n hon, hé sé dugc chon s& dugc cong thém mot lugng 1a (INT(0,75 *a) - d).
Hoic ciing c6 thé bién d6i mot trong hai hé sb theo cong thirc:
min(|b’(ij)|, |b’(p.q)|) - (INT(0,25 *a) + d)
V61 ham min(|b’(i,j)
nho hon, hé s6 dugc chon sé& bi trir di mot luong 1a (INT(0,25 *a) + d)

y

b’(p.g)|) 12 ham chon ra hé sb co trj tuyét d6i

b

INT() 1a ham lam iy phan nguyén ctia mot sb thuec.
— Tuong tu, néu d >= 2t+1 va s=0 thi mot trong hai hé s6 DCT b (i,j)
hodc b’(p,q) co tri tuyét ddi 16n hon s& dugc thay doi dé thoa man d<2t +1

nhu sau:
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max(|1b°(i,j)|,|b"(p,q)|) - (d - INT(0,25%a))
Ham max(|b’(ij)|, |b’(p.q)|) 1a ham chon ra hé sb co tri tuyét ddi 16n
hon, hé s6 dugc chon s& bj trir di mot lwong 14 (d - INT(0,25 *a))

Hoac
min(|b’(ij))|,|b’(p.q)|) + INT(1,25%a) - d

6.1.1.3. Qua trinh giai nhiing dé 1ay lai thong tin:
Poc khdi DCT tir anh chira thuy van va vi tri hai hé sé da bién d6i, sau

do tinh:

d =|b(i,j)|-|b"(p.g)|| mod a voi (a =2(2t+1))

Néu d >= 2t+1 thi gdn s, =1

Néu d<2t +1thi gans =0
6.1.1.4. Chitng minh tinh ding dén ciia thuit toan.

Xét cac truong hop sau day:

—Neud <2t +1 véis =0vad>= 2t+1 véi s =1 thi s& khong thay doi
gi hé s6 cuia khéi DCT, va vi DCT 1a phép bién d6i thuan nghich nén khi giai
ma thi ta ciing thu dugc két qua chinh xAc.

— Truong hop d <2t+1vas =1.

Ta bién d6i mot trong hai hé s6 b ’(i,j) va b’(p,q) nhu sau:
max(|b’(i,j)|,1b°(p.g)1) + (INT(0,75*a) -d)

Khi d6 gia tri d méi la:

d’ = (||b’(i,j)|- |b’(p.g)|)+ (INT(0,75*a) —d))mod a)

d’ = (||b’(ij)|- |b’(p.q)|| mod a)+ (INT(0,75*a)mod a) - (d mod a)

d’ =d + INT(0,75*a) - d = INT(0,75 *a)> 0,5 *a = 2t +1 (dpcm)

Hoac ta sir dung céch bién doi hai hé s theo kiéu khéc:

min(|b’(i.j)| - |b’(p.q)|) - (INT(0,25 *a) +d))

Tinh lai d:
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d’ = (||b’(i,j)|-1b"(p.q)|| - (INT(0,25%a) +d)) mod a
d’=(||b’(ij)|- |b’(p.q)|| mod a)- (INT(0,25*a) mod a) - (d mod a)
d’= d-(INT(0,25*a) mod a)-d=-INT(0,25*a) mod a = INT(0,75*a)
>2t +1
— Truong hop d>=2t +1vas =0

Ta s& bién d6i mot trong hai hé s6 DCT b°(i,j) hoic b’(p,q) nhu sau:

max(||b’(ij)].|1b"(p,q)|) - (d- INT(0,25*a))
Gia tri méi cua d sé la:
d’=(11b'(i,j)|-|b"(p.q)|| - (d-(INT(0,25*a)) mod a
d’=((||b’(ij)|-1b (p,q)||) mod a) - (d mod a)+ (INT(0,25*a)mod a)
d’=d-d + 0,25*a = 0,25*a < 0,5%a = 2t +1(dpcm)
Hoic ta str dung cach bién d6i khac d6i voi hai hé sé DCT:
min(||b’(i.))|- 1b"(p.q)|) + INT(1,25%a) - d
Khi d6 tinh lai d ta duoc:
d’ = (||b’(ij)|-|b’(p.q)|| + INT(1,25%a) -d) mod a
d’= (1|b’(ij))|-|b’(p.q)|| mod a)+ (INT(1,25%a) mod a) - (d mod a)
d’ =d +INT(0,25*a) —d = INT(0,25*%a) < 0,5*a = 2t+1
Vay véi cac phép bién doi trén, ta ludn thoa min dugc diéu kién gidu

tin.

6.1.1.5. Két luan

Bai viét dé xuat mot thuat toan nhung thuy van vao anh tinh st dung k¥
thuat giéu tin trén mién bién doi cosin roi rac. Anh duoc chia thanh cac khéi
8x8, cac khoi nay dugc chon mét cach ngiu nhién dé nhing thuy van. Mdi
khéi s& duoc dp dung phép bién ddi cosin roi rac dé chuyén dit liéu vé tan sb
ctia khoi anh. Mién tan sb thap cua khbi anh di duoc chimg minh 14 chira dir

liéu nhin thay cia anh, cac thay doi dir li€u trén mién nay s€ dan dén thay doi
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dang ké anh hién thi. Nguoc lai, mién tan s cao chira dit liéu anh khong anh
huong dang ké dén tri giac anh. Pay 1a mién tan s6 cho phép thay d6i ma
khéng gay nhiu nhiéu dén anh. Tuy nhién, thuy van trong mién nay lai khong
bén vitng véi cac phép bién doi anh thong thudng. Voi thuat toan nay, mién
dugc chon dé gidu tin 1a mién co tan sb & gilta tAn sb cao va tan s thap, két
qua thuc nghiém cua thuat toan ciing cho thdy thuy van dam bao dugc tinh

chat an trén anh va bén vimg trén mot sd phép bién ddi anh thong thuong.
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KET LUAN

Cung véi gidu thong tin trong audio va gidu thoéng tin trong video, k§
thuat gidu thong tin trong anh 1a huéng nghién ctru chinh cua thuat toan gidu
thong tin hién nay va da dat duoc nhitng két qua kha quan. Lu4n van da trinh
bay mot s6 khai niém lién quan dén viéc che gidu thong tin trong anh sb ciing
nhu trinh bay mot thuat todn gidu tin trong anh den tring, trén co s d6 phat

trién thuat toan cho vi€éc giau tin trong anh mau va anh da cap xam.

V6i thuat toan gidu tin trong anh mau thi tinh v6 hinh cua thong tin sau
khi giéu dugc dam bao, thong qua viéc chon m,n dua 16n nhiing bién doi
khong gay ra su chi y dang ké nao. Vé mat 1y thuyét thi sau khi di c6 luong
thong tin dugc gidu vao trong ang goc, nd s& dé lai du nhiéu, du it nhimg dau
vét khac voi anh gdc ban dau. Tuy nhién sau khi thuc hién mot k¥ thuat giau
tin, quan sat bang mat thuong va dung nhimng k¥ thuat théng ké don gian da
khong thé phan biét duoc dau 1a anh gbc va dau 1a anh co chtra thong tin an.
Nhu vay k¥ thuat gidu tin mat vao trong anh tinh da cho nhiing két qua rét
trién vong trong théng tin lién lac c6 bao mat. Con ddi véi ky thuat
Watermarking, em chua thir nghiém, song vé nguyén tac thi k¥ thuét giau tin
mat va ky thuat Watermarking khong c6 gi khac nhau. Tuy nhién, k¥ thuat
Watermarking, dé dam bao cic yéu cau cua nd, thudng ngudi ta dung anh
JPEG lam anh méi trudng do d6 can tim hiéu thém thuat toan bién doi cosine
101 rac( DCT), do trinh do cta em va ciing do thoi gian han ché nén em danh
lu6t qua van dé nay, mic du ky thuat Watermarking da va dang duoc ung
dung rong ri trong linh vyc kinh té- xa hoi. Em kinh mong dugc cac thay, co

thong cam, em xin chan thanh cam on.
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