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GIOI THIEU

Cudc cach mang thong tin k§ thuat sé dd dem lai nhitng thay doi siu sic
trong x3 hoi va trong cudc sdng ctia chiing ta. Nhitng thuan loi ma thong tin ky
thuat s6 mang lai ciing sinh ra nhimg thach thirc va co hoi méi cho qua trinh
phat trién. Internet va mang khong day di trg gitip cho viéc chuyén phat mot
khéi luong thong tin rat 16n qua mang. Tuy nhién no cling lam ting nguy co s
dung trai phép, xuyén tac bat hop phap cac thong tin duoc luu chuyén trén
mang, dong thoi viéc sit dung mot cach binh dang va an toan cac dit lidu da
phuong tién cling nhu cung cap mot cach kip thoi toi rat nhidu ngudi dung cudi
va céc thiét bi cudi ciing 1a mot vin dé quan trong va con nhiéu thach thuc.
Hon nita sy phat trién cua cac phuong tién k¥ thuat s6 da lam cho viéc luu tri,
stra d6i va sao chép dir liéu ngay cang don gian, tir d6 viéc bao vé ban quyén va
chéng xam pham trai phép cac dir liéu da phuong tié€n (am thanh, hinh anh, tai

lidu) ciing gap nhiéu kho khan.

Mot cong nghé moi duge ra doi di phan nao giai quyét duoc cac kho
khan trén 13 giau thong tin trong cac ngudn da phuong tién nhu cac ngudn m
thanh, hinh 4nh, anh tinh...Xét theo khia canh tong quat thi gidu thong tin ciing
la mot hé mat ma nham dam bao tinh an toan thong tin, nhitng phuong phap
nay uu diém & chd giam dugc kha nang phat hién ra sy ton tai cta thong tin
trong cac ngudn mang. Khong giong nhu ma hoa thong tin 1a dé chdng su truy
cap va stra chita mot cach trai phép thong tin. Gidu va phat hién thong tin 1a k§
thuat con twong d6i méi va dang phat trién rat nhanh thu hat dugc sy quan tim
clia ca gidi khoa hoc va gidi cong nghiép nhung ciing con rat nhiéu thach thuc.

Ban bio c4o nay trinh bay vé gidu va phat hién anh c6 gidu tin. Pong
thoi trinh bay mot sé ki thuat gidu va phat hién thong tin trén anh GIF, tir d6
dua ra cac thyc nghiém va danh gia cho viéc phat hién thong tin an giau trong

anh GIF.



CHUONG I. TONG QUAN VE KY THUAT GIAU TIN VA GIAU
TIN TRONG ANH

1.1 Pinh nghia k§y thuit gidu tin

Gidu thong tin la mét ky thudt nhing (gidu) mét lwong théng tin sé ndo
dé vao trong mot doi twong dir liéu sé khdc (gidu théng tin chi mang tinh quy

wéc khéng phdi la mt hanh dong cu thé).
1.2 Muc dich ciia gidu tin
C6 hai myc dich cua gidu tin:

e Biao mit cho nhimng dir liéu duogc giadu

e Bao dam an toan (bao vé ban quyén) cho chinh cac ddi twong chura dir
liéu gidu trong do.

C6 thé thdy 2 muc dich ndy hoan toan trdi nguoc nhau va dan phat trién

thanh 2 linh vuc v&i nhitng yéu cau va tinh chat khac nhau.

Giu thong tin
|

Gidu tin bi mat Thuy van s6
(Steganography) (Watermarking

Hinh 1: Hai linh vure chinh ciia k§ thuat gidu thong tin

K¥ thuat gidu thong tin bi mat (Steganography): v6i muc dich dam bao
an toan va bao mat thong tin tip trung vao cac k¥ thuat gidu tin dé co thé giau
duoc nhiéu thong tin nhit. Thong tin mat duoc gidu ky trong mot ddi tuong
khéc sao cho nguoi khac khong phat hién duogc.

K§ thuat gidu thong tin theo kiéu danh gidu (watermarking) dé bao vé
ban quyén cta ddi tugng chtra thong tin thi lai tap trung dam bao mot sb cac
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yéu cau nhu dam bao tinh bén vimg... Pay 1a ing dung co ban nhit cta k¥

thuat thuy van sb.
1.2.1 M hinh k¥ thuit gidu thong tin co ban

Gi4u thong tin vao phuong tién chira va tach lay thong tin 1a 2 qua trinh

trai ngugc nhau va co6 thé mo ta qua so dé khoi cua hé thong nhu sau:

Phwong tién chira
(audio, anh, video)

Thong tin Khéa

giau

Phén phdi

l h
Phwong tién chira
da dugc giau tin

J

Hinh 2: Lwgc d6 chung cho qua trinh gidu tin

e Thong tin can gidu tuy theo muyc dich ctia nguoi sir dung, nd o thé 1a
thong diép (voi cac tin bi mat) hay cac logo, hinh anh ban quyén.

e Phuong tién chira: céc file anh, text, audio... 1a moi truong dé nhing
tin.

B6 nhung thong tin: 1 nhiing chuong trinh thyc hién viéc gidu tin

Pau ra: 13 cac phuong tién chira d3 c6 tin gidu trong d6

Tach thong tin tir cac phuong tién chira dién ra theo quy trinh ngugc lai
v6i dau ra 1a cac thong tin dd dugc gidu vao phuong tién chira. Phuong tién
chtra sau khi tach 14y thong tin c6 thé duoc st dung, quan 1y theo nhimg yéu

cau khac nhau.



1.2.2 M6 hinh k¥ thuét tach thong tin co ban

Phuong tién chwra
Bb gisi (audio, anh, video)
ma thong
tin

Khéa giau tin

Phuong tién chira da dwoc
giau tin

Théng tin gidu

Hinh 3: Lwoc d6 chung cho qua trinh gii mé thong tin

Hinh v& trén chi ra cic cong viéc giai ma thong tin da gidu. Sau khi nhan
duoc dbi tugng phuong tién chira ¢ gidu thong tin, qué trinh giai ma duoc
thuc hién thong qua mdt bo giai ma tuong trng véi bd nhung thong tin cung voi
khoa cua qua trinh nhung. Két qua thu dugc gdm phuong tién chira gbc va
thong tin di gidu. Budc tiép theo thong tin di gidu s& duoc xir 1y kiém dinh so

sanh véi thong tin ban dau.
1.3. Mbi truomg gidu tin
1.3.1 Gidu tin trong anh

Mot ddc diém cila gidu thong tin trong anh nita d6 1a thong tin dugc gidu
mot cach vo hinh, né nhu 1 cach truyén thong tin mat cho nhau ma nguoi khac
khong thé biét duoc boi sau khi gidu thong tin chat luong anh gan nhu khong

thay doi dic biét dbi voi anh mau hay anh xam.



1.3.2. Gidu tin trong audio

Yéu ciu co ban va quan trong nhét cua gidu tin trong audio 1a dam bao
tinh chat an cta thong tin dugc gidu dong thoi khong lam anh huong dén chét

lugng cua dir licu.
1.3.3. Gidu tin trong video

Ciing giéng nhu gidu thong tin trong anh hay trong audio, gidu tin trong
video ciing dugc quan tdm va duoc phat trién manh mé cho nhiéu ing dung
nhu didu khién truy cip thong tin, nhan thuc thong tin, ban quyén tac
gia...Mot phuong phéap gidu tin trong video duoc dua ra boi Cox la phuong
phap phan bd déu. Y tuéng co ban ciia phuong phap 1a phan phdi thong tin
gidu dan trai theo tan s6 cua dir liéu goc.

1.3.4 Gidu thdng tin trong vin ban dang text

Giau tin trong van ban dang text kho thuc hién hon do c6 it cac théng
tin du thira, dé lam duoc diéu nay nguoi ta phai khéo 1éo khai thac cac du thira
tu nhién ctia ngoén ngtr. Mot cach khac 1a tan dung cac dinh dang van ban (ma
hoa thong tin vao khoang cach gitra cac tir hay cdc dong van ban) => K¥ thuat
gidu tin dang dugc 4p dung cho nhiéu loai ddi tuong chir khong riéng dir lidu

da phuong tién nhu anh, audio, video.



CHUONG II. ANH GIF

2.1 CAu tric anh GIF

Anh GIF (Graphics Interchange Format) 1a mot dinh dang tap tin hinh
anh bitmap cho cac hinh anh dung it hon 256 mau sic khac nhau va cac hoat
hinh dung it hon 256 mau cho mdi khung hinh. Gif thuong dung cho so dd,
hinh v&, nit bAm va cac hinh mau. GIF 1a dinh dang nén dit liéu ddc biét hitu
ich cho viéc truyén hinh anh qua duong truyén luu luong nhé. Pay 1a mot giai
phap tbt cho hinh anh trén mang, cho cac hoat hinh nho va ngan.

GIF st dung thuit toan nén LOSS LESS (Khong mat dir liéu), diéu do
cho phép chiing tao ra kich thudc nhé ma khéng bi mat hodc mo bat ky chi tiét

nao cua anh di liéu.

GIF note
GIF header (7 byte)
Globel Palette
Header Image (10 byte)

Palette of Image (néu co)

Data of Image 1
‘> ky tu lién két

‘;> terminator

Hinh 4. CAu tric anh Gif

e Chir ky cua anh.
e BO mé ta hién thi.
e Ban d6 mau tong thé.

2.2 M6 ta mot doi twong ciia anh.

e Dau phan cach.
e BO mo ta anh.
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e Béan dd mau cuc bo.

e Dit liéu 4nh. Phan mo ta nay l1ap lain lan néu anh chta n d6i tuong.

e Phan dau cudi anh GIF (terminator).

+ Chir ky ctia anh GIF c6 gia tri 1a GIF87a. N6 gdom 6 ky tu, 3 ky tu dau
chi ra kiéu dinh dang, 3 ky tu sau chi ra version cua anh.

+ B0 hinh thi: chtra md ta cac thong sb cho toan bd anh GIF:

Do rong hinh raster theo pixel: 2 byte.

D0 cao hinh raster theo pixel: 2 byte.

Céc thong tin va ban d6 mau, hinh hién thi,...

Thong tin mau nén: 1 byte.

Phan chua dung: 1 byte.

+ Ban d6 mau tong thé: mo ta bd mau tdi wu doi hoi khi bit M=1.

Khi bo mau tong thé dugc thé hién, n6 sé xac dinh ngay bo mo ta hién
thi & trén va bang 2™, véi m 13 luong bit trén mot pixel, 3 byte (biéu dién cuong

d6 mau ctia 3 mau co ban Red-Green-Blue). Cau trac ciia khoi nay nhu sau:

Bit Thir tu byte Mo ta
Mau Red 1 Gia tri mau do theo index 0
Mau Green 2 Gia tri mau xanh luc theo index 0
Mau Blue 3 Gia tri mau xanh lo theo index 0
Mau Red 4 Gia tri mau do theo index 1
Mau Green 5 Gia tri mau xanh luc theo index 1
Mau Blue 6 Gi4 tri mau xanh lo theo index 0

Hinh 5. Cau tric ciia khdi ban dé mau tong thé

+ B0 mo td anh: dinh nghia vi tri thuc té va ph?m mao rong cua anh trong
pham vi khong gian anh dd c6 trong phin mo ta hién thi. Néu anh biéu dién
theo anh xa mau cuc bg thi co dinh nghia phai dugc thiét lap. M&i bd mo ta anh
dugc chi ra bai ky ty két ndi anh. Ky tu niy chi duoc dung khi dinh dang GIF
c6 tir 2 anh trd 1én. Ky tu nay c6 cac gia tri 0x2¢ (ky tu dau phay). Khi ky tur
nay dugc doc qua, bd mo ta anh s€ dugc kich hoat. B0 mo ta anh gé)m 10 byte

va cO cau truc nhu sau:
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Cac bit Thirty | Mo ta
byte
0010110 1 Ky tu lién két anh ()
Cin trai anh 2,3 Pixel bat dAu anh tinh tir trai hinh hién
thi
Cén dinh trén 45 | Pixel cudi anh bat dau tinh tir dinh trén
hinh hién thi
D0 rong anh 6,7 D0 rong anh tinh theo pixel
D0 cao anh 8,9 Chiéu cao anh tinh theo pixel
MI000pixel 10 Khi bit M=0 sir dung bang mau tong
thé. M=1 str dung ban d6 mau cuc bg. |
= 0: dinh dang anh theo thtr tu lién tuc.
I=1:dinh Qang anh theo thir tu xen ké
pixel + 1: so bit/pixel cua anh nay.

Hinh 6. Cau triic bd mé ta anh

+ Ban d6 mau cuc bd: chi dugce chon khi bit M cua byte tha 10 1a 1.
Khi ban dd mau duoc chon, ban dd mau s& chiéu theo bd md ta anh ma léy
vao cho dung. Tai phﬁn cudi anh, ban dd mau s& léy lai phﬁn xac 1ap sau bd
mod ta hién thi. Cac tham sb nay khong nhitng chi cho biét kich thudc anh
theo pixel ma con chi ra s6 thyc thé ban do mau ciia né.

+ Dt liéu anh: chudi cac gia tri co thr tu cua cac pixel mau tao nén
anh. Cac pixel duoc xép lién tuc trén mot dong anh, tir trai qua phai. Cac
dong anh duoc viét tir trén xubng dudi.

+ Phan két thac anh: cung cép tinh dong bo cho dau cudi cua anh GIF.
Cudi ctia anh s& xac dinh boi ki tu *” (0x3b).
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CHUONG III. KY THUAT GIAU TIN THUAN NGHICH TRONG
ANH GIF

3.1 Khai niém thuin nghich

Gidu tin thuan nghich 1a k¥ thuat gidu thong diép sau khi khoi phuc

thong diép ta c6 thé khoi phuc lai xdp xi anh gdc ban dau.
3.2 K¥ thuit gidu thuin nghich dwa trén DIH

K¥ thuat gidu thuan nghich dya trén Difference Image Histogram (DIH)
duoc dé xuit boi Sang — Kwang Lee, Young — Ho Suh, va Yo — Sung Ho nim
20049,

Y twéng: K¥ thuat nay nhang thong diép can gidu dua vao histogram cta
anh sau khi da duoc stra d6i. Chudi thong diép gidu duoc gidu vao cac pixel ma
Difference Image Histogram c6 gia tri 1 hodc -1 trong anh da stra d6i. SO luong
Difference Image Histogram c6 gia tri 1 hodc -1 thé hién kha ning giau luong

bit thong diép vao anh gdc.

3.2.1 Qua trinh gidu thong tin

e
I .,
ngh
chuyén va Anh
e sua doi Watermarked
i Histogram
Gée | T—> —>
Trong do: A ﬂ
I :la anh goc ]
I, : la &nh da stra doi Bhan
histogram ] s phéi
I, - 1a anh da dwoc giau tin X
Wmn) : d¥ liéu can giau W(m,n)

Hinh 7. Lwoc d6 qua trinh gidu tin DIH
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Cac budc thuce hién:
Buwére 1: Tinh gia tri sai Kh&c ctia anh D
+ V&i moi hinh anh | kich thuéc M x N pixel, ta tinh duoc sy sai khac
cua anh D(l, J) véi kich thude M x N/ 2 nhur sau:
D@, j)=1(,2)+1)—1(,2),0<i<M-1,0<j<N2-1 (1)

Trong d6 1(i, 2j + 1) va I(i, 2j) 1a cac trudong 1é va chan tuong ung (odd
line field and the even line field)

Buéc 2: Dich chuyén va thay d6i Histogram

+ Trude khi nhing thong diép, ta 1am rdng cac ving -2 va 2 bang viée
thay d6i mot vai gia tri diém anh trong anh khac. Néu cac gié tri trong anh khéc
16n hon hodc bang 2, ta cong thém 1 vao nhiing diém hang 1é. Néu céc gia tri

trong anh khac nhé hon hodc bang -2, ta trir 1 trong nhiing diém hang 1¢

DG, j)=13,2]+1) —1(,2])) 2
] 1(1.2j+1)+1 if D(i, j)>2
1(,2j+D) = < 1(i,2j+1) -1 if D(i,j) < -2

1(1,2])
Bwéc 3: Thyc hién gidu thong diép

+ W(m, n) la théng diép can gidu. Sau khi ta gip mot diém anh D (i,j) co
gia trj -1 hodc 1,ta kiém tra watermark dé nhung vao. Néu D (i,)) =1 va W(m,n)
= 1 thi Iy(i,2j+1) = 1s(i,2j+1) + 1. Néu D (i,j) = -1 va W(m,n) = 1 thi 1,(i,2j+1)
= 14(i,2j+1) - 1. Con cac bit duoc nhing vao 1a 0, ta bé qua cac diém anh cia
anh khac cho dén khi ta gip mot diém anh c6 gia tri -1 hodc 1. Trong truong
hop nay, khong c6 sy thay doi trong biéu d6. Do d6 1, (i, 2j + 1) va 1,, (i, 2j)

duoc tao 1én:
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1(i,2j+1) +1if DG, j) =1 and W(m,n) = 1

- _ 3
1, (,2]+1) =< 1(i,2j+1) -1if D(i, j) =—-1and W(m,n) = 1
i(i, 2j+1) otherwise
1, (1,2]) =1 (1,2])
3.2.2 Qua trinh lay thong tin
I r
L Tach :
dit licu Dich Anh
Anh _— trong chuyen va Goc
—>| stra doi
Watermarked Iw Histogra ﬁ
Phéan
pho1
Trong do: Dir
'k la anh gbc héu W(m, n)
. 1a anh da duoc gidu tin

w

W(m,n) . di¥ liéu 14y ra

Hinh 8. Lwgc dd qua trinh ldy tin DIH

Sau khi c6 dugce anh watermarked 14(i, j), Ap dung cong thire (1) ta duoc
De(i, j). Néu gip cac diém anh c6 gid tri -1 hodc 1, thi bit 0 dugc 1dy. Néu gap

cac diém anh c6 gia tri -2 hodc 2 thi bit 1 dugc ldy. Bang cach nay We(m,n) c6

0 if D,(i,j)=-1orl

b 1ifD,G,j)=-20r2 4

e

thé duoc 14y ra:
|
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DPé khoi phuc duoc anh géc, ta dich chuyén mot sd pixel trong |, nhu
sau: néu D (I,j) co gia tri < -2 thi ting thém 1 vao I, (1,2j+1), néu D, co gia tri

> 2 thi giam 1 tai I, (1,2j+1). Cudi cing ta s& thu dugc anh gbc ban dau:

1.(1,2]j+1)-1if D,(i, j) > 2
L(1,2]+) = < 1.(,2j+)+1if D,(i, j)< -2 (5)
1.(1,2)+1) otherwise

1 (1,2]) = 1.(1,2))

Phuong phap gidu DIH c6 thé khong tra vé dugc anh goc hoan toan dung
nhu ban dau boi viéc mat mat thong tin xay ra trong qua trinh cong trir tai bién
clia vong xam (murc xam 1a tir 0 = 255). Dé khac phuc van dé nay, ho dua ra
modulo s6 hoc cho cac phép cong va trir thity van. Déi véi trudng 1& 1(,2j+1),
phép cong modulo ¢ nhu sau:

1(1,2)+1) +. 1 = ((i,2j+1) + 1) mod c (6)

Véi ¢ 1a d6 dai ctia vong gié tri mau. Déi voi phép trir modul ¢ duge dinh

nghia nhu sau:
1(1,2)+1) — .1 = ((1,2j+1) + 1) mod ¢ (7)

Nhitng van dé thuan nghich dugc phat sinh tur sy thira, thiéu hut pixel. Vi
vay, ta str dung +; va — thay vi + va — chi khi bo bdt do thira hay thiéu hut xay
ra. N6i cach khac, ta chi dé xem xét 255 +. 1 va 0 — 1.

Khi nhan dugc, ta cAn phan biét giita cac truong hop, vi du: I, (i, 2j +1)
= 255 ¢6 duoc nhu: 1(i, 2j +1) +1 va (i, 2j +1) —ss 1. Néu c6 mot su khac biét
dang ké gitta 14(i, 2j +1) va 1(i, 2j), ta wéc luong (i, 2j + 1) van dung modulo
s6 hoc.

1G,2j+D)+1 if[1,(,2]+1) - 1,0, 2j)| <7
1(1,2]+1) — .1 otherwise (8)
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Trong do6 7 1a gia tri ngudng. Tuong tu l¢(i, 2j + 1) = 0 dugc udc luong

bang cach:

1(,2j+) -1 if[1,(,2j+D) - 1,(,2)| <z (9)
13,2 +1) + 1 otherwise
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CHUONG IV. KY THUAT PHAT HIEN THONG TIN

AN GIAU TRONG ANH GIF

4.1 Tong quan vé ky thuit phat hién tin an gidu trong anh (Steganalysis)

Steganalysis 14 k¥ thuat phat hién sy ton tai ctia thong tin an gidu trong
multimedia. Giéng nhu tham ma, muc dich cia Steganalysis 1a phat hién ra

thong tin an va pha v& tinh bi mat cua vat mang tin an.
Phan tich tin an giau thwong dwa vao cdc yéu to sau:
- Phan tich dya vao cac doi tuong da mang tin.

- Phan tich bang so sanh dic trung: So sanh vat mang tin chua dugc

giau tin vo1 vat mang tin da duoc giau tin, dua ra sy khac biét gitra ching.
- Phan tich dya vao thong di¢p can giau dé do tim.

- Phan tich dua vao cac thuat toan gidu tin va cac d6i twong gidu da biét:
Kiéu phan tich nay phai quyét dinh cac dic trung cta ddi twong gidu tin, chi ra

cong cu gidu tin (thuat toan) da st dung.

- Phén tich dua vao thuat toan gidu tin, d6i tugng goc va d6i tuong sau
khi gidu tin.

Cic phwong phdp phan tich c6 thé phan thanh 3 nhém:

- Phén tich truc quan: Thuong dua vao quan sat hodc dung biéu dd
histogram gitta anh gc va anh chua gidu tin dé phat hién ra sy khac biét giira
hai anh can cr dua ra van dé nghi van. V6i phuong phap phan tich nay thuong
kho phat hién véi anh cé d6 nhiéu cao va kich ¢ 16m.

- Phéan tich theo dang anh: Phuong phdp nay thuong dua vao cac dang
anh bitmap hay 13 anh nén dé doan nhan k¥ thuat gidu hay st dung nhu cac
anh bitmap thuong hay st dung gidu trén mién LSB, anh nén thudng st dung
k¥ thuat gidu trén cac hé s6 bién doi nhw DCT, DWT, DFT.
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- Phan tich theo thong ké: Py 1a phuong phap st dung cac 1y thuyét
théng ké va théng ké toan sau khi da xac dinh dugc nghi van dic trung.
Phuong phap nay thuong dua ra do tin cay cao hon va dac biét 1a cho cac anh
dir liéu 16n.

4.2 K§ thuit phat hién anh c6 gidu tin dwa trén DIH

2l caa hoc

Theo mot tai li€u cua hai tac gia Tao Zhang va Xijian Ping
vién khoa hoc thong tin, Pai hoc cong nghé thong tin Zhengzhou, P.R Trung
Québc noi:

Hau hét cac hé théng gidu tin déu khong hoan toan an toan va cé thé
nhan biét dugc qua nhan dang van tay hay mot sb hinh thirc khac. Xem xét cac
thudc tinh cua gidu tin trén mién LSB, chung t6i chon difference image
histogram nhu 13 mot céng cu phan tich thong ké. Gia tri cudong d6 cta anh I

tai vi tri (1, j) — I(i, J), va su khac biét cia anh dugc dinh nghia la:

D(i)=1())-1(i.j+1). (10)
Difference Image Histogram dugc dinh nghia nhu 1a histogram ctia anh
khac biét D. Nhin chung, n6 dugc tin ré“mg anh khac biét duoc chép nhan nhu
mot phan b Gaussian téng quat c6 ham mat d6 xac suat co thé duoc tinh nhu

Sau:

(11)

S hhn
(b}

Hinh 9. (a). Anh chuin “Lena”; Difference Image Histogram ciia anh “Lena” (b).
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Tir 6 nhom tac gia dé xuat k¥ thuat phat hién dya trén DIH, udc luong
histogram ctia 4nh cover va anh stego va thong ké su khéac biét d6. Va dé xuat

nay duoc danh gia bang thuc nghiém (5.4).
Péi voi anh khong gidu tin, tong s6 histogram :
hi+h_;>hy,+h,>h3+hs>.....>hy+ hy>.... (12)
Pbi v6i anh ¢ gau tin, ta co:

h, +h,<hs+h (13)

18000

18000

16000 16000

14000 14000

12000 12000
10000 10000
8000 8000
6000 6000

4000 4000

0 I I 2000
0 "-"llllw 0°

0 9 8 7 6 5 4 3 2 4 0 1 2 3 4 5 6 7 8 9 10 2109 8 7 65 -4-3-2-1012 34526 718 910

Anh gbc Anh c6 gidu tin
Chung t6i nhan thiy rang, sau khi nhung thong diép bang thuat toan

DIH sé& lam thay doi tong s histogram hs, cta anh.
Y tuwéng nhu sau:

Xét ti 18 cua (h, + hy) voi (hs + hog). Xét ty 18 nay véi T. Néu ti 16 nay

nho hon hodc bang thi anh niy c6 gidu tin ngugc lai anh khong gidu tin.
Thudt todan:
Input: Cho mét anh GIF Q
Output: Kiém tra xem anh Q c6 gidu tin hay khong gidu tin
Cac buwdc thue hién nhw sau:

Buwéc 1. Tinh d6 sai khac (DIH) gitta cac pixel ciia anh gidong nhu quy

trinh gidu tin. Sau d6 tinh tan so6 cua céc gia tri sai khac nay ky hi¢u 1a h;.
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Buwére 2. So sanh ty 1€ gitra h., va hus:

Néu (h2 + h-2)/(h3 + h_g) <= Tl va (h]_ + h_l)/(hz + h_z) <= T2 thi thll’C hléIl

Budce 3. Nguoc lai thuc hién Budc 4.

Buée 3. Anh c6 gidu tin. Udc lugng xap xi d6 dai thong diép gidu nhu

Sau:

- Goi L 1a d¢ dai x4p xi thong diép an gidu trén anh duoc tinh theo coéng thirc:

L=2%(h; + h_;) (14)

- Goi [p, q] 1a kich thudc anh. Udc luong ty 1€ phﬁn tram cua anh c6 chta

thong diép an gidu nhu sau:
E = [L/(p*q)] * 100 (15)

Buéc 4. Anh khong gidu tin

21



CHUONG V. KET QUA THUC NGHIEM

5.1. Méi truwong thir nghiém

Cai dat chuong trinh trén moi truong Java,

JCreator Pro v4.5 va thong dich JDK-6ul0.

Cau hinh mdy tinh t6i thiéu dé chay chuong trinh: Hé

su dung bd soan thdo

diéu hanh

Windown XP hodc cac hé diéu hanh tuong tu, Chip PIII 500 tr& 1€n, Ram tir

128, 6 ctng con tréng 400 Mb.

Chuong trinh gdm cic chiic ning sau:
+ Gidu tin: Qua4 trinh thyc hién nhu sau:
Chon file anh GIF =2 Gidu tin = Chon vi tri luu file dnh output.gif
= Chon file text cdn gidu.
+ LAy tin: Qua trinh thyc hién nhu sau:
Chon file anh GIF = Ldy tin = Chon vi tri luu file text output.txt
= Chon vi tri luu file anh gbc anhgoc.gif
+ Phat hién DIH: Qua trinh thyc hién nhu sau:
Chon file anh GIF = Phat hién DIH = Dwa ra thong bdo trén
thanh céng cu vé danh kiém tra

Giao dién chuong trinh:

B i THI THU HA_ MAC FHLU HIERN

AT FICAFIIERA "FRILT LAE U SsT FOFIE S A FIoses

i Tl oo RITEILT FITECRT CIEN

o
TEIMH THI THLU Héa Twlsac HHLT HIEDR

Hinh 10. Giao dién chinh cta chwong trinh
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Mo anh GIF

My Recant
Docummnts

E

Desktop

€

My Computer

d

My Metwork

My Documents

TRINH THE THU HA_MAC NMHL HIEN

=] Imagenl . glf
= | Image0z.gif
_'?) Imagels. il
=] Images, GIe
] Imnagens, gif
=] Image0s, GIF
=] Imagen?.qif
ﬂ ImageOn, gif
=] Irnage09, gif
| Image10.gif
3 Imagel1.gir
=l Imagel 2. qlf
) Image 13, gif
l:; Image14,qgif
[:] Imagels,.gif

File name:

Filmz of type:

Look I | s 20anhthunahiem

=] Image16,glf
=] Image17.qif
B Image18, Qi
=l Image19.gf
] Imagez0, glf
= Imagez1.qif
| Image22.qif
_-J Imageaa, glf
] Imagez4, gif
| Image2s.gif
S Imagezée.gir
“lImagez 7, qlf
) Imageza, gif
:) Imageza,gir
ﬁ Images0.gif

[i
| Al Files ()

~=|

7] output bxt
] outputs, bxt
1] output? txt
ﬁ;} output9, bxk
7] output11,txt
1] output1 3, bxt
(5] output18, Lt
1) output 155, txt

7] output, kxt

=] phucholt , gIf
l:] phuchois, gif
Iﬁ phuchol 7. qif

l‘,‘om-

L‘!] phuchol9, gif

= phuchoil 1.gif
ﬁ phucholl 3.l
I phuchoil s, gif
* | phucholl e, glf
=] phucholz1 .aif
(_"J phucholzé, gir
=) phuchoiz9. gif
7] thongdiep txt

[= 53 |[3<|

[ |[3<]

Hinh 11. Chon file inh GIF cin gidu

FRAREE FRAL TR BIA MAC MBI e

l= |23

Chon anh CHLF l e tan I Lay tan | Phat hien _D]I-I |ﬁ

y Gl

Save a

Save in: ] 2 30anhthunghiem

My Fecent
Documentx

My Networlk

™ ImageO1 . gif
™) Imageoz, gt
™) Imagend.alf
I’J ImageOs, GIr
= Images. gif
™ Imagens, GIF
= Imagen?, alf
(S Imageon. qlf
™) Image0u. gif
=] Image10.qif
=] Image1 1.t
=) Imagelz.qlf
L‘J Image135.gif
I lImaget4.Qif
=] Image1s,gif

File name:

Save as type

™} Image16.qif
=] Image17.qif
™) Image10.qlf
I?J Imagel19.qIF
™} Imagezo.if
™ Imagez1.qif
= Imagez2.qlf
S Imagezy.qlf
™) tmages.qif
™ Imagezs. gif
=] Imagezé, gt
F) ITmagez7.qlf
] Imagezs.glf
™ Imagez9,gif
=] Imageao, gif

( e
| Al Files 4.7

~ |

2] outputl txt
1) outputs, bxt
) output? bxt
] outputa. kxt
(] output1l et
(2] outputl 3, txt
(7] oubput 15, Ext
J outpub 18, kxt
] outputz  Let
(] outputz6, txt
() output29, bxt
f?:'] output, kxk
=] phucholt .aif
™ phuchols . gir
=] phuchoi7.alf

vy >

L_-_] phuchola, gir

=) phuchoil 1, gif
™) phuchol 3. glf
= phucholl s, gif
™ phucholl s, gir
™ phuchoiz 1. gif
=] phucholze, alf
™ phucholze. glf
] thongdiep  txt

- I

-~ I

(= |[5%] |

ave

Hinh 12. Chon vij tri luu file Anh méi output.gif

TR RO THE THL HA MAC DL HIEM = |[= 5|

Fhat hien DIE

Chon file text can giau

Laak ir: [ w D-xl-tup

-~ l

S (¥ > -

) Stand by me - Shaynm Ward,.mpa
1] trac nghiem, txt

My Docummnts
W My Computer
S A My Network Places

b

My Recant

D ocummnts L2 A0anhthunaghiemn
— Lo baocaokhoahoc-1 1 -8
w L Mac Nihu Hier
Deskiop I tapanhthungbilem

M baccackhoahoo, doc
baccackhoahoc, ppt
baocackhoahoo . rar

i Biow do- phuc hoi, «1s

T Bleu do.xls
Cron't Stop Mavie . mpa

Ehanh Phuong - =a Muon Trung May  mips
7] New Text Document, kxk

< i | >
= W — [ =
My Matwork Filos of wpe: [ AN e (7 ) ~ [ cencel |

Hinh 13. Chon file text cin gidu
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Lay tin

Dmakton

S

My Dacuments

gl

My Computer

-

My Metwork

Save e

| U Dmzktop

LIMy Documente
W My Camputer
S A My Netwaork Places
ingbiern

o
)Mac b Hien
I gtapanhthunghilem
W baocackhoahoc.doc
A baccaokhoah
FB bhaocackho:
i Eieu do-
A sieu do
ol Don't Stop Movie. mps

ol Khanh Phuong - Xe Muon Trung
o New Text Document ., bxt

e hol,

<

focovaad gl
AN Files ()

Files name:

Save ax type:

~ |

-

3] Stand by me - Shayne Ward.mp2
(] trac nahiem. txt

May.mp>

AN
| A

Luu tep Outpul

| Chen anh GLF

Hinh 14. Chon vi tri luvu dnh phuc hdi recovered.gif

LML AL AL Uk

YT

Chau tin

Save in

-

-
o
My Recent
Documents

-

I 3
‘ Desktop

374

My Documents

-

My MNetwork

i} Dmzktop

LMy Documents
¥ My Computer
S A My Network Places
2 20anhthunghiem
O baoccackhoahoc-11-8
L Mac Nhu Hien
I atapanhthunghiem
) baccaokhoahoe . dac
Jbaoccackhoahoc, ppt
baocaokhoahoc.rar
I piew do- phuc hol,=ls
S Bieu do.xlis
=3l Don't Stop Movie, mps
=2l Khanh Phuong - %a Muon Trung
[ New Text Document. txt

<
Fils name: ottt
Save asz lype AN Files (¢

ol stand by me - Shayne Ward.mpa
77 trac nghiem . txt

May mp3

Hinh 15. Chgn vi tri luu file text dugc ls?'ly ra output.txt

<

TRRINIL TR T

TIA MAC NMYILITIEN

Thorn anh GIEF

Anh Khong ghan tin

=[5 [5=]

Fhuat haes TOTEL

Hinh 16. Kiém tra 4nh
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5.2. Thir nghiém thuit toin gidu thong diép
5.2.1 Co s¢ dir liéu thir nghiém

C6 mot tap co so dir lidu anh gdm 6 anh GIF chuan dugc download tir

[5] va [6] co kich c& 512x512 pixel.

-4

> W T

Sailboat. gif Tiffany.gifl

Hinh 17. Cac hinh danh GIF thir nghi¢m

5.2.2 Két qua thir nghiém va danh gia thuit toan bang (PSNR)

Pé danh gia hiéu qua hoat dong cta phuong phap dé xuat, ching ta thuc
hién trén nhiéu may tinh mé phong trén mot vai anh GIF kich thude 512 x 512
pixels.

Fle Edit Format VYiew

Chudi ky tu can gidu:
Help

ECH KEU TROI MUA

Hinh 18. Chudi k¥ tw cin gidu
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Két qua thuc nghiém:

Anh Wartermared

f)]H_Pepers. gif
Hinh 19. Anh truéc va sau khi gidu tin

Panh gia thuit toan biang PSNR

Bang 1 cho thdy ring cac gia tri PSNR cua tit ca cic hinh anh
watermarked dang & trén 51,14 dB. Kha ning dao dong tir 8 kbits dén 30 kbits
cua 512 x 512 x § bits.
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Anh Kha nang giau Vugt nguéng
(512x512x8) PSNR (dB) (bit) (pixels)

Airplane 58.78 13,551 0
Baboon 51.49 14,111 2

Lena 55.63 16.379 0
Peppers 55.74 23,725 2
Sailboat 55.55 17,719 14
Tiffany 55.20 20,497 1

Bang 1. Bang tom tit két qua thye nghiém.

5.3 Cai dat thuat toan phat hién

Cho mét tap anh thir nghiém gém 30 anh véi kich thudc bat ky (weight,

height nhé hon 2000). Trong d6 c¢6 10 anh da co gidu tin bang k¥ thuat giéu

thuan nghich dwa trén DIH (gdom: ImageOl.gif, image05.gif, image07.gif,

image09.gif, imagell.gif, imagel3.gif, imagel5.gif, imagel8.gif, image26.gif,

image29.gif). Dudi day la tdp anh thir nghiém chuong trinh phat hién DIH.

Imagelé. gif

d S e\ .
‘*J‘f":
= \e

Image2 1. aif

L2

4

Image26. gif

-

Image03gif

S5 &5 F
Image02gif

s
Image07.gif |

- T
- 3
- <, ¢
‘;&

Imagel3. gif

Imagel8. gif

=z

 iInAReZ S gif

| E— - HE

I;'lage 27. aif

Image28. gif

Bang 2. Tap anh thir nghiém

=

T —=
(5 A
7 N
WD o

Image25. gif

Image30. gif
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Tén dnh Kiém tra anh bang phwong phap Phat hién DIH
Imge 01.gif C
Imge 02.gif

Imge 03.gif

Imge 04.gif

Imge 05.gif

Imge 06.gif

Imge 07.gif

Imge 08.gif

Imge 09.gif

Imge 10.gif

Imge 11.gif

Imge 12.gif

Imge 13.gif

Imge 14.gif

Imge 15.gif

Imge 16.gif

Imge 17.gif

Imge 18.gif

Imge 19.gif

Imge 20.gif

Imge 21.gif

Imge 22.gif

Imge 23.gif

Imge 24.gif

Imge 25.gif

Imge 26.gif

Imge 27.gif

Imge 28.gif

O Xl X O X Xl A X O Al R O X X O X O Xl O X O Xl O Xl O Xl X A

Imge 29.gif
Imge 30.gif K

Bang 3. Két qua kiém tra anh
Chu thich: trong bang 3 ky hi¢u K 1a “4nh khong giau tin”, ky hiéu C la

“anh c6 giau tin”.
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5.4 Panh gia cic két qua thue nghiém

Tir bang két qua kiém tra anh trén cho thay, chuong trinh phat hién DIH
phat hién c¢6 11 anh c6 giéu tin mat, léch vai sb anh giéu tin trén thue té ban
dau1a 1 anh.

Dé kiém tra tinh tin ciy cla tu tudng thuat toan phat hién, nhém tac gia
lay 11 anh duoc chuong trinh phat hién 1a c6 thong tin an gidu dé théng ké
histogram ctia anh. Sau d6 st dung chuong trinh iy thong tin va khoéi phuc anh

gbc dé lay ra thong tin mat va thong keé lai histogram ctia anh da khoi phuc.

45000 45000
40000 40000
35000 1 35000
30000 + 30000
25000 25000
20000 1 20000
15000 15000
10000 10000
5000 I I 5000
ol m . o m W _wm - m o
Q9PN oD XD HONIYY XL 0ABOY PO RN L L XDAHONTY®HH60AD00
Histogram cia Image01.gif Histogram cuaa phuchoi01.gif
16000 16000
14000 14000
12000 12000
10000 10000
8000 8000
6000 6000
4000 4000
2000 2000
0- ol
-10 9 8 7 6 5 4 -3 -2 -1 0 1 2 3 4 5 6 7 8 9 10 0 9 8 -7 6 -5 4 -3 -2 -1 0 1 2 3 4 5 6 7 8 9 10
Histogram cia Image05.gif Histogram ciaa phuchoi05.gif
160000 160000
140000 140000
120000 120000
100000 100000
80000 80000
60000 60000
40000 40000
20000 20000
0- 0l
-109 8 7 6 543 -2-1012 3 45 6 7 8 910 0 9 8 7 6 5 -4 -3 2 1 0 1 2 3 4 5 6 7 8 9 10
Histogram cua Image07.gif Histogram cua phuchoi07.gif



09 8 -7 6 5 -4 -3 -2-10 12 3 45 6 7 8 9 10

o-

0 9 8 7 -6 5 -4 3 -2 -1 0 1 2 3 4 5 6 7 8 9 10

Histogram cia Image09.gif

Histogram cia phuchoi09.gif

109 8 7 6 5 4 -3 2 -1 0 1 2 3 4 5 6 7 8 9 10

900000

800000
700000
600000
500000
400000
300000
200000
100000
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0 9 8 7 -6 5 -4 3 -2 -1 0 1 2 3 4 5 6 7 8 9 10

Histogram cua Imagel1.gif

18000
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14000

12000
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Histogram cua phuchoill.gif

18000

16000
14000
12000
10000
8000
6000
4000
2000
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Histogram cia Image13.gif

180000

160000

140000

120000

100000

80000
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o

109 8 7 6 5 4 -3 -2-1 012 3 45 6 7 8 9 10

Histogram cia phuchoil3.gif
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‘109 8 7 6 5 43 -2-10 12 3 45 6 7 8 910

0 9 -8 -7 6 5 -4 -3 2 -1 0 1 2 3 4 5 6 7 8 9 10

Histogram cia Imagel8.gif

Histogram cia phuchoil8.gif
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Histogram cua Image21.gif

Histogram cia phuchoi2l.gif
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Histogram cua Image26.gif
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Histogram cia phuchoi26.gif
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Va duéi day la histogram cta cac anh ma chuong trinh phat hién DIH

cho két qua 1a khong gidu tin mat.

o-

09 8 -7 65 43 210 12 3 45 6 7 8 910

-0 9 8 7 6 5 4 3 2 -1 0 1 2 3 4 5 6 7 8 9 10

Image02.gif Image03.gif

200000

180000
160000
140000
120000
100000
80000
60000
40000
20000
o

0 9 8 -7 6 5 4 3 2 -1 0 1 2 3 4 5 6 7 8 9 10

0-

-0 9 8 -7 6 54 -3 -2-1 012 3 45 6 7 8 9 10

Image04.gif Image06.gif

120000
100000
80000
60000
40000
20000
o

10 9 8 7 6 5 4 3 -2 -1 0 1 2 3 4 5 6 7 8 9 10

10 9 8 7 6 5 -4 3 2 -1 0 1 2 3 4 5 6 7 8 9 10

Image08.gif Imagel0.gif

25000

20000
15000
10000
5000
0 0

0 9 8 7 6 5 4 3 2 -1 0 1 2 3 4 5 6 7 8 9 10

-0 9 8 7 6 5 4 3 22 1 0 1 2 3 4 5 6 7 8 9 10

Imagel4.gif Imagel7.gif



160000
140000
120000
100000
80000
60000
40000

20000
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Imagel9.gif

Image20.gif
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Image22.gif

Image23.gif
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Image24.gif

Image25.gif
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Nhom tac gia thuc hién danh gia két qua trén theo hai hé so: Precision
va Recall. Trong do, h¢ sb Precision (ky hi¢u la P) phan anh dg chinh xac cua

viéc phat hién anh c6 giau tin, dugc tinh theo cong thiec:
P = S6 anh giau tin chinh xac/ S6 anh tim dugc 1a c6 gidu tin.
Va hé s6 Recall (ky hiéu 1a R) duoc tinh theo cong thirc:
R = S6 anh tim dugc ding c6 giau tin/ S6 anh dung c6 gidu tin ban dau.
Nhu vay tu két qua thur nghiém trén, ta ¢ gia tri cua cac hé s6 nhu sau:
P=10/11=0.9090909090....

R =10/10 = 1.

34



KET KUAN

Phat hién théng tin an gidu trong dir liéu da phuong tién dic biét 1a
trong anh sb 1a mot van dé dang dugc quan tim hién nay trong nhiéu linh vuc.
bé phat hién va phan biét dugc mot anh s6 nao do co mang tin mat hay khong
doi hoi rat nhidu yéu to va ki thuat phic tap.

Sau khoang thoi gian khong nhiéu (6 thang) nhom tac gia di lam viéc

hang say, tich cuc, nghiém tic, nhoém tac gia da dat duoc cac két qua sau:

e Niam rd dugc khai niém tong quan vé k¥ thuat gidu tin trong anh noi
chung, gidu tin trong anh GIF néi riéng

e Tim hiéu va cai dat duoc k¥ thuat gidu tin thudt nghich dua trén tan s
anh sai khac (Difference Image Histogram-DIH) trong anh GIF.

o Dé xuat k¥ thuat phat hién anh GIF c6 giau tin dua trén DIH.

e Xay dung chuong trinh gidu va phat hién anh GIF c6 giau tin véi giao

dién than thién va dé sir dung.

Tuy k¥ thuat phat hién dé xuét chi phat hién duoc ddi véi anh gidu tin
bang k¥ thuat gidu tin thuan nghich dva trén DIH va méi chi dugc chimg minh
qua thir nghiém nhung da md ra mot hudng di mdi cho cac nghién ctru tiép
theo trong linh vyuc steganalysis.

Huéng nghién ctru tiép theo s& nghién ctru tiép viée ap dung ki thuat
gidu va phat hién trén voi anh GIF dong, boi nhimg két qua thuc nghiém trén
moi chi thuc hién trén anh GIF tinh va khong cho két qua tét v6i anh GIF
dong.
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