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LOlI CAM ON

Truéc hét em xin chan thanh cam on dén PGS.TS. Trinh Nhat Tién,
nguoi thay da hudng dan em trong sudt qua trinh tim hiéu nghién ciu va
hoan thanh khoa luan nay tir ly thuyét ¢én ung dung vao thuc tién. Sy
huéng dan cua thay da gitp em c6 thém duoc nhitng hiéu biét vé mot so
van d¢é lién quan dén bao mat thong tin. Qua do, nhing ly thuyét bao mat
ciing 16i cuén em va sé tré thanh huéng nghién ctu cia em sau khi tét
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Em xin gui 10i cam on dén céc thanh vién lép CT1201, nhiing
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tim hiéu, hoan thanh tét khéa luan.

Sau cung, em xin gui 16 cam on dén gia dinh, ban bé di tao moi
diéu kién dé em xay dung thanh cong khoa luan nay.
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Ky hiéu viet tit

Giai thich
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KP Kiém phiéu
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Prover Nguoi chimg minh
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LOI NOI PAU

Ngay nay, cong nghé thong tin dang phat trién manh mé, Internet da tro
thanh mot phan khéng thé thiéu trong cudc sdng hang ngay thi cac hoat dong trao
di thong tin, mua ban,... trén mang Internet dién ra thudng xuyén va ngay cang
phd bién hon. Chinh vi vay ma viéc bao mat, dam bao an toan thong tin dang 1a
nhu cau cap thiét. Trudc cac nhu cau cap thiét do, 1y thuyét vé mat ma thong tin da
ra doi nham dam bao tinh an toan di liéu tai noi luu trit cling nhu khi dir liéu dang
duoc truyén trén mang.

Khoa luan ndy gém c6 4 chuong véi cac noi dung:
Chuong 1. CAC KHAI NIEM CO BAN
Chuong 2. PHUONG PHAP CHUNG MINH KHONG TIET LO THONG TIN
Chuong 3. UNG DUNG CHUNG MINH KHONG TIET LO THONG TIN
Chuong 4. THU NGHIEM CHUONG TRINH

“Chting minh khong tiét 16 thong tin”, 1a phuong phéap chiing minh khdng cé
nghia 1 “khong dé 16 thong tin” ma 1a “dé 16 théng tin & mac it nhat” vé su vat, sy
viéc can chimg minh. Vi viéc “khong dé 16” ngudi xac minh khéng cé nhiéu hiéu
biét vé su vat sy viéc, ho chi thu duoc chut it théng tin (coi nhu 1a khong) vé dic
diém tinh chat cuaa né.

Nganh mat ma hoc luén phat trién khdng nging, trong pham vi khoa luan
nay, ching t6i chi trinh bay mot van dé nho 1a phuong phéap “ching minh khong
tiét 16 thong tin” dong thoi tim hiéu mo sé ang dung thuc té cta co sé Iy thuyét nay.



Chuwong 1. CAC KHAI NIEM CO BAN
1.1. MOT SO KHAI NIEM TOAN HQC
1.1.1. Céc khéi niém trong sé hoc
1.1.1.1. Sé nguyén to
Khai ni¢m:
S6 nguyén t6 1a sb nguyén dwong chi chia hét cho mét va chinh né

Vi du:

Cacsb 2,3,5,7, 11,13, 17, 19, 23 1a s6 nguyén t6. S6 2 1a sb nguyén t6
chin duy nhat.

Tinh chdt:

+ Néu p la s6 nguyén t6 va p|ab thi ta cé a|p hoac b|p hoic ca a va b chia hét cho p.
+ CO v sd, s6 nguyén to.

1.1.1.2. Nguyén té cing nhau

Hai sé m va n duoc goi 1a nguyén t clng nhau, néu uéc s6 chung 16n nhat
cta chung bang 1. Ky hiéu: (m,n)=1. Vi du: 9 va 14.

1.1.1.3. Uéc chung lén nhat
1/. Uéc sb
Khai niém:

Cho hai s6 nguyén a, b € Z, b = 0. Néu c6 mot s6 nguyén ¢ sao cho a=b*q,
thi ta n6i rang a chia hét cho b, ky hiéu bja. Ta n6i b la wéc cua a, va a 1a boi caa b.

Vi du:

+ Cho a=6, b=2, ta c6 6=2*3, ky hiéu 2|6. O day 2 1a udc cua 6 va 6 1a boi cua 2.



Tinh chat:

Choa,b,cez

+ ala.

+ alb, bjc = alc.

+ alb, alc = a|(bx+cy) VX, y € Z.
+alb, bla = a=+b.

2/. Uéc chung l6n nhat

Khai niém wdéc chung lén nhat:

S nguyén d duoc goi 1a wéc chung cua cac sé nguyén ay, a,,...,an,néu no 1a
wdC cua tat ca cac s6 do.

Mot uéc chung d > 0 cua cac s6 nguyén ay,a,, ...,a,, trong d6 moi udc chung
cua ay, ay,...,an, déu 13 ugc cua d, thi d duoc goi 1 wéc chung 16n nhat (UCLN) cua
ay, ay,...,a,. Ky hiéu d = gcd(ay, ay,...,a,) hay d = UCLN(ay, a,,...,a,).

Choa=12,b=15 gcd(12,15)=3.
Tinh chat:
+d = ged(ay, ay,...,a,) khi va chi khi ton tai cac s6 Xy, Xa,...,Xx
sao cho: d = a;X; + aXot ...+ apX,.
Dic biét: ay, ay,...,a, hguyén sé cling nhau < ton tai Cac S6 Xy, Xa,...,Xn
sao cho: 1 = a;x; + apXpt ...+ anXy.
+d =gcd(ay, a,,...,a,) & gcd(a/d, a,)/d,...,a/d) = 1.
+ gcd(m.ag, m.ay,..., m.a,) = m* gcd(ay, a,,...,a,) (vdim=0).

+Néub>0,a=b.g+r thi gcd(ab)=gcd(b,r).



3/.Thuit toan Euclide tim wéc chung Ién nhat
Bai toan :
* Dit liéu vao: Cho hai sé nguyén khéng am a,b, a > b.

* Két qua ged(a,b).

Thugt toan :
input(a,b);
While b>0

r =amod b;
a =b;
b =r;

output(a);

a= 30, b=18

gcd(30,18) = gcd(18,12) = gcd(12,6) = gcd(6,0) =6
Bang 1: M0 td cdc buoc tinh ged(30,18)

a b r a=b.g+r
30 18 12 30=18*1+12
18 12 6 18 =12*1+6
12 6 0 12=6*2+0




1.1.1.4. Ham @ Euler

Dinh nghia :

Chon > 1, dat @(n) 1a cac s6 nguyén trong khoang [1,n] va nguyén té cling
nhau véi n. Ham @ nhu thé dugc goi 1a ham phi-Euler.

©10=4 (1,3,7,9)

11 =10 do 11 14 sé nguyén t5 nén @11 = n-1.
Tinh chdt :

+ Néu n 1a s6 nguyén tb thi @(n) = n-1.

+ Néu ged(n,m) = 1 thi @(n,m) = @(n). B(m).

e2

+Néun=p?. p.2...p& 1athua sé nguyén té cuan thi

o(n) =n(1 - pil)(l piz )...(1 - pin).
@(35) = 9(7.5) = 07 . @5 = 6.4=24.
1.1.1.5.Dong dw thirc
1/.Dinh nghia

Néu a va b 1a cac sd nguyén, a duoc goi 1a déng du véi b theo modulo n,
duoc viét a = b (mod n) néu a, b chia cho n ¢é cling s du hoic (a-b)|n. S6 nguyén
n duoc goi 1a modulo caa dong du.

2/.Vidu
5=7mod2) vi:5mod2=1va 7mod2=1.
29 = 4 (mod 25) vi: 29-4 = 25 |25.



3/.Mét s6 tinh chét cia dong dw
Cho a, a;, b, by, ¢ € Z. Ta c6 céc tinh chét sau:
> a=b (mod n), néu va chi néu ava b c6 cling sé du khi chia cho n
hoac (a-b)|n.
Tinh phan xa: a = a (mod n).
Tinh d6i xtng: Néu a = b (mod n) thi b = a(mod n).

Tinh bac cau: Néu a = b (mod n), b = ¢ (mod n) thi a = ¢ (mod n).

YV V V VY

Néu a = a; (mod n), b = b, (mod n) thi a + b = a, +b; (mod n)

va ab = a;b; (mod n).

4/. Lop twong dwong

Lép twong dwong cua mot sd nguyén a 1 tap hop cac sé nguyén dong du véi
a theo modulo n.

Cho a ¢ dinh dong du véi n trong khéng gian Z vao cac 16p tuong duong.
Néu a=qn+r,trongdé 0< r < nthia=r(mod n).

Vi vay mbi s6 nguyén a 1a dong du theo modulo n v&i duy nhat mot s6
nguyén trong khoang tir 0 — n — 1 va dugc goi 1a thing du nhé nhét cua a theo
modulo n. Ciing vi vay, a va r ciing thuoc mét 16p twong duong . Do d6 r co thé
don gian duoc sir dung dé thé hién 16p tuong duong .

1.1.2.Céac khai niém trong dai sé
1.1.2.1. Khéng gian Z,
1/.Dinh nghia

Cac s6 nguyén theo modulo n, dugc ky hiéu la Z, 1a tap (I16p twong duong
cua ) cac s6 nguyén {0, 1,2, 3,..., n-1}. Tap Z, cd thé duoc coi la tap hop tat ca
cac l6p twong duong theo modulo n. Trén tap Z, xac dinh cac phép cong, trir, nhan
theo modulo n.
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2/.Vidu

Zys=10,1,2,3,...,24}. Trong Zps : 13 + 16 = 4, vi 13 +16 = 29 = 4 (mod 25).
Tuong tu : 13*16 = 8 trong Zys.

3/.Cac phép toan trong khéng gian modulo

Cho n 1a c4c s6 nguyén duong. Cac phan ti trong Z, duoc thé hién bai cac
s6 nguyén{0, 1, 2, 3,...,n-1}. Nhan xét rang: néu a, b € Z, thi:

a+b if a+b<n

(a+b)modn={ at+b—n if a+b=n

Vi vay, phép cong modulo (va phép trir modulo ) ¢é thé duoc thuc hién ma
khdng can thyc hién cac phép chia dai. Phép nhan modulo caa a va b duoc thuc
hién bang phép nhan thong thuong a vaéi b nhu cac sé nguyén binh thuong, sau dé
ldy phan du ctia két qua sau khi chia cho n. Phép tinh nghich dao trong Z, c6 thé
duogc thuc hién nho st dung thuat todn Euclid mé rong nhu mé ta sau.

Input : 2 s6 nguyén khong am a,b (a=b)
Output : d=gcd(a,b) va x,y thoa mén ax + by =d
+) Néu b=0 thi dat d=a; x=1; y=0; return(d,x,y)
+) bat x,=1; x;=0; y,=0; y;=1;
+) Trong khi b>0 thyc hién
* = [a/b]; r = a-gb; X=Xz-0Xq ; Y=Y>-Qy1;
* a=b; b=r; Xo=X1; X1=X; Y>=Y1; V1=V,

+) Dat d=a; x=X,; y=Yy,;return(d,x,y);

11



4/.Phan tir nghich dao trong Z,

Dinh nghia:

Cho a € Z,, nghich dao cua a 1a s nguyén b € Z,, sao cho a.b = 1 (mod n),
ta ndi b 1a phan tir nghich dao cua a trong Z, va ky hiéu laa™ .

M6t phan tir c6 phan tir nghich dao, goi l1a kha nghich.
Tinh chdt:

+Choa,b € Z,,a/b (mod n) =a.b™ (mod n) dugc xac dinh khi va chi khi b 1a kha
nghich theo modulo cua n.

+a € Z,, a la kha nghich khi va chi khi gcd(a, n) = 1.
Vi du: Céc phan ti kha nghich trong Zg 14 1, 2, 4,5, 7 va 8.
1t=1vi1*1 =1 (mod 9).
21 =5vi2*5 =1 (mod 9).
41 =7vi4*7 =1 (mod 9).
81=8vi8*8 =1 (mod 9).

+ Cho d = gcd(a,n).Khi d¢6 phuong trinh déng du c6 dang a.x = b (mod n) sé& c6
nghiém x khi va chi khi d chia hét cho b, trong truong hop cac nghiém d nam trong
khoang 0 dén n-1 thi cac nghiém dong du theo modulo n/d.

Vidu: 4'=7(mod9) vi4.7=1(mod9)
1.1.2.2. Nhém nhan z,;
1/.Dinh nghia
Nhom nhan (phép nhan) cua tap Z, ky hiéu 1a Z, = {a € Z, | gcd(a,n) = 1}.

Dic biét, néu n 1a mot sé nguyén té thi Z, = {a|l < a < n-1}.

12



2/.Pinh nghia cip cia Z,

Cép cua Z, dugc dinh nghia 1a s6 phan tirtrong Z, , (| Z, |). Theo dinh
nghia ham phi — Euler tacé | Z, | = @(n).

3/.Tinh chat
Cho n > 2 la sé nguyén:
+ Binh ly Euler : Néu a € Z, thi a®™ = 1 (mod n).

+ Néu n la tich caa cac s6 nguy@n té phan biét va néu r = s(mod @(n)) thi
a" = a’ (mod n) véi moi s6 nguyén a. NGi cach khéc, 1am viéc véi cac s theo
modulo nguyén t6 p thi s6 mii c6 thé giam theo modulo @(n).

Cho p Ia s nguyén té:
+ Pinh ly Fermat : Néu ged(a,p) = 1 thi @** =1 (mod p).

+ Néu r = s (mod p-1) thi a" = a° (mod p) v&i moi sb nguyén a.N6i cach khéc, 1am
viéc voi céac s6 theo modulo nguyén té p thi s6 mil ¢6 thé giam theo modulo p-1.

+ a° = a (mod p) voi moi s6 nguyén a.
1.1.2.3.Phdn ti# sinh
1/. Pinh nghia

Choa€ Z,", néu cap cia a la @(n) ,khi d6 a goi la phan ti sinh hay phan tir
nguyén thay cua Z, ,va néu Z, c6 mot phan tu sinh,thi Z,” dugc goi l1a nhém
cyclic.(chd y néu 1a sé nguyén té thi @(n) = n-1).

13



2/.Tinh chit
+ Néu a 12 phan tir sinh cia Z," thi Z, = {a’ (mod n) |0 <i < @(n)-1}.

+ Gia str a 12 mot phan tir sinh cia Z,” .Khi d6 , b= a! mod n ciing 13 mét phan tir
sinh cua Z, khi va chi khi ged(i, @(n)) = 1 .Va sau d6 néu Z," 12 nhém cyclic thi s6
phan tir sinh s& 1 @(@(n)).

+a € Z, la phan tir sinh caa Z, khi va chi khi «®®™/P 1 =1 (mod n) véi mdi s6
chia nguyén té cua @(n).

+ Z, ¢6 phan tir sinh khi va chi khi n = 2, 4, p* hay 2p* khi p 1a s6 nguyén t4 1¢ va
k > 1. Con néu p la s6 nguyén to thi chac chan c6 phan ti sinh.

1.1.2.4.Khai niém Thang dw
1/.Dinh nghia

Choa€ Z, , a dugc goi la thing du bac hai theo modulo n hozc binh
phuong theo modulo n, néu ton tai mot x € Z," , sao cho x* = a (mod n), va néu
khong ton tai x nhu vay thi a duoc goi & bat thing du bac hai theo modulo n. Tap
cac bat thang du bac hai ky hiéu la Q,, .

Chay: Vidinhnghia0 ¢ Z, nén 0 ¢ Q,va0 ¢ Q,, .
2/.Tinh chat

Cho n I tich cua hai s6 nguyén t6 p va q. Khi d6, a ¢ Z," 1a mét thing du
bac 2 theo modulo n khivachikhiag Q, vaaeg Q,, . Taco:

IQn | = 1Qpl-1Q4l = (p-1)(a-1)/4 va [Qy, | = 3(p-1)(a-1)/4.
3/. Vidu
Chon=21.Khi do
Q. ={1, 4,16} va 0,, ={2,5, 8, 10, 11, 13, 17, 19, 20}.

14



1.1.2.5. Khai nigm nhom, nhém con, nhém Cyclic
Nhom: 12 bo cac phan tir (G,*) thoa man céc tinh chat sau:

¢ Tinh két hop: (x*y)*z = x*(y*2).
¢ Ton tai phan tir trung gian e € G: e*x = x*e = x, VX € G.
¢ Ton tai phan tir nghich da0 X € G: X *X = X*X =e.

Nhom con: 1a cac bo phan tir (S,*) 1a nhdm thoa mén céc tinh chét sau:
¢ S€G,phantxtrung giane € S.
¢ X,YyES=X*YES.

Nhom Cyclic: 1a nhdm ma moi phan tir x caa né duoc sinh ra tir mot phan
tir dic biét g € G. Phan tir nay duoc goi 1a phan tir nguyén thay, tic:
V6i vx€G:ane Nmag"=x.

(Z*, *) 1a mdt nhém Cyclic ¢6 phan ta sinh 13 1 .

Cap ctia nhom duoc dinh nghia 13 sé cac phan tir trong nhom do.
¢ Nhu vay, nhém Z,” c6 cap @(n).
¢ Néu p la s6 nguyén t6 thi nhém Z,” c6 cap (p-1).

Cho a € Z, , cap cua a ky hiéu I1a ord(a) dugc dinh nghia 13 sb nguyén dwong
nho nhéat t théa man: a' = 1 (mod n).

Vidu: Z» =(1,2,4,5,8,10, 11, 13, 16, 17, 19, 20)

@(21) =12 = |Z,, | va cép cua tirng phan trong Z,; la:

a€Z, |12 |4 |5 |8 |10 |11 |13 |16 |17 [19 |20

Capciaa |1 (6 (3 |6 |2 |6 [6 |2 |3 |6 [6 |2

15



1.1.3. Khai niém d¢ phwc tap caa thuat toan
1.1.3.1. Khai nigm thudt toan

“Thuét toan” duogc hiéu don gian 1a cach thic dé giai mot bai toan.Ciing co
thé duoc hiéu bang hai quan niém: Tryuc giac hay hinh thic nhu sau:
+ Quan niém tryc giac vé “Thudt todn” : Mot cich truc giac, thuat toan duoc
hiéu 1a mot ddy hitu han cac quy tic (chi thi va ménh 1énh) mé ta mot qua trinh
tinh toan, dé tir dit liéu di cho (Input) ta nhan dugc két qua (Output) cua bai toan.

+ Quan niém toan hoc vé “Thudt todn”: Mbt cach hinh thic, ngudi ta quan niém
thuat toan la mot may Turing.
+ Phan logi : Thuat toan duoc chia thanh hai loai :Pon dinh va khéng don dinh

e Thuét toan don dinh (Deterministic): La thuat todn ma két qua cia moi phép
toan déu dugc xac dinh duy nhat.

e Thuat toan khong don dinh (NonDeterministic): La thuat toan cd it nhat mot
phép toan ma két qua caa no 1a khong duy nhat.

1.1.3.2.Khéi nié¢m d¢ phac tap chia thudt toan
Chi phi cua thugt toan : (tinh theo mot bo di liéu vao)

Chi phi phai tra cho mot qua trinh tinh toan gom chi phi vé thoi gian va bo
nhé. Chi phi vé thoi gian ciia mét qué trinh tinh toan 14 thoi gian can thiét dé thuc
hién mot qua trinh tinh toan. Véi thuat toan twa Algol: Chi phi thoi gian 1a s6 cac
phép tinh co ban thyc hién trong qué trinh tinh toan.

Chi phi b nhé cua mét qua trinh tinh toan 1a s6 6 nhé can thiét dé thuc hién
mot quy trinh tinh toan.

Goi A la mot thuat toan, e la dix liéu vao cua bai toan da dugc ma héa. Thuat
toan A duoc tinh trén dix liéu vao e phai tra mot gia tri nhat dinh. Ta ki hiéu:

Ta(e) la gia thoi gian va la(e) la gia bo nhé.
D¢ phic tap vé bé nhé: (Trong trudng hop xau nhat)

La(n) = max {Ia(e), vdi |e| < n}, n 12 kich thudc dau vao caa thuat toén.
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D¢ phic tap thoi gian: (Trong truong hop xau nhat)
Ta(n) = max {ta(e), vsi e < n}.

Do phuc tap tiem can:

Do phuc tap PT(n) duoc goi 1a tiém can téi ham f(n) , ky hiéu O(f(n)) néu
tn tai cac s6 Ny, ¢ ma PT(n) < c.f(n) vn = no.

Do phuc tap da thuc:
Do phuc tap PT(n) duoc goi da thic, néu co tiém can téi da thac p(n).
Thudt toan da thuc:

Thuat toan duoc goi 1a da thirc, néu do phuc tap vé thoi gian (trong trudng
hop xau nhat) cta no 1a da thuc.
NOi cach khéc:
e Thuat toan thoi gian da thac la thuat toan c6 d phutc tap thoi gian
O(nY), trong d6 t 1 hang sd.
e Thuat toan thoi gian ham mi 1a thuat todn c¢6 do phtc tap thoi gian
O(t™), trong d6 t 1a hang s6 va f(n) 1a da thirc caa n.

Thoi gian chay cua cac lép thudan toan khac nhau:

Do phuc tap S6 phép tinh(n=10°) Thoi gian(10° ptinh/s)
0(1) 1 1 micro giay

o(n) 10° 1 giay

o(n?) 10" 11,6 giay

o(n®) 10*° 32000 nim

0(2") 103010%0 10°%% tuéi cua vii tru
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1.1.3.3. Lop bai todn P, NP va NP — complete
1/.Céac khai niém
*Khai niém “Dan vé dugc”:

Bai toan B duoc goi 13 “dan vé duoc” bai toan A mot cach da thic, ky hiéu:
B oo A, néu c6 thuat toan don dinh da thirc dé giai bai todn A, thi cling c6 thuat
toan don dinh da thirc dé giai bai toan B.

Nghia la: Bai toan A “khé hon ” bai toan B, hay B “dé hon” A, B duoc dién
dat bang ngén ngit cua bai todn A, hay cd thé hiéu B 1a trudng hop riéng cua A.
Vay néu giai duoc bai toan A thi cling giai duoc bai toan B.Quan hé oo ¢6 tinh chat
bic cau: NéuC oo BvaB oo AthiC o 4.

*Khai niém “Khé twong duwong”:

Bai toan A goi 1a “khé tuong duong” bai toan B, ky hiéu A o B, néu A oo B
va B o A.

2/.Cé&c lép bai toan

*Lép bai todn P, NP :

Ky hiéu:
- P 14 16p bai toén giai dugc bang thuat toan don dinh, da thic(Polynomial).
- NP 14 16p bai toan giai duoc bang thuat toan khong don dinh, da thuc.

Theo dinh nghia ta c6 P € NP.

Hién nay ngudi ta chua biét dugc P # NP.

*Lép bai toAn NP — Hard:

Bai toan A duoc goi 1a NP — Hard (NP - khé) néu VL € NP déu la L oo A,
Lop bai toan NP — Hard bao gom tat ca nhiing bai toan NP — Hard. Bai toan NP —
Hard c6 thé nam trong hoac ngoai I6p NP.
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*Lép bai toan NP — Complete:
+ Bai todn NP — Complete:

Bai toan NP — Complete (NP — day du) néu A 1a NP — Hard va A € NP.
Bai toan NP — Complete 14 bai toan NP — Hard nam trong 16p NP. Lop bai toan
NP — Complete bao gom tat ca nhitng bai toan NP- Complete. Lép NP — Complete
la c6 thyc, vi Cook va Karp da chi ra bai toan dau tién thugc 16p nay, dé 1a bai
toan “théa duoc” : SATISFYABILITY.

+ Chng minh bai toan NP — Hard:

Céch 1: Theo dinh nghia

Bai toan A duoc goi la NP — Hard (NP - khd) néu VL € NP déu la L oo A,
Chung minh theo dinh nghia gap nhiéu kho khan vi phai chung minh:
Moi bai toan trong NP déu “dé hon ” A.

Theo cach 1, ndm 1971 Cook va Karp di chi ra bai toan dau tién thuoc 16p
NP — Hard, d6 1a bai toan “thoa duwgc” SATISFLYABILITY.

Cach 2:

Pé chung minh bai toan A 1a NP — Hard trong thuc té nguoi ta thuong dya
vao bai toan B nao d6 da duogc biét 1a NP — Hard va chung minh rang B o A.

Theo tinh chat bac cau cua quan hé “Dan vé duoc”, A thda man dinh nghia
NP — Hard. Theo céch hiéu truc quan : B d3 “kh6” thi A cang “kho”.
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1.2. VAN DE VE MA HOA

Ma hoa da duogc sur dung tir thoi xa xua trong cac hoat dong ngoai giao,
chinh tri va quan su nhung chi sau khi bai bao “ Ly thuyét truyén tin trong cac hé
thdng bao mat” caa Claude Shannon ra doi thi méi thuc su tré thanh mot mon
khoa hoc. Trudc d6 cac van dé vé md hda , mat md gan nhu 1a mot mén “nghé
thuat”.

M4 hoa l1a phan rat quan trong trong van dé bao mat. Nhiém vu chinh caa ma
hoa la lam cho tai liéu an toan hon, n6 con c6 mét lgi ich quan trong la: thay vi
truyén di tai liéu tho (khéng dugc ma hoa) trén mot duong truyén dac biét, duoc
canh phong can mat khong cho ngudi ndo cé thé truy nhap vao lay dit liéu, nguoi
ta ¢d thé truyén mot tai liéu da duoc ma hoa trén bat cir duong truyén nao ma
khong lo dit liéu bi danh cip, vi néu dix liéu c6 bi danh cap, ké gian ciing khong
hiéu dugc.

1.2.1. Mét sb khai niém

- Thuat toan ma hda/giai ma: La thuat toan dung dé chuyén thdng tin thanh di
liéu m& hda hoac nguoc lai.

- Khéa : La thong tin ma thuat toan m&/giai ma sir dung dé ma/giai ma thong tin.
Mdi khi mot thong tin duoc ma hda thi chi nhitng ngudi co khoa thich hop mai co
thé giai ma. Néu khdng thi diing cling mot thuat toan giai ma nhung ciing khong
thé phuc hdi lai thong tin ban dau. Pay la dic diém quan trong cia khda: mé hoa
chi phu thuéc vao khéa ma khong phu thudc vao thuat toan ma /giai ma.

Véi hinh thirc kha pho bién hién nay 1a truyén tin qua thu dién tir va khong
sir dung cac cong cu ma hoa, bao mat ciing nhu chir ky dién tu thi cac tinh hudng
sau cO thé xay ra:

+ Khong chi c6 ngudi nhan ma nguoi khac co thé doc dugc thong tin.
+ Thong tin ma ta nhan dugc cd thé khéng phai cua nguoi gui dung dan.

+ Bji nghe trom: Thong tin duoc truyén di trén duong truyén cé thé bi ai do
“xam nhap” vao Iy ra tuy nhién van dén duoc nguoi nhan ma khong bi thay doi.

+ Bj lay cap: Thong tin bi lay ra hoan toan khong dén dugc ngudi nhan.
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+ Bj thay d6i: Thong tin bi chan lai & mot noi ndo d6 trén duong truyén va bi
thay doi. Sau d6 thong tin da bi thay d6i nay duoc truyén téi cho ngudi nhan nhu
khong c6 chuyén gi xay ra.

Dé giai quyét cac van dé nay, thong tin trude khi truyén di s& duoc ma hoa
va khi t&i nguoi nhan, no sé€ duoc giai ma tro lai.

Dé dam bao riang chi nguoi can nhan c6 thé doc dugc théng tin ma ta giri khi
biét rang trén duong di, ndi dung thdng tin co thé bi theo ddi va doc trom, ngudi ta
sir dung cac thuat toan dac biét dé ma hoa thong tin. Trong trudng hop nay, trudc
khi thong tin duoc gui di, chung s& dugc ma hoa lai va két qua 1a ta nhan duoc mot
noi dung thong tin “khong c6 ¥ nghia”. Khi thong diép bi theo ddi hozc bi bat giir
trén duong di, dé hiéu duoc thdng tin caa thong diép, ké tan cong phai 1am mot
viéc la giai ma no. Thuat toan ma hoa cang tot thi chi phi giai ma doi vai ké tan
cong cang cao.Khi chi phi giai ma I6n hon gié tri thong tin thi coi nhu van dé bao
mat thanh céng.

Céc thuat toan ma hoa thong tin kha da dang nhung ciing c6 thé chia ra lam
hai loai m& hoa chinh: Ma héa khéa di xtng, va ma hda khoa bat ddi xang.
1.2.2. M4 héa khoa ddi xirng

M3 hoa khoa ddi xtng 1a hé ma héa ma biét dugc khoa 1ap ma thi co thé dé
tinh duoc khoa giai ma va nguoc lai.

1/.Uu diém
~ Héma hoakhéa d6i xang ma hoa va giai ma nhanh hon hé ma héa khoa bat
doi xang.
2/.Nhuoe diém
+ M3 hoa khéa doi xtng chua that an toan vai ly do sau:

e Nguoi ma hoa va ngudi giai ma phai co “chung” mot khoa.
e Khda phai duoc giir bi mat tuyét ddi, vi biét khoa nay “d&” xac dinh khda kia
va nguoc lai.

+ Vén d¢é thoa thuan khoa va quan Iy khoa chung 1a kho khan phuc tap. Ngudi gui
va ngudi nhan phai luén thdng nhat véi nhau vé khda. Viéc thay ddi khoa 1a rat
kho va dé bi 16. Khoa chung phai duoc giri cho nhau trén kénh an toan.
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Mt khac khi hai nguoi (1ap ma, giai ma) clng biét “chung” mot bi mat, thi
cang kho gitr duoc bi mat.

3/.Noi sitr dung hé mi hoéa khéa déi xing

Hé ma hoa khoa ddi xtng thudng duoc sir dung trong moi trudng ma khoa
chung cd thé d& dang trao ddi bi mat, chang han trong ciing mot mang noi bo. Hé
mi hoa khoa ddi xtng thudng dung dé ma hoa nhirng ban tin 1on, vi téc d6 ma hoa
va giai ma nhanh hon hé ma hda khoa céng khai.

*Mét s6 hé ma héa khod déi ximq:

+ Hé ma hoa khoa ddi xting — ¢ dién: Hé ma hoa dich chuyén, hé ma hda thay thé,
hé ma hdoa AFFINE, hé ma hdéa VIGENERE, hé ma hoa hoan vi cuc b,hé ma hoa
HILL.

+ Hé mi hoa khoa doi xung DES.

e DES: 56 bit, khong an toan.Cé thé dé& dang bé khda trong vai pht.
e Triple DES, DESX, GDES, RDES: M¢ rong d6 dai khda & ma DES 1én 168
bit.

1.2.3. M4 héa khoa bat ddi xing

M4 hoa bat d6i xing 1a hé ma hoa c6 khoa lap ma va khoa giai ma khac
nhau (ke # kd), biét duoc khoa nay ciing kho tinh duoc khoa kia. Vi vay chi can bi
mat khda giai m&, con cong khai khéa lap ma. Do d6 hé ma hoa loai nay con co tén
goi la hé ma hda khoa cong khai lap ma.

1/.Uu diém

+ Hé mi hoa cong khai c6 uu diém cha yéu sau: Thuat toan duoc viét mot 1an cong
khai cho nhiéu lan dung, cho nhiéu nguoi dung, ho chi can gitr bi mat khoa riéng
caa minh.

+ Khi biét cac tham sé ban dau cua hé ma hoa, viéc tinh ra cip khoa céng khai va
khoa bi mat phai 1a “dé&” , tc 1a trong thoi gian da thuc.

e Ngudi giri ban rd P va khoa cong khai, thi “dé” tao ra ban m C.
e Ngudi nhan ban ma C va khoa bi mat, thi “dé&” giai duoc thanh ban rd P.
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+ Nguoi ma hoa dung khoa cong khai, ngudoi giai ma gitt khoa bi mat. Kha nang 10
khéa bi mat nho hon vi chi cé mot nguoi gitt gin.
o Néu tham ma biét khoa cong khai, c6 gang tim khéa bi mat, thi ching phai
duong dau véi bai toan “kho”.

+ Néu tham ma biét khda cong khai va ban ma C, thi viéc tim ra ban rd P ciing 13
bai toan “kho” ,sb phép trir 1a vo cung 16n, khéng kha thi.

2/.Nhuoc diém

Hé ma hda khda cong khai: ma hoa va giai ma cham hon hé ma héa ddi
xung.

3/.Noi sir dung hé ma hda khoa bat d6i xirng

Hé ma hoa khda bat ddi xting thudong dugc sir dung chu yéu trén cac mang
cong khai nhu Internet, khi ma viéc trao chuyén khda bi mat teong d6i khé khan.

Dic trung ndi bat cua hé ma hoa bat doi xung 1a khda cong khai (public key)
va ban ma (Ciphertext) déu c6 thé gui di trén mot kénh truyén tin khong an toan.
C6 biét ca khoa cong khai va ban ma, thi thim ma ciing khong dé kham pha duoc
ban ro.

* Cde ddic diém cua hé mat ma khoa cong khai:

> Khi biét cac diéu kién ban dau, viéc tim ra cap khéa céng khai va bi mat
phai duoc thuc hién mot cach dé dang, tac 1a trong thoi gian da thuc.

> Nguoi giri G ¢6 khoa cong khai, c6 ban tin P thi c6 thé tao ra ban ma C
nhanh gon, nghia la trong thoi gian da thic.

> Ngudi nhan N khi nhan duoc ban ma héa C va khoa bi mat c6 thé giai ma
ban tin dé dang trong thoi gian da thuc.

> Néu ké pha hoai biét khoa cong khai, ¢6 gang tim khoa bi mat, thi khi do
ching phai dwong dau véi tinh toan nan giai, rat kho kha thi vé mat thoi gian.

> Néu ké phé hoai biét khoa cong khai, va hon nita ca ban ma C, thi viéc tim
ra ban rd P 1a bai toan kho, sé phép thir 12 vo ciing én, khdng kha thi.

> Hé mat ma khoa cong khai tién loi hon hé mat ma khoa ddi xang & chd thuat
toan dugc Viét mot 1an nhung c6 thé duoc sir dung nhiéu lan va cho nhiéu
nguoi. Chi can bi mat khoa riéng.
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» Nhuoc diém: Tdc do ma héa cham. Tdc do ma hda nhanh nhit cua loai mat
ma khoa cong khai cham hon nhiéu lan so vai hé mat ma khoa bi mat. Do d6
nguoi ta thuong két hop hai loai ma hoa dé nang cao téc 6 ma hoa va an
toan hon.

*Pham vi #ng dung:

Hé mat ma khoa cong khai dugc sir dung chu yéu trén cac mang cong khai
nhu Internet, khi ma viéc trao chuyén khda bi mat tuong dbi khé khan. Pic trung
noi bat cua hé ma hoa khda cong khai 1a ca khéa cong khai va ban ma C déu co thé
gui di trén mot kénh théng tin khéng an toan.

* Mot s6 hé ma hoa khoa bar doi xina:

- RSA : Loai ma nay dugc dung nhiéu nhat cho web va chuong trinh email. D6 dai
khoa thong thuong 1a tir 512 dén 1024 bit.

- Elgamal: 512 dén 1024 bit.
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1.3. VAN PE VE CHU KY SO (digital signature)
1.3.1. Khai niém

Néu viéc str dung mat ma tra 18n phé bién, khong chi trong quan doi ma con
trong thuong mai va nhirng muc dich ca nhan thi nhitng doan tin va tai liéu dién tir
s& can chit ky gidng nhu cac tai liéu gidy.

Ciing giéng nhu trong thuc té | chir ky dé xac nhan cho ngudi nhan rang buc
thu d6 do nguoi nay gui chir khdng phai ai khac. Chir ky dién tir sir dung thuat toan
ma khong ddi xtng dé dinh danh ngudi gui. Thong thudng, dé bao vé cac vin ban
ma hda nguoi ta dung chir ky dién t. Viéc ing dung chit ky dién tir cling nhu cong
nhan gid tri phap Iy caa né 1a diéu kién kién quyét trong thuong mai dién ta. Néu
nhu viéc gia mao chir ky viét tay hodc dau 1a khong don gian thi viéc lam gia mot
doan thong tin nao d6 1a d& dang. Vi 1y do d6 ban khong thé quét chix ky caa minh
cling nhu con dau tron caa cong ty dé ching to rang tai liéu ma ban truyén di dung
la cua ban.

Khi ban can “ky” mot van ban hoac mot tai liéu nao dé, thu tuc dau tién Ia
tao ra chit Ky va thém no vao trong thong diép.Ca thé hinh dung tha tuc nay nhu
Sau:

+ Phan mém ma h6a ma ban sir dung s& doc noi dung vin ban va tao ra mot chudi
thong tin dam bao chi dic trung cho vian ban d6 ma thoi . Bat ki mot thay doi nao
trong vin ban s& kéo theo su thay d6i cua chudi thong tin nay.

+ Sau d6 phan mém sé& sir dung khda mat cua ban dé ma hoa chudi thdng tin nay va
thém nd vao cudi van ban nhu mot dong tac ky (ban co thé thay Ia ching ta hoan
toan khdng mé hoa noi dung van ban, chi lam dong tac ky ma thoi).

+ Khi nhan dugc vin ban, ngudi nhan 13p lai dong tac tao ra chudi thong tin dic
trung, sau do sir dung ma céng khai ma ban da giri dé kiém tra chix ky dién tir c6
dung 1a caa ban khong va noi dung thong diép cé bi thay doi khdng. Thuat toan ma
hoa khong d6i xtmg dau tién va ndi tiéng hon ca co tén goi 1a RSA (dugc ghép tir
chir cai dau tién cua tén ba tac gia la Rivest , Shamir , Adleman).
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1.3.2.Qué trinh tao ra chir ky dién tir
1) Tao mot cau ngan gon dé nhan dang — vi du nhu “Tbi 1a sinh vién”.
2) Ma héa n6 bang khéa bi mat caa minh tao ra chit ky dién tir.

3) Gén chir ky dién tir vao thong diép can giri réi ma hoa toan bo bang khoa
cong khai cua nguoi nhan.

4) Guri thong diép di.

5) Nguoi nhan s& dung khda bi mat ciia minh dé giai ma thong diép va lay
chit ky ra sau d6 ho s& giai ma chix ky nay bang khoa cong khai ctua nguoi giri.Chi
ngudi Ndo gui 6 khda bi mat phi hop méi ¢6 thé tao ra chir ky ma nguoi nhan giai
ma thanh cong. Do d6 ngudi nhan c6 thé dinh danh ngudi giri.

1.3.3. Ham bam s dung trong chir ky dién ti

Mot thong diép dugc dua qua ham bam sé& tao ra mot gia tri co do dai cd
dinh va ngan hon duoc goi 1a “dai dién” hay “ban tom tit”.Mdai mot thong diép di
qua mot ham bam chi ¢6 duy nhat mot dai dién va nguoc lai. Rat kho dé tim duoc
hai thong diép khac nhau nao c6 cung mét dai dién khi di qua mdt ham bam.

Ham bam thuong két hop véi chit ky dién tir & trén dé tao ra mot loai chix ky
dién tir vira an toan hon (khong thé cat / dan) vira cd thé kiém tra tinh toan ven cua
thong diép.Cac budc dé tao ra chir ky dién ta nhu sau:

1) Pua thong diép can gui qua ham bam tao ra dai dién cho thong diép do.
2) M4 hoa dai dién bang khoa bi mat cua nguoi giri dé tao ra chix ky dién tu.

3) M4 hoa toan bo thong diép va chit ky bang khoa cong khai cia nguoi
nhan va gui di.

Nguoi nhan s& giai ma thong diép bang khoa bi mat caa minh, giai ma chix
ky bang khoa céng khai ctua nguoi gui dé lay dai dién ra. Sau d6 cho thong diép
qua ham bam dé tao lai dai dién caa thong diép rdi so sanh véi dai dién nhan duoc:
Néu gidng nhau thi ngudi nhan cd thé vira dinh danh nguoi gui vira kiém tra tinh
toan ven cua thong diép.
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*Mét s6 ham bam thuond qdap:

- MD5(Message Digest) : 128 bit, nhanh, dugc st dung rong réi.
- SHA (Secure Hash Algorithm) : 160 bit.
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Chuwong 2. PHUONG PHAP CHUNG MINH KHONG TIET LQ
THONG TIN

2.1. KHAI NIEM CHUNG MINH KHONG TIET LQ THONG TIN
2.1.1. Khai niém chitng minh khéng tiét 16 thong tin (CM KTLTT)
1/. Khai niém

NGi mot cach don gian, hé théng ching minh khdng tiét 16 théng tin cho
phép mot dbi twong thuyét phuc mot ddi teong khac tin vao diéu gi d6 (chiing
minh) ma van khong dé 16 phuong phap ching minh (khong tiét 16 théng tin).

Ta xét mét vi du don gian sau:

Gia st P va V cung tham gia tro voi cac quan bai. P dua ra 2 quan bai Gp va
no6i do6 1a “at co” va “2 co” . P yéu cau V chon quan “at co”.

Truéc khi chon quan “at co™ , V muén kiém tra chac chan rang 2 quan bai
d6 dich thuc 1a “at co™ va “2 co” . V yéu cau P ching minh diéu nay. Néu P lat 2
quan bai d6 1én coi nhu 1a mot cach chirng minh, thi khi d6 tro choi két thic, vi V
d3 nhin thay ching va duong nhién anh ta c6 thé chon duoc ngay ra quan bai “at

99

co .

C6 mot cach khac dé P chitng minh rang 2 quan bai d6 1a “at co” va “2
co” ,ma khong phai 1at 2 quan bai d6 1én, tic 12 ta khdng 1am 16 thdng tin vé 2
quan bai trén tay P dang cam. Rat don gian, anh ta dwa 50 quan bai con lai cho V.
Néu V kiém tra thay thiéu mot quan bai “at co” va thiéu mot quan bai “2 co” , thi
c6 thé xem 2 quan bai trén tay P c6 diing nhu anh ta noi.

Qua Vi du trén ta cd thé tam hiéu “Chiing minh khong tiét 16 thong tin”
khong c6 nghia 1a “khong dé 16 thong tin” , ma c6 nghia 1a “dé 16 théng tin & mic
it nhat” veé sy vat, sy viéc can chang minh. Véi nhitng “thong tin dé 16” , nguoi
xéac minh khong c6 day du hiéu biét (knowledge) vé sy vat sy viéc, ho chi thu duoc
chut it thong tin (coi nhu 1a “zero knowledge™) vé dic diém tinh chat cua no.
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2/.Giao thwc )

Giao thirc ¥ 1a giao thtrc “Hoi - Pap” 3 budc, dé P chang minh cho V mot
van dé nao do.

- P giri cho V: mot gia tri ngau nhién.

-V guri lai P: mot gié tri ngdu nhién nhu 13 gi tri dung dé kiém thu.
- P gui dap lai V: mot gid tri.

Két qua V bac bo hoic thira nhan van dé P chang minh.

“Chitng minh khong tiét 16 thong tin” dugc phat minh boéi Goldwasser,
Micali va Rackoff nam 1981 (duoc viét tit 1a GMR). Chitng minh khéng tiét 1o
thong tin (va ching minh twong tac) 1a mot trong nhitng ly thuyét hay va c6 anh
hudng lon trong nganh khoa hoc may tinh.

3/.C4c thanh phan trong phép chiing minh khong tiét 1§ thong tin
C6 hai nhan vat ma chung ta thudng xuy@n nhic dén trong van dé nay:

- Peggy Prover (nguoi chitng minh): Peggy c6 théng tin mudn ching minh
cho Victor thdy, nhung c6 ay lai khdng muén néi thang bi mat dé cho Victor.

- Victor Verifier (nguoi xac minh): Victor hoi Peggy mét loat cac cau hoi,
6 gang tim ra duoc Peggy c6 thuc sy biét duoc bi mat d6 hay khong. Victor
khong thu duoc diéu gi tir bi mat d6, ngay ca khi anh ta gian 1an hay khéng tuan
theo chi dan cua giao thuc.
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2.1.2. Khé&i niém vé chirng minh twong hd
1/.Khai niém

Trudc tién ta thao luan y tuong vé hé thong chimg minh twong hd. Trong hé
théng chimg minh twong hd ¢é hai thanh vién: Lan va Nam. Lan 1a nguoi ching
minh va Nam 1a ngudi kiém tra phép chitng minh. Lan biét mot diéu bi mat gi do
va c6 ta muén ching minh cho Nam rang c6 ta biét diéu d6.Phép ching minh
turong hd 1a mot giao thic hoi dap, gdm mot s6 vong xac dinh.

Trong mdi vong, Lan va Nam luan phién thuc hién céc cong viéc sau:
- Nhan mét thdng bao tir nhom khac.

- Thyc hién mét tinh toan riéng.

- Gui mot thdng bao tai nhom khéc.

Mot vong cua giao thirc gom mot yéu cau ciia Nam va mot dap ang cia Lan.
Téi cudi phép chitng minh, Nam sé& chap nhan hoac tir chéi phép ching minh cua
Lan tiy thudc vao viéc lidu Lan c6 dap tng thanh cong cac yéu cau caa Nam hay
khong.

2/.Tinh chat
Phép chimg minh twong hd co:

- Tinh day du khi va chi khi trong truong hop Lan biét phép chiing minh x
cho bai toan r , thi Nam luén chap nhan Lan.

- Tinh ddng din nghia 1a néu Lan khong biét cach ching minh x cho bai
toan r thi xac suat d& Nam chap nhan Lan 1 rat nho.

Phép chimg minh twong hd ¢ thé thuc hién duoc trong thoi gian da thuc goi
la phép chimg minh tuwong hd trong thoi gian da thuc.
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2.2. HE THONG CM KTLTT CHO TiNH PANG CAU CUA PO THI
2.2.1 Khai niém dd thi dang cau
1/.Khéi niém

Bai toan d6 thi dang cau dugc mo ta dudi day. Pay 1a mot bai toan ma cho
tgi nay nguoi ta chua tim ra thuat giai nao do co6 thoi gian da thirc cho bai toan, tuy
nhién nd khéng nam trong 16p bai toan NP day du.

Pinh nghia dé thi dang cau:

Cho hai df) thl n dinh G, = (Vl , El) va G, = (V2 , Ez) , Gq va G, duoc déng
cau néu c6 mot song anh p: V; = V, sao cho {u,v}€ E; khi va chi khi
{p(u),p(v)}€ E..

2/.Mét so @6 chirng minh twong hd cho tinh ding cau cia dé thi

So d6 néu ra dudi day nham thuc hién muc dich: Lan mudn thuyét phuc
Nam rang hai d6 thi di cho 1a dang cau bang mot giao thtc 1a chimg minh twong
hd, nhung vao lac két thic giao thire Nam van khdng cé cht théng tin nao vé cach
chtng minh (cho chinh anh ta hoic cho ngudi thir ba) rang hai d6 thi d6 1a dang
cau. Pay 1a mot khai niém rat kho dinh nghia hinh thuc, vi vay ta s& xét mot vi du
trudc khi dinh nghia

Hé théng CM KTLTT hoan thién cho tinh dang cdu cia do thi:
DPAu vao:
Thong tin cong khai: Hai d6 thi G, va G, ,mdi do thi c6 tap dinh {1...n}.

Thoéng tin bi mat cua Lan: Phép hoan vi ¢ dua G, tré thanh G, .
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Thuc hién:
Lap lai cac budc sau n lan:

- Lan chon mot phép hoan vi ngau nhién m cta {1...n} ¢6 ta tinh H 1a anh
cua G, theo r va gui H cho Nam.

- Nam chon mét s6 nguyén ngau nhién i = 1 hoac 2 va gui n6 cho Lan.

- Lan tinh mot phép hoén vi p dua H tré thanh G; . Lan sé gii p cho Nam
(néu i=1 thi Lan s& xac dinh p = 7, néu i=2 thi Lan s& xac dinh p 1a 0.7 hop cua o
va ).

-Nam s& kiém tra xem H c6 phai 1a anh caa G; theo p hay khéng.
Két thuc:

Nam s& chi chap nhan ching minh cua Lan, néu H 1a anh cua G; & mdi mot
trong n vong.

Vi du:

Giasa G, = (V, E) vaG,=(V, Ey) trong 46 V={1, 2, 3, 4} , E; = {12, 13,
14,34} va E, = {12, 13, 23, 24}.Mot phép dang cau tir G, sang G 1a hoén vi o = (4,
1,3, 2).

Bay gio gia sir ¢ trong vong nao d6 cua giao thic, Lan chon hoan vi = (2,
4,1, 3).Khi d6 H s¢€ ¢ tap canh {12, 13, 23, 24}.

Néu yéu cau cua Nam la i = 1 thi Lan s& cho Nam phép hoan vi  va Nam s&
kiém tra xem anh cta G, theo 7 ¢6 phai 1a H khong.

Néu yéu cau cua Nam 1a i = 2 thi Lan s& cho Nam phép hop p = .0 = (3, 2,
1, 4) va Nam s& kiém tra xem anh cua G, theo p c6 phai 13 H khéng.
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3/.Tinh chat

Dé& dang kiém tra duoc tinh day du va tinh dung dan cua giao thic. Khong
kho khan thay riang, xac xuat dé Nam chap nhan s& bang 1 néu Lan biét phép
chting minh G, dang cau véi G,. Nguoc lai, néu Lan khdng biét phép ching minh
thi chi ¢ mot cach dé Lan lira d6i dwoc Nam va c6 ta phai gia dinh gia tri i ma
Nam s& chon & mdi vong va truyén cho Nam mat db thi ngau nhién (bang ciu voi
G; tuwong (ng).X4c xuat dé Lan gia dinh ding cac yéu cau cia Nam trong ca n
vong la2™.

Tat ca cac tinh toan caa Nam c6 thé thyuc hién duoc trong thoi gian da thac
Vi tat ca céc tinh toan phai thuc hién 1a cac phép sinh sé ngau nhién va cac phép
hoan vi. Ta ciing thay rang, cac tinh toan caa Lan ciing twong ty nhu Nam(Do d6
c6 thé duoc thuc hién trong thoi gian da thirc), néu co ta biét dugc su ton tai cua
phep hoan vi o sao cho anh cua G, theo o la G;.

Tai sao ta lai coi hé théng chirg minh 13 hé théng ching minh khong tiét 16
thong tin ? Ly do 1a & chd mic di Nam da thuyét phuc rang G, 1a dang cau véi G,
nhung anh ta van khong thu thém duoc ty kién thirc nao dé gitp tim duoc phép
hoan vi o dua G, vé G. Tat ca nhitng diéu ma Nam thay trong mdi vong caa phép
chtrng minh 1a mot dd thi ngau nhién H dang ciu véi cac do thi G; va G, cling Voi
mot phép hoan vi dua G, thanh H hoac dua G, thanh H (Nhung khong phai la ca
hai). Tuy nhién Nam c6 thé ty minh tinh cac ban sao ngau nhién caa cac do thi nay
ma khéng can téi su gitp d& cta Lan. Vi cac d6 thi H duoc chon mot cach doc lap
va ngau nhién & mdi phan cia phép chirg minh nén diéu nay khong gitip d& dugc
gi cho Nam trong viéc tim mot phép dang cau tir G, sang G, .

Ta xem xét ki ludng thong tin ma Nam thu dugc nho tham gia vao hé thong
chirmg minh twong ho :

- Céc d6 thi G, va G,.
- Tét ca cac thong bao duoc Lan va Nam gui di.
- C4c s6 ngau nhién ma Nam dung dé tao céc yéu cau cua minh.

Bai vay, cac thong tin T thu duoc qua so d6 ching minh twong hd vé phép
dang cau do thi s& c6 dang sau: T = ((G1, G2); (H;, ij, p;) ... (Hn, in, pn)).
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4/. Gia mao bién ban ghi nhan dwec sau giao thic chitng minh

Diém mau chét (tao co sd cho dinh nghia hinh thic vé phép ching minh
khong tiét 16 théng tin) 1a Nam (hay bat ki nguoi ndo khéc) co thé gia mao céc
thong tin T (ma khong can phai tham gia vao hé thong chirng minh twong hd)
gidng nhu cac thong tin thuc té. Viéc gia mao duogc thyuc hién theo thuat toan duoc
mo ta nhu sau:

Thudt todn gid mao chitng minh twong hé cho tinh dang cau:
Dau vao:
Hai d6 thi G; va G, , mdi db thi c6 tap dinh {1...n}.
Thuat toan:
T=(Gy, Gy)
Forj=1tondo
Chon ngau nhién i; = 1 hogc 2
Chon p; 1a mot hodn vi ngau nhién cua {1, ..., n}
Tinh H; la anh cta Gi; theo p;
Ghép (H;, ij, p;) vao cudi cua T.

Theo ngdn ngix cia phép ching minh khéng tiét 16 théng tin, mot thuat toan
gia mao thuong duoc goi 1a mot bo md phong. Viéc mot bdo md phong cd thé tao T
c6 mot hé qua rat quan trong. Bat ki két qua nao ma Nam (hay bat ki ai khéc) cé
thé tinh tir T cling c6 thé tinh duoc tir mot ban T gia mao. Boi vay, viéc tham gia
vao hé théng chung minh s& khong lam ting kha nang tinh toan ctia Nam. Bac biét
diéu nay khong cho phép Nam tu chimg minh duoc rang G; va G, la dang ciu.
Hon nita, Nam cling khong thé thuyét phuc duoc ai khac rﬁng GivaG;la déng cAu
bang cach chi cho ho mot ban T, boi vi khong c6 cach nao dé phan biét mot ban T
hop 1€ va mot ban T gia mao.
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2.2.2. Pinh nghia hé théng CM KTLTT hoan thién

Trudc hét, ta dinh nghia mot cach chinh xac vé thdng tin gia mao va dua ra
mot dinh nghia chat ch& theo thuat ngit vé cac phan bd xac xuat.

Gia sur ta c6 mot phép ching minh twong hd x cho bai toan  va mot bo mo
phong thoi gian da thirc S. Ki hiéu tap tat ca théng tin T ¢ thé tinh tir x 12 F(x) (tap
F nay nhan duoc tir viéc thuc hién phép chimg minh twong hd cua Lan va Nam) va
Ki hiéu tap 7 gia mao c6 thé duogc tao boi S 1a T(x). Vi thdng tin bat ki T € 7(x),
cho p,(T) la x4c xuat dé T 1a théng tin gia mao duoc tao bai S. Gia st rang
7(x) = F(x) va vai bat ki T € 7(x) ndo, ta c6 p,(T) = p(T) (ndi cach khac, tap
cac thong tin thuc ddng nhat véi tap cac thong tin gia mao va hai phan bb xac xuat
1a nhu nhau). Khi d6 ta dinh nghia hé thong chirng minh twong hd 12 hé thong
chting minh khong tiét 16 thong tin hoan thién doi vai Nam.

Di nhién 1 c6 thé dinh nghia dic tinh khong tiét 16 thdng tin theo kiéu ma ta
thich. Tuy nhién diéu quan trong 1a dinh nghia phai giit ndi dung co ban cia dic
tinh nay. Ta coi rang mot hé thong ching minh twong hd 1a hé khdng tiét 16 thong
tin cho Nam néu ton tai mot hé md phong tao ra T ¢ phan bb xac xuat dong nhat
vé6i phan bb xac xuat cua cac thong tin duoc tao ra khi Nam tham gia vao giao thic.
Bai vay, sé 1a hop ly khi ta xem ring bt ctr viéc gi ma Nam c6 thé thuc hién duoc
sau khi tham gia vao giao thuc, ciing chi nhu viéc ma anh ta cé thé thuc hién duoc
néu sir dung hé mé phong dé tao T gia mao. Mic du ta khong dinh nghia “thong tin”
(hiéu biét) bang céch tiép can nay nhung bét cir diéu gi dugc coi la thong tin thi
Nam khong lugom duoc ty nao.

Chizng minh: So @6 1a hé théng CM KTLTT hoan thién:

Bay gio ta s& chung to rang hé thdng chimg minh twong hd cho tinh dang
cau d6 thi 1a mot hé thdng chimg minh khong tiét 16 théng tin hoan thién di voéi
Nam.

Gia stir G va G, 1a cac dd thi dang cu c6 n dinh. Mot ban T (thuc hoic gia
mao) s& gom n bo ba dang (H, i, p) trong d6 i =1 hoac i = 2, p 1a mot phép hoan vi
cua {1...n} va H la anh cua G; theo hoan vi p . Ta goi b6 ba nhu vay la b ba hop
1& va ki hiéu n6 12 R. Trudéc tién ta sé tinh |R| 1a s cac bo ba hop 1é . Hién nhién l1a
IR| = 2.n! vi mdi phép chon i va p s& xac dinh mot db thi duy nhét H.
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O mdi vong cho trude j bat ki cua thuat toan gia mao, rd rang 1a mdi bo ba
hop 18 (H, i, p) s& xuét hién véi xac xuat nhu nhau bang 1/(2.n!). Vay xac suat dé
bo hop 18 (H, i, p) 12 b ba thir j & ban sao thuc 1a gi? Trong hé théng ching minh
tuong hd, trudc tién Lan s& chon mot phép hoan vi ngau nhién p néu i=1, sau do
tinh H 1a anh caa G, theo p.Phép hoan vi p duoc xac dinh 1a p néu i=1 va né duoc
xac dinh 12 hop cua hai phép hoan vi  va p néu i=2.

Gia st gié tri cua i duoc chon ngau nhién bai Nam.Néu i=1 thi tat ca n! phép
hoan vi p 1a ddng x4c suét vi trong truong hop ndy p = w va  da duoc chon 1a mot
phép hoan vi ngau nhién. Mit khéc, néu i=2 thi p=m.o , trong d6 m 14 ngau nhién
va o 1a ¢d dinh. Trong trudng hop nay mdi phép hoan vi c6 thé déu cé xac suat
bang nhau. Xét thay, vi ca hai truong hop i=1 va i=2 déu c6 xac xuat bang nhau va
mdi phép hoén vi p ddng xéc suat (khdng phu thudc vao gia tri caa i) va bai vi i va
p cung xac dinh H nén suy ra moi bo ba trong R chac chan s& dong Xac suat.

Vi théng tin gém n b ba ngau nhién doc 1ap ghép lai véi nhau nén véi mdi
ban sao c6 thé c6 T ta co:

1
pT (T) = pF (T) = (Z*Tl!)n

Truwong hep khong co ké trung thuc:

Trong chimg minh trén da gia thiét Nam tuan tha giao thuc khi anh ta tham
gia vao hé thong chimg minh twong hd. Tinh hinh s& phtc tap hon nhiéu néu Nam
khong tuan theo giao thirc. Phai chiang mot phép chiung minh twong hd van con giir
duoc dic tinh khong dé 16 théng tin ngay ca khi Nam di chéch khoi giao thic.

Trong truong hop ghép dang cdu db thi, cach duy nhat ma Nam di chéch
khoi giao thirc chon cac yéu cau i caa minh theo cach khdng ngau nhién. Vé mat
truc giac, cd vé nhu diéu nay khong cung cap cho Nam mét chat “hiéu biét” nao.
Tuy nhién cac ban sao dugc tao boi bo md phong sé khéng con gidng nhu cac ban
sao do Nam tao ra néu anh ta di chéch khoi giao thirc. Vi du, gia s Nam chon i=1
trong moi vong cua phép chiang minh. Khi c6 mot ban sao caa phép chiing minh
tuong hd s& ¢d i; = 1 voi 1<j<n, trong khi d6 mot ban sao duoc tao bsi by md
phong s& cd i; = 1 vai xac suat xuat hien 27 .
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Diéu khé khan ¢ day 1a phai chung to rang cho du Nam “khong trung thuc”
di chéch khoi giao thirc nhung van ton tai mot bo md phong véi thoi gian da thirc
tao ra cac ban sao duogc tao bai Lan va Nam (khong trung thuc) trong phép ching
minh twong hd. Ciing nhu & trén, cau “gidéng nhu” duoc hinh thic hoa bang cach
noi rang hai phan b xac suat nay dong nhat.

2.2.3. Pinh nghia hé thong CM KTLTT hoan thién khong diéu kién

Gia str rang ta ¢ mot hé théng chung minh twong hd theo thoi gian da thirc
cho mat bai todn quyét dinh cho trudc . Cho V' 1a mot thuat todn xac suét theo
thoi gian da thirc ma Nam (c6 thé khéng trung thuc) sir dung dé tao cac yéu cau
cuia minh (téc 1a V™ biéu thi cho mot ngudi kiém tra trung thuc hodc khong trung
thuc). Ky hiéu tap tat ca cac thdng tin co thé (duoc tao ra do két qua caa phép
ching minh twong hd ma Lan va V'~ thuc hién véi truong hop Lan biét x cua m) 1a
(V" X). Gia str rang véi mdi V™ nhu vay ton tai mot thuat toan xac suat theo thoi
gian da thitc S” =S (V") (b6 mo phong) tao ra mot ban sao gia mao. Ki hiéu tap cac
ban sao gia mao c6 thé bang F(V" , x). Vi mot ban sao bat ky Te (V™ , x) cho
pr(T) 12 xac suit dé T 1a thong tin do V' tao ra khi tham gia vao phép chang minh
tuong hd. Tuong tu, voi T € F(x), cho pr(T) la x&c suat dé T la théng tin (gia mao)
dugc tao boi S”. Gia s rang F(V™, x) = F(V', X) va véi bat ky TEF(V, X), gia sir
rang pry+(T) = pry+(T) . Khi d6 hé thong chimg minh twong hd duoje goi 12 mot
hé théng chirng minh khong tiét 16 théng tin hoan thién khong diéu kién.

Pé chang minh rang hé théng chiang minh 1a khong tiét 16 thdng tin hoan
thién ta can mot phép bién ddi chung dé xay dung mot bo mé phong S™ tir V™ bat
ky. Ta sé& tiép tuc thuc hién viéc nay d6i véi hé théng ching minh cho tinh dang
cau cua dd thi. Bo moé phong s& dong vai trd cia Lan sir dung V' nhu mot “chuong
trinh con” ¢6 kha ning khai tao lai. N6i mot cach khdng hinh thie, S™ s& ¢ gang
gia dinh mot yéu cau i; ma V' s& dua ra trong mdi vong j. Tuc 14 S s& tao ra mot
bo ba hop I¢ ngdu nhién c6 dang (H; , ij , p;) va thuc hién thuat toan V™ dé thay
duoc yéu cau ciia n6 danh cho vong j. Néu gia dinh i; gidng nhu yéu cau i; (Nhu
dugc tao bai V) thi b ba (H; , ij, p;) s& dugc gan vao ban sao gia mao. Néu khong
thi bo ba nay s& bi loai bo. S” s& gia dinh mot yéu cau méi bat dau cua vong hién
thoi . Thuat ngit “trang thai” dugc hiéu I1a cac gid tri cua tat ca cac bién ding trong
thuat toan.
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Bay gio ta s& dwa ra mot mo ta chi tiét hon vé thuat toan mé phong S°. O
thoi diém bét ki cho trudc, trong khi thuc hién chwong trinh V', trang théi hién
thoi cua V™ s& duoc ki hiéu 1a state(V").

Thudt todn gid maocho V" déi véi c&c ban saocho bai todn do thi dang cau:
Dau vao:
Hai d6 thi dang cau G, va G, , mdi db thi co tap dinh {1...n}.
Thuat toan:
T=(G1, Gy)
for j=1tondo
Xac dinh trang thai cii bang trang thai V"
Repeat
Chon ngau nhién i;=1 hogc 2
Chon p; 1a phép hoan vi ngau nhién cta {1...n}
Tinh H; la anh cta Gi; theo p;
Goi V' véi dau vao H;, ta thu dugc mot yéu cau i;
If i; = i; then
Ghép (H;, ij, p; ) vao cudi cia T
Else

Thiét 1ap lai V" bang cach xac dinh lai trang thai (V') = trang
thai cti
Until ij = ij’
C6 kha nang bo md phong s& khong ding lai néu khong ra i; = i; . Tuy nhién c6 thé

chang t6 rang, thoi gian chay trung binh ciia bd mé phong 1a thoi gian da thic va
hai phan b xac suat pg ,+(T) va p,y+(T) 1a dong nhit.
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2.2.4. Pinh ly vé hé théng chirng minh twong hd cho d6 thi ding ciu
Phat biéu:

Hé théng chang minh twong hd cho tinh dang ciu d6 thi 1a mot hé thong
chting minh khéng tiét 16 thong tin hoan thién.

Chirng minh:

Trudc tién ta thiy rang bat luan V" tao c4c yu cau cua no ra sao, Xac suat dé
gia dinh i; cua S™ gidng nhu yéu cau i;la bang Y. Nhu vay trung binh S™ phai tao
duoc hai bo ba, dé tao ra duoc mot bo ba gan vao ban sao gia mao. Do d6, thoi
gian chay trung binh la thoi gian da thac theo n.

Nhiém vu khoé khan hon 1a phdi ching to ring hai phan bd xac suét pg,-(T)
Va p, y+(T) 12 nhu nhau. O trén, ta da tinh dugc hai phan bd xac suat va thay ring
chung déng nhat voi truong hop Nam 1a ngudi kiém tra trung thuc. Ta cung da sir
dung mot yéu té 1a cac bo ba (H, i, p) duoc tao & cac vong khac nhau cua phép
ching minh ddc lap. Tuy nhién trong bai toan nay ta khong c6 cach tinh toan tuong
minh hai phan bé xéac suat. Hon nita cac bo ba dugc tao & cac vong khac nhau cua
phép chiing minh lai khong doc 1ap. Vi dy, yéu cau ma V™ dir ra ¢ vong j c6 thé
phu thudc theo mot kiéu rat phic tap nao d6 vao cac yéu cau do.

Cach khac phuc cac kho khin nay 13 phai xem xét cac phan bo xac suat trén
cac ban sao bo phan cd thé trong qua trinh md phong hoac ching minh thwong hd
va sau do tiép tuc bang phwong phéap qui nap trén sb cac vong. V6i0<j<n, ta
xéc dinh cac phan bo xac suat py - ;(T) Va py -, (T) trén tap cac ban sao by phan
T; xuat hién & cudi vong j. Chi Y rang p,y+ ;(T) = pry+(T) VA pry o(T) = pry-(T).
Bgi vay neu co the chung to rang hai phan bo p, - ;(T) va py - ;(T) la dong nhat
véi moi j thi ta co diéu can chiang minh.

Truong hop j = 0 ¢ng véi khi bit dau thuat toan: lGc nay ban sao chi gom hai
d6 thi G, va G,. Boi vay cac phan bo xac suat 1a ¢ong nhat khi j = 0. Ta s& su dung
diéu nay dé bat d¢au phép qui nap.

Trudc tién gia si hai phan b xac suat py - ;1 (T) Va pry- j—1(T) trén T 13
ddng nhat vai gia tri j=1 nao d6. Sau d6 ta s& chiing to rang hai phan bd xéac suat
pry-;(T) V& pey-;(T) trén 7; dong nhat.
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Xét diéu xay ra trong vong j ciia phép chimg minh tuong hd. Xac suét dé yéu
cau cia V' 1ai; = 1 1a mot s6 thuc p; nao d6 va xac suat dé yéu cau caa V™ i;= 2 1a
1-p;, & day p; phu thugc vao trang thai cua thuat toan V" khi bit dau vong j. O trén
ta nhan xét rang, trogn phép ching minh twong hd tat ca cac do thi H cd thé déu
duocc Lan chon véi xac suat nhu nhau. Ciing vay, mot phép hoan vi p bat ki s&
Xuat hién véi xac suat nhu nhau (khong phu thugc vao gid tri p;), vi moi phép hoan
vi déu dong kha nang doi voi mdi yéu cau ij co thé. Boi vay, xac suat dé bo ba thir
j & trén ban sao (H, i, p) bang pi/n néu i=1 va bang (1-p;)/n néu i=2.

Tiép theo ta s& thuc hién phan tich tuwong tu cho phép md phong. Trong mot
budéc lap cho trude bat ky cua vong 1ap REPEAT, S™ s& chon mot dd thi H bat ky
Véi XAc suat 1/n! . Xéc suat dé i=1 va yéu cau cia V' 1a 1 bang pj/2 : xac suat dé
i=2 va yéu cau cia V' 1 2 bang % sé& khong c6 gi duoc truyén di trong 1an 1ap cho
bat ki caa vong lap REPEAT.

Trudc hét ta xét truong hop i=1. Nhu da néu ¢ trén, xac suat dé yéu cau caa
V=11 pJ Xéc suit & mot bo ba (H , i, p ) duoc coi 1a mot bo ba thir j trogn ban
sao ((H , i, p) duogc tiép tuc truyen dl) trong buoc lap tha | caa vong lap
REPEART bang.

P1
2l n!

Bai vay, xac suat dé (H , i, p) 1a bo ba thir j trong ban sao Ia:

)__

Truong hop i=2 duoc phana tich theo cach twong tu: xac suat dé (H , 2, p)
duoc coi 12 bo ba thir j trong ban sao bang (1-py)/n!

Zln'

Nhu vay hai phan bd xac suat trén céc ban sao bo phan tai cudi vong j la
dong nhat. Theo qui nap, hai phan bd xac suat p, - ;_1(T) Vap,y- ;—1(T) la nhu
nhau. Pinh 1y da dugc ching minh.
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2.3. HE THONG CM KTLTT CHO BAI TOAN THANG DU BAC HAI
2.3.1. So’ d6 chitng minh

Bay gio ta s& trinh bay mot sé vi du khac vé cac hé thdng chiing minh khong
tiét 16 thong tin hoan thién. Mot phep chang minh khdng tiét 16 théng tin hoan
thién cho cac thing du bac hai (modulo n=p.q, trong d6 p va q 1a cac yéu td):

Chitng minh twong hé khong tiét 16 thong tin hoan thién cho thang du bdc hai:

Pau vao: Mot sé nguyén n c6 phan tich n =p.q khong duoc biét, trong d6 p va q 1a
cac sb nguyén té va xeQR(n).

Thuat toan:

Lap lai cac budc sau log,2 lan:
- Lan chon mét sé ngau nhién v € Z,'va tinh y=v® mod n.Lan guri y cho Nam.
- Nam chon mot s6 nguyén ngau nhién i=0 hoac 1 va giii né cho Lan.
- Lan tinh z = u' v mod n. Trong d6 u 14 can bac hai cia x va giri x cho Nam.
- Nam s& kiém tra xem liéu c6 théa man z2 = x'y (mod n).

- Nam s& chap nhan chitng minh caa Lan néu tinh toan ¢ bude dugc 5 kiém
tra cho mdi vong (trong log,n vong).

Lan dang phai ching to rang x 1a mot thiang du bac hai. O mdi vong ta sé tao
mot thang du bac hai ngau nhién y va giri ndé cho Nam. Sau d6, tiy thudc vao yéu
cau cia Nam, Lan sé& dwa cho Nam cin bac hai caa y hoic cin bac hai cua xy.

41



2.3.2. Tinh chét cia so dd

R0 rang giao thirc nay 1a day du. Bé ching minh tinh dung dan ta thay rang ,
néu x khong phai 12 mot thang du bac hai thi Lan chi c6 thé tra loi mot trong hai
y&u cau ¢ thé vi trong trudng hop ndy y 1a mot thiang du bac hai khi va chi khi xy
khong phai la mot thang du bac hai. Boi vay Lan s€ bi tom & mét vong cho trudc
bat ky ctia giao thirc Vi X4c suat % va xéac suat dé Lan danh lira dwoc Nam trogn
toan bo n vong chi bang (27!°92™ — 1)/n (Iy do c6 log.n vong la do c& dic trung
ctia bai toan ti 1& vai s bit trong biéu dién nhi phan cua ngudi 1a log.n). Bai vay
X4C suat danh ltra cia Lan s& 1a3 mot ham mii Am cta ¢& dic trung cta bai toan
giong nhu trong phép chang minh khéng tiét 16 thong tin cho tinh dang cau db thi.

2.3.3. Chitng minh so' d6 c6 tinh day di

C6 thé chi ra tinh khdng tiét 16 thong tin hoan thién dbi véi Nam theo cach
tuong tu nhu bai toan dang ciu d6 thi. Nam c6 thé tao ra bo bab (y, i, ) bang cach
trude tién chon i va z va xac dinh: y=z*(x')" mod n.

Cac bd ba duoc tao theo cach nay cd cling phan bd xac suit nhu cac bo ba
duoc tao trong giao thic voi gia thiét Nam chon céc yéu cau caa minh mot cach
ngau nhién. Tinh khéng tiét 16 théng tin hoan thién (voi V™ tly y) c6 thé dugc
chung minh theo phuong phap twong tu nhu dbi voi bai toan dang cau do thi. N6
doi hoi phai xay dung mot no md phong S” dé gia dinh cac yéu cau cua V' va chi
gitr lai cac bo ba ng voi cac gia dinh dang.
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Chuong 3. UNG DUNG CHUNG MINH KHONG TIET LO
THONG TIN

3.1. UNG DUNG CM KTLTT TRONG BO PHIEU PIEN TU

Chung ta dd biét mot s6 ki thuat tham do ¥ kién tir xa (cac kg thuat nay c6
trong bo phiéu dién tu - Electronic Voting). Ct tri gitt bi mat 14 phiéu khi truyén tir
xa toi ban kiém phiéu bing cach ma hda ndi dung la phiéu. Theo k§ thuat “ma hoa
ddng cau” , ban kiém phiéu c6 thé tinh dugc két qua tham do tir xa ma khéng can
phai giai ma noi dung la phiéu. Van dé nay sinh 1a ctr tri phai chimg minh dugc voi
ban kiém phiéu rang 4 phiéu ciia minh 1a hop & nhung néi dung cia la phiéu
khéong dwoc tiét 1§ voi ho. Dé thuc hién diéu nay, ngudi ta dung k¥ thuat “chang
minh khong tiét 16 thong tin” (Zero-knowledge proof). Chung t6i trinh bay y tudng
trén dé thyc hién né phiéu loai “chon 1 trong k”.

3.1.1. So' 6 bé phiéu truyén théng

Trong lich st thé giGi da c6 rat nhiéu cudc bau cir, nhitng cudc bau cir gitr
mét vai trd quan trong trong viéc xac lap cac thé ché chinh tri cua céc quéc gia tir
l6n dén nho. Trong thé gidi hién dai, viéc bo phiéu bau quéc hoi 1a mot trong s6
nhitng sy kién quan trong nhat cia dat nuéc. Chinh vi vay, ngudi ta da bo rat nhiéu
cOng stc VAo Viéc cai tién cac phuong thic bau cir 1am cho cac cudc bau cir ngay
cang tré nén “t6t” hon. Phuong thirc bau cir duoc thay doi theo ting thoi ki, theo
su tién bo cua x& hoi, nhung tinh chat cia mot cudc bau ctr “tét” thi khong thay doi
dang ké:

+ Tinh chat 1: - Quyén dugc bo phiéu: Chi c6 nhitng ngudi c6 quyén duoc
bo phiéu méi dugc tham gia. Va mdi nguoi chi dugc bo phiéu khdng quéa mét lan.
Cudc bo phiéu ciing phai duoc thuc hién 1am sao dé nhitng ngudi c6 quyén duoc
bau cir c6 diéu kién thuan lgi dé thuc hién quyén cua minh.

+ Tinh chét 2: - Tinh bi mat: Trong mot cudc bo phiéu, nguoi bo phiéu co
thé yén tam la khdng ai c6 thé tim ra dugc minh da bo phiéu cho ai. Diéu nay dé
tranh viéc tra thi nhitng ngudi bat dong quan diém.
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+ Tinh chat 3: - Két qua chinh xac: M&i c& nhan c6 quyén kiém tra cudc bau
ctr va c6 kha nang phat hién nhitng sai pham trong qua trinh bau ctr véi thé 1& bau
ctr dat ra ban dau. Thudng nhitng ddi tugng dugc quyén kiém tra bao gom tat ca
c4c ctr tri va ban kiém phiéu. Néu cd thé thi phai cung cap phuong phép dé giai
quyét cac sai pham mot cach hiéu qua.

Hién tai thi da s6 c&c cudc bau cir van duoc thuc hién theo cach truyén thong.
Tuy nhién vai toc d6 phat trién nhanh chdng caa cong nghé thong tin, va dac biét
la xu thé thuc hién “chinh phu dién tir” thi viéc sé hda cudc bau cir dé thay thé cho
phuong thire truyén thdng 1a diéu tat yéu s& phai dién ra trong twong lai gan. Trong
nhitng ndm gan dy, trén thé giéi c6 mot s6 nudc thir nghiém viéc bo phiéu dién to.

So do bé phiéu truyen thang:

Khi bo phiéu theo phwong thic truyén thdng, ta mang gidy to ca nhan va 14
phiéu chua c6 nodi dung gi dén ban dong dau. O d6 ngudi ta kiém tra gidy to dé xac
minh quyén bo phiéu, va dong dau xac thuc 1én 14 phiéu. Sau d6 ta vao phong bo
phiéu, cat gidy to di, nhu vay 14 phiéu hoan toan khong c6 thong tin dinh danh.
Cong viéc cudi cung 1a dién vao mot 14 phiéu thong thuong va bo vao hom. Qua
trinh bo phiéu truyén théng nay duoc coi la nic danh néu nhitng ngudi tham gia
qua trinh déu tuan tha qui trinh.

Tir so d6 bo phiéu truyén théng, viec boé phiéu co thé chia ra 1am ba giai
doan: Pang ki, bo phiéu, kiém phiéu.

3.1.2. Mt s6 khai niém
1/.Van dé “bé phiéu dién ti” (Electronic Voting)

Nghién ctu vé “Bo phiéu tham do tir xa” 1a mot chu dé quan trong déng gop
cho sy tién bo cua x& hoi dan chi. Néu mét hé thong bo phiéu tham do an toan va
tin cay, n6 s& duoc sir dung thudng xuyén dé thu thap y kién caa moi nguoi cho
nhiéu quyét dinh vé chinh tri va x& hoi thong qua hé thong tu dong hoa. “Boé phiéu
tham do tir xa” ciing phai dugc céc tinh chat nhu “Bo phiéu truyén thong”. Mot qui
trinh bo phiéu gdm mot sb giai doan (cong doan). Hién nay c6 nhiéu ky thuat mat
ma dé thuc hién hop Iy trong timg giai doan.

44



Trong khoa luan nay t6i xin trao doi vé giai doan Ce tri (CT) chuyén la
phiéu thim do t¢i Ban kiém phiéu (Ban KP) cho so d6 bo phiéu loai “Chen 1
trong k”. Trong giai doan nay ngudi ta sir dung ky thuat “Ma hoa dong cau — Chia
sé bi mat” (Homomorphic Encryption — Secret Sharing), ky thuat “Chtirng minh
khong tiét 16 thong tin” (Zero — knowledge proof ).

2/. Giai doan cir tri chuyén 14 phiéu téi ban kiém phiéu

Theo suy nghi thong thuong, khi Cir tri (CT) chuyén 14 phiéu téi Ban kiém
phiéu (Ban KP) thi ho chi can ma hoa noi dung 14 phiéu 1a da. Vi tiép theo Ban KP
chi can giai ma noi dung 14 phiéu 1a tinh duoc két qua (kiém phiéu).

Nhune trén thuc té c6 thé xay ra cac tinh hudng sau:

-Ban KP hay mot nhdm thanh vién Ban KP khong trung thuc da gian lan
phiéu tham do, vi du nhu sta lai noi dung 14 phiéu sau khi giai ma (truéc khi kiém
phiéu). DBé khic phuc tinh hinh nay, nguoi ta sir dung ky thuat “Ma hoa dong cau —
Chia sé bi mat”. Vi giai phap nay Ban KP khong phai giai ma tirng la phiéu
nhung van tinh duoc két qua.

- Bé ¢am bao cdng khai kiém phiéu, 14 phiéu d¢a ma hoa khi t6i Ban KP phai
duoc niém yét cong khai. Nhu vay nhin trén bang niém yét nay, Ct tri s& nhan ra la
phiéu cua minh va ho c6 thé “ban” 14 phiéu tham do. Bé khic phuc tinh trang nay,
nguoi ta dung mot “Nguoi xac minh trung thuc” (TT — honest verifier ) lam trung
gian giira Cir tri va Ban KP. Cur tri guri 14 phiéu tir xa t6i Ban KP thong qua ngudi
x&c minh TT. Sau khi xac minh 1a phiéu hop I¢, anh ta lam “mu” 14 phiéu (m& hoa
la phiéu 1an tht 2), tiép d6 gui nd vé Ban KP. Trén bang niém yét céng khai, Cir tri
khong thé nhan ra 14 phiéu ctia minh dé c6 thé “ban” phiéu tham do.

Khi giai quyét 2 tinh hudng trén lai xuat hién hai van dé khéac:

- M6t 1a Cur tri phai ching minh cho nguoi xac minh TT biét 14 phiéu caa ho
la hop 18, tac 1a ndi dung 14 phiéu chi ghi mét trong sé k lua chon (loai lua chon
“chon 1 trong k), khdng can phai chi rd 14 phiéu ghi rd lya chon nao. Céch ching
minh nhu vay goi 1a “Chang minh khéng tiét 16 thong tin”. Vi cach chiing minh
nay, noi dung 1a phiéu khong bi tiét 16, trong khi moi nguoi du bang ching tin
dugc rang 14 phiéu nay 1a hop 18.
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- Hai 1a ngudi xa4¢ minh TT phai chang minh cho Cur tri, Ban KP, .. .biét rang
14 phiéu bi lam “mu” van hop Ié (theo nghia trén) bang céch chi ra rang anh ta so
hitu gia tri 8 dé 1am “mu” 14 phiéu. Nguoi xac minh TT chimg minh diéu nay ciing
bang phuong phap “Chung minh khéng tiét 16 thong tin ”, tirc 1a khdng can phai
tiét 16 chinh gia tri 8 .

Sau day la so do giai doan Ci tri chuyén |14 phiéu tsi Ban kiém phiéu:

Giao thirc 1: Cur tri ma hda la phiéu bang hé ma hoa Elgamal, Cir tri giri n6
t6i ngudi xac minh TT kém theo “Chang minh khéng tiét 16 thong tin” cho tinh
hop 1 cua 14 phiéu do.

Giao thirc 2: Sau khi xac minh 14 phiéu hop 1é, nguoi xac minh TT 1am “mu”
14 phiéu va guri n6 vé Ban KP kém theo “Chting minh khong tiét 16 thong tin” cho
tinh hop 1& caa 14 phiéu d3 bi lam “mu”. Cu thé chiang minh quyén s& hitu gié tri bi
mat 8 dung dé 1am “mu” 14 phiéu.

L& phiéu da L& phiéu ma hoa
a hoda (x,y da bi lam mu
Cir tri » Nguoi xac minh trung thuc » Ban kiém phiéu
L Lya chon ung L Xa&c minh tinh hop L - Kiém phiéu
vién & cua 14 phiéu - Niém yét cong
| Méihéala | Lam mu |4 phiéu khai cac 14 phiéu
phiéu d3 ma hoa 2 1an
—— Gui t6i TT laphiéu  —— “Chting minh khéng tiét 16
da ma hoa va “Chung théng tin” tinh hop 1€ cua
minh khong tiét 16 l& phiéu méi (da bi lam mu).
thong tin” cho tinh hgp
& cua 14 phiéu.

So dé Cur tri chuyén 14 phiéu téi Ban kiém phiéu
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3.1.3. Chitng minh tinh hep 1é caa l& phiéu (x, y) (Giao thic 1)

Theo so dd giai doan Cir tri (CT) chuyén 14 phiéu t6i Ban kiém phiéu(Ban
KP), phai thuc hién giao thizc 1 . T 12 Ct tri s& ma hoa 14 phiéu bang hé ma hoa
Elgamal, 14 phiéu di ma hoa duoc guri t6i ngudi xac minh trung thuc (TT) kém
theo “Chung minh khong tiét 16 thong tin” cho tinh hop 1& cua 14 phiéu do.

Gia st trong cudc bau ctr “chon 1 trong k”, néu Cir tri ndo d6 chon G; 1a tng
ctr vién thir i trong danh sach thi & phiéu hep 18 phai ghi G véii=1,2,... , k.
Bang ma hoa Elgamal, lya chon G; dugc ma hoa thanh (x, y) = (g%, h%G)).

Nhu vay Ctr tri mubn ching minh véi nguoi xac minh trung thyc TT rang 14
phiéu (x, y) la hop I¢, thi anh ta phai chi ra mot trong k dang thirc sau 1a ding:

(loggx = logn(Y/Ga))V ... V (loggx = logn(y/Gy)). (1)

Pé chang minh (1) ma khong bi 16 G; , Ctr tri va ngudi xac minh TT thong
nhat ding giao thizc “Chang minh khong tiét 16 thong tin” nhu sau:
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Giai doan 1 cu tri chieng minh 14 phiéu hop 1¢

Cw tri (CT) Nguwoi X&c minh TT

_MA& héa 14 phidu [(x, Y) = (g%, h®Gy)]
- Chon ngau nhién w € Z,,

Tinh a;=g", b;=h"

-Vé6ij=1,...i-1,i+1,..., k
Chon d;, rj € Z, (chua chon dj, 1;)

Tinh g = grix% , bj= h"i(y/G;)% (x,y). (A, B)

- Dét (A! B) = (a11 bl))"‘)(aki bk)
(St dung a; , b; da tinh & trén)

- TT chon ngau nhién

< C CEZ,
- CT tinh: (chua chon d;, ;)
di=c- Xz d;
(D,R)
=W — ad, ]

(D, R) = (dyq, r1),..., (dg, 1)

- TT kiém tra:

C =ds+...+dy
Choj=1,....k
8= g'ix®

bj = hTi(y/G))%

Néu déu dung TT két
luan: La phiéu hop Ié
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Gidi thich:

Bau cir “chon 1 trong k”
Vi k=1 ta co:

X=g% = a =loggx

y = h*.G; = a = logn(y/Gy)
|:> loggx = logh(y/Gy)

Vi k=i

X = g% = a = logyX

y = h%.G; = a = logn(y/G)
) loggx = logn(y/Gi)

Vi k=k
X=g% = a = loggX
y = h*.Gx = a = logn(y/Gy)
|:> logyx = logh(y/Gy)
Ta c6: 14 phiéu (X, y)
loggx = l0gn(y/G1)V...V loggx = logn(y/G;) V...V loggx = logn(y/Gy)

Vi 14 phiéu hop 18 1a 14 phiéu dung qui dinh (1a chi chon 1 &ng ct vién). Gia
sir (g cu vién duoc chon 13 ¢ng cir vién thir i = dé chiang minh 14 phiéu hop 1¢ ta
chi can ching minh dang thie thi i trong k dang thire trén 1a dung:

loggx = logn(y/Gi)
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Vi duz Chang minh tinh hop 1é cua 14 phiéu da ma hoa (x, y) = (g%, h®G;).

Gia st cudc bau cir “chon 1 trong 3”.Cac lua chon 1a 1 hoic 2 hoic 3. Ki
hiéu lwa chon tng cir vién tht i la G;.bé chitng minh tinh hop 18 cua la phiéu, ct tri
phai chung minh:(loggx = logn(y/Gi))Vv(loggx = 10gn(y/G2))Vv(loggx = logn(y/Gs)).(1)

Dé chang minh (1), Cir tri va nguoi xac thuc TT théng nhat ding giao thirc
“Chting minh khdng tiét 16 thong tin” nhu sau:

Chon phan tir sinh g=3, a=5 , khoa bi mat s=7, khéa cong khai h=g°=3".

Ky hiéu 3 ung ctr vién G; = 1, G, = 2, G3 = 3. Gia st cur tri chon G; = 2.

Cir tri (CT)

Ngwoi X&c minh TT

- Cur tri ma hoa 14 phiéu [(x, y) = (3°, (3)° .2)]

- Chon ngau nhién w = 2

Tinh a, = 3% b, = (3)°

- Vi j=1, 3 :Chon d; = 8, r, = 9 va tinh:
7N\5
a,=3(3%" by = (3)°(E2
Chon d;=10, r;=11 va tinh:

7N\5
2= 310.(35)111 by= (37)11_((3 3) -2)10

(A B) = (3°.(3%%, (30229, (3 (37),

(311.(35)10’ (37)11(@)10)

(x.y).(A,B)
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c - TT chon ngau nhién
<—
c=13
- CT tinh: d, = ¢c- Zj;ti d]
=c-(d;+d3)=13-(8+10)=-5
- CT tinh:r; =w - ad;
= 2-5.d, = 2-5.(-5) = 2 + 25 =27 (D, R)

- CT dit: (D, R) = (8,9), (-5,7), (10, 11)

- TT kiém tra:

C:d1+d2+d3:
=(8 + (-5) + 10) = 13

Choj=1,2,3

— AT dj
a=g/x"

bj=h"i(y/G;)%

= Két luan: La phiéu
hop Ié€.
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3.1.4. Chitng minh quyén sé hixu gia tri bi mat g (Giao thiic 2)

Theo so dd giai doan Cir tri (CT) chuyén 14 phiéu tgi Ban kiém phiéu(Ban
KP) phai thuc hién giao thac 2. Tac 1a sau khi xac minh 14 phiéu cta Ct tri 1a hop
1& ngudi xac minh TT lam “mu” 14 phiéu va gui n6 téi Ban KP kém theo “Ching
minh khong tiét 16 thong tin” cho tinh hop 18 cua la phiéu da bi lam “mu”.

Nguoi xdc minh TT 1am “mu” 14 phiéu théng qua cap (u, v) va dua trén gia
tri bi mat B . Bé ching minh 14 phiéu bi lam “mu” van hop 1€, ngudi xac minh TT
phai chimg minh duoc 13 anh ta sé hitu gia tri bi mat 8 théa man u = g, v = hP.
Nhung mit khac ngudi xac minh TT khéng mudn dé 16 8. C6 mét giao thire hiéu
qua dé ngudi xac minh TT lam viéc nay. Giao thuc Y. Trong so do sau ddy, nguoi
xac minh TT 13 nguoi chitng minh (P), ngudi hiém tra (V) 1a CT,Ban KP,...

Ngwoi xac minh TT (P) Nguai kiém tra (V)

-P 6 [(uv) =(g”, hF)]

-PchonwE€ Z,

- Tinh (a, b) = (g", ") (a, b)

P gui V gid tri ngau nhién w
thong qua (a, b)

«C -V chonc € Z,

V gui lai P gia tri ngau nhién c

-Ptinhr:=w+ fc r

v

P dap lai V bang r

- Kiém tra;

g =au’; h" =hv
Néu déu dung - V

thura nhan P so hitu

giatri .

Giai doan 2 TT ching minh |4 phiéu 1am mu hop 16
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Giai thich:
Taco: ¢ =gW+he=g" gfc=au’
h" = AW+ B¢ = W hBC = pv°
= Néu P khong biét gié tri B thi P khong thé tao ra r chinh xac dé cho V kiém tra.
Vi du:

Nguoi chang minh P chong=3,s=7,h=g¢°=3".C6 8 =5 st dung (u, v)
= (g#, h¥#) = (3, (3')°), cap sb ngay dung dé lam “mu” 14 phiéu di ma hoa cua Cur
tri.

P chitng minh v&i V rang minh sé hitu 8 ma khéng muédn dé 16 gia tri 5. P
thuc hién giao thirc >, voi nguoi xac minh V nhu sau:

Nguwoi xac minh TT (P) Nguai kiém tra (V)

- P co[(u, v) =3, (3"))]
- P chonw =2. Tinh (a, b)

(a, b) = (g", h") = (3% (3)")

o -V chonc=11

-P Tinh: r
r=w+pgc=2+5*11=57 |— *

- Kiém tra céc gia tri cua dang
thuc:

gl’ — 357 - 32- (35)11 — auC
hr — (37)57 — (37)5((37)2)11 — bvc

— V thtra nhan P sé httu 8 = 5.
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Néu c6 ai d6 gia mao rang da biét B dé tao (u, v) = (g#, hP) thi “kho” c6 thé
tinh duoc r= w + B¢, tirc 1a budc kiém thir g" = au®, h" = bv® “kh6” ¢6 thé thuc hién
dugc. Vivaya, b, c,r,g, h,u, v déu cong khai nén ai cling c6 thé x4ac minh dwoc r=
w + B¢ . Nho giao thic trén moi ngudi tin rang ngudi xac minh TT da dung B dé
lam “mu” 14 phiéu.

3.1.5. Giai doan cir tri chuyén |& phiéu téi ban kiém phiéu (phwong dn 2)

Trong muc 2.3.3 caa khoa luan da trinh bay giai doan Cir tri (CT) chuyén &
phiéu téi Ban kiém phiéu (Ban KP). N6 dugc thyc hién bang Giao thic 1 va Giao
thiec 2, ta goi 1a phuong an 1. Co phuong an khac (tam goi la 2) ciing dé thuc hién
giai doan nay bang 2 giao thirc. Giao thirc 1 gidng trong phuong an 1 va giao thirc
2 ¢6 thay d6i nhu sau:

Sau khi ngudi xac minh TT x&c minh 1a phiéu cua CT 1a hop 18,sau khi Ctr
tri xac minh nguoi xac minh TT s¢ hitu gid tri B thi chinh Cur tri lam “mu” 14
phiéu va giri n6 vé Ban KP (thay vi ngudi xac minh TT lam “mu” 14 phiéu va gui
n6 vé Ban KP nhu theo giao thuc 2 ciia phuong an 1). Trong phuong an nay chiing
t61 d& nghi: M&i 1an xir Iy mét 14 phiéu, tai mdi budc thir didu kién néu khdng thoa
man, cdng viéc xt Iy ding lai voi 14 phiéu nay dé chuyén sang 14 phiéu tiép theo.

Phwong dn 1 gom 2 giai dogn mét va hai

Cw tri (CT) Ngwoi xac minh TT

- CT m4 hoa l4 phiéu
[(x,y) = (g% h*Gi)]

- CT chon ngau nhién w; € Z,
Tinh a; = g%+ ; by = h"1

“Tinhvéij=1,...,i-1,1+1,...k

(x, ¥).(A, B)
Chon dj I E Zp >

Tinh a; = g"ix%;b=h"i (y/G;)%

- bat (A, B)=(a1, bl) . .(ak, bk)

C, - TT chon ngau nhién

A
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- CT tinh

di=C1-Xjxi dj; i = Wi - ad;

(D, R) = (d, ri),...,(dx, 1))

(D, R)

v

-TT kiém tra;c;=d;+...+ dy
Cho j=1,....k

aj = gr]'xdi

b=h"i(y/G;)%

- Néu diéu kién sai thi
dung giao thirc va hay bo
14 phiéu.

- Néu dung thi tiép tuc
giao thtec.

- TT chon S ngau nhién bi
mat va tinh:
[(u, V) = (g%, hP)]

(a, b)

<«

TT gui CT gia tri
w, théng qua (a, b)

- TT chon w; € Z, , tinh:

(a b) = (g"2, h*2)

-CT chonc; € Z,

Co

»
»

CT gui lai TT gia
tri ¢,

I

<
<

TT dap lai CT bang
"

-TT tinhr=w, + ¢,

- CT kiém tra;
g =au‘;h'=b. v

-Néu diéu kién sai thi ding giao

thirc va hay bé 14 phiéu.

- Néu diéu kién ding thi CT ma
hoa lai (lam “mu’) 14 phiéu nho

cap (u,v)cua TT:

(x’,y7) = (xu, yv)
Sau d6 giri vé Ban KP.
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3.2. UNG DUNG CM KTLTT TRONG SU DUNG TIEN PIEN TU
3.2.1. Khéi niém thanh toan dién tir

Trong thuong mai dién tr (TMDT), khau quan trong nhat 13 thanh toan, boi
vi muc tiéu cudi cling cua cudc trao ddi thuong mai 1a ngudi mua nhan dugc nhiing
cai gi can mua va nguoi ban nhan dugc sb tién thanh toan.

Thanh toan 12 mot trong nhiing van dé phuc tap nhat caa TMDT. Hoat dong
TMDBT chi phat huy dugc tinh wu viét cua nd khi 4p dung duoc hinh thic thanh
toan dién ta (TTDT).

TTDT la viéc thanh toan tién thong qua cac thong diép dién tu(Electronic
message) thay cho viéc thanh toan bang tién Sec hay tién mat. Ban chat cia md
hinh TTPT ciing 1a m6 phong lai md hinh thanh toan truyén thong, nhung céac thu
tuc giao dich, cac thao tac st ly dir liéu, qua trinh chuyén tién... tat ca déu dugc
thue hién théng qua mang may tinh, duoc néi bang céc giao thic chuyén dung.

3.2.2. Khai niém tién dién tir

Tién dién tir (E-money, E-currency, Internet money, Digital money, Digital
currency, Digital cash) la thuat tir vdn con mo ho va chua dinh nghia day du. Tuy
nhién c6 thé hiéu Tién dién tir 12 loai tién trao doi theo phuong phap “dién tir”, lién
quan dén mang may tinh va nhitng hé théng chtra gia tri ¢ nhitng dang sé(Digital
stored value Systems).

Tién dién tir cho phép ngudi ding cé thé thanh toan khi mua hang, hay vay
muon tién, nho truyén di cac “day s6” tir may tinh nay (hay thiét b luu trit nay nhu
Smart Card ) toi may tinh khac (hay Smart Card khac).

Ciing nhu déy sb (Serial) trén tién gidy, ddy sé cua tién dién tu 1a duy nhat.
MJdi “dong tién dién tir” dugc phat hanh boi mot to chic (ngan hang) va biéu dién
mot lugng tién that nao d6. Tién dién tir c6 loai an danh (anonymous indentified e-
money ), dinh danh (indentified e-money).
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Tién an danh khong tiét 16 théng tin dinh danh cta nguoi dung. Tinh 4n danh
cua tién dién tir twong ty nhu tién mit trén gidy. Tién dién tir 4n danh dwgc rat tir
mot tai khoan, c6 thé duoc tiéu xai hay chuyén cho nguoi khac ma khong dé lai
dau vét. C6 nhiéu loai tién an danh, c6 loai 4n danh d6i v&i nguoi ban, nhung
khdng an danh véi ngan hang. C6 loai 4n danh hoan toan, an danh véi tit ca moi
nguoi.

Tién dién tir dinh danh tiét 16 thong tin dinh danh cta ngudi dung. N6 twong
tu nhu thé tin dung, cho phép ngan hang luu dau vét cua tién khi luan chuyén.

MJi loai tién trénh chia thanh 2 dang: Truc tuyén (online), khong truc tuyén
(offline). Tryc tuyén: 1 can phai twong tac v6i bén thir ba dé kiém soat giao dich.
Khéng truc tuyén: nghia 1a c6 thé kiém soat dugc giao dich, ma khéng can lién
quan tryc tiép dén bén tha ba (ngan hang).

Hién nay c6 2 hé thdng tién dién tir chinh: thé théng minh (Smart card) hay
phan mém. Tuy nhién chlng c6 chung cac dic diém co ban sau: tinh an toan, tinh
riéng tu, tinh doc 1ap, tinh chuyén nhuong, tinh phan chia.

3.2.3. M6 hinh giao dich mua ban bang tién dién tir

Ngin hing

Riit tien

= >
Ong A > Ong B
Thanh todn

M@ hinh giao dich mua ban bang tién dién tir

57



M6 hinh giao dich mua ban bang tién dién tr ¢ 3 giao dich véi 3 ddi tuong:
Ngén hang, Nguoi tra tién A (mua hang), Ngudi duoc tra tién B (ban hang).

- Rat tién: Ong A chuyén tién caa minh tir tai khoan ¢ ngan hang vao “Tuai”
ctia minh (“Tai” c6 thé la Smart Card hay may tinh).

- Thanh toan: Ong A chuyén tién tir “TGi” caa minh dén “Tui” 6ng B.

- Guri tién: Ong B chuyén tién nhan dugc vao tai khoan caa minh & ngan
hang.

M@ hinh ¢ thé duroc thuc hién bang 2 cach:

+ Truc tuyén (online): B lién lac voi ngan hang dé kiém tra tinh hop 1é cua
ddng tién trudc khi thanh toan va phan phéi hang. Thanh toan va giri tién duoc tién
hanh dong thoi. Thanh toan truc tuyén can cho giao dich cé gié tri Ion. Hé théng
yéu cau phai lién lac voi ngan hang trong suét mdi lan giao dich, vi thé chi phi
nhiéu hon (tién va thoi gian).

+ Khong truc tuyén (offline): B lién lac v&i ngan hang dé kiém tra tinh hop
1& cua dong tién duoc tién hanh sau qua trinh thanh toan. N6 pht hop véi nhiing
giao dich co gia tri thap.

Cac mo hinh thanh toan dién .

Hé théng TTDT thuc hién thanh toan cho khach hang theo mot sé céch, ma
tién mat va sec thong thuong khdng thé 1am dugc. Hé thong thanh toan ciing cung
cap kha nang thanh toan hang héa va dich vu qua thoi gian, bang cach cho phép
ngudi mua tra tién ngay, tra tién sau hay tra tién trudc.

M6 hinh tra tién sau: Trong mo hinh nay, thoi diém tién mat duoc rat ra khoi
tai khoan bén mua dé chuyén sang bén ban, xay ra ngay (pay - now) hoic sau (pay
- later) giao dich mua ban. Hoat dong cta hé théng dya trén nguyén tac Tin dung
(Credit crendental). N6 con duoc goi la m6 hinh mé phong Séc (Cheque — like
model).
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M6 hinh tra tién trude: Trong md hinh ndy, khach hang lién hé véi ngan
hang (hay cdng ty mdi gigi - broker) dé c6 dugc chuang tir do ngan hang phét hanh.
Chung tir hay Bong tién sb nady mang dau an cta ngan hang, dugc dam bao boi
ngan hang va do d6 c6 thé ding & bét cir noi nao da c6 xéac 1ap véi hé thdng thanh
toan vai ngan hang nay.

Dé d6i lay ching tir cia ngan hang, tai khoan caa khach hang bi triét khau di
tuong GNng V4i gia tri caa chung tir d6. Nhu vay, khach hang da thyc su tra tién
truéc khi sir dung chiing tir nay dé mua hang va thanh toén.

Chuang tur ¢ day khong phai do khach hang tao ra, khdng phai danh cho mét
cudc mua ban cu thé, ma do ngan hang phat hanh va cé thé ding vao moi muc dich
thanh toan. Vi c6 thé sir dung giéng nhu tién mat, do do mé hinh nay con duoc goi
la md hinh mé phong tién mat (Cash—like model).

Khi ¢6 nguoi mua hang tai cira hang va thanh toan bang ching tir nhu trén,
ctra hang sé& kiém tra inh hop 18 caa ching, dua trén nhitng thong tin dac biét do
ngan hang tao ra trén do.

Ctr hang c6 thé chon mot trong hai cach: Hoac 1a lién hé véi ngan hang dé
chuyén vao tai khoan ciia minh sé tién trudc khi giao hang (deposit-now), hoic 1a
chap nhan va lién hé chuyén tién sau vao thoi gian thich hop (deposit-later).

Truong hop riéng caa md hinh md phong tién mat 1a mo hinh “tién dién ta”
(Electronic Cash).

Hién nay hau hét cac dich vu mua ban hang trén mang déu sir dung hinh
thirc thanh toan bang thé tin dung (Credit card). Nguoi dung chi nhap cac thong
tin: tén nguoi dung, ma so thé, ngay hét han cua the.

Thuc té hién nay tai Chau Au, cac gian 1an vé thé trén internet chiém khoang
7% tong so cac giao dich the, ty 1& nay ¢ Chau A la khoang 10%. Tai Viét Nam,
dich vu thé tin dung méi sir dung cudi nam 1996, nhung ty & cac giao dich gian
lan trén tong sb cac giao dich 1a hon 10%.
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Trén thé gidi hién nay, nhu cau vé thuong mai dién ti rat pho bién, nhung
Cc4c van dé vé ha tang trong thanh toan dién tir van chua duoc giai quyét twong
xtng va dap ing dugc cac doi hoi dat ra. Viéc nghién cau xay dung cac hé thong
thanh toan dién tir ¢ dam bao an toan thdng tin trong cac dich vu thuong mai dién
tr 14 mot hudng nghién ctiu can thiét hién nay.

Hé thdng thanh toan dién tir vé mat ky thuat chinh 1a ung dung céc thanh tuu
cua ly thuyét mat ma. Mé hinh thanh toan st dung giao thirc mat ma dé dam bao
an toan cho viéc giao dich gitra cac bén tham gia.

3.2.4. Van dé “tién dién ti”
1/. Van @& an danh ngudi sir dung dong tién

An danh 1a dic tinh quan trong va tién loi ciia phuong thirc thanh toan bang
tién n6i chung. Tinh 4n danh dugc hiéu 1a ngudi tiéu tién phai dugc an danh va
khong dé lai dau vét gi, nghia 14 ngan hang khong thé biét duoc: tién giao dich Ia
cua ai.

Déi vai tién dién tir, dé giai quyét van dé trén, nguoi ta sir dung Ky thuat
“chir ky mu”. B¢ la dang dac biét cua chir ky dién tir, nd doi hoi nguoi ky thuc
hién ky vao thong diép ma khong biét noi dung cua nd. Nguoi ky sau nay cé thé
nhin thdy cip chir ky/thong diép, nhung khong thé biét duoc 13 minh da ky thong
diép d6 khi nao va ¢ dau, mac di anh ta co thé kiém tra dugc chir ky d6 1a ding
dan. N6 ciing gidng nhu nguoi “ky” trén gidy khi dang nham mat.

Véi “chit ky mu” ctiia ngan hang, ho khong thé tim mai lién hé nao giita
dong tién dién tr va chu s hitu cua no.

Luoc dd CHAUM-FIAT-NAOR dung chir ky mu RSA. Lugc dd BRAND
dung chir ky mu Schnorr.
2/. Van @& gian lan gia tri dong tién (“khai man gia tri” dong tién)

Viéc Ngan hang ding “chit ky mu” dé ky vao dong tién 1am nay sinh mot
van dé Khac, d6 1a: Ong A gian lan, xin ngan hang “ky” vao dong tién véi gia tri 13,
nhung thuc té lai giri toi ngan hang dong tién gia tri 50$. Nhu vay ong A di co
dong tien 50$ cling véi “chir ky” cua ngan hang, nhung tai khoan caa 6ng lai bi
khau trir 1$.
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Vi ngan hang “ky mu” 1én dong tién, nén ho khong thé biét duoc noi dung
ctia né 1a 1$ hay 50$. Dé giai quyét trudng hop gian 1an nay, cé hai cach:

Céch 1: Ngan hang dung bo khoa (khoa ky, khoa kiém tra chit ky) khéc
nhau cho mdi loai tién. Néu c6 n gia tri ddng tién thi phai c6 n bo khoa khac nhau.

Vi du: Véi dong tién gia tri 1$ thi ding khoa ki, dong tién 50$ thi dung khoa
kso. Néu Q gian 1an tao ra dong tién 50$ véi khoa ky, thi d6 1a dong tién khong hop
€.

Céch 2: Dung giao thirc “Cit va chon” (Cut and choose). Y tudng nhu sau:

Pé rat tir ngan hang mot dong tién gia tri T, 6ng A phai tao k dong tién C,
C,, Cs,...,Ck cling gia tri T. Chung déu duoc gan dinh danh, khéac nhau duy nhat
giita ching 1a s6 sé-ri. A lam “mu” nhitng dong tién nay, va giri chung dén ngan
hang.

Ngan hang yéu cau 6ng A cung cap thong tin dé khir “mu” k-1 dong tién bat
ky. Ngan hang kha “mu” va kiém tra chding. Néu tat ca déu hop 1€, ngan hang “ky
mu” 1én ddng tién con lai C; (1a dong tién ma ngan hang khéng khir “mu”), va gui
cho A.

Ngan hang c6 sy dam bao cao rang dong tién con lai C; ciing 13 hop 18, vi
néu dng A giri kém ddng tién khong hop phap trong sb k dong tién, thi xac suat bi
phat hién it nhat 1a k-1/k. X&c suit nay cang cao néu k cang Ién. Tuy nhién néu k
qué 16n thi hé thdng xir Iy phai trao d6i nhiéu dit liéu va phai tinh toan nhiéu.

3/. Van dé tiéu xai mot dong tién nhiéu 1an (double - spending)
Tién dién tir c6 dang s6 hda, nén d& dang tao ban sao tir ban goc. Ching ta

khong thé phan biét duogc gitta dong tién “gdc” va dong tién “sao”. Ké gian co thé
tiéu xai déng tién “sao” nay nhiéu 1an ma khéng bi phét hién.

Hé thdng tién dién tir phai ¢ kha ning ngin ngira hay phét hién dugc truong

hop “Mot dong tién tiéu xai nhiéu lan” (double spending). Dé giai quyét van dé
nay, da co cac giai phap khac nhau tiy theo tirng hé théng tién dién tu.
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* /i hé thang Tién dién tir truc tuyén:

Ngan hang luu giit thdng tin tat ca nhitng ddng tién dién tir da tiéu xai trudc
d6. Nguoi ban hang lién lac véi ngan hang, va ho co thé cho ngudi ban hang biét
ddng tién nao con kha ning tiéu xai duoc.

Néu ngan hang béo rang dong tién nao d6 da tiéu xai réi, thi ngudi ban hang
lap tirc tir chdi ban hang. Diéu ndy giéng nhu cach ma ngudi ban hang hién tai
kiém tra thé tin dung tai nhimg diém ban hang.

* /i hé thang Tién dién tir khong truc tuyén: Phat hién viéc “tiéu xai nhiéu lan”
mot ddng tién, dugc thuc hién bang 2 cach:

Céch 1: Tao thé théng minh (smart card) c¢6 chip “chdng chom ciap” né con
duoc goi 1a “ngudi theo ddi”. Chip luu gitr lwong nho dir liéu cua tat ca nhiing
phan tién dién tir dd duoc tiéu xai qua Theé. Néu ngudi so hitu Thé sao chép dong
tién va tiéu xai bd 1an 2, thi chip s& phat hién hanh dong nay, va khdng cho phép
giao dich “tiéu xai”. B4i vi chip nay dung dé chong su gian lan, ngudi sé hitu The
khdng thé xoa duoc dit liéu, trir khi ho pha huy Thé.

Céch 2: Dua vao ciu tric cua tién dién tr va nhirng giao thirc mat ma dé c6
thé truy vét tim ra ké gian lan (“tiéu xai” nhiéu lan).

Néu ngudi dung biét rang ho s& bi xir toi khi ¢6 tinh gian 1an, vé Iy thuyét
hanh dong gian 1an s& giam di. Piéu thuan lgi ciia phuong phap 1a khong doi hoi
nhitng con chip dic biét. Hé thng c6 thé dugc phat trién trén phan mém (software)
va cd thé chay trén may tinh ca nhan hay Smart card. Cach 2 c6 hai truong hop:

Véi Tién dién tir Dinh danh — khdng truec tuyén (Indentified offline):

Dua vao thong tin dinh danh dé truy vét, tim ra ké gian lan. Trong giao dich,
dinh danh cta nguoi dung tién dugc tich lily day dua trén duong di ctia dong tién, va
thong tin dinh danh cia ngudi ding sé “truéng thanh” & mdi lan n6 duoc “tiéu xai”.
Théng tin chi tiét mdi lan giao dich duoc gan vao dong tién dién tir, va di vai no,
khi né duoc chuyén tir nguoi nay sang ngudi khéc.

Khi d6ng tién chuyén téi ngan hang, ho kiém tra dit liéu cua né, dé xem
dong tién nay c6 bi “tiéu xai” khong? Ngan hang sir dung nhimng thong tin nay dé
lan theo vét caa nhiing giao dich, phét hién ra ngudi nao da “tiéu xai” hai 1an.
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Véi Tién dién dir an danh — Khéng truc tuyén (Anonymous Offline):

Truong hop ndy phtc tap nhat vi déng tién an danh, hon thé lai ngoai tuyén.
Hé thdng vira phai ¢am bao tinh an danh cua nguoi st dung tién, vira dam bao co
thé truy vét duoc dinh danh nguoi dung, trong truong hop xay ra vi pham (“tiéu
xai” hai 1an).

Gai phap 1a gin thong tin “da tiéu” 1én ddng tién & mdi lan giao dich. Thong
tin ndy s& “truong thanh” & mdi 1an giao dich. Khi dong tién dén ngan hang, ho s&
Kiém tra trong co so dit liéu (CSDL) xem dong tién nay da dugc tiéu chua. Néu
ngan hang phat hién tién nay da dugc “tiéu xai” trudc day, thi ho s& dung thdng tin
tich lity dé xac dinh dinh danh caa ké gian lan (“tiéu xai” hai 1an).

Thong tin tich lily trong trudng hop nay chi cé thé dung dé 1an theo vét giao
dich néu nhu ddng tién da “tiéu xai” hai 1an, nghia 1a chi khi c6 gian 1an thi ngan
hang méi c6 thé truy tim dugc dinh danh cia ngudi tiéu tién.

Néu dong tién an danh khdng bi “tiéu xai” hai 1an, thi ngan hang khong thé
xéac dinh duoc dinh danh caa nguoi tiéu tién, va ciing khong thé xay dung lai
duong di ctia dong tien. (Nhu vay dong tién van la an danh).

3.2.5. Lwge do tién dién tir Brand

Luoc db Brand dugc xay dung dua trén chit ky s6 Schnorr va bai toan dai
dién trong nhom cip nguyén t6. G, 1a nhém con cip q caa Z, , trong d6 p, q 1a s6
nguyén t5 thoa man g|(p-1). Ngan hang khai tao 5 thanh phan: (g, h, gi, g»,d).

Trong do:

- (9, h) € G4 (generator - tuple): khoa cong khai cua ngan hang dugc dlng
trong so d6 ky cua giao thuc rat tién, x la khda bi mat cia ngan hang.

x=loggh (h=g")
- 01, 92 : bd phan tir sinh cua G,

- Phan tr sinh gia d (khéc g; va g,), dam bao rang dinh danh cua ngudi ding
sé khong bi phét hién trong giao thirc thanh toan.
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1/. Khai tao tai khoan
- Alice tao ngau nhién uy, u; € Zg, tinh | = g,%1g,%*2,chuyén I dén Ngén hang.

- Ngan hang luu I = g;%1g,%2 cliing dinh danh cua Alice va s6 tai khoan,
nhung ngan hang khong biét us, u,.

Truong hop Alice tiéu xai dong tién hai 1an, ngan hang c6 thé tim ra (uy, u,) va tinh
duoc I, tir | tim ra dinh danh ké gian lan.

2
P
&), |
A g
- —r I
u, uy € Zg | Pinh danh
> Bank So tai khoan

‘f:gl.'” 'E:-II:

Qua trinh khgi tgo tai khoan
Chitng minh dai dién tai khoan:

Khi Alice rit tién, dau tién phai xung danh véi ngan hang, bang cach ching
minh vai ngan hang 1a sé rut tién trong tai khoan ma Alice s& hitu.

Phuong phap duoc dung ¢ day 1a “chéng minh tri thiec cia mot dai dién”.
Alice phai chirng minh cho ngan hang rang: Alice biét u, va u, (vi Alice 1a chii so
hitu tai khoan), nhung khong tiét 16 gia tri u; ,u, cho ngan hang.

Quié trinh x&c thuc duoc tién hanh nhu sau:
+ Alice chon ngau nhién wi, w, € Z, va giriy = g, %1 g,"? dén ngan hang.

+ Ngan hang thu thach kiém tra c6 ding Alice sé hitu tai khoan khéng, bang
cach chon ngau nhién C, € Z, va giri dén Alice.

+ Alice tinh r, = wy + C,u; (mod q),r, = W, + C,up(mod q),giri dén ngan hang.
+ Ngan hang chap nhan xac thuc 1a dang khi va chi khi

yl¢ =g,"1g," trongdo 1= g,*1g,"
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Gidi thich:
Taco: gy g, = g1 Tt g, et e = g1 gy, 2 (941 g, 2) T = I

= Néu Alice khong biét us, u, (hay dai dién cua I), thi Alice khdng thé tinh tao rary,
r, dé cho ngan hang kiém tra.

Alice (ngwoi chirng minh) Ngén hang (nguoi kiém tra)

Biét uy, u, 1a dai dién cua | = g;%“1g,%2 | Chibiét I, gi, g,; khong biét us, u,

Tao 2 s6 ngau nhién w,, w, € Z,

Tinhy = g,%1g,"> gri d&én ngan hang | Nhan y, chon ngau nhién C, € Z,

Guri thur thach C, dén Alice

Nhan C, tinh: Nhan ry, r, kiém tra:

ry =wi + Cyuy (mod q); yI¢r=g,"19,"
r, =W, + CiU; (mod q)
Néu thoa man, ngan hang chap
Va giri chung dén ngan hang nhan Alice biét dai dién cua |
(c6 nghia 1a biét uy, u,)

Qua trinh chizng minh dai dién tai khoan
2/. Giao thirc rat tién
Néu xac thuc dugc chap nhan, thi qua trinh rdt tién dugc tién hanh nhu sau:

+ Ngan hang trir mot luong tién twong Gng tir tai khoan caa Alice. Ngan
hang va Alice cung tinh duoc m = Id (d 12 phan tir sinh va céng khai). Ngan hang
gui Alice: z=m*, a=g", b =m" (w dugc chon ngau nhién tir Z,, x la khda bi mat
cta ngan hang).

+ Alice chon 3 s6 ngu nhién's € Z, ; u, v € Z, dé 1am “mu” m, z, a, b:
m’ =m’ = (Id)° = g, "1 g, 25’

Za — ZS; a’ — aUgV; b’ — bSUmSV
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Tach ngau nhién:

usS = (X; + Xp) mod q, uys = (y; +y,) mod g
Véi s = z; + Z, (mod q) tinh:

A=g,%1g,”1d*; B=m’/A=g,*2g,72d*

+ Alice dung ham bam H tinh ¢’=H(m’, z’, a’, b’, A).
Lam “mu” ¢’ bang ¢ = % (mod q) , giri ¢ dén ngan hang.

+ Ngan hang ky trén ¢ duoc r = xc + w (mod q), gui r cho Alice, ghi co vao tai
khoan cua Alice. Alice chap nhan néu kiém tra thdy g" = h%a va m" = z°%b va tinh

r’ =ru + v (mod q). Lic ndy, Alice c6 ddng tién dién tir that sy duoc dai dién boi:
A, B, Sign(A, B) vai Sign(A, B)=(z’, a’, b’, r’) la chit ky ctia ngan hang. Nhung
lam thé nao ching ta cd thé biét duoc gia tri cua dong tién. Co 2 cach khac nhau dé
giai quyét van dé nay:

Céch 1: Ngan hang sir dung mot khoa cong khai cho mdi loai tién. Nghia
14, néu co6 k dong tién khéc biét thi ngan hang phai cong khai khoa cong khai k: (g,
hl). . .(gk, hk)

Céch 2: Chon k phan tu sinh gia (dummy generator) khac nhau duoc cong
khai dy,..., dx. M3i phan tir sinh dugc ding dé biéu hién gia tri cia mdi dong tién.

Gidi thich:

Ta co:
g=g°“""=hg"=h%
m =m*“""*=m‘m" = z%b

= Néu ngan hang khong biét x, thi ngan hang khong thé tao ra r dé cho Alice kiém
tra.
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Alice Qua trinh Ngéan hang
chirng minh
| = g,"1g,"2 dai dién X: khéa bi mat
(g, h): khéa cong khai (h = g%)
W € Z,
_z,a,b
° m=Id,z=m",a=g",b=m"
m=1d=g,"1g,"2d
SEZ,
m’ =m’ = (Id)° = g,"1° g, >
z=7
Tach ngau nhién:
u,v e Z,
a, — aUgV
b’ — bSUmSU
c
c=H@m’,z’,a’,b’, A). ’
CI
c=— (mod q)
) r r=xc+w (mod q)
Kiém tra:
g =h%avam' =z
Tinh r’ =ru + v (mod q)
Péng tién: (A, B, Sign(A, B))
voi Sign(A, B)=(z’,a’,b’, 1)

Giao thuzc rit tién
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3/. Giao th&c thanh toan

Khi Alice muén mua hang hay sir dung dich vu caa Bob, truéc tién Alice
can phai giri tién cho Bob, qua trinh thanh toan dugc thyuc hién theo nhiing budc
sau:

+ Alice giri tién (A, B, Sign(A, B)) dén Bob.
A=g,"1g,7rd*; B=m’/ A= g,*2g,”2d*
Sign(A, B)=(z’,a’,b’, 1)
+ Pau tién, Bob kiém tra xem AB = 1 hay khéng.
Néu AB = 1, ¢6 nghia:
(9171 9271d**)( g2 9,72d*?) =1
= g Mt Xag Vit Vaqmitze = g Ui g 2SS = |
=s=0

Vay, ngan hang khong xac dinh dugc uy, U, trong truong hop “double-
spending”. Sau do6, Bob kiém tra chit ky ciia ngan hang sign(A, B) ¢ hop 1¢ khong.
Néu dting, Bob thtr thach Alice bang cach gui ¢ € Z;', ¢ khong can thiét la s6 ngau
nhién, nhung phai dam bao la duy nhat trong mdi lan thanh toén.

Bob tinh ¢ nhu sau:

¢ =Ho (A, B, Iy, date/time), vai I 1a dinh danh cau Bob, date/time la nhan
thoi gian cua giao dich, Hg 1a ham bam.

+ Alice phan héi voi:
r,=X; +CX, (mod q)
r; =y + ¢y, (mod q)
r3 =2, + ¢z, (mod q)

+ Bob kiém tra, néu g, g, d"™ = AB° thi chap nhan thanh toan
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Gidi thich:
Ta co:
G119z d™ = gt Fr gyt dhten = (g7 gy d")( g1 9272 d%)" = AB°

= Néu Alice khdng biét X;, Y1, Z1, Xa, Yo, Z,, thi Alice khdng thé tao ra ry, 1, r3 dé
cho Bob kiém tra.

Alice Bob

A, B, Sign(A, B)

AB+#17?

Kiém tra chit ky (A, B) c € Z,

) C
ry =X; +CcX, (mod Q)
r, = y1 + cy, (mod q)
r; =21 + ¢z, (mod Q)
ry, Iy, r3

v

919, = AB"?

Néu dang Bob chap nhan
thanh toan.

Giao thuc thanh toan
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4/. Giao thirc gri
+ Bob gui théng tin thanh toan (A, B, Sign(A, B)), ¢, 11, I, va r; dén ngan hang.

+ Ngan hang kiém tra chit ky c6 chinh xac khong va ddng tién khong duoc tiéu xai
trudc do.

+ Bob tht thach Alice bang gia tri ¢ = Hy (A, B, 1p, date/time).
+ Alice tra loi lai gia triry, 1, ra.

+ Néu tat ca déu thoa man, Ngan hang guri tién vao tai khoan caa Bob.
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Chuwong 4. THU NGHIEM CHUONG TRINH
4.1. MO TA CHUONG TRINH
4.1.1. Giéi thiéu

Chuong trinh mé phong giao thizc 1: chttng minh tinh hop Ié cua I phiéu
va giao thizc 2: chitng minh quyén sé hitu gia tri bi mat g8, trong tng dung CM
KTLTT trong bo phiéu dién tir, duoc viét bang ngdn ngit lap trinh Turbo C.

1/. Céau hinh cia hé théng
* Phan cang(cau hinh téi thicu)
B6 nhé 6 ciing: 20gb
Bo nhg ram: 128mb
Téc d6 may toi thiéu: 1GHz
* Phan mém:
Hé diéu hanh: Linux, Window,...
Ngon ngtt lap trinh: Turbo C
2/. C&c thanh phan ciia chwong trinh
* Chuong trinh chang minh tinh hop 18 cua la phiéu mé phong giao thic 1:
- Nhap céc tham sb dau vao dé ma hda la phiéu.
- Tinh ton c4c tham so trung gian.
- Kiém tra tinh hop 1¢& cuaa la phiéu.
* Chuong trinh chang minh quyén s& hitu gia tri bi mat 8 mé phong giao thirc 2:
- Nhap céc tham sb dau vao.
- Tinh toan c4c tham sé trung gian.

- Kiém tra ngudi xac minh TT ¢ giit gia tri bi mat 8 khéng.
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4.1.2. Cac chirc nang chinh
1/. Giao thuc 1

Cir tri chitng minh tinh hop 1€ caa 14 phiéu sau khi d3 dwgc ma hda va gui
dén ngudi xac minh TT:

Buwéc 1: Pién cac thong tin can thiét dé cd thé ma hoa la phiéu:

e+ Turbo C++ IDE 10l x|

Chung minh khong tiet lo thong tin

Chung minh tinh hop le cua la phieu!
Mhap cac tham so daw vao:

Phan tu sinh g=2

Phan tu sinh alpha=2

Mhap khoa bi mat s=4

Hhap so cac lua chon k =4

Ung cu wvien thu iz Gi=3

w=1

IDE =101 x|

Chung minh khong tiet lo thong tin

Chon cac tham so d va »:
DI1l1=1
DL2]1=2
DL41=1
RI1]1=2
RLZ21=3
RL41=1

Cut tri dién céc thdng tin can thiér @é ma hoa la phiéu thiam do
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Buwaéc 2: Tinh d; va r; sau do gui (D,R) cho nguoi Xac minh TT:
=10] x|

Chung minh khong tiet lo thong tin

Tinh d va » cho Git
c:2
di:=2

rizh

Céc thong sé tra vé tir nguoi xac minh TT va cac tinh toan cia Cik tri

Bud6c 3: Nguoi xac minh TT s& kiém tra: néu cac tham sb khdng thoa man
thi s& loai 14 phiéu, néu dung s& chap nhan va tiép tuc ma hda 14 phiéu lan 2 va gui
cho Ban KP:

cv Turbo C++ IDE ;Iglil

Chung minh khong tiet lo thong tin

Trung tam kism twa:
Check :
L
<A.B>

€4.768>
€16,.655362 {128,.2084354562> (2,162 (8.48%6>

CD.R» =C1.2> (2.3 (—2.5 (1.1>
c = 2

La phieu hop le?

L& phiéu khi da dwoc nguwoi xac minh TT kiém tra lgi
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2/. Giao thwc 2

Ngudi xac minh trung thuc TT ching minh 14 phiéu 1am mo gui toi Ban
KP ciing hoan toan hop I¢:

Budéc 1: Nguoi xac minh trung thuc TT s& dién cac tham sé dau vao va tinh
toan, sau d6 ngudi xac minh trung thuc TT s€ giri ludn beta va w théng qua (a,b)
cho Ban KP:

=101 %]

Chung minh khong tiet lo thong tin

Chung minh tinh hop le cua la phieu?
Mhap cac tham so daw vao:

Phan tu sinh g=2

Mhap khoa bi mat ==4

Hhap so0 cac lua chon k =4

Ung cu wien thu iz Gi=3

& Turbo C++ IDE i =10 =]

| v

Chung minh khong tiet lo thong tin

Chung minh gquyen so huu gia tri bi mat betat
heta = 6

w = b

Nguoi xac minh trung thuc TT chon beta va w
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Buwdc 2: Ban KP tra lai gid tri ¢ va ngudi xac minh trung thuc TT s€ tinh
toan r va guri r cho Ban KP:

e Turbo C++ IDE ;IEIEI

Chung minh khong tiet lo thong tin

Trung tam tinh »:

» = 38

Nguroi xac minh trung thyc TT tinh r

Budéc 3: Ban KP kiém tra lai két qua nhan duoc, néu ding thi 1a phiéu lam
mu 1an 2 hoan toan hop 18, néu khong dang, Ban KP s& khdng chap nhan:

cv Turbo C++ IDE Aglil

Chung minh khong tiet lo thong tin

Uoter kiem tra:

Check :

Cu,ur=C64, 167772162
Ca, br={64, 16777216
»=38

c=1

P so huu gia tri beta

Ban KP kiém tra lai két qud
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4.2. MA NGUON CUA CHUONG TRINH
4.2.1. Cir tri chieng minh tinh hop 1¢ ciia 14 phiéu
#include<stdio.h>
#include<conio.h>
#include<math.h>
#include<stdlib.h>
#include<iostream.h>
struct ARRAY
{
long A[10];
int chiso;
b
ARRAY getArrayAj(int g,ARRAY d,ARRAY r,int Gi,int w,long x,int k);
ARRAY getArrayBj(long h,ARRAY d,ARRAY r,int Gi,int w,long y,int k);
int check(int g,long h,ARRAY a,ARRAY b,ARRAY d,ARRAY r,long x,long y,int
c,int Gi);
long getAi(int g,int w);
long getBi(long h,int w);
int getDi(ARRAY &d,int c,int Gi,int k);
int getRi(int w,int alpha,int di);
void addDi(ARRAY &d,int Gi,int di);
void addRi(ARRAY &r,int Gi,int ri);
void nhapARRAYd(ARRAY &d,int k,int Gi);
void nhapARRAYT(ARRAY &r,int k,int Gi);
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/l Lay mang a
ARRAY getArrayAj(int g,ARRAY d,ARRAY r,int Gi,int w,long x,int k)
{
ARRAY g;
a.chiso=d.chiso=r.chiso=k;
for(int i=1;i<Gi;i++) {
a.Ali]=pow(g,r.A[i])*pow(x,d.A[i]);
}
a.A[Gi]=getAi(g,w);
for(i=Gi+1;i<=a.chiso;i++) {
a.Ali]=pow(g,r.A[i])*pow(x,d.A[i]);
}
return a;
}
/I LAy mang b
ARRAY getArrayBj(long h,ARRAY d,ARRAY r,int Gi,int w,long y,int k)
{
ARRAY b;
b.chiso=d.chiso=r.chiso=k;
for(int i=1;i<Gi;i++) {
b.A[i]=pow(h,r.A[i])*pow((y/Gi),d.A[i]);
}
b.A[Gi]=getBi(h,w);
for(i=Gi+1;i<=b.chiso;i++) {
b.A[i]=pow(h,r.A[i])*pow((y/Gi),d.Ali]);
}

return b; }
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//IKiém tra tinh hep 1é cta la phiéu
int check(int g,long h, ARRAY a,ARRAY b,ARRAY d,ARRAY r,long x,long y,int
c,int Gi,int k)
{
long sum=0;
a.chiso=b.chiso=d.chiso=r.chiso=k;
for(int i=1;i<=d.chiso;i++)
{
sum=sum+d.A[i];
¥
if(sum!=c) return 0;
for(i=1;i<=d.chiso;i++)
{
if(a.A[i]'=pow(g,r.Afi])*pow(x,d.A[i]))
return O;
if(b.A[i]'=pow(h,r.A[i])*pow((y/Gi),d.A[i]))
return O;

¥

return 1;

¥
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/ITinh gié tri caa di
int getDiI(ARRAY &d,int c,int Gi,int k)

{
int di;
di=c;
d.chiso=k;
for(int i=1;i<Gi;i++)
{
di=di-d.A[il;
}
for(i=Gi+1;i<=d.chiso;i++)
{
di=di-d.A[i];
¥
return di;
¥

/ITinh gi& tri caa ri
int getRi(int w,int alpha,int di)
{

intri;

ri=w-alpha*di;

return ri;

¥
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// Tinh ai
long getAi(int g,int w)
{

long ai;

ai=pow(g,w);

return ai;
}
/l Tinh bi
long getBi(long h,int w)
{

long bi;

bi=pow(h,w);

return bi;
}
/l Thém di vao mang d
void addDi(ARRAY &d,int Gi,int di)
{

d.A[Gi]=di;
}
// Thém ri vao mang r
void addRi(ARRAY &r,int Gi,int ri)
{
r.A[Gi]=ri;
}
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/I Chon céc phan tit d, chwa chon di
void nhapARRAYd(ARRAY &d,int k,int Gi)
{
d.chiso=k;
for(int i=1;i<Gi;i++)
{
cout<<"\n\n\t\tD["<<i<<"]=";cin>>d.A[i];
}
d.A[Gi]=0;
for(i=Gi+1;i<=d.chiso;i++)
{
cout<<"\n\n\t\tD["<<i<<"]=";cin>>d.A[i];
}
}

//Chon céc phan tir r, chwa chon ri
void nhapARRAYT(ARRAY &r,int k,int Gi)
{
r.chiso=k;
for(int i=1;i<Gi;i++)
{
cout<<"\n\n\t\tR["'<<i<<"]=";cin>>r.A[i];
}
r.A[Gi]=0;
for(i=Gi+1;i<=r.chiso;i++) {
cout<<"\n\n\t\tR["'<<i<<"]=";cin>>r.A[i];
}
}

81



// Chwong trinh chinh
void main()
{
clrscr();
int g,s,alpha,w,k,c,Gi,ri,di;
long h,x,y;
ARRAY d,r,a,b;

cout<<™\n Chung minh khong tiet lo thong

tin \n";

cout<<™\n\n\tChung minh tinh hop le cua la phieu!";
cout<<"\n\n\tNhap cac tham so dau vao:";
cout<<™\n\n\tPhan tu sinh g="; cin>>g;
cout<<™\n\n\tPhan tu sinh alpha="; cin>>alpha;
cout<<"\n\n\tNhap khoa bi mat s=";cin>>s;
h=pow(g,s);

cout<<™\n\n\tNhap so cac lua chon k =";cin>>k;
cout<<"\n\n\tUng cu vien thu i: Gi=";cin>>Gi;
randomize();

w=random(5);

cout<<"\n\n\tw="<<w;

getch();

clrscr();

cout<<"\n Chung minh khong tiet lo thong

tin \n";

cout<<"\n\n\tChon cac tham so d va r:\n";
nhapARRAYd(d,k,Gi);

nhapARRAY(r,k,Gi);
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clrscr();

cout<<™\n Chung minh khong tiet lo thong

tin \n";

cout<<"\n\n\tTinh d va r cho Gi!";
c=random(5);
cout<<"\n\n\tc:"<<c;
di=getDi(d,c,Gi,k);
cout<<"\n\n\tdi:"<<di;
addDi(d,Gi,di);
ri=getRi(w,alpha,di);
cout<<"\n\n\tri:"<<ri;
addRi(r,Gi,ri);
getch();

clrscr();

cout<<"\n Chung minh khong tiet lo thong

tin \n";

cout<<"\n\n\tTrung tam kiem tra:";

x=pow(g,alpha);

y=pow(h,alpha)*Gi;

a=getArrayAj(g,d,r,Gi,w,x,K);

b=getArrayBj(h,d,r,Gi,w,y,Kk);

cout<<"\n\n\tCheck : ";

if(check(g,h,a,b,d,r,x,y,c,Gi,k)==0)
cout<<"\n\n\t\tLa phieu khong hop le!";

if(check(g,h,a,b,d,r,x,y,c,Gi,k)==1)

{

cout<<"\M\n\t\t(X,Y) = ("'<<x<<","<<y<<")";
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cout<<"\n\n\t\t(A,B) = ";
for(int i=1;i<=k;i++)
{
cout<<"("<<a.A[i]<<","<<b.A[i]<<")\t";
}
cout<<"\n\n\t\t(D,R) =";
for(int j=1;j<=Kk;j++)
{
cout<<"("<<d.A[j]<<","<<r. A[j]<<"M™;
}
cout<<"\n\n\t\tc = "<<c;

cout<<™\n\n\t\tLa phieu hop le!";

}
getch();

¥
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4.2.2. Nguoi x4¢ minh trung thuc chieng minh c6 giir tham sé bi mat g
#include<stdio.h>
#include<conio.h>
#include<math.h>
#include<stdlib.h>

#include<iostream.h>

//IKiém tra P c6 sé hiru gia tri beta khong
void check(int r,int c,long a,long b,long u,long v,int g,long h)
{
if(pow(g,r)==a*pow(u,c)&&pow(h,r)==b*pow(v,c))
{
cout<<"\n\n\t\t(u,v)=("<<u<<","<<v<<")";
cout<<"\n\n\t\t(a,b)=("<<a<<","<<b<<")";
cout<<"\n\n\t\tr="<<r;
cout<<"\n\n\t\tc="<<c;
cout<<™\n\n\t\tP so huu gia tri beta";

¥

else cout<<"\n\n\t\tP khong so huu gia tri beta";
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KET LUAN
Sau thoi gian thuc hién khéa luan, em thu dugc hai két qua chinh:
1/. Tim hiéu va nghién ctu qua tai liéu céc van dé:
- Vn dé “Phuong phap chitng minh khang tiét 16 thong tin”
- Ung dung “Chtrng minh khong tiét 16 théng tin” trong bo phiéu tir xa
- Ung dung “Chtrng minh khong tiét 16 thong tin” trong st dung tién dién tir
Vé van dé chitng minh khdng tiét 16 théng tin, 1a ndi dung chinh caa khéa
ludn ndy, em da tim hiéu cac khai niém co ban va mot s6 so do chiang minh. Tir do,
tim ra vu nhuoc diém va tinh chat cua cac so d6 dé co thé ap dung vao cac bai toan
mot cach thich hop.
2/. Thir nghiém chuong trinh (ng dung “chitng minh khong tiét 16 thong tin”

trong bé phiéu tir xa.
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