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LOI CAM ON

Trong 101 dau tién cia bao cao Db an Tt Nghiép “Tim hiéu Hé théng cung cap
chtng chi s6 theo mé hinh sinh khéa tap trung” ndy, em mudn giri 16 cAm on va biét
on chin thanh nhat ctia minh téi tit ca nhitng ngudi da hd tro, gitp d& em vé kién thirc
va tinh than trong qué trinh thyuc hién D6 an.

Truéc hét, em xin chan thanh cam on Thay Gido — TS. HO Vin Canh, C6 van
cuc ki thuat nghiép vu 1-B6 CA, ngudi di truc tiép hudng dan, nhan xét, giup dd em
trong sudt qué trinh thuc hién D6 &n. Xin chan thanh cam on GS.TS.NGUT Tran Hitu
Nghi Hiéu trudng Truong Pai hoc Dan lap Hai Phong, ban giam hi¢u nha truong, cac
thay c6 trong Khoa Cong Nghé Thong Tin va cac phong ban nha trudng di tao diéu
kién t6t nhat cho em ciing nhu cac ban khac trong sudt thoi gian hoc tap va lam tét
mnghiép.

Cudi cing em xin gui 16i cam on dén gia dinh, ban bé, ngudi than da gitp 46
dong vién em rat nhiéu trong qua trinh hoc tap va lam D6 an Tt Nghiép.

Do thoi gian c6 han, kién thac con nhiéu han ché nén D6 an thuc hién chic
chan khéng tranh khoi nhiing thiéu sot nhat dinh. Em rat mong nhan dugc y Kién déng
gop cua thay c6 va cac ban dé em c6 thém kinh nghiém va tiép tuc hoan thién Db &n
caa minh.

Em xin chan thanh cam on!
Hdai Phong, ngay thang nam 2012

Sinh vién

Nguyén Tién Hoang
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MO PAU

Trong mét vai nam lai ddy, ha ting truyén thong IT cang ngdy cang dugC mo
rong khi nguoi sir dung dya trén nén tang nay dé truyén thdng va giao dich véi céc
ddng nghiép, cac dbi tac kinh doanh ciing nhu viéc khach hang ding email trén cac
mang cong cong. Hau hét cac thong tin nhay cam va quan trong duoc luu trit va trao
d6i dudi hinh thirc dién tir trong cic co quan van phong, doanh nghiép. Sy thay doi
trong cac hoat dong truyén théng nay ddéng nghia véi viéc can phai co bién phap bao
vé don vi, to chtic, doanh nghiép ctia minh trudc cac nguy co lira dao, can thiép, tan
cong, phéa hoai hoic vo tinh tiét 16 cac thong tin d6. Co sé ha tang khoa cong khai
(PKI — Public Key Infrastructure) cling cac tiéu chuan cong nghé @ng dung caa né co
thé coi 12 mot giai phéap tong hop va doc 1ap cé thé sir dung dé giai quyét van dé nay.
PKI ban chat 1a mét hé thdng cng nghé vira mang tinh tiéu chuan, vira mang tinh @ng
dung duoc sir dung dé khai tao, luu trit va quan Iy cac ching chi sé hay ta con goi 1a
chirc thyue dién tir (digital certificate) cling nhu cac khoa cong cong (khda cong khai)
va c& nhan (khoa riéng). Sang kién PKI ra doi nam 1995, khi ma cac chinh phu va cac
t6 chirc cong nghiép xay dung cac tiéu chuan chung duya trén phuong phap ma hoa dé
hd trg mot ha tang bao mat trén mang Internet. Tai thoi diém dé, muc tiéu dude dit ra
la xay dyng mot bo tiéu chuan bao mat tong hop cling céc cong cu va ly thuyét cho
phép nguoi str dung ciing nhu cac to chuc ¢6 thé tao 1ap, litu trix va trao d6i cac thong
tin mot cach an toan trong pham vi cd nhan va cdng cong.

Hién nay & Viét Nam, viéc nghién ctu, (ing dung va trién khai PKI ndi chung
va dich vu cung cap chiing chi s6 n6i riéng 1a van dé con mang tinh thoi su. Bang viéc
sir dung ching chi va chir ky s6, nhiing tng dung cho phép PKI dua ra nhiéu dic tinh
dam bao an toan thong tin cho ngudi sir dung. C6 hai mé hinh cung cip chiing chi sb
Ia m6 hinh do CA sinh cap khda c6ng khai va khoa bi mat cho nguoi dung va mé hinh
do tu nguoi dung sinh cap khoa cong khai va khéa bi mat cho chinh minh. Hién nay, ¢
Viét Nam dang nghién ctu va trién khai hé thong PKI theo mé hinh thtr nhat. Vi vay
em chon dé tai “Tim hiéu Hé théng cung cap chang chi sé theo mé hinh sinh khoa tap

trung” dé lam dé tai @b an tdt nghiép.
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Chuwong 1: CAC THANH PHAN KY THUAT CO BAN TRONG PKI (PUBLIC
KEY INFRASTRUCTURE)

Ma hoa la cong cu co ban cua viéc dam bao an toan dir ligu. O thoi ky so khai,
con ngudi di sir dung nhiéu phuong phép dé bao vé cic thong tin bi mat, nhung tit ca
cac phuong phap d6 chi mang tinh nghé thuat hon 1a khoa hoc. Ban dau, mat ma hoc
dugc st dung phé bién cho quan doi, qua nhiéu cudc chién tranh, vai trd cia mat ma
ngady cang quan trong va mang lai nhiéu thanh qua khong nhé nhu cac hé mi cb dién
Caeser, Playfair,...Chung di 13 nén ting cho mét ma hoc nay nay.

Ngay nay, khi todn hoc duoc ap dung cho mat ma hoc thi lich sir cia mat ma
hoc da sang trang modi. Viée ra doi cac hé ma hoa doi xung khong lam mét di vai trd
clia cac hé mat ma c6 dién ma con bo sung cho nganh mat ma nhiéu phuong phap ma
héa méi. Tir ndm 1976, khi hé mat ma phi déi xing (mat ma khoa cong khai) ra doi,
nhiéu khai niém méi gén véi mat ma hoc da xuét hién: chir ky s6, ham bam, ma dai
dién, chimg chi s6. Mat ma hoc khong chi 4p dung cho quan su ma con cho cac linh
vuc kinh té x3 hoi khac nhu giao dich hanh chinh, thwong mai dién tir.

Hién nay c6 nhiéu phuong phap ma hoa khac nhau, mdi phuong phap cé wu,
nhuoc diém riéng. Tuy theo yéu ciu cua moi trudng Gmg dung nido, ngudi ta c6 thé
dung phuong phap nay hay phuong phép kia. C6 nhitng méi trudng can phai an toan
tuyét d6i bat ké thoi gian va chi phi. C6 nhitng moi truong lai can giai phap dung hoa
gitta bao mat va chi phi.

Céac thong diép can chuyén di va can dugc bao vé an toan goi 1a ban rd
(plaintext), va dugc ky hi¢u 1a P. N6 co thé 1a mot dong céc bit, cac file, am thanh sb
ho4,... Ban 16 dugc dung dé luu trir hodc dé truyén dat thong tin. Trong moi trudng
hop ban 15 1a théng diép can mi hoa. Qua trinh xir Iy mot thong diép trude khi gui
duoc goi 1a qué trinh ma hoda (encryption). Mot thong diép da dugc ma hoa dugc goi
la ban ma (ciphertext), va dugc ky hi¢u 1a C. Qua trinh xur 1y nguogc lai tor ban ma
thanh ban rd dugc goi 1a qué trinh gidi ma (decryption).

Dé bao dam an toan thong tin luu trit trong mdy tinh (Vi du giit gin thong tin cb
dinh) hay bao dam an toan thong tin trén dudng truyén tin (Vi du trén mang may tinh,

trén dién thoai), nguoi ta phai “Che Giau” cac thong tin nay.
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“Che” thong tin (dit liéu) hay “M4 héa ” thong tin 1a thay d6i hinh dang thong
tin gdc, va ngudi khac “kho” nhan ra.

“Giau” thong tin (dir liéu) 1a cat gidu thong tin trong ban tin khic, va ngudi
khac ciling “kh6” nhan ra.

Trong phan nay chung ta ban vé “M4 hoa” thong tin

H¢ mat ma 1a tap hop cac thuat toan, cac khoa nham che dau thong tin tin cling
nhu lam rd no.

H¢ mat ma dugc dinh nghia 1a bd nam (P,C,K,E,D), trong do:

- P la tap hitu han céc ban r6 co thé

- Cla tap hitu han cac ban ma cé thé

- K 1a tap hiru han khoéa co thé

- Elatap cac ham lap ma

- D 1a tap cac ham gidi ma. Vi modi k€K c6 mot ham 1ap ma E, €E (E,: P~
C) va mot ham giai ma D, €D (D,: C = P) sao cho Dk (Ek (x)) =x, V x €P.

Véi khoa lap ma ky € K, c6 ham 1ap ma Ey,; € E, Ey;: P> C,

Vi khoa giai ma k; € K, ¢6 ham gidi ma Dy, € D,Dy,: C— P,

sao cho Dy, (Exy(X)) =X, V X € P.

O day x duoc goi 1a ban 1, Eg, (X) =y duogc goi 13 ban ma.

Trén dudng truyén tin, thong tin dugc ma hoa dé bao dam bi mat:

Nguoi gii G > — Ei(T) > — Nguoi nhan N
T
Tin tic c6 thé trom ban ma Ey, (T) nhung khong c6 khoa k,nén khé co thé

giai ma dé timraban ro T.

Nguoi giri G mudn gtri ban tin T cho nguoi nhan N. Pé bao dam bi mat, G ma
hoa ban tin bang khoa 14p ma ky, nhan dugc ban mi Ey (T), sau d6 giri cho N.

Tin tic c6 thé trom ban ma Ey, (T), nhung “kho” tim dugc ban tin gbc T néu
khong c6 khoa gidi ma k.

Nguoi N nhan duoc ban mi, ho dung khod giai ma k,, giai ban ma Ey (T), dé
nhan duoc ban tin gbc T = Dy, (Eg4 (T)).
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Hién nay cac h¢ mat ma dugc phan lam hai loai chinh la: H¢ mat ma ddi xung
va hé mat ma bat déi xtmg (hay con goi 1a hé mat mé khoa cong khai).

Mat ma ddi xing: c6 khoa 1ap ma va khoa giai ma “giéng nhau”, theo nghia
biét duoc khoa nay thi “d&” tinh dugc khoa kia. Phai giit bi mat ca 2 khoa. Cac hé mat
mi dbi xtng nhu: Caesar, IDEA, DES, Triple DES.

Mat mi khoa cong khai: c6 khéa 14p ma khac khoa giai ma (ky # k), biét duoc
khoéa nay cling “kho” tinh dugc khoa kia. Bi mat khoa giai ma. Cong khai khoa 1ap
ma. Cac hé¢ mat ma khoa cong khai RSA, Elgamal, ECC.

1.1 Hé mi héa khda doi xing
M3 hoéa khoa d6i xung 12 Hé ma hda co khda lap ma va khoa giai ma “gidng
nhau”, theo nghia biét duoc khoa nay thi “d&” tinh dugc khoa kia. Dac biét mot sb Hé
ma hoa loai nay c6 khoa lap méa va khod giai ma trung nhau (k;=k,).
Hé ma hoa khoa dbi xing con co tén goi 1a Hé ma hoa khoa bi mat, vi phai gitr
bi mat ca 2 khoa. Trugc khi dung Hé ma hoa khéa ddi ximg, ngudi gui va ngudi nhan
phai thoa thuan thuat toan mad hda va mét khoa chung (Iap ma hay giai ma), khoa nay

phai duogc gitr bi mat. B an toan cia HE méa hda loai nay phu thudc vao khoa.

Khéa bi mat ding Khéa bi mat dung
chung gitra nguoi giri chung gitra nguoi giri
va nguoi nhan va nguoi nhan

> ( ) Ban ma du:o’c ( ) '

truyen di :
Thuat todn ma héa Thuat toan baura

ban ro giai ma ban ro

Pau vao

Hinh 1.1.1 M6 hinh mi hoa ddi xtng

Khda bi mat ding chung gitta ngudi giri va ngudi nhan néu duoc sinh ra bai

ngudi gui (hodc ngudi gui), khda phai duoc chuyén cho ngudi con lai theo mot kénh
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bi mat nao d6. C6 thé ding mot thanh vién thi 3 (dang tin cay) sinh khda va phan

phdi khéa mét cach bi mat cho ca ngudi giri va ngudi nhan.

1.1.1 Pdc diém ciia h¢ ma héa khoa déi xikng

< Uudiém:
o Téc d6 ma hda va giai ma nhanh.
o Str dung don gian: chi can dung mot khoa cho ca 2 budc ma va giai ma.

< Nhuoc diém:
o M3 héa khoa ddi xang chua that an toan véi 1y do don gian: Ngudi ma hoa va
ngudi giai ma phai co “chung” mot khoa. Khoéa phai duoc gitr bi mat tuyét doi, vi
“d&” xac dinh khoa nay néu biét khoa kia. Do d6, viéc xac thuc thong diép va ky
sb 1a rat kho thuc hién.
o Khi hai nguoi (1ap m, giai ma) cung biét “chung” mot bi mat, thi khé gitr duoc
bi mat !
o Vén dé thoa thuan khoé va quan ly khoa chung la khé khan va phirc tap. Nguoi
gui va nguoi nhan phai ludn théng nhat véi nhau vé khod. Viéc thay doi khod l1a

rat kho va dé bi 16. Khoa chung phai duoc giri cho nhau trén kénh an toan.

1.1.2 Noi sit dung h¢ ma héa khoa déi xirng
Hé ma hoa khoa dbi xtng thuong duoc sir dung trong moéi trudng ma khoé
chung c6 thé dé dang trao chuyén bi mat, chang han trong ciing mat mang noi bo.
Hé m3 hoa khoa ddi ximg dung dé ma hoa nhirng ban tin Ién, vi tbc d6 ma hoa

va giai ma nhanh hon H¢ mé& hoa khda cong khai.

1.2 H¢ ma héa khda cong khai
Khai niém mat ma khoa cong khai nay sinh khi giai quyét hai van dé kho khan
trong ma hoa dbi xtng.
Van d¢ dau tién 1a phan phdi khoa. Nhu ching ta d biét, viéc phan phéi khoa
trong ma hod d6i xtrng yéu cau hai bén lién lac:
o Dung chung mot khoa duoc phan phdi theo cach nao d6; hoac:

o St dung mét trung tm phan phdi khoa.
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Whitfield Diffie, mdt trong nhitng nguoi da phat minh ra ma hoa khoa cong
khai (cing véi Martin Hellman, trudng Dai hoc Stanford) da suy luin va cho rang,
yéu cau thir hai phu nhan ban chat cia mat ma. Ban chat d6 13 dam bao tinh bi mat
trong lién lac. Kho c6 thé ton tai cac hé théng mat ma khong thé pha duoc, néu nguoi
st dung cua cac hé théng nay bit budc phai dung chung cac khoa cia mot trung tim
phan phéi khoa (KDC), 1y do 14 trung tAm nay c6 thé dé 16 khoa.

Van dé thtr hai ma Diffie dat ra 1a "chit ky s6". Néu viéce sir dung mat ma tré
nén phé bién, khong chi trong linh vyc quan sy ma con dugc sir dung cho cac muc
dich thuong mai va cé nhan, thi cac thong bao va tai liéu dién tr can ¢ cac chir ky va
chung c6 hiéu luc twong tu nhu cac chit ky trén gidy to.

Cac thuat toan khoa cong khai st dung mot khoa dé ma hoa va mot khoa khac
dé giai ma (tao thanh mot cip khod). Chung c6 tinh chat quan trong sau day: “Khoé co
thé xac dinh duoc khod giai ma néu chi can ctr vao cac thong tin vé thuat toan va khoa
ma hoa.”

M3 hoa khoa cong khai hay con goi ma héa khoa phi d6i xtmg 1a Hé ma hoa co
khoa 1ap ma va khoa giai ma khac nhau (k;#k,), biét duogc khoa nay ciing “khé” tinh
duoc khoa kia.

H¢ ma hoéa nay con duoc goi la H¢ ma hoa khoa cong khai, vi:

Khoa 1ap ma cho cong khai, goi 1a khoa cong khai (Public key).

Khoa giai ma gilr bi mat, con goi la khoa riéng (Private key).

Mot nguoi bat ky ¢ thé dung khoa cong khai dé ma hoa ban tin, nhung chi

nguoi nao c6 dung khoa gidi ma thi méi cé kha ndng xem dugc ban r0.
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Vong khéa
cong khai

Mike Bob

0a cbng khai Khoa riéng

ctla Bob cua Bob
P ':O =) ==
Ban ma duocC ==
truyén di
bau Thuat toan mi Thuattoan  Paura
vao hoa giai ma ban 15

ban ro
Hinh 1.1.2 M6 hinh m& hoa khéa cbng

Hinh trén minh hoa qua trinh ma hoé kho4 cong khai. Cac budc co ban gom:

o MJi hé théng trén mot mang sinh ra mot cap khoa, cip khoa nay duoc sir
dung dé ma hoa va giai ma cac thdng bao ma n6 nhan dugc.

o Mbihé théng cong bb khda ma hoa cua minh bang cach dat khoa nay vao
trong mot thanh ghi cdng khai hoac mét file. Pay chinh la khoa cong khai. Khoa ctung
cap duoc gitr bi mat.

o Néu A muén gui cho B mot thdng béo, né ma hoé thdng bao bang khoa
cong khai cua B.

o Khi B nhan dugc théng béo, B giai ma thong béo bing kho riéng cua B.
Khoéng mot nguoi nhan nao khac co thé giai ma théng bao, boi vi chi c6 B méi biét
khoa riéng ctia minh.

Véi cach giai quyét nay, tat ca cac thanh vién tham gia truyén thong c6 thé truy
nhap vao cic khoa cong khai. Kho4 riéng do mdi thanh vién sinh ra khong bao gid
duoc phan phdi. Qua trinh lién lac chi an toan chimg nao hé théng con kiém soat duoc
khod riéng ctia minh. Mot hé thong c6 thé thay doi cac khoa riéng clia n6 bét cir luc

nao, dong thoi cong bd cac khoa cong khai cing cip dé thay thé khoa cong khai cil.
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1.2.1 Bdc diém cdi hé ma héa cong khai

<  Uudiém:

o Nguoi ma hoad dung khoéa cong khai, nguoi giai ma git khoa bi mat. Kha
nang 10 khéa bi mat kho hon vi chi c6 mot nguoi gin gitr.

o Néu ké phé hoai biét kho cong khai, cé ging tim khod bi mat, thi ching
phai duong diu véi bai toan “khé”.

o Khi biét cac tham sé ban dau cia hé ma hoa, viéc tinh ra cip khoa cong
khai va bi mat phai 1a “dé&”, tac la trong thoi gian da thuc.

o Ngudi giri ¢ ban rd P va khod cong khai, thi “dé” tao ra ban ma C.

o Ngudi nhan c6 ban ma C va khoa bi mat, thi “dé” giai dugc thanh ban rd

o Néu ké pha hoai biét khoa cong khai va ban ma C, thi viéc tim ra ban rd
P ciing 14 bai toan “kho”, s6 phép thir 12 vo ciing I6n, khdng kha thi.

o Hé ma hoa khda cong khai tién loi hon Hé ma héa ddi xiing ¢ dién con
& cho:

o Thuat toan duoc viét mot lan, cong khai cho nhiéu lan dung va cho nhiéu
ngudi ding, chi can git bi mat khoa riéng.

< Nhuoc diém:

o M4 hoa khda cong khai ma hoa va giai ma cham hon M3 héa khoa dbi

Xung.

1.2.2 Noi sir dung hé ma hoa cong khai
Str dung cha yéu trén cac mang cong khai nhu Internet, khi ma viéc trao doi
khoa bi mat twong d6i khé khin. Pic trung ndi bat cia hé ma hoa cong khai 1a ca
khoa cong khai (public key) va ban ma (ciphertext) déu c6 thé gui di trén mot kénh

truyén tin khong an toan.

1.3 Cong ngh¢ OpenCA
OpenCA 1a dy 4n d6 s6 nam trong du an OpenCA Group, c6 muc dich xay
dung PKI hoan chinh, chuyén nghiép, OpenCA dugc phat trién lién tuc tir nim 1999.

Tt nam 2001, OpenCA da bét dau dugce sir dung cho cac don vi c& vira va 1on.
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OpenCA su dung giao dién web, hd tro hau hét cac web Browser chinh, hd trg
san phim ma ngudén mo.

s Cac Module chuong trinh trong OpenCA.

e Giao tiép cong cong: Giao dién web dé ngudi sit dung c6 thé truy cip qua
Internet. Nguoi dung c6 thé ding ky xin cip ching chi truc tiép qua Module nay.

e Giao tiép LDAP: Danh ba cic khod cong khai, nguoi dung l1dy khoa cong khai
tir Module nay dé ma hoa tai liéu, trudce khi giri dén don vi dung openCA.

e Giao tiép RA: Pon vi diéu hanh RA str dung Module nay dé cap nhét céac
thong tin c4 nhan cua ngudi xin cap ching chi.

e Giao tiép OCSP: Module hd tro kiém tra chtng chi con hiéu luc hay khong.
OCSP c6 tac dung nhu viéc cong bd CRL, nhung tinh ndng wu viét hon CRL.

e Giao tiép CA: Module Ky s6 riéng r&, cho phép CA 1am theo nguyén tic an
ninh - tach biét khoi mang coéng cong, dé bao vé toi da khoa bi mat. Pidu nay khién
cho openCA tré nén an toan hon cac phan mém CA khac c6 trén thi truong hién nay.

% Ngoai tinh ning thiét yéu ciia PKI, OpenCA c6 nhiéu tinh ning uu viét
khac nhu:

e Ding nhap bang ching chi.

e Hé thong quan Iy mém déo.

e Str dung dugc céc tinh ndng ctia X.509 mé rong.

e OpenCA 13 phan mém ma ngudn md mién phi, c6 tai liéu chi tiét day du.

OpenCA duoc thiét ké cho mdt ha tang phan tan. N6 c6 thé khong chi diéu
khién mot CA offline va mot RA online, ma con gitp ta xay dung mét cu trac thir
bac v6i nhidu mirc khac nhau. OpenCA khong phai 1 mot giai phap nhé cho cac
nghién ctru vira va nho. N6 hd tro toi da cho cac td chire 1én nhu cac truong dai hoc,

cac cong ty 1on.

1.3.1 Thiét ké tong quan
OpenCA dugc thiét ké cho mot ha tang phan tan. N6 c6 thé khéng chi diéu
khién mot CA offline va mot RA online ma viéc st dung ching con gilp ta xay dung

mot cau trdc thir bac voi nhiéu mac khac nhau. OpenCA khong phai 1a mét giai phap
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nho cho c&c nghién ciu vira va nho. N6 hd tro téi da cho cac to chac 16n nhu céac

trrong dai hoc, cac cong ty lon.

Khi nghién cau vé cdng nghé OpenCA, chlng ta s& xem xét 4 phan chinh:

e Thiét ké dé cai dit mot ha tang t6
e Cac hoat dong duogc thuc hién mot cach offline bdi nguoi quan tri
e C4c thao tac phia nguoi dung

e Cac mo ta ky thuat cia OpenCA

1.3.2 H¢ théng thir bic

Kién triic co ban ctia cac PKI X.509 14 cau tric thir bac. Két qua la ching ta c6

cau trlic cay cho céc co so dit liéu néu mudn tao kién tric PKI phan tan.

P—_— R

4 ) N
Sales | N Development Division

S haa .

- -,

) .
() 2

Pubhc US = | Public Germany
( S

" Hinh 1.3.2.1 Céi nhin huéng CSDL cia PKI

Trao dbi dir liéu giita cac co so dir liu (CSDL) riéng biét ¢ thé dugc kiém

soat tu dong néu ta sir dung hé théng CSDL phan tan. Néu c6 CSDL phan tan (ching

han mot CA offline) thi ta phai c6 cdng nghé cho viéc trao ddi va quan ly cadc Node

trong hé thdng cap bac.

Thiét ké cia mot OpenCA nhu sau:
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Offline _\\
(- node )—‘
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_g_( node (_ node

' _Hinh 1.3.2.2 Céi nhin dit liéu logic
Thong thuong moi Server trong ha tang caa trung tam tin cay cé CSDL riéng

vi ly do an ninh. Cau tric tha bac 1a xuong séng caa trung tam tin cay.

1.3.3 Cac giao dién

Sau khi biét ha tang co ban ciia OpenCA, Ta cd thé tim hiéu vé CA, RA, LDAP
va giao dién chung. OpenCA hd trg tat ca cac phan mém qua giao dién Web.

Muén thiét k& mot trung tdm tin cay manh, phai hinh dung ra luéng cong viéc
cua té chirc can hd tro. Vi du mot so ¢ nhu sau:

Offline C\
) C‘J CE)

‘) Sales Dc\'clopm:nt Division
( RA ) /_j_( node 3 \ node ( RA )
Public )
L _—(_1Dap ,}\
Public US Public Germany
(Public )—(_ node ) node — r—(Public )
(LLDAP J—_ ( )—( ipap

Hinh 1.3.3.1 Cai nhin k¥ thuat cua PKI

OpenCA hd tro cac giao dién sau:
Node (chi cho Node quan ly), CA, RA, LDAP, Pub, SCEP
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a. Node

CA c0 thé tao tit ca cac bang, nhung ty CA khong thuc hién viéc nay. Giao
dién cho cac Node phuc vu viéc back up va khdi phuc khoéa riéng caa CA, chirng chi.
CA khéng c6 co ché mic dinh dé thyc hién viéc ndy ma ching ta phai tu thuc hién
qua giao dién dugc cung cap.

b. CA

Giao dién CA c6 céc chirc nang dé tao cac chiing chi va cac danh sach thu hoi
chtng chi. CA ciing cho chirc ning dé thay doi hoic cau hinh lai cac giao dién.

c. RA

RA cua OpenCA c6 kha nang diéu khién cac loai yéu ciu: soan thao, chap
thuan, tao cac khoa riéng trén Smart card, x6a cac yéu cau khong hop lé.

d. LDAP

Giao dién LDAP gilp cho viéc tach biét quan Iy LDAP va phan con lai cua
phan mém. Piéu nay la can thiét vi cé nhiéu chizc nang chi can cho ngudi quan tri ma
ngudi ding hoan toan khéng can.

e. Pub

Giao dién cong khai bao gom nhitng thir lién quan dén nguoi dung.

e Sinh cac CSRs (yéu cau ky ching chi) cho IE

e Sinh cac CSRs (yéu cau ky ching chi) cho Mozilla 1.1+ and Netscape
Communicator and Navigator

e Sinh cac yéu cau doc 1ap Client va cac khoa riéng

e Nhan cac yéu cau PKCS #10 dinh dang PEM tir cac Server

e Tap hop céac chung chi

e Ho trg 2 phuong thire khac nhau cho thu hoi chimg chi

e Tim kiém chtmg chi

e Kiém tra cic chimg chi nguoi dung trén trinh duyét.

1.3.4 Vong doi ciia cdc doi twong
OpenCA hoat dong an toan dua trén sy an toan ctuia khoa riéng. C6 nghia la cac

dbi tugng co lién quan dén ting cap khoa riéng/cong khai can duoc két ndi vai nhau.
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Néu mot chang chi don sai thi khong c6 van dé gi ca, nhung néu mot khoa dugc thoa

hiép thi tat ca cac yéu cau va chieng chi lién quan dén khoa d6 s& bi anh huong.

Dew use

Hinh 1.3.4.1 Vong doi cua cac d6i twong

1.4Cong nghé SSL
1.4.1 Gidi thiéu vé SSL
SSL la giao thirc da muc dich, dugc thiét ké dé tao ra cac giao tiép giira hai
chuong trinh ing dung trén mot cong dinh trude (Socket 443), nham ma hod toan bo
thong tin giri / nhan. Giao thirc SSL duoc hinh thanh va phat trién dau tién nam 1994
boi nhom nghién ciru Netscape, dan dit boi Elgamal va nay da tré thanh chuan bao
mat cai dat trén Internet.
SSL duoc thiét ké doc 1ap voi tﬁng ung dung, dé dam bao tinh bi mat, an toan
va chong gia mao ludng thong tin qua Internet giita hai tng dung bét ky, thi du giita
Webserver va céc trinh duyét (Browsers), do d6 dugc sir dung rong rai trong nhiéu

ung dung khac nhau trén moi truong Internet.
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Toan bd co ché va h¢ thong thuat toan mi hod trong SSL duoc pho bién cong
khai, trir khoa phién (Session key) dugc sinh ra tai thoi diém trao d6i giira hai tng
dung 1a ngiu nhién va bi mat ddi v6i ngudi quan sat trén mang may tinh. Ngoai ra,
giao thirc SSL con doi héi nguoi dung phai duge ching thuc boi ddi twong thir ba
(CA) théng qua chung chi sé (Digital Certificate) dua trén mat ma cong khai (vi du
RSA).

HTTP NNTP

T L 1T
1 |

TCP

1 1

IP

~Hinh 1.4.1.1 Vi tri SSL trong m6 hinh OSI o
SSL duoc thiét ké nhu 1a mdt giao thure riéng cho van dé bao mat, c6 thé ho trg

cho nhiéu tng dung. Giao thirc SSL hoat dong bén trén TCP / IP va bén dudi cac tng
dung tang cao hon nhu 12 HTTP (HyperText Transfer Protocol), LDAP (Lightweight
Directory Access Protocol) hoac IMAP (Internet Messaging Access Protocol). Hién
nay SSL duoc str dung chu yéu cho céc giao dich trén Web.

SSL cho phép mdt Server (co hd tro SSL) tu x4c thuc voi mot Client (cling hd
trg SSL), nguoc lai cho phép Client tu xac thuc voi Server. SSL cho phép ca hai may
thiét 1ap mot két n6i duoc ma hoa.

° Chung thuc SSL Server: cho phép Client xac thuc duoc Server mudn két
ndi. Trinh duyét sir dung k¥ thuat ma hoéa cong khai dé chic chin rang ching chi va
public ID cua Server 14 c6 gié tri, duoc cip phat bdi mot CA (trong danh sach cac CA
tin cay cua Client).

o Chung thuc SSL Client: cho phép Server xac thuc duoc Client mudn két
nbi. Server ciing st dung k¥ thuat mi hoa khoa cong khai dé kiém tra chung chi cta
Client va public ID la dung, duoc cip phat boi mot CA (trong danh sach cac CA tin

cdy cua Server).
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. M3 hod két ndi: tat ca cac thong tin trao d6i giira Client va Server dugc
mi hoa trén dudng truyén, nhim nang cao kha ning bao mat. Didu nay rt quan trong
dbi voi ca hai bén, khi c6 cac giao dich mang tinh riéng tu. Ngoai ra, tit ca cac dir liéu
dugc gui di trén mot két ndi SSL di duge ma hoa, con dugce bao vé nhod co ché tu
dong phat hién cac x4o tron, thay doi trong dit lidu.

Giao thirc SSL gdm hai tang:

. Tang thap nhat 1 ting SSL Record Protocol. N6 dugc str dung dé dong
261 mot s giao thire & mirc cao hon. Mot trong nhitng giao thirc duoc dong géi 1a SSL

. Tang tht 2 13 ting Handshake Protocol. N6 14 giao thirc cho phép Server
va Client xac thuc 1an nhau. Chung thod thuan thuat toan ma hoé va cac khod mat ma

trude khi thyc hién giri hodac nhan di li¢u

1.4.2 Cac phién bdn
SSLv2: Phién ban dau tién cia giao thirc SSL do Netscape Corporation thiét ké.
SSLv3: Phién ban SSL version 3.0 do Netscape Corporation thiét ké, di c6 tro
gitip Chain certificate (chimg chi nhom), dugc hd trg cho cac trinh duyét pho thong.
TLSv1: Giao thirc Transport Layer Security version 1.0 dua trén co s& cua
SSLv3, thiét ké boi IETF, nhung hién chua dugc hd tro cho tit ca céc trinh duyét

thong dung.

1.4.3 Cac thugc tinh co bdn

Két ndi an toan:

Qua trinh ma hoa dir liéu duoc ap dung sau khi qua trinh bét tay (Handshake)
dau tién xac dinh dugce khoa bi mat. Mat ma doi xtng dugc su dung cho qua trinh ma
hoa dit liéu (DES, RC4...). Pam bao thong tin khong thé bj truy cip boi ddi tugng thir
ba.

Danh tinh ctia nguo1 bén kia co thé duge xéac thuc bﬁng mat ma khod cong khai
(RSA, DSS...).

Két nbi tin cay:

Vian chuyén thong diép bao gdm qua trinh kiém tra tinh toan ven cta thong diép

stt dung ham kiém tra MAC c6 khoa. Cac ham bam an toan (vi du SHA, MD5...)
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dugc dung cho qua trinh thyc hién ham MAC, nham dam béo thong tin khong bi sai

1éch va thé hién chinh xéc thong tin gbc giri dén.

1.4.4 Muc dich
Kha ning an toan: SSL dugc sir dung dé thiét 1ap két ndi an toan giira hai nhom.
Kha ning tuwong tac giita cic phan tr: Cac nha 1ap trinh doc 14p c6 thé phat trién
cac tng dung sir dung SSL 3.0, sau khi trao ddi cac tham s mat mi ma khéng phai
biét ma chuong trinh cua cic Gmg dung khac.
Kha niang mé rong: SSL cung cip mot framework, trong d6 cac phuong phap

mi hoa va ma hoa khoa cong khai két hop chit ché véi nhau.

145 Bdo mdt cia SSL

Muc do bao mat cia SSL phu thudc chinh vao d§ dai khoa hay phu thudc vao
viéc st dung phién ban ma hoa 40bit va 128bit. Phuong phap ma hoa 40bit duoc su
dung rong rai khong han ché ngoai nudc My, phién ban ma hoa 128bit chi duoc sir
dung trong nudc My va Canada. Theo ludt phap My, cic mat ma “manh” duoc phan
loai vao nhom “vii khi” (weapon) va do d6 khi str dung ngoai My (coi nhu 13 xut
khau vii khi) phai dugc phép cua chinh phu My hay phai dugc cip gidy phép ctua Bo
Quéc phong My (DoD).

bay 1a loi diém cho qua trinh thyc hién cdc dich vu thuong mai va thanh toan
dién tir trong My va cac nudc dong minh phuong Tay, 1a diém bat loi cho viéc sir
dung cac san pham can c6 co ché bao mat va an toan trong giao dich dién tir néi chung
va thuong mai di¢n tr ndi riéng trong cac nudc khac.

Céac phuong thirc tin cong (hay bé khoa) nhim vao cac thuit toan bao mat
thuong dua trén phuong phap “tdn cong vét can” (Brute-force attack) bang cach thir-
sai mién khong gian cac gia tri c6 thé cua khoa. S6 phép thir-sai ting 1én khi do dai
khoa ting va din dén vuot qua kha ning va cong suit tinh toan, ké ca cac siéu may
tinh hién dai. Thi du, v6i do dai khoa 1a 40bit, thi sb phép thu s& 1a
2%0=1,099,511,627,776 tb hop.
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Tuy nhién d¢ dai khod 16n kéo theo tdc do tinh toan giam (luy thira nghich dao)
va dan dén kho c6 kha ning ap dung trong thuc tidn. Mot khi khoa bi pha, toan bd
thong tin giao dich trén mang s& bi kiém soét.

Tuy nhién do do dai khoa 1én (thi du 128, 256 bit), sb phép thir-sai tré nén
“khong thé thue hién” vi phai mit hang ndm hodc tham chi hang nghin nim véi cong
suat va ning lyc tinh toan clia may tinh manh nhat hién nay.

Ngay tr ndm 1995, ban ma hoa 40bit da bi pha bdi st dung thuat toan vét can.
Ngoai ra, mot sb thuit toan bao mat (DES 56bit, RC4, MD4,...) hién nay cling bi coi
la khdng an toan khi 4p dung mot s6 phuong phap va thuat toan tan cong dic biét. Pa
c6 mot sd dé nghi thay d6i trong luat phap M, nhdm cho phép st dung rong rii cac

phan mém ma hod ding ma 56bit, nhung hién nay van chua dugc chap thuan.

1.4.6 Uu diém va han ché ciia SSL

<  Uudiém ciia SSL

Tinh ning manh nhat cia SSL / TLS 1a ching xac dinh mdi quan hé véi cac
tang giao thirc khac nhu thé nao trong hé thdng kién tric mang OSI. Tai mirc cao nhat
1 phan mém tng dung hodc céc trinh duyét. Chay phia dudi cic tng dung nay 14 giao
thirc tang tmg dung bao gém Telnet, FTP, HTTP...

Bén duéi nira 1a giao thirc SSL va céac thudt toan ma hoa duoc sir dung dé két
n6i. Bén dudi SSL 14 tang giao van. Hau hét cac trudong hop d6 1a TCP/IP. Tuy nhién,
giao thic SSL 1a duy nhét, khong phu thudc vao giao thirc mang. Bdi vi SSL khong
phu thudc vao cic tang giao thirc, cho nén SSL trd thanh mot nén tang doc 1ap hay la
mot thuc thé mang doc lap.

Mot stitc manh khac ctua SSL 1 ngin chin cach thic tAn cong tir dién. Cach
thirc nay sir dung tir dién dé phéa khoa trong hé ma hoa. SSL khic phuc duoc diéu nay
boi cho phép khong gian khoa 13 rat 16n ddi v6i hé ma hoa duge st dung. SSL cung
cap hai mérc d6 tin cdy: 40 bit va 128 bit tuy thudc kha ning ctia browser. SSL 128 bit
va SSL 40 bit y ndi do dai cia khoa phién dung dé ma hoa dir liéu sau khi di dinh
danh va dugc thiét 1ap bang giai thuat khoa cong khai (RSA hoic Diffie-Hellman). Do

dai ctia khoa phién cang 16n thi d6 bao mat cang cao. Hién nay SSL 128 bit c6 do tin
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cdy 16n nhat. Theo RSA phai mat hang ti nim moi c¢6 thé giai ma duoc bang cac k¥
thuat hién nay.

Céch thirc tin cong “tir dién” ¢ thé bi ngan chin boi sir dung phuong phéap sb
Nonce (Nonce number). S6 nay duoc sinh ngau nhién, duoc server sit dung, Nonce
number 1a mot s6 khong thé bi pha khoa.

Giao thirc SSL con bao vé chinh n6 véi ddi tac thir 3. D6 1a cac client xam nhap
bét hop phap dit liéu trén dudng truyén. Client xdm nhdp nay co thé gia mao client
hoic server, SSL ngin chin su gid mao ndy bang cach sir dung khoa riéng cuia server
va str dung ching chi s6. Phuong thuc bét tay trong TLS ciing twong tu. Tuy nhién,
TLS ting cudng sy bao mat bang cach cho phép truyén phién ban giao thirc, sé hiéu
phién lam viéc, hé ma hoa va cach thirc nén dugc str dung. TLS bo xung thém hai
thuat toan bam khong co6 trong SSL.

X 2. Han ché ciia SSL

Giao thire SSL, ciing gidng nhu bat ky cong nghé nao, ciing c¢6 nhitng han ché.
Vi SSL cung cép céc dich vu bao mat, cin quan tam ddc biét t&1 cac gidi han clia nd.
G161 han ctia SSL thuong 1a trong ba trueong hop:

Do nhitng rang budc co ban cua ban than giao thirc SSL. Pay 1a hé qua cua viéc
thiét ké SSL va tng dung chiu tac dong cua no.

Do giao thitc SSL ciing thira ké mot vai diém yéu tir cac cong cu ma nd sir
dung, cu thé 1a cac thuat toan ky va ma hoa. Néu céc thuat toan nay co diém yéu, SSL
thuong khong thé khac phuc ching.

Do méi truong, trong d6 SSL duge trién khai, c6 nhiing thiéu sot va g161 han.

Mic du trong thiét ké da xét dén mdi quan hé véi rat nhiéu tng dung khac
nhau, SSL 1 rang duoc tip trung vao viéc bao mat cac giao dich Web. SSL yéu cau
mdt giao thirc van chuyén tin cdy nhu TCP. D6 14 yéu cau hoan toan hop 1y trong cac
giao dich Web, vi ban than HTTP ciing yéu cau TCP. Tuy nhién, diéu nay ciing c6
nghia 13 SSL khong thé thuc thi ma st dung giao thitrc van chuyén khong két ndi nhu
UDP. Vi vay, SSL co thé hoat dong hi¢u qua voi phén 16n cac Gng dung thong
thuong. Va thyc té hién nay, SSL dang duogc str dung cho nhiéu cac tng dung bao

mat, bao gém truyén file, doc tin mang, diéu khién truy cap tu xa...
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Mot dic diém khéac khién SSL bj 18i khi hd tro dich vu bao mat dic biét nhu 1a
Non-repudiation (khéng chéi bé). Dich vu nay ngin ngira bén tao dit liéu va bén ky dit
lidu tir chdi hay pht nhan diéu minh da thuc hién. SSL khong cung cp cac dich vu
non-repudiation, do d6 s& khong phu hop véi cac ing dung yéu cau dich vu nay.

Diém yéu ctia mi hoa SSL con do phién 1am viéc ton tai qua lau trong qua trinh
bét tay, khoa phién dugc khoi tao giita client va server dugc dung trong sudt qua trinh
két nbi. Khi khoa nay con ton tai, mdi khi thong diép duwoc giri, ton tai mot 16 hong
bao mat trong két ndi cho phép xam nhap. Giao thirc TLS khic phuc duogc 16i nay
bang cach thay d6i khoa cho mdi phién lam viéc.

Céc giao tiép thuc giita client va server ciing 13 myc tiéu tin cong vi chung luu
trit cac thong diép giita hai diém dau cudi. Thong diép trong SSL dugc ma hoa, tuy
nhién tai mdi diém dau cudi théng diép dugc giai ma, SSL chua c6 co ché duy tri su
ma hoa trong bo nhd dém cua hé thdng twong tng.

Vén dé khac ctia SSL 1a kha nang 4p dung ddi véi nguoi sir dung trén toan cau.
Mic du mot vai client trén cac nude khac c6 hd tro kién trac SSL, nhung van con han
ché vé ranh gi6i ciia sy mi hoa. Ranh gigi nay do chinh phit My dua ra, né gi6i han s6
luong bit duoc sir dung trong cac hé ma hoa. SSL c6 hd trg ma hoa 128 bit trong cac
phién giao dich toan cau, nhung thuc té chi st dung hé ma hoa 40 bit. Cac han ché vé
bao mat nay cang cho phép ké tin cong c6 nhiéu co hoi hon khi tim cach bé khoa hé
thong.

Mot vai ¥ kién lai cho rang han ché 16n nhét cua SSL khong chi ¢ giao thirc bat
tay, ma ton tai trong ting ban ghi cua giao thirc. Trong qua trinh bt tay, viéc ching
thuc giita client va server thuc hién rat nghiém ngat, do ding chtng chi sé va khoa.
Tuy nhién, trong tang ban ghi, qua trinh xac thuc khong duge thuc hién trong sudt giai
doan két ndi con lai. Do khong co su xac thyuc giita client va server, dan dén ké tan
cong co6 thé mao danh client hoic server trong qué trinh két ndi.

Nhiéu v kién cho ré“mg SSL chi gidi han cho céac trng dung thuwong mai dién tu,
diéu nay 1a khong dang. Vi cac to chirc tai chinh c6 thé sir dung SSL dé truyén sb
PIN, cic cong ty bao hiém sir dung SSL dé truyén dit lidu khach hang, cac cong ty

hoat dong theo mo hinh B2B (Bussiness-to-Bussiness) st dung SSL xdy dung cac
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phién giao dich giita cac cong ty, SSL c6 thé dugc sir dung trong mot to chuc dé
truyén dir liéu trén mang cuc bo.

Do han ché vé cong nghé, van con mét sb server khong thé dung ma hoa SSL.
Mic du ¥ tuéng md hod 1a quan trong, tuy nhién c6 sy han ché trong strc manh cua
server trong qué trinh kiém tra chit ky sé va thuc hién ky s6. Do khong dép ung duoc
yéu cau xu 1y, nhiéu web server gip kho khin trong thuc hién két nbi SSL. Piéu nay
kho c6 thé chip nhin dugc dbi véi ngudi stir dung va khach hang.

Céc chtmg chi server tu ky c6 thé cung cip bao mat, nhung khong xac thuc.
Mot chirng chi tu ky khong duge ching nhan bdi may nguoi dung va khong qua cac
budc thém vao su tin cdy cho ching chi server bang tay. Theo mic dinh, cac may tinh
Windows tin tudng cac chiing chi server chi khi tir cdc CA chi dinh nhu 1a VeriSign.

Vé phia client, thiét 1ap midc dinh cho cac browser phd bién nhu Internet
Explorer va Nescape khong kiém tra sy thu hdi ching chi va van chap nhan céc phién
SSL 2.0. Thém vao d6, cac thiét 1ap mac dinh thudng cho phép céc trang ma hoa SSL

dugc luu trong browser cache ma khong can ma hoa.
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Chuwong 2: CHU KY SO VA CHUNG CHI SO
2.1 Khai niém chir ky s6

Vi thoa thuan thong thuong trén gidy, hai ddi tac xac nhan su dong ¥y bang
cach ky tay vao cudi cac hop dong. Bang cach nao d6 ngudi ta phai thé hién d6 1a chir
ky cua riéng ho va ké khac khong thé gia mao. Moi cach sao chép chit ky trén gidy
thudng d& bi phat hién, vi ban sao c6 thé phan biét duoc véi ban gbc.

Céc giao dich hop tac trén mang cling dugc thuc hién theo cach tuong ty, nghia
1a hai d6i tac trén hai nat mang ciing phai ky vao Ban théa thuan. Chi khac 13 vin ban
truyén trén mang dugc biéu dién dudi dang “sb” (chi dung chit s6 0 va 1), ta goi nd
nay 1a “van ban s6” (dién tir). Do d6 chit Ky trén “vin ban s6” khac véi chir Ky trén
vin ban gidy thong thuong.

Viéc gia mao va sao chép lai dbi v6i “van ban s6” 1a viéc hoan toan dé dang,
khong thé phan biét dugc ban goc vdi ban sao. Nhu vay “chit ky” & cudi “vin ban s6”
khong thé chiju trach nhiém ddi vé4i toan bd nodi dung van ban loai nay. Do d6 Chir ky
thé hién trach nhiém d6i véi toan bd “vin ban s6” phai 1 “chit ky” dugc Ky trén ting
bit ctia vin ban loai nay. Ban sao ctia “chit ky s6” ¢6 tu cach phép Ii.

Chir ky thong thudng duoc kiém tra bang cach so sanh né véi chir ky goc. Vi
du, ai d6 ky mot tAm séc dé mua hang, nguoi ban phai so sanh chit Ky trén manh gidy
v6i chit Ky gbc nam & mit sau cta thé tin dung dé kiém tra. Di nhién, day khong phai
12 phwong phép an toan vi né dé dang bi gia mao.

“Chir ky $6” c6 thé duge kiém tra chinh xac nho dung mot thuat toan kiém tra
cong khai. Nhu vay, bat ky ai ciing ¢ thé kiém tra dugc chit ky sd. Viéc dung mot so

do chir ky an toan co thé sé ngan chan dugc kha nang gia mao.
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Hinh 2.1.1 M6 hinh chit ky s6
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2.2Pai dién thong di€p

Vi “Chit ky sb ” duoc Ky trén timg bit ctia “vin ban s6”, nén d6 dai cua né it
nhit ciing bang vin ban can ky. Nhu vay s& ton kém bo nhd ciing nhu thoi gian “ky”
va thoi gian truyén “Chir ky sé ”. Trén thuc té thay vi Ky trén “vin ban s§”, ngudi ta
Ky trén “Pai dién” (Digest) ctia no.

Dé ky trén “van ban s6” dai, dau tién phai tao “dai dién” ctia van ban nhd “Ham
bam ”. Mt thong di€p duoc dua qua ham bam s€ tao ra xau bit voi do dai ¢d dinh va
ngan hon dugc goi 13 “Pai dién” (Digest). Mdi thong diép di qua 1 ham bam chi cho
duy nhét 1 “Pai dién”. Nguoc lai, “kho” tim dugc 2 thong diép khac nhau ma cé cung
mot “Pai dién” (tng véi cung 1 ham bam).

Ham bam két hop voi “chir ky s6” & trén s& tao ra mot loai “chir ky dién ta ”

vira an toan (khong thé cit / dan), vira c6 thé dung dé kiém tra tinh toan ven ciia thong

diép.

1). Nguoi gui: Tao ra “chit ky s6”.

° Pua thong diép can glri qua ham bam tao ra “Pai dién”.

. M3 hoa “Pai dién” bang khoa riéng (private) ciia nguoi giri dé tao ra
“chir ky s6”.

o Mai hoa thong diép va chir ky bang khod cong khai (public) cta ngudi

nhan, gui di.
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Hinh 2.2.1 M6 hinh ma hoa thong diép va chit ky bang khoa bi mat
2). Nguoi nhan: Dinh danh nguoi ky, kiém tra tinh toan ven ciia thong diép.
e Giai ma thong diép bang khoa riéng ctia minh, giai ma chir ky bang khoa
cong khai ctia nguoi guri dé 1ay “Pai dién” ra.
. Cho thong diép qua ham bam dé tao ra “Pai dién” méi.
° So sanh “Pai dién” madi1 véi “Pai dién” nhan duoc.
Néu chung giéng nhau thi ngudi nhan c6 thé vira dinh danh duoc ngudi giri,

vura ki€ém tra tinh toan ven cta thong diép.
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Hinh 2.2.2 M6 hinh giai ma thong diép va chir ky bang khoa cong khai

2.3 Khai niém chirng chi so
Viéc sir dung ma hoa hay ky sb chi giai quyét duoc van dé bao mat va xac thyc
thong diép. Tuy nhién “kh6” thé dam bao rang ngudi ky 1a ddi tac that. Trong nhiéu
truong hop can thiét phai “chimg minh” bang phuong tién dién tir danh tinh cua ai do.
Vi dy phai “chimg minh” ring ngudi nguoi ky 13 “chu dich thuc” hién thoi cua chia

khéa ky.
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Mot cach giai quyét 1a dung “Chung chi s6” dé xac nhan “chu dich thuc” hién
thoi ctia khoa cong khai.

Ching chi s6 1a mot tép tin dién tor dung dé nhan dién mdt ca nhan, mot may
dich vu, mot thuc thé nao d6. N6 gén dinh danh cua ddi tuong d6 voi mot khoa cong
khai, giéng nhu bang lai xe, ho chiéu, chimg minh thu.

Chumng chi s6 1a két qua ctia du an phat trién chuan thu myc X.500 cia ITU-T
phat trién vao cudi nhirng nim thap nién 90. Chimg chi sé duoc ITU-T dic ta trong tai
lidu X.509 va dan duoc thay ddi qua cac phién ban cho phu hop véi thuc té. Hién nay
Chung chi X.509 phién ban 3 duoc sir dung trong cac hé thong xac thuyc.

Mét noi ¢ thé chirng nhan cac thong tin cua mot thuc thé 1a ding, né duogc goi
1a co quan xac thuc chtng chi (Certificate Authority - CA). P6 1a mot don vi ¢6 tham
quyén xac nhan dinh danh va cip cac chimg chi s6. CA c6 thé 1a mot ddi tac thir ba
doc 1ap hoac td chire tu vAn hanh mot hé théng tu cép cac chirng chi cho ndi bo.

Céc phuong phap dé xac dinh dinh danh phy thudc vao cac chinh sach ma CA
dit ra. Chinh sach lap ra phai dam bao viéc cip ching chi sé phai dung dén, ai duoc
cap va muyc dich dung vao viéc gi. Thong thudng, trude khi cap mot chimg chi sd, CA
s€ cong bd cac thi tuc can thiét phai thuc hién cho cac loai chung chi $0.

Chung chi s6 chira khoa cong khai, dugc gén vo1 mot tén duy nhét ciia mot doi
tugng (nhu tén ctia mot c4 nhan hay may dich vy). Ching chi sé gitp ngan chin viéc
st dung khoa cong khai cho viéc giad mao. Chi c¢6 khoa cong khai dugc chiing thyc boi
chtng chi sb s& 1am viéc v6i khoa bi mat tuong tng. N6 duge s¢ hitu boi ddi tuong
v6i dinh danh dd duogc ghi trong chimg chi sé.

Ngoai khoa cong khai, ching chi s6 con chira thong tin vé dbi tuong nhu tén
ma nd nhan dién, han dung, tén cua CA cﬁp chirng chi s6, mi sb ... Quan trong nhat 1a
ching chi sb phai co “chit ky s6” ciia CA da cap chung chi d6. Gidng nhu ching chi
da duoc “dong dau”, dé cho nguoi dung khoa cong khai co thé kiém tra.

Mot nguoi mubn st dung Hé ma héa khoa cong khai dé ma hoa thong bao va
gui cho ngudi nhan, nguoi g phai cd ban sao khoa cong khai ctia ngudi nhan.

Mot ngudi mudn kiém tra chit ky sé ciia nguoi khac, ho phai c6 ban sao khoa

cong khai ctua nguoi ky.
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Chung ta goi c4 hai thanh vién (mi hoa thong bao va kiém tra chir ky sd) 1a
nhiing ngudi st dung khoa cong khai.

Khi khoa cong khai duoc gtri dén ngudi sir dung khoa cong khai, thi khong can
thiét phai giit bi mat khoa cong khai nay. Tuy nhién, ngudi st dung khoa cong khai
phai dam béo rang khoa cong khai dugce sir dung dung 1a cia dbi tac. Néu ké pha hoai
dung khéa cong khai khac thay thé cho khoa cong khai hop 18, thi ndi dung thong bao
d3 ma hoa c6 thé bi 19, chit ky s6 c6 thé bi lam gia. RS rang khoa cong khai can phai
dugc xac thyc trude khi dung.

Doi voi nhom thanh vién nho, yéu cau trén cé thé dugc thoa man dé dang. Vi
du truong hop hai nguoi quen biét nhau, khi ngudi ndy mudn truyén théng an toan véi
ngudi kia, ho ¢ thé co duge ban sao khoa cong khai ctia nhau bang cach trao doi cac
dia nhd c6 ghi cac khoa cong khai cia timg ngudi. Nhu vay dam bao rang cac khoa
cong khai dugc luu gilr an toan trén mdi hé théng cuc bg cua ting nguoi. Pay chinh 1a
hinh thtrc phan phdi khoa cong khai thu cong.

Phan phdi khoa cong khai thu cong nhu trén 14 khong thyc té hodc khong thoa
dang khi s6 luong ngudi dung 13 qua 16n va noi lam viéc phan tan. Hé thong cap
chung chi khéa cong khai giup cho viéc phan phdi khoa cong khai c6 hé thong va

chuan muec.

2.4 H¢ thong cung cap chirng chi khéa cong khai

CA phat hanh cac chung chi cho nhiing nguoi nam giit cip khoa cong khai va
khoa riéng. Chimg chi gdm c6 khoa cong khai va thong tin ding dé nhan dang duy
nhat chu thé (subject) ctia chtng chi. Chu thé cta ching chi ¢ thé 1a mot nguoi, thiét
bi, hodc mét thuc thé c6 nim gilr khoa riéng tuong ung. Khi chu thé caa ching chi la
mdt nguoi hoac mot thuc thé nao do, chu thé thuong dugc nhéc dén nhu 1a mét thuc
thé (subscriber) ctia CA. Cac ching chi dugc CA ky, bang khoa riéng ciia CA.

Mot khi cac ching chi sé dugc thiét 1ap, cong viée cua ngudi sit dung khoa
cong khai rat don gian. Gia thiét rang, ho da c6 khoa cong khai cia CA (vi du: thong
qua phan phdi khoa cong khai thii cong) va tin cdy CA phat hanh cac ching chi hop
16. Néu nguoi dung can khoa cong khai cia mot thué bao nao d6 cua CA, anh ta c6 thé

thu dugc khoa cong khai ctia thué bao bang cach tim trong ban sao chung chi cua ho,
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liy ra khoa cong khai. Tét nhién truéc d6 anh ta phai kiém tra chit ky trén chung chi
c6 dung la cua CA khong.

Hé thdng cap ching chi nhu trén 14 don gian va kinh té khi dugc thiét 1ap trén
dién rong va tu dong, boi vi mét trong cac dac tinh quan trong ctia ching chi la:

“Cac chimg chi c6 thé dugce phat hanh ma khong can phai bao vé théng qua cac
dich vu an toan truyén thong dé dam bao xéac thuc va toan ven”.

Chung ta khong can giit bi mat khoéa cong khai, nhu vay chimg chi khong phai
1a bi mat. Hon nita, & day khong doi hoi cac yéu cau vé tinh xac thuc va toan ven do
cac chung chi ty bao vé. Chit ky ctia CA trong ching chi dd cung cip tinh xéc thyc va
toan ven. Nguoi dung khoa cong khai trong cac chirng chi nhu trén dugc goi 1a thanh
vién tin cay.

K¢ truy nhép trai phép dinh lam gia chung chi khi chung chi nay dang luu hanh
cho nhiing nguoi st dung khoa cong khai, ho s€ phat hién ra viéc lam gia, boi vi chir
ky ctia CA c¢6 thé duoc kiém tra chinh x4c. Chinh vi thé cac ching chi khoa cong khai
dugc phat hanh theo cach khong an toan, vi du nhu thong qua cac may chu, cac hé¢
thong thu muc, cac giao thirc truyén thong khong an toan.

Loi ich co ban cua hé thong cp chung chi 1a: nguoi str dung khoa cong khai c6
duoc sd luong 16n cac khoa cong khai ctia nhiéu ngudi ding mét cach tin cdy, nho
khoa cong khai ciia CA. Luu ¥ rang chimg chi sd chi ¢6 nghia khi CA phat hanh cac
ching chi hop 1¢€.
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Chuong 3. CA (CERTIFICATE AUTHORITY)
3.1 Giéi thiéu mét s6 van dé lién quan dén co sé ha ting khéa cong khai
3.1.1 Cic giao thirc quén y co sé ha ting khéa cong khai theo chuin X509

PKI duoc xay dung bao gém rat nhiéu mé hinh riéng biét va viéc quan tri cac
trong cac mé hinh d6 13 khac nhau. Management protocol dugc dua ra bai nd can thiét
dé hd tro cac tuong tac online gitta cac thanh phan PKI (gitra CA va hé thong client,
gitra cac CA phét hanh cross-certificates).

Trude khi xac dinh rd riéng biét cac dinh dang message va céc thi tuc cho phan
mém PKI chlng ta phai di xdy dung mé hinh PKI Management: dinh nghia cac thuc
thé trong PKI Management va tuong tac ciia chiing. Sau d6 ching ta di nhom cac tinh
ning nay cho phu hop cac kiéu c6 thé dinh danh cua céc thuc thé dau cubi (end
entity).

Cac thyc thé duoc dua ra trong PKI Management bao gom end entities (vi du,
thuc thé duoc dat tén trong truong Subject cua certificates) va CA (vi du, thuc thé
duoc dat tén trong trudng Issuer cua certificates). Dudi day 1a mot vai vi du vé cac
dinh nghia trong PKI Management.

Subjects va End Entities

Nhu da dé cap ¢ trén thi thuat ngit “subject” dugc sir dung ¢ day dé tham chiéu
tGi mot thuc thé duoc dat tén trong truong Subject cia mot certificate, khi ching ta
mudn phan biét giita cac cong cu hay gitra cac phan mém dugc sir dung béi subject d6
(vi du, mot moduel quan ly certificate cuc bo) dugc goi la “’subject equipment”.
Trong trudng hop tong quat ching ta sir dung thuat ngir “End Entity” (EE).

Tat ca cac EEs y8u cau bao mat cuc bo truy cap toi mot sé thong tin tdi thiéu:
tén so hitu va private key, tén ciia CA duoc tin cay bai thuc thé va public key cua CA
(hoac fingerprint cua public key). Noi luu trit cac thdng tin ndy c6 thé thay doi, su
thay d6i nay tly thudc vao cach cai dat va ang dung (vi du, dang file nhu crytographic
tokens), noi nay duoc goi la moi truong an toan cd nhan (PSE) cua EE, dinh dang
ciia PSE ndam ngoai pham vi cua RFC nay.

Certificate Authority

Certificate Authority (CA) 12 mot “third party” thuc sy hodc ciing c6 thé khdng
phai 13 “third party” (diéu ndy cho phép chlng ta phan biét RootCA va Non-RootCA),
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CA thuong thugc vé mot to chirc nao d6 nham muc dich hd trg cac EEs. Mot lan nita

ching ta st dung thuat ngir CA dé chi thuc thé dugc dit tén trong truong Issuer caa

certificate, khi can phan biét cac céng cu phan ciing hoic phan mém sir dung boi CA

chung ta dua ra thuit ngit “CA equipment”. CA equipment bao gém ca 2 thanh phan:

online va offline (private key cua CA dugc goi la thanh phan offline).

Céc yéu cdu vé PKI Management

Bao gdm 13 yéu cau sau day :

Tuong thich vai chuan 1SO 9594-8 va cac phan certificate extensions.
Tuong thich gitra c4c thanh phan trong cac series.

Pon gian trong van dé cap nhat key pair ma khong anh hudng dén key
pair khac (trong hé thong).

Sir dyng tinh tin cay trong PKI Management protocols phai dé dang céc
bai toan diéu tiét.

Phai twong thich voi cac thuat toan ma héa (chuan cong nghiép) : RSA,
DSA, SHA-1, ...

Khéng loai trir viéc sinh cap khéa bai EEs, RAs, CAs.

H0 tro viéc cong khai cac certificates (tly thudc vao cai dat khac nhau va
cac moi truong khac nhau).

Ho tro viec hay bo certificate cia EEs (CRLS).

C6 thé sir dung da dang ‘‘transport mechanisms’’: mail, http, TCP/IP va
ftp.

Chi c6 CA moai cd thé thay d6i hoac thém gié tri truong trong certificate,
x0a hoic thay doi extension dua trén cac chinh sach hoat dong caa né.
H6 trg cong viéc cap nhat CA key cho cac EEs.

Céc chure nang cua RA phu thudc vao CA cua n6 (cac cach cai dat va cac
moi truong Khac nhau).

Khi EE yéu cau mét certificate bao gom c6 ca gia tri public key, thi phai
c6 mot gia tri private key twong tng (ky Ién request — Proof of

Possession of Private Key).
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3.1.2 H0o so chirng chi sé va CRL(Danh sdch hiiy bé chirng chi) cho co sé ha
ting khéa cong khai theo chudn X509

X509 v3 certificate

Nhu d3 biét, user c6 mot public key s& cd mot private key dugc s hitu boi
dung subject (ngudi dung hoic hé thdng) véi mot ky thuat ma hoa va chit ky sé dugc
sir dung. Tinh tin cay nay dugc st dung trong cdc ching chi public key (goi la
certificate), bi rang buoc bai chir ky ciia CA (trusted CA) véi mot khoang thoi gian sur
dung xac dinh. Certificate c6 thé dugc phan phdi qua céc truyén thdng khdng can su
tin cay va cac hé théng server khac nhau va c6 thé duoc luu trong mot kho khéng bao
mét trén hé théng st dung certificate. ANSI X9 d3 phat trién dinh dang X509 v3 dua
trén viéc mé rong mot s truong du trix, cac trudng ndy bao gom: thong tin dinh danh,
théng tin vé thugc tinh khda, théng tin vé chinh sach (policy) hé théng CA va cac bat
budc certification path (truong basicConstraints).

Certification paths anh trust

Mot user cua mot dich vu bao mat cé mét public key (c6 hiéu luc) sé cd mot
certificate dugc chirng nhan bai mot CA (ky tén public key), CA nay ciing c6 thé
duoc chitng nhan bai moét (hodc nhiéu) CA khac. Do vay, nay sinh khai niém vé
certification path. Trong RFC1422 di dinh nghia mot cau tric chudi cac CAs mot
cach cang nhic, cu trac nay twong thich voi X509 v1, gom c6 3 kiéu CA 1a: IPRA
(Internet Policy Registration Authority), PCAs (Policy Certiification Authorities) va
CAs (Certification Authorities). Cau trdc ndy c6 cac han ché sau: co ché top-down tic
|l tat ca cac certification paths phai bit dau tir IPRA, quy tic dat tén nhanh han ché
subject cua CA, st dung khai niém PCA tic 13 yéu cau phai biét tng PCAs duoc thiét
lap trong logic kiém tra chudi certificate. Voi X509 v3, thi hau hét cac yéu cau trén
duoc st dung trong certificate extension, ma khong can han ché céc cau trdc sir dung
CA. Vi cu tric ndy, dua ra kién triic hét sic mém déo cho hé thong CA.

Revocation

Khi phat hanh ra mot ching chi, n6 da dugc dinh ra mét khoang thoi han sir
dung nhat dinh. Tuy nhién, vi mot s6 1y do nao d6 ma nguoi sir dung mubn hay bo
chung chi nay khi chua hét han st dung. X509 dinh nghia mot phuong phap huy bo
certificate, phuong phap nay cho phép cac CAs chap nhan hay bo chuang chi, duoc goi
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la mot CRL (Certificate Revocation List). Danh sach nay liét ké tat ca cac chiing chi
bi huy bo (theo sé serial). Khi mot hé théng bao mat sir dungching chi, thi hé thdng
nay khong nhiing kiém tra chir ky trén chang chi va tinh hiéu lec cua né ma con kiém
tra sy cO mit cua serial nay trong CRL d6 (tat nhién 1a CRL nay phai duoc cap nhat
trén toan bo hé thdng theo mot dinh ky nao d6). Néu sb serial nay c6 trong CRL thi
coi nhu ching chi d6 da bi huy bo. CRL c6 thé duoc phan phéi qua cac truyén théng
khong bao mat va cac hé thdng server (repository). Mot han ché cua phuong phap
CRL, d6 1a khoang thoi gian phat hanh CRL 1a khdng lién tuc. C6 thé giai quyét han
ché nay bang cac phuong phéap truc tuyén (online method), phuong phap nay co thé &p
dung trong mét s6 méi trudng. Tuy nhién, dé st dung cac phuong phap nay s& phai

dam nhiém thém mat sé yéu cau méi vé bao mat méi.

3.2 Cai @it thiét 1ap cau hinh cho may CA
Hé thong cung cap ching chi s6 MyCA duoc xay dung trén hé diéu hanh
RedHat Linux, gdm hai mé hinh:
e M6 hinh cap phat, quan Iy va hay bo chitng chi, do ngudi sir dung sinh khoa
e M0 hinh cip phat, quan ly va hiy bo ching chi do trung tdm sinh khéa (mo

hinh sinh khoa tap trung)

3.21 Caidat
Doi voi cac may duoc thiét 1ap 1am may CA (Certificate Authority) truéc khi
thuc hién viéc cai dat can kiém tra mot s6 yéu cau vé phan mém dudi day:
e Hé diéu hanh RedHat Linux 7.2
e Perl phién ban 5.6.0 hoac cao hon
e Apache phién ban 1.3.12 hoac cao hon
Toan bd phan mém MyCA dugc luu trén mot dia CD ROM. Dé cai dat may CA
ngudi thyc hién c6 thé tién hanh nhu sau:
- Copy tép MayCA .tgz tir dia CD vao may can thiét 1ap 1am may CA.
- G& nén tép MayCA.tgz, bai Iénh
tar —xvzf /duong dan/MayCA .tgz
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dugc thuy muc MayCA, trong d6 c6 cac thu myc: MyCA, va myca (trong thu
muc nay c6 cac thu muc con: cgi-ca,htdocs-ca,cgi-print).
- Copy thu muc myca vao thu muc /home

- Copy thu muc MyCA ra ngoai cing cua hé thdng cdy thu muc

3.2.2 Thiét ldp ciu hinh
Céu hinh Apache server
Giao dién gitra nguoi quan tri va chuong trinh trén may CA duoc thuc hién
thong qua trinh duyét Netscape, do vay sau khi cai dat phan mém CA dé chuong trinh
hoat dong can thiét 1ap ciu hinh cho chuong trinh CA trén Apache. Viéc thiét 1ap cau
hinh dé CA str dung Apache dugc tién hanh nhu sau:
Trong tép cau hinh cua Apache (tép httpd.conf trong thu muc /ect/httpd/conf)

can bo sung trang giao dién CA trong muc “VirtualHost” nhu sau:

<VirtualHost 200.1.1.2>
DocumentRoot "/home/myca/cgi-print/"
ServerName printcert
Errorlog logs/print/error log
CustomLog logs/print/access log common
ScriptAlias /cgi-bin/ "/home/myca/cgi-print/"
<Directory "/home/myca/cgi-print">
AllowOverride None
Options ExecCGI
Order allow,deny
Allow from all
</Directory>
</VirtualHost>

<VirtualHost 200.1.1.2>
DocumentRoot "/home/myca/htdocs-ca/"
ServerName rootca
Errorlog logs/ca/error log
CustomLog logs/ca/access_log common
ScriptAlias /cgi-bin/ "/home/myca/cgi-ca/"
<Directory "/home/myca/cgi-ca">
AllowOverride None
Options ExecCGI
Order allow,deny
Allow from all
</Directory>
</VirtualHost>

Trong d6 trang printcert dugc sir dung dé in gidy chirng nhan cdp chngs chi sb
cho nguoi st dung, va trang rootca 1a giao dién chinh dé ngudi quan tri thuc hién viéc
phat hanh hay bé chiing chi.

- Trong tép /etc/hots bd sung thém cac trang trén:

200.1.1.2 rootca printcert
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- Can tao cac thu myc: ca, print trong /etc/httpd/logs dé luwu lai nhat ky, thong
béo 161 néu chuong trinh xut hién 13i.
- Sau khi thyc hién cau hinh xong can khdi dong lai Apache dé cac tham sb méi
duoc bd sung co hi¢u luc, b.'?mg cach thuc hién 1&énh sau:
[etc/init.d/httpd restart.

Céu hinh cho MySSL va MyCA

Tat ca cac tham sb cdu hinh cho trinh MySSL, MyCA tuong tng duoc dé trong
cac tép sau /MyCA/conf/myssl.cnf va /home/htppd/cgi-ca/ca.conf. Hau hét cac tham
sb trong hai tép nay c6 thé ding chung cho ton hé thong, tuy nhién trong d6 ¢ nhiing
tham s6 ma ddi voi mdi may CA (ca root hoic nonroot) can cd sy thay doi khi ching
duoc thiét lap.

Khi mot may CA duoc thiét 1ap, can ¢6 mot cip khoa duoc sinh theo s ID da
duoc hé théng chap nhan, khi d6 sé ID dudi dang thap phan s& dugc dung lam phan
chinh cua tén tép khéa ciing nhu tén tép chitng chi cia CA d6 (gia sit CA dugc cap ID
14 01 thi khi khai tao cho CA d6 tép khoa sé 1a 01.key, tép chngs chi la 01.crt). Khi d6
trong tép cau hinh caa MySSL (myssl.cnf) va MyCA (ca.conf) can thay d6i cac tham
SO sau:

- Trong tép myssl.cnf vao phan [CA-defaut] thay doi hai thugc tinh chiing chi va
private_key thanh:
certificate = S$dir/01.crt
private key=$dir/private/01.key

- Tuong ty trong tép ca.conf can thay doi hai thudc tinh cacert va cakey va thuoc

tinh dia chi cua may public database server:

cacert “/MyCA/01.crt”
cakey “/MyCA/private/01.key”
ldapserver 200.1.1.1
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Chuong 4: QUY TRINH CAP PHAT CHUNG CHI SO
Phan mém cap chting chi sé chay trén moi trudng Linux 7.2, giao dién thuc

hién cac thao tac cap chiing chi dugc thuc hién thdng qua trinh duyét Web.

FEE
Help

& Whats Related

File Edit View Go Communicator
‘Q'Bookmarks,& Location: |http: //rootca/

R001C;\:Iinitialization ROOt Cel'tiﬁcate AUthO['ity
Server

Input User's Dataj

Sign Certificate ;
Requests ======Copyrigth by MyCA Group======

Create PKCS12! =====Ban co yeu Chinh Phu=====

Cerificate
Pending Requests Lis:

o I | A % dP @ 2

Hinh 4.1 Giao dién pham mém cung cap ching chi s6

Dé sinh mot chieng chi s6 cho mot nguoi str dung, ching ta chi can thyc hién ba
chic nang trén giao dién chinh cia phan mém, d6 la: Input User’s Data, Sign
Certificate Requests va Generate PKCS12 Certificate. Dudi day 1an luot 1 cac budc
thuc hién viéc cap mot ching chi sd.

Bwéc 1: Nhap thong tin vé ngudi dwoc cip (Input User’s Data)
Khi chon chirc nang nay trén man hinh xuat hién giao dién nhu hinh 4.2
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Full Name | nguyen van Ank

ID Card Nwmher | 12345

Input Uger's Data
Sign Cerificate ID Card Issued Date | 1-12-139¢
Requests

Create PKCS12
Certificate

Pending Requests Lisf

Date of Bith | 1-2-198¢

Office | 1§

Isstied Certificates Email | anhwv@yahoo. conf

Export certificates t
LDAF

Certificate Type = User Certificate _]|

Rewvoke a certificate by
administrator |

Issue New CRL &

| Incata otirrant DRI 10 £ .
‘ . |:A.c_n_anf I

Hinh 4.2 Giao dién nhap thong tin ngudi duoc cap chang chi

PIN |§2oooznz

Ngudi thuc hién lan luot nhap céc thdng tin cua nguoi duoc cip ching chi vao
cac muc trén giao dién.

- Ho va tén (Fullname)

- S6 chung minh nhan dan (ID Card Number)

- Ngay cip chirng minh (ID Card Issued Date)

- Ngay thang ndm sinh (Date Of Birth)

- Phong ban (Office)

- bia chi Email (Email)

- Chtre ning cua chang chi dugc cip (Certificate Type), ddi vai tng dung

Mail kiéu ching chi bao gid ciing phai chon 1a “User Certificate”.

- S PIN, sb PIN sé tu dong duogc tang én khi thong tin mot ngudi duogc

chap nhan.

Sau khi nhap diy du céc thong tin trén, nguoi thuc hién chon nit lénh
“Accept”. Khi d6 trén man hinh xuét hién hop hoi thoai nhu hinh 4.3
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Netscape: Security Warning

The information you submit is insecure and could be observed hy
a third party while in transit. If you are submitting passwords,
credit card numbers, or other information you would like to keep
private, it would he safer for you to cancel the submission.

7 Show this Alert Next Time

Continue Submission I Cancel Submissian |

Hinh 4.3 Giao dién canh bao khi nhap xong thong tin ngudi dwoc cap chung chi
Chuong trinh s& ty dong sinh yéu cau cap chung chi sé (Certificate Requests)
V6i céc thdng tin trén. Qué trinh sinh yéu cau két thac khi trén man hinh xuat hién
thong bao nhu hinh 4.4

Root CA initialization[g

Operation Input Data

Input User's Data Description: Generaze Key and Request file
Sign Centificate SJor PIN: 2000202 Newne: Nauyen Von Ank,
Requests Successfully

Creats PKCS121
Certificate

Pending Requeets List

Hinh 4.4 Giao dién thong bao hoan thanh nhap thong tin ngudi dugc cap ching chi

Sau khi thuc hién xong budc 1, trong thu muc /MyCA/user s& xuét hién thém
thu myc mang tén 1a s6 1D cia nguoi st dung, trong d6 ¢ luu tép khda bi mat va tép
y&u cau cap chang chi cia nguoi str dung dudi dinh dang PKCS#10.

Budéc 2: Ky yéu cau cap ching chi sé (Sign Certificate Requests)
Khi chon chirc nang nay trén man hinh xuat hién giao dién nhu hinh 4.5

MyC A Signing Page

This page 1s nsed to sign Root RA&RAQC, nonRoot CA, User request files

@ Sign Root BA, RO request files;
® Sign norPoot CA request files;

® Sign User's request files:

Hinh 4.5 Giao dién ky yéu cau cap chang chi sé
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Nguoi thuc hién chon chuc nang “Sign User’s Requests Files”, khi do trén
amnf hinh xuat hién hop hoi thoai nhu hinh 4.6

| Netscape: Question

This action to check and sign
user's request file in pending directory.

Are you sure you want continue ?

oK I Cancel l

Hinh 4.6 Giao dién hop hoi thoai

Ngudi quan tri chon “OK”, trén man hinh xuat hién hop hoi thoai nhu hinh 4.7

&= Netscape: MyCA

Input Root CA Secret Key Password

RERRTRR® .

3'&| Cancell

"Hinh 4.7 Giao dién nhap mat khau dé giai ma khéa bi mat cia CA
Nguoi sir dung nhap mat khau dung dé giai ma khoa bi mat cia CA (mat khau
nay duoc dat khi thuc hién thiét 1ap hé thong), rdi chon “OK”. Qua trinh phat hanh
chung chi s6 cho ngudi sir dung sé duoc thyc hién.

Signing Request Certificate

{Please wait untl operation cormplefes)

Signing Request file MyCadreqapending/2000202 reg... Okl

Process: 1 request
Sucesefull:1 request

Failed: 0 request

2 2002 by MyCA Group.
Hinh 4.8 Giao dién thong béo cap phat ching chi thanh cong
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Trong Vi duy trén ngudi duoc cap ching chi s6 ¢6 s6 PIN 1a 2000202. Qué trinh
phat hanh ching chi thanh cong khi ¢6 thong bao “OK!” (nhu & hinh 4.8), viéc phat
hanh & khong thanh cong néu thay bai thong bao “OK!” chwong trinh thong bao
“Failed!”.

Budéc 3: Chuyén doi dinh dang ciia ching chi (Generate PKCS12 Certificate)
Sau khi da phat hanh chang chi so, dé cai dat dugc chirng chi cho ing dung

Mail hoic luu vao thiét bi IKEY, thi ching chi sb can duoc chuyén dbi dinh dang
thanh dang PKCS12, dé thuc hién sir dung chic nang “Generate PKCS12 Certificate”,

khi @6 trén man hinh xuat hién giao dién nhu hinh 4.9.

This page is used to convert User's PRCS10 certficate to PRCS12 file

® Generate User's PKCS12 files

Hinh 4.9 Giao dién chuyén do6i dinh dang PKCS10 thanh PKCS12
Nguoi thuc hién chon “Generate User’s PKCS12 files”, trén man hinh xuét hién
hop hoi thoai nhu hinh 4.10.

T~ iletstape: Guestion /R

This actioh will generate PKCS12 cetificate file
for for user.

’ Do you want to continue "

OK I Cancel I

A Il

Hinh 4.10 Giao dién thdng bao khi chuyén d6i PKCS12
Nguoi thuc hién chon “OK”, trén man hinh xuat hién hop hoi thoai nhu hinh
411

£&-» Netscape: Prompt

Input ID

2500001

0] | Clearl Cancell

Hinh 4.11 Giao dién nhap sé PIN
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Nguoi thuc hién nhap sé PIN cua nguoi duoc cap ching chi réi chon “OK”,
trén man hinh xuét hién hop hoi thoai nhu hinh 4.12

Enter PKCS12 Export Password

****'&'**?I

O B

Hinh 4.12 Giao dién nhap mat khau ma hoa
Nguoi quan tri nhap mat khau ma hda khoa bi mat trong tép PKCS#12 rdi chon
“OK”, qu4 trinh chuyén d6i dugc thyc hién nhu thong béo trén man hinh

Please wait while creating ...

CREATE RA CERTITICATE IN FORMAT PKC 512 SUCCESSFULL...

save 1 File: AMyCAusen2000202/2000202 p12

€ 2002 by MyCA Group.

Hinh 4.13 Giao dién thdng béo chuyén dbi thanh cong
Qua trinh sinh chung chi két thic.
Bwéc 4: Cap chirng chi cho ngudi ding
Ban chat cua budc ndy & copy ching chi vao dia mém cho ngudi sir dung. Dé thuc
hién mé man hinh commandline, chuyén thu muc hién hanh thanh /MyCA/user, nhu
hinh 4.14.
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' rooti@|ocalhosty

File Edit Setfings Help
[root@localhost user]d

Hinh 4.14 Giao dién man hinh commandline
Cho dia mém vao 6 va thyc hién lénh “./copyUserCert” nhu hinh 4.15
| root@localhosts Wiz [
File Edit Seftings Help
[root@localhost user]# cp
cf

E pio

[root@localhost userl# | /colserCert i

Hinh 4.15 Giao dién thuc thi 1énh copyUserCert

Nguoi thyc hién nhap sé PIN cua ngudi sir dung can copy ching chi s6 nhu

hinh 4.16
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File Edit Seftings Help

Hinh 4.16 Giao dién nhap sé PIN
Quaé trinh copy chiing chi s6 cua nguoi sir dung va chiing chi cua CA 1én dia

mém duoc thyc hién va thong bao nhu trén hinh 4.17

File Edit Seftings Help

[root@localhost user]# cp

cp C F:
cpio

Enter ID Number: 2

Hinh 4.17 Giao dién thdng bao hoan thanh cip ching chi
Qua trinh cap ching chi s6 két thiic. Nguoi str dung duoc cip mot dia mém trén
d6 c6 chang chi sé cta ho duéi dinh dang PKCS12 va ching chi cia CA. Nguoi sir

dung sé thuc hién cai dat cac ching chi nay cho ng dung Mail.
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Budc 5: Cap nhat chirng chi vira phat hanh 1én DAP server
bé thuc hién, nguoi quan tri chon chirc nang “Export Certificates to LDAP

server”, khi d6 trén man hinh xuét hién thong bao nhu hinh 4.18

LDAP Certificates Importing

i Please wait unfil operation completes)

Initializing LOAP connectian ... Ok

fudding Certificates:
fdded Email=thuchw@yahoo com, CM=Hoang Yan Thuc-2000201-1234-1-1-1990-1-2-1974
fdded Email=anhma@yahoo.cam, CH=Nguyen van Anh-2000202-12345-1-12-1990-1-2-19¢

Digconnecting ... Ok

© 2002 by MyCA Group,
Hinh 4.18 Giao dién théng bao cap nhat chang chi
Ngoai cac chirc nang trén, trén giao dién chinh con hai chirc nang nira nhung
day chi 1a cac chie nang phu khéng can quan tam.
Chtic niang “Pending Request List”: hién thi cic yéu cau chua duoc ky. Khi
chon chirc nang nay trén man hinh xuét hién danh sach cac request chua dugc ky nhu

hinh 4.19.

Pending Requests Lis

Following you can see all requests will be check and sign by CA. This list has been
updated on Fridan 1 21:14:48 ICT 1999.

Requested by ID Number
Hoang Van Thuc 2000201
Neuyen Van Anh 2000202

@ 2003 by SecurityGroup & MyCA.

Hinh 4.19 Giao di¢n churc nang “Pending Request List”
Chtrc ning “Issue Certificate”: hién thi danh sach cac chung chi da cip nhu
hinh 4.20
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Issned Certificates List

Last Update at: Frd Jan 1 21:13:56 ICT 1999.

Name Email Serial
Hoang Van Thue thuchv@yahoo.com 1E8549
Neuyen Van Anh anbov@yahoo.com 1ES54 A

& 2003 by SecurityGroup & MyCA.

Hinh 4.20 Giao di¢n chirc nang “Issue Certificate”

Buwéc 6: In ni dung ching chi ,
Str dung trang http://printcert khi d6 trén man hinh Netscape xuat hi¢n giao di¢n

nhu hinh 4.21

| 42—~ Netscape: Registration Authority

| File Edit View Go Communicator Help
14 2 3 & - @ o
i Back  Forward  Reload Home  Search Netscape Prir
v .§~ Bookmarks 4 Location: |http://printcert/ /I &7 What's Related
: -

RAO

Copyright By MyCA Gr

Cul sl eik hoerre: tior Erdant
eyt i i o g t#e

—_—

e e aP @ 2

Hinh 4.21 Giao dién trang Printcert

Nhap chudt vao “Print Certificate”, trén man hinh xuét hién form nhu hinh 4.22
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'| ¥ Bookmarks & Location: thtp:x’.r’printcertfinput ID. /1 @517 What's Related

Print Certificate

IVSTRUCTIONS:

Pleaze enter ID and press the 'Continue’ buttom.

ID:

25000017

Continue. ..

Hinh 4.22 Giao dién form nhap s6 PIN cua ching chi
Nguoi thue hién g sé PIN cua chiing chi can in, rdi nhan “Continue...”, trén

man hinh xuat hién noi dung can in nhu hinh 4.23

Gifly Chimg Nhéin Chiimg Chi S6

C{ip cho dt’i‘ng chi: userl
Email: userl@pvkh.com
S0 chimg minh nhan dan: 18726
Ngay thang nam sinh: 1/3/1970
Pon vi cong tac: Ha Nog
Tén CA: RootCA
Phwong phap ky: shal WithRS A Encryption a
Khoa cong khai cia CA 1a:
40:00:08:00:00:e0:00:0a:00:00:60:00:4a:00:ab:0f0e9fd1:04:32:14:£3:22:61 :de:98:58 2h:47;
db:e&:b5:01:3390:b6:fF d3:e7:19:06:aa:2a:d0:83.08: 5 dc.0f 4c:78:61:31 :a9:98:ac:cl:dd:Ta:
64:45:89:eb:72:11:5a79:65:94:3Fcc:88:53:55:12.70: 70 da:fd b d: 767131 30 He:df a0 3 d:03:
62:c5:02:09:26:e5:640b:4c:49:cl:d8 el eb:el 3a22:8d:85:f2:73:56.08:.71 . 8d:47:e8:£d:17:43:
c33f5e90:4e:52:20:05
Chimg chi cua dong chi co hiéu hwe ti: 27:48:29 giw, ngay 5/7/2003

: den: 27:48:29 gio, ngay 4/7/2005
Ngi dung ching chi cia dong chi la:

Khoa cong khai ( 1022 bits):
Affffeed:2fa%:72:44:37:1¢:20:01:76:79:00:b2:85bbh:5hiel 1731 HaePe8:d8:3c.71.9d.0f
S5e:8l:ad:8f de:dT:22:51:60:78:30:e9:2a:51:55:04:7d:0d:4b:19:23:19:88:18:db:0e:c0:05:30:92:
ad:8c:A3:9d:4c:60:f7:80:ac:37:97:6d:de:40:72:49: be:f5:6c:al :0b:05:dd:45:¢3:b0:5h:7a:00:dc:
5f2a:26:16:61:f4:13:15:05:54:72:10:84:49:65.fd3¢c:5¢c:16:a4:09:9b:ef67:43 . cd:ad ed:d2:a5:
75:43:0c3e:£5:22:4a:8b

Chit ky so cua ching chi:
26:45:8a5bhb02:2c:db8b:da3al ded:79:a6:b7:c2:5e:c5:78 80 ac:c3:16:de:39:0d:7 1 ac:18:;
clicc:d7:bh:fD:40:10:58 0d:ae97:76:a% ee:8e:38:c0:6e:62:b0:1b:d46:92:11:48: cc: 54:92:49:36:
26:a8:29:47 Tc:6e 75 bb8c:39:bd: 57 0a:48.74:79:51 ;eb:c0:20:1 d:34:8a:23:59:a7:93:70:d5:bf"
36 2c:cf3d:87:99:ed:49:8c:b821:1f dd:%b:adbe:05:ce:d5:24:04:03:00:ae:89:84:5d:66:0c:ch:

bb:h5:f2:2Fd5:20:08. 70
Nedy 9 thang 7 ndm 2003
Nguwoi st dung ching chi Ngwoi dai dién hén cap ching chi

Hinh 4.23 Giao dién gidy chung nhan ching chi s6
Vao menu File cua trinh duyét Netscape, chon chirc nang Print dé in noi dung

cua ching chi cap cho ngudi str dung.
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KET LUAN
Véi @& tai “Tim hiéu Hé théng cung cap chang chi sé theo mé hinh sinh khéa
tap trung”. Em dd mang nhirng kién thire duoc hoc ¢ nha truong dem van dung vao
thuc té dé xay dung bai toan nay. Qua d6 em co diéu kién trau ddi, nang cao kién thirc
d3 hoc. Pd 4n nay ciing cho em budc dau 1am quen vai cdng tac bao mat, hiéu thém
vé cach quén ly chiing chi sb.
Véi yéu cau cua bai toan vé can dé tim hiéu hé thdng cung cap chang chi sb
theo mé hinh sinh khéa tap trung thi budc dau em da dat dugc mot sé két qua sau:
- Nam duoc kién thic vé mat ma hoa cong khai, chit ky s6 va ching chi so.
- Xay dung duoc chuong trinh tao chir ky sb va xac thuc chit ky sé.
- Tuy nhién em van chua xay dung dugc mo hinh cap phat chang chi sé.
Hudng phat trién tiép theo em s& xay dung md hinh cip phat chirng chi s6 V6i
C4C tinh nang cung cap, stra d6i va xoa.
Do kién thic con han ché nén dd &n tét nghiép cua em chic chian khong tranh
khoi nhirng thiéu s6t. Em rat mong c6 dugc nhitng y kién danh gia, dong gbp cua céc

thay ¢ va cac ban dé noi dung do an thém hoan thién.
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