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LOI CAM ON

Trong 10i dau tién cta bio cdo D6 an tot nghiép “Nghién ciru, tim
hiéu hé théng rut tién tw dong ATM va vin dé ATTT cho hé théng” nay, em
mudn giri 16i cam on va biét on chan thanh nhét ciia minh ti tat ca nhimng
nguoi da hd tro, giup dd em vé kién thire ciing nhu tinh than trong qua trinh
thuc hién D6 an.

Trudce hét em xin giri 101 cam on dén T.S HO Vin Canh, nguoi thay da
huéng dan em rit nhiéu trong sudt qua trinh tim hiéu va hoan thanh d6 4an
nay tir Iy thuyét dén img dung ctia hé théng ATM.

Pong thoi em ciing xin chan thanh cam on cac thay c6 trong b méon
cling nhu cac thdy co trong truong da trang bi cho em nhitng kién thirc co
ban can thiét dé em c6 thé hoan thanh tét dd an nay.

Cubi ciing em xin gui 10i cam on dén gia dinh, ban bé, nguoi than da
gitip d& dong vién em rat nhiéu trong qua trinh hoc tap va lam Do an Tt
Nghiép.

Do thoi gian c6 han, kién thirc con nhiéu han ché nén P 4n thuc hién
chac chan khong tranh khoi nhiing thiéu sét nhat dinh. Em rat mong nhan
duoc ¥ kién dong gop cua thiy ¢ va cac ban dé em c6 thém kinh nghiém va

ti€p tuc hoan thién D6 an cua minh.
Em xin chan thanh cam on!

Hai Phong, ngay 25 thang 11 nam 2012

Sinh vién thuc hién

Pham Viét Anh
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: Automatic Teller Machine

: Bank Identification Number

: Card Verification Keys

: Check digitp

: Co so dur liéu
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: Personal Computer
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LOI MO DAU
Ngay nay, cong nghé ATM dang duoc irng dung rong rai trén pham vi
toan thé gidi va ca & Viét Nam. Khai niém may rut tién ATM ciing khong
con xa la trong cudc sdng cua ngudi dan Viét Nam. Nhitng tién ich ma céac
dich vu thé mang lai d3 gép phan ting budc thay doi thoi quen ua st dung
tién mat cia nguoi dan, giam chi phi xa hoi, nang cao kha ning quan 1y tién
t¢ ctia Nha nudc cling nhu gop phan hiru ich vao viéc tao dung nén méng cho

su hinh thanh mot nén thuong mai dién tir con non tré cua nudc ta.

Tuy nhién, mot van dé buc xtc cling dugc dat ra l1a lam thé nao dé
dam bao an toan tuyét ddi cho hé thdng va ca ngudi dung, chéng lai moi sy
gian lan, 4n cap tai khoan ... cia nguoi dung.

Vi cac van dé nhu trén, em chon dé tai 1a “Nghién cuu, tim hiéu hé
thong rut tién ty dong ATM va van d& ATTT cua hé thong” nham muc dich
nghién ctru co ché hoat dong, do an toan va tinh bao mat cua hé théng ATM,
phan tich danh gia, vu nhugc diém cua cong nghé hién tai dang su dung,
nham muc tiéu dé ra giai phap t6i vu hon gitp cho tinh biao mat va an toan
ctia hé thong duoc nang cao.

Ngoai cac phén mé dau, 101 cam on, tai liéu tham khao, ludn van gém
c6 5 chuong va phan két luan.

Chuong 1. Tong quan vé may ATM va hé théng thanh toan ATM

Chuong 2. Cau triic may ATM va hé thong thanh todn ATM

Chuong 3. Thé tur, thé chip

Chuong 4. Van dé an toan thong tin trong hé thong ATM

Chuong 5. Chuong trinh thyc hi¢n ma hoa va giai ma véi hé ma DES



Chwong 1. TONG QUAN VE MAY ATM VA HE THONG
THANH TOAN ATM

1.1 Giéi thiéu vé may ATM va hé thong thanh toan ATM

May rut tién dau tién dugc thiét ké va hoan thanh boi Luther George
Simijian vao nim 1939, may dugc thiét ké tai thanh phd NewYork cho ngan
hang CityBank of NewYork nhung 6 thang sau thi bi bé di vi it nguodi dung.

Sau 25 nam ngay 27/6/1967 may rut tién dién tir ddu tién dugc hang
In De la Rue thiét ké tai Enfield Town ( gan London, Anh) cho Ngan hang
Barclays Bank. Nguoi phat minh la John Sheperd-Barron mac du Luther
George Simijian va vai nguoi khac ciing da dang ky van bang phat minh cho
loai may nay. Tuy nhién, nhiéu nguoi cho rang loai may ATM dau tién dugc
ra mat nim 1969 tai ngan hang Chemical Bank & NewYork (M¥). Tac gia 1a

Don Wetzel, phé giam déc mot cong ty chuyén vé may tu dong.

ATM ngay nay la thiét bi d& ngan hang giao dich ty dong voi chu the,
thyc hién thong qua cac loai thé ATM nhu thé ghi ng, thé tin dung, va cac
loai thé khac, gitip chu thé kiém tra tai khoan, rat tién mat, chuyén khoan
thanh toan hang hoéa, dich vu. (theo bdo Tin hoc va Tai chinh — B§ tai chinh,
s6 58 thang 4-2008)

1.2 Tinh hinh sir dung may ATM

Thanh toan tién qua h¢ théng ATM da phd bién trén toan thé gi¢i va &
Viét Nam hé théng ATM dan tré nén quen thudc véi moi ngudi dan.

Nam 1993, thi truong thé Viét Nam mdi xudt hién nhiing san pham
thé dau tién do Vietcombank phat hanh, dén nim 1996 thi thi trudng thé thuc
su xuat hién.

Niam 1996, ngan hang ngoai thuong Vietcombank két hop cing ngan
hang nha nuéc trién khai lép dat 2 chiée may rut tién tu dong tai Ha Noi.

Pén nay, chiing ta d chimg kién sy phat trién vuot bac cia thi trudong
thé va may ATM tai Viét Nam: voi hon 20 ngan hang thuong mai phat hanh
Thé noi dia, trong d6 c6 8 Ngan hang phat hanh thé Qudc té.



86 lugng thé phat hanh
Nim Gom thé nc}tiﬂdia va quéc sS4 méy ATM
e
Pon vi: chiéc

1996 360

1997 460

1998 4.500

1999 2.500

2000 5.000

2001 15.000

2002 40.000

2003 230.000

2004 560.000

2005 1.250.000
T6/2006 3.500.000

2007 8.400.000 4.020
T3/2008 10.000.000 4.500

Bang 1.1 S6 liéu thdng keé thi truong thé Viét Nam qua cac nim
(Theo hiép hoi ngan hang Viét Nam va hoi thao Banking Viét Nam 2008)
1.3 Loi ich cua viéc sir dung may ATM
Péi v6i ngan hang:
ATM duoc biét dén nhu 1a mot kénh tu phuc vu ctia ngan hang, 1a mét

bo phan chién lugc trong kénh phan phdi ctia ngan hang, gillp chu thé truy
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cap mot cach thuan ti€n cac dich vu mét cach nhanh chong, dich vu 24/7 &
bat cir noi dau va vao thoi gian nao.

ATM 14 mot trong cac kénh phan phdi vu ban 1é cua ngan hang nhu:
ATM, POS (point of service), Telephone banking , SMS ........

Bén canh do, may ATM con c6 mot s6 uu diém sau:

- Céc dia diém dat may thuén loi, thoi gian phuc vu 24/7 gitp dé tiép

can vai cac dich vu ngan hang nén thu hat nhiéu chu thé hon.

- Mdi ATM c6 thé coi 1a mot chi nhanh ctiia Ngan hang, do d6 s& giam

thiéu chi phi van hanh chi nhanh Ngan hang

- Hé thong ATM 1a su khéc biét vé chit lugng phuc vu va nhin hiéu

dé canh tranh véi cac ngan hang khac.
- Giam luong tién mit luu thong trén thi thuong.

Nho vay, ma cac ngan hang c6 thé gitt dugc khach hang cii va nhic¢u

nguoi st dung cac dich vu ctia ngan hang.
Déi v6i khach hang:
Thuén tién trong tiép can ngan hang
Nhanh hon 13 chd doi & cac quay giao dich
1.4 Cac dich vu trén may ATM

- Rut tién mit (Card Withdrawal)

- Chuyén khoan (Fund Transfer)

- Tién ich/ Thanh todn héa don (Pi¢n thoai,

dién, nudc..)
- Gui tién

- Céac giao dich internet/ Thuong mai dién tir

Hinh 2.1 May ATM
nhin tir phia truéde.



Chwong 2. CAU TRUC MAY ATM VA HE THONG
THANH TOAN ATM

2.1 Ciu triic may ATM

2.1.1 Pinh nghia

ATM 13 méy giao dich tr dong duoc goi 1a hé théng ngan hang tu
dong, khong chi don thuan 1a may rut tién tu dong ma con cé nhiéu dich vu
khac trén d6 nhu chuyén khoan, thanh toan héa don, mua vé, cac dich vu

thuong mai dién tir ... duoc goi 1a hé¢ théng giao dich Ngan hang ty dong
2.1.2 Phan loai may
a. Theo vi tri
- ATM dat tai sanh, hanh lang
- ATM doc lap
- ATM thuong xuyén
- ATM dat tai noi thu vé xe
b. Theo chtic ndng
- May chi ¢6 chirc ning tra tién
- Méy c6 cac chirc ning cao cap
2.1.3 Ludng xir Iy giao dich trong hé thong ATM
a. Cac budc xu ly giao dich
- Chu thé thuc hién giao dich
- ATM nhan thong tin giao dich va giri 1énh yéu cau tdi Switch
- Switch nhan yéu cau, xtr Iy va phan héi lai 1énh cho ATM
- ATM nhin 1énh phan hdi tir Switch va thuc hién 1énh
- ATM néu khéng thuc hién duoc 1énh phan hoi s& giri huy bo 1énh da
yéu cau
- Switch s& chap nhan yéu cau huy 1énh
b. Ludng giao dich cta hé thong ATM

- Man hinh doi (man hinh hién thi quang céo cta ngan hang)



- Cho thé vao ATM va nhdp s6 PIN

- Kiém tra s6 thé: kiém tra sb check digit, s6 CVV/CVC

- Kiém tra PIN: kiém tra s PIN duoc nhap vao véi PIN dugc luu
trong CSDL Corebank ctia ngan hang, néu dung s& hién thi cac loai giao dich
dé chu thé lua chon

- Thuc hién giao dich: Khi thuc hién thanh cong, thi tuy theo ting loai
giao dich ma ATM nha thé hodc khong (thuong thi rat tién xong ATM s&
nha thé)

- Tré vé man hinh doi: Khi khong thuc hién cac giao dich nita (khi
nha thé hodc nudt thé) man hinh ATM tré vé trang thai ban dau.
2.1.4 Ciu tao may

ATM 14 mét thiét bi chuyén dung duoc sir dung trong linh vuc ngin
hang, dugc goi la kénh phuc vu tu dong ctia ngan hang. Do do, no can ¢

mot cau tao dac biét dé cé thé thuc hién cac chirc nang dugc yéu cau.

Journal Printer

Monitor
Recept Printer

Functional
Display Keys —_|
Card Reader
/ _CDRom
Keyboard -~ | =1
N i
Currency | : :
Dispenser :
il
i
|
d 1 PCCore
Currency "
Cassette \
Cabinet Front Door Security Encloure Door

Hinh 2.2 Ciu tao co ban cta mot may ATM.



CAu tao may ATM gdm 2 phan 1 phan cimg va phan mém.
a. Phan cing

Bao gdm may vi tinh chuyén biét, thiét bi dém tién, thiét bi tra tién,
thiét bi in nhat ky, thiét bi in bién lai, phim nhap mat ma, thiét bi doc thé,
hop dung tién va két sit chira hop dung tién.
b. Phan mém

May ATM déu c6 hé diéu hanh (OS-operate system), phan mém diéu
khién thiét bi ctia may ATM, phan mém tién ich kém theo.
Hién nay, hé diéu hanh 1a Window NT, Window XP.
2.1.4.1 Man hinh

C6 thé 12 man hinh CRT hodc man hinh LCD. Hién thj cac hudng din
va thong tin cia modi budc giao dich. Trong truong hop man hinh cho thi
hién thi théng tin quang céo cua tirng ngan hang.
Vi du:
- Man hinh cua Deibold 10.4°” Color LCD (XGA)
- Man hinh cua NCR 9°’ LCD text only or 9.5”> VGA flat panel LCD
2.1.4.2 B6 phan tra tién

Pay 1a b phan quan trong ctia mdi may
ATM, gitp mdy phan loai, dém va cung cép
tién cho chu thé. Bao gdm may dém tién, bang
truyén tai va khe tra tién dugc dit trén cac hop
dung tién. Khi thuc hién rat tién, phin mém
diéu khién ATM s@ tinh toan s6 tién dugc tra
theo nhiéu ménh gia khac nhau, duoc cdu hinh

theo yéu cau ctia ngan hang.

May dém tién chu yéu sir dung k¥ thuat
dém chan khong (kéo tién 1én bang lyc hut),
ngoai ra con dung k¥ thuat ma sat dé lay tién

trong cac hop dung tién.

Co thé tra dugc 40-50 to tién trong mot lan tra.

C6 thé tra duogc 1 dén 4 loai tién.

10
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2.1.4.3 Ban phim
GoOm c6 hai loai: ban phim chic ning va ban phim ky tu.
a. Ban phim chtrc nang

Dung dé thuc hién cac giao dich. Chi thé str dung ban phim dé nhép

ma PIN, s6 tién giao dich, so tai khoan....

Néu chu thé nhap sé PIN sai 3 1an lién tiép may ATM sé& tu dong nudt the
(tuy thudc chinh sach ngan hang), nham dam bao an toan trong truong hop
thé bj danh cip va cd tinh do sd PIN.

Ban phim cua mady ATM ciling chinh 1a mdt thiét bi ma hoa, dugc ma
hoa theo thuat toan DES hay TripleDES bang
thiét bi phan cung.

b. Ban phim ky tu

Dung dé thyc hién nhap tham s6 cho hé
thong phan mém ATM (nhu ban phim thong
thuong cua may PC). Pugc dung cho nha quan

tri.
2.1.4.4 Pau doc thé

Doc cac thong tin trén ranh tr & mat sau
ciia thé. Cac thong tin nay sé& duwgc gin vao
thong diép va chuyén dén ngan hang noi chu
thé mé tai khoan. Pau doc thé dugc thiét ké dé
c6 thé doc dugc hai loai thé 14 thé tir va thé

chip.

2.1.4.5 May ghi nhat ky giao dich

Ghi lai thong tin toan bd cc giao dich Hinh 2.6 Dau doc the
duoc thye hién tai may ATM R R

Céc thong tin nay s€ dugc su dung dé
ki€ém soat va doi chiéu khi kiém quy va yéu cau

tra soat cua chu thé

1 Hinh 2.7 May ghi nhat ky giao
dich.



2.1.4.6 May in bién lai giao dich

Thong thuong sau mdi giao dich may s&
ty dong in bién lai, giup nguoi so dung ATM dé
dang nim bat duoc thong tin cua lan giao dich do

Thong tin trén bién lai giao dich tuy thude
ngan hang va tuy theo tirng loai giao dich.
Thong thuong bao gdm: tén ngan hang, ngay
thang giao dich, ma may ATM, khéi luong giao
dich.

2.1.4.7 May PC (core) diéu khién

La mét may tinh PC chuyén dung duogc
dung cho may ATM.

May PC nay thong thuong chay hé diéu
hanh Window XP hodc Window NT (hién nay
Microsoft ngimg hd trg hé diéu hanh Window
NT nén cic dong may moi dung hé diéu hanh
Window XP).

Trén mdi PC s& cai dat mot phan mém
dung dé kiém soat cac hoat dong cia ATM

- V6i may Diebold 1a Agilis ™

- Voi may NCR 1a APTRA
2.1.4.8 Khay chra tién

Mobi may ATM thuong c6 4 -5 khay dung
tién, tiy theo nha san xuit mdi khay dung tién s&
duoc ciu hinh theo tirng ménh gia tién khac nhau.
Ngoai ra may con c¢6 cac hop dé dung tién xu. Mdi
khay dung tién thuong chira khoang 3000 dén
4000 to tién.

12
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Hinh 2.10 Khay chua tien.



2.2 Ciu triic h¢ thong thanh toan ATM
2.2.1 Tong quan hé théng thanh toan ATM

Hé théng thanh toan ATM la hé thong mang gdm co cac thanh phan
trung tdm nhu Switch, CoreBank va cac hé théng mang vién thong dung dé
két ndi cac thiét bi thanh toan nhdm giup cho khach hang truy cp thuan tién
cac dich vu mét cach nhanh chéng, dich vu 24x7 & bat ctr noi dau va vao thoi

gian ndo. Ngoai ra co thé két ndi dén h¢ thong mang cia ngan hang khac.

SWITCH

Status Monitoring
ATM (Email, SMS
,Performance Reports)

Core Bank

Finance

Statement OTHER

SWITCH

Standard Finance Statement
Am—

Message:911,9 Message:
NDC,NDC+, 4

EPP EPP EPP

ATM ATM ATM

Hinh 2.11 M6 ta mot hé thong ATM caa mot ngén hang, trong do:

Core Bank: Hé thong ngan hang cdt 13i, 14 noi tap trung CSDL thong
tin vé& ngan hang va thong tin vé tai khoan, kiéu tai khoan, sé du tai khoan, sb
han mirc tai khoan ctia chi thé tham gia vao hé thong ngan hang.

Switch : 13 mot hé théng phadn mém va phan cimg (thudng duoc goi 1a
hé théng chuyén mach) duogc két ndi truc tiép voi Core bank va cac thiét b
dau cudi ATM, POS.

Swich rat quan trong trong hé théng ATM ciing nhu céc giao dich tai
chinh khéc. Switch 1a trung tam cta toan bg hé théng, la mot thanh phﬁn
trung gian gitta ATM va co s¢ dit liéu ciia ngan hang. Moi giao dich tr ATM
déu phai thong qua Switch.

H¢ thong nay gdm mot s6 chure ndng sau:
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- Quan 1y thé (Card management): cho phép két nbi dén hé thong quan

1y cac thiét bi san xuat theé, giam sat va quan 1y cac thé duoc phat hanh.

- Két ni céc thiét bi dau cudi nhu ATM, POS....

- Giam sat va diéu khién toan bd hé théng.

- Ghi nhat ky va luu vét giao dich.

- Hé théng cung cap cac giao tiép véi thiét bi ma hoa cimg HSM, dam
bao m3 héa va giai mi s6 PIN va xac thuc cac thong diép.

- Két nbi dén cac ngan hang hay cac to chirc phat hanh khac nhu
VISA, Master Card, Euro pay.....

ATM (Automatic Teller Machine): duoc biét nhu 12 mot kénh tu phuc
vu thong qua thé cua ngan hang, nhu cho phép rat tién ty dong, chuyén
khoan, thanh toan hoa don, mua v¢, cac dich vu thuong mai dién tu...

POS (point of Service): duoc biét nhu 1a diém thanh todn mua hang
bang thé thanh toan

Status Monitoring ATM: cho phép quéan ly va gidm sat toan by tinh

trang hi¢én thoi cia cac ATM.......
2.2.2 Giao thirc két ndi hé thong ATM.

Mdi ATM dugc coi nhu 1a mot may PC, do do mdi ATM c6 mot dia
chi IP x4c dinh dé c6 thé tham gia vao mang, c6 thé dat dia chi IP tinh hodc
IP dong.

Hién nay may ATM hd trg giao thirc két ndi nhu 1a TCP/IP,X.25 ...

O Viét Nam, may ATM st dung giao thirc TCP/IP dé két ndi. Cac
giao thirc nay dugc hd tro bo cac dudng truyén thong nhu dudng Lease-line,
mega-wan, Dial-up.....
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Chwong 3. THE TU, THE CHIP
3.1 Hé thong thanh toan cho thé tir
3.1.1 Thé tir

La loai thé nhya cting, cac thong tin vé thé duogc luu trén bang tur. The
c6 thé thuc hién duogc cac giao dich ty dong nhu kiém tra sd du, rat tién,

chuyén khoan ... tir may rit tién ATM.
3.1.1.1 Tinh chét vat 1y cta the

Céc tinh chét vat 1y cua thé tir (kich c&, khi luong, ciu trac vat liéu,

tinh chét cmg, tinh mém déo, tinh bén) tuan theo tiéu chuan ISO 7810.

Chuan ISO 7810 14 tap cac chudn mo ta cac dic tinh vat Iy va kich c&
cua thé.

- Thé c¢6 4 loai kich thudc khac nhau:
+ ID-000: Dai 25mm Rong 15mm Day 0.76mm
+ ID-1 : Dai 85.60mm Rong 53.98mm Day 0.76mm
+ ID-2 : Dai 105mm Rong 74mm Day 0.76mm
+ ID-3: Dai 125mm Rong 88mm Day 0.76mm
Thé ATM la loai thé ID-1.

Dimensions in millimetres (inches)

/Top reference edge
c .:

-

L /' vy
Left edge

Hinh 3.1 Kich thudc thé
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3.1.1.2 Théng tin dap ndi trén thé

Céc thong tin dap ndi trén thé tudn theo chuan ISO7811-1

dimensions in millimetres (inches)

centreline of
character 19

_| Top reference edge
i /

~
|

centreline of
character 1

b w c
| |

Front of card

Identification number line (Area 1) — |-|- ——tr—-

q—m_.l
— o —»

T L

T
i MName and address area (Area 2)
l
|

——

—rg;-a h

centreline of
character 1

|

|
centreline of
character 27

Hinh 3.2 Céc vi tri dap ndi trén thé

Identification number line (Area 1)

Name and address area (Area 2)

A 21,42 +0,12 (0.843 +0.005) | E 14,53 (0.572) maximum
B 10,18 + 0,25 (0.401 + 0.010) |F 2,54 (0.100) minimum
3,30 (0.130) maximum
C 65,31 +0,76 (2.571+£0.030) |G 7,65 + 0,25 (0.301 + 0.010)
D 24,03 (0.946) maximum H 66,04 + 0,76 (2.600 + 0.030)

Béang 3.1 Bang dinh nghia kich thudc vi tri dap ndi, don vi milimet (Inches)

Trén thé c¢6 hai khu vyc dap noi:

- Khu vyc 1 (Area 1) — dugc s dung dé dap noi dinh dang thé

(Indentification number), dugc tién hanh dap ndi trén mot dong don, tbi da 1a

19 ky tu.

- Khu vuc 2 (Area 2) — duogc st dung dé dap ndi tén, dia chi va céc

thong tin lién quan dén chu thé, duoc dap ndi trén 4 dong véi toi da 1a 27 ky

tu.
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3.1.1.3 Thong tin luu trén vach tir cia thé

Céc thong tin luu trén vach tir va cAu trac ca truong thong tin cua thé
tuan theo chuan ISO 7811-2, 1ISO 7811-6 va 1SO 7813.

Dimensions in millimetres (inches)

554 (0.218)
max

| / Lo

Minimum magnetic . . T a
stripe width (W) Magnetic stripe area

i f

2,92 (0. 115) max ——=] |——0o

Top reference edge

e 52,55 (3.250) min

¥

Hinh 3.3 Vi tri dai tir (mat sau thé)
a=11.89 (0.468): Khi str dung cho céc tracks 1 va 2
a=15.95 (0.628): Khi st dung cho céc tracks 1, 2 va 3

Pon vi milimet (Inches)

End of Start of

encoding encoding
) Top reference edge =
Encoded track / P £

e
Pl

] — -— —_—
| |

o -

[imensiens in millimetres (inches)

Hinh 3.4 Vi tri cdc ranh tir trong dai tur
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Term

Track 1

Track 2

Track 3

5,79 (0.228) maximum

8,33 (0.328) minimum
9,09 (0.358) maximum

11,63 (0.458) minimum
12,65 (0.498) maximum

B 8,33 (0.328) minimum | 11,63 (0.458) minimum | 15,19 (0.598) minimum
9,09 (0.358) maximum | 12,65(0.498) maximum | 15,82 (0.623) maximum

C 744 + 100 (0293 £|7,44 £ 0,50 (0.293 +|7,44 + 1,00 (0.293
0.039) 0.020) 0.039)

D 6,93 (0.252) minimum | 6,93 (0.252) minimum | 6,93 (0.252) minimum

Béang 3.2 Bang dinh nghia kich thudc vi tri ranh tir, don vi milimet (Inches)

Céc chuin nay qui dinh trén thé gom 3 tracks nhung thudng chi st dung

track 1 va 2.

- Track 1 1a track tuan theo chuan IATA (International Air Bansport

Association). Pay 1 track chi doc, dugc ghi véi mat d6 cao va c6 thé chira ca

so 1an ky tu chit cai.

- Track 2 1a track tuan theo chuian ABA (America Banker
Association). Pay la track chi doc voi mat do ghi thap va chi chta ky tu s6.

- Track 3 1a track tuan theo chuan TTS (Thift Thrid) v&i mat do ghi
cao, chi chtra ky tu s6 nhung c6 kha ning ghi dé 1én thanh phan dir liéu da

cO.

Thong tin vé cac tinh chat, mat d6 ghi,... trén timg Track cta thé c6 thé duoc

tom luoc lai nhu sau:
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So

Tinh | Mardp | Thé
Track < ) . Do dai Dinh dang ma lwong
chat ghi hién ’
ky e
Chi 210 Chir va | Téi da | Mbi ky tw duoc tao béi | 2°=64
w bit kiém tra chén 1é)
Chi |75 S6 T6i da | Moi ky tw dwoc tao boi | 2°=16
Track 2| doc bits/inch | (0-29) |40 Kky |5 bit (4 dir liéu + 1
tw kiém tra chan 1é)
Doc, 210 So Téi da | Moi ky tw dwoc tao boi 2°=16
Track 3| ghi de | bits/inch | (0-29) | 107 Kky |5 bit (4 dir liéu + 1
tw kiém tra chan 1é)

Béang 3.3 Bang mo ta dinh nghia cac Track

3.1.2 CAu tric ctia s6 thé

Déi voi mdi thé khi duoc luu hanh déu c6 mot diy sé xac dinh d6 la

s6 PAN — Primary Account Number. S6 PAN con c6 thé duoc goi véi cac

tén khac nhu sd thé hodc s6 tai khoan chinh.

3.1.2.1 S6 PAN

S6 PAN 1a s6 dinh danh duy nhét d6i v6i ting thé. Tuén theo chuan
1SO 7812.
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ISSUER IDENTIFICATION CHECK
NUMBER (1IN) INDIVIDUAL ACCOUNT
- e - DIGIT
Ml P — (variable length, max 12digits —> !
' ' 12 digits, see 1SO 7811-3)
-t -
PRIMARY ACCOUNT NUMBER
(PAN)

Hinh 3.5 Céu trtic s6 PAN
SO PAN c6 thé 1én t&i 19 chit sd, hién tai hiu hét cac thé tir cua céac
Ngan hang Viét Nam déu c6 16 chir s6. S5 PAN gdm 3 thanh phan nhu sau:

1. 1IN — Issuer Identification Number: s6 dinh danh ddi voi nha phat
hanh the, IIN ciing duoc goi 1 sé BIN — Bank Identification Number.

2. 1Al — Individual Account Identification: sé nhan dang tai khoan chu
thé. Cac ngan hang c6 thé qui dinh ciu trac trong trudng thong tin nay.
3. CD — Check Digit: S6 véi ¥ nghia mang tinh chat kiém tra s thé

nay c6 hop 1 hay khong. S6 nay duoc tao ra tir viée sir dung giai thuat Luhn.
3.1.2.2 S6 IIN (BIN)

Mdi mot ngan hang déu c6 mot s6 BIN dai dién. Hé théng danh sd
BIN cua thé tudn theo chuan ISO 7812 va ISO 3166.

BIN — Bank Identification Number 13 s6 dung dé nhan dang ngan
hang, hay con duoc goi 1a IIN (Issuer Identification Number) sd nhan dang
d6i voi nha phat hanh thé. S6 BIN ¢6 doi dai 1a 6 chit s, 1a mot thanh phan
trong s6 PAN.
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SSUER IDENTIFICATI
NUMBER (IIN)

INDIVIDUAL ACCOUNT CHECK

| —

, . DIGIT

y (variable length, max. e
12 digits, see 1SO 7811-3)

Hinh 3.6 Vi tri s6 BIN

Minh hoa cach danh s6 BIN ctia mot sd ngin hang cua Viét Nam

Tén c4c ngan hang S6 BIN S6 thé - PAN
Ngan hang Nong nghiép va Phat trién| 272728 272728000000000-
Nong thén (VBARD) 272728999999999
Ngan hang Pau tu va Phat trién| 668899 668899000000000-
(BIDV) 668899999999999
Ngan hang Cong thuong (ICB) 621060 621060000000000-
621060999999999
Ngan hang A Chéu (ACB) 999907 999907000000000-
999907999999999
Ngan hang Sai Gon Thuong Tin| 627128 627128000000000-
(Sacombank) 627128999999999
Ngan hang Pong A (EAB) 179200 179200000000000-
179200999999999
Ngan hang Sai Gon Coéng Thuongl 161087 161087000000000-
(SCICB) 161087999999999

Bang 3.4 Bang s Bin cia mot sb ngan hang.

21




3.1.3 Pinh dang thong di€p (message) ciia may ATM
Dinh dang thong diép 1a cdu tric théng diép dé ATM c6 thé trao dbi

thong tin v&i Switch.

Thong diép duogc chia lam 2 loai, loai thong diép tir ATM dén Switch
va théng diép tir Switch dén ATM.

binh dang thong diép trong giao dich tai chinh dugc st dung trong
may ATM thuong gdom cac loai sau: 91x, NDx va ISOx. Do hién nay c6 hai
hang chinh vé san xudt may ATM 16n trén thé gidi 1a Diebold va NCR nén
chuan 91x, NDx 12 hai loai dinh dang chinh dang duoc sir dung.

- Thong diép chuan cua hang Diebold:
+ 911
+912+
- Thong diép chuan cua hiang NCR:
+ NDC
+ NDC+

Céu tric chung cua thong diép nhu sau:

STX Header Body ETX

Trong do:
STX —Start of text  : Truong khéi dau cta thong diép
Header : Phan dau cua thong diép
Body : Phan than cua thong diép

ETX —End of text  : Truong két thac cta théng diép
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3.1.3.1 Thong diép tir ATM dén Switch
Gi6i thiéu mot sb dinh dang thong diép tir ATM dén Switch.
1. Xac thuc PIN — PIN Verification (PNV).
2. Rut tién — Cash Withdrawl (CWD).
3. D6i PIN — PIN Change (PIN).
4. Vin tin va in sao ké — Balance Inquiry anh Mini Statement (INQ).
5. Chuyén khoan — Funds Transfer (TFR).
6. Yéu cau truyén khoa — Request Tranmission Key (RQK).
a. Pau muc thong diép (Message header)

Pau muc nay s& xuit hién trong tit ca cac thong diép duoc gui tir ATM
dén Switch
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Truwong Miéu ta Py | Gia tri Ghicha
dai
1 |STX- Start Of Text 1 02 Hex
2  [Transaction Code [Ma giao dich 3 XXX xxx la mi
giao dich

3 [Type 1 Note Status (Trang thai 1 1 0-2 Note 1

4 [Type 2 Note Status [Trang thai 2 1 0-2 Note 1

5 [Type 3 Note Status [Trang thai 3 1 0-2 Note 1

6 [Type 4 Note Status {Trang thai 4 1 0-2 Note 1

7 Qournal Status Trang thai nhat ky 1 0-2 Note 1

8  [Receipt Status Trang thai in héa don| 1 0-2 Note 1

9  |Dispenser Status  [Trang thai thiét bi tra| 1 0-2 |Note?2
tién

10  [Encryptor status  [Trang thai thiét bi ma 1 0-2 Note 2
hoa

11 |Card reader status |Trang thai dau doc| 1 0-2 Note 2
thé

12 [Transaction S6 tuan tu giao dich | 6 | [999999] [Kiéu sb

Sequence No
13 |ATM Status Trang thai ATM 1 O-Open
C-Close
14 |ATM ldentification |S6 nhan dang ATM | 8 | [99999999] [Kiéu s6
Tong do dai 24 Byte
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Chuy:

1. Céc trang thai dugc dinh nghia
0 - good
1- low
2 —out

2. Cac trang thai dugc dinh nghia
0 - Normal
1 - Missing
2 - Inoperative

b. Thong diép xac thuc pin (PNV)

Truwong Miéu ta Dy dai| Gia tri Ghicha

1-14  |Message Header 24 Ma xu ly:
‘PNV’

15 Track 2 Track 2 ciathé tr | 104

16 Encrypted PIN[Khéi PIN block di 16

Block duoc ma hoa
17 ETX Ky hiéu két thic 1 03 S6 Hex
Tong do dai 145 Byte
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c. Thong diép rat tién (CWD)

Trwong Miéu ta D¢ dai| Gia tri Ghi chu
1-14 |Message Header 24 Ma  xu 1y
‘CWD’
15 (Track 2 Track 2 cua thé tu 104
16 [Transaction A/C[S6 tai khoan giao| 16
No. dich
17  |Transaction Khéi luwong giao| 8 [[99999999] [Kicu sb
Amount dich
18 |[ETX Ky hiéu két thic 1 03 SO Hex
Tong do dai 153 Byte
d. Thong diép d6i PIN
Truwong Miéu ta D¢ dai| Gia tri Ghicha
1-14 |Message Header 24 Ma xu ly: ‘PIN’
15 ([Track 2 Track 2 cua thé tur 104
16 [Old PIN BlockPIN cii (da dugc ma| 16
(Encrypted) hoa).
17 |New PIN BlocklPIN méi (d3 duoc| 16
(Encrypted) ma hoa)
18 [ETX Ky hiéu két thac 1 03 |S6 Hex
Tong do dai 161 Byte
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e. Thong diép van tin (INQ)

Trwong Miéu ta D dai| Gia tri Ghi chu
1-14 |Message Header 24 Ma  xu ly:
CINQ’
15 [Track 2 Track 2 cua thé tur 104
16  |Transaction A/C No.|S6 tai khoan giao| 16 Gia tri bang
dich rong
17 [ETX Ky hiéu két thiic 1 03 [S6 Hex
Tong do dai 145 Byte
f. Thong diép chuyén khoan (TFR)
Truwong Miéu ta Do dai| Gia tri Ghi chu
1-14 |Message Header 24 Ma xu ly:
‘INQ?
15 [Track 2 Track 2 cua thé tir 104
16 [Source Transaction|S tai khoan ngudn | 16 Gia tri bang
A/C No. rong
17 |Destination S6 tai khoan dich 16
Transaction A/C No.
18 [Transaction Amount.Khéi luwong giao] 8 [[99999999] [Kiéu sd
dich
17 [ETX Ky hiéu két thic 1 03  [S6 Hex
Tong do dai 169 Byte
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g. Thong diép yéu cau truyén khoa (RQK)

Truwong Miéu ta 5 0) Gia tri Ghicha
dai
1-14 |Message Header 24 Ma  xir 1y
CRQK’
15 |ATM state Trang thai ATM| 1 |C-Cold Strt

S-Supervisor

16

ETX Ky hiéu két thac| 1 03 S6 Hex

Tong do dai 26 Byte

3.1.3.2 Thong diép tir Switch dén ATM
Gioi thiéu mot s dinh dang thong diép tir Switch dén ATM

a. Phan hoi chap nhdn xac thuc PIN — Accepted Response to PIN
Verification (PNV)

b. Phan hoi tir chdi xac nhan PIN — Rejected Response to PIN
Verification (PNV)

c. Phan hoi chip nhan rat tien — Accepted Response to Cash
Withdrawal (CWD)

d. Phan hoi tir chdi rut tién — Rejected Response to Cash Withdrawal
(CWD)

e. Phan hoi chip nhan doi PIN — Accepted Response to PIN Change
(PIN)

f. Phan hoi chap nhan véan tin tai khoan va in sao ké — Accepted
Response to Balance Inquiry & Mini Statement (INQ)

g. Phan hoi chip nhan chuyén khoan — Accepted Response to Funds
Transfer (TFR)

a. Phan hdi chdp nhin x4c thyc PIN — Accepted Response to PIN
Verification (PNV)
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Trwong Miéu ta Do | Gia tri Ghi chu
dai
1 |STX Ky hiéu bit dau 1 02  |S6 Hex
2 [TPC 1 66 SO Hex
3 |Operating Mode 1 P - Production
T — Testing
4 [Transaction Date 12 YYYYMMDDH
HMM
5 [Status 2 00 — Good
01 - Bad
02 — Retained
03 — Force change
PIN
6 |A/C Ditails 100 Note 1
7  [Transaction 6 |[999999] Kiéu sd
sequence No
8 [ETX Ky hiéu két thiic 1 03  |S6 Hex
Téng do dai 124 Byte
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Chuy:
Thong tin chi tiét cua s thé (account detail) s& dwgc giri theo dinh
dang sau:

:Type:A/C number:Type:A/C number:Type:A/C number:Type:A/C
number:

C6 cac kiéu tai khoan 13 CUR= Current; SAV= Saving
Vidy: :SAV:123456789:SAV:987654312:CUR:456123798:
Néu d6 dai nhé hon 100 thi s& dugc dién them sb 0

b. Phan héi tir chdi xac nhan PIN — Rejected Response to PIN Verification

(PNV)
Truwong Miéu ta Do | Giatri Ghicha
dai
1 |STX Ky hiéu bat dau | 1 02  [S6 Hex
2 [TPC 1 |47 hodc 54/S6 Hex
3 |Operating Mode 1 P - Production
T — Testing
4 [Transaction Date 12 YYYYMMDD
HHMM
5 |Reject Code 4
6 |[Transaction sequence 6 | [000000-
No 999999]
7 [ETX Ky hiéu két thac| 1 03  |S6 Hex
Tong do dai 26 Byte

30




c. Phan hoi chip nhan rat tién — Accepted Response to Cash Withdrawal

(CWD)
Truwong Miéu ta Py | Gia tri Ghicha
dai
1 [STX Ky hiéu bit dau 1 02 |S6 Hex
2 [TPC 1 66 SO Hex
3 |Operating Mode Ché d¢ hoat dong 1 P - Production
T — Testing
4  [Transaction Date Ngay giao dich 12 YYYYMMDD
HHMM
5  [Transaction A/C No. [Sé tai khoan 16
6 |Accepted 1 1-Online
7 |Fund Available Gia tri hién ¢co 15
8 [Transaction Amount Khéi luong giao| 8
dich
9 [Transaction SequenceSH thir tir giao dich | 6 |[000000-
No 999999]
10 [ETX Ky hiéu két thac 1 03  |S6 Hex
Tong do dai 62 Byte
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d. Phan héi tir chéi rut tién — Rejected Response to Cash Withdrawal (CWD)

Truwong Miéu ta Py | Gia tri Ghicha
dai
1 [STX Ky hiéu bit dau 1 02  |S6 Hex
2 [TPC 1 54 |S6 Hex
3 |Operating Mode Ché d6 hoat dong | 1 P - Production
T — Testing
4  [Transaction Date Ngay giao dich 12 YYYYMMDD
HHMM
5 |Reject Code 4
6 [Transaction SequenceS6 tha tu giao] 6 |[999999]
No dich
7  [ETX Ky hiéu két thac | 1 3 [S6 Hex
Tong do dai 24 Byte
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e. Phan hdi tir chdi giao dich rut tién do khong du tién

Truwong Miéu ta Py | Giatri Ghicha
dai
1 [STX Ky hiéu bit dau 1 02  [S6 Hex
2 [TPC 1 55  [S6 Hex
3 |Operating Mode  |Ché d¢ hoat dong 1 P - Production
T — Testing
4  [Transaction Date  [Ngay giao dich 12 YYYYMMDD
HHMM
5 |Reject Code 4
6 |Fund Available 15
7  [Transaction S6 thir tir giao dich | 6 | [999999]
Sequence No
8 [ETX Ky hiéu két thuc 1 03 S Hex
Tong do dai 24 Byte
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3.2. Hé thong thanh toan cho thé chip
3.2.1 Thé chip

Thé chip — chipcard hay con dugc goi la thé thong minh — smart card.
La loai thé nhya clng, théng tin vé thé dugc luu trén chip nhé. Thé co thé
thuc hién dugc céac giao dich tu dong nhu kiém tra sd du, rat tién, chuyén

khoan ..... tr may rut tién ty dong ATM.
3.2.2 Sw phit trién caia thé chip

Giita nhimng nam 80, Chau Au da trién khai nhiing chiéc thé thong
minh dau tién, gio ddy pham vi st dung cta thé thong minh da dugc mé rong
ra trén toan thé gidi.

Thé thong minh cung cap rat nhiéu tinh ning vuot troi so véi thé tir
truyén théng nhu kha ning luu trit 16n, kha ning bao mat an toan thong

minh, hd tro nhiéu tmg dyung.

Hién nay cac to chirc thé qudc té nhu Europay, MasterCard, Visa —
EMV dang thiic day viéc chuyén di tir thé tir sang thé SmartCard trén pham
vi toan cau. Theo EMV tir ngay 1/1/2006, khi tham gia vao hé thong cia céc
t6 chirc nay cac ngan hang s& phai chuyén ddi sang sir dung thé thong minh
dat chudn EMV. Néu khéng cic ngan hang s& phai chiu toan bd rai ro do

gian lan thé gay ra.

Viéc thay doi tir thé tir sang thé thong minh d6i v6i Viét Nam khong
thé dién ra trong chdc 1at. Cac thé tir ¢6 thé tiép tuc duoc sir dung trong nhiéu
nam nita. Trong qua trinh chuyén doi, cac thiét bi dau cudi, cac mang thanh

toan va cac hé thong may cha phai hd tro ca 2 loai thé.

Qua trinh chuyén dich doi hoi cac ngan hang phai thuc hién nhiing
thay ddi mang tinh hé thong trén hé thong phat hanh thé, hé thong chuyén
mach tai chinh, hé thong giao dich ddu cudi ATM/POS vi cong nghé phat
hanh va thanh todn thé thong minh c6 su khac biét 16n so véi cong nghé thé
tir truyén thong, cé nhirng thanh phan phai duoc dau tu niang cip nhung ciing
c6 nhirng thanh phan méi phai dau tu riéng. Su tén kém dau tu 1a khong nhd,
vi vay ly giai tai sao cdc nudc, cac ngan hang chua thé dong loat chuyén tir

su dung thé tr sang thé thong minh mot cach nhanh chéng dugc.
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Tuy nhién, vai trd cua thé tir chi dén 1 ngudng nhét dinh. Khi hé
théng an toan khong con dam bao nita viéc chuyén sang sir dung thé thong

minh 13 viéc lam tat yéu, hop xu thé.
3.2.3 Tong quan vé thé chip

Thé chip ra doi dya trén hai nhan td chinh, cac thudt toan ma hoéa
manh: ma hoa khoa cong khai RSA, mi héa khoa d6i xtmg 3 DES, ham biam
SHA-1.

Chip trén thé cé thé thyc hién cac tinh toan ma hoa trén dit liéu. Thuat
toan ma héa PIN va thuat toan danh cho chir ky s6 1a RSA, ham bam la
SHA-1, MACing va viéc ma hoa cac thong di¢p theo tirng phién thi chi su
dung 3DES.

Chip trén thé dugc cdp nhat hay 1ap trinh lai mot cach an toan khi
dang st dung. Ngan hang thé c6 thé cap nhat cac tham sé quan 1i rii ro chta
trong mot tng dung ngan hang tir xa trong mot giao dich truc tuyén.

Céc thong tin luu trong thé chip gdm:

- Dir liéu cong khai: thong tin vé CA, chimg chi khéa cong khai cia
nha phat hanh thé, ching chi khéa cong khai ctua thé, ching chi khoa cong
khai dé ma hoa PIN....

- Dit li¢u bi mat: khoa riéng cua thé, khoa riéng ma hoa PIN, khéa chu
(master key), PIN.
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Chuwong 4. VAN PE AN TOAN THONG TIN TRONG HE
THONG ATM

ATM 13 mét phan trong hé théng mang khong tip trung ma nim phan
bd & cac dia diém khac nhau, do d6 viéc bao mat va an toan thong tin duoc
dit 1én rat cao. Khong nhimg bao mat an toan trén timg may ATM ma con

bdo mat an toan trong toan bd hé théng mang.

ATM duoc coi nhu 12 mét may PC trong hé théng mang. Do d6, cin

c¢6 nhitng giai phap nham dam bao an toan khi cac giao dich dugc thyc hién.

Pé dam bao an toan thong tin giao dich trong qua trinh truyén thong
gitta ATM va Switch, hé théng st dung thiét bi ma hoa cting dé ma hoa va
giai ma thong tin. May ATM co6 thiét bi EPP (Encrypting PIN Pad), hé thong
Switch c6 thiét bi HSM (Hardware Security Module)

4.1 Mi héa trong hé thong ATM
4.1.1 Thuat toan ma hoa

Trong hé thong ATM hién nay thudng dung thuat toan DES va 3DES
dé ma hoa va giai ma dir lidu.

Khoa dugc sir dung trong thuat toan c6 do dai 64 bit, 128 bit hoac 192
bit tiy theo cach sir dung khoa hodc chon ma hdéa DES hay 3DES.
4.1.1.1 Thuat toan ma hoa 3DES — Triple DES

Thuat toan 3DES chinh 1a DES, goi 1a 3DES béi vi nguoi ta dung lién
tiép ba 1an DES véi ba khoa K1, K2, K. Khoa K duoc xay dung tur bg ba
khoa 64 bit (K1, K2, K3) c6 d6 dai 3*64 = 192 bit.

a. Khi ma hoa sur dung K1 ma hoa, K2 giai ma, K3 ma hoa.
b. Khi giai ma sir dung K3 giai ma, K2 ma hoa, K1 giai ma.
4.1.1.2 Xay dung khoa K1, K2, K3
a. Key single length (B§ mot khoa 64 bit)
K1=K2=K3
Do dai khoa 64 bit
b. Key double length (B0 hai khda 64 bit)
K1# K2 va K3=K1
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Do dai khoa 128 bit
c. Key triple length (B0 ba khoa 64 bit)
K1# K2# K3# K1
Do dai khoa 192 bit
Truong hop nay khong gian khoa 3*56 = 168 bit
4.1.1.3 Vidu
Key double length

K=
0123456789ABCDEF45678981023EFDCBA0123456789ABCDEF

Khi d6 cac khoa con K1, K2, K3 duoc tach nhu sau:

0123456789ABCDEF|45678981023EFDCBA|0123456789ABCDEF

|< K1 >|< K2 >|< K3 >|

4.1.1.4 Qua trinh ma hoa va giai ma

Ban r6 64bit Ban ma 64bit

Ma héa DES  |e—ri Gifimi DES |e—ro.
\4 — .

Giai ma DES K2 Ma hoa DES K2
\4 \4

Ma hoa DES K3 Gi1ait ma DES K1

Ban ma 64bit Ban r6 64bit

Mo ta qua trinh Mo ta qua trinh
ma hoa 3DES giai ma 3DES

Hinh 4.1 Céc budc thuc hién trong qua trinh ma héa va giai ma 3DES
4.1.2 Khéa bi mat trong hé thong ATM

Khoéa dugc st dung trong hé théng ATM gém c6 CVK, PVK, WK,
LMK, TMK va duogc dam bao mét sb tinh chét sau:
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- Vo1 cac khéa duge luu trong EPP va HSM, khi bi xdm nhap mot
cach bat hop phap, khoa bi mat s& tu bi huy.

- Khéa c6 d6 dai 64 bit, 128 bit hoac 192 bit tuy theo cach sir dung
khéa hodc chon ma hoa DES hay 3 DES.

TAt céa cac khoa trén déu duoc tao ra trong thiét bi HSM va khoa LMK
phai duoc tao trudce ti€n con cac khoa CVK, PVK, WK, TMK tao ra sau.

Khoa dugc chia ra lam hai loai khi luu 1a lvu dudi dang ban r6 va luu
dudi dang ban ma:

- Khéa LMK va TMK duogc luu dudi dang ban rd trong cac thiét bi
tuong trng la HSM va EPP.

- Khoa CVK, PVK, WK, TMK dugc luu dudi dang ban ma trong
CSDL cua Switch va cuia ATM.
4.1.2.1 Pinh nghia cac khéa trong hé thong ATM
a. Khdéa LMK- Local Master Keys

LMK duogc tao thanh trudc tién trong HSM sau d6 dugc luu trong
HSM va mot ban sao dugc luu trong smartcard. Néu HSM bi mé ra vi bt cir
1y do gi hay xam nhép trai phép thi LMK s€ bi x6a va phai dugc nhap lai vao
HSM.

Pé sinh khoéa LMK va tai vaio HSM thi phai c6 it nhat 3 thanh phan
khac nhau dudi dang ban 16 (3 clear component khac nhau, trong HSM ta c6
thé cdu hinh khéa LMK duogc sinh ra tr 3 dén 9 thanh phin LMK
component). Dé dam bao an toan thi mdi thanh phan khoa ban rd s& do mdi
nguoi gitr.

Dé tao ra LMK thi ngudi ta st dung phép XOR (Modulo 2) tir cac
LMK component.

Khda LMK c06 céc théng tin sau:

- Khoa dugc luu trong HSM duéi dang ban “rd”

- Khéa dugc dung dé ma hoa va giai ma cac khoa CVK, PVK, WK va
TMK.

- Khoéa nay chi dugc thay dbi khi co yéu cau.

- Khoa c6 do dai 64 bit, 128 bit hoac 192 bit.
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b. Khoa CVK — Card Verification Keys

Khéa CVK duoc sinh ngau nhién trong HSM va duoc ma hoa boi
khoa LMK.

Khoa dung dé sinh s6 CVV/CVC, dé dam bao thé khong bi lam gia,
khi phat hanh nguoi ta dwa trén cac thong tin vé thé dé sinh sé6 CVV/CVC, sb

nay duoc luu trén thé.

Ban mi ctia khoa CVK sé& duge luu vao hé thdng Switch. Khong luu
ban 0.

Khoa c6 do dai 64 bit, 128 bit hodc 192 bit.
c. Khéa PVK — PIN Verification Keys

Khéa PVK dugc sinh ngau nhién trong HSM va duoc mi hda boi
khoa LMK.

Khoa dugc dung dé md hoa va giai ma sb PIN cta cha thé, s6 PIN nay

dugc ma hoa va luu trong CSDL cua CoreBank.

Ban ma cua khéa PVK s€ duoc luu vao hé théng Switch. Khong luu
ban ro.

Khoa thuong khong thay doi, néu thay doi khoa thi phai thay do6i toan
b6 s6 PIN méi cho chu thé.

Khoéa c6 d6 dai 64 bit, 128 bit hodc 192 bit.
d. Khéa WK — Working Keys (hay PIN Encryption Pad)

Khoa WK dugc sinh ra ngiu nhién trong HSM. Khéa dugc dung dé
mi hoa va giai mi sé PIN trong qua trinh trao dbi thong diép gitta ATM va
Switch.

Khoa duoc dung dé mi héa sb PIN tai may ATM trude khi duoc giri

di va dung dé giai ma s6 PIN khi nhan vé tai Switch.
Khoéa duoc Iuu dudi hai ban ma tai Switch va ATM:

- Ban ma tht nhat dugc ma hoa boi khoéa LMK va luu trong CSDL

cua Switch.

- Ban ma thir hai dugc ma hoa boi khoa TMK va luu trong CSDL cua
ATM.

39



Khoa nay duoc dong bo gitta ATM va Switch thong qua qud trinh trao
ddi khoa.

Khoa duoc thay d6i thudng xuyén tiy theo yéu cau cua ngan hang, dé
dam bao an toan thong tin giao dich thong thudng sau mbi lan thyuc hién giao

dich khéa nay s& duoc thay doi.
Khoa c6 do dai 64 bit, 128 bit hodc 192 bit.
e. Khdéa TMK — Terminal Master Keys

Khéa TMK duoc sinh ngau nhién trong HSM va dugc ma héa boi
khoa LMK.

Khoa duge sir dung dé giai ma khoa WK.
Khoa duoc luu tai hai noi la tai EPP va Switch:
- Tai EPP khoéa dugc luu dudi dang ban 0.

- Tai Switch khéa dugce luu trong CSDL dudi dang ban ma, ma hoa
b1 LMK.

Khoa nay chi dugc thay d6i khi c6 yéu cau, khi thay d6i thi nhan vién
k¥ thuat thuc hién.

Khoéa c6 d6 dai 64 bit, 128 bit hodc 192 bit.
4.1.2.2 So @6 phan cap khoa trong hé théng ATM
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Céc khoa trén duoc phan cip nhu sau:

|CVK||PVK| |WK||TMK| | WK |

Khéa LMK ding dé ma héa va gidi ma cic ~ Khéa TMK ding dé mé héa va
khda CVK,PVK, WK, TMK giai ma khoa WK

Hinh 4.3 Phan 16p cac khoa st dung trong hé thong ATM

Mo ta vi tri cac khoa trong hé thong ATM

ATM SWITCH
| | Emk(CVK): CVK Encrypted
| E.uc(PVK): PVK Encrypted

| Ervc(WK): WK Encrypted

|
|
| E.u(WK): WK Encrypted |
| E.u(TMK): TMK Encrypted |

Hinh 4.3 M6 ta vi tri cac khoa trong ATM va Switch
- Tai ATM
+ TMK duoc luu dudi dang ban ro trong thiét bi EPP

+ WK dugc ma hoéa béi TMK va luu trong CSDL cua may
ATM.

- Tai Switch

+ CVK, PVK, WK, TMK dugc ma héa béi LMK va luu trong
CSDL cua Switch.

4.1.2.3 Trao d6i khéa gitra ATM va Switch
a. Thiét 1ap khéa LMK cho HSM
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SWITCH

Hinh 4.4 Thiét 1ap khéa LMK cho HSM
1. Tao khoa LMK ngay trong HSM

2. Luu LMK duéi dang ban “ro” trong HSM va mot ban du phong

dugc luu trong mgt smartcard (smartcard cling dugc bao mat).

b. Thiét 1ap khoa TMK cho EPP

ATM SWITCH
E.mk(TMK): TMK Encrypted
——————————— 1  e— E— EE—— O E——— O ——
I TMK clear . I LMK clear _I
L epp | |_ Hsm |

Hinh 4.5 Thiét 1ap khéa TMK cho EPP
1. Khoa TMK dugc tao trong HSM
2. M6t ban rd Iuu tai EPP
3. Mot ban ma luu tai Switch (dugc ma hoa boi khdéa LMK)

c. Thiét 1ap cac khoa khac tai Switch

SWITCH
[ Evaud CVK): CVK Encrypted |
[ E.u(PVK): PVK Encrypted |
|
|

E.mx(WK): WK Encrypted
E;n(TMK): TMK Encrypted

Hinh 4.6 Thiét lap cac khoa khac tai Switch

1. T4t ca cac khoéa trén déu dugc sinh trong HSM va dugc mé hoa boi
khoa LMK.

2. Céac ban ma céac khoa trén dugc luu trong CSDL cua Switch, khong

luru ban ro

42



d. Trao d6i khoa WK giita ATM va Switch

| Ermc{WK): WK Encrypted |

ATM SWITCH
Request Key — Response Key
Exchange ) Exchange
O O

| E.vc(WK): WK Encrypted |
iT'V'K | —! E.mdTMK): TMK Encrypted |

HSM

WK clear
_>
LMK

Hinh 4.7 Cac budc trao d6i khoa gitta ATM va Switch

Khi c6 yéu ciu trao d6i khoa WK gitta ATM va Switch thi qua trinh duoc

thuc hién nhu sau:

1. HSM tao ban rd khoa WK

2. Ban ma TMK duogc giai ma béi khoa LMK trong HSM

3. Ban r6 WK s€ dugc ma hoa bo1 khoa LMK va TMK

4. Ban ma bo1 LMK duoc luu tai Switch, ban ma béd1 TMK s€ duoc

gtri cho ATM, ban ma nay s€ duoc luu tai ATM

4.1.3 Thiét bi ma héa trong h¢ thong ATM

Trong hé thong ATM st dung hai thiét bi ma hoa 1a EPP va HSM.
EPP 1a thiét bi dung mi héa trén may ATM, con HSM 1a thiét bi ma hoa va

gidi ma ciia hé thong Switch, ddy 1a cac thiét bi ma hoa clng.

Thiét bi nay nhu 1a mot “hop den”, toan bd qua trinh duogc thyc hi¢n

bén trong ta chi can quan tam dén gia tri dau vao va két qua dau ra.
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4.1.3.1 Thiét bi EPP (Encrypt PIN Pad)
Ban phim dé nhap PIN ciua may ATM

chinh 14 thiét bi ma hoa, thiét bi nay dugc goi la
EPP.

Day 1a thiét bi mi hoa cimg chuyén dung,
dung ma hoa truc tiép sé PIN khi dugce nhap vao

va két qua dau ra 1 s6 PIN da ma hoa.

S6 PIN duwogc ma hoéa ngay khi chu thé
nhap du do dai s6 PIN hodc g0 enter dé két thuc

nhap PIN. Khong luu bat ky ban rd ndo cua sd |
PIN chi lvu ban ma.

4.1.3.2 Thiét bi HSM (Hardware Security
Module)

HSM 12 thiét bj ma hoa cimg dung dé ’ =
mi héa va gidi ma, day 1a mot phan cia he Hinh 4.9 Thict bi ma hoa HSM.
théng Switch. Toan bd qué trinh ma hoa, giai
ma va so sanh sd PIN déu thuc hién bén trong thiét bi HSM.

CAc thiét bi nay déu luu trit cac khoa bi mat va dam bao céc tinh chat
Sau:

+ Khéng truy cap hodc xac dinh dugc ban rd cua bat ky khoa bi mat
nao duoc luu trir trong thiét bi EPP, HSM mdt cach bat hop phép.

+ Khi bi xdm nhap mot cach bat hop phap, khoa bi mat sé& ty bi huy.

Véi cac thiét bi ma hoa cing ndy va cach ma hoa va giai ma han dugc
nhimng so hd & phia hai dau (tién ma hoa va hau ma dich), ddy la nhiing so ho
ma hacker chuyén nghiép c6 to chirc c6 thé moi thong tin ngay tir d6 ma
khong can “tham ma” nira.
4.2 M4 héa va giai ma so6 PIN

Hé thong st dung thiét bi phan cting dé ma hoa va giai ma sé PIN.
Céc thiét bi sir dung bao gom EPP diing trong may ATM va HSM dung trong
hé théng Switch. Ban 16 ciia PIN khong bao gid dugc xuat hién ngoai EPP
hay HSM.
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4.2.1 Khai niém s6 PIN (Personal Identification Number)

S PIN — s6 nhan dang c4 nhan hay con duoc goi la ma s6 bi mat cua
chu thé. S6 PIN duogc dung dé xac dinh dinh danh tai khoan cua chu thé.

Do dai tbi thiéu cua sb6 PIN 13 4 chir s6 va tdi da 1a 12 chit sb, hién nay
cac ngan hang ¢ Viét Nam s PIN c¢6 do dai khong qué 6 chit sd.
4.2.2 Ma héa PIN tai ATM

Dé dam bao do an toan cua sd PIN trong qué trinh truyén trén mang,
s6 PIN s& dugc chuyén thanh khdi PIN (PIN Block) va khdi PIN nay s& duoc
ma hoa trude khi chuyén tir ATM téi hé théng Switch.

Khéi PIN dugc mé hoa bang khoéa duge cdu hinh (thoa thuan) trude
gitta ATM va hé théng Switch.

Thuat toan DES (3DES) chi lam viéc v6i khéi dir liéu dau vao co do
dai 14 64 bit, nén PIN Block dugc xay dung bang cach module-2 (XOR) hai
truong 64 bit theo chuan ISO 9564-1 gom:

- Trudng s6 PIN theo khuon dang 64 bit
- Trudng s6 PAN theo khudn dang 64 bit
Diéu kién dau vao va két qua dau ra clia qué trinh ma hoa sé PIN
Dau vao :
+ S6 thé - PAN
+S6 PIN
Pau ra: Khéi PIN Block dugc ma héa bang thuat toan DES (3DES) ¢
do dai 64 bit.
Qua trinh xac thuc PIN s€ duogc lam ¢ HSM, gia tri tra vé cia HSM sé
cho biét s PIN nhép 1a dung hay 12 sai.
4.2.2.1 Khuon dang PIN Block
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Khuon dang trudng sé PIN duoc dinh nghia nhu sau:

1-4 5-89-12 13- 17- 21- 25- 29- 33- 37- 41- 45- 49- 53- 57- 61-
C|N|P|P|P|P|PFIPF|PIFIPIFIPIF|PIFIPIFIPIF| F | F

Trong do:

C Truong diéu khién 0000

N Chiéu dai PIN (4-12) 4 bit voi gia trj tir 0100 (4) dén 1100 (12)

P Chit sb trong s PIN 4 bit voi gia trj tir 0000 (0) dén 1001 (9)

P/F S6 PIN/SS lap day Truong nay duoc xac dinh béi gia tri N

F S6 mac dinh (Hex) 15 [Truong 4 bit gia tri 1111 (15)

Khuén dang truong sé PAN duoc dinh nghia nhu sau:

1-4 5-8 9-12 13- 17- 21- 25- 29- 33- 37- 41- 45- 49- 53- 57- 61-
0] 0|0 |0 |AL|A2 A3|A4|A5|AG|AT|A8| A9 A10|ALL|AL12
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Trong do:

0 = Pad digit

Truong 4 bit co gid tri 1a 0 (thé hién dang nhi phan
0000)

Al ... A12 =account
number

Al dén A12 thudc [0,..,9]

12 sb bén phai ciia s6 PAN ngoai trir check digit (b6
s6 cudi cung bén phai). A12 13 sb dimg trude check
digit cua sb PAN. Néu sb PAN khéng tinh check
digit ma nhoé hon 12 s thi dugc sip dan vao tir bén

phai va duoc dién ¢ bén trai bang cac sd Pad digit

Vi du cho s6 PIN va s6 PAN ctia méot thé ATM nhu sau:

S6 PIN= 520236 c6 do dai 1a 6 chit sd.

S6 PAN = 9704366605516492016 c6 d6 dai 1a 19 chir s6

Khuon dang trudng sd PIN:

So dieu khién
«“0”

Cic s6 dién day gia tri 1a “F” h¢ Hexa
(twong dwong s6 15 trong hé thap phan)

v
FIF|F|F|F|F|F

Hinh 4.10 Minh hoa khuon dang truong s6 PIN

Khuon dang truong sé PAN:

Pad digit

ofoiojofefefo[s|5[1][6[4[o]2]0[1]

PAN

Hinh 4.11 Minh hoa khuon dang truong s PAN
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Khéi PIN Block dugc tinh nhu sau:

PIN(O[6|5]2]|0|2|3|6|F|[F|F|F|F|F|F|F

PAN(O[(O|O0|0|6|6|0|5(5|1|6|4]|9(0(|1]|6

Hinh 4.12 Minh hoa céch tinh khéi PIN Block
Khéi PIN Block 1a: 06526433AE9B6FRY
4.2.2.2 Ma hoa khéi PIN Block
Khéi PIN ndy dugc ma hoa bai 3DES trude khi truyén di, vi du véi
mot khoa bd hai (128 bit) s€ dugc dung dé ma hoa nhu sau :
A12EAA75BDF2B57F 66A3EEAAG7AAESAA
vO1 64 bit bén trai (key 1) va 64 bit bén phai (key 2) ta c6 2 key nhu sau:
A12EAA75BDF2B57F  66A3EEAAG7TAAESAA

So dd dudi ddy mo ta viéc dung khoa 3DES bo hai d¢ ma hoa va giai
ma PIN block:

Y T
" (" PIN 68 ma hod
Bdn rd PIN block {F'|N bmk]
L L
ME haa DES KEj' 1 Gigd m3 DES KEj' 1

Kay 2 M hed DES Kay 2

PIN 43'gi3l ma
(Ban rd PIN
black)

r
PIM block da ma
hiod
e vy e

y

Hinh 4.13 Minh hoa cac budc ma hda va giai ma PIN Block
4.2.3 Xac thuc PIN tai HSM
Tai HSM dé xac thuc PIN gdm céac qua trinh sau:
- Giai ma PIN dugc nhép vao tir mdy ATM da dugc ma hoa
- Giai ma PIN luu trong CSDL cua CoreBank da dugc ma hoa
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- So sanh sb PIN dugc nhap vao va s6 PIN dugc luu trong CSDL

- Qua trinh xac thuc déu duoc thuc hién trong thiét bi HSM

Két qua ddu ra s& 1a s6 PIN nhdp vao dang hay sai.

Cac budc thuc hién xac thuc PIN:

ATM

—| Etux(WE): WK Encrypted |

®

VALID / INVALID

-l
e

SWITCH

—+ Epnvx(WEK): WK Encrypted

—| Eram(PVE): PVK Encrypted

Response -|-En~1;{l"[\'): PIN Encrypted (in Dataha&eﬂ
Eyz(PIN block
wE ock) Other (PAN..)
VALID /INVALID (¢
Other (PAN..) Response
i = 8
0 e * PIN . Q
-' ¥ block L2 K':PI\-}:: PIN Verification
ool | IO NG s e

O,

.
-

WK cleai

EFP

LMK
—

Ey(PIN block)

LMK

PVE clear

clear

Hinh 4.14 Qua trinh xac thuc s6 PIN giira ATM va Switch

1. Ngudi dung cho thé vao ATM va nhap s6 PIN

2. Thiét bi EPP s& tao PIN Block

3. Giai ma khoa WK bai khda LMK

4. M3 hoa PIN Block theo khoa WK, khéi PIN nay duoc gin vao

thong di¢p va gui cho Switch

5. Ban ma WK tai Switch dugc gidi ma bdi khoa LMK trong HSM

6. Khoi PIN Block duoc giai ma boi khoa WK

7. Ban ma cua PVK tai Switch dugc gidi ma bdi khoa LMK trong

HSM
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8. Khéi PIN duoc luu trong CSDL ciia khach hang dugc giai ma béi
khoa PVK, sau d6 dugc so sanh véi khdi PIN Block trong Module PIN
Verification

9. Két qua so sanh s& duoc giri lai cho ATM
4.3 Giai phap bao mat va dim bdo an toan thong tin trong ATM

DPam bao an toan thong tin trong hé thng c6 thé dugc chia ra 1am 3

linh vuc sau:
- Bam béo an toan phia Ngan hang
- Bam bao an toan phia Nguo1 dung

- Pam bdo an toan co s& ha tang ctia h¢ thong bao gdm phan cung,

phan mém va mang truyén thong.

Duéi day 1a cac liét ké cac giai phap nhdm dam bao an toan thong tin
trong hé thong.

1. Kiém tra s thé phat hanh

2. Kiém tra tinh hop 1¢ cta thé

3. Bdo dam an toan cac khoa bi mat

o

. M3 héa s PIN cua chu thé trong CSDL Corebank
. M4 hoéa sb PIN cua chu thé khi thuc hién giao dich

. Bao dam an toan CSDL

~N O WD

. Bao dam an toan phan mém

8. Bao dam an toan hé diéu hanh

9. Bao dam an toan trén dudng truyén

10. Bao dam chéng tan cong vat 1y

11. Bdo dam an toan tir phia ngén hang

12. Bdo dam an toan tur phia nguoi dung.
4.3.1 Kiém tra tinh ding din s thé - Card number Check Digit
4.3.1.1 Pinh nghia s6 CD — Check Digit

Trong qua trinh phat hanh thé, module quan ly th¢ CMS (Card

Management System) cta hé théng Switch s& tinh toan ra mot con s (nim
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trong khoang tir 0 dén 9) va gin vao cubi thé, sé nay duoc goi 1a Check Digit

(CD), chit s6 nay dé kiém tra sb thé nay 1a ding hay sai.

CHECK
BIN - BANK Cardholder Account DIGIT
<—— IDENTIFICATION NUMBER — Number —
<t -
PAN- PRIMARY ACCOUNT NUMBER

Hinh 4.15 CAu tric caa s6 PAN va vi tri s6 CD

Chir s6 nay trong khoang 0-9 nén c6 thé dé& dang tim ra duoc bing

cach thay doi chit s6 cubi cua thé véi cac gia tri 1an luot tir 0-9.
4.3.1.2 Giai thuat tinh s6 CD

St dung giai thuat Luhn dé sinh s6 CD. Giai thuat Luhn 1a cach thirc
két hop cac chit s6 cia mot ma sb thé tin dung (cac chit s6 xen k& nhau) va
kiém tra tong cudi cing co6 chia hét cho 10 hay khong. Néu diang thi thé nay

hop 16

Khi kiém tra PIN nhdp vao cua thé thi hé thong Swtich s& kiém tra
dong thoi sé CD. Can ctr vao thong tin the, hé thdng tinh s CD néu so khdp
thi thé hop 1¢€.

Giai thuat nay thyc hién nhu sau:

1. TUr céac s0 thé cho trude ta lam tir trai qua phai.

2. Céc s6 nam & dong chin thi nhan véi 1

3. Cac s6 nam & dong 16 thi nhan véi 2

4, Kiém tra két qua tinh dugc, néu s nao 1én hon 9 thi trir di 9
5. Cong cac két qua tinh duoc lai véi nhau ta dugc mdt sb

6. Thuc hién phép tinh 14y s6 don vi cta s6 d6 cong vai sd can tinh dé
thanh 10, khi d6 giai phép toén ta duoc sé6 CD

A. Quy trinh tao s6 CD

Vi du: ta ¢6 s6 thé nhu sau: 118822987654321Y, ta can sinh s6 Y sao
cho s thé 1a hop 1&
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BIN Cardholder Account Number CD
PAN 1 /1|8 (8,2 2|9 |8|7|6|5 |43 |2]1 Y
Nhin 2 (cot | X2 X2 X2 X2 X2 X2 X2 X2 | Y
Két qua 2 (1]16|8| 4 |2 |18|8|14|6|10|4| 6 [2]| 2 Y
Trir 9 néu > 9 -9 -9 -9 -9 Y
Két qua 2 11/ 7/8/ 429 |8|5|6|1]4|]6|2]2]Y
2+1+7+8+2+4+9+8+5+6+1+4+6+2+2+Y =67 + Y
Co Ac chii . 2 ) .
':.)lng cac e Gidi bai todn: lay s6 hang don vi cia 66 cong voi Y c6 tong bang 10.
so lai
7+Y=10 => Y=3
Két qua 1|11 (8|8|2] 2 9 (8| 7 |6|5 |43 2|1 3

Bang 4.16 Cach sinh s6 CD

B. Quy trinh kiém tra s6 CD

s6 CD ta duoc tong, néu tong nay chia hét cho 10 thi sé thé d6 hop 18.

Hoan toan tuong tuy nhu trén, sau khi cong dugc cac chir s6 lai gobm ca
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BIN-Bank Cardholder Account Number Check
Identification Number Digit
PAN 111, 8 |8/2 |2 9 (8|7 |6|5|[4]3 2|1
Nhén 2 (cot | X2 X2 X2 X2 X2 X2 X2 X2
Két qua 2 1|16 |8| 4 |2|18|8|14|6|10|4| 6 |2]| 2
Trir 9 néu > -9 -9 -9 -9
Két qua 2 11| 7 |8|4|2/9 (8|5 |6|1]|4]6 2|2

Cong cac

chir so lai

2+1+7+8+2+4+9+8+5+6+1+4+6+2+2+3=70
Gidi bai toan: 70 mod 10 =0

Két qua

S6 thé hop 18

Béng 4.17 Cach kiém tra s6 CD
4.3.2 Xac thuce tinh hop 1€ cia thé - Card Authentiocation values
4.3.2.1 Pinh nghia s6 CVV/CVC

Khi phat hanh thé dé dam bao thé khong bi 1am gia, ngudi ta st dung
s6 CVV/CVC (Card Verification/ Card Verification Code) dé phan biét thé
that the gia.

Md&i mét loai thé khi phat hanh s& c6 mot s6 CVV/CVC dugc luu
trong ranh tir, dé sinh sd nay ngudi ta st dung cac diéu kién dau vao bao
gém s th¢ PAN, ngay hét han thé Card expiration date va ma dich vu
service code.

Céac gia tri dau vao 1a duy nhat do d6 mdi thé chi c6 mot so
CVV/CVC duy nhat.

Khi kiém tra PIN nhdp vao cia chii thé thi hé thong Switch s& kiém
tra dong thoi s6 CVV/CVC. Cin clr vao thong tin thé, hé thdng tinh sb
CVV/CVC va so khép véi s6 CVV/CVC duge luu trong thé, néu khép thi
thé hop €.

Giai thuat sinh s6 CVV/CVC:

Str dung thuat toan DES v&i do dai khoa bi mat 64 bit
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Input: chudi 64 bit hay 16 bit ky tu hexa dugc goi Transformed
Security Parameter (TSP), TSP tinh tir s thé PAN, ngay hét han thé card

expiration date (YYMM) va ma dich vu service code
Output: 16 ky tu hexa (64 bit)
a. Céch tao sb TSP

TSP ¢6 dinh dang gdm 9 chir sé tinh tir bén phai cia s PAN loai trir

s6 cubi cung cong voi 4 sb Exp date cong véi 3 sb Service code
PAN: 224466]23456789)
Exp date: 1012
Service code: 101
TSP =1234567891012101
b. Cach tinh s6 CVV/CVC
Ba s6 CVV/CVC duoc tinh nhu sau:

- Tir ddy s6 16 ky tu hexa két qua dau ra ta di tir trai qua phai, khi d6
CVV/CVC 14 3 s6 thap phan dau tién trong diy s 16 ky tu hexa.

- Néu khong tim duoc da 3 sb thap phan trong d6 thi sb con thiéu s&
st dung 13 cac s6 khong phai sd thap phan tinh tir tréi qua va chuyén sang s6
thap phan theo cong thuc A->0; B-> 1; C->2; D-> 3; E-> 4; F-> 5.

Vi du: output from DES: 0FABOCDEFFEFDCBA
=>> CVV/CVC la 095
4.3.2.2 Xac thuc s6 CVV/CVC

Qua trinh xac thyc nay dién ra cung vdi qua trinh xac thuc PIN cua

chu thé va dugc mo ta bén dudi
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— o
ATM SWITCH
@ 1
) _| Erux(CVK): CVK Encrypted
Thong tin thé (Track 2 caa the)
S0 CVV/CVC trong the
v ()
VALID / INVALID VALID / INVALID
Response Response
$ .
PAN, Expire date, Service @
code, CVV/CVC
™ Card Verification
Procedure
Y
LMK = CVEK clear
_h g
/ HSM
i .

Hinh 4.18 Qua trinh xé4c thuc s6 CVV/CVC giita ATM va Switch

a. Khi thuc hién xac thuc PIN, thi déng thot céc thong tin cda thé 1a
Track 2 s& duoc gui dén Switch. Thong tin dé xac thuc bao gdm s PAN,
ngay hét han thé Expire date, mi dich vu Service code va s6 CVV/CVC.

b. Ban ma cua khéa CVK tai Switch duogc giai ma béi khéa LMK
trong HSM

c. St dung khoa CVK trong thuat toan DES dé sinh s6 CVV/CVC.
Kiém tra s6 CVV/CVC duoc sinh ra véi sé6 CVV/CVC dugce giri dén

d. Két qua kiém tra dugc giri tra lai cho ATM
4.3.3 Biao dam an toan thong tin giao dich
+ Bao mat so PIN
+ Bao dam an toan cac khoa bi mat trong hé théng ATM

Dé dam bao an toan thong tin khi giao dich trén ATM s6 PIN s& dugc
ma hoa trude khi thuc hién giao dich

S6 PIN cua chi thé dugc luu trong CSDL Corebank
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Khong truy cap hodc xac dinh dugc ban 1o cia bat ky khoa bi mat nao
duogc luu trit trong thiét bi EPP, HSM mot cach bét hop phap

Khi bi xdm nhap mot cach bét hop phap, khoa bi mat s€ tu huy

Khoa co6 do dai 64 bit, 128 bit hodc 192 bit tuy theo cach st dung
khéa hodc chon ma hoa DES hay 3 DES

Qua trinh xac thuc PIN dugc thuc hién theo mo hinh sau:

N\ ( O
Tao PIN - Giai ma PIN
¢ Xac thuc ;
PIN—— Block va ma ; o Block Fhe? khoa
. so PIN ~ bi mat
héa PIN Block ™| (Thue hién tai
theo khéa bi thiét bi HSM)
mat
Chu the :
So sanh PIN
trong CSDL
Corebank va
Luu PIN Block ‘PIN khi giap
vao buffer cia ) dich ('TI-lllgls/Ihlen
ATM Tir choi / tai HSM)
¢ Chap nhan
| B sm
ATM  \ EPP / SWITCH\ ;

Hinh 4.19 Quy trinh ma hoa va xac thuc PIN
Budce 1: Chu thé dua thé va nhap PIN tai may ATM

Budc 2: Tao va ma hoa PIN Block bang thuit toan DES(3DES) tai
EPP

Budc 3: Luu PIN Block vao bd dém cia ATM
Budc 4: Giai ma PIN Block tai HSM

Budce 5: So sanh PIN trong CSDL cua chu thé va PIN cua giao dich
tat HSM

Bude 6: Két qua phan hoi cho may ATM 1a tir chdi hay chip nhan
giao dich

4.3.4 Biao dam an toan phin mém ATM

Dam bao phan mém cai dat c6 ban quyén va khong cai dat cac phan

mém khong cho phép

bam bao an toan mat khau truy nhap vao phan mém
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4.3.5 Bao dam an toan hé diéu hanh

Pé dam bao an toan cho hé diéu hanh ta can thuc hién mot sd nodi
dung sau. Vi hé diéu hanh trong may ATM duoc sir dung & ddy vé nguyén ly
12 mot hé diéu hanh thong thuong nén ta can bao dam sy an toan theo nhu
khuyén céo ctia nha san xuat.

- Tét cac service khong dung

- Béng cac cong khong dung

- Thiét lap Firewall cho may ATM
4.3.6 Bio dam an toan chong tan cong vt ly

ATM duoc bao vé bé“mg vo thép, cac hop dung tien duoc dat trong
mot ti ma dugc goi 1a két sat. Két sit gdm c6 khoa s va khoa chia dé dam
bao an toan.

ATM con st dung co ché phat hién rung, khi d6 hé théng chudng s&
rung dé thong bao ATM bi tan cong.

ATM co6 hé thong phun myc vao cac to tién khi céc hop dung tién bi
Xam nhap trai phép.

ATM c6 hé thdng camera giam sat
4.3.7 Biao dam an toan tir phia ngan hang

Thiét 1ap céc danh sach thé nong, thé den dé han ché su gian lan ctua

to1 pham

Phan quyén va kiém soat truy cip dén tai nguyén cua hé thong, sao
cho thong tin khong bi 16 v6i ngudi khong duoce phép, thong tin san sang cho

nguoi dung hop phap.
4.3.8 Biao dam an toan tir phia ngwoi dung

Mot trong nhiing cai kho ¢ day chinh la ban than chu thé cling khong
biét minh bi mat cip tai khoan, chi dén khi kiém tra s6 du méi thay ngh ngo.
Con ban than ngan hang thi cling khong thé ndm rd dau 1a giao dich cua chu
thé, dau la cua toi pham. Vi thé, sy canh giac cua cac chu the 1a vo cung quan
trong va chinh khach hang l1a ngudi ddm bao an toan cho nhiing thong tin

giao dich cua minh.
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Khi théng tin vé thé bi 16, ngay lap tirc thong béo cho phia ngin hang

dé ngan hang khoa thé va kiém tra giao dich nghi van lién quan dén thé.
Chu thé can phai cha ¥ nhing trd gian lan ATM nhu sau:
4.3.8.1 LAy cip thé va sb PIN

Buéc dau tién, bon toi pham s& lép vao khe doc thé cia mdt may mat
mién nhua c6 kha ning giit thé va ngidn may tha ra. Khi d6 chu thé s& nghi
minh thao tac nhidm va bj may nubt thé, chir khong chi y xem khe doc thé co

gi bit thuong khong.

Khi d6 ké gian lai gin chung s& “tu van” chii thé nén nhap lai sé PIN
dé lay lai thé va theo ddi. Tat nhién viéc nhép lai s PIN cha gitip gi cho chii
thé ca nhung lai 1a co hdi dé ké gian biét duoc mat ma truy cdp vao tai khoan

thé ctia nan nhan.

Khi chu thé thit vong bo di, ké gian s& ¢ lai 1dy thé ra, rdi dung PIN
vira nhin trém duogc dé truy cép vao tai khoan va ruat tién.
4.3.8.3 Trom dir li¢u

Pay 1a cach an cdp thong tin tai khoan va PIN ma khong can tiép can
truc tiép v6i1 chu thé. Thong thuong, bon to1 pham cai thém mot thiét bi doc
dtr 1iéu vao khe doc cua ATM

Khi chu thé thyc hién giao dich, toan bd thong tin trén thé da duoc luu
giir lai trong thiét bi doc thé ma bon tdi pham cai vao.

Khi nan nhén ra di, bon t01 pham sé& léy thiét bj ra, st dung céc thong
tin vira chom duge dé lam thé gid hodc mua hang qua mang, qua dién thoai.
4.3.8.4 Trom dit liéu bang camera

Bon t61 pham van lép dat thiét bi doc thé vao may nhu trudc, nhung
chung c6 thé lay dit liéu vé tai khoan va sd PIN tir xa nho mot chiéc camera
ma chung lap kin tai mdy ATM. Camera thuong dat kin ddo, mot vi tri c6 thé
ghi hinh toan bg cac thao tac cia chu thé cting nhu luu gitr dir liéu.
4.3.8.5 Nhin trdm qua vai

Bon tdi pham c6 thé dung gan ATM, theo ddi qué trinh ban thao tac
trén may. Dé tranh loai t6i pham nay, phan 16n ngudi tiéu ding déu canh
giac che ban phim khi nhap ma s. Viéc an cip dir liéu rat tho so, song rat dé
thuc hién vi khong phai chi thé nao ciing than trong mdi khi giao dich trén
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may. Bon t6i pham s& dung ndp gin ATM va theo ddi chu thé khi ho nhap
PIN. Sau d6, chung s& tim cach 1am chu thé mat tap trung, ching han hét 1én
hodc danh roi tién va hoi d6 1a tién cua ai. Trong lic chu thé sao nhing, ké

gian lién cudm thé ctia chu thé.
4.4 Nhan xét

Qua nghién ctru cic hoat dong va bao mat thong tin cua hé théng
thanh todn ty dong ATM da dugc trinh bay ¢ cac chuong trén, thi viéc bao
mat CSDL, bao mat thong tin trén dudng truyén va bao mat ma PIN 1 quan
trong nhét, ngoai ra bao mat hé thong ciing dong vai tro quan trong.

Véi cac giai phap vé an toan va bao mat cho hé thong ATM da duogc
néu thi hé thong ATM an toan cho ngudi st dung

V& phia ngudi sir dung, can c6 ¥ thirc hon trong viéc dam bao an toan
d6i voi cac the ATM cta minh d6 1a giit tuyét ddi an toan cho sb PIN, thé
ATM va dam bdo an toan khi giao dich

Déi v6i Viet Nam hién nay thé tir dang phd bién, nhung do mirc d6 an
toan ctia thé tir 1a khong cao (d& bi 1am gia, sao chép) do d6 xu thé trong
tuong lai thé chip s& thay thé thé tu.
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Chwong 5. CHUONG TRINH THUC HIEN MA HOA VA
GIAI MA VOI HE MA DES
5.1. Gié6i thi¢u vé chwong trinh

Chuong trinh thyc hién ma hoa va giai ma véi hé ma DES duoc viét
bang ngodn nglt 1ap trinh VB.net

CAu hinh:

Phan cimng (t6i thiéu):

O ciing: 10gb

Ram: 256mb

CPU: 2.0GHz

Hé diéu hanh: Window XP, Window 7......

5.2 Cac chirc nang chinh

5.2.1 Giao dién chinh ciia chwong trinh
5l Chuong trinh thuc ién m3 hoa va gidi ma voi he m3 DES | ] s | - g 2222222 et

Hgthéng  Héma Des

NGHIEN cUU, TiM HIEU HE THONG RUT TIEN TU BONG ATM
VA VAN BE ATTT CUA HE THONG

Giang vién hudng dan: T.S H8 Vin Canh
Sinh vién thuic hién: Pham Viét Anh

M3 SV: 110817

Lop: CT1102

= ya a ws ey . 12w ||
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5.2.2 Qua trinh ldp ma
5l Chuong trinh thu hién mé héa va gidi mé v hé ma DES - . = - "

Ban 13 ciin mé héa Banma Banmd cin gai m3
conghoarahoichunghiavietnam AsNit0ve-£:4Bb @4 TH)
Khaa K Banrg
45647857
Day Knéa Hogn vilP Hodn vi P i
010100000010110010101100111101011010001101110100 58504234 26 18 10 02 60 52 44 36 28 20 12 04 4008 48 16 56 24 64 32 39 07 47 1555 23 63 31
10001111 6254 46 38 30 22 14 06 64 56 48 40 32 24 16 08 3806461454 2262303705451353 216129
110100001010110000100110010100110010011111001100 57494133251709015951433527191103 36044412522060283503431151 195927
111000001010011000100110101110001001010110001101 615345372921 130563554739 31 231507 34024210 50 1858 26 33 01410943 1757 25
1 10001001 1101101010011 o r—
111000001001001001110010011111100110100110101001 Hodn vi PC-1 'oan vi
101001001101001001110010101000101101100101011011 57454133251709015850423426 18 14171124 010503 28 150621 10
101001100101001101010010110001111011001100110010 1002595143352719 11036052 44 36 23151204 26 08 16 072720 1302
001001100101001101010011100011011100001101011011 §35547393123 1507 6254 4638 30 22 415231374755 30 40 4145 33 48
0010111 11010101 1406615345372921130628201204 44 45 39 56 34 53 46 42 50 36 2932
000011110100000111011001110110001000010111101100 p—— b
000111110100000110011001100010001111111010001101 BEINIE e
000111110000100110001001011110100111011010110001 1607202121228 17 32010203 04 05 04 05 06 07 08 09
0001101 101101110111 1 0115232605 1731 10 0809101112121213 14151617
000110010010110010001100100001101111101100010010 02082414 23270309 161718192021202122232425
0101000100101100100011001001110110001001110100711 19133006221104 25 247526272829282930313201
51 54
4 (131 (2 [15]11fs [3 [w]6 [12]5 3497 3 [15]5 |1 [13]12 143 [0 [6 |5 0]t [2 [8 |5 [11]12]~
0 |15|7 |4 [14|2 [13|1 |10|6 |12 11|39 8 |14 12|0 4 (6 (10|12 (8 |5 115 |6 (15|10 |3 |4 |7 |2 [12|1 |10 |5
4 114l (136 [2 [11]1s]12]9 [7 [3 1301 [5 [8 1503 [o [11]1 ]2 9 [0 [1z[11]7 [13[15]1 [3 (145 [2
P PP P P P P P P PP P PV PP PR PR P PP N P P P PSP YN P PP P P P S PP PP e F
[ i ] i 0 I 1 v
55 S6 58
124 |1 |7 |10/11|6 |8 |5 |3 16|13 |0 m 1 /10159 (2 |6 (8 |0 (133 |4 [14|7 [ = 11(2 |14|15|0 |8 8 |4 |6 (15(11|1 (0|9 3 [145 |0 | ~
1]z 12]e 7 1301 [5 [0 15 10]3 (3 |[E][10]1504 2 |7 [12]s [5 6 1 13 1efo [11|[E| a0 117 4 s 1 138 [10(3 |7 |4 [12]5 |6 [11]0 [14]]E
4|21ﬂ]0137815912563‘ 9‘141552812370410113 1|4 1113|123 |7 4 1 8 (112|142 0 & (10 13 /15|3
aalm lumlm e Taula lumla Tarla 1o Tun s 1 P P U YN P PR PSS P PP PR P P P P M | PP PR P P PR I PP P amln ln e e e
< i ] 3 & i ] v < i i ] v

Budc 1: Nhap chudi can ma hoéa

Budc 2: Nhap khoa K gom 8 ky tur

Budc 3: Click nat khéi tao khoa dé tao day khoa
Budc 4: Click nit ma hoa dé bat dau lap ma
5.2.3 Qua trinh gidi ma

- - _ || )

atl Chuong trinh thuc hién m3 héa va gidi ma vai hé ma DES

Ban 15 cn mé héa Banma
‘conghoaxahoichunghiaviel ANt ~6:20b¢ @47 TH)
Knéak Banrd
45647857 conghoaxahaichunghiaviet
Day Khéa Hodn vi IP Hodin vi IP trdl
010100000010110010101100111101011010001101110100 58504234 26 181002605244 36 28 20 12 04 400848 16 56 24 64 32 39 0747 1555 2363 31
10001111 625446 33 30 22 14 06 64 56 48 40 32 24 16 08 330646 14 54 22 62 30 37 05 45 1353 2161 29
110100001010110000100110010100110010011111001100 5749413325 1709 015951433527 191102 3604 44 12 52 20 60 28 35 0343 11 51 1959 27
111000001010011000100110107110007001010110001107 1534537292113 0563554739 31 23 15 07 3402 42 10 50 18 58 26 33 01 410949 175725
111000001001011000100110010010100111011010100111 L HosnwiE
111000001001001001110010011111100110100110101001 o el loan i
101001001101001001110010101000101101100101011011 5749413325 170901 58504234 26 13 1417 1124010503 28 1506 21 10
101001100101001101010010110001111011001100110010 100259 51433527 13 110360 52 44 36 2319 12 04 26 08 16 07 27 20 1302
001001100101001101010011100011011100001101011011 6355473931 231507625446 3330 22 4152 31 37 47 55 30 40 41 45 33 43
0010111 11010101 1406615345372921 13052820 1204 44493956 34 53 46 42 50 36 29 32
000D11110100000111011001110110001000010111101100 . o
000111110100000110011001100010001111111010001101 EEE g
000111110000100110007001011110100111011010110001 16072021251228 17 32 0102 03 04 05 04 05 06 07 08 09
0001101 101101110111 1 0115232605 173110 0808101112121213 14151617
000110010010110010001100100001101111101100010010 020824 1423270308 161718192021 20 21222324 25
010100010010110010001100100111011000100111010011 1913300622 110425 24252627 28 29 28 29 30 313201
51

4 [13[1 |2 15]11]g [3 [0]s 4 |9 [7 [2 [13]12]0 6 3 |15]5 [1 [13]12 3 o6 |9 [w]1 [2 ]85 [11]12]

15(7 |4 (1412 [13)1 [10]6 |12 141200 |1 (106 |8 34 |6 [10[2 (8 |5 506 |15[0 (3 4|7 (2 121 [10][E
41 [1ale (136 [2 [1115]12]9 1|5 |8 [12]6 |5 |3 8 [15]3 o [11]1 |2 0 (12117 [13]15]1 [3 145 |2
T PP P P P P Y P PP P ile 1= Tanla Ie P P P P PR PP P o lanle Tonla Ta Tu To Taailanls 10

[ n ] i . ] v

S5

2[4 |1 |7 (10116 [8 |5 |3 [15/13]0 | ~ 1 [10015(9 (2 |6 (8 |0 [13[3 |4 [14|7 [ = 11(2 [14[15/0 |8 8 (4 |6 [15[11]1 [10/9 |3 [14]5 [0 | ~
14112124713150151038D10154271295611314011E|13|]117491 13[8 [10(3 |7 |4 [12]5 |6 [11]0 |14](E
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Bué6c 1: Nhap chudi can giai ma
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Budc 2: Nhip khoa K gdm 8 ky tu
Budc 3: Click nut khéi tao khoa dé tao diy khoa

Budc 4: Click nut giai ma dé bat dau giai ma
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KET LUAN

Trong d6 4n em di tim hiéu tong quan vé may ATM, ciu tric cia
may ATM, hé théng thanh toan may ATM. Trong d6, em tap trung tim hiéu
vé thé tir, vin d¢ an toan thong tin cho hé théng ATM: ma hoa, giai mi sb
PIN, thuat toan dung dé mi héa thong tin, ma hoa, giai mi thong tin truyén
va luu trong hé théng ATM.....

Mic du & nude ta, chi yéu cac Ngan hang dang sir dung thé tir, nhung
tuong lai khong xa thé tir s& bi thay thé bai thé chip. Do d6 dang ra ngay tir
bay gid chung ta phai nghién ctru su hon vé thé chip nhung do tai liéu vé
thé chip bang tiéng Viét qua it néu c6 chi yéu 1a tai liéu tiéng Anh, nén trong
bdo c4o luan vin cua em, em chua tim hiéu duoc nhiéu vé thé chip. Co 1€ day

cling 1a mot nhugc diém trong dé tai luan van cia em.

Ngoai ra, do trinh d§ han ché va thoi gian c6 han, tai liéu khong co
nhi€u nén trong d6 4n cia em con nhiéu thiéu sét, em mong sy chi bdo cua
cac thay, ¢6 dé do an ctia em dugc hoan thién hon.

Em xin chan thanh cam on cac thay, c6 dac biét 1a thay H6 Van Canh

va cac ban cung 16p da tao di€u kién gitip em hoan thanh do an.

63



TAI LIEU THAM KHAO
Tiéng Viét
1. Bao tin hoc va Tai chinh — B tai chinh, Sy hinh thanh va phat trién cua
may ATM sb 58 (4/2008)
2. Banknetvn (2006), tai liéu tiéu chuan k¥ thuat vé hé théng Switch
3. Bach khoa toan thu m¢ Wikipedia, H¢ ma hoa DES
4. DIEBOLD (2007), Tai liéu gi6i thiéu hé thong ATM

5. Hi€ép hoi ngan hang Viét Nam, 10 nam phat trién cua thi truong thé duoc
lay vé tai:
http://www.vnba.org.vn/index.php?option=com_content&task=view&id=37
4&I1temid=92.

6. Ho Van Canh (2003), Tai liéu giang day vé an toan bao mat thong tin.
7. Trinh Nhat Tién (2007), Tat li¢u giang day vé mat mi va an toan thong tin

8. H6 Van Canh, Nguyén Viét Thé (2010), Nhap mén phén tich thong tin c6
bao mat, NXB thong tin va truyén thong

Tiéng Anh
9. ISO 8583-1987 MessFormat.
10. ISO_IEC 7810 _2003(E)-Identification cards-Physical characteristics.

11. ISO_IEC _7811-1 2002(E)-ldentification cards-Recording technique-Part
1-Embossing.

12. ISO_IEC_7812-1 2000(E)-Identification cards-Identification of issuers-
Part 1-Numbering system.

13. ISO_IEC 7813 2001(E)-Identification cards-Financial transaction cards.

64


http://www.vnba.org.vn/index.php?option=com_content&task=view&id=374&Itemid=92.
http://www.vnba.org.vn/index.php?option=com_content&task=view&id=374&Itemid=92.

