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GIOI THIEU

Nhitng nim gan ddy, nhu ciu trao d6i thdng tin tir xa cia con ngudi ngay
cang 16n, cac ang dung trao doi thong tin qua mang dién ra ngay cang nhiéu.

Tuy nhién, méi loai tng dung cé nhitng doi hoi riéng khac nhau, vi du nhu
rng dung bau cir tir xa can phai che ddu dugc thong tin nguoi bo phiéu, hodc nhiing
van ban da duoc ky nhung khong mudn ai ciing ¢ thé xac thuc chir ky khi chua
dugc sy ddng y cua nguoi ky. Chir ky mu da ra doi dé giai quyét van dé néu trén. Y
tuong chinh caa ky mu 1a ngudi ky khdng biét minh dang ky trén ndi dung gi.



Chwong 1. MOQT SO KHAI NIEM CO BAN

1.1. CAC KHAI NIEM CO SO
1.1.1. Mot s6 khai niém trong toin hoc
1.1.1.1.  Khdi niém vé sé nguyén té
1./ Khai niém

S6 nguyén t6 la s6 nguyén dwong chi chia hét cho 1 va chinh né
Vi du

2,3, 5... Cac hé mat ma thuong sur dung cac s6 nguyén té it nhat 1a 16n hon
10 150.

2./ Mt s6 dinh ly vé s6 nguyén t6

Pinh ly vé s6 nguyén dwong > 1

Moi s6 nguyén duong n > 1 déu c6 thé biéu dién dugc duy nhat dudi dang:
n=p:s P Pick - ... trong d6: k, ni (i =1,2,..,k) 1a c&c s6 tu nhién, Pi 1a cac s6
nguyeén t6, timg d6i mot khac nhau.

Pinh ly Mersenne
Cho p = 251, néu p 1 sé nguyén 4 thi k phai 1 sb nguyén té.

Chitng minh
Gia sir k khong la nguyén t6. Khi dd6 k =a.bvéi 1 <a, b <k.
Nhu vay p = 251 = 2%-1 = (28°- 1= (2*1).E
(Trong d6 E 1a mot biéu thuc nguyén - 4p dung cong thic nhi thac Newton).
Piéu nay mau thuan gia thiét p 1a nguyén tb. Vay gia sir 1a sai, hay k 1a s6 nguyén

to.



1.1.1.2. Uéc sé chung I6n nhit
1./ Uéc sb
Khai niém:
Cho hai sé nguyén a, b € Z, b = 0. Néu ¢ mot s6 nguyén q sao cho a=b*q,
thi ta n6i rang a chia hét cho b, ky hiéu bla. Ta néi b la w6c cua a, va a 1a boi caa b.

Vidu:

Cho a=6, b=2, ta c¢6 6=2*3, ky hiéu 2|6. O ddy 2 la wéc ciia 6 va 6 la bji
cua 2. )
Tinh chat: Choa,b,ce ”Z

+ala.
+ alb, bjc = ajc.
+alb, bla = a= +b.
2./ Uéc chung 16n nhat
Khai niém:
S6 nguyén d dugc goi 1a udc chung ciia cac s6 nguyén ay, ay,...,an,NEuU no 1a
wdC cua tat ca cac sd do.
Mot udc chung d > 0 caa cac s& Nguyén ay,a,,...,a,, trong d6 moi wdc chung

cua ay, ay,...,an, déu 1a uéc cua d, thi d duoc goi 1a wdc chung 16n nhat (UCLN) cua
ay, ay,...,a,. Ky hiéu d =gcd (ay, ay,...,a,) hay d = UCLN (ay, a,,...,a,).

Vi du:
Choa=12,b =15, gcd (12,15) = 3.

Tinh chat:
+d = ged (ay, ay,...,a,) khi va chi khi ton tai cac s6 x4, X,,...,x, sao cho:

d= a1Xp + axXot ... apXp.

Dic biét: ay, ay,...,a, nguyén sé cling nhau & ton tai cac s Xy, X, ....X, Sa0

cho: 1 = a;X; + axXot ...+ apX,.
+d=gcd (ay, a,, ..., a,) & gcd (al/d, ay/d,...,a/d) = 1.
+ gcd (m.ag,m. ay,...,m.a,) = m* gcd (ag, a,...,a,) (Vvéim=10).

+ Néu b >0, a= b.q + r thi gcd (a,b) = ged (b,r).



3./  Thuit toian Euclide tim wéc chung I6n nhét
Bai toan:
* Dit liéu vao: Cho hai sé nguyén khong am a,b, a = b.

*Két qua ged(a,b).

Thudt toan: input(a,b);
While b>0
r =amod b;
a =b;
b =r,

output(a);

Vidu: a= 30, b= 18
gcd(30,18) = gcd(18,12) = gcd(12,6) = gcd(6,0) =6

Bdng 1: M6 ta cac buoc tinh ged(30,18)

a b r a=bqg+r

30 18 12 30=18*1+12

18 12 6 18 =12*1+6

12 6 0 12=6*2+0




1.1.1.3. Ham © Euler

Dinh nghia:

Cho n = 1. @(n) duoc dinh nghia la cic s nguyén trong khoang tir [1.n] nguyén t6
cung nhau véi n . ham @ dugc goi 1a ham phi Euler.

Tinh chét:

Néu p 1a s6 nguyén t6 thi @(n) = p-1.

Ham phi Euler l1a ham c¢6 tinh nhan:

Neéu n=p;°1 P25 P« 12 thira s6 nguyén to cua n thi:

sty=nf-2)(a-2)- (1-2)

1.1.1.4. Khai niém sé nguyén té ciing nhau

Khadi ni¢m:
Hai s6 m van dugc goi 1a s6 nguyén td cung nhau néu udc so6 chung lon
nhat ctiia chung bang 1 , ky hiéu ged (m,n)=1

Vi du: ’ ’
9 va 14 1a 2 s0 nguyén to cung nhau.



1.1.15.  Khdi niém sé dong duw
1./ Khéi niém

Cho a va b 1a c4c sé nguyén , khi d6 a duoc goi la déng du véi b theo modulo
n, ky hiéu 13 a = b mod n néu a, b chia cho n ¢6 cuing s6 du. S6 nguyén n dwoc goi
la modulo cua déng du.

Ki hiéu: a=b (mod n).
Vidu:5=7mod 2 vi:5mod2=1va7mod?2=1.

2./ Tinh chét ciia dong dw
a=b mod n néu va chi néu a va b c6 ciing sé du khi chia cho n.
Tinh chat phan xa: a = a mod n.
Tinh d6i xang: Néu a = b mod n thi b =a mod n.
Tinh bac cau: Néeua=bmodnvab=cmodnthia=cmodn.
Néu a =a; mod n ,b=b; mod n thia+ b = (a;+ by)(mod n ) va ab = (a; b;) (mod n)

3./ Lép twong dwong

Lép twong duong chiia mot sé nguyén a 1a tap hop cac sé nguyén dong du
véi a theo modulo n.

Cho n ¢é dinh ddng du véi n trong khdng gian Z vao cac 16p trong duong.

Néu a=qn+r, trong 6 0 <t <n thi a = r mod n. vi vly mdi s6 nguyén a la dong
du theo modulo n véi duy nhat mot sé nguyén trong khoang tir 0 dén n-1 va duoc
goi 14 thang du nhé nhét cua a theo modulo n. Ciing vi vay, a va r cling thuéc mot
l6p twong. Do d6 r ¢ thé don gian duoc dung dé thé hién 16p trong duong.
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1.1.2. M@t s6 khai ni¢m trong dai so

1.1.2.1.  Khéi niém nhom, nhom con, nhém Cyclic

-Nhém 1a b phan céc phan tir (G, *) thda man céc tinh chét sau:

+Tinh chat két hop: (x *y)*z=x* (y * 2)

+Tinh chat ton tai phan tir trung giane € G:e * x=x *e =x, V X € G
+Tinh chit ton tai cua phan tir nghich dao x” € G: x” *x=x *x’ =e¢
-Nhém con 1a bd cac phan ti (S, * ) 12 nhém thda mdm céc tinh chat sau:
+S € G la phan tu trung giane € S

X, YES=>X*Yy€ES

-Nhém Cyclic: 1a nhém ma moi phan tir ciia nd duoc sinh ra tir mot phan tir dac
biét g € G . Phan tir nay duoc goi 1a phan tir nguyén thay, tac:
V6ivVxeG:IneNmMag"=x.

Vi Du: (Z*, *) 1a mot nhdm cyclic ¢6 1 phan ti sinh 13 1.

1.1.2.2.  Phan tir nghich dao

1./ Dinh nghia

Cho a € Z,. Nghich d4o nhan cua a theo modulo n 1a mot s6 nguyén x € Z,
sao cho a*x = 1 mod n. Néu t6n tai, thi d6 1a gid tri duy nhat va a duoc goi la kha
nghich. Nghich déo ciia aky hiéulaa ™
2./ Tinh chit
-Cho a, b € Z, Phép chia ciia a cho b theo modulo n 14 tich cua a va b™ theo
modulo n va chi dugc xac dinh khi b ¢6 nghich dao theo modulo n.
-Cho a € Z,, a nghich dao khi va chi khi (a,n) =1.
-Gia st d= (a,n). Phuong trinh ddng du ax = b mod n c6 nghiém x néu va chi néu
d chia hét cho b, trong trudng hop cac nghiém d nim trong khoang 0 dén n-1 thi

cac nghiém ddng du theo modulo n/d.

3. Vidy:
Zps=10,1,2,3,...,24}. Trong Zys: 13 + 16 = 4, vi 13 +16 = 29 = 4 (mod 25).

Tuong tu: 13*16 = 8 trong Z;s.
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4./ Cac phép toan trong khdng gian modulo
Cho n 14 céc sé nguyén duong. Cac phan tir trong Z, duoc thé hién bai cac
s6 nguyén{0, 1, 2, 3,...,n-1}. Nhan xét rang: néu a, b € Z, thi:

a+b if a+b<n

(a+b)modn:{ a+b—n if a+b=n

Vi vay, phép cong modulo (va phép trir modulo ) ¢6 thé dugc thyuc hién ma
khdng can thuc hién cac phép chia dai. Phép nhan modulo cua a va b dugc thuc
hién bang phép nhan thong thudng a véi b nhu cac sd nguyén binh thuong, sau do
Iy phan du cua két qua sau khi chia cho n. Phép tinh nghich dao trong Z, 6 thé
duoc thyc hién nho st dung thuat toan Euclid mé rong.

1.1.2.3. Phén tir nghich ddo trong Z,,

Dinh nghia:
Cho a € Z,, nghich dao cia a 1a so nguyén b € Z, sao cho a.b = 1 (mod n),
ta ndi b 1a phan tir nghich dao cua a trong Z, va ky hiéu laa™ .
Mot phan tir ¢d phan tir nghich dao, goi la kha nghich.
Tinh chit:
+Choa, b € Z,,a/b (modn) =ab™ (mod n) dugc xac dinh khi va chi khi b 1a kha
nghich theo modulo cua n.
+a € Z,, a la kha nghich khi va chi khi gcd(a, n) = 1.
Chirng minh:
Néu aa’=1(modn)thiaa® =1+kneaa' -kn=1-(an)=1.

Néu (an)=1,tac6aa’=1+kn - aa’+kn, doddaa’=1(modn).
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Vi du: Céc phan tir kha nghich trong Zg 1a 1, 2, 4,5, 7 va 8.
1t=1vi1*1 =1 (mod 9).
21 =5vi 2*5 =1 (mod 9).
41 =7vi4*7 =1 (mod 9).
8! =8vi8*8 =1 (mod 9).
Cho d = gcd(a,n).Khi d6 phuong trinh déng du c6 dang a.x = b (mod n) s& c6
nghiém x khi va chi khi d chia hét cho b.
Tim phan tir nghich ddo bing thuit toan Euclid mé rong:
Bai toan:
+ Dt liéu vao: a € Z,,, n.
+ Két qua: Phan tir nghich dao cua a
Thugt toan:
Input(a,n);
Begin

Jo=N;01=a,Up=1;u;=0;vg=0; vy =1,

i =0;
while g; =0
{
Y=0i1/0i ; Gis1 = Gix1 — Y.0i;
Uir1 = Ujr1 — Y.Uj 5 Vit = Vier — Y. Vi,
i=i+1;
}
t= Vi

if t>0thenal=telseal=t+n;

End;
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Vidu:
Tim phan tir nghich dao cua 3 trong Z-

Tuc 14 ta phai giai phwong trinh 3.x = 1 (mod 7), x s& 1a phan tir nghich dao cua 3.

i Oi Ui Vi y
0 7 1 0

1 3 0 1 2
2 1 1 -2 3
3 0

Vi t=v,=-2<0dodd x=x=a'=t+n=-2+7=5,

Vay 5 la phan tir nghich d4o caa 3 trong Z; .

Chu y: S6 mii modulo c6 thé duoc tinh mot cach hiéu qua bang thuat toan binh
phuong va nhan lién tiép, né duoc sir dung chu yéu trong nhiéu giao thicc ma hoa.
Mot phién ban caa thuat todn nay nhu sau: Gia sir biéu dién nhi phan cua k 1a:
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Thuit toan binh phwong lién tiép dé tinh s6 mii modulo trong Z,:
Bai toan:
+ Dit liéu vao: a € Z, va s6 nguyén duong 0 < k < n trong d6 k c¢6 biéu dién
nhi phén la:
k = Zi_ok 2!
+ Két qua: a“ mod n.

Thuéat toan:

ReadIn(a,n);
Begin
b:=1;
if k =0 then writeln(b);
A=g;
if ko=1thenb:=a;
fori=1ton
begin
A:= A*A mod n;
if Ki—g then b:= A*b mod n;
end,
writeln(b);

End;
Vi du: Tinh s6 mii modulo

Bang 2: M0 ta cac bugc tinh  5°%° mod (1234) = 1013

I 0|1 2 3 4 S) 6 7 8 9

ki| 0| O 1 0 1 0 1 0 0 1

A | 5 | 25 |625|681 1011|369 | 421 | 799 | 947 | 925

B| 1| 1 |625|625| 67 | 67 |1059 1059 | 1059 | 1013
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1.1.2.4.  Nhém nhan Z,”

1/.Dinh nghia
Nhom nhan (phép nhan) cua tap Z, ky hiéu la Z,” = {a € Z, | gcd(a,n) = 1}.

Dic biét, néu n 1a mot sé nguyén té thi Z, = {a|l < a < n-1}.

2/.Pinh nghia cip cia Z,

Cép cua Z, duogc dinh nghia 1a sé phan ta trong Z, , (| Z, |). Theo dinh
nghia ham phi — Eulertacé | Z, | = 6(n).

3/.Tinh chat

Cho n = 2 1a s6 nguyén:

+ DPinh ly Euler: Néu a € Z,” thi a®® = 1 (mod n).

+Néu n la tich caa cac s6 nguyén to phan biét va néu r = s(mod ©(n)) thi

a’ = a’ (mod n) v&i moi s6 nguyén a. Noi cach khéc, 1am viéc véi cac sb theo
modulo nguyén té p thi s6 mil c¢6 thé giam theo modulo @(n).

Cho p 1a sé nguyén té:

+ Pinh ly Fermat: Néu ged(a,p) = 1 thi a®* = 1 (mod p).

+ Néu r = s (mod p-1) thi a" = a° (mod p) v&i moi sé nguyén a.N6i cach khac, 1am
viéc véi cac sé theo modulo nguyén t6 p thi sé mii co thé giam theo modulo p-1.

+ a® = a (mod p) véi moi sé nguyén a.
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1.1.2.5.  Phin tir sinh
1/. Dinh nghia
Choa € Z, , néu cap cua e 1a G(n) .khi d6 e goi la phan tir sinh hay phan tir

nguyén thuy cua Z, ,vanéu Z, c6 mot phan tu sinh,thi Z,” duoc goi 1a nhém
cyclic.(cht ¥ néu 1a s6 nguyén t6 thi @(n) = n-1).

2/.  Tinh chat:
+ Néu « 1a phan tir sinh cua Z," thi Z,” = {a’ (mod n) |0 < i < @(n)-1}.
+ Gia sir & 1a mot phan ti sinh cua Z, .Khi d6 , b= a’ mod n ciing 14 mét phan tir

sinh caa Z,” khi va chi khi ged(i, @(n)) = 1 .Va sau d6 néu Z,” 13 nhém cyclic thi sb
phan tir sinh sé& 1a @(@(n)).

+a € Z, laphan tir sinh cia Z, khi va chi khi «®™/? 1 =1 (mod n) véi mdi sb
chia nguyén té caa @(n).
+ Z," c6 phan tu sinh khi va chi khi n = 2, 4, p* hay 2p* khi p 1a sé nguyén t6 & va
k = 1. Con néu p la s6 nguyén t6 thi chac chan ¢ phan tu sinh.
1.1.2.6. Thang dw
1./ Dinh nghia

Choa€ Z,", a dugc goi | thang du bac hai theo modulo n hozc binh
phuong theo modulo n, néu ton tai mét x € Z, , sao cho x* = a (mod n), va néu
khdng tdn tai x nhu vay thi a duoc goi 1 bat thang du bac hai theo modulo n. Tap
céac thing du bac hai ky hiéu la @, .
Chay: Vidinh nghia 0 € Z, nén0 & Q,va0 & q,, .
2./ Tinh chat

Cho n Ia tich cua hai s6 nguyén té p va q. Khi d6, a & Z, 1a mét thing du
bac 2 theo modulo n khi vachikhiag Q, vaa & @,, . Ta co:
1Qn | = Qpl-IQql = (p-1)(a-1)/4 va |, | = 3(p-1)(g-1)/4.
3./ Vidu
Chon=21. Khi Q, ={1, 4,16} va @,; ={2,5, 8, 10, 11, 13, 17, 19, 20
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1.1.2.7. Ham mgt phia va ham mdt phia co civa sap
Ham mgot phia:

M6t ham mét phia 1a ham ma dé dang tinh toan ra quan hé mot chiéu nhung
rat kho dé tinh nguoc lai.

Vi du: Biét gia thiét x thi c6 thé d& dang tinh ra f(x), nhung néu biét f(x) thi
kho tinh ra duge x. Trong truong hop nay “kh6” co nghia 1a dé tinh ra duoc két qua
thi phai mat nhiéu thoi gian dé tinh toan.

Vi du: Tinhy = f(x)=a* mod p la dé tinh nhung tinh nguoc lai X = log, y 1a
bai toan “kho” (bai toan logarit roi rac).

Ham mét phia cé cira sap:

F(x) duoc goi 12 ham mét phia c6 ctra sap néu tinh xudi y = f(x) thi dé tinh
nguoc x= f* (y ) thi khé tuy nhién néu co6  cira sap” thi van dé tinh nguoc tr nén
dé dang. Cua sap & day 1a mot diéu kién nao d6 gitip ching ta dé dang tinh nguoc.

Vi du: Y=Ff(x)=x" mod n tinh xudi thi d& nhung tinh nguoc x = y*mod n thi
kho vi phai biéta vésia*b=1(mod (@(n)) trong d6 @(n) =(p-1)*(g-1). Nhung
néu biét
Cira sap p, q thi viéc tinh n= p*q va tinh a tro nén dé dang.

Hop thu 1a mot vi du khac vé ham mét phia cé cira sap. Bat ky ai ciing c6
thé bo thu vao thung. B6 thu vao thung 1a mot hanh dong céng cong. Ma thing thur
khong phai hanh dong cong cong. N6 1a kho khin, ban s& can dén mo han dé pha
hoidc nhitng céng cu khéc. Tuy nhién, néu ban c6 “ cira sap” ( trong trudng hop nay
la chia khoa cua hom thu) thi cong viéc mé hom thu that dé dang.
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1.1.3. Mot s6 khai niém va Do phirc tap ciia thuit toan

1.1.3.1. Khdi niém thudt todn

1.  Khéi niém bai toan

Bai toan duoc dién dat bang hai phan:

- Input: Céc dit liéu vao cua bai toan.

- Output: Cac dit liéu ra cua bai toan (két qua).

2. Khai niém thuat toan

- “Thuat toan” duoc hiéu don gian la cach thirc dé giai mot bai toan. Ciing c6 thé
duogc hiéu bang hai quan niém: Truc giac hay Hinh thic nhu sau:

+ Quan niém tryc giac vé “Thuat toan”

Mot cach truc giac, thuat toan duoc hiéu 1a mot day hiru han céc qui tac (chi thi,
ménh 1énh) md ta mot qué trinh tinh toan, dé tir di liéu di cho (Input) ta nhan dugc
két qua (Output) cua bai toan.

+ Quan niém toan hoc vé ”Thuit toan”

Mot cach hinh thie, nguoi ta quan niém thuat todn la mét may Turing.

- Thuat toan duoc chia thanh hai loai: Pon dinh va khéng don dinh.

+ Thuat toan don dinh (Deterministic): La thuat toan ma két qua ctia moi phép toan
déu duoc xac dinh duy nhat.

+ Thuat toan khong don dinh (Non - deterministic): La thuat toan ¢ it nhat

mét phép toan ma két qua cua né 1a khdng duy nhat.
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1.1.3.2.  Khdi ni¢m dp phirc tap ciia thudt toan

1/. Chi phi cia thuat toan (tinh theo mét bg dir liéu vao)

Chi phi phai tra cho mét qué trinh tinh toan gdm chi phi vé thoi gian va bo nhé.

- Chi phi théi gian caa mot qua trinh tinh toan 1a thoi gian can thiét dé thuc hién
mot qua trinh tinh toan.

Véi thuat toan tua Algol: Chi phi thoi gian 1a sb cac phép tinh co ban thyc hién
trong qua trinh tinh toan .

- Chi phi b nhé ctia mot qua trinh tinh toan 1a s6 6 nhé can thiét dé thuc hién mot
qua trinh tinh toan.

Goi A 1a mot thuat toan, e 1a dir liéu vao caa bai toan da dugc ma hoa bang céach
nao d6. Thuat toan A tinh trén dir liéu vao e phai tra mot gia nhat dinh.

Ta ky hiéu: tA (e) la gia thoi gian va IA(e) la gia bo nho.

2/. P§ phirc tap vé bd nhé (trong truwong hep xau nhat)

Ia(n) = max{l A (e), Vi |e] < n }. (n 12 kich thudc dau vao cua thuat toan)

3/. P9 phirc tap thai gian (trudong hep xau nhat) ta(n) = max{ta(e), vsi le| < n }
4/. Py phirc tap tiém can

Do phuc tap PT(n) duoc goi la tiém cdn téi ham f(n), ky hiéu O(f(n)) néu 3 céc

sé Ny, cmaPT(n)uc.f(n),vn =n,

5/. D phirc tap da thic

Do phuc tap PT(n) duoc goi da thirc, néu né tiém can téi da thirc p(n).



6/. Thuat toan da thirc
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- Thut toan duoc goi 12 da thirc néu @6 phirc tap vé thoi gian trong truang hop

XAu nhat cua nod 1a da thiic.

- NGi cach khac:

+ Thuét toan thoi gian da thirc: 12 thuat toan c6 do phuc tap 1a O(n') trong do t

la hang so.

+ Thuét toan thoi gian ham mii: 13 thuét toan c6 do phic tap Ot ™) trong do t

1a hang s va f(n) 1a ham da thirc caa n.

- Thoi gian chay cua cac lop thuat toan khac nhau:

Do phuc tap S6 phép tinh(n=10°) Thoi gian(10°phép tinh/s)
0O(1) 1 1micro gidy
O(n) 10° 1 giay
o(nd 10% 11,6 ngay
on®) 10 32 000 nam
02" 1030100 10**"%% tudi cua vii tru

- C6 ngudi cho rang ngay nay may tinh vai toc do rat 16n, khéng can quan tam

nhiéu téi thuat todn nhanh, ching t6i n dan mot vi du da duoc kiém chang.

Bai toan xur 1y n ddi twgng, ¢ ba thuat toan véi 3 muac phic tap khac nhau s&

chiu 3 hau qua nhu sau: Sau 1 gio:

+ Thuat toan A c6 do phirc tap O(n): 3,6 tridu ddi tugng.

+ Thuat toan B ¢ do phuc tap O(nlog n): 0,2 triéu d6i tuong.

+ Thuat toan C c6 do phuc tap O(2n): 21 d6i tuong.
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1.2. HE MA HOA

1.2.1. Khai niém ma héa

Chung ta biét rang thdng tin truyén di trén mang rat dé bi trom cap. Dé dam
bao Viéc truyén tin an toan, ngudi ta thudng ma hoa thong tin trude khi truyén di.
Viéc ma hda can theo quy tac nhat dinh

M4 hoa la ky thuat da dugce dung 1au doi dé dam bao an toan thong tin. Hién
nay c6 nhiéu phuong phap ma hoa khic nhau, mdi phuong phap c6 nhimng wu diém
va nhuoc diém riéng. TUy theo yéu cau cu thé dé lya chon phuong phap ma hoéa.
Sau ddy 1a mot s6 khai niém dung trong mat. ma

-M4 hoa: 1a qué trinh chuyén d6i thong tin tir dang doc duoc goi 13 ban rd, thanh
thong tin khdng thé doc duoc( dbi vaoi nhitng ngudi khong c6 quyén) theo céach
thong thuong duoc goi 1a ban ma,

-Giai ma: 1a qua trinh chuyén thong tin nguoc lai tir ban ma sang ban ro.

-Thuit toan ma hoéa: 1a cac thuat toan, cac cong thire tinh toan dé ma hoa va giai
ma thdng tin. Thuat todn cang phc tap thi do an toan ctia ban ma cang cao.
-Khda ma hda: la céc gia tri lam cho céc thuat toan ma héa chay theo cach riéng
dé ma hoa va giai ma, khoa bi mat bao gom c6 khoa lap ma va khoa giai ma.
Pham vi céc gid tri cd thé cia khoa duogc goi 1a khong gian khda. Khdng gian khoa
cang cao thi d6 an toan cua ban méa cang cao.

-Hé ma hoa: 1a tap hop céc thuat toan, cac khda nham méa hda, giai ma thong tin.
-Mat mé hoc: la nganh nghién cicu mat ma: tao mé va phan tich ma.

-Phan tich mé: 1a c4c k§ thuat phan tich m4, kiém tra tinh toan ven hoic pha v sy
bi mat ctia ban ma. Phan tich con duoc goi la tham ma.
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khoalap ma

ET )

khoa giai ma

Hinh 1: so’ d6 ma hoa

Hién nay c6 hai loai mat ma: hé mat ma khoa bi mat va hé mat mé khoa cong
khai. Hé mat ma khda bi mat (con goi la hé ma khoa dbi xang) dé hiéu, dé thuc
hién thi nhung do an toan khong cao. Vai cac hé ma khoa bi mat, néu biét khoa lap
ma hay thuat toan lap ma, ngudi ta con co thé tim thiy ngay duoc ban rd. Nguoc
lai, cac hé mat ma khda cong khai ( con goi la hé mat ma phi doi xang) cho biét
khoa 1ap ma K va ham 1ap ma ey, thi ciing rat kho tim duoc cach giai ma. Va viéc
tham ma 1a rat kho khin do d6 phuc tap tinh toan Ion.

HE mat ma dugc dinh nghia 1a bo nam ( P, C, K , E, D) trong do:

P 1a mot tap hop hitu han cac ban ré co thé.

C 1a mot tap hiru han cac ban ma cd thé.

K 12 mot tap hitu han cac khda c6 thé.

E la tdp cac ham lap ma.

D la tap cac ham giai ma.

Vi mdi k c6 mot ham 1ap ma ey, €, P, va mot ham gidi ma dy € D,

dy: Csao cho: dy (ex(X)) =x, ¥ x € P.
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1.2.2. H¢ mat ma khéa bi mat

Hé mat ma khoa bi mat 1a hé mat ma ma khoa ma héa co thé d& dang tim
duoc tir khoa giai ma va nguoc lai. Hé mat ma khéa bi mat yéu cau nguoi g va
ngudi nhan phai thoa thuan mot khoa trudc khi tin tire dugc gui di, khoa nay phai
dugc cat giir bi mat. Bo an toan cua hé nay phu thudc vao khéa. Néu dé 16 khoa, thi
bat ki nguoi nao ciing c6 thé ma hoa va giai ma théng bao.

Trong ma hda khoa bi mat, qua trinh ma héa va qua trinh giai ma su dung
cung mot thuat toan va khoa.

Do an toan cua ma hoéa khoa bi mat phu thudc vao mot vai yéu té nhu thuat
toan ma hda phai ¢t manh (' sao cho viéc giai ma théng bao chi dya vao ban ma la
khéng kha thi), su bi mat cua khoa ( khéng phai la sy bi mat cua thuat toan).

Xem lugc dd ma hoa trong hinh 2. Ngudn A tao ra mot théng bao & bang rd,
X={X1, Xy, ... Xum}. Khoa dugc dung khi ma hda c6 dang K ={ Ky, Ko...... , K}
Néu khéa do ngudn sinh ra, khéa phai dugc chuyén cho dich theo mot kénh an toan
nao d6. C6 thé dung maot thanh vién tht ba a dé sinh khda va phan phéi khoa an
toan cho ca ngudn va dich.

Véi dau vao 1a thong bao X va khoa ma K, dau ra cua thuat toan ma hoa la
moétban maY ={ Yy, Ya,....,Yn}. Chling ta c6 thé viét nhu sau:

Y= Ew(X)

Khi nhan duoc ban ma, nguoi nhan ¢ thé giai ma bang céc ding cing mot

khoa va thuat todn ( dung khi giai ma) nhu sau:

X=Dy(Y)
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Phantich ma

A

A

5 X(x wéc lwong)
A

L5 K(K wéc hrong)

Ngudn
cua

thong

Y Giai

ma

A 4

X | pich

Viéc ma hda va giai ma théng bao nhanh va hiéu qua. Tuy nhién, khoa phai
duoc giir can than. Néu bi 16 khoa, tt ca cac théng bao trude do déu bi 16 va ca
ngudi gui va nguoi nhan phao dung khda méi cho cac cudc truyén thdng tiép theo.

Qua trinh phan phdi khéa mai cho céc thanh vién rat khé khan. Mot van dé
nay sinh d6i voi ma hoa khoa d6i xting 1a ching khéng thich hop trong cac moi
truong 16n, chang han internet. Do mdi cap thanh vién truyén thdng trén internet
phai ¢ khda bi mat khi ho muén trao doi théng tin véi nhau mot cach an toan, dan
dén sb lugng khoa sé rat 1on, gidng nhu hé thong duong day dién thoai riéng khong
c6 cac tram chuyén mach. Vi N thanh vién tham gia truyén thong, chiing ta can
C?\ khéa bi mat, chang han véi 12 ngudi mudn truyén théng, ching ta can 66 khoa

bi mat.

L]

Ngudn
khoa

kénh bi mat

Hinh 2: mé hinh khéa d6i xing
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1.2.3. Mot s6 h¢ mat ma co dién

1.2.3.1. Ma djch chuyén:

Pinh nghia: M4 dich chuyén: (P, C, K, E, D)
P=C=K=2Z, vioikeK

dinh nghia: ey(x) = (x + k) mod 26 di (y) = (y — k) mod 26
(X, yeZy )

Vi du: Dung khoa k = 9 ¢¢ ma hoa dong thu: “toinaydichoi” dong thu d6 tuong @ng
Vi dong sb

t 0 1 n a y d 1 c h 0 1

19 |14 |8 1210 24 |3 8 2 7 14 |8

qua phép ma hoa ey s¢ duoc:

2 23 17 122 |9 7 12 17 11 16 |23 17

C X r w ] h m r 1 q X r

ban ma s¢ la:
“gnwcexreqdkjh”
Nhan dugc ban ma dé, ding dy dé nhan dugc ban rd.
Céch day 2000 nam ma dich chuyén d& duoc Julius Ceasar sir dung
Véi khoa k=3 madich chuyén duoc goi 1a ma Ceasar.
Tap khoa phu thudc vao Z,, voi m 1a s6 khoé c6 thé

Trong tiéng anh tap khoa chi c6 26 khoa c6 thé, viéc tham ma cé thé duogc thuc hién
bang céach duyét tuan ty 26 khoa do, vi vay do an toan ciia ma dich chuyén rat thap.
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1.2.3.2. Ma thay thé:

Pinh nghia: M4 thay thé: (P, C, K, E, D)

P=C=2Zy ,K=S(Z ) Vési mdinreK, tic la mot hodn vi trén Z,g, ta xac dinh
e n(X) =7 (X)

dn(y) = (y)

VGi X, YeZy , " langhich dao cua x

Vi du: 7 dugc cho bai (6 day ta viét chir cai thay cho cac con sb thuoc Zyg ):

| k
M

la |6 |c |d]|e |k |g|n]
la [h|p

g |h |nr|:~1
|x |nlylalnlplolg | |

1'|j I
z |q b |t |s

olplg|r|s|t|ulv|w]|x]|y]|z]
flilr|c|v|mlule|k|j|d]|i]|

ban ro:

“toinaydichoi”
s¢ dugc mé hod thanh ban méa (vai khoa m):
“mfzsxdazygfz”
D& xac dinh duoc ©, va do d6 tir ban ma ta tim duoc ban rd.
M4 thay thé cd tap hop khoa kha 16n bang s6 cac hoén vi trén bang chit cai, tac

s6 cac hodn vi trén Z,g, hay 1a 26! > 4.10 *°. Viéc duyét toan bo cac hoan vi dé tham
ma 12 rit kho, ngau ca d6i voi may tinh. Tuy nhién, bang phuong phap théng ké, ta
c6 thé dé dang tham duoc cac ban mi loai nay, va do d6 ma thay thé ciing khong

d& dang tham duoc cac ban mé loai nay, va do d6 mé thay thé ciing khong thé duoc

xem la an toan.



1.2.3.3. Ma Anffine:

binh nghia: Ma Anffine: (P, C, K, E, D)

P:C:Z% ,K:{(a,b)6226 X 226 :(a,26):1}

v6i moi k = (a, b) e K ta dinh nghia:

ex (X) =ax + b mod 26

de (y) =a (y—b) mod 26

Trong do X,y € Zy.
Vi du: Lay k = (5, 6).
Ban ro:
“toinaydichoi1”
t 0 n y d 1 c h 0 1
X 19 14 8 13 14 3 8 2 7 14 8
y=5x + 6 mod 26
y 23 24 20 19 24 21 20 16 15 24 20
X y u t y v u q P y u
Ban ma:
“xyutgyvuqpyu”

Thuat todn giai ma trong truong hop nay co6 dang:

d k(y) = 21(y — 6) mod 26

Véi mé Apphin, sé cac khod c6 thé ¢ bang (s6 cac sb < 26 va nguyén tb véi 26) x
26tic la 12 x 26 = 312. ’
Viéc thir tat ca cac khoa dé thAm maé trong truong hop nay tuy kha mat thi gio néu

tinh bang tay nhung khdng khé khan gi néu dung may tinh.
Do vay, ma Apphin cling khéng phai la ma an toan.
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1.2.3.4. Ma Vigenere
Pinh nghia : Ma Vigenere: (P, C, K, E, D)
Cho m 14 sé nguyén duong.
P=C=K=226"

v6i moi khod k = (ky, Ky,....kn) € K ¢o:
ek (X1, X2 5ee0s Xm )= (X1 + ki, X2 + Kooty Xm +Kny )

dyi, Y2, ¥m )= (1 —ki, Y2 =Ko\, Ym— ki )
cac phép cong phép trir déu 1y theo modulo 26
Vi du: Gia sae m = 6 va khoa k la tir CIPHER - tuc k=(2, 8, 15, 7, 4, 17).
Ban ro:

“toinaydicho1”

t 0 1 n a y d 1 c h 0 1

X 19 14 |8 13 0 24 |3 8 2 7 14 |8

k 2 8 I5 |7 4 17 |2 8 15 |7 4 17

Ban ma:
“vwxuepfqrosz”

Tur ban m& dd, dung phép giai ma dy tuwong @ng, ta lai thu dugc ban rd.

Cha y: Ma Vigenere véi m = 1 s& tro thanh ma Dich chuyén.

Tap hop cac khoa trong ma Vigenere mai m > 1 ¢6 tat ca 12 26™ khoa c6 thé co.

Véim = 6, s6 khoa do 1a 308.915.776, duyét toan bo ching 4y khoa dé tham ma
bang tinh thi kho, nhung véi may tinh thi van 1a diéu dé dang.
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1.2.3.5. Ma Hill:

bPinh nghia M& Hill: (P, C, K, E, D)
Cho m 1 s6 nguyén duong.
P=C=226m

K = { k e Z26mxm : (det(k), 26) = 1 }
véi mdi k e K djnh nghia:

€ (X1, X205 Xm ) = (X1, X250, Xm )K

dk (yl 1 Y250 Ym ) = (yl ' Y2 seeesyYm )k-l

(11 8)

“ -

\ 3 / /

Vidu: Laym =2, vak =

V6i bo 2 ky tu (Xg, X2 ), taco ma la (yy, o) = (X1, X).K duoc tinh boi
Y1=11.X;+3.X5
Y,=8.X1+7.X»
Gia sir ta c6 ban rd: “tudo”, tach thanh tirng bo 2 ky tu, va viét dudi dang sé ta dugc
19 20| 03 14.
Lap ban ma theo quy tic trén, ta duoc ban ma dudi dang s 1a:

09 06 | 23 18, va dui dang chit 12  fgxs”.
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Chuy:
Dé don gian cho viéc tinh toan, thong thuong chon ma tran vudng 2x2. Khi d6
c6 thé tinh ma tran nghich dao theo céch sau:

Giasirtaco ";(I b

k=
¢ d)

Ta c6 ma tran nghich dao

(@ b)(a b) |ad-bc ad-be -|’f” b\I (1 0]

l -
‘ ¢ d' 'c a) | - a (e d) o 1)
\ad-bc ad-bc)

(’ d b

Va duoc tinh nhu sau

Cu{X1, X3y X) = (Xartp X2 -» X))

d}(,\'l» .“"’J see) ."m/ = ./ ."t-l ik .1.

ity Yerav]

x'(2) S5 (m)

Mot cha y 1a dé phép chia ludn thuc hién duoc trén tip Zye thi nhat thiét dinh
thirc cua k: det(k) = (ad-bc) phai c6 phan tr nghich dao trén Z, nghia 1a (ad-bc) phai
la mét trong cac gia tri: 1, 3, 5, 7, 9, 11, 15, 17, 19, 21, 23 hoic 25. Pay ciing 14 diéu

kién dé ma tran k ton tai ma tran nghich dao.

Khi d6: k™ .k = 1 1a ma tran don vi (duong chéo chinh bing 1)
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binh thic cua

La11*7-8*3=1=1mod 26
Khi do

[ d -b )

(a DY |ad-bc ad-be |
\¢ d) _i ~C a |
\ad-bc ad-bc)

1.2.3.6. Méa hoan vi:
Pinh nghia: M4 hoan vi: (P, C, K, E, D) :Cho m I s6 nguyén duong.
P:C:ZZG ,K:Sm

véimoik=me Sy, tacd

(11 8" (7 =8\_(7 18y .
1; 7 =l‘\_3 ”] 23 ]]Jiizod;o

-~ / \ /

trong d6 = 1 hoan vi nghich dao cua n

Vi du: Gia sit m = 6, va khoa k dugc cho boi phép hodn vi n
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Khi d6 phép hoan vi nghich daon™ 1a:

1 | 2] 3| 4| 5| 6

3 | 6 1| 5| 2 4

Ban ro:

“toinaydichoi”

t 0 1 n a y d 1 Cc h 0 1

vt 1 2 3 4 5 6 1 2 3 4 5 6

T 1-=312->5|3->1|4->6 54| 6->2 1-23|2->5| 3->1 4->6| 5->4 6->2

vt 3 5 1 6 4 2 3 5 1 6 4 2

1 a t y n 0 Cc 0 d 1 h 1

Ban ma: “iatynocodihi”

Dung hoan vi nghich dao, tir ban mat ma ta lai thu duoc ban rd.

Chay:

Ma héa vi la mot truong hop riéng caa ma Hill. Thuc vay, cho phép hodn vi n
caa {1,2,....., m} ta cé thé xac dinh ma tran K = =(k;; ), V6i

L "] néu i=x()
* |0 neunguoc lai

%

Thi d& thay rang ma Hill voi khoa Kz triing véi ma hoan vi véi khod m.
Vi m cho trudce, s6 cac khoa cé thé cd cua ma hoan vi 1a m!

D& nhan thay véi m = 26 ta c6 s6 khoa 26! (ma Thay thé).
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1.2.4. H¢ ma héa khoa cong khai

M3 hoa cong khai c6 wu diém 12 sé luong khda khéng 1on, néu co N ngudi
muén trao d6i thdng tin véi ngudi khac an toan thi chi can duy nhat N cip khoa, it
hon rat nhiéu so véi ma hoa dbi xiang. Uu diém th hai caa viéc phan phéi khoa
khong phai 1a mot van dé kho. Khoa cong khai ciia mdi ngudi ¢d thé duoc guri di
theo kénh an toan néu can thiét va khdng yéu cau bat ky su kiém soat dic biét nao
khi phan phéi. Ma héa cong khai c6 kha nang thuc thi chit Ky sé, c6 nghia 1a mot
tai lieu co thé duoc Ky va gui cho nguoi nhan bat ky cling véi chong chéi bo. thuc
té khd c6 mot ngudi ndo d6 khac ngoai ngudi ky- sinh ra chit ky dién tir , thém vao
d6, nguoi ky khong thé chdi bo viec ky tai liéu sau khi da ky.

M4 hoa céng khai c6 mot s6 kho khan 1a: Qua trinh ma héa va giai ma cham
S0 v6i ma héa d6i xang. khoang thoi gian nay ting 1én mot cach nhanh chong néu
ban va khach hang cua ban tién hanh thuong mai trén internet. Nguoi ta khéng co y
dinh thay thé ma héa ddi xing bang ma hda cong khai. Ching bo xung 13n nhau.

Cac thuat toan cong khai ding mét khoa dé ma hoa va khoa khac dé giai ma.
Chung c6 tinh chat quan trong 1a khdng thé xac dinh dugc khoa giai ma néu chi néu
can cur vao thuat toan va khoa ma hda.

Qua trinh ma hoa cong khai gom cac budc co ban sau:

MJdi thanh vién c6 mot cap khoa, khoa nay dung dé ma hda va giai ma.

MJi thanh vién cong bd khda ma hda caa minh bang cach dat khoa nay vao
mét dia chi dugc cong bd cong khai. Pay chinh 1a khoa cong khai. Khoa cing cap
dugc gitr bi mat va d6 1a khoa riéng.

Néu A mudn gui cho B mot théng bao, B giai ma théng béo bang khoa riéng
cua B. khdng mot ngudi nhan nao khac c6 thé giai ma théng béo, boi chi B méi
biét khoa riéng cua minh.

Vi céch giai quyét ndy, tat ca thanh vién tham gia truyén thong déu co thé
c6 duoc cac khoa cong khai. Khoa riéng cia mdi thanh vién duoc giir bi mat. qua
trinh lién lac chi an toan ching nao khéa riéng con dugc giir bi mat. moi thanh vién
cd thé thay ddi cac khoa riéng cua minh bat ¢t luc nao, déng thai cong bb khoa
codng khai ciing cip dé thay thé khoéa ci.
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Mot dic diém ciia ma hoa khoa cong khai 1a khoa céng khai dugc cong bd
cdng khai va khoa riéng cuing cip duogc chu sé hitu git bi mat. Do dwgc cong bd
cong khai, bt cir ngudi ding nao ciing co thé liy dugc khoa cong khai khi mudn
dung né, nhung can phai ding mét co ché nao dé dé xac thuc riang, khoa cong khai
d6 chinh 1a nguoi giri thdng bao hoic nguoi nhan thong bao chua dinh, va khoa cong
khai nay cung cap vai khéa riéng cua ho.

Vén d& phan phdi khoa cong khai duoc gia quyét qua nhié nguoi ki thuat
phan phéi khoa cong khai nhu khai bao cong khai, thu muc céng khai, trung tam
quan ly khoa cong va chirng chi khoa cong khai.

Hién nay nguoi ta cha yéu dung hé théng chiing chi khoa cong khai dé phan
phdi khda cong khai. Mdi chirng chi c6 chira mot khda cong khai va cac thdng tin
khac. N6 chuyén thong tin khoa cong khai cia minh cho cac thanh vién khac thdng
qua chizng chi. Céc thanh vién khéc c6 thé kiém tra chiing chi do co quan quan ly
tao ra.
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1.2.4.1. Ma RSA:
Hé mat nay sir dung tinh toan trong Zn, trong do n la tich ciia 2 s nguyén t6 p
han biét p va q. Ta thdy rang o(n) = (p — 1).(q - 1).

Pinh nghia:

Cho n = p.q trong d6 p va q la cac s6 nguyén tb. DBit P = C = Zn va dinh nghia:

K ={(n, p, q, a b): n=p.q; p, qla cac sé nguyén to,

a.b=1mod o(n)}

Vé6i K =(n, p, g, a b) ta xac dinh: eK = xb mod n

VadK = yad mod n

(X, y € Zn) Céc gia tri n va b dugc cong khai va cac gia tri p, g, a duoc gitt kin

Vi du:

Chonp=2,q=5.Tinhn=p.q=2*5=10

o(n)=(-1).(a-1)=1*4=4

Do UCLN(¢(n), b) =1 nénchonb=3

a.b=1mod ¢(n) nén chona =7

Gia str G mudn giri ban rd x = 3 t6i N, G phai tinh:
y=eK=xPmodn=33mod10=7

Khi N nhan duoc ban ma y = 1, anh ta sir dung s6 mii a mat dé tinh:
x=dK=yadmodn=7/mod 10 = 3

D6 chinh la ban rd ma G d& mé hoa.

Do mét ciia hé RSA dugc duya trén gia thiét 1a ham ma eK = xP mod n 13 ham mat
chiéu. Boi vay tham ma s& kho c6 kha nang vé mit tinh toan dé giai ma mot ban ma.
Ctra sap cho phép N chinh 1a théng tin vé phép phan tich thira sé n (n = p.g). Vi N
biét phép phan tich nay nén anh ta c6 thé tinh @(n) = (p — 1).(q —1) va rdi tinh s6 mii

giai ma a bang céch sir dung thuat toan Eculide mo rong.
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1.2.4.2. Ma Elgamal:

Hé mat ma ELGamal duoc T. ElGamal dé xuat nim 1985, dya vao bai toan
tinh loooogarit roi rac va sau d6 da nhanh chong duoc st dung rong rai khéng
nhitng trong vin dé bao mét truyén tin ma con trong c4c van dé xac nhan va chit ky
dién tu.

Bai toan logarithm roi rac trong Zp 1a ddi twong trong nhiéu cong trinh
nghién ctru va dugc xem 1a bai toan khé néu p dugc chon can than. Cu thé 1a khong
c6 mot thuat todn thoi gian da thirc ndo cho bai toan logarithm roi rac. Bé gay kho
khin cho cac phuong phap tan cong da biét, p phai cd it nhat 150 chit s6 va (p-
1)phai c6 it nhat mot thira s6 nguyén t6 16n.

Bai toan logarithm roi rac trong Zp:
Dic trung cua bai toan: | = (p, a, ) trong d6 p 1a s6 nguyén t6, o € Zp la
phan tr nguyén thuy (hay phan ti sinh), € Zp*
Muc tiéu: Hay tim mot s6 nguyén duy nhat a, 0 <a <p — 2 sao cho:
ad =B (mod p)
Ta s& xac dinh s6 nguyén a bang log « B.
Pinh nghia mé khoa cong khai Elgamal trong Zp*:
Cho p la s6 nguyén t6 sao cho bai toan logarithm rai rac trong Zp 1a kho giai
Cho o € Zp* la phan tir nguyén thuy. Gia stt P = Zp*, C = Zp* x Zp*.
Ta dinh nghia: K = {(p, o, a, B): B=a? (mod p)}
Céc giatri p, a, p dugc cong khai, con a gitr kin.
V6i K =(p, a, a, B) va mot s6 ngau nhién bi matk € Zp — 1, ta xac dinh:
eK(x, k) = (v1, y2).
Trong d6: y1 = oK mod p
y2 = x. Bk mod p

V&i yl, y2 € Zp* ta xac dinh: dK(y1, y2) = y2(yla) — 1 mod p
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Vi du:

Chonp=7

o € Zp* la phan tir nguyén thuy nén o = 3
Chonasaocho0<a<p-2néna=2

Khido: p=o@modp=32mod7=2

Chon mot s6 ngau nhién bi matk € Zp — 1, chon k =3
Gia st G mudn guri thong bao x = 3 cho N, G phai tinh:
eK(x, k) = (v1, y2)

trong do:

yl=aKmodp=33mod7=6

y2=x. pKmod p=3*23mod 7 =3

Khi N thu dugc ban ma (y1, y2) = (6, 3), anh ta s€ tinh:
x = dK(y1, y2) = y2(y1a)-1 mod p = 3*(62)-1 mod 7 = 3

Po chinh 1a ban rd ma G d@ ma hoa.
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1.3. CHUKY SO
1.3.1. Khai ni¢m chir ky s

Chit ky dién tir (Digital signature) 1a thong tin di kém theo dit liéu ( van ban,
hinh anh video....) nhdm muc dich xac dinh nguoi chu cua dir liéu d6. Chit ky s6 1a
nén tang bao dam an toan an ninh cho nén kinh té tri thirc, ddng thoi 1a co sé phap
Iy dé giai quyét tranh chap.

Lugc d6 chit ky s6 1a phuong phap ky mot thong diép luu duéi dang dién t.
Va thong diép duoc ky nay co thé truyén trén mang.

Véi chit ky truyén thong, khi ky 1én mot tai liéu thi chit ky 1a bo phan vat ky
cua tai liéu duoc ky. Tuy nhién, chit ky s6 khdng gan mot cach vat ly véi thdng
diép duoc ky.

Dé kiém chix ky ddi véi chix ky truyén thdng viéc kiém tra bang cach so sanh
nd voi nhiing chix ky gdc da dang ky. Tat nhién, phwong phap nay khong an toan
lim vi n6 twong d6i d& danh lira bai chir ky nguoi khéc. Trong khi chir ky sb thi
duoc kiém tra bang cach ding thuat toan dé kiém tra da biét. Nhu vay “ nguoi bat
ki” 6 thé kiém tra chix ki sb. viéc sir dung luoc d6 an toan s& ngin chin kha ning
danh Itra ( gia mao chir ky).

Chir ky dién tr phai dép wng yéu cau:

+ Chuting thuc: chix ky thuyét phuc dugce ngudi nhan rang vian ban chira né 1a do
ngudi Ky gui dén.

+ Chdng gia mao: chit ky 1a bang chiing cho viéc ngudi ky di ky 1én, boi khong ai
cd thé gia mao chir ky cia nguoi ky.

+Chdng tai st dung: chit ky khéng chi dac trung cho ngudi Ky ma con ca van ban
chia no, nguoi ta khong thé di chuyén chit ky vao mot tai liéu khac voi vai tro nhu
chir ky hop phép ciia vin ban ay.

+Chdng thay d6i van ban: sau khi vin ban dugc ky, n6 khdng thé bi sira doi vi moi
su stra d6i déu dan dén chix ky khong hop Ié.

+Chdng phu nhan: nguoi ky khong thé phi nhan chit ky cia minh trén vin ban.
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Mot so d6 chir ky s6 1a bo 5 ( P,A, K,S,V) thda min cac diéu kién sau day:

P: tap hiru han cac thong diép

A: tap hitu han cac chir ky

K: tap httu han cac khoa

véi k thuoe K ton tai mot thuat toan ki: sig « € B va thuat toan xac minh very € V.
MOi sigy: P-> A va ver,: PXA-> {true, false} la nhitng ham sao cho mdi burc dién x
€ P va mdi chit ky y € A thda man phuong trinh dudi day:

True : néuy = sig(x)

Ver(x’y):{False :néuy +sig(x)

1.3.2. Qua trinh tao ra chir ky dién tir

1) Tao mot cau ngan gon dé nhan dang — vi du nhu “T6i 14 sinh vién”.

2) M4 hda n6 bang khda bi mat cia minh tao ra chir ky dién tu.

3) Gan chit ky dién tir vao thong diép can gui roi ma hoa toan bo bang khoa cong
khai cua nguoi nhan.

4) Gui thong diép di.

5) Nguoi nhan s& dung khoa bi mat caa minh dé giai ma thong diép va lay chix ky
ra sau d6 ho sé& giai ma chix ky nay bang khoa cong khai caa ngudoi giri.Chi nguoi
nao giri c6 khoa bi mat phi hop méi 6 thé tao ra chit ky ma ngudi nhan giai ma
thanh céng. Do d6 nguoi nhan c6 thé dinh danh ngudi giri.



40

1.3.3. Ham bam s dung trong chir ky dién ti

Mot thong diép duoc dua qua ham bam s& tao ra mot gia tri c6 do dai cb
dinh va ngin hon duogc goi 1a “dai dién” hay “ban tém tit”.Mdi mot thong diép di
qua mot ham bam chi c6 duy nhat mét dai dién va nguoc lai. Rat kho dé tim duoc
hai thong diép khac nhau nao c6 cung mot dai dién khi di qua mot ham bam.

Ham bam thuong két hop véi chit ky dién tir ¢ trén dé tao ra mot loai chix ky
dién tir vira an toan hon (khong thé cat / dan) vira c6 thé kiém tra tinh toan ven cua
thong diép.Cac budc dé tao ra chit ky dién tir nhu sau:

1) Pua thong diép can giri qua ham bam tao ra dai dién cho théng diép do.
2) M3 hoéa dai dién bang khoa bi mat cia ngudi giri dé tao ra chir ky dién tu.

3) M hda toan bo thong diép va chir ky bang khoa cong khai cia ngudi nhan va
gui di.

Nguoi nhan sé giai ma thong diép bang khda bi mat cua minh, gai ma chix ky
bang khoa cong khai cua ngudi giri dé lay dai dién ra. Sau d6 cho thong diép qua
ham bam d¢é tao lai dai dién cua thong diép rdi so sanh vai dai dién nhan duoc: Néu
gidng nhau thi nguoi nhan ¢d thé vira dinh danh ngudi guri vira Kiém tra tinh toan
ven cua thong diép.

*Mgt s6 ham bam thuwong gdp:
- MD5(Message Digest): 128 bit, nhanh, duoc str dung rong rai.
- SHA (Secure Hash Algorithm): 160 bit.
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1.3.4. Chir ky RSA

So db chir ky RSA ( dé xuat 1987)

Chon p,q 1a sb nguyén t6 16n.

Tinhn=p.q; 0(n) = (p — D(g — 1).

Chon b 14 s6 nguyén té ciing nhau véi @(n).

Chon a nghich dao véi b; a= b 'mod @(n).

Ky trén x: Sig(x): x*modn

Kiém tra chit ky: Ver(x,y) =True <> x = yb mod n.
Vi du:

Chir ky: y =x* mod n = 22 mod 15=8; chon b=3; a=3;
Ky x=2:

Chit ky: y = x* mod n = 8* mod 15=2 ( chit ky dung).
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1.3.5. Chir ky ElGamal

Chon p 12 s6 nguyén t6 sao cho bai toan lagarit rai rac trong Z, 1a khé.
Chon g la phan ti sinh ngiu nhién € Z,". Tinh # = g* mod p.
Chon r ngau nhién € Zp_l*.
Ky trén x: Sig(x)= (u, v).
Trong d6: u = g"mod p, § = (x — a v) r" mod( p-1).
Kiém tra chit ky: Ver (x, u, v)=True < g " u" =g* mod p.
Vi du:
Chon p=463;g=2;a=211; f = 22! mod 463=249; chon r= 235; 1= 289
Ky trén x: x =112
Sig(x,n)= sig( 112, 235)= (u,v) = (16,108).
u =2%°mod 463 = 16
v = (112-221*16)*289 mod (463-1)=108.
Kiém tra chit ky:
Ver (x, u, v)=True & g u" =g*“mod p.
B uY =249" *16'% mod 463 =132.

g“mod p = 2"?mod 463 =132.
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1.3.6. Chirky Schnorr (chir Ky mét lin)

So d6 chir ky ding mét 1an ( one-time signature) 1a mot khai niém van con
kh& méi mé song rat quan trong, dac biét 1a trong mot sé mé hinh vé tién dién tir.

Véi so dd chir ky ding mét 1an Schnorr, nhitng nguoi ding trong cing hé
théng cd thé chia sé mot sé ngau nhién g va hai s nguyén té p va q sao cho:

ql(p — )|, g # 1vag®= 1 mod q. So do chit ky nhu sau:

-Lay G 1a nhém con cép q cua Z, véi q 1a s6 nguyén to.
-Chon phan tir sinh g € G sao cho bai toan gogarit trén G 1a kho giai.
-Chon x # 0 1am khoa bi mat.
-Tinh y = g* Iam khoda cong khai.
-Lay H 12 ham bam khong va cham.
-Ky:

Chon r ngau nhién thudc Zy.

Tinh ¢ = H(m,g")

Tinh s = (r- c.x) mod q

Chtr ky Shnorr 1a cdp (c, s)
-Kiém tra chir ky:

V&1 mot van ban m cho trude, mot cdp (c, s) dugc goi 1a mdt chit ky Schnorr

hop 1¢ néu thda man phuong trinh:
c= H(m,g"s*y"c).

-Dé y rang ¢ day, ¢ xuat hién ca 2 vé phuong trinh.
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1.3.7. Cac loai chir ky khac
1.3.7.1.  Chir ky dong thoi

O day, chir ky khdng phai 1a cia mot ngudi ma 1a cua mot nhém ngudi. Mudn
tao duoc chir ky, tit ca nhitng ngudi nay phai tham gia vao mot giao thirc

( protocol). Tuy nhién chir ky c6 thé dugc kiém dinh bai bat cir ai. Day 1a trudng
hop danh cho thyc té cua viéc dua ra nhitng quyét dinh cua nhiéu ngudi.

1.3.7.2.  Chi ky tiy nhigm

Hé chit ky nay danh cho cac trudng hop ma ngudi cha chix ky bi 6m khéng c6
kha nang lam viéc hay da di vang dén mot noi khong co phuong tién may tinh can
thiét dé ky. Vi vay chir ky ay nhiém duoc tao ra dé ngudi ky c6 thé uy nhiém cho
moét ngudi nao d6 ky thay. T4t nhién chir ky ay nhiém phai c6 thudc tinh riéng
thém vao:

Chir ky ay nhiém la phan phan biét véi chit ky thuong, va ngudi duoc uy
nhiém khdng thé tao duoc chix ky chu ( chit ky cia nguoi chi).

Chir ky uy nhiém ciing c6 chic nang chung thuc nhu chir ky chu, chi cé
ngudi cha va ngudi duoc ty nhiém méi ¢6 thé tao duoc chit ky nay. Ngudi nhan
duogc van ban c6 thé hoan toan tin twong vao chir ky d6 nhu chir ky chu.

Ngudi chu ¢é thé xac dinh duoc danh tinh nguoi Ky tir mot chir ky ay nhiém.
Nguoi duoc ty nhiém khdng thé chdi cai duoc néu di ky mot van ban ty

nhiém hop 18 ( tc 13 anh ta khong thé chdi bo d6 cho ai khac hay chinh nguoi cha
da ky ma lai noi anh ta ky).
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1.3.7.3. Chir ky khong thé phii nhin (chéng chéi bé)

Chit ky khong thé phu nhan do David Chaum va Han Van Antwerpen phat
minh nim 1989. O day, thuat toan kiém dinh doi hoi phai ¢ sy tham gia cia nguoi
Ky.

Thuc chat diay 1a chit ky cd tinh chat khong thé chuyén giao dugc
(Untranferable): chi c6 ¥ nghia v&i nguoi nhan 1a ngudi trao doi 1am an voi ngudi
ky, khi chuyén nd cho mot nguoi khéc thi khong c6 tac dung nira ( khdng thé kiém
dinh dugc chit ky nita ). Cac van ban c6 chit ky nay khdng nhim vao muc dich dem
di cong bd ¢ noi khac ma chi 6 tinh chat gidy phép. Vi thé néu sao chép 1a mat y
nghia.

Chir ky khong thé pha nhan duoc ding trong viéc ban san pham mém: cac
hang mém s& béan cac san pham caa minh c6 chit ky ching té ban quyén. Viéc kiém
dinh doi hoi phai lién lac voi hang nay. Néu nhu c6 mot ai d6 ban phan mém sao
chép thi lic d6 ngudi mua doi kiém dinh s& bi 16 ngay vi khdng thyuc hién dugc.
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Chwong 2. CHU KY “MU” VA UNG DUNG
2.1. CHUKY “MU”
2.1.1. Khai niém

Chir ky mu dugc Chaum gidi thiéu vao nam 1983. Chir ky mu 1a dé nguoi ky
tao ra chir ky trén mot van ban ma chinh ngudi ky ciing khong biét noi dung —
khong biét ndi dung nhung van tao duoc chit ky hop Ié. Pac trung ctia n6 1a: Chi ¢6
duy nhét nguoi chu cua chit Ky méi c6 kha nang tao ra chir ky hop 18 cho mot vin
ban va chir ky cho mot vian ban d6 ¢ thé duoc kiém tra tinh ding dan boi bat ¢ ai.
Chir ky mu dugc &p dung trong ky thuat bo phiéu tir xa...

Gia sir Alice muén mua quyén sach Q vai gia 50$ tir Bob. Gia sir hai ngudi
cuing dung dich vu ciia mot ngan hang. Giao thuc giao dich gdm ba giai doan sau:

-RUL tién:

+Alice tao tién dién ta C (véi thong tin: sé serial, gia tri caa C, vi du 50$).
Alice yéu cau ngan hang ky “mu” 1én C.

+Giao thirc ky thanh c6ng, thi ngdn hang s& trir 50$ trong tai khoan Alice.
-Tiéu Tién ( Spending):

+Alcie dua C di ky ctia ngan hang cho Bob va yéu cau quyén séch Q.

+Bob kiém tra chit ky C, néu chit ky khdng hop 1¢ thi Bob két thic giao thic.
-Gui tién (Deposit):

+Bob ly C tir Alice va gai cho ngan hang.

+Ngéan hang x4c thuc chi ky trén C.

Néu chix ky 1a hop 18, ngan hang sit kiém tra xem C da duoc tiéu trude d6 chua.
Néu C chua duoc tiéu, thi ngan hang s& cong thém tién vao tai khoan cua Bob.

Néu viéc gui tién thanh cong, Bob gui C vao tai khoan cua minh, ngan hang ciing
khoa thé biét dong tién d6 nhan tir Alice vi nd di duge ky “mu”. Nhu vay tién dién

tir C khong luu vét cua nhiing ai da “tiéu” né.
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Khi ky mu 18n vin ban x, cac budc duoc tién hanh nhu sau:
1. Lam mu x: A lam ma x bang mot ham: z=X(x) va gti z cho B.
2. Ky: B ky z trén z bang ham y = Sign (z) = Sign (Blind(x)) va gui lai y cho A.

3. Xda mu: A tién hanh x6a mu trén Y bang ham
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2.1.2. CHU KY “MU” DUA TREN CHU KY RSA
2.1.2.1. Chit ky RSA
So do:

Bai toan dit ra gia st A mudn lay chit ky cua B trén x nhung khéng mubn cho
B biét x. Qua trinh thuc hién duoc tién hanh nhu sau:

Ly p,qg 1a cac s6 nguyén t6 I6n, n=p.q; @(n) = (p — 1)(g — 1), ab = Imod
@(n), r 1a mot sé ngau nhién € Z,

1/ 1am mu x: A 1am mi x bang mot ham: Blind(x) = x*r” mod n =z va giii z
cho B. r duoc chon sao cho tdn tai phén tir nghich dao r*(mod n)

2/ ky: B ky trén z bang ham Sign(z) = Sign(Blind(x)) = z* mod n = y va gtri
lai y cho A.

Vi Du:

So do chit ky mi RSA véi K =(n, p, q, 1, b, a ) trong do:
p=3,q=5n=p*q=15

0(m) =(p-1)*(@-1)=8

Chon khoa cong khai b = 3 < @(n), nguyén té ciing nhau véi @(n).

Khoa bi mat a 1a phan tir nghich dao cua b theo mod @(n) :a = 3.

Gia str thong diép can ky 1a x = 2.

- Ong A chon s6 ngau nhién r = 4 nguyén t6 cuing nhau véi n. A che dau dinh
danh x bang bi danh u:

u = Blind(x) = x.r’"(mod n) = 2 * 4* (mod 15) = 8.

- A gui bi danh u cho B, nhan duoc chir ky v:

v = Sig(u) = u* mod n = 8* (mod 15) = 2

- Sau khi nhan duogc v, A xda mu trén v sé nhan duoc chir ky trén dinh danh x:

Unblind(v) =v*r*mod n=2* 4" ( mod 15) = 8.
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2.2.  UNG DUNG CUA CHU KY “MU”
2.2.1. Ung dung trong b6 phiéu trwc tuyén
2.2.1.1. Baitoan

Bai toan bo phiéu dién tir cho cong dan nude Viét Nam bo phiéu vé viée dong
¥ hay khong dong ¥ vé mot du an sap dugc ban hanh, hay cudc bo phiéu lya chon
1 trong sbn nguoi” vao mot vi tri nao do

Trudc tién ban bau cir phai gigi thiéu , dwa dugc ra céc thong tin vé cudc bo
phiéu dé cho céc cir tri doc va tim hiéu. Sau khi tim hiéu xong thi cir tri méi tién
hanh bo phiéu. Céng viéc bo phiéu gom 3 giai doan chinh: Giai doan cu tri (CT) di
dang ki dé c6 quyén bo phiéu, giai doan 2 12 bo phiéu va giai doan ba la kiém
phiéu.

Giai doan 1: Ct tri diang ki dé ¢ quyén bo phiéu.

Khi cir tri dén dang ki, thi ctr tri phai gui chimg minh thu nhan dan
(CMT) cho ban bau cir dé kiém tra xem c6 du diéu kién dé bo phiéu khong.

Dé dang ki quyén bo phiéu thi CT phai chon mét dinh danh cho 14 phiéu cua
minh ( vi mdi l4 phiéu phai c6 thong tin dinh danh nhu: ho tén , s6 CMT...),
nhung dé khong bi 16 danh tinh, 1a phiéu can 4n danh dé khong bi ngudi ngoai theo
doi, thi CT s€ [am mu (ma héa) dinh danh d6 di, sau d6 sé gui bi danh ( dinh danh
d3 duoc 1am mu) dén cho ban bau cir .

Ban bau ctr tiép tuc kiém tra bi danh xem c6 hop 1¢ hay khong (hop 1€ 1a: dinh
danh ¢ bj tring so véi cir tri trude d6), néu hop 18 thi ban bau cir luu cac thong tin
vao sb dang ki ddng thoi ki 1&n bi danh, va giri lai cho ct tri .Viéc luu lai bi danh
,CMT vao so dang ki dé kiém tra nhiing lan dang ki sau dé tranh tinh trang mot cur
tri bo phiéu 2 lan, hay hai cir tri c6 dinh danh tring nhau.

Néu bi danh cua cir tri bi tring nhau (c6 thé do dinh danh bj trung, cling c6
thé do qué trinh 1am mu khién cho bi danh bi tring) thi ban bau cir s& yéu cau ci tri
chon lai dinh danh caa minh.

Khi ctr tri nhan duoc chit ky cua ban bau cir trén bi danh thi ctr tri s& tién hanh
x6a mu trén bi danh d6 va nhan duoc chit ky cua ban bau cir trén dinh danh that
ctia minh. Chir Ky nay sé dugc ct tri st dung trong qua trinh bo phiéu.
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Giai doan 2: Ct tri lya chon va ghi thdng tin vao 14 phiéu cua minh. Dé
khong bi 16 thong tin vé bé phiéu. Cir tri ma hoa noi dung 4 phiu, sau d6 giri kém
theo véi dinh danh that, va chii ky ctia ban bau cir (43 duoc x6a mu) dén ban kiém
phiéu.

Giai doan 3: Ban bo phiéu kiém tra tirng 1a phiéu xem c6 hop 1& hay khong

(kiém tra cap chit ky va dinh danh xem c6 twong tng véi nhau khdng) néu la phiéu
khéng hop 1€ thi tra lai cho cur tri.

2.2.1.2.  Ung dung chit ky mi trong bé phiéu dién ti

Trén mdi 14 phiéu cua ct tri (trong bo phiéu dién tir) phai ¢ mot s6 1am dinh
danh. Bé thda man tinh nic danh nhu trong bo phiéu truyén thong, thi trong bo
phiéu dién tir, ching ta phai lam mu dinh danh cua cir tri.

Cir tri X chon mot s6 ngau nhién x; da 16n 1am dinh danh caa minh. Vi x; tao
ngau nhién nén no s& khong lién quan dén gi véi ctr tri x. Khi ¢ tri x trinh gidy to
hop 1¢ thi ban bau ctr s& ky Ién bi danh x; cia anh ta (dinh danh d3 dwgc [am mu dé
tranh tiét 16 thdng tin bang cach bién dbi x; thanh z; = blind(x;) ) trudc khi dua cho
ban bau cir ky.

Ban bau cir s& ky va trao chit ky y = Sig (blind(x;)) cho cir tri x. L{c nay X s&
x6a mu chir ky trén y duoc sig(x) 1a chix ky ctr tri muén co.

Co quan cung cap chit ky z; cho x, nhung hoan toan khong biét gié tri x;
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2.2.2. Ung dung chir ky mu trong tién dién tir
2.2.2.1. Bai toan

Vi du: Alice muén mua mét quyén sach vai gia 100$ tir mot nguoi ban hang
truc tuyén. Alice va nguoi ban séch cung sir dung mét dich vu caa mot ngan hang.
Giao dich dugc thuc hién qua 3 giai doan nhu sau:

1/. Rt tién
+ Alice tao dong tién dién tir C bao gdm maot chudi cac bit dé xac dinh mot vai

thong tin nhu s seri va gié tri cua C ( trong truong hop nay 1a 100$ ). Péng tién

can phai 4n danh dé khong bi nguoi ngoai theo dai.

+ Ngan hang ky mu 1én dong tién C.

+ Ngan hang trir 100$ trong tai khoan cua Alice.

2/. Tiéu tién

+ Alice y&u cau cuén sach can mua, Alice chuyén dong tién C (d4 co chir ky cua
ngan hang) cho ngudoi ban hang.

+ Ngudi ban hang kiém tra su hop 1é caa ddng tién C bang cach xéc thuc chix ky
(str dung khoa cong khai cua ngan hang). Néu chix ky khong hop 1é thi nguoi
ban hang két thic giao thic.

3/. Giri tién

+ Nguoi ban hang iy dong tién C (da nhan duoc tir Alice) gui cho ngan hang.

+ Ngan hang xac thuc chir ky trén ddng tién C. Néu chir ky hop Ié thi ngan hang
s& kiém tra xem ddng tién C da duoc tiéu chua. Néu C chua duoc tiéu trude do
thi ngan hang s& cong thém vao tai khoan cua ngudi ban 100$.

+ Sau khi nhan tién, ngudi ban hang gui sach cho Alice.

Trong trudng hop nay ngudi ban hang kho thé biét dong tién C d6 tir tai khoan

nao, hon thé nita, khi nguoi ban hang gui tién C vao tai khoan cua minh, ngan hang
cling kho thé biét dong tién d¢6 nhan tir Alice vi né duoc ky mu.
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2.2.2.2. Viin dé phdt sinh khi ding chiv ky mu

Vién dé cd thé xay ra ddi véi viéc ky mu vao dong tién dién tir. Vi du Alice
giri cho ngan hang mot ddng tién khong trung thuc va yéu cau ky. Rat cd thé Alice
lam t& tién $1000 nhung lai khai bao véi ngan hang 1a $100 nhung khi ky mu thi
khong biét duoc sb lugng tién trong ddng tién do né di bi lam mu. Ta cd thé giai
quyét van dé bang 2 cch sau:

1/. Cach 1

Ngan hang st dung cac khoa ky (bi mat) khac nhau véi cac luong tién khac
nhau. Theo d6, néu Alice mudn lay $1000 nhung khai bao véi ngan hang 1a $100,
vi thé ngan hang sé& dung khoa ky trén $100. = Khi kiém tra chit ky dong tién
$1000 la khéng hop I&.

2/. Cach 2

Alice va ngan hang cd thé thuc hién mot giao thirc dya vao xac suat. Pau tién
Alice 1am 10 to tién ( c1, c2, ..., c10), cac to tién ndy ¢ ménh gia gidng nhau, chi
khac nhau vé s6 seri. Sau d6 Alice lam mu tat ca cac dong tién va giri vé cho ngan
hang. Ngan hang chon ngau nhién 9 trong s6 10 dong tién dé dé yéu cau Alice tiét
16 cacthong tin x6a mu ching. Ngan hang x6a mu 9 dong tién nay, néu tat ca déu
hop Ié thi ngan hang s& ky mu 1én dong tién con lai va guai cho Alice.
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Chuong 3. Chwong trinh thir nghiém

3.1.  Yéu ciu hé thong

Heé diéu hanh : Tat ca hé diéu hanh Windows hé tro .NET Framework 2.0 tré Ién
CPU . Pentium 233-megahertz (MHz) tro Ién.

RAM : 256MB tro 1én.

Card man hinh : Khdng yéu cau.

Card am thanh : Khéng yéu cau.

NET Framework - Phién ban 2.0 tro Ién.

Internet : Khuyén céo nén ding dé trao doi khoa.

3.2.  Céc thanh phan ciia chwong trinh

ngon ngir C#

C# duoc xay dung tir nhitng ngdn ngit tién dic biét 14 C va C++ cho nén
nhimg dic diém ngdn ngir cua C# rat gidng véi ngdn ngit C, C++. Trong phan
nay,em s¢€ trinh bay mot vai dac diém cua CH.

Cac toan twr
Trong C# c6 cac toan tur thong thudng sau:

Céc toan tir mét toan hang: ++,- -, 1~
Céc toan tur hai toan hang: *, /, %, +, -
Céc toadn tir gan: =, *=, /=, %=, +=, -=, <<=, >>= &=, =, I=
CAac toan tir quan hé: <, >, <=, >= is, as, ==, |=
Cac toan tu 16- gic: &, N 1, &, |, <<, >>
Céc toan tir diéu kién: &&, ||, 2
Toén tir size of xac dinh kich thudc mot kiéu dit licu.
Trong C# ciing cho phép chong toan tir va dinh nghia cac toan tir méi theo
C4C qui tic sau:
Toén tir mgt toan hang: type of x operation op(x)

Toan tir hai toan hang: type of x,y operation op(x,y)
Trong C# khong cho phép dinh nghia lai todn tir gan.
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Cic kiéu dir liéu:

C# hd tro hai loai kiéu dit li¢u 1a kiéu tham trj va kiéu tham bién. Kiéu tham
tri bao gdm cac kiéu don gian nhu char, int, float. Kiéu tham bién gdm cac kiéu
16p, kiéu Interface, kiéu méang hay néi cach khac tat ca cac ddi twong déu 1a tham
bién.

Kiéu tham tri khac kiéu tham bién & chd: nhirng bién tham trj lua trit truc
tiép dit liéu cua no, trai lai bién tham bién lua trit con trod tré toi dbi tuong.

C# cung cip mot tap cac kiéu duoc dinh nghia trude hau hét da co trong C
va C++. Ngoai ra C# lai dua thém vao kiéu boolean, string gidng nhu trong Pascal.

C# cho phép chuyén kiéu giéng nhu C na C++.

Cac cau Iénh
C# ké thira hau hét cac cau 1énh tir C va C++, tuy nhién ciing c6 mot vai bd
xung va thay d6i danh chii y. Ching ta s& diém qua cac cu lénh sau:

Céc Iénh dugc gan nhan va 1énh goto: cac 1énh dugc gén nhidn c6 mot nhan ding
dang trude. Cac 1énh goto s& nhay dén cac nhan nay va thuc thi cau 1énh dugc gan
nhén

Lenh if: 1énh if s& chon mot biéu thirc dé 1am viéc dua trén gia tri mot biéu thic 16-
gic. Mot 1énh if ¢6 thé c6 thém 1énh else dé thyc thi cau 1énh khac khi gié tri biéu
thire 1a sai.

Lénh swich: Iénh switch thuc thi mot nhitng 1énh phu thudc vao gia tri mot biéu
thirc cho trude.

Céc 1énh lp: cac 1énh lap trong C# bao gdm cac 1énh lap while, do — while, for nhu
trong C

Lénh 1ap foreach (giéng nhu trong VB): mot 1énh 13p foreach liét ké cac thanh phan
trong mot tap hop, thuc thi mot cau 1€nh cho mdi thanh phﬁn cua tap hop do.

Céac 1énh throw, try, catch: cac 1énh phuc vu cho qua trinh quéan 1i 1i trong thoi
gian chay (runtime — error) gdm c6 phat ra mot 16i (throw ), cip 1énh try — catch
d6n nhan mét 16i va dua ra hanh dong xu 1i 16i.
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4.1. Giao di¢n chwong trinh

4.1.1. Chir ky RSA

4.1.1.1. Giao thirc ky

Kytép |Kiémtra |

Budc I: Chon tép can ky

Riide 2 Chon tép chiia khaa hi mat

1

- Né&u chua c6 cap chii ky : Click vao day dé tao cp khéa.

Budc 3 :THUC HIEN KY

4.1.1.2. Giao thirc kiém tra:

Kytép| Kigmtra |

Budc 1: Chon tép c3n kiém tra

Budc 2: Chon tép chii ky (file.cks)

Budc 3: Chon khéa céng khai.

Budc 4 :KIEM TRA CHU KY
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4.1.2. Ung dung chir Ky “mu”

4.1.2.1. Giao thirc ky

SA Ung dung chii ky mu |

Giao

NhapK=(n.p.q.r.b.a)
Nhap p
3

Nhap q

5

N=15

Phi(n) =8

Nhap khéa céng khai b
3

Khoa bi mata=3

Sinh khéa Ky

Nhap xcanky

Nhap a

[Lammix | [ Thuchignky |

Kétqua

4.1.2.2. Giao thirc kiém tra

l‘ Chiiky s6 RSAJ Ung dung chii ky mi |

Giao thiic ky| Giao thilc kigm tra |

Nhap v

Nhap khéa céng khaib

Xéamu>>

Kétqua
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KET LUAN

Ngay nay, cing véi su phét trién cua khoa hoc cong nghé hién dai va Céng nghé thdng tin,
nganh mat mi da c6 nhimg budc phat trién manh mé, dat dwoc nhidu két qua ly thuyét sau sic va
tao co s& cho viéc phat trién cac giai phap bao mat, an toan thdng tin trong moi linh vuc hoat dong
clia con nguoi. Dic biét 12 nhimg wu diém cua chir ky sd.

Chir ky sé dugc biét dén khi sy trao ddi théng tin ngay cang phé bién trén cac mang truyén
thong ¢ noi ma chir ky tay khong thé phat huy tac dung. Nhung bén canh nhimng uu diém cua chir
ky sb mang lai n6 con boc 16 nhitng han ché nhit 1a ddi voi cac chir ky tu xac thuc (RSA,
Elgamal...), d6 la kha nang bao vé chir ky, do an toan va xac thuc chir ky...

Trong d0 4n nay, em da di sau tim hiéu vé luoc do chir ky sé chdng chéi bo va ang dung.

Véi luoc do chir ky mu da giai quyét dugc yéu cau cia chir ky s6 d6 1a kha ning bao vé chir ky
chéng su theo ddi khdng hop phap. Vi chir ky mi ¢6 thé lam ma théng tin cia ngudi ding

Luan van tap chung vao nghién ciru co so Iy thuyét va xay dung chuong trinh vé chir ky s6.Tuy
con nhiéu diém can phai nghién ciru va hoan thién nhung do thoi gian va trinh @6 con han ché nén
khéng thé tranh khoi nhimg nhuogc diém, rat mong dugc su gop Y cia cac Thay, CO va cac ban.

Cudi clng em xin cam on nha trudng va cac thdy cb trong khoa CNTT truong DH Dan Lap
Hai Phong, dac biét 1a PGS. TS. Trinh Nhat Tién da tao didu kién va tan tinh gitp d& em hoan

thanh do an nay.
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