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LOI CAM ON

Dé hoan thanh dd an nay, trudc hét em xin giri 161 cam on va biét on sdu sic t6i
cac thay gido, c¢d gido Khoa cong nghé thong tin trudng Pai Hoc dan 1ap Hai Phong,
nhitng nguoi di giang diy va tao diéu kién cho em trong qua trinh hoc tap va nghién
ctru tai truong. Nhitng kién thirc ma em da nhan duoc sé& 1a hanh trang gitp ching em

virng budc trong tuong lai.

Em xin bay to 10ng biét on siu sic nhat téi thay giao Nguyén Trong Thé, ngudi da
tan tinh hudng dan, chi bao, giup d& em trong sudt thoi gian em nghién ctru va hoan
thanh d6 an nay. Em ciing xin cam on gia dinh va ban bé di hét long huéng dan, chi

bao va luon tao moi di€u kién tot nhat cho em trong sudt thoi gian vira qua.

Mic du em di cb ging hoan thanh dd an ndy trong pham vi kha ning c6 thé. Tuy
nhién khong tranh khoi nhiing diéu thiéu s6t. Em rat mong nhan dugc sy cam thong va

tan tinh chi bao cua quy thay c6 va toan thé cac ban

Hai Phong, ngay.... thang .... ndm 2011



MUC LUC
MUC LUC ..ottt e tese e es st sas st enes s s st ens s sssss s ases s s tss et enaesnannensenes 3
DANH MUC HINH VE oo oottt ettt ettt ettt es e ate e enananes 5
DANH MUC CAC TU VIET TAT ..ovoiriiiciiereessiessiesssesssssesssesssessssssssssens 6
LOINOIDAU .....coovivieeeeceieeteeess e sesieses st sssessss s enss s sasass st st enaes s sanensees 7
CHUONG 1: MANG CAM NHAN KHONG DAY ....oovvvviieeeeeeeeeeeeeeeeeeeeeee s, 8
1.1. Téng quan vé mang cam nhan Khong day ........c..coceveveererererseeerereressesseeseninens 8
O O s P < o U PPRSSRR 8
1.1.2. NOAE CAM DIEN ..ottt ettt ettt en et eneneeeees 8
1.1.3. Pic diém cua céu trac mang cam DIEI ..ttt 8
1.2. Uu, nhugc diém va ung dung cia mang cam nhan khong day ............cc.cc..c..... 9
(70 T OV 13 OO TTUURTRT 9
1.2.2. Nhitng thach thirc, tro NZat .......cocveiiiiiieiie e 9
1.2.3. Ung dung ctia mang cam nhan Khong day ...........cccoeeeverecereerrceeseceennnn. 10
1.2.4 Su khac nhau giita WSN va mang truyén thong..........cccceeeveerereererrnennes 10
ikl 13 [1F:3: T TSRS RO SRS 11
CHUONG 2: KHAI QUAT VE ZIGBEE/IEEE 802.15.4 .......cvvieeeveiseeeeeeeesens 12
B T (o T T 40 o SRR 12
2.2, DAC QIEIM ..ottt 12
2.3. Uu diém cua ZigBee/IEEE 802.15.4 v6i Bluetooth/IEEE 802.15.1 ............... 13
2.4. Mang ZigBee/ IEEE 802.15.4 LR-WPAN ........cocooovviiieiieseeseeeensseseneeean, 14
2.4.1. Thanh phan cta mang LR-WPAN.........ccccceviririieseeeeeeess e 14
2.4.2. Kién tric 1in Kt MANG........oveveveereeerereeeeseeeeeseessessesessestssessessss s senensnes 14
2.4.3. Céu tric lién két mang hinh sa0 (Star) .......cccoceeveeeveeevessessreeeeseseneesenes 15
2.4.4. Cau trac lién két mang mat TuGi (Mesh) .....o..eveveveeeceeeeeeeee e, 16
2.4.5. Cau truc lién két mang hinh cay (CluSter-tree) .........ccoovveverrerervecrnrennn. 17
CHUONG 3: CHUAN ZIGBEE/IEEE 802.15.4......c.cccvvvvvirsveseessesssesesesenisnenenes 19
3.1. M6 hinh giao thirc cua ZigBee/IEEE 802.15.4 .....cooooviiiiiiiiiiiic, 19
3.2 Tang vat 1y ZigBee/IEEE 802.15.4.........oovieeeeeeeeeeeeeeeeeeesees e, 20
3.2.1  Mb hinh diéu ché tin hidu clia tAng VAL 1¥. ..ovveveeveeereeeeceeee s 21
3.2.1.1 Piéu ché tin hiéu cta tang PHY tai dai s6 2.4 GHZ ....ccoovvvvvvcrrnnen. 21
3.2.1.2 Piéu ché tin hiéu cua ting PHY tai dai tin 868/915MHz .................. 24
3.2.2  Céc thdng sb ky thuat trong tang vat Iy cua IEEE 802.15.4................. 26
3.2.2.1 Chi s6 ED (energy deteCtion) ...........cccvveevrveriesverssseesssesssessenesneneas 26
3.2.2.2Chi s6 chét luong duong truyen (LQI) ..o 27
3.2.2.3Chi s6 dénh gia kénh truyen (CCA) ....vevvvvereeeeieeeeeressseseeiesiereeens 27
3.2.3  DBinhdang kKhung tin PPDU. .........ccccoiiiiiiie e 27
3.3 Tang diéu khién dit liéu ZigBee/IEEE 802.15.4 MAC .......cccovvvvvvvvenrererrnnnes 28
3.3.1  CAULIUC SIBU KNUNG. c..cvoveeeeveeceeeeeese et 28
3.3 LLKNUNG CAP ...t 30

3.3 L2 KNUNG CFP .ottt 30



3.3.1.3 Khoang céch gitra hai Khung (IFS)........ccocviiiiiiiiieiece e, 31
3.3.2  Thuat toan tranh xung d6t da truy cap st dung cam bién séng mang
CSMA-CA. ettt sttt sttt eerenrenrennenas 31
3.3.3  C4c MO NiNh truy8n it TEU. ....covereieeeeceeeeeeee e 34
3.3.4  Phat thong tin b0 hi€u beacon...........cccccveeieiieie e, 37
3.3.5  Quan ly va phan phéi khe thoi gian dam bao GTS. .....ccovvvveeveeerienns 37
3.3.6  Dinhdang Khung tin MAC. .......ccoveiiiiieece e 39

3.4 Tang mang ctia ZigBee/IEEES02.15.4 ........c.ccvveeevieieeeeieeiensesenesses s, 40
341 DIChVUMANG.....cciiieiiee e 40
3.4.2 DICh VU DAO MAt ... 41

3.5 Tang ung dung ctia ZigBee/IEEE 802.15.4.........ccoovvevveveeieenersesierssenesneeian, 43

CHUONG 4: CAC THUAT TOAN PINH TUYEN CUA ZigBee/IEEE 802.15.4..44
4.1 Thuat toan dinh tuyén theo yéu cau AODV (Ad hoc On Demand Distance

[T (] ) PSSR 44
4.2 Thuat tOAN NINN CAY ...vecvee s 47
4.2.1  Thuat téan hinh cay don NhANN ..o 47
4.2.2  Thuat toan hinh cdy da nhanh...........cccccooviiiiiiiiii 50

4.3 Gidi thiéu vé chuong trinh mo phong OPNET .......c.coovvevevieeeeeessieeseeierenens 56
KET LUAN .o+ttt t et ettt et e etet et s es e et et et eeeses et eneeeses et eneeeeseneseneeenens 61

TAILIEU THAM KHAO ..ottt 62



DANH MUC HiNH VE

Hinh 2.1 CAu tric 18N KEE MANE .......ovveeeeeeeeeeeee s 15
Hinh 2.2 CAu tric Mang hinh S20 .........cocuvveveeverereiecessessese s seseessssee e ses s sesenes 15
Hinh 2.3 CAu trliC Mang MESH ..ot 16
Hinh 2.4 CAu tric mang NINA CAY ........c..cvoveeveeeeieeeeeeesee e 17
Hinh 3.1 M6 hinh giao thirc clla ZigBee .........ccccocviiiiiiiiii 19
Hinh 3.2 Bang tdn hé thdng clla ZigBee.........c.evuevrvreeereereesessiereesissseseses s sesses e 21
HINN 3.3 S0 A0 GiBU Che.......oueiieiiieiieee s 22
Hinh 3.4 Pha cl1a SONZ MANG ...ccivviiiiiieiiiiieiiiee st sbne e 24
HINN 3.5 S0 d0 dIBU CNE.......cvveiiiciice s 25
Hinh 3.6 CAU trUC SIBU KNUNQ .......cvveeeeeee ettt 32
Hinh 3.7 So d6 khoang Cach hai KNUNG IFS ........c.ovvveeieeiieeceeeeeee s, 32
HIND 3.8 Luu d6 thUAL AN ......veveeiecieiieiie ettt 32
Hinh 3.9 Lién lac trong mang khong ho tro DEACON ..........c.cvevvveeveeeiceeeeeeeceeeeeie e 34
Hinh 3.10 lién lac trong mang c6 hd trg DEACON. ........c.cveveveeeveieeieecceeeee e 35
Hinh 3.11 Két ndi trong mang hd trg DEACON .........c.cveveviieceieeeeee e 36
Hinh 3.12 Két ni trong mang khong hd tro phat Deacon.............ccccvvvevveeeesverveneenn, 36
Hinh 3.13 K hung tin Ma h6a tANg MAC .........ccoieeieeetieeeeeee e 41
Hinh 3.14 Khung tin Mm& h6a tANG MaNg............c.oveureieeiiieeeee st 42
Hinh 4.1 Binh dang tuyén duong trong giao thitc AODV .........c.ccevevieviieeesierieieean, 46
Hinh 4.3 Thiét Iap két ndi gitta CH va nSt thanh VIBN ...........cc.ccvveeeveeieieeeeeeean, 49
Hinh 4.4 Qua trinh hinh thanh NhANh NNIBU DAC .....c....oveeeeeceeeee e 49
Hinh 4.5 Gan dia chi NhOM trEC tIED.........ceveeieeeeeeeeeeeeee e 51
Hinh 4.6 Gan dia chi NhOm qua NGt trUNG GIaN ...........cceveeveeveerereeeceeeeeseeee s 52
Hinh 4.10 M6 phong Zigbee véi thu vién tr OPNET. ... o7
Hinh 4.11 MG ta giao thirc trong Zigbee. ........ccccooveiiiiiiieiiie e 58

Hinh 4.12 M6 phong Zigbee vai thu vién tir OPNET. ..., 59



DANH MUC CAC TP VIET TAT

PHY Physical
Tang vat li
MAC Medial Access control

Tang diéu kién dir liéu

PPDU PHY protocol data unit_
Khoi thu phat dir liéu tang vat li

PAN coordinator Piéu phoi mang

RFD Redyced function device
Thiét bi chirc nang giam

FFD Full function device
Thiét bi co chirc nang day du

O -QPSK Offset — Quadrature Phrase Shift Keying
Khoa dich pha goc 1/4

CSMAJ/CA Carrier Senre Multiple Access Collision A voidance
Thudt toan tranh xung dot da truy cap sw dung cam bién
song mang.

AODV Ad hoc On Demand Distance Vector

Thudt todn tim dwong theo yéu cau trong mang




LO1 NOI BAU

Hang ngay ching ta déu thay nhitg vi du méi vé cach thirc ma cong nghé thong
tin va vién théng (ICT) tac dong lam thay d6i cudc sdng cua con nguoi trén thé gidi.
T mic do nay hay mirc @ khac, cudce cach mang k§ thuat sé d lan rong dén moi ngd
ngach trén toan cau.

Trong mang vién théng ngay nay, con ngudi dang quan ly, trao doi, giao tiép
tranh luan, “lam chinh tri”, mua ban va thir nghiém — nghia 1a thyuc hién tit ca cac loai
hinh hoat dong bang cach thirc ma chi ¢6 ICT méi ¢6 thé 1am dugc. Mang vién thong
d3 tao ra mot cau ndi lién két loai ngudi trén khap hanh tinh cua ching ta, va dang mo
rong khong ngimg, day hira hen, hy vong va khong mét chdt bi an. Tuy vay, trong mot
dai bang tan eo hep van con ton dong nhiéu thach thirc néu mudn dat dugc day du tiém
nang dé. Cac nha khoa hoc trén thé gisi da nghi dén viéc sir dung cac bang tan cao
hon, nhung viéc nay dang vap phai nhiéu tré ngai vi céng nghé dién tr va ché tao
chua theo kip. Vi vy mot giai phap cap bach duoc dua ra la st dung chung kénh tan
s6, mac di van con nhidu van dé phat sinh, vi du nhu 1a can nhidu 13n nhau giira cac
thiét bi cung tan sd, hay la van dé xung dot gitra cac thiét bi... Mt trong nhirng cong
nghé méi hién dang dugc ung dung trong cac mang lién lac da dat dugc hiéu qua la
cdng nghé ZigBee.

Cong nghé ZigBee la cong nghé dugc ap dung cho cac hé thong diéu khién va cam
bién c6 toc do truyén tin thap nhung chu ky hoat dong dai. Cong nghé ZigBee hoat
dong ¢ dai tan 868/915 MHz va 2,4 GHz, véi cac uu diém la do tré truyén tin thap,
tiéu hao it nang luong, gia thanh thap, it 16i, dé mo rong, kha nang tuong thich cao.
Trong luan vian nay, em muén trinh bay céc khao ciru ciia em vé céng nghé ZigBee va
mo phong thuat toan dinh tuyén cua ZigBee dé c6 thé hiéu rd hon vé cong nghé nay.

Hy vong thdng qua cac van dé duoc dé cap trong ban dd an nay, ban doc sé& co
duoc su danh gia va hiéu biét sau sic hon vé céng nghé ZigBee/IEEE 802.15.4 va vai
trd cling nhu tiém nang cua nd trong cudc song.



CHU'ONG 1: MANG CAM NHAN KHONG DAY
1.1. Téng quan vé mang cam nhan khéng day

1.1.1. Khai niém

Mang cam nhan khong day(WSN) c6 thé hiéu don gian 1a mang lién két cac node
v6i nhau bang két ndi song vo tuyén ( RF connection) trong d6 cac node mang thuong
1a cac thiét bi don gian, nho gon, gia thanh thap... va ¢ sb luong 16n, duoc phan bd
mot cach khong c6 hé thdng ( non-topology) trén mét dién tich rong ( pham vi hoat
dong rong), st dung ngudng ning luong han ché ( pin), cé thoi gian hoat dong lau dai(
vai thang dén vai nim) va co thé hoat dong trong moi truong khac nhiét ( chat doc, 6

nhiém, nhiét do...).

1.1.2. Node cam bién
Mbt node cam bién duoc ciu tao boéi 3 thanh phén co ban sau: vi diéu khién,
sensor, b0 phat radio. Ngoai ra, con co cac céng két ndi may tinh.
e Vi diéu khién: Bao gdm CPU, bo nhé ROM, RAM, bo phan chuyén ddi tin
hi¢u tuong ty thanh tin hi¢u s6 va nguogc lai.
e Sensor: Chirc ning cam nhan thé giéi bén ngoai, sau d6 chuyén dir liéu qua
bo phan chuyén dbi dé xir 1i.
e B phat radio: Bai vi node cam bién 1a thanh phan quan trong nhat trong
WSN, do vay viéc thiét ké cac node cam bién sao cho c6 thé tiét kiém duoc

t6i da ngudn nang lugng 13 van dé quan trong hang dau.

1.1.3. Dac diém cuda cau tric mang cam bién

bic diém cua mang cam bién 14 bao gém mot sd luong 16n cac node cam bién, céac
node cam bién c6 gidi han va giang budc vé tai nguyén dic biét 1a ning lugng rat khat
khe. Do d6, cau tric mang méi c¢6 dic diém rat khac véi cac mang truyén thong. Sau

day ta s€ phan tich mot s6 dic diém ndi bat trong cdc mang cam bién nhu sau:

e Kha ning chiu 16i



e Kha ndng mo rong

e Rang budc phan cing
e MO0i truong hoat dong
e Phuong tién truyén dan

e (Cau hinh mang cam bién

1.2. Uu, nhwoe diém va irng dung cia mang cam nhan khéng day

1.2.1. Uu diém

Mang khong day khong ding cap cho cac két ndi, thay vao dé, ching s dung
song radio, cling twong ty nhu dién thoai khong day. Uu thé cua mang khong day 1a
Kha niang di dong va su ty do, ngudi dung khong bi han ché vé khong gian va vi tri két

néi. Nhitng uu diém ctua mang khong day bao gom:
e Kha ning di dong va su ty do — cho phép két néi tir bat ki dau.
e Khong bi han ché vé khong gian va vi tri két ndi.
e D& lap dat va trién khai.
e Khong can mua cap.
e Tiét kiém thoi gian lap dat cap.
e D¢ dang mé rong
1.2.2. Nhirng thach thirc, tré ngai

Pé WSNs thuc su tré nén rong khip trong cac tng dung, mot sb thach thic va trd

ngai can phai vuot qua
e Luu trir dir liéu
e Vin dé vé ning lugng
e Khd ning chiu ndi
e Dinh vi

e Khd nang mo rong
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An ninh

1.2.3. ’ng dung ctia mang cam nhan khéng day

WSN bao gdm cac node cam bién nho gon, thich tng dugc méi trudng khic

nghi¢t. Nhirng node cam bién nay, cam nhan méi truong xung quanh, sau do6 gui

nhiing thong tin thu dugc dén trung tdm xu li theo ing dung. Cac node khong nhiing

co thé lién lac véi cac node xung quanh nd, ma con co6 thé xir 1i theo img dung. Céc

node khong nhiing co6 thé lién lac dugc véi cac node xug quanh nd, ma con co thé xu li

dir lidu trudc khi guri dén cac node khac. WSN cung cap rat nhiéu nhimng ung dung

hiru ich ¢ nhi€u linh vuc trong cudc song.

Ung dung quan su an ninh va thién nhién

Ung dung trong giam sat xe cd va cac thong tin lién quan
Ung dung cho viéc diéu khién cac tiét bi trong nha

Ung dung céc toa nha ty dong

Ung dung trong qué trinh quan 1i tu dong trong cong nghiép

Ung dung trong y hoc

1.2.4 Sw khac nhau gitra WSN va mang truyén théng

Qua phan tich va tim hiéu ta c6 thé thiy dugc sy khac biét co ban ciia WSN va

mang truyén théng nhu sau.

S6 lugng cac nat cam bién trong mt mang cdm bién 16n hon nhiéu lan so

v6i nhitng nit cam bién ad-hoc

Céac nut cam bién thuong duogc trién khai véi mat do day hon

Nhitng nat cam bién d& hong, ngirng hoat dong.

Topo mang cam bién thay d6i rat thudng xuyén.

Mang cam bién chil yéu sir dung truyén thdng quang ba (broadcast) trong
khi ma da sb cac mang ad hoc 12 diém - diém (point- to- point)

Nhitng niit cam bién c6 giéi han vé ning lugng, kha nang tinh toan va b

nhé.
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e Nhirng nat cam bién c6 thé dinh doanh toan cau(global ID).
e Truyén ning lugng qua cic phuong tién khong day.

e (Chia sé nhiém vu gilta cdc node lan can

%% Két ludn

Trong chuong nay chung ta di tim hiéu tong quan vé mang cam nhan khong day,
ciu trac va cac tng dung cua nd da cho thiy sy phat trién ciia mang cam bién va tim
quan trong ddi véi cudc séng cua chiing ta. Véi sy phat trién nhu vii bio cia khoa hoc

cong nghé thi linh vyc mang cadm bién s€ c6 nhiéu rng dung mai.
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CHUONG 2: KHAI QUAT VE ZIGBEE/IEEE 802.15.4

2.1. Khai niém

Cai tén ZigBee duoc xuit phat tir cach ma cac con ong mét truyén nhiing thong tin
quan trong voi cac thanh vién khac trong té ong. D6 1a kiéu lién lac “Zig-Zag” cua
loai ong “honeyBee”. Va nguyén ly ZigBee dugc hinh thanh tir viéc ghép hai chir céi
dau voi nhau. Viéc cdng nghé nay ra doi chinh 12 sy giai quyét cho van dé cac thiét bi
tach roi ¢6 thé 1am viéc cung nhau dé giai quyét mot van dé nao do.

2.2. Pac diém

Pic diém cua cong nghé ZigBee 1a toc do truyén tin thap, tiéu hao it nang lugng,
chi phi thap, va 1a giao thirc mang khong day hudng t6i cac tmg dung diéu khién tir xa
va ty dong h6a.T6 chirc IEEE 802.15.4 bat dau 1am viéc véi chuan toc do thap duoc
mot thoi gian ngan thi tieu ban vé ZigBee va t6 chirc IEEE quyét dinh sat nhap va lay
tén ZigBee dat cho cong nghé mai nay. Muc tiéu cua cong nghé ZigBee 1a nham tgi
viéc truyén tin vi mic tiéu hao nang lugng nho va cong suat thap cho nhiing thiét bi
chi c6 thoi gian song tir vai thang dén vai nam ma khong yéu cau cao vé toc do truyén
tin nhu Bluetooth. M6t diéu ndi bat 1a ZigBee c6 thé ding dugc trong cAc mang mit
luéi (mesh network) rong hon 1a sir dung cong nghé Bluetooth. Cac thiét bi khdng day
s dung cbng nghé ZigBee cd thé dé dang truyén tin trong khoang cach 10-75m tly
thudc va moi truong truyén va muac cong suat phat duoc yéu cau véi mdi tng dung,
Téc d6 dir liéu 1a 250kbps ¢ dai tan 2.4GHz (toan cau), 40kbps ¢ dai tan 915MHz
(M§+Nhat) va 20kbps ¢ dai tan 868MHz(Chau Au).

Céac nhom nghién ciru Zigbee va t6 chirc IEEE d4 lam viéc cing nhau dé chi rd
toan b cac khdi giao thic ciia cong nghé nay. IEEE 802.15.4 tap trung nghién ctu
vao 2 tang thap cua giao thire (tAng vat 1y va tang lién két dir liéu). Zigbee con thiét
1ap co so cho nhitng ting cao hon trong giao thic (tir ting mang dén tang tung dung)
vé bao mat, dir liéu, chuan phét trién d& dam bao chic chin rang céc khach hang du
mua san pham tir c4c hdng san xuat khac nhau nhung van theo mét chuan riéng dé lam
viéc cung nhau duoc ma khéng tuwong tac 1an nhau.
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Hién nay thi IEEE 802.15.4 tap trung vao céc chi tiét k¥ thuat cua tang vat ly PHY
va tang diéu khién truy cap MAC ung véi mdi loai mang khac nhau (mang hinh sao,

mang hinh ciy, mang mét ludi). Cac phuong phép dinh tuyén duogc thiét ké sao cho

nang luong duoc bao toan va do tré trong truyén tin 13 & mac thap nhat co thé bang
cach dung céac khe thoi gian bao dam (GTSs_guaranteed time slots). Tinh nang noi bat
chi c6 ¢ ting mang Zigbee 1a giam thiéu duoc su hong hoc dan dén gian doan két ndi

tai mot nGt mang trong mang mesh. Nhiém vu dic trung caa tang PHY gém c6 phéat
hién chat lugng caa duong truyén (LQI) va ning luong truyén (ED), danh gia kénh
truyén (CCA), gilip nang cao kha nang chung sdng véi cac loai mang khéng day khac.

2.3. Vu diém cua ZigBee/IEEE 802.15.4 véi Bluetooth/IEEE 802.15.1

Zigbee ciing twong ty nhu Bluetooth nhung don gian hon, Zigbee c6 toc
do truyén dir liéu thap hon, tiét kiém ning lugng hon. M6t nét mang trong
mang Zigbee c6 kha niang hoat dong tir 6 thang dén 2 nam chi voi nguon l1a
hai acqui AA.

Pham vi hoat dong cua Zigbee la 10-75m trong khi cta Bluetooth chi la
10m (trong trudng hop khdng ¢ khuéch dai).

Zigbee xép sau Bluetooth vé toc @6 truyén dir liéu. Toc do truyén cua
Zigbee la 250kbps tai 2.4GHz, 40kbps tai 915MHz va 20kbps tai 868MHz
trong khi tbc d6 nay cua Bluetooth 1a 1Mbps.

Zigbee st dung cau hinh chu-té co ban phi hop v6i mang hinh sao tinh
trong d6 cac thiét bi giao tiép véi nhau théng qua céc goi tin nho. Loai
mang nay cho phép téi da téi 254 nlt mang. Giao thirc Bluetooth phirc tap
hon boi loai giao thire ndy hudng tai truyén file, hinh anh, thoai trong céac
mang ad hoc (ad hoc 1a mét loai mang dic trung cho viée t6 chic tu do,
tinh chat caa nd 1a bi han ché vé khéng gian va thoi gian). Cac thiét bi
Bluetooth c6 thé hd trg mang scatternet 1a tap hop cua nhiéu mang piconet
khong dong bo. N6 chi cho phép téi da la 8 nit slave trong mot mang chu-
to co ban.
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e Nt mang sir dung Zigbee van hanh tén it nang luong, né cé thé gui va
nhan céc goi tin trong khoang 15msec trong khi thiét bi Bluetooth chi c6
thé 1am viéc nay trong 3sec.

2.4. Mang ZigBee/ IEEE 802.15.4 LR-WPAN

Dic diém chinh cua chuan nay 1a tinh mém déo, tiéu hao it ning luong, chi phi
nho, va téc do truyén dir liéu thip trong khoang khdng gian nho, thuan tién khi ap
dung trong cac khu vuc nhu nha riéng, van phong....

2.4.1. Thanh phan cia mang LR-WPAN

Mot hé théng ZigBee/IEEE802.15.4 gdm nhiéu phan tao nén. Phan co ban nhat
ta0 nén mot mang 1a thiét bi co tén 1a FFD (full-function device), thiét bi ndy dam
nhan tit ca cac chtc nang trong mang va hoat dong nhu mot bo diéu phéi mang PAN,
ngoai ra con c6 mot sb thiét bi  dam nhan mot sé chirc nang han ché c6 tén 1a RFD
(reduced-function device). Mot mang téi thiéu phai c6 1 thiét bi FFD, thiét bi nay hoat
dong nhu mot bo diéu phdi mang PAN.

FFD c6 thé hoat dong trong ba trang théi : 1a diéu phdi vién cua toan mang PAN
(personal area network), hay la diéu phdi vién cia mot mang con, hoac don gian chi
la mot thanh vién trong mang. RFD dugc dung cho céc tmg dung don gian, khdng yéu
cau giri lyong lon dir liu. Mot FED ¢6 thé lam viéc voi nhiéu RFD hay nhiéu FFD,
trong khi mot RFD chi c6 thé lam viéc véi mot FFD.

2.4.2. Kién truc lién két mang

Hién nay Zigbee va to chirc chuan IEEE d3 dwara mot sé cau trdc lién két mang
cho cong nghé Zigbee. Cac node mang trong mot mang Zigbee co thé lién két véi
nhau theo ca u tric mang hinh sao (star) ciu tric mang hinh luéi( Mesh) cu tric bo
cum hinh cay. Su da rang vé cau trdc mang nay cho phép cong nghé Zigbee dugc tng
dung mot cach rong rdi. Hinh 1 cho ta thiy ba loai mang ma ZigBee cung cap: topd
sa0, topd mat ludi, tdpod cay.
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Hinh sao Mit lwéi (mesh)

@ Thiét bj diéu phéi mang PAN
() Thié bi FFD
(0 Thiét bj RFD

Hinh cdy

Hinh 2.1 Cdu tric lién két mang

2.4.3. Cau trac lién két mang hinh sao (Star)

T/

Thitt 1::-1 ditu
phéi mang D

® Thift bi FFD
O Thitt bi RFD
Enréng kit néd

Hinh 2.2 Cdu triic mang hinh sao
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Ddi véi loai mang nay, mot két ndi duoc thanh 1ap bai cac thiét bi véi mot thiét bi
diéu khién trung tam diéu khién duoc goi 1a bo diéu phdi mang PAN. Sau khi FFD
duoc kich hoat 1an dau tién né cé thé tao nén mot mang doc 1ap va tré thanh mot bo
diéu phdi mang PAN. Mdi mang hinh sao déu phai c6 mét chi sé nhan dang c& nhan
cua riéng minh duoc goi 1a PAN ID(PAN identifier), né cho phép mang nay c6 thé
hoat dong mot cach doc 1ap. Khi d6 ca FFD va RFD déu c6 thé két ndi t6i bo diéu
phdi mang PAN. Tat ca mang nam trong tim phu song déu phai co6 mot PAN duy
nhét,cac ndt trong mang PAN phai két ndi vi (PAN coordinator) bo diéu phdi mang
PAN.

2.4.4. Cau trac lién két mang mat lwéi (mesh)

\/ .
/] T ./
o __‘,_/_: l
i\‘. |
N

@ Fouter ZigBee (FFD) / \
D Thigt bi didu phii ZigBee (FFD) '
o Thift bi d4u cudi ZigBee (FFD, EFD)

Hinh 2.3 Cdu tric mang mesh

Kiéu cau tric mang nay ciing c6 mot bo diéu phdi mang PAN (PAN coordinator).
Thuc chat day la két hop caa 2 kiéu cau trdc mang hinh sao va mang ngang hang, &
cau trdc mang nay thi mot thiét bi A c6 thé tao két ndi voi bat ky thiét nao khac mién
|4 thiét bi d6 nam trong pham vi phu s6ng cua thiét bi A. Cac tng dung cua cau tric
nay c6 thé ap dung trong do ludng va diéu khién, mang cam bién khong day, theo doi
canh béo va kiém ké (canh bao chay rumg....).
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2.4.5. CAu truc lién két mang hinh cay (cluster-tree)

i { a4 s .
] L
i ¥
PAN L
Caordinator- ; L\
—— " L -
i3 i
b . s
) .,

r
H 3¢E

i e, 33

@ Thift bi difu phii todn mang PAN
© Thift bi FFD), vai tri lim nhanh chi
& Thiét bi RFD, vai tr im thinh vién

Hinh 2.4 Cdu tric mang hinh cay

Cau trdc nay 1a mot dang dic biét cua cau tric mat ludi, trong d6 da sb thiét bi 1a
FFDva mot RFED c6 thé két nbi vao mang hinh cay nhu mét ndt roi rac ¢ diém cudi
ctia nhanh cay. Bat ky mot FFD nao ciing ¢6 thé hoat dong nhu 1a mét coordinator va
cung cap tin hiéu dong bo cho cac thiét bi va cic coordinator khac vi thé ma cau tric
mang Kiéu nay ¢ qui md phu song va kha nang mo rong cao.Trong loai cau hinh nay
mic du ¢ thé ¢ nhidu coordinator nhung chi c6 duy nhit mot bo diéu phdi mang
PAN (PAN coordinator).

Bo diéu phdi mang PAN coordinator ndy tao ra nhdm dau tién cach tu bau ra
nguoi 1anh dao cho mang caa minh, va gan cho nguoi 1anh dao d¢6 maot chi sd nhan
dang ca nhan dic biét goi 1a 1a CID-0 bang cach ty thanh 1ap CLH (cluster head)
bang CID-0 (cluster identifier), nd chon mot PAN identifier réi va phat khung tin
quang ba nhan dang t6i cac thiét bi 1an can. Thiét bi nao nhan duogc khung tin nay c
thé yéu cau két ndi vao mang véi CLH. Néu bo diéu phdéi mang PAN (PAN
coordinator) dong y cho thiét bi d6 két ndi thi nd s& ghi tén thiét bi d¢6 vao danh sach.
Ctr thé thiét bi mai két ndi nay lai tré thanh CLH cta nhanh cay méi va bat dau phat
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quang ba dinh ky dé cac thiét bi khac co thé két ndi vao mang. Tu d6 cO thé
hinh thanh dugc cac CLH1,CLH2,...(nhu hinh 1.4).
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CHUONG 3: CHUAN ZIGBEE/IEEE 802.15.4
3.1. Mé hinh giao thirc cua ZigBee/IEEE 802.15.4

ZigBee/IEEE 802.15.4 la cong nghé mdi phat trién duoc khoang gan mot nam tré
lai day. Cong nghé nay xay dung va phat trién cac ting tng dung va ting mang trén
nén tang Ia hai tang PHY va MAC theo chuan 1EEE 802.15.4, chinh vi thé nén né
thira hudng duoc wu diém cua chuian IEEE802.15.4. B¢ 1a tinh tin cay, don gian, tiéu
hao it nang luong va kha nang thich trng cao vdi cdc moi truong mang. Dua vao mo
hinh nhu hinh2.1, cic nha san xuat khac nhau c6 thé ché tao ra cac san pham khac
nhau ma van c6 thé lam viéc twong thich ciing véi nhau.

Téng img dung

Tang quin 1¥ ung dung

Tang vit Iy PHY
2.4GHz 868/915 MHz

Silicon  Zigbee Stack Application

Hinh 3.1 M6 hinh giao thirc cua ZigBee
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3.2 Tang vét ly ZigBee/IEEE 802.15.4

Tang vat ly (PHY) cung cip hai dich vu 1 dich vu dit liéu PHY va dich vu quan ly
PHY, hai dich vu nay c6 giao dién vai dich vu quan ly tang vat ly PLME (physical
layer management). Dich vu dit liéu PHY diéu khién viéc thu va phét cua khéi dir liéu
PPDU (PHY protocol data unit) thdng qua kénh song vo tuyén vt 1y.

Céc tinh ning cua tang PHY a si kich hoat hoic giam kich hoat cia bo phan nhan
séng, phat hién niang luong, chon kénh, chi s duong truyén, giai phong kénh truyén,
thu va phat cac goi dir liéu qua mdi truong truyén.

Chuan IEEE 802.15.4 dinh nghia ba dai tan sb khac nhau theo khuyén nghi cua
Chau Au , Nhat Ban, My.

PHY( Bing Téc Do Chip | Pidu | Téc Do | Toc POKy Ty | Ky
MHz) | Tan(MHz) (kchips/s) Ché Bit (ksymbol/s) Ty
(Kb/s)

868 868-868.6 300 BPSK 20 20 Nhj
Phan

915 902-928 600 BPSK 40 40 Nhi
Phan
2450 2400- 2000 O- 250 62.5 Hé 16

2486.5 QPSK

Bdng 3.1 Bdang tan va téc dé dir liéu.

CO tat ca 27 kénh truyén trén cac dai tan sé khac nhau duge moé ta nhu bang dudi

day.
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Tan s6 trung tim S6 lugng kénh Kénh Tan s6 kénh trung
(MH2) (N) tam (MHz)
868 1 0 868.3
915 10 1-10 906+2(k-1)
2405 16 11-16 2405+5(k-11)
Bdng3.2 Kénh truyén va tan so
868MHz/ Kénh 0 Kénh 1-10 -
915MHz e
868.3 MHz 302 MHz 928 MHz
2.4 GHz
PHY Keh1126 sy

AfAAAAAARARNARRANS

24 GHz

3.2.1 Mb hinh diéu ché tin hiéu cua ting vat Iy.

Hinh 3.2 Bdng tan hé thong ciia ZigBee

3.2.1.1 Piéu ché tin hiéu cia ting PHY tai dai s6 2.4 GHz

Tbc do truyén dir liéu cua PHY 2405MHz c6 thé dat téi 250 Kb/s
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> So dé diéu ché
Viéc diéu ché tir bit dix liéu nhi phan sang dang tin hiéu trong dai tan 2,4GHz duogc
mo ta theo so d6 dudi day. Mot chudi s6 nhi phan “0000b” duoc bién d6i sang chudi
dai tan co so véi dinh dang xung.

Chufi bit phat dt Bit to byml:ml 0-QPSK Tin tuéu dwoc
syml:ml to chip [ > = ph i
0000b 0000b riorie irid : N
011100 RUTEAN o4 g s
001101 e e
0100140 o
o101l

10

Hinh 3.3 So d6 diéu ché
> B chuyén bit thanh ky tw :

Theo nhu so d6 trén thi day 1a budc dau tién dé ma hoa tat ca dir liéu trong
PPDU tir md nhi phan sang dang Ky tu. Mdi byte duge chia thanh ky tu va ky tu co
nghia nhé nhat duoc phét dau tién. Di véi truong da byte thi byte ¢ nghia nhé nhat
duoc phat dau tién ngoai trir trudng hop trudong byte d6 lién quan dén bao mat thi
trong trudong do6 byte c6 nghia 16n nhat s& dwoc phat truéc.

> B chuyén ky tw thanh chip:

Theo nhu so do thi day la buéc thir hai trong qué trinh ma hda. Mbi ky tu dir liéu
dugc sap xép trong mot chudi gia ngau nhién (Pseudo-random) 32-chip. Chudi chip
nay duoc truyén di véitde do6 2Mchip/s véi chip c6 nghia nho nhit (c0) duoc truyén
truédc moi ky tu.
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Ky Tu Di¥ Liéu Gi4 Tri Chip
(H¢ Thap (0 cl ... c30 c31)

Phan)
0 11011001110000110101001000101110
1 11101101100111000011010100100010
2 00101110110110011100001101010010
3 00100010111011011001110000110101
4 01010010001011101101100111000011
5 00110101001000101110110110011100
6 11000011010100100010111011011001
7 10011100001101010010001011101101
8 10001100100101100000011101111011
9 10111000110010010110000001110111
10 01111011100011001001011000000111
11 01110111101110001100100101100000
12 00000111011110111000110010010110
13 01100000011101111011100011001001
14 10010110000001110111101110001100
15 11001001011000000111011110111000

Bang 3.3 So d6 bién doi symbol to chip

> B diéu ché O-QPSK :

Phuong phép diéu ché duoc ding ¢ day la phuong phép diéu ché khoa dich pha
goc ¥ c6 chon gbc dich pha ban dau O-QPSK (Offset-Quadrature Phase Shift
Keying) twong duong vé&i phuong phap diéu ché khoa dich pha téi thiéu MSK
(Minimum Shift Keying). QPSK la phuong phép hiéu qua dbi véi dai tan han ché.
MB&i phan tir tin hiéu biéu dién cho 2 bit. Bang viéc st dung do dich offset trong O-
QPSK, thay ddi pha trong tin hiéu tong hop t6i da 1a 90', ciing trong truong hop nay

ma ding QPSK thi d¢ 1éch pha téi da 1a 180
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I Cp | C2 | G Can |

T -t

Hinh 3.4 Pha cua song mang

Nhu vay O-QPSK cung cdp mét phuong phap tét hon QPSK khi kénh truyén co
cac thanh phan khong tuyén tinh.

Biéu thuc sau day chi ra cach ma O-QPSK c6 thé dién dat:

1 |
s(t) = ?fr’s‘)cosﬁxfﬁ - ﬁ{}r’s‘—ﬁ,)sin 2af.t (1)

f. t1atan sb trung tAm.

T, : la thoi gian ma Q tré dat t&i thay d6i pha 90°
Q : song mang vuong pha.
I :song mang cung pha.

Viéc str dung dang xung nira sin dé khtr di nhitng bién thién bién d9.Cong thic sau

mo ta dang xung nura sin.

t
sin(n——) .0 = t = 2T,

p(y=4 "

0 ,Ngoai ra (2)

3.2.1.2 Piéu ché tin hiéu cia ting PHY tai dai tin 868/915MHz
Téc d6 truyén dir liéu cia ZigBee/IEEE802.15.4 PHY tai biang tin 868 MHz c6
thé dat t6i 20kb/s, va c6 thé dat ti 40 kb/s ¢ bang tan 915MHz.
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> So do diéu ché

dﬁ' ]JEU, du'é"l —q . Bit-to- t:l&]. hlEu .
dang nhi phan —| faf; * = cChip = BPSK [ dwoc difu
(PPDT) P chi

Hinh 3.5 So @6 diéu ché

» B ma hoda vi phén
Ma hoa vi phan hay con goi 1a ma hoa trude. Khi cho tin hi¢u nhi phin vao bo ma
hoa nay thi bit c6 gia tri 0 s€ dugc chuyén tiép, cO nghia la s6 dugce tach 1a sd 1 néu sb
lién trude néd 1a sd 0 va nguoc lai. Néu mot sb duoc tach Xung sai, 16i nay s€ co xu
huéng lan truyén di , va dé loai trir viéc nay thi Lender da dé nghi viéc ma héa trudc
sO cac dir liéu. C6 nghi 13 néu chudi s6 dir liéu tho 12 Rn thi ta s& phat di chudi s6 En

theo qui tic:

E =R @ E_, (3)

Trong do:
1@ 1=0& 0=0
O 1=1@ 0=1
E, 1a chudi bit sau khi ma hoa
R la chudi bit tho
E _ la chudibit ma hoa lién trude

» B anh xa bit thanh chip.
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M&i bit ddu vao c6 thé anh xa sang chudi gia ngau nhién (PN) 15-chip theo nhu
bang duéi ddy. Trong khoang thoi gian mdi symbol thi ky tw c6 duoc truyén dau tién,

ky tu 14c duoc chuyén sau cung.

Bit Pau Vao Gia Tri Chip

(Co Ci.....C 14)

0 111101011001000

000010100110111

Bang 3.4 Bién doi bit to chip

> B diéu ché khoa dich pha nhi phan BPSK
Chudi chip duoc diéu ché trén song mang sir dung phuong phép diéu ché BPSK c6
dang xung 13 xung cosin ning (raised cosine). Toc d6 chip 13 300kchip/s trong dai tan
868 MHz va dat duoc 600 kchip/s trong dai tan 915MHz.Cong Thirc sau md ta dang
xung nay :

sin(?).cus(ﬂ)

L

2

"0 T (1= (40 TD) @

3.2.2 CAc thong s6 k¥ thuat trong tang vat ly cta IEEE 802.15.4

3.2.2.1 Chi so ED (energy detection)
Chi s6 ED do dac duoc boi bd thu ED. Chi s nay s€ dugc tﬁng mang st dung nhu

la mdt budc trong thuat toan chon kénh. ED 1a két qua cua sy uoc lugng cong suat
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nang luong cua tin hi¢u nhan dugc trong bang thong cua kénh trong IEEE 802.15.4.
N6 khong c6 vai tro trong viéc giai ma hay nhan dang tin hiéu truyén trong kénh nay.
Thoi gian phéat hién va xuly ED tuong duong khoang thoi gian 8 symbol. Két qua
phat hién ning lugng s& dugc thong bao bang 8 bit s6 nguyén trong khoang tir 0x00
t6i Oxff. Gia tri nho nhét cia ED (=0) khi ma cong suat nhan duogc it hon mirc +10dB
so voi 1y thuyét. Do 16n cia khoang cong suat nhan dugc dé hién thi chi s ED tdi
thiéu 12 40dB va sai s6 13 + 6dB .

3.2.2.2Chi s6 chat lwgng dwong truyén (LQI)

Chi sb chat luong dirong truyén LQI 1a dic trung chat luong goi tin nhan duoc. S6
do nay co thé bod sung vao ED thu dugc, danh gia ty sb tin trén tap SNR, hoac mot sy
két hop cua nhitng phuong phap nay. Gia tri két qua LQI duoc giao cho ting mang va
tang ng dung xu ly.

3.2.2.3Chi s6 danh gia kénh truyén (CCA)

CCA dugc su dung dé xem xem khi nao mot kénh truyén duoc coi 1a rdi hay ban.
C6 ba phwong phéap dé thuc hién viéc kiém tra nay:

e CCA 1 : “Nang luong vuot ngudng”. CCA s& thong bao kénh truyén ban
trong khi do ra bat ky nang lugng nao vugt ngudng ED.

e CCA 2 : “Cam bién soéng mang”. CCA thong bao kénh truyén ban chi khi
nhan ra tin hiéu c6 dic tinh trai pho va diéu ché cua IEEE802.15.4. Tin hiéu

nay c6 thé thap hoic cao hon ngudng ED.

e CCA 3 : “Cam bién song mang két hop véi ning lugng vuot ngudng”.
CCA s& bao kénh truyén ban chi khi do ra tin hiéu c6 dic tinh trai phd va
diéu ché cua IEEE 802.15.4 v6i nang lugng vuot ngudng ED.

3.2.3 binh dang khung tin PPDU.
M&i khung tin PPDU bao gom céc trudng thong tin.
e SHR (synchronization header) : ddng b thiét bi thu va chdt chudi bit
e PHR (PHY header): chira thong tin d¢ dai khung

e PHY payload: chira khung tin ciia ting MAC
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Octets: 4 1 variable
SFD _ _
bit ddu oha D¢ dai khung | Phan gianh
3 at dau phan > I
bau khung ( _ p (7 bits) riéng (1 bit) PSDU
dinh khung)
SHR PHR PHY payload

Bang 2.5 Pinh dang khung PPDU
3.3 Tang diéu khién d&liéu ZigBee/IEEE 802.15.4 MAC

Tang diéu khién moi truong truy cdp MAC (media access control) cung cap 2 dich
vu la dich vu dir liéu MAC va quan ly MAC, n6 ¢6 giao dién véi diém truy cap dich
vu cua thuc thé quan ly tﬁng MAC (MLMESAP). Dich vu dit li¢u MAC c6 nhi¢m vu
quan 1y viéc thu phat ciia khéi MPDU (giao thirc dit liéu MAC) thong qua dich vu di
liéu PHY.

Nhiém vy cua ting MAC 1a quan ly viéc phat thong tin bao hiéu beacon, dinh
dang khung tin dé truyén di trong mang, diéu khién truy nhap kénh, quan 1y khe thoi
gian GTS, diéu khién két nbi va giai phong két ndi, phat khung Ack.

3.3.1 Céau trac siéu khung.

LR-WPAN cho phép sir dung theo nhu cau cdu trac siéu khung. Pinh dang cua
siéu khung dugc dinh rd bdi PAN coordinator. Méi siéu khung duoc gidi han bai ting
mang va dugc chia thanh 16 khe nhu nhau. Cot mdc bao hiéu do duong beacon dugc
guri di trong khe dau tién cua mdi siéu khung. Néu mot PAN coordinator khong muébn
st dung siéu khung thi n6 phai dimg viéc phat mdc beacon. Mdc nay c6 nhiém dong
bo cac thiét bi dinh kém, nhan dang PAN va chtra ndi dung mo ta cAu tric cua siéu
khung.
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CAP | CFP

phin ngtmg hoat dong
| D= |
| aBaseSupeyframs Duration*2™ syedocls|
I-L" (Eotve) >
i BT= aBasaSuperframe Dur afion o symihols
I* >

Hinh2.6 Cau tric siéu khung

Siéu khung c6 2 phan “hoat dong” va “nghi”. Trong trang thai “nghi” thi PAN
coordinator khong giao tiép voi cac thiét bi trong mang PAN, va lam viéc & mode
cong suat thap. Phan “hoat dong” goém 2 giai doan: giai doan tranh chap truy cap
(CAP) va giai doan tranh chip tu do(CFP), giai doan tranh chip trong mang chinh 1a
khoang thoi gian tranh chap giira cac tram dé c6 co hoi ding mot kénh truyén hoic tai
nguyén trén mang). Bat ky thiét bi nao mudn lién lac trong thoi gian CAP déu phai
canh tranh voi cac thiét bi khac bang cach st dung k¥ thudit CSMA-CA. Nguoc lai
CFD gom c6 cac GTSs, cac khe thoi gian GTS nay thudng xuat hién & cudi cua siéu
khung tich cyc ma siéu khung nay duoc bit dau ¢ khe sat ngay sau CAP. PAN
cooridinator ¢6 thé dinh vi dugc bay trong s6 cac GTSs, va mdi mot GTS chiém nhiéu
hon mot khe thot gian.

Khoang thoi gian ton tai ctia cic phan khac nhau cta siéu khung dugc dinh nghia
bot gid tri cia macBeaconOrder va macSuperFrameOrder. macBeaconOrder mo ta
khoang thoi gian ma bd diéu phdi coordinator truyén khung bao hiéu tim duong.

Khoang thoi gian gifta hai mdc beacon Bl(beacon interval) c6 quan hé t&i
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macBeaconOrder (BO) theo biéu thirc sau: BI = aBaseSuperFrameDuration* 2
BOsymbol, v6i 0 < BO < 14. Luu ¥ rang siéu khung duoc bo qua néu BO=15.

Gié tri cia macSuperFrameOrder cho biét d6 dai cua phén tich cuc cua siéu
khung. Khoang thoi gian si€u khung SD (superframe duration) c6 quan hé
macSuperFrameOrder SO theo biéu thirc sau: SD=aBaseSuperFrameDuration* 2
SOsymbol. Néu SO=15 thi siéu khung van c6 thé & phan “nghi” sau mdc beacon

cua khung.

Phan tich cuc cia mdi siéu khung dugc chia thanh 3 phén CAP,CFP va beacon.

Méc beacon duoc phat vao dau ¢ khe s6 0 ma khong can sir dung CSMA.

3.3.1.1 Khung CAP

CAP duoc phat ngay sau mdc beacon va két thuc trude khi phat CFP. Néu do dai
ctia phan CFP = 0 thi CAP s& két thiic tai cudi cua siéu khung. CAP s& c6 ti thiéu
aMinCAPLength symbols trir truong hop phan khong gian thém vao duoc dung dé
diéu chinh viéc ting d6 dai ciia khung beacon dé van c6 thé duy tri dugc GTS va diéu

chinh linh dong tang hay giam kich thudc ctia CFP.

Tat ca cac khung tin ngoai trir khung Ack va cac khung dir liéu phat ngay sau
khung Ack trong 1énh yéu cau, ma chung duoc phat trong CAP sé& sir dung thuat toan
CSMA-CA dé truy nhap kénh. Mot thiét bi phat trong khoang thoi gian phan CAP két
thuc s& khoang thoi gian IFS trude khi hét phan CAP. Néu khong thé két thic duoc thi
thiét bi nay s& tri hodn viéc phat cho dén khi CAP cta khung tiép theo duoc phat.
Khung chira 1énh diéu khién MAC s& dugc phat trong phan CAP.

3.3.1.2 Khung CFP

Phan CFP s& duoc phat ngay sau phan CAP va két thuc trude khi phét beacon cua
khung ké tiép. Néu bat ky mot GTSs nao duoc cap phat boi bd diéu phdi mang PAN,
chung s& duoc dit bén trong phan CFP va lap diy mot loat cac khe lién nhau. Boi vay
nén kich thudc ctia phan CFP s& do tong do dai cac khe GTSs nay quyét dinh. CFP
khong str dung thuat toan CSMA-CA dé truy nhap kénh. Mot thiét bi phat trong CFP
s& két thuc trong khoang mot IFS trudc khi két thic GTS.
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3.3.1.3 Khoang céach giira hai khung (IFS)

Khodang thoi gian IFS 1a thoi gian can thiét dé tang PHY xir Iy mot géi tin nhan
dugc. Khung tin dugc truyén theo chu ky IFS, trong d6 d6 dai cta chu ky IFS phu
thudc vao kich thuéc cua khung vira duge truyén di. Khung c6 do dai phu thudc vao
aMaxSIFSFrameSize s& tuan theo chu ky SIFS (la khoang thdi gian tdi thiéu
aMinSIFSPeriod symbols), va cac khung c6 do dai 16n hon aMaxSIFSFrameSize sé
tuan theo chu ky LIFS(1a khoang thoi gian tbi thiéu aMinLIFSPeriod symbols).

Ehung da ACK Ehung ngén HEE
L] L 1 LI L |
Farr LIFS Fark 5IF3
Ehung da Ehung ngin
I L |
LIFS SIFS

Hinh 3.7 Khoang céch giza hai khung IFS

3.3.2 Thuét toan tranh xung dét da truy cap st dung cam bién song
mang CSMA-CA.

CSMA/CA (Carrier Sense Multiple Access-Collision Avoidance). Phuong phap
tranh xung dot da truy cap nho vao cam bién song. Thyc chit day 1a phuong phép truy
cap mang ding cho chuian mang khong day IEEE 802.15.4. Céc thiét bi trong mang
(cac ndt mang) sé& lién tyc lang nghe tin hiéu thong bao trudc khi truyén. Pa truy cip
(multiple access) chi ra rang nhiéu thiét bi c6 thé cung két ndi va chia sé tai nguyén
ciia mot mang (¢ day 1a mang khong ddy). Tat ca cac thiét bi déu co quyén truy cap
nhu nhau khi duong truyén réi. Ngay ca khi thiét bi tim cach nhan biét mang dang sir
dung hay khong, van c6 kha ning 1a c6 hai tram tim cach truy cip mang dong thoi.
Trén cac mang 16n, thoi gian truyén tir dau cap niy dén dau kia 1a da dé mot tram c6
thé truy cap dén cap d6 ngay ca khi c6 mot tram khéc vira truy cap dén. N6 tranh xung
dot bang cach 1a mdi nét s& phat tin hiéu vé yéu cau truyén trudc roi méi truyén that
su.
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Thuat toan truy nhap kénh CSMA-CA duoc sir dung tridde khi phat dit liéu hodc
trude khi phat khung tin MAC trong phan CAP. Thuit toan nay sé khong st dung dé
phat khung tin thong bao beacon, khung tin Ack, hoic 14 khung tin dif liéu trong phan
CFP. Néu ban tin bao hiéu duoc st dung trong mang PAN thi thuat toian CSMA-CA
gan khe thoi gian duge dung, ngugc lai thuat toAn CSMA-CA khong gan khe thoi gian
s& duoc st dung. Tuy nhién trong ca hai truong hop thuat toan déu dugce bd xung bang
cach st dung khoi thoi  gian backoff bang voi thoi gian cua tham sé
aUnitBackoffPeriod. Trong thuat toan truy nhap kénh CSMA-CA gan khe thoi gian,
bién cua khoang thoi gian backoff ctia mdi thiét bi trong mang PAN dugc sap thang
hang véi bién ctia khe siéu khung cta thiét bi diéu phdi mang PAN. Trong thuat téan
nay, mdi lan thiét bi mudn truyén dir lidu trong CAP thi né phai xac dinh bién thoi
gian backoff ké tiép. Trong thuat toan CSMA-CA khong gan khe thoi gian thi khoang
thoi gian backoff ciia mot thiét bi trong mang khong can phai dong bo voi khoang thoi
gian backoff cta thiét bi khac.

MB3i thiét bi chira 3 bién s6:NB, BW, BE. Trong d6 NB la s6 1an ma thuat toan nay
bi yéu cau rut lai trong khi dang ¢ gang truyén. Gid tri ban dau cta no 1a 0 trudce khi
truyén. Bién CW 1a d6 dai cira so tranh chap, n6 cho biét khoang thoi gian can thiét dé
1am sach kénh truyén trudc khi phat, gia tri ban dau ctia n6 1a 2 trude khi cd gang phat
va quay trd lai 2 khi kénh truy nhap bi ban. Bién s6 CW chi sir dung cho thuat toan
gan khe thoi gian CSMA-CA. Bién s6 BE (backoff exponent) cho biét mot thiét bi
phai cho bao 1au dé co thé truy nhap vao mot kénh. Cho dui bd thu cia thiét bi 1am viéc
trong sudt khoang thoi gian CAP cta thuat téan nhung nd van bé qua bat ky khung tin

nao nhén dyoc trong khoang thoi gian nay.

Trong thuat todn CSMA-CA gan khe thoi gian, NB, CW, BE dugc thiét
1ap trudc, bién ciia khoang thoi gian backoff ké tiép ciing dugc xac dinh trudc. Trong
thuat toan CSMA-CA khong gan khe thoi gian thi NB va BE dugc thiét 1ap trudc
(budc 1). Tang MAC s& tré ngau nhién trong pham vi 0 dén 2*BE -1(budc2) sau d6
yéu cau tang PHY thyuc hién dénh gia truy kénh truy nhap xem 1 rdi hay ban.(bitdc3).
Néu kénh truyén ban(budc4), ting MAC sé& ting NB va BE 1én 1, nhung ciing luén
dam bao rang gia tri ndy nho hon aMaxBE. Trong CSMA-CA gan khe thoi gian thi
viéc truyén khung tin, Ack phai dugc thuc hién trudc khi két thuc phén CAP trong

siéu khung, néu khong s& phai chd dén CAP cua siéu khung ké tiép, trong thuat toan
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nay thi CW c6 thé ciing reset lai thanh gié tri 2. Néu gia tri cia NB nho hon hodc bang
gia tri tham s macMaxCSMABackoffs, thi s& quay lai buréc2 dong thoi thong bao 16i
truy nhap kénh.

Néu kénh truyén 14 réi (budc5) , trong CSMA-CA gén khe thoi gian, tang
MAC phai giam CW di 1. néu CW # 0 quay trd lai bude 3. Néu CW=0 thi thogn bao
truy nhap kénh thanh cong. Con trong CSMA-CA khong gan khe thoi gian thi tang
MAC bt dau phat ngay néu kénh truyén rdi.

3.3.3 Cac md hinh truyén dir liéu.

Duya trén cdu trac mang WPAN thi ta c6 thé phan ra 1am ba kiéu, ba mo hinh
truyén dir liéu: tir thiét bi diéu phdi mang PAN coordinator t6i thiét bi thudng, tir thiét
bi thuong t6i thiét bi diéu phdi mang PAN coordinator, va giita cic thiét bi cung loai.
Nhung nhin chung thi mdi co ché truyén déu phu thudc vao viéc la kiéu mang do co

hd tro viéc phat thong tin thong bao beacon hay khong.

Khi mot thiét bi mudn truyén dir liéu trong mot mang khong hd trg viéc phat
beacon, khi d6 thi n6 chi don gian 1a truyén khung dir liéu toi thiét bi diéu phdi bang
cach str dung thuat toan khong gan khe thoi gian. Thiét bi diéu phdi Coordinator tra
101 bang khung Ack nhu hinh 3.9

[ Thiét bi digu Thitt bi
\phdt _ thipemg =
Diik ligu

|
Ack
Ty chon) 4

Hinh 3.9Lién lac trong mang khdng hd tro beacon
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Khi mét thiét bi mudn truyén dir liéu toi thiét bi diéu phdi trong mang c6 hd tro
beacon. Luc dau no s& chd bao hiéu beacon cua mang. Khi thiét bi nhan duoc bao hiéu
beacon, n6 s€ st dung tin hi¢u nay dé déng bo cac si€u khung. Déng tho1, no cling
phat dir liéu sir dung phuong phap CSMA-CA gan khe thoi gian va két thuc qua trinh

truyén tin bang khung tin xac nhin Ack.

 Thift bi difu | Thitt bi thanh
_ phtr | vien trong mang
Beacon >
i Dit liéu '
-
Ack
e

Hinh 3.10 lién lac trong mang c6 hé tro beacon.

Céac ung dung truyén dit liéu dugc diéu khién hoan toan bai cac thiét bi trong
mang PAN hon 1a duoc diéu khién boi thiét bi diéu phdi mang. Chinh kha ning nay
cung cép tinh ning bao toan ning lugng trong mang ZigBee. Khi thiét bi diéu phdi
mudn truyén dir liéu dén mot thiét bi khac trong loai mang c6 ho trg phat beacon, khi
do6 no s€ chi thi trong thong tin bao hi¢u beacon 1a dang truyén dir liéu. Cac thiét bi
trong mang ludn ludn lang nghe cac thong tin bao hiéu beacon mot cach dinh ky, khi
phat hién ra c6 dir liéu lién quan t6i n6 dang duoc truyén, no sé phat 1énh yéu cau dit
liéu nay, cong viéc nay sir dung slotted CSMA-CA. Cong viéc nay duoc mo ta bang
hinh2.11 , trong hinh nay thi khung tin Ack cua thiét bi diéu phéi cho biét rang goi tin
dd duogc truyén thanh cong, viéc truyén goi tin st dung k¥ thuat gan khe thoi gian
CSMA-CA, khung Ack thiét bi thudng tra 1i 1 nhan goi tin thanh cong. Vao lic nhan
khung tin Ack tir thiét bi thuong thi ban tin sé& dugc xo6a khoi danh sach ban tin trong
thong tin bao hi¢u beacon.
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Hinh 3.11 Két néi trong mang hé tro beacon

Trong trudng hop mang khong hd trg phat beacon (hinh2.8)thiét bi diéu phdi
mudn truyén dir liéu téi cac thiét bi khac, né sé phai luu trir dit 1iéu dé cho thiét bi lién
quan c6 thé yéu cau va tiép xuc v6i dir lidu d6. Thiét bi c6 thé tiép xtc duoc voi dir
lidu lién quan dén né bang cach phat di 1énh yéu cau dir liéu t6i thiét bi diéu phdi, st
dung thuat toan khong gan khe thoi CSMA-CA. Néu dit liéu dang duoc truyén, thi
thiét bi diéu phdi s& phat khung tin bang cach sir dung thuat toan khong gan khe thoi
gian CSMA-CA, néu dir liéu khong duoc truyén thi thiét bi diéu phdi s& phat di khung
tin khong c6 ndi dung dé chi ra rang dir liéu khong duoc phat.

Thitt bi ditu Thibt bi thanh ‘
e phiety x S

Teu ciu dit keu |

Ak |

e

Di lity §

e

. Ack

Hinh 3.12 két noi trong mang khong hd tro phéat beacon
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Noéi chung trong mang mat ludi, tit ca cac thiét bi déu binh dang va c6 kha ning
két nbi dén bat ky thiét bi nao trong mang mién 1a thiét bi d6 nam trong ban kinh pha
song cua nd. Co hai cach dé thuc hién viéc két nbi. Cach thir nhat 1a ndt trong mang
lién tuc ling nghe va phat dit liéu cta nd di bang cach sir dung thut toan khong gan
khe thoi gian CSMA-CA. Cach tht hai 1a cac nét tu dong bd véi cac ndt khac dé co

thé tiét kiém dyoc nang luong.

3.3.4 Phét théng tin bao hiéu beacon

Mot thiét bi FFD hoat dong trong ché d6 khong phat thong tin bao hiéu hodc c6
thé phat thong tin bao hiéu gidng nhu 13 thiét bi diéu phdi mang. Mot thiét bi FED
khong phai 1a thiét bi diéu phdi mang PAN c6 thé bat dau phat thong tin bao hicu
beacon chi khi né két ndi véi thiét bi diéu phdéi PAN. Céac tham s6 macBeaconOrder
va macSuperFrameOrder cho biét khoang thoi gian giira hai thong tin bao hiéu va
khoang thoi gian ctia phan hoat dong va phan nghi. Thoi gian phat bao hiéu lién trudc
dugc ghi lai trong tham s6 macBeaconTxTime va duoc tinh toan dé gia tri cua tham sb

nay gidng nhu gia tri trong khung thong tin bao hiéu beacon.

3.3.5 Quan ly va phan phéi khe th&i gian dam bao GTS.

Khe thoi gian dam bao GTS cho phép mét thiét bi c6 thé hoat dong trong mot
kénh truyén bén trong mot phan cia siéu khung danh riéng cho thiét bi d6. Mot thiét bi
chi ¢6 thé chiém va str dung mot khe thoi gian khi ma thiét bi d6 lién quan dén thong
tin bao hiéu beacon hién thoi lic d6. Thiét bi diéu phdi mang PAN cé thé chiém hiru
khe thoi gian GTS va sir dung khe thoi gian nay dé lién lac véi cac thiét bi khac trong
mang. Mot khe thoi gian don co thé kéo dai hon thoi gian cua siéu khung. Thiét bi
diéu phdi mang PAN c6 thé chiém hitu t&i bay khe thoi gian GTS cing mét lic mién

1 n6 c6 di tham quyén trong siéu khung.

Mot khe thoi gian co thé dugc chiém hitu trude khi st dung néu co su yéu clu cua
thiét bi diéu phdi mang PAN. Tt ca cac khe thoi gian GTS déu duoc dit lién nhau &
cudi cta siéu khung sau phan CAP, va hoat dong theo co ché FCFS (first-come-first-
serve) dén truéc dung triroc. Mdi khe thoi gian GTS c6 thé duoc giai phong néu
khong c6 yéu cau nao, va mot khe thoi gian GTS c¢6 thé dugc giai phong vao bat ky
lac nao khi thiét bi chiém hitu n6 khong dung nita Chi duy nhat thiét bi diéu phdi PAN

moi co quyén quan ly khe thoi gian. Pé quan ly mdi khe thoi gian dam bao, thiét bi
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diéu phdi c6 thé luu trir khe bat dau, do dai, phuong hudng (thu hay phat) va dia chi
thiét bi két ndi.

Chi duy nhét thiét bi diéu phdi PAN méi c6 quyén quan ly khe thoi gian. Dé quan
ly mdi khe thoi gian dam bao, thiét bi diéu phdi co thé luu trir khe bat dau, do dai,
phuong hudng (thu hay phat) va dia chi thiét bi két ndi.

MGdi thiét bi trong mang c6 thé yéu cau mot khe thoi gian phat hay mot khe thoi
gian thu. Dé chiém hiru duoc mot khe thoi gian thi thiét bi d6 phai Iuu trir thong tin
khe bat dau, do dai va phuong hudng. Néu mot thiét bi dyoc cap phat mot khe thoi
gian GTS thu, n6 s€ c6 toan quyén st dung tron ven khe thoi gian do dé nhan dit liéu.
Tuong ty nhu vay thiét bi diéu phdi mang PAN ciing c6 thé co toan quyén sir dung
tron ven khe thoi gian d6 dé nhan dir liéu khi c6 mot thiét bj khac chiém khe thoi gian
phat. Mot thiét bi yéu cau chiém hitu khe thdi gian méi thong qua 1énh yéu cau GTS
vGi cac tinh chat (46 dai, thu hay phat?,...) thiét 1ap theo yéu cau Gng dung. Dé xéac
nhan 1énh nay thi thiét bi diéu phdi s& guri mot khung tin Ack. Sau khi phat khung tin
Ack thi thiét bi diéu phodi sé& kiém tra kha nang hién thoi cua siéu khung dua trén do
dai ciia phan CAP va d¢ dai khe thoi gian GTS dugc yéu cau. Siéu khung s& sin sang
néu do dai khe thoi gian GTS khong lam giam d6 dai cua phan CAP di qué d6 dai nho
nhat ctia CAP duoc qui dinh trong tham sé6 aMinCAPLength. Thiét bi diéu phdi mang
PAN thyc hién quyét dinh ciia n bén trong siéu khung aGTSDescPersistenceTime.
Trong khi x4c nhan goi tin Ack tir thiét bi diéu phdi thi thiét bi nay van tiép tuc theo
ddi thong tin bao hiéu va cho siéu khung aGTSDescPersistenceTime. Khi thiét bi diéu
phdi quyét dinh xem xem né c6 sin sang cho yéu cau GTS khong, né s& phat di mo ta
vé GTS voi chi tiét yéu cau va doan ngan dia chi cta thiét bi yéu cau. N6 s& chi ra do
dai va khe GTS dau tién trong siéu khung rdi thong bao cho tang trén vé viéc cap phat
khe GTS moéi nay. Néu sau khi kiém tra ma thay kha niang cia siéu khung 13 khong du
dé cap phat theo yéu cau vé GTS, thi khe dau tién s& duoc danh sb 0 t6i ¢ dai khe
GTS 16n nhat c6 thé cung cap dugc hién thoi. Nhitng mo ta vé GTS s& duoc gitt trong
khung tin b4o hiéu beacon cho aGTSPersistenceTime. Trong khi xdc nhan khung tin
bao hiéu beacon, thiét bi s& xir ly va thong bao Ién tﬁng trén.

Tuong tu nhu khi yéu cAu cép phat GTS, mot thiét bi cho biét nd yéu cau duoc
giai phong su chiém hitu GTS thong qua 1énh yéu cau giai phong véi cac thong sb cua
GTS dang ton tai. Sau d6 thi khe thoi gian nay s& duoc tu do. Thiét bi diéu phdi PAN
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phai dam bao rang khong c6 khoang tréng néo xuat hién trong CFP khi giai phong khe
thoi gian GTS, d6 dai maximum CAP nho thé ma duoc ting 1én (d6 ting ding bang
do dai cua khe thoi gian duoc giai phong).

Thuc thé quan 1y ting MAC (MLME) cua thiét bi diéu phdi mang PAN c6 nhiém
vu phat hién khi mot thiét bi dung st dung khe thoi gian GTS. Cong viéc do thyc hién
bang nguyén tic sau. P4i véi khe GTS phat, MLME sé& cong nhan mot khe thoi gian
GTS duoc giai phong néu khung dir liéu khong duoc nhan trong téi thiéu 2*n siéu
khung. Pdi v6i khe GTS thu, MLME sé& cong nhan thiét bj khong con sir dung GTS

nira néu khung tin x4c nhan Ack khéng duoc nhan trong tdi thiéu 2*n siéu khung.

2 8—macBeacon( rder z
n= ,néu 0 <macBeaconOrder < 8;

n= 1 ,néu 9 < macBeaconOrder < 14,

3.3.6 binh dang khung tin MAC.
M3di khung bao gém céc thanh phan sau:
e Diu khung MHR(MAC header): gdm céc truong thong tin vé diéu khién
khung tin, s6 chudi, va truong dia chi
e Tai trong khung (MAC payload) : chira cac thong tin chi tiét vé kiéu khung.
Khung tin ciia ban tin xac nhan Ack khong cé phan nay.

e Cubi khung MFR(MAC footer) chira chudi kiém tra khung FCS (frame
check sequence)
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Octets: 2 1 02 07278 02 0/2/8 | bifn thitn 2
Ditu 55 |Dmang | Diachi |ID PAN| Piachi | T thuéi
Ichign chudi PAT dich dich ngudn nguon trong Lu}zlm tra
kh . leh ung
e Trnrémg dia chi e FCS)
Phiin diu khung MHR Thitrong | CWoi
lchungMFH

Bdng 3.6 Binh dang khung MAC

3.4 Tang mang cda ZigBee/IEEE802.15.4

3.4.1 Dich vu mang

Tang vat 1y trong md hinh cua giao thirc ZigBee duoc xdy dung trén nén cia tang
diéu khién dir liéu, nho nhiing dic diém cua ting MAC ma tang vat 1y c6 thé kéo dai
viéc dua tin, ¢6 thé mo rong dugc qui mé mang dé dang, mQt mang co thé hoat dong

cung cac mang khac hoic riéng biét. Tang vat Iy phai dam nhén cac chirc ning nhu la:

e Thiét 12p mdt mang maoi.

e Tham gia lam thanh vién cia mot mang dang hoat hodc la tach ra khoi
mang khi dang 1a thanh vién cia mot mang nao do.

e Cau hinh thiét bi mdi nhu hé thong yéu cau, gan dia chi cho thiét bi moi
tham gia vao mang.

e Dodng bo hoa cac thiét bi trong mang dé co thé truyén tin ma khong bi tranh
chép, no thuc hién d@)ng bo hoa nay béng g6i tin thong bao beacon.

e Bio mat: gan cac thong tin bao mat vao goi tin va giri xudng tang dudi

e Dinh tuyén, gitip gbi tin c6 thé dén duoc dung dich mong mudn. Co thé nodi
rang thuat toan cta ZigBee 1a thuat toan dinh tuyén phéan cap str dung bang

dinh tuyén phan cip t6i vu duoc 4p dung timg trudng hop thich hop.
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3.4.2 Dich vu bao mat

Khi khung tin tﬁng MAC céan duge bao mat, thi ZigBee sur dung dich vu bdo mat
ctia ting MAC dé bao vé cac khung 1énh MAC, cac thong tin bao hiéu beacon, va cac
khung tin x4c nhan Ack. Pdi voi cac ban tin chi phai chuyén qua mét budc nhay don,
tire 1a truyén truc tiép tir nét mang nay dén ndt mang lan can cua no, thi ZigBee chi
can st dung khung tin bao mat MAC dé ma hoa bao vé thong tin. Nhung dbi véi cac
ban tin phai chuyén gian tiép qua nhiéu ndt mang méi toi duoc dich thi nd can phai
nhd vao ting mang dé 1am cong viéc bao mat nay. Tang diéu khién dir lisu MAC sir
dung thuat téoan AES (chuin ma hoa cao cap). No6i chung thi ting MAC 1a mot qua
trinh ma hoa, nhung cong viéc thiét 1ap céc khoa key, chi ra mirc d¢ bao mat, va diéu
khién qua trinh m hoéa thi lai thudc vé cac tang trén. Khi ting MAC phét hodc nhan
mot khung tin nao dé dugc bdo mat, dau tién no6 sé kiém tra dia chi dich hodc nguén

cua khung tin do, tim

ra cai khoa két hop v6i dia chi dich hodc dia chi nguén, sau do sur dung cai khoa
nay dé xir Iy khung tin theo qui trinh bio mat ma céi khéa d6 qui dinh. Mdi khéa key
dugc két hop v6i mot qui trinh bao mat don 1¢. O dau mdi khung tin ctia MAC luén ¢6

1 bit dé chi rd khung tin ndy c6 dugc bao mat hay khong.

Khi phat mot khung tin, ma khung tin ndy yéu cau can duoc bao toan nguyén ven.
Khi d6 phan dau khung va phan tai trong khung MAC s& tinh toan can nhic dé tao ra
mot truong ma hoa tin nguyén ven (MIC- Message Integrity) phu hop, MIC gdm
khoang 4,8 hoic 16 octets. MIC s& dugc gan thém vao bén phai phan tai trong cua
MAC.

Phin thém vao dé ma héa klnng tin

v ~

HOR | (4 byte) | (1 byte) e MIC

Hinh 3.13 K hung tin m& hda tang MAC

Khi khung tin phat di doi hoi phai c6 do tin cay cao, thi bién phap dugc st dung dé

mi hoa thong tin 1 s6 chudi va s6 khung s& dugc gan thém vao bén trai phan tai trong
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khung tin MAC. Trong khi nhan géi tin, néu phat hién thay MIC thi 14p tirc n6 s& kiém
tra xem khung tin nao bi ma hoa dé giai ma. Ctr mdi khi c6 mot ban tin giri di thi thiét
bi phat s& ting s6 dém khung 1én va thiét bi nhan sé& theo ddi can ctr vao s6 nay. Nho
vay néu nhu c6 mot ban tin ndo c6 sé dém khung tin da bi nhan dang mot 1an thi thiét
bi nhan sé& bat co bao 16i bao mat. BO ma hoa cua tﬁng MAC dua trén ba trang thai cua

hé théng.
e Dé bao dam tinh nguyén ven: M3 hoéa sir dung AES vé6i bo ¢ém CTR

e Dé bao dam tinh tinh cdy : Mi hoa st dung AES véi chudi khbéi md CBC-
MAC

e Dé dam bao tinh tin cdy cling nhu nguyén ven cta ban tin thi két hop ca hai
trang thai CTR va CBC-MAC trén thanh trang thai CCM.

Tang mang ciing sit dung chuan mi hoa AES. Tuy nhién khac voi tang diéu khién
dir licu MAC, b6 ma hoa cua tﬁng mang lam viéc dua trén trang thai CCM* cua hé
thong. Trang thai nay thuc chit 14 su cai bién tir CCM cua tang MAC, né thém vao
chuan ma héa nay cac chirc nang 1a chi ma hoa tinh tin cdy va chi ma héa tinh nguyén
ven. Str dung CCM* gitip lam don gian hoa qué trinh ma hoa dit liéu cua ting mang,
cac chudi ma hoa nay c6 thé dung lai khoa key ciia chudi ma hoa khac. Nhu vay thi
khoa key nay khong hoan toan con 14 ranh giéi clia cac chudi mi hoa nira. Khi tang
mang phat hodc nhan mot goéi tin dugc ma hoda theo qui udc bdi nha cung cép dich vu,
no sé& kiém tra dia chi ngudn hodc dich ctia khung tin dé tim ra khoa key lién quan t6i
dia chi do, sau do6 s€ &p dung by ma hda nay gidi ma hodc ma hoa cho khung tin.
Twong ty nhu qué trinh ma hoa ting MAC, viéc diéu khién qua trinh ma héa nay duoc
thue hién boi cc ting cao hon, cac s6 dém khung va MIC ciing dugc thém vao dé ma
hoa khung tin.

Phin thém vao d& mé héa kinmg tin

MAC| NWK | 28 khung
HDR HDR (4 byte)

Téi trong ting mang MIC

Hinh 3.14 Khung tin m& héa tang mang
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3.5 Tang dng dung cua ZigBee/IEEE 802.15.4

Lé6p tng dung ciua ZigBee/IEEE802.15.4 thyc chit gdm céac ba ting nhu hinh v&
trén, cac tng ndy twong Ung vdéi cac ting phién, trinh dién va tng dung trong mé
hinh3.1 OSI 7 tang.

Trong ZigBee/IEEE 802.15.4 thi chtc ning cua tang Application Framework 1a:

e Do tim ra xem c6 ndt hodc thiét bi nao khac dang hoat déng trong ving phi

song cua thiét bj dang hoat dong hay khong.

e Duy tri két nbi, chuyén tiép thong tin giita cic nét mang. Chlic ning cia
tang Application Profiles 1a:X4c dinh vai tro cia cac thiét bi trong mang.
(thiét bi diéu phéi mang, hay thiét bj dau cudi, FFD hay RFD....)

e Thiét 1ap hoic tra 15i yéu cau két nbi.
e Thanh 1ap céac mbi quan h¢ gitra cac thiét bi mang.

Chtrc ning cua tang Application 13 thuc hién cic chirc ning do nha san xuét qui

trinh dinh (giao dién...) dé b6 sung thém vao cac chirc ning do ZigBee qui dinh.
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CHUONG 4: CAC THUAT TOAN PINH TUYEN CUA
ZigBee/IEEE 802.15.4

Trong ZigBee/ IEEE802.15.4 str dung thuit toan chon duong c6 phan cip nho xét
cac phuong 4n téi wu. Khoi diém cua thuat téan dinh tuyén nay chinh 1a thuét toan
mién cong cong di duoc nghién ctru rat k§ co tén 14 AODV (Ad hoc On Demand
Distance Vector) dung cho nhitng mang c6 tinh chit tu to chtrc va thuat toan hinh cay

cua Motorola.

4.1 Thuét todn dinh tuyén theo yéu cau AODV (Ad hoc On Demand
Distance Vector)

AODV (Ad hoc On Demand Distance Vector) don thuan chi 13 thuat todn tim
duong theo yéu cau trong mang ad hoc (mot mang ty t6 chic). C6 thé hiéu nhu sau,
nhimg nét trong mang khi ma khéng nam trong tuyén duong truyén tin thi khéng duy
tri thong tin ndo vé tuyén dudng truyén va ciing khong tham gia vao qué trinh dinh
tuyén theo chu ky. N6i k§ hon nita, mot ndt mang khong c6 chirc ning tu dinh tuyén
va luu trir tuyén duong toi mot nét mang khac cho dén khi ca hai nt mang trén lién
lac v6i nhau, trir trudng hop nhimg ndt mang cii dé nghi dich vu nhu 1a mét tram

chuyén tiép dé giir lién lac gitra hai not mang khac.

Muc dich dau tién cta thuét toan 1a chi phat quang ba cac géi tin do dudng khi can
thiét hodc khi co yéu cau, viéc 1am nay dé phan biét gitra viéc quan 1y lién lac cuc bo
v6i viée bao quan giao thirc lién lac chung va dé phat quang ba thong tin vé sy thay
d6i trong lién két cuc bo toi nhitng nét di dong 1an can (1 nhimg ndt can thong tin dé
cap nhat). Khi mot ndt ngudn cin dé két ndi téi nét khac, ma ndt ngudn khong chira
thong tin vé thong tin tuyén dudng t6i ndt d6, nhu vy mot qua trinh tim duong duoc
thiét lap.

Pé thiét 1ap qua trinh tim dudng nay thi mdi nét mang déu luu hai bo dém doc 1ap:
sequence number va broadcast id. Dé bat dau qua trinh tim duong, ndt ngudn s& khoi
tao mot goi tin tim duong (RREQ) va phat quang ba géi tin nay t4i tat ca cic ndt mang
lan céan, goi tin RREQ nay chira cac thong tin vé dia chi ngudn (source addr), s6 chudi
ngudn (source sequence number), sé id quang ba (broadcast id), dia chi dich (dest

addr), s6 chudi dich (dest sequence number), s6 dém budc truyén (hop cnt).
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Boi mdi khi nét mang ngudn phat ra mot goi tin RREQ méi thi sb id quang ba sé
tang 1én, nén trong mdi goi tin RREQ thi cip dia chi ngudn va sé id quang ba luon
lubn 1a duy nhét. Khi ndt mang trung gian nhan dugc mét goéi tin RREQ mdi, nd sé
dem so sanh dia chi ngudn va s6 id quang ba v&i goi tin RREQ trude dé, néu gidng
nhau ndt mang trung gian nay sé tu dong x6a RREQ du thira nay va ding viéc phat
g6i tin nay lai. Nhung néu so sanh thay khac nhau thi ndt mang nay sé& tu dong ting s6
dém budc truyén (hop cnt) 1én va tiép tuc phat quang ba goi tin RREQ nay tdi cac ndt
lan can dé tiép tuc qua trinh tim dudng. Trong mdi mdt ndt mang déu luu trir cac
thong tin vé dia chi IP dich, dia chi IP ngudn, s id quang ba, s6 chudi ndt ngudn, va
thoi gian thoi gian han dinh cho phép goi tin mang thong tin xac nhan dugc gui tra lai
noi phat

Khi goi tin RREQ dugc truyén trén mang tir ngudn t6i dich, no sé ty dong thiét 1ap
con dudng ngyoc lai tir cac ndt mang nay quay trd lai ndt nguon. Pé thiét 1ap tuyén
duong ngugc chiéu, mdi nét phai luu gilt bang dia chi cia cac ndt bén canh ma nd sao
chép duoc trong goi tin RREQ déu tién. Tuyén duong nguoc chiéu duge luu giit trong
thoi gian t6i thiéu dé goi tin RREQ nay vuot qua mang va trd vé noi xuat phat ban

dau. Khi RREQ t6i mot ndt nao ddy ma co thé ndt mang nay 1a dich dén cua no, hoidc

nbt nay nam trén tuyén dudng truyén tir nguon téi dich, ndt nhan tin nay dau tién
s& kiém tra xem goi tin RREQ vira nhan qua két ndi hai chiéu. Néu nt mang nay chua
phai 1a nét mang dich nhung ¢ luu gilt tuyén duong ti not dich, khi d6 né sé quyét
dinh xem xem tuyén duong nay c6 chinh xac khong bang cach so sanh sé chudi nguén
chtra bén trong goi tin RREQ nay voi sé chudi ngudn trong bang dinh tuyén cta ndt
mang d6. Néu s6 chudi dich ciia RREQ 16n hon s6 chudi dich trong cac ndt trung gian,
thi ndt trung gian d6 khong khong nam trén tuyén dirong truyén tmg voi géi tin RREQ
nay.

Néu tuyén duong nay co6 sé chudi dich 16n hon hodc bang voi s chudi dich
trong RREQ nhung ¢6 s6 budc truyén nho hon, thi né c6 thé phat mot goi tin RREP
(route reply packet) tro lai nét mang da phat RREQ cho no. Mot géi tin RREP gom ¢6
cac trudng thong tin sau: truong dia chi ngudn, truong dia chi dich, sé chudi dich, sb
dém budc truyén va thoi gian sdng. Khi ma goi tin RREP quay trd lai dwoc ndt ngudn,
cac ndt mang doc theo tuyén dudng ciia RREP s& thiét 1ap con choé hudng tdi nbt

mang RREP vira dén, cap nhat thong tin timeout (timeout 1a khoang thoi gian ma mat
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nbt khong con hoat dong nira va nam trong trang thai chd) ctia nd cho bang dinh tuyén
duong t6i ngudn va dich, dong thoi sao luu lai sé chudi dich cudi cia nét dich can téi.
Nhitng ndt mang ndm doc theo tuyén dudng xac dinh boi RREP s& “chét” sau khi hét
thoi gian yéu cau dinh tuyén va con cho dao bi x6a khi chung khong con nim trén
tuyén duong truyén tir ngudn téi dich. Thoi gian “chét” nay phu thudc vao kich c& cua

mang.
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Hinh 4.7 Dinh dang tuyén dwong trong giao thizc AODV

N6t ngudn c6 thé phat dit liéu ngay khi n6 nhan duoc goi tin RREP dau tién, dong
thoi cling ludn cap nhat thong tin vé tuyén dirong néu phat hién ra tuyén duong tdi vu
hon.

M&i bang dinh tuyén gdm céc trudong théng tin sau: truong thong tin vé dich dén,
budc truyén ké tiép, sb6 bude truyén, sb6 chudi dich, nat 1an can tich cuc thudc tu yén

duong, thoi gian chét cho nhap liéu vao bang dinh tuyén.

Pé duy tri dudong truyén, mdi nét mang ludn phai co dia chi cua cac nét mang tich
cuc lan can (mot ndt mang duogc coi la tich cuc néu nd co6 chirc nang khéi phat hoac
chuyén tiép t6i thiéu mot goi tin dén dich trong thoi gian cho phép). Khi ma budc
truyén ké tiép ndm trong tuyén dudng tir ngudn tdi dich nay khong thuc hién dwoc
(ttre 13 thong tin yéu cau khong dugc nhan trong mot khoang thdi gian nao do, thong
tin yéu cu nay dam bao rang chi c6 nhitng ndt mang nao lién lac hai chiéu méi dugc
coi 14 ndt mang 14n can). Qua trinh nay ct tiép dién dén khi tit ca cac ndt ngudn tich

cuc dugc thong bdo. Nho vao viéc nhan nhitng thong bao vé gian doan duong truyén,
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ma cac not ngudn co6 thé khoi dong lai qua trinh tim dudng néu chiing van can mot
tuyén duong to1 dich cli. Néu not nguon lua chon viée xay dung lai tuy€n duong moi
tir nguon tGi dich, né can phai phan phat mot goi tin RREQ méi véi s6 chudi dich méi

16n hon s6 chuoi dich cu.

4.2 Thuét toan hinh cay

Giao thuc hinh cdy 13 giao thirc cla ting mang va ting datalink, giao thirc nay sir
dung gobi tin “trang thai két ndi” @é dinh dang mdt mang hinh cay don, cling nhu mdt
mang hinh cdy m& rong. Loai mang nay co ban 1a mot loai mang cé tinh chat tu t6
chtrc va tu hd tro dé han ché 18i mang mot mirc do 18i cho phép, dic biét hon do day
la mot loai mang c6 tinh chét tu td chirc nén nd cling co thé tu stra chita khi gap su cd
& mot ndt mang nao do. Cac ndt mang chon mot ndt 1am gbe cdy va tao cac nhanh cay
mot cach ty do. Sau d6 cach nhanh ciy tu phat trién két ndi toi nhitng nhanh cay khéc
nho vao thiét bi gbc (DD- Designated Deviece).

4.2.1 Thuat téan hinh cay don nhanh

Qua trinh hinh thanh nhanh ciy bat dau bang viéc chon gdc ciy. Sau khi mot ndt

gbc dugce chon, nd s€ mé rong két nd1 vai cac nodt khac dé tao thanh mot nhom.

Sau khi mét nét duoc kich hoat n6 s& do tim HELLO message tir cac ndt khac
(HELLO message twong tu nhu beacon trong taing MAC theo chuan IEEE 802.15.4).
Néu trong mot thoi gian nhét dinh nao dé no khong nhan duoc bat ky mot HELLO
message nao, thi ndt ndy s& ty trd thanh ndt gbe va lai giri HELLO message ti cic not
1an can. N6t gdc méi nay sé& cho géi tin yéu cau két ndi tir cac ndt 1an cin trong mot
khoang thoi gian nao do, néu né van khong nhan duoc bat ky yéu cau két ndi nao tir
cac ndt 1an can thi nd sé trd lai thanh mot nét binh thuong va lai tiép tuc do tim
HELLO_ MESSAGE. N6t géc cling co thé duoc chon lwa dua trén tham sd ciia mbi

nét mang (vi du nhu pham vi truyén, cong subt, vi tri, kha nang tinh toan ).
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NOT A NOTB

Qua trinh kich hoat
va do tim
HELLO MESSAGE

Qua trinh kich hoat
. va do tim
Chuyeén thanh nét géc - HELLO MESSAGE
(CH_cluster head ) HELLO MESSAGE
>
Yéu ciu két ndi
«
-

‘<____

Qua trinh thiét 14p két ndi

Hinh 4.2 Qua trinh chon nét géc (CH)

Sau khi trd thanh ndt gdc, nd s& phat quang ba gbi tin HELLO MESSAGE theo
chu ky, goi tin HELLO MESSAGE nay gdm mdt phan dia chi MAC va dia chi ID ciia
nbt gbc. Nhitng nét mang nhan duoc goi tin nay s& gui tra 101 lai bang goi tin yéu cau
két ndi (REQ) t6i nét gdc (noi vira phat di). Khi ndt gbc nhan duoc géi tin yéu cau két
nbi, n6 s& ngay 1ap tirc giri tra lai goi tin vira dua ra yéu cdu bang mot goi tin khéc
CONNECTION_ RESPONSE., goi tin nay chira dia chi ID cho nét thanh vién (ndt B),
dia chi ID nay do ndt gbc qui dinh. Dé xac nhan thong tin thi nét thanh vién B nay s&

gtri lai nét gbe goi tin Ack. Qua trinh trao ddi tin ndy dwoc mé ta qua hinh3.3
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NOT A NOTB
(CH) (nét thanh vién)

HELLO_MESSAGE
>

Yéu cdu két ndi (REQ)
-«

Piap tmg két ndi(RES)

>

ACK

=

Coindt B lanét "con” - _|_Coi ndt A lanét gbc

o A .
Thiét 1ap két ndi >|
Hinh 4.3 Thiét Idp két néi gisza CH va nét thanh vién
Néu tit ca cac ndt déu & trong pham vi phu song cta ndt gde thi kién trac mang 1a
kién trGic hinh sao, tit ca cac ndt thanh vién sé& lién lac truc tiép véi nét gbc qua mot
budc truyén (onehop). Mot nhanh cé thé phat trién thanh ciu tric mang lién lac qua

nhiéu budc truyén (multihop).

NOT A NOTB NOTC
(CH) (nét thanh vién) (nét thanh vién)
HELLO MESSAGE
¢ |HELLO MESSAGE
»
Yéu chu két n6i(REQ)
Yéu cin NID(nodeID)
Pép iing NID(nodeID) o
P |Dap ing két nbi(RES)
ACK
‘ &
ACK
‘ - -
C70i nét Cla"con" —=— g(;;]?l(;o,,l:;?:,, npem ==Coi nét B 1a nét gbc
cianit B
e e e S
Hinh thanh két néi

Hinh 4.4 Qua trinh hinh thanh nhanh nhiéu bdc
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T4t nhién ndt gdc chi c6 thé quan 1y dugc mot sd hiru han cac ndt, va cac nhanh
cia mang ciing chi c6 thé vuon t6i nhitng khoang cach han ché... chinh vi thé ma co
lac nét mang ciing can phai tir chbi két néi ctia nhitng ndt méi. Viée tir chdi nay duoc
thuc hién nhé vao viée chi dinh méot ID dic biét cho ndt nay. Bang danh sach cac ndt
lan can va tuyén duong ludén ludn duoc cdp nhat moi thong qua géi tin
HELLO MESSAGE. Trong mét thoi gian nhat dinh, néu vi mét 1y do ndo d6 ma mot

ndt khong dugc cap nhat cac thong tin trén thi né s€ bi loai bo.

Tét nhién trong mot mang co tinh chét tu do, tu to chtrc nhu loai mang nay thi
khong thé tranh khéi viéc mot ndt mang thudc nhanh nay lai nhan dugc gbi tin
HELLO MESSAGE ctia nhanh khac. Vay trong truong hop nay ndt mang ndy sé& tu
dong thém dia chi ID ctia nhanh méi nay (CID) vao danh sach cac ndt 1an can va giri
no6 toi ndt goc (CH) thong qua gbi tin bao cio tinh trang dudng truyén, dé tir d6 ndt

gbc (CH) c6 thé biét duoc nhanh mang nao tranh chap dé xur 1y.

Ban tin bao céo tinh trang két ndi ciling chtra danh sach ID nét 1an cén cua ndt
do, diéu nay gitp cho nét géc biét duoc tron ven céu trac mang dé c6 thé dua ra cau
trac toi uu. Khi cdu tric mang can thay doi, not géc (CH) s& phat di ban tin cap nhat
t6i cac ndt thanh vién. Nbt thanh vién ndo nhén duoc ban tin cap nhat nay lap tuc thay
do6i cac thong tin vé ndt gbc nhu trong ban tin nay, dong thoi cling tiép tuc gui dén cac

nét & cp thap hon trong nhanh cay tai thoi diém do.

Khi mot nét thanh vién c6 van dé, khong thé két néi duoc thi ndt goc phai dinh
dang lai tuyén duong. Thong qua ban tin bdo cdo tinh trang dudng truyén duge giri
theo chu ky thi ndt gbc co thé biét duge van dé ctia nét mang d6. Nhung khi nét gdc
gip phai van dé trong lién lac thi viéc phat ban tin HELLO MESSAGE theo chu ky s&
bi gian doan, khi d6 cac nt thanh vién s& mat di ndt gdc, va nhanh d6 sé phai tu dinh

dang lai tir dau theo cach twong tu nhu qua trinh dinh dang nhanh cay

4.2.2 Thuat toan hinh cay da nhanh.

Pé tao dinh dang 1én loai mang nay thi can phai st dung thiét bi gbc (DD). Thiét
bi nay co trach nhiém gan dia chi ID nhom (dia chi nay 1a duy nhat) cho cac ndt
gbc(CH). Pia chi ID nhém nay két hop véi dia chi ID ndt (1a dia chi NID ma nét goc
gan cho cac ndt thanh vién trong nhanh ctia minh) tao ra dia chi logic va duoc sir dung

trong cac goi tin tim duong. Mot vai trd quan trong nira ciia thiét bi gbc DD 1a tinh
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toan quang duong ngin nhit tir nhdnh mang téi DD va thong béo nd t6i tat ca cac ndt

mang.

DD CH

HELLO_ MESSAGE

> N6t trung gian
Yéu cau két nbi

Dap ting két néi

ACK

<

Yéu ciu CID

<
Pap ung CID

HELLO_MESAGE

Hinh 4.5 Gan dia chi nhom truc tiép

Khi thiét bi géc DD tham gia vao mang, n6 s€ hoat dong nhu mdot nt géc cua
nhanh s6 0 (CID 0) va bat dau phat quang b4 HELLO MESSAGE t6i cac ndt 1an can.
Néu mot nét gée (CH) nhan duge ban tin ndy, né sé giri ban tin yéu cau két ndi tGi DD
dé tham gia vao CID 0, sau d6 nét gbc nay s& yéu cau DD gan cho né mét ID nhanh
(CID). Nhu vay thi n6t goc nay c6 hai dia chi logic, mot 1a thanh vién caa CID 0, thir
hai 1a dia chi cua ndt géc. Khi nét géc tao ra mot nhanh méi, (mot CID méi), nd s€
thong bao dén cac ndt thanh vién ctia n bang ban tin HELLO MESSAGE.
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DD Nt trung gian CH

HELLO_MESAGE
[Thong hao danh sach
dinh kém CID 0
—

Yéu cAu két néi
mang Nhanh 6 0

Yéu ciu két néi
Dap tng két ndi

ACK
-

Yéu ciu CID
Pap @ng CID
Dap ing két néi B
mang

HELLO_MESSAGE

HELLO_MESSAGE
«—

Hinh 4.6 Gdn dia chi nhdm qua nét trung gian

Khi moét thanh vién nhan dggc ban tin HELLO MESSAGE tu thiét bi DD, no
s& thém dia chi ID cta CID 0 vao danh sach thanh vién roi thong bao cho ndt gbe. Nbt
gbc dugc thong bao nay s& chon ndt thanh vién nay nhu 1a mot ndt trung gian gitta nd
v6i nbt gbe cia nod, roi giri ban tin yéu cau két ndi mang t6i cac ndt thanh vién dé thiét
1ap két ndi véi thiét bi DD. Nét trung gian nay yéu cau mot két ndi va tham gia vao
thanh vién ctia nhom s6 0. Sau d6 nd s& giri ban tin yéu cau CID t6i thiét bj DD. Pén
khi nhan dugc dap tmg CID, nt trung gian ndy giri ban tin dap tmg lién két mang nay
t6i ndt CH, ban tin nay chtra cac thong tin vé dia chi ID nhdnh mdi cho nét gbc CH.
Sau khi ndt gbc c¢6 duoc CID méi, thi cach thanh vién trong nhanh cta ndt gc ciling sé
nhén duoc thong qua HELLO MESSAGE
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DD CH 1 CH2
(CID agsigned)

HELLO_MESSAGE

>

Yéu cau két noi

Pap itng két nbi

ACK
Yéu cdu CID
e
Piép ting CID
-
HELLO MESSAGE
Hinh 4.7 Gan dia chi nhém qua nbt géc
DD CH | ot trung gian CH 2

(CID dwoc DD gan)
HELLO_MESSAGE

Théng hao danh
sach kem CID
Yéu ciu két
: noi mang
Yéu ciu két néi

Dap @ng két néi B

ACK
<+«
4 |VéuchucspCID |

Pap wng CID

>

Pap ing két
noi mang
HELLO_MESSAGE
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HELLO_MESSAGE

Hinh 4.8 Gan dia chi nhdm qua nét gbc va nét trung gian



54

Trong mang nay thi viéc tu t6 chirc mang 1a mot tinh chat kha manh mé&, va mém
déo. Ct nhanh mang lién trudc s& c6 nhiém vu gan CID cho nhanh mang sau. Qua
trinh nay dugc mo ta rd nét hon ¢ hinh 4.5,4.6,4.7,4.8.

Moi mgt not thanh vién cta nhanh phai ghi lai thong tin vé nhanh goc va cac
nhanh con cua no, hoac ca ID cua ndt trung gian néu cd. Thiét bi gdoc phai co trach

nhiém luu gilt toan bo thong tin veé cau trac cay mang cua cac nhanh.

Ciing gidng nhu cac nét thanh vién cua nhanh thi cac ndt gdc CH ciing 1a thanh
vién ctia thiét bi gbc va nhu vay chiing ciing phai cé trach nhiém thong bao tinh trang
duong truyén dén DD. Dé thyc hién thi ndt gdc phai gui dinh ky ban tin thong bao
tinh trang dudng truyén trong mang toi DD, ban tin nay chtra danh sach CID lan cén.
DD sau khi xir 1y thong tin s& tinh toan, chon luya ra duong truyén t6i wu nhat roi thong

bao dinh ky td1 cac nhanh ctia né thong qua ban tin cap nhat.

Nhu trén ta ¢ thé thdy vai trd cta thiét bi gdc nay 14 rat quan trong, chinh vi
thé ludn can c6 nhiing thiét bi gbc du phong (BDD) san sang thay thé thiét bi chinh
khi gip su cb.

Hinh 4.9 mé ta viéc lién lac trong nhanh. Cac ndt trung gian vira lién két cac
nhanh mang, vira chuyén tiép cac goi tin gitta cdc nhanh mang. Khi ndt trung gian
nhan dugc mot goi tin, nd s& kiém tra dia chi dich cua g6i tin do, sau do s¢€ chuyén toi
dia chi dich cta n6 néu dia chi dich nim trong nhanh nay hoic 13 chuyén tiép toi nét

trung gian tiép theo ctia nhanh lién ké néu dia chi dich khong nam trong nhanh ciia né.
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Hinh 4.9 Mang ciy da nhanh va cac nét trung gian
Chi duy nhét thiét bi gbc méi co thé guri ban tin t6i tat ca cac ndt trong mang, ban
tin ndy duoc chuyén doc theo tuyén duong ctia cic nhanh. Cac ndt trung gian thi

chuyén tiép cac goi tin quang ba tir nhanh gbc dén cac nhanh con.
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4.3 Gi&i thiéu vé chwong trinh mé phéng OPNET
OPNET la chuong trinh mé phong mang WSN t6t va ké tir phién ban 14.5 tro di
thi OPNET c6 hd tro thu vien ZigBee.

Ké tir phién ban 14.5 trg di, OPNET c6 sin thu vién cho giao tiép mang Zigbee
(phién ban trudc d6 khong cé thu vién nay). Thu vién nay viét cho 4 16p, gdm 16p vt
ly — physical, 16p diéu khién truy cap kénh truyén — medium access control, 16p mang
— network, va 16p ing dung — application.

Pic tinh cta thu vién nay bao gom liét ké tir tai liéu cia OPNET

Application Javer feanwes

+Generating and recening application traffic
Instiatng network discovery and network join
*Faikng and recovenng ZigBee devices

Network laver featres
*Establishing a network

«Joming a network and permitting network jotns
+Assigning an address
+Maintaining a neighbor table
*Mesh Routmg Process
*Network Broadeast

«Tree routmg process
«Transumttmg and recening data
«Mobairy

*Beacon scheduling

Hé o

MAC laver featares
+Channel Scamning
+CSMA CA (Contention-based operation mods)
«Multicast waffse
oIndirect transmission
*Secunity
Chrahotrg  *Slotted mode
+Contention-free operation mode
*Support for other applcation models (such as HTTP, e-mad, and other standard
network appheations, custom apphcanons, ACE and ACE Whteboard applhcations)

Bang 4.1 Céac thudc tinh cta thu vién Zigbee cia OPNET.
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Hinh 4.10 M6 phong Zigbee vdi thu vién tir OPNET.

RAt dang tiéc 1a thu vién chi hd trg ché d6 hoat dong non — beacon — enable, c6
nghia 1 cic diém nat chi c6 thé truyén theo kiéu unslot — CSMA/CA. Tuy nhién

chwong trinh nay cung cip cai nhin t6t vé co ché vach dudng di (routing) ctia Zigbee.



58

Amange by: I Pupose — Description of selected action:
- Analysis
. connectivity_analyzer
link:_price_analyzer
; }ﬁ run_flow_anatysis
- run_pstn_flow_analysis
= run_pstn_flow_analysis_for_flow
el run_pstn_flow_analysis_for_trur
Batch Run
Link Dimensioning
Link Pricing
Object Selection
Project Pricing
Protocol Corfiguration
Queue Sizing
Routing Table Calculator
Switch Pricing
Topology Design
.4 dual_tree
I_: ning_backbone
I_: spanning_free
Topaology Improvemert
4 remove_links
Traffic Enginesring

Options
[~ Send reports to the Report Server fhost not specified)

| Report name as it will appear on the Report Server: I:project.‘--:scenariw

Target Scenario: | MNew for modifiers) iun Close | Save | Save As... Set as Quick Action

Hinh 4.11 M6 ta giao thurc trong Zigbee.
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File Edit View 3Scenarios Topology Traffic  Services Protocols NetDoctor  Flow Anah
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Hinh 4.12 M6 phong Zigbee véi thur vién tir OPNET.

RAt dang tiéc 1a thu vién chi hd trg ché d6 hoat dong non — beacon — enable, co
nghia 14 cac diém nut chi ¢ thé truyén theo kiéu unslot — CSMA/CA. Tuy nhién

chwong trinh nay cung cip cai nhin t6t vé co ché vach dudng di (routing) ctia Zigbee.



60

= [ ]

-
Object Palette Tree: projectl-scenaricl,. = = & "B B
EI Search by name: ||
Drag model or subnet icon into workspace
EI.:‘;_,[ SMART_MAC ;I
III._;}[ starburst_palette
EI.;;.[ token_ring
w-al UMTS
-5 UMTS_advanced
E"G.‘[ utiities zighee_coordinator
Bl VLANs
EI.:‘;_I Voice_Signaling
EI.:;_.[ wiman_adv
E._;}[ wireless_lan
EI.:;_.[ wireless_|an_adv Q
31 s
E‘ 1 xDSL toolkit Logical Subnet
EI--E zighee Default
E<5 Mode Models Q
-
E zigbee_coordinator Mobile Mode Satelite Subnet
E zigbee_end_device  Fixed MNode
-B zighbee_end_device  Mobile Mode Q
ﬁ zighee_router Fixed Mode Mahile Subnet
% zighee_router Mobile I Shared Object Palettes
Q zighee_station_adwv Fooed Mg ZingE Default Q
ﬁ zighee_station_adwv Mobile H Node Models hd
<] Zigbee_router Fixed Node |- Subnet
ghee_router Fixed Mode
[~ Create right-angled
Model Details | Create Custom Model... Close | Hep |

Hinh 4.13 Mo ta ntit mang dinh tuyén cua ZigBee trong OPNET.
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Két luan
Sau thoi gian 1am do 4n tét nghiép dudi sy huéng dan tan tinh cua thay gido
Th.s Nguyén Trong Thé, dén nay em di hoan thanh do 4n ctia minh. D 4n tim hiéu
chung vé mang may tinh, mang cam nhan khong didy WSN, tim hiéu chuén IEEE
802.15.4/ZigBee, tim hiéu thuit toan dinh tuyén AODV. Budc dau em da cai dit thanh
cong chuong trinh mo phéong OPNET.

Mang cam nhan khong diy gdm s luong 16n céc thiét bi c6 kha ning cam nhan va
truyén thong khong ddy. Thong thudng cic nit mang ndy han ché vé tai nguyén phan
ctng nhu kha ning xir 1i thip, giai thong bé, tin hiéu yéu va hoat dong dudi tan sd chia
sé. Viéc xac dinh chuan 802.15.4 c¢6 y nghia quan trong trong viéc xac dinh khong
gian ung dung, thiét ké mang cam nhan khong day. Thong qua d6 tmg dung cu thé

trong y té cho mang cam nhan khong day.

Cudi cing em xin chan thanh cam on thay giao Th.S Nguyén Trong Thé, nguoi di

tan tinh huéng dan va gitip d& em trong ca qua trinh lam dd an.

Em xin chan thanh cam on !
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