MUC LUC

1LY L Ol 15 @SN 1
| 10 ) (07N (0 ). PN 5
DANH MUC HINH VE .....coooiiiiiiiieeeeeeeee ettt 6
BANG CHU VIET TAT ..ottt snssses st saneanenes 7
1LY (0 57N 615U 8
Chuong 1. CHU KY BOI .........ooooiiiieeieeeeeeeeee e ereses s eansanenes 9
1.1. MOT SO KHAI NIEM TRONG SO HOC VA DAL SO......coovvevvieirierien, 9
1.1.1. Mot s6 khai niém trong SO HOC 1ttt 9
1.1.1.1. Ubc chung 16m nhdt, boi chung nho RAGL.............oovovevvereeeeseernnenn. 9

1.1.1.2. QUan hé “DONG AU .....eoveeeveeeeeeeeseeeeeeee e 11

1.1.1.3. 86 NGUYBH 10 ..o ers et 12

1.1.2. Mot 56 khai niém trong dai S6........ooveeveeereeeeiesieseesse e 13
1.1.2.1. CAU FUC TAOML ... 13

1.1.2.2. NROM CYCHIC ...cviiiiiiecce e 13

1.1.2.3. NhOm (Z,,", phép NhAN MO N ..., 14

1.2. MOT SO KHAI NIEM VE MAT MA ...oooovoioieeeeeeeeeeeeeeeeeeeeeee e, 16
1.2.1. Khai ni€m mMAt MA ....cceeiiiiiiiiiiiiiiiiecece e e e e e e e e e snnnnrees 16
1.2.2. Khai niém ma hoa (Encryption) ..........cceeveviiiiiiiiiiiciiicneeee e 16
1.2.2.1. HE Mm@ hoa khoa @01 XUNG .....vevveeeeeeeeeeeeeeeeeeressesen e sesnnnennens 17

1.2.2.2. HE md héa kh6a bt @0i XU ..........ccoveeeeeeeesereeeeereeeeeeeeer e, 18

1.2.3. Khai niém ky s6 (Digital SigNature)..........occvvvvvervrrsreresrseenssnsnensnens 19
1.2.4. MOt 56 1021 ChIE K SO v.vvvvvveeeceeeeseeeeseee e 20
1.2.4.1. CRIEKY RSA .ottt 20

1.2.4.2. Chiz Ky EIgamal............cocoiieiiiiiiiiec e 21

1.2.4.3. CRIEKY DSS ..ottt nens s 22



1.3. KHAI NIEM VE CHU KY BOT ...ooviiiieeeeeee ettt eeeeren e 23

13,1 DEE VAN Gttt ettt ettt e e ee e enenenen. 23
1.3.2. Bai toan Logarit TO1 TAC ....cveevviiiiiiiiiiiec e 24
1.3.3. Luoc d6 chir ky boi dua trén bai todn Logarit 101 1ac ....oevvvvveeiveeeinnen, 24
1.3.3. 1. GEOT BRIGU. ..ot 24
1.3.3.2. Thudt todn hinh thanh va kiém tra chit ky Boi .........cocoveveeveereene. 25



Chuong 2. GIAO DICH HANH CHINH PIEN TU ......co.coooooviiieeieeere 28

2.1. KHAI NIEM CHINH PHU DIEN TU ...oovivoiieeeeeeeeeeeeetee e, 28
2.1 1. GEOT thiBU ..ttt 28
2.1.2. Cac dinh nghia V8 CPDT ....ovviveceeieeeeee et 29

2.1.2.1. CACH 6D CAN L. 29
2.1.2.2. CACH HIED CAN 2. 29
2.1.2.3. CACH tIED CAM 3o 30
2.0.2.8. CACH HIEP CAN Arvvveeeeeseeeeeeeeeeeeeee e, 30

2.2. KHAI NIEM GIAO DICH HANH CHINH DIEN TU ...c.ovieeeeeeeeeeenn. 31
2.2.1. G2C (Government t0 CitIZEN) ....ceeecveeiiiecee e 31
2.2.2. G2E (Government to EMPIOYER).......coovveiiveiiieii e 31
2.2.3. G2G (Government to GOVEINMENL) .....cceeveeiieerieesieesieesee e see e 31
2.2.4. G2B (Government t0 BUSSINESS) ...cvviveiiieiiieiiieiiiesieesie e sie e 32

2.3. UNG DUNG CHU KY BQI TRONG GIAO DICH HANH CHINH DIEN

TU ettt 33
2.3.1. Gid tri phap Iy ciia chlt ky dién tlr......cooveiiiiiiiieeee 33
2.3.2. Chir ky bdi trong giao dich hanh chinh dién tur.........cccocooeiieiienen, 34



Chwong 3. THU NGHIEM CHUONG TRINH CHU KY BOL......................... 35

3.1. CAU HINH HE THONG . .....ceeeseteeeeeeeeeteeeeeeeseeeetenes e eneseeeenen e 35
311 PhAN CUNG ..ot nens 35
3.1.2. PRAN MBI ...ttt 35

3.2. CAC THANH PHAN CUA CHUONG TRINH ......cccoovvevrrieiesesesieninene 36
3.2.1.Ta0 A2l dI€N ....cccciiiiiiiee et 36
3.2.2. TA0 CHIE K ettt 36
3.2.3. KiGM tra Chl KY v.vveveveeveicicecceeeee ettt 36

3.3. CHUONG TRINH.......cocoitiiieiiriisiesesseee s seses st senesae s ssnenes 37
3.3.1. Chirc nang tao dai di€N.......ccccuvviiiiiiiiiieiiiie e 37
3.3.2. Chlrc nang tao Chil KY......ocoeeiiiiiiieiii e 37
3.3.3. Chirc nang Kiém tra Chil KY ....coveevveeveeeresieeesseeiesessesesssseseeseessnessessenens 37

3.4. HUGNG DAN SU DUNG CHUONG TRINH ......cocovvevrrieieiressesenieninene 38
3.4.1. Huéng dan cai dit chwong trinh........o.ocoeeviceieececceeece e, 38
3.4.2. Huéng dian chay chuong trinh...........ccococeeeveiecceeeeeecee e, 39

3.4.2.1. Huong dan chirc nang “Tao dai dién” ............cccccovviiviininiinninnnn, 39
3.4.2.2. Hudng dan chitc ndng “Tao chit k)" ....oovveeeeeeeeceeeeeeeeeeeeeenan 41
3.4.2.3. Huéng dan chirc ning “Kiém tra chit kp” ........coevoveveovereesirnenn, 45
KET LUAN .....oooiiiioeeeeeeeeve et es st ses sttt s st st nsnss s, 47
TAILIEU THAM KHAO .........oooooiiiiieeieieeeeeeeeeeeess s enes s 49



LOI CAM ON
Trude hét em xin dugc bay to sy tran trong va 10ng biét on siu sic ddi véi
théy giao hudng dan, PGS.TS. Trinh Nhat Tién, Pai hoc cong nghé, dai hoc quéc
gia Ha Noi. Trong sudt qua trinh 1am khoa luén tot nghiép ctia em, thdy da danh rat
nhiéu thoi gian qui bau ctia minh dé tan tinh chi bao, huéng dan, dinh hudng cho

em trong vi¢c nghién ctru, hoan thanh do an.

Em xin cam on thdy Luu Hong Diing, Hoc vién K¥ thuat Quan su vi di gop

y, chi dan thém cho em trong qua trinh x4y dung chuong trinh chit ky bdi.

Em xin cdm c6 giao phan bién HO Thi Huong Thom, Truong Dai Hoc Dan
Lap Hai Phong vi dd cho em nhirng ¥ kién dong gdp vo cung hitu ich va nhén ra cac

khuyét diém can stra chira cua do an.

Em ciing xin chan thanh cam on cac thay gido, cd gido cia Khoa Cong Nghé
Thoéng Tin, Truong Pai Hoc Dan Lap Hai Phong da day bao, huéng dan, trang bi
cho em nhiing kién thirc quy bau, hitu ich dé em c6 thé hoan thanh tot bao cao tot

nghiép nay.



DANH MUC HINH VE

Hinh 3.1 Giao dién chuong trinh. .........cccociiiiiiiiiiiii e 36
Hinh 3.1 Giao dién bét dau qua trinh cai dAt. ....o.co.ovvveeieeeeeeeeeee s 38
HiNA 3.2 ThiSt 14D CAL QA c..veveeeceeeeeeeeee et 38
Hinh 3.4 Cai dat thanh CONE........ccviiiiiiiiiii e 39
Hinh 3.5 Giao dién chirc nang “Tao dai di€n”.........cccccveiiiiiiiiiin e 39
Hinh 3.6 Chon vi trf File cAn tao dai difN .......ovoveeeeeeeeeeeeeeeeeeeteeeseeeeeeeeeeeeee e 40
Hinh 3.7 Tao dai di€n thanh CONG. ........ccccouviiiiiiiiiiii e 40
Hinh 3.8 Gi1ao di€n thé “NROM™.........ccoiiiiiiiiie e 41
Hinh 3.9 Tham S8 hop 18. ...ttt 41
Hinh 3.10 Giao dién thé “Canhan”. ........cccccceeiiiiiiiiiiiieee e 42
Hinh 3.11 “Khoéa cd nhan” hop I€. .....ccoeiiiiiiiiiiciec e 42
Hinh 3.12 Tinh khoa cong khai va tham SO I .....c..ceveereercieeseceesee e 43
Hinh 3.13 Nhép khéa cong khai va tham SO T........ceveeevevecieericeeseeeeesesessesesesseneas 43
Hinh 3.14 Chon file CAN KY S.....vuevievieeercreeeiieesscsesesesessessses s seses s sessenss s 44
Hinh 3.15 Ky thanh CONG. .....ccoveiiiicieece e 44
Hinh 3.16 Giao dién chirc ning “kiém tra chit KY”......coeevevveeverrerereesreseseesesserienenes 45
Hinh 3.17 Chil K SA1. .eoiviiiiieiieeiiie ittt st 45
Hinh 3.18 Chit ky chinh X4C. .....ccooiiiiiiii 46



BANG CHU VIET TAT
UCLN: Uéc chung 16n nhét.

BCNN: Boi chung nho nhét.

CPDT: Chinh phu dién tu.

CNTT: Cong ngh¢ thong tin.

CNTT-TT: Cong nghé thong tin — Truyén thong.
G2C: Government to Citizen.

G2E: Government to Employee.

G2G: Government to Government.

G2B: Government to Bussiness.



MO DAU
Trong xu hudng phat trién cua khoa hoc cong nghé ngiy nay, cong nghé
thong tin di ngay cang phd bién va dugc 4p dung trong moi linh vuc doi song.
Viéc phat trién ngdy mot manh mé va cip thiét cua hé thong chinh phu dién tir da

ndy sinh cac nhu cau lién quan t61 giao dich hanh chinh dién tu.

Nim duge tam quan trong va tinh tit yéu cta giao dich hanh chinh dién ti,
van dé xac minh, chtng thue cac vin ban trong cac giao dich dién tir, nham dap Gmg
cac yéu cau vé: tinh x4c thuc, tinh toan ven va tinh chéng chdi bo trach nhiém ciing
doi hoi ngay cang cao. Chir ky dién tir 1a mot trong nhitng cach thirc dé giai quyét
van dé do.

Do an s& di sau vé chir ky boi va ing dung ciia n6 trong giao dich hanh chinh
dién tir. Sau d6 xay dung, thir nghiém mot chuong trinh chit ky boi dé tién hanh ky

s0, kiém tra chir ky trén tai li¢u dién tu.



Chuwong 1. CHU KY BOI

1.1. MOT SO KHAI NIEM TRONG SO HQC VA PAI SO
1.1.1. Mt s6 khai niém trong so hoc

1.1.1.1. Uéc chung Ion nhét, bdi chung nhé nhit

1/. Khai niém wée sé va boi sb

Cho hai s6 nguyén a va b, b # 0. Néu c6 mét sé nguyén q sao cho a=b*q, thi

ta no rang a chia hét cho b, ki hi¢u b\a. Ta ndi b 1a udc cua a, va a 1a bdi cta b.
Vi du:

+ Choa=12,b=3,taco 12 = 3*4, ky hi¢u 2\12. o) day 12 1a boi cia 3 va 3 1a uéce

cua 12.

Cho cac sd nguyén a, b # 0, ton tai cip sd nguyén (q, 1) (0 <r < |b|) duy nhat
sao cho a = b*q + r. Khi d6 q goi 1a thuong nguyén, r goi 13 s6 du cta phép chia a
cho b. Néu r = 0 thi ta c6 phép chia hét.

Vi du:
+Choa=9,b=2,tacé 12=2%4+ 1. O diy thuong 1a q=4, sé du lar = 1.

2/. Khai niém wée chung 16n nhat

SO nguyén d duoc goi la wdc chung ctia CAC sO nguyén ay, ay, ..., a,, néu no la
ude cua cac s6 d6. Mot ude chung d > 0 cua cac s6 nguyén ay, ay, ..., a,, trong do
moi udc chung cua ay, ay, ..., a, déu la uwdc cua d, thi d dugc goi 1a udc chung 16n

nhét (UCLN) cua ay, ay, ..., ap.
Ky hiéu d = gcd(ay, ay, ..., a,) hay d = UCLN(ay, a,, ..., a,).

Néu gcd(ay, @y, ..., ay) = 1, thi cac sb a;, ay, ..., a, dugc goi la nguyén td cung
nhau.

Vi du:
+ Cho a=10, b =15, gcd(10,15) = 5.

+ Hai s6 7 va 9 1a nguyén té cing nhau, vi ged(7,9) = 1.



3/. Khai niém bdi chung nhé nhit

S6 nguyén m dugc goi la boi chung cua cac s6 nguyén ay, ay, ..., ap, n€u nod

l1a bdi cua tat ca cac so do.

Mot bdi chung m > 0 ctia cac sO nguyén ay, ay, ..., a,, trong d6 moi bdi chung
cua ag, ay, ..., a, déu 1a bdi cia m, thi m duoc goi 1a bdi chung nho nhat (BCNN)
cua ag, ay, ..., a.

Ky hiéu m = lecm(ay, &y, ..., a,) hay m = BCNN(ay, a,, ..., a,).

Vi du:

+ Cho a=10, b =15, Icm(10,15) = 30.

4/. Mt s6 ky hiéu

+Z,=10,1,2,...,n-1} 13 tdp cac sd nguyén khong 4m < n.

+Z, ={e € Zn, e la nguyén té cing nhau v&in}, Ttc e # 0.

Vi du:

+Z,= 10, 1,2, 3}. Khi d6 s6 phan tir ctia Z, 12 |Z4] = 4.

+Z4 ={1,3}. Khi d6 sé phin tircua Z, 1a|Z,s | = 2.

5/. Tinh chat

+d = gcd(ay, ay, ..., a,) khi va chi khi ton tai cac sb x4, Xo, ..., X, Sa0 cho:
d=a;X; + aXy + ... +apX,.

bac biét: a ay, a,, ..., a, nguyén tb cung nhau & tdn tai cac sb Xy, Xo, ..., Xp,
sao cho: 1 = a;x; + aXy + ... + agXp.

+d=gcd(ay, a, ..., ap) © gecd(a/d, a,)/d, ..., a)/d) = 1.
+m=lcm(ay, a,, ..., a,) © gcd(m/a;, m/a,, ..., m/a,) = 1.

+ gcd(m*ag, m*a,, ..., m*a,) =m * gcd(ay, ay, ..., a,) (véi m# 0).
+ Néu ged(a,b) = 1 thi lem(a,b) = a*b.

+Néu b >0, a=bq + r thi gcd(a,b) = ged(b,r).
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1.1.1.2. Quan hé “Péng du”
1/. Khai niém

Cho céc sb nguyén a, b, m (m > 0), khi d6 a duoc goi 1a ddng du véi b theo
modulo m, néu chia a va b cho m ¢é cling mét s6 du. S6 nguyén m duoc goi 1a

modulo cua dong du.

Ky hiéu: a = b (mod m).
Vidu: 9=7 (mod 2) vi9mod 2 =7 mod 2 = 1.
2/.Tinh chit ciia dong du

Cho a, a;, b, by, ¢ € Z. Ta ¢6 céc tinh chit sau:
+a=b mod m chi néu a va b c¢6 ciing s6 du khi chia cho m.
+ Tinh phan xa: a=a mod m.
+ Tinh ddi xting: Néu a = b mod m thi b =a mod m.
+ Tinh bac cau: Néu a =b mod m va b = ¢ mod m thi a= ¢ mod m.
+ (a+b) mod m=[(a mod m) + (b mod m)] mod m.
+ (a-b) mod m=[(a mod m) - (b mod m)] mod m.

+Néua=a; modm,b=b; mod mthia+b=a; +b; mod mvaab = a;b; mod m.

11



1.1.1.3. 86 nguyén té
1/. Khai niém
S6 nguyén t6 1a sé ty nhién 16n hon 1 va chi ¢ hai u6c 1 1 va chinh né.
Vi du: 2,3,5,7,11,13,17 1 s6 nguyén td.
S6 2 1a s6 nguyén t6 chin duy nhit.
2/. Pinh ly

a) Pinh 1y vé s6 nguyén dwong 16n hon 1: Moi sb nguyén duong n > 1 déu cé thé

biéu dién dugc duy nhat dudi dang: n = P,™ * P," * P, trong d6:

kK,ni(i=1,2,...,k)lacac s6 tu nhién, P; 1a cac sd nguyén td, tung d61 mot
khac nhau.

b) Binh ly Mersenne:
Chop= 2“— 1, néu p 12 s6 nguyén t6, thi k phai 1a s6 nguyén to.
+ Chung minh:

Bang phan chiing, gia sir k khong 13 s6 nguyén t6. Khi d6 k = a*b v6i 1 < a,
b < k.

Nhu vay: p=2—1=2%-1=(2%" -1 = (2*- 1).E, trong d6 E 1a mot sb
nguyén (ap dung dinh thirc Niu-ton).

Diéu ndy mau thuan gia thiét p 1a nguyén t6. Vay 1a sai, hay k 1a s6 nguyén

I4
A

to.
c) Dinh 1y Euler:

Cho s6 nguyén duong n, sb luong cac sé nguyén duong bé hon n va nguyén

t6 ciing nhau véi n dugc Ky hiéu ¢(n) va goi 1a ham Euler.
Néu p 1a s6 nguyén td, thi ¢(p) =p — 1.
Dinh 1y vé& ham Euler:

+ Néu n la tich hai s6 nguyén t6 n = p*q, thi ¢(n) = d((p)* d(Q) = (p—1) * (q—1).

12



1.1.2. Mt s6 khai niém trong dai so
1.1.2.1. Cédu triic nhém
1/. Khai niém nhom

Nhom 1a moét bo (G, *), trong do G # @, * 1a phép toan hai ngdi trén G thoa

min ba tinh chit sau:
+ Phép toan c6 tinh chat két hop: (x * y) * z=x * (y * z)
+ Ton tai phan tr trung lagpe e G e *X=x*e =X, yYx € G
+ VX € G, ton tai phan tir nghichdao x> € G: x* *x =x *x"=¢
Cép cta nhom G duoc hiéu 13 s6 phan tr cia nhom, ky hiéu 13 |G|.
Nhom Abel 1a nhom (G, *), trong d6 phép toan hai ngdi * c6 tinh giao hoan.
2/. Nhém con ctia nhom (G, *)

Nhom con ciia G latap S © G, S # 0, va thoa mén cac tinh chat sau:
+ Phan tir trung 14p e cia G nam trong S.
+ S khép kin d6i voi phép tinh (*) trong, tic [ax *y € S véi moi x, y € S,
+ S khép kin d6i vai phép 14y nghich dao trong G, tic x' €S véimoix €S.
1.1.2.2. Nhém Cyclic

Nhom (G, *) dugc goi 1a nhém Cylic néu né 13 nhom duge sinh ra boi mot
trong cac phan tir ctia n6. Tl 1a ¢6 phan tr g € G ma v6i mdi a € G, déu ton tai s6
n € N dé g" = a. Khi d6 g 1a phan tir sinh hay phan tir nguyén thuy ctiia nhém G.

Cho (G, *) 1a nhom Cyclic voi phén tir sinh g va phan tir trung lap e. Néu ton
tai s6 ty nhién nho nhat n ma g" = e, thi G s& chi gdbm c6 n phan tir khac nhau: e, g,

9% °,..., g™ Khi d6 G duge goi 1a nhom Cyclic hitu han cép n.
Néu khong ton tai s6 ty nhién n dé g" = e, thi G c6 cip oo.

Phén tir a € Z, c6 cap d néu d 1a s6 nguyén duong nhé nhit sao cho a’=e,

trong d6 e 1 phan tir trung 1ap cua G.
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1.1.2.3. Nhém (Z,,", phép nhan mod n)
1/. Khai niém Tap thing du thu gon theo modulo
a) Ky hiéu Z,={0, 1, 2, ..., n-1} 1a tap cic s6 nguyén khong am < n.

Z, va phép cong (+) 1ap thanh nhém Cyclic ¢6 phan ti sinh 14 1, pt trung 1ap
e=0.

(Z,, +) duoc goi 1a nhom cong, d6 1a nhém hiru han o cép n.
b) Ky hiéu Z, = {e € Zn, e 12 nguyén t6 cung nhau véin}. Tirc 1a e phai # 0.
+ Z, duoc goi la Tap thiang du thu gon theo mod n, ¢d sb phan tir 1a ¢(n).
+ Z, v6i phép nhan mod n 1ap thanh mot nhém (nhdm nhan), pt trung lap e = 1.

Téng quat phép nhan (Z, , phép mod n) khong phai 1a nhom Cyclic. Nhdm
nhan Z," = 1a Cyclic chi khi n c6 dang: 2, 4, p* hay 2p* véi p 12 s6 nguyén t4 1€.

2/. Mt s6 két qua da dwge chitng minh

a) Pinh 1y Lagrange: Néu G 1a nhom cip n va a € G thi cip cua a 1 ude cia n.
b) Hé qua: Gia sira € Z, ¢6 cp m, thi m 1a u6c caa ¢(n).

¢) Pinh 1y: Néu p 12 s6 nguyén t6 thi Zp* la nhém Cyclic.

Néu b € Z, thi b¢™ =1 (mod n). Néu p 1a s6 nguyén té thi ¢(p) = p - 1. Do
d6 véi b € Z, (tic b nguyén t6 vai p), thi be™ =1 (mod n), hay b** =1 (mod n).

d) Cha y:

Theo dinh nghia, phén tr a € Z, c6 cip d néu d 1a s6 nguyén dwong nho nhit
sao cho a” = e trong Z,". Nhu vy trong Z, ta hiéu 1a a® = e (mod n).

Dinh ly: Nhém con ciia mdt nhém Cyclic cling 1a mot nhém Cyclic.

14



3/. Phan tir nghich dao d6i véi phép nhén
a) Pinh nghia:

Cho a € Z,. Néu ton tai b € Z, sao cho a b = 1 (mod n), ta n6i b 1a phan tir
nghich dao cua a trong Z, va ky hiéu a™. Mot phan tir c¢6 phan tir nghich déao, goi la
kha nghich.

b) Dinh ly:
UCLN(a, n) = 1 & Phén tir a € Z, ¢6 phan tr nghich dao.
Chung minh:

Néuaal=1(modn)thiaa’=1+kneaa'—kn=1— (an)=1. Néu
(an)=1tac6aa’+kn=1—aa’=1+kn,doddaa’ = 1(modn).

¢) Hé qua: Moi phén tir trong Z,” déu c6 phan tir nghich dao.
4/. Khai niém Logarit roi rac

Cho p 14 s6 nguyén td, g 1 phan tir nguyén thity cua Zy BE Zp*. “Logarit roi
rac” chinh 1a viéc giai phuong trinh x = logy B (mod p) véi an x. Hay phai tim s6 x

duy nhét sao cho: g“=p (mod p).
5/. Thang dw bac hai

Cho p 13 sb nguyén t6 1¢, x 1a s6 nguyén duong < p — 1. x dugc goi 1a “thing

du bac hai” mod p, néu phuong trinh y2 = x mod p c6 101 giai.

15



1.2. MOT SO KHAI NIEM VE MAT MA
1.2.1. Khai niém mat ma

Mat ma c6 1€ 1a k¥ thuat dugc dung lau doi nhat trong viéc dam bdo “An
toan thong tin”. K¥ thuat “mat ma” 1a cong khai cho ngudi ding. Piéu bi mat nim ¢
“khoa” mat ma.

Hién c6 nhiéu k¥ thuat mat ma khac nhau véi nhitng wu, nhugc diém riéng.
Tuy theo yéu ciu cua mdi trudng ing dung ma ta dung ky thut nay hay k¥ thuat
khac.

M4t ma c¢b dién cha yéu dung dé “che gifiu” dir li€u. V&1 mat ma hién dai,
ngoai kha nang “che gidu” dir liéu, con dung dé thuc hién: Ky s6 (ky dién tir), tao
dai dién thong di¢p, giao thirc bao toan dir li€u, giao thirc xac thuc thuc thé, giao

thire xac thuc tai liéu, ...

Theo nghia hep, mat mi chi yéu dung dé bao mat dir liéu, ngudi ta quan

niém: Mat ma 1a Khoa hoc nghién cru mat ma: Tao ma va Phan tich ma.

Phan tich ma Ia k¥ thuat, nghé thuat phan tich mat ma, kiém tra tinh bao mat

cua no hodc pha vo su bi mat cua nd. Phan tich ma con dugc goi 1a tham ma.

Theo nghia rdng, mat ma la mdt trong nhitng cong cu hi¢u qua bao ddm An

toan thong tin ndi chung: biao mat, bao toan, xac thuc, chéng chdi cii, ...
1.2.2. Khai niém ma héa (Encryption)

M3 hoa 1 qué trinh chuyén thong tin c¢6 thé doc duoc (goi 1a Ban rd) thanh

thong tin “kho” c6 thé doc dugc theo cach thong thudng (goi 1a Ban ma).
Giai ma 1a qua trinh chuyén thong tin nguoc lai: tir Ban ma thanh Ban r5.
Thuat toan ma hoa hay giai ma 13 thu tuc tinh toan dé thuc hién ma hoa hay
giai ma.

Khéa ma hoa 1a mot gié tri lam cho thuat toan ma hoa thyc hién theo cach
riéng biét va sinh ra ban rd riéng. Thong thuong khoa cang 16n thi ban ma cang an

toan. Pham vi cac gia tri co thé cua khoa duoc goi 1a khong gian khoa.

H¢ ma hoa 1a tap céc thuat toan, cac khoa nham che giéu thong tin, cling nhu
lam cho rd né.
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1.2.2.1. H¢ md héa khéa doi xirng
1/. Khai ni¢m.

Hé m3 hoa khoa ddi xtng 1a h¢ ma hoa c6 khoa lap ma va khoa giai ma la
“gidng nhau”, theo nghia biét dugc khoa nay thi “dé” tinh dwoc khoa kia. Vi vay
phai gilr bi mat ca hai khoa.

Pic biét c6 mot sd hé ma hoa co khoa lap ma va khoa gidi ma trung nhau
(ke = kd), nhu hé ma héa “dich chuyén” hay DES.

2/. Pic diém.

a). Uu diém:

+ Hé ma hoa khoa d6i ximg ma hoa va giai ma nhanh hon hé mi hoa khoa bat dbi
xung.

b). Han ché:

+ Hé ma hoa khoa ddi xtng chua that an toan véi Iy do sau:

Khoa phai dugc giit bi mat tuyét d6i vi biét duoc khoéa nay dé tinh duoc
khoéa kia va nguoc lai.

+ Van dé thoa thuan khoa va quan 1y khoa chung 1a kho khan va phire tap.

Nguoi giri va nguoi nhan phai luon thong nhat vé khéa. Viéc thay doi khoa
1a rat khé va dé bi 16. Khoa chung phai dugc giri cho nhau trén kénh an toan.
3/. Ung dung.

Hé ma hoa khoa d6i xtg thudng duoc sir dung trong méi truong ma khoa
chung co thé dé dang trao chuyén bi mat, chrfmg han trong cung mot mang noi bo.
Hé ma hoa khéa ddi xtng thuong duoc s dung dé ma hoa nhitng ban tin 16n, vi

toc do ma hoa va giai ma nhanh hon h¢ ma hoéa bat déi xung.
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1.2.2.2. H¢ ma hoa khéa bit déi xirng
1/. Khai ni¢m.

Hé ma hoa khoa bat di ximg 12 hé ma héa c6 khoa 1dp ma va giai ma khac
nhau (ke # kd), biét dugc khoa nay ciing khé tinh duoc khéa kia. Hé md nay con
dugc got la hé ma hoa khoa cong khai.

Khoa 12p ma cho cong khai, goi la khoa cong khai. Khoa giai ma gitr bi mat,
goi la khoa bi mat.

2/. Pic diém.

a). Uu diém:

+ Thuat toan viét mot 1an, cong khai cho nhiéu lan ding, nhiéu nguoi dung, ho chi
can gitr bi mat khoa riéng ctia minh.

+ Khi biét cac tham sb ban dau ctia hé ma hoa, viée tinh ra cap khoa cong khai va
bi mat phai 1a “dé”.

+ Kha nang 10 khoa bi mat kho hon vi chi c6 mdt nguoi giir.

+ Néu tham ma biét khoa cong khai va ban ma C, thi viéc tim ra ban 15 P 1a
mot bai toan “khé”, s6 phép thir 1a v6 cung 16n, khong kha thi.

b). Han ché: M4 hoa va giai ma chdm hon hé ma hoa khoa d6i xtng.

3/. Ung dung:

Hé mi hoa khéa cong khai duoc sir dung chu yéu trén mang coéng khai nhu
internet, khi ma viéc trao chuyén khoéa bi mat tuong ddi kho khan. Pic trung ndi bat
ctia hé mi hoa khoa cong khai 1a ca khoa cong khai va ban ma C déu co6 thé gui di
trén mot kénh thong tin khong an toan.

4/. Vi du:
Ma héa RSA, Elgamal.
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1.2.3. Khai niém ky so (Digital Signature)

“Chir ky s6” dung dé chung thuc “tai liéu s6”. Nguoi ta tao ra “chir ky s6”
trén “tai liéu sb6” giéng nhu tao ra “ban ma” cua tai liéu véi “khda 1ap ma”. Nhu
vay, ky s6 trén tai lidu s6 1a “ky” trén timg bit dir liéu. Ké gian kho c6 thé gia mao
“chit ky s6” néu khong biét “khéa 1ap ma”. Thyuc chét, ky sb trén “tai liéu s6” 1a
“ma hoa” tai lidu s6. Ban mi chinh 1a “chir ky $6” hay “chir ky dién tir* (Digital
Signature). Xac nhan “chir ky” 1a kiém tra viéc ma hoa trén c¢6 dung khong. Nhu
vay khi giri mot tai lidu s6 c6 chit ky trén d6, nguoi ta phai gui ca hai file: mot file
tai liéu va mot file chir ky. Nho d6 moi kiém tra duoc c¢6 dung chit ky do ky trén tai
lidu di kém hay khong. Dé kiém tra mot chit ky s6 thudc vé mot tai lidu sb, nguoi ta

gidi ma chit ky s6 bang khoa gidi ma va so sanh véi tai liéu goc.

Chir ky s6 c6 thé ky vao tai lidu tir rit xa trén mang cong khai, ¢ thé ky
bﬁng thiét bi cAm tay tai khép moi noi, mién 1a két ndi duoc mang. Ky s6 dugc thuc
hién trén tirng bit tai liéu, nén d6 dai cua chit ky so it nhat ciing bang d6 dai cua tai
liéu. Do do6, thay vi ky trén tai lidu dai, nguoi ta thuong dung “ham bam” dé tao

“dai dién” cho tai li¢u, sau d6 mdi “ky $6” 1én “dai dién nay”.
So do chit ky s6 1a bo nam (P, A, K, S, V), trong do:

+ P 1a tap hiru han cac van ban cé thé.

+ A 1a tap hitu han céac chir ky co thé.

+ K 1a tap hitu han cac khoa c6 thé.

+ S 1a tap céac thuat toan ky.

+ V 1a tap céc thuat toan kiém thur.
Vi khoa k € K:

Co thuat toan ky sigy € S, sigy: P = A.

C6 thuat toan kiém tra chir ky very €V, ver,: P x A — {dlng, sai}.

Thoa ma diéu kién sau voi moi x € P,y € A:

biing, néuy = Sigy, (x)

Ver(X,y) = L .
% Y) { Sai, néuy # Sig,(x)
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1.2.4. Mot s6 loai chir ky s6
1.2.4.1. Ché¢ ky RSA
+ Sinh khoa:
Chon p, q 14 s6 nguyén t6 16n.
Tinhn=p*q.
Tinh ¢(n)= (p - 1)(q - ).
PitP=C=2Z,
Chon khoa cong khai b < ¢(n) va nguyén té cting nhau véi ¢(n).
Khéa bi mat a 1a nghich dao cua b theo modulo ¢(n): a=b™* (mod ¢(n)).
{n, b} cong khai, {a, p, q} bi mat.
+ Ky 56 :
Chikytrénx e Play € A:
y = Sigk(X) = x* mod n.
+ Kiém tra chir ky.

Very(x,y) = true  x = y® mod n.

20



1.2.4.2. Chir ky Elgamal
+ Sinh khoa:
Chon p 13 sb nguyén t sao cho bai toan logarit roi rac trén Z, 1a kho giai.
Chon phan tir nguyén thuy g € Zp*.
Chon khoa bi mata € Z,, .
DitP=27,,A=2Z, x Z,..
Khda cong khai h = g* mod p.
Tap khoa K = {(p, g, a, h): h = g* mod p}
Cac gia tri {p, g, h} cong khai, a phai gilr bi mat.
+ K3 56:
Duing 2 khéa ky: khoa a va chon khoa ngau nhién bi mat r € Zp_l*.
Chitky trénx € Play = Sigx (X, 1) = (Y1, ¥2), Y € A.
Trong 46 y1EZ,, Y2 € Zp1:
yi1=g" modp
Y2 = (x—a* y2)*r* mod (p-1)
+ Xac minh chir ky

Ver(X, Y1, Y2) = ding & h¥1* y,¥2=g* mod p
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1.2.4.3. Chi# ky DSS

+ Sinh khoa:
Chon p 13 sb nguyén t sao cho bai toan logarit roi rac trén Z, 1a kho giai.
Chon q 1a wdc nguyéntdciap - 1. Taclap-1=t*qhayp=t*q+ 1.
Chong € Zp* 1a can bac q caa 1 mod p. (g 1 phan tir sinh cua Zp*).
Tinh b = g/, chon khoa bi mata € Z,, .
Tinh khda cong khai h = b® mod p.
Céc tham sd p, q, b, h 1a cong khai, a 1a tham s6 bi mat.
+ Ky $0:
Dung 2 khoa ky: a va khoa ngau nhién bi matr € Z, .
Chit ky trén x € Zp* 1a Sigk (X, 1) = (Y1, Y2) trong do:
y1= (b" mod p) mod g.
Y, = ((x+a*y;)*r'modq.
+ Xac minh chir ky
Ver(x, y1, Y») = dung < (b * h** mod p) mod q = y; véi:
el=x*y,  mod q.

e2=y;*y, ' mod q.
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1.3. KHAI NIEM VE CHU KY BOI
1.3.1. Pit van dé

Chir ky sé (Digital Signature) duoc st dung dé chimg thuc cac vin ban trong
cac giao dich dién tir, nhdm dép ng cic yéu cau vé: tinh xac thyc, tinh toan ven va

tinh chdng chdi bo trach nhiém.

Chit ky s6 dugc phan thanh hai 16p: chit ky don (Single Digital Signature) va
chit ky boi hay chir ky tap thé (Digital Multi-Signature). Chit ky don duoc st dung
trong truong hop chi mdt nguoi ky vao mdt van ban, con chir ky boi dugce sur dung
trong truong hop mot nhom ngudi o quan hé véi nhau cing hop tac dé ky vao mot

van ban.

Nhuoc diém cua chit ky s don 1a khi can ky tap thé (bao gdm nhém n
nguoi), thi chir ky s& dai, xem nhu, gép n 1an chir ky ciia mot ngudi. Trong thuc té,
chung ta thuong gap cac hop dong, thoa thuan... can dugce ky boi mot vai dbi tac.
Vay nén trong mot chimg muc nao ddy, chit ky boi ciing rat phd bién va quan trong

nhu chit ky s6 don.

Chir ky boi 1a phuong phép tao ra chit ky sé c¢6 do dai khong doi, khong phu
thudc vao sd lwong ngudi tham gia ky vao mot van ban, khong 1am giam do tin cay
ctia chir ky sd. Chit ky boi ciing twong tu nhu chit ky don, nhung dé phat sinh chir
Ky bdi phai c6 sy hop tac cta cac thanh vién trong nhém ky véi khoa riéng cia tirng

nguoi.

Chir ky bdi dugc chia thanh hai dang co ban theo hai phuong phap ky khac
nhau: ky dong thoi va ky tuan tu, do d6 cac lugc do chit ky boi ciing dugc chia
thanh hai dang co ban la: lugc do chit ky bdi song song va luoc do chir ky boi tudn
tw. Vi cac luge dd thude loai song song, viéc ky vao van ban cua cac thanh vién
duoc thuc hién mot cach déng tho1i, con nguoc lai trong cac lugce dd tuan tu, viée ky
vao van ban cua céc thanh vién trong nhém ky dugc thyuc hi¢n ndi tiép nhau. Trong
thuc tién, tht tu ky vao van ban cua cac thanh vién can phai dugc bao dam theo quy
dinh.
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1.3.2. Bai toan Logarit roi rac

Cho s6 nguyén t6 p, goi « e Z, la phan tir sinh (generator) va mot phan tir
BeZ,. Can x4c dinh s6 nguyén duong aeZ, sa0 cho o"=p(modp), ki hiéu
a=log, .

Trén thyuc té, bai toan Logarit ro1 rac thudc loai bai toan kho, hién nay chua
c6 thuat toan don dinh da thic dé giai no.

Vi p ¢6 tdi thiéu 300 chit s6 (hé muoi) va p — 1 ¢6 thira sé nguyén t6 di 10n,
phép toan lity thira modulo p c6 thé xem nhu 1a ham mét chiéu hay viéc giai bai

todn logarit ro1 rac trén Z*p xem nhu khong thé thuc hién duoc trén thuc té.

Loi thé cua bai toan Logarit roi rac trong xay dung hé mat 1a kho tim duogc
logarit 1di rac, song bai toan lay luy thira lai c6 thé tinh toan hiéu qua theo thuat
toan "binh phuong va nhan". N6i cach khéc, Iuy thira theo modulo p 1a ham mot

chiéu véi cac s6 nguyén t p thich hop.
1.3.3. Lwgc @6 chir ky bdi dwa trén bai toan Logarit roi rac
1.3.3.1. Gioi thi¢u
Luogc d6 da chir ky bdi ¢ diy dugc phat trién véi cac yéu cau nhu sau:

+ Chir ky bdi dugc phat sinh bdi mot nhom ngudi voi cac khda riéng cua tung thanh
vién. Khong c6 kha ning phat sinh da chit ky néu khong c6 du sé lugng cac thanh
vién.

+ Do dai cua chit ky boi 13 ¢b dinh khong phu thudc vao sé lugng nguoi ky.

+ Chir ky bdi duoc tham tra nhd khoa cong khai chung ctia ca nhom, hon nita khoa
cong khai chung duoc hinh thanh tir cac khéa cong khai cia mdi thanh vién theo

mot luat xac dinh.
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1.3.3.2. Thudt todn hinh thanh va kiém tra chiv ky bi

Gia thiét rang nhém nguodi ¢ tham quyén ky gdm n thanh vién, dé ky vao

vin ban M, qua trinh ky va xac minh dwoc tién hanh nhu sau:
1/. Céac tham sé dung chung
+p, g la 2 sbnguyén td 16n, sao cho: p=Z.q +1, Z 1a s6 nguyén.
+p, g c6 thé chon theo chuan chir ky sé DSS ctia My nhu sau:
2"t < p< 2L’ 5

N g <2V

voi: L =1024, N = 160; L = 2048, N = 224; L = 2048, N = 256; L = 3072, N = 256.

*

+ g 1a phan tir sinh c6 bac g ciia nhém Z,,

nghiala: 0<g<p,va: g*=1modp.

Céc gia tri (p, q, g) 1 cac tham s6 cong khai trong qua trinh hinh thanh va

kiém tra chit ky.
2/. Hinh thanh khoéa cong khai chung cho ¢4 nhom
+ MJi thanh vién chon ngau nhién sé nguyén: x, €[L,q—1] lam khoa bi mat va tinh

khoa cong khai tuong tng: y, = g* mod p

+ Khoa cong khai chung ciia nhom dugec tinh theo cong thie: Y = H y, mod p

i1
3/. Hinh thanh da chi ky s6
a) Phuong an thtr nhat:
+ Mdi thanh vién chon ngiu nhién s6 nguyén bi mat: k, €[1,q—1] va tinh:
r.=g" modp

+ Mot nguoi 1am dai dién cho nhom tinh gia tri cong khai:

Rzll[ri mod p

i=1

+ Nguoi dai dién cho nhém tinh phan thr nhat cta chit ky tap thé:
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E=RHmodqg

O day : H =h(M) — ban tém lugc ciia M, v6i h — ham bam duoc chon di an
toan, chang han: SHA-1, 2.

Sau do E dugc gui cho moi thanh vién trong nhom;
+ Mdi ngudi ky tinh phan thir hai cta chir ky c4 nhan theo cong thirc:

S.

— g(kieri.E)modq mod p (1)

Sau doé gui s; cho nguoi dai dién nhém. Cap gia tri (r,s,)la chit ky cd nhan
cua thanh vién thir i vao van ban M.
+ Sau khi nhén duoc tat ca cac chir ky cd nhan(r,s;), nguoi dai dién cho nhom kiém

tra su hop 1€ cua cac chit ky nay nho cong thire:

rr=y =.s,modp

va:
n '
R'=][r, modp
i=1
roi tinh:
E'=R.Hmodq.

Néu: E’ = E, ngudi dai dién nhom sé tinh thanh phan tht 2 cua da chit ky:

S = ﬁsi mod p 2

i=1

Cap gia tri (E, S) 1a da chit ky s6 ciia nhom nguoi ky trén vin ban M.

+ Nhu vay viéc hinh thanh da chit ky trong luoc do trén can 4 budc dé thyc hién.
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Tuy nhién, thay (1) vao (2) ta co:

S = g(k1+><1.E)modq.g(k2+><2.E)modq...g(k,1+-><,1.E)modq mOd p

k; modq gkzmodq gknmodq gxl.Emodq g><2.Emodq gxn.Emodq mOd p

<S=¢g
=S =(g".9"%..0").(g"%.g%..g") ™" mod p
& S =(rn.).(Y1.Y,-Y,) " mod p

< S =RY"mod p.(3)

b) Nhu vay ta sé c6 phuong an thir 2 cho viéc hinh thanh da chir ky nhu sau:

+ MOi thanh vién chon ngiu nhién sb nguyén: k, e[1,q—1] vatinh: r. = g*“ mod p

+ Mot nguoi lam dai dién cho nhom tinh gia tri cong khai: R =] ], mod p
i=1

roi tinh phan thi nhat cia da chir ky:
E =RHmodqg v6i H=h(M) la ban tom lugc cua M.
va tinh phan thi hai cta da chir ky:
S =RYF® modq
4/. Kiém tra chir Ky s6
Tacé:E'=R.H'modg, S'=RY " modq trong d6: H'=h(M).
Néu van ban M va chir ky (E, S) nhan duoc 1a dung thi: E’=Eva S’ =S
Nhu vay, viéc kiém tra duoc thuc hién qua cac budc sau:
+ Tu M tinh: H'=h(M);
+ Str dung khoa cong khai Y va tham s6 cong khai R dé tinh:
E'=R.H'modq
S'=R.Y F modq

+S0sanh £ véi Eva S’ véi S. Néu: E' = Eva S’ = S thi chit ky 13 hop 1¢ va vin

ban Ia toan ven.
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Chuwong 2. GIAO DICH HANH CHINH PIEN TU
2.1. KHAI NIEM CHINH PHU PIEN TU
2.1.1. Giéi thiéu

Chinh phu dién tr (CPDPT) la Chinh phu trng dung Cong nghé thong tin —
truyén thong (CNTT-TT) dé cac co quan Chinh phi d6i méi to chirc, doi méi cac
quy trinh hoat dong, ting cuong ning luc ctia Chinh phi, khién Chinh pha 1am viéc
hiéu lyc, hiéu qua va minh bach hon, cung cép thong tin, dich vu tdt hon cho nguoi
dan, doanh nghiép va cac td chirc va tao diéu kién thuan lgi hon cho nguoi dan thyc
hién quyén dan chi va tham gia quan Iy Nha nude. Noi mot cach ngian gon, CPPT
la Chinh phu hoat dong hi¢u luc, hi€u qua hon, cung cép dich vu tot hon trén co sé
ung dung CNTT-TT.

CPPT la mot hé thong CNTT-TT hd tro cong tac quan 1y (diéu hanh) cia
chinh phu mot cach hiéu qua. CPPT la “nhing” toan by hoat dong quan 1y Nha
nudc vao mdi trudng thong tin dién tir, st dung Internet va cong nghé Internet dé
mo rong kha nang truy cap va cung cap cac dich vu cong ciia Chinh quyén dén cong
dan, cong chirc va doanh nghiép. Qua d6, Chinh phu c6 thé quan 1y va phuc vu
nguoi dan. Nguoi dan chap hanh quy dinh va thuc hién trach nhiém cong dan cia

minh théng qua méi truong do.
Muc tiéu cua CPDT la:
+ Thiét 1ap méi trudng kinh doanh thuan 1oi.
+ Khach hang “truc tuyén” (Online) chir khong phai “xép hang” (inline).

+ Tang cuong su di€u hanh c6 hi€u qua ctia Chinh phu vé1 sy tham gia cua cong

dong.
+ Nang cao hi¢u lyc va hi€u qua cia cac co quan Nha nudc.

+ Nang cao chat lugng cude song cho cac cong dong vung sau vung xa.
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2.1.2. Cac dinh nghia vé CPPT
C6 nhiéu cach tiép can khac nhau nén c6 nhiéu dinh nghia vé CPDT
2.1.2.1. Cich tiép cin 1

Theo dinh nghia cua Ngan hang thé gidi: CPDT 1a viéc cac co quan cia
Chinh phu str dung mét cach c6 hé théng cong nghé thong tin va vién thong dé thyuc
hién cac quan hé véi cong dan, voi doanh nghiép va cac t chire xa hoi. Nho do,
giao dich cia cac co quan Chinh phtl v6i cong din va cac td chirc s& duge cai thién,
nang cao chat luong. Loi ich thu duoc s& 1a giam thiéu tham nhiing, ting cudng tinh

cong khai, su tién loi, gop phén vao su tang trudng va giam chi phi.
2.1.2.2. Cdch tiép cin 2

CPDT la sy té1 wu hoa lién tuc viéc chuyén giao cac dich vy, sy tham gia ctia
cac thanh phan va sy quan ly cuia nha nudc boi viéc chuyén doi cac quan hé bén

trong va bén ngoai thong qua cong ngh¢, Internet va cac phuong ti¢én maoi.

Céc thanh phan bén ngoai: cac dich vu trudc tuyén (Online Services) dbi véi

cong dan hay doanh nghiép.

Céc thanh phan bén trong: cac hoat dong ciia Chinh phu tir cac cong chirc

cho t61 b may nha nudc.

CPPT la mot Chinh pht van hanh tryc tuyén (Government Online — GOL),
hay Chinh phu 24x7, tham chi 1a 24x365. Mot diém co ban cua CPDT la kha nang
sir dung cac cong nghé méi nhu ha ting co s¢ cong nghé thong tin, mang may tinh
va cao nhat 1a Internet 1am nén tang cho viéc quan Iy va van hanh ciia by may nha

nudc nham cung cap cac “dich vu” cho toan xa hoi mot cach tot nhat.

Trong x4 hoi thong tin hién nay, qua trinh hoat dong va quan 1y tir cip cao
nhat dén co s& can phai duoc dua trén cac hé thong tap hop, luu trit, xtr 1y, st dung
va khai thac thong tin c6 hiéu qua dé cai quan va diéu hanh vi mé moi hoat dong
ctia nén kinh té toan x3 hoi. Toc do phat trién manh mé& nhu vii bio cua Internet hién
nay da va dang 1a dong luc 1am thay d6i cach thirc kinh doanh va van hanh doanh
nghiép va ciing 14 nhan té tich cuc cho viéc hinh thanh va phat trién khai niém

CPDT, dé tré thanh mot hé thong “hiéu qua hon” va “phuc vu tot hon”.
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2.1.2.3. Cdch tiép cin 3
Chinh phu dién tir 1 hé thong thong tin dic biét, nhim:

+ Két ndi cac co quan cia chinh phu trong hoat dong, cung cép, chia sé thong tin va
phdi két hop cung cip gia tri tot nhat trong viéc cung tng cac dich vu cong voi chit

luong t6t nhat, phuong thirc méi nhat trén moi trudng dién tir.

+ Xay dung va hinh thanh cbng dién tr cta cac co quan hanh chinh dia phuong,
cung cap thong tin cho moi nguoi dan vé nhitng céng viée cta co quan hanh chinh,
cac quy dinh va thua tuc, dich vu ma co quan hanh chinh cung cép cho nhu cau

nguoi dan.

+ Coi “cong dan” 1a “khach hang”: thay doi cach tiép can vé quan hé giita cong dan
va Chinh phu, tor quan h¢ “xin-cho” thanh quan hé “phuc vy, cung tng dich vu”.

Khach hang la cong dan c6 nhiéu kha ning lwa chon dich vu tét nhat cho cudc song.

+ Viéc cung ung cac san pham, dich vu va tu van bang cong nghé moi di duoc
chuyén thanh cic “Trung tdm két ndi”, gitp cho moi ngudi co thé tu lya chon
phuong an, cach thirc dé giai quyét nhitng van dé cta ca nhan trong cudc song. Co
quan hanh chinh bién thanh cac Trung tdm két nbi thong tin, giup d&, huéng dan, hd

trg nguoi dan lya chon va thuc hién céc dich vy hanh chinh.
2.1.2.4. Céch tidp cin 4
CPDT c¢6 thé coi la:

+ Viéc str dung CNTT nham giai phong cac hoat dong thong tin, vuot qua cac rao

van vat 1y ciia hé théng gidy to truyén thong va cac hé théng co s khac.

+ Nham sir dung cong nghé dé ting cudng kha ning tiép can cho cong dan, doanh

nghiép, cac dbi tac va ngudi lao dong dén cac dich vu ctia Chinh phu.
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2.2. KHAI NIEM GIAO DICH HANH CHINH PIEN TU
V& tong thé c6 thé phén loai giao dich cia CPDT thanh bén loai:
+ Chinh phu véi Cong dan (G2C).
+ Chinh phu v&1 Nguoi lao dong (G2E).
+ Chinh phu véi Chinh phu (G2G).
+ Chinh phu véi Doanh nghiép (G2B).

Ngoai bdn mé hinh chi yéu trén, con cé nhiéu hinh thirc giao tiép khac trong
CPDT nhu: C2C, C2G, C2B, C2N, B2C...

2.2.1. G2C (Government to Citizen)

G2C dugc hiéu nhu kha ning giao dich va cung cip cac dich vu ctua Chinh
phu truc tiép cho cong ddng, thi du t6 chirc bau cir cta céng dan, thaim do du luan,
quan 1y quy hoach xay dung do thi, tu van, khiéu nai, giam sat va thanh toan thué,
hoa don ctia cadc nghanh vé1 nguoi thué bao, dich vu thong tin truc tiép 24x7, phuc

vu cong cdng, mdi truong gido duc.

G2C bao gdom pho bién thong tin tdi cong ching, cac dich vu cong dan co
ban nhu gia han gidy phép, cap gidy khai sinh/ khai tit/ dang ky két hon va ké khai
cac biéu mau ndp thué thu nhap ciing nhu hd tro nguoi dan ddi véi cac dich vu co
ban nhu giao duc, cham séc y té, thong tin bénh vién, thu vién va rat nhiéu dich vu
khac.

2.2.2. G2E (Government to Employee)

G2E chi cac dich vy, giao dich trong mbi quan hé gitta Chinh phu ddi vai
nguoi lam cong lao dong nhu bao hiém, dich vu viéc lam, trg cép thét nghi¢p, y té,

nha é...
2.2.3. G2G (Government to Government)

G2G duoc hiéu nhu kha nang phdi hop, chuyén giao va cung cap céac dich vu
mot cach co hidu qua giita cac cap, nganh, to chire, bd may ctia Nha nude trong viéc
diéu hanh va quan Iy Nha nudc, trong d6 chinh ban than bo may cua Chinh phu vira

dong vai tro 1a cha thé va khach thé trong mdi quan hé nay.
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2.2.4. G2B (Government to Bussiness)

G2B 1a dich vy va quan hé ctia Chinh phu d6i v6i cac doanh nghiép, cac t6
chtrc phi Chinh phi, nha san xuét nhu dich vu mua sdm, thanh tra, gidm séat doanh
nghiép (vé dong thué, tuan tha luat phap...); thong tin vé phat trién dat dai, déu
thau, xay dung; cung cp thong tin dang van ban, huéng din sir dung, quy dinh, thi
hanh chinh sach... cho cic doanh nghiép. Pay 14 thanh phin quan hé co ban trong
mo hinh Nha nudc 13 chi thé quan 1y vi mo nén kinh té, xd hoi thong qua chinh
sach, co ché va luat phap, doanh nghiép nhu 1a khach thé dai dién cho luc lugng san

xuat tryc ti€p ra cua cai vat chat cia nén kinh té.

Céc giao dich G2B bao gé)m nhiéu dich vu khac nhau duogc trao ddi gitra
Chinh phu va cong dong doanh nghiép bao gém ca viéc pho bién cac chinh sach,
bién ban ghi nhd, cac quy dinh va thé ché. Cac dich vu duoc cung cip bao gom truy
xudt cac thong tin vé kinh doanh, tai cic mau don, gia han gidy phép, ding ky kinh
doanh, xin cap phép va ndp thué. Cac dich vu dugc cung cap thong qua cic giao
dich G2B ciing hd tro viéc phat trién kinh doanh, dic biét 1a phat trién cac doanh
nghiép vira va nho. Viéc don gian hoa cac thi tuc xin cap phép, hd trg qua trinh phé
duyét ddi véi cac yéu cau cua doanh nghiép vira va nho sé& thiic day kinh doanh phat

trién.

O muc cao hon, cac dich vu G2B bao gém viéc mua sim dién tir va trao doi
tryc tuyén gitta Chinh pha voi cic nha cung cap dé mua sim hang hoéa va dich vu
cho Chinh phu. Tuy theo timg phwong phap, ngudi mua hodic ngudi ban cé thé xac
dinh gi4 c4 hoac mo thau. Viéc mua sdm dién tir lam cho qué trinh d4u thau tré nén
minh bach va cho phép cac doanh nghiép nho c6 thé tham gia ddu thau véi cac du
an 16n cta Chinh phu. Hé théng nay ciing giup cho Chinh phu c¢6 thé tiét kiém chi
tiéu nhiéu hon thong qua viéc cat giam chi phi cho ngudi méi gidi trung gian va

giam chi phi hanh chinh cta céc dai ly mua ban.
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2.3. UNG DUNG CHU KY BQI TRONG GIAO DICH HANH CHINH
PIEN TU

2.3.1. Gia tri phap ly cia chir ky dién tir

Dé ghi nhan tinh x4c thuc cua thong tin dugc chira dung trong vin ban, tir
trude dén nay chir ky duogc coi 1a phuong thirc phd bién nhit véi mot sé dic trung

co ban sau:
+ Chir ky x4c dinh tac gia ctia van ban.

+ Chir ky thé hién sy khing dinh cta tac gia voi ndi dung thong tin chira dung trong

van ban.

Thong qua cac phuong tién dién tir, cac yéu cau vé dic trung cua chit ky tay
trong giao dich thuong mai c6 thé dap tng bang hinh thirc chir ky dién ti. Chit ky
dién tir tro thanh mot thanh té quan trong trong vin ban dién tir. Chir ky dién ttr phai
dap tmg duoc sy an toan va thé hién ¥ chi & rang cua cac bén vé thong tin chira

dung trong van ban dién tu.

Déi v6i Viét Nam, chir ky dién tir ¢3 duoc Chinh phu chdp nhan trong thanh
toan lién ngan hang do Ngan hang Nha nudc Viét Nam dé nghi vao thang 3/2002.
Thang 7/2006, B6 Thuong Mai da cong nhan chit ky dién tur trong giao dich.

Chung ta da c6 Nghi dinh huéng dan chi tiét Luat Giao dich dién tir vé chir
ky s6 va dich vu ching thyuc chit ky sb. Nghi dinh nay quy dinh gia tri cta chit ky
s6 va ban tin dién tir dugc ky s6; viéc quan 1y, cung cdp va st dung dich vu ching
thuc chir ky sb trong hoat dong cua cac co quan Nha nudc, trong linh vuc dan sy,

kinh doanh, thurong mai va cac linh vuc khac do phap luat quy dinh.
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2.3.2. Chir ky bgi trong giao dich hanh chinh dién ti

Quan 1y tai li¢u dién tuor va truyén thong tin dién tor da tao thanh mot phr:in
rong lon cua hoat dong giao dich hanh chinh. Nguoi ta du kién viéc sir dung dir liéu
k¥ thuat sé s& duoc phd bién trong nhitng nim t6i va nd s& dan dan thay thé phuong
phap 1am viéc véi gidy to nhu truyén thong. Tai lidu gidy s& khong hoan toan bién
mat nhung hinh thirc trén gidy sé khong con 1a cbt 18i cuia hé thong quan 1y tai liéu.
Vai tro ctia nd s& dugc giam dén mic co ban trong dau ra ciia mot hé thong giao
dich hanh chinh dién ttr, thay vao d6 13 hinh thirc quan 1y s6. Xu hudng nay da duoc
thé hién rd rang trong cc maéi trudng hanh chinh tién tién, vi du trong linh vuc ngan
hang hoic trong linh vuc bao hiém, va né s& sém hay mudn ciing s& xuat hién trong

chinh quyén cta chinh phu, qudc hdi va toa an.

Mic du vay, viéc su dung tai liéu s0, thong tin dién tir van khong thé tranh
khoi mot s6 hoai nghi, dic biét khi tién hanh giao dich véi cac thong tin, tai lidu
quan trong. Mot trong nhimng 1y do 1a thiéu bao dam vé kha ning xéc thuc thong tin,
tinh xac thuc, tinh toan ven va tinh chéng chdi bo trach nhiém trong van ban do.

Vay nén chit ky s6 13 mot giai phap thiét yéu cho van dé nay.

Trong thuc té, c6 rat nhiéu giao dich, thoa thuan... can dugc ky két boi nhidu
ngudi, nhidu ddi tac. VAy nén, trong mot chimg muc nao déy, chit ky boi ciing rat
phd bién va quan trong nhu chir ky s don. DPdi véi giao dich hanh chinh dién tir,
viéc xac xac thyc cua thong tin dugc chira dung trong vin ban do nhiéu nguoi chiu

trach nhi¢ém lai cang cép thiét.

Chir ky boi dugc bod sung vao tai lidu cho phép nhitng ngudi 6 lién quan, co
quan c6 tham quyén kiém tra tinh xac thuc cua tai liéu, cling nhu kiém tra tinh toan

ven va tinh chong choi bo trach nhi¢m trong van ban do.

Viéc tao ra tao ra chit ky s ¢o do dai khong doi, khong phu thudc vao sb
lwong ngudi tham gia ky vao mot van ban, khong lam giam do tin cdy cia chit ky s6
khién chit ky boi s& 1a mot giai phap dugc st dung rat nhiéu trong giao dich hanh

chinh dién tir hién tai va tuong lai.
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Chwong 3. THU NGHIEM CHUONG TRINH CHU KY BOI
3.1. CAU HINH HE THONG

3.1.1. Phin citng
Yéu cau phan cimg cua chuong trinh:
CPU
Tbi thiéu: 600MHz pentinum processor
Dé nghi: 1GHz pentinum processor hoic cao hon
RAM
Téi thiéu: 256 MB
Dé nghi: 512 MB hoic cao hon
HDD
Toi thiéu: 5 MB
3.1.2. Phin mém

Y&u cau phan mém cua chuong trinh:

+ M4y phai cai dit va sit dung mot trong cac hé diéu hanh sau : window 2000,

window XP (pack 1,2,3), window server, window 7.

+ Yéu cau cai dat .net framework.
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3.2. CAC THANH PHAN CUA CHUONG TRINH

Chuong trinh “Chit ky bdi” (Digital Multi-Signature) st dung ngoén ngi
vb.net voi giao dién duoc thiét ké trén Visual Studio 2008, gdm ba phan chinh:

+ Tao dai dién.
+ Tao chir ky.
+ Kiém tra chir ky.

Tao dai dién | Tao chit k | Kiém tra chit ky |
Nhém | C nhén|

Chon file (dai dién) cin ky s6 | Chon File d3 chon:

Chon vi tri heu phin chir ky thie nhit: Pia chi lwu phin diu:

Chon vi tri heu phén chir ky thi hai: | Chon Dia chi lvu phin hai:

Tham s6 cong khai Ky sbé

Chon p: $6 ngwdi tham gia ky:
Chon g: Khéa cong khai:

r
4 A
Két qua Ky SO Tham s6 R céng khai:

Hinh 3.1 Giao dién chuong trinh.
3.2.1. Tao dai dién

Phan “Tao dai dién” str dung thuat toan ham bam MD5 dé tao ra file dai dién

tir file can tao dai dién ban dau.
3.2.2. Tao chir ky

Phan “Tao chit ky” sir dung thut todn “hinh thanh chit ky sd boi” trong
“phat trién luge dd chir ky boi dua trén co sd bai toan logarit rdi rac” dé tién hanh

ky s6 1én file dai dién dau vao.
3.2.3. Kiém tra chir ky

Phan “Kiém tra chit ky” str dung thuat todn “kiém tra chir ky” trong “phat
trién lugc dd chit ky bodi dya trén co s& bai toan logarit ro1 rac” dé tién hanh kiém
tra chit ky c6 chinh xéc véi file dau vao hay khéng.
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3.3. CHUONG TRINH

Chuong trinh cung cip chirc ning tao dai dién cho tai liéu va lap, kiém tra

chir ky cua file dai dién ay.

3.3.1. Chirc nang tao dai dién
Pau vao: File can tao dai dién.
Dau ra: File dai dién.

3.3.2. Chirc nang tao chir ky
Dau vao:

+ File dai dién.

+ Céc tham sd cong khai p, q, g.

+ Khoa cong khai ¢4 nhan, tham so r ca nhan.

Pau ra:

+ File phan thir nhat cua chit ky.

+ File phan th hai cta chir ky.

3.3.3. Chitc niing kiém tra chir ky
Pau vao:

+ File dai dién.

+ File phan thi nhat cua chir ky.

+ File phan thtr hai cta chir ky.

+ Céac tham s p, q, khoa cong khai.
Dau ra:

+ Két qua kiém tra chit ky.
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3.4. HUONG DAN SU DUNG CHUONG TRINH
3.4.1. Hwéng din cai dit chwong trinh

Chay tép setup.exe dé bat dau qu4 trinh cai dat. BAm [next].

SppeT

15! Setup Chu Ky Boi

The installer will quide you through the steps required to install Setup Chu Ky Boi on your computer.

WARNING: This computer program is protected by copyright law and international treaties.
Unauthorized duplication or distribution of this program, or any portion of it, may result in severe civil
or criminal penalties, and will be prosecuted to the maximum extent possible under the law.

Cancel < Back | | Next > l

Hinh 3.3 Giao dién bét dau qua trinh cai dit.

Sau d6 lya chon dudng din dé cai chuong trinh (hinh 3.3). Bam [next].

o

Setup Chu Ky Bo

Select Installation Folder

The installer will install Setup Chu Ky Boi to the following folder.

Ta install in this folder, click "Next". Ta install to a different folder, enter it below or click "Browse'".

Folder:
C:\Program Files\Default Company Name\Setup Chu Ky Boit Browse...

Disk Cost...

Install Setup Chu Ky Boi for yourself, or for anyone who uses this computer:

@ Everyone

0 Just me

Cancel ] [ < Back ] [ Next >

Hinh 3.4 Thiét lap cai dat.
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Sau khi cai dit thanh cong s& nhan duoc thong bao (hinh 3.4). BAm [Close].

Installation Complete

Setup Chu Ky Boi has been successfully installed.

Click "Close" to exit.

Please use Windows Update to check for any critical updates to the .NET Framework.

Cancel g Close

Hinh 3.4 Cai dat thanh cong.
3.4.2. Hwéng din chay chuong trinh
Chay file ChuKyBoi.exe dé vao chuong trinh.

3.4.2.1. Hwéng din chirc ning “Tao dai dién”

Chon File muén tao dai dién Chon File d3 chon:
Chon vi tri hru File dai dién Dia chi lru File dai dién:
Két qua
TAO DAI DIEN

Hinh 3.5 Giao dién chirc nang “Tao dai dién”.
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Chon vi tri File mudn tao dai dién va vi tri file dai dién s luu bang cach bam

[Chon] & lan luot hai vi tri tuong tng.

o/ Select File -
[E » Libraries » Documents » v ‘i Search Documents : pe l
Organize v New folder =« [ @
. : pa .
¢ Favorites Documents library T
B Desktop Includes: 2 locations
B Downloads Name z Date modified Type
2] Recent Places
= .. Adobe 10/17/2011 2:29 PM  File folder
53 Libraries . Dust 10/24/2011 9:20 PM  File folder
E] Decuinaie .~ JoWooD 11/8/2011 11:24 PM  File folder
& Music . MaHoa_GiaiMa 10/22/2011 4:09 PM  File folder
[ Pictures i 1. Ninja_Blade_V1.0_Plus_8_Trainer_By_KelSat 10/24/2011 2:36 PM  File folder
B Videos .. NinjaBlade 10/24/2011 7:21 AM  File folder
.. Sports Interactive 11/8/201112:45PM  File folder
& Homegroup . Sports Interactive 11/8/201112:45PM  File folder
.. Tunngle 10/16/2011 4:49 PM  File folder
18 Computer sall# 1} E— “| - ’
File name: | - | Ailfiles () v

[ Open ] [ Cancel ]

Hinh 3.6 Chon vj tri File can tao dai dién.

Sau khi chon xong vi tri file mudn tao dai dién va vi tri luu file dai dién, bam

nut [Tao dai dién]. Néu thanh cong, s€ nhan dugc thong bao nhu trong hinh 3.7:

a5l Digital Multi-Signature

| Chon File muén tao dai dién File di chon: : C:\Users'‘Max'Documents'test] txt
Chon vi tri hru File dai dién Dia chi lru File dai dién: :aUsers?_\-'Iax-Docments\daidien.t\:t
Két qua
. Ay
TAO DAI DIEN Thanh cong!

Hinh 3.7 Tao dai dién thanh cong.
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3.4.2.2. Huong dén chivc ning “Tao chiv ky”

Trong chirc ning “tao chir ky”, chon thé “Nhém” néu ban 1a Truéng nhém

hodc nguoi co6 trach nhiém thuc hién ky s6 cho nhom.

o Digital Multi-Signature. ESTRc > ]
Tao dai dién| Tao chit ky | Kiém tra chir ky/
Nhém | C4 nhéin|
Chon file (dai dién) can ky s6 File da chon:

Chon vi tri lu phin chit ky thir nhit: | Chon Dia chi hru phin diu:

Chonvi rilvn phin chitky thie hai: Dia chi hru phin hai:

Tham s6 cong khai Ky sé

Chon g: Kiém tra g Khéa céng khai:
I
Két qua y SO Tham s6 R céong khai:

Hinh 3.8 Giao dién thé “Nhom”.

Trong thé “Nhom”, dién cac tham sd p, q, g thoa man:

+p, g la 2 sbnguyén td 16n, sao cho: p=2Z.q +1, Z 1a s6 nguyén.

*

p>°

+ g 14 phan tir sinh c6 bac ¢ ctia nhém Z,, nghiala: 0<g<p,Vva: g°=1modp.

Bam nut [Kiém tra p], [Kiém tra q], [Kiém tra g] twong ung bén canh dé

kiém tra xem céc tham s6 dién vao c6 hop 1€ khong.

Néu thong bao tra vé 13 khong hop 18, dién lai tham s6 d6 va tiép tuc bam cac

nut kiém tra dé xac dinh xem tham sé méi c6 hop 18 hay khong.

Néu tham s6 hop 1¢, s& hién thong bao nhu hinh 3.9:

1155 Digital Mutt-Signature b SlEs
Tao dai dién| Tao chit ki |Kiém tra chit k|

Nhém | Cé nhin|
‘

Chon file (dai dién) can ky sé File d3 chon:

Chon vi tri lvu phin chi ky thi nhit: | Chon Dia chi lvu phin ddu: |

GRon 7} fxi Terw puhaw chir Loy fhvr ke Crkyiol )

p 13 56 nguyén t6 phi hop

Tham s6 cong khai
Chonp: 223 Nhip thong s
Chon q: 37 Kiémtraq
Chong: 34 “Khoa cong khai:

Két qua Tham s6 R céng khai:

Hinh 3.9 Tham s6 hop 18.
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Bam sang thé “C4 nhan”. Dién cac tham sb p, q, g hop 1¢ do Trudong nhém

hodc nguoi co6 trach nhiém thyc hién ky s6 cho nhom gri toi.

[ ot i L - =)

Tham s6 céng khai Thiét lap théng s6 c4 nhan
28 Chon khéa bi mat: Kiém tra khéa
Nhip q: 37
Nhipg: 34
Két qua
r r \
Tinh Khoa va Kléa g Khai
x
A
tham sO r Gii i

Hinh 3.10 Giao dién thé “Ca nhan”.
bién khoa bi mat x cua ca nhan va tham so k ctia ca nhan théa man:

+ X €[1,q-1]

+k e[Lg-1]

Bam [Kiém tra khoa], [Kiém tra k] v6i khoa c4 nhan va tham sé k twong tng.

Néu khoa hoic tham sé khong hop 18 s& co thong bao 18i tra vé. Nhap

khoa bi mat va tham s6 k, bam céc ntt kiém tra twvong ing dé xac nhan lai.

Néu khéa bi mat va tham s6 k hop 1€, s& c6 théng bao nhur trong hinh 3.11:

Tao dai dién | Tao chit kj | Kiém tra chit k|

FE:D@“' Molt ot e e o b Gumn ob & S ot oo el S e e O w2 | 2

Nhém| Cé nhan
Tham sé cong khai Thiét lap thong s6 ca nhan
S Kiem tra khoa
Nhip q: 37 ]
Nhip g: 34 Khéa hop 1&
r r \
Tinh Khoéa va Khoa cong khai:
r
A
tham s r Gia trir:

Hinh 3.11 “Khoéa ca nhan” hop I€.

lai
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Bam [Tinh Khoa va tham s6 r] dé tinh gia tri Khoa cong khai va r tir khoa bi

mat va tham so k.

Tham s5 cong khai - Thiét lap thong sb c4 nhan
S 223 Chon khéa bi mat: 34 Kiém tra khéa
Nhip q: 37 i
Geus o)
Nhap g: 34
Két qua
r 14 \
Tinh Khoa va Kuoa cong khai: |4
r
A
tham sO r Gidtrir: (o8

Hinh 3.12 Tinh khéa céng khai va tham so r.

Truong nhom hodc nguodi co trach nhiém thuc hién ky s6 cho nhém bam tré
lai thé “Nhom”™.

Dién s6 ngudi tham gia ky s6, bAm [Nhap thong s6] va dién lan luot cac gia

tr1 “Khoa cong khai”, “tham s6 r”” trong irng cta ho theo yéu cau.

= Digital Multi-Signature gy g 0w Wk WRE W S rmsw L0 5
Taodaidién| Too chrky |Kiémwachitky ]

Nhém | C4 nhan

Chon file (dai dién) cin ky s6 File da chon: VC:‘L'sers‘»_\v'Ia.\;‘Docmnents*daidien.b(t

Chon vi tri lu phin chi ky thir nbit:[ chukysor

Chon vi tri luvu phin chir ky thie haiz| | Nhap khéa céng khai cia ngudi thi 1

Chon p: 223 Nhap théng so
Chon q: 37 :
Chon g: 34 i Kiémtrag Khéa céng khai:
Kysd6 |
Két qua y SO Tham s6 R céng khai:

Hinh 3.13 Nhap khoa cong khai va tham sé r.
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Bam [OK] dé xac nhan, chuong trinh s& hién thi gi4 tri khoa cong khai, tham
s6 R ctia nhom trong muc “Khoa cong khai” va “tham sb R cong khai”

Bam [Chon] & “Chon file (dai dién) can ky s6”, “Chon vi tri luu phan chit ky

thir nhat”, “Chon vi tri luvu phan chit ky thir hai” dé chon Iya céc file twong tmg.

T vigial muit-Signature e ol o
[Tao dai dién| Tao chi¥ ky |Kiém tra chit ky
| Nbém | Ca ahan

Chon file (dai dién) cin ky s6

File da chon: |C:\Users\Max'Documents'daidien txt
Chon vi tri lvu phin chi ky thi nhit: | Chon Pia chi heu phin ddu: C:Users Max Documents'p] txt
Chon vi tri lvu phin chir ky thw hai: | Chon Pia chi lwa phin hai: | C:Users Max Documents'p2 txt
Tham sé cong khai Ky sé -
Chon p: 223 Kiém trap S6 ngwoi tham gia ky: 3 Nhip thong s6

Chon g: 34 Kiémtrag Khoéa cong khai:

, 66
Két qua y SO Tham so6 R cong khai:
16

Hinh 3.14 Chon file can ky s6.

Bam [Ky s6] dé tao hai phan cta chit ky boi. Hai phan nay s& duoc luu vao

hai file trong thu muc do ngudi ding chon bén trén, dong thoi thong bao viée ky sb
thanh cong nhu hinh 3.15:

[aJ Digital Multi-Sig

|Tao dai dién | Tao chi¥ k | Kiém tra chir ky

| Nhom [ C nhan

Chon file (dai dién) can ky sé File d3 chon: | C:'Users'Max'Documents'daidien txt

Chon vi tri lvu phin chit ky thir nhit: Pia chi hru phin dlu: C:Users Max' Documents'p1 txt

Chon vi tri hirn phin chi¥ ky thiw hai:

Pia chi heu phin hai: | C:Users' Max' Documents'p2 txt
Tham s6 cong khai Ky sbé
Chon p: 223 S6 ngwoi tham gia ky: 3

Chon g: 34 Kiémtrag Khoéa coéng khai:
- 18
Két qua Yy SO Tham s6 R cong khai:
21
Ky thanh cong!

Hinh 3.15 Ky thanh cdng.

Viéc ky s6 trén dai dién cua tai liéu dén day chinh thirc hoan thanh!

44



3.4.2.3. Huéng dén chirc nang “Kiém tra chir ky”

Sau khi nhan duogc tai liéu va hai file ghi hai phén cua chir ky boi, nguoi st

dung s€ dung churc nang “Tao dai dién” dé tao mdt dai dién cua tai li€u ay.

9

Trong thé “Kiém tra chit ky”, bam [Chon] ¢ “Chon file can kiém tra”, “Chon

phan chir ky thtr nhat”, “Chon phan chit ky thir hai” dé chon lya céc file tuong tng.

Nhép cac tham s6 g, R cong khai, khda cong khai.

|Tao dai dién Tgochfrky"‘ Kiém tra chit ki ‘

Chon file cim kiém tra: Chon File d3 chon: |C:\Users'\Max'Documents'daidien txt
Chon phin chit ky thir nhit: Chon Pia chi phdn diu: C Users Max' Documents'pl txt
Chon phin chi¥ ky thie hai: Chon Pia chi phin hai: | CUsers Max' Documents'p2 txt
Tham s6 cong khai )
= A
Nhipq: 37 l( 1€m tI'a

Tham s6 R: 21

Khéa céng khai: 18|

Hinh 3.16 Giao dién chirc ning “kiém tra chit ky”.
Bam [Kiém tra] dé tién hanh kiém tra chir ky.
Néu chit ky khong khép véi file can kiém tra, két qua s& tra ra nhu hinh 3.17:

2 ot s S >

| Tao dai dién Tgocln'i»k)'v‘ Kiém tra chit k¥ 1
|
Chon file cAm kiém tra: File d3 chon: |C:\Users\Max'Documents'daidien txt
Chon phin chi¥ ky thir nhit: Chon Pia chi phan ddu: - Users Max Documents'pl txt
Chon phin chi¥ ky thi hai: Pia chi phin hai: | C:Users'Max'Documents'test dai dien txt
Tham sé cong khai =
*A
Nhipq: 37 Kiém tra
Tham s6 R: 16
Két qua
Khoéa cong khai: 66 Chir ky sai

Hinh 3.17 Chir ky sai.
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Néu chit ky chuan xac,

Tao dai dién | Tao chit ky/| Kiém tra chir |

chuong trinh s& bao vé nhu hinh 3.18:

l Chon file cAm kiém tra:

Chon phén chir ky thi nhit: | Chon

Chon phin ckir ky thir hai-

Tham sé cong khai

Nhip q: 37

File da chon: C:\Users Max Documents\daidien txt
Pia chi phan diu: C-Users Max Documents'pl txt

Pia chi phin hai:  C: Users Max Documents'p2 txt

Kiém tra

Tham sé R: 16

Khéa cong khai: 66

Cht ky chinh x4c!

Hinh 3.18 Chir ky chinh xac.
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KET LUAN
Db 4n gdm hai két qua chinh :
1/. Tim hiéu va nghién ctru qua tai li¢u dé hé thong lai cic van dé sau:
+ Téng quan vé chit ky boi:

Chir ky boi dugc sur dung trong trudong hop mot nhdm ngudi cd quan hé voi

nhau cing hop tac dé ky vao mot van ban.

Chir ky boi 1a phuong phép tao ra chit ky sé c¢6 do dai khong doi, khong phu
thudc vao sd lwong ngudi tham gia ky vao mot van ban, khong 1am giam do tin cay
ctia chit ky sd. Chit ky boi ciing twong tu nhu chit ky don, nhung dé phat sinh chit
Ky bdi phai ¢6 su hop tac cua cac thanh vién trong nhém ky véi khoa riéng cua tirng
nguoi.

+ To6ng quan vé chinh phu dién tir, giao dich hanh chinh dién tir:

Chinh phu dién tir (CPDT) la Chinh phu tng dung Cong nghé thong tin —
truyén thong (CNTT-TT) dé cac co quan Chinh phii d6i méi t6 chuc, d6i méi cac
quy trinh hoat dong, ting cuong ning lyc ctia Chinh phi, khién Chinh phu lam viéc
hiéu luc, hiéu qua va minh bach hon, cung cép thong tin, dich vu tét hon cho nguoi
dan, doanh nghiép va cac t6 chire va tao diéu kién thuan lgi hon cho nguoi dan thyc

hién quyén dan cha va tham gia quan 1y Nha nudc.

CPDT la “nhing” toan bd hoat dong quan 1y Nha nudc vao moi truong thong
tin dién tir, str dung Internet va cong nghé Internet dé mé rong kha ning truy cp va
cung cip cac dich vu cong cta Chinh quyén dén cong din, cong chirc va doanh
nghiép. Qua d6, Chinh phu c6 thé quan 1y va phuc vu nguoi dan. Nguoi dan chap

hanh quy dinh va thyuc hién trach nhi¢m cua minh thong qua moi trueong do.
V& tong thé c6 thé phén loai giao dich cia CPDT thanh bén loai:

+ Chinh phu v6i Cong dan (G2C).

+ Chinh phu véi Nguoi lao dong (G2E).

+ Chinh pht véi Chinh phu (G2G).

+ Chinh phu véi Doanh nghiép (G2B).

Ngoai bdn mé hinh chu yéu trén, con ¢ nhiéu hinh thirc giao tiép khac trong
CPDT nhu: C2C, C2G, C2B, C2N, B2C...
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+ Ung dung chit ky boi trong giao dich hanh chinh dién ti:

Giao dich hanh chinh dién tir phat sinh rt nhiéu cic vin ban dién tir can bao
dam vé kha nang xac thyc thong tin, tinh x4c thuc, tinh toan ven va tinh chéng chdi
b6 trach nhiém trong van ban d6. Vay nén chir ky sb 1a mot giai phap thiét yéu cho

van dé nay.

Trong thuc t€, c6 rat nhi€u giao dich, thda thuan... can dugc ky két bdi nhiéu
nguoi, nhiéu doi tac. Poi voi giao dich hanh chinh dién ti, viéc xac xac thuc cua
thong tin dugc chtra dung trong van ban do nhiéu nguoi chiu trach nhiém lai cang

cap thiét.

Chir ky boi duoc bd sung vao tai liéu cho phép nhitng ngudi c6 lién quan, co
quan c6 thim quyén kiém tra tinh x4c thyc cta tai liéu, ciing nhu kiém tra tinh toan

ven va tinh chong chdi bé trach nhi€ém trong van ban do.

Viéc tao ra tao ra chit ky s6 c¢6 do dai khong doi, khong phu thude vao sb
lwong nguoi tham gia ky vao mot van ban, khong lam giam do tin cy cua chit ky sb
khién chit ky boi s& 1a mot giai phap dugc st dung rat nhiéu trong giao dich hanh

chinh dién tir hién tai va tuong lai.

2/. Thir nghiém x4y dung chwong trinh chir ky boi.

Chuong trinh m6 phong céc bude trong qua trinh 1ap chir ky bdi, cling nhu
kiém tra chir ky voi tai liéu sb.

Chir ky s6 néi chung va chit ky bdi ndi riéng 1a mot hinh thirc méi, ¢6 tinh
ung dung cao trong tuong lai. Tuy nhién, hién tai & Viét Nam, chir ky bdi cling chua
dugc phd bién rong rdi va Gmg dung nhiéu trong thuc té, nén trong qua trinh nghién
ctru, thue hién d6 an sé khong khoéi co6 nhiing thiéu sot. Kinh mong cac thﬁy cO va

moi nguoi quan tam, bo xung dé do an trd nén hoan chinh hon.
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