LOI CAM ON

Lam D6 an tdt nghiép 13 co hoi dé sinh vién nganh CNTT vén dung nhiing

kién thire trong qua trinh hoc tap vao thuc tién.

Trong qué trinh 1am D4 an em di dugc su gitp d& tan tinh cua cac thy cd
gi40, cac co quan noi em thuc tap va xin tai liéu. Em xin chan thanh giri 161 cam on
t61 Ban giam hiéu truong Dai hoc Dan 1ap Hai Phong, cac thay c6 gido; em xin chan
thanh cam on TSKH Thay gido H6 Van Canh di tan tinh chi bao va gitip d& em

trong qué trinh tiép can dé tai va thuc hién hoan thanh d6 an tot nghiép;

Do an t6t nghiép 13 két qua tir sy ¢b gang, nd luc ctia em sau mot thoi gian
nghién ctru va tim hiéu dé tai, 1a bude tap duot can thiét va bd ich cho cong viée cla
em trong twong lai. Mic di da c6 nhiéu cd gang song kha nang ciia ban than c6 han
nén d6 an clia em con nhiéu thiéu s6t, em mong nhan duoc sy dong gop ¥ kién, chi
bao cta cac thay co gido, cic ban sinh vién dé em c6 thé rit ra nhitng kinh nghiém

b6 ich cho bén than.

Em xin chan thanh cam on!

Hai Phong, ngay ... thang ... nam 2010
Sinh vién

Bui Duwc Tuan
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BAC Basic Access Control — Phuong phép kiém soat truy cép co ban
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CSCA Country signing Certificate Authority — Co quan c6 thAm quyén cip phat chir
ki qudc gia

CA Certificate Authority — Co quan c6 thim quyén cip phat chit ki s6
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PKC Public Key Crytography — Thuat t oan ma hoa khda cong khai

DV Document Verifier — xac thuc tai liéu

EAC Advanced Access Control — Phuong phap kiém soat truy cdp nang cao

PKI Public Key Infrastructure — Co s& ha tang khoa cong khai
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ICC Intergrated Circuit Chip — Vi mach tich hop

SHA Secure Hash Standard — Thuat toan bam dit liéu chuan

IS Inspection System — Hé thong kiém soat tai cac ctra khau quoc té

ISO International Organization for Standardization — T6 chuc tiéu chuan quoc té

LDS Logical Data Structure — Cau trac dit liéu logic

NIST National Institute of Standard and Technology — Hoc vién quoc gia vé ki
thuat va tiéu chuan (thudc M¥)

MRZ Machine Readable Zone — Ving doc duoc bang may trén ho chiéu

RFIC Radio Frequency Integrated Chip — Vi mach tich hop c6 kha ning trao doi dir
liéu bang song vo tuyén (radio)

RFID Radio Frequency Identification — Nhin dang bang séng vo tuyén




LOINOI PAU

Hién nay, cong nghé sinh tric hoc noi riéng va cac cong nghé bao vé ho
chiéu, thi luc, cac loai giéy to lien quan XUAt nhdp canh noi chung dang dugc nghién
cuu, phat trién rat manh mé trén thé gioi. Pac biét 1a sau sy kién 11/9/2001 nudc Mi bi
tan cong khing b, tat ca cac nudc trén thé gidi déu rat quan tim dén viée cing cb hé
théng an ninh, 4p dung nhiéu bién phap ki thuat nghiép vu dé bao vé, chéng lam gia
hoh chiéu gidy to xuat nhap canh, dong thoi ting cudng kiém tra, kiém soat tai cac cira
khau qudc té dé kip thoi phat hién va ngin chin cac phan tir khing bd qudc té. Mt
khac tinh hinh xuét nhap canh trai phép ciing dién ra phirc tap. Ho chiéu truyén thong
khong dap tmg dugc hét yéu cau dat ra vé tinh tién loi cta loai gidy to mang tinh
tuong tac toan cau d6 1a do an toan va bao mat thong tin, tranh lam gia va phai dé dang
thudn tién cho co quan kiém soat xuat nhap canh ciing nhu cong dan cac qubc gia khi
xudt nhap canh. Vi vay trong ban nghi quyét ciia To chitc hang khong dan dung thé
gidi (ICAO) phat hanh nim 2003, tit ca cic thanh vién cua t6 chirc nay sé trién khai

ung dung ho chiéu dién tir trude nam 2010.

Ngay nay, véi nhiing tmg dung ctia CNTT, ho chiéu dién tir ¢3 nghién ciru
va dua vao trién khai ,ung dung thuc té tai nhiéu nudc phat trién trén thé gi61 nhu My,
Chau Au,... Viéc str dung ho chiéu dién tir dugc xem nhu 14 1 trong nhitng bién phap
c6 thé ting cuong kha ning xac thuc, bao mat va an ninh cho ca ngudi mang ho chiéu

cling nhu quéc gia.

Viét Nam dang trén con dudng hoi nhp toan dién voi qudc té, Chinh phu

Viét Nam sé& trién khai ho chiéu dién tir truéc nam 2010. Viée nghién ciru cong nghé,

xay dung mo hinh bao mat ho chiéu dién tir ctia Viét Nam dang duoc dit ra. Voi thuc

té 36 em dd manh dan nghién ctru vé& bao mat thong tin trong ho chiéu dién tir va phat
trién thanh luan vin tot nghiép voi dé tai:

“ Nghién citu, tim hiéu chiv ky so va teng dung ciia né dé kiém sodt, xdc thue

va bdo vé thong tin trong hé chiéu dién tir”.



Chuwong 1:
TONG QUAN HA TANG CO SO MA HOA CONG KHAI
VA CHU Ki SO

1.1. TONG QUAN HA TANG CO SO MA HOA CONG KHAI
1.1.1 Giéi thiéu vé mat ma hoc
1.1.1.1. Gidi thi¢u

Ly thuyét mit ma 1a khoa hoc nghién ctru vé cach viét bi mat, trong d6 ban rd
duoc bién ddi thanh ban ma, qua trinh bién do6i d6 duge goi l1a sy ma hoa. Qua trinh
nguoc lai bién ddi ban ma thanh ban rd duogc goi la sy giai ma.

Qua trinh ma héa duoc st dung chu yéu dé ¢am bao tinh bi mat cua
cac thong tin quan trong, chang han nhu cong tac tinh bdo, quan sy hay ngoai giao
cling nhu cac bi mat vé kinh té, thuong mai. Trong nhitng nim gan day linh vuc hoay
dong cua ki thuat mat ma da dugc md rong: mat ma hién dai khong chi duy nhét thuc
hién giu bi mat ma con cung cip co ché cho nhiéu hoat dong khac va c6 1 loat cac ting
dung nhu: ching thuc khéa cong khai, chit ki s6, bau cir dién tir hay thanh toan diénh
tu.

Cé hai qua trinh ma héa va giai ma déu dugc diéu khién bdi mot hay nhiéu khoa
mat ma. Ma hoa va giai ma dé dang khi khoa da biét, nhung giai ma gan nhue khong
thé néu khong str dung khéa. Qua trinh tim thir mot phuong phép ngan gon dé giai ma
ban m3 khi khoa chua biét goi 13 “thdm ma”.
1.1.1.2. Cdc yéu cau an toan bdo mdt théng tin

Hién nay céc bién phap tdn cong ngay cang tinh vi, de doa t4i su an toan va bao
mat thong tin. Vi vay chiing ta can thiét 1ap cac phuong phap dé phong can thiét. Myc
dich cudi ciing ctia an toan bao mat 1a bao vé cac thong tin va tai nguyén theo céc tiéu
chi sau:

1/. Tinh bi mat

Pam bao dit liéu duoc truyén di mot cach an toan va khong thé bi 16 thong tin
néu nhu c6 ai d6 ¢ tinh mudn c6 duoc nodi dung cua dir li€u géc ban dau. Chi c6
ngudi nhan da xac thuc moi cod thé léy ra dugc ndi dung cua thong tin cua dir liéu da

duoc ma hoa.



2/. Tinh xac thuc

Thong tin khong thé bi truy nhdp trai phép boi nhimg ngudi khong co thim
quyén, gitp cho nguoi nhan dir liu xac dinh dugc chic chin dit liéu ho nhan duoc 1a
dir liéu gbc ban dau cua nguoi giri. Ké gia mao khong thé c6 kha ning dé gia dang mot
ngudi khac hay noi cach khac 1a khong thé mao danh dé giri dir liéu. Nguoi nhan c6
kha ning kiém tra ngudn gdc thong tin ma ho nhan duoc.
3/. Tinh toan ven

Thong tin khong thé bi sira d6i, bi 1am gia boi nhitng ngudi khong co tham
quyén, gitp cho ngudi nhan dir liéu kiém tra duoc ring dir liéu khong bi thay ddi trong
qua trinh truyén di. Ké gia mao khong thé c6 kha niang thay thé dir liéu dit liéu ban dau
bang dir liéu gia mao.
4/. Tinh khéong thé chéi bé

Thong tin dugc cam két vé miat phap luat cua ngudi cung cap. Nguoi gui hay
ngudi nhan khong thé chdi bo sau khi da giri hodc nhan thong tin .
5/. Pam bao tinh sin sang

Thong tin ludn sin sang dé dap tng sir dung cho ngudi ¢6 tham quyén. Nguoi
guri khong thé bi tir chdi viée giri thong tin di.
6/. Tinh chonug Lip lai

Khong cho phép gtri thong tin nhiéu lan dén nguoi nhan ma nguoi giri khong hé
hay biét.
1.1.2 Hé thong mi hoéa (cryptosystem)

1). Dinh nghia:
Hé mat ma 1a mot hé gém cO 5 thanh phén: M,C, K,E, D

M (Message): la tap hiru han cac ban ro.

C (Ciphertext): 1a tap hitu han cac ban ma.

K (key): 1a tap céc khoa.

E (Encryption): 12 tdp cac quy tic ma hoa c6 thé

D (Decryption): 1a tip cac quy tic giai ma.

C = Ex(P) va P = D«(C);
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Hinh 1.2: Qua trinh gidi ma M = D,(C)

1.1.2.1. Ma héa déi xirng

La phuong phap ma hoa sir dung mot cip khoa dbi xting nhau: biét duoc khoa
gui thi ciing suy ra dugc khoa nhan va nguoc lai. Vi vy doi hoi ca hai khoa déu phai
duoc giit bi mat, chi c6 ngudi giri va ngudi nhan biét.

Day 1a phuong phdp ma héa so khai nhat, dién hinh 1a phuong phép ma hoa
Caesar: thay mdi ki tu trong thong diép boi mot ki ty dimg trude hoidc sau no k vi tri
trong bang chit cai hoic mi hoa theo phuong phap thay thé. Viéc ma héa duge thuc
hién dura trén mot bang chir cai va mot bang chir cai thay thé twong tng.

Céc phuong phap ma hoa d6i xtng la:

- Md dich vong (shift cipher):
Giad st M = C = K v6i 0<k<25, dinh nghia:
Ex(M) =M + k mod 26
Va Dy(M) = C + k mod 26
VoiM, C € Zys5 (néu k =3, h¢ mat thuong goi 1a ma Caesar).



Ta sé& st dung ma dich vong (voi modulo 26) dé ma héa mot van ban tiéng anh
thong thuong bang cach thiét 1ap sy twong tGng giita cac ki tw va cac sb du theo
modulo 26 nhu sau: A <> 0,Be«—> 1, ... Z «—» 25.

Vi du khoa cho ma dich vong la k = 11 va ban 10 l1a: wewillmeetatmidnight

Trude tién bién d6i ban rd thanh diy cac sé nguyén nhd dung phép tuong tng
trén. Ta co:

w-22, e-4, w-22, i-8, I-11, m-12, e-4, e-4, t-19, a-0, t-19, m-12, i-8, d-3, n-13, i-8, g-6,
h-7, t-19.
Sau d6 cong 11 vao mdi gid tri rdi rat gon tdng theo modulo 26:
71571922222315154114231914241917184
Cubi cung bién doi ddy sé nguyén nay thanh céc ki ty va thu dugc ban ma sau:
HPHTWWXPPELEXTOYTRSE

Va dé giai ban mi nay, ngudi nhan s& bién d6i ban ma thanh diy cac sd nguyén,
ri trir mdi gia tri cho 11 (rat gon theo modulo 26) va cudi cung bién d6i lai dy thanh
cac ki tu.

- Ma thay thé (M, C, K, E, D)
M =C =2, K=S (Zy). Taco:
ex(x) = n(X),
d.(y) = (y), v6imoix €M,y € C, 1 € K
1a mot phép hoan vi trén Z.

Ta thuong déng nhét Z,g véi bang ki tu tiéng Anh, do d6 phép hoan vi trén Zy

cling duoc hiéu 1a mot phép hoan vi trén tap hop cac ki tu tiéng Anh, Vi du mot phép

hoan vi © dugc cho bdi bang:

w
—t
=
=
X

albjc|Dlje|f|g|h|i|]j |k |l |{m|n|O|p|q]|r Y|z

XIN|YA|HPIO|GZIQW|B|T|SIFILIRICIVIM|U|EK|J|D]|I

V6i hé mat ma thay thé co khoa m, ban rd
x= hengapnhauvaochieuthubay
s& duoc chuyén thanh ban mat ma
y= ghsoxlsgxuexfygzhumgunxd

Thuat toan gidi ma véi khoa «, ngugce lai s€ bién y thanh ban o x.




- Ma Affine. M3 dich vong 13 mot truong hop dic biét ciia ma thay thé chi
gdm 26 trong s6 26! cac hoan vi c¢6 thé ctia 26 phan tir. Mot truong hop dic biét khac
ctia ma thay thé 1a ma Afine.

- Ma Vigeneére.

Céac phuong phap mi héa so khai ndy c6 wu diém 13 viéc ma hoa va giai ma
don gian tuy nhién rat dé bi pha ma dya trén viéc tinh todn xac suét xudt hién cua cac
chir cai duoc st dung cing véi cac kién thirc vé ngdn ngit va nhat 1a duoc trg giup dic
luc cua cadc may tinh co tdc d6 cao hién nay.

bé khic phuc nhuoc diém nay, hau hét cac cac thuat toan cai tién khoa ddi
xtng cudi thé ki XX déu dua trén nguyén li cia Claude Shannon vé su hén logn
(confiusion) va khuyéch tdn (diffusion) théng tin. Tinh hon loan gitip pha v& méi quan
hé gitta thong diép ngudn va thong diép ma hoa, con su khuyéch tan s& pha v& va phan
tan cac phan tir trong cdc mau xuat hién trong thong diép nguodn dé khong thé phat
hién ra ciac mau nay trong thong diép sau khi ma hoa. Shanmon cho rang c6 thé sir
dung phép thay thé va bién déi tuyén tinh dé tao ra su hdn loan va khuyéch tan thong
tin. Hién nay, hai kién triic chinh ctia cac phuong phap ma hoa theo khéi 1a mang thay
thé - hoan vi (substitution Permutation Network - SPN) va mang Feistel. DES (Data
Encryption Standard) 1a mét trong s6 cac thuat toan d6. Pay 14 thuat toan dua trén
kién tric mang Fiestel dugc Vién tiéu chuin va Cong nghé Qudc gia (National
Institute of Standard and Technology - NIST) cia Mi dua ra gitra thap ki 1970.
Theo d6, khéa 13 mot s6 nhi phan c6 do dai 56bits va dir liéu can ma hoa 13 mot s6 nhi
phan c6 do dai 64 bits. Thoi gian dau, DES duoc ung dung rong dai va dugc dau tu
nghién ctru rat nhiéu. Tuy nhién, v&i su phat trién cia cac thé hé may tinh, phuong
phap nay di tré 1én khong con du an toan dé bao vé cac thong tin quan trong va nhay
cam. Vao nam 1997, c6 tai liéu da cong bo rang véi d6 dai khoa 1a 54bits khoa DES ¢
thé bj bé trong vong 4 thang bai brute-force attack.

D6 1a li do dé nam 1997 NIST da kéu goi cic nha nghién ctru xdy dung thuat
toan ma hoa theo khoi an toan hon dé chon ra thuit toan chuin ma hoa nang cao ASE
(Advanced Encryption Standaed). Ngay 2 thang 10 nam 2000, phuong phap Rijndael
clia hai tac gia ngudi Bi va Vincent Rijmen va Joan Daemen, duoc xy dung theo kién
trac SPN, da chinh thitc duoc chon tré thanh chuin AES (tén ctia mdt thuat toan duoc

lay tir cac chit cai dau trong tén cua hai tac gid). Rijndael 1a phuong phap ma hoa theo
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khéi co kich thude khéi va khoa thay d6i linh hoat véi cac gia tri 128, 192 hay 256
bit. Nhu vy, ta ¢c6 9 kha nang chon lya kich thuédc khdi va khéa cho thuét toan nay.
Tuy nhién, tai liéu dic ta chuan AES da gidi han lai kich thudc khéi va khéa déu 1a
128 bit. Nhu vay, khi dé cap dén chuin AES, ching ta dang néi dén trudong hop co
kich thuéc khdi va khoa ngan nhat cua thuét toan Rijndael; con khi nhic dén phuong
phéap Rijndael, chung ta dang dé cap dén thuat toan gbc véi kha ning thay doi kich
thudce khdi va khoa.

Nguoi ta ciing dd chimg minh duoc rang néu gia sir thoi gian dé brute-force bé
mot khoa DES khoa 56-bits 1a 1 gidy thi phai mit t6i 149 nghin ti (trillion -10'?) nam
méi c6 thé bé duge mot khoa ASE.
1.1.2.2. Ma hoa cdng khai

Ta d3 biét, trong cac thuat toan ma héa dbi xtng, khoa ma va khoa giai ma ddi
xtng voi nhau, ngudi glri va ngudi nhan can phai théa thuan trudc va gilt bi mat cap
khoa nay, néu cip khoa nay duoc trao d6i qua cac mdi trudng khac thi ciing co kha
nang bi “an cap” .Chinh vi thé y tuéng vé t hé thong ma héa cong cong di duoc
Whitfield Diffie va Martin Hellman dua ra va giai quyét vao nim 1976.

Ban chit cua cac thuat toan khoa cong khai (PKC- Public Key Crytography) la
mdi bén (ngudi giri, ngudi nhan) st dung mot cip khoa (mot khoéa dung dé ma hoa va
mot khéa dung dé giai mi). Trong d6 khoa ma duoc cong khai (PK- Public key), khoa
giai ma la bi mat (SK- secret key), nguoi gui khong can biét khong can biét khoa bi
mat cua nguoi nhan.

Qua trinh truyén va st dung ma hoa khoa cong khai dugc thuc hién nhu sau:

- Bén gui yéu cau cung cap hoic tu tim khoa cong khai ctia bén nhan trén mot
may chu chiu trach nhiém quén 1i khoa.

- Sau d6 bén gui st dung khoa cong khai cua bén nhan cung voi thuat toan da
théng nhat dé ma hoa thong tin duoc gui di.

- Khi nhan dugc thong tin d2 ma hda, bén nhan sir dung khoa bi mat cia minh
dé giai ma va lay ra thong tin ban dau.

Sau day em xin trinh bay vé mot s6 hé mat khoa cong khai nhu: hé mat xép ba 16

(Knapsack), h¢ RSA, Elgamal.



A Heé RSA

Niam 1978, Rivest, Sharmir va Adleman (RSA) la nhitng ngudi dau tién cong bd
viéc thuc hién hé mat khoa cong khai dua trén co sé tinh céc liy thura trong s6 hoc
modulo. Tinh mat ctia hé dya trén do kho cua viée phan tich ra thira sé nguyén to.
Nhiéu hé mat khoa cong khai sau nay da dugc phat trién nhung déu thua kém hé RSA.
a.  Phwong phap lap ma va giai ma
- Tao khoa
Trude khi 14p mi va giai ma phai tao mot cip khoa gdm khoa cong khai va khoa bi
mat. Gia str Alice can trao doi thong tin v6i Bob thi Bob cén tinh cac budc sau:
1. Chon 2 sd nguyén t6 16n p va q voi p # g, lua chon ngiu nhién va doc lap.
2. Tinhn=pg
3. Tinh gia tri ham s6 Ole: p(m)= (p - 1)(q - 1).
4. Chon mét sd tu nhién e sao cho 1< e < ¢(n) va la sb nguyén t cung nhau véi
o(n).
5. Tinh: d sao cho de =1 (mod ¢)(n)).
Cip sb nguyén duong (n,e) goi 1a khoa 1ap ma cong khai, s6 d goi 1a khoa giai ma bi
mat.
- Mahoa
Pé ma hoa thong bao M, dau tién biéu dién thong bao M nhu 13 mot sé nguyén giira 0
va n-1 bang cach sir dung md ASCII tuong tmg (tr 0 dén 255). Chia khdi thong bao
thanh mdgt day cac khdi ¢6 kich thude thich hop. Mot kich thudce thich hgp cua khoi 1a
s6 nguyén i nhé nhat théa man 10" <n < 10'. Sau d6 ta ma hoa ting khoi riéng biét
bang cach nang no 1én lity thira e modulo n. Ban mi C 1a két qua cta phép tinh C=
E(M)= M® mod n.
- Gidi ma
Sau khi nhan dugc ban ma C, Bob s€ dung khoa bi mat d cua minh dé giai ma theo
cong thirc:
M= D(C)= C* mod n.
b. Vidu
Ma hoa ban rd6 AGRICULTURES véip =113, q = 83
Ta co: n=p*q=9379 va ¢(n) = (p-1)*(g-1) = 9184
Chone=157tacod=e¢"=117



Cap (n,e) = (9379, 157) 1am thanh khoa 1ap m a cong khai va d = 117 1a khoa giai ma
bi mat.

Vi 10°%< n< 10%, do d6 ta s& chia ban rd thanh cac khéi, mdi khdi gdm 4 chir sé

Ban rd ban ddu duoc chuyén thanh:

6571 8273 6785 7684 8582 6983

- Lap ma:

6571 mod 9379 = 6783

8273"" mod 9379 = 8000

6983"" mod 9379 = 2101

Giai ma:

6783 mod 9379 = 6571

8000™" mod 9379 = 8273

Ta thu duogc ban ro.

B. Hé mdt xép ba 16

a. M6 ta hé mdt xép ba 16

Cho mét tap hop cac sé nguyén duong s. Hiy xac dinh xem c6 hay khong mot tap hop
con cac a ma tong ctia chung bang s. Mot cach twong duong , hiy xac dinh xem c6
hay khéng céac x; € {0,1} (1< i<n) sao cho Zn aiXj = .

i=1

Bai toan quyét dinh tong cac tap con 1a mot bai toan NP day di. Diéu kién dé c6
nghia la trong s6 cac thuat toan khac nhau, khong c6 mdt thuat toan vaoi thoi gian da
thirc ndo tim dwoc quyét dinh Iya chon phu hop. Piu nay ciing dung véi bai toan tim
tong cac tip con. Song ngay ca khi mot bai toan khong c6 thuat giai véi thoi gian da
thirc néi chung thi van c¢6 nhitng truong hop nhét dinh c6 thé giai voi thoi gian da thic
no6i chung thi van c6 nhiing truong hop nhét dinh c6 thé giai véi thoi gian da thuc.
Diéu nay ciing ding véi trudng hop bai toan tong cac tdp con. Tuy nhién néu ta han
ché bai toan trén céc dit liéu | = ({as,az,...,an},T), trong d6 {a;,a,,...,a,} la day siéu

ting, tic 1 diy thoa man diéu kién:



J1
\V/j =23,...,n: > y: a; , tie 1a cac thanh phén duoc sép

i=1

xép ting dan va tir thanh phan tht hai trd di n6 s& 16n hon tong cac thanh phan ding
trudc no thi viéc tim cau tra 1i 1a kha dé dang, chang han c6 thé bang thuat toan don

gian trude day:

1. fori=ndownto1ldo

if T> a; then
T=T-4
Xi=1
else
Xi=0
n
2. if Y x.a=Tthen
i=1
3. X = (Xy....,%,) 1a gidi phap can tim

Else Khong c6 giai phap.

Bay gio, dé chuan bi xay dyng mot so dd hé mat Xép ba 18, ta chon trudc mot sd
nguyén duong n va mot sé nguyén to p da 16n. Voi mdi ngudi tham gia sé duge chon
mot bo khda K = (K’, K”), trong d6 khda bi mat K” =

n
(A, p,a) gdm mot ddy siéu ting A = {a; a, ..., a,} thoaman Ya, <p, va
i=1
mot s6 a, 1 <a < p-1; khoa cong khai K’ = {by,..., b} véi b;= a.a;mod p.
So dé hé mét xép ba 16:
S=WM,C,K,ED)

Trong d6 P = {0,1}", C = {0,1,..., n(p-1)}, 1a tap hop cac bd khoa K = (K’ K”’) nhu
dugc xay dung ¢ trén. Céc thuat toan 1ap mat ma va gidi ma dugc xéc dinh bdi:
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V&1 moi X = (Xy,..., Xp ) € P, thudt toan 1ap ma cho ta:
n
E (K'.x) = 2xi.bi;
i=1

va v6i moi y € C tic 0 < y < n(p-1), ta xac dinh z = a™'y mod p, roi sau do giai bai
toan sip ba 16 d6i véi dit lidu 1=({ay,ay, ..., an}, z) ta s& duoc 16 giai (Xy, ..., xy), 101 giai
dolagiatricuaD (K7, y) = (Xg,..., Xp) = X.
b. Thire thi hé mdt xép ba 16

Chon n = 6, khoa bi mat c6 p =737, A= {12, 17, 33, 74, 157, 316}, a=635. Tinh
dugc khoa cong khai 1a {250, 477, 319, 559, 200, 196}. V&i ban rd x = 101101 ta c6
ban ma tuong Ung la y = 1324.
Khi Bob nhan dugc ban ma y, déu tién anh ta tinh:

z = a'ymod p = 635.1324 mod 737 =435
sau d6, Bob sé& giai truong hop | =(a, z) ctia bai toan sip ba 16 v6i diy siéu ting a va z
ta duoc:

435 =12+ 33 +74 + 316, tirc duoc loi giai x = (1,0,1,1,0,1).

1.1.3. Ham bam

Ham bam mat ma la ham toan hoc chuyén ddi mot thong diép co do dai bat ki
thanh mot chudi bit c6 d6 dai ¢b dinh (tuy thudc vao thut toan bam). Diy bit nay
duoc goi la thong di¢p rat gon (message digest) hay gia tri bam (hash value), dai dién

cho thong diép ban dau.
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m To B
|

My Computer

Message (1 Message
'\: '.

Messagenplus

signed digest

Hash

A’s Private

Encrypt .
) Signed digest

Digest
Hinh 1.3: M6 hinh sir dung ham bam bén giri
B
My Computer
From A Message
A’s Public
Decrypt Hash

" Compare
Digest Digest
Hinh 1.4: M6 hinh sir dung ham bam bén nhan
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Mot sb tinh chat ciia ham bam:
- Céc thuat toan bam 1a ham mét chiéu, do do rat khé dé xay dung lai thong diép
ban déu tir thong diép rut gon.
- Tuy nhién ham bam h khong phai 1a mét song anh. Do d6, vé6i thong diép x bat ki,
ton tai thong diép x’ # x sao cho h(x) = h(x’). Lic ndy, ta noi rang “c6 su dung do xay
ra” — DAy ciing 12 mét dic diém d& bi loi dung dé mé héa cac ham bam, khi khong
tim duoc thong diép gdc x, cac thuat toan pha khoa s& di tim cdc ham x” # x sao cho
h(x) = h(x’).

Mot ham bam h duoc goi 1a an toan (hay “it bi dung d6”) khi khong thé xac dinh
duogc (bang cach tinh toan) cip thong diép x va x’ thda man x’ #x Va h(x) = h(x’).
- Ham bam giup xac dinh duoc tinh toan ven dir liéu cua thong tin: moi thay doi, du
1a rat nho, trén thong diép cho trude, vi du nhu doi gia tri 1 bit, déu 1am thay d6i théng
diép rut gon twong ng. Tinh chat nay hitu ich trong viéc phat sinh, kiém tra chit ki
dién tir, cac doan ma ching nhan thong di¢p, phat sinh sb ngﬁu nhién, tao ra khoa cho
qua trinh ma hoa...
Thuét toan bam phd bién :
- Thudgt todn Secure Hash Standard (SHS)
- Thuat todn Secure Hash Standard (SHS) do NIST va NSA (National Security
Agency) xay dung dugc cong bd trén Federal Rigister vao ngay 31 thang 1 nim 1992
va sau d6 chinh thirc trd thanh phuong phap chuan tir ngay 13 thang 5 nim 1993.
Thong di¢p rat gon c6 do dai 160 bit.
- Ngay 26 thang 8 nam 2002, Vién tiéu chuan va Cong nghé qudc gia cua Hoa Hy
(National Institue of Standard and Technology - NIST) da dé xuat hé thong chuan ham
bam an toan (Secure Hah Standard) gom 4 thuat toan ham bim SHA-1, SHA-256,
SHA-384, SHA- 512. Dén 25/03/2004, NIST da chap nhan them thuat toan ham bam
SHA-224 vao hé thdng chuan ham bam. Cac thuat toan ham bam do NIST d& xuat
dugc dac ta trong tai li¢u FIPS180-2.

Céc thuat toan ham bam SHA gom 2 bude: tién xir 1i va tinh toan gia tri bam.

% Budc tién xit li bao gom cdc thao tdc:
M¢ rong thong diép
Phan tich thong diép d3 mo rong thanh cac khdi m bit

YV V VY

Khéi tao gia tri bam ban dau
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% Budc tinh todn gid tri bam bao gom cdc thao tdc:

>  Lamn lan cac cong viée sau:

. Tao bang phan b thong diép (message schedule) tir khéi thr i.

. Dung bang phan bd thong diép cing véi cac ham, hing s, cic thao tac trén tir dé
tao ra gia tri bam I.

>  Sirdung gia tri bam cudi cuing dé tao théng diép rut gon.

Thong di¢p M dugc mo rong trude khi thyc hién bam. Muyc dich cua

viéc mo rong nay nham dam béo thong di¢p mo rong c6 do dai la boi s6 512 hodc
1024 bit tuy thudc vao thuat toan.

Sau khi thong diép d3 mé rong thong diép can dugc phan tich thanh N khdi m-
bit trudc khi thue hién bam.

Dbi v6i SHA-1 va SHA-256, thong diép mo rong duoc phan tich thanh N khoi
512-bit M@, M@, ..., M™. Do d6 512 bit clia khdi dit liéu dau vao co thé duge thé hién
bang 16 tir 64-bit, My ) chira 32 bit dau cua khéi thong diép i, M;” chira 32 bit ké
tiép. ..

Pbi véi SHA-384 va SHA-512, thong diép md rong duoc phan tich thanh N
khéi 1024-bit MY, M@, . M™. Do d6 1024 bit ciia khdi dir liéu ddu vao c6 thé dugc
thé hién bang 16 tir 64-bit, My *) chira 64 bit dau cua khéi thong diép i, MY chua 64 bit
ké tiép...

Truéc khi thuc hién bim, véi moi thuat toan bim an todn, gia tri bim ban dau
HO phai duoc thiét 1ap. Kich thudc va sd luong tir trong HO tuy thudc vao kich thude
thong diép rut gon.

Céac cap thuat toan SHA-224 va SHA-256; SHA-384 va SHA-512 céo cac thao
tac thuc hién gidng nhau, chi khac nhau vé s luong bit két qua cta thong diép rut gon.
NO6i cach khac, SHA-224 sir dung 224 bit dau tién trong két qua thong diép rat gon sau
khi 4p dung thuit toan SHA-256. Tuong tr SHA-384 sir dung 384 bit dau tién trong
két qua thong diép rat gon sau khi ap dung thuat toan SHA-512.

Trong cac ham bam SHA, chung ta can sir dung thao tac quay phai mot tir, ky

hi¢u 12 ROTR, va thao tac dich phai moét tir, ky hi¢u 1a SHR.
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Nhdn xét:

MGi thuat toan c6 bang hing sé phan bd thong diép tuwong tng.Kich thude bang
hang s6 thong diép (scheduleRound) cia SHA-224 va SHA-256 13 64, kich thudc bang
hang sb thong diép ciia SHA-384 va SHA-512 13 80.

Chuén SHA dc td 5 thuat toan bim an toan SHA-1, SHA-224*, SHA-256, SHA-
384 va SHA-512.

Su khac biét chinh cta cac thuét toan 1a s lugng bit bao mat cua dir li¢u bam —
diéu nay c6 anh huodng truc tiép dén chiéu dai cua thong diép rat gon. Khi mot thuat
toan bam duoc sir dung két hop véi thuat toan khac doi hoi phai cho két qua sé luong
bit tuong ung. Vi duy, néu mot thong di€p duogc ki véi thuat toan chit ki dién tr cung
cép 128bit thi thuét toan chit ki d6 c6 thé doi hoi sir dung mot thuat toan bam an toan

cung cip 128bit nhu SHA-256.

Kich thwéce (bit) Do an toan”
Thuat toin | Thng Khéi Tir | Thongdiép | (dom vi: bit)
diép rut gon

SHA-1 < 2% 512 32 160 80
SHA-224 < 2% 512 32 224 112
SHA-256 < 2% 512 32 256 128
SHA-384 < 2% 1024 64 384 192
SHA-512 < 1% 1024 64 512 256

Cic tinh chit ciia thuit toan bim an toan

Tuy nhién, thang 2 nam 2005 SHA-1 bi tin cong va giai ma boi 3 chuyén gia
ngudi Trung Qudc thong qua phuong phap tinh phan bo.
1.2. CHU Ki SO
1.2.1. Gi6i thiéu vé chir ki s6

Pé hiéu vé chir ki sb trudc tién ta tim hiéu thé nao 1a chit ky dién tir?
Chir ky di¢n ti 1a thong tin di kém dir li¢u (van ban, hinh anh, video,...) nham muc
dich xac dinh nguoi chu cua dir licu do.

Ta cling co thé sir dung dinh nghia rdng hon, bao ham ca ma nhan thyc, ham bam
va cac thiét bi but dién tir.

Chir ky khoa sb cong khai (hay ha tang khoa cong khai) 1a mé hinh sir dung céc

mat ma dé gan v4i moi ngudi sir dung mot cap khoa cong khai — bi mat va qua do co
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thé ky cac van ban dién tir cling nhu trao ddi cac théng tin mat. Khéa cong khai
thuong dugc phan phdi thong qua ching thuc khéa cong khai. Qua trinh sir dung chir
ky s6 bao gdm 2 qua trinh: tao chir k¥ va kiém tra chit ky.

Khai niém chir ky dién tir mic du thuong dugc str dung cung nghia voi chir ky sd
nhung thuc sy c¢6 nghia rong hon. Chir ky dién tir chi dén bat ky phwong phép nio
(khong nhét thiét 13 mat ma) dé xac dinh nguoi cha cua van ban dién tir. Chit ky dién
tr bao gdm c4 dia chi telex va chit ky trén gidy duogc truyén bang fax.

Khi nhin duoc mot vin ban bang gidy, cac khia canh sau diy thuong dugc xem
x€t tir phia nguoi nhan:
e Ailangudiviét ra, c6 trach nhiém véi van ban nay?
e  Tir khi dugc giri di tir ngudi viét dén khi nhan duoc tir nguoi doc, ndi dung van
ban c6 bi thay doi gi khong?
e Ngudi viét van ban khong chdi bo nhitng ndi dung ma minh di viét ra va gui di.
. Tu khi dugc guri di tir nguoi viét dén khi nhan duoc tir nguoi doc, ndi dung van
ban khong bi doc tir ngudi thtr ba khac?

Néu dugc dién giai dudi goc dd chuyén mén cia an toan thong tin (Information
Security), van ban nay dugc xem xét dudi cac khia canh:
e  Tinh xac thyc cuia nguoi gui (Authentication)
e  Tinh toan ven cta van ban (Integrity)
e  Tinh chdng tir chdi, chdng chdi bo (Non-repudiation)
e  Tinh bi mat hay tinh riéng tu (Privace)

Quay lai mdt vin ban bang gidy, cac van dé trén dugc giai quyét nhu thé nao:
. Ai la nguoi viét ra, c6 trach nhiém véi van ban nay: kiém tra ho, tén nguoi ki van ban
) Ttr khi dugc gui di tir nguoi viét dén khi nhan duogc tir nguoi doc, ndi dung vin
ban ¢ bi thay doi gi khong: xem xét cac chir ki trén ting trang, tinh lién tuc ctia danh
s6 trang,...
e  Nguodi viét van ban khong chdi bé nhitng ndi dung ma minh viét ra va gui di:
kiém tra chir ki cudi cing cua van ban 1a chit ki hop 1é cia ngudi gui, so sanh chir ki
ndy voi chit ki mau ctia ngudi d6 ma minh di co.
e  Tir khi vin ban dugc gii di tir nguoi viét dén khi ngudi nhan nhan dugc vin ban
dé thi néi dung van ban khong bi doc boi mot nguoi thir ba khac: kiém tra phong bi
dung van ban c6 con nguyén trang khong?

Khi trao doi mot “van ban” trong moi truong dién tr (mot email, mot doan dir li¢u
trong giao dich, mot file dir li¢u,...) ca bon khia canh néu trén cling can duogc xem xét
trong diéu kién khong c6 “chit ki”, “phong bi”,... Tuy nhién cac van dé néu trén di duoc

giai quyét vé mit cong nghé khi cac tién trinh va giai thut sir dung khoa phi dbi xtng
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(asymmetric key) dugc phat trién va hoan thién. Sau ddy em xin trinh bay vé tién trinh xtr
Iy ki va xac thyc chit ki s6 nhu sau:
1.2.2. Qua trinh ki va xac thyuce chir ki
1.2.2.1. Qua trinh ki
° Poan dit liéu can duoc bao mat dugc dua qua ham bam (hashing), két qua cua
ham bam 13 mot doan bit dam béo 2 tinh chat:
- Tinh duy nhat: mdi mot doan dit liéu khac nhau thi s& c6 mot doan bit khac nhau,
khéng trung 1ap, c6 do dai khong ddi.
- Tinh mot chiéu: Tir doan bit dic trung nay khong suy nguoc lai dugce noi dung
van ban.
e  Poan bit dic trung ndy dugc ma hoa bang khoéa bi mat ciia ngudi giri va duge
dinh kém vao “vin ban”, roi gui dén ngudi nhan — doan bit dwec ma héa nay chinh
1a chir ki s6 (digital signature)

Luoc d6 ki duoc mo ta bang hinh vé dudi day:

Ban tin dién tr h

Khoa bi mat

clia nguo1 guri

Ham bam

Ban tom luoc \

Chir ki s6 (CKS)

l

Géan CKS vao ban tin dién tir

v
Ban tin ré di ki _

Gtri di

\4

Hinh 1.5 Lwoc dé ki
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1.2.2.2. QUA trinh kiém tra chir ki so

Nguoi nhan khi nhan dugc van ban c¢6 kem chir ki sb, tién trinh kiém tra sé& thuc
hién nhu sau:
° Léy doan dur liéu géc, dua qua ham bam da néi ¢ trén, thu dugc mot doan bit la
két qua bam.
e  Léy doan bit dugc ma héa (chit ki s6), giai ma bang khoa cong khai ciia ngudi
guri, thu dugce doan bit dac trung
° So sanh doan bit vira thu dugc véi doan bit thu duge trong budc 1, néu 2 doan
tring nhau va tin rang khoa cong khai chic chin 1a do ngudi giri phat hanh thi két
luan:
- Dt liéu nhan dugc c6 tinh toan ven (vi két qua bam la duy nhét, mot chiéu)
- Dit liéu nhan dugc 1a do chinh nguoi giri giri di vi chi duy nhat ngudi nhan duoc
xac thyc mdi c6 khoda bi mat phu hop véi khoa cong khai da dugc sir dung dé giai ma.
Nhu vay tinh chong tir chdi va tinh xac thuc dugc kiém tra va xac nhan. Luc nay nguoi
nhan tin rang, khoa cong khai d6 dai dién hop phap cho ngudi guri.

Luoc do xac thuc chir ki s6 duoc mé ta béng hinh va dudi day:

!

Ban tin dang ki —1
Tach ban tin va CKS
cua nguoi gui

\ CKS Ban tin dién tu I

Khéa cbng khai

-

Ham bam

Ban tom luoc 1

DBing nguoi giri

khong v
Ban tom luoc 2 —>

Gidng nhau?

Ban tin bi thay ddi

Gidng nhau

v

Khong ding nguoi giri Ban tin toan ven

Hinh 1.6: Lwgc dé xdc thuc
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Sau khi ki “vin ban”,néu can thiét phai cho vao “phong bi” nham bao dam tinh bi
mat khi giri di, toan bo dit liéu gbe va chit ki c¢6 thé dwa vao mi hoa bang khoa dbi xtng,
chia khoa ctia mi khéa dbi xtmg dwoc ma 1 1an boi khoa cong khai ciia ngudi nhan “vin
ban”. Khi nhan dugc, nguoi nhan sé sir dung khoa bi mat cia minh dang s¢ hiru dé gial ma
va liy dugc khoa ma, tiép tuc str dung khoa ma nay dé giai ma duoc vin ban. Nhu vy, tinh
bi mat ctia giao dich s& dugc dam béo tir ngudi giri dén ngudi nhén.

1/. Lwge d6 chir ki s6 RSA
Lugc d6 chir ki s6 RSA dugce xay dung dua theo phuong phap mé khoa cong
cong RSA. O phan tiép theo nay, em sé& trinh bay vé luge do chit ki RSA.

Luoc d6 chir ki RSA dugc mé ta nhu sau:
Cho n=pq, p va q 1a cac sb nguyén t6 16n khac nhau.
Cho M = C = Z, va dinh nghia
K = {(n,p,q,a,b): n = pq, p, q nguyén td, ab = 1(mode(n))}
¢(n) = (p-1)(a-1)
Céc gié tri n va b cong khai, cac gia tri p, q, a 1a bi mat.
V61 K = (n,p,q,a,b), ta dinh nghia :
Sig(X) =x*mod n  (a la khoa bi mat ctia ngudi giri)
Va  verg(xy) = true < x =y mod n.
x,y € Z,).
2/. Lwge d chir ki Elgamal
Phuong phép chit ki dién tir Elgamal duoc gidi thi€u vao nam 1985. Sau d6 vién
tiéu chuan va cong nghé Qudc gia Hoa Ki di stra doi bd sung phuong phap nay thanh
chuan chir ki dién tir DSS (Digital Sigital Signature Standard). N6 dugc thiét ké véi
muc dich danh riéng cho chir ki so.
Luogc d6 chit ki Elgamal dugc mo ta nhu sau:

Cho p 14 s6 nguyén t6 sao cho bai toan logarit roi rac trong Z, la kho va
gid st a € Zp* 1a phan tr nguyén thuy.

ChoP=2,", A=Z,X Z,; va dinh nghia:

= {(p,0,a,p) : B =" (mod p)}

Céc gia tri p, 0, B 1a cong khai, con a 1a bi mat.

V6i K = (p, a, a, B) va mot sd ngau nhién bi mat k € Z',4, ta dinh nghia
chir ki s6: sig(x.k) = (v,8)+>

Trong d6: y = ¢ mod p

Va 8 = (x - ay) . k™ mod(p-1)
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Néu chir ki duoc thiét 1ap diing thi xac minh sé& thanh cong vi :
B v°= o** a*® (mod p) = o* (mod p).
O day ta dung hé thuc:
ay+kd=x(modp-1).
Nguoi dung tinh chit ki bang cach ding ca gia tri mat (1a mot phan coa khéa) 14n sb
ngiu nhién mat k (ding dé ki 1én btrc dién x). Viéc xac minh c6 thé thuc hién duy nhat
bang thong tin cong khai.
Ta xét mot vi du sau:
Gia str: Cho p =467, a =2, a= 127 khi do:
B=o0®mod p

= 22" mod 467

=132.
Néu nguoi giri mudn ki 18n birc dién x = 100 va chon s6 ngau nhién k = 213
(chdy 1a UCLN(213,466)=1 va 213" mod 466 = 431). Khi d¢:
y = 23 mod 467 = 29
va: & = (100 — 127 . 29).431 mod 466 = 51
Bét ki ai ciing c6 thé xac minh chir ki nay bang cach kiém tra:
132%°29° = 189 (mod 467)
Va: 21 = 189 (mod 467)
Vi thé chir ki hop 18.
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Két chwong

Trong chuong nay em da tap trung gidi thi¢u vé mat ma hoc, co s& ha tﬁng khoa
cdng khai. V&i muc dich st dung cho viée xac thuc hd chiéu dién tir nén em da dic
biét tap trung gidi thiéu vé ham bam va chir ki s6. Trong d6 em di sdu vao hé ma hoa
cong khai RSA va chit ki sir dung thuat toan RSA dé tmg dung bao vé thong tin trong
con chip cta ho chiéu dién tir. Chuong tiép theo em di vao trinh bay nhiing quy dinh
ctia ICAO vé ho chiéu dién tir va cach thuc luu trix dit lidu trong ho chiéu dién tu. bay
12 mot phan rat quan trong, phai hiéu rd vé ho chiéu dién tir va con chip ciia no dé xac

dinh duoc cach thirc bao vé hiéu qua nhat.
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Chuwong 2:
CACH THUC LUU TRU VA XU LY THONG TIN
TRONG CON CHIP PIEN TU

2.1. HQ CHIEU PIEN TU
2.1.1. Hj chiéu dién tir 1a gi?

Ho chiéu 1a mot loai giéy to tuy than xac nhén cong dan mang quéc tich cua mot
quéc gia. Thong thudng, ho chiéu chira cic thong tincow ban nhu ho tén, ngay sinh,
qué quéan, qudc tich, anh khudn mit, cac théng tin vé co quan cip ho chiéu, ngay cép,
thot han c6 gia tri...

Véi sy ra doi cua chip khog tiép xuc sir dung cong nghé nhan dang tan s radio
RFID (Radio frequency identification), & rang nhitng thong tin ca nhan thé hién trong
mot ho chiéu cua cong dan hoan toan c6 thé dugc luu trit trén chip khong tiép xtc.
Viéc luu trir nhitng thong tin ca nhan cta ho chiéu trong chip khong tiép xuc cho phép
nang cao hiéu qua cua quy trinh cép phat, kiém duyét ho chiéu thong qua cac hé thong
xéc thue ty dong. Cac tiép can nay cho phép xay dung va phat trién mé hinh ho chiéu
méi: “Ho chiéu dién ta”(HCDT).

Ho chiéu dién tir 1a ho chiéu tich hop chip dién tir ICC (Integrated Cicuit Chip)
c6 chtrc nang ma hoa va luu trir thong tin ca nhan nguoi dung. Thong tin ca nhan
ngudi ding nay phai dugc bao vé chong truy nhép trai phép va phai duoc xac thuc tinh
chinh xac, duy nhit ctua ho chiéu. Mot trong nhitng cong cu bao vé dir liéu ma hién
nay trén thé gidi sir dung d6 1a phwong phap ma hoa dit liéu. Chir ki sé dugce sir dung
dé ki vao cac dit liéu co ban va chung dugc luu trit trong chip.

Trong ho chiéu dién tir luu trit nhitng thong tin ca nhan trong d6 c6 ca nhiing co
s& dir liéu sinh tric hoc cta nguoi mang hd chiéu. Vi li do nay ma ho chiéu dién tir con
c6 tén goi khac 1a ho chiéu sinh tric hoc (biometric passport).

Hi¢én nay yéu cau vé tiéu chuin cho ho chiéu dién tir di duge cung cép boi to
chtrc hang khong dan dung qudc té ICAO (International Civil Aviation Organization).
Va cac yéu cau nay sé dap ing duoc an ninh tai ctra khau, kiém tra tai bién gidi cac
nude. Ho chiéu dién tir tich hop 3 cong nghé:

- Nhan dang tan s6 Radio (RFID)
- Sinh tric (van tay, mong mit)

- Co s6 ha tang khoa cong khai PKI (Public key infrastructure).
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Trong khi nhan dang tan sd RFID duoc st dung cho céc li do thuc té trong cong
viéc giao tiép vat 1i voi cac hé théng kiém tra, thi viéc nhan dang thong tin sinh tric va
co s& ha tang khoa cong khai PKI duoc coi 1a c6 kha nang giam thiéu gian 1an va ting
cudng an ninh trén toan thé gidi trong ki thut nhin dang s6. Do vay yéu cau cap thiét
dat ra cho moi nudc xay dung ho chiéu dién tir 1a phai xay dung dugc mot ha tﬁng co

s& khoa cong khai qudc gia.
2.1.2. Sw cin thiét phai trién khai hd chiéu dién tir

- Viéc luu trlr trong trang nhan than nhu hi¢n nay da dat t61 mac gidi han. Trong
khi d6, dé luu trit cac dic diém sinh tric hoc va cac thong tin lién quan doi hoi kha
nang luu trit 16n. ICAO da dua ra cach luu trir chuan 1 st dung chip khéng tiép xtc
(Contactless IC) theo chuan ISO/IEC 14443. Pau doc c6 thé doc dit liéu trong chip
trong khoang cach < 10cm, khong can phai tiép xac truc tiép vai chip. Chip co thé
dugc gan trong trang nhan than, trang bia, hodc mot trang danh riéng trong quyén ho
chiéu.

- Pé chéng lam gia hodc stra d6i thong tin bat hop phap, dit lidu luu trong chip
dugc bao vé bang chir ki dién tir sir dung phuong phap ma héa khoa cong khai — PKI
voi cac thuat toan chuan duoc dua ra boi ICAO. K¥ thuat ma hoa nay da dugc str dung
trong mot sd linh vuc yéu cau do tin cdy cao nhu giao dich ngan hang, thanh toan truc

tuyén. ..

O Viét Nam, tuy lugng ho chiéu Viét Nam bi thay doi bat hop phap hodc lam gia bi
phat hién khong nhiéu. Nguyén nhéan co thé 14 nén kinh té cua ta chua phat trién cao
nén lugng ngudi nhap cu bat hop phap con it. Tuy nhién theo chuong trinh ctia khoi
APEC (Viét Nam 14 thanh vién) dy kién dén nam 2008, toan khéi s& hoan tat 16 trinh
ap dung ho chiéu dién tir. Dong thoi trong tinh hinh an ninh thé giéi dang dién ra phirc
tap, viéc duy tri thé manh 6n dinh an ninh chinh tri trong nudc 1a sy can thiét. Ngoai
ra, khi cac nudc da ap dung ho chiéu dién ti, néu cong dan Viét Nam mang ho chiéu
thong thudng nhu hién nay khi nhap canh cic nudce c6 nén kinh té phat trién sé bi xem
xét, kiém tra cin than, thAm chi con bi gay kho dé. Vi vay viéc nghién ctru ng dung

va trién khai ho chiéu dién tir 1a 1 van dé rat cap thiét d6i véi Viét Nam ta.
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2.2. TIEU CHUAN CUA ICAO VE HQ CHIEU PIEN TU

2.2.1. Céu triic va to chirc hd chiéu dién tir

Hinh 2.1 Cdc thanh phén ciia hé chiéu di¢n tir
Ho chiéu dién tir duoc td chirc dua trén ciu trac cta hd chiéu thong thuong, dugc
chia thanh hai thanh phan: phan tai liéu vat 1i — booklet (quyén ho chiéu) va phan vi
mach tich hgp RFIC (thé hién dudi dang chip khong tiép xuc).
Phan tai liéu vt Ii — booklet (quyén hé chiéu):
Booklet gan twong ty nhu ho chiéu truyén théng, nd chi khac ¢ chd c6 thém biéu
tuong HCPT & trang bia va dong ICAO (MRZ — ving doc duoc biang may doc hd

chiu ) & cudi trang dir licu.

Hinh 2.2 Biéu twong hé chiéu dién tiv

Biéu twong ho chiéu dién tir phai duoc in & phia ngoai cua booklet.
MRZ duoc thiét ké dé doc bang may doc quang hoc va c¢6 2 dong lién tuc phia
duéi cia trang dir liéu. Mdi dong nay déu phai c6 44 ki tu va duoc sap xép theo phong

OCR-B in hoa gdm bén théng tin quan trong:
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e  Tén ngudi mang hd chiéu: Xuat hién dong trén tir ki ty thir 6 dén ki tu thir 44.
. S6 ho chiéu: Puge xac dinh bai 9 ki tw dau tién cua dong thu 2.
e  Ngay sinh ctia ngudi mang ho chiéu: Xéac dinh tir ki tw 14 dén 19 cia dong 2 theo
dinh dang: YYMMDD.
. Ngay hét han: Pugc xac dinh tir ki ty 22 dén 29 cua dong 2.
Ngoai ra, 3 trudng s con c6 1 ki tir kiém tra dng ngay sau gia trj cta truong

tuong ung.

[ Holder's Name

PLUTOERIKSSONCSANNASTAR A CECECELCL L CeCC e ees
LAYAMND2C<IUTOLNDADRLFIS0LATLZE LANER2LB <<l

\
Paszport ¢ DOB Expiration Date

Hinh 2.3 Mo td MRZ
Phan vi mach tich hop tan sé radio (RFIC):

Chip duoc dua vao HCPT phai tuan theo chuan ISO/IEC 14443 trong d6 chi ra
khoang cach doc dugc chinh xé4c trong khoang 10cm.

Mach RFIC gom c6 chip va mot anten vong khong nhitng dung dé két ndi ma
con dung dé nhan biét tin hiéu tir dau doc. Pay 1a yéu td quyét dinh HCDT khéng ¢
ngudn dién trong. Ning luong hoat dong cho chip thu nhan qua anten.

Mach RFIC c6 thé duoc dua vao mot trong cac vi tri khac nhau trong booklet,
thong thudng nim & trang bia hodc trang dir liéu va can dam bao rang chip khong bi

hu hai va tach roi khoi booklet, ddng thoi cling khong thé truy cap hoic g& bo.
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Céu tric chip khong tiép xic

MRTD

TOE boundary

Printed Machine
Readable Zone
(MR2)

CONTACTLESS INTERFACE ( ANTENNA)

Bicgraphical Data

Printed Portrait

Integrated Circuit

EEPROM EEPROM

ROM ( AXSEAL V3 ES)

ROM ROM

(IC Dedicatec Miface CS) (Ic Dedicated
Support  Software:
Boot Rom Software
Test Software)

HARDWARE

AXSEAL
Product

Hinh 2.4: Céu triic chip khong tiép xiic

2.2.2. Céu tric dir liéu cia chip ICC

Céu tric dit liéu lwu trir trong chip ciia hd chiéu dwoe in ra lam 2 phin:

1). User Files

Pay 1a phan danh cho viéc phat trién sau nay. Phan User Files c6 thé ghi duoc va nd

cho phép co thé gin visa dié tir . . .

2). Céu triic dir ligu logic LDS ( Logical Data Structure)

Muc dich cia viéc chuan hoa cac thanh phan dir li€u trong ho chi€u dién tur dé c6 duogc

su thong nhat trén pham vi toan cau. T6 chirc hang khong dan dung qudc té (ICAO)

khuyén nghi cdu triic cc thanh phan dit liéu trong HCDT va phan nhom logic cac

thanh phan dir liéu ndy. Ngoai nhimg thanh phan bat budc phai c6 trong HCDT con ¢6

céc thanh phan dit lidu tiy chon.
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Phan LDS chi cho phép truy cap dit liéu, n6 bao gdm cac khoa mat ma, dung dé
hd trg cho cac c& ché kiém soat truy cdp co ban BAC (Basic Access Cotrol) va xéac
thuc chu dong AA ( Active Authentication). LDS c6 truong EF-COM luu trit thong tin
chung cua chinh LDS nhu version, danh sadch cac datagroup, chira cac thong tin ctia
ngudi ding va céc dir lidu sinh tric.

Mot s6 yéu cau doi viéc 16 chire dir liéu logic
- Phai dam bao hi¢u qua va cac diéu kién thuan loi cho nguoi s¢ htru HCDT hop phap;
- Phai dam bao sy bao vé dbi véi cac thong tin di luu trong chip;
- Cho phép tuong tac pham vi toan cau ddi véi dit liéu mé rong dua trén ciu tric
dir liéu cua HCDT;
- DPinh vi cac thong tin tuy chon mé rong theo nhu cau cua to chirc hodc chinh phu
cac qudc gia phat trién ho chiéu;
- Cung cap kha ning mé rong dung lugng luu trit theo nhu cau cua nguoi ding va
su phat trién cta cong nghé;
- Hb tro sb luong 16n cac lua chon bao vé dir licu;
- HO trg cac to chirc va chinh phu cap nhat thong tin vao HC PT;
- Tan dung cac chuan qudc té hién c6 dong thoi mé rong tdi da khi ¢6 cac chuan
sinh tric hoc noi Ién.

Pé dam bao tinh twong tac toan cau, ICAO quy dinh cau trac dit liéu trong cac

chip dién tir phai tuan thu theo nguyén tac dudi day:
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Bit budc

Nhom . 3
(M) / Tuy Thanh phan dir liéu
dir liéu
chon (O)
Théng tin chi tiét lru trong vung dit liéu doc dwoc bing may
1 M Dit liéu vung doc dugc bang may (dong ICAO)

Théng tin xac thue hd tro béi may — Céc dic diém xac dinh dwgc ma hoa

2 M Pic diém trao doi cong khai Anh mat
3 @) Thong tin bo sung Anh van tay
4 O Théng tin bo sung Anh trong mat
Thong tin xac thuc hd tro boi may — Cac dic diém xéac dinh thé hién rd
5 0] Anh mit 5
6 O Dt trir dung trong tuong lai
7 0 Anh chir ky rd hoic dic diém danh dau thuong dung
Xac dinh dic diém bao mat hd tro may — Cac thong tin bio mat dwoc ma héa
8 o) Dic diém dit ligu
9 0] Pic diém ciu trac
10 0 Pic diém thay thé
Cic thong tin bo sung vé cac nhin
11 O Céc chi tiét dit liéu bo sung cho thong tin vé ca nhan
Cac thong tin bo sung veé tai liéu
12 0 Céc chi tiét dit liéu bo sung cho thong tin vé tai liéu
Cac thong tin tuy chon
13 O Céc chi tiét tiy ¥ do co quan cip phét quy dinh
Du trir dung trong twong lai
14 O Du trir dung trong tuong lai
15 @) Thong tin khoa cong khai x4c thuc chu dong
Nhirng diéu can chi y
16 0 Chi tiét dit liéu vé nhitng ngudi can chi y
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Nhu vay 1a trong quy dinh ddi voi cau triic dir liéu logic, chi c6 phan dir liéu
doc dugc bang may (dong ICAO) duoc ghi trong nhom dir liéu thir nhit va anh mat
(dugc ghi trong nhom dir li¢u 2) la bt budc, con cac thong tin khac déu 1a tuy chon.
Ngoai ra trong mot HCDT theo chudn con can thiét phai c6 thong tin bao mat dé xéac
dinh tinh toan ven cua dir li¢u dugc ghi trong chip. Thong tin nay dugc chura trong
nhém dit li€u 1. Thong tin bdo mat bao gé)m gia tr1 bam cua cac nhém dir licu duogc su
dung.

Néu nhu anh hién thi rd trong trang nhan than la tuong ddi khac biét (hodc thuc
chét 1a mot anh khac — truong hop c6 hai anh mit) so véi anh luu trong nhém dit lidu
2, thi phai luu trtr &nh d6 6 nhom dir liéu 5.

Néu co quan cap phat thuc hién luu trit thong tin tiy chon 1a van tay va cho
phép doc cong khai thi it nhat phai luu trir mot anh trong mét tai nhom dit lidu 3.

Néu co quan cip phat thuc hién luu trit thong tin tiy chon 14 trong mat va cho
phép doc cong khai thi it nhat phai luu trir mot anh trong mat tai nhom dir liéu 4.

Trong con chip dién tir, ngoai cac thong tin dit li€u con co6 cac thong tin bao mat,
dugc co quan phat hanh sb héa, luu trit va chi cung cp cho cac co quan chiic ning co
tham quyén dé phuc vu kiém tra, kiém soat va xac thuc vé nguoi mang ho chiéu.

2.2.3. Luu trir vat ly

Dt 1iéu luu trit trong RFIC theo cac tép img véi tung nhom dir li¢u, céc tép nay la cac
tép co ban c6 tén bat dau bang < EF’. Ngoai ra con c6 mot s tép dic biét nhu DF1 1a
tép chira thong tin khai bao, EF.SOp (SOp: security object) 1a tép chtra thong tin phuc
vu qua trinh xéac thuc bi dong - Passive Authentication. Trong mdi tép (nhom dit liéu),
cac truong thong tin phan tich nhau boi cac thé Tag danh dau bat dau va két thic gia

tri cua truong thong tin.
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-------- DF — LDS REQUIRED
________ Kene OPTIONAL
________ Kmac OPTIONAL
________ KPraa OPTIONAL
........ EF - COM REQUIRED
________ EF - SOp REQUIRED
........ EF — Datagroup_1 (MRZ) REQUIRED

-------- EF — Datagroup_2 (Encoded Face) REQUIRED

-------- EF — Datagroup_n OPTIONAL

Hinh 2.5: Té chikc vit Iy théng tin trong hg chiéu dién tiv
B6n nhém thanh ph?m dit liéu bt bude:
- Phan thong tin MRZ (Machine Readable Zone) twong tng véi nhom dit lidu
DH1.
- Anh khuon mit ctia ngudi mang ho chiéu.

- EF.COM luu trir thong tin chung cia chinh LDS nhu: version, List of DataGroup

- EF.SOp chtra thong tin phuc vu xac thuc va toan ven.

Khi thé khong tiép xtc di qua ving giao tiép cua dau doc, qua trinh doc dién ra theo
chuan ISO 14443,

Pé kiém tra su toan ven ciia cac nhoém thong tin, mdt sb thong tin chit ky dugc dua

thém vao va ghi trong tép co so co6 tén EF.SOp,
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Céch thuc Iuu trit cac nhom va thanh phan dir liéu theo mé hinh tht ty ngiu

nhién. Céach thuc luu trir ndy phu hop véi ky thuat mo rong dung luong tuy chon cho

phép duy tri cic thanh phan dit liéu ngay ca khi n6 duge ghi vuot qua. Cac thanh phan

dir 1iéu c6 do dai khong xac dinh dugc ma theo cdp gia tri length/ value theo h¢ thap

luc phan.

bé dinh vi va gidi ma cac nhom va thanh phan dit liéu luu trong cac nhom da

ghi boi co quan cip ho chiéu, dau doc dua vao cac phan thong tin Header trong tép

EF.COM (hinh 2.5). Vi¢c xac dinh nhém dit li€u nao co6 trong chip can ctt vao thong

tin Data Presence Map chura trong tép EF.COM thong qua cac thé TAG, mdi thé chi

dinh luu trt nhom thong tin twong tng (hinh 2.6).

HEADER

Data Element

Data Element

DATAGROUP
PRESENCE MAP

Data Element

Data Element

Data Element

Data Element

Data Element

Data Element

DATAGROUP #1

DATAGROUP #N

Hinh 2.6 Thong tin dinh vi nhom dir liéu luu trong chip

DataGroup “n” TAG

DataGroup “m” TAG

Presence of TAG = Data Group Present
Absence of TAG = Data Group Not Present

Hinh 2.7 Théng tin chi thi sw ton tai ciia nhém div ligu trong chip

31




Véi cac thanh phan dit liéu trong méi nhom (trudng thong tin), diu doc nhan

dién sy tOn tai cua ching thong qua Data Element Presence Maps, va dinh vi dit li€u

théng qua cac TAG.

DATAGROUP
ELEMENT
PRESENCE MAP

Details Details
Details Details
Details Details
Details Details
DATA ELEMENT DATA ELEMENT
X Z

Hinh 2.8 Théng tin chi thi sw ton tai thanh phan dir ligu trong mét nhém

Data Element “n” TAG

Data Element “m” TAG

Presence of TAG = Data Element Present
Absence of TAG = Data Element Not Present

Hinh 2.9: Théng tin xdc dinh vi tri thanh phén div liéu trong nhém
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Két chwong

Trong pham vi chuong niy em tap trung gidi thiéu vé ho chiéu dién tir, cau tric
vat 1y cta con chip va viée t6 chitre dit lidu dién tir trong chip RFID theo quy dinh cua
CIAO. O chuong nay em dic biét di su vé cau trac dir lidu logic cua con chip trong
ho chiéu dién tir dé xac dinh cch thic bao vé dir lidu caa con chip. Chuong tiép theo
em s¢€ trinh bay cac co ché bao mat ho chiéu do CIAO dua ra. Trén co s& phan tich
nhiing vu diém, nhuoc diém cta co ché, em s& dé xuit md hinh bao mat ho chiéu dién

tir trén co s¢ nhitng khuyén céo ciia CIAO.
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Chuwong 3:
UNG DUNG CUA CHU KY SO VAO VIEC KIEM SOAT,
XAC THUC VA BAO VE THONG TIN TRONG HQ CHIEU PIEN TU

3.1. MUC DPiCH, YEU CAU CUA VIEC BAO MAT HOQ CHIEU PIEN TU
Vén dé bao mat HCDT trong cac quy trinh cip phat, kiém duyét ludn 1a 1 trong
nhimg van dé t6i quan trong ddi véi an ninh quéc gia. Van dé ndy can phai thoa man
dugc 6 yéu ciu sau day:
e Tinh chan thuc
Co quan cip ho chiéu phai ghi dung thong tin cia ngudi dugc cAp hd chiéu,
khong c6 sy nham 13n trong qua trinh ghi thong tin khi cip ho chiéu. Pay la diéu
duong nhién bit budc phai co trong khudn khd luan van nay, gia thiét muc tiéu nay
luon duoc dam bao
o Tinh khéng thé nhdn ban
Muc tiéu ndy phai dam bao khong thé tao ra ban sao chinh xac ctia RFIC
e Tinh nguyén ven va xac thuc
Can ching thyc tit ca thong tin luu trén trang dir liéu va trén RFIC do co quan
ho chiéu tao ra(xdc thiec). Hon nita can ching thuc thong tin d6 k bi thay ddi tir lac
duoc luu(nguyén ven).
o Tinh lién két nguoi - hg chiéu
Cén phai ching minh rang HCDT thudc vé nguoi mang né hay ndi mot cach
khac cac thong tin trong hd chiéu mo ta con nguoi so hiru ho chiéu.
o Tinh lién két hé chiéu — chip
Can phai khang dinh booklet khép véi mach RFIC nhing trong né.
o Kiém sodt truy cdp
Pam bao viée truy cp thong tin luu trong chip phai dugc sy ddng ¥ ciia nguoi sé hitu
no6, han ché truy cap dén cac thong tin sinh trac hoc nhay cam va tranh mat mat thong
tin ca nhan.
3.2. CO CHE BAO MAT HQ CHIEU PIEN TU DO ICAO PUA RA
Tai litu md ta vé ho chiéu dién tir cia CIAO[Doc 9303, Ninth Draft: Machine
Readable Travel Documents, July 2005] dé cap dén cac co ché bao mat cho ho chiéu
dién tir gom:
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o  Xdc thuc bi dong(Passive Authentication)

Muc dich 14 dé kiém tra tinh x4c thue va toan ven ctia thong tin luu trong chip RFID

thong qua viéc kiém tra chit ky ctia co quan cip ho chiéu trén céc thong tin Iuu trong chip.

e  Xac thuc chu dong (Active Authentication)

Muc dich dé tranh sao chép va thay thé chip trong ho chiéu dién tir. Bing cach trao ddi
khoa xac thuc quan hé giira hé thong kiém soét va con chip.

e  Kiém sodt truy cdp co ban(Basic Access Control-BAC)

Muc dich dé chong doc 1én thong tin trong chip va nghe trom thong tin truyén
gira chip RFID va dau doc

Néu khong c6 co ché BAC thi mot dau doc bat ky theo chuan ISO/IEC 14443
déu c6 thé doc ndi dung thong tin luu trong chip RFID. Nhu vdy s& khong dam bao
yéu cau bao vé thong tin ca nhan. Hon thé nita, BAC con gitp ma hoa dit liéu truyén
giita dau doc va chip RFID dé tranh nghe 1én thong tin trén duong truyén
o Diéu khién truy cdp mé réng(Extended Access Control-EAC)

Muc dich ctia EAC dé ting cuong bao vé cac thong tin sinh tric hoc nhay cam
(van tay, mong mat) dong thoi khic phuc han ché cua qua trinh xéac thuc chii dong. Co
ché nay bao gém hai qu4 trinh:

- Xéc thyc chip (Chip Authentication)
- Xac thuc dau doc (Terminal Authentication)

Tuy nhién CIAO chi d& cap d&én co ché nay dudi dang mé dé cac qudc gia, giGi
khoa hoc tiép tuc nghién ctru, bd sung.

Hon thé nira, trong cac co ché duoc dé cap o trén, CIAO khuyén nghi chi bét
bude sir dung co ché xac thuc bi dong dé kiém tra tinh toan ven va xac thuc cua thong
tin. Xac thuc chi dong va diéu khién truy cap co so chi 1a cc tiiy chon khong bat budc
st dung trong qua trinh xac thyc ho chiéu.

Dudi day 1a bang tong két cic phuong thirc bao mat thong tin trong hd chiéu dién

tu:
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PHUONG THUC BAO MAT CO BAN

Phuong thic [ CQ  cip | CQ kiém | Uu diém Nhuoc diém
phat soat
Xac thuc bi | Bitbudc | Bét budc bam bdao xac | Khong chéng duoc viéc
dong thuc thong tin | sao chép toan ndi dung
trong chip dién tir | con chip hodc thay thé
khong bi thay d6i | bang mot chip  khac.

Khong c6 kha ning chong
trom.

CAC PHUONG THUC BAO MAT NANG CAO

So sanh gitra | Khon st | Tuychon |DPam bao thong | Lam tiang tinh phic tap
théng tin | dung tin cta chip dién | cia hé thong. Khéng co
trong dong tr va dong ICAO | kha ning chong sao chép
ICAO  va 1a ddng nhét. thong tin trong chip va
théng tin trang nhan than.
trong  chip
dién tir
Xéc thyc chu | Tuy chon | Tuychon |C6 khd nang |Lam tang tinh phuc tap
dong chéng sao chép | cia hé théng. Can con
ndi dung thong | chip c6 kha ndng xur ly.
tin cua chip dién
tr. C6 kha nang
chéng thay thé
chip.
Kiém  soat | Tuy chon | Tuychon |Chong doc trom | Khong co kha ning chong
kha nang théng tin trong | sao chép va thay thé chip.
truy cap co chip. Chong thu | Lam ting tinh phirc tap
ban tin hiéutrong qué | cia hé théng. Can con
trinh truyén tin | chip c6 kha ning xir 1y.
gitra chip va may
doc (khi str dung
kénh truyén co
ma hda).
Kiém  soat | Tuychon | Tuychon |Chong truy cap |DPoi héi quan 1y va cap
truy cidp mo bat hop phap cac | phéat them khoa. Khdng c6
rong théng tin  sinh | kha ning chong sao chép
tric mo rong. va thay thé chip.
Chéng doc trom | Lam ting tinh phirc tap
céc thong tin sinh | ctia hé thong.
trac mo rong. Can con chip c6 kha ning
xu ly.
Ma hoa | Tuy chon |Tuychon |Bdo mat cac | Can quan ly khoa gidi ma
thong tin théng tin  sinh | thong tin.
tric mo  rong. | Khong c6 kha ning chong

Khong yéu ciu
chip di¢én tir phai
c6 kha nang xur 1y
tinh toan.

sao chép va thay thé chip.
Lam tang tinh phtc tap
cua hé thong.
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3.2.1. Céc thuit toan dwoec sir dung trong hé thong bao mat

3.2.1.1. Quy dinh chung

Tat ca cac qubc gia phai st dung mot thuat toan dong nhat dé sinh khéa (ching chi)
bao mat cip qudc gia, khoa bao mat hd chiéu va ung dung trong cac ddi twong bao
mat(SOp), tuy vay do dai cua ma khoa la khac nhau tuong img véi cac cép do bao mat
khac nhau.

Céc qubc gia phai hd tro tat ca cac thuat toan bao mat tai cc cira khau qudc té dé xac
thue tinh hop 16 ctia ho chiéu do cac qudc gia khac phat hanh.

Duéi day 1a khuyén cdo dbi véi do dai ma khoa twong tng voi timg thuat toan va gia
dinh ho chiéu c6 thoi han 14 10 nam.

3.2.1.2. RSA

- Khoa mi cp qudc gia c6 do dai tdi thiéu 1a 3072 bit(sd nguyén té Moduld n).

- Khoa mia cap ho chiéu c6 do dai tdi thiéu 2048 bit.

- Khoa mi danh cho phuong thirc x4c thuc chi dong c6 do dai tbi thiéu 1a 1024 bit.
3.2.1.3. DSA

- Khoa mi cap qudc gia co do dai tdi thiéu 1a 3072 va 256 bit (twong ng véi cip
sé nva q).

- Khoa mi cap ho chiéu c6 do dai tdi thiéu 1a 2048 va 224 bit.

- Khoéa mi danh cho phuong thirc xac thuc cha dong c6 do dai téi thicu 1a 1024 va
160 bit

3.2.1.4. Pwong cong elip DSA (ECDSA)

- Khoa mi cip quéc gia co d dai tdi thiéu 256 bit.

- Khoa ma cap ho chiéu cé do dai tdi thiéu 224 bit.

- Khoéa mi danh cho phuong thirc xac thuc cha dong c6 do dai téi thicu 1a 1024 va
160 bit.

3.2.1.5. Cdc thudgt toan bam(SHA-1, SHA-256, SHA-384, SHA-512)

D¢ dai khoa ma cta thudt toan bam nén lya chon cho phu hop véi thuét toan ky tuong
ung. Vi du:

- SHA-1 cung véi RSA 1024

- SHA-224 cung véi ECDSA 224
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3.2.2. H¢ théng cip phat va quan 1y chir ky s6 trong hd chiéu dién tir
3.2.2.1 Danh muc khoa cong khai

ICAO t6 chirc mé hinh danh muc khéa cong khai — PKD(Public Key Directory)
nhim luu trit tip trung, phan phdi chimg chi( khéa cong khai), danh sach ching chi
thu hoi — CRL(Certificate Revocation List) dén cac qudc gia thanh vién.

CSCA Country

o KPresca
Signing CA KPUcsca
Cos
CRL Certificate DS Document | KPros
Revocation List Signer KPUp

Hinh 3.1: Danh muc khéa cong Khai

Véi ¥ twong nay, mdi qudc gia c6 mot co quan cap ching chi sé qudc gia(ky
hiéu la CSCA-Country Signing Certificate Authority), vdi khoa bi mat 1a KPrcgca Va
khoa cong khai Kpucsca. Nhitng khoa nay dugce sir dung dé ching thuc cho ching chi
ctia co quan cap ho chiéu (ky hiéu 1a Cpg). M6 hinh t6 chirc ching chi nhu trén hinh
2.9. Trong cdy phan cip quan ly khoa, chimg chi khoa & cap cao nhat duge phat hanh
dé xac thyc tinh hop 16 cua tit ca cac khoa ma do mot qudc gia phat hanh. Ching chi
cép cao nhét nay dugc viét tit Ccospa. Cespa duoc khai tao va phat hanh boi1 Co quan
phat hanh chimg chi khoa cip quc gia (CSCA).

ICAO khuyén céo rang tat ci cac cdp khoa do CSCA phat hanh (Kpucsca,
KPresca) déu phai dugc phat sinh va luu trit trong moi trudng bao mat cao nhat.

Tat ca cac chung chi khoa cip qudc gia Ccsca déu phai duoc cip phat va van
chuyén bang dudng ngoai giao bao mat (khéng cung cap trén dudng truyén).

M&i chig chi khoa cip qudc gia Ccsca sau khi duoc phat sinh va sir dung can phai
guri cho ICAO (dé xéac thuc tinh hop 18 ctia cac ching chi s6 ho chiéu Cpg).

Thu muc khoa cong khai (Public Key Directory - PKD) 1a noi tap trung cac chung chi
clia co quan cap ho chiéu (Cpg), ICAO s& tap hop ching chi cia qudc gia thanh vién va
quan 1y, cung cap truc tuyén. Puoc xay dung véi muc dich chia sé cac Ching chi ho chiéu
d6i voi tht ca cac qudc gia thanh vién, ICAO d3 xay dung va cung cdp dich vu thu muc

khoa cong khai (PKD) cho tat ca cac qudc gia thanh vién truy cap. Dich vu niy cho phép
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nhan cac thong tin vé khoa cong khai tir tat ca cac qudc gia, luu trit vao trong mot thu muc,
va cho phép céc thanh vién truy nhap dé l4y thong tin vé.

Viéc truy cap dé cap nhat PKD duoc gi6i han chi trong cac quic gia thanh vién ICAO.

Ngoai cac qudc gia, thi moi truy cép khac vao PKD dé doc thong tin 1a khong
dugc phép.

Mot phan hét strc quan trong can thudng xuyén cip nhat voi PKD 1a danh sach
nhimg chtng chi bi thu hdi (CRL). Do cac khoa bi mat cia co quan cip ho chiéu dung
dé ky mot sb luong 16n cac HCDT va sir dung trong mot khoang thoi gian dai nén néu
say ra truong hop khoa bi mat nay bi 10, khong thé huy gia tri st dung ciia toan bd cac
HCDT di duge ky boi khoa nay. Cac HCDT di ky bang khoa ndm trong CRL van con
nguyén gia tri str dung. Khi néi dén gia tri ciia chir ky sd 1a mudn néi dén thoi diém
cudi cung cua no trong khoang thoi gian c6 gia tri. Mot khi khoa bi mat ctia mot co
quan cap ho chiéu bi 19, chinh pha d6 phai nhanh chéng canh bao cho tit ca cac qudc
gia khac.
3.2.2.2. Mé hinh phén cip CA phuc vu qud trinh xdc thwe bi dong

T6 chitc m6 hinh CA thanh hai cap, cap quéc gia va co quan truc tiép cap hd chiéu.

CSCA; CSCA

/N

DS; DS, DS, DS,

Hinh 3.2: M6 hinh té chivc phén cip CA phuc vu qud trinh Passive
Authentication

CSCA — Country Signing Certifivcate Authority 1a CA cip qudc gia, CA niy
cip chimg chi ching thuc khoa cong khai cho cac DS — Document Signer. DS 1a céc
co quan ky ho chiéu dién tir hay ciing chinh 1a co quan cap ho chiéu dién tir.
Mo hinh t6 chirc CA nay khéng c6 CA cip cao nhat pham vi toan cau hay CA ching
thuc cho cac CA cp qubc gia. Mdi CSCA trong mé hinh déng vai tro 1a root CA, nd
1a CA ty xé4c thuc. Khoa cong khai ciia cac CSCA trao doi cho cac CSCA khéc theo
duong cong ham hodc tuan theo PKD cua ICAO.
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DS ky ho chiéu dién tr ma n6 cap khoa bi mat, khoa cong khai twong tGng luu
trong chip dudi dang 1 ching chi (Cps) do CSCA cap trén phat hanh.
Tai diém kiém tra, diu doc ho chiéu dién tir doc Cps, kiém tra tinh xé4c thuc cta n6
bang khoa cong khai cia CSCA tuong tng. Sau d6 dau doc thé dung khoa cong khai
trong Cps dé xac thyc ndi dung thong tin luu trong chip.
Danh sach chimg chi thi hdi — CRL: M6 hinh PKI str dung trong xac thuc ho chiéu
dién tir c6 diém riéng dic thu so v6i moé hinh PKI néi chung vi day 1a hinh thirc PKI
offline. Do cac khoa bi mit cua cac chinh phu dung dé ky mot sb luong lon cac HCDT
va st dung trong mot khoang thoi gian dai nén néu say ra trudng hop khoa bi mét nay
bi 16, khong thé huy gia tri str dung cua toan bd cac HCDT duge ky bai khda nay. Gia
tri dung dé ky HCDT y mudn néi téi thoi diém cudi cing cia né trong khoang thoi
gian c6 gia tri. Mot khi khéa bi mat ctia mot chinh phu bi 16, qudc gia nay phai nhanh
chong canh bao cho tat ca cac qudc gia khac (truyén song phuong truc tiép) va cap
nhat vao I[CAO PKD trong vong 48 gio.
Trong trudng hop khong khoa ndo can thu hdi thi cac qudc gia cling 1én khang dinh lai
danh sach thu hoi khéa CRL voi cac quoc gia khac va ICAO PKD it nhét 1a trong vong
90 ngay.
3.2.2.3 M6 hinh cép, xdc thwe hé chiéu dién ti
1/. Qua trinh cap phat ho chiéu dién tir
o B1: Pang ky cip ho chiéu theo mau do co quan cap phat, quan 1y ho chiéu phat
hanh. Qua4 trinh nay hién nay dang duoc 1am thil cong, em xin dé xuat dién tir hoa qua
trinh ding ky cap ho chiéu: Pang ky, dat lich dén co quan cap ho chiéu dé 13y thong
tin sinh trac hoc, nhan ho chiéu thong qua mang may tinh.
o B2: Kiém tra nhan than, day 13 qué trinh nghiép vu cua cuc quan ly xuit nhip
canh khong nam trong pham vi luan vin em dé cap toi.
o B3: Thu nhap thong tin sinh trac hoc. Trong ludn vin em dé xuat su dung 03
thong tin sinh tric hoc gdm anh khudn mit, anh hai van tay ngén tro va anh méng mit.
o B4: In ho chiéu, ghi thong tin vao chip dién tu.
= Ghi thong tin co ban nhu trén trang ho chiéu gidy vao DG1 (Pay con goi 1a dong
ICAO).
= Ghi anh khu6on mat vao DG2.
. Ghi anh hai van tay vao DG3.
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= Ghi anh hai héc mét vao DG4.

= Ghi SOp: Tao gia tri bam cac nhom théng tin theo SHA, tap tt ca cac gia tri bam
nay goi 1a SO, ps; Ky SO, ps béng khoéa bi mat KPrps cua co quan cép ho chiéu ta duoc
chit ky trén SO.ps ky hiéu 13 SOp.Signature. Céu tric cua SOp la (SOyps,
SOp.Signature,SOp.cert), trong d6 SOp.cert 1a ching chi Cpg — chirng chi sb cua co
quan cip ho chiéu. Phan thong tin nay phuc vu qua trinh xac thuc bi dong .

SOp chira Cps nham muc dich tao sy thuén loi cho su phé chuén sau nay cua co quan
kiém tra ho chiéu ddng thoi ciing han ché sé lwong chung chi. Thay vi co quan hod
chiéu phai luu va quan 1y tit ca cac Cpg thi ho chi phai lvu va quan 1y ching chi cua

mot qubc gia (Cesca) Va danh séch CRL. Cps duogc chimg thuc thong qua Cesca NAY

SN S

DG1 » h(DG1)
DG2 » h(DG2)
DG16 —| h(DH16
_/ U,
LDS SOLps

{| SO.ps| } KPrps=> SOp.Signature
Cps~> SOp.Cert
Hinh 3.3: Mé td qud trinh tao déi twong SOp
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[ Dé nghj cip ho chiéu }

Dién thong tin vao cac biéu

mau de nghi cap hd chiéu

F
> | CsSDL
l QLHC

Thoéng bao

két qua Xép lich lam viéc

Thu nhan thong tin

sinh trac hoc

A 4

In ho chiéu, ghi

théng tin vao chip

A 4

Nhan ho chiéu

dién tr

[
»

\4

K ét thic

Hinh 3.4: Quy trinh cdp hé chiéu dién tiv dé xudt
2/. Qua trinh kiém tra Kiém soat tai cic cira khau quéc té h chiéu dién tir
. B1: Nguoi mang ho chiéu suat trinh ho chiéu cho co quan kiém tra, co quan tién
hanh thu nhan céc dic tinh sinh tric hoc tur nguoi xuat trinh ho chiéu.
. B2: Kiém tra cic dic tinh bao mat trén trang ho chiéu gidy théng qua cac dic diém an

ninh truyén théng da biét: thity 4n hoa van chim, muc phét quang, mang bao vé . . .
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= B3: H¢ théng kiém tra IS va chip RFIC thyc hién qué trinh BAC (kiém soat truy
cap can ban). Sauk hi BAC thanh cong, IS c6 thé doc cac thong tin trong chip ngoai
trir DG3, DG4 (anh van tay va mong mat), moi thong tin trao ddi gitta dau doc va chip
duoc truyén thong bao bao mat, mi hoa sau d6 1a xac thyuc theo cip khoa ( Kenc Kmac) €0
duogc tir khoa trinh BAC.

] B4: Thuc hi¢n qua trinh xac thuc bi dong — Passive Authentication dé kiém tra tinh
xac thuc va toan ven ctia cac thong tin luu trong chip théng qua kiém tra chir ky trong SOp
bang khoa cong khai ctia co quan cap ho chiéu. Viée trao ddi khoa théng qua chimg chi sb
theo m6 hinh khuyén céo ciia ICAO. Xéc thuc bi dong két hop vdi xac thue chip (Chip
Authentication) thi ¢6 thé khang dinh chip thuc sy 13 ngudn gbc tirc 1a khong bi thay thé,
khong bi nhan ban (Pay 1a qua trinh kiém soat truy cip mo rong).

. B5: Thuc hién qué trinh x4c thuc chu dong — Active Authentication dé dam bao
rang con chip dién tir trong ho chiéu dién tr khong bi thay thé, bang cach trao doi khoa
xéc thyc giira hé thong kiém soat khoa IS va con chip RFIC.

. B6: Qua trinh xac thyc ddu doc Terminal Authentication (Thudc phuong phap
kiém soat truy cap mo rong ) ching minh quyén truy cép thong tin ciia hé thong kiém
soat dén cac nhom thong tin nhay cam (DG3, DG4). Qué trinh nay chi thuc hién dbi
v6i nhitng co quan kiém tra ho chiéu c6 trién khai kiém soat truy cap mo rong. Sauk hi
xéac thuc dau doc thanh coéng, dau doc chip co thé truy cap thong tin theo quyén thé
hién trong chung chi Cs.

] B7: H¢ théng kiém soat ddi sanh thong tin sinh tric hoc thu nhan duoc truc tiép
tir ngudi xuat trinh ho chiéu véi thong tin sinh tric hoc luu trong chip. Néu qua trinh
d6i sanh thanh cong va két hop véi cac ching thuc trén, co quan kiém tra ho chiéu co
du diéu kién dé tin tudng ho chiéu 1a x4c thuc va nguoi mang hd chiéu ding 1a con
ngudi mo ta trong ho chiéu 1a xac thuc va nguoi mang ho chiéu ding 1a con nguoi mo
ta trong ho chiéu. Néu hé théng kiém tra tai cira khau khong duoc trién khai EAC
(hoic khong c6 khoa ma dé kiém tra) thi s& khong co quyén truy cap cac thong tin
trong DG3, DG4. Thong tin sinh tric hoc duy nhét dung dé ddi sanh chi 12 anh khuén

mat.
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[ Xuit trinh epassport 1
)

Traditional

security

Poc ving MRZ quang hoc

Thu nhan cac dac tinh
sinh tric hoc tir nguoi

xuat trinh ho chiéu

Kiém tra dac

Basic Access
Control

Chip
Authentication

F

-

Doc LDS, SOp, Ccsca

Passive

Authentication

Terminal

Authentication

boc DG2, DGS, DG4

Dbi sanh théng

tin sinh tric hoc

Ho chiéu xac thuc.

Nguoi mang ho chiéu hop 18

Hinh 3.5 M6 hinh xdc thwe hé chiéu dién tiv



a. Basic Access Control

Muc dich: Chéng doc 1én thong tin trong chip va nghe trém thong tin truyén
gitra RFIC va IS.

So sanh ho chiéu dién tir c6 chtra con chip khong tiép xtic voi ho chiéu truyén
théng, ta théy c0 hai su khac biét co ban:

- Thong tin Iuu trit trong con chip c6 thé doc duoc ma khéng can mé cudn ho chiéu.

- Viéc truyén thong gitra con chip va may doc néu khong duoc ma hoa, co thé bi
thu nhan va danh cip tir khaongr cach xa vai mét.

Dé chéng doc trom thong tin bt hop phap , cac qubc gia co thé lua chon k¥
thuat Kiém soat truy cip co ban (BAC).

Ky thuat nay 1a tiy chon (OPTIONAL) sir dung. N6 dam bao dugc rang noi
dung cua chip dién tir chi c6 thé doc dugc khi ngudi mang ho chiéu dong ¥ xuét tinh
ho chiéu cua ho.

Mot chip ¢ hé thdng kiém soét truy cdp co ban phai chéng duoc
cac truy cap trai phép dé doc trom thong tin. Pé xac nhan truy cap la dang tin cay, ta
phai thyc hién 1an luot cac budc sau:

- Hé thdng liém soéat doc cac thong tin trong ving dir liéu doc duoc bang may
(dong ICAO trong trang nhan than ctia hd chiéu),trich ra cac thong tin S6 ho chiéu,
Ngay thang ndm sinh va Han ho chiéu (bao gém ca sé kiém tra ctia cac thong tin nay).
Trong truong hop khong doc duoc bang may, hé thong phai cho phép nhéap cac thong
tin trén bang ban phim. 16 bytes c6 trong sd 16n nhat ctia thong tin nay sau khi ap dung
ham bam SHA-1 duoc str dung lam dau vao cho thuét toan sinh khéa truy cép co ban.

- Hé théng kiém soét va con chip kiém tra tinh tin cdy 1n nhau va cting sinh khoa.

- Sau khi x4c nhan thanh cong tinh dang tin cdy, viéc trao d6i thong tin giira hé
théng kiém soat va chip phai dugc bao vé bang co ché trao d6i thong tin dam bao an
toan, trong d6 cac thong tin thay doi déu duoc ma hoa.

Co ché nay thuc hién boi thuc té 14 cac RFIC c6 thé két ndi dén bat ky mot thiét b
dau doc theo chuan ISO/IEC 14443. Do d6, BAC nham muc dich gidi han truy cap thong
tin luu trén RFIC cua HCPT cho nhitng ddi tugng 6 truy cap vat Iy dén chinh booklet ctia
no6. Nghe trom bi chin bang cach truyén thong bao bao mat, tat ca dir liéu truyén giita RFIC
va dau doc duge ma hoa sir dung khoa phién c6 dugc tir BAC. Nhu vay ta c6 thé ngan chan

duoc hai hinh thirc tan cong 1a doc 1én va nghe trom.
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b. Xdc thuc bi dong

Muc dich 1a dé hé théng kiém tra thAm dinh tinh x4c thuc va toan ven cta thong
tin luu trong chip.

Trong cic nhom dit liéu cua ciu trac logic LSD, con chip c6 chira mot dbi
tugng bao vé ho chiéu (SOp). Pdi twong ndy dugc mi héa (ky) boi co quan phat hanh
va chira ndi dung tom lugc cua cAu dit liéu logic LSD.

Céc hé thong kiém tra kiém soat ctra khau déu phai duoc cung cip cac khoa
cong khai bao vé ho chiéu (KPups) cua cac qudc gia khac hodc c6 thé doc truc tiép
Chung chi s6 ho chiéu (Cpg) tir ho chiéu, nén c6 kha ning kiém tra xac thuc ndi dung
ctia SOp. Bang phuong phap nay, théng qua ndi dung cua dbi teong bao mat, ndi dung
ctia cdu tric dir lidu logic duogc xac thuc.

K§ thuat kiém tra ndy doi hoi kha ning xur Iy cta con chip dién tir trong ho
chiéu. Vi vay no dugc goi la “ xac thuc bi dong” ndi dung cua chip dién tu.

Cac budc hoat dong
1. Boc SOp ttr chip.
2. Léy Cps tir SOp vira doc dugc o trén.
3. Kiém tra Cps béng KPucgca ¢6 duogc tr PKD hoac tir co s& dir 1iéu cuc bd cua hé
thong kiém tra (trao doi truc tiép gitta hai qudc gia thong qua duong cong ham).
4. Kiém tra chir ky s6 SOp.Signature st dung KPups. Budc ndy nham khing dinh thong tin
SO\ ps dung la dugc tao ra bdi co quan cép ho chiéu va SO ps khong bi thay doi.
5. Poc céc thong tin can thiét tir LDS.
6. Tinh ham bam cac thong tin & budc 4 sau d6 so sanh vdi SO, ps. Bude nay khang
dinh dugc nhom dir liéu 1a xac thuc va toan ven.
Céc thong tin sinh tric bay gid c¢6 thé duoc sir dung dé xac thuc, ddi chiéu véi thong
tin sinh tric ctia nguoi mang ho chiéu.
Ddnh gid vé xdc thwe bi djng

Xac thuc bi dong 1a cach don gian hiéu qua dé phé chuan tinh toan ven va xac
nhan nhiing thong tin chira trong epassport RFIC va mot epassport nhan ban sé khong
dugc phét hién bdi co ché nay.
Mit khac, co ché nay qud don gian, vi PKI con nhiéu mit han ché, lién quan dén

chtng chi thu hdi. Pic biét, nhitng diéu nay khong dua dén mot hé thong kiém tra co

46



thé két ndi online dén PKD, d6 c6 thé 1a mot co hdi cho phép epassport duoc ky bang
mot DS trung hoa, co thé tiép can offline boi hét thong kiém tra.
c. Xdc thwe chu dong

Céac qudc gia phat hanh ho chiéu dién tir c6 thé lya chon phuong phap xéac thuc
chu dong dé bao vé con chip.

Phuong phap xac thue chi dong dam bao dugc rang con chip dién tir trong hod
chiéu khong bi thay thé, bang cach trao ddi khoa xac thuc giita hé thong kiém soét va
con chip.

bé lam dugc viéc do, con chip luu trit mét cdp khoa xac thuc chu dong (KPraa
va KPupa). Mot ham bam cua nhom dir liéu 15 (chira thong tin vé khoa cong khai
KPupa) duoc luu trir trong Déi tuong bao mat ho chiéu (SOp) va dugc xac thuc bdi
chit ky dién tir ctia co quan cap phat.

Khoéa bi mat tuong ung (KPraa) duogc luu trit trong vung nhd an toan cua con
chip.

Bang viéc xac thuc thong tin trong ving doc duoc bang may MRZ (dong ICAO
— thong qua ndi dung ciia Pbi tugng bao mat SOp) két hop voi thong tin phan hoi trao
d6i cap khoa cong khai va bi mat, hé théng kiém soat khang dinh dugc con chip khong
bi thay thé va sao chép noi dung tir mot ho chiéu khéc.

Phuong phép xac dinh cha dong yéu cau kha ning xt Iy thong tin cta con chip dién tir
trong ho chiéu.

Khi ho chiéu c6 sir dung nhom dir liéu tuy chon 15 thi hé théng kiém soat c6 thé
co ché xac thuc chu dong dé dam bao rﬁng dr liéu duoc doc tur chip do chinh co quan
cAp phét phat hanh va dit liéu doc tir trang nhan than 1a tring khop.

Hé théng kém soat va chip thyc hién cac budc sau:

- Poc dong ICAO trong trang nhan than (néu tronng qua trinh kiém soét truy cap
co ban chwa doc) va so sanh véi dong ICAO luu trong chip tai nhom dit liéu thir nhat
da dugc kiém tra thong qua qua trinh x4c thuc bi dong nén tuong ty ta ciing cé thé
dam bao rang dong ICAO trong trang nhan than 1a dang tin cay va khong bi thay doi.

- Quaé trinh x4c thuc bi dong cling ddm bao tinh chinh xac va toan ven ciia nhom
dir ligu thtr 15. Diéu nay thé hién khéa cong khai ctia qua trinh xac thyc chi dong ciing

dang tin cdy va khong bi thay doi.
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- Pé dam bao Ddi twong bao mat khong phai 1a ban sao chép hoic thay thé, hé

thong kiém soat str dung cip khoa xac thuc chu dong dé kiém tra chip.

Sau khi d3 qua budc kiém tra trén thi c¢6 thé dam bao rang Di twong bao mat
SOp 1a thudc vé trang nhan than, chip khong bi thay thé va két qua ddi sang thong tin
trong trang nhén than va trong chip la trung khép.

d. Kiém sodt truy cdp mé rong

Viéc thuc hién bao mat ddi véi cac thong tin sinh trac bo sung phu thudc vao
quy dinh cta co quan cip phat hodc thoa thuan song phuong giita cac co quan cip phat
trong viéc chia sé thong tin nay dé phuc vu cong tac kiém tra kiém soat. Chi nhirng co
quan c6 tham quyén va c6 dugc khoa giai ma moi c6 thé doc ghi thong tin trong ving
mo rong. Vi vdy, ving dit liéu mé rong nay thuong duoc cac quéc gia st dung véi
muc dich quan 1y nghiép vu, vi du nhu ghi cac thong tin nhay cam vé dic diém nhan
dang, qué trinh hoat dong ciling nhu bién phap d6i sach dé tro gitp cho kiém soat vién

trong qua trinh kiém tra kiém soat tai cac cira khau qudc té.
Qua trinh kiém soat truy cip mo rong gdm 2 qua trinh:
- Xac thuce chip (Chip Authentication)

Két hop voi Passive Authentication s& ching minh tinh nguyén gdc cua chip,
ngoai ra chip Authentication con khic phuc dugc nhugce diém ngir canh thach d6 cua
Active Authentication va cung cAp khéa phién manh [Federal Office for Information
Sercurity, Germany: Advanced Sercurity Mechanisms for Machine Readable Ttravel
Documents — Extended Access Control (EAC), September 2007].

- X4c thue dau doc (Terminal Authentication)

Terminal Authenticatiion la giao thirc thach db - Tra 101 tao ra su xac thuc phia IS.

Nhan xét:
Véi viée xac thyc bién phap xac thuc bi dong két hop véi xac thuc chu dong va kiém
soat truy cap co ban, kiém soét truy cdp mé rong nhu em d3 trinh bay d3 dam bao cac
muc tiéu, yéu cau dit ra di voi viéc bao mat ho chiéu dién tir. Cu thé:

Vé tinh chan thwe: Muc tiéu ndy c6 thé dam bao néu qua trinh thu thap, in ho

chiéu va ghi thong tin vao chip tuan tha dung quy trinh nghiép vu.
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Tinh khéng thé nhin ban: Muyc tiéu nay dat dugc véi su két hop két qua cua
chip Authentication va Passive Authentication. Hon thé nita né con khic phuc duogc

nhugc diém ngir canh thach d6 so véi str dung Active Authentication.

Tinh nguyén ven va xdc thwc: Muc ti€u nay luon dat dugc voi Passive
Authentication va st dung mo hinh PKI.

Tinh lién két ngwoi - hé chiéu: St dung 3 dic tinh sinh tric hoc c6 thé ning
cao hiéu qua cia muyc dich ndy thay vi chi “quan sat” mot thong tin duy nhat 1a anh
khuon mat.

Tinh lién két hé chiéu — chip: Muc tiéu nay dat dwoc do qué trinh so sanh MRZ
trong chip (da dugc ky boi co quan cép ho chiéu) véi MRZ ma IS doc duoc tai ving
quang hoc trén trang booklet.

Kiém sodt truy cdp: Muc tiéu nay dat dugc thong qua 2 qua trinh diéu khién

truy cap BAC va EAC.
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Chuwong 4:
LAP TRINH UNG DUNG THU NGHIEM
CHU Ki SO PE MA HOA BAO VE THONG TIN

Trong chuong nay, em xin trinh bay vé chuong trinh thir nghiém phat sinh chix
ki s6 dé bao vé thong tin trong con chip ciia ho chiéu dién tir va giai ma kiém tra xac
thuc thong tin.

Chuong trinh thtr nghiém gdm 2 médun chinh, d6 13 phian chwong trinh mi héa
va giai ma thong tin str dung thuat toan khoa cong khai RSA va phan chuong trinh mé
ta thuat toan bam SHA dé tom lugc ban tin. Chuong trinh dugc viét trén ngdn ngi
C++ va chay trén moi truong windows. Do thoi gian lam luén van c6 han nén du dinh
viét chuong trinh bang ngdn ngit Java dé c6 thé chay trén cic moi truong khac nhau
cua em da khong kip hoan thanh.

+  Chuwong trinh ma héa va giii ma thong tin sir dung thuit toan RSA

Chuong trinh gdm c6 3 chirc ning chinh 1a:

- Phat sinh khda (khéa cong khai, khoa bi mat). Po dai khoa co thé tuy chon
1024, 2048 hoidc 3072 bit tiy thudc vao do bao mat cia thong tin can ma hoa (khda ma
cap qubc gia can do dai 3072 bit, khda mi clia co quan cdp phat can do dai 2048 bit
theo quy dinh ctia T6 chtc hang khong dan dung qudc té ICAO).

Sau khi phat sinh khoa, cap khoa s€ dugc luu trir trong may, tap tin chira khoa
bi mat dugc dung dé ki c6 dudi kez, tap tin chtra khoa cong khai dung dé giai ma sé& co

duoi .pke
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Hinh 4.1 Phat sinh cap khoa RSA

Hinh 4.2 Lwu trit khéa bi mdt cé6 phan mé réng .kez
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- M4 hoa thong tin trude khi ghi vao con chip ciia ho chiéu dién tir (str dung khoa
cong khai dé ma hoa)
Dé ma hoa thong tin trong cac nhém dir liéu ciia con chip dién tir, chuong trinh s& lan

luot mo tirng tap tin, thye hién ma hoa trudce khi ghi thong tin d6 vao trong con chip.

Hinh 4.3 Théng tin can ma héa trude khi ghi vao chip di¢n tir

Hinh 4.4 Thong tin sau khi ma héa
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- Gidi ma de xdc thwe va kiém tra thong tin trong con chip cua ho chiéu di¢n tur.

LT

Hinh 4.5 Thong tin thu dwoc sau khi gidi ma

Thong tin thu dugc sau khi gia ma sé dugc so sanh vai cac thong tin luu trir trong
co s& dit lidu dé kiém tra tinh x4c thuc.
< Chuwong trinh tom lwgc ban tin mdt chiéu sir dung thuét toan bim SHA
Nhu em da gioi thi¢u & phﬁn chuong 1 va chuong 3, SHA 1a thuat toan tom lugc ban
tin mot chiéu c6 do an toan cao va dugc str dung rat phd bién hién nay trén thé gioi.
SHA dugc phan chia thanh SHA-1 va SHA-2 tuy thudc vao d6 dai cua ban tin tom
lugc. Trong khi SHA-1 ¢6 d dai nhdé hon 160 bit thi SHA-2 ¢6 do dai tir 224 bit tr&
Ién (SHA-224, SHA-256, SHA-378, SHA-512).
Chuong trinh thir nghiém cho phép tom luge ban tin dudi ca dang file va dang chudi
nhap truc tiép bang chuong trinh. Két qua tom lugce c6 thé hiém thi dudi dang chudi ki
tu hodc dang thap luc phan (haxa decimal), sau d6 ¢ thé luu trir dudi dang tap tin dé

ghi vao trong chip dién tur.
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KET LUAN

Trong luan vin tot nghiém, em dd Gmg dung 1y thuyét vé ha ting ma hoa cong
khai va chit ki sb dé phuc vu viéc ki 1én ho chiéu dién tur (truc tiép la con chip trong hd
chiéu dién tir ) va xéac thuc thong tin trong ho chiéu dién tir tai cac cira khau qudc té.
Viéc ap dung céac bién phap bao mat nay da dap ung t6t cac yéu cau déi véi van dé bao
mét ho chiéu dién tu, chéng lai c4c hinh thuc tn cong hién nay. Pé xuit ma em dua ra
la sir dung két hop RSA+SHA ké thira duoc toan bd céac ki thuat, cong nghé¢ bao mat
ho chiéu truyén thong ddng khai thac sir dung cac cong nghé bao mat hién dai nhat dé
bao mat cho ho chiéu dién tr. So sanh v6i cic yéu ciu bao mat bit budc quy dinh
trong tai liéu ICAO Doc 9303 thi cach thirc bdo mat em dua ra dap Gng day du quy
dinh nay.

Tuy nhién trong qua trinh thyc hién luan van, do thoi gian c6 han nén em khong
thé tranh duoc nhiing thiéu sot va han ché nhat dinh. Em rat mong duoc sy dong gop
ctia thay c6 va cac ban dé em tiép tuc nghién ctru va phat trién dé tai da thuc hién trong

thoi gian toi.

Em xin chan thanh cam on!
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