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Tim hiéu cdc giai phdp xdc thwe, bdo mdt van ban trong giao dich dién tir va dé xudt gidi
phap dé xac thue, bao mdt tai lidu trong giao dich qua thu dién tir cho Bo Giao thong van tai.

LOI CAM ON

Em xin chan thanh cam on Thdy gi4o, Tién si Phung Vian On - Trung tam
cong nghé thong tin B Giao thdng van tai, ngudi di truc tiép hudng dan tin
tinh chi bao em trong sudt qua trinh lam tot nghiép.

Em xin chan thanh cam on tit ca cac thdy co gido trong khoa Cong nghé
thong tin - Truong DPHDL Hai Phong, nhitng ngudi da nhiét tinh giang day va
truyén dat nhimng kién thirc can thiét trong sudt thoi gian em hoc tap tai trudng,
dé em hoan thanh t6t d¢ tai nay.

Em ciing xin chan thanh cam on tat ca cac ¢d chl, cac anh chi tai Trung
tam cong nghé thong tin Bo Giao thdng van tai, da giup d& va tao moi diéu kién
t6t cho em trong thoi gian 1am viéc tai Trung tam.

Tuy c6 nhiéu c6 gang trong qua trinh hoc tap ciing nhu trong thoi gian
lam viéc ndy nhung khong thé tranh khoi nhitng thiéu sot, em rat mong duoc sy
g6p ¥ quy bau cua tit ca cac thay cb gido cling nhu tit ca cac ban dé két qua cta
em dugc hoan thién hon.

Em xin chan thanh cdm on!

Hai Phong, ngay 01 thang 07 nam 2009

Sinh vién

Bui Thi Kim Duyén
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Tim hiéu cdc giai phdp xdc thwe, bdo mdt van ban trong giao dich dién tir va dé xudt gidi
phap dé xac thue, bao mdt tai lidu trong giao dich qua thu dién tir cho Bo Giao thong van tai.

PHAN 1. GIOI THIEU

Tén dé tai:

Tim hiéu cac giai phap xéac thuc, bao mat vin ban trong giao dich dién tur
va dé xuét giai phap dé xac thuc, bao mat tai liéu trong giao dich qua thu dién tir
cho B0 Giao théng van tai .

Gido vién hudng dan: TS. Phung Vin On.
Sinh vién: Bui Thi Kim Duyén — M& SV: 090014 - Lop CT901 — Khoa 9

1. Muc dich cia dé tai:

Tim hiéu cac gidi phap xac thuc, bdo mat van ban trong giao dich dién tir,
tr d6 dé xuat giai phap dé xac thuc, bao mat tai liéu trong giao dich qua thu dién
tir cho Bo Giao thong van tai.

2. Gi6i thiéu vé B Giao thong van tai

B¢ Giao thong van tai dat tai s6 80 Tran Hung Pao, Quan Hoan Kiém, Ha
Noi, ngdy 22 thang 4 nim 2008 Chinh pha di ban hanh Nghi dinh sb
51/2008/ND-CP (thay thé Nghi dinh sd 34/2004/ND-CP) quy dinh chuc ning,
nhiém vu, quyén han ctia BO Giao thong van tai.

2.1 Chiwrc nang

Bd Giao thong van tai 1a co quan cua Chinh phu, thyc hién chic nang
quan 1y Nha nuéc vé giao thong van tai dudng bo, duong sat, duong song, hang
hai va hang khong trong pham vi ca nudc; quan ly nha nudce cac dich vu cong va
thuc hién dai dién chu sé hiru phﬁn von cua nha nudce tai doanh nghiép co von
nha nudc thuoc B quan 1y theo quy dinh ctia phap luat.

2.2 Nhiém vu va quyén han

Bd Giao thong van tai co trach nhiém thuc hién nhiém vy, quyén han quy
dinh tai Nghi dinh s6 178/2007/ND-CP ngay 03 thang 12 nam 2007 cta Chinh
phu quy dinh chtic nang, nhi¢m vy, quyén han va co cdu td chirc cia B, co
quan ngang B va nhitng nhiém vu, quyén han cu thé sau day :
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1. Trinh Chinh phii du 4n luat, du thao nghi quyét cia Qubc hoi, du an phap
lénh, du thao nghi quyét cia Uy ban Thuong vu Qudc hdi; du thao nghi quyét,
nghi dinh cua Chinh phu theo chuong trinh, ké hoach xay dung phép luat hang
nim cia Bo dd duoc phé duyét va cac du an, dé an theo phan cong ctia Chinh
phu, Thu tuéng Chinh phu.

2. Trinh Thi tudéng Chinh phii chién luoc, quy hoach phat trién, ké hoach dai han,
nim nam va hang ndm; cac chuong trinh, du 4n qudc gia thude cac linh vuc quan ly
nha nudc ctia Bg; cac du thao quyét dinh, chi thi cia Thi tuéng Chinh phu.

3. Ban hanh cac quyét dinh, chi thi, thong tu thudc pham vi quan 1y nha nudc
ctia Bo; x4y dung dé trinh cip c6 thim quyén ban hanh hodc ban hanh theo thdm
quyén cic tiéu chuan, quy chuan k¥ thuat quéc gia trong céc linh vuc quan ly
nha nudc cua Bo.

4, Chi dao, huéng dan, thanh tra, kiém tra va chiu trach nhiém t6 chire thuc hién
cac vin ban quy pham phép luét, chién luoc, quy hoach, ké hoach d& duoc phé
duyét thudc pham vi quan ly nha nudc ctua Bo; tuyén truyén, phd bién, gido duc
phép luat va thong tin vé cac linh vuc quan 1y nha nuée cua Bb.

5. Vé két cau ha tang giao thong duong bd, duong sat, duong thuy ndi dia, hang
hai va hang khong;:

a) Chi dao viéc t6 chire thuc hién quy hoach, ké hoach phat trién hé théng két
ciu ha tang giao thong da dugc Thu tuéng Chinh phil phé duyét;

b) Ban hanh quy chuan xay dung va quy dinh viéc quan 1y két cau ha tang giao
thong theo thdm quyén; quy dinh viéc bao tri, quan 1y sir dung, khai thac két cau
ha ting giao thong (trir két cdu ha ting giao thong d6 thi) trong pham vi ca nudc;
chi dao, kiém tra viéc t6 chirc bao tri, bao dam tiéu chuin, quy chuan k¥ thuét
mang ludi cong trinh giao thong dang khai thac do B6 chiu trach nhiém quan ly;

¢) T6 chie thuc hién nhiém vu, quyén han cta co quan quyét dinh dau tu, chu
dau tu doi véi cac du an dau tu xay dung két cAu ha tang giao thong; cong bd
danh muc du 4n goi vén dau tu va hinh thire dau tu két cdu ha tang giao thong
theo quy dinh cua phap luat;

d) Trinh Chinh pht quy dinh pham vi hanh lang bao vé ludng duong thity noi
dia, hanh lang an toan giao thong duong bg, hanh lang an toan giao thong dudng
st theo quy dinh ctia phap luat; chi dao, kiém tra Uy ban nhan dén cac cp trong
viéc thuc hién cac bién phap bao vé hanh lang an toan giao thong;
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d) Cong bd va chi dao to chirc thuc hién viéc dong, md cang hang khong, san
bay va thiét 1ap duong hang khong sau khi duoc Thu tudng Chinh phii cho phép;
quyét dinh viéc déng tam thoi va md lai cang hang khong, sin bay; coéng bd
déng, mo cang bién, ving nudc cang bién, ludng hang hai, cang, bén thuy noi
dia c6 phuong tién thily nudc ngoai ra vao, tuyén dudng thiy noi dia, ga duong
sat, tuyén dudng sit theo quy dinh ctia phap luét;

e) To chuic thuc hién viéc ding ky va cap Gidy chimg nhan dang ky cang hang
khong, san bay theo quy dinh cua phap luat;

g) Trinh Chinh phu quy dinh viéc phan loai, dit tén hoic s6 hiéu duong va tiéu
chuan k¥ thuat cua cac cap duong bd; quyét dinh phan loai, diéu chinh hé théng
quéc 16; huéng dan cu thé viéc dat tén, sb hiéu duodng bo.

6. Vé phuong tién giao thong, phuong tién, thiét bi xép dd, thi cong chuyén
ding trong giao théng van tai (trir phuong tién phuc vu vao muc dich quéc
phong, an ninh va tau cd) va trang bi, thiét bi k§ thuat chuyén nganh giao thong
van tai.

a) T6 chtrc thuc hién viéc dang ky tau bién, tau bay theo quy dinh cia Chinh
phu; quy dinh viéc ding ky, cip bién sb phuong tién giao thong duong sit,
duong thuy noi dia va xe may chuyén dung tham gia giao thong;

b) Quy dinh chit luong an toan k¥ thuét, bao vé méi truong dbi v6i phuong tién
giao thong co gidi;

¢) Quy dinh va huéng dan thuc hién tiéu chuan, quy chuan k¥ thuat, viéc kiém
tra chat luong an toan k¥ thuat ctia phuong tién giao théng co gidi dudng bd,
phuong tién giao thong dudng sét, duong thuy ndi dia, hang khong, hang hai,
cac phuong tién, thiét bi xép d&, thi cong chuyén dung, cdc cong trinh, phuong
tién, thiét bi chuyén dung st dung trong giao thong van tai va cac muc dich khac
theo quy dinh cua phap luat;

d) T6 chirc cap Gidy chimg nhan du diéu kién bay ciia tau bay; cip Gidy chung
nhén du diéu kién bay xuit khau déi vé6i tau bay, dong co tau bay, canh quat tau
bay khi xuat khau; cip hodc cong nhan Gidy chimg nhén loai dbi véi tau bay,
dong co tau bay, canh quat tau bay khi san xuét tai Viét Nam hodc nhap khau;

d) Quy dinh viéc tham dinh thiét ké k¥ thuét trong san xuét, l4p rap, stra chita,
hoan cai phuong tién giao thong, phuong tién, thiét bi xép dd, thi céng chuyén
dung va trang bi, thiét bi k¥ thuét chuyén nganh giao thong vén tai;
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e) Quy dinh tiéu chuan, quy chuan k¥ thuat, diéu kién hoat déng cia co so thiét
ké, san xuat, bao dudng hoic thir nghiém tau bay, dong co tau bay, canh quat tau
bay va trang thiét bi tau bay tai Viét Nam; co so cung cép dich vu bao dam hoat
dong bay va co sé kiém dinh chét luong an toan k¥ thuat, bao vé méi truong doi
v6i phuong tién giao théng co gidi duong bo, duong sit, dudng thuy ndi dia,
hang hai, hang khong va cac phuong tién, thiét bi, cong trinh khac theo quy dinh
cua phap luat.

7. Quy dinh viéc dao tao, huan luyén, sat hach, cdp, cong nhan, thu hoéi gidy
phép, bing, chimg chi chuyén mén cho nguoi diéu khién phuong tién giao
thong, ngudi van hanh phuong tién, thiét bi chuyén ding trong giao thong véan
tai (trir nguodi diéu khién phuong tién, thiét bi chuyén dung phuc vu vao muc
dich qubc phong, an ninh va tau c4) va cho dbi trong 1am viée dic thu trong linh
vuc giao thong van tai.

8. V& van tai duong bo, dudng sat, duong thuy ndi dia, hang hai, hang khong
dan dung va van tai da phuong thuc:

a) Hudng dan, kiém tra viéc thuc hién diéu kién kinh doanh vén tai, co ché,
chinh sach phat trién vén tai, cac dich vu hd trg van tai theo quy dinh cua Chinh
phu;

b) Quy dinh tiéu chuan, quy chuan k¥ thuat, cong nghé van hanh, khai thac van
tai;

¢) Cong bd dudng bay dan dung sau khi duge Thu tuéng Chinh phu cho phép;
cong bd céc tuyén van tai dudng bo, dudng sét, duong thiy nodi dia va mang van
tai cong cong theo quy dinh cua phap luat;

d) Huéng dan thuc hién van tai da phuong thic theo quy dinh ctia Chinh phu;

d) T6 chirc cdp phép hoat dong bay dan dung; chi dao, kiém tra viéc thuc hién
quy ché phéi hop quan 1y hoat dong bay dan dung;

e) Quy dinh chi tiét viéc quan 1y hoat dong tai cang hang khong, san bay, cang
bién, cang, bén thiy noi dia, ga duong sit va tuyén ludng giao théng duodng st
duong thuy ndi dia, hang hai.

9. V& an toan giao thong;

a) Chu tri, phdi hop t6 chirc thuc hién cac dé an tong thé vé bao dam an toan
giao thong trén pham vi ca nudc sau khi dugc Thu tudng Chinh phu phé duyét;
huéng dan, kiém tra viéc thuc hién céac bién phap bao dam an toan giao thong
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duong bo, dudng sit, dudng thiy noi dia, hang hai, hang khéng dan dung thudc
pham vi churc nang, nhiém vu cia B9;

b) Phé duyét chuong trinh an ninh hang khéng dan dung, phuong an diéu hanh
tau bay bi can thiép bat hop phap, chip thuan chuong trinh an ninh hang khéng
dan dung cta cac hing hang khong nuéc ngoai; chi tri thuc hién kiém tra va
cung cap thong tin an ninh, an toan hang khong, hang hai theo quy dinh cua
phap luat;

¢) Huéng dan céc tha tuc diéu tra sy ¢d tai nan tau bay theo quy dinh ctia Chinh
phu; t6 chie thuc hién viée diéu tra, xir 1y tai nan hang hai, hang khéng dan
dung theo quy dinh ctia phap luat;

d) T6 chirc thuc hién tim kiém - ctru nan trong giao théng duong bo, dudng sit,
duong thuy noi dia, hang hai va hang khong.

10. V& bao vé mdi truong trong hoat dong giao thong van tai:

a) T6 chirc tham dinh va phé duyét béo cdo danh gid mdi truong chién luoc va
béo céo danh gia tac dong moi trudng dbi véi cac du an dau tu x4y dung két cau
ha ting giao thong va co s san xuat cong nghiép thudc tham quyén cua Bo theo
quy dinh cua phap luat;

b) Phéi hop v6i Bo Tai nguyén va Méi trudng, cac Bo, co quan ngang B9, co
quan thudc Chinh phu ¢6 lién quan va Uy ban nhan dén cép tinh dé chi dao,
hudng dan, kiém tra viéc thuc hién phap ludt vé bao vé mdi truong va cac quy
dinh khéac cua phap luat co lién quan d6i v6i xdy dung két cdu ha ting giao
théng va hoat dong giao thong van tai; theo dbi, kiém tra viéc thuc hién cic quy
dinh cta phap luat vé bao vé méi trudng trong cac linh vuc quan 1y nha nude
cua Bo;

¢) Quy dinh viéc cdp Gidy ching nhan dat tiéu chuin moéi truong dbi véi
phuong tién giao thong co giéi dudng bd, phuong tién giao thong dudng sit,
duong thuy noi dia, hang hai va hang khong (trir phuong tién giao thong cua
quan ddi, cong an sir dung vao muc dich qudc phong, an ninh); chu tri huéng
dan kiém tra, xac nhén tiéu chuan méi truong ddi véi xe 6 t6 va xe co gidi khac.
11. Thyc hién hop tac quéc té, cac Piéu udc qudc té ma Viét Nam da ky két
hodc tham gia trong linh vuc giao thong vén tai duong bo, dudng sit, duong
thuy noi dia, hang hai va hang khong.

12. Chi dao t6 chuc thuc hién ké hoach nghién ctru khoa hoc, phat trién va
chuyén giao c6ng nghé trong linh vuc giao thong vén tai duong bo, duong sit,
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duong thuy ndi dia, hang hai va hang khong; chi dao viéc xdy dung, trién khai
cac chuong trinh, du an ing dung cong nghé thong tin, xay dung co so dir liéu,
bao dam dich vu théng tin phuc vu quan ly nha nudc va dap tmg nhu cu cia to
chtrc, ca nhan tham gia hoat dong giao thong van tai.

13. Vé dich vu cong:

a) T6 chirc thue hién quy hoach mang 1ué6i t6 chirc su nghiép dich vu cong trong
cac nganh, linh vuc thudc pham vi quan 1y nha nudc cua Bo sau khi duoc cap c6
tham quyén phé duyét;

b) Ban hanh tiéu chuan, quy chuan k¥ thuat d6i véi cac hoat dong cung tng dich
vu cong thudc nganh giao thong van tai;

¢) Huéng dan, hé tro cho cac t6 chire thuc hién dich vu cong theo quy dinh cua
phap luat.

14. Vé thuc hién dai dién chu sé hitu phﬁn von cua Nha nude tai doanh nghiép
c¢6 von nha nuée:

a) Xay dung dé an sap xép, to chirc lai, chuyén d6i s¢ hiru doanh nghiép nha
nude dé trinh Tha tudng Chinh phu phé duyé¢t va chi dao t6 chirc thuc hién dé an
sau khi dugc phé duyét;

b) Trinh Thu tuéng Chinh phu bo nhiém, bé nhiém lai, mién nhiém hoidc bod
nhiém, bd nhiém lai, mién nhiém theo tham quyén cac chic danh can bd 1anh
dao quan 1y, ké toan trudng cua doanh nghié€p nha nudc chua c6 phan hod;

¢) Trinh Thu tuéng Chinh phti phé duyét hodc phé duyét theo tham quyén diéu
1é t6 chtrc va hoat dong ctia doanh nghiép nha nudc chua c6 phan hoa.

15. Huéng dén, tao diéu kién cho hoi, té chtrc phi Chinh pht tham gia vao hoat
dong trong linh vuc giao thong van tai, kiém tra viéc thuc hién céc quy dinh cua
nha nudc vé giao thong van tai d6i voi héi, té chie phi chinh phu; xir 1y hodc
kién nghi co quan nha nudc c6 tham quyén xir Iy cac vi pham phap luat cua hoi,
t6 chtrc phi Chinh phu theo quy dinh ctia phap luat.

16. Thanh tra, kiém tra, giai quyét khiéu nai, t6 céo, phong, chdng tham nhiing,
tiéu cuc va xur ly cdc vi pham phép luat vé giao théng van tai duong bd, duong
sat, duong thiy noi dia, hang hai va hang khong thudc tham quyén ciia Bo.

17. Quyét dinh va chi dao thuc hién chuong trinh cai cach hanh chinh cua Bo
theo muc ti€u va ndi dung chuong trinh cai cach hanh chinh nha nuéc da duogc
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Thu twéng Chinh phi phé duyét; dé xuét hodc quyét dinh theo tham quyén viéc
thue hién phan cdp quan 1y nha nude vé nganh, linh vuec.

18. Quan ly vé to chirc bd may, bién ché; chi dao thuc hién ché do tién lvong va
cac ché do chinh sach dbi véi can bo, cong chire, vién chirc nha nude va nguoi
lao dong thudc pham vi quan 1y cta Bo; dao tao, boi dudng, xdy dung doi ngil
can bd, cong chire, vién chirc nha nude thude thim quyén; quy dinh chirc danh,
tiéu chudn cap bac k¥ thuat, nghiép vu trong cic nganh thudc pham vi quan ly
cua Bo.

19. Quan ly tai chinh, tai san duoc giao va to chire thuc hién quan 1y ngan sach
duoc phan bo theo quy dinh cua phép luat.

20. Thuc hién céc nhiém vu khac theo quy dinh cia phép luat va phan cong cua
Chinh phu, Thua tuéng Chinh phu.

Co céu to chirc:

1. Vu K& hoach - Pau tu;

. Vu Tai chinh;

. Vu Két cau ha téng giao thong;
. Vu An toan giao thong;

. Vu Phép ché;

. Vu Van tai;

. Vu Khoa hoc - Cong nghé;

. Vu Moi truong;

O© &0 3 O W = W BN

. Vu Hop tac quéc té;

[E—
S

. Vu To chirc can bo;

. Thanh tra;

—_
N =

. Van phong;

p—
(OS]

. Téng cuc Puong bo Viét Nam,

[
N

. Cuc PDuong sat Viét Nam;

p—
()]

. Cuc Duong thuy noi dia Viét Nam;

p—
(@)

. Cuc Hang hai Viét Nam,;

[E—
~J

. Cuc Hang khong Vi¢t Nam;
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18. Cuc Dang kiém Viét Nam;

19. Cuc Quan ly x4y dung va Chét luong cong trinh giao thong;
20. Cuc Y té giao thong van tai;

21. Vién Chién lugc va Phat trién giao thong van tai;

22. Trudong Céan bd quan ly giao thong van tai;

23. Trung tdam Cong ngh¢ thong tin;

24. Bao Giao thong van tai;

25. Tap chi Giao thong van tai

2.3. Gidi thi¢u vé hé thong mang VPN ciia Bo

o0 00 ©

Bridge mode

Access rule: Zoouxr 1o

VPN ZONE - Servers in CAA's VPAN VLAN
ONE can connects to servers in VPN ZONE Of MOT and against _
= -f PIX 506 | 192.168.2.254/24
atalynt 205 >
“'?‘:'-‘ ''''''' 21025 g FIBER LINE Si2 KBPS 31192 168.2 1724
10.212542 210254 %6 33
25425 X
{24 —
e 025 “3E \ internet ) g8 | Catalyst 6509
:_:"":‘ 363, ) 4
Cisco < 374
-1 a2ty 2956
CAA OFFICE
VLAN

Vian 1D:96
Ip Address: 10.21 96 254/24

DeliMitary Zone

MOT SITE CAA SITE

\\\\\

043
11047 1021 5045

Database Server Zone

So do hé thong mang ciia B GTVT
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PHAN II. TIM HIEU CAC GIAI PHAP

A. TONG QUAN VE UNG DUNG CHU KY SO VA CHUNG THUC SO
1. Chir ky s0, chirng chi s6 va cung cip chirng thuc s6
- Chir ky sb

Chir ky dién tir 1a thuat ngir chi tit ca cac phuong phap khac nhau dé mot
ngudi c¢6 thé "ky tén" vao mot dir liéu dién tir, thé hién su chap thuan va xac
nhan tinh nguyén ban cua ndi dung dir li¢u do.

Chir ky dién tir rat da dang, co thé 1a mot cai tén dat cudi dir lidu dién tu,
mot anh chyp chit ky viét tay gin véi dir lidu dién tir, mot ma s6 bi mat c6 kha
nang xac dinh nguoi gt dir ligu dién tr, mot bién phéap sinh hoc c6 kha nang
xac dinh nhan than nguoi gui dir liéu dién tu,...

Chtr ky ) (Digital Signature) 1a mot dang chir ky di¢n tur, an toan nhét va
cling dugc str dung rong rii nhat trong cac giao dich dién tir hién nay trén thé
gidi. Chit ky sb hinh thanh duwa trén nén tang ha tang khoa cong khai (Public
Key Infrastruture - PKI), k¥ thuit ndy bao gdm mot cip khoa: khoa bi mat va
khoa cong khai. Trong d6, khoa bi mat duoc ngudi gii st dung dé ky (hay ma
hod) mot dit liéu dién tir, con khod cong khai dugc nguoi nhan st dung dé mo
dir li€u dién tir d6 (gia1 ma) va xac thuc danh tinh nguoi gui.

- Chumg chi sb

Chung chi sé (Digital Certificate) 1a mot tép tin dién tir dung dé xac minh
danh tinh mdt ca nhan, mot t6 chirc, mot mdy chu... trén Internet. N gidng nhur
bang 14i xe, ho chiéu, chirg minh thu hay nhiing gidy t& xac minh c4 nhan.

- Nha cung cip chimg thyc sb

Ciing gidng nhu viéc co quan coéng an 1am nhiém vu cip gidy chimg minh
nhan dan, dé co mot Chung chi s6 thi phai c6 mot td chac 1am nhiém vu cép
phat Chung chi sb, t0 chic nay dugc goi 13 nha cung cip chung thuc sb
(Certificate Authority-CA).

Nhiém vu cia CA 1a ching thuc danh tinh cua nhitng nguo1 tham gia vao
viéc giri va nhan thong tin qua mang; cung cip cho ho nhiing cong cu, nhimng
dich vu can thiét dé thuc hién viéc bao mat thong tin, ching thuc ngué)n géc va
nodi dung thong tin, dé)ng tho1 CA phai dam bao vé do tin cay, chiu trach nhi¢m
vé d0 chinh x4c ciia Chtng chi sé6 ma minh cip.
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Céc hoat dong cua CA duogc dua trén nén tang 1a ha tﬁng khod cong khai
PKI, hay noi cach khac PKI thuong duoc dung dé chi toan bo hé théng bao gdm
nha cung cap ching thuc sé (CA) cing cac co ché lién quan dong thoi véi toan
bd viée sir dung cac thuat toan ma khoa cong khai trong trao d6i thong tin.

2. Tinh cip thiét

Ngay nay, viéc giao tiép qua mang Internet dang trd thanh mot nhu cau cip
thiét. Thong tin trong cic giao dich dién tir thuong 13 nhiing thong tin quan
trong, c6 tinh chat co mat (nhu 14 thong diép giira cic co quan chinh phi, hop
dong kinh té gilta cac doanh nghiép), ndi bd (vi du thong tin giira cac co quan
trong mot to chirc va cic chi nhanh cta cong ty), hodc 1a riéng tu (vi du luong,
hd so bénh 4n). Vi vy, can phai c6 cac phuong phap bao dam sy chinh xac va
toan ven cua thong tin, va sy tin cdy cua nhitng nguoi tham gia vao cac giao
dich dién tir. Tuy nhién, v6i cac tha doan tinh vi, nguy co bi an cip thong tin qua
mang ciling ngay cang gia tang. Hién giao tiép qua Internet chil yéu sir dung giao
thirc TCP/IP. Day la giao thirc cho phép cac thong tin dugc giri tr may tinh nay
té61 may tinh khac thong qua moét loat cdc may trung gian hodc cac mang riéng
biét. Chinh diéu nay dan dén nguy co mat an toan thong t1n trong giao dich nhu
bi nghe trém, bi mao danh, bi gia mao, bi chdi cai ngudn goc.

Do viy, dé bao mat, cac thong tin truyén trén Internet ngay nay déu c6 xu
huéng dugc ma hoa. Trude khi truyén qua mang Internet, nguoi giri ma hoa
thong tin, trong quéa trinh truyén, du c6 "chan" dugc cac thong tin nay, ké trom
cling khong thé doc duoc vi bi ma hoa. Khi t6i dich, nguoi nhan s€ st dung mot
cong cu dic biét dé giai ma. Phuong phap ma hoa va bao mat phd bién nhat
dang dugc thé gidi 4p dung 1a Chimg chi s6 (Digital Certificate) va chir ky s6
(Digital Signature).

V6i Chimng chi s6, ngudi st dung c6 thé mi hoa thong tin dé giai quyét van
dé nghe trdm, va st dung chir ky so dé giai quyét van dé mao danh, gia mao va
choi cai nguon goc.

3. Ung dung trong thuec té

Duya trén céc tinh ning co ban cia Ching chi s6 va chir ky s6 1a: Tinh xac
thyuc, tinh bado mat, tinh toan ven dir 1i€u, tinh khong chdi bo trong viéc thyc hién
cac giao dich dién tor qua mang, cling nhu céc thu tuc hanh chinh véi co quan
phap quyén, nén Chimg chi s, chit ky sé duoc sir dung trong céc cong viéc
nhu: ky vao van ban, tai li¢u dién tu; bao mat thu dién tir; bdo ddm an toan cho
Web Server (thiét lap kénh trao doi bao mat giita Web client va Web server trén
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Internet), mang riéng a0 VPN (cac diém két cudi s& nhan thuc 13n nhau thong
qua Chung chi sd).

Pay chinh 1a nén tang ctia Chinh phi dién tir, moi truong cho phép cong
dan c6 thé giao tiép, thuc hién cic cong viéc hanh chinh voi co quan nha nude
hoan toan qua mang. C6 thé néi, chtng chi sé 1a mot phan khong thé thiéu, 1a
phan c6t 18 ctia Chinh phu dién ti.

B. HA TANG KHOA CONG KHAI (PUBLIC KEY INFRASTRUCTURE)
1. Khai niém ha ting khoéa cong khai (PKI)

Public Key Infrastructure, viét tat (PKI) 1a mot co ché dé cho mot to chirc
trung gian cung cap va xac thuc dinh danh cac bén tham gia vao qua trinh trao
d6i thong tin. Co ché nay ciing cho phép cip cho mdi dbi twong st dung trong
hé thong mot cap khoa cong khai/ca nhan (public/private key).

PKI thuong dugc dung dé chi toan bd hé théng bao gdm nha cung cap
chtng thuc sd (CA) cing cic co ché lién quan dong thoi voi toan bo viée st
dung cac thuat toan ma khoa cong khai trong trao d6i thong tin.

PKI ban chat 1a mot hé théng céng nghé vira mang tinh tiéu chuan, vira
mang tinh tng dung duoc str dung dé khoi tao, luu trit va quan 1y cac Chung chi
s6 (Digital Certificate) cling nhu cac ma khoa cong khai va c4 nhan.

2. Thanh phan co ban ciia mot PKI
- May tram PKI (PKI Client): La thiét bi cui trong mot hé thong PKI.

- Nha cung cap chung thuc s (Certification Authority -CA): L& mdt to
chtic chuyén cung cip va xac thuc cac Chung chi s6. Mot Chimg chi s6 c6 3
thanh phan chinh:

+ Thong tin vé doi tugng dugc cap: gom tén, dia chi, dién thoai, email...

+ Khoa cong khai (Public key) ctia dbi tuong dugc cip: 1a mot gia tri duoc
nha cung cap chimg thuc dua ra nhu mot khod ma hoa, két hop cung véi mot
khoé ca nhan duy nhét dugc tao ra tir khoa cong khai dé tao thanh cap ma khoa
bat dbi xung.

+ Chir ky s6 ctia CA céap chimg thuc: Pay chinh 13 sy x4c nhan cua CA,
bao dam tinh chinh xac va hop 1¢ cia Ching chi. Mudn kiém tra mot Chung chi
s6, trude tién phai kiém tra chir ky s6 ctia CA c¢6 hop 1¢ hay khong (trén ching
minh thu, ddy chinh 14 con d4u x4c nhan ctia Cong an Tinh hodc Thanh phd).
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- Nha quan ly dang ky (Registration Authority - RA): dong vai tro nhu nguoi
tham tra cho CA trudc khi mot Chig chi sé dugc cap phét toi déi tuong yéu cau.

- Hé théng quan 1y, phan phdi Chimg chi sé (Certificate Distribution
System - CDS): Danh myc noi cdc Chtng chi sé (v6i khod cong khai ctia no)
dugc luu gitt, phuc vu cho cac nhu cAu tra ctlu, 1éy khoa cong khai ctia ddi tac
can thyuc hién giao dich ching thuc $0.

3. Cac chuin mi hoéa khoéa cong khai(PKCS)

PKCS (Public Key Cryptography Standards) 1a chuan do phong thi nghiém
RSA Data Security Inc phat trién. N6 dwa vao cac cau tric ASN.1 (Abstract
Syntax Notation - 1). Giao thtrc chuan ISO dugc sir dung bai SNMP dé thé hién
cac thong diép (SNMP- Simple Network Management Protocol) 1a mét tap hop
cac giao thic khong chi cho phép kiém tra nham dam bao céc thiét bi mang nhu
router, switch hay server dang van hanh ma con van hanh mot cach t6i uu, ngoai
ra SNMP con cho phép quan 1y cac thiét bi mang tir xa va thiét ké cho phu hop
vo1 ching nhan X.09, cac tiéu chuan nay do ANSI thiét ké, theo d6 dir liéu duge
chia thanh tirng khdi nho nhat 13 8 bit (octet). PKCS hién tai bao gdm cac chuan
PKCS#1, PKCS#3, PKCS#5PKCS#7, PKCS#8, PKCS#9, PKCS#11,
PKCS#12, PKCS#13, PKCS#15.

4. Mot so hé thong PKI

- Microsoft : Vé&i nhiing cai tién 16n vé PKI trong Windows XP
Professional (danh cho may tram) va Windows Server (danh cho may chu),
Microsoft di cung cap mdt giai phap PKI kha hoan chinh cho phép cac to chic,
doanh nghiép c6 thé xay dung mot PKI riéng trén hé thong ctia minh.

- VeriSign (www.Verisign.com) nha cung cip cac san pham xac thuc va
giai phap ha ting ma hoa coéng khai (CA/PKI) chuyén nghiép cho linh vuc tai
chinh, ngan hang, ching khoan. O Viét Nam, Ngin hang Vietcombank, Ngan
hang Pong A di sir dung dich vu ching thuc sb cia Verisign trong cac giao dich
tryc tuyén.

- Thawte (www. Thawte.com) 1a nha cung cap Chimg chi s6 hang dau hién nay.

C. UNG DUNG TREN NEN TANG HA TANG KHOA CONG KHAI:
CHU KY SO DUNG CHO BM, XAC THUC VB VA THU PIEN TU

1. Khai niém
Tir xwa dén nay, chir ky tay 1a mot phuong thirc dé xac dinh ngudn gbe cua
mot van ban, tai liéu. Chir ky s (Digital Signature) khong phai 1a hinh thirc s6 hoa
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chit ky tay roi guri kém theo mot thong diép ma 1a mot phuong thirc dé chimg thuc
ngudn gdc va ndi dung ctia mot thong diép thong qua ki thuat ma hoa.

Chir ky s6 1a doan dit liéu, dinh kém véi thong diép gdc dé chimg minh
danh tinh ctia nguoi gui thong diép va gitp nguoi nhan kiém tra tinh toan ven
ctia ndi dung thong diép gbc. Mot trong nhirng cach phd bién nhat hién nay dé
tao ra moét chir ky s6 1a st dung mat ma khoa cong khai.

2. Qua trinh tao chit ky sd va xac thue chit ky
2.1. Qua trinh tao chir ky sé va ky:

- Gia stt A muén gtri mot thong di¢p dén B, trude tién A sir dung mot thuat
toan bam (thuat toan SHA hoic MD5) dé tao ra mdt ban tom lugc (message
digest) cho thong diép. Ban tom lugc nay c6 do dai nhu nhau d6i v6i moi thong
diép, 1a duy nhét voi mot thong diép, va hai thong diép khac nhau thi khong thé
coO hai ban tom luoc nhu nhau.

- Tiép theo, A ma hod ban tém lugc st dung khoa ri€ng ctia minh. Két qua
m3 hoa chinh 1 chit ky s6 cua A.

- Cudi cung, chit ky s6 duoc gan véi thong diép roi gui cho B. Nhu vay 1a
A da ky xong thong di¢p cuia minh.
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Message

A’s Private Key

Message digest > @

v

Hash
Algorit.

Signature

A 4
QSignature in Message>

\ 4
Message (Signatured)

|

A send Message

Qud trinh tao chit ky sé va ky mot théng diép
2.2. Qud trinh xdc thwe chir ky sé

Viéc ching thuc nguoi gui, tinh toan ven dit li¢u va chéng chdi bo duoc
thuc hién str dung chit ky s6. N6i cach khac, nguoi ta tao ra mot chir ky s6 va ky
vao mot thong diép dé nguoi nhan co thé thuc hién viéc chig thuc cho ndi
dung va danh tinh nguot giri thong di¢p do. Qua trinh xac thuc dugc minh hoa
dudi day, va co thé duoc mo ta nhu sau:

- B nhédn duoc théng diép, biét ngudi gii 13 A. B tach chir ky sd cia A ra
khoi thong diép.

- B 1ay khoa cong khai ctia A dé giai ma chit ky sd cia A, va c¢6 duoc ban
tom luge thong diép. Viée giai ma duoc chir ky sb cua A bang khoa cong khai
ciia A (duoc lay tir co so dit liéu tin cdy) ching t6 A ding 1a nguoi g (ching
thue nguoi giri va chéng chbi bo).

- B str dung thuat toan bam dé tao ra ban tom lugc cho thong di€p da nhan
duoc tir A, rdi dem so sanh véi ban tom luoce di duoc gidi ma & trén. Néu két
qué so sanh cho thay hai ban tom lugc 13 nhu nhau thi chimg t6 rang noi dung
ctia théng diép ding 12 nguyén ban tir A ma khong bi thay thé hodc sira ddi (xac
thuc tinh toan ven dir liéu).
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B received messaae \1

Messaae
+ A\ 4
le A’s Public Key> Split Message and Signature
A\ 4
A’s Public Kev Sianature Messaae

Y
i/

y

Ves .
Decryption ? —>| Messaae diaest 2 Messaae diaest 1

w ]

Not Sender

Not equal

Compare
Data Chanaed
equal

OK
Qud trinh xdc thie chir ky sé
3. Qua trinh ma hoéa va giai ma thw dién ti
3.1.Qua trinh ma hoa thw dién tir

Gia st A mudn giri mot thong diép dén B va gia st A dd c¢6 duoc khoa
cong khai ctua B.

Giai doan 1 — M4 hoa thong diép bang mot phuong phap ma hoa ddi ximg:
Méy tinh ctia A s& phat sinh ngau nhién khéa bi mat K dugc sir dung dé mé héa toan
bo thong diép can giri dén cho B bang phuong phap mi hoa dbi ximg duoc chon.

Giai doan 2 — M4 hoa khoa bi mat K bang mot phuong phap mi héa bat d6i
xung st dung khoa cong khai ctua B.

Noi dung thong di€p sau khi ma hoa & giai doan 1 cung vé1 khoa bi mat K
duoc ma hoa ¢ giai doan 2 s€ dugc gui cho B dudi dang mot buc thu dién tu.
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B’s Public

Key
A’s computer

generate
Random K Encryp Secret key ,
(Asysm.) (Encryp) l
v— / Message

key (Encryp) send

B
Data Encryp Data

Qua trinh ma hoa thu dién tu

3.2.Qua trinh gidai ma thw dién tir

Giai doan 1 — Giai ma khoéa bi mat K: B st dung khoéa riéng ctia minh dé
giai mi khoa bi mat K bang phuong phap ma hoa bat doi ximg ma A da dung dé
ma hoa khoa K.

Giai doan 2 — Giai ma thong diép cuia A: B str dung khoa bi mat K dé giai
mi toan bd thong diép cuia A bang phuong phap ma hoa ddi ximg ma A di dung.

Str dung k¥ thuét trén day, ngudi giri thu c6 thé yén tdm rang buc thu cua
minh chi c6 thé dugc gidi ma boi ngudi nhan hop 1&, boi vi chi co6 ngudi nay
méi co dugc mi khoa riéng dé giai ma dugce khoa bi mat K va tir 46 giai ma
duoc ndi dung cua thong diép.

Secret key Decryp B’s Private
(Encryp) (Asysm.) Key

Message Secret
ecre
(BEncryp) send key

Data Decryp Data
Encryp) | T > | (sysm) |

Qua trinh giai ma thu dien tir
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4. Bao mat, xac thwe van ban va thw dién tir

Thu tin dién tir dang ngay cang duoc sir dung rong rai trong cac linh vuc
do1 séng xa ho1. Hé théng thu dién tr cho phép thuc hién céc giao dich mdt cach
nhanh chéng, hiéu qua. Tuy nhién, trong mdi truong Internet thiéu an toan, thu
dién tir dé dang bi doc trom, gia mao, mao danh trudc khi dén nguoi nhan.

Trong méi trudng truyén théng ching ta bao vé ndi dung thu bing phong
bi va chit ky. Con trong mdi trudng truyén thong dién tir truc tuyén, thu dién tir
duoc bao vé bang viéc st dung chimg chi sb, chir ky s6. Véi chimg chi s6 va
chit ky s6, nguoi su dung c6 thé:

- Ky vao thu dién tr va cac tép dinh kém dé dam bao tinh thira nhan va
khong bi tir chéi. Gitip ngudi nhan kiém tra tinh nguyén ven.

- M4 hod noi dung thu va céc tép dinh kém, dé dam bao chi nguoi nhan hop
1€ mo61 xem duoc thu.

Hau hét cac chuong trinh thu dién tir déu hd tro hai loai dinh dang thong
di¢p HTML va van ban tho (plain text). Phién ban cai tién Mutipurpose
Internet Mail Extensions (MIME) dang dugc sir dung phd bién.

MIME 14 chuan Internet co ban dé gui thu dién tor da phuong tién
(multimedia e-mail), cung cap dinh dang HTML cho phép kém hinh anh, mau
sic, cac siéu lién két (hyperlink) vao trong email. Hién nay, MIME dang
str dung phién ban bao mat S-MIME (Secure-MIME).

S-MIME 1a mdt tap hop cac md ta vé bao mat thu dién tir, S-MIME dua
vao hai phuong phap an ninh cho thu dién tir [a ma hoa thu dién tir va xac thuc.
Ca hai phuong phap nay déu dua trén ha tang khoa cong khai PKI.

Microsoft Outlook va Microsoft Outlook Express déu hd trg S-MIME
phién ban 3 sir dung PKI dé ¢ thé cai dit duoc nhiéu phuong phap ma hoa va
xéac thuc bang su két hop gitra chit ky s6 va ma hoa theo yéu cau cta ngudi giri.
Céc chimg chi s& dugc trao d6i dé dang gitra nhing nguoi dung sir dung chir ky
s6 dé thiét 1ap cac giao tiép bao mat, hd tro tinh nang gui kém chimg chi vao
sO dia chi (address book) va kém ca dinh danh s (digital ID) nguoi guri.

Trong lan giao tiép dau tién, bén giri va bén nhan can trao doi chimg chi ciia
nhau. Sau khi bén gi va bén nhan xéac thuyc diung céc ching chi nhan dugc
thi dung khoa cong khai trén chimg chi dé mi hoa thong diép can gui di.

Outlook Express st dung giai thuat bam SHA1 cho chir ky s va nhimg giai
thuat ma hoa 3DES (168- bit), DES (56-bit), RC2 (40-bit; 64-bit hodc 128-bit).
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Microsoft Outlook st dung giai thuat bam SHA1 va MD5 cho chit ky sb
va giai thuat ma hoa 3DES.

- Thong tin vé ching chi

2l

General | petaiks | Certification Path |

B
Certificate Information

This certificate is intended for the following purpose(s):

sProkects e-mail messages
*Proves your identity to a remote compoter
*2,16,840,1,113733.1.7.23.1

* Refer to the certification authority's skatement For details.

Issued to:  Kim Yan
Issued by: WeriSign Class 1 Individual Subscriber Ca - G2

Yalid from 6/23/2009 bto §/23/2009

@ ‘Yo have a private key that corresponds ta this certificate.

Issuer Skakement |

Théng tin vé chitng chi

2|
General Details I Certification Path |
Showw: IcAII> ;I
Figld | value =]

[Elvalidto

Subject
=l Public ke
Easic Constraints “ubject Type=End Enkity, Pat...

Certificate Policies [1]Certificate Palicy:Policy Ide...
Key Usage Cigital Signature, Key Encipher. ..
Enha‘nced Eey Usage Secure Email (1.3.6.1.5.5.7.3....
CRL Diskribution Poinks [1]CRL Distribution Point: Distr... LI

E = wankn@mt.gov.vn

M = Kim Yan

Ol = Digkal ID Class 1 - Microsoft

U = Persona Mot Validated

Ol = wwa verisign. comfrepositary fRPA Incorp, by Ref., LIAB LTO{C)9S
Ol = VerSign Trusk Metwork

O = VeriSan, Inc.

Edit 2roperties. .. | Copy ko File... I

Chitng thire s6 dwoc gdn cho tai khodn thu
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Certificate d |

General  Details ICertiFication Path I

Shcws: |<AII> ;l
Field | Yalue |:|
ESeriel number Fedde sl 390F c2 6acc 90f...
ESignature algorithm shalRSA
[=]valid Fram C:...
[Evalid o sunday, August 23, 2009 615,
ESubject vankn@mt.gow.vn, Kim Yan, J...
Elpublc key PS4 {1024 Bits)
Basic Constraints subject Type=End Entity, Pat... ;l

M = Versign Chss 1 Individual Subscriber Ca - G2

Ol = Petsona Mok Validated

Ol = Terms of use at htbps: /v, verisign. comyrpa ()05
Ol = WeriSign Trust Metwork

O = Weridign, Inz.

C =015

Edit Properties. .. | Copy ko File... |

Théng tin vé t6 chirc cung cdp chimg thiee s6

4.1. Ky va ma hoa Email
Khi chtng thuc sb dd duoc gan cho tai khoan thu, ngudi sir dung o thé ky

va ma hoa nd1 dung thu va cac tép dinh kem.
=10l x|
e

i

lt Thu nghiem ky va ma hoa email

J File Edit Wiew Insert Format Tools Message Help

= X @ B9 s v . =@ =
Send Zuk Copy.  Paste  Undo Check Speling | Attach  Priority Sign  Encrypk
From; I\-'ankn@rnt.gov.\-'n {mail mt, gov.wn) j

To: Iduvenbt@mt.gov.vn
Ci: I
Subject: IThu nghiern kv va ma hoa email

Attach: 'ﬂjLué}t Giao dich dién kir.doc {109 KEB)

i
[
[l
[l
1]

Verdana j IlD j :E_| B I U &_ | ;E = ‘EE
C& gido hai mat hoco sinh 13p 1:
- Em co bigt sau ch "A" 14 chi gi khing?

- Thua cf, |5 tat cd nhing chil con lai a.

S

Cong cu ky (Sign) va ma hoa (Encrypt)
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gt Thu nghiem ky va ma hoa email : -0l x|
J Fil=  Edit Wiew Insert Format Tools  Message Help |||','
_ - 53
= X e B 9 & v ¥ =R
Send Zuk Copy  Paste Undo Check Spelling | Attach  Priority Sign  Encrwpt
From: Ivankn@mt.gov.vn {rail.mk.gow . wn) LI R
To: Iduyenbt@mt.gov.vn
Co I
Subject; |Thu nighiem ky wa ma hoa email
Attach: l&l’|Luéjt Giao dich dién blr.doc {109 KE)
Yerdana =l o ] | B 1 u A |i=iziE =sss=s|[—->
[ |
Cd gido hai mot hoc sinh ldap 1
- Em cd bigt sau chi "a" 14 chif gi khéng?
- Thua cd, 13 t3t cd nhing chi con lai a.
I Y
A A .
Bén gui ky vao Email
it Thu nghiem ky va ma hoa email -0l x|
J File Edit ‘iew Insert Format Tools Message Help |:f
g »
= % @09 & v . =3 =
Send Zut: Copy Paste  Undo Check Speling | Attach  Priority Sign  |Encrypt
From: Ivankn@mt.gov.vn {mail.mk.goy . v j R
To Iduyenbt@mt.gov.vn ﬁ
Ce I

Subject: IThu righiern ky va ma hoa email

Atkach: 'E_]Luéit Gian dich dign £l doc (109 KB}

Yerdana jlmji_ElBIgA

—

Cd gido hdi mat hoo sinh 19p 1:
- Em cd bigt sau chir "A" 13 ch gi khdng?

- Thua cd, 13 tAt ca nhing chi cdn lai a.|

aE

Bén guri ky va ma hoda Email
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¥4 Inbox - Outlook Express

=10/x|

J Fle Edt Yiew Tools Message Help

Y. % & 8

Create Mai Reply  Reply Al Forward
Vigws IShaw All Messages j
|

Ej;[ x »

Prink Delete

H

Send/Recy

-

= Inbox

| T T 1
Folders %
Ej Outlook Express Ml From: Truong phong <Trung tam CNTT= T, fgh
= . . e
: p— i = 1AW NGAEm Y Y& ma Nog ems L]
EI--@I Local Folders Subject: Thu nohiem ky va ma hoa emai a
L Tnha j
|1IZI message(s], 0 unread @ Wiaorking Onling | v
’
A A . 14 ~ 4 A \ ~ r
Bén nhdn Email co chir ky so va ma hoa
Signing digital ID properkties 21 =1
General I Detail&l Certific:ation F'athl Trust I
E== Certificate Information
This certificate 1z intended for the following purposels]:
= Protects e-mail messzaages
* Refer to the certification authority's statement for details.
Issued bo:  Kim Y an
Issued by: “YeriSign Clazzs 1 Individual Subscriber CA - G2
Yalid from E/2Z3/2003 o 2/232/2003
lz=zuer Statement I

Churng chi cua bén gui
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4.2 Ky trwec tiép vao vin bén

'EEI Mang cong chua va hat dau.doc - Microsoft Word - 10| x|

Fle Edit “iew Insert Format  Tools Table  Window  Help Wietkey0zZ,1 ,}R x
JLj‘g_é_-i]'j_h:;?ﬂ ..I}-l —jlﬁj q':t ﬁ))j_@ To% - B
z‘!;-[ Mormal + Times - Times Mew Roman -~ 14 - | B 7 O = ﬁ - E EQT_nJ
E----|---1---|---é---?---3---|---4---|---

: Nang edng chia va hat didu
; Hans Christian Andersen

.
|

-

MNaiy s, oo mit hodng v mmdn cwd mit ning cing chia, nhing cing
chua phit cho ra cdng chva, phil hoan thifn toan m¥. Hoang tr bén chu du
khap thifn ha d€ kén ve. Céng chia thi ching thifu gi, nhung ning néo cling
co va nhorgec difm hodc tat v, Thela mét ngay ka, hoang oy danh budn
rau trd wé nhd

Brén thi, nfi 1én mit con gifing t6 kinh khing. Mua 4o do nho =i 06 tigng
gi cira 1du dai. Lao wwong thin chinh ra méd oira

Bén ngodl la mdt nang cing chia, nhwng rres gio 4 lam cho nang tieu tuy

«CI»I‘_

[ I

ri114 ﬂ'\n F\-:\n tAr  midEn Sn wdnm whnm nhitne mede wd chn nhd et B e

=n[E) =64 |
Draw~ Lz | AutoShapes = ™ ™ El(:)__]ﬂtod G & - o A,=TEG E
Page 1 Sec 1 11 4k Ln ol REC TRK EXT OWR B

Ky truc tiép vao van ban
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PHAN III. PE XUAT GIAI PHAP

I. KHA NANG PAP UNG VIEC SU DUNG CHU KY SO TAI BO GTVT
1. Tong quan vé hién trang hé thong CNTT tai Bo GTVT
1.1. H¢ thong mang, mdy tinh va dwong truyén

Hién tai, Hé théng mang may tinh cua B6O GTVT duoc xay dung trén nén
tang cong nghé mang LAN 100Mbps v6i s6 lugng 250 may tinh ndi
mang.Trong d6 98% cac may tinh c6 cdu hinh: CPU Pentium 4 hoic Celeron ¢
tbc d6 >1.5 GHz, RAM 512 Mbps, 6 cing HDD 80 GB, man hinh CRT 17
inches. Mang LAN dugc chia nhé thanh 17 VLAN theo cac don vi chirc nang.
Hé théng mang chia lam 4 ving bao gdm: VLAN zone, DMZ zone, Database
Zone, Internet Zone. Trung tam tich hop dit li€u c6 12 may chu, 02 Firewall, 01
router, dugc két ndi v6i Trung tdm dit lidu ctia cac Cuc quan Iy GTVT chuyén
nganh qua mang VPN.

Puong truyén: 02 duong ADSL; 01 dudng cap quang 2 Mbps, 01 dudng
cap quang 10 Mbps ctia Cuc Buu dién trung uong.

Céac Cuc quan 1y chuyén nganh: déu c6 mang LAN tir 50 mdy tinh nhu Cuc
Puong thuy ndi dia dén 250 may tinh nhu Cuc Pang kiém. Tat ca cic mang may
tinh déu duoc két ndi Internet véi duong truyén tdc do cao. Piac biét Cuc Hang
hai ¢6 cac duong truyén: 01 duong truc backbone nbi 2 trung tim (HN-HCM), 2
duong Internet truc tiép 512 kbps, va mot sé duong ADSL.

)| Fiber Lme 100Mbps

[ cPNET |

CISCO PIX Fiber Leased Lme 2Mbps R

3 o ' Internet |
isco Router
,,,,,,,,,,,,,,,,,,,,,,,,,,, )
) o /_I
)
l

ADSL ADSL ADSL
E

fsense load balancer

DeliMitary Zone (DMZ)

.—

Ipcop rue\\ ll]l oxy. IDS

Catalyst 2950 -8

J Catalyst 2950.7

Catalyst 2950-2

i Vlan Zone
, Catalyst 2950-1
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1.2. H¢ diéu hanh va cdc phan mém irng dung

- Hé diéu hanh: 100% may tinh st dung HPH Microsoft Windows SP2,
trinh duyét Internet Explorer 6.0 trd 1€n.

- B6 Phan mém tng dung vin phong: 100% may tinh st dung bd phan
mém Microsoft Office XP tr& 1én. Trong do:

+ Hai phdn mém giri/nhan thu dién tir Microsoft Outlook va Microsoft
Outlook Express déu hd trg S-MIME phién ban 3 st dung PKI dé co thé cai dit
duogc nhidu phuong phap ma hoa va xac thuc két hop gitra chit ky s6 va ma hoa .

* Outlook Express st dung giai thuat bam SHA1 cho chit ky s6 va
nhitng giai thuat ma héa 3DES (168- bit), DES (56-bit), RC2 (40-bit; 64-bit
hodc 128-bit).

* Microsoft Outlook st dung gidi thuat bam SHA1 va MDS5 cho chir ky
s6 va giai thuat ma hoa 3DES.

+ Phan mém xt 1y van ban Microsoft Word, va phan mém xir 1y bang tinh
Microsoft Excel hd trg chuan chit ky s6 DSS

H¢ théng thu dién tor cia Bo hién tai co gﬁn 500 tai khoan, dia chi truy
cap: http://mail.mt.gov.vn/; hd tro cic chuan SMTP, POP3, IMAP, HTTP; ¢ hé
thong chdng thu rac, virus; hé théng chay 6n dinh; tan suat backup 2 tuan/lan.

1.3. Cac vwng dung va CSDL da xdy dung

- Hé thong phan mém quan 1y vin ban di dén, diéu hanh cong viée, co dia
chi cuc bo http://congvanbo.mt.gov.vn/.

- Céc CSDL: CSDL tiéu chuan nganh, CSDL vin ban quy pham phép,
CSDL vin ban chi dao & diéu hanh, CSDL chuong trinh, dé tai KHCN...

1.4. Gidi phap bdo mdt hién tai cia By Giao thong vin tdi

- Cac may chu cai dat hé quan tri CSDL dugc chay trén nén hé diéu hanh
Windows 2003 SP2. Cac may chu déu duoc cai chuong trinh diét virus F-
Secure.

- Cac may tram trong mang LAN cua B hién tai c6 khoang 98% may
tinh duoc bao vé bang chuong trinh diét virus Bkav Enterprise.

Hién trang hé théng CNTT tai Bé GTVT la hoan toan phit hop va tirong
thich vé kj thudt, cong nghé dé trién khai iing dung chit ky sé trén nén ting ha
tang khéa cong khai.
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2. Nang luc rng dung CNTT cua can bg cong chirc B0 GTVT

Hién tai, 100% can bd cong chirc co quan B va cac Cuc quan ly chuyén
nganh déu sir dung t6t bo phan mém van phong Microsoft Office (xtr Iy vin ban,
xt 1y bang tinh...), st dung Internet va hé thong thu dién tir trong cong tac
chuyén moén nghiép vu.

II. NHU CAU TRIEN KHAI CHU KY SO TAI BQO GTVT
1. Sir dung chir ky s6 cho xac thwc, bao mat VB va thw dién tir

Nghi dinh 64/2007/ND-CP ngay 10/4/2007 ctia Chinh phu vé tng dung
CNTT trong hoat dong ctia co quan nha nudc; Quyét dinh sé 43/2008/QD-TTg
ngay 24/3/2008 ciia Thu tuéng Chinh phi, phé duyét ké hoach tmg dung CNTT
trong hoat dong cia co quan nha nudc va Chi thi 15/CT-BGTVT ngay
30/8/2008 ctia Bo truong Bo GTVT vé viéc day manh ung dung CNTT trong
hoat dong cua cac co quan, don vi truc thuéoc BoO GTVT yéu cau tdng cudng su
dung va trao doi vin ban dién tir qua mang. Vi vy, viéc tng dung ching chi sd,
chit ky sb cho x4c thuc, bao mat vin ban va thu dién tir 13 nhu cau cip thiét hién
nay.

I1I. GIAI PHAP VE TO CHUC CUNG CAP CHUNG THUC SO (CA)
1. Cac quy dinh vé CA va hién trang mét s6 CA
1.1. Quy dinh déi véi cdc t6 chirc CA

Céc t6 chirc cung cép dich vu chung thuc chit ky s6 bao gdom t6 chirc cung
cap dich vu chtng thuc chit ky sd cong cong va td chic cung cap dich vu chimg
thuc chir ky s6 chuyén dung.

T6 chic cung cip dich vu ching thuc chit ky sé qudc gia (Root
Certification Authority) 1a t6 chtc cung cap dich vu chung thyuc chir ky sé cho
céc to chirc cung cip dich vu chir ky sé cong cong. To chiic cung cap dich vu
chtng thuce chit ky s6 qudc gia 1a duy nhat.

T6 chitc cung cap dich vu ching thuc chit ky s6 cong cong 14 to chirc cung
cép dich vu chung thuc chir ky s6 cho co quan, td chirc, ca nhan st dung trong
cac hoat dong cong cong. Hoat dong cua to chirc cung cap dich vu chimg thuc
chir ky s6 cong cong 1a hoat dong nham muyc dich kinh doanh. Co6 gidy phép
cung cap dich vu chung thuc chit ky s6 cong cong do Bo Thong tin va Truyén
thdng cap. Co chimg thu sd do to chirc cung cap dich vu ching thuc chit ky s6
qudc gia cép.
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T6 chirc cung cip dich vu ching thuc chit ky sd chuyén dung 1a t6 chirc
cung cap dich vu chimg thuc chit ky sb cho cac co quan, td chirc, ca nhan co
cung tinh chat hoat dong hoac muc dich cong viéc va dugc lién két véi nhau
thong qua diéu 1¢ hoat dong hodc vin ban quy pham phap lut quy dinh co céu
td chire chung hodc hinh thtrc lién két, hoat dong chung. Hoat dong ctua td chirc
cung cap dich vu chtng thuc chit ky sd chuyén dung 14 hoat ddng nham phuc vu
nhu cau giao dich ndi bg va khong nham muc dich kinh doanh.

T6 chitc cung cap dich vu ching thuc chit ky s6 chuyén dung phai dap tng
cac diéu kién : 1) C6 di nhan vién k¥ thuat chuyén nghiép va nhan vién quan ly
phu hop véi viée cung cép dich vu ching thuc chir ky s0; 2) H¢ théng thiét bi
cung cap dich vu pht hop véi tiéu chuan an ninh, an toan qudc gia.

Tb chitc cung cap dich vu chimg thuc chit ky s6 chuyén dung bao gom:

Chuyén dung cho hé thong chinh tri, Chuyén dung ndi bd va chuyén dung
khac.

Ban Co yéu Chinh phu thanh 1ap va duy tri hoat dong cua to chirc cung cap
dich vu chtng thyc chir ky sé chuyén dung phuc vu cac co quan thudc hé théng
chinh tri. Trung tam chung thuc dién tor chuyén dung Chinh phu thudc Cuc
Quan 1y k¥ thuat nghiép vu mat ma -Ban co yéu Chinh phu da di vao hoat dong
va dang trién khai thtr nghiém & mot s6 bo/nganh.

1.2. Mt s6 CA nha nwéc va doanh nghiép
+ CA - Ban co yéu Chinh phu

T chuic cung cap dich vu chimg thue chit ky sé chuyén dung phuc vu céc
co quan thudc hé thong chinh tri do Trung tim chung thuc dién tr chuyén dung
Chinh phu thuéc Cuc Quan 1y k¥ thuat nghiép vu mat ma -Ban co yéu Chinh
pht dam nhan da di vao hoat dong va dang trién khai thu nghiém & mot )
bd/nganh.

+ CA - S& Buu chinh Vién thong TP H6 Chi Minh.
ba dua vao hoat dong.

Pham vi d6i tuong cung cép dich vu: cung cép dich vy chung thuc chit ky
s6 cho cac can bo cong chire thude cac sé/nganh, quan/huyén trén dia ban thanh
phé HCM va cac sd BCVT trén ca nudc.
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Céc dich vu trién khai chit ky s6 bao gdm: HJ tro ding nhap hé thng sir
dung thé thong minh 1am cong cu xac thuc quyén quan tri hé théng va st dung
cac ti¢n ich; ing dung chir ky sb trén céac hé théng van ban, bao cao...

+ CA - Ngan hang Nha nudc

ba dua vao hoat dong.

Pham vi d6i twong cung cép dich vu: tit ca cac ngan hang thuong mai, cac
td chire tin dung dang hoat dong tai Viét Nam.

Cac dich vu d3 tmg dung chit ky sb: cac tmg dung nghiép vu cia NHNN va
cac hoat dong nghiép vu lién ngan hang do NHNN ch tri.

+ CA - VDC (doanh nghiép)

D3 trién khai xong cac ha ting co ban va co thé cung cap cac dich vu vé
chtng thu s6 phuc vu nhu cau cua cac to chirc, ca nhan str dung chit ky s6.
2. Cac giai phap trién khai
2.1. Xdy dwng mot hé thong CA riéng tai B6 GTVT

Giai phap nay doi hoi viéc dau tu kinh phi twong dbi 16n va mat thoi gian
cho viéc thiét 1ap Trung tam CA; Trung tdm CA du phong; Hé thong Directory
(cho phép nguoi st dung dau cudi tai cac dia diém khac nhau truy cap).

Ngoai ra giai phap con can doi ngii van hanh c6 kinh nghiém, quy ché hoat
dong CA chat ché dé dam bao an toan cho hé théng.

2.2. Pdng ky sir dung véi mét to chirc cung cap dich vu chieng thuc sé

Giai phap ndy yéu cau dau tuw nhé hon nhiéu ca vé kinh phi va nhan luc so
v6i giai phap 1. Mt khac, d6i véi cac giao dich G2G, G2B va G2C chi can ding
ky st dung véi mot t6 chie cung cip dich vu ching thuc s dé xin cap chung
chi s6 cho cac giao dich can trién khai.

IV. GIAI PHAP VE BAO MAT KHOA RIENG

Trong sudt qué trinh sir dung chimg chi sé nguoi ding cé trach nhiém luu
gilr va dam bdo su an toan va bi mat cho khoa riéng ctia minh. Kho4 riéng cta
nguoi st dung thuong duoc luu trir trong dia mém, thé thong minh (SmartCard),
USBToken,... ctia ngudi d6. Thé thong minh va USB token 1a thiét bi c6 tich
hop chip trén no nham dap ung cac nhu cau vé luu trir dix liéu, bao vé dit liéu va
xtr Iy dir liéu (nho vao b vi xur ly trén chip), bo vi xur 1y 32 bit trén chip thong
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thuong c6 EEPROM (Electrically Erasable Programmable Read-only Memory)
khoang 32KB hoic 64K (EPPROM c6 thé cung luc & mode doc hodc ghi).

Thé théng minh giao tiép v6i may tinh qua mot thiét bi doc thé (smart card
reader), con USB token khong can thiét bi doc thé ma str dung cong USB trén
may tinh. Thiét bj doc thé va USB token déu can mot trinh diéu khién (driver).
Khi ngudi dung st dung thé thong minh hodac USB Token trong cac img dung
PKI (chir ky sd, md héa) thi phai nhap vao sé PIN (Personal Indentification
Number) dé xac thuc.

Hién nay, USB Token 1a thiét bj duoc dung pho bién trong cic tmg dung
PKI va c6 nhiéu loai khac nhau. Viéc lya chon USB Token dugc dua trén cac
ti€u chi chinh sau day:

- Kha ning hd tro cac ung dung PKI

- Kha ning hd tro hé diéu hanh va ngon ngir lap trinh

- Tiéu chuan bao mat

- Gia thanh,

1. Gidi thiéu eToken Pro USB

eToken Pro USB 1a mot san pham thudc dong san pham eToken™ cua
Aladdin Knowledge Systems Ltd., Israel.

eToken Pro 32K

eToken Pro USB 1a mot thiét bi bio mat cao, giao tiép v6i may tinh qua
céng USB, str dung tién 191, an toan, dé mé rong. eToken Pro USB hd tro tat ca
ha ting khéa cong khai eToken PKI nhu xac thyc ngudi dung, quan 1y mat
khau, bao mat chir ky s6 va bao mat dir liéu. ..

Ngoai ra, do eToken Pro USB hd tro cac giao dién va hé thong bao mat
theo tiéu chuan cong nghiép, nén eToken Pro USB con dam bao viéc tich hop dé
dang véi ha tang va cac chinh sach bao mat.

* Pac tinh k¥ thuat ctia eToken Pro USB
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Operating systems Windows 2000/XP/2003/Vista Mac OS X; Linux

APl & standards support | PKCS#11 v2.01, Microsoft CAPI, PC/SC, X.509 v3
certificate storage, SSL v3, IPSec/IKE

Models 32K: Siemens CardOS / 32K memory
64K: Siemens CardOS / 64K memory
Java: Java Virtual Machine / 72K memory

On board security algo. | RSA 1024-bit / 2048-bit, DES, 3DES, SHAL,
SHA256

Security certifications FIPS 140-1 L2&3; Common Criteria
EAL4+/EALS+ (smart card chip and OS) Pending:
FIPS 140-2 and CC EAL4+ PP-SSCD
(Certifications differ per model; please inquire)

Dimensions 52 x 16 x 8 mm (2.05 x 0.63 x 0.31 inches)

ISO specification support | Support for ISO 7816-1 to 4 specifications

Operating temperature 0Cto70C (32 Fto 158 F)

Storage temperature -40 Cto85C (-40 Fto 185 F)
Humidity rating 0-100% without condensation
Water resistance cert. IP X8 — IEC 529

Connector USB type A (Universal Serial Bus)
Casing Hard molded plastic, tamper evident

Memory data retention At least 10 years

Memory cell rewrites At least 500,000

* (G14 thanh: Khoang 50USD

Dua trén cac tiéu chi danh gia, eToken Pro USB c6 tinh niang ndi troi vé
kha ndng hd trg hé diéu hanh, hd trg céac ung dung PKI, hd trg cac chuin bao
mat va kha nang tich hgp. Vi vay, eToken Pro USB la san phém duoc Ban co
yéu Chinh phu lua chon va khuyén céo cac bo/nganh sir dung san pham nay.

V.LUA CHON GIAI PHAP THU NGHIEM TAI BQ GTVT
1. Pham vi thir nghiém

Trung tdm cong nghé thong tin.
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2. N¢i dung thir nghiém

Str dung ching chi sb dé tao chir ky s6 va ma hoa van ban, thu dién tir phuc
vu trao d6i vén ban, thu dién tir trén Internet.

3. T6 chirc cung cip ching thue sb
St dung chimg chi s6 do VeriSign cap dung thir nghiém trong 60 ngay.
4. Thiét bj bao mat khéa riéng
Str dung eToken Pro 32 K USB.
VI. TRIEN KHAI THU NGHIEM SU DUNG CHU KY SO
1. Thiét 1ap mét tai khoan Email (Pop3)

¥ Outlook Express g@g|
"Jl

¢ File Edit  View Tools Message  Help

g = : Y
: |_L|J - IJ - Wt T -
. Create Mail SendiRecy Addresses Find
Folders = . sl e Go tn]'nsn‘,“-
%3 Outlook Express L
= @ Local Folders for Bui Thi Kim Duyen
B2 Inbox Find a Message... Identities
P outbox E-mail Tip of the day X
3 Sent Ttems
{3 Delsted Items There are no unread Mail messages in your Inbox Compaose a new e-
. mail message b
b Drafts [P Creste a new Mail message clicking Nef, Ma"r" i
Read Mail the toolbar,
Reply ta a message
Mewsgroups by selectinga
message and clicking
Set up a Newsgroups account.., Reply on the
toolbar,
Contacts ¥ * —— When you're done
ﬁBui Thi Kim Duyen ontacts typing the message,
E ] ) select Send from the
£=1Kim Ngoc Van Open the Address Book... rnessage toolbar,
ﬁ Find People...
[ when Outlook Express starts, go directly to my Inbox. 4 Previous Hext b

@ wiarking Online & Errar
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&9 Outlook Express

File Edit  View POEEE Message  Help -,1'
. Send and Receive 3
Create Mail S Synchronize Al
: Synchronize Folder
Folders &ddress Book... Ctrl+3hift+8 Go tomiq‘_
%1 Outlook Express
Bui Thi Kim Duyen
=2 @ Local Folders Messags Rules , ¥
g Inbox Find a Message... Identities
windows Messenger 3
@ Cutbon Tip of the day b4
£5 Sent Items
(3 Deleted Ite gy ad Mail messages in your Inbox If you receive e-mail
Draft n . from multiple _
) Drafts Options. .. Mail message accounts, only one is
read Mail your default account
for sending mail.
Newsgroups Tao send e-rail using
an account other
Set up a Mewsqroups account... than your default,
select the other
account from the
Contacts ¥ £ —— From: field at the
@=1Bui Thi kKim Duyen ontacts tap of the new
=K M W, ’ message.,
#E3Kim Ngoc ¥an Open the Address Book...
ﬁ Find People...
™ when Outlook Express starts, go directly to my Inbox,
Configures your accounts,

Internet Accounts

All |Mai| |News Directory Service

Mews, .,

Account Type Connection Directory Service...

Cloze
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Internet Connection Wizard [z|

Your Hame

Wwhen pou send e-mail, your name will appear in the From field of the outgoing meszage.
Type vour name az you would like it to appear.

Digplay name: Bui Thi Kim Duyen

For example: John Smith

[ Mext » ][ Cancel ]

Internet Connection Wizard E'

Internet E-mail Address

“our e-mail address is the address other people uge to zend e-mail meszages to you,

E-mail addres:: dupenbtigimt, gov. vh

For example: someonet@microsoft. com

< Back ” Mest ][ Cancel
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Internet Connection Wizard f'>__<|

E-mail Server Hames

My incoming mail zerveriz a | POP3 | ZEIVEL

Incoming mail (FOP3, IMAP or HT TP server:

mnail.mt.gov. v

An SMTP server iz the server that iz used for your outgoing e-mail.

Dutgoing mail [SMTP) server:

il mt. go. v

< Back ” et = ll Cancel

Internet Mail Logon

Type the account name and pazsword your Internet service provider haz given pou.

Account name: ||:|u_l,lenbt |

Pazsword: | RsEEE |

Remember pazzword

IF pour Internet service praovider requires pou to uze Secure Paszward Authentication
[SPA] to access your mail account, select the 'Log On Using Secure Pazsword
Authentication [SPA) check box.

[1Log on using Secure Passward Authentication [SP4)

< Back ][ Mest » ][ Cancel
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2. Cai dit chirng chi s6

2.1. Cai dat chirng chi goc
Certificate e |

General | Details | Certification Path |

e

=—:-1 Certificate Information

This certificate is intended for the Following purpose{s):

= Prokects e-mail messages
=Proves yvour identity to a remoke computer
=2 16.840.1.1153733.1.7.25.1

* Refer to the certification authority's statement For details,

Issued bto:  Kim Yan
Issued by: veriSign Class 1 Individual Subscriber 24 - G2

walid from &/23/2002 to S/23/2009

@ You hawve a private key that corresponds to Ehis certificate,

Issuer Statement I

Chitng chi goc
2.2. Cai ddt chikng chi dwoc cdp

2=l

General | Details | Certification Path |

ey
Certificate Information

This certificate is intended for the Following purpose(s):

=Protects e-mail messages
=Prowes wour identity to a remokte computer
=2, 156.540.1.1137335.1.7.25.1

* Refer to the certification authority's statement For details,

Issued to:  Kim Yan
Issued by: VYeriSign Class 1 Individual Subscriber Ca, - G2

valid from &/23/2002 bto S/23/2002

@ vou hawve a private key that corresponds to this certificate.

Issuer Statement I

Churng chi duoc cai trén mdy tinh
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2.3. Cai dat eToken

= eToken Properties

eloken

|M Advanced g Initialization m Refresh '_:E Help
E Kim ¥an [PRO]

_1o =l

Dretails I Setlings I Certificates & keps I
Change passwaord. .. I Rename eToken... I
Mare Kim Yan
Type eToken PRO 32K
Kim Yan [AKS if... Product ID 0x0514
Firmmware version 4.2.5.4 [0x8514]
CARDJOS version CardOSiM4.01 {C) Siemens AG 1994-2001
User Present
Administrator Mok present
eToken ID Ox4f00fG14
Smarkcard ID 26 3f 77 16 2505
Total memory capacity 32768 bytes
Largest free block 586 bytes
Colar EBlue
FIPS mode Off
1024-bit RSA keys count 5
Reader name AKS ifdh 0

Giao dién chinh cua eToken Pro

= eToken Propetties =1o] x|

eToken
|,M Advanced @ Initialization ﬂ Refresh E Help
-

—— Detailsl Settings  Certificates & keys I
Local Machine

Zw Exchange key <4FDS0DCE-7F47-48E7-9A366CD. .. ;I Delete... |
E .
' ki van Impark G Chaim.. |
g Exchange .
an Ve[S Eplraotca Set as Default |
Lk L @Veriﬁign Class 1 Individual Subscriber CA - G2 Key Protection, .. |

@Class 1 Public Primary Certification Authority

Algorithm name CALG_RSA_KEYE -
Default KC Mo

Key containet 45E96F2C-22584-4430-B9667656FCEBCS0BC

Kew length 1024 bytes

Key permissions 000000000
2nd authentication Mo
Public Key 3081890258151 00b3e68019b923361ec1 86db 5., ;I

Import Certificate. .. Mare. .. | Refresh |

Churng chi cua Trung tam CNTT dwoc luu trong eToken Pro

3. Thir nghiém
3.1. Ding chir ky s6 cho Email

- Truong phong ctia Trung tdm CNTT ky vao Email (dinh kém cong van
Nghi dinh 26 ND-CP ve Chu ky so) dé gai cho nhan vién.
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f= Mghi dinh 26 ND-CP ve Chu ky so =10l x|
J File Edit “iew Insert Format Tools  Message Help 11'
O >

= % @09 & v . =
Send Zuk Zopy.  Paste  Undo Check Speling | Attach Priority Sign

Frarm: Ivankn@mt.gu:w.vn (rnail . mk.gov.wn) j a
To: Iduyenbt@mt.gw.vn

[E3: |

Subject:  [rughi dinh 26 ND-CP ve Chu ky so
Attach: @Nmze ND-CP ve Chu ky so.doc (275 KB)

Arial ez £E|B £ U A

Lo

T
111
anm
[N
I al)
["hi
111
("l
(it
¢
]

| EE

Ky vao Email ()

eToken

Enter eToken passwiord

eToken: | J

Password: | ek

More == Qi | Cancel |

Nhdp vao mdt khau dé giri di
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- Nhén vién phong Trung tdm CNTT nhan Email

¥ Inbox - Outlook Express 101 =l
J File Edit View Tools Message Help | .'f
g ins = nd A
(H . & % 3 S ¢ == NS T o R
Create Mail Reply: Reply &l Forward Prinkt Delete Send/Recy Addresses Find
&= Inbox .
v a | % | Fom | subject | Received - |
! 71 CA Master CA aster /2442009 3:56 AM
&Kim Mgoc Wan Thu nghiem ky wa ma hoa email 6/24f2009 9:06 AM
1] 2@ Truong phong <Trun... Nghi dinh 26 ND-CP ve Chu ky so 6/24/2009 12:17PM -
“ | 3

Fromy: Truongphong <Trung tam C = To: Bui Thi Kim Duyven

Subject: Mghidinh 26 ND-C

Security Help " ,
Digitally Signed Message
]
Q This message has been digitally signed by the sender.

Signed e-mail from others allows you to werify the authenticity of 8 message -- that

the rmarrane e frern the coeesead cender 2md theat it bae ned been tarmeeesd et _I

|5 messagels), 1 unread @ ‘Workirg Online | 5
. ~ 4
Email da dvoc ky

Nghi dinh 26 MND-CP ve Chu ky so i |

General | Details SECUfit}'I

Digital Signature

Digitally signed by:  [vanknEmt.gov. v

Contents not altered: ez
Signature trusted: ez
Secure return receipt requested; Mo
Digital ID revocation checked: Ma
Fievocation status: r'ou have turned off revocation ;I
checking.
=
Security label: ;I
=
Encryption
Encropted contents and attachments: Mo
Encrypted using: nia
Wiew Certificates. Tell Me bare... |

(0] I Cancel

Kiém tra théng tin bdo mdt
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Signing digital ID properties il |

General | Detailsl Certification F'athl Trust I

®
Certificate Information

This certificate iz intended for the following purpose[s]:

* Protects e-mail meszages

* Refer to the certification authority's statement for details.

Issued to: KimVan

lssued by: “erSign Clazz 1 Individual Subzcrber Ca - G2

Yalid from E/23/2003 to 3/23/2003

lgzuer Statement |

Kiém tra chiing chi ciia bén giri
3.2. Mé& hda Email
- Nhan vién phong Trung tm CNTT ky va ma hoa Email gui Trudng
phong Trung tdm Tin hoc (dinh kém coéng vin dé nghi mua thém thiét bi cho
phong )

g5 De nghi xet duyet mua them trang thiet | 10| x|
J File Edit ‘iew Insert Format  Tools  Message Help |;'¢'
g b g
S % @ B Y9 & v .| ==
Send Zuk Copy.  Paster  Undo Check  Speling | Attach  Priority Sign  |Encrypt
From: Iduyenbt@mt.gw.vn {mail.mk.gov.wvn (10 j a
To: Ivankn@mt.gav.vn ﬁ
Ecc |

Subject: IDE nighi xek duyet mua them trang thiet bi
Attach: lﬁJDe nghi xet duyet mua them thiet bi,doc (109 KE)

Al =z £E|B £ UA

i— =
L — -
F— w

I
(sl
1
{hal}
1
L]
Ul
L]
|

Ky (&) va ma hoé (@) Email
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e Token Base Cryptographic provider [g|

eToken

Enter eToken password

eToken: | J

Passwiord; | btttk

More == (4 Cancel |

Nhdp vao mdt khau dé giri di
- Truong phong Trung tdm CNTT nhan Email

¥ Inbox - Outlook Express B 10| x|
J File Edit Miew Tools Message Help | ,1,'
q ey - Py 3
LY . W & -3 = X = AD
Create Mail Reply Reply &l Forward Prink Delete Send/Recy Addresses
7 Inbox .
v a7 | From | subiect | Received -
2 Microsoft Qutlook Expre..,  Welcome to Outlook Express 6 1/18/2008 10:
59 WeriSign Customer Supp...  Secure wour E-mail with vour Trial Digital 1D 6/23/2009 2:0
4 ¥ [ZyCA Master A Masker £/24/2009 85
&Kim Mgoc Wan Thu nghiem ky va ma hoa email 6/24/2009 9:00
1] @ Truong phong <Trung ta... Mghidinh 26 MD-CP we Chu ky so &/24/2009 12
EfNhan vien <Trung ta.. De nghi xet duyet mua them trang thiet bi b/24,/2009 1
4| | i

From: Mhan vien <Trung tam CHTT> To: Kim MNgoc Van

Subject: De nghi xet duyet mua them trang thiet bi

Security Help ') r

6 message(s), 1 unread @ Warking Online | 4

Email da dwoc ky va ma hoa
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De nghi xet duyet mua them Erang thie B A

Generall Detailz  Security I

Cigital Sighature

Digitally signed by [dusenbbEmt gow. vin

Contentz not altered: res
Signature trusted: es
Secure return receipt requested: Mo
Crigital 1D revocation checked: Mo
Revocation status: o have turned off revocation =
checking.
I
Security label: ;I
=l
E hicryplion
Encrypted contents and attachments: Yes
Enhcrvpted using: JDES
“iew Certificates. . Tell Me bare. .. I

| Ok I Cancel

Kiém tra théng tin bdo mdt

Signing digital ID properties =l

General I Detailsl Certification F'athl Trust I

=—-1 Certificate Information

This certificate is intended for the following purposels]:
= Pratects e-mail messages

* Hefer to the certification authority's statement for details.

Issued to:  nhoc buon

lezued by: “erSign Clazz 1 Individual Subscriber Ch, - G2

Valid from E/23/2003 to 28/23/2009

l=zuer Statement I

Kiém tra chung chi cua bén guri
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3.3. Ky truc tiép vao van ban

Digital Signature f'5__<

Signaturez |

The digital signature generated by OFffice may not constitute a
legally binding signakure. For mare information, read about digital

signatures in Help.

The following hawve digitally signed this document;
Signer Digital ID Issued By Dake

[
|

Help ]

[ Q. l [ Cancel

eToken

Enter eToken password

eToken: | J

Password: |+

Mare == | O, Cancel |

Nhdp mat khdu dé ky
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Digital Signature El

Signatures |

The digital signature generated by OFfice may not conskitute a
legally binding signature. For more information, read about digikal
signatures in Help.

The Following hawe digitally signed this document:

Signer Digital ID Issued By Date
Ekim van VeriSign Class 1 Individu, ..  &/29/z009
£ |

attach certificates with newly added signatures

Vieww Certificate. .. Remowve

[ Help ]

[ Ok, ] [ Cancel

'[Einnh chang chan lon.doc - Microsoft Word — 1ol =l
File Edit Wiew Insert Formak Tools Table Window  Help Vietkew 02,1 ﬂ >
Jlﬁﬂ@qag?ﬂ:ﬁ_:lﬁf—ﬁv-“Jv%J:@?sf*fo -
[cmm - 345 S

: Anh chang chin lon
z Hans Christian Andersen

PMgay zura, cd mit hodang t rit nghio chi cd mit giang son nhi hep. Tuy
nhién, giang son 4y nhi thi nhé thit, nheng cling 46 ﬂe cho chang kén dwoc
B miit ngwi wo wa e nay chinh 13 Mc chang dang mufn tim ngrit Km ban

N tram nim.
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Tim hiéu cdc giai phdp xdc thwe, bdo mdt van ban trong giao dich dién tir va dé xudt gidi
phap dé xac thue, bao mdt tai lidu trong giao dich qua thu dién tir cho Bo Giao thong van tai.

4. Panh gia két qua thir nghiém
4.1. Két qua thir nghigm

Nhu vay da hoan thanh viéc cai dat va thir nghiém stir dung chit ky s6 cho
xac thuc, bao mat van ban va thu dién tr tai Trung tm CNTT. No6i dung thir
nghiém, gom:

- Cai dat chung chi s6 va huong dan stir dung chit ky s6 cho xéc thuc, bao
mat van ban va thu dién tr.

- Trao d6i vin ban st dung chir ky so.

- Gri/nhan thu dién tir st dung chir ky sd, ma hoa.
4.2. Nhdn xét, danh gia

Nhu da trinh bay & trén, cing véi qua trinh khao sat va trién khai thr nghiém
tai co quan B GTVT, tir d6 em da rit ra mot s6 nhan xét, danh gia sau day:

Hién nay, nhu cau str dung chir ky s6 16n nhat 1a viéc xac thuc, bao mat van

ban khi trao doi qua mang (ky vao cac vin ban dién tir va ma hoa chiing), bao
dam thu dién tu trén mang (ky vao thu dién t).

Viéc lua chon nha cung cép dich vu ching thuc ) (CA-Ban co yéu Chinh
pht) vira dam bao tiét kiém dau tu kinh phi, dau tu nhan luc vira dap ung duoc
c4c tiéu chuan vé an toan bao mat thong tin.

Viéc lua chon thiét bi bao mat khoa riéng eToken Pro USB 1a phu hop béi
vi thiét bi nay dap ung diy du cac yéu cau vé bao mat thong tin, gia thanh hop
ly, da duoc Ban co yéu Chinh phu thir nghiém tai mot s6 bd/nganh, tinh/thanh
phé va dugc khuyén céo sir dung.

Co s& ha tang k¥ thuat CNTT (Hé théng mang, may tinh, duong truyén...)
cia Bo GTVT hoan toan tuong thich vé cong nghé k¥ thuat va dap tmg tot cac
yéu cau khi trién khai chit ky s6 va cac ung dung trén nén PKI.

Hé diéu hanh, céac phr:in mém ung dung dang duogc cai dat va su dung tai BO
déu hd trg cho viéc trién khai chir ky $0.

K¥ ning st dung phan mém ung dung vin phong, sir dung Internet va hé
thong thu dién tir cia can bd cong chirc 1a tuong ddi tot nén viéc trién khai sé
nhanh chong, thuan loi.
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KET LUAN VA PE XUAT

Str dung chir ky 30, ching thuc s6 1a mot gidi phap toan dién vé bao mat,
xac thyc va toan ven dit li€u trong cac giao dich di¢n tir. Viéc ung dung chit ky
s, chimg thuc s6 vao thyc tién s& tang cuong hi¢u luc, hi€u qua cia cong tac
quan 1y diéu hanh, thuc day cai cach hanh chinh va qua trinh x4y dung Chinh
phu dién tu.

Hién nay, & nudc ta moi truong phap 1y va chinh sach cho hoat dong chung
thuc s6 da dugc xac 1ap. Cong tac tO chirc, quan 1y va cung cdp dich vu ching
thuc s dang duoc khan truong hoan thién. Nhiéu bd/nganh, tinh/thanh da va
dang trién khai sir dung chit ky sd phuc vu cong tic quan 1y va chuyén mén
nghiép vu.

DE XUAT

Tir két qua thir nghiém trong pham vi dé tai, em xin dé xuat véi B GTVT
viéc tng dung chit ky sb tai BO GTVT nhu sau:

1. Noi dung: St dung chir ky s6 cho xac thuc, bao mét vin ban va thu dién tir
trong giao dich dién tur.

2. Quy md: - Giai doan 1: Trién khai cho khéi co quan Bo va cac Cuc quan 1y
chuyén nganh.

- Giai doan 2: M6 rong dén cac co quan, don vi thudc Bo.
3. Giai phap:
- Str dung chtng chi s6 ciia CA -Ban co yéu Chinh phu.
- Sir dung eToken Pro 32K USB dé bao mat khéa riéng.
- Xay dung va ban hanh Quy ché sir dung chir ky s6 cia Bo GTVT.
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PHU LUC
Cai dat eToken

Run "E:\Chu ky so\Driver_USB_token\RTE_3.60.msi"

i eToken Run Time Environment 3.60 Setup

: Welcome to the eToken Run
eToie n' Time Environment 3.60
vour kew o esecoite INStAllAtion Wizard

The Setup Wizard will install eToken Run Time
Ervironment 3.60 on your computer.

Click Mext to cantinue or Cancel to exit the Setup
R | E Wyizard.

MEEU i [ Cancel ]

i eToken Run Time Environment 3.60 Setup

End-User License Agreement

Pleaze read the following licenze agreement carefully e I Oie n TE
our Key to eSecurity R

-
ALADDIN KNOWLEDGE SYSTEMS LTD.

eTOKEN ENTERPRISE END USER. LICENSE AGREEMENT

IMPORTANT INFORMATION - FLEASE READ THIS AGREEMENT CAREFULLY
BEFORE OPENING THE PACKAGE AND/OR USING THE COMTEMNTS THEREOQF
ANDAOR BEFORE DOWMNLOADING QR INSTALLING THE SOFTWARE PROGRAM,
aLL ORDERS FOR AMD USE OF THE eTOKEM ENTERFPRISE PRODUCTS
{including without limitation, libraries, utilities, diskettes, CD-ROM, eToken

(%3] accept the license agreement
()1 do not accept the license agreement

< Back " Mewst = ] [ Cancel
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i eToken Run Time Environment 3.60 Setup

Updating System ,i
The features vou zelected are currently being installed. e I 0 e n RTE

“our Key to eSecurity

i eToken Run Time Environment 3.60 Setup

eToken Run Time Environment

eTOi(en 3.60 has been successfully

our Key to eSecurity Insta“ed-

Click the Finish button to exit this installation.

RTE
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