’ PE CUONG CHI TIET
.J HE THONG GIAM SAT MANG

M4 hoc phan: - So tin chi: 03

Dung cho (cac) nganh: Céng nghé thdng tin

Diéu kién tién quyét (néu c6): Mang may tinh.

Hinh thac dao tao: Truc tiép

DPon vi phu trach: Khoa Céng nghé théng tin

1. M@ ta chung vé hoc phan

Hoc phan cung cap kién thic co ban vé hé thdng gidm sat mang: Céc thanh phan trong hé
théng giam sat mang; phuong phap to chic trien khai mot hé thong giam sat; cac giao
thirc dung trong giam sat mang; cac cdng cu trong giam sat va cac hinh thic canh bao khi

c6 su ¢b xay ra ddi vai he théng mang.

2. Céc chir viét tat (néu c)

T viét tat Tiéng anh Tiéng Viét

SNMP Simple Network Monitoring Protocol Giao thac gidm sat mang don gian
Syslog System Logging Protocol Giao thirc ghi nhat ky hé thong
ICMP Internet Control Message Protocol Giao thirc bao céo 16i

3. Chuin dau ra ciia hoc phan

Ma Chuén dau ra hoc phan

1. M0 ta quy trinh va phuong phap giam sat mang may tinh, dic diém va chic
ning cua cac thanh phan trong hé thong giam sat mang.

plo10c 2. Giai thich dugc nguyén ly hoat dong cua céc giao thuc, va cach thic n6 duoc
sur dung dé giam sat hé théng mang.

3. Phan tich va phét hién sém céc su c6 mang, dé xuat giai phap khic phuc sy cé.

4. Giao trinh va tai liéu hoc tap
4.1. Giao trinh va tai liéu hoc tap:
Tap slide bai giang
4.2. Tai li¢u tham khao:
[1.] Chris Sanders, Jason Smith, “Applied Network Security Monitoring: Collection,
Detection, and Analysis™”, Syngress; 1st edition, ISBN 978-0124172081, 2013.
[2.] Gerard Blokdyk, “SNMP Simple Network Management Protocol Standard
Requirements”, ISBN 978-0655166566, 2021.
[3.] Ed Wilson, “Network Monitoring and Analysis: A Protocol Approach to
Troubleshooting”, Prentice Hall, ISBN 978-0130264954, 2000.



[4.] Patrik Uytterhoeven , Rihards Olups, “Zabbix 4 Network Monitoring: Monitor the
performance of your network devices and applications using the all-new Zabbix 4.0”
, 3rd Edition, Packt Publishing, ISBN 978-1789340266, 2019
[5.] Woflgang Barth, “Nagios - System and Network Monitoring”, William Pollock, CA,

2006.

5. Chién lwgc hoc tap

Sinh vién can tich cuc va chu dong tham gia vao qué trinh hoc tap; can tham gia day du

c4c gio hoc theo quy dinh, khdng ngirng phan déu dé duy tri su tién bo lién tuc trong hoc tap;

hoan thanh nhiém vu hoc tap dang tién do.

Dé hoan thanh tét hoc phan nay, sinh vién can:

- Tham gia day du cac budi hoc.

- Tap trung nghe giang

- Chu dong doc tai liéu va 1am bai tap truéc khi tham du budi hoc ké tiép.

- Tich cuc tham gia thao luan; manh dan dwa ra cac ¥ twong, giai phap, chinh kién cua
minh.

6. Noi dung, ké hoach giang day va danh gia

1.5.

1.6.

mang
Quy trinh trién khai
mot hé thong giam sat
mang may tinh.

Mot sb cong cu sir
dung trong giam sat
mang.

quanh ngi dung bai
hoc; Thé hién quan
diém cua minh vé ¥
kién ctia nguoi khac.
- Thuc hanh cai dat hé
diéu hanh mang;
phan mém mo phong

hé théng mang.

cong cu dung
trong giam sat

mang.

Noi dung va ké hoach giang Hoat dong hoc tip ciia ngudi hoc Chuin
day, danh gia Trén 16p ST Tu hoc SG | daura
Chwong 1: Tong quan vé | - Nghe giang - boc trudc
giam sat h¢ thong mang - Thao lugn céc van dé slide, chuan bj
1.1. Tong quan vé gidm | [ién quan dén giam cau hoi thao
sat mang . sat mang: Pua ra giai luan lién quan
1.2. Nhitng thanh phan ) ] . N e et A 4o
A o, .. . ..| phdp cia minh vé - Cai dat h¢ diéu
can giam sat cua h¢ A . )
théng mang may tinh cac van d¢ dugc néu hanh Ka!l-
1.3. Chu truc ciia hé théng | ra trong qua trinh Linus,  phan
giam sat mang mdy | thio luan; Dit cac mém mo
tinh. ) , cau hoi va tham gia phong mang.
14.Céc chuan quan Iy | 420 a0 xung| 5 |- Download cac| 10 | plol0cl




Chuwong 2: Giao thuc quan ly

- Nghe gidng

- Poc trudc tai

giam sat mang SNMP - Thao luan céc van dé litu  slide,
2.1. Giao thuac ICMP lién quan dén giao chuén bi
2.1.1. Gi6ithieu ve ICMP | TMCP, SNMP: cau hoi thio
2.1.2. Dinh dang goi tin Dua ra giai phap cua luan.
ICMP - S :
2.1.3. Céc loai thong diép minh v€ cac van dé - Cai dat cong
trong ICMP dugc néu ra trong cu giam sat
2.2. Giao thuc SNMP qua trinh thao luén; thiét bi mang,
22.1. Gisi thidu giao | Pyt cic cau hoi va Giam sit dich plol0ct,
thitc SNMP ) 15 30 | plo10c2,
. . N tham gia thao luan vu mang,
2.2.2. Cac thanh phan i ) plo10c3
trong SNMP xung quanh n(f31 dung giam sat luu
2.2.3. Hoat dong cua giao bai hoc; Thé hién luong mang
thirc SNMP quan di€ém cua minh
vé ¥ kién cia nguoi
khéac.
- Thuc hanh cai dat
mot s6 cong cu giam
sat mang.
Chuwong 3: Quan ly Syslog | - Nghe giang - Doc trude tai
tap trung - Théo luan céc vén dé ligu slide,
3.1. Gidi thigu lien quan dén giao chuan bi
3.2.Quan ly Syslog cua | thirc quan ly 18i: Bua cau hoi thao
cac Server ra giai phap cua luan.
3.3. Quan ly Syslog cua | minh v& cac van dé - Cai dat cong
cac thiét bi mang dugc néu ra trong cu thu thap cac
(Router, Switch, | qua trinh thao luén; ban ghi nhat ky
Firewall) Dit cdc cau hoi va thiét  bjdé
3.4.Phan mém quan 1Y | tham gia thao luan phén tich theo plo10cl,
Syslog tap trung xung quanh ngi dung | | doi. 30 | plot0cz
ung quanh no g
. . plo10c3
bai hoc; Thé hién
quan diém ctia minh
vé v kién ciia nguoi
khac.
- Thuc hanh cai dat hé
thdng dé thu thap cac
ban ghi nhat ky thiét
bi dé phan tich theo
doi
Chuwong 4: Hé théng canh - Nghe giang - Poc trude tai
bao - Thao luan cac van dé liéu slide, plo10ct,
4.1. Gigi thigu lién quan dén hé 10 chuan bi 20 | plo10c2,
plo10c3

thong canh bao: Pua




4.2. Canh bao qua giao
dién Web

4.3. Canh bao qua Email

4.4. Canh béo bang phéat
am thanh

4.5. Canh bao qua di¢n
thoai di dong

ra gidi phap cua
minh vé cic van d¢
dugc néu ra trong
qué trinh thio luan;
bat cac cau hoi va
tham gia thao luan
xung quanh ndi dung
bai hoc; Thé hién
quan diém ctia minh
vé céac ¥ kién.

Thuc hanh cai dat hé
thdng canh bao.

cau hoéi thao
luan.

- Cai dat cong
cu thu thap cac
ban ghi nhat ky
thiét  bidé
phan tich theo
doi.

Tong sb tiét/gio hoc 45 90
ST: Sb tiét chuan SG: Sb gio
7. DPanh gia két qua hoc tap
Hoat dong danh gia cia hoc phan gom:
o o Ty Chuan dau ra
Phan loai Phwong phap danh gia
trong | plo10c1 | plo10c2 | plo10c3
D\Gl: béanh gid thuong xuyén trong sudt qua 40% X X X
trinh hoc
DG2: K¥ ning cai dat, cau hinh c¢éng cu giam
L es Y 2 A 30% X X
Qua trinh |sat, &p dung trong gidm sat mang.
DG3: Danh gia kha nang van dung kién thirc da
hoc, phan tich, d¢ xuat giai phap xay dung h¢| 30% X
thong giai quyet c&c van dé cua bai toén thyc te.
Tong céng:| 100%

7.1. Hoat dong danh gia 1 - Chuan dau ra: plo10cl - Ty 18: 40% diém hoc phan
- Hinh thurc danh gia: Thuong xuyén.

- MO ta bai dénh gia:

o Hoat dong nay duogc thuc hién thdng qua trae déi thdo lu@n nham danh gia tinh

chu dong sang tao va mirc d hiéu biét cua sinh vién vé cac van dé co ban trong
giam sat hé thong mang.

o Sinh s& duoc yéu cdu: md ta y nghia, quy trinh, phuong phap giam sat mang;

mé ta dic diém, chirc ning cua cac thanh phan trong hé théng giam sat mang;
mO ta cac giao thic trong gidm sat mang, giai thich nguyén ly hoat dong va cach
chung duoc sir dung trong hé thdng giam sat; dua ra cac giai phap cua minh

trong mot s6 bai tap, cau hoi thao luan.

o Sinh vién c6 thé tham gia danh gia nhiéu lan trong sudt qua trinh hoc mén hoc.
Két qua s& trung binh cong cua céc lan danh gia.




- Ma tran danh gia:

Tiéu chi danh Khung diém
. A B C D F
gla 8,5+ 10 70+84 55+6,9 40+54 <4,
(1) M0 ti va giai | MO ta ding, | M0 ta dung, va | M6 ta dang, | M6 ta duoc | MOt c6
thich c4c vin d&|va giai thich | giai thich dwoc | nhung chua | nhung  van | nhiéu sai sot.
co ban trong | duoc ddy du, | nhung  chua | gidi  thich | con mot it
giam sat hé thong | chat ché. day du. dugc. sai sot.
mang. (70%).
(2) Tham gia thao | Pua ra duoc | Pua ra duogc | Pua ra | Giai  phédp | Giai phap dua
luan, dé& xuat giai | giai ~ phap | giai phap | dugc  giai | dwa ra chua | ra sai.
phép (30%). dung, hop ly, | dung, hop ly, | phap dang, | hoan  toan
giai thich | giai thich chua | chua hoan | dung.
thuyét phuc | hoan toan | toan hop Iy.
thuyét phuc

Két qua danh gia chung:

Panh gia 1 = (1)*70% + (2) *30% Tinh theo thang diém 10. Diém cudi cling s& dugc tinh
la trung binh cong cua cac lan danh gia.
7.2. Hoat dong danh gia 2 - Chuan dau ra: plo10c2 - Ty 1&: 30% diém hoc phan
- Hinh thirc danh gia: Cai dat, cau hinh cong cu.
- MO0 ta bai danh gia:

o Hoat dong nay duoc thuc hién thdng qua bai kiém tra va hoi tai phong may
nham danh gia mac do hiéu biét va k¥ nang cai dat, cau hinh, quan tri mot sé
cdng cu giam sat cac thanh phan trong hé théng giam sat mang .

o Sinh vién s& duoc yéu cau: cai dat, cau hinh mot trong sé cac céng cu giam sat
mang; doc va hién thi cac tham sb va xa Iy mot sé tinh hudng 15i phét sinh; Giai
thich ¥ nghia cua cac tham sb va 1y do dua ra cac giai phap xir ly.

o Nop bai va tra 16i cau hoi ngay trong qua trinh kiém tra.

o Hoat dong danh gia nay duoc thyuc hién ngay sau khi hoan thanh chuong 3. Néu
chua dat, sinh vién duoc danh gia lai & tuan tiép theo.

- Ma trén danh gia:
Tidu chi Khung diém
dénh eis A B C D F
anh g 8,5+ 10 7,0+ 84 55+6,9 4,0+ 54 <40
(1) Caidat va | Cai dat va cdu | Cai dat va cdu | Caidatvacau | Cai dat va | Cai dat va
cau hinh cdng | hinh  dang; giai | hinh dang; giai | hinh  dung; | ciu  hinh | cau  hinh
cu gidm sét | thich duoc day du, | thich dwgc day | giai thich | dang; chua dtng.
mang. (70%). | chat chg;, xu ly | du, chat chg; | chua  duoc | chua giai
dugc cac tinh | chua xtr Iy duoc | day du, chat | thich
hudng 16i phét | cac tinh huéng | ché. duoc.
sinh 16i phét sinh




Tiéu chi Khung diém
danh gis A ° © & X
g 8,5+10 7,0+84 55+6,9 40+54 <4,0

(2) Tham gia | Pua ra duoc giai | Buara duoc giai | Pua ra dugc | Giai phép | Giai  phéap
thao luan, dé | phap dung, hop ly, | phap dung, hop | giai phap | dua ra | dua ra sai.
XUt giai phép | giai thich thuyét | ly, giai thich | dang, chua | chua hoan
ap dung | phuc chua hoan toan | hoan toan hop | toan dang.
(30%). thuyét phuc ly.

Két qua danh gia chung:
Panh gia 2 = (1)*70% + (2) *30% Tinh theo thang diém 10

7.3. Hoat ddng danh gia 3 - Chuan dau ra: plo10c3 - Ty I&: 30% diém hoc phan
- Hinh thire danh gia: Bao cao bai tap Ion
- MO ta bai danh gia:

o Hoat dong nay duoc thuc hién théng qua danh gia duéi hinh thac bao vé bai tap
I6n, nham danh gia kha ning van dung céc kién thirc da dugc thu nhan caa mén
hoc dé xay dung hé thdng giai quyét van dé cua bai toan thuc té.

o Sinh vién s& dugc yéu cau xay dung mot hé théng giam sat mang voi dy da céc
chtc nang. Bai toan thyc té do sinh vién tu phat biéu vai cac kich ban chi tiét,
sau d6 tién hanh thuc nghiém trén kich ban d6, phan tich va danh gia két qua.

o Thoi diém va céch thic cong bd két qua danh gia: Hoat dong danh gia nay duoc
thue hién sau khi két thdc hoc phan. Néu chua dat, sinh vién dugc danh gia lai
sau khi bao céo 01 tuan.

- Matran danh gia:
Tidu chi Khung diém
) ., A B C D F
danh gia 8,5+ 10 7,0 -84 55+6,9 4,0+54 <4,0
(1)Phat biéu, | Phat  biéu, | Phat  biéu, | Phat  biéu, | Phat  biéu, | Khéng phat
phan tich cac | Phan t!'ch cac | phan t[ch cac | phan t!'ch cac | phan t!'ch céc | biéu, phan
yéu ciu cia yéu cau cua|yéu cau cua|Yyéu cau cua|yéu cau cua | tich dqqc cac
.. ., . .1 |bai toan r6 |bai toadn rd |bai toan rd | duoc bai toan | yéu cau bai
bai toan va dé | , (o | AT R R . .
. rang, Cac giai | rang, cac giai | rang, cac giai | nhung chuard | toan.
xuat lua chon | yhan duoc lua | phap duoc lya | phap d&  ra | rang
giai phap | chon 1a phu | chon la phi | chua  hoan
(60%). hop, giai thich | hop nhung | toan thich
chat che. giai thich | hop,
chua day du.
(2) Trién khai | Trién khai cac [Trien khai cac| Trien khai cac | Trién khai cac | Trién khai cac
cic giai phap | 941 phap igidi phap giam| giai -~ phap | giai  phap | giai -~ phap
gidm sit céc giam sat phu |sat phq hop voi| giam sat phu | gidm sat phu | gidm sat
. . | hop voi yéu |yéu cau; giai| hop voi yéu | hop voi yéu | nhung chua
thanh  phan | c4,. giai thich [thich ddy dua| cAu; giai thich | cAu; chua giai | phi hop Véi
day du chat [chat chg; chua| chwa  duoc | thich duoc. yéu cau.
chg, xu Iy |xu ly dugc cac




Tiéu chi Khung diém

d4nh i A B C D F
anh gla 8,5+ 10 7,0 8,4 55+6,9 4,0 =54 <40
cia hé thong | duoc cac tinh [tinh hudng 16i| day du, chat
mang. (40%). | huong 16i phét phat sinh. chg.
sinh.

Két qua danh gia chung:

Panh gia 3 = (1)*60% + (2) *40% Tinh theo thang diém 10

7.4. Céch tinh két qua hoc tap chung cia hoc phan

10.

Piém hoc phan = Panh gia 1 x 40% + Panh gia 2 x 30% + Panh gia 3 x 30%

Cac phwong ti¢n, trang thiét bi day va hoc

Giang duong, may chiéu, phong thuc hanh.

Y&u cau d6i vaéi sinh vién: C6 tai lisu mén hoc, may tinh PC hoic Laptop.

An toan cua sinh vién va giang vién

Giang vién, sinh vién phai doc k¥ va tuan thu nghiém tdc noi quy phong hoc va phong
thuc hanh. Poc ki va chap hanh dung cac quy dinh vé viéc str dung cac trang thiét bi
dién tai phong hoc, phong thyuc hanh.

Trong truong hop phét sinh cac van dé co thé dan dén mat an toan, sinh vién
can kip thoi bao céo véi giang vién dé phdi hop giai quyét.

Ky luat, khiéu nai va hd tro

Sinh vién phai c6 mat trén 16p du thoi gian theo quy dinh cua nha truong

Gian lan trong hoat dong danh gia nao s& huy két qua danh gia do.

Sinh vién c6 quyén khiéu nai truc tiép giang vién vé két qua danh gia ngay sau khi két
qua dugc cong bd két qua.

Sinh vién gap bt ky kho khan gi trong hoc tap hoc phan nay c6 thé lién hé tryc tiép voi
giang vién, Chu nhiém khoa/Bd mon, Vin phong hd tro sinh vién, Phong Dao tao va
Ban Thanh tra dao tao cua Nha truong dé dugc hudng din va hd tro.

Chi tich Héi dong Hdi Phong, ngay .... thang .... nam 2023
xay dueng CTDPT nganh Nguwai bién soan

H

TS. Ngé Truong Giang



