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LO1 MO PAU

Wireless LAN Ia mot trong nhiing céng nghé truyén thong khong day dugc
ap dung cho mang cuc bd. Su ra doi ciia n6 da khic phuc nhitng han ché ma mang
néi day khéng thé giai quyét duogc, va 1a giai phap cho su thé phét trién cua cong
nghé truyén thdng hién dai. Noi nhu vay dé thiy duoc nhitng lgi ich to 16n ma
Wireless LAN mang lai, tuy nhién n6 khong phai 1a giai phap thay thé toan bo
cho cac mang LAN néi day truyén thong.

Dua trén chuan IEEE 802.1 mang Wireless LAN di di dén sy théng nhat
va tré thanh mang cdng nghiép, tir d6 duoc ap dung trong rat nhiéu linh vuc, tir
linh vuc trong s6c sic khog, ban 1¢, san xuat, luu kho, dén cac trudng hoc. Nghanh
cong nghiép nay da kiém loi tir c&c thiét bi dau cudi va cac may tinh notebook dé
truyén thong tin thoi gian thuc dén céc trung tam tap trung dé xu ly. Ngay nay,
mang Wireless LAN dang dugc don nhan rong rii nhu mot két ndi da chic ning
tur cac doanh nghiép. Loi ich cua thi truong ngay cang tang.

Thém vao d6, mang Wireless LAN ciing c6 thé déng vai trd nhu mot mang
quang ba noi dung theo muc dich ngudi ding mang lai nhiéu hiéu qua trong viéc
khai thac.

Wifi marketing -vai sy phét trién bung nd cua cong nghé va nhat Ia Internet.
Ngay c6 cang nhiéu doanh nghiép/cong ty str dung phuong tién Internet 1am cong
cu chinh dé quang céo. N6 giup thuong hiéu dén gan hon voi nguoi dung. Dac
biét khi chiing két hop voi nhitng mang x& hoi lén nhu: Facebook, instagram...
Ngay nay marketing trén Internet da trg thanh xu huéng toan cau tat yéu.

Do d6 toi da chon dé tai nghién ctru “ thiét ké hé thong wifi maketing lap
dt tai toa nha hanh chinh quan Hong Bang ™ .

Trong pham vi khoa luan tdi s& trinh bay maot cai nhin tong quan vé WLAN,
lich sir phét trién, chuan thuc hién, mot sé dic tinh k¥ thuat, cac khuyén cao vé
bao mat, dac biét phuong phap bao mat xac thuc bang Radius sever dé tir d6 gidi

thiéu vé hé thong Wifi maketing



Chwong 1: TONG QUAN VE MANG KHONG DAY

1.1. Cé&c khai niém vé mang khéng day

Mang LAN khong day viét tit 1A WLAN (Wireless Local Area Network),
la mot mang dung dé két ndi hai hay nhiéu may tinh véi nhau ma khéng sir dung
day dan. WLAN ding cong nghé trai pho, sir dung séng vo tuyén cho phép truyén
thong gitra cac thiét bi trong mot ving nao d6 con duoc goi 1a Basic Service Set.
N6 gitp cho nguoi sir dung c6 thé di chuyén trong mét viing bao phu rong ma van
két néi dugc véi mang.

Cong nghé WLAN lan dau tién xuét hién vao cudi nam 1990, khi nhiing
nha san xuat giéi thiéu nhirng san pham hoat dong trong bang tan 900Mhz. Nhiing
giai phap nay (khong duoc thong nhat giita cac nha san xuat) cung cap toc do
truyén dir liéu 1Mbps, thap hon nhiéu so véi toc do 10Mbps caa hau hét cac mang
su dung cap hién thoi.

Nam 1992, nhitng nha san xuat bat ¢au ban nhitng san pham WLAN st
dung bang tan 2.4Ghz. Mic dau nhitng san pham nay di c6 toc do truyén dir liu
cao hon nhung ching van la nhiing giai phap riéng caa mdi nha san xuat khdng
duoc cong bé rong rdi. Su can thiét cho viéc hoat dong théng nhat gitta cac thiét
bi & nhitng day tan s6 khac nhau dan dén mot sé to chuc bat dau phat trién ra
nhitng chuan mang khéng day chung.

Nam 1997, Institute of Electrical and Electronics Engineers (IEEE) da phé
chuan sy ra doi ciia chuan 802.11, va ciing duoc biét vai tén goi WI-FI (Wireless
Fidelity) cho ca&c mang WLAN. Chuan 802.11 hd trg ba phuong phép truyén tin
hiéu, trong d6 c6 bao gom phuong phap truyén tin higu vo tuyén o tan s6 2.4Ghz.

Niam 1999, IEEE thong qua hai su b6 sung cho chuan 802.11 Ia cac chuan
802.11a va 802.11b (dinh nghia ra nhitng phuong phap truyén tin hiéu). Va nhiing
thiét bi WLAN dua trén chuan 802.11b da nhanh chéng tré thanh céng nghé
khong day vuot troi. Cac thiét bi WLAN 802.11b truyén phat o tan sb 2.4Ghz,
cung cap toc do truyén dix lidu co thé 18n téi 11Mbps. IEEE 802.11b duoc tao ra



nham cung cap nhitng dic diém vé tinh hiéu dung, thong luong (throughput) va
bao mat dé so sanh véi mang cé day.

Nam 2003, IEEE cong bd thém mét su cai tién 1a chuan 802.11g ma c6 thé
truyén nhan thong tin & ca hai ddy tan 2.4Ghz va 5Ghz va c6 thé nang téc do
truyén di liéu 1én dén 54Mbps. Thém vao d6, nhirng san pham ap dung 802.11g
cling c6 thé twong thich nguoc Vi céc thiét bi chuan 802.11b. Hién nay chuan
802.11g da dat dén téc do 108Mbps-300Mbps.

Uu diém cia mang khong day

> Swtién loi: Mang khong day ciing nhu hé théng mang thong thuong. N6 cho
phép nguoi ding truy xuat tai nguyén mang & bat ky noi dau trong khu vuc
duoc trién khai (nha hay van phong). V&i Su gia ting s6 ngudi sir dung may
tinh xach tay (laptop), d6 1a mot diéu rat thuan loi.

> Kha ning di déng: Voi su phat trién caa cac mang khéng day coéng cong,
nguoi ding cé thé truy cap Internet & bat cir dau. Chang han & céc quéan Cafe,
nguoi ding cé thé truy cap Internet khdng day mién phi.

> Hiéu qua: Nguoi dung co thé duy tri két ndi mang khi ho di tir noi nay dén
noi khac.

> Trién khai: Viéc thiét 1ap hé thdng mang khong diy ban dau chi can it nhat
1 access point. Véi mang dung cép, phai tén thém chi phi va cd thé gap kho
khan trong viéc trién khai hé théng cap o nhiéu noi trong tda nha.

> Kha niing mé rong: Mang khong day cd thé dap tng tirc thi khi gia ting sd
lugng ngudi ding. Vai hé théng mang dung cap can phai gan thém cap.

Nhwoc diém ciia mang khong day

Cong nghé mang LAN khong day, ngoai rat nhiéu sy tién lgi va nhiing uu
diém duoc dé cap o trén thi ciing c6 cac nhuoc diém. Trong mot sb truong hop
mang LAN khong day c6 thé khong nhu mong mudbn vi mot sé ly do. Hau hét
ching phai 1am viéc voi nhiing giéi han vén cé cua cong nghé.
> Bao mat: Mbi truong két néi khong day la khdng khi nén kha niang bi tan

cdng cua ngudi dung 1a rat cao.



1.2.

Pham vi: Mot mang chuan 802.11g véi cac thiét bi chuan chi c6 thé hoat dong
t6t trong pham vi vai chuc mét. N6 phu hop trong 1 can nha, nhungvéi mot
tda nha Ion thi khéng dap tmg dugc nhu cau. Dé dap tng can phai mua thém
Repeater hay access point, dan dén chi phi gia ting.
Do tin cay: Vi str dung song vo tuyén dé truyén thong nén viéc bi nhidu, tin
hiéu bi giam do tac dong caa céc thiét bi khac (10 vi song,...) 1a khong tranh
khoi. Lam giam dang ké hiéu qua hoat dong cua mang.
Toc dd: Tdc d6 cua mang khong day (1- 125 Mbps) rat cham so véi mang st
dung cap (100 Mbps dén hang Gbps)

C4c chuan théng dung ciia WLAN

Hién nay tiéu chuan chinh cho Wireless 1a mot ho giao thirc truyén tin qua

mang khong day IEEE 802.11. Do viéc nghién ciru va dua ra tng dung rat gan

nhau nén c6 mot sb giao thic dd thanh chuan cua thé gidi, mot sé khac van con

dang tranh cii va mot s6 con dang du thao. Mét sé chuan théng dung nhu: 802.11b
(cai tién tir 802.11), 802.11a, 802.11g, 802.11n.
1.2.1. Chuan IEEE 802.11b

<\

Chuén nay duoc dua ra vao nam 1999, no cai tién tir chuan 802.11.

Ciing hoat dong ¢ dai tin 2,4 Ghz nhung chi sir dung trai pho truc tiép DSSS.
Téc @6 tai Access Point c6 thé 18n toi 11Mbps (802.11b), 22Mbps (802.11b+).
Cac san pham theo chuan 802.11b dugc kiém tra va thir nghiém bai hiép hoi
cac cong ty Ethernet khong day (WECA) va duoc biét dén nhu 12 hiép hoi Wi-
Fi, nhitng san pham Wireless dugc WiFi kiém tra néu dat thi s& mang nhan
hiéu nay.

Hién nay IEEE 802.11b 12 mot chuan dugc sir dung rong réi nhat cho Wireless
LAN. Vi dai tan sé 2,4Ghz 1a dai tin s6 ISM (Industrial, Scientific and
Medical: dai tan vo tuyén danh cho cong nghiép, khoa hoc va y hoc, khéng
can xin phép) cling dugc sir dung cho céc chuan mang khéng diy khac nhu
la: Bluetooth va HomeRF, hai chuan nay khong duoc phd bién nhu 1a 801.11.
Bluetooth dugc thiét ké s dung cho thiét bi khong day ma khéng phai la
Wireless LAN, n6é dugc dung cho mang cid nhan PAN(Personal Area
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Network). Nhu vay Wireless LAN st dung chuan 802.11b va céac thiét bj
Bluetooth hoat dong trong ciing mot dai bang tan.
Bang 1.1 Mot s6 thdng sb ky thuat caa chuan IEEE 802.11b

Release Date Op. Frequency Data Rate (Typ) Data Rate (Max) Range (Indoor)

October 1999 2.4 GHz 4.5 Mbit/s 11 Mbit/s ~35m

1.2.2 Chuan IEEE 802.11a

v/ Pay 1a mot chuan duoc cap phép & dai bang tan mgi. N6 hoat dong ¢ dai tan
s6 5 Ghz sir dung phuong thtrc diéu ché ghép kénh theo viing tan s6 vudng
goc (OFDM). Phuong thitc diéu ché nay 1am ting toc do trén mdi kénh (tur
11Mbps/1kénh 1én 54 Mbps/1 kénh).

v C6 thé str dung dén 8 Access Point (truyén trén 8 kénh Non-overlapping,kénh
khong chong 1an phd), dic diém nay & dai tan 2,4Ghz chi cd thé sir dung 3
Access Point (truyén trén 3 kénh Non — overlapping).

v H0 trg ddng thoi nhiéu ngudi sir dung véi tde d6 cao ma it bi xung dot.

v’ Céc san pham cua theo chuan IEEE 802.11a khong twong thich véi cac san
pham theo chuan IEEE 802.11 va 802.11b vi ching hoat dong & cac dai tan so
khac nhau. Tuy nhién c4c nha san xuat chipset dang cd gang dua loai chipset
hoat dong & ca 2 ché do theo hai chuan 802.11a va 802.11b. Sy phéi hop nay
duoc biét dén vai tén WIFi5 ( WiFi cho cong nghé 5Gbps).

Bang 1.2 Mot s6 thong sb ky thuat cua chuan IEEE 802.11a

Release Date, Op. Frequency @ Data Rate (Typ) Data Rate (Max)| Range (Indoor)

October 1999 5 GHz 23 Mbit/s 54 Mbit/s ~35m

1.2.3 Chuan IEEE 802.11g

> Ban dy thao cua tiéu chuan nay dugc dua ra vao thang 10 — 2002.



> St dung dai tan 2,4 Ghz, toc do truyén 1én dén 54Mbps.
> Phuong thirc diéu ché: C4 thé dung mat trong 2 phuong thirc

= Dung OFDM (gidng véi 802.11a) toc do truyén 18n téi 54Mbps.

= Dung trai pho truc tiép DSSS téc do bi gisi han ¢ 11 Mbps.
> Tuong thich nguoc vai chuan 802.11b.
> Bi han ché vé sb kénh truyén.

Bang 1.3 Mot s6 thong sb k§ thuat cua chuan 1EEE 802.11g

Release Date Op. Frequency Data Rate (Typ) Data Rate (Max) Range (Indoor)
June 2003 2.4 GHz 23 Mbit/s 54 Mbit/s ~35m

1.2.4 Chuan IEEE 802.11n

Chuan 802.11n dang dugc xUc tién dé dat toc d6 100 Mb/gidy, nhanh gap
5 lan chuan 802.11g va cho phép thiét bi két ndi hoat dong véi khoang cach xa
hon cac mang Wi-Fi hién hanh.

Winston Sun, giam dbéc cong nghé cia cong ty khong day Atheros
Communications, nhan xét, mot thiét bi twong thich 802.11n ¢6 thé truy cap cac
diém hotspot véi téc d6 150 MB/gidy véi khoang cach 1y tuong dudi 6m, kha
nang lién két cang giam khi ngudi ding & cach xa diém truy cap do.

802.11n chua thé sém tro thanh chuan Wi-Fi thé hé méi vi mot s6 mang
Wi-Fi khéng thuoc thong sé 802.11n ciing dugc gidi thiéu. Theo Sun, cac chuan
Wi-Fi méi dugc ra mét cé thé tu dong do tan song thich hop dé két néi Internet.
Chinh vi thé, thiét bi hd trg 802.11n khong thé “ddc chiém” phd Wi-Fi va phai
“nhudng” song cho cac mang két néi khac.

Ong Sun cho biét, toc do truy cap Wi-Fi giam ty 1& nghich véi khoang céch
tir thiét bi téi hotspot van cho phép cac may cam tay, nhu iTV cua Apple stream

dugc cac doan video clip nhung khong thé stream video nén c6 d6 nét cao .



Bang 1.4 Mot s6 thong sb ky thuat caa chuan IEEE 802.11n

Data Rate Range (In-
Release Date Op. Frequency Data Rate (Typ)

(Max) door)
June 2009 5 GHz and/or _ 300 Mbit/s (2
74 Mbit/s ~70m
(est.) 2.4 GHz streams)

1.2.4 Chuan IEEE 802.11ac

Wi-Fi 802.11ac, hay con dugc biét dén voi tén goi Wi-Fi 5, 1a mét tiéu
chuan truyén thdng khong day thudc ho céc tiéu chuan IEEE 802.11, duoc thiét
ké dé cung cap hiéu suat truyén dir liéu cao va kha nang xu ly tét hon so voi céc
tiéu chuan trudc d6. Dudi day 1a mot s6 dac diém chinh caa Wi-Fi 802.11ac:

Téc Do Truyén Dir Liéu Cao: Wi-Fi 802.11ac mang lai tbc do truyén di
licu dang ké, cO thé 1én dén vai gigabit mdi gidy. Diéu nay gidp cai thién trai
nghiém ngudi dung khi sir dung cac ung dung doi hoi bang thong cao nhu video
HD, trd choi truc tuyén, va truyén dit liéu lén.

Kha Nang Hoat Pong ¢ Tan S6 5GHz: Wi-Fi 802.11ac thudng hoat dong
& dai tan 5GHz, mang lai sy linh hoat va giam tinh trang nhiu séng tir cac thiét
bi hoat dong ¢ dai tan 2.4GHz. Diéu nay gilp toi uu hoa chat lugng két ndi va
tang cuong hiéu suat mang.

Ky Thuat MIMO (Multiple Input Multiple Output): Wi-Fi 802.11ac thuong
st dung k¥ thuat MIMO dé ting cuong kha niang truyén va nhan dir liéu. Cac thiét
bi hd trg MIMO ¢4 thé sir dung nhiéu anten dé truyén va nhan di liéu déng thoi,
lam tang toc do truyén dit liéu va cai thién kha nang déi phé véi nhidu song.

Beamforming: Wi-Fi 802.11ac thuong hd tro ki thuat beamforming, cho
phép router hoic access point tap trung tin hiéu séng Wi-Fi vao céc thiét bi cu thé,
thay vi phat song mot cach dong déu. Piéu nay gitp ting cudng do 6 dinh va
pham vi két noi.

Tinh Twong Thich Nguoc: Mic di 1a mot tieu chuan méi, nhung Wi-Fi

802.11ac van c6 tinh twong thich nguoc véi céc thiét bi sir dung cac tiéu chuan



Wi-Fi trude d¢6 nhu 802.11n va 802.11g, giup ngudi dung chuyén doi ma khdng
mat két ndi.

Wi-Fi 802.11ac da dong gop quan trong vao su phat trién cia mang khong
day, dap wng nhu cau ngay cang cao vé bing thong va hiéu suét trong méi truong
s hoa ngay nay. Pdi véi nguoi dung va doanh nghiép, su nang cap 1én Wi-Fi
802.11ac mang lai trai nghiém mang tét hon va kha nang dap tmg da dang cac yéu
cau két nbi.

1.2.5 Chuan IEEE 802.11ax

EEE 802.11ax, con dugc biét dén voi tén goi Wi-Fi 6, 1a mot tiéu chuan
truyén thong khdng day méi nhat trong ho céc tiéu chuan IEEE 802.11, duoc thiét
ké dé dap ung nhu cau ngay cang tang vé két nbi khdng day chat lwong cao trong
moi truong da thiét bj va mat do cao. Dudi day 1a nhitng dic diém chinh cua IEEE
802.11ax:

Tang Cuong Hiéu Suat: Mot trong nhitng muc tiéu chinh cua IEEE
802.11ax 1a tang cuong hiéu suat mang khong day. Tiéu chuan nay mang lai toc
d6 truyén dix liéu tang 1én dang ké so véi c4c tiéu chuan trude do, hd tro nguoi
dung trong viéc su dung cac tng dung doi hoi bang thong 16n nhu video 4K, tro
choi truc tuyén va truyén di liéu nang.

Kha Nang Xu Ly Pa Thiét Bi (OFDMA): 802.11ax su dung k§ thuat
Orthogonal Frequency Division Multiple Access (OFDMA) dé ti wu hoa su sir
dung bang thong va xir Iy ddng thoi nhiéu thiét bi. Diéu nay gilp cai thién kha
nang dap tng voi moi truong ¢ nhiéu thiét bi két ndi dong thoi.

Tinh Tiét Kiém Nang Luong (Target Wake Time - TWT): IEEE 802.11ax
dua ra mot khia canh quan trong 1 tinh tiét kiém nang luong théng qua ky thuat
Target Wake Time (TWT). TWT cho phép thiét bi thong bao trudc vé thoi gian
ma no sé& "thirc day" dé truyén di liéu, gilp giam tiéu ton ning lwong va kéo dai
thoi gian pin cua thiét bi di dong.

Beamforming va MU-MIMO Cai Tién: IEEE 802.11ax tiép tuc hd tro k§

thuat beamforming dé tap trung tin hiéu Wi-Fi vao cac thiét bi cu thé, ciing nhu



Multiple User-Multiple Input Multiple Output (MU-MIMO) dé cai thién kha niang
truyén di liéu dong thoi.

Tinh Twong Thich Ngugc: Mac di 1a mét tiéu chuan méi, nhung IEEE
802.11ax van c6 tinh tuong thich ngugc vai céc tiéu chuan Wi-Fi trude do. Diéu
nay c6 nghia 1 n6 c6 thé hoat dong cuing cac thiét bi st dung Wi-Fi 5 (802.11ac)
va Wi-Fi 4 (802.11n).

IEEE 802.11ax di danh ddu mot budc tién 16n trong sy phat trién caa mang
khong day, dic biét 1a trong bdi canh cua méi truong da thiét bi va ung dung doi
hoi bang thong cao ngay nay. V&i Wi-Fi 6, nguoi dung ¢6 co hoi trai nghiém mot
mang khéng day nhanh chéng, hiéu qua va linh hoat hon bao gio hét.

1.2.6 So sanh céc chuan két noi

Wi-Fi con c6 tén goi khac la IEEE 802.11 (hay ngan gon la 802.11) ciing
chinh 1a nhém céc tiéu chuan k§y thuat caa céng nghé két néi nay do lién minh Wi-
Fi (Wi-Fi Alliance: www.wi-fi.org) quy dinh. Hién ton tai cac xac thuc sau dugc
dua ra boi Wi-Fi Alliance:

Bang 1.5 So sanh cac chuan IEEE 802.11x

. Phan Tinh nang chinh o
Chuan Chu thich
loai Dinh nghia
IEEE 802.11 Kétnbdi | Tan soé: 2,4 GHz Chuan ly thuyét

Téc d6 t6i da: 2 mbps

Tam hoat dong: khong xac

dinh
IEEE 802.11a Kétnbdi | Tansd: 5 GHz Xem thém
Téc do toi da: 54 mbps 802.11d va

Tam hoat dong: 25-75 m 802.11h

IEEE 801.11b Kétndi | Téan sé: 2,4 GHz Tuong thich véi
Téc d6 toi da: 11 mbps 802.11g
Tam hoat dong: 35-100 m




IEEE 802.11g

Két noi1

Tan sb: 2.4 GHz
Téc d6 t6i da: 54 mbps
Tam hoat dong: 25-75 m

Tuong thich
nguoc voi
802.11b, xem
thém 802.11d va
802.11h

IEEE 8021.11n Kétndi | Tan sé: 2,4 GHz Tuong thich
Téc d6 toi da: 540 mbps nguogc voi
Tam hoat dong: 50-125 m | 802.11b/g
Du kién s& duoc
théng qua vao
thang 11/2008
|EEE 802.11d Tinh Bat tinh nang thay ddi ting | HJ trg boi mot
nang b6 | MAC dé phu hop véi cac s thiét bi
sung yéu cu ¢ nhitng qubc gia 802.11ava
khac nhau 802.11a/g
IEEE 802.11h Tinh Chon tan sd dong (dynamic | Hb trg boi mot
niang bd | frequency selection: DFS) | s6 thiét bi
sung va diéu khién truyén ning | 802.11a va
luong (transmit power con- | 802.11a/g
trol: TPC) dé han ché viéc
xung dot voi cac thiét bi
dung tan s6 5 GHz khac
WPA Enterprise Bao mat | Str dung xac thuc 802.1x v&i | Xem thém
ché d6 ma héa TKIP va mot | WPA2 Enter-
may chu xac thuc prise
WPA Personal Bao mat | Str dung khoa chia sé voi ma | Xem thém

hoa TKIP

WPAZ2 Personal
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thong cho giong no6i hoac

video

WPAZ2 Enterprise Bao mat | Nang cap cia WPA Enter- Dua trén 802.111
prise véi viée dung ma hda
AES

WPAZ2 Personal Bao mit | Nang cap cia WPA Personal | Dua trén 802.11i
vo1 viéc dung ma hoéa AES

EAP-TLS Bao mat | Extensible Authentication Str dung cho
Protocol Transport Layer WPA Enterprise
Security

EAP- Bao mat | EAP-Tunneled TLS/Mi- Str dung cho

TTLS/MSCHAPV2 crosoft Challenge Authenti- | WPA/WPA2
cation Handshake Protocol Enterprise

EAP-SIM Bao mat | Mot phién ban cia EAP cho | Str dung cho
cac dich vu dién thoai di WPA/WPAZ2
dong nén GSM Enterprise

WMM Multi- Xéc thuc cho VoIP dé quy Mot thanh phan

media dinh cach thirc vu tién bang | cua ban thao

802.11e WLAN
Quiality of Ser-

vice

IEEE 802.11 chua timg duoc ung dung thuc té va chi dugc xem 1a budc
dém dé hinh thanh nén ky nguyén Wi-Fi. Trén thuc té, ca 24 ki tu theo sau 802.11

déu duoc 1én ké hoach st dung boi Wi-Fi Alliance. Nhu ¢ bang trén, cac IEEE

802.11 duoc phan loai thanh nhiéu nhom, trong d6 hau nhu nguoi dung chi biét

va quan tdm dén tiéu chuan phan loai theo tinh chat két néi (IEEE

802.11a/b/g/n...).

Mt s6 IEEE 802.11 it phd bién khéc:
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IEEE 802.11c: cé4c thu tuc quy dinh céch thirc bt cu gitra cac mang Wi-
Fi. Tiéu chuan nay thuong di cap véi 802.11d.

IEEE 802.11e: dua QoS (Quality of Service) vao Wi-Fi, qua d6 sap dat thir
tu uru tién cho cac goi tin, dac biét quan trong trong truong hop bang thong
bi gidi han hoac qua tai.

IEEE 802.11F: giao thuc truy cap noi & Access Point, [a mot mo rong cho
IEEE 802.11. Tiéu chuan nay cho phép cac Access Point c6 thé “noi
chuyén” véi nhau, tir ¢6 dua vao cac tinh niang hitu ich nhu can bang tai,
mao rong vung phu song Wi-Fi...

IEEE 802.11h: nhitng b6 sung cho 802.11a dé quan Iy dai tan 5 GHz nham
tuong thich vai cac yéu cau ki thuat ¢ chau Au.

IEEE 802.11i: nhitng bo sung vé bao mat. Chi nhiing thiét bi IEEE 802.11g
ma&i nhat maéi bd sung kha ning bao mat nay. Chuan nay trén thuc té duoc
tach ra tir IEEE 802.11e. WPA 1a mot trong nhirng thanh phan dugc mé ta
trong 802.11i ¢ dang ban thao, va khi 802.11i dugc thong qua thi chuyén
thanh WPA2 (vai céc tinh chat duoc md ta ¢ bang trén).

IEEE 802.11j: nhitng b6 sung dé twong thich diéu kién ky thuat & Nhat Ban.
IEEE 802.11k: nhitng tiéu chuan trong viéc quan Ii tai nguyén song radio.
Chuén nay du kién s& hoan tat va duoc dé trinh thanh chuan chinh thirc
trong nam nay.

IEEE 802.11p: hinh thtic két ndi ma rong st dung trén cac phuong tién giao
thong (vd: sir dung Wi-Fi trén xe buyt, xe ctru thuong...). Du Kién s& duoc
pho bién vao nam 2009.

IEEE 802.11r: mé rong cua IEEE 802.11d, cho phép nang cip kha ning
chuyén ving.

IEEE 802.11T: day chinh 1a tiéu chuain WMM nhu mé ta & bang trén.

IEE 802.11u: quy dinh cach thirc twong tac véi céac thiét bi khong twong
thich 802 (chang han cac mang dién thoai di dong).

IEEE 802.11w: la nang cap cua cac tiéu chuan bao mat dugc mo ta ¢ IEEE

802.11i, hién chi trong giai doan khai dau.
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Cac chuan IEEE 802.11F va 802.11T duoc viét hoa chir cai cudi cung dé
phan biét day 1a hai chuan duwa trén cac tai liéu doc 1ap, thay vi 1a sy mé rong /
nang cap caa 802.11, va do d6 chung c6 thé dugc tng dung vao cac moi trudng
khéc 802.11 (chang han WiMAX — 802.16).

Trong khi d6 802.11x s& khong duoc dung nhu mét tiéu chuan doc 1ap ma
s& bo trong dé tro dén cac chuan két ndi IEEE 802.11 bat ki. N6i cach khac, 802.11

ALY

c6 y nghia la “mang cuc bo khong day”, va 802.11x mang y nghia “mang cuc bo
khong day theo hinh thic két ndi nao day (a/b/g/n)”.

Hinh thirc bao mat co ban nhat & mang Wi-Fi la WEP 1a mot phan cta ban
IEEE 802.11 “gbc”.

Ban d& dang tao mot mang Wi-Fi véi 1an 16n cac thiét bi theo chuan
IEEE 802.11b véi IEEE 802.11g. Tat nhién la tbc do va khoang cach hiéu dung
sé la cua IEEE 802.11b. Mét tré ngai véi cac mang IEEE 802.11b/gvacé I€laca
n 1 viéc st dung tan sé 2,4 GHz, vén dd qua “chat choi” khi d6 ciing 1a tan sb
hoat dong cua may bo dam, tai nghe va loa khéng day... T¢ hon nira, cac 10 viba
cling str dung tan sé ndy, va cong suat qua 16n cua ching co thé gay ra cac van dé
vé nhiéu loan va giao thoa.

Tuy chuan IEEE 802.11n chua dugc thong qua nhung kha nhiéu nha san
xuat thiét bi da dya trén ban thao cua chuan nay dé tao ra nhiing cai goi la chuan
G+ hoic SuperG véi toc do thong thuong 1a gap doi gidi han cua IEEE 802.11g.
Cac thiét bi nay twong thich nguoc véi IEEE 802.11b/g rat tot nhung tat nhién Ia
& muc tbe do gisi han. Bén canh dé, ban phai ding cac thiét bi (card mang, router,
access point...) tir ciing nha san xuat.

Khi chuan IEEE 802.11n duoc thdng qua, cac ndt két ndi theo chuan b/g
van dugc huong loi kha nhiéu tir khoang cach két néi néu Access Point la chuan
n.

Can luu ¥, bat ké téc do két néi Wi-Fi 1a bao nhiéu thi téc do “ra net” cua
ban ciing chi gidi han & mic khoang 2 mbps (téc d6 két néi Internet). Vi moi
truong Internet céng cong (quéan cafe Wi-Fi, thu vién...), at han lgi thé téc do

truyén file trong mang cuc bd xem nhu khong ton tai.
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1.2.2. Céc thiét bi co ban va ng dung cia hé thong WLAN:
1.3.1 Céc thiét bj co ban:
a) Card mang khong day (Wireless NIC):
Card mang khong day giao tiép may tinh voi mang khéng day bing céach
diéu ché tin hiéu dix liéu véi chudi trai pho va thuc hién mot giao thac truy nhap

cam tng sdng mang.

Hinh 1.1: Card mang khong day

b) Cdc diém truy cdp (Access Point):

Céc diém truy cap khong day AP (Access Point) tao ra cac viing phi song,
ndi cac nut di dong toi cac co s ha ting LAN c6 ddy. Cac diém truy cap nay
khdng chi cung cap trao doi théng tin véi cac mang c6 day ma con loc luu lugng
va thuc hién chirc ning cau ndi véi cac tiéu chuan khac. Cac diém truy cap

trao d6i v6i nhau qua mang hitu tuyén dé quan li cac nat di dong.
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Hinh1.2: Access Point
c) Bridge khdng day (Wbridge):
WBridge (Bridge khong diy) twong ty nhu cac diém truy ciap khéng day

trir trudng hop chung duoc sir dung cho céc kénh bén ngoai. WBridge duoc thiét
ké dé ndi cac mang véi nhau, dic biét trong cac toa nha ¢ khoang céach xa téi 32
km. WBridge cd thé loc luu luong va dam bao rang cac hé théng mang khong day
duoc két néi tot ma khong bi mat luu luong can thiét.

d) Cdc router diém truy cap (Access Point Router):

Mot “AP router” 1a mot thiét bj két hop céc chirc nang cia mot Access Point
va mot router. Khi 1a Access Point, n6 truyén dix liéu giita cac tram khéng day va
mét mang hitu tuyén ciing nhu 1a giira cac tram khong day. Khi 1 router, n6 hoat
dong nhu 1a diém lién két gitra hai hay nhiéu mang doc lap, hoic gitta mot mang
bén trong va mot mang bén ngoai.

1.3.2 Céc &ng dung caa hé théng WLAN:

a) Vai tro truy cdp (Access Role):

WLAN hau nhu duoc trién khai & 16p access, nghia 1a chung duoc sir dung
& mot diém truy cap vao mang cé day thong thuong. Cac WLAN la cac mang &
l6p data-link nhu tat ca nhimg phuong phap truy cap khac. Vi téc do thap nén

WLAN it duoc trién khai ¢ core va distribution.
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2D

ROOT MODE _
5 ,
% Wired Cl%

Wire LAN (
Mws (Root Mode)

g Wireless Clients & @

Hinh 1.3: Access Role
b) Mé rgng mang (Network Extention):

Cac mang khong day cé thé dugc xem nhu mot phan mo rong cua mot
mang c6 day. Khi muén ma rong mét mang hién tai, néu cai dat thém dudng cap
thi s& rat ton kém. Cac WLAN c6 thé duogc thuc thi mot cach dé dang, vi it phai
cai dat cap trong mang khong day.

BRIDGE MODE %
*\
Wired Clients

Wire LAN1 ¢ : : )

! APs (Brldge Mode)

Wired Clients
Wire LAN 2 0

Hinh 1.4: Mo rgng mang
C) Vin phong nho - Vin phong gia dinh (Small Office-Home Office):
C4c thiét bi wireless SOHO thi rat c6 ich khi ngudi diing muén chia sé mot

két ndi Internet vai cac doang nghiép nho, vin phong nho...
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REPEATER MODE
Wired Chents
Wire LAN ¢
'APs (Repeater Mode)

Wireless Clients @ @

Hinh 1.5: SOHO Wireless LAN
d) Van phong di dong (Mobile Offices):

Cac van phong di dong cho phép nguoi ding cé thé di chuyén dén
mét vi tri khac mot cach dé dang. Cac két néi WLAN tir tod nha chinh ra céc 16p
hoc di dong cho phép cac két ndi mot cach linh hoat véi chi phi ¢ thé chap nhan
duoc.

((9)

D [

((9)) Access Point 2 USER D

Access Point 1

XX
SRES

USER A USER B USER C
Hinh 1.6: Mobile office
Cac giai phap bao mat trong mang wifi
1.4.1 Tam quan treng cia cac giai phap bao mat trong mang WLAN
Pé két ndi toi mot mang LAN hitu tuyén ta can phai truy cap theo duong
truyén bang day cap, phai két néi mot PC vao mot cong mang. Véi mang khéng
day ta chi can c6 may cua ta trong ving song bao phu cia mang khong day. Piéu

khién cho mang c6 day 1a don gian: dudng truyén bang cap thong thuong duoc di
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trong cac toa nha cao tang va cac port khdng sir dung c6 thé 1am cho né disable
bang céc tng dung quan ly. Cac mang khdng day (hay v tuyén) sir dung séng vo
tuyén xuyén qua vat liéu ciia cac toa nha va nhu vay su bao pha 1a khéng giéi han
& bén trong mot tda nha. SAng vo tuyén cd thé xuat hién trén duong phd, tir cac
tram phat tir cic mang LAN ndy, va nhu vay ai d6 co thé truy cap nho thiét bi
thich hop. Do d6 mang khdng day ciia mot cong ty ciing c6 thé bi truy cap tir bén
ngoai tda nha cong ty cua ho.

Véi gia thanh xay dung mot hé théng mang WLAN giam, ngay cang c6
nhiéu cong ty st dung. Diéu nay s& khong thé tranh khoi viéc Hacker chuyén sang
tan cong va khai thac cac diém yéu trén nén tang mang sir dung chuan 802.11.
Nhitng cong cu Sniffers cho phép tom duoc cac goi tin giao tiép trén mang, ho co

thé phan tich va lay di nhitng thong tin quan trong cua ching ta.

Blue arga en)ote

AP coverage
(" Wired Network LAN )

A

@ AP
Wireless Client@

Hinh 1.7: mo hinh bao mgt mang khong day

Eavesdropper
Wireless Clie

Office Building

1.2.3. Céc kiéu ma hoa bao mat trong mang WLAN

1.4.2.1 WEP

WEP (Wired Equivalent Privacy) c6 nghia 1a bao mat khong day tuong
duong véi ¢6 day. Thuc ra, WEP da dua ca xac thuc nguoi dung va dam bao an
toan dir liéu vao cung mot phuong thic khong an toan. WEP stir dung mét khoa
ma hoa khong thay doi c6 do dai 64 bit hodc 128 bit, (nhung trir di 24 bit sir dung
cho vector khoi tao khoa ma hoa, nén d6 dai khoa chi con 40 bit hoac 104 bit)
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duoc sir dung dé x4c thuc cac thiét bi dugc phép truy cap vao trong mang va ciing
duogc sir dung dé ma hoda truyén di liéu.

Rat don gian, cac khoa ma hoa nay dé dang bi "bé gdy" bai thuat toan
brute-force va kiéu tan cdng thir 13i (trial-and-error). Cac phan mém mién phi nhu
Airsnort hoic WEPCrack s& cho phép hacker c6 thé pha v& khoa ma hoa néu ho
thu thap du tir 5 dén 10 triéu goi tin trén mot mang khdng day. Vai nhiing khoa
ma ho4a 128 bit cling khong kha hon: 24 bit cho khai tao mad hoa nén chi cé 104
bit dwoc st dung dé ma hod, va cach thire ciing giéng nhu ma hoa c6 do dai 64 bit
nén ma hoa 128 bit ciing dé dang bi bé khoa. Ngoai ra, nhitng diém yéu trong
nhiing vector khai tao khoa ma hoa gitip cho hacker cd thé tim ra mat khau nhanh
hon véi it goi thong tin hon rét nhiéu.

Khong dy doan dugc nhitng 16i trong khoa ma hoa, WEP ¢6 thé dugc tao
ra cach bao mat manh m& hon néu sir dung mét giao thirc x4c thuc ma cung cap
mdi khoa ma hoa mai cho mdi phién 1am viéc. Khoa ma hoa sé thay doi trén moi
phién lam viéc. Diéu nay s& gay kho khan hon cho hacker thu thap du céc goi dir
liéu can thiét dé cd thé b gay khoa bao mat.

1.4.2.2 TKIP

La giai phap cua IEEE duoc phét trién niam 2004. La mot nang cip cho
WEP nham va nhitng van dé bao mat trong cai it md dong RC4 trong WEP.
TKIP dung ham bam (hashing) IV dé chong lai viéc gia mao goi tin, nd ciing cung
cap phuong thirc dé kiém tra tinh toan ven cta thong diép MIC (message integrity
check) dé dam bao tinh chinh xéac cua goi tin. TKIP sir dung khoa dong bang cach
dat cho mdi frame mot chudi so riéng dé chong lai dang tan cong gia mao.

1.4.2.3 AES

Trong mat ma hoc, AES (viét tit cua tir tiéng Anh: Advanced Encryption
Standard, hay Tiéu chuan ma hoa tién tién) 1a mot thuat toan ma hoa khéi duoc
chinh phu Hoa ky &p dung 1am tiéu chuan ma héa. Gidng nhu tiéu chuan tién
nhiém DES, AES duoc ky vong ap dung trén pham vi thé gigi va da dugc nghién

ctiu rat ky ludng. AES dugc chap thuan 1am tiéu chuan lién bang bai Vién tiéu
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chuan va cdng nghé québc gia Hoa ky (NIST) sau mot qué trinh tiéu chuan hoa kéo
dai 5 nam.

Thuat toan duoc thiét ké boi hai nha mat mé hoc nguoi Bi: Joan Daemen
va Vincent Rijmen (lay tén chung la "Rijndael” khi tham gia cudc thi thiét ké
AES). Rijndael duoc phat &m la "Rhine dahl" theo phién am qudc té (IPA:
[xaindal]).

1.4.2.4 802.11x va EAP

802.1x la chuan dic ta cho viéc truy cap dua trén cong (port-based) duoc
dinh nghia boi IEEE. Hoat dong trén ca méi truong cé day truyén thong va khdng
day. Viéc diéu khién truy cap duoc thuc hién bang cach: Khi mot nguoi ding ¢b
gang két ndi vao hé thdng mang, két ndi cua nguoi dung sé duogc dit o trang thai
bi chan (blocking) va cho cho viéc kiém tra dinh danh nguoi dung hoan tat.

Truwdc khi xac thuwe nguwoi dung

& e Authenticator SBryer Directory
USER l

BLOCK\

Sau khi da xac thuc nguwoi dung

Authenticator i
@ —y u i Sarver Directory

USER \*

Hinh 1. 8: M0 td xac thuc 802.1x

EAP la phuong thirc xac thyc bao gém yéu cau dinh danh nguoi ding

(password, cetificate,...), giao thirc dugc st dung (MD5, TLS Transport Layer
Security, OTP_ One Time Password,...) hd tro tu dong sinh khda va xac thyc 1an
nhau.

Qua trinh ching thuc 802.1x-EAP nhw sau:

Wireless client mudn lién két véi mot AP trong mang.
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1. AP s& chin lai tat ca cac thong tin cua client cho t&i khi client log on vao
mang, khi d6 Client yéu cau lién két tGi AP

2. AP dép lai yéu cau lién két véi mot yéu cau nhan dang EAP

3. Client guri dép lai yéu cau nhan dang EAP cho AP

4. Thong tin dap lai yéu cau nhan dang EAP cua client duoc chuyén téi
Server chirng thuc

5. Server chung thuc giri mot yéu cau cho phép tgi AP

6. AP chuyén yéu cau cho phép téi client

7. Client gui tra 10i su cap phép EAP t6i AP

8. AP chuyén sy tra 1oi do toi Server ching thuc

9. Server chirng thuc gui mot thdng bao thanh cong EAP téi AP

10. AP chuyén théng bao thanh cong téi client va dit cong cua client trong
ché do forward.

1.4.2.5 WPA (WI-FI PROTECTED ACCESS)

WEP duoc xay dung dé bao vé mot mang khong day tranh bi nghe trom.
Nhung nhanh chéng sau d6 ngudi ta phét hién ra nhiéu 16 hong & cdng nghé nay.
Do d6, cong nghé méi co tén goi WPA (Wi-Fi Protected Access) ra doi, khac
phuc duoc nhiéu nhuoc diém cua WEP.

Trong nhitng cai tién quan trong nhat cia WPA 14 sir dung ham thay d6i
khoa TKIP. WPA ciing st dung thuat todan RC4 nhu WEP, nhung ma ho4 day du
128 bit. Va mot dic diém khac 1a WPA thay d6i khod cho mdi gai tin. Cac cong
cu thu thap cac goi tin dé pha khoa ma hoa déu khéng thé thuc hién dugc véi
WPA. Bi WPA thay d6i khoa lién tuc nén hacker khong bao gio thu thap du dix
liéu mau dé tim ra mat khau.

Khong nhitng thé, WPA con bao gdom kiém tra tinh toan ven caa thdng tin
(Message Integrity Check). Vi vay, dit liéu khdng thé bi thay di trong khi dang
& trén dudng truyén. WPA c¢d san 2 lya chon: WPA Personal va WPA Enterprise.
Ca 2 lya chon déu sir dung giao thic TKIP, va su khac biét chi 1a khoa khoi tao
ma hoa lic d¢au. WPA Personal thich hop cho gia dinh va mang van phong nho,

khoé khoi tao s& duoc str dung tai cac diém truy cap va thiét bi may tram. Trong
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khi 6, WPA cho doanh nghiép can mot may chi xac thuc va 802.1x dé cung cap
cac khoa khai tao cho mdi phién lam viéc.

Luuy:

C6 mot 15 hong trong WPA va 161 nay chi xay ra véi WPA Personal. Khi
ma sir dung ham thay d6i khoa TKIP duoc sir dung dé tao ra cac khoa ma hoa bi
phat hién, néu hacker ¢ thé doan duoc khod khoi tao hoic mét phan cua mat
khau, ho c6 thé xac dinh dugc toan bo mat khau, do d6 ¢ thé giai ma dugc di
liéu. Tuy nhién, 15 hong nay ciing sé& bi loai bo bang cach sir dung nhiing khoé
khoi tao khong dé doan (dung sir dung nhiing tir nhu "P@SSWORD" dé lam mat
khau).

Piéu nay ciing c¢6 nghia rang k¥ thuat TKIP cia WPA chi 1a giai phap tam
thoi, chua cung cap mot phuong thiac bao mat cao nhat. WPA chi thich hop voi
nhitng céng ty ma khong truyén dir liéu "mat" vé nhiing thuong mai, hay céc
théng tin nhay cam... WPA ciing thich hop vdi nhitng hoat dong hang ngay va
mang tinh thir nghiém cong nghé.

1.4.2.6 WPA2

Mot giai phap vé 1au dai 1a st dung 802.11i twong duong voi WPA2, duoc
chting nhan béi Wi-Fi Alliance. Chuan nay st dung thuat todn ma ho& manh mé
va duoc goi 1a Chuan ma hoé nang cao AES. AES sir dung thuat toan ma hod dbi
xang theo khéi Rijndael, sir dung khoi ma hoa 128 bit, va 192 bit hoic 256 bit.
Pé danh gia chuan ma hoé nay, Vién nghién ciru qudc gia vé Chuan va Cong nghé
ciaa My, NIST (National Institute of Standards and Technology), da thong qua
thuat toan ma doi xing nay.

Luuy:

Chuan ma ho4 nay dugc str dung cho cic co quan chinh phi My dé bao vé
cac thong tin nhay cam.

Trong khi AES duoc xem nhu 1a bao mat tét hon rat nhiéu so véi WEP 128
bit hoic 168 bit DES (Digital Encryption Standard). Pé dam bao vé mat hiéu
nang, qua trinh mi hoa can duogc thyc hién trong cac thiét bi phan cting nhu tich

hop vao chip. Tuy nhién, rat it ngudi st dung mang khéng day quan tam téi van
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dé nay. Hon nita, hau hét cac thiét bi cam tay Wi-Fi va may quét ma vach déu
khéng twong thich v&i chuan 802.11i.

1.4.2.7 WLAN VPN

Mang riéng 40 VPN bao vé mang WLAN bing céch tao ra mot kénh che
chin dix liéu khoi cac truy cap trai phép. VPN tao ra mét tin cay cao thdng qua
viéc str dung mot co ché bao mat nhu IPSec (Internet Protocol Security). IPSec
dung cac thuat todn manh nhu Data Encryption Standard (DES) va Triple DES
(3DES) dé ma héa dir liéu va dung céc thuat toan khac dé xéc thuc goi dix liéu.
IPSec ciing sir dung thé xac nhan sé dé xac nhan khoa ma (public key). Khi duoc
st dung trén mang WLAN, cong két ndi ciia VPN dam nhan viéc xac thyuc, dong

go6i va ma hoa.

~———

File Server

Access Point/VPN Server

Hinh1. 9: M0 ta xac thuc qua VPN
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Chuwong 2: HE THONG SMART WIFI MAKETING TAl
UBND QUAN HONG BANG

2.1 Bao mat WLAN bang xac thuc Radius Sever
2.1.1 Téng quan hé théng

<< >> Authenticator
Wireless Access Point

EAP

Ethernet

Wireless Client

Anthentication Server
(RADIUS Server)

Hinh 2.1: M0 ta xac thyc qua radiu sever

Viéc bao mat WLAN st dung chuan 802.1x két hop véi xac thuc ngudi

ding trén Access Point (AP). Mot may chi thuc hién viéc xac thuc trén nén tang

RADIUS c6 thé 1a mét giai phap tét cung cap xac thuc cho chuan 802.1x.

Trong phan nay nay toi s& gidi thiéu cach thac 1am viéc cia RADIUS va vi

sao phai can may cha RADIUS dé hd tro viéc xéac thuc cho WLAN.

2.1.2 Xac thuc, cap phép , kiém tra
Giao thiuc Remote Authentication Dial In User Service (RADIUS) duoc

dinh nghia trong RFC 2865 nhu sau: Véi kha ning cung cip xac thuc tap trung,

cap phép va diéu khién truy cap (Authentication, Authorization, va Accounting —
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AAA) cho cac phién 1am viéc véi SLIP va PPP Dial-up — nhu viéc cung cap Xac
thuc caa céc nha cung cap dich vu Internet (ISP) déu dwa trén giao thic nay dé
xac thue nguoi dung khi ho truy cap Internet.

NG can thiét trong tat ca cac Network Access Server (NAS) dé lam viéc véi
danh sach cac username va password cho viéc cip phép, RADIUS Access-
Request s& chuyén cac thong tin téi mot Authentication Server, thong thudng nd
la mot AAA Server (AAA — Authentication, Authoriztion, va Accounting). Trong
kién triic cua hé thong no tao ra kha ning tap trung céc dir liéu, théng tin cua
nguoi ding, cac diéu kién truy cap trén mot diém duy nhat (single point), trong
khi c6 kha nang cung cap cho mat hé thong 16n, cung cap giai phap NASs.

Khi mét user két ndi, NAS s& guri mot message dang RADIUS Access-
Request t6i may cha AAA Server, chuyén cac thong tin nhu username Vva
password, thdng qua mot port xac dinh, NAS identify, va mdt message
Authenticator.

Sau khi nhan duogc cac thong tin may chu AAA sir dung cac goi tin dugc
cung cap nhu NAS identify, va Authenticator tham dinh lai viéc NAS d6 c6 duoc
phép guri cac yéu cau dé khong. Néu c6 kha nang, may chit AAA sé& tim kiém tra
thong tin username va password ma nguoi ding yéu cau truy cap trong co sé dir
léu. Néu qué trinh kiém tra 12 dung thi n6 s& mang mot thdng tin trong Access-
Request quyét dinh qua trinh truy cap cia user d6 1a dugc chap nhan.

Khi qué trinh xac thuc bat dau dugc s dung, may chu AAA ¢ thé s& tra
vé mot RADIUS Access-Challenge mang mot sé ngau nhién. NAS sé& chuyén
thong tin dén nguoi ding tir xa (v6i vi du nay sir dung CHAP). Khi d6 nguoi ding
s& phai tra 161 dung cac yéu cau xac nhan (trong vi du nay, dua ra 101 & nghi ma
hoa password), sau d6 NAS s& chuyén tdi may chu AAA mot message RADIUS
Access-Request.

Néu may chit AAA sau khi kiém tra cac thong tin ciia ngudi ding hoan toan
thoa man s& cho phép st dung dich vy, nd s& tra vé mot message dang RADIUS
Access-Accept. Néu khong thoa man may chu AAA s& tra vé mot tin RADIUS
Access-Reject va NAS s& ngat két ndi véi user.
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Khi mot gai tin Access-Accept dugc nhan va RADIUS Accounting da duoc
thiét 1ap, NAS s& giri motgoi tin RADIUS Accounting-Request (Start) toi may
chu AAA. May chu sé thém cac théng tin vao file Log cua no, vai viéc NAS sé
cho phép phién 1am viéc véi user bt dau khi nao, va két thic khi nao, RADIUS
Accouting lam nhiém vu ghi lai qué trinh xé&c thuc caa user vao hé thong, khi két
thac phién lam viéc NAS sé gui mot thong tin RADIUS Accounting-Request
(Stop).

2.1.3 Sw bao mat va tinh mé rong

Tat ca cac message cia RADIUS déu duoc dong goi boi UDP datagrams,
n6 bao gom cac thong tin nhu: message type, sequence number, length,
Authenticator, va mét loat cac Attribute-Value.

Authenticator: Tac dung caa Authenticator 14 cung cap mot ché do bao mat.
NAS va AAA Server str dung Authenticator dé hiéu duoc cac thong tin da dugc
ma hoa ctua nhau nhu mat khau chang han. Authenticator ciing gitip NAS phat
hién su gia mao caa goi tin RADIUS Responses. Cudi cung, Authenticator duoc
str dung 1am cho dé bién password thanh mot dang nao do, ngan chan viéc 1am 16
mat khau cua nguoi dung trong cac message RADIUS.

Authenticator giri Access-Request trong mot s6 ngau nhién. MD5 s& bam
(hash) s ngau nhién d6 thanh mét dang riéng 1a OR’ed cho mat khau cia ngudi
dung va gui trong Access-Request User-Password. Toan bo RADIUS response
sau d6 duoc MD5 bam (hash) véi cling thdng sé bao mat caa Authenticator, va
cac thong sb response khac.

Authenticator gitip cho qué trinh giao tiép gitta NAS va may chi AAA dugc
bao mat nhung néu ké tan cong tom duoc ca hai goi tin RADIUS Access-Request
va Access-Response thi ¢ thé thuc hién "dictionary attack” dé phan tich viéc
dong goi nay. Trong diéu kién thuc té dé viéc giai ma kho khin ban can phai su
dung nhitng théng s6 dai hon, toan bo van dé c6 kha niang nguy hai cho qué trinh
truyén tai nay duoc miéu ta rat ki trong RFC 3580.

Attribute-Value Pairs: Thong tin dugc mang bai RADIUS duoc miéu ta
trong mot dang Attribute-Value, dé hd trg cho nhiéu cong nghé khac nhau, va
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nhiéu phuong thirc xac thuc khac nhau. Mot chuan duoc dinh nghia trong Attrib-
ute-Value pairs (cip d6i), bao gdm User-Name, User-Password, NAS-IPAddress,
NAS-Port, Service-Type. C4c nha san xuét (vendors) ciing ¢ thé dinh nghia At-
tribute-Value pairs dé mang cac thdng tin cia minh nhu Vendor-Specific toan bo
vi du nay dugc miéu ta trong RFC 2548 - Binh nghi Microsoft Attribute-Vlue pair
trong MS-CHAP.

Thém vao do, rit nhiéu chuan Attribute-Value pairs dugc dinh nghia trong
nhiéu nam dé hd trg Extensible Authentication Protocol (EAP), mot dang khac cii
hon cua né 1a PAP va CHAP dial-up protocol. Ban cd thé tim thay trong tai liéu
RFC 3579 cho phién ban méi nhat caa RADIUS hé trg EAP. Trong phan nay sé
noi rét rd vé hd tro xac thuc cho WLAN, tir khi chuan EAP duoc sir dung cho
802.1x Port Access Control dé cho phép xac thuc tir bén ngoai cho wireless.

2.1.4 Ap dung cho WLan

Trong mot mang Wireless stir dung 802.1x Port Access Control, cAc may
tram sur dung wireless vai vai tro Remote User va Wireless Access Point lam viéc
nhu mot Network Access Server (NAS). Dé thay thé cho viéc két ndi ¢én NAS
véi dial-up nhu giao thirc PPP, wireless station két néi dén Access Point bang viéc
st dung giao thic 802.11.

Mot qua trinh duoc thuc hién, wireless station gii mot message EAP-Start
tGi Access Point. Access Point s& yéu cau station nhan dang va chuyén cac thong
tin d6 t6i mot AAA Server vai thong tin 1a RADIUS Access-Request User-Name
attribute.

May cha AAA va wireless station hoan thanh qua trinh bang viéc chuyén
cac thong tin RADIUS Access-Challenge va Access-Request qua Access Point.
Puoc quyét dinh boi phia trén 12 mot dang EAP, thong tin nay duoc chuyén trong
mot dudng ham dugc mé hoa TLS (Encypted TLS Tunnel).

Néu méy chu AAA giri mot message Access-Accept, Access Point va wire-
less station s& hoan thanh qua trinh két ndi va thuc hién phién 1am viéc vai viéc
str dung WEP hay TKIP dé ma hod di liéu. Va tai diém d6, Access Point s& khdng
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cam codng va wireless station c6 thé gui va nhan dit liéu tir hé théng mang mot
cach binh thuong.

Can luu y 1a mi hoa dit liéu tir wireless station tgi Access Point khac voi
qua trinh ma hoa tir Access Point téi may chu AAA Server (RADIUS Server).

Néu may chu AAA giri mot message Access-Reject, Access Point s& ngat
két ndi t6i station. Station cd thé cé gang thir lai qua tinh x&c thuc, nhung Access
Point s& cam station nay khong giri duoc cac goi tin téi cac Access Point & gan
d6. Chi ¥ 1a station nay hoan toan c6 kha ning nghe dugc céc di liéu dugc truyén
di tir cac stations khac — Trén thuc té dir liéu dugc truyén qua song radio va do 1a
cau tra 1oi tai sao ban phai ma hoa di liéu khi truyén trong mang khong day.

2.1.5 Céc Ty Chon bé sung

Mot van dé dau tién ban phai hiéu vai tro cia RADIUS trong qué trinh xéac
thuc cia WLAN, ban phai thiét 1ap mot may chi AAA hd tro interaction.

Néu ban c6 mot may chi AAA trong mang goi 13 RADIUS, n6 d4 sin sang
dé hd tro xac thuc cho chuan 802.1x va cho phép chon lya cac dang EAP. Néu da
c6 ban chuyén tiép dén budc tiép theo 1a 1am thé nao dé thiét lap tinh nang nay.

Néu ban c6 mot RADIUS — AAA Server khdng hd tro 802.1x, hoac khéng
hd trg cac dang EAP, ban cd thé lya chon bang cach cap nhat cac phién ban phan
mém maoi hon cho server, hay ban c6 thé cai dit mot may cha mai. Néu ban cai
dat mot may chu AAA hd tro xéac thuc cho chuan 802.1x, ban c6 thé sir dung tinh
ning RADIUS proxy dé thiét 1ap mot chudi cac may cha, cing chia sé chung mot
co sé dit liéu tap trung, RADIUS proxy c6 thé sir dung dé chuyén cac yéu cau xac
thuc téi may chi c6 kha nang xéac thuc qua chuan 802.1x.

Néu ban khong c6 mot RADIUS — 1a may chi AAA, ban can thiét phai cai
dat mot may chu cho qué trinh xac thuc cia WLAN, lua chon cai dat nay la mot
cbng viéc tha vi.

Véi co so tap trung - Giai phap sir dung RADIUS cho mang WLAN Ia rat
quan trong bai néu mot hé théng mang cua ban c6 rat nhiéu Access Point viéc cau
hinh dé bao mat hé théng nay 1 rat kho néu quan Iy riéng biét, nguoi dung cd thé

xac thuc tir nhiéu Access Point khac nhau va diéu d6 1a khong bao mat.
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Khi stir dung RADIUS cho WLAN mang lai kha ning tién loi rat cao, xac
thuc cho toan bo hé théng nhiéu Access Point, ... cung cap c4c giai phap thong
minh hon.

2.2. Hé thong smart wifi marketing dwoc trién khai ¢ toa nha UBND quan
Hong Bang
2.2.1 So d@d cau tric mang hién cé ¢ toa nha

Toa nha uy ban nhan dan quan Hong bang 1a mét toa nha cé cau trdc 7 tang,
bao gom nhiéu phong chirc ning phuc vu cac phong ban chuyén trach khac nhau.
Do d6 viéc thiét 1ap hé thong wifi & mdi vi tri khu vuc 1a khac nhau. Tt nhu cau

c6 chung ta s& c6 so do khdi tong quét cho cau tric mang ¢ toan nha.
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..................................................

i

FADIE: BEVER

Hinh 2.1: Cdu tric mang tai tda nha UBND quédn Hong Bang
Dua vao so d6 nay ching ta co thé thiy duoc, cAu tric mang sé duoc phan

ra lam cac vung nhu sau :
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Vung mang ndi bo : Phuc vy cac may tinh c6 yéu cau bao mat cao ( khdi
dang uy, khi ké toan ....) chi c6 mang két ndi c6 day

Vung mang Lan co6 truy cap internet : Phuc vu c&c may tinh co tinh bao
mét thap hon, c6 nhu cau két ndi ra bén ngoai internet, khong thé két ndi vai céc
may tinh trong ving mang noi bo .

Vung mang Wlan : phuc vu cac thiét bi ca nhan c6 két ndi wifi két ndi ra
ngoai, khong thé két néi véi mang noi bo va phai xac thuc bang radius sever. Dich
vu nay duoc cung cap bai cong ty vivas

2.2.2 Gioi thiéu VIVAS

Thanh vién caa VNPT Technology, thudc tap doan Buu chinh Vién thong
Viét Nam (VNPT)

Pon vi so hitu cac giai phap cong nghé: CDN, SDP, Wifi Platform, OTT,
TVOD, Al & Data Analytics

Canh tranh bang chat luong dich vu véi ddi ngii tré nang dong, tam huyét
va ho tro tac thoi 24/7, mang dén cho khach hang sy hai 1ong véi mic chi phi hop
ly nhat.

Kinh nghiém PTSP tich hop, cung cap nén tang va van hanh cho VNPT,
trong d6 giai phap Wifi tich hop vai thiét bi caa VNPT Technology trong cé4c du
an Wifi

Marketing tai HN, QN, BN, TPHCM, BRVT,... Ngoai thi truong VNPT,
VIVAS la don vi cung cap giai phap marketing (Wifi Marketing, Mobile Market-
ing,...) cho KHDN chudi I6n nhu Agribank, PNJ, Coopmart, Lotte Mart, Vua
Ném, Guardian, LUG, ... gitip tang dd nhan dién thuong hiéu va tang truéng Kinh
doanh.

Hon 10 nam kinh nghi€m trong linh vuc quang céo trén di dong va cung
cap giai phap cho doanh nghiép SMEs va da quéc gia (hon 1000 khach hang va
dai ly)
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2.2.3 Wifi maketig la gi ?

WiFi Marketing la hinh thuc sir dung wifi nhu mét phuong tién phuc vu
cho viéc tiép thi, truyén théng va quang ba thwong hiéu, san pham, dich vu cua
Doanh nghiép

WIiFi Marketing cho phép Doanh nghiép trién khai chuwong trinh marketing
va cham soc khach hang qua nhiéu dinh dang: Hinh anh, Video, Game... va c6
kha ning twong tac cao dén mot sd lwong khach hang I6n

Wifi Marketing ciing 13 mot kénh truyén thdng vé ciing hiéu qua véi khoi
chinh quyén, do tinh dé tiép can véi ngudi sir dung

Muc dich

= Tao du 4n vé thuong hiéu trong tam tri khach hang

= Loi cudn, thu hat thém khach hang

= Quang cao cho san pham, dich vu

= Thu nhap thong tin khach hang dé phuc vu cong tac cham séc, tiép thi hau
ban hang

= Tuy@n truyén chinh séach, hd trg huéng dan cong dan

Hé thong vivas su dung xac thuc qua sever Radius duoc VIVAS xay dyng

san

VIVAS Wifi Marketing Cloud

" Bophatsing WIFI(AP)  Hg thong Network (Switch/Router): ff;
: © (2) Chuyén tiép yéu cau hién thi ngi .

- dung quang cdo (6 nit xdc thurc)
ACCESS POINT

q\ (3) Hién thj ndi dung quang cdo [r——
(1) Két nai WIFI £6 nit xéc th sy
m v ( uc) " =
(5) Ddy vao trang dich fi -"- ==n
(landing page) cilia nha quang cdo {( & (4) Sau khi bam vao nat “ Truy cép
- internet” giii thong tin Xac thyc va  —
dugc gan quyén vao truy cip

Hinh 2.3: M0 ta dich vu cua VIVAS
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2.2.4 Quy trinh sir dung

WiFi Marketing

2 -8
NGUOIDUNG s KET NOIWIFI  Se— :>

| DU KIEN TRUY CAP
A

. I
| \F
CONNECTED

-
®/. : \
4 ] A
.’.~./ ‘ ~/
NGUOI DUNG SU DUNG
PHAN TICH DU LIEU s WiF1 MIEN PHI TOC £0 CAO

VA 6N DINH

CHINH PHUC
KHACH HANG
BANG NHUNG

Hinh 2.4: M0 td quy trinh si dung
v' Khéch hang két ni Wifi mién phi trén thiét bi di dong, tablet, laptop
v' Hé théng dan téi trang captive portal di duoc thiét lap
v Diéu kién truy cap: Xem quéang cdo (banner/video, ...) hoac Thuc
hién khao sat/ Nhap thong tin,...
v' Truy cap Wifi mién phi
2.2.5 Hwéng din thiét 1ap thiét bi
Thiét bi duoc dé xuat ding cho hé thong nay sé c6 nhu sau
Thiét bi dinh tuyén : Mikrotik 750rbg
Thiét bi phéat wifi : Ruijie reyee RAP- 2200E
Cac budc cai dat duogc thuc hién nhu sau
Ping nhap vao winbox
Download phan mém winbox tir dia chi:https://mikrotik.com/download
Trén giao dién WinBox s& hién thi dia chi MAC port két ndi nhu

hinh dudi sau d6 Connect vao giao dién config
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https://mikrotik.com/download

& WinBox (64bit) v3.37 (Addresses) — O 4

File Tzols

Connect To: |4B:BF:5:‘\:EZ:4E|:31| | Keep Password
Login: |admir1 | [] Open In New Window
Password: | | Auto Reconnect

Connect To RoMOMN | | Connect |

Managed Meighbors |

| [al =
MAC Address # [IP Address [ Identity [Version  [Board | Uptime [ |-
1 192.168.88.1 MikroTik 6471 (st... RB9I5TLi-2HnD 00:02:56
1 item (1 selected)
o Giao dién cau hinh caa WinBox hién thi nhu hinh
- X

@ admin@ 1 (MikroTik) - WinBox (64bit) v6.47.1 on RBI51Ui-2HnD (mipsbe)
S

Settings Dashboard

Safe Mode | Session: 1

# Quick Set
2 CAPSMAN
= terfaces
L Wirless Router0S Default Configuration

r
24, Bidge The folloving default configuration has bsen installed on your router
PPP

Switch

Veleone to Router0S|
1) Sst a strong router psssvord in the Systen > Users nemu
2) Upgrade the softvare in the Systen > Packages nenu
3) Enable firevall on untrusted netvorks
4) Sst your country name to cbserve wirelsss regulations

S Brdge ‘Pm VLAN: MSTls Pt M [Routerliods

outing = VAN port is protected by firevall and enabled DHCE client

Sysem [#][=] [2][] Seting | * Wirelsss and Bthernet interfaces (except WAN portr/s) Find
are part of LAN bridge

& Queues [Name [Type LN Configuration P Rx FP Tx Packe (/) [FP P Packel (/) [WA

B Fies ar address /24 is set on bridge port

Sefeart IP address 192.168.88. 124 bridge (LAN
R & bidge Bidge DHCE Server; enabled; 26Kkbps 0 435F
Log DHS: enabled;

5 wlanl Configuration

&P RADIUS ap-bridge;

¥ Todls P band 2ghz-brig/n;
tu-chains 01

ey el ra-chains 0:1

@ Dot1X installation indoor;

£ wpa2 no:

2 MetaROUTER ht-extension 20/40nba-XE;

#2 Fattion UAN (gatevay) Configuration

- gateway: stherl

b Make Supout ipd firevall: emabled;

© NewWingas HAT:  enabled;
DHCE Client: enabled:

H e v

= Windows 1 |[#] Remove Corfiuration || Show Scrp... || OK D

Them outof 7

1. Reset router Mikrotik vé cau hinh mic dinh, config DHCP Client, thuc hi¢n Nat
Interface Etherl ra Internet
B1: Reset router khong giir cAu hinh mic dinh: System 2 Reset Configuration =

Tich chon cac checkbox

[ #eep Tser Corfiguratio

No Default Configuration
Do Met Backup

Run ferReset[ |~

B2: Cim dwong két ndi internet vao port etherl
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B3: Cau hinh DHCP Client: IP>DHCP - config DHCP Client nhw hinh

New DHC

DHCP |M\ranced Status

Interface: (TN ¥ | Cancel

o

(%]
2 i

Use Peer DNS Apply

Use Peer NTP

v Dizable
Add Default Route: |)'95—"i| Comment

Remove

Release

|enab|ed | |Stat|.|s: stopped

B4: Thuc hign NAT céc port con lai ra internet qua port etherl: IP - Firewall >
NAT config nhw hinh dwéi

General |Mvanced Exdra Action Statistics

N
O iefoce: vt ]« || [FesstAlCortes

N —
Owhmermets| |«

b
Comecson et |v |
N —

= E3

S - E— ]

B —
T —

e —
Y E—

<
Y —

e 1~ | || ===

enzbled \

MNAT Rule <=
General Advanced Bxdra Action |Statis‘.ics
e —
[ Log Apply
Log Prefix: | |~ Disable

I

To Ports: | | - Comment

Copy
Remove

Reset Courters

Reset All Counters

enabled

2. Tao Bridge va add port vao bridge twong wrng
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B1: Tao Bridge: Bridge - Add -> config nhu hinh

Interface <LAM>

General ‘STF‘ VLAN  IGMP Snooping = Status = Traffic

|

Type: | Bridge | | Apply |

MTU: | -
Actual MTU: 1500

|
L2 MTU: [1598 | Comment
MAC Address: [48:8F 5A:62:4B:31 | Copy
ARP: [enabled 3 | Remave |
ARP Timeout: | | - Torch
Admin. MAC Address: | | hd

Ageing Time: |DD:D§:DD |

IGMP Snooping
DHCP Snooping
Add DHCP Option 82

Fast Forward

enabled | running

B2: Thém céc port vao bridge : Bridge - Port > Add - Interface ( Thém port
vao Bridge ngoai trir etherl)

Bridge Port <ether3:

Genersl | STP VLAN | Status
iietoce: R+ |
Bridge: |Wifi_MKT [ =] Apply
Horzon: | v | [ oot |
Leam: |auto [ =]

Comment
Unknown Unicast Flood

Unknown Multicast Flood
Broadcast Flood
[] Trusted

Coy

Remove

Hardware Offload

Mutticast Router: | Temporary Guery [=]
[ ] Fast Leave

enabled | |Hw. Offioad
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B3: Tao Vlan trén Bridge: Interfaces> chudt phai vao Bridge - Add >
VLAN_MKT (VLAN ID: 100)

Interface <MLAN_MKT:

General ‘ Loop Protect  Status  Traffic

Name: | (IS

|
Type: |\|’LAN | | Bpply |
MTU: [1500 |
Actual MTU: 1500 |
L2 MTU: [1554 |
MAC Address: |48:8F-5A:B2:4B:31 | Copy
ARP: |enabled |+ | Remave |
ARP Timeout: | | - Torch
VLAN ID: [100 |
Interface: [LAN [#]

[] Use Service Tag

enabled unning

3. Tao dia chi IP va gan DHCP Server cho Bridge va VLAN_MKT
B1: Tao dia chi IP cho Bridge va VLAN_MKT : IP - Addressess - Add

Address <10.0.0.1/24>

Address: |[IERIR2 | ok ]
Network: |10.0.0.0 - Cancel

Interface: |LAN | #]

enabled
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Address <192.168.100.1/24>

YR EER192.168.100.1/24 oK
Network: (1921681000 | & [ Cancal |
Interface: [VLAN_MKT [=] hooly
enabled

B2: Tao DHCP server cho Bridge va VLAN : IP >DHCP Server > DHCP setup
= chon Bridge va VLAN muén ciap phat DHCP = Next

DHCF Server

DHCP

|/ =|[v%] [T | DHCP Config || DHCP Setup |

Networks Leases Options Option Sets  Vendor Classes  Alerts

|Narne 4 ||r|terface |Hela)' |Lease Time |Mdmss Pool |Add AH...| |v
dhepl LAN 00:10:00 dhcp_pooll no
dhcp_MKT WLAN_MKT 00:10:00 dhep_poold no

2items (1 selected)

4. Config DNS, Radius, Hotspot cho Router Mikrotik
B1: Khai bdo DNS: IP - DNS - Servers: nhap 8.8.8.8
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DMS Settings

Servers: [8.8.8.8 | # | oK |

Dynamic Servers: 192 18887 | Cancel

ze DoH Server: | | - Apphy
ey B Cereae
Allow Remote Requests | Coche |

Max LIDP Packet Size: [4096 |

Query Server Timeout: | 2.000 |s
Query Total Timeout: [ 10.000 s

Max. Concurrent Queries: [ 100 |

Max. Concurrent TCP Sessions: |20 |

Cache Size: [2048 | KiB
Cache Max TTL: | 7d 00:00:00 |
Cache Used: |40 KiB |

B2: Tai tab Static = khai bao domain
Name: login.wifi.vivas.vn
Address: Nhap dia chi VLAN cép WifiMarketing

DMS Static Entry <ogin wifi vivas vn:

W EnElllogin wifi vivas.vn QK
Regexp: | | Cancel
Type: A F
TTL: | 1d 00:00:00 s
Dizable
Address: | 192.168.100.1 |
Comment
Copy
Remove

enabled
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B3: Cu hinh RADIUS: RADIUS- Add = Config théng tin nhw hinh

RADIUS Server <10.84.5.65> = E3
D
Service: [ | ppp [ login [ 1 | Cancel
|v! hotspot || wireless
[ldhep  [lipsec
[ dotix
Called ID: | 1 v
_ - Copy
Domain: | WfiMKT_DEMO| | a
Address: | 10.84.5.65 [
Protocol: |udp £ st
Secret: [+ i
Authentication Port: [1812 ]
Accourting Port: [1813 |
Timeout: |300 |ms
["] Accounting Backup
Realm: | 52
R
fonabied

o Domain: Nhap tén Domain
e Address: 103.31.127.188
e Secret: 068e022a
e Céc port mac dinh.
B4: Céu hinh IP -> Hotspot:
Tab Server Profiles - tab General
e Name: WifiMKT
e Hotspot Address: Pia chi cia VLAN cap WifiMarketing
e DNS Name:

® HTML Directory: tén thu muc chira file login.html caa Mikrotik (chura link

-> captive portal)

Hotspot Server Profile <WifiMKT>

General | Login RADIUS

Name: (LS

Hotspot Address: [192.168.100.1 | - | Apply |
DNS Name: | | =
- _
HTML Directory: [WiMKT [#]
HTML Directory Overide: | |+
Rate Limit (oe/be): | |~
HTTP Proxy: | |~
HTTP Proxy Port: [0 |
SMTP Server: | |~
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Tai tab Login cAu hinh nhw hinh

Hotspot Server Profile <WifiMKT>

General Login | RADIUS

V| HTTPCHAP [ | HTTPS
V/HTTPPAP [ | Trial

MAC Auth. Mode: |MAC as usemame

MAC Auth. Password: |

HTTP Cookie Lifetime: |3d 00:00:00

551 Certificate: [none

Trial Uptime Limit: 00:30:00

Trial Uptime Reset: | 1d 00:00:00

[] MAC Cookie
£3
|
|
3
HTTPS Redirect
[ Split User Domain
|
|
£3

Trial User Profile: |default

Tai tab RADIUS

e Default domain: nhap tén domain khai b&o tai RADIUS
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Hotspat Server Profile <WHMKT:

Tlse BABITE :
Default Domain: |WiiMKT | & Apply

Location 1D: | B ‘ Copy |
Location Name: | | »
MAC Format: | 30X XXX XK |#]
Accourting
Interim Update: | | =
NAS Port Type: |19 (wireless-802.11) [E3

IP-> Hotspot - tab Servers >Add = Config nhw hinh

Hotspot Server <MKT_DEMO> = E3

EISMKT DEMO

Interface: |bridge IEd
Address Pool: |default-dhcp 3
Profile: [WHiMKT 3

Idle Timeout: |00:05:00 | &
|
Keepalive Timeout: |
il —

Addresses Per MAC: |2 e | Remet HIML

IP of DNS Name: [0.0.0.0 |
Proxy Status: {mnnlng |

ienabled ’ ’

Name: bat tuy y

Interface: chon VLAN céap WifiMarketing
Address Pool: chon DHCP tuong tng v&i VLAN
Profile: chon Server Profiles vira tao ( WifiMKT )

IP-> Hotspot > Walled Garden IP Entry - Add
e Dst. Address: 103.31.127.188
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Walled Garden IP Entry

Action: &
Server: |
Src. Address: |
.1 19p2 31197188 |
Dst. Address: [ | |103.31.127.188 |~
Src. Address List: | | % I Comment I
Dst. Address List: | | v
| -
Dst. Port: | |+
Dst. Host: | |+

enabled

e Néu khdng phan giai dwoc tén mién, tao thém 1 Entry voi Dst. Address: 8.8.8.8

MNew Walled Garden |IP Entry

Action: + accept  drop 1 reject

Frrozs | | - Cancel
Src. Address: | | - Apply
Dst. Address: [ | [8.8.8.9] | -
Src. Address List: | | 7 | Comment |
e -
- -
Dst. Port: | | -
Dst. Host: | | 7
|enabled

IP-> Hotspot - User Profiles - Sira file default

Hotspot User Profile <default

Session Timeout:
idle Timeout:
Keepabve Timeout:
Status Autorefresh;

Shared Users:
Rate Limit inc/x):

MALC Cookie Timeout:

Address List:

Incoming Filter:

Outgoing Filter;

Incoming Packet Mark:
Outgoing Packet Mark:

Open Status Page:

} ~
none [#] -
00:02:00 | &
00:01:00 B

_\ -

| -
v| Add MAC Cookie
3d 00-00:00

| -

] ~

| -

‘ -
B | -
always [=]

Transparent Proxy

Shared Users : d6i thanh 1 > 0

5. Chinh sira file login.html va thém vao HTML Directory :

B1: Sira file login.html:
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<html>
<head>
<title>Hidden Page</title>
<style>

body {

display: none;

¥
</style>
</head>
<form name="redirect" action="http://cloud.wifi-

demo.vivas.vn/index.php" method="GET">

<input type="hidden" name="r" value="site/index">
<input type="hidden" name="device_id" value="ID_diemtruycap'>
<input type="hidden" name="mac" value="MAC address E01">
<input type="hidden" name="t" value="sc">
</form>
<script language="JavaScript">
<l--

document.redirect.submit();
-->

</script></center>

</body>

</html>

device _id ID cua thiét bi AP GrandStream
duoc cap sau khi dang ky diém truy cap
trén trang quan tri.

mac MAC EO1 phia sau thiét bi
Mikrotik
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B2: Kéo tha lai file login.html sau khi sira vao HTML Directory khai bao tai Hotspot

Server Profile

File List =] E3
3| File | Cloud Backup
| |7 B | B Backup Restore Upload...
File Mame Type Size Creation Time -
O] WifiM KT Axml flogaout .Html it file i7zB AprsD6/2023 09:44:47 |«
O] WifiMKT.Axmlfemor html it file 428 B AprsD6<2023 05:44:47
O] WiFiMKT Axml/alogin btml _html file 835 B AprADe 2023 09:.44:47
O] WifiMKTAml WIS PAccessE... xsd file 4251 B AprsD6<2023 05:44:47
T WifiMKT Sstatus html it file 2855 B AprsD6<2023 05:44:47
] Wifi MK T “Hogin btml ‘html file 8778 AprADe/2023 09:.44:47
O] WifiMKT /redirect html it file 330 B AprsD6<2023 05:44:47
O] WifiMKT /radwert .html it file 1204 B AprsD6<2023 05:44:47
T WifiMKT /md5.js js file 7.0 KB AprsD6<2023 05:44:47
O] WifiMKT Aogout .html it file 1455 B AprsD6/2023 05:44:47
L WIFiMKT Aogin html it file JO7 B Apr/D6/2023 09:46:10
7 WifiMKT.img directony AprADe 2023 09:.44:47
T WifiMKT . img/user svg svg file 444 B AprADe 2023 09:.44:47
T WifiMKT . img/password .svg svg file 644 B AprADe 2023 09:.44:47
"] WifiMKT favicon.ico lico file 503 B AprADe 2023 09:.44:47
T WifiMKT Semors txt et file 3715 B AprsD6<2023 05:44:47
O] WifiMKT “emor.html _hitml file 640 B AprsD6/2023 09:44:47 |
108 items (1 selected) 15.6 MiB of 128.0 MiB used B4 free

B3: Sira file alogin.html trong HTML Directory

<!doctype html>
<html lang="en">
<head>
<meta charset="utf-8">
<meta name="viewport" content="width=device-width, initial-
scale=1.0" />
<meta http-equiv="refresh” content="2; url=$(link-redirect)">
<meta http-equiv="pragma" content="no-cache">
<meta http-equiv="expires" content="-1">
<script>
function startClock() {
$(if popup == "true’)
open('$(link-status)’, 'hotspot_status',
'toolbar=0,location=0,directories=0,status=0,menubars=0,resizable=1,width=2
90,height=200";
$(endif)
location.href = unescape("$(link-redirect-esc)’);
}
</script>
</head>
</html>
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Sau khi cau hinh xong, cac thiét bi mudn két néi vao wifi s& hién 1én mot
trang portal c6 hinh anh truyén thong va nguoi dung s& phai xem hét thong tin va
chon két ndi internet dé c6 thé vao mang. nhu mé ta phia dudi.

- G @ (A Netseawe | cloudwiivivasvi/inds

o  x
o . @ e

qauuoo

UY BAN NHAN DAN QUAN HONG BANG

HOI NGHI

TONG KET CONG TAC THI DUA - KHEN THUGNG NAM 2023
. TRIEN KHAI NGHI QUYET CUA QUAN UY - HDND QUAN
VE NHIEM VU PHAT TRIEN KINH TE - XA HOI, QUOC PHONG - AN NINH
PHAT DONG PHONG TRAO THI DUA NAM 2024

Héng Bang, ngay 16 thang 01 nam 2024

Hinh 2.5: M@ ta két qud sau khi thzc hién
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KET LUAN

Thoéng qua viéc tim hiéu vé mang khong day dic biét 13 mang cuc b khong
day, t6i dd co dugc cac kién thirc vé cac chuan, ciu tric mang, cac van dé bao mat
va khi trién khai hé thdng mang cuc bo khong day. Viéc phat trién mang khdng
day that sy dem lai hiéu qua véi su thuan loi khi st dung céc thiét bi c6 tinh di
d6ng cao va van dé bao mat duoc dit 1én hang dau.

Do vy toi di chon phuong phap xac thuc RADIUS Server két hop véi
phuong phap ma héa WPA2 nham dé xuat giai phap bao mat WLAN.

Va véi viéc str dung dich vu cua mot ddi tac nhu VIVAS viéc tao va quan
ly hé théng mang wifi i don gian hon rat nhiéu. Pong thoi viéc tich hop thém
cac thong tin quang ba vao hé théng ciing lam cho tang tinh hiéu qua cua viéc sir

dung mang wifi
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